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T, 2L, X2 VT 4 B HE I 02— FDONRRAT— RENOTEEETXET,
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TAT VT L= " AT — ROME L EFREESEH SNET, =720, "AT— RO
RaEIhs e, 7747 MZEDRAU = REFIITERIRVET, TOXLHI 7747
Y MZFEG =T — Ay —UBRELNET, TO2—PX, X2 VT o BHEIIR
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ATV IATITICERLENRT— FORE L EHE

R E A3k

INAT—KR X274 KR)O—DHRE

FIEDOHE

NAT—=R X2V T 4 R —%2ER L, TORY) —2REOL— 7177 A /L5
B4 512id, ROEEEZFITLET,

enable

configure terminal

aaa new-model

aaa common-criteria policy policy-name
char-changes number

max-length number

min-length number

numeric-count number

©ENDGO RN A

special-case number

=y
©

exit

- -
N—l

username usernamecommon-criteria-policy policy-name password password
end
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F gD FEH
ARV EFEREETIVa Yy B#)

ATy 71 |enable ¥t EXEC E— R& A X —7/WIZLE T,
Bl : « NMRAT—=REANLET @FEERSNEHE)
Device> enable

R w72 |configure terminal Ja—\) a7 4F¥al— gy E— KeBth
i - LET
Device# configure terminal

ATwv 73 |aaanew-model AAA % 70—/ =T M LET,
i
Device (config) # aaa new-model

w74 |aaa common-criteria policy policy-name AAAEX 2T 4 NAT—RRY —ZERk L.
i - AE I IATIVTRERY ¥ — F— FEBIAL
Device (config)# aaa common-criteria policy ji?fo
policyl

X Fw 75 |char-changes number EE) HWWRRAT— RO BEHHONRRAT — R~d
Bl EHECTHAEIRE LET
Device (config-cc-policy) # char-changes 4

AT w76 |max-length number (EE) "AU—FRORREZHEELET,
i :
Device (config-cc-policy) # max-length 25

AT w77 |min-length number (EE) AU —FoR/NEZEELET,
11
Device (config-cc-policy) # min-length 8

AT w78 |numeric-count number (LE) NAU— FNOBETFOHEEELET,
i -
Device (config-cc-policy) # numeric-count 4

AT w79 |special-case number (EE) "AU— FNORH L FOR & aE L E

&1

Device (config-cc-policy)# special-case 3

B

IEVHSA4TITIZERLEAZRD—FomELEE ]



B == v517u7Kys—omR

AEVISATUTICEMLEARD—FomELER |
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S

AT w10 | exit EE) 2E 7947V TRERY &— E—F
%l - AT L, Zn—rbar 7 4 Xal—ia s E—
Device (config-cc-policy) # exit FIZRY jﬁ?fo

AT 711 |username usernamecommon-criteria-policy policy-name | (1) ==—% a7 7 A WVIZHEEDRY o — L
password password SR2AT— REEA L x4,
i
Device (config) # username userl
common-criteria-policy policyl password passwordl]

ATy 712 |end FiHE EXEC E— RIZRE D £,
£l

Device (config) # end

AFEVISATIT R O—DHERR

TRTCOAEFL I IATIT X2V T 4 R —2MERTHI21%. ROEELZFITLET,

FIRDOHE

F IR D

1. enable

2. show aaa common-criteria policy name policy-name

3. show aaa common-criteria policy all

AT v 71 enable
F¥iHE EXEC E— R&EA X—7 ML ET,
&1

Device> enable

ATvT2

show aaa common-criteria policy name policy-name

HBEDORY L —DNRAT—RtFalF 4 RS —IEREERLET,
1 :

Device# show aaa common-criteria policy name policyl

Policy name:

policyl

Minimum length: 1

Maximum length:

64
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ATvT3

SEL 554 7Y TIEMLE R T— FomE s sE0RER ]

Upper Count: 20

Lower Count: 20

Numeric Count: 5

Special Count: 2

Number of character changes 4

Valid forever. User tied to this policy will not expire.

show aaa common-criteria policy all
RESNTETRTORY V—DNRAT—R X274 R —FRERRLET,
il -

Device# show aaa common-criteria policy all

Policy name: policyl

Minimum length: 1

Maximum length: 64

Upper Count: 20

Lower Count: 20

Numeric Count: 5

Special Count: 2

Number of character changes 4

Valid forever. User tied to this policy will not expire.

Policy name: policy2

Minimum length: 1

Maximum length: 34

Upper Count: 10

Lower Count: 5

Numeric Count: 4

Special Count: 2

Number of character changes 2

Valid forever. User tied to this policy will not expire.

AT TATYTICERLIZINRT—KDRELEE
DEFR]

Bl: A€ VFATIVTICERLEZNRRT—FORELEE

KON, 2T 77947V T7 BFa2 U740 R —21E L., FHEORY > —%
a—Y a7y A VTEAT D FEERLTHET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa common-criteria policy policyl
Device (config-cc-policy) # char-changes 4

Device (config-cc-policy) # max-length 20

Device (config-cc-policy) # min-length 6

Device (config-cc-policy) # numeric-count 2

Device (config-cc-policy) # special-case 2
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Device (config-cc-policy) # exit
Device (config) # username userl common-criteria-policy policyl password passwordl
Device (config) # end

AFVISATITICERLEZNRT—FDRELEE
T 52 DDSEEH

WDOIET, RADIUS X7 v b 7 F 4 ZAax7 MEREICET22EBER WM LT,

BEERE YZaTFIL B4 ML
CiscoIOS =z~ K ['Cisco I0S Master Command List, All Releases.]
CiscotFx 2T 4 avw K + [Cisco I0S Security Command Reference:
Commands A to CJ
+ [Cisco IOS Security Command Reference:
Commands D to L]
+ [Cisco 10S Security Command Reference:
Commands M to R ]
+ [Cisco I0S Security Command Reference:
Commands S to ZJ]
RFC
RFC Title
RFC Remote Authentication Dial-in User Service (U &— FRIEX A YA v 22— H—1
2865 | )
RFC [ Dynamic Authorization Extensions to RADIUS]
3576
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TAADYR— K Web A hOY— T 7k
AT AT, Cisco.com D —H 1D 35 LT/
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B == 517 07cEm LR 0— RoMBE L EEOBEESR

R1I:DEV IS4 TITICERLIZ/NR T — FORE & EEDHBERR

HaE

aEy I TAT Y TIHEHLL |CiscoIOS 15.02)SE |2y 7 T4 7 U TITHERLL 7o /3R
Te/XAT — ROREEEH | Cisco 10S 15.2(1)E U — ROIRE L EBERRIL, 22— P
AT — REfRET DN — /L ORIE, 1K
T, RO DD NRAT— FRY —
BELOEXF2 VT 4 AD=ALEHEE
THEDIHEHENET,

WDa~y RPEAFIIEFEINE

L7, aaa common-criteria policy.

iy

)1)—2 HRETEER

debug aaa common-criteria, show aaa
common-criteria policy
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