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08002b8619de 1. ) 0:8:0:0:2:b:8:6:1:9:d:e |72 L 0:8:0:02:b:8:6:1:9:de
1. -) 0-8-0-0-2-b-8-6-1-9-d-¢ 0-8002b-8619de
(1. ) 0.8.0.0.2.b.8.6.1.9.d.e 0.8.0.02b.86.19de
08002b8619de 1, ) 0:8:0:0:2:b:8:6:1:9:d:e | Password Password
1. - 0-8-0-0-2-b-8-6-1-9-d-e
(1. ) 0.8.0.0.2.b.8.6.1.9.d.e
08002b8619de 2. ) 08:00:2b:86:19:de oL 08:00:2b:86:19:de

(2,-)
2. )

08-00-2b-86-19-de
08.00.2b.86.19.de

08-00-2b-86-19-de
08.00.2b.86.19.de
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08002b8619de 2. 08:00:2b:86:19:de Password Password
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08002b8619de 4. ) 0800:2b86:19de L 0800:2b86:19de
4. ) 0800-2b86-19de 0800-2b86-19de
4.) 0800.2b86.19de 0800.2b86.19de
08002b8619de D) 0800:2b86:19de Password Password
4. ) 0800-2b86-19de
4.) 0800.2b86.19de
08002b8619de (12, <a%2472 L | 08002b8619de L 08002b8619de
>)
08002b8619de (12, <47 1L |08002b8619de Password Password
>)
BN XA DBRES
MAC n:L‘,\nIE/\’r/\Zo)nXIE y

MAC FEEE/ N1 /SR DA +2—T L1k

802.1X R — kT MAC FHiE/ A /S AEEZ BN T HITiE,. ROEEEZFITLET,

FIEOHE

enable

mab
end

oa ks N2

Il MACE5E/ N1 /8R

configure terminal
interface type slot / port

showauthenticationsessionsinterface type slot / port details



| maAc B5E/ 31 /82

#—rroaRioant [

=3[k 2t
ARV RFERERTIVa Y ]3]
AT 71 |enable Rt EXEC E— R& A X —7 MIZLET,
£l e NAU—REZANLET (FERENTZHE)
Device> enable
Z 3w 7 2 | configure terminal Jau—)L a7 4 Xal—ay T— REBLG
i - LET,
Device# configure terminal
AT 7 3 |interface yype slot / port AV B —Tx2Af A a7 4 Xal—rarET—F
Bl EBR L E T
Device (config) # interface Gigabitethernet 1/2/1
AT 74| mab MAB % A 2 —7 /M LET,
i)
Device (config-if)# mab
AT 75 |end FikE EXEC £— FIZREY £,
fil -
Device (config-if)# end
X T 7 6 | showauthenticationsessionsinterface type slot / port A B —T oA ADEBREE. A FZ—T A A LD

details
1 -

Device# show authentication session interface
Gigabitethernet 1/2/1 details

=T 4 —F A AR ARFRRLET,

R— b EOBZEIEOEHE

FIRDEE

T 74V P TR, R— MIEBICHERAES L E YA, ABIFEEREEZ A R —

DIEZEETEET,

enable

configure terminal
interface type slot / port
switchport

apwbd-=

switchport mode access
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6. authenticationport-control auto
7. mab [eap]
8. authentication periodic
9. authenticationtimerreauthenticate {seconds | server}
10. end
FIBD
IRV RERETI VA Y =L
ATw 71 |enable ¥HE EXEC E— K& A X—7 ML ET,
i - e MATU—REANLET RS HE)
Device> enable
X Fw 72 |configure terminal Ja—RN) a7 4 X¥al— gy EF— R2HlG
Bl - LET,
Device# configure terminal
AT w73 |interface nype slot/ port AV H =Tz A AT 4Fal—varET—FK
15“ : %Bﬁﬁébjﬁ—g—o
Device (config)# interface Gigabitethernet 1/2/1
AT w74 |switchport A B =T 2 A AL AY2 AL vF R E—FKIZ
15“ : g&ﬁi—‘ L i ‘j—o
Device (config-if)# switchport
Z5 w5 |switchport mode access LB =T f ADIA T, NTXL T, H
i - T, YU INVLAN LA ¥ 2 A4 X2 —T A
ANTRE L ET,
Device (config-if)# switchport mode access
AXTFw 76 |authenticationport-control auto RA— FNOHILAT— FEHRELE T,
11
Device (config-if)# authentication port-control
auto
ATw 71 |mab[eap] MAB % A 2 —7 /M LET,
i -
Device (config-if) # mab
X w 78 |authentication periodic WA A 2 — T I LET,

&1
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Device (config-if)# authentication periodic

AT w79 |authenticationtimerreauthenticate{seconds | server} | FERiFrDORINE (FPELL) #BRELET,
1 :
Device (config-if)# authentication timer
reauthenticate 900
ATv 710 |end AV HA—T A A a7 4 Xal—gr F—FR
Bl - H#T L. FiHE EXEC £ — FIZRY £,

Device (config-if)# end
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N /A il

[BCc&xEd, 774 bTlE, A—MNIvyvy My EnNEd, A—hre2r vy b7 T

L EDKRHZHRETEET,

enable

configure terminal

interface type slot / port
switchport

switchport mode access
authenticationport-control auto
mab [eap]

©ENDGO RN A

authenticationtimerrestart seconds

=y
©

end

authenticationviolation {restrict | shutdown}

AT RFEREETI VI Y

El:)

ATy T

enable

&1

Device> enable

K¥i#E EXEC T— R& A 2 —7 MZ L FET,
e NRAT—REANTLET (FREINEZHE) .

ATy T2

configure terminal

1 -

Device# configure terminal
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ARV FFEREETIVa Yy

S

R w73 |interface type slot | port Ao B —TxAfAayT 4 Falb—gF—FK
Bl EBIELET,
Device (config)# interface Gigabitethernet 1/2/1
AT 74 |switchport A BE=T A RAZVLAY2AAL vF NE—FIZ
15'] : EQH/:E_‘ L/i‘a‘o
Device (config-if)# switchport
AFvTH switchport mode access A EB—T A ADEA T, T T, ¥
- 7L, YUUNVVLAN LA ¥ 2 A4 2 —T A
AITRELET,
Device (config-if)# switchport mode access
Z5 w76 |authenticationport-control auto RN— N DOFFEAT — M ERE L ET,
11
Device (config-if)# authentication port-control
auto
AFw 77 |mab [eap] MAB %A 3 —7 /M LET,
1
Device (config-if) # mab
AT w 78 |authenticationviolation {restrict | shutdown} F—h ETEX2 T &I E U EBAICEAT
. sy v ERELET,
Device (config-if)# authentication violation
shutdown
X w 79 |authenticationtimerrestart seconds KD R — N OWEEOEINGE HL) Z2H/HELE
11 kK
Device (config-if)# authentication timer restart
30
ATv 710 |end Ao B =Tz A AT 4F¥alb—rarT—F
Bl - ZHET L. FiME EXEC £— FIZRY £,

Device (config-if)# end
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BETEMAB a5 L0 27— koadt ]

JL o =T bk N B
EBXEAAE MAB 1 —H &2 B L UV/IRAT— FOFEMIE
FIEDHE
1. enable
2. configure terminal
3. mab request format attribute 1 groupsize {1|2 |4 |12} separator {-|:|.} [lowercase | uppercase]
4. mab request format attribute 2 [0 | 7] password
5. end
FIED
ARV RFEREET7TIVa Y ]3]
AT w71 |enable Fite EXEC E— R A R—7 /ML ET,
il - e NAT—REANLET FERINTHH) .
Device> enable
A 7 2 | configure terminal Ja—R) a7 4 X2l — gy FT— REBG
15“ : L/ i ﬁ—o
Device# configure terminal
R T w =3 | mab request format attribute 1 groupsize {1|2 (4|12} | MAB E: kO 22— 4R AR E L F T,
separator {-|:|.} [lowercase | uppercase]
fi
Device (config) # mab request format attribute 1
groupsize 2 separator :
AT 7 4 | mab request format attribute 2 [0 | 7] password ﬁ‘/\“f@ MAB HSRICHEB IND 7 a— L R
Device (config) # mab request format attribute 2
passwordl
ATy 75 |end e EXEC £— RIZRY £,
f

Device (config)# end

MAC
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MAC

ZEH
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ROBITIL,
IZ. mab =< R23F

HBELIEA Vv Z—T7 2 A ATMACFIENA 732 (MAB) HEREZ BT D720
RESNTWET, 7 ar LT A v F—Tzf AT 4Fa
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B 5 seaemas v a5 L0 T— FoEDIE

L—ya Bl o F—T =2 A EOFFEA VA X 2 A% KT 5728 D show authentication
sessions 2~ 2 RO HRIMEL I N TWET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet2/1

Device (config-if) # mab

Device (config-if)# end

Device# show authentication sessions interface GigabitEthernet2/1 details

Bl : FREFEEMAB 1—H&E LU/ RT— FOFEWE

WOFNL., MAC FRFF/ A 7S A (MAB) Da—HL4ERENA T — RE2RET D HIE
ERLTWVWET, ZOFITE, 2—VFAERIXKOV B0 1240 16 #EE s L
THEIN, Fa— UL XA T— KX passwordl ERESINET,

Device> enable

Device# configure terminal

Device (config) # mab request format attribute 1 groupsize 2 separator :
Device (config) # mab request format attribute 2 passwordl

Device (config) # end
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Cisco I0OS ==~ | [Cisco IOS Master Command List, All Releases]
K
Rk~ N + [Cisco I0S Security Command Reference: Commands A
to CJ
[Cisco 10S Security Command Reference: Commands D
to L]
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toRJ
[Cisco I0OS Security Command Reference: Commands S to
z]
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HRE Jy—=x FEBETEHR
MAC 3N A /XA Cisco I0S XE 3.2SE MAC FEE S, N2 RE L 1T, 794 T
(MAB) Cisco I0S XE 3.3SE FOMACT RLAZBHL TRy hU—

7 DY T AT b %& CiscolBNS 3 L TUYNAC
@ﬁ%k% T&%, MACT RL A _—
DFWIEA T = X LT,

WDa~y RPNEAEIIERINEL
72, dotlxmac-auth-bypass,
showdotlxinterface

FIETHE MAB = — ¥4
BLOX2TU— R

Cisco IOS 15.2(1)E

FE FHE MAB = — 4B L OVIR T — |
FEREClX. MAC FBFE/ N1 782 (MAB) O®
A—PHERENRNAT - RERETDHZ L
IZL Y., CiscolOS A~ R —T % LEBEfED
MAC 7 — % ~_X— 2% L IV RADIUS H—/3
MCOMAEMRMEESFEBHTEET,

WOa~ 2 RPREANEITEEIREL
72, mab request format attribute 1, mab
request format attribute 2
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