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WIZ, EXBECEY > a v M L THEETSHPPP2—HFDRADIUS Xv NU—27 ThHo T ¢
I L a—RIIEENDLEROHETRLET,

Wed Jun 27 04:44:45 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”

Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:45:00 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528"”

Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2"

Framed-Protocol = PPP
Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:47:46 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528"

Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2"

Framed-Protocol = PPP

Acct-Input-Octets = 3075
Acct-Output-Octets = 167
Acct-Input-Packets = 39
Acct-Output-Packets = 9

Acct-Session-Time = 171

Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:48:45 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528"”

Caller-ID = “408”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0
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User-Id =
NAS-Identifier =

“usernamel”
“172.16.25.15"

WIZ, BHIZEXECE YL a v ZBIE L7 PPP 2 —HF D TACACS+ %y N —7 T HT T 4
YT L a—RIIEENDLEROBETRLET,

Wed Jun 27 04:00:35 2001 172.16.25.15 usernamel tty4d 562/4327528
starttask i1d=28 service=shell
Wed Jun 27 04:00:46 2001 172.16.25.15 usernamel  tty4 562/4327528 starttask 1d=30
addr=10.1.1.1 service=ppp
Wed Jun 27 04:00:49 2001 172.16.25.15 usernamel tty4d 408/4327528 update
task i1d=30 addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1
Wed Jun 27 04:01:31 2001 172.16.25.15 usernamel tty4d 562/4327528 stoptask id=30

addr=10.1.1.1
elapsed time=51
tty4 562/4327528

addr=10.1.1.1 service=ppp
bytes out=1682 paks in=36
Wed Jun 27 04:01:32 2001 172.16.25.15
service=shell elapsed time=57

protocol=ip
paks out=24
usernamel

bytes in=2844

stoptask id=28

GE)

THOT 4T Xy N ba—ROEMR 77—~y MI, X207 4 —R"F—F
WL TEDY F9,

Iz, autoselect Z L CHEET D PPP 22—+ D RADIUS %> NU—27 T hovs5 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:30:52 2001
NAS-IP-Address =
NAS-Port = 3
User-Name =

“172.16.25.15"

“usernamel”

Client-Port-DNIS = “4327528”
Caller-ID = “562”
Acct-Status-Type = Start

Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol = PPP

Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

27 04:36:49 2001
NAS-IP-Address =
NAS-Port = 3

Wed Jun
“172.16.25.15"

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”
Acct-Status-Type = Stop

Acct-Authentic = RADIUS
Service-Type = Framed

Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Framed-IP-Address = “10.1.1.1”
Acct-Input-Octets = 8630
Acct-Output-Octets = 5722

Acct-Input-Packets = 94
Acct-Output-Packets = 64
Acct-Session-Time = 357
Acct-Delay-Time = 0
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User-Id =
NAS-Identifier =

“usernamel”
“172.16.25.15"
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Iz, autoselect Z L CTHEIET D PPP 21— D TACACS+ Xy NU—T T I 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:02:19 2001 172.16.25.15

service=ppp

Wed Jun 27 04:02:25 2001 172.16.25.15

service=ppp

Wed Jun 27 04:05:03 2001 172.16.25.15
protocol=ip

paks out=28

starttask id=35
task id=35

service=ppp
paks_1in=42

EXECTHhO2Ta42Y
EXECTHOUrT 470, Xy NI—0 TR Y —RNEIZHIH2—Y EXEC ¥—IF /L

usernamel Asyncb 562/4327528
usernamel Asynchb 562/4327528 update
protocol=ip addr=10.1.1.2
usernamel Async5 562/4327528 stoptask id=35

addr=10.1.1.2
elapsed time=164

bytes in=3366

bytes out=2149

tyvary (=) ETIERERMELET, 2 2E =—F4, B BHAAE
GNETREL, 77 2A S —"OIPT FLA, B (XA YAy 2—FOHEE) BET

DEAHEF R ETT,

wIiZ, BAYNA Ly 22— DRADIUSEXEC T H VT 4 v La— RIZEENDIHEHROH

zZRLET,

Wed Jun 27 04:26:23 2001
NAS-IP-Address =
NAS-Port =1
User-Name =
Client-Port-DNIS =
Caller-ID =
Acct-Status-Type =
Acct-Authentic =
Service-Type =
Acct-Session-Id =
Acct-Delay-Time = 0
User-1Id =
NAS-Identifier =
27 04:27:25 2001
NAS-IP-Address =
NAS-Port =1
User-Name =
Client-Port-DNIS =
Caller-ID =
Acct-Status-Type =
Acct-Authentic =
Service-Type =
Acct-Session-Id =
Acct-Session-Time =
Acct-Delay-Time = 0
User-1Id =
NAS-Identifier =

Wed Jun

Wiz, BA YAy 22— D TACACS+EXEC T AU T 4 v

“usernamel”
“4327528"
“5622329483”

RADIUS
Exec-User
“00000006"

“usernamel”
“172.16.25.15”

“usernamel”
“4327528"
“5622329483”

RADIUS
Exec-User
“00000006"

“usernamel”
“172.16.25.15”

“172.16.25.15"

“172.16.25.15"

flzRmLET,

Wed Jun 27 03:46:21 2001 172.16.25.15 usernamel
start task id=2 service=shell

Wed Jun 27 04:08:55 2001 172.16.25.15 usernamel
stop task id=2 service=shell elapsed time=1354
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I, Telnet = —H D RADIUSEXEC T AV T 4 v 7 La— RIZEENLEROMBZRLE

TO

Wed Jun 27 04:48:32 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port = 26
User-Name = “usernamel”
Caller-ID = “10.68.202.158"

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “00000010”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

Wed Jun 27 04:48:46 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 26

User-Name = “usernamel”
Caller-ID = “10.68.202.158"

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000010”
Acct-Session-Time = 14
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

KT, Telnet =—H D TACACS+EXEC 7 H U T 47 La— RICEENLHEROFIZTRL

ij_o

Wed Jun 27 04:06:53 2001 172.16.25.15 usernamel tty26 10.68.202.158
starttask id=41 service=shell

Wed Jun 27 04:07:02 2001 172.16.25.15 usernamel tty26 10.68.202.158
stoptask id=41 service=shell elapsed time=9

ARV RThOUTFAUYT
ALV RTATLT AT, Ry NT—2 TR R F—NTETSNDEHHEL LD
EXEC =)V a< RIZETAEREZRELET, S~ R TAhU T4 07 La—RiZ
X, TORHEL L THEITSND A~V R, £~ RRFEITIN-HEE, BIXOSETLE
2—HPDY A MR EENET,

WIT, BHEL~UL 1 O TACACS+ a2~ R T hU T 407 La— RIZEEN D BFRO6 %

RLET,

Wed Jun 27 03:46:47 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=3 service=shell priv-1lvl=1l cmd=show version <cr>

Wed Jun 27 03:46:58 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=4 service=shell priv-1lvl=1l cmd=show interfaces Ethernet
0 <cr>

Wed Jun 27 03:47:03 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=5 service=shell priv-1lvl=1l cmd=show ip route <cr>

WIZ, FHEL L 15 D TACACS A~ R T AU T 47 La— RZEENDEROE %
RLET,
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Wed Jun 27 03:47:17 2001 172.16.25.
stop task_id=6 service=shell
Wed Jun 27 03:47:21 2001 172.16.25.
stop task_id=7 service=shell
Wed Jun 27 03:47:29 2001 172.16.25.
stop task_id=8 service=shell
255.255.255.0 <cr>
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15 usernamel
priv-1vl=15
15 usernamel
priv-1vl=15
15 usernamel
priv-1vl=15

tty3 5622329430/4327528
cmd=configure terminal <cr>

tty3 5622329430/4327528
cmd=interface Serial 0 <cr>

tty3 5622329430/4327528
cmd=ip address 10.1.1.1

G¥)

Cisco @ RADIUS &%, a~> R T7 v T4 7% AR—FLTWERA,

BRT7THhOVTA0T

B 7 v T 4 > 7%, Telnet, LAT, TN3270, PAD, tlogin 2 D%y NI —27 77 & A

Y= BATOIN D TN TOREEREIZET

HiFmafett LEd,

WIZ. F&15 Telnet B255i D RADIUS #2557 h U T 4 7 L a— RIZEGEENDEROB &R L

ijﬂo

Wed Jun 27 04:28:00 2001
NAS-IP-Address =
NAS-Port = 2
User-Name = “usernamel”
Client-Port-DNIS = “4327528”
Caller-ID = “5622329477"

“172.16.25.15"

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Login
Acct-Session-Id = “00000008”
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:28:39 2001

NAS-IP-Address = “172.16.25.15"
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528”
Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Login
Acct-Session-Id = “00000008”
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"

Acct-Input-Octets = 10774
Acct-Output-Octets = 112
Acct-Input-Packets = 91
Acct-Output-Packets = 99
Acct-Session-Time = 39
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"
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e v |

WIZ, F&15 Telnet i D TACACS+ e 7 WU T 4 7 L a— RIZEEN D EHROH %

L/\i‘é—(]

Wed Jun 27 03:47:43 2001
start task_id=10
cmd=telnet usernamel-sun

Wed Jun 27 03:48:38 2001
stop task_id=10
cmd=telnet usernamel-sun
elapsed time=55

172.16.25.15

service=connection

172.16.25.15

service=connection

bytes_in=4467

usernamel tty3
protocol=telnet addr=10.68.202.158

usernamel tty3
protocol=telnet addr=10.68.202.158
bytes out=96

5622329430/4327528

5622329430/4327528

paks_1in=61 paks_out=72

WA, FE1E rlogin Bt D RADIUS #5ft 7 H v o T 4 7 L a— RIZEENHEROFI 2R L

=7,

Wed Jun 27 04:29:48 2001

NAS-IP-Address = “172.16.25.15"

NAS-Port = 2

User-Name = “usernamel”

Client-Port-DNIS =

“4327528"

Caller-ID = “5622329477"

Acct-Status-Type =

Start

Acct-Authentic = RADIUS

Service-Type = Login

Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

Wed Jun 27 04:30:09 2001

NAS-IP-Address = “172.16.25.15"

NAS-Port = 2

User-Name = “usernamel”

Client-Port-DNIS =

“4327528"

Caller-ID = “5622329477"

Acct-Status-Type =

Stop

Acct-Authentic = RADIUS

Service-Type = Login

Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158”

Acct-Input-Octets =
Acct-Output-Octets
Acct-Input-Packets
Acct-Output-Packets
Acct-Session-Time =
Acct-Delay-Time = 0

18686

86
90

= 68
22

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

WIZ, 15 rlogin #65: D TACACS+ 55t 7 W U T 4 7 L a— RIZEENHEROFI 2R L

=7,

Wed Jun 27 03:48:46 2001
start task id=12

172.16.25.15

service=connection

cmd=rlogin usernamel-sun /user usernamel

Wed Jun 27 03:51:37 2001
stop task id=12

172.16.25.15

service=connection
cmd=rlogin usernamel-sun /user usernamel bytes in=659926 bytes out=138

usernamel tty3
protocol=rlogin addr=10.68.202.158

usernamel tty3
protocol=rlogin addr=10.68.202.158

5622329430/4327528

5622329430/4327528

paks in=2378
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B ox727990500

4

paks_
out=1251 elapsed time=171

WIT . F&1E LAT #5550 TACACS+ ¥ T h v o7 4 7 L a— RIZEENAEROMHE T L
\iﬁqo

Wed Jun 27 03:53:06 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start task id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX

Wed Jun 27 03:54:15 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX Dbytes in=0 bytes out=0 paks in=0 paks out=0 elapsed time=6

SARTLTHIT4 YT

SATFATHIT 4, TRTDOVAT AL AR (T zI1E, VAT ADY
T = NEFRT T T 4 T DOF L F T T A BRI L F 9,

WDOT T 4T La—Rid, AAAT T T 4V TR A 708722 & s —Riny
RTACACS+ VAT AT AT 4T La— R $—RERLET,

Wed Jun 27 03:55:32 2001 172.16.25.15 unknown unknown unknown start  task_id=25
service=system event=sys acct reason=reconfigure

GE)

THOT 4Ty b ba— ROEMR 7 +—~ v MM, TACACS+T —F TG U TE
b ET,

WDOT I T 47 ba— R, AAAT T T 4 v T RF 512 & 7T TACACS+
SATFLATHILT 4T ba— RERLET,

Wed Jun 27 03:55:22 2001 172.16.25.15 unknown unknown unknown stop task id=23
service=system event=sys acct reason=reconfigure

VAT LYY= A PET HIBIMD X AT IZONTIE, D CiscolOS Y 7 b Y =T a7 o

Fal—var A FEZRLTILEEN, LEXE PTHY ST 427 ZATITONT

X, [ Cisco I0S Application Services Configuration Guide] @ [Configuring IP Services| % &ML

TLZEW,

JI—=RTFTHAIUT4YT

VAAPEHLTWDAAAT BT T 4 7 Tk, 22— WRGEa @it Liza—icxtd 25 B
fl La—RE T La— KRRV R—FranEd, 2—VEEO—HE U CERAEIC R L
fea—no &7 La— RazART 28R b R—rahEd, 2oL5kLra—FR
X, Xy N 2EHEBINE=4T5T 00T 407 La— RegAT 5258 IC0ET
7

2T RONFIZOWTHALET,
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AAR )Y —RKBRTTHIV T4 2T .

AAA )Y —REKBETThoOovT409

AAA U ) —RAREE T T AT T 4 T ORI, =R E Y —7 o A D2 —FFEIEE R
WCRETE RT3 —LZOWT, ThHUrT 47 ba— REttd 52 5X03H0 F8A
TL7, Z0X57%ba—NRiE, *xy NV—7BIOZFOHEY OBRZEBRBINE=47
LZTHOT 4T La— RERHATH55IC0ETT,

ZOMRBIZ L o T, —YEFRCBEE L 2o lza—D T ThorT 407 Lba—FK

NERESNEST, HT) La— L, a—AREOHENSAERSNE T, = —PRIEITH

IjJLf:TN‘T@:H/D ERETFERRICEEL ST, DFEV, BMOT I T 4T La—
iR SN EH A,

WORNZ, BEOa—) 7a—T, AAA U VY —RARBERTT T T 40 T E2FENT
focb\:w«/l/ = AERRLET,

BEEDIO—TAAL) V—RAKBRT T HI T A VT EBMZLTVWEVWETLASANYILLA Y O—LEES—
roR

LTWw

Call Modem Service "Start" "Stop”
setup  allocation setup  record record

. . '
T f f

Call Modem User Call
authentication  training authentication disconnect

as7

WDKK, BEDT—/)L 7o —T, AAAV Y —AKRT T T 4 o T EFHC Liza—
W= RERLET,

2BENDTIO—TAAA) Y —RERBERTT7HIO VT4 VT EBIILEETLEAVILA Y A—ILEREY—T Y
i3

User
accounting
Call Modem Service "Start" "Stop"
setup  allocation setup record record

I S P
(N !

Call Modem User Call "Stop” a
authentication training authentication disconnect record E
‘_‘V_FI
Resource
accounting

\/k@L:\ :L““qj_wuuﬁﬁua %/V@%%ﬁﬁgﬁ%b)%\éi L. AAA Y y%X%E&%T773 '7:/5:/])
VI EAMI LT VERES— T AR LET,
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B oo crio—romany—z7avoTeoy

3:A—HEREATNCO— L DEGEMBENREL., AAA) Y —RKBIRT T H O T 4 T/ LEETLEAY
WAy A—LEBES—T VR

Call Modem “Stop”
setup  allcation record

S S
1 1

Call Modem Call
authentication training disconnect

20772

WD, —PFRIERTNC 2 — L OEEGIRRN AL, AAA ) Y — A KB T T 7T 4
VRN TN W — LR E— T U AR LET,

X 4: 11— BRI a— L DIEERBEARE L, AAAY) Y —RAEBBETTHAY T4 5% A4 2—TILIZL TN
EFLLAVNA Y A—LREL— VR

Mo resource

Call Modem " "
setup  allecation - s el sent1

l l csee
(N !

Call Madem Call
authentication training disconnect

e

BR - TLaO—KOAAA )Y —RTFTHOUFa4 Y

BIG - TLa—FRDAAA Y VY —RA T AT T 4 o 7%, Ka—/LiRERIZ Bt L a—
RZE L, I — VOGRS T2 T La— RE2RET28iEs P AR—M LT
WET, ZOHRRIZ, TH T 4T La— R EERET LT —XDORETDO1O0E,
H5E) OB ERB LT T 5D HTEET,

COMBEEZHHAT S L, a— L REBLX O — L OBGRERO [BltG- KT 7ThorT 4
7 va—RiE, T AT DY Y — AR OETIRILZ BB L E 9, #R] 02— PR

Bth-#T) THO T 47 La— R, a—FEROEITRRZEBHLEST, Zhb2
Yy hOTHT LT 47 Lba—RiE, FOa—ATEHADEY g IDEZFHLTHEY

Y7 EhET,

KOBIE, AAAY Y —ZABR-ET T T T 4 T A LT a—AVBREY — 7 A %R
L/ \i —a—O

B5:UY—RBE-BTTHIUTA VT EBDILEETLSTAVILAY I—LREV—T VR

Cal  "Start" Modem Service "Start" “Stop"

setup record allocation setup  record record

Call Modem User Call "Stop"
authertication training authertication disconnect record

AT
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vRes 757125 I

VRRS 7hooT4 29

VRRS 7 ho v

Virtual Router Redundancy Service (VRRS) (X~/VF 7 7 A 7 v MEROHGACEERE % i .
First Hop Redundancy Protocol (FHRP) & B&kigkH7 74 7 > MEICEHRY — B X 2 L T\
£9. VRRSYAF 27 T4 7k F—E A%, #HEO FHRP Zfli4{t. L. FHRP OIRAED BAR
722 —%8Md 52T, FHRP 2 hartD—E LA v ¥ —T oA A& LET,
VRRS (37 —# ORFHZEH L TWET, £/, #7747 a2 1ETTREkL, 4
AT & 0 FHRP 70— 7 £ 213 N TOBERF 7 FHRP 7V — 7T 2 a2 fE T& %
75

AEL— 420K 71 b =L (VRRP) 1. FHRP AT —# AfE#H & 3T DOBELH A VRRS 7
TAT Y MZT vy 235 —_ELTENET S FHRP T9, 7 74 7> hMX. FHRP 72 bz
XN EEFRICBET AT =X AERRLET, & 2F, BELLURIOILEIRRE, 77
TATIRELEIIET 77T 4 7TREDLIBLOL2T FL A, ELIZGEAICL>TExRy hU—7
NOMDITTE Y — b = A IZET HIEWRRETT, 7747 MIZOFBREFER LT, A

T— MLV ABIOART— NI NVILEERE S AT R 7 v ha it cx £,

T4 TS540

VRRS 71U 7 47 7T 742X, VRRS Z)L—T7 OIRENER L 7= & |2 RADIUS
P — NZEFER RS 5, REFTRER AAA TRV XA R AN =X ABHEBEINTWET,
VRRS 7T H VT 47 TT7 74 0%, %ﬁ@AAA VATATHOCT 4T A=Y
DPLEETY, VRRST WV T 47 7T 7 A IZIX, accounting-on ¥ & O accounting-off A+
=L RADIUS 7 AU T 4 7 A yk— /T RE D VRRS 44 &3R5 21BN D~
vE—FEAEE (VSA) PHEESNTOET, VRRSAZZET DL, /v F—T (A2
Y7 4Xal—varET—RKCvrrpname 2~ > R&fHLET,

VRRS 7 H DT 4 7774'/ IZ. VRRS 7 /L — 7 OIREENER LT~ & %1 RADIUS
P — RCEFER AR T D RETRER AAA FRY A R A D= X LN HESHTWET,

VRRS AT T 4T T 74035, BEO AAA VAT AT AT 4T Ay —Y
DILHETT, VRRST AT T 47 75 7 A ITIE, accounting-on 35 & UM accounting-off A
—U L, RADIUS 7 A VT 4 V7 A v—Y TREFHHD VRRS 4 & EET HBIMDN
A —EREME (VSA) BPHESNTWET, VRRSAZRET HITIE, A4 —T = A A2
Y7 4F2lb—aF—RFCvrrpname 2~ FEEHLET, VRRSVL—FB~v A F—
REBIZERTDHE, VRRST AU YT 7 75 7 A iXaccounting-on A & — 3% RADIUS
WCEFLET, £72. VRRS 7 V—T R~ A Z —IRENHERE T 5 &, accounting-off A v & —
VaeMELET,

D RADIUS J&MEIX, 774/ N TVRRS T H VT 47 Ay —VIlEHEENET,
« JBM: 4 (NAS-IP-Address)
« JEME 26 (Cisco VSA Type 1. VRRS Name)
« JBYE 40 (Acct-Status-Type)
o J& M 41 (Acct-Delay-Time)

« B 44 (Acct-Session-1d)
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B rarnyos o vomit

VRRS N~ A X —IREENOLEBB LIZBEDOT T T 47 A vyB—U1%, 9XTO PPPoE
THOLT 4 TNEDVRRSD—#THDE Y v a T B A v =T EIE LTRSS
FanE4,

AAA7ho T4 2TD5&1E

AAA JO—KR*xv R F7HY9VTF4 05

AAA T O —RXx A NTATT AT EBINCTDE, THTT 4V TIEREEED

AAA —NIZRIFFICEHETEET, DFED, TAHU T 4 U THERE 1 DETEED AAA

P—RIZFIFIZ7 e — Ry vy A M D2 ENARETYT, ZOMELFEHTLE, —E R T
WA F—ZEMERADT T 4 = FAAA Y — NP R —FDAAAY— T T T 4
VITERERETE DX ET, ZOMRETIE, FF T 7 r—a VI X DA R
bigtsnE 4,

7 u— K& ¥ A NI, RADIUS %7213 TACACS+ H— DO F L—F i cx 3, -, %

PN T N—T1F, MO T N—T L FERRL, T2 A= N—DGED NNy I T T —
NEEFZETEET,

LMo T, =R Tuaf =D Ra—PiE, ThHhoUT 407 B—THR
571 k=@ (RADIUS 721X TACACS+) ZfEHTEEd, /o, —EX FuqfF—L
ZOTy K a—WiE, TRENER TNy I T v 7 P—NERETHZ L TEET, FF
TV — g Al oNTIE, MAD T 2 — LA — "= —4 o R R ER D 7 )V— T A
LT, JLERRT AT 4 o ZiERE M CETE £,

AAAt v < 32 MIB

—WFRAAAE Y Va3 CMIBEREZFEHT L L, b1y NT—27EH T 1 ka3 (SNMP)
PHEA L CHFOEIERY AT v MERAZT A BIVRTTEETS, 20774 T7 b
DT —=H PR ENDH T2, RADIUS £ 7215 TACACS+ — "Bl SN D AAA T D v
T U IERICESEREET S 2 ENTEET, AAAE YT a2 MIB X, ROEREZIRIEL
7,

o % AAA BEREDFEEHE M (showradiusstatistics =~ > K & T 254)
s AAA e 2T 50— DR T —HZ X
« SN AAA B — 3D 1D

o (TA MBI ED) VT NAEA DGR (T 27747 a—=Vai& T4 5085 it
$%5 SNMP X% v b U — 27 MM DB R AL L £9)

\}

GE)  Zoawy FRYHE— b SNHOM, Cisco AS5300 35 L U Cisco ASS800 =8 —H L 7 7 &
AP—=NRT Ty N7 F— LT TT,
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Fhoorev Bt Eo~7 ||

WDOFTNT, FHAFEH T FTA T FE AAAE Y > a > MIBHBEE OB 2 E= 4B LT T
HIE-DIHEHTESD SNMP 22—V R F—& 7V =7 R LET,

E1:SNMPTY Fa—¥ F—4 4+TS1H b

Sessionld | AAA 7 H T 47 7a bayicfiflEnst vy a D (RADIUS & 44
(Acct-Session-ID) MHHEINAHEEF L)

Userld |o—% a2/ 4 ID £ (874 UMEATERWES) BRENE o0 Es

IpAddr | o> a0 DIPT7 RLAEE (IP7 RLUARBEA SN WEES, £-MEAT
X2WEEA) 0.0.0.0

IdleTime |+ w3 g VR T A KL THx D OB

Disconnect | 2> 7 5 A 7 > b & OHHRZfFRT D72l Shd vy v a vk TAHT V=
k

Callld a— )L "I h— La— RPMEFELTE, ZOTHh T 47 vy g S Alxbn

THTZ NI AT IR

WDOFEIZ, AT LB SNMP 295 AAA > 3 MIBRERENDIREE S D AAA D
WEERE R LET,

=R 2:SNMPAAA £y 2 3 U DIRE

ActiveTableEntries HET 7T 47k yiarolk

ActiveTableHighWaterMark | > 2 5 AN BB IZH A A F—/L N T L OIS v > 3 v
DTN

TotalSessions VAT ABEBICHA VA ML ENTHOLDE vy 3 VOEEK

DisconnectedSessions VAT LANEBICEHA VA ML EN T LEERGHEESNT-E v

va ORI

THOUT 4 VT RELEDRT

X NU—2 7R P —F, TACACS+AV O~L7 £7-1Z RADIUS Bt (EEL Wbk
Fa2 VT4 FRUCE - TEARVET) WWERBINET IV VT 4 v I EET=X LET,
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ZATEAKXVARARMNIELBAAAT AT 4V TDETE

AT E R AN L CTAAA T IV T 4 VT HRIET DX, ROFIREZFEITLE

FIRDOHE

F IR D8

B

)

GE)

VATETHTUT 47, AR EFRIRANEFERALEYA, VAT AT T 4

YIDEE, T7ANIDOEFR) AN EERLET,

1. enable
2. configure terminal

3. aaaaccounting {system | network | exec | connection | commands /evel} {default | list-name}
{start-stop | stop-only | none} [methodl [method?...]]

4. RONTNNEFETLET,

* line [aux | console | tty | vty] line-number [ending-line-number]

« interface interface-type interface-number

5. ROWFNNEFETLET,

* accounting {arap | commands /eve/ | connection | exec} {default | /ist-name}

* pppaccounting {default | /ist-name}

6. Device(config-line)# end

ARV RFERFTIaY

=)

ATy 71 |enable Rt EXEC & — R& A X —7/LIZ LET,
U  NAU—REANLET ERENELE)
Device> enable

X 7 2 | configure terminal Jua—)ar7 4 Xal—ay T— &G
Bl LET.
Device# configure terminal

R 7 3 |aaaaccounting {system | network | exec | connection | |7 H VT 4 FHFRY XA NEER L. ThHY L

commands /evel} {default | list-name} {start-stop |
stop-only | none} [methodl [method?...]]
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RADIUS L2 7L 7ho T 4o n%E [

AU RFERETIVa Y

B8

1

Device (config) # aaa accounting system default
start-stop

72V A MCAETEAT 5 & T & 5 30580 T
R

ATvT4

WONT NN EFATLET,

* line [aux | console | tty | vty] line-number
[ending-line-number]
* interface interface-type interface-number

1

Device (config)# line aux linel

T T 47 R A S EEAT A ERRICOWN
T, 94 v ar74¥alb—var ®— Fehith
L/i‘j‘o

T3

THO T 4T HRKI A NE@EATHA 2 —
T2 A AZONWTC, [ HF—T A AT 4Fa
L—y gy B—REHBELET,

ATvTh

RONT NN EFATLET,

* accounting {arap | commands /evel | connection |
exec} {default | list-name}
* pppaccounting {default | list-name}

1 -

Device (config-line) # accounting arap default

1 SOEFRE ITERRERICT a7 10 o 7
YA NE#ALET,

Ey e

1 2ODA B —T oA AFETITEEA 2 —T A
AT T 4T HR) A MEEHLET,

ATvT6

Device(config-line)# end

1

Device (config-line) # end

EE) 94 a7 4 F¥al— gy F— K%
WTL, Zu—)Lary 74 X¥al—3i gy F—
RIZEY £97,

RADIUS SR T L THOUT4VTDETE
TDRATHFFETLT, F'r—s3L RADIUS — ST RADIUS VAT LT HTT v T %

FIEDHE

server-private {fost-name | ip-address} key {[0 server-key | T server-key] server-key

RELET,

1. enable

2. configure terminal

3. aaanew-model

4. radius-serveraccountingsystemhost-config
5. aaagroupserverradiusserver-name

6.

7. accountingsystemhost-config

8. end
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ARV RFEEETIVa Y

=)

ATy 71 |enable ¥ EXEC E— R& A X —7 MICLE T,
£l e NAU—REZANLET (FERENTZHS)
Device> enable
Z 3w 7 2 | configure terminal Jau—N)L a7 4 Xal—ay T— REBHG
fi LET
Device# configure terminal
ATy 7 3| aaanew-model AAA Xy NT—27 X2 VT 4 h—ER%&A 12—
15“ : ‘7“/1/&: L/i‘j‘o
Device (config) # aaa new-model
X F v 7 4 | radius-serveraccountingsystemhost-config RADIUS " — _"DOBMNEB I OHIBEOT-DIZ,. T34
i - ANV AT INT AT T 47 La— REkE
TEDHEIICLET,
Device (config) # radius-server accounting system
host-config
AT 7 5 | aaagroupserverradiusserver-name RADIUS #— 3% 3B/ L. server-group 2> 7 4 ¥ =
i L—yay E— RehLET,
. . . s server-name 5 321%, RADIUS #—/ 7 )L —=7
Device (config) # aaa group server radius radgroupl ég%f*ﬁfﬁl/gf7fo
A T = 6 | server-private {host-name | ip-address} key {[0 server-key | RADIUS — DR A N E7-I1FIPT R L FEE

| 7 server-key] server-key

1 -

Device (config-sg-radius)# server-private
172.16.1.11 key cisco

DY =N X—=2 AN LET,

o (EE) 0o Tzserver-key BI3IC L 0, B
b2y (ZUTTXARD) EERD
Y= F—NRITRS ZEEEELET,

o (EE) TEMEoTzserver-key 5132 L 0, B &
{EENTIERROT— N —RHIH &%
FBELET,

s server-key 518%, HFERROY — F—Zf5E

LET, server-key 5IFLDHNZOH 7 HAFNTW

WA, =N IS S v E R A,
server-private =~ > RNREIND &
RADIUS VAT LT HTT 4V T NA
BN £,

G¥)
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RN A—HEuy L a VDT AT 105 La—ragoms ]

AR FERRTIVa Y B
AT 71 |accountingsystemhost-config T ANR— h = NFR A NOBINE T ITHIFRERC,
i : VATATHI T 4T L a— ROEREA F—

Device (config-sg-radius) # accounting system
host-config

T LET,

AFw 78 |end
1 -

Device (config-sg-radius)# end

PRI N—T a7 4 Fal—3g s EF— K%
BT L., M EXEC E— RITREY 9,

X A—HZtEyavBOT7ThO T4 9 La— FEBOHNE]

AAAT IO T A T %T 77T 4723 5HE, CiscolOS V7 by =T, VAT A EOFTA
TO—WZT I T4y 7 va—ReRTLET, 20L&, r haVERoiHa—
PHLFIIN XNV > TN D= b EENET, ZOFITiL, aaaauthenticationlogin
method-listnone 2~ > 3 &N D EMECERBT H2—FRZICEY LET, BEMTS
NTNWDLa2—FLNRNE Yy a IO T, THU YT 407 Lba— KPERENRRNWE )
T AI0E, Fm— L ar7 4 Xal—yary T—RTCROa~v» REEHALET,

avw Uk Br

L LFHNN A DL—P|ZONT, TH T

Device (config) # aaa accounting F oS La— RRERSHANE HIZLET,
suppress null-username

RET7HOT42T La— FDAER

THhHOT 47 =N EMW T AT T a7 La—REERETEHLHI1TS
i, Ze— a7 4Xal—ygry F— RRTRkOa~xy REfEHRLET,

avw >R Ba

TR T 4 T B NTEE S D E IR TP

DeVJ_ce(conflg).# aaa accc.aunt.::l.ng FHEILT 4V L a— Ra A F—T I LET
update [newinfo] [periodic] number

aaaaccountingupdatecommand %7 7 7 4 7123 % & CiscolOS V7 hU =T %, Y AT AL
DFRCOa—WZHBET AT T 7 La—Ra{TLET, ¥—U— K& LT newinfo
EHERALEGESIE. VR—MTREFLWT AT T 0 U TERPBAET H720NC, FET 8
DT AT VA= KRBT AT 47 P NICEESNET, 72 xE IPCP AR Y E—
FETEDHITIPT RLAOFR AV T—va v EE T L& 8Ty, FRIT7T AT«
v La— R, VE— RN ETICHEAISNARIT = — MELIPT FLUARESENE T,
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B ssLrosqostrtysavicgd 37907005 La— FOER

A

F¥—U— K periodic & &M H L725E 1L, number S1EIZ X D EFRICFES T, HEIT A
?/74/7V2~b#m%%_%héni¢ ¢W7ﬁ?/74/7V:~F . hHE
TATST 47 ba— RREESNDRHE TIZ, £O2—HFICONWTRERESNIZTRTO
T T 4 TIHERPEENET,

IE

EEOL—FRRXy hU—2Zul A4 LTWABEEIZIL, aaaaccountingupdateperiodic = <
Y REMENT D L. EEOWBENEET D AEERH Y £7,

SBLE-094 vF ey avIic®T b7 AY TG L a—

FDAERL

EXEC-Stop L- O
FDIETE

AAAT IO T4 T T 7T 47103 5HE, CiscolOS VY7 b =T 1%, v /A EGEITHk
WLK/XTA3~%% 07 A CRRARCIIR T LT B S OB TPPP X A m—3 g
KRR LTIV AT A 22—Vt THhoorT 407 La— REAERLERA,

oA UREITEy v arx I o — g VHRORERICERK L2 —FIZ oW, Thv Y
T4 T T La—REERTDHEIICHEET DI, Fe—L a7 Falb— g
ET—RFTHKROa<y REFEHLET,

=l VN N EL:g]

mﬁ%Vﬁitiﬁ/yay?ﬁy:av3y¢@
nmn gi,ﬁ\& L/ﬁ_:L*"H- \—OV\VC F%TJ La— }‘
FAERLET,

Device (config)# aaa accounting
send stop-record authentication
failure

Device (config)# aaa accounting BHAA L a— RNEEELNE D MICER < . FREE.
send stop-record always SR THILT 427 (AAA) T L a— KAk
BLET,

—F&KYHLBIDT A>T« 2% NETWORK-Stop L 01—

PPP = — N EXEC ¥ — I /Ly a v &G 5846, EXECHK T L a— ROFNIAERT
%5 NETWORK L 2— RZIEETEET, FFEOT —ERIZOWTHEKFICHET 2567 L

RINZE->TE, Xy NU—Z OB a— REK T L a— Rz IR T 2 FREE LD
ZERBY ET, TORE, EAMIC, EXEC DB A v =Vl T A=V D T L—A

J—Z7WIZ TxA M CLET, 2E20E, PPP AT H2—F XA YA k- T,

EXEC-start, NETWORK-start, EXEC-stop, NETWORK-stop &9 L' =2— RZ{ERTX £,

THATT 47 La— RER A MIT 52 & T, NETWORK-stop L = — F|Z NETWORK-start
A wt— (EXEC-start, NETWORK-start, NETWORK-stop, EXEC-stop) (ZfEVVE T,

=Py arDTHILT 4T La—RERXAMTAICE, Fe—L a7 4K
L—3y gy B— RTROa~vy REFEHALET,
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A Yy — 258 T7ho T v roBE [

avU kR B
) Xy NI—=I THhorT 47 ba—RERAR

Device (config) # aaa accounting L

nested °

AAA )Y —REBIRTTHOUT 40T DERTE
U —ARBIET T OO T 4 T HEBINZTHIZIE, Fe— a7 4 FXalb—v gy
F— FTROa~y REFHALET,

avU R B
Z—YRRRECEGE LWV a— o, [T La—
Device (config) # aaa S -
. R&EAR LET,
accounting resource
method-list stop-failure GE) COMRERRETARNC, THI T 4 T

group server-group E‘é—é 728D Hﬂf‘ﬁ%ﬁ: (2 /\DHT\/) DNA/AVEE |

VNTREMENTODIEEZEITL, Ry U=
T7EA P —/NETSNMP # AL TL S
AN

B - TLaO—FDODAAA Y)Y —R ThoUT42TDERE
Bt - TLa—FOINV VI —RAThHIUT 4 T hARX—TNITHITIE, 7 a— )0
Ay 74 Xal—varyE—RFTROa~vy FEHEHLET,

avw kR EL:Y

| | B VRUERHC TP Lo— REEEL, a—LoB
oneelcoi )} 288 FRIRIEIC ST 5 (#6T) Lm— R i ik{a ) Hhhe s o 4 —
accounting resource ML
method-list start-stop °
group server-group GE) COMREE R ET DRNC, THI T 4 VT HE

TLHEOORMHESE Q=) ok s a i
HHINTWAIEELZFEITL, xvy U= T2k
A HP— N ETSNMP ZHZIMZ L TL &N,

AAA JO— KX v RET7HhOT4 2 TDERE
AAAT7 O —RXXYANT AT 4 T HRETDHITE, Ze— a7 Fal—g
> &— KT aaa accounting =~ > R&fiH L 7,
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B ovsicezAmTo—kEvzkFAYLT L TORE

avw vk B

) D AAAY—NKT D27 oo T 07 ba—
DevicE(config)#t aaa]ic accounting ROEEZ A T LEF. &7 T DR
{system | network | exec | oo NN o=

connection | commands lIevel} @‘?—T/\c‘ﬁb‘ 777]]7/74\/7 ba— R &R
{default | list-name} {start-stop WCHELET, BAIOY—"BEHTERWIEEIT
| stop-only | none} [broadcast)|” =—/VA—/N—FEEL TOTIL—THITER
methodl [method?...] SNTWBAY I T v 7 F— RSN ET,

DNISIZ&EBAAA JO— KXY R MT7HOUTAVTDETE

DNISIZLD AAA 70— R¥ Y AN TAHAVLT 4 U T HFRETHITE, /r— v ar7 g
¥ = L—3 3 » F— KT aaa dnis map accounting network =~ > R&fliH L £,

avw Uk =]:q]

DNISICE AT AU LT 4 v TOFBEXTFALET, 2=

Device (config) } aaa dn_ls P - RFiE, Zr— VL0 aaa accounting =~ > RN L 0 LB
dnis-number accounting

network [start-stop | SAET.
stop-only | none] BED AAA Y — T DT T T 47 La— ok
[broadcast] methodi EBaAFZ—TNMILET, KT N—T DDV — NZ%f

[method2...]

L. ThorT 407 La— RERFICERE LET, &)
DYV —N"PMEATERWIERIE T = — VA — R—RNFAE L,
FOTN—THNIZEFRSNTND NNy I T w7 P— 33l
AEnETd,

AAA v < 3> MIB DE%TE
RDOZATIE, RO AAA T v a > MIBIKREDORE LD bRENZET T2 L4ENH Y £7,
« SNMP %% E L E7,
c AAA ZHRELETS
« RADIUS %7213 TACACS+ #— OEMEZ EFR L £,

(6=3) SNMP # % M4 2% & £{4§®/17A/\7j—7/7§ CRBNH A RN H Y T, Foiz
W, ZOMREEZEHTALEIC, BEORY NU—VEBNRT p—< A2 EZBTHLERD

DET,

AAA v 3> MIBARETAICIE., F/e—_L a2y 74Xl —Y a3y F— RFTROz
<~ RFEFEHALET,
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FIRDEE

vRRs 71 o7 1 v oBE [

1. Device (config)# aaasession-mibdisconnect

FIRD

ARV KRFERRETY VY

=)

X Fw 71 | Device (config)# aaasession-mibdisconnect

SNMP Z i L C, iRl H 7 74T > Mk a £
=ABIKT LET,
a—)LE T4 5121, disconnect F— U — K& {#
HIT B0 ERH D 9,

VRRS 7Hho T4 2T DETE

WDBAT HFITLT, AAAT DT 47 AyE—U% AAA B —NICRET L X951
Virtual Router Redundancy Service (VRRS) Zi%E L 7,

FIRDOHE

enable
configure terminal

exit
VI'TS VITS-group-name

RN AWN=

-
°

end

F IR DA

aaaattributelist /ist-name
attributetype name value [service service] [protocol protocol|[mandatory][tag tag-value]

accountingdelay seconds

aaaaccountingvrrs {default | /ist-name} start-stop methodl [method?...]

accountingmethod {default | accounting-method-list}

ARV RFERRTI Y

S

AT w71 |enable
1 -

Device> enable

¥i#E EXEC £— K& A 2 —7 /M LET,
e NATU—REASNLET @EERENTHE) .

AXFw J2 |configure terminal
i -

Device# configure terminal

ra—s ) a7 4 X¥al—3 gy T— NERLG
L/i‘a—o
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ARV FFEREETIVa Yy

S

R F w73 |aaaaccountingvrrs {default | /ist-name} start-stop VRRS DAAA T I T 4 v T A F—T L
methodl [method?...] £,
1
Device (config)# aaa accounting vrrs default
start-stop
ZFw 74 |aaaattributelist list-name TNA A LETAAAJBMEY A M &2 o — VI ER
Bl - L. BEV A7 4Fa2lb—ar E— %
BRLE L 77,
Device (config) # aaa attribute list listl
ATFvTH attributetype name value [service service] [protocol BMEY A F~BMENABEHEXA T2 T A A LT
protocol][mandatory][tag tag-value] o—H M EELET,
1
Device (config-attr-list)# attribute type example
1
ATv 76 |exit B A a7 4 Xal— gy T—REKT
e LT, Ze—\)Lary 7 4Fa2lb— gy FB—K
&:E D i‘a‘o
Device (config-attr-list)# exit
ATy T VITS Vrrs-group-name (EE) VRRSZ —T7%FEFK L. VRRS /L —7
Bl - DINTGA—=HZRIEL, VRRS 27 f F a2 L —
varE—RNEHRBLET,
Device (config) # vrrs vrrsl
AT w78 |accountingdelay seconds ({fE:#) accounting-off A & —3"% VRRS 2245
i - THBREOBER A EE L E T,
Device (config-vrrs) # accounting delay 10
X w79 |accountingmethod {default | accounting-method-list} (£E) VRRSZIV—TDVRRS T AT T 47
Bl - A R—=T M LET,
Device (config-vrrs)# accounting method default
ATv 710 |end VRRS 2o 7 4 Fal—ar F—REKT L,
Bl - FEHE EXEC £— FIZRY £5,

Device (config-vrrs)# end
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AAA H — A EEFRERBEDT A RNty a ok [

AAA H—/I\DEEFBELBBEDTNAREDE Y 3 VDML

AAA P — R PRBEREDZ AT, T AEDOBIZa Y —/VE 2 Telnet © v ¥ 3 %k
ST AR, Se— ) ar T 4 XFal—y gy BT— RTHROavy REFEHLET,

avU R =E]:g]

, , aaa accounting system guarantee-first =~ > NI, R#OL a— R
Dev1ce(co?flg)# no aaa LUTURT A THT T 4 v RS LET (CHRT T 41
accounting system ST

guarantee-first FOEMTY) .

WHIZ K-> T, VAT LOHr—FRETTLHET GoLvb
EL< ot dH v £9) | =—¥Ra s Y —)LFE 21T Telnet
Ty a BB TERWVWAREMERH Y F3, ZORES

M9 5 1Z1%. noaaaaccountingsystemguarantee-first =~ > K% {#
MTEx7,

(G¥)  noaaaaccountingsystemguarantee-first 2~ K& AJj 3252 LNz Y — L E 721X Telnet & »

TarERBTE DM DML VI DT TIEH Y FRA, & 21T, BHEEXECE v 3 v

73 TACACS+ 1T L o TH#FAFE . TACACS+ — _"NELERGEDOHE . By v a VBB T
FH A

THADOUTAaVTDEZRYDY

RADIUS 7213 TACACS+ 7 H 7 T 4 » T DA, BED show 2~ FIZEELEH A,

B 7 A4 L TCWba—WIZBETAERERRTET I T 47 La— RERET 51T
1L, ¥ EXEC E— R TR a~r REMHLET,

avw >R B

‘ | R NI TT T A TIRT AT FEREIRA N R DFRIR
Device# show accounting BHA L. THILT 47 R TF— 2 3B LB
fFmz LT 4,

THOUTA4VTDEI TN a—TFT42T

TAT T 4 T TEROMBEE RS DL, FHE EXEC E— R Tk a~vy R L E
T

avU R =E]:g]

| BHORBRH DA R FRFALLE ZIT, EOER
Device# debug aaa accounting PERLET
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B o7 vonEm

ThooT4

> DEXTE B

ZHMTEARN) X FDEREH

KIZ, RADIUS H—/ 37025 AAA H— B 2 229 % 72 912 Cisco AS5200 (AAA 35 X O'RADIUS
X2 VT 4 b= "L DOBETHER) ZHET HHZ7RLET, RADIUS — 3D SEITKEL
T5 &, REEER ERAMERICONTE— TN T —FRXR—=A~OBEP TV, THT T 4
V7 —E AL TACACS+ — NI Lo TE S v E 7,

aaa new-model
aaa authentication login admins local
aaa authentication ppp dialins group radius local
aaa authorization network bluel group radius local
aaa accounting network redl start-stop group radius group tacacs+
username root password ALongPassword
tacacs—-server host 172.31.255.0
tacacs-server key goaway

radius-server host 172.16.2.7

radius-server key myRaDiUSpassWoRd

interface group-async 1

group-range 1 16

encapsulation ppp

ppp authentication chap dialins

ppp authorization bluel

ppp accounting redl

line 1 16

autoselect ppp

autoselect during-login

login authentication admins

modem dialin

Z @ RADIUS AAA BREDH  FNAATIZ, MO L HICERINFET,

e aaanew-model =~ X, AAA Ry bV —7 X2 VT 4 h—ERE A F—TL{CL
£,

. aaaauthentlcatlonloglnadmmslocal av NiE, v A CRGECHFRY 2 b Tadmins] % 7E
#LET,

aaaauthenticationpppdialinsgroupradiuslocal =~ > KT, f&#IZ RADIUS F8:E% /R 38:E
SV A b Tdialins) Z2E&RLET, KIZ, (RADIUS — W% LW &) PPP %
AT 50 7TVRRICIE e — DVEERREAE A S v E T,

aaaauthorizationnetworkbluelgroupradiuslocal =~ > K C, [bluel] & W H Xy hT—7
BAHRY A MEERZLET, LY, PPPEMAT 5 Y 7 /LE# CRADIUS & F
EEMT L X 0fESNET, RADIUSH—"BISEICKT DL, m—U Ry FT—
7 DRBAIPFEATSNET,

aaaaccountingnetworkredlstart-stopgroupradiusgrouptacacs+ 2~ > KT, [redl) &\ 9
Xy MU= T 0T 47 HRY A MERERLET, ZhICEY, PPPEEHT L
)7w@ﬁmemm7ﬁv/74/7%~tx(_@%Q\%m@4m/ 2% %
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S e EVES vl |

Bt a—REKTLa—R) 2AT2 X9 ESNET, RADIUS — DR EIZ R
WsBE, 7HY T 40 7P —E AT TACACS+ H— Rk > TR S E T,

username 2 ¥ > NI —H 4 LA T—-RE2FEZLET, ZN5OERIL. PPPRAT —
RERFEZ' 1 b 2L (PAP) FEIECOREITLOF ITHERIHER SN ET,

tacacs-serverhost ==~ . N TACACS+ V—/ N ;R A hDARIZEFR L F1,

tacacs-serverkey =~ > KX, v hU—27 77 &R $—,3L TACACS+ H— 3K A kD
MOELEMET ¥ A NI EERLET,

radius-serverhost ==~ > KX RADIUS — X ;R XA N4 HIZER L ET,

radius-serverkey =~ > NiZ, ®*v hU—7 727 & A $— 3Lt RADIUS — 3 ;KX b D
MOEWET A NLFINEERLET,

interfacegroup-async =~ > RIFEFEM A 4 —T = A A TN —TZFIRL TERL LT,

group-range 1< > N3 VX —T =2 A A T N—T DA NOIRMA X —T =4 A%
EFELET,

encapsulationppp 2~ > RIZfEEDA v ¥ —7 = A AR &5 PPP & 4 7 Ak i
ELTHRELET,

pppauthenticationchapdialins =~ > X ppp it ié LTF v LIy R A 77
AE7'm b =L (CHAP) #3IRL, FFEDA ¥ —7 =4 A2 [dialins] VU A k%l
MLET,

« pppauthorizationbluel =~ > RiZ X > T, bluel x> b —27A[HFHX YU X "3, FEEL
TeA B —7 A M SNET,

« pppaccountingredl =~ > RIZ X5 T, redl X NIV —27 T r7 47KV A |
W, FRELIZA Vv Z—T7 oA ATHEA SN ET,

eline a~ . Niary 74 FX¥al—YagryET—FKa/ue— )L a7 4F¥alb— g0
LIy aryZ4Xal—rva Pz, REMSROEBREREL T,

« autoselectppp =~ > Rid, BN L7=[MF ETPPP v v a v 2 HEIWICEHBFTEZ D X9
(2 CiscolOS Y 7 by =T 2R EL T,

« autoselectduring-login =~ > FZ {1 L C, Return ¥ — %S FIC2—VF LB I OIAT —
Ro7ar 7 eFRrLlET, =R/ A 35 L, autoselect HEEE (Z DA
PPP) 723BA4A L £7

* loginauthenticationadmins =~ > N/, 7 7 4 »F8AEIZ admins TV A R &2 H L £,

» modemdialin =< > Ri, R L-ERRICER SN TVWEET AEREL, Hlga—n72
JEZIFAND L O LET,

showaccounting =~ > FZEHT 5 & | BIROREICET 2 M AIBRD LD ITERSIVET,

Active Accounted actions on ttyl, User username2 Priv 1
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B ravy—z7nyo5 0 r0mEs

Task ID 5, Network Accounting record, 00:00:52 Elapsed
task_id=5 service=ppp protocol=ip address=10.0.0.98

WOFEIZ, BIROEINTEEND T 4 —L FIZDOWTHA L £,

5% 3:show accounting ® 7 1« —JL KD

J4—ILF £ EA

Active Accounted actions | L —3 1 A NI AERERREZIZA X —T = A 24

on

User 2—H oD ID,

Priv =P ORHEL L,

H 27 1D BTN T 47 Ty arOEABRIE R

Accounting record T T4 T Eyary X447

Elapsed IOy ary XA T7OHM (hh:mm:ss)

attribute=value TDOTHTT 4T By g ACEEMIT HNTWVWD AV 2
VA

AAA )Y —R THOUT 1429 DEEH
WIZ, VI)—RARBEE T T o T 407, BXOBG-KTLa—FEEDOY V—RX T
T AT ERET O ERLET,

'Enable AAA on your network access server.

aaa new-model

!Enable authentication at login and list the AOL string name to use for login

authentication.

aaa authentication login AOL group radius local

!'Enable authentication for ppp and list the default method to use for PPP authentication.

aaa authentication ppp default group radius local

!'Enable authorization for all exec sessions and list the AOL string name to use for

authorization.

aaa authorization exec AOL group radius if-authenticated

!'Enable authorization for all network-related service requests and list the default

method to use for all network-related authorizations.

aaa authorization network default group radius if-authenticated

!'Enable accounting for all exec sessions and list the default method to use for all
start-stop accounting services.

aaa accounting exec default start-stop group radius

!'Enable accounting for all network-related service requests and list the default method
to use for all start-stop accounting services.

aaa accounting network default start-stop group radius

!'Enable failure stop accounting.

aaa accounting resource default stop-failure group radius

'Enable resource accounting for start-stop records.

aaa accounting resource default start-stop group radius
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MA TO—RErz k7hYY T 1 vonEER ]

AAA D O— kXX T7HOUT 42T DEEH

RIT, Z'vm—s3Laaaaccounting 2~ > R LT, Vo= RXXx ATV T 40T %
AT 20~ LET,

aaa group server radius isp
server 10.0.0.1
server 10.0.0.2
aaa group server tacacs+ isp customer
server 172.0.0.1
aaa accounting network default start-stop broadcast group isp group isp customer
radius-server host 10.0.0.1
radius-server host 10.0.0.2
radius-server key keyl
tacacs-server host 172.0.0.1 key key2

broadcast X — 7V — RIZX > T, *v NU—J#HICHET S TBMs BIO T 7Hho v~
T4 La— KRR, ZA—TFisp TP —r310.0.0.1 12, Z/—7isp_customer TlLH—
172.0.0.1 lIZRIRFRE(R SN E T, $—,310.0.0.1 BMEATE R 2D L, $—,310.0.02 ~D

T =LA == T E T, P—/N72001 ™MEFATE R Ao TH, ZL—Tisp _customer
WY 7T 7 = "BRRESN TN RN, 7 z— A —"—IfTbhEti,

DNISICXSAAA JO— KXY R MTHOUT 4T DETEH

WIZ, 7 v —,3)L aaa dnis map accounting network =~ > R&Z i LT, DNISI(ZL 57 rn—
KXY RN THTUT 4 T ERPCT 0% R LET,

aaa group server radius isp
server 10.0.0.1
server 10.0.0.2
aaa group server tacacs+ isp customer
server 172.0.0.1
aaa dnis map enable
aaa dnis map 7777 accounting network start-stop broadcast group isp group isp customer
radius-server host 10.0.0.1
radius-server host 10.0.0.2
radius-server key key 1
tacacs-server host 172.0.0.1 key key 2

broadcast ¥ — 7 — R|Z X > T, DNIS &5 7777 O x v NU— 7 Hi 2 — /W IZB$ 2% THAR)
BEIO T TADT 407 La— KR, 70— isp TIEH—,310.0.0.1 12, 71—
isp_customer TIXH—,3172.0.0.1 IZ[AIRERE(E SV E T, —,310.001 BEHTE 222D L
P —r310.0.02 ~D 7 = — /LA == ThiIvET, —3172.0.01 BZEHTE 272> T
b, Z—7isp_customer |ZII/Ny 7Ty T P SNERE S ILTWRNWESD, T = —/L A —
N—=HATOIER A,

AAA v < 3 > MIB Dl

WIZ, AAAtE v a2 MIBHSREAZRE LT, PPP 22— DOHIKLY T4 T o Nk 2 il
THEERLET,
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B vees a5 o somEm

aaa
aaa
aaa
aaa
aaa

new-model

authentication ppp default group radius
authorization network default group radius
accounting network default start-stop group radius
session-mib disconnect

VRRS 7 ho 2T 42T DERTEH

WIZ, AAATH O T 407 Ayt —2% AAAICIEET 5 X 912 VRRS 23R ET A4 %4 7R
=

Router# configure terminal

Router (config) # aaa accounting vrrs vrrp-mlist-1 start-stop group radius
Router (config) # aaa attribute list vrrp-l-attr

Router (config-attr-list)# attribute type account-delay 10

Router (config-attr-list)# exit

Router (config-vrrs) # accounting delay 10
Router (config-vrrs)# accounting method vrrp-mlist-1

(
(
(
Router (config) # vrrs vrrp-group-1
(
(
(

Router (config-vrrs) # exit

ThoUT4

LT DREICET 3 Z0MOSEER

BEE N
EERAR I=aT7ILEA L
CiscolOS z2~v > K [Cisco I0S Master Command List, All Releases.]
CiscotXx=lU7 1 av K + [Cisco I0S Security Command Reference:
Commands A to CJ
+ [Cisco I0S Security Command Reference:
Commands D to L]
+ [Cisco I0S Security Command Reference:
Commands M to R
+ [Cisco I0S Security Command Reference:
Commands S to ZJ
RFC
RFC Title
RFC [ Generic AAA Architecture]
2903
RFC lA4AA Authorization Framework)
2904
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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FhooT 4 vroEEET suiEsn |

RFC Title

RFC [4AA Authorization Requirements)

2906

RFC [ Criteria for Evaluating AAA Protocols for Network Access )
2989

SRADTYZAILYR—F

Bl

Link

[CFEIC PH & 717~ Technical Assistance D356 CE]
DOURLIZT Z7EBALT, YRAadO7r I =7V
PAR— b RKRBIIEH LT EZEN, 2
5DV Y—RL, YT Mo THA A M—
NLUTERELEZD, YAapf 77
C—IZBT A EANIREE R LT T 572
WIHEHLTLEEY, 2O WebH A kLD
Y —UZT 7B AT HERIL, Cisco.com DB 2
A IDBLOVSRAT — RRKETT,

http://www.cisco.com/cisco/web/support/index.html

THO T4 27 DHREICEAT HHEEIRR

WDOFEIZ, ZOFY 22— /LT LRI T 2V UV —REHRE R LET, ZORIX, V7
=27 JU—RA FL A U THEROYR— IR EAINEZLEOY T =T VY —R72
TERLTWET, ZOMEEIX. FRICEr 0 N2 W R . ZRUBEO—EO Y 7 vy =7 U J—

ATHYR—FENET,

TTy b7 A= LD R— PRIV RAa VT by 2T A A=V OV AR— MIET LW E
5% 51213, Cisco Feature Navigator i L £ 9", Cisco Feature Navigator |27 7 £ 23 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y FH A,

RG:THAIUT 4 0T DEREICET HHEERER
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