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WHEINTWDR—= My EREETDLE, 207y MEIAR— FACLIZE > T7 «
WAV TENET, BIETHL—T 47 IP /N7y MMTIE, Vv—H% ACL D7 4 VAN
WHENET, MOy MI7 A Z ) U T ENEREA,

* SVIIZ VLAN ¥ > 7' AJjb—% ACL, BEXWATIAR— M ACL BDERE SN TWHEGE
12, A= FACLBEHENTWAR— MMy "REETHE, 207y MIFR—
FNACLZEFICE T T4V Z Y v TENET, thOR— N TZELEEBEEOL—T 4~
P37y MMZlE, VLAN v 7B X O —% ACLD 7 4 V2 NEHA SN £, o
& MZiE, VLAN <= > 7O 7 4 LV EZ T BNEH S E T,

*SVIIZ VLAN v v 7' Hi/iv—4% ACL, BLURANAR— bk ACL DFXE SN TV DH5GHE
W2, A= FACL 2MEH SN TWAHR—MIAXTy "REETDLE. 207y MIR—
FMACLZZTFIZ ko TT7 4B 7 ENET, BETHLV—T 47 1P 7 > ML,
VLAN = v 7EBIONV—4% ACL D7 4 VEZBNEAEINET, o Y MZidk, VLAN
~ v TDT 4 NEEFREASNET,

"— ~ ACL

A—HFACLIZ. AL v FDULAV2A L F—T oA AZHEHEND ACL T, &~"— h ACL
FEHTEADX, WEA % —7 = A A7Z1FTJ, EtherChannel A > ¥ — 7 = A ATl H
TEXFEHA, F—FACLIZ, AN\ D Y FHFROA VH—T 2 AZOHEATEET, K
DT A YARNPYR—FENTOET,

CEETXET FVAZBHATAIP T 7R U AR

s XEIXBIWSEHEDT LR EETT v bal XA THEREEATE HILRIP 77 &
A YA R

ERETBIUSED MACT FLAEEETTa hai A4 FIEREFEHTX 5 MAC ¥E&
ET7T 7 A Y AR

AA v FIE, AV F—T =24 AEDACL ZHX, Ty FBAACLHOT R EEDEHIC
—ET LIS TATr y FOREEZFFAIEIIHESE LET, 2ok oIz, ACLBRR Y b
T—7Fl3 Ry MU= O ~DT 78 A &H L E£7,
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B2:ACLIZK B2y FD—OKRD b3 7 1 v OFfE

WIZ, TR_RCOT—7 A7 —2 a3 RELC VLAN IZHDGEIZHA— M ACL 2 AL Tx v b
T—=0~DT 7B AZHET 262~ LET, LAY 20EEFAICEH I ACL X, &
ARNANREL 2= VYA Ry NI—JIZTI7RBATDHZEEFLETN, ZAFMBR
=Dy NT—=2IZ7 7 BATHZ EIFELGLET, A— b ACLIX, HEREHFHOLA T2

- &
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A B =T 2 A AFICHEHTE E9,

AR—HFACLZ NT 7 R—MIWEHT5E. ACLIZFD T 7 R— b ED4_XT?DVLAN
ThI 749 0% T 4NE Y7 LET, A—F ACL #E 5 VLAN R— MIEHT 2 &
ACLIZT—4% VLAN E EF VLAN D E TR I 74 v 7 7 4 NVH U T LET,

R—=FACLTIZ, IPTZ7BAVANEMHLCIP NI 74 v 7 BT 4 NVHE Y T TE, MAC
T RVAZEHLCHEIP N T T4 v 72T 4N F ) 7 TEET, LA Y2404 —T =
AAETIP 7747 LI P VT 747 DWiFET7 4 VE Y 7T B, DA
H—=T 2 AP TI7H®AVARNEMACT 78 A UA MO G Zw#EHALET,

JL—% ACL

GE)

LAXY2A LB =T 2 A AZHEATEDLDIX, IPTZ7HEAVARIDEMACTZ7EA Y X
M1 27 Td, 3 TIZIPT7EA VA RNEZIIMACT 7R VA RIMBRHEREINLTNDS L
AX2A4 2 H =T AR, HILWIPTZ7E®A VARMEEIEIMACT 7 A U R MEwEAT
Ze. BICERE LT ACL 3HT LW ACL ICEE b £,

VLAN ~D LA Y3 A H =T 2 ATHDLAAL v FAEA 2 —T = A (SVI) . WHE
34 H—T 2 A A, BLOLA ¥ 3EtherChannel f > % —7 = A A|Z, /b—% ACL Zi#E T
XFET, V—H ACLIIA ¥ —T7 = A ZADOFFED IR EREEIIRE) ITxrLTE S
FT, 1204 H—T x4 ZADFEIT LT, V—H ACL % 1 >EHA T E7,

AA o FIL, IPv4d F T 7 4w I DIRDT 78 A YA MEYHR—FLTWNET,
HEMEIP 7 /A YR NTIL, BAEBMEICEE LT NLAEZEHALET,
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LR IP 7 78X URA NI, MEXLT RLA, 5T RLX, BXOATvaro7e b
L B A FIERZEH LT B 2TV ET,

A—F ACL DA LREE, AL v FIFA ¥ —T oA ATERE SN TV DEEREICBEAT B
TS ACL BRAEINET, Ty ERAAL v TFOA L F—T oA R %F?“é&\ )
AE =T 2 A RIREINTNDT X TOFEKEICHICT 2 ACLRARAESNET, Ty
ERBN—T 4 T INTINHBR T A RNKR Yy FIIEESINDS ETORIZ, WA F—T A X
IR E SV EHERR ISR T 23X TO ACL BIRA SN ET,

ACLIZACLNO=x> N EXFy NO—EFERITE T T, Ty MNEEEFFT 50, 584
THPEROET, ACLEEHATHE, Xy NU—IRIRFEIEX Y U =7 O—ERICkT 5
TR ay bha—ANT2ET,

rO—I)IL T2 k)

ACLIZIE, 77X arv o=z ) (ACE) DIEFMT LY X FREEATVE
ﬁ‘ % ACE \ZIE, permit £T7-iddeny &, 737 FHACE & —ET 57Ol T LEDH D

HWORMETRE LET, permit £721Ldeny DEWRIZ, ACLBMERH SN2 TF A MIE-
TEDLY £,

MESNI= RS Ta v D ETFTTAVMEESNTWVGEW RS T4y

Py MI, 2y N —272BRTH5EIICTTTAL MEENDEZ ERH 4, DI
A, TCP £721Z UDP R— F B ERICMP A 7B L Ra— R XD LA ¥ 4 FHRIX. X7y
rNORPIDOES NS DT T T A MEFICEENE T, o7 T 7 A Mk, ZOHFERITH
D FEHA

772 Aarba—L b (ACE) IZIE, VA V4E#RET =7 Lz, §T
DRT N T7ZTA L NMIEAENDLONRHY FT, LA VAEREFTADHACEIL. 77
TA MESNTZIP Ny FOIEEAED T T 7 A MR FETIREA TE A,
TIT A MIVAYAERPEENTELT, ACERN DL A Y4lEHRET = v 7T 58
By B VERO XD ICERSNET,

c TG RALVINADLAFY3IER (TCPRUDP R D7 a haj) 2 Frate) #F =
74 BHF ACE 1. EFENTWARWL A TV A4IFEROFHIZO» DL, 7T 7 A k&
—HT L E RSN ET,

N

GE) L4O0ps& L1729 ACED TCP TiL, 777 A M7 v MiZ
RFC 1858 Z & Ku vy L7,

LA VAKEMRET = v 7T DG ACEIR, 777 A0 MILA Y AFERBEEN TV
WIRD, 7T 7 A P E—ELEREA,
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ACESEUTSTAY MESRI RS T4 w0 DS54 MEshTOEL RS T4 v o0 [

ABBLUVISTAVMEESN- S T4 9D ETSTAVMEESNTLGEWRS D4y

7 D
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WDa< RTHREN, 797 A MEENTZ3 20y MCERENE2T7 782U Ak
102 ZHIZE > TR L £ 97,

T /3A A (config) # access-list 102 permit tcp any host 10.1.1.1 eq smtp
/34 A (config) # access-list 102 deny tcp any host 10.1.1.2 eq telnet
T /5A A (config) # access-list 102 permit tcp any host 10.1.1.2

T /31 A (config) # access-list 102 deny tcp any any

G¥)

IO 2 20 ACE IZIZ5HT RV ADKIZ eq ¥—T— R H D 92, ZidBEmmo TCP
SRR — NEENENENT T A— iRk T m b a (SMTP) 38 KU Telnet & —E79 5%
MEIMWET 2y /7 THTEEEWRLET,

e Xy AL, BRA B 10222 O — b 65000 25 A~ 10.1.1.1 @ SMTP R — MIkfE
ENDTCP X7y T, 2Oy "R T7 T 7 A Meaihizia, LA Y 4 EHRN
TRTHiI > TWNDBZD, TBERNRT Y NTHIGEELRUL RO T T 7 A Mk
WD ACE (permit) & —FHLET, HOVDOT7 T 7 A MHRMIO ACE & —ELET, =
UL, ENH07 7 A2 M SMTP A— MERBEEN TR TYH, &I ACE 3
BHINEEXICLAPIFERLETET = 7 T5006TT, ZOFOEFERIZ. X7 v b
ZTCP THAHZ L&, %852 10.1.1.1 THHZ LTI,

2y BB, ARA R 10222 DFR— b 65001 7>5 7 A b 10.1.1.2 @ Telnet A — b (ZiX(F
SNET, ZORTy "IN T T T A MESNTEGE, LAY 3EHRE LA Y AEHRNT
RTH>TWDIZD, DT T T AL FR22ODDACE (deny) &L F9, YD
TIT A NI, VA TVAERPEEN TV RWEH, 220DDACE & —HLEFA,
WDOT7F 7 A MME32HD ACE (permit) & —FH L £,

BHIDT7 57 A "BER SN0, FA ROL12IF5287 3 v &R T3,
ZOREFR, Ny FPBIMESGSNE T, HEL, DO SNZT7 77 A R R Y B
U — 7 OFAEIEAEH L, AR 1011220833y hEAFER L LS 425 & XI2hA
DU Y —ANHEINET,

TSR MEERTZ B ClE. ARA R 10222 OFR— b 65001 2>H A A - 10.1.1.3
DFR—F fip TERBINET, ZOXTy b7 Z T A0 MuEa, B0 7 77
A IR 455D ACE (deny) & —FHLEJ, ACEIZLA V4 FHRET =y 78T, T
RCDTTT A MDA T IFERIZIBIENAA B 10.1.13 THDHZ ED/RIFL, AIO
permit ACE (X B/ D HRA 2 F v 7 LTV, o777 A b3 T420H0D
ACE & —E L 7,
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