BEID

+HEID (13—)

BHEID

H#EfIDREIX, —HOMHAIAARRY) > —%2 T a—s)L a7 4 Falb— g F—REA v
H—Txf A AT 4 Fal—arE— R FNCTRMALET, ZOHHEIL, Class-Based Policy

Language (CPL) =2 hr—/L R I —LFFERFTLNAZANLDE— R TOHMEATE X
R %@¢6#~T®M£:7/%%%h%®amn/hD—WT)/~®H%®:7/b
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THAOY 7 h 2T VY —ATEH, 2OV a2a— L THAINEZ T X TOMEENRTR—FX
TS EIFRY £8 A, EFOBERER R L OEEIZO WTE, EHT27 7y b7 4 —A
BIO®Y 7 o=7 VU —2ADBugSearchTool LY U —R /— hEBBL TS0,
ZOEY 2=V SN TWHERBOFEM AR L, SHERTAR—rShTns ) J—=
DY AN EERTL2HEGIE. ZOFY 2= VORZICH DEBEHEHRORESHRL TIIZI0,
Ty R 7LDV R—=FBIRN R VT v 2T A A—=VDOVR— MIBETHIERE

FisR3 21213, Cisco Feature Navigator 2/l L &3, Cisco Feature Navigator (Z 13,
http://www.cisco.com/go/cfn 7257 7 B A L£9, Cisco.com DT BT MILEH Y XA,

BEjID [CDLV\T
HE ID DBE

Cisco Identity-Based Networking Services (IBNS) Y U =—3 g Uid, = v ¥ T34 ARIIAFE

W2 L CHRRDAD AT —=F TR —E A E R TEDL, RV =T AT 0T 4T 4 N—2A

@7V*AU*7%%@L$#‘Hmsfﬁ\EHMMJmeM)\MAC%£A4AX
(MAB) | BLTC Web i S AZRIFHIEITT L2 2N TEES, ZHUTEY, 12D0IA

EBRIVE |
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a0 |

B conso— 7oL —r

)

Flrva Ak L TERORGES R ERIRHIMFORH T Z N TE D512 ET, Zhb
DORRFEF A, dotlx, WFE, #AI, BLOT AV T 127 (AAA) . BLURADIUS i, 7
g—/\ )L a7 4 FXal—ralryET— R =T 2 AT 4 Fal—Ta L ET—FK
THEATEET,

H &) ID ##E1%. Cisco Common Classification Policy Language <—ADFHKEEFEH L E7, i
ko, RS v F—T oA A LD A~y RERET H-OICHEATa~r Fo
BRKIBICHIRE N ET, BBIDERERIL. RV —~v 7 VIR~ T NTA—F <y
T BROA =T A AT T = TSN —HOMAIALR ) —E R L E T,

Jua—s)L ar7 4 Fab— a3y E— FTiL, source template
AI_GLOBAL_CONFIG_TEMPLATE =~ R CH® ID#EEEZ AN LET, A1 v ¥ —T7 =
A A a7 4F¥al— g E— FTiE, AL MONITOR MODE, Al LOW_IMPACT MODE,
%7213 AL CLOSED MODE A > #—7 =2 A A T FL—F 2R EL, A VX —T =2 A LT
ZOREE AN LE T,

B DT T — FEFRETEETI, merge 2~ NaHL T, o771 —haE
EOTARA U RTDHIMERHY T, T T L— a2 RLAEPSTZEAIT., REBICRE
LT o7 b— MRS NET, 707 b= EaL U RTHIT, 225007 7 L— bR
BRL5THRYIRENTHE, REBICRELZa~y FBMERAISNET,

G¥)

)

Flh, Zua— a7 4 F¥ab— 3y E— NTtemplatename 2~ > REEH L TREL
ra—PEROT I L — M bENCTEET,

FMIIAFT T — MICBT 215 A &R T 5121, show template interface ¥ 7213 show
template global =~ > FAfEH L £ 7, MlAAHLT 7 L— MIRETE £, MAAHRT
7' L— b & L7284 1%, showrunning-config =~ > RO NIZ, ZOMBIAZRT T L —
FOERNPFRENET, WELIMAPART v T L— b EHIRT D L, ZOMBIART T
L— MNIT 740 MIREY 90, HELGITHIRENERTA, 2L, 2—FEZRDOT 7
L— N &HIBR LI SR EN D HIBR S L E T,

G¥)

T T U= FEHIBRET AN, TN ARSI T RN ERERLET,

BEjID45a—/NJ)LTFoTL—Fk

N

Ja—r)V7 7 L— NERIZT HIZIE, source template template-name 2~ R & E L E
7

GE)
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RADIUSH— N o=y RERETHAVERH Y T, ZuE,. Zhboa<wy Niila—u
TUT U= IBREMNIR-TEH, BEIICERE SNV 2D T,

wiZ, ZJa— )T T L— hEAINT D0 ERLET,
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Switch (config) # source template AI_GLOBAL CONFIG_TEMPLATE

Switch(config)# radius server ISE

Switch (config-radius-server)# address ipv4 172.20.254.4 auth-port 1645 acct-port 1646
Switch (config-radius-server)# key cisco

Switch (config-radius-server)# end

Al GLOBAL CONFIG TEMPLATE %, kO =2~ R&HBEMIZHELET,

dotlx system-auth-control

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization auth-proxy default group radius

aaa accounting identity default start-stop group radius
aaa accounting system default start-stop group radius
radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple
radius-server attribute 6 voice 1

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include

BEIDA 2 —TJA AT TL—Fk

\}

HE)ID HRETIX, ROA v F—T A AT T L — AT EET,
« AL MONITOR_MODE : =7 E— FTRGESN T\ Dty ¥ a U EZERICER L E
j—o

* Al LOW IMPACT MODE : E=% E— RIZETWETH, "—Fr 778X a3 Ffa—
U AR (PACL) 72 &, BEFHALT 4 v 7 R v—aRbEd,

« AL CLOSED MODE : f8GENETTHET, 7—F M7 74 v I By NU—ZIZADZ
LEFAILnEF 2T FE—RFTYT, ZOE—FBT 74/ FTT,

GE)

< IVFERAEAR A FE— KiZ. LANLite 74 B AT HR— b I FHA,

&IZ. Al MONITOR MODE (Z#lAiAENniza~<wr RERLET,

switchport mode access

access-session port-control auto

access-session host-mode multi-auth

dotlx pae authenticator

mab

service-policy type control subscriber AI DOT1X MAB POLICIES

&IZ. Al LOW IMPACT MODE (Z AFENTavr RERLET,

switchport mode access

access-session port-control auto

access-session host-mode multi-auth

dotlx pae authenticator

mab

ip access-group AI PORT_ACL in

service-policy type control subscriber AI DOT1X MAB POLICIES

EBRIVE |
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KIZ, Al CLOSED MODE I[ZflAiAENT-a~w 2y RERLET,

switchport mode access

access-session closed

access-session port-control auto

access-session host-mode multi-auth

dotlx pae authenticator

mab

service-policy type control subscriber AI DOT1X MAB POLICIES

BE) ID #AHAHR) o —
F8) ID AETIE, KD S SOMMARE Y v — %A TE £ T,

« Al DOT1X MAB AUTH : dotlx 2 L C7 L X L 7 VBGEEHIC L Tov B, MAC T
RL R 482 (MAB) ZH%hNCLE1,

+ Al DOT1X_MAB POLICIES dotlx ZEA L T7 L TNEREEZAZNC L TH 6. MAB

%f%?éb Lﬂijf ot N iOJ:()77j7§7¢/7‘4’¢/57 (AJXA) 1%“/\~—£Uﬁgjfégiﬁb\§%

. 2 VT4 h VLAN ZHALET,

Al DOT1X MAB WEBAUTH : dotlx # i L T7 L% T 7 VFEEEEZ AN L THH, Web

AL AN LET,

Al NEXTGEN AUTHBYBASS : IP &Eifi7 /3 A SN2 GA I8 EE A% v 7 L E

T, TS 2T A121%, device classifier =~ K& 7 I:f»*/\/l/ a7 4 Fal—

g EF— RNT, voice-vlan 2~ R A L H—T a2 A A AT 4 Fal—Tg ) T—

RTHEMIZLET, ZHEFZREA) v — <y 7 ThY, 2a—HFFZoRI—<v7O

NRERIDORY) v — <y FIZav—T&ET,

« Al STANDALONE WEBAUTH : A% K7 1 Web i8il % EF L 7,

BEIDYSAIYvTToTL—F
WIC, HEYID BEEETH R— FENTWAHAIAAR Y T A vy TR LET,

« AL NRH : JEIGEARA N (NRH) #iE AR A THLZ LA fRELET,

« AL WEBAUTH _METHOD : Web #2GE 5 2UA3 ;dJT o LEEELET,

« AL WEBAUTH_FAILED : Web 58k 5 R DNGRAIC KM L 7= Z L 2B EL 7,

« AL WEBAUTH NO RESP : Web 587E7 74 7 > hDREICRIM LIz Z 2B ELET,

+ AI DOT1X _METHOD-dotlx : dotlx SN ETHDH Z L ZEELET,

 AI_DOT1X_FAILED-dotlx : dotlx FRMNFHFEICKI L7 Z & 245 E L E T,

« AL DOT1X NO_RESP-dotlx : dotlx 7 7 A 7 > " BIREITRR LI Z L Z2BELET,

Al DOT1X_TIMEOUT-dotlx : dotlx 7 7 4 7 > N B OMERIGE (ACK) FRRBZITIEE
L ERELET,

« AL MAB_METHOD : MAC &k 31 /32 (MAB) HADREHTHDH Z L EHFELET,

« AL MAB FAILED-MAB : MAB jiﬁmh X ’9%%1 L7cZ ezdmELET,

« AL AAA_SVR_DOWN_AUTHD_HOST : #iE, #&r, BLOT U T 17 (AAA)
Ul aV/Ar SV PR 7747/b#m7ﬁﬁ®ﬁ W7o TWnWAHZ EERELET,

« Al AAA_ SVR_ DOWN_UNAUTHD HOST-AAA : AAA I —"NE T L, 7 T4 T 2 bR
REFEADIRIEIZ /> TWD Z EE2FRELE T,
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« AL IN_CRITICAL AUTH : 7 U7 4 INVZRERAE —E A 77 L— b REH I TWAH Z
LEEELET,

« Al NOT IN CRITICAL AUTH : 7 U7 4 ANVIRiBith— B2 77 L— A ST
WRWZ EERRELET,

« Al METHOD DOTI1X DEVICE PHONE : /=i dotlx TH Y, T /51 A XA TP 7 +
VThHZEERELET,

« Al DEVICE PHONE : 7354 A XA TWRIP 74> ThH I EEEBELET,

BEIID /NS A -2 Ty T
RIZ, HENID RETHY R — F SN TWOHMAIABNRTA—F v T T 7 b— MR L&
¥
« AL NRH_PMAP : FEIGZE AR A M (NRH) #BREa B L ET,
Al WEBAUTH_PMAP : Web :8iE& BAtA L £9,

BEIDH—EXFTL—F
P—ER T T — NI, HAIABRRY v—<y PNTHEATEET, KkIZ. BEIDEIET
HR— FENTWEIHLPIABLY —E R T L — &R LET,

« Al INACTIVE TIMER : 37 7 7 4 ©F 4 XA ~—%EHT L7 7L —hTT,
« AL CRITICAL_ ACL : #X—7 7L —TY, 2—HFZDO7 7 b— & A OEM
> TRIETE £ T,

B ID DEREFE
BEID DY O—/NLBRE

Flg
ARV REEEFET7IVa Y B

AT 71 |enable FiHE EXEC E— REBAC L E T,
1 - e NMAU—RE AN LET FERIN
Switch> enable =58

X 7 2 | configure terminal Ja—n)L a7 4 F¥al— g
- T NEEELET,
Switch# configure terminal

ATy 7 3 |sourcetemplate HENID 7 L — bR ELET,
{AI_GLOBAL_CONFIG_TEMPLATE |
template-name}, * ALGLOBAL_CONFIG_TEMPLATE
1 WIHIIAFR DT T L— N TT,
51 -

B 1D
|
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A3 —T A RXALRX)ILTOEEIDD

2ODA LV HE—T 2 A AF LT L— FNEHRET
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X E

a0 |

ARV RFERETIVa Y

B8

Switch (config) # source template
ATl GLOBAL CONFIG TEMPLATE

s template-name |32 — YV EFTDT
7FL— T,

ATvT4

aaa new-model

1

Switch(config)# aaa new-model

BAE, BT, BLOTH T 47
(AAA) 77 A2 oy buo—L F—F
EEMMILET,

ATvTh

radius server name

1

Switch(config)# radius server ISE

RADIUS H— DR E D4 Hij & Protected
Access Credential (PAC) @' m b3
=7 HIZHEE L. RADIUS $— SR E
E— NEBBLET,

ATvT6

address ipv4 {hostname | ipv4-address}
i -

Switch (config-radius-server) # address
ipv4 10.1.1.1

RADIUS Y — DT U T 4 7 E K
OEREERNT A —H D IPvA 7 KL A %%
L,:.E_’]\/i-é‘o

GE) Zoavwy K sa— 07
U L— hO—ETIE RN
O, RETHLERDH Y F
7,

ATy T17

key ipv4 { 0 string | 7 string} string
i -

Switch (config-radius-server) # key ipv4
cisco

F 34 X & RADIUS ¥ — )& DOIZEH
T %3~_Td RADIUS #1E FH DFREEE
JO S —%EELET,

GE) ooy K sa— 07
U L— hO—ETIE RN
O, RETHLERDH Y F
7,

ATvT8

end

1 -

Switch (config-radius-server) # end

RADIUS V— R a7 X2l —3
v E— REKT L, ¥ EXEC E— K
R £,

1]

ax AE

AL, merge ¥ — VU — RZRET DHMLEN

HVET, ZOF—U—FERELLZWVWGE, RERICHELLET 7 L— B EHEINET,
Fig

ARV RERIFTIIaY BH
A 71 |enable it EXEC E— FE Az LET,

151 e NMAT—REANLET (FEREh

Switch> enable

=55

o
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1v8—7z42 LAncoanb gz |

AU RFERETOVa Y

B8

R 7 2 | configure terminal Ta— ) ar7Z 4 ¥al—g
Bl T— REBIIALET,

Switch# configure terminal

Z 7w 7 3 |interface nype number Ao BT oA AEREL, A 5 —
- Tz AT 4F¥alb—Vg )y T—

- U
Switch (config)# interface R %fgﬁﬁnl/§E7ro
gigabitethernet 1/0/1

X T 7 4 | source template {Al CLOSED MODE | | { > % —T = A2/ —RA FL S L —
Al LOW_IMPACT _MODE | FEBRELET,
AI_MONITOR_MODE | template-name}

[merge]

1 -

Switch (config-if)# source template
AT CLOSED_MODE

R v 75 | source template {Al CLOSED MODE | | (L&) A X —T A ADJ —R T
Al_ LOW_IMPACT _MODE | L L— hEREL, ZOFLFL—h
AI_MONITOR_MODE | template-name} LRI E LTy T L— e e—
[merge] LET

Il - -
Pl # ADF LT L FERE LS L X
Switch(config-if) source template ~ S
AI MONITOR MODE merge (C merge ¥ —U—F é:)ﬁ&’l: L7z
Mol ald, RICRE LT
Tr— FBEASET,

X Fw 7 6 | switchport access vlan vian-id A H—T oA ANRNT ITEAFT—FD
i - & EITVLAN Z30E L7
Switch(config-if)# switchport access
vlan 100

R w 7 7 | switchport voice vlan vian-id HED VLAN 7 7 E A R— N CHH
i - VLAN Z 3¢ L £,

Switch (config-if)# switchport voice
vlan 101

ATy 78| HH IDKEEARET 2LENDH LT | —
TDOA L H—T =2 ATFIEL, 6. B
FOT7TEOVIRLET,

RATv 79 end A B —T 2 f AT X2l —37
i - v E— R&ET L, FiME EXEC £— K

Switch (config-if)# end

R £,

EBRIVE |
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H&)ID D% EHl

5l : BEIID DY O—/NLEEE

Bl :aA422—2x

EHEID DREEE

ATy T2

| BEELL

Switch> enable

Switch# configure terminal

Switch (config)# source template AI_GLOBAL CONFIG_TEMPLATE
Switch (config)# aaa new-model

Switch(config)# radius server ISE

Switch (config-radius-server)# address ipv4 10.1.1.1
Switch (config-radius-server)# key ipv4 cisco

Switch (config-radius-server)# end

AR LRILTOEFHID DETE

Switch> enable

Switch# configure terminal

Switch (config) # interface gigabitethernet 1/0/1

Switch (config-if)# source template AI_CLOSED_MODE

Switch (config-if)# source template AI_MONITOR MODE merge
Switch (config-if)# switchport access vlan 100
Switch (config-if)# switchport voice vlan 101
Switch (config-if)# end

FIE

enable

1 -
Switch> enable

H¥ibE EXEC E— REZ A% LE 1,
e NRATU—KREANLET (EREINEZHE)

show template interface source built-in all
FTRTCOBREFRHDOMBIABA B —T 2 A AT T — TR LET,
i

Switch# show template interface source built-in all

Template Name : AI_CLOSED_MODE
Modified : No
Template Definition

dotlx pae authenticator

switchport mode access

a0 |
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ATvT3

ATy T4

mab

access-session closed
access-session port-control auto

service-policy type control subscriber AI DOT1X MAB POLICIES

Template Name
Modified

AI LOW_ IMPACT MODE

No

Template Definition
dotlx pae authenticator
switchport mode access

mab

access-session port-control auto

service-policy type control subscriber AI DOT1X MAB POLICIES

ip access-group AI PORT_ACL in

Template Name
Modified

AI MONITOR_MODE

No

Template Definition
dotlx pae authenticator
switchport mode access

mab

access-session port-control auto

service-policy type control subscriber AI DOT1X MAB POLICIES

show template global source built-in all

FTRCOBREFHD T 0 — )V RABRT T — M e FRRLFET,

1 -

Switch# show template global source built-in all

Global Template Name

Modified

ATl GLOBAL CONFIG TEMPLATE

No

Global Template Definition : global
dotlx system-auth-control

aaa new-model

aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa authorization auth-proxy default group radius

aaa accounting identity default start-stop group radius
aaa accounting system default start-stop group radius

radius-server
radius-server
radius-server
radius-server
radius-server

attribute
attribute
attribute
attribute
attribute

6 on-for-login-auth

6 support-multiple

6 voice 1

8 include-in-access-req
25 access-request include

show derived-config | include aaa |radius-server

AV B =T oA ATHEHAENTWNWELETRTOary 7 4 Xab—r gy avy ROBES SN
RBEFRLET, 2T, A¥T AT T T b—h, XA FIv 7 T L—b, ¥4
YT A H—T AR, TebNIRRE, 3BA[, BIOT AT 17 (AAA) O —HH
NMOBEMRE, BEXTNSDa~r RREENRET,

1 -

Switch# show derived-config | inc aaa| radius-server

a0 0wz |

EBRIVE |
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ATy TH

ATvT6
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aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization auth-proxy default group radius

aaa accounting identity default start-stop group radius
aaa accounting system default start-stop group radius

aaa session-id common

radius-server
radius-server
radius-server
radius-server
radius-server
radius-server

show derived-config

AVE—T 2 A ADTRTOREODHEE SNTRERERRLET,

B -

Switch# show derived-config | interface gigabitethernet2/0/6

attribute
attribute
attribute
attribute
attribute

6
6
6
8

on-for-login-auth
support-multiple
voice 1

include-in-access-req
25 access-request include

host 10.25.18.42 key cisco

Building configuration...

Derived configuration

interface type-number

267 bytes

interface GigabitEthernet2/0/6
switchport mode access

switchport voice vlan 100

access-session closed
access-session port-control auto

mab

dotlx pae authenticator

spanning-tree portfast edge

service-policy type control subscriber AI DOT1X MAB POLICIES

end

show access-session | interface interface-type-number details

A H =T 2 ZATEH SN TWLRY =R RLET,

1

Switch# show access-session interface gigabitethernet2/0/6 details

Interface: GigabitEthernet2/0/6
MAC Address:

IPv6 Address:

IPv4 Address:
User-Name:
Device-type:

Status:
Domain:

Oper host mode:
Oper control dir:

Session

timeout:

Common Session ID:
Acct Session ID:

Handle:

Current Policy:

c025.5c43.be00
Unknown
Unknown
CP-9971-SEPC0255C43BEOO
Cisco-IP-Phone-9971
Authorized

VOICE

multi-auth

both

N/A
091A1C5B00000017002003EE

0x00000005
0xBB0000OB

AI DOT1X MAB POLICIES

BEID
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ATy 71

ATvT8

ms oz [

Local Policies:

Server Policies:
Vlan Group: Vlan: 100
Security Policy: Must Not Secure
Security Status: Link Unsecure

Method status list:
Method State
dotlx Authc Success

show running-config interface nype-number
BUEDFETaLr 74 F¥alb—valy Iy ANVEREFA V=T oA ADREEZR R LET,
i -

Switch# show running-config interface gigabitethernet2/0/6
Building configuration...

Current configuration : 214 bytes
I

interface GigabitEthernet2/0/6

switchport mode access

switchport voice vlan 100

access-session port-control auto

spanning-tree portfast edge

service-policy type control subscriber AI NEXTGEN AUTHBYPASS
end

show lldp neighbor

Link Layer Discovery Protocol (LLDP) ZfEMH L TRt L72 1 DE 2L T X TORA N — F 3o
ADERERFLET,

1 -

Switch# show 1lldp neighbor

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other

Device ID Local Intf Hold-time Capability Port ID
SEPC0255C43BEOO Gi2/0/6 180 B,T C0255C43BE00:P1

Total entries displayed: 1

EBRIVE |
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E & ID DH#EE
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5

a0 |

WORIZ, ZOFY 2 —/LTHI LIEREICET LU U —AFREZRLET, ZORET, V7
Fo=7 UU—R bbA THEEOYR— FREASNEEDY T hy=T VY =72
FERLTWET, ZOEERIL. FICK D BRWRY , ZhUEO—EDY 7 vy =7 V) —

AThbHAR—FShET,

TT Y R4 — DY R —FBLOVRT VYT MU =T A A—=VOHR— MIETLHEHREY
5% 5121, Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
X, www.cisco.com/go/ctn IZFEE) L £ 7, Ciscocom DT 77 MILEH Y FH A,

& 1: BE ID OHEFER

- 115 J1)—x

Y

HEETEHR

CiscoIOS UV U —X
15.2(4)E

H#) ID

HENIDMEREIX, —HOMAIABRKRY > —% 7
g—\baryZ 4 Fal—valrsE—RNeAg
VHE—T A AaA T 4 Fal— g E—
RCiEftLE3, ZOffEIX, Class-Based
Policy Language (CPL) =2> hr—/L R Y I —
LR H LWA L A LDF— R TORM
T&ET,

Z DOFEREIL. CiscolOS U U — A 152(4)E T
Cisco Catalyst 2960-X > — X A A v F |
Catalyst 3750-X >V — X 2 A v F BIW
Cisco Catalyst 4500E Supervisor Engine 7-E (253
EINFE L,

WD~y RPNEAFIIERINE LT,

source-template
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