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e AA VFIT, VLT 4 v I AEORKREHD IPv6e 7 FLA—HE VAR —F LEFA,

IPv6 ACL DEEEIZRH9 B 1EHR
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A ALYy NI OFEHZRIRT 2 9 2 THRYLLET, ACLIINV—F FITAAL v T %
HWTDNT T4 BT ANE) T L, FEDA VH—7 A AETIL VLAN (A8
LAN) T/N7 v b&EFFA], EI3ESR LET, ACLIE, 7y M@ SN D FF &R &
WMEGEHDIEFMSIT ONTEFEY TT, Ty MBS U F—T oA RAEFETHE, AL v
FII 7y NNOT7 40—V REEH IS ACL LB L, 7278 A U R MIFRE S Z LU
WZEEASNWT, N7y MPREICHERMEREZ R > T E I 0 aMd LET, 778 A U R
FADOEKEZ 1 OT O, 7y bE2T A MLET, &I —HLESKEICE->T, AL
FWRNry NEZTANDDERT D0BRESNET, A v TR LR TT
ARNEFIETEZOT, VA NMEHERETDIEFNEETYT, —HTLH2RE0D20GE, A
AYFIEFINAT Yy FEERELET, A v T, fIRSEERLRWIGEIE Ty EfiEk L, HilfR
FERHHGEFI Ny FE Ry LET, AA vFiE, VLANWNTZ U v 7 &b
Ty NeEH T, kSN TRTONNr Y MIACL 2R LET,

Xy NI =R X2 VT 4 ZHATLHEEIE. V=2 EEX VA VIAAL v TFITT
A VAPERELET, ACLZRELRTIIE, AA v F2BEBET LT XTONRTy b
DRy NT—=T Db LS THAISNDAREENSHY £9, ACLZEHTHE, v b
U— 7 OGZ L \Z7 7B AR[EERAA NZHIFEILIZD , Vv—F A F—T = A4 ATHLEE T
7y END VT T 4 v OFSEARELZY TEET, xR BIA VNI T4y
7 DEREHEFFAI L, Telnet N7 7 4 v 7 OIEEFEETH L TEET, ACLEZHERNT
Ta4vI . BENT T4y T FREFEOM G ET Ry VT HIIICHEETHIELTEE
7T

IPv6 ACL DHEE

IP Version 6 (IPv6) 7272 @ hu—)L U A~ (ACL) #{E L. Fnr A ¥ —T A
AWHEHAT A EICE ST IPV6 h T 7 4w 2 BT 402 ) 7 TEET, T, IP Version
4 (IPv4) OATHITE ACL Z#{ERk L., #HT 2 HEELF T TT,

2AA v FII. IPv6 FF 7 4 v 7 D VLANACL (VLAN = v ) ZH¥R—FLET,
1 2DOA v Z—7TxA A2, IPv4 ACL BL N IPv6 ACL Ofi FZHHAT& £,

MOWES I VRS v F EDHEEER

e TV R ITL—ANAR—=FACLIZLE TRy ENAHEE,. ZOT7L—4LF7 Y v
VU ENERA,

¢ IPvA ACL BEL O IPV6 ACL DT %2 1 DDAA v FFETITAAL vF AZ v VT ITHERKR LT
D, Al—A ¥ —T7 =24 A@HTEET, & ACLIZIZ—BEDOLBINLETT, HEHF
HOLFTEFERHLE ETHE, =T — Ave—URFRRINET,

IPv4 ACL & IPv6 ACL DERK, BLOR—DL A Y2 A X —T =4 AFEF LA V3 A
VHE—T A A~D IPv4 ACL £ 7213 IPv6 ACL O AICi%, BApba~r FEHEHALE
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T, ACL T 5D Tea~vy ReEHT5E (BlxIE, IPve ACL OfFINIC IPv4
avwy REHEHATDIRE) . 29— Avb—URERINET,

*MACACLAZHERH LT, IPv6 7L —L %57 4 NF ) 7 TXxFEHA, MACACL IZIEIP 7
L— AP T T4 NE ) T TEXET,

e N—=RU =T AFVIZHERBRWNGEE, Ty NI/ V=T =2 ATRry 7S, 7
Y= ROZT— A vE—UNGEERINET,

IPv6 ACLDT 7 4 )L FEETE

T 7 4V hDIPv6 ACL RTEITIRD LBV T,

Switch# show access-lists preauth_ipvé6_acl

IPv6 access list preauth ipv6 acl (per-user)

permit udp any any eq domain sequence 10

permit tcp any any eq domain sequence 20

permit icmp any any nd-ns sequence 30

permit icmp any any nd-na sequence 40

permit icmp any any router-solicitation sequence 50
permit icmp any any router-advertisement sequence 60
permit icmp any any redirect sequence 70

permit udp any eq 547 any eq 546 sequence 80

permit udp any eq 546 any eq 547 sequence 90

deny ipv6 any any sequence 100

HR— kEh % ACL e
AA »F D IPv6 ACL IZIX, IROFHERH Y £7,
« 37 L—2 (IPv4 Tl fragments ¥— 7 — K) BYHR—hEZhEd,
« IPv6 ACL Tl&, IPv4 & [F UAEEHEBRMA AR — F S E T,

« 24 v F D Ternary CAM (TCAM) ASX—ANRE L TWDEHE, ACL 7 ~UHIGAT T
SN N7y MICPUICERE SN, ACLIZY 7 b =7 CEHENET,

AR T NAR T F T arBHiHN—Ty Ry FEEIZT U v Koy MO,
V7 =7 THEAIND IPv6 ACL BRESNET,

IPv6 R— FR—XDOTF7H X arvkrO—)L YR K HFR—Fk

IPv6 PACL #6821, IPV6 b7 7 4 v 7D LA Y2 AL v F R— TT /AR ar be—/
GFA £ 72133E7) 2R 28422 TV £4, IPv6PACLIL, IPv4 F T 7 4 v 7 D
LAY2AL v TF R—FTT 78R ar bo—L&2EM#d 25 IPVv4PACL EELTWET, 2
i, A EN—= R =727 THR— SR ET,

PACLIZ, VA FP3RBIPVLA V4D~ X —EREZIZIPUND LA ¥ 2 HFRICFESNT,
LAX2A L H—T 2 A ADANIT T T 4w I BT 4 NZ ) T TEET,
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AL RS T4 voEE

ACLE LU +T T 1 v Ui

IPv6 ACL O

Ry T R Ry T T4 B Y TIHIET D200 IPv6 ACL OJEERREIZ L W | &R 7 3
A IRy TR~ X — % G RN H D IPV6 T 7 4 v 7 T2 2N TEET, 7
JEAarpre—)LUAKL (ACL) ZRELT, IXTOKRY T A KT T T4 v T %
EET 250, FE37 8 haZESWTEIIC N T 7 4 v 7 ZFFR[TH 2 LN TEET,

IPv6 772X arha— YUZXL (ACL) X, TA A A B =T ATT Ry 7 I
NF7 747 LERIEIND T T 4 vV EBRELET, ACLEHERT DL, FFEDA v & —
T2 A ANDEFBLORELZ, FELT FLALGLET RLRAZESNWTTZ 4 V2 7T
& ¥, ipv6access-list =~ > FZfH LT, IPv6 ACL # € L. deny ¥ X O permit =~
NEEH L TEORMEEMER L ET,

Ry T R Ry T T 4B ) U TICHINT B2 IPve ACL DYEEMEEIX. EArfE 7 m K
ANVHATTDNT T 497 TANE) TV R— T H72DIZ RFC2460 2 33 L £,

B E A7k

IPv6 ACL D% TE

FIRDEE

IPv6 T 7 4 w7 %7 4 NE Y TTH5AF. WOFEEZETLET,

enable
configureterminal
{ipv6 access-list list-name

{deny | permit} protocol {source-ipv6-prefix/|prefix-length|any| host source-ipv6-address} [
operator [ port-number 1] { destination-ipv6-prefix/ prefix-length | any | host
destination-ipv6-address} [operator [port-number]][dsep value] [fragments] [log] [log-input]
[routing] [sequence value] [time-range name]

pPwbN-=

5. {deny | permit} tcp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6- prefix/prefix-length | any | host destination-ipv6-address}
[operator [port-number]] [ack] [dscp value] [established] [fin] [log] [log-input] [neq {port |
protocol}] [psh] [range {port | protocol}] [rst] [routing] [sequence value] [syn] [time-range
name] [urg]

6. {deny | permit} udp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address} [operator
[port-number]] [dsep value] [log] [log-input] [neq {port | protocol}] [range {port | protocol}]
[routing] [sequence value] [time-range namel]]

7 {deny | permit} icmp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address} [operator
[port-number]] [icmp-type [icmp-code] | icmp-message] [dscp value] [log] [log-input] [routing]
[sequence value] [time-range name]

8. end

9. show ipvé access-list
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B reacom:
10.  show running-config
11.  copy running-config startup-config
FIROR
ARV RELET YAy B i
ATw 71 |enable M EXEC E— F& A R—7 /ML ET,
Bl e NAU—RZ AN LET FERENTHH)
Switch> enable
R w72 |configureterminal Ja—\) a7 4 F¥Fal—arE®— KeBth
1 - LET,
Switch# configure terminal
25w F3 | {ipv6 access-list list-name IPV6 ACL£Z ZEF L, IPV6 T/ A U A 3
i - T4 X2l —varyET—RERBLET,
Switch(config) # ipvé access-list example acl list]
AT v 74 |{deny|permit} protocol FUENR—BLTZGEIT Ty M ERIEST 5561

{source-ipv6-prefix/|prefix-length|any| host
source-ipv6-address} [ operator [ port-number || {
destination-ipv6-prefix/ prefix-length | any | host
destination-ipv6-address} [operator [port-number]|[dscp
value] [fragments] [log] [log-input] [routing] [sequence
value] [time-range name)
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deny, #FrlT 556 X permit 2 F5E L E 9, KIZ,
SOV THBIL £9,

s protocol IZ1E, A Z—F v k 7'm ko4,
ATE7IFTFFEZ AT LET, ahp, esp, icmp,
ipv6. pep. step. tep. udp, F72IT IPve 7w
N aANFEEERT0~255 DA TE E
R

* source-ipv6-prefix/prefix-length 'F 7213
destination-ipv6-prefix/ prefix-length 1%, G5
PEE IR IR 2 RE S D EE e £ i35k
IPv6 Xy NT—=2 HDHNExRY NT—2 75
AT, an XKUY D16 By MEEEA L
16 A THREL£4 (RFC2373 2&M) |

IPv6 7'V 7 4 7 A /0 DREAEH & LT, any
Z ANSTLET,

host source-ipv6-address 'F 1213
destination-ipv6-address \Z1%, fEHRMFE 721X
RS A BT 2 AE JC E 7213505 IPv6 AR
ANT RLREZANLET, 7 RLATan
YIXEIY D16y MEZER L7z 16 AT
RELET,
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irvsacL oz [

ARV FFEREETIVa Yy

E:)

o ({EE) operator IZi%, ¥HED T 1 ha/LDik
fFoeAR— M EIISEAR— &2l 547
VRERELET, AT URIE, It (XD
IEWY) gt (KD REV) | eq (FELVY) |
neq (55 L<72\Y) | range (GIEHIPH) 2dH Y
*9,

source-ipv6-prefix/prefix-length 515X D & & D
operator [X, FEFEIILAR— MI—HETHHUENRH
Y E£9, destination-ipv6- prefix/prefix-length 7|
B D& & D operator (X, FEEAR— MZ—ET 5
WEIR B F4,

({EE) port-number |, 0~ 65535 @ 10 £

¥E 1L TCP 5\ L UDP AR— F DLRIT
79, TCP R— M ZfEHTE 2DIL, TCP O
T4 NH ) TR T, UDP AR— b %
EHTX5DIE, UDP D7 (LB ) v JiE
7 C9,

({EE) dscpvalue # A1 LT, &1IPv6 /X7
K~ Z—® Traffic Class 7 4 —/V KIND +
74 w7 77 AE & DiffServ 21— K RA  k
ARG LET, FETE2HPMIL0~63T
R

(fE&) fragments  AJj LT, Je8ATiden

TITAV MR LET, ZOF—T— KR
TRINDDIE, 71 Fandipve ORETE
e,

(EE) log #5ET DL, = b & —KT
L7y MZET R 7 Ayke—URary—
JVZIEE SN E T, log-input Z45ET 5 &
0y = NUIZATA U Z—T = A ADNEN
ENFET, X I —H ACL T R—
FEIUET,

(f£&) routing Z A/ LT, IPv6 /X7 > FD
N—F 4 T EBELET,

(L&) sequence value # ANJJ LT, 77 & A

VAR AT =R AV MDY —r v AFFTELR
ELET, HHETE 2%MHIT 1 ~4,294,967,295
Tj‘o
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B reacom:
aAv U RFERET7TIVaY B#)
+ (fE&) time-rangename Z A ) LT, 5
TATFFAI AT — b A v MM S 2 R O#
HRRELET,
AT w75 |{deny|permit} tep {source-ipvo-prefix/prefix-length| | ({L7Z) TCP 77k A U A MBI OT 7 &A%,
any | host source-ipv6-address} [operator EEHZELET,
[port-number]] {destination-ipv6- prefix/prefix-length |
any | host destination-ipv6-address} [operator TCP D¥&idtep Z AT LE T, /NT A—H (TR
[port-number]] [ack] [dscp value] [established] [fin] |7 v 7 3a THIAIN TWNWAHRXT A—Z L[E L TY
[log] [log-input] [neq {port | protocol}] [psh] [range | 3 YRiZRd A7 > a DT A=\ BEIENT
{port | protocol}] [rst] [routing] [sequence value] [syn] |, VEG,
[time-range name] [urg]
e ack : fERRILE (ACK) BEv b &Y R
« established : N7 S V7= #Efi, TCPT —X 75
LZACK £721ERSTE v FEESIN TN D
We. BEBNThbivEd,
efin: Ty MY b, FHETHEOT—H
ITZENLLEH Y A
* neq {port | protocol} : FTEDR— h&E = kiz7e
Wy R ERAE LET,
epsh: 7y oty by b
s range {port | protocol} : N — FNFEHDFIFHN D
Ny MNETEREGELET,
erst: Yy b Ey b EYH
esyn: [AHIE Y bty b
curg : MARA X By by b
AT w76 |{deny|permit} udp {source-ipv6-prefix/prefix-length|| ({£:3&) UDP 727 A U X b L OT 7 & A5
any | host source-ipv6-address} [operator [port-number]] | z- 1= 1 %4,
{destination-ipv6-prefix/prefix-length | any | host o }
destination-ipv6-address} [operator [port-number]] [dsep | =—V 7 —% 77 L 7'v b 2/ OHEE, udp &
value] [log] [log-input] [neq {port | protocol}] [range | AJ) L F 3, UDP/XT A —& X TCP (ZBH L T#ikA
{port | protocol}] [routing] [sequence value] ENTWVWANRTA—FLRERLTT, =77 L.
[time-range namel] [operator [port]] DR — h &5 E T I1EAR— ML,
UDP R — b OF B EITARTTRIFIIZRY £
Ao UDP D4, established /3T A — & [ZH#EZ) T
‘a‘o
25w 77 |{deny|permit} icmp {source-ipv6-prefix/prefix-length | (&) ICMPT7 Z & A U 2 hB LT 7 & 254t

| any | host source-ipv6-address} [operator [port-number]]
{destination-ipv6-prefix/prefix-length | any | host
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ivs acL oz ]

ARV FFEREETIVa Yy

E:)

destination-ipv6-address} [operator [port-number]]
[icmp-type [icmp-code] | icmp-message] [dsep value]
[log] [log-input] [routing] [sequence value] [time-range
name]

A B =3y Ml A »E—Y 7o haLvofs
%, iempZ A LET, ICMP/RT A —Z (XA T >
F1OIP7a Fa/VOBBHIZH BT A—F LIF
CLAERLUTTN, ICMP A vE—U XA 7B
I— R RITA=FZRBEMENTWET, T3
YOF—T— FOBEWRITRO LBY TT,

s icmp-type : ICMP A & — XA 7 TT 4 L&
Vo TT 558N LET, BETX D
HPHIZ, 0~ 255 T,

* icmp-code : ICMP 737 > R % ICMP X v &—

A= R BT TTANEY T TIHHEAICA
HLET, FEETE HEOHPMIL, 0~255T
7

* icmp-message : ICMP /37> b Z ICMP A v & —
VHEATHELIZICMP A vt —V AT L
A= RLETTANEZ ) T TH5EICATILE
o ICMP A w2 =Y DX A THBLPa— R
Z DY A PMIHOWTIE, 2% —%2HT 50
FFZOV )V —ADav s R I T77 LR
L TLLIESN,

ATw78 |end FrHE EXEC £ — RIZRE D £77,
ATFvT9 show ipv6 access-list TIEA VA NOBREELWHRLET,
AT w710 |show running-config AN B LET,
£l
Switch# show running-config
X F w711 |copy running-config startup-config (EE) a7 4Falb—Yay 77 A IVICKRTE

1 :

Switch# copy running-config startup-config

ERIFLET,

RDBERY

A B =T 2 A ATIPV6ACL T % v F LE T,
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B sz 1x~npsacLoitm

A 2B —2 x4 A~D IPv6 ACL DN

LAY3IA L Z—T 2 ATREFZIERB NI 740712, HBADVELA Y2 F—T =
AATERBIN I 74 v 7IZACLEZHEHATEET, VA Y3IAN L F—T=2A ATEHERBIN T 74 v
W ACL i & $£9,

AV B =T 2 A ADT 7 AT 51203, ROFIEEZIATLET,

FIRDEE

enable

configureterminal

interface interface-id

no switchport

ipv6 address ipv6-address
ipvétraffic-filter access-list-name {in | out}
end

show running-config

©ENODORWN A

copy running-config startup-config

FIRD

ATV RFEEEFETFTIOI Y BH
X T w 71 |enable ¥ME EXEC E— K& A R —T7 I LET,
1 - e NRATU—REANLET (FERENEHE) .

Switch> enable

R 7 2 | configureterminal Ta— ) ar7 4 Xal— gy T— N2
1 - LET.

Switch# configure terminal

AT 7 3 |interface interface-id TI7RAVANEEHATOLVAV2A 2 —T A
A (R—HMACLH) FmiivA¥3 /0¥ —7=
AAX (b—X% ACLH) ZFELT, A1 F—T =
AAALT 4 Fal— g T— ReBBLET,

AT v 7 4 | no switchport N—& ACL T 5561, Zhick->TA v~
=T 2 A ANV AT2E—F (F7H/L 1K) "D
LAY 3E—RIZELES,

AT 75 |ipv6 address ipv6-address LA ¥3f v H—TxA A (Jb—F ACLH) TIPv6
7T RVRAERELET,
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reacLoE=451y>5 [

AU RFERETIVa Y

B8

R T w 7 6 | ipvetraffic-filter access-list-name {in | out}

AVE—T A ADERENT 7 4 v 7 ETITRE
STA4v T A VA MNEEHALET,

G ouwtF—U—FREILAVv2A 7 —T=A
A (R—=HFACL) TIEIAR—FShFEE
Ao

AT w77 |end
1 -

Switch (config) # end

¥#E EXEC £ — FIZEREY £,

R 7w = 8 | show running-config
i

Switch# show running-config

AN B LET,

X v 79 | copy running-config startup-config
I

Switch# copy running-config startup-config

(EE) av74FXalb—vary 77 A VICHEE
RIFLET

IPV6ACLDOE=41) 4

WORITTRENTZ 1 DEFITEBOEHEEXEC a~ 2 REHEA LT, REFHLDOTXTDOT 7
TAVAN, TRTOIPV6T 7 EA Y AN, FREFHFEDT Z7EA VA NMIBETHHEHRE R

RTEET,

=l VN N EL:q]

show access-lists A2 v FICHEENT-TRTOT 7R U R
FERRLET,

show ipvé6 access-list [access-list-name]

BEFEHDOTXTOIPV6 T 7 A YA NFET-
AR T ESNTET 7R VA MEFRTL
*7,

RIZ. show access-lists %74 EXEC =~ RO A2~ L E4, HAOIKIZ, 2AA vF
FFAAL T RF O TICRERLDOTXTCOT 7 A VA INRERINET,

Switch # show access-lists
Extended IP access list hello

10 permit ip any any
IPv6 access list ipvé6

permit ipv6 any any sequence 10
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IP6 7o R avra—L YR+ |

wIZ, show1pv6access-llstsff5f1‘%EXEC a~wr ROl EzrLET, HOKE A

A VTFERITAAL vTF AZ v 7

‘jﬂo

Switch# show ipv6é access-list

IPv6 access list inbound

permit tcp any any eq bgp
permit tcp any any eqg telnet
permit udp any any sequence 30

IPv6 access list outbound

deny udp any any sequence 10

FBAHADIPV6 T 7 A UARNZTRFREINFE

(8 matches) sequence 10
(15 matches) sequence 20

deny tcp any any eq telnet sequence 20

A 23— x4 AXATOHPACL E—

IR B
IPv6 PACL #&HE A 3% B9 D Hill

EXTE & & U IPv6 PACL DiE A

I.IPVe T 7 EA VA NERETHHSLERSH D 3, IPv6 77

TR VAMERELEE, BEESNTZIPVO LA Y240 H—T 2 ATHR—IX—=ZA T 7k
A @y ha—)L YAk (PACL) T— REHRTTIHLENDY £9,

FIEDHE

enable
configure terminal

exit
interface type number

NO oA ®WN =

end

F IR D

ipv6 access-list access-list-name

ipvotraffic-filter access-list-name {in | out}

AU RFEEETIVa Y

=)

X T w 71 |enable
f1

Device> enable

Hi¥E EXEC £— R& A x—7 /LI LET,
. /\OX ]75_‘ F%]\jj szT (gﬁéﬂfl%/ﬁ\) o

R 7 2 | configure terminal
1

Device# configure terminal

Ja—N\)Lary 74X al—3ay T— Neh
Li‘a—‘o

AT 7 3 |ipv6 access-list access-list-name

1 -

Device (config) # ipv6 access-list listl

IPV6 ACLZEFEL, IPV6 T 7R URA s a7 4
Xl —gry ET—RFEBBLET,
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Ry TN ko T T80 T IzstinT B0 P ACL oiioRE [

AU RFERETIVa Y

B8

ATvT4

exit

1

Device (config-ipv6-acl)# exit

IPv6 77 A VAR 27 4FXal— 3 F—
REHTL, Za— L ary7 4 ¥al—3 g
E— FERBLET,

ATvT5

interface type number

1

A B =T 2 A ADEA TR EEREL, A
H—TxAfAALT 4 Fal—g F— R NEH
L ET,

ATvT6

ipvétraffic-filter access-list-name {in | out}

1 -

Device (config-if)# ipvé traffic-filter listl in

A2 =T x4 A LOBERFBBLOREFIPv6 ~7
T4 T BT ANEZY T LET,

ATy T1

end

1

Device (config-if)# end

Ao B =T 2 AT 4 Fal—g L FT—K
T L. B EXEC E— R L F 1,

R TINA Ry T T4 B ) UTI2xT B1=6D IPv6 ACL D iR

A

ax AE

FIRDEE

F IR D

enable
configure terminal
ipv6access-list access-list-name

pPwDN=

permit protocol {source-ipv6-prefix/prefix-length | any | host source-ipv6-address | auth} [operator

[port-number]] {destination-ipv6-prefixiprefix-length | any | host destination-ipv6-address | auth}

[operator [port-number]] [dest-option-type [header-number | header-type]| [dscp value] [flow-label
value] [fragments] [hbh] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]] [reflect
name [timeout value]] [routing] [routing-type routing-number] [sequence value] [time-range name]

5. deny protocol {source-ipv6-prefixiprefix-length | any |host source-ipv6-address | auth} [operator
[port-number]] {destination-ipv6-prefixiprefix-length | any |host destination-ipv6-address | auth}
[operator [port-number]] [dest-option-type [header-number | header-type]] [dscp value] [flow-label
value] [fragments] [hbh] [log] [log-input] [mobility] [mobility-type [mh-number | mh-type]]
[routing] [routing-type routing-number| [sequence value] [time-range name)

[undetermined-transport]
6. end

ARV RFERETIVa Y

=)

&M

enable

1

Ki#E EXEC £— R& A x—7 /I LET,
. /\O}( ]7% F%]\jj LjET (gﬁéj’bfz%/ﬁ\) o
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Device> enable

ATvT2

configure terminal

1

Device# configure terminal

Ja—n) ar7 4 X¥al—3ar T— &G
Li‘j—o

ATvT3

ipv6access-list access-list-name

1 -

Device (config)# ipv6 access-1list hbh-acl

IPV6ACL ZE#H L., IPv6 77 &R UA N a7 4
ol —gry ET—REHBELET,

ATvT4

permit protocol {source-ipv6-prefix/prefix-length | any |
host source-ipv6-address | auth} [operator [port-number])
{destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address | auth} [operator [port-number])
[dest-option-type [header-number | header-type]] [dscp
value] [flow-label value] [fragments] [hbh] [log]
[log-input] [mobility] [mobility-type [mh-number |
mh-type]] [reflect name [timeout value]] [routing]
[routing-type routing-number] [sequence value]
[time-range name]

1

Device (config-ipv6-acl)# permit icmp any any
dest-option-type

IPv6 ACL OFF R[5 E LET,

ATvTh

deny protocol {source-ipv6-prefix/prefix-length | any |host
source-ipv6-address | auth} [operator [port-number]]
{destination-ipv6-prefix/prefix-length | any |host
destination-ipv6-address | auth} [operator [port-number]]
[dest-option-type [header-number | header-type]] [dscp
value] [flow-label value] [fragments] [hbh] [log]
[log-input] [mobility] [mobility-type [mh-number |
mh-type]] [routing] [routing-type routing-number]
[sequence value] [time-range name]
[undetermined-transport]

1

Device (config-ipv6-acl) # deny icmp any any
dest-option-type

IPv6 ACL DIE GRS E LET,

ATvT6

end

1

Device (config-ipvé-acl)# end

BEEXEC 2y 7 4 Fal—YarET—RIZRED E
7,
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IPv6 ACL 0D

ipve acL ozzsEs [

&% TE 151

{51 - IPv6 ACL D& FE

Bl A2 —

/N

WIT, CISCO EA4HIBfTIF BN IPv6e T 78 A2 U A MARETHHIZRLET, URFHNOD
RAIDEL T b VI, 5058 TCP AN— FE528 5000 £ W REWAT Y b &2T XTHA L E
T, 2/BDOIEFT L MU IE, EEIC UDP AR — h&EE03 5000 KD/ 37 v MG LET,
Flo, ZO2FDOEFZ= L FIIE, TRTO—FHEa Yy — M rLET, VA MNORK
WOFFRI = R UL, TXTOICMP N7y FEFFAILET, UX FMHND2FEDDOFFAI= |k
ViZ, TOMOFTRTO T 7 4 v 7 ZFFAILET, BFEROEHEEDSRMNE IPve 77 & A
VANDODRRBIZH D7D, 2FBDOFHFAT L UV IFMETT,

Switch (config)# ipvé access-list CISCO

Switch (config-ipvé-acl)# deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log

Switch (config-ipv6-acl)# permit icmp any any

Switch (config-ipvé6-acl)# permit any any

214 XATOHOPACLE— FDERTE S & U IPv6 PACL M 1E FH

Device# configure terminal
Device (config) # ipv6é access-list listl
Device (config-ipvé6-acl) # exit

Device (config-if)# ipv6é traffic-filter listl in

Bl : Ry TINNA KT T4ILE ) TIZRIET B1=6D IPv6 ACL D

Device (config) # ipv6é access-list hbh acl
Device (config-ipvé-acl) # permit tcp any any hbh
Device (config-ipv6-acl) # permit tcp any any

(

(

( )
Device (config-ipvé6-acl) # permit udp any any
Device (config-ipvé6-acl) # permit udp any any hbh
Device (config-ipv6-acl) # permit hbh any any
Device (config-ipvé6-acl) # permit any any
Device (config-ipvé6-acl) # hardware statistics
Device (config-ipvé-acl) # exit

! Assign an IP address and add the ACL on the interface.

Device (config) # interface FastEthernet3/1

Device (config-if)# ipvé address 1001::1/64

Device (config-if)# ipvé traffic-filter hbh acl in

Device (config-if)# exit

Device (config) # exit

Device# clear counters

Clear "show interface" counters on all interfaces [confirm]
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Device#

! Verify the configurations.

Device# show running-config interface FastEthernet3/1
Building configuration...

Current configuration : 114 bytes

interface FastEthernet3/1
no switchport

ipv6 address 1001::1/64
ipve traffic-filter hbh acl
end

ZTDMDSEEH

B |¥=aF7IL 2414
E
i

A6 | [IPv6 Configuration Guide, Cisco I0S XE Release 3SE (Catalyst 3850 Switches)]
*

x http://www.cisco.com/en/US/docs/ios-xml/ios/ipv6/config_library/xe-3se/3850/ipv6-xe-3se-3850-library.html
N

[TPv6 Command Reference, Cisco IOS XE Release 3SE (Catalyst 3850 Switches)J
http://www.cisco.com/en/US/docs/ios-xml/ios/ipv6/command/ipv6-xe-3se-3850-cr-book.html

NYTQW:TYdlii w57%3NW§h:

. IPv6 77X o kB—)L JR
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IS—Ayt—YFa—4

EBA Link

ZDY Y —Z2DI AT LT — A |https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
=V EME LT 5720, =
T—Ayk—VTFa—xv— L%

EHRLET,

MIB

MIB MB®D'Y >y

RKYJ—ATHR—=F T |BIRL7ZTT >y 74+ —24, CiscolOSV U —R, BILOT (—
~T D MIB F¥ vy MIETAMBZELTCEF Y a—RT5120%, &K

@ URL {23 % Cisco MIB Locator 2 L £,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

s BA Link

VAaADYPR—FWebH A kTik, YA §L07 7 2 v — | http://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
Y2 T ARV =L EF LD LT LRERA S TA ) =A%
AL L T ET,
BENORGEOEF 2 U T 4 FHROHEMEREAFT D012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaADYIR— |k Web A hDY— I T 7B AT BHEIL,
Cisco.com D —H ID B LA T — RNNECTY,

IPv6 7o tX a>r hkO—)L YR MZEET BH#EEERR

WOFRIZ, ZOFY 2 — /LT LI-BEREICET 2V Y —Al#®RERLET, ZORIL, V7
F7=27 VDU —R ML A U TEEEOYR— NP EAINTZLEEOY T by =T U U —X72
FERRLTWET, ZOMEEITL, BTk RNR20WRY , ZALUEO—#EDOY 7 k=7 U Y —
ATHYHR—FINET,

TI R T A= LDV R—IBLOV AT YT T 2T A A—TVOPR— MIETHHERE
i39I, Cisco Feature Navigator ] L £ 3", Cisco Feature Navigator |27 27 & 2§ %2
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT 2 MILELYD FHA,
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HEEEH

Ry FNRA YT T 4B Y
> 7' ® 1Pv6 ACL HLiE

15.1(1)SG

K- T, Ay 7 3o
Ry TPy X —H Gl
IPv6 N7 7 4 v 7 ZHIHTE
7

Z DFEREIX, CAT3560C
CAT3560CX, CAT3560X,
CAT3750X, CAT4500-X T+
R—bhEhTVWELL,

WD a~ RPNEANEITE
B EAE L7, deny (IPV6)
(IPv6) . permit (IPv6)
(IPv6)

IPv6 PACL H 7" — b

IPv6 PACL#&REIX, A— h_—
ADA L HE—T A A, LA
Y3 (L3) 7w b, MR
ETARDT T4 T b,
VLAN Off, F721X VLAN N
D, NTT 4T OBENVETT
ATEIFESR LET,

Z OFrEIL, CAT2960,
CAT2960S, CAT3560X,
CAT3650, CAT3560CX,
CAT4500 THAR— kST
F L7

WD a~r RPNENEITE

HINE L7, ipv6
traffic-filter

IPv6 — B : YEET 7 & A
= AN =S IS

12.2(25)SG

FEUED TPv6 ACL BERE N ETR &
T, IPv6 A7 a v ~v
F— BIXOMEETX Y M
Wil Z21T 5 720 Efrfg >
v ko ¥ A IERICESL
NTGT 4T TANEY T
DY R—FINTHET,
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