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YROWNBREIVIABES, AvE—UNT 7T 4T Rary = VIRRINDDIE, Ay
U EAR LR ARKT L TOHHTT,

AvE—VOBERRKELHRELT, 20V —ABILOKEILCERRINDIA vE—VDFA T %
FETEET, B Ay —VIF AL RZ T HFRELIZD | Syslog X587 L A%
ELIZY LT, UTAEALOT Ny JHERERS LOE R L T 3, BRIhb Ay
=IO TE, 2OV U —RIZHIETDHVAT A A=V A REBRLTIIES0,

OBX T INIEVATAAyE—VILT 7R ATHICINE, A v TFDavr RI4 4 F—
7z A A (CLD) ZMEHTHH, EET@EUICRE I Syslog F—NIC 2D DV AT A

AvE—VERHFELET, AL v F YT bU =T dSyslog A v =V ERAZ L RT R ALy
FORNEBNY 77 IRAFLET, AA v FIEERRET L L, 7T v a2 AEVIRFESH
Twhne ZixkbhEd,

VAT A A yE—U% Y E— FCTERT BITIE, Syslogt— A ETRZEFFET L0, HDH
L Telnet, =Y —/LAR— b, FiFA—Vxy MEEAR— MEHTAAS v FIZT7 7 EALE
7

GE)

DRTFLAY

Syslog 7 4 —~ > k% 4.3 Berkeley Standard Distribution (BSD) UNIX & A#iltE3 & 0 £,

N

2yvtE—oDT7+—< vk
VAT AT A=K LT L=k biiE (%) . BXOZFORNICEBE SRS
FTFar D= AR GRS LAZ TER (RESNTWDLHEE) THER S TWE
T, AA v FIUL LT, AvE—EFRONWTNUNOEXNTRRINET,

* seq no:timestamp: %facility-severity-MNEMONIC: description (hostname-n)

* seq no:timestamp: %facility-severity-MNEMONI C: description
N—=F FLHFDOHNZH DA =V DOHFIE, RO — L a7 4 Fal—a a
<~V ROREICEL > TR £,

* service sequence-numbers

* service timestamps log datetime

* service timestamps log datetime[localtime] [msec] [show-timezone]

* service timestamps log uptime

R1I:VATLAOYT AytE—CDESR

2% £ EA

Seq no: service sequence-numbers 7’ e — 3L 37 4 F a2 b— gy avw R
MEESNTVDLEEIZDH, BT Ayt =Vl =TV ARFE A
YFLET,
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LS Bl

timestamp formats: | 2 & — Y E I A R RO ABRFTT, ZOHFRPETIND DI,
mm/dd h hemmess | servicetimestampslog[datetime|log] 72— 3L 227 4 Fa Lb—3i g
a2 FARESNTVDLBADLTT,

R

hh:mm:ss (SERF
fil)

0%
dh (EFR¢HE)

facility A=V RBHRT 5 (SNMP, SYS 2 ¥) T,

severity Ay E—VOEKELRT0~TD IHFDa—RTT,
MNEMONIC Avb—VE—BIRTTEA N X LY LI TT,

description LVAR—FENTODA NS FOFMERTTHFAL AR 7 TH,

FIAILRDVRTL A yE—2 OXLTORE

R2:TIHIWEDVRTL A yE—2 AFX DT DERE

Hae T4 MEEE

A= NAANDYAT A A=Y Xy | x—T )

p

ay Y — )V OEKE TRy T

0777 A IVERIE 77 A NG DIRER
L

nsy Ny 7y AR 4096 /31 |k

w7 g A X 1 AyEe—v

A LR T FToe—T

EEIR=E 7 T4E—=T
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. Syslog hS vy T AvE—SDAR—=TY Y

— (o] ~» N N
Syslog kS v T AvtE—2DAR—TY Y

Syslog 7 v 71X, snmp-server enabletrapssysog =~ > F&fiH L TA x—7 WMz T5 2 &
MTEET,
Syslog N7 v 7 A RX—T NI LT, NIy AvbE—VEREZBETLHOILENRSD F
¥, loggingsnmp-trap =~ > R&EMEH LT, FT7 v L& ELET, 774/ F T,
ZOavYy RIFEKREONDLA4EZARX—TMILET, TRTOEKRKEL~LE A RX—T VI
9 5121%. logging snmp-trap 07 =< > RZ&E L £7,

BxDrT T LA F =TT HITIE, ROa~y RERELET,
« logging snmp-trap emergencies : EERE 0D T v T DHhZ A R—T VI LET,
« logging snmp-trap alert EXE 1 DO~ T v 7 DBz A F—T I LET,
Syslog b7 v 7L —F&IZ, Syslog BREICHEH SND Z LITERELTLIEIY, TNUNERES
TV 7pnNE | Syslog BTy FIIEE SN EE A,
logging history informational =~ > K& L C, Syslog BEZ A X —7 LI LET,

— > N EE rJ_1 :
DARATL AvE— AT DERTERE
Ayt —URRIBET/INA ADEKTE
R o= R TNA F—TADEE. T VAT TREEDRFTICEL A vE— %

HEETEET,
TDRAATIIF T g T,

FIE
ARV RFEREETIVa Y B#J

R w 71 |configureterminal sa—N\)aryz 4 Fal—ra v
51 T R LET,
Device# configure terminal

A7y 72 |logging buffered [size] AA Y FOWNEN Y 7 7ICA v —V%

RELET, FEETE 2&IHIT 4096 ~
2147483647 /NA N TT, T 7 A/ D
Device (config)# logging buffered 8192| /N> 7 7 A XL 4096 /X1 KT,

AR RT B YAy FITFEENRAET
Hé,. O Ty ANET Ty AT
IRIEL TR o2 e, v/ 774

1

. DRATLAYE—T OJDEE



| v2F7L4vE—v050%EE

*ye—vEREsT 1 20%E |

AU RFERETOVa Y

B8

WMEERbNET, AT v 745 L T
<&,

G RNuT77 PAXE2R&ETED
EICREE LRV TLIEEN,
fO/EEIHERT 2 A Y 2
RRTHZENRDH ET, A
AvFEDEXT ok v A
E U ZFR"7T D121, show
memory ## EXEC 2~ > N
ZRERLET, 275l &R
SNHMEIFIMEH T E DR KA
ThHHID, Ny 77 AKX
Z Z DEICERE LW T 72
YN

ATvT3

logging host
i -

Device (config)# logging 125.1.1.100

UNIX Syslog —/3 KA MZA v&—
ERAFLET,

host |21, syslogh— & L THEMT 5
RANDALRTETANLIP 7 R LA ZEE
L\i‘g—c

17 AvtE—U%%(5T 5 Syslog ¥r—
NOY A ST HI2E, Zoawy
RZ2EEE AT LET,

ATvT4

logging file flash: filename [max-file-size
[min-file-size]] [severity-level-number | type]

1

Device (config) # logging file
flash:log msg.txt 40960 4096 3

AR RTRVAAL v TDT T a R
TFYVRNOTZ AN T A=V %
MLFET,

ofilename: 77 X v =D 7 7 A
NG ANTTLET,

¢ (&) max-filesize—IZix, 0/
T ANDRRKYA XefEELE
b, FEE T E DL 4096 ~
2147483647 T3, T 7 4V Mi&
4096 /A T,

e ((£E) minfilesze: v/ 7574
NDFINA XREtEELET, HEE
T& DHPHIZ 1024 ~ 2147483647 T
T, T 7 A/ ML 2048 XA R T

7T

DRTLAYE—T OTDEE .



B -/ ve—vorumit
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SRTFL FyE—o nioRE |

ARV KRFERIETI Va3 B#

« ({EE) severity-level-number | type :
BXTOERKEETrF T
A TEEELET, EREICHEE
TE LHPHIZO0~7 TT,

AT v 75 |end HrME EXEC E— RIZERED 97,
1 -

Device (config) # end

R w 76 | terminal monitor B0ty a W, oV —LigR
%l - WA=V RIFELET,
WAAR/NTA—H a7 4 ¥ a2l —3

Device# terminal monitor L

vavwy NEIe—MIERES N, By
va O TRITIENZ D T, T
Ny T Ay—URRTHGEET
t//a/_&k_®17/7%£ﬁ¢
HMENRDH Y FT,

T DREAE

FEED = Y — /LR — MERRE 72 1R AR REHR 0 LT FEEERE R A » & — 3 L Udebug
FFHEEXEC 2~ RO N EEEFERT A A0 DB LT e 7 MR EES 2 &#T
TFET, EREOSCCHERMICHDEND A v =YX A TEFETETET, o, Wik
DIEFA v E—UDHIREND ETRIFLTHELI ANy 7 7 ORREERETHZ k%f%i
7

IHEEFHRA v 2=V EB L Odebug =~ > RN DOFEHI e £ 754 =7 VDOBE . £EE
KT ANA AW a Y — MR E TR S N7 %IC, FEEEFERT A 20 b O TR
KRELFAHMSET, IFEEFHRA v E— /kioﬂdwg:7>ﬂ%0mﬁ . =P AT
A7or7 PR ENT-BIC, ary Y —WIFRENET, LEn- T, #%ﬁ%*%/?%
VX Wdebug v RO L, BEFERT A A IB LT v 7 MCHIVIAENRD Z
ElEH Y ERHA, FEEEHRA vE—URERINHIZ, Y —F e T b E
HERLET,

CDRAT AT a T,

FIE
ARV KRFERIETIaY BH

A 71 |configure terminal Ta—N)L ar 7 4 F¥al— gy
i - T— FEBBLET,
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AU RFERETOVa Y
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Device# configure terminal

ATy T2

line [console | vty] line-number
[ending-line-number ]

1 -

Device (config)# line console

A=Y ORMIe X TICERET HE

MafsELET,

sconsole: AA v FaL YV —LiR—
FEZFA YRy MEBAR— T
OREEEELET,

« linevty line-number : & & vty [FI#E D

e X V& X—7 /T D
EHELET, Telnett v a %
L TATON DR EITIL, vy Bt
AL ET, BREFICIEETE
ZEIZ 0~ 15 T,

16 18 D vty [ OFRE 2= T —
B 512, koL H Aﬁbiﬁo

line vty 0 15

o, BUEOHERICHEA SN TS 1o
Dty B OREEELTTHZ L HTE
£, f_&Z_i vty [RI#R 2 DF%TE & 28
B4 picid, RO L IICAHLET,

line vty 2

ZDavwr REANTDHE, T4 2
V74 F 2l —T gy E— NIIRDF
—g—O

ATvT3

logging synchronous [level [severity-level
| all] | limit number-of-buffers]

1

Device (config) # logging synchronous
level 3 1limit 1000

AvtE—UORMe X S hA 2—T

I LET,

« (f£EE) level severity-level : A >
T—VOERELVERELE
T, ERENZOMELLETHD A ¥

— U, RN S ET,
EA/NSWIEEEREIIREL, A
MREWVZERERREII NS0 F
I, T 74N bMiE2 TT,

o (fEE) level all : EREIZERZR
<L FTRTDORA vy =PI
HhsnEd,
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B oot nxvorie—ont

IV N3 i F A7 B

o (f£E) limit number-of-buffers :
Fo—A T ENDIEARDI/NY T 7
BEEELET, a8
WA v E—UITREEINET, f{E
T& AHEPHIT 0~ 2147483647 T
T, T 7 A4 MFE20 TY,

ATv 74 |end i EXEC B— RICREY 97,
B -

Device (config) # end

Ayt—oAXIDTE—TILE

Ay— X NET T4V B TA X —TVIHRESNTWET, 3 Y — LS00
MDA v =DV EEETIHHEAIT. AvE—Y X 724 X—T VT HLERDY
F9, Avk—yaXornng g— 7/1/0)%/3\ nJ Ayb—UiduX s Sat AEE
ENFET, mX T TrERL, AvE—UEERILT v R LFE LW CRESITIC R
LET,

aX oy IutRAET 4T NITHE AvE—URar - VIEZAENSETT B
T AV BGA T A R D BN B D T8, X%/?ﬂ%@ﬁfﬂﬁ?¢6 ERBHY ET,
nX 7 IatART =T NVDgA, A vE—U ARG T I @FIXa~r REAIE
EIVALET) aryy—IERINET,

loggingsynchronous 7 v — 3L 27 4 Fal— g a<vwr Ry, 2y —L~DR vkE—
VERIBLET, Z0Oavy REaA 3x—7MIT DL, ReumZ S 2FhEA vE—v
MFERINEE A,

Avt—ruX a7 =T LERICHOA 2—7 2T 5I21E, loggingon 7' v —
S arZ 4 Fal—varavy RefALET,

TDHRATIIF T a T,

FIE
ARV RFERFTIVaY =)

R 71 |configureterminal sa—\)aryz 4 Fal—ar
51 T— FE2HBLET,

Device# configure terminal
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0 Ayt—S084 L RELTDL 7—TNes&UTF+2—Tit [

AU RFERETOVa Y

B8

ATv T2

no logging console

1

Device (config) # no logging console

Av—=VaX ol E%F =T
LET,

ATvT3

end

1 -

Device (config) # end

HibE EXEC E— FIZREY 97,

N

O Avyvtw—o

Lk

DEIALRZTDAR—TNVEEL VT E—T

FIFNLRTIE, 87 AvbB—IIIFA L ZAZ U TREASNER A,

CDRATIIA T a T,

FIE

AR NFERERTIVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 ¥ a2l — g
T FEBEIBLET,

ATy T2

TOWTNIDa~y ReEHLET,

* servicetimestampslog uptime
* servicetimestampslog datetime[msec
| localtime| show-timezone]

fi
Device (config) # service timestamps log
uptime

F70F

Device (config) # service timestamps log
datetime

07 DEALNAR L T F—T L
F9,

«loguptime: =7 A v —TDH A

DAG Tl A F—=T LT, ¥
S ANNYEN L DN STHIE A ks
ALET,

+ log datetime: =7 A vE—T DX

ALRE T oA X —T VT LE
T, BRLI-AT Y a ST,
O—H) B AN =R
TAfE KR (RUM) L A A
S M BA AR T ELT
KRTEET,
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SRTLFytE—o ns0RE |

ARV RFERETIVa Y

B8

ATvT3

end
I

Device (config) # end

HikE EXEC £— RIZRY £,

AJAvtE—OD— UV RBBEDAR—TILIEELUTaE—TIL

it

A DAL TRELR T A o= 08 5H 5845,

INHDA =T EFRRT HITIE,

VT ARG EEH L TA =V ERRTEET, T 4NV ITIE, B A=D1
V= U AFFIIFR RSN ER A

CDHRATIIF T a T,

FIE

aAv Y RFERIEFT7IIY

=)

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
ET— F&ERHEBLET,

ATvT2

service sequence-number s

1

Device (config) # service
sequence-numbers

V=l AT T A RF—T M LET,

ATvT3

end
I

Device (config) # end

¥#E EXEC £ — FIZEY £,

N S e
Ayt—UBRENDTES
Ay B—VOBEKEZREL T, BIRLET A AR RENDI A v =GR L ET,
CDRAT AT a T,
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FIE

BET—JLE& U SNMP [S£{EES NS syslog 2 v £—S0%R [

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATvT2

logging console level

1

Device (config)# logging console 3

V= VIRET DA =V E IR
LT,

FIFINRT, Y —EFF Ay S
Ay — BLUOSENIZ L DR
RUDA =V EZELET,

ATvT3

logging monitor level

1 -

Device (config) # logging monitor 3

WRERMCH 1T 2 A v =V EHIR L
ij_o

T4V N T, WRIEIT Ny T A vE—
V. BIXUOHEMIC L RN LD
Avb—VEZELET,

ATv74

logging trap level
i -

Device (config) # logging trap 3

Syslog — MR A7 D A vt — U %Al
RLET,

7 7 4/ hC, Syslog — N Ti@ M A >
T, BEUOEERIZL Y BV L~
DAye—VEZIELET,

ATy TH

end

1

Device (config) # end

HbE EXEC E— RIZREY £,

BET—J L8 & U SNMP 2345

=N % syslog A v t—T DHFIRE

ZDOHX AT TIL, BET—7 I X OVSNMP (22415 S D syslog A v B— U &R 2 ik
WZOWTHHALET,

TDRATIIF T g T,

FIE

AU RFEEETIVa Y

=)

ATy T

configureterminal

1

Ja—N)L a7 4 F¥Falb—g
£ — F%%ﬁﬁébi—g«o
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ARV RFERETIVa Y

B8

Device# configure terminal

ATy T2

logging history level
{5

Device (config) # logging history 3

JBIE 7 7 A MZARTF S, SNMP H—/3
IZHE SN D syslog A v B2—T DT 7
IR LV EEELET,

77 # /)L kTl warnings, errors,

critical, alerts, 3 X UFemergencies A
T—VIEEEINEEA,

ATvT3

logging history size number

1

Device (config) # logging history size
200

JBIET — 7 WA RAF T E % Syslog A >
=T ORERELET,

FT 4L FTIE1OD A v — &
INFET, FHETEIHFHIZ0~500T
7

RATvT4

end

1

Device (config) # end

e EXEC £ — RIZER YD £,

UNIX Syslog T—E > A~ADAvE—0OX Y

CDRATIA T a T,

\}

GE)

B/ N— 2 D UNIX Syslog 7 —E > DHZIE, T 74/ FTHxy FU—27 225D Syslog /<
Ty MEZTFANRNWEDORHD T, TOXIRVAT AOHEIT,

Syslog A v EZ—2 DY

T— bR T EA F—TIITT HITIE, Syslog 2~ KT A NTBINE TZITHIBRT 2 LB
HDHA T g%, UNIX O mansyslogd =2~ > K& L CHRBIL £,

1R BHEIIZ

sroot & LT A LET,

« VAT L us Avyt—T% UNIX Syslog #r—/NMZIEE T HHTIC, UNIX #—/3 |2 T Syslog
TRV ERETOLENRD Y £,
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| Y274 4ve—v ns0EE

LRFLAve—vns0E=aY v issUA TR

FIE
ARV FFEREET7TIVa Y B#J
AT 71| /ete/syslog.conf 7 7 A /AR DT % BN slocal7 : m X VAR E L F
L%, R
fi « debug : syslog L-ULEFRE L £
T, ZDT 7 A ME, syslogT —F
local7.debug /usr/adm/logs/cisco.log Vﬂ:%%ﬁ#%r@i)‘%f)%ﬁ774’
NTHDHLENDY £7,
ATFYT2|UNIX v =/ Far 7 NMIkOa~<y R as 77 AV EER L ET, syslogT —
EANTTLET, FUE, ZOLLEIIZOT 7 AL
51 DEYENERKEL LT yE—U%
' EELET,
$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log
AT T 3| Syslog 7 —F NIH LWVERE & 58k S | FEMIC WX, ZHHOUNIX > A7

e
1

$ kill -HUP ‘cat /etc/syslog.pid’

@ man syslog.conf ¥ X Uf man syslogd
aw FEZRLTIIZS N,

7

A
A

\\(

TFLAYE—oO5NEZARA)IELUVA DTS

OV IJ4XaLb—a3rTF7—hA47 A5DE=R)YT

avyU kR

E:)

show archivelog config {all | number
[end-number] | user username [ session
number] number [end-number] | statistics}
[provisioning]

a7 4 FXal—aruelek, FREEESN
To/NT A—

2O EFRRLET,
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SRTFL FyE—o nioRE |
B o254 1ve—vososEnm

AT LA ytE—2 O DEELH

Bl : RAYVF ORTL A yvE—D
I, 2A Y F EDAAL v F VAT L A —VD—HE R LET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

Bl - P—ERXRAA LR TOTDRT

K1z, servicetimestampslog datetime 7' 2— 3L 2> 7 4 Fab— gy avy RaEAf F—
TMZ LTSGR Xr FRR (—H) OflzRLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
(Switch-2)

WIZ, servicetimestampsloguptime 72— )L a2 7 4 Falb—v gy avy ReAf Fx—7
M LTEBGorX o r&kR () oflzrLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)

Wiz, =T ABEEAR—T NI LTEBAROu X T ERO—E 2R LET,

000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36) (Switch-2)

DARATLAytE—2 OFIZB9 B EMERHR

REER

REEIEH IZaT7ILEA L

SATA AvbE—ruas av R Catalyst2960-L A1 v F T AT
LEHa<w R T77 10 A

Ty N7 F—AIRFE L Waw s R ) 77 LA CiscolOS15.3M&T =< K U
7 LA

.iﬂ?Aﬂw—§mm3E




| YZFLAvE—C nI0EE
22574 2 vt—v nsounmEES ]

BEEIEE T=aTFILERA I
7T N7 d— DR L7 W ETE R Cisco |0S15.3M&T =27 ¢

Falb—Tar AR

~ — o~ N ‘L‘b K
VATLAytE—D O DHEERERE L TRHR
RORIZ, ZOFY2a—/L Tt LTBERRIZEET 2V U —ABHEARLET, ZoRIZ, V7
F7=z7 VU —RA R A U TEHEREOY R — EREAINTZLEEDOYT7 b7 VY —RT
JERLTWET, ZORRIL. FRCE 83720 RY . ZhBEO—#EDY 7 vy =7 VY —
ATHHFR—bInET,
TTv R T A —LDOYR—=IBLOVAT VT MU =T A4 A—=VOHR— MIBETHHEHRE
FRE3 % 1Z1%, Cisco Feature Navigator il L £ 3, Cisco Feature Navigator |27 7 & A 5 (Z
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