X7 VT )LDETE

¥ =27 =/ (SSH) %, Berkeley D 1Y —/~DtF o7 @Rt 27 7Y r—
YarkBrOoe ba T, u FaVEIHFEEOR B A N = A LB LTy v a DK
EEMELET, 77U 77— 3 X Berkeley O rexec 3 X W rsh Y — L L [RRRICHEH C& %
T, 200" —T g DSSH (SSHAN—Y a1 & SSHA—Y g 02) #ATEE7,

et X a7 T VERETHLOOHHESRML (1 ~—)
cbX 2T YV VOREICHET AHKNFE 2 =)
e FaT VoLOBERTEICONT Q22—)
X2 T VNV DOETEHE (5—)

cbXaT Ve VOBRER (16 2—)

et X T T /IHT A EFOMOBREGE (18 X—)
X 2T V VOREICET HHREEH (19 X—)

X7 VI ILEHRTET H-ODHEHEFEN
X a7 vz (SSH) HICAA v FEZHET DO ORMHESRMEIX, RO LB TT,

« SSH #EIEXH 521X, AA »FIZ Rivest, Shamir. 3L OV Adleman (RSA) DABHF—
LB X — DT NS TY, ZIULSSH AR =7 2t — 71 b= (SCP)
LR T, EX a7 REBEAZEHITEHI2E., IN6OF—DOXT NMETT,

¢ SCPZA X —T7 T HAENT, AA v FDSSH, Wik, Frl, BIOTH Yo T4 7%
WEUNCEREL T 7ZE&E W,

*SCP X SSH ZfEH L TEF 2 T RERELFITT H7D, L—FIZIZRSA F—DXT 4
BT,

¢SCPIIEX=2UF £ICOWTSSHIZIKIELET,

« SCP DR TEITITFRGE. ], TH U T 407 (AAA) OF AL MLERT-0, L—H T
Z—FNIE LWHERL SNV ZHRA L TCWADHERTHIVNEND Y £9,

o — ) SCP At 9~ 2 I I U 22 7F AT 3L BT,

X7 PILDBRE .
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« W2 FF Al 245 T D = — %, SCP Z{#i H L T Cisco IOS File System (IFS) @7 7 A /L
ALy FIT (FTFEAAL »TF»ns) BHIZZE—TEEY, 2 8—ITidcopy 2 v K
EERALEY, 7o, #FAISNTOVLEHAL ZOMERELY =7 AT =2 a U BETT
TET,

ctF =27 v=b (SSH) H— NE, IPsec (F—Z MMtk (DES) 721X 3DES) Ol
b7 =T A A=V %ML LET, SSHZ 74 7 b, IPsec (DES %7213 3DES)
DIEBALY 7 b T =T A A—VRNBETT,

e/ —sNL a7 4 F 2 b—3 3 F— RThosthame 5 L O ip domain-name =~ > R
AHEALT, 7L ZADHRA ML ERARN RAL VEFRELET,

X217 U )LDERFEICEAT SHFHFIEIE

X aT Ve VLTS, AERET DHT-OORIFIERIL, KO LB TT,
o 2A wFIZ. Rivest, Shamir, and Adelman (RSA) FRiF& V7R — b L%,
*SSH X, 7y =V T 7V r—va Pz R—hLET,

¢ SSHH#—NEBLUSSH 7 74 7> ME, 7—FK5Hk (DES) (56 > h) BIW
3DES (168t v k) F—HWi5{bY 7 " =7 TOHAYFR—FEET, DESY 7 bV =
T A A=V OEE, HHTE AR T /LAY X AL DES 72T, 3DES V7 bV
T A A=V DA, DES & 3DES Ol OB BALT V3 AL EFHTE ET,

edevicel, 128y h F—_ 192w k F— F721%256 £  F—0D Advanced Encryption
Standard (AES) W& b7 3V XA LZHR—FLET, EL, F—ZK5{bd 5%k
K51t AES 13V AR — FSNnEH A,

«SCP T 28546, copy 2~ RIT/ATU—REANTLHZ LI TEEFA, TV
TERERINTZEXIZ, ANTDHHERHY F7,

e A NRNF =T X T P NRN—=Ua | TR R—FENFERHA, EFXF2T =
Vo N—=Tg 2 T AR—FEINTWET,

« UN—Z SSH OREFEEZ 2 Y — L T 7 B ARICRET 5546, -1F—7— R, userid
:{number} {ip-address} 7V I ¥, BILUOBIEBIHLHETT,

* FreeRADIUS over RADSEC T2 74 7 M &FGET HIT1E, 1024 £y F XV $F UV RSA
F—ZAERTHILENH Y 3, TOHAIL. aryptokey generater sagener al-keysexportable
label label-name =~ > K& H L £,

X7 VTILDEFRFEIZDONT

X7 = (SSH) 1%, T RCKT %27V £— MERA AHEICT 57 2 ha T
9, SSHIL, T /31 ADOFRFERFZHR ) 72 5L 21T 5 2 & T, U E— MEHLIZ DOV T Telnet LA
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ssHs£UR1vF 7022 [

Fovx=2)5 4 2FEHLES, 2OV 7 =T UV —XE, SSH/X— 321 (SSHv1)
BLOSSH R—2 32 (SSHv2) ¥ AR— KL TWET,

SSHEXUVRAYFT7oEX

SSH H—/\,

>

X =27 Y=L (SSH) 1E, T35 AZxtT & 4e7 ) E— MEtZ Al 57 1 2L
T SSHIZ., 731 ZADFRAERFIZIR )72 5k &21T 9 2 & T, U E— MEFIZ-DUW T Telnet LA
toex=2 74 2EHLET, ZOYT7 by =7 U U —RXL, SSH/3—T 31 (SSHvl)
BIOSSH X—T 322 (SSHv2) A2V HR— KL TWET,

IPv6 O SSHEREIL IPV4 I BT AHERE L [R1 U T9, IPv6 D34, SSHIZIPV6 7 R L A & HR—
FL. IPV6 F T AR—F FIZBWT, UE—KIPv6 / —REDEXa T R LU
&z A Mb LET,

MEV AT, BLUVHYR— SN TLSN—D 3

X a7 =L (SSH) &7 74 7> MEREIX, SSHZ' 1 k2L ETEMEL, 7 /34 ADFR
AEB KO B L2 RAT A7 7V r—2a T3, SSHZ 74T MZkoT, v Az 52
A AIBNIDO T AT TS A2 8 SSH Y — N2 FEITTHT /N AIK LT, ¥ =27 TH b
SN FEITTEET, ORI, ERPE I s A %%mana®7ﬁbﬂﬁ
v OREEGE L AIRROSREZ AL L £ 97, SSHZ 74 7 MM, fBiEB X Oz kv, (R#EX
TRy NT—7 ETHEXF a7 RBENTEET,

SSHY—R"BIOSSHMEZ T4 7 v MM, AL v F ETEITENDT SV r— a0 TT,
SSH#— N, 2OV Y —ATHR—FINTWDHSSHZ 747 > hBEW, fhiHio SSH
?347V&kﬁﬁbi?o%Hﬁ?%TV&M‘ﬁ%@*%%@$Hﬁ—ﬂ&@@Li?
SSH 7 7 A 7 ~i&. Data Encryption Standard (DES) . 3DES, X UVIA YU — RFHIAEDORK &
YV R—FLET,

AA wFIE. SSHvl F7-1% SSHV2 H—_"ZH R —F LET,
AA v Fi%, SSHvl 72 A4 T v hEVAR—FLTWET,

GE)

SSHZ 747 2 MERRZFBEH CTX5D1E, SSH M — B A 2—T LDIGFAETIT TY,

I —WIRL, TS ANTKT D Telnet & > 3 3 v OFEE & FREICEITSNET, SSHIX., &
l*"‘j’nunﬁﬁﬁ%}"j_—r ]\Li—gﬂ

* TACACS+
* RADIUS

o 1 — HVERGRER X O AT

X7 PILDBRE .
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RSA FERED YR —

X7 vz (SSH) 7 747 hTEHTE % Rivest, Shamir, Adleman (RSA) FRFFIE.
AaY 7 b =2TDOSSHY—A_TET 740 FTHR—=F SN TWEFA,

SSL DR ERDEFEFIR

SSLEAA v F V52X THATHE, SSLEY Y a NI TRAE avw A THRTLET,
T TAR RAUIINDAA » FIIERED HTTP TEMES A MERH D F7,

CADBMTADPMRA LV PEFRETAHRNC, VAT AT IRREENTWA Z & MR
KTEEW, 7y BRREINTWARWVWE, RIEARBMICEVGEAENETRINE T,

tXa7aEF— O ra)LOBE

Secure Copy Protocol (SCP) HfEIL, AA v T ORERCA A—Y 77 A NDab—|ltxaT
TeRBRE R AR L E9, SCPIZidEx a7 v =/ (SSH) NLETT (Berkeley O r-tool |Z
RootXa VT4 OENT 7V r—arBL07w FaLTy)

SSHZEIESHEHIZIE., AA v FIZRSA DAHF— EFEF—DT BULETT, ZiUESSH
NHEERSCP HFRIFET, EFXF a7 RImEA2ERIEDHITE., ZN60F—D_XT NULETT,

F 72, SSHIZIE AAA FBRERMED -6, WMUNIERET 5121, SCPIZH AAA FEFEDS M I
0 FET,

* SCPZ A X—T7VIZT DHAENT, AA v FOSSH, ik, iFrl, BLOT WU T4 T %
HUNTHREL T ZE W,

*SCP L SSH #fEH L TEX = 7T RIREE FITT 572D, —HIZIZRSA F—DXT B4
g "C\j—o

\}

GE)  SCP #fiHT 244, copy 2~ RIZ/RATU—REANTHZ LT TEEHA, Yur7 b
MEREINTZEZIT, ANTLHHENDHY £77,

X7 aE—JAakall

T¥aT7at—7n hab (SCP) HEEIL. T4 ADBRERCAL v F A A=V T 7 A LD

—ICEF 2 7 RAES AR L £ 97, SCPIZ—# D Berkeley O r-tools [ SV TREF S 4L
TWDHTD, ZTOEENEIL. SCPASSHDOEF 2 U T 4 1285 LTV 5 2 ERITIE, Remote
Copy Protocol (RCP) XA L CTWEF, F£72, SCP TIXFRAE, 7Frl, BXOT o T 1>
7 (AAA) OFFR[DBMNERT=D, T /31 R il_“’j‘ﬁ’ﬂiLb‘ﬁ:@fgﬁl/’\\‘/l/%ff%ﬁb’(b\ébxg5
MEMETXET, BEX a7 a U —HELRETHI2IT. SCP OMAZHMET AVLENDH Y
S5
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Secure Copy DEIE A% .

Secure Copy DENMEH %

Secure Copy (SCP) (%—i# Berkeley D r-tools (Berkeley KFMHE DXy hT—F 7 77U
g—arky b)) IZEDSHTRE SN TWDHTZSH, £ DOEIEN% L Remote Copy Protocol

(RCP) SHEPILCWET, 72720, SCPITEF =T v x/b (SSH) DX = U T (1KLL
TV RIFRE ET, M1 T, SCPTIE, Z—HFRELWHERL N LERF> TS ZEET N
AALTHWTED X DT, BEE, FFrl. BEORT IV T 17 (AAA) OFFZHRET D
BN ET,

SCP #4255 &, copy 2~ K& LT CiscolOS 7 7 A /L 2T I (IFS) NOIEED

TrANDAE—ET A AL ORTEITTE DO, FHEL L 15 D2—F DRI/ Y
EF, HFASNEEHFIELY —/ A7 —a b ZOBELETT 2L b TEET,

GE)

YAAY T =T LT psepexe 7 7 A VEMH L TWAEAIL, SCPA T a v EAL)
LT,

1) 7\— X Telnet

1) 7N\— X SSH

Y R3—Z telnet ZHEHT 25 &, FrED AR — NEFHIZ telnet 23T L72 0 | Sk F 72 1Tl Bh AR
WCHEE T 2 2 M TEET, U =R telnet X, DT AT T /XA 2D a3V — /L ~Dhi KA
MAEBENER L2 A3 T3 2L OFIC I BRI TOE Lz, telnet ZfEHT 2% &
BEDORBREOZ—IF P —RTtelnet 5 Z L1k -> T, EOFFAMNL THEHEICT A
2 ayY—)VICEETEET, ZDtehet 7 72 —F L, T/ Z~DTXTDOFRy hT—7
BRI SN TV AELATH, TOT AL AOREIHEHTEET, £72. U /3—X telnet
X, YA TS R SNTET 2EXAYALT U MUERTAZ b TEET (B
i, a—F UV —F A RE—FEIHERALET) .

Y /3—Z Telnet 1% SSH Z i L THEIETEEF, U/ /N—R Telnet LiE-> T, SSHITEF =27
e R U E T, U N— X SSH YLIEREREIX. SSH OB EERFHICLET, Z OEREL(E
3 0UL, SSHZHNCT DA E 72I3lBEHE Z & 1B 4 ORI Z R ET 20BN 2L 72D
F9, LFTDO VU /X=X SSHREHFETIL, 77 B RATE SR — O 100 (ZH|R S TW
F L7z, U N—R SSHYERMERETIX, RN— FOEIZHIRNH Y A,

X7 T ILDERTERE

SSH ZE1T9 51=HDT /N1 ADETE

SSH #F17 T2 L9 IT7 A Rty b7 v 721003, ROFIEEZETLTIIZS0,

X7 PILDBRE .
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0—HhNVT I EAFELIZVE—F T 7 ARIC2—YREERTLEST, ZOFEITSHET

B

FIE

ARV RFEEETIVa Y

=)

&M

enable
1 -

Device> enable

¥ M EXEC T— F&EADIZ L £,
e NMRAT—KREANLET (FRkEhn

=5a

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
T FEIBLET,

ATvT3

hostname hostname

1

Device (config) # hostname your hostname|

deviceDHR A RABLOIP KA A V4%
BRELET,
G  ZOFIEEZFATTDHDIL,
devicex SSH ¥—/ 3 & L TE%
ETHHETTTT,

ATv74

ip domain-name domain_name

1 -

Device (config)# ip domain-name
your_domain

device DR A b AL U EHRELET,

ATvTh

. X217 I LDRE

crypto key generatersa

1 -

Device (config) # crypto key generate
rsa

device L Tr—H LB LY £ — MER

FAZSSHY— 3% A £—7/LIZ L. RSA
F— T EERR L E7, device® RSA

F— X7 &AEMRT D L. SSH 2% HEIHY
(A F—T 720 £9,

HNEY 2T A YA X,
T D EaHERLETS,

RSA F—DOXT 24K T HHEIC, £
VaTdADEIDANEROLNET,
TV T AREL R DIELRETTN,
FERYR & A FICHRERI DS v £,

1024 v b
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ssh—rozz [

AU RFERETOVa Y

B8

G¥) ZOFNEEFEITTHDE,
deviceZ SSH ¥r— ¢ LT
ETHHAETTTY,

ATvT6

end

1

Device (config) # end

HebE EXEC B— NICEY 77,

SSH 4 — /SO

SSH #— R AZRETHITIT. ROFIEEETLET,

\}

GE) TAARESSHY— ¢ L TRETDIHEEICOR, ZOFEEFEITLET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device> enable

it EXEC E— R& A 2—7 /WL E
j‘o

e NXAT—FREANLET FEREh
=55

o

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_) a7 4 Xal—T g
E— NELBABLES,

ATvT3

ip sshversion [1] 2]
1 -

Device (config)# ip ssh version 1

(EE) SSH N—T 3> 1 £7-13 SSH

W=V a N 2BFATTHEIICT A A

FHRELET,
e1:SSHAX—V a1 2FET7T5k
TN, ABRELET,
¢2:SSHX—V 3 2 %FE(T7T 5 &
INTT A ZAERELET,

Zhawy REAJILRWES, 21X
X —U— RERELRWES. SSHY—

X7 PILDBRE .
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ARV RFERETIVa Y

B8

NiX, SSHZ A4 7 FTHAHR—F X
NTWBEF/N— a D SSH %R
LET, &z, SSHZ 747 K
73 SSHvl B L USSHV2 Z ¥R — h 45
Y. SSH H— 3% SSHv2 Z3# IR L £
7

ATvT4

ip ssh {timeout seconds |
authentication-retries number}

1

Device (config) # ip ssh timeout 90
authentication-retries 2

SSH H|f#Il/NT A — X %R ELET,

« XA LT Y MEITHENMTHRELE
T (T 7V MET1208) . f5E
TX5#PIZ0O~ 1200 T, ZD
NI A—=HX, SSHFR AV T— g
v 7 xR SN E T, B
DL SIVD & T 731 A% CLI
R—Z ¥y arDF 74/ RO
ZALT T MEZEHLET,

T74NETIE, Xy bT—2 kD
WD CLIRN—Z ®vigy
(Eviar0~4) I LT, &
K 5 DO BAk[RIRF SSH #2ft 2 i
AcEEd, ErvoABNEHT D
L. CLIR—R2A®yvaroiAg
LT MEIZT 7 #7410 4312
R ET,

T ITAT MY — "~HPEGETE
HEEEEELET, T 740 MT
3CY, FHETCEHHPMAHIZ0~5T
‘a‘o

W7 D/NT A—F ZRET DHEEI D
FHAZME Y KL £,

ATvTh

. X217 I LDRE

WOWTININEZIIW T 2L £,

e line vty line number[
ending_line_number]
* transport input ssh

1

Device (config) # line vty 1 10

F0F

() AR IR OE 2 BOE L&

T
e TFA L AT 4 Fal—T g
F— RERM L T, AR ERR
EZFRELET, line_ number 35 X
U ending_line_number 1213, EI#RD
T EEELET, BETE HHMA
X0~ 15T,

R
R

e 3F SSH Telnet |2 L BT /34 A~D
Bt 23 L7RWERE T, 2l
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Device (config-line)# transport input v, L—Z%SSH %ffﬁ@:ﬁﬂﬁ o
ssh nEF,
AT 76 |end K EXEC E— FITREY £,
1 -
Device (config-line)# end

kSO a—TFTaTDEV R
e X7 vl (SSH) a7 4 Fal— gy avwy RRRERa<w FE LTHER
INTZHEETL. T 731 AD Rivest, Shamir. Adleman (RSA) — X7 B@UNTARK I

Tb\iﬁm RAMBIORRALS VEREL TS Z E2MRALET, &I, caypto
key generatersa =~ > K% L CRSA F—X7 %4k L. SSH & — "G LF

R
RSAF—XRTZRETDHE, WDTT— Ay E—UNRNRRINDIENHY E£T,
* No hostname specified
hostname 7’ B — VL a7 4 Fab—val avy REFEHALT, T35 ADKA
N ERET HUHERD Y £7,
* No domain specified

ipdomain-name 7' o —/ 3L 27 4 X ab— gy avy REEH LT, 731 A
DHRAN RAAL LV HFETDLERH Y E7,

« EHTE D SSHEF T, 7351 AUTRE SN TWD vty DI KECE TICHIFR S E T,
& SSH #feid vty U VY — A& FEH L E7,
-%Hﬁﬁ\?N4XTNmFiOT%Eéﬂéﬁ_ﬁwt%1)?4&&it%n)
VAP BA= =V %/ PREEEA SN ET, L. Bal, T AV T 107 (AAA)
&E#éﬁm\ﬂ//~wTAAA®1 PRIEA N T D2MERHY T, 77+
VR Tay =D AAARANTIT 4 =T TT, 3\/y*‘/I/TAAA§tFT75§7ﬁ;jJ@:7&O
TWABHEAIL. AAA OREEME T noaaaauthorization console =~ > K& RE L CTHEL)

L[-/iwg‘*o

AVY—ILTOERAADY/IN—X SSH DETFE

SSHY— R ETUNR—ZXSSH a2V —)L T 7 v AZRETDHITIE, ROFIEEZEITLET,

X7 PILDBRE .
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ATy T

enable
B

Device> enable

¥i#ME EXEC T— F& A 32 —7 ML ZF
KR

 NAT—REANLET (ERSh

=56

o

ATy T2

configure terminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT3

line line-number

1

ending-line-number

Device# line 1 3

HEHORBEFFEL T, 4> a3
TA4F¥2lb—varE—RNIADET,

ATV

Nno exec

1

Device (config-line) # no exec

[B]%%_E o> EXEC ML 2 RN L E£9,

ATy Th

login authentication listhame

1 -

Device (config-1line) # login
authentication default

FIRRO T 7 A A D= A LB EHL
ij‘o

Gx) BRI —v4 L3R
U— RZMHTIMLERNDLY

£

ATvT6

transport input ssh
f

Device (config-line)# transport input
ssh

T INA ADFFE DFIFRA~OHHE I &
nNa37a barEsERLET,

o U X— 2 SSH ¥EIRMERE DA T,
ssh ¥ —U— R&2HHAT508E 1™ H
v ET,

ATy T1

exit
e

Device (config-line)# exit

FA v a4 Fal— gy FT—FR
ERTLET,

ATvT8

exit
B -

Device (config) # exit

Ja—nR_) a7 4 F¥al— g
E—RFERTLES,
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7L 75 £2A0Y -2 ssHoBz [

AU RFERETOVa Y

B8

ATvT9

ssh -l userid
1

: {number} {ip-address}

Device# ssh -1 lab:1 router.example.con

SSHY—REZFITLTCNWD I E— K R v
N =% T FRARaTA0T5
LEIEHEN 22— IDEFETLE
KR

« userid : =—H# 1D,

ol i IR— FEFEWAKRIPT FLAMN
userid 51 £ ki< Z L AR LFET,

« number : YR E S E 72 I T Bh IR

%O
sip-address : # — I /L — 3D P
7 LA,
(F UAN—RASSHOREBFEAET

AT 7 AMCERET LA
I%. userid 5|

%%, :rotary{number} {ip-address}
TUIX, BLOBIEMAMAET
R

ETLTIVEAADY)/N—X SSHD

1 ]

axX AE

ZORETHEH., VNN—=ASSHMNXA YT U MaBIEAEINDET L ETHREINET,
HAXNLT T NEFTLADOWNTILNCEET A2, (EEDSSH 7 94 7> & LT SSH
YoTalrERBL, =2 ) —=F S AN RICHEATRERET MIBEL £,

FIE

ARV RFERRTI Y

E:)

ATy T

enable
B -

Device> enable

¥ ME EXEC T— F&EAIC L £,

e NAT—REANLET (R
N8548 .

ATy T2

configure terminal

1 :

Device# configure terminal

Ja—nR) a7 4 F¥al— g
£— F‘%Eﬁﬁébjﬁﬁﬁo

X7 PILDBRE .
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ARV FFEREETIVa Yy

S

ATvT3

line line-number

1 -

ending-line-number

Device# line 1 200

READOERREZFRFE LT, Bz
T4 F¥ a2l —v gy EF—RNIZADZE
kR

ATvT4

Nno exec

1 :

Device (config-line) # no exec

[EH > EXEC ALERZ #5012 U FE 5,

ATvTh

login authentication listhame

1 -

Device (config-line)# login
authentication default

[BIRROD T 7 A VERAEA I = A L& TE
Li‘a—o

(B FREAFRUT— 4 LR
U— R+ o8EZR LY

i‘a‘o

ATvT6

rotary group

51

Device (config-line) # rotary 1

1 DL LR RREIFRE X1 DD
B AR — FEFRN G 72 D[RR 7 V—T
FEFZLET,

ATy T17

transport input ssh
1 -

Device (config-line)# transport input
ssh

T I3A A DFEE D [BIFR~ OB
ShHr7a halzEEHELET,

o U X—Z SSHYEIRMERE DA I,
sh¥F—U— R+ 0ERD
nET,

ATvT8

exit
1 :

Device (config-line)# exit

FA a7 4F¥al—arET—KR
BT LET,

ATvT9

exit
1 -

Device (config) # exit

Ja—nRN) a7 4 FX¥al— g
E—-—FEKTLET,

ATy 710
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ssh -l userid :rotary {number}
{ip-address}
11 -

Device# ssh -1 lab:rotaryl
router.example.com

SSH $— "% FE[TLTW\D U E—h
Fy bI=F T TR R0 T A
THLEEIMHIND 2 —FIDZHE
L/i—a—o

e userid : = —¥% 1D,
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ATV RFEERFT7YYa Y =]
ol tIR—FBELHARIPT LA
23 userid 51EUZHES 2B R LE

D

e number : S AR 5 3 7 LA B (1R
&7

sip-address : ¥ —3 J LY — D
IP7 RLZA,

(B UN—ASSHONRBEFEZET
LTI ARCHRET DHE
1. userid 5]
%2, :rotary{number} {ip-address}
TUIZ, BRUBENPMAT
R

D934T RETOYN—=RSSHD FS TNV a—TFT42T

7547 b (UE—hK F/AR) ETYR—2 SSH ZEDORIMEZ R+ 51213, oOFIE

BFEITLET,

Fg
OV RFERET7TIVa Y B

AT 71 |enable ¥iME EXEC E— R& A RX—7 T L E
1 - kR

| e MAU—REZ AN LET (FERkSh

Device> enable fl%é\

R T 72| debugip ssh client SSHZ 747 MCBT 57y X
Bl U A ye—VEFRLET,
Device# debug ip ssh client

HB—NETOYIN—ZXSSHD FSTILoa—TF4 05

H—3IF /P — R ETYR—R SSH ZEDRBEZERT H121F. WOFIEEZFEITLET, &

AT v A, AWML TWA720, EEDIEFTRETE T,

X7 PILDBRE .
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#ME EXEC T— F& A 32 —7 ML ZF
—g—o

e RAT—KREANLET (FEREh
=56

o

ATy T2

debugip ssh
{5

Device# debug ip ssh

SSH —NIZET 527 Ny ¥ 7 Ay
-V EFRLET,

ATvT3

show ssh
e

Device# show ssh

SSH H— "\ D AT — X A FKR L
F9,

ATV

show line

1

Device# show line

IARERRD/NT A —Z 2 RRLET,

SSHDRESLIUVARAT—RRDE=AR) VY

WDFEIZ, SSH Y —NORELBLIPIAT—X A% RLET,

R1:SSHY—NORES L VAT —LRERTTHIATUE

avU kR

E]:b)

show ip
ssh

SSHY— DR —2 g B LW

Aia &R LET,

show ssh

SSH —"DAT—Z A& KR LET,

X117 aOE—DHRTE

VA TNARZEF T a— (SCP) — MAEBEDOREE T D21, RO TFNEE FELT

LEY,
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%27 at—oxz ]

FE
ARV FERET7IV3 Y By
AT 71 |enable F5HE EXEC E— RE2HC LT,
f e MNRAT—REANLET (FEREh
%) .
Device> enable
R 72 |configureterminal ra—)ary7 4 Xalb— gy
1 - T— REMHBELET,
Device# configure terminal
AT 7 3 |aaanew-model 0 A URED AAAFRREERE L T,
1
Device (config) # aaa new-model
R w74 |aaa authentication login {default | AAAT 78R ba—)L VAT L%
list-name} methodl [ method2... ] A F—=T T LET,
fi
Device (config) # aaa authentication
login default group tacacs+
R w75 |aaaauthorization {network | exec| Xy NI —7 ~Da2—W 77+ X EH|
commands level | rever se-access | BT 285 A— 25/ ELET,
configuration} {default | list-name} )
[method1 [ method?2... ]] (¥)  exec F—U— i, @B xk
1 - 7L T, 22— » EXEC ¥ =
' VD EITHFF R I TN D
Device (config) # aaa authorization exed] ) ﬁ)€f¥U%ﬁl/?Ejr° L7z
default group tacacs+ MNoT, SCPERETH & X
12 exec F—U— R&MHT
LHRBENHY FT,
AT w76 |username name [privilege level] TP ER— AL LTRBREY AT L%
password encryption-type ReEL L4
encrypted-password
GE) TACACS+ <> RADIUS 72 ¥ D
o e R %
| | B =R ABEE ST D
Device (config)# username superuser -~ o
privilege 2 password 0 superpassword /El\li\ \—O)%Jllﬁ%é H%T%i
—j_()
AT 77 |ipscp server enable SCP Hr— MAlKEEZ A LET,

1
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tTE1TF CIILDRE

ARV RFERETIVa Y

B8

Device (config) # ip scp server enable

ATy 78 |exit
1 -

Device (config) # exit

Jua—)L a7 4 Xal— gy
E— FEHKT L, RHE EXEC £— NiZ
B0 xd,

AT 79 |debugip scp
1

Device# debug ip scp

() SCP FHFEME A iR L £ 9,

THFa7 O I)LDERTEH

15'] - A— jJ)LnrunIEé‘ﬁFﬁ Li=&*a27 3 E—O)Enfﬁ

Bl ry kD

WO, EF 27 2™ — (SCP) DO — MAEERED

WRETEEZR L TWVET,

ZOBITIE,

O—HVICERIN a2 —FL L N 2AT— RE2FEHLET,

! AAA authentication and authorization must be configured properly in order for SCP to

work.

aaa new-model

aaa authentication login default local
aaa authorization exec default local

username userl privilege 15 password 0 lab
! SSH must be configured and functioning properly.

ip scp server enable

WOBENL, F v hU—
ZRLTWET,

— P RN—RBELZERA L 1= SCP H—/\AlDERTE

7 N—=ZADFEREA I =X Lz LTz SCP O Y — MUBKRE DR E )51k

! AAA authentication and authorization must be configured properly for SCP to work.

aaa new-model

aaa authentication login default group tacacs+
aaa authorization exec default group tacacs+

! SSH must be configured and functioning properly.

ip ssh time-out 120
ip ssh authentication-retries 3
ip scp server enable

. X217 I LDRE
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yri—zsshavy—L7ot20n |

JIN—RXSSHa Y —IL 7O ZXDH

B—IFI)L H—/I\DHFE

WOFREFNL, VX=X SSH Wi REFR 1 ~3Dary ) — L T 7 AFICEREINTWA Z
LERLTWVWET,

line 1 3
no exec
login authentication default
transport input ssh

25472 MRE
SSHZ 947 v F ECHRESNT-ROa~<y Rk, ZRFEN, BlfEL 2, BLO3 LD Y R—
ZASSHE vy a &2k LET,

ssh -1 lab:1 router.example.com
ssh -1 lab:2 router.example.com
ssh -1 lab:3 router.example.com

JIN—RASSHET L 7 2ADH

WOFREFITIL, FATYAT T REREDO 1 ~200 3ET L T 7 EBAFOR—2 Y — FL—7
LI N—745 1 S CnET,

line 1 200
no exec
login authentication default
rotary 1
transport input ssh
exit

WDa<y Rk, VX—=AZASSHARE—H ) — J)—T DRAIOZEE MR SN Z L &
ForLET,

ssh -1 lab:rotaryl router.example.com

Bl : SSHDEEES XUVRT—RRADE=ZZYY

X 2T /b (SSH) V— B, X —T N ThbHI 2R L. SSHER O NN—V g B X
ORET — ¥ 2 FrT5120%, showipssha~> REHALET, KIZ, SSHABA x—T /LD
Bl R LET,

Device# show ip ssh

SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

WIZ. SSH T 4 =7 LDfl xR LET,

X7 PILDBRE .
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Device# show ip ssh
%SSH has not been enabled

SSH Y — it D AT — X A 2 MB8T5 I2id, showssh =z~ R&EMHLE4, KT, SSHE
A FZ—T NI LT EDF A Z D SSH — i 0 2R LE T,

Device# show ssh

Connection Version Encryption State Username
0 1.5 3DES Session Started guest

WIZ, SSH BT 4 —7 LOHlE R LET,

Device# show ssh

%No SSH server connections running.

tHa17 VIVICHAT S EDHMDSEEN

EEEH

ESPEREYS T=aTFILERA I

ZOETERT B~ Roseg k%3 | Consolidated Platform Command Reference, Cisco 10S
B L O EOZEM, Release 15.2(7)Ex (Catalyst 1000 Switches)

SRAMTYZ AL HR—k

B o

VA ADYR— FWebH A FTlI, VA2 apllihoF 7 /v — |http://www.cisco.com/support
T2 RNy a—T 4 U ZICBEILTWEET 5 8512,
YA T ARV =N EFI LD ETOIEE R T ) Y — A%
Rt LT ET,
BENOHGEOEF 2 U T o FROEMIEREAFT 72012,
Cisco Notification Service (Field Notice 2>57 7 &2 &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EORMEY —ERTIMATE 7,

VAAaADYIR— bk Web I A DY —)UIIT 7 AT BHEIT.
Cisco.com D —HF ID BLUOXA T — RBRMLETT,
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The following table provides release information about the feature or features described in this module.
This table lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that

feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

R2:EX 17 ¥z ILDMREER

HEEA J1y—=x BERETEER
TXaT b Cisco IOS Release ZOMSRENEANIINLE LT,
15.2(7)E1
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