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HTTP 119 — NZFDOFER AN LT, EX 2 7 HITP —A~EE (FEOHET) LET, &
% =7 HTTP — N Z HTTP 1.1 3 — Db Vi, TOEKRITGZE T,

TX2 7 HTTP 7 74 7> b (Web 77 U W) OFEBEENL, CiscolOS 77V r— 3 V3
KIGE LT, 20T 7V r—3 3 VP33R L7z HTTPS User Agent % —E 2 2 LT L, IG&
EZFOT TN r—3 a9 R TZ & T,

CAD KSR ERA2 b

FREER (CA) 1F, BRZRAILTBMT 232y hU—7 TS RZEEAZEERITLET, 2
NHEOY—E AL, BINT 5T 3, ZZxtT 2R REFHR2 X2V 7 40 F—B L OGEHED
THAEMAELEST, HFEDCAV— NI TR RRA U P EMINET,
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DOFEAEEZRITTHIET, BXaT7 R E 7 947 MR LET, 79470 8 GE
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HAERIEL CHER RSA DX —DXT AR LET, BFTRIELEZ (HEE4) FEHER
WYX=V T 4 TERVWOT, 8T 57 747 MIZOGEHENACEAETHD Z
EEREHL, 22— ORIN (S E721368) 238250 ERH 0 T3, 2 OBIRNEIT
WiEiry hU—2 hARay (FA MNHRE) & ILET,

CADFNIARRA LY FEBRELTWARNWE, EX a7 HITP R 2EHENC LSS, 0k
F 2 T HTTP Y —N (F720137 T A4 T2 b)) IZx$ D —RFE 7213k 7 B B4 R EN
HEWICAER SN ET,
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SNET, T ARFRET 5 &~ B B BARERT S TRDRT, HLL
I 7 ] DB AR AEL D ST R ET,

« TFRA ANKRA R E RAL A TRESNTODLEAIE, APl A CBL R ENE
MENET, A ZREHEIH LY, EXF 27 HITP Y — %25 b —7 T 5854
by ZOREAREXT 7 T4 T REETEY ., BEEX 2T HTTPHER 2 A X — 7 VT 5
B BIFAE L TV ET,

GE)

BWARB LT A MRA > M, x OF A ATRETILERDH Y £F, OTF A X
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FI, P—REHEETHE. TS AEBH LWVIEREOMEAZ S L E T,
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HTExFET, HOBLAEAELFRT D~ RO (show running-config 2~ > K) %4
ELT—HRLET,
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CipherSuite .

Device# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

!

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>

HOBAREEIL, BF% =27 HTTP %— "% 852 L T, nocrypto pki trustpoint
TP-self-signed-30890755072 7 v —/ )L 27 4 X a b— g v a~vr RE A4 5 2 & THI
Prex x4, £O%, EF2THTTPH—"2HEANIT DL L. HEBAEHENHTZICE
RENET,

G¥)

CipherSuite

TP self-signed DHEAIZFKRINTWAIEIZ, T ZADV Y TAFFIZEL > TR D 77,

F 7 arpa~ K (iphttpsecureclient-auth) ZfEH325 & HTTPS h— 37 74 7
B DOXS0VIFEHELZZERLES, 77472 FORIEL, V—XAHOFEIEL D HEW
X2 VT o R LET,

CipherSuite [ZFF 5L 7TV RABIRNF A P2 A R T ITY XLEFFEE LT, SSLEEGIZMH
MUEF, HTTPS H—NICHfi T 5L, 77472 FD Web 7 7 Ui, HAR— %o
CipherSuite@ VA NERMELET, TO®%I FA T M —NF, WA TYHAR—h éﬁ’LTb\

W b7 T ALTRERbDEZ ) A MPLRRLTRAZ—FLET, & 21X
Netscape Communicator 4.76 1%, KED¥ExF =V 7 ¢ (RSA ABF—K 51t MD2, MD5,
RC2-CBC, RC4, DES-CBC, 5 X U'DES-EDE3-CBC) #HAR— KL TNET,

R S i, 128 8y MR LE YV HR— b T2527 747> 77 0% (Microsoft Internet
Explorer /N\—37 21 > 5.5 LAK# & 7213 Netscape Communicator 73— 2 > 4.76 LIFE72 &) SMLET
9, SSL_RSA WITH DES CBC_SHA CipherSuite (%, 128 £~ M BALZ4RME L2 20, fill
@ CipherSuite XV ¥ =2V 7 4 MEL 720 £97,

CipherSuite %, LV tEFx =2V T 0@, BHICRNTRD1TE, DT 0TI ONLBRIREHE 23 &
FZe 0 ET, Wi, AA v F THAR— F &5 CipherSuite 35 L UVL— & OALERAf (G X)
12 & % CipherSuite ®F 7 (GEWIEH) #EZRLET,
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1. SSL RSA WITH DES CBC SHA : A vt — YO E(LIZ DES-CBC, XL OA vE—
BA Pz ANMIEFaT Nya TaY XL (SHA) % L7z RSA O F—55Ht
(RSA AR —Ms51tk)

2. SSL RSA WITH NULL SHA : A v —YDEBALICR LV, BIRA v b= XA V=
A MZ SHA Zffi ] L7= % —723ft (SSL3.0 /) .

3. SSL RSA WITH NULL MD5 : * v —YDIFEALICR L, BIURA v b= F A D=
A NZ MDS Z i L7z % —2#t (SSL 3.0 #H) .

4.  SSL RSA WITH RC4 128 MD5 : RC4128 B> hiF AL, BLOA v —Y A VxR
RZ MDS Z il L7 RSA &% —75#a

5.  SSL_RSA WITH RC4 128 SHA : RC4128 B v M Efb, BIUVA v E—Y X4 V= A
N2 SHA Zffifl L 7= RSA O % —23

6.  SSL RSA WITH 3DES EDE CBC SHA : #* vt — YD 5{kiZ 3DES & DES-EDE3-CBC,
BROA Y=Y ¥ Az A MISHA #ffH L7z RSA OF —5Ht (RSA A ¥ —K%
1t)

7.  SSL_RSA WITH AES 128 CBC SHA : AES 128 t' v Mk, BI A v—T & A
Yz A MZ SHA 2l L7z RSA D% —7%3H#a (SSL 3.0 H)

8.  SSL RSA WITH AES 256 CBC_SHA : AES 256 ' v hMiFE{t, BLOA v —T & A
Y= A MC SHA 2l L7z RSA O % —7%H# (SSL 3.0 Hf)

9.  SSL _RSA WITH AES 128 CBC SHA : AES 128 v v MMiF =k, BLUORA v —T &4
Yz A NI SHA Zfii ] L7z RSA O F —73#2 (SSL3.0 H/4) |

10. SSL_RSA WITH_AES 256 CBC SHA : AES256 ' v hiFE{b, BLI A v —T & A
Yz A NI SHA Zfli L7 RSA O —73#2 (SSL3.0 B/A) |

“
GE)  Chrome DH/N\— 3 VNE4DDITLOREHAA — FaeHhR— N LERHA, ZD7H, WebGUI

AR R=FNVBI~DT 7 ANELR SN ET,

(
IS

A LBLOE A VA N TAIT) XL EZNENEE L THASDET) RSA X, SSL

CRBWTHF—DAMBIOREOm FIFEHINET, I, CADNTAMRA b

SRESNTWNDNE I DIIThrDbY £H A,

SSLOTI7+JL FERTE

SSL

DT 7 4V FFREFRD EBY T,

o EHED HTTP Y — N3 A F— T /IHE SN TWET,

SSL {FA4 X —T NIZEREINTWET,
CADRMTARMKRA Y MIBRESINTWEREA,
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sstomzinxesE ||

« BOLEAERAFTER I N TOEE A,

SSL DX ERFDFEFIR

SSLEZAA vF 7T AZTHHTHE, SSLEYy Y a NI TAZ av A THRTLET,
JTGABE RAUNDAA  FIIERED HTTP TEMES B AMLERH Y £7°,

CADFTARRA Y FERETDHHINC, VAT A 70 v I RRESNTNDZ L EHRLT
KIEEW, Z7uv I RRESNTWRWE REZRBMICE Y AFAENMER SN E T,
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%27 HTTP —/\DEXTE

\}

X 27 HTTP H— 3 ZRET %I, HiHE EXEC E— FCROFIEE FITLE T,

1R BHHIIZ

&%u£%£®m£%ﬁ%?5%9\m®$%%ﬁ%bf7ﬂ4X®CAF7XFT4/F%
HELTHDL, HTITP Y —RNZ2HGDNCTILERH D T, CAD NT A KA > MER
Twﬁw%é\k#JYHﬂT%—A%%@Kﬁ@KLt%ﬁT\EE%&%%%ﬁiméh
F9, —R"EREL-E, EEBLIONEX 2 7 HITP Y — W HICHEAT 547> 9 (0%
A, WATEHT 7RV AN, BREGE. 34 LTIV RRY —) ERETEET,
Web 7 7 U & HH L CTEF =7 HTTP Bk 2 i3 5 121%, https://URL # AJJ L £3 (URL

IXIP 7 RL A, iti%~ﬂ7ﬂ4x®TxF%)OT7¢wkT RSN DR — b B E
LTCWBE, URL DBAICHA— FESLIRET LA LENH Y 7, RIHEZRLET,

GE)

AES256_SHA2 [IVAR—FShEH A,

https://209.165.129:1026

E s

https://host.domain.com:1026

777 AY AL (IPvAACL DRH) ZFEET 572D DHER D ip http access-class access-list-number
vy RFFEIEFETT, 5l&Hs Zoa~vy M LT, HTTP —~D7 7 £ 2 & 7F
AT57 78R VA MERETEET, 2 00F Linva~y N, IPvd B L UIPv6 ACL %45
ETDIODOYR—FeFGHNITLHIDIZHEAShE L, Zbid, IPvaACL Z4EET 5
72 @ ip http access-classipv4 access-list-name | access-list-number &, IPv6 ACL #5ET %
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B cx=7wmPy—nomE

7=® @ ip http access-classipv6 access-list-name T3, & A v — Y OZEFEEP Tz,
LV CLI D & 8 L7,

T7EA VA PERET DT, ROZEFEP DY 7,

AHELRWT 7B R U A REIRET D L. REFFETSNETH, ROBEEA vy E—TV%
ZELET,
ACL being attached does not exist, please configure it

« HTTP — 27 78 AU X R ZRET 57291 ip http access-class 2~ > R&HEHT 5
L RDER R v —VNERENET,

This CLI will be deprecated soon, Please use new CLI ip http
access-class ipv4/ipv6 <access-list-name>| <access-list-number>

- ip http access-classipv4 access-list-name | access-list-number % 7213 ip http access-classipv6
access-list-name Z i H L7234, 727 A Y A2 F239 Tl ip http access-class Z i H L
TRESNTWEHEE, ROEEA v —VRFRSNET,

Removing ip http access-class <access-list-number>

ip http access-classaccess-list-number & ip http access-classipv4 access-list-name | access-list-number
FRICHREZ LG L TWET, avr REETTLILIC, ZORIOaA~vy ROary7 4 ¥z
L—yavidbEEENE T, 2200a~vy ROBREBOROMABDEIZL T, EfTar
T4 X2 L= g L ~OEERHA SN ET,

« ip http access-class access-list-number 739" TIZEXE STV 5 AT, ip http access-class
ipv4 access-list-number =~ > RZfEH L TERIEZITE 9 & L72%E . ip http access-class
access-list-number DR EIXHIFR S 41, ip http access-classipv4 access-list-number 3% & 73 £
fTar74Xalb—ya  BMEnEd,

» ip http access-class access-list-number 239 TIZFRE I TV B EAIT, ip http access-class
ipv4 access-list-name = v > RAflEH L TRELITE 9 & L7285, ip http access-class

access-list-number D% EILHIFR S 41, ip http access-classipv4 access-list-name D% E 73 F24 T
Oy 74X alb—valBmEnEd,

=

« ip http access-classipv4 access-list-number 23 CTIZEEE LTV DA 1T, ip http access-class
access-list-name Z i Jf] L TRRE 173 9 & L7284, ip http access-classipv4
EA==4 P

access-list-number D% EITHIBR 41, ip http access-class access-list-name DF% E S EFT =2
T4 X2 lb—vaiaBERET,

« ip http access-classipv4 access-list-name 23 7 CIZER E S AL TV A AT, ip http access-class
access-list-number Z i L CRREZ1TI 9 & L7HG . ip http access-classipv4
=g ElT=cg

access-list-name D% EILHIER S 41, ip http access-class access-list-number DR E 23 EAT =
T4 X2l — g TBMENET,
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FIE

¥ 27 HTTP Y —/\DHRE .

ARV RFERRTI Y

E[:)

ATy T

show ip http server status
i -

Device# show ip http server status

(&) HTITP 4 — DA T—H A%
FoR LT, B¥ =7 HTTP — D
BENY 7 by =7 THR— LT
HNEI LB LEST, AT, K
DIALDELLNEHERLTLIIES
A

HTTP secure server capability: Present

EJ s

HTTP secure server capability: Not
present

ATv T2

configureterminal

51

Device# configure terminal

Ja—R) a7 4 FXal—T g
T— F&EHIBLET,

ATvT3

ip http secure-server

1 -

Device (config)# ip http secure-server|

HTTPS % —/ 37 4 B—T VDA
AR =TI LET, HTTPS #—
X, T 74/ FhTA RF—T VT E S
nTnEd,

ATvT4

ip http secure-port port-number

1 -

Device (config)# ip http secure-port
443

(fI:7) HTTPS H— N[ 5 R —
"NEFEEELET, T 74RO
AN— hE L 443 TT, 443 £721%
1025 ~ 65535 OFAPH CHETE £7,

ATy TH

ip http secure-ciphersuite
{[3des-ede-chc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbe-shal}

1 -

Device (config)# ip http
secure-ciphersuite rc4-128-md5

(fE&) HTTPS 6 DT SALIC
% CipherSuite (H5AL7 /L= X 1)
ZHRE L ¥, RED CipherSuite % 5
ETLHBNRTIUL, =TT
AT VR, WERYR— T
CipherSuite TR T =— hF 5 L9 IZ
HELET, BT 74/ FTT,
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ARV FFEREETIVa Yy

S

ATvT6

ip http secure-client-auth

1 :

Device (config) # ip http
secure-client-auth

(L&) HTTP — &3 E LT, #
BMER DR, WFEDT=DIZ, 7 74T
VR B O X.509v3 FFRHEA SR U E
T T7ANVBITIE, 77472 bR
=D OFEIEE BRI AR EIC
RoOTWETH, =37 747
FEFRFELZ2WVWE 927> TWET,

ATy IT17

ip http secure-trustpoint name

1 :

Device (config) # ip http
secure-trustpoint your_ trustpoint

X.509v3 £F% = U 7 ¢ iElEO ISR
ST 47 > NOFERESH O
AT CAD NI A MRA L b
BELET,

GE) ooy ROMFEAZ, Bio
FNEIZHES>TCAD R T A b
RA Y NETTIEELTW
B EWI) HitE A E 2 TR
LTCWET,

ATvT8

ip http path path-name
1 -

Device (config)# ip http path
/your_server:80

({EE) HIML 7 7 A L D_— R L 73
AHTTP A EHRELET, /XL
0—J v AT KIZH D HTTP 47‘%/\
Ty ANVOGFEREELET (EFE
VATLADT T va AT EBFEL
£7) .

ATvT9

ip http access-class access-list-number

1 :

Device (config) # ip http access-class
2

(EE) HTTP —_~DT 7B AD
FANEHT A7 72 Y A NERE
LET,

ATv 710

ip http access-class { ipv4
{access-list-number | access-list-name} |
ipv6 {access-list-name} }

1 :

Device (config)# ip http access-class
ipvd 4

(£3) HTTP — "~DT 7 & AD
FANHEHT A7 72 Y A NERE
LET,

ATvIN

ip http max-connections value

1 -

Device (config) # ip http

. Secure Socket Layer HTTP D%

(&) HTTP Y — S~ i K#2
itk afEE LET, EIX108 EicT 5
TEEHERLET, 2L, UIDBEE



| Secure Socket Layer HTTP D&% %
%27 HTP o547 roEE |

ARV RFERRTIa Y E:)
max-connections 4 E5 0 ITHIET 2 7o DI B2l T
TO
Z7 v 712 |iphttp timeout-policy idlesecondslife | (f£:3) f&EDRI FiH1F 5, HITP
seconds requests value YO KRR 2 FE L
i - EE

evion (confio§ ip hbte timeoutopoli cidle: 7 =X OZEDRD, JEE

evice (config) # ip p timeout-policy s SN A

idle 120 life 240 requests 1 T A PEETERVEEDRK
RFff], FRE CTE 2L 1 ~ 600

BT, F74/0 MEIZI180F (3

) T,

o life : Bt 2 fESE L TN D e K
i, fEETE HHIPHIZ 1 ~ 86400
B (Q4WFfH]) T9, T 74V ME
£ 180 BT,

o requests : KA R FEE CALEE 4
D ER O RKEL, HKEI 86400
T4, T7FN NI TT,

AT v 713 |end b EXEC B— RICEY 7,
1 -

Device (config) # end

XA FHITPYSA 7 CDERTE

1R BHHIIZ

BUYEDHTTP 7 9A 7> FBLOEF 27 HITP 7 74 7 MIEICA X —7 L TY, FFHE
DORRFEITITEF 27 HTTP 7 74 7 FOGEAENMLETY, ROFIETIEZ, AIOFIET CA
DRTARNKA L T NAAZHEELTWDLZ EEZFHRICLTWET, CAD MT A RKRA
VERRESNTELT, VE— D HTTPS b — 07 T A4 7 > hOFBGEEER LI=HE.
X7 HITP 7 74 7 > b ~OFEERII R L £,

FIE
AT RFEEET7TIV 3 Y Br

AT w71 |enable e EXEC — & A x—7 /ML E
1 - KR
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ARV RFERETIVa Y

B8

Device> enable

 NAT—REANLET (EERSh

%a

o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
E—RFZBRBLET,

ATvT3

ip http client secure-trustpoint name

1

Device (config)# ip http client
secure-trustpoint your_ trustpoint

(f£8) VE— hOHITPH—1N7
ATV RERREAE ER LIS A I
L5, CAD KT ANKA YV FEFRELE
T, ZOa~vr ROMHIL, sioFIEE
BFHLTCADFT A RMRA L FE2TT
IZRRELTWD &V )RR E B F 2 Tl
BHLTWET, 77472 MBGERHLE
RVGA. FRETTIA~ VD RT A b
AV ERTTICRES N TV DHES
X, Zoawr NIHMEETT,

ATvT4

ip http client secure-ciphersuite
{[3des-ede-cbc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbe-shal}

1

Device (config) # ip http client
secure-ciphersuite rc4-128-md5

(fE&) HTTPS 4555 D W5 5k 4
% CipherSuite (B LT L= ) X L) %
fBE LET, FrED CipherSuite % fi5E
TOEHANRTIUL, =T TA4T
> hA, i A3 Y AR — K95 CipherSuite
TRIATT— R T HRIICHRELET,
INRT 7 hTY,

ATvT5

end

1

Device (config) # end

HrME EXEC E— RNIZEREY 97,

CAD RS R MRA Y FDERTE

X7 HITP #6215, CAD M T A MRA UV bEERICHRETHZ EA2HRLET, CA
DRIZARRAL Y ME, BEBLIERAELVEWES VT BB F9,

FIE

ARV RFEREETO 3y

B &

ATy T

enable
Bl -
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cAn k352 rs s hoiE ]

ARV FFEREETIVa Yy

E:)

Device> enable

e RAT—FREANLET (FRE
nr%4a) .

ATy T2

configureterminal

1 :

Device# configure terminal

Jua—\) a7 4 Xal—g v
£ F‘%{:Eﬁﬁébij‘o

ATvT3

hostname hosthame

1 -

Device (config) # hostname your hostname

TNRA ADKA NG EBELET (ML
IR A R4 ZRE L TWRWEE DO
WZH) o RARAIFEXF 2V T 4 F—
EREAEICHMETT,

ATvT4

ip domain-name domain-name

&1

Device (config) # ip domain-name
your_domain

TRA ADIP RAA VA ERELET
(BARTIP B A A 40 2 3E LTV
BEOHMHAD) , IP KA 2T

X2 T ¢ F— LAEAEICMETT,

ATy Th

crypto key generatersa

51

Device (config) # crypto key generate
rsa

(&) RSA F—DO~_T7 &L %

9, RSAF—D_XT X, T /31 ADFE
BEA AT T HEICHLETT, RSA

X —DO_TIXHBICAER I ET,

VETHIUE, Zoavwr REfERAL
THF—EHAERTEET,

ATvT6

crypto catrustpoint name

51

Device (config) # crypto ca trustpoint
your_trustpoint

CADKNITARNKA L MZa—HNLD
WELEFRELT, CA T A RMRA
vyharv4¥al—yarE— K%
BidE L9,

ATy T17

enrollment url url

51

Device (ca-trustpoint) # enrollment url
http://your_ server:80

T A AN K BFEAEZER OEE D
URL #{5E L ET,

ATvT8

enrollment http-proxy host-name
port-number

1 -

(£E) HTTP a3 ¥ — 2 &M
LT CAMNOREELZRB TS L 91T
TNAAEHEELET,
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ARV FFEREETIVa Yy

S

Device (ca-trustpoint) # enrollment
http-proxy your host 49

* host-name 121X, CA ZHf59 57=
WIS 5 ey — "2 f5
i’]\/\iﬁ—o

* port-number (21X, CAIZT 7 & A
THOIERT 28R — M ES%E
BELET,

ATvT9

crl query url

1 :

Device (ca-trustpoint) # crl query
ldap://your_host:49

B OFEAZERID H STV 20
ZHERT D720, FERERZY X b
(CRL) ZZRTDH LT NA A%
mELET,

ATv 710

primary name

1 :

Device (ca-trustpoint) # primary
your_trustpoint

(&) BT A RERA LV RS CA R
WXL TTI74~Y (F74/8) b
FARKRALA LV PELTHERHENS LS
WZHELET,
snamellix, REL7Z N TR FARA
Y MEEELET,

ATvINn

exit
51

Device (ca-trustpoint) # exit

CAFNTARIRA L bary74Fal—
varyrE—REERTL, ZJu—rL o
V74 F¥al—varE—RIREDF
—640

AT T12

crypto ca authentication name

1 -

Device (config) # crypto ca
authentication your_ trustpoint

CA DABAF—ZHfs L T CA ZRRGEL
¥ 9, cryptocatrustpoint 2~ > K
iR STV D401 & R T4 T2
LET,

ATy 713

crypto ca enroll name

1 -

Device (config) # crypto ca enroll
your_trustpoint

FEELZCA T A FRA LV MIDEE
HEZIGLET, Zoa~vy N,
ZRSA F—DXTIZX LTI HDDOE4L
REAEZER L ET,

ATV 714

end

1 :

Device (config) # end

ke EXEC =— RIZREY £,
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SSLEF 27 V—"BLXRNI TA TV FDODAT—H R EF =X HIT1%. IROEDEHEEXEC
a<w  FNEFEHLET,

R1:SSLEX 2T H—NELVIFAT UV MDRAT—RRERRT HIATUF

= - N Bra

show ip http client securestatus| = % =. 7 HTTP 7 7 A 7> F DR EEZ FR L £,

show ip http server securestatus |- 5 = 7 HTTP — D& EEFE R L F7,

show running-config t % o7 HTTP Bfelo okt L CAER SN H B4R EL £
~LET,

Secure Socket Layer HTTP M % {51

{5 : Secure Socket Layer HTTP D% E

WKOFNE, E% 27 HTTP — 304 F—T LT, % =27 HTTP — S HD KR — R % 1025
ICRE S, BEFICUE—FCA T &2 MARA v b —/SCAtrust-local Z i3 235D =2
TJA4F¥Xal—varkyyarTd,

Device# show ip http server status

HTTP server status: Disabled

HTTP server port: 80

HTTP server authentication method: enable

HTTP server access class: 0

HTTP server base path:

Maximum number of concurrent server connections allowed: 5
Server idle time-out: 600 seconds

Server life time-out: 600 seconds

Maximum number of requests allowed on a connection: 1

HTTP secure server capability: Present

HTTP secure server status: Disabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-md5 rcé4-12a
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint:

Device# configure terminal

Device (config)# ip http secure-server

Device (config) # ip http client secure-trustpoint CA-trust-local
Device (config)# ip http secure-port 1024
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Invalid secure port value.
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Device (config)# ip http secure-port 1025
Device (config)# ip http secure-ciphersuite rc4-128-sha rc4-128-md5

Device (config) # end

Device# show ip http serversecure status

HTTP secure server status: Enabled
HTTP secure server port: 1025

HTTP secure server ciphersuite: rc4-128-md5 rc4-128-sha
HTTP secure server client authentication: Disabled
HTTP secure server trustpoint: CA-trust-local

WOFITIL, CA hT 2 MARA b [CA-trust-local] DIEESNTEY, HTTPS 7 7 A4 T k

X7 7472 FBREERIZHLTZIDO M T A RKRA V FEERHTA LR EINTWET,

Device# config terminal

Device (config) # crypto ca trustpoint CA-trust-local
Device (ca-trustpoint)# enrollment url http://example.com
Device (ca-trustpoint)# crl query ldap://example.com

(
(
Device (ca-trustpoint) # primary
Device (ca-trustpoint) # exit

(

Device (config)# ip http client secure-trustpoint CA-trust-local

Device (config) # end

Device# copy running-config startup-config

Secure Socket Layer HTTP [CBH§9 5 2 DD SEE R

EEEH

ESPEREYS

I=—aTF7ILEA L
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Consolidated Platform Command Reference, Cisco IOS
Release 15.2(7)Ex (Catalyst 1000 Switches)
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BTNy a—T 4 U 7B RILTWEET 5 L )12,
NEaT ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,
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Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
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Cisco.com D —H ID B LA T — RN MECTY,

Secure Socket Layer HTTP [ZB8 9~ & 4 RE1E R

The following table provides release information about the feature or features described in this module.
This table lists only the software release that introduced support for a given feature in a given software

release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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HEEER )1)—2 HREIER
Secure Socket Layer HTTP Cisco IOS Release ZORSRENEAINE LT,
15.2(7)E1l
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