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&1L S 417 ip ssh server authenticateuser =~ > KX, ip ssh server algorithm authentication =~
CEE DY ET, hhavy REMHT L L. ROBEA vt —URRRENET,

Warning: SSH command accepted but this CLI will be deprecated soon.

Please move to new CLI “ip ssh server algorithm authentication”.

Please configure “default ip ssh server authenticate user” to make the CLI
ineffective.

Hnawr REMEIC LT, SSH ¥ — =234 L\ =2~ K default ip ssh server authenticate user
AT LI LET,

SSH n'L,\nIEo) X 509"3 nIE Hﬁio)ﬂ'—ju s —.5|'IE

o T DFEREIZ. CiscolOSXE X =7 > =/b (SSH) Yr—_R—AllcoHiEH S ET,
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DN ZF OB EZ Y R—FLET,
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L/i‘g—O

Procedure

Step 1 enable

Example:

Device> enable
¥t EXEC E— REHICLET, 7o 7 MR RENTEHRAT—REANLET,
Step 2 configure terminal

Example:

Device# configure terminal
Ta— ) ar7 4 Xal—ary ET— REHEBLET,
Step 3 ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}

Example:

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
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Step 4

Step 5

Step 6

Step 7

Step 8

BRARN F—TAAY ZLDEFAERLET, EX2T7 =L (SSH) 7947 hexdyo—hEh
LDME, BEFRHDOT LAY ZLDHBTT,

Note
I0S SSH H— "—{Z1%, 1 DA EOREFRARA N F— T3V XLARBETT,

e ssh-rsa: A B —~_— 2 %E

* x509v3-ssh-rsa: all &~ — A FBEE

ip ssh server certificate profile

Example:

Device (config) # ip ssh server certificate profile

P=N—GtE T 7 s AN B L= =R E T n 7 7 A V&R E L, SSHAtW&HE T m 7 7 AL 3
T4 X2l —ar EFT—FEHBLET,

server

Example:

Device (conf-ssh-server-cert-profile) # server

P N—JEHE T 7 7 A NV EREL, SSHY—AN—JIHF T 77 A LDa—P—ar 74 X2l — 3
Y E—REHBLET,

trustpoint sign PKI-trustpoint- name

Example:
Device (conf-ssh-server-cert-profile-server) #trustpoint sign trustl

NHF—=A VT TANTIZF v (PKD) FTAMKRAL U b — G E T 77 A NVCT X2 v F LET,
SSH #— NZ, Z®DPKI b7 A haRA > MZBEEAHT D ZRE 32— NERREIC ] L 9,

ocsp-response include
Example:

Device (conf-ssh-server-cert-profile-server) #ocsp-response include

(fF3Z) Online Certificate Status Protocol (OCSP) DJGE E 721X OCSP AT —7 U o 7 & — RFiHE & —4&
WCEFLET,

Note

T7ANETIHEZOa~ 2 FOno JEADREE N TE Y, OCSPJLE L — S—REWE & 451135 E Sh
FHA,

end

Example:

Device (conf-ssh-server-cert-profile-server) # end

SSH r—N—ifETa 7 7 A VOH—N"— a7 4 Fal—g v E— RE&T L, FiE EXEC £— K
WY £,
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Step 1

Step 2

Step 3

Step 4

=PRI T VA VEEAEEZ 95 £ 512 SSH —"— %3083 5121, IROFINEZ AT
L/i—a—o

Procedure

enable

Example:

Device> enable
M EXEC T— FZ2HMCLET, 7ur 7 hRERENEZLRAT—REA L LET,
configureterminal

Example:

Device# configure terminal
Ja—\)y a7 4 Fal—yaryE—ReMiiLET,
ip ssh server algorithm authentication {publickey | keyboard | password}

Example:

Device (config)# ip ssh server algorithm authentication publickey

2—PREAT N T RO FEEHELET, EXaT =L (SSH) 7747 hexdvo—hahbd
IE REFHOT LAY ZEDHTY,

Note
* SSH H— 3—ZiX, 1 DL L0 EH AL —F =L 7 VT Y X LARNBIETT,

SRR TR A BT, publickey %0 — RERGET S LEDDH Y £,

« ip ssh server algorithm authentication =~ > R ip ssh server authenticateuser =2~ > KDL 0 IZfFH
L/\ij—o

ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}

Example:

Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa

ANHF—TNAIY RADEFEZEHRLET, SSHZ 74T 2 ML o> Ca2—FRRECHAT SN D DiE, &%
EFRHDOT T ZLDHTY,

Note

SSHZ 747 > ML, 1 DL EOREFHAAMF—T /LT XA LR BETT,

e ssh-rsa: AR —_— 235

i
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Step 5

Step 6

Step 7

Step 8

Step 9

* X509v3-ssh-rsa: il B &~ — A FHAE

ip ssh server certificate profile
Example:
Device (config)# ip ssh server certificate profile

P NAEE T 0 T s A NB IO =PRI E T 7 s AV 2BGE L, SSHEtWE T m 7 7 AL a7 4
Xal—varyE—FaBLET,

user

Example:

Device (conf-ssh-server-cert-profile) # user

SVAYHE T 07 7 A ERE L, SSHY— S ET B 7 7 AL Da—F a7 (Fal =g T
REBIH L £,

trustpoint verify PKI-trustpoint-name

Example:

Device (conf-ssh-server-cert-profile-user)# trustpoint verify trust2

ZAh Llca— YR E ORI SN A AMF—A 7T A 77 F v (PKD 7 A MRA v bEEE
LET,

Note
FUa~y FEEBRIEITTAHZ LT, BEDO NI A MRA L M ERELET, mKI10D T A RRA
MikETEET,

ocsp-response required
Example:
Device (conf-ssh-server-cert-profile-user) # ocsp-response required
TR %215 Uiz — WM& |2 X 5 Online Certificate Status Protocol (OCSP) D& DA flE & Bk L 97,

Note
TN I TIEIOa~r RO n JERANRESNTEY, 22— —3F&EL OCSP JH& 72 L T2ZIFAND
nNEJ,

end

Example:

Device (conf-ssh-server-cert-profile-user) # end

SSHY—NR—gflETa 7y A vDa—Y— a7 X2l —v g0 T—RE24&T L, ¥ EXEC £— F
WZRY £7,
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Step 1

Step 2

Step 3

Step 4

Step 5

T A BARA YV PREEZBGE LCT AN AR EEZENT 21213, ROTFIHEZFEITLET,

B

Note 7 L < 35 L7=PKIGFMI&EICIZ. HILWRSAF—_T L4 T2 2 L 280 LET, WED
RSA F—~7 % GHOAEMEICBEAT 5 Tund) 285 L PKIAEWE TR 2354813
RONWTNNEFITLET,

o METEDRSA F— T L4 ZHH L TH LWRSA F—XT7 ZHAENT 20 TiIe< . WFEDRSA
X — T LEHAMALET, WED RSA T—_XTLE2EH L TH LU RSA F—27 24
KT DL, WAFD RSA F—XT BT 5L TWD T X TOREFERENZ /20 97,

o TPV PKI AL & BOE 2 TEITHIBR L T 5, 8 LW PRIGEW] E ICREAF D RSA F — 7T 4
ZHAHLET,

Procedure

enable

Example:

Device> enable
M EXEC E— FAHEMICLET, a7 FRRRENTEZHRRAT—FEA N LET,
configureterminal

Example:

Device# configure terminal
ra—\)Lar7 4 Xal—ay T— REEEGELET,
crypto pki trustpoint name

Example:

Device (config) # crypto pki trustpoint trustl

FZARMRA LV P BLIOREENT-LHZESELTC. CANTA MRS a7 4 Fal— gy E—
RZBH L ET,

enrollment url url

Example:
Device (ca-trustpoint)# enrollment url http://10.1.1.10:80

TSNA ADGEHERR 2575 CA D URL 452 LET,

revocation-check none
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Step 6

Step 7

Step 8

Step 9

Step 10

Example:

Device (ca-trustpoint)# revocation-check none
AL EOHER N SN D Z & 2iRE LET,
rsakeypair key-label [keysize [encryption-key-size]]

Example:

Device (ca-trustpoint) # rsakeypair trustl 2048

ERD REHFICEBEAM T 2 ¥ — T 28w LE T, key-label 51U & DX —_T NELEAFE LRV, H
%X auto-enroll regenerate =~ R FEAT ST 6, G ERIRFIT key-label 5156} & O F —~7 3l &
NWET,
AL T D72 D key-size 515 %$55€ L. encryption-keysize 5|8 & 5 LT, M ORE 540, F 45,
BLOGEHEZER LET, key-size 51 EOHPHIL 512 ~ 4096 T, key-size & encryption-key-size (L[] U
YA ATRITUTRY A, 2048 RO RS ZFET D Z LTRSS EE A,
Note

ZOawy RA F—T I TRWEEEIZ, FQDN F— X7 B3 &£,

exit

Example:

Device (ca-trustpoint) # exit

CANTFARMRA L bar 74 Fal—arT—FRE2&TL, /e—\vary74F¥alb—var E—
RIZR Y £97,

crypto pki authenticate name

Example:

Device (config) # crypto pki authenticate trustl

CAFIMIEZIELC, BiLLET, itHET7 A TV U b 2T 2w 7759 RDLNTGE, AL
WEZ7 4o =7V vaF=v s LET,

Note

CAREEN 2 74 F a2 b—va i3 TiZr— RSN TWDHHE, Z0a~vy Rt 7va o T7,

|

crypto pki enroll name

Example:

Device (config) # crypto pki enroll trustl

Al W ERSGE W E— S — TG &, = "= ID F72137 A AGEWEZFAT L E T, af ] FE
RICAV—ZDFQDN B L WIP 7 KL AZFTH L0 E ) Dle EOFERERE RO O ET,

show crypto pki certificates

Example:

Device# show crypto pki certificates verbose trustl
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TR v—nAA— =3[ ERED, AEHECHE T HRER R LET,

What to do next

o BsEA 7 a 2 L CEEWEZ A A b= T D EEOFANC W T, [PKIATO
RSA F—DER] Z2ZH LTI ZE0,

TORIIGBREZERA LY —N\—21—F B DRE

ﬁE A

Step 1

Step 2

?V&/VEEW}%%{E% Lfiﬁ‘%/ﬁ%jai(){l*‘ﬁ:*‘nuui@ }—»‘_E'%ﬁﬁnu—a—%) Tx@iﬂlﬁé’%ﬁ
L/\li‘g—()

Procedure

enable

Example:

Device> enable

FiME EXEC E— RZHMCLET, a7 bR ERENEZ6RA T —FFEALET,
show ip ssh

Example:

Device# show ip ssh

SSH Enabled - version 2.0
Authentication

methods:publickey, keyboardinteractive,
password

Authentication Publickey
Algorithms:x509v3-ssh-rsa, sshrsa
Hostkey Algorithms:x509v3-sshrsa,
ssh-rsa

Authentication timeout: 120

secs; Authentication retries: 3
Minimum expected Diffie Hellman
key size : 1024 bits

BERESIN TV DB TN 2R R L ET, aEHE—AZEEOHH 2R3 5 121%. x509v3-ssh-rsa 7 /b
TY ZEANEKERHDEAR F—=T NI ALTHHZ LR LET,

ssH :3:E M X500v3 :EFRE [}


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-17/sec-pki-xe-17-book/sec-deploy-rsa-pki.html
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Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (conf-ssh-server-cert-profile)# server

Device (conf-ssh-server-cert-profile-server) # trustpoint sign trustl
(

Device (conf-ssh-server-cert-profile-server) # end

ZoWTIR, a—YP—ZaHO—F —DOF P H LR AR T 5720 SSH H— N — Dk E
HEERLUET,

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (conf-ssh-server-cert-profile)# user

Device (conf-ssh-server-cert-profile-user)# trustpoint verify trust2
Device (conf-ssh-server-cert-profile-user)# end
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