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kb, EXxaT7R)E— T
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BEBEIZ VRF Sl BN 2 Kok ShE Lz, Zhuckv, 27747 NN VRF A
VAR UAKIE, ELWV—T 4 U T T =TV ERRR LG A LT AT DO IP T KL A
R TEET,

B

Note VRF-AwareSSHOHR— K, Y7 7 =7V —R 2 L->THERARY F
j‘o

« DiffieHellman (DH) Z)L— 73X #BOYR— b Cisco SSH 9% Tld, itk 768 £ FDE
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rsa x—z: I

RSA +—3&3%

A—H—FBEE: RSA N—ADa—P—iGkE, &2 —F—IZBIEANT 50T 2 8% % —/ A5

F—DOXRTEHHLET, 2=V —=1TZDOF—DT %7747 b THEME L., AB*F—% Cisco
SSH H—/3—"T#& L £, Cisco Confidential fRAERFIZ, SSH — — 3% % — 2 ] L CHY
THENTEELERMELET, ZOFL L2 —F—OAMF—IL, SSHY— A —IZiEfFSET,

PRI ENTEAHF—IZ LTy 25 L, T2 FURGFEETEZNE D
MR LET, BRSO oTE . AHF— A LTZRSAR—2AD A v — UMGENRE
ITEN, BEh SN ERIFE SN Ca—F =P E I ER SN ET,

Y—/N—FBFE: CiscoSSH 7 74 7 ME, ¥ =7 = — AP E NI —"—DAKR A b
F—ZMHLT, By a rORICSSH Y — "—% R LE T, SSHRF e & ZITER S
N5 BOX—, SSH H— "—Z@A3 2 72O &, #itHicy 7247 v h Tl
LHBENHYET, 7IAT L INSSHE v a v H VL LEY &5, F—WHMAvEv—
D—L LT, —N"—DOFLEZZHELET, MERFANYX—DF = I TTTNITAT
MUTEINZ > TNDBIGE, ZOY—R_R—ZWETARA T —2 U MU DBHDINE I NET
TAT VPR LET, —BEREONDE, 7747 MI—_"—DFRA MF—%fH LT
BHOWGEEZ AT LET, V= "—DOAECHRIIT 5 & By v a O AABNGHIT SIET,
KT DL, Bya Ik T L. [Server Authentication Failed] &\ 9 X v —UNETRENTE
7T

2

Note o P N—ZRNHXF—% T DL, ATV EHELET, LN ->T, SSH H— \—T&E
TXHAMF—0HIL, 1 22—V —ITHK2 OOAMF—E2/EHR LG4 10 22— — 2R
ENET,

« VAP —N—[F, RSAR—ADaA—WP—Zit 2 R—FLTWET, L, Y2377
A7 2 MEREETAE L TAMF —Z2 I E TE ¥ A, RSAXN—ZADRGFEIIHF % OpenSSH
7 74T 2 b OERE Cisco V—N—=BRGF LG, b= =Tl E R 22T Ah
£

W) R = N DE A P —3—D RSA A F—Z FH Ti%E L. CiscoSSH 7 74 7
> MilITip ssh strlcthostkeycheck avy RERELET,

SSH Ed25519 K5 = 1t
Ed25519 1%, IROBEREZIRBET DA F—FHL T AT A TT,
o« BB O AT
o N TRRGE
. EEE A
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o I — AR
cEmWNEXRZ T o L

c T NTN—T Dy arF—
 INZIREL (64534 1)
cNEIF— (3284 )

SSHEXURSYFT7IER

T/l (SSH) V&, 7L A~DEF 2772 T — Mgzt L, Telnet XV & 582205 546 &
EEABMELET, 2OV T R T U U —RF, SSH A—T 322 (SSHV2) #HAFR—KLE
4, SSH #fgiZ IPv4 35 L OV IPv6 T— ELT%D IPv6 b T v AR—h ETYE—FIPv6 / — K
LoeFa T RSN ZEGETRICLET,

SNMP |k 7 v 7D Simple Network Management Protocol (SNMP) 7 v 71X, Y7 b v =7V

J—R 2 CC, SSHE Yy v a VOKRTHRICAFAERINE T, TNH6D N7 v 72H TS
Wi, REFITLET,

*SNMP |7 v 7RI/ > TV D Z L 2R L E T
» debug snmp packet =~ > REIH L TSNMP 7 X 72 {3 L, T v 7T E2RRLET,

s snmp-server host =~ R&ERET DAL, SSH (F7/id Telnet) 7 747 N&EHRA ML
TWAPCOHOIPT RLAZIREEL, SSHY—R—~DIPELHGEZHERLET, b7 v 7 HERIC
X, BEAL PP SSHEy v a vl &7 m ha 2 EPolRngEnE T,

SSH¥—R— K 128597 1 T3iE

SSH ¥ —AR— NA & T 7T ¢ 7RakREIL. SSH TOWHA v E— Uk s IR, Zhic
F o TCa—V—=ANDOLZVELTHIEIERBIMA D= AL REETEET, ZOHEEILH
FINEINRV ET, PR FENTWBREARITIRD EBY T,

e NXATU— K

cSecurlD BLON— KT =27 b= v (—N_—DF % L > JIZHKEF I FH AT
5)

« IT A A BERFRRETE Y = —/V (PAM)
« S/KKEY (B L REFDMOFNETHF—)

XA TFTOTILIN—23 0 2DFMEREE

o« T DTS, R IA A=V PR — RENTWDZ EEERLEY, SSH — 13— (T

X, Y7 bo=7 U U —2 2k C72k9 (Triple Data Encryption Standard (3DES) ) Y7 F U =
T A A =T BNETT,
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txa7yrnn—vavaosnsE [

eSSHAR—V g 2% Y R—=bFFTBHSSH U E— FTF A ZEFH LT AT A AL L
\i‘g_(]

« FONM ANTBEE. AT, THTT 407 (AAA) ZELFET, SCPIT AAA ITIRFEL T
ELLSHRET D720, AAA ZiRET D L SSH ¥— "—T SCP B2 £,

B

Note SSH R—Ta L 22U —N—BLORIIFA4T72 NI BEOYAaY 7 Ny =27 )Y —RATHR—
FEILTWET, SSHZ 74T ME, SSHX—V 321 ESSHAA—=Y g 2007 a bo
NEFR—=FL, Y7 =T VU =R LTKIA A=Y THHATEET,

X1 T TILIN—T 3020 HEIF

* SSH DH—s3— & 7 F A7 MZIE, Triple Data Encryption Standard (3DES) 7 by =7 A
A= NBETT,

Y R—bSNDT TV r—vaid, v =, VE—ba<r FOFELT, Secure Copy
Protocol (SCP) DA T,

* Rivest, Shamir, 33X ('Adleman (RSA) F—4Jlil% SSH $— X —ZWFECT, SSHY T4 7T
v R TCIXRSA F—OHERIINELH Y FH A,

eRSA F—XT7 DOV A XL, 768 > "L ETHAVERHY £9°,
s FAR— RSN TWARWEEREIZ, RO LB TT,
e R— N TFT—F T

» Compression

NERDTESEIE

SSH /N— g v 2 ZRET 5I21E, ipsshversion 2~ R LET, Zoa~r FEHREL
eWE . T 7 AV N TCSSHITHMRE— FCTEMELE T, SSHX—Y =31 & SSHARA—V 3>
2T OEEGAFHTE £,

B

Note SSH /X— 3 113, @@%éht7mhnwfi%biﬁh THRAL ANV ZDOREZEDOT 7 R
IVIZR BN E D IZT DI, ipsshverson 2~ REHH LT AR—=Ya 2 2f5E LE T,

ipsshrsakeypair-name =~ > RZAfH 4 2% & 3% L7z Rivest, Shamir, 35 & U8 Adleman (RSA)
F—A{FH L CSSHES 2 RITTEXET, —oa~vy RaffHTaE, IEIOFRA NG L RAL
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B tx27o0n—vao8Ess

SSHA—Cava2 |

VROBGER L TSSHA A TE ET, SSHIL, i SN F —XT WEAET D0,

THEBENLGEITHDTY £,

B

Note o (L RF—[ZSSH A=V 32 THR—FENETA, SSHA—V a1 TIEHFR—FEN

FHA,

XTI TILIN—3 02D ERE

RAFZBEELUVFRFAA D ZZFERALIZSSHN—2 3020 T /N1 RE5%

TE

Procedure

Step 1 enable

Example:

Device> enable
FMEEXEC E— REEMMILET, 7o 7 MRRRINTZHNRRT—=REANTLET,

Step 2 configure terminal

Example:

Device# configure terminal
Ja—rIViEE— Reih L £7,

Step 3 hostname name

Example:

Device (config)# hostname catalyst9k
TNA ZADRA MG EBELET,

Step 4 ip domain name name

Example:

catalyst9k (config)# ip domain name example.com
TNAAD KA 2 ERELET,

Step 5 crypto key generate rsa

Example:
catalyst9k (config)# crypto key generate rsa

o0—H LB IO '— FRAHIZ SSH r— "% A4 X —T 2 LET,
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RSA — <7 £{Ef L1 SSHA—a v 20711 282 [

Step 6 ip ssh [time-out seconds | authentication-retries integer ]

Example:
catalyst9k(config)# ip ssh time-out 120

(ERD 7734 A £C SSH iz 8 23w LE T,
Step 7 ip ssh version [1 |2 ]

Example:

catalyst9k (config) # exit
L) T ATHITTHSSHDO A=V g v aFELET,
Step 8 exit

Example:

catalyst9k (config)# ip ssh version 1
Ju—sNL Ay 7 4 ¥ alb—igr B— REHKT L, FilE EXEC E— REBH L ET,
e F 7 )L FAR A MIRAIZIL, no hostname =2~ REFH L E 4,

RSA X— R7&EFHLE=SSH/A—2 3 020 FT /5N REERE

Procedure

Step 1 enable

Example:

Device> enable
FHEEXEC E— REFHMILET, 7R MRRRINTEHNRNAT—=REANNLET,
Step 2 configure terminal

Example:

Device# configure terminal
7a—rVVET— FEBG LET,
Step 3 ip ssh rsa keypair-name keypair-name

Example:

Device (config)# ip ssh rsa keypair-name sshkeys

SSH I 9% RSA ¥ — X7 #EE L E7,

Note
TR FNA ZRNTIIERD RSA ¥ — X7 A RETEET,

Step 4 crypto key generate rsa usage-keys label key-label modulus modulus-size
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Step 5

Step 6

Step 7

A—Y—:BiF A2 £1TT 571-6D Cisco SSH H—/\—D

Step 1

Step 2

Step 3

Example:

Device (config)# crypto key generate rsa usage-keys label sshkeys modulus 768
TNRAATH—=ANBIOY E— MRREEZAT 9 SSH h—"ZHMZ L £,
«SSH N— 3 2 Tl #xh A X1L768 By NULTHLILENRSH Y £7°,

Note

SSHA—Cava2 |

RSA & — X7 ZHIBRT 5I21E. crypto key zeroizersa =~ > R&Z{FH L £ 9, RSA ¥— X7 ZHIBRT D &

SSH H— N2 FHENIC |72 0 £,

ip ssh [time-out seconds | authentication-retries integer |

Example:

Device (config)# ip ssh time-out 12
T3 A bC SSH iz Hi A4 % e LET,
ip ssh version 2

Example:

Device (config)# ip ssh version 2

TNAATEATT D SSHON—V = VEIRELET,

exit

Example:
catalyst9k (config)# ip ssh version 1

Jua—s ) ar7Z 4 Xal—ary®T—RE4&T L, il EXEC E— FEH L £,

Procedure

enable

Example:

Device> enable

FiME EXEC E— REHEMZLET, 7R T ERERRENTEZHNRAT—REANLET,

configure terminal

Example:

Device# configure terminal
Ja—rIVikEE— Nl LET,

hostname name
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

A— B ERITT 575 Cisco SSHH—i—0iE [

Example:

Device (config) # hostname hostl
WA M ZIRELET,

ip domain name name

Example:

hostl (config)# ip domain name namel

Cisco V7 " =7 CTHHT DT 74NV ED RAAL U ZEER L, AEERARA RO RAAL U EMTEL
9,
crypto key generate rsa

Example:

hostl (config)# crypto key generate rsa

RSA ¥— X7 &AM L ET,
ip ssh pubkey-chain

Example:
hostl (config)# ip ssh pubkey-chain

SSHY—N— L Oa—HF—B LY — =i HICAF—2RKE L., AF—ar 74 F=2l—Ta v
T— RFEHBLET,

¢ = N—IRIFESNTWVDAMF =2, 7747 & MIRIFESN TV D AMF—E72I3ME F— D~
TaRAMLUTHEES NS & 2 —F—EETRI T,

username username

Example:

hostl (conf-ssh-pubkey) # username userl
SSH 2—H##ZE L, AMF—a—V ar7sFalb—Tar E—RE2MHELET,
key-string

Example:
hostl (conf-ssh-pubkey-user) # key-string

VE—METORMIF—ZREL, AF—T—% a7 4 Falb—rar E—FZ2HELET,
Note

=T SSHI TA4 T v bbb (FWRz 5 L sshiid rsapub 7 7 A A5 ) AR —HEZBG TE £,
exit

Example:
hostl (conf-ssh-pubkey-data) # exit

NHF—T—H ar 74 Falb—TarEF—RFEKTL, AF—V—Rar7 ¥zl —v a2 F—
NZ&2BH L ET,

key-hash key-type key-name
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Step 11

Step 12

Step 13

Step 14

Example:

hostl (conf-ssh-pubkey-data) # key-hash ssh-rsa keyl
or

hostl (conf-ssh-pubkey-data) # key-hash ssh-ed25519 DFEAF10390E560AEA745CCBAS3E044ED

(FE) SSH¥— A T R_"—V g U aEELET,

o TR X —/ N 2 — T O E TIL, ¥ —4& A 7% ssh-rsa £ 7213 ssh-ed25519
ZOFMEIL, key-string 2~ > RONRE SN TWAGHIZOMERTT,
s key-string 2~ > R¥ 7213 key-hash 2~ > ROWTNNERETDIVERH Y £,

Note

SSHA—Cava2 |

IZFRECTE £,

ANHF—A LV T Oy Va2 B HEHET DI, Ny Va2 Y T hy =T 2 LET, £ plov
A3 TNA RPNy Valiz at =T 52 b TEET, VO TAMF—T =22 AT 2855

key-string 2~ > RZMH L TAMIF—FT =22 AT 52 L 2R LET,

end

Example:

hostl (conf-ssh-pubkey-server) # end

N —H—NR a7 X2l —ay T— RFELT L, B EXEC T— RITRY 7,

configure terminal

Example:

hostl# configure terminal
7a—rIViREE— RERHILET,

ip ssh stricthostkeycheck

Example:
hostl (config)# ip ssh stricthostkeycheck

P /\ﬁ{?uﬂzﬁl%’/ﬂiéhé t%ﬁﬁn Li‘?“o
BEFENFEAET D &, BEIIERT LET,
e T 7 )V FARA MIRAIZIL, nohostname =< R&2fff] L £,

end

Example:
hostl (config)# end

Ja—rLary 7 4 F¥al—gy B— RE24&T L, M EXEC T— IR £9°,

. SSH/A\—2 322



| sshnn—save2
H—N—SBEERITT B1=0 Cisco 10SSSH 7 51 7>tz [

B—/N\—3BZFHKITT 571=-6D CiscolOSSSH 7 514 7 > FDEE
Procedure

Step 1 enable

Example:

Device> enable
FHE EXEC E— REAHMCLET, 7By MRRRINTZHNAT—REANSLET,
Step 2 configure terminal

Example:

Device# configure terminal
Ja—rIViEE— Nl LET,
Step 3 hostname name

Example:

Device (config) # hostname hostl
WA MZERRELET,
Step 4 ip domain name name

Example:

hostl (config) # ip domain name namel

Cisco V7 U =7 CHHTHZT 74NV D RAAL L EERE L, AREERKRANO RAL U EMEL
*9,
Step 5 crypto key generate rsa

Example:
hostl (config) # crypto key generate rsa

RSA ¥— 7 %W L E7,
Step 6 ip ssh pubkey-chain

Example:
hostl (config)# ip ssh pubkey-chain

SSHY— 3= LD —P—B L O — =R HICAMF—2BE L. AMF— a7 4 Fal—va v
T— FZHHBLET,
Step 7 server Server-name

Example:

hostl (conf-ssh-pubkey) # server serverl

TNA ZATORHF—RELZ DWW T SSH —REFHM L, AfF—HF—_Nar 74 Falb—rav
E— NEHBLET,
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B v —2isxT9 5-00 Cisco10SSSH 7 5 4 7> F DT

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

key-string

Example:

hostl (conf-ssh-pubkey-server) # key-string
UE—METORAMF—ZIEEL, AHF—TFT—% av 7 4 Fal—var T—FEHHELET,

Note
A —F2SSHZ TA4 T v b (FWRZ 5L sshid rsapub 7 7 A D) AR —HZIE TE £,

exit

Example:

hostl (conf-ssh-pubkey-data) # exit

AF—T—F a7 4 X2l —rarET—FRE2&T L, AF—V—Rar 74 Fal—vaE—
NZRiH L ET,

key-hash key-type key-name

Example:

hostl (conf-ssh-pubkey-data)# key-hash ssh-rsa keyl
or
hostl (conf-ssh-pubkey-data)# key-hash ssh-ed25519 DFEAF10390E560AEA745CCBAS53E044ED

TR SSH¥— Z A T en—Varvafre LET,

o BB —/ NBH S — X7 O E TIL, ¥ —# A 7% ssh-rsa F 7213 ssh-ed25519 (2@ TX £,
o ZOFMIE, key-string =<2 RBERE SN TWDLGEICOAEETT,

« key-string =~ > R E£7213 key-hash 2~ > ROWFNNERETHBERSH D £3,

Note

NHF—A BNV T Oy a2 TGt HTHIE, Ny 2B Y 7 Ny =T R LET, £, Hlov
A FRL Aoy v afizat =352 b TEET, WO TANF—T =22 ANT 28564,
key-string 3~ REFH L CTAMIF—T =¥ 2 ANTHZ L 2HERLET,

end

Example:

hostl (conf-ssh-pubkey-server) # end
AF— =N a7 4 X2l —var T—REK&T L, ¥ EXEC £— RIZRY £9,
configure terminal

Example:

hostl# configure terminal
Ja—rIViREE— Fe i LET,
ip ssh stricthostkeycheck

Example:
hostl (config)# ip ssh stricthostkeycheck

P—NTRERFITSND Z L 2R L ET,
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UE—F FAAREOESE Y3 0fE [

SEENFEAET D L, BEITRT LET,
e T 7 )V FARA MIRAIZIL, nohostname =< K& L £,

Step 14 end

Example:
hostl (config) # end

Jua—s)L a7 4 F¥alb—arET— REK&T L, 5 M EXEC £— RIZR Y 7,

JE—F TNAREDESKEY S 3 DRSS
=

Note 12454254 2%, > 2a Y7 U7 THR—FENDESHT LY X L% %7~ SSH
P R—Z P R—=F L TWEIUENRHY F9, T/, ATSSH YV —E R & WH/RIITH T 50
FxHV EH A, SSHIZ, 777 4 TICFITENTORWGSTHLRETE £ 1,

Procedure

Step 1 enable
Example:
Device> enable

M EXEC E— FEENCLET, Yo P MRERENEHRNAT—FRE2AHLET,

Step 2 ssh[-v {1]2}|-c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des | aes192-cbc | aes256-cbe } | -1 user-id | -1
user-id : vrf-name number ip-addressip-address| -1 user-id : rotary number ip-address| -m {hmac-md5-128 | hmac-md5-96
| hmac-shal-160 | hmac-shal-96 } | -o numberofpasswordprompts n | -p port-num] {ip-addr | hostname } [command |
-vrf ]

Example:

Device# ssh -v 2 -c aes256-ctr -m hmac-shal-96 -1 user2 10.76.82.24

VE—F Xy hT—7 TRAL RO S SNy a v 2B LET,
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B cx27 880257 —s2 2082

X7 DIIIEGEDRAT—3F ADIERR

Step 1

Step 2

Step 3

1

Device> enable

FiME EXEC E— REEIMNZLET, Yo7 MRRRENEH AT —REANLET,

Device# show ssh

SSH — gD AT —X AR RN LET,

Device# exit

HiME EXEC £— R&24& T L., 2—%# — EXEC T— FIZR Y 9,

D show ssh =<2 FOB NI, XN—T a1 BLORR—2 3 0 2 BEEOBEE O SSH X —
a1l BLONR=T g V2 EBHDAT —HANRERENTWET,

Device# show ssh

Connection Version Encryption State Username
0 1.5 3DES Session started lab

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab

1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

KD show ssh =~ > RO NHNTIL, N—T a3 285 (N—Ta v T HEHE7R L) OEEO SSH
N=Ta v I BRUNR=Va V2 ELGEDOAT = ZAPRFRENTOET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab

1 2.0 OUT aesl28-cbc hmac-md5 Session started lab
%No SSHv1l server connections running.

D show ssh 2~ RO IENZIZ, N—Ta v 1HE (N—U g 28570 1L) O¥EEO SSH
NR=T a1 BLOR=V g V2BEDAT —HARERENTWHET,

Device# show ssh
Connection Version Encryption State Username
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XTI N—=DaV2DRT—F ADER .

0 1.5 3DES Session started lab
%$No SSHv2 server connections running.

X2 TOTIIN—UT O 2DART—F ADIERR

Procedure

Step 1 enable

Example:

Device> enable
Kt EXEC T— FZARICLET, a7 IRARRENEZL AU —REANLET,
Step 2 show ip ssh

Example:

Device# show ip ssh
SSH D= a Y BIORET —# &R LET,
Step 3 exit

Example:

Device# exit

Hi#E EXEC £ — F&#%& T L, =2—¥% —EXEC E— RIZR Y £,

1

XD showipssh =< > FOH HHNTIZ, B SSHDONN—T g > BAEF A A7 7 M, BXLO
W= a2 1 BLON—T 3 2 85O RGED FHHEATRIB N R RSN TWET,

Device# show ip ssh
SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

XKD showipssh =~ RO NHNTIL, A7 SSHDONR—T 3 > QBAEX A L7 U Mi, BLW
W= g 28 (N—Tar 1 g7 L) ORGEOFHRATRIER R RSN TWET,

Device# show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

KD showipssh 2~ ROWOHIZIZ, R SSHDONN—T 3> @BakX A L7 7 Mi, BLWO
N=Ta v 1 (g (=T a 28875 L) ORBEOFEGATHESE RSN TVET,

Device# show ip ssh
3d06h: %SYS-5-CONFIG I: Configured from console by console

SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3
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Procedure

Step 1 enable

Example:

Device> enable
M EXEC E— REERCLET, 7o 7 MR ERENTEHARRAT—REA S LET,
Step 2 debug ip ssh

Example:
Device# debug ip ssh

SSH ODF Ny Z 2 /M LET,

Step 3 debug snmp packet

Example:

Device# debug snmp packet

FRA 2N K5 TREZEENTZTXTD SNMP 7 hOTF Ry FEHYNZ LET,

Example

What to do next

1
X ? debug ip ssh 2~ > ROH X, #Hid SSH NN—T a L 2 TohHZ L E2RLET,

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSHI: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2
00:33:55: SSH2 send: len 280 (includes padlen 4)
00:33:55: SSH2 SSH2 MSG_KEXINIT sent

00:33:55: SSH2 ssh_receive: 536 bytes received

00:33:55: SSH2 input: packet len 632

00:33:55: SSH2 1: partial packet 8, need 624, maclen O
00:33:55: SSH2 ssh_receive: 96 bytes received

00:33:55: SSH2 1: partial packet 8, need 624, maclen O
00:33:55: SSH2 input: padlen 11

00:33:55: SSH2 received packet type 20

00:33:55: SSH2 SSH2 MSG_KEXINIT received

00:33:55: SSH2: kex: client->server aesl28-cbc hmac-md5 none
00:33:55: SSH2: kex: server->client aesl28-cbc hmac-md5 none
00:33:55: SSH2 1: expecting SSH2 MSG KEXDH INIT

o ououou ot ool ol ve
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ssh_receive: 144 bytes recei
input: packet len 144
partial packet 8, need 136,
input: padlen 5

received packet type 30

SSH2 MSG_KEXDH INIT received
signature length 111

: send: len 384 (includes padl
kex derive keys complete

send: len 16 (includes padle
newkeys: mode 1
SSH2_MSG_NEWKEYS sent
waiting for SSH2 MSG_NEWKEYS
ssh_receive: 16 bytes receiv
input: packet len 16

partial packet 8, need 8, ma
input: padlen 10

newkeys: mode 0

ssh_receive: 48 bytes receiv
input: packet len 32

partial packet 16, need 16,
MAC #3 ok

input: padlen 10

received packet type 5

send: len 32 (includes padle
done calc MAC out #3
ssh_receive: 64 bytes receiv
input: packet len 48

partial packet 16, need 32,
MAC #4 ok

input: padlen 9

received packet type 50
send: len 32 (includes padle
done calc MAC out #4
ssh_receive: 160 bytes recei
input: packet len 64

partial packet 16, need 48,
MAC #5 ok

input: padlen 13

received packet type 50
send: len 16 (includes padle
done calc MAC out #5
authentication successful fo
input: packet len 64

partial packet 16, need 48,
MAC #6 ok

input: padlen 6

received packet type 2
ssh_receive: 64 bytes receiv
input: packet len 48

partial packet 16, need 32,
MAC #7 ok

input: padlen 19

received packet type 90
channel open request

send: len 32 (includes padle
done calc MAC out #6
ssh_receive: 192 bytes recei
input: packet len 64

partial packet 16, need 48,
MAC #8 ok

input: padlen 13

received packet type 98

ved

maclen 0

en 7)

n 10)

ed

clen O

ed

maclen 16

n 10)

ed

maclen 16

n 13)

ved

maclen 16

n 10)

r lab

maclen 16

ed

maclen 16

n 10)

ved

maclen 16

N

received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received
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pty-reqg request

SSHA—Cava2 |

setting TTY - requested: height 24, width 80; set: height 24,

input: packet len 96

partial packet 16, need 80, maclen 16
MAC #9 ok

input: padlen 11

received packet type 98

xll-reqg request

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #10 ok

input: padlen 12

received packet type 98

shell request

shell message received

starting shell for vty

send: len 48 (includes padlen 18)
done calc MAC out #7

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #11 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #8

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #12 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #9

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #13 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #10

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #14 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #11

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #15 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 16)
done calc MAC out #12

send: len 48 (includes padlen 18)
done calc MAC out #13

send: len 16 (includes padlen 6)

done calc MAC out #14



| sshnn—save2
txa7run—vavannes [

00:34:08: SSH2 1: send: len 16 (includes padlen 6)
00:34:08: SSH2 1: done calc MAC out #15
00:34:08: SSH1: Session terminated normally

E B

-
n

X a7 TIL/IN—3220)

K5
i}

Bl: EXxaF7ozIb/N—23220

Device> enable

Device# configure terminal
Device (config)# ip ssh version 2
Device (config) # end

fBl: €£Xa7 oz NnN—2318&U020

Device> enable

Device# configure terminal

Device (config)# no ip ssh version
Device (config) # end

ﬂH

Bl: YE—F THAMRTORSHEEY >3 VOB

Device> enable
Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24
Device# exit

— O 2 =
1. SNMP +35 v TDRE
ROPITIE, SNMP ~ T v TORGET TR LES, b7 v 7L, SSHE v a BT
HEHBMICAERSNET, oD 1011.11ESSHZ 74T O IP 7 RLATT,
Device> enable
Device# configure terminal
Device (config) # snmp-server trap link switchover

Device (config)# snmp-server host 10.1.1.1 public tty
Device (config) # end

5]: SNMP QT /\v 4

KUz, debugsnmp packet =~ > ROl Z/R LET, thiZiL, SSHE v =2 D SNMP
T v IERP T ENET,

Devicel# debug snmp packet
SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Device2# exit

[Connection to 10.0.0.2 closed by foreign host]
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Devicel#
*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2
*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1

local.9.3.1.1.2.1 =
tcpConnEntry.1.10.0.
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246

SSHA—Cava2 |

6
0.1.22.10.0.0.2.55246 = 4

1015
1056

ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392
local.9.2.1.18.2 = lab
*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

51: SSHDT/\y T DEk
KIZ, debugip sshdetail =~ > RO Il ZRLET, HHIZIL, SSHZ v Fai bt Fy L8
RICHT BT Ny ZIERPEENE T,

Device# debug ip ssh detail
Cisco
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05:
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05:

Confidential

22: SSHO: starting SSH control process

:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25
22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
:22: SSH2 0: SSH2 MSG_KEXINIT sent

22: SSH2 0: SSH27MSG7KEXINIT received

:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
:22: SSH2 0: expecting SSH2 MSG _KEXDH INIT

22: SSH2 0: SSH2 _MSG_KEXDH INIT received

:22: SSH2: kex derive keys complete

22: SSH2 0: SSH2 _MSG_NEWKEYS sent

:22: SSH2 0: waiting for SSH2_ MSG_NEWKEYS

22: SSH2 0: SSH27MSG7NEWKEYS received

:24: SSH2 0: authentication successful for lab

24: SSH2 0: channel open request

:24: SSH2 0: pty-req request

24: SSH2 0: setting TTY - requested: height 24, width 80; set: height 24, width 80
:24: SSH2 0: shell request

24: SSH2 0: shell message received

:24: SSH2 0: starting shell for vty

38: SSHO: Session terminated normally

debugip sshpacket =~ > RO iz /R LET, BT, SSH N7 v MZMT 57 3y
TN ENET,

Device# debug ip ssh packet
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SSH2
SSH2
SSH2
SSH2

send:packet of length 280 (length also includes padlen of 4)

ssh receive: 64 bytes received

input: total packet length of 280 bytes

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length (block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
input: padlength 4 bytes

ssh receive: 64 bytes received

input: total packet length of 144 bytes

O O O O OO OO0 0OoOooo oo



| sshnn—save2
. sshn7vonni [

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
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00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

partial packet length (block size)8 bytes,needed 136 bytes, maclen 0
ssh_receive: 64 bytes received

partial packet length (block size)8 bytes,needed 136 bytes, maclen 0
ssh_receive: 16 bytes received

partial packet length (block size)8 bytes,needed 136 bytes, maclen 0
input: padlength 6 bytes

signature length 143

send:packet of length 448 (length also includes padlen of 7)
send:packet of length 16 (length also includes padlen of 10)
newkeys: mode 1

ssh_receive: 16 bytes received

input: total packet length of 16 bytes

partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
input: padlength 10 bytes

newkeys: mode 0

ssh_receive: 52 bytes received

input: total packet length of 32 bytes

partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
MAC compared for #3 :ok

O O O O OO OO0 0O0O0O0O0O0O0OOooooo
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