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Note & izHizd L2V, TSSHI & WHHEEIL [SSH AN—Ya v 1) OREERLET,

N V1 ]
X217 VTILDETE

¥ a7zl (SSH) 2RELT. TALA~DEX TRV E— T 7 BRAEHM L., &

Bty g VERNET VT EANOHET A FIEEHE LET,

SSH #2179 51=DT/\1 ADRTE
HEE. RA NG, FAA L EREL, RSRAFT—ZAERTLHZLILY, SSHEHEITTH LI
TNA A EBE LET,

ZOTFNETHE., BDERTRXRTOREDITONTWAZ EE2ERTHZ LY, SSHZFH L=
TNRAANDEX 2T R T— T 72 ANA[RIZRY 7,

Before you begin
a—ANT 7 EAELFVE— N T 7A=YV EHE LET, ZOFMIIBIHTT,

Procedure

Step 1 enable

Example:

Device> enable
FiME EXEC E— REHICLET, o7 MRERENTEHNAAT—REANLET,
Step 2 configure terminal

Example:

Device# configure terminal
Jua—m)ary7 4 FXal—aryET—REHBLET,
Step 3 hostname hostname

Example:

Device (config) # hostname your hostname

FRAZDIRA FGBEIOIP RAAL V4 EHRTELET,

Note
ZOTFIEEFEITT DD, T/ A% SSH P —E L TRET DS T,

Step 4 ip domain name domain_name

Example:
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Step 5

Step 6

Step 7

ssh—ri—onz [

Device (config) # ip domain name your domain
THAZADBRA RN FAL B E LET,
exit

Example:

Device (config) # exit

Ja— ) ar7 4 ¥al—3ary B— FE&T L, 5k EXEC E— NIZRY £9°,

crypto key generatersa

Example:

Device# crypto key generate rsa

FNRA A ETu—rBLO0N) T— FRAEAIZ SSH — % 4 X —7 /L2 L, RSA $— X7 Z24LW L £
T, TN ADRSA F— 2T ELEWTH L, SSHRAFIZA X —T /W20 £,

BNEY 25 A YA XF, 1024 By MZTAZ EEHERLET,

RSAF—DOXT LW THYEIC, TV 2T ADEEOANNERDOONE T, TV 2T ANRELRDIEEL
ETTN, R E MK 20000 9,

Note
ZOTFHEFITTDOE, 73 A% SSH Y — L LTRET HHEET T,

show ip ssh

Example:

Device# show ip ssh

TE) SSHY—R_—0{THDHZ L aER L, SSHEGDON—2 3 VBIORET — 2 2R~ LET,

SSH H—/\—Di%7E

Step 1

Step 2

B

Note % izHizd L7ZRW R, TSSHI & WHHEEIL [SSH N—Ya v 1) OREERLET,

Procedure

enable

Example:

Device> enable
FiMi EXEC E— RZ2HCLET, 7ar 7 IRERENEZLRAT—REALLET,

configure terminal
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Example:

Device# configure terminal
Ja—\)y a7 4 F¥Fal—yaryE—ReMIiLET,
Step 3 ip ssh { time-out seconds| authentication-retries integer }

Example:

Device (config)# ip ssh time-out 30
TH 2T V= (SSH) HlffiNT A =2 ZRELET,

Note
Note =D~ RiF, 2—HF—IZEK R THRNRAT—RFu o7 ORI ERETAT-DICHAHTE F7,
ZOFEIE, RD 2 ODHEOENNTT T,

+ssh -0 numberofpasswordprompt =~ > RZMIH L TY 747 > b HIRE I,
«ip ssh authentication-retries integer =~ > RZAMIH L CTF /A RITHE SNTEIC 1 & 1 Z 718,

Step 4 ip ssh rekey { time time| volume volume}

Example:

Device (config)# ip ssh rekey time 108
(fER) SSH ORI R—2ADF —FEREITRY 2 —2_XR—2ADF —HAEREZZRE LET,
Step 5 exit

Example:

Device (config) # exit
Ju—sL ar 7 4 Xal—val = REKT L, ¥ EXEC £— RIZRY £9,
Step 6 show ip ssh

Example:

Device# show ip ssh

(I SSHY—R_R—0FRTHHZ L 2R L, SSHESHONN—a v BIUOBRET — 22K LET,

SSHY 5S4 7 2 DU L
=

Note 3 iciEC L7 Y, TSSH) &) HEEIX [SSH A=Y a v 1] OREZE®RLET,

XT3z (SSH) 7747 2 FEFOHTIZE, ROTFIEEZFITLET, SSHZ 74T >
M=z —% —EXEC T— FTHEITENET, REFEEIIEFICHY TH A,
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Step 1

Step 2

vxa7ornopzs |

Procedure

enable

Example:

Device> enable
FiME EXEC E— REZFAICLET, 7r 7 MRRRINTEHNRATY—REANLET,
ssh -| username -vrf vrf-nameip-address

Example:
Device# ssh -1 userl -vrf vrfl 192.0.2.1

SSHZ 47> bR L, fie Lo —T 0 7B L OZE (VRF) A Y AX U ADIPARA ME
72137 R RS LET,

X2 T TIILDEEN

WOFIEEL w2 B a2 LT, TN ATEXaT /L (SSH) #HETAEE%E LET,

f5]: SSH Y —/\—D:%E

WIZ, P—="—TEESNToEF 27 = (SSH) HlfI T A—=2 D2 /R LET, ZOHIT
X 300X A L7 T MBS RESNTWES, ZOXA L7 0 ME&IZ, SSHRT = —
YarZ7x—ATHHINET,

B

Note iz BHEC L7 Y. TSSH) &) HEEIX [SSH A=V a v 1] OREEWLET,

Procedure

SSH H—/"— D5

Device> enable

Device# configure terminal

Device (config)# ip ssh timeout 30
Device (config) # end
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(E

SSHY 5472 FOFEUEHL

ROBITIX, $§%E 4172 Virtual Routing and Forwarding (VRF) A A X U ADIP T KL A 192.0.2.1
WS T 272018 X2T7 v =/v (SSH) 7747 RFOHENET,

B

Note J5:izHisi L7 BRY . TSSHI &9 MHiElE ISSH A=Y a v 1] OBREEKLET,

Procedure

SSHZ A4 7~ O LET,

Device> enable
Device# ssh -1 userl -vrf vrfl 192.0.2.1

SSH D #Ees%

Step 1

Step 2

Step 3

2

Note iz BHZI L7 EY . TSSHY W9 Bl ISSH A=Y a0 1) O EwRLET,

Procedure

show ip ssh <> RE{EHA LT, SSHAANI/->TWDHZ EEERL, N—Ta v ERET— 442K
RNLET,

Example:

Device# show ip ssh
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

FREDOH L, SSH BT A A THMZ/->TNDHZ EE/RLTNET,
SSH RN 72> TWHE I AR T HI2IX, show ip ssh 2~ REMHLET,

Example:

Device# show ip ssh
%SSH has not been enabled

FREDOH IiE, SSH BT SA ATHMZ /> TN EERLTWVET,
SSH Vr— R—ELiD AT —HF A% MR A%, show ssh a2~ F&EMHLET,

Example:
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Step 4

sshomz I

Device# show ssh
Connection Version Encryption State Username
0 1.5 3DES Session Started guest

ZOHHIE, SSHEZHINZLIZE EDTFTNA A D SSH —"—8:4i 27~ L TWET,
show ssh =<2 REfEH LT, SSH Y — _"—§ZL4GiNFET SN TNDINE I AR L T,

Example:

Device# show ssh
%No SSH server connections running.

ZOHNIF, T ZATHEITF O SSH r—_N—gi NN L AR LET,
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X7 TIN—2 320 2DHEEEERE

ROFIZ, ZOFEY 22—V THIITLHED Y V—21ERE 7T v b7 4+ — L PR — MEREZ R

L/i—a—o

ZHH OBEREIE, FRICHRE SN TW WY . BASINTY UV —RUBEOTXTOY Y — R T

HTtxEd,

)1)—2x HaeR L ERAA YiR—brENBTS5y b7+ —
N

Cisco I0S XE 26.2.1ea SSH /8— 3 2: SSH /X— |Cisco C9550 'V —X A<— |

Va2 DR AR — FREA
INFE L,

AA v T
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)1)y—= HRER & AR YR—bENETSY b TH+—
L
Cisco IOS XE 17.18.1 SSH /38— 3 > 2: SSH 73— | Cisco C9350 > 1) — X 2<— |k

Tar2ik, EEERY NU— AL T
7 TR )T 54 & B R 2R
kb, EXxaT7R)E— T
A, avwr RET, BLO
7 7 A VEZIE (SCP) Z4Rfit L
e

Cisco C9610 >V — X ZA=— |k
AA T

X aTF7oTILN—D302¢8 T

ﬁ%JT/IwA~ya/Q<$H>i EEERrY FhV—2 %N Ll Xa TR UE— T2 ®
A Lo~ REITEA[RE féz/%v J7va hancd, TCP L, FHttoEmn k7 &
A — b 50T 72 RE & S B RE 2 4R L 9, SSHICIL, F 2T 27 7 A VR H O
X T7ar— 7mbnw<am)%@ihi¢o

SSHv2 D Hk 3R &E

» Virtual Routing and Forwarding (VRF)-Aware SSH: ssh =~ RF{X, SSHZ 714 7 > MilD

BEBEIZ VRF Sl BN 2 Kok ShE Lz, Zhuckv, 27747 NN VRF A
VAR UAKIE, ELWV—T 4 U T T =TV ERRR LG A LT AT DO IP T KL A
R TEET,

B

Note VRF-AwareSSHOHR— K, Y7 7 =7V —R 2 L->THERARY F
j‘o

« DiffieHellman (DH) Z)L— 73X #BOYR— b Cisco SSH 9% Tld, itk 768 £ FDE
Ca T AMEENTWEL, DHZ/LV—7 14 (2048 £~ F) BIOZL—7 16 (4096
By b)) WS T 7V =g ST A0, L0 K& Ak — #4X®M%@ﬁ%iw\
BHEDH I N—T5MN T DI TAT v b EF—NR—[D A =T BRNBET 72> T
i?omﬂMmemﬂ?/bi\%Hﬁ*ﬂ%t@m¢%/:7X#4x%&mbi?o

s TINY T DHEEIRSR: debugipssh 2~ Rid, T3y V&R T 2 72O BEIL TR S E

Ltou%i SSHMHDOFTRTHOF Ny VX v —I% B LTC0VE Lz, BIETIR, F—

—RFREFHLTCa~r REREL, Ay E—C2BE0BRICHBR X252 EL
71:_0

. Xxa7izarIiqaXalL—arhAAFR
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rsa x—z: I

RSA +—3&3%

A—H—FBEE: RSA N—ADa—P—iGkE, &2 —F—IZBIEANT 50T 2 8% % —/ A5

F—DOXRTEHHLET, 2=V —=1TZDOF—DT %7747 b THEME L., AB*F—% Cisco
SSH H—/3—"T#& L £, Cisco Confidential fRAERFIZ, SSH — — 3% % — 2 ] L CHY
THENTEELERMELET, ZOFL L2 —F—OAMF—IL, SSHY— A —IZiEfFSET,

PRI ENTEAHF—IZ LTy 25 L, T2 FURGFEETEZNE D
MR LET, BRSO oTE . AHF— A LTZRSAR—2AD A v — UMGENRE
ITEN, BEh SN ERIFE SN Ca—F =P E I ER SN ET,

Y—/N—FBFE: CiscoSSH 7 74 7 ME, ¥ =7 = — AP E NI —"—DAKR A b
F—ZMHLT, By a rORICSSH Y — "—% R LE T, SSHRF e & ZITER S
N5 BOX—, SSH H— "—Z@A3 2 72O &, #itHicy 7247 v h Tl
LHBENHYET, 7IAT L INSSHE v a v H VL LEY &5, F—WHMAvEv—
D—L LT, —N"—DOFLEZZHELET, MERFANYX—DF = I TTTNITAT
MUTEINZ > TNDBIGE, ZOY—R_R—ZWETARA T —2 U MU DBHDINE I NET
TAT VPR LET, —BEREONDE, 7747 MI—_"—DFRA MF—%fH LT
BHOWGEEZ AT LET, V= "—DOAECHRIIT 5 & By v a O AABNGHIT SIET,
KT DL, Bya Ik T L. [Server Authentication Failed] &\ 9 X v —UNETRENTE
7T

2

Note o P N—ZRNHXF—% T DL, ATV EHELET, LN ->T, SSH H— \—T&E
TXHAMF—0HIL, 1 22—V —ITHK2 OOAMF—E2/EHR LG4 10 22— — 2R
ENET,

« VAP —N—[F, RSAR—ADaA—WP—Zit 2 R—FLTWET, L, Y2377
A7 2 MEREETAE L TAMF —Z2 I E TE ¥ A, RSAXN—ZADRGFEIIHF % OpenSSH
7 74T 2 b OERE Cisco V—N—=BRGF LG, b= =Tl E R 22T Ah
£

W) R = N DE A P —3—D RSA A F—Z FH Ti%E L. CiscoSSH 7 74 7
> MilITip ssh strlcthostkeycheck avy RERELET,

SSH Ed25519 K5 = 1t
Ed25519 1%, IROBEREZIRBET DA F—FHL T AT A TT,
o« BB O AT
o N TRRGE
. EEE A

tXa7iNarvIaFal—arhHAKR .
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B cra7on—savoommsan

o I — AR
cEmWNEXRZ T o L

c T NTN—T Dy arF—
 INZIREL (64534 1)
cNEIF— (3284 )

SSHEXURSYFT7IER

T/l (SSH) V&, 7L A~DEF 2772 T — Mgzt L, Telnet XV & 582205 546 &
EEABMELET, 2OV T R T U U —RF, SSH A—T 322 (SSHV2) #HAFR—KLE
4, SSH #fgiZ IPv4 35 L OV IPv6 T— ELT%D IPv6 b T v AR—h ETYE—FIPv6 / — K
LoeFa T RSN ZEGETRICLET,

SNMP |k 7 v 7D Simple Network Management Protocol (SNMP) 7 v 71X, Y7 b v =7V

J—R 2 CC, SSHE Yy v a VOKRTHRICAFAERINE T, TNH6D N7 v 72H TS
Wi, REFITLET,

*SNMP |7 v 7RI/ > TV D Z L 2R L E T
» debug snmp packet =~ > REIH L TSNMP 7 X 72 {3 L, T v 7T E2RRLET,

s snmp-server host =~ R&ERET DAL, SSH (F7/id Telnet) 7 747 N&EHRA ML
TWAPCOHOIPT RLAZIREEL, SSHY—R—~DIPELHGEZHERLET, b7 v 7 HERIC
X, BEAL PP SSHEy v a vl &7 m ha 2 EPolRngEnE T,

SSH¥—R— K 128597 1 T3iE

SSH ¥ —AR— NA & T 7T ¢ 7RakREIL. SSH TOWHA v E— Uk s IR, Zhic
F o TCa—V—=ANDOLZVELTHIEIERBIMA D= AL REETEET, ZOHEEILH
FINEINRV ET, PR FENTWBREARITIRD EBY T,

e NXATU— K

cSecurlD BLON— KT =27 b= v (—N_—DF % L > JIZHKEF I FH AT
5)

« IT A A BERFRRETE Y = —/V (PAM)
« S/KKEY (B L REFDMOFNETHF—)

XA TFTOTILIN—23 0 2DFMEREE

o« T DTS, R IA A=V PR — RENTWDZ EEERLEY, SSH — 13— (T

X, Y7 bo=7 U U —2 2k C72k9 (Triple Data Encryption Standard (3DES) ) Y7 F U =
T A A =T BNETT,

. Xxa7izarIiqaXalL—arhAAFR
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txa7yrnn—vavaosnsE [

eSSHAR—V g 2% Y R—=bFFTBHSSH U E— FTF A ZEFH LT AT A AL L
\i‘g_(]

« FONM ANTBEE. AT, THTT 407 (AAA) ZELFET, SCPIT AAA ITIRFEL T
ELLSHRET D720, AAA ZiRET D L SSH ¥— "—T SCP B2 £,

B

Note SSH R—Ta L 22U —N—BLORIIFA4T72 NI BEOYAaY 7 Ny =27 )Y —RATHR—
FEILTWET, SSHZ 74T ME, SSHX—V 321 ESSHAA—=Y g 2007 a bo
NEFR—=FL, Y7 =T VU =R LTKIA A=Y THHATEET,

X1 T TILIN—T 3020 HEIF

* SSH DH—s3— & 7 F A7 MZIE, Triple Data Encryption Standard (3DES) 7 by =7 A
A= NBETT,

Y R—bSNDT TV r—vaid, v =, VE—ba<r FOFELT, Secure Copy
Protocol (SCP) DA T,

* Rivest, Shamir, 33X ('Adleman (RSA) F—4Jlil% SSH $— X —ZWFECT, SSHY T4 7T
v R TCIXRSA F—OHERIINELH Y FH A,

eRSA F—XT7 DOV A XL, 768 > "L ETHAVERHY £9°,
s FAR— RSN TWARWEEREIZ, RO LB TT,
e R— N TFT—F T

» Compression

NERDTESEIE

SSH /N— g v 2 ZRET 5I21E, ipsshversion 2~ R LET, Zoa~r FEHREL
eWE . T 7 AV N TCSSHITHMRE— FCTEMELE T, SSHX—Y =31 & SSHARA—V 3>
2T OEEGAFHTE £,

B

Note SSH /X— 3 113, @@%éht7mhnwfi%biﬁh THRAL ANV ZDOREZEDOT 7 R
IVIZR BN E D IZT DI, ipsshverson 2~ REHH LT AR—=Ya 2 2f5E LE T,

ipsshrsakeypair-name =~ > RZAfH 4 2% & 3% L7z Rivest, Shamir, 35 & U8 Adleman (RSA)
F—A{FH L CSSHES 2 RITTEXET, —oa~vy RaffHTaE, IEIOFRA NG L RAL

tXa7iNarvIaFal—arhHAKR .



B tx27o0n—vao8Ess

SSHA—Cava2 |

VROBGER L TSSHA A TE ET, SSHIL, i SN F —XT WEAET D0,

THEBENLGEITHDTY £,

B

Note o (L RF—[ZSSH A=V 32 THR—FENETA, SSHA—V a1 TIEHFR—FEN

FHA,

XTI TILIN—3 02D ERE

RAFZBEELUVFRFAA D ZZFERALIZSSHN—2 3020 T /N1 RE5%

TE

Procedure

Step 1 enable

Example:

Device> enable
FMEEXEC E— REEMMILET, 7o 7 MRRRINTZHNRRT—=REANTLET,

Step 2 configure terminal

Example:

Device# configure terminal
Ja—rIViEE— Reih L £7,

Step 3 hostname name

Example:

Device (config)# hostname catalyst9k
TNA ZADRA MG EBELET,

Step 4 ip domain name name

Example:

catalyst9k (config)# ip domain name example.com
TNAAD KA 2 ERELET,

Step 5 crypto key generate rsa

Example:
catalyst9k (config)# crypto key generate rsa

o0—H LB IO '— FRAHIZ SSH r— "% A4 X —T 2 LET,

. Xxa7izarIiqaXalL—arhAAFR
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Step 6

Step 7

Step 8

RSA — <7 £{Ef L1 SSHA—a v 20711 282 [

ip ssh [time-out seconds | authentication-retries integer ]

Example:
catalyst9k(config)# ip ssh time-out 120

EED 7731 A BT SSH Az e LE T,
ip ssh version [1 | 2 ]

Example:

catalyst9k (config) # exit
L) T ATHITTHSSHDO A=V g v aFELET,
exit

Example:

catalyst9k (config)# ip ssh version 1
Ju—sNL Ay 7 4 ¥ alb—igr B— REHKT L, FilE EXEC E— REBH L ET,
e F 7 )L FAR A MIRAIZIL, no hostname =2~ REFH L E 4,

RSA X— R7&EFHLE=SSH/A—2 3 020 FT /5N REERE

Step 1

Step 2

Step 3

Step 4

Procedure

enable

Example:

Device> enable
M EXEC E— RZAMILET, 7R T ERRRSNIZOHNRNAT—REALET,
configure terminal

Example:

Device# configure terminal
Fa— Ve — REG L ET,
ip ssh rsa keypair-name keypair-name

Example:

Device (config)# ip ssh rsa keypair-name sshkeys

SSH I 9% RSA ¥ — X7 #EE L E7,

Note
TR FNA ZRNTIIERD RSA ¥ — X7 A RETEET,

crypto key generate rsa usage-keys label key-label modulus modulus-size

tXa7iNarvIaFal—arhHAKR .
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Step 5

Step 6

Step 7

A—Y—:BiF A2 £1TT 571-6D Cisco SSH H—/\—D

Step 1

Step 2

Step 3

Example:

Device (config)# crypto key generate rsa usage-keys label sshkeys modulus 768
TNRAATH—=ANBIOY E— MRREEZAT 9 SSH h—"ZHMZ L £,
«SSH N— 3 2 Tl #xh A X1L768 By NULTHLILENRSH Y £7°,

Note

SSHA—Cava2 |

RSA & — X7 ZHIBRT 5I21E. crypto key zeroizersa =~ > R&Z{FH L £ 9, RSA ¥— X7 ZHIBRT D &

SSH H— N2 FHENIC |72 0 £,

ip ssh [time-out seconds | authentication-retries integer |

Example:

Device (config)# ip ssh time-out 12
T3 A bC SSH iz Hi A4 % e LET,
ip ssh version 2

Example:

Device (config)# ip ssh version 2

TNAATEATT D SSHON—V = VEIRELET,

exit

Example:
catalyst9k (config)# ip ssh version 1

Jua—s ) ar7Z 4 Xal—ary®T—RE4&T L, il EXEC E— FEH L £,

Procedure

enable

Example:

Device> enable

FiME EXEC E— REHEMZLET, 7R T ERERRENTEZHNRAT—REANLET,

configure terminal

Example:

Device# configure terminal
Ja—rIVikEE— Nl LET,

hostname name

. Xxa7izarIiqaXalL—arhAAFR
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

A— B ERITT 575 Cisco SSHH—i—0iE [

Example:

Device (config) # hostname hostl
WA M ZIRELET,

ip domain name name

Example:

hostl (config)# ip domain name namel

Cisco V7 " =7 CTHHT DT 74NV ED RAAL U ZEER L, AEERARA RO RAAL U EMTEL
9,
crypto key generate rsa

Example:

hostl (config)# crypto key generate rsa

RSA ¥— X7 &AM L ET,
ip ssh pubkey-chain

Example:
hostl (config)# ip ssh pubkey-chain

SSHY—N— L Oa—HF—B LY — =i HICAF—2RKE L., AF—ar 74 F=2l—Ta v
T— RFEHBLET,

¢ = N—IRIFESNTWVDAMF =2, 7747 & MIRIFESN TV D AMF—E72I3ME F— D~
TaRAMLUTHEES NS & 2 —F—EETRI T,

username username

Example:

hostl (conf-ssh-pubkey) # username userl
SSH 2—H##ZE L, AMF—a—V ar7sFalb—Tar E—RE2MHELET,
key-string

Example:
hostl (conf-ssh-pubkey-user) # key-string

VE—METORMIF—ZREL, AF—T—% a7 4 Falb—rar E—FZ2HELET,
Note

=T SSHI TA4 T v bbb (FWRz 5 L sshiid rsapub 7 7 A A5 ) AR —HEZBG TE £,
exit

Example:
hostl (conf-ssh-pubkey-data) # exit

NHF—T—H ar 74 Falb—TarEF—RFEKTL, AF—V—Rar7 ¥zl —v a2 F—
NZ&2BH L ET,

key-hash key-type key-name

tXa7iNarvIaFal—arhHAKR .
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Example:

hostl (conf-ssh-pubkey-data) # key-hash ssh-rsa keyl
or
hostl (conf-ssh-pubkey-data) # key-hash ssh-ed25519 DFEAF10390E560AEA745CCBAS3E044ED

ERD) SSH¥— XA T nN—Va vaigE LET,
o« B —/ AP — T ORE TIX, F—H A 7% ssh-rsa F 7213 ssh-ed25519 IZHE TE £,
ZOTFMHIL, key-string 2 v 2 RAEE SN TWALGHICORMERETT,
« key-string =~ > R £ 713 key-hash =~ > FOWTNLERZETHLERDH Y £5,
Note
AMF—=A N T Oy a5 HT DI, Ny Y2 By 7 by =T 2 LET, F2, oy

A3 FNRAAPONAy Y afizat—75Z b TEET, VDO TAMIF—T =22 ANNT 556
key-string 2~ > RZMH L TAMIF—FT =22 AT 52 L 2R LET,

Step 11 end

Example:

hostl (conf-ssh-pubkey-server) # end
AHF— V=N a7 4 Xal—var T—F&E&T L, ¥ EXEC T— NIZRY £7,
Step 12 configure terminal

Example:

hostl# configure terminal
7a—rIViREE— RERHILET,

Step 13 ip ssh stricthostkeycheck

Example:
hostl (config)# ip ssh stricthostkeycheck

P /\ﬁ{?uﬂzﬁl%’/ﬂiéhé t%ﬁﬁn Li‘?“o
BEFENFEAET D &, BEIIERT LET,
e T 7 )V FARA MIRAIZIL, nohostname =< R&2fff] L £,

Step 14 end

Example:
hostl (config)# end

Ja—rLary 7 4 F¥al—gy B— RE24&T L, M EXEC T— IR £9°,

. Xxa7izarIiqaXalL—arhAAFR
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H—N—SBEERITT B1=0 Cisco 10SSSH 7 51 7>tz [

B—/N\—3BZFHKITT 571=-6D CiscolOSSSH 7 514 7 > FDEE
Procedure

Step 1 enable

Example:

Device> enable
FHE EXEC E— REAHMCLET, 7By MRRRINTZHNAT—REANSLET,
Step 2 configure terminal

Example:

Device# configure terminal
Ja—rIViEE— Nl LET,
Step 3 hostname name

Example:

Device (config) # hostname hostl
WA MZERRELET,
Step 4 ip domain name name

Example:

hostl (config) # ip domain name namel

Cisco V7 U =7 CHHTHZT 74NV D RAAL L EERE L, AREERKRANO RAL U EMEL
*9,
Step 5 crypto key generate rsa

Example:
hostl (config) # crypto key generate rsa

RSA ¥— 7 %W L E7,
Step 6 ip ssh pubkey-chain

Example:
hostl (config)# ip ssh pubkey-chain

SSHY— 3= LD —P—B L O — =R HICAMF—2BE L. AMF— a7 4 Fal—va v
T— FZHHBLET,
Step 7 server Server-name

Example:

hostl (conf-ssh-pubkey) # server serverl

TNA ZATORHF—RELZ DWW T SSH —REFHM L, AfF—HF—_Nar 74 Falb—rav
E— NEHBLET,

tXa7iNarvIaFal—arhHAKR .
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B v —2isxT9 5-00 Cisco10SSSH 7 5 4 7> F DT

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

key-string

Example:

hostl (conf-ssh-pubkey-server) # key-string
UE—METORAMF—ZIEEL, AHF—TFT—% av 7 4 Fal—var T—FEHHELET,

Note
A —F2SSHZ TA4 T v b (FWRZ 5L sshid rsapub 7 7 A D) AR —HZIE TE £,

exit

Example:

hostl (conf-ssh-pubkey-data) # exit

AF—T—F a7 4 X2l —rarET—FRE2&T L, AF—V—Rar 74 Fal—vaE—
NZRiH L ET,

key-hash key-type key-name

Example:

hostl (conf-ssh-pubkey-data)# key-hash ssh-rsa keyl
or
hostl (conf-ssh-pubkey-data)# key-hash ssh-ed25519 DFEAF10390E560AEA745CCBAS53E044ED

TR SSH¥— Z A T en—Varvafre LET,

o BB —/ NBH S — X7 O E TIL, ¥ —# A 7% ssh-rsa F 7213 ssh-ed25519 (2@ TX £,
o ZOFMIE, key-string =<2 RBERE SN TWDLGEICOAEETT,

« key-string =~ > R E£7213 key-hash 2~ > ROWFNNERETHBERSH D £3,

Note

NHF—A BNV T Oy a2 TGt HTHIE, Ny 2B Y 7 Ny =T R LET, £, Hlov
A FRL Aoy v afizat =352 b TEET, WO TANF—T =22 ANT 28564,
key-string 3~ REFH L CTAMIF—T =¥ 2 ANTHZ L 2HERLET,

end

Example:

hostl (conf-ssh-pubkey-server) # end
AF— =N a7 4 X2l —var T—REK&T L, ¥ EXEC £— RIZRY £9,
configure terminal

Example:

hostl# configure terminal
Ja—rIViREE— Fe i LET,
ip ssh stricthostkeycheck

Example:
hostl (config)# ip ssh stricthostkeycheck

P—NTRERFITSND Z L 2R L ET,

. Xxa7izarIiqaXalL—arhAAFR
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UE—F FAAREOESE Y3 0fE [

SEENFEAET D L, BEITRT LET,
e T 7 )V FARA MIRAIZIL, nohostname =< K& L £,

Step 14 end

Example:
hostl (config) # end

Jua—s)L a7 4 F¥alb—arET— REK&T L, 5 M EXEC £— RIZR Y 7,

JE—F TNAREDESKEY S 3 DRSS
=

Note 12454254 2%, > 2a Y7 U7 THR—FENDESHT LY X L% %7~ SSH
P R—Z P R—=F L TWEIUENRHY F9, T/, ATSSH YV —E R & WH/RIITH T 50
FxHV EH A, SSHIZ, 777 4 TICFITENTORWGSTHLRETE £ 1,

Procedure

Step 1 enable
Example:
Device> enable

M EXEC E— FEENCLET, Tu P MRERENTEHRNAT—RE2AHLET,

Step 2 ssh[-v {1]2}|-c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des | aes192-cbc | aes256-cbe } | -1 user-id | -1
user-id : vrf-name number ip-addressip-address| -1 user-id : rotary number ip-address| -m {hmac-md5-128 | hmac-md5-96
| hmac-shal-160 | hmac-shal-96 } | -o numberofpasswordprompts n | -p port-num] {ip-addr | hostname } [command |
-vrf ]

Example:

Device# ssh -v 2 -c aes256-ctr -m hmac-shal-96 -1 user2 10.76.82.24

VE—F Xy hT—7 TRAL RO S SNy a v 2B LET,

tXa7iNarvIaFal—arhHAKR .
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X7 DIIIEGEDRAT—3F ADIERR

Step 1

Step 2

Step 3

1

Device> enable

FiME EXEC E— REEIMNZLET, Yo7 MRRRENEH AT —REANLET,

Device# show ssh

SSH — gD AT —X AR RN LET,

Device# exit

HiME EXEC £— R&24& T L., 2—%# — EXEC T— FIZR Y 9,

D show ssh =<2 FOB NI, XN—T a1 BLORR—2 3 0 2 BEEOBEE O SSH X —
a1l BLONR=T g V2 EBHDAT —HANRERENTWET,

Device# show ssh

Connection Version Encryption State Username
0 1.5 3DES Session started lab

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab

1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

KD show ssh =~ > RO NHNTIL, N—T a3 285 (N—Ta v T HEHE7R L) OEEO SSH
N=Ta v I BRUNR=Va V2 ELGEDOAT = ZAPRFRENTOET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab

1 2.0 OUT aesl28-cbc hmac-md5 Session started lab
%No SSHv1l server connections running.

D show ssh 2~ RO IENZIZ, N—Ta v 1HE (N—U g 28570 1L) O¥EEO SSH
NR=T a1 BLOR=V g V2BEDAT —HARERENTWHET,

Device# show ssh
Connection Version Encryption State Username

. Xxa7izarIiqaXalL—arhAAFR
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XTI N—=DaV2DRT—F ADER

0 1.5 3DES Session started lab
%$No SSHv2 server connections running.

X2 TOTIIN—UT O 2DART—F ADIERR

Procedure

Step 1 enable

Example:

Device> enable
Kt EXEC T— FZARICLET, a7 IRARRENEZL AU —REANLET,
Step 2 show ip ssh

Example:

Device# show ip ssh
SSH D= a Y BIORET —# &R LET,
Step 3 exit

Example:

Device# exit

Hi#E EXEC E— F&#%& T L, =—¥ — EXEC E— RIZR Y £,

1

XD showipssh =~ > RO IHNTIL, A7 SSH DX— 3 > GBAEX A A7 7 M,

N=V a1 BRON—=Ya 2 @G OEO HRTE AR RS TV ET,

Device# show ip ssh
SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

XD showipssh 2~ > ROWFIZIE, AF72 SSHDO/NN— 5 > JRREZ A L7 U MA,
N—=Ua 284 (N—Va v 1 LR L) ORGEDO AT BN R RSN TWET,

Device# show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

XD show ipssh =~ > RO NHFNZIEL, AR SSHD A= a9 0 @EEZ A L7 U M,
W=V g v Vg (N—2 3 284072 L) ORGED FHATRIE DR RSN TWET,

Device# show ip ssh

3d06h: %SYS-5-CONFIG I: Configured from console by console
SSH Enabled - version 1.5

Authentication timeout: 120 secs; Authentication retries: 3

tXa7iNarvIaFal—arhHAKR .
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Procedure

Step 1 enable

Example:

Device> enable
B EXEC T— FZARICLE T, a7 IRRRENEZH AU —REAN N LET,
Step 2 debug ip ssh

Example:
Device# debug ip ssh

SSH ODF Ny Z 2 /M LET,

Step 3 debug snmp packet

Example:

Device# debug snmp packet

FRA 2N K5 TREZEENTZTXTD SNMP 7 hOTF Ry FEHYNZ LET,

Example

What to do next

1
X ? debug ip ssh 2~ > ROH X, #Hid SSH NN—T a L 2 TohHZ L E2RLET,

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSHI: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2
00:33:55: SSH2 send: len 280 (includes padlen 4)
00:33:55: SSH2 SSH2 MSG_KEXINIT sent

00:33:55: SSH2 ssh_receive: 536 bytes received

00:33:55: SSH2 input: packet len 632

00:33:55: SSH2 1: partial packet 8, need 624, maclen O
00:33:55: SSH2 ssh_receive: 96 bytes received

00:33:55: SSH2 1: partial packet 8, need 624, maclen O
00:33:55: SSH2 input: padlen 11

00:33:55: SSH2 received packet type 20

00:33:55: SSH2 SSH2 MSG_KEXINIT received

00:33:55: SSH2: kex: client->server aesl28-cbc hmac-md5 none
00:33:55: SSH2: kex: server->client aesl28-cbc hmac-md5 none
00:33:55: SSH2 1: expecting SSH2 MSG KEXDH INIT
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ssh _receive: 144 bytes received
input: packet len 144

partial packet 8, need 136, maclen
input: padlen 5

received packet type 30

SSH2 MSG_KEXDH INIT received
signature length 111

send: len 384 (includes padlen 7)

kex derive keys complete

send: len 16 (includes padlen 10)
newkeys: mode 1

SSH2_MSG_NEWKEYS sent

waiting for SSH2 MSG_NEWKEYS
ssh_receive: 16 bytes received
input: packet len 16

partial packet 8, need 8, maclen 0
input: padlen 10

newkeys: mode 0

received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received

ssh_receive: 48 bytes received
input: packet len 32
partial packet 16, need 16, maclen

: MAC #3 ok

input: padlen 10

received packet type 5

send: len 32 (includes padlen 10)
done calc MAC out #3

ssh_receive: 64 bytes received
input: packet len 48

partial packet 16, need 32, maclen

: MAC #4 ok

input: padlen 9

received packet type 50

send: len 32 (includes padlen 13)
done calc MAC out #4

ssh_receive: 160 bytes received
input: packet len 64

partial packet 16, need 48, maclen

: MAC #5 ok

input: padlen 13

received packet type 50

send: len 16 (includes padlen 10)
done calc MAC out #5
authentication successful for lab
input: packet len 64

partial packet 16, need 48, maclen

: MAC #6 ok

input: padlen 6

received packet type 2
ssh_receive: 64 bytes received
input: packet len 48

partial packet 16, need 32, maclen

: MAC #7 ok

input: padlen 19

received packet type 90

channel open request

send: len 32 (includes padlen 10)
done calc MAC out #6

ssh_receive: 192 bytes received
input: packet len 64

partial packet 16, need 48, maclen

: MAC #8 ok

input: padlen 13
received packet type 98
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pty-reqg request

SSHA—Cava2 |

setting TTY - requested: height 24, width 80; set: height 24,

input: packet len 96

partial packet 16, need 80, maclen 16
MAC #9 ok

input: padlen 11

received packet type 98

xll-reqg request

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #10 ok

input: padlen 12

received packet type 98

shell request

shell message received

starting shell for vty

send: len 48 (includes padlen 18)
done calc MAC out #7

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #11 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #8

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #12 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #9

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #13 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #10

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #14 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #11

ssh_receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #15 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 16)
done calc MAC out #12

send: len 48 (includes padlen 18)
done calc MAC out #13

send: len 16 (includes padlen 6)

done calc MAC out #14
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00:34:08: SSH2 1: send: len 16 (includes padlen 6)
00:34:08: SSH2 1: done calc MAC out #15
00:34:08: SSH1: Session terminated normally

E B

-
n

X a7 TIL/IN—3220)

K5
i}

Bl: EXxaF7ozIb/N—23220

Device> enable

Device# configure terminal
Device (config)# ip ssh version 2
Device (config) # end

Bl: EXa27 Sz NnN—a3o1B8ELU020%E

Device> enable

Device# configure terminal

Device (config)# no ip ssh version
Device (config) # end

Bl: YE—F THAMRTORSHEEY >3 VOB

Device> enable
Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24
Device# exit

f5l: SNMP 5w TJD:RE

WROW T, SNMP N7 v 7OREHEEZRLET, M7y 7lAE, SSHE Yy a VBT T
LHEABMICERSNET, ZoHD101.111ESSHZ AT FDOIP T KL AT,

Device> enable

Device# configure terminal

Device (config) # snmp-server trap link switchover
Device (config)# snmp-server host 10.1.1.1 public tty
Device (config) # end

5]: SNMP QT /\v 4

KUz, debugsnmp packet =~ > ROl Z/R LET, thiZiL, SSHE v =2 D SNMP

7y TERNEENET

Devicel# debug snmp packet
SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Device2# exit

[Connection to 10.0.0.2 closed by foreign host]
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Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6
tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392
local.9.2.1.18.2 = lab

*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

Bl: SSHDT /3y T D3gik

KIZ, debugip sshdetail =~ > RO Il ZRLET, HHIZIL, SSHZ v Fai bt Fy L8
RICHT BT Ny ZIERPEENE T,

Device# debug ip ssh detail

Cisco Confidential

00:04:22: SSHO: starting SSH control process

00:04:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25
00:04:22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
00:04:22: SSH2 0: SSH2_MSG_KEXINIT sent

00:04:22: SSH2 0: SSH2_MSG_KEXINIT received

00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 SSH2 MSG NEWKEYS sent

00:04:22: SSH2 waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 SSH2_MSG_NEWKEYS received

00:04:24: SSH2 authentication successful for lab

00:04:24: SSH2 channel open request

00:04:24: SSH2 pty-req request

00:04:24: SSH2 setting TTY - requested: height 24, width 80; set: height 24, width 80
00:04:24: SSH2 shell request

00:04:24: SSH2 shell message received

00:04:24: SSH2 starting shell for vty

00:04:38: SSHO: Se551on terminated normally

Wiz, debugipsshpacket =~ > KOOI 2R LET, HHIE, SSH A v MZET LT3y
TRERBP G ENET,

Device# debug ip ssh packet

OOOOOOOOOO

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

send:packet of length 280 (length also includes padlen of 4)

ssh receive: 64 bytes received

input: total packet length of 280 bytes

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length (block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
input: padlength 4 bytes

ssh receive: 64 bytes received

input: total packet length of 144 bytes

O O O O OO OO0 0OoOooo oo
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00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

partial packet length (block size)8 bytes,needed 136 bytes, maclen 0
ssh_receive: 64 bytes received

partial packet length (block size)8 bytes,needed 136 bytes, maclen 0
ssh_receive: 16 bytes received

partial packet length (block size)8 bytes,needed 136 bytes, maclen 0
input: padlength 6 bytes

signature length 143

send:packet of length 448 (length also includes padlen of 7)
send:packet of length 16 (length also includes padlen of 10)
newkeys: mode 1

ssh_receive: 16 bytes received

input: total packet length of 16 bytes

partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
input: padlength 10 bytes

newkeys: mode 0

ssh_receive: 52 bytes received

input: total packet length of 32 bytes

partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
MAC compared for #3 :ok

O O O O OO OO0 0O0O0O0O0O0O0OOooooo
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CHAPTER 3

SSH zZ:F 0D X.509v3 sFARE

* SSH #&&EH @ X.509v3 HE%LODMEL“ £, on page 35
* SSH #ZAE D X.509v3 G W%, on page 36

« SSH #Z&EH X.509v3 GiE W # O i%fiE, on page 36

* SSH #ZRE D X.509v3 Gl B & D i #4514, on page 37

* SSH #2AE D X.509v3 Gk I Dl %9111, on page 37

* SSH #ZAEH D X.509v3 Ak B & D% J71%, on page 37

o 22— —REHOT VX NVAEHE Z R T 572 D SSH H— /S — D% E, on page 39
o« NI A BNKRA U FRBAEOFRE & T /31 AFEWE DIERK, on page 41
o T U NVAEHEEZAMH Lo — N — o —FREE O 3T R, on page 43

* SSH #BAEH @ X.509v3 Ak & D% &, on page 44

SSH zZ:E F3 ) X.509v3 :F B E D HE RE B FF

ORI, ZOFY 22— /LT TIHEDOY V—RIEFERET T v b7+ — 2 ¥R — MEFREZR

L/i—a—o
INHOHEIT, KRR SN TOWARWRY, BAINTZ T U —ALUBFEOTXTOU J—A T
HT&xFd,
Jy—= HaER LA HYR—rShB3TS5Y b7+ —
N
Cisco I0S XE 26.2.1ea SSH #Z5FF X.509v3 FiF i & Cisco C9550 > — X 2<— |k
SSH #BAEH X.509v3 GEHE DB | A A » F
h‘H‘Tb‘ Fﬁ)%’)\éﬂjﬁ 1/771.0
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Jj1)y—= e & EHAR HYR—brEShBd3TS5Y b T4—
I
Cisco I0S XE 17.18.1 SSH ##&FH X.509v3 #F B & Cisco C9350 > — X ZA<— h
SSH %A X.509v3 Rl EIC L | A A v F

D\$H®£%$«—X®%~
N— b o — P —ERRE T fE
D\mu%iz%f4/b&
X.500v3 7 A LEEE DY ID
B OWIZRH S ET,

Cisco C9610 >V — X ZA=— |k
HEP ST

SSH F25EM X.509v3 ;:EFAE

X a7 =/ (SSH) RBALH D X.509v3 REHIE#E AL, — 33— & SSH H— R_—flD =2 — % —
m£®ﬁﬁTXﬂ&37/&wﬁ%£%ﬁ%T%éi9 LET, ZOFEY2— LTI, 20b
DRFZA T ORI ET O 7 7 A NVERET D IEICOWTHHE LET,

SSH At FIIEFH X.509v3 nE HH %@*ﬂ%ﬁb

TORIGERE
X.509v3 JE (RFC5280) D7 ¥ & Lkl \mgﬁ%%ﬁbifoﬁﬁfgéw_kﬁiw
FIEEREER (CA) MEDEXLDTF = — 2 &4 CAMEL YL BLEDTAT T 4T 4

DY T BHELSNET, AR — 4/77XF77?¥(HU)@F§Z%f4VFi FOH
JVEFBZEOEHICHTIBLET, T ARRA Y ML, CA. TAT U T 4T 48T A =4 BL
OWTF XNV EICHET RN S ENTEY ., BPE S EIEalE L OBHEAfIFATE F
KR

H—/A— & A~ — 3BT

5:77]'/1/ ki, uJJ:EEi/\P‘X ®nuu¢7j) SSH ‘U‘**/\“*“C‘U’“*/\**%J:U:L**‘U’ }j‘ Lfﬁéj”:
0 ET,

o« H—/\—3BEE: Cisco I0S XE SSH — "—MlER O 72 DI Z AL AR OGEHE A SSH 27 74 7
VMIEFELET, ZOW— N—3EFE X, conf-ssh-server- cert-profile-server =7 o ¥ o
L—vay = NTHEENTZ N T A RMEA > MBI S E T,

« A—H—FBEE: SSHZ 74 7 v MR D=2 —H —DREH# & SSH ¥ — N —{Zi%f5 L
£7, SSH ¥ —,3—[%, conf-ssh-server-cert-profile-user 2> 7 4 ¥ = L — 3 » E— N TilkE
SNIZPKI b T A RS > b2 LT, 2 Lica—Y—RWH 2R L EJ.
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SSH &

SSH &

SSH

Step 1

Step 2

Step 3

ssH z:20 xs003 e EoEREs [

=REF 0 X.509v3 sFEHZE D FIIR &4

&1L S 417 ip ssh server authenticateuser =~ > KX, ip ssh server algorithm authentication =~
CEE DY ET, hhavy REMHT L L. ROBEA vt —URRRENET,

Warning: SSH command accepted but this CLI will be deprecated soon.
Please move to new CLI “ip ssh server algorithm authentication”.

Please configure “default ip ssh server authenticate user” to make the CLI

ineffective.

Hnawr REMEIC LT, SSH ¥ — =234 L\ =2~ K default ip ssh server authenticate user

T X2 LET,

roalt 0D X.509v3 FEFAE D& AVE 18

o T DFEREIZ. CiscolOSXE X =7 > =/b (SSH) Yr—_R—AllcoHiEH S ET,

¢ SSH ¥ — _"—%, —_"—B LR —P—FIHZ D\ T, x509v3-ssh-rsa 7 /L 3 U X A_— R

OREMF DA Z PR — b LET,

aal FH D X.509v3 FERRE DEXE FH7E

P R =R T VX NV FEZH T 5 £ 912 SSH Y — "— %3 E T 5121

Li‘é—o

Procedure

enable

Example:

Device> enable

FiME EXEC E— RZHIICLET, Yrr 7 ERRRENTEHRAT—REANNLET,

configureterminal

Example:

Device# configure terminal
Ta— ) ar7 4 Xal—ary ET— REHEBLET,
ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}

Example:

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa

RDTFNA % AT
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B sstzimo xsos EnEoRERE

Step 4

Step 5

Step 6

Step 7

Step 8

BRARN F—TAAY ZLDEFAERLET, EX2T7 =L (SSH) 7947 hexdyo—hEh
LDME, BEFRHDOT LAY ZLDHBTT,

Note
I0S SSH H— "—{Z1%, 1 DA EOREFRARA N F— T3V XLARBETT,

e ssh-rsa: A B —~_— 2 %E

* x509v3-ssh-rsa: all &~ — A FBEE

ip ssh server certificate profile

Example:

Device (config) # ip ssh server certificate profile

P=N—GtE T 7 s AN B L= =R E T n 7 7 A V&R E L, SSHAtW&HE T m 7 7 AL 3
T4 X2l —ar EFT—FEHBLET,

server

Example:

Device (conf-ssh-server-cert-profile) # server

P N—JEHE T 7 7 A NV EREL, SSHY—AN—JIHF T 77 A LDa—P—ar 74 X2l — 3
Y E—REHBLET,

trustpoint sign PKI-trustpoint- name

Example:
Device (conf-ssh-server-cert-profile-server) #trustpoint sign trustl

NHF—=A VT TANTIZF v (PKD) FTAMKRAL U b — G E T 77 A NVCT X2 v F LET,
SSH #— NZ, Z®DPKI b7 A haRA > MZBEEAHT D ZRE 32— NERREIC ] L 9,

ocsp-response include
Example:

Device (conf-ssh-server-cert-profile-server) #ocsp-response include

(fF3Z) Online Certificate Status Protocol (OCSP) DJGE E 721X OCSP AT —7 U o 7 & — RFiHE & —4&
WCEFLET,

Note

T7ANETIHEZOa~ 2 FOno JEADREE N TE Y, OCSPJLE L — S—REWE & 451135 E Sh
FHA,

end

Example:

Device (conf-ssh-server-cert-profile-server) # end

SSH r—N—ifETa 7 7 A LOH—N"— a7 4 Fal—g 2 E— RRE&T L, FiE EXEC £— K
WY £,

. Xxa7izarIiqaXalL—arhAAFR
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A EEAOT S NEREERDET 500 ssHH— 1 —niE [

A—Y—:B:iftHO TR )L BEZ R T 51860 SSH
H—/N\—DRE

Step 1

Step 2

Step 3

Step 4

=PRI T VA VEEAEEZ 95 £ 512 SSH —"— %3083 5121, IROFINEZ AT
L/i—a—o

Procedure

enable

Example:

Device> enable
FiME EXEC T— FZ2 M LET, 7ur 7 hRERENEZLRRAT—REALLET,
configureterminal

Example:

Device# configure terminal
Ja—\)y a7 4 Fal—yaryE—ReMiiLET,
ip ssh server algorithm authentication {publickey | keyboard | password}

Example:

Device (config)# ip ssh server algorithm authentication publickey

2—PREAT N T RO FEEHELET, EXaT =L (SSH) 7747 hexdvo—hahbd
IE REFHOT LAY ZEDHTY,

Note
* SSH H— 3—ZiX, 1 DL L0 EH AL —F =L 7 VT Y X LARNBIETT,

SRR TR A BT, publickey %0 — RERGET S LEDDH Y £,

« ip ssh server algorithm authentication =~ > R ip ssh server authenticateuser =2~ > KDL 0 IZfFH
L/\ij—o

ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}

Example:

Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa

ANHF—TNAIY RADEFEZEHRLET, SSHZ 74T 2 ML o> Ca2—FRRECHAT SN D DiE, &%
EFRHDOT T ZLDHTY,

Note

SSHZ 747 > ML, 1 DL EOREFHAAMF—T /LT XA LR BETT,

e ssh-rsa: AR —_— 235

i

tXa7iNarvIaFal—arhHAKR .
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B - v 2arorosLamBemat 51200 SSHY— —DiRE

Step 5

Step 6

Step 7

Step 8

Step 9

* X509v3-ssh-rsa: il B &~ — A FHAE

ip ssh server certificate profile
Example:
Device (config)# ip ssh server certificate profile

P NAEE T 0 T s A NB IO =PRI E T 7 s AV 2BGE L, SSHEtWE T m 7 7 AL a7 4
Xal—varyE—FaBLET,

user

Example:

Device (conf-ssh-server-cert-profile) # user

SVAYHE T 07 7 A ERE L, SSHY— S ET B 7 7 AL Da—F a7 (Fal =g T
REBIH L £,

trustpoint verify PKI-trustpoint-name

Example:

Device (conf-ssh-server-cert-profile-user)# trustpoint verify trust2

ZAh Llca— YR E ORI SN A AMF—A 7T A 77 F v (PKD 7 A MRA v bEEE
LET,

Note
FUa~y FEEBRIEITTAHZ LT, BEDO NI A MRA L M ERELET, mKI10D T A RRA
MikETEET,

ocsp-response required
Example:
Device (conf-ssh-server-cert-profile-user) # ocsp-response required
TR %215 Uiz — WM& |2 X 5 Online Certificate Status Protocol (OCSP) D& DA flE & Bk L 97,

Note
TN I TIEIOa~r RO n JERANRESNTEY, 22— —3F&EL OCSP JH& 72 L T2ZIFAND
nNEJ,

end

Example:

Device (conf-ssh-server-cert-profile-user) # end

SSHY—NR—gflET o 7y A vDa—Y— a7 X2l —v g0 T—RE24&T L, 5 EXEC E— F
WZRY £7,

. Xxa7izarIiqaXalL—arhAAFR
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kSR R v rBiEDREE T REAEOES ]

SR MRA D REBIEDEEE T/ REERAED1ER

Step 1

Step 2

Step 3

Step 4

Step 5

FZ A MRA Y FiBaLE R E L TT A ZAGLHEEZERT 2121, ROFNEERITLET,

B

Note 7 L < 35 L7=PKIGFMI&EICIZ. HILWRSAF—_T L4 T2 2 L 280 LET, WED
RSA F—~7 % GHOAEMEICBEAT 5 Tund) 285 L PKIAEWE TR 2354813
KOWTRNERITLET,

o METEDRSA F— T L4 ZHH L TH LWRSA F—XT7 ZHAENT 20 TiIe< . WFEDRSA
X — T LEHAMALET, WED RSA T—_XTLE2EH L TH LU RSA F—27 24
KT DL, WAFD RSA F—XT BT 5L TWD T X TOREFERENZ /20 97,

« TP HWPKIGEMEREZ TEICTHIRR L T 6., #H LW PKIGEWZ IZHEE D RSA F—X7T %
FHAHLET,

Procedure

enable

Example:

Device> enable
M EXEC E— REZAMILET, 7R ERRRENTZHNRAT—REANTILET,
configureterminal

Example:

Device# configure terminal
ra—\)Lar7 4 Xal—ay T— REEEGELET,
crypto pki trustpoint name

Example:

Device (config) # crypto pki trustpoint trustl

FZARMRA LV P BLIOREENT-LHZESELTC. CANTA MRS a7 4 Fal— gy E—
RZBH L ET,

enrollment url url

Example:
Device (ca-trustpoint)# enrollment url http://10.1.1.10:80

TSNA ADGEHERR 2575 CA D URL 452 LET,

revocation-check none

tXa7iNarvIaFal—arhHAKR .
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B sxr®qo rEoREE 731 REREOEH

Step 6

Step 7

Step 8

Step 9

Step 10

Example:

Device (ca-trustpoint)# revocation-check none
AL E OMER P M S ND Z L2 fE LET,
rsakeypair key-label [keysize [encryption-key-size]]
Example:
Device (ca-trustpoint) # rsakeypair trustl 2048
UERD REWIEICBIEAS T 5 % — T 238 LE T, key-label JIHfS & DX — T RNELAFAE LR, &
%X auto-enroll regenerate =~ R FEAT ST 6, G ERIRFIT key-label 5156} & O F —~7 3l &
nE7,
AL T D72 D key-size 515 %$55€ L. encryption-keysize 5|8 & 5 LT, M ORE 540, F 45,

BILOGEHEZER L ET, key-size 51 EOHEIPHIL 512 ~ 4096 TJ, key-size & encryption-key-size 1 [F] U
YA ZTRITIUTARD R A, 2048 RO RS ZIRET D Z LIRS EEA,

Note

ZDawy RRA X —T )L TRWEEIZ, FQDN F— X7 Al s E4,

exit

Example:

Device (ca-trustpoint) # exit

CANTFARMRA L bar 74 Fal—arT—FRE2&TL, /e—\vary74F¥alb—var E—
RIZRY 77,

crypto pki authenticate name

Example:

Device (config) # crypto pki authenticate trustl

CAFIMIEZIELC, BiLLET, itHET7 A TV U b 2T 2w 7759 RDLNTGE, AL
WEZ7 4o =7V vaF=v s LET,

Note

CAREEN 2 74 F a2 b—va i3 TiZr— RSN TWDHHE, Z0a~vy Rt 7va o T7,

|

crypto pki enroll name

Example:

Device (config) # crypto pki enroll trustl

AEHFEEOR BREHF S — R —ZEE S, == ID £33 7 A AGEHEEFRITLET, A EE
KIV—FDFQDN BLWIP 7 RLAZEDDEMNE I /e EOBRERE RO LN E T,

show crypto pki certificates

Example:

Device# show crypto pki certificates verbose trustl

. Xxa7izarIiqaXalL—arhAAFR
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FORIERREER L= — —1—F—2ionzEz [

TR v—nAA— =3[ ERED, AEHECHE T HRER R LET,

What to do next

o BsEA 7 a 2 L CEEWEZ A A b= T D EEOFANC W T, [PKIATO
RSA F—DER] Z2ZH LTI ZE0,

TORIIGBREZERA LY —N\—21—F B DRE

ﬁE A

Step 1

Step 2

?V&/VEEW}%%{E% Lfiﬁ‘%/ﬁ%jai(){l*‘ﬁ:*‘nuui@ }—»‘_E'%ﬁﬁnu—a—%) Tx@iﬂlﬁé’%ﬁ
L/\li‘g—()

Procedure

enable

Example:

Device> enable

FiME EXEC E— REZHMMCLET, a7 bR ERENEZ62 T —FREALET,
show ip ssh

Example:

Device# show ip ssh

SSH Enabled - version 2.0
Authentication

methods:publickey, keyboardinteractive,
password

Authentication Publickey
Algorithms:x509v3-ssh-rsa, sshrsa
Hostkey Algorithms:x509v3-sshrsa,
ssh-rsa

Authentication timeout: 120

secs; Authentication retries: 3
Minimum expected Diffie Hellman
key size : 1024 bits

BERESIN TV DB TN 2R R L ET, aEHE—AZEEOHH 2R3 5 121%. x509v3-ssh-rsa 7 /b
TY ZEANEKERHDEAR F—=T NI ALTHHZ LR LET,

tXa7iNarvIaFal—arhHAKR .
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SSH 32:E 0 X 5003 EFAE |

B ssuziEmo xsos o

SSH &

=RFEFH D X.509v3 :F AR ZE D :Z E I

NEL TSI E AN L — =B L O = A —REE OB 2R L E T,

ZoFITIR, = =FEAHOT Y 2NV GEWE 2T D 720 @D SSH Y — N —DiGE ik A s L
iﬁqo

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (conf-ssh-server-cert-profile)# server

Device (conf-ssh-server-cert-profile-server) # trustpoint sign trustl
(

Device (conf-ssh-server-cert-profile-server) # end

ZoWTIR, a—YP—ZaHO—F —DOF P H LR AR T 5720 SSH H— N — Dk E
HEERLUET,

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (conf-ssh-server-cert-profile)# user

Device (conf-ssh-server-cert-profile-user)# trustpoint verify trust2
Device (conf-ssh-server-cert-profile-user)# end

. Xxa7izarIiqaXalL—arhAAFR
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