X257 449 )L—TACL

* SGACL D EE, on page 1

et %=V T 47— ACL, on page 2

« Cisco TrustSec TOT /A ZGHGAEE Y > 7 580, on page 3
* SGACL L ¥ 2 Ji# H, on page 4

* SGACL = %> 7', on page 5

» SGACL & /L #5173, on page 7

* SGACL E=#— E&— I, on page 7

* SGACL D& IH, on page 7

« SGACL DX ¢ J7¥2, on page 8

* SGACL RV v—DEF=% 1 > 7 L F£IK, on page 20
¥ 2 VT 4 7 —TF ACL RV ¥ — DK ER, on page 21

SGACL O ## gE e i

RORIZ, ZOFY 2— /L THWTLHEEDY UV —2EHR E 7T v b7+ — L P R— MR ER

L7,

I HOBRIE, KRR SN TWARWRY , BAINZT UV —AUBEOTXTOY J—RATHf
Hcx%9,

J1)y—2 Hehe R &5 RA YR—rShBTS5Y b7+ —

Ls

Cisco IOS XE 26.2.1ea

SGACL: X =UT7 4 Z/L—
T EAayha—)L YR
~ (SGACL) HEREDH AR — |
NEANSINE LT,

Cisco C9550 >V — X A=— |k
AL T

TFaYT14YL—TACL .
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)=

HRER LR A

HYR—brEShBd3TS5Y b T4—
N

Cisco IOS XE 17.18.1

SGACL: X =UT 4 /)L —
A A =0 N = Ty R S
kN (SGACL) ZfliH+% &,

EHFIT, oY Tontt

X2 VT4 IN—T LT IR
LTWBY J—R TSN,
2 — P —PIAT T E DEAE
MT2R) o—%#EHATEE

R

Cisco C9350 >V — X A=— |k
AA v T
Cisco C9610 >V — X ZA=— |k
AA T

tXa1)TFT 44 )L—TACL

tX2VT 4 IN—F TR arba— YA (SGACL) ZHHT 2 & HHE L, #b
MToHNIEX 2V T4 TN—T LT 7EALTND ) Y —RTHSNT, 22— —REFTX
LA BT AR =2 TE £,

SGACLIZ, MERDIPT RV AL T 4 NFTIERL, ¥ X2 VT 4 IN—T X TIHKGFET DAT—
FUART 7 AHIHA = X L2 £,

SGACLRY v —%27ntya=r 7 3AERHE00E, UTFD 350880 £97,
R v —TFae Y a =,

P X ctsrole-based permission =~ > Rl L CSGACL AU v — % FETwER L E7,

cHIRY —TFrE Vg =,

SGACL 7R Y »—IZ, Cisco Identity Services Engine (ISE) 78 U v —# B RHEIC L > T—ILiz

EMBIUOBRESINET,
'Eﬁﬁ%% (COA) :

Cisco ISE TSGACL R U v —NH i SiLd &, Hr LR Y v —13 CoA Z4 LT TrustSec 7 /3
A AT v ad3NET, TRAZADT—F T L —r Tk, CoA X7 v MIFHLWARY 2—
NDEHSNEST, TOFB, SHRLIZRI—HHOEOICay ha— LT L —lizESH

\i—g’«o

SGACLRY >—%#FRALE-O—IILR—XDT7 U Xl

SGACL # i[9 25 L, #HIv ¥ ToNEX2 T4 N—TLT7 72T 5Y Y —R[THIN
T, 22— P —RETTEXET 7> a 2 IEHBCHM T E 4,
Cisco TrustSec KA A N T, R —DFEHIIMER~ N v 7 2L TERINLES, — T
OENITEE X2 VT 4 T NA—TFSN, b O ORI tex= V7 4 I —7FK5
NERENET, v ) v 7 20% BT, SGACLDJEFATE U 2 MM S 4L, Frw 0i%(E

. Fa T4 IL—TFACL
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Cisco TrustSec T SGACL OFI= ]

X2 T 4 N —T NS EDNE X2 VT 4 S — A BB 5y MRS b
MERR 23R & & E T,

WORNZ, 3 ODEHRIFHDZ—F —ma—)L L 1 DOERKLILEY V) — R eGSR
A A > ® Cisco TrustSec 4o/~ MU v 7 20 %R LET, 22— —DRBNFESINTHiL T —
IN—=~DT 7 A% 350D SGACL RV > —THIME L £,

Figure 1: SGACLR') 2 — < 1) 7 R D

| SGACL-A

Egress Policy permit ip
Role Destination e
(Security Group) | gerver X iy |
- .| sGacL-B

User A (10) SGACL-A . -
@ permit tcp src dst eq 80
5| UserB (20) SGACL-B = deny ip
(=]
@ | User C (30) SGACL-C

User D (30) o] sGACLC

permit tep dst eq 1433
permit tcp src eq 1433
permit tcp dst eq 80
permit tcp dst eq 433
deny ip

276898

Cisco TrustSec T0) SGACL O 7] &

A=Y= TNRNA R X2 VT 4 I N—TIZHO N T, ¥X2 VT4 I N—THTOT 7 EX
T A2 212X Y. CiscoTrustSec [T, B —/1_— 2D bR JITIRIE L7 T 2 & 24|1# %
FBELET, IPT RLRAIKGETHEROT 72 24U A b (ACL) &13#72 0 SGACLILZT
NRAATAT T AT 4 ZMHHLET, 2L, T ARNF Y NU—T NOFEEDGHFTIP T
%vx%?@itiﬁﬁfé*&ﬁf% a—L EMERRNBFEI T CTH DR . t#l)?4ij—

BEINZNWIEEZEW®WLET, L —Y—F I A AnBIMEIN5E. @tk
ﬂ'r: V7 4 TN —ICEY K THET T, ZA—TOERP™TICRINET,

DUTIER) O—EBE) Y —ADME

SGACLIZ, 77k R avru—nL 2 h U (ACE) O EEMSE2METs2Licky, 77
ﬁX%m%Aﬂ%Lif ACE OAEIL, (AN ORI X > THE S ET A, T,
WRDIP X—AD ACL £V & KIgiZb7e< 20 ET, 20— A_"—2DT7 Fa—F|2LD,
MG IR A T F U AN TINAENDTZT TR, Xy hT—T T34 ATTCAM 72 XD
N=RT =T U Y =A% X0 R TX £, Cisco TrustSec 1X. # K 5,000 ® SGACL 7K
Jo—%YR—hrLET,

Cisco TrustSec TOD T/ A REREE L) U4 :8H

FORA AN T T2, VB N ed—v o T 40— 2O PRI — "= b ¥
V7 4R =B REZE LET, 26DFT 31 A%, V780 %34T L. Cisco TrustSec 7 /3
A AIDICIFEDSNT, #ZYBT2V 0 78F2 VT 4R —Z@HLET,

Vo7 ORBEEA Y » Rik, 802X Bl £ /I TFEIFEALICER ETE £,
i 802 IX uL.n

TFaYT14YL—TACL .
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B scacLLv2imm

BTN AL, BRE— =X TR I NTZT A A D 2L ET,
o FHIREAE:
TNAAID X/ ETICTEITEHY M THLENRDHY £7,

FRAE — R —IZLL R OR Y — @2t L E 7,
* Cisco TrustSec 15 #H:
ETTNA AL DTy DX 2 VT 4 TN—=T 2T (SGT) OFFANZGHT o0 E
IMERRELET,
e 7 SGT:

ET7BBL TS X2 T4 70— 2HAILET, ET7REHEATOHRWEGSIE. 7
PNA APEZAE LT T _XTORT y MO SGT N AT S ES, 70 SGT (2
51 BTz SGACL BFAET D00 E 2 AR5 . T3 ADRRAE Y — X —IZIB D E sk
ZiEfE LT, BE SGACL #4562 03H 0 £9°,

o WO DA IYIRR -

RBERY) —DBENTHIREEZRLET, T35 2%, WRYIICRZ00CR ) —&
B ZEHTLIDLENDYET, ¥ v a2 E&8NERBABLIORY o—F—% 1%, HHHR
BN TWiaWgGE, V7 — MEICHAMA T 9,

Note (Cisco TrustSec 7 /31 A1, ik — =05 7 O 2R Y o — &2 RE TEARWIGEITH 2
T, "MNBROT 74NV N T I EARY) =Y R R— b T20LERHY T,

SGACL L 1 ¥ 2&EH

LAY 2 COEAIZ, A F—T7 A ZAF71Z VLANIZ SGACL RV > —Z@H L., &7y~
HEENDSGTICEASWTHEE 74NV EZ Y T 52 LickoTirbuEd, T2, HU
LAY2 RAALLVHTORIT AT — 3 LERTTRIZAR Y £,

IW—T Y RBEUVRSLAYF K 5T 4 v TOH SGACL 0)3& il
SGACL O5&HNXIP b T 7 4 v 72 ICEH ENE T2, @kl —7 4 v 7 EFAA v F
TENDNT T 4 v ZIZHEHTEET,
I—F 4 U E Tl

SGACL OEMIL IP BEICOABEHIN, WAL vTF (2 ziE, T4 ARV Ea—T3
VAL TFRNL—FT v RIR— "2 ZTT 7V BAZAL vF) Lo THEITENET, T u—
PIVIZEHINZT DL, LAY 3A v Z—T oA A (SVIZEL<) THBIMICHEIT SN ET,

« A v FENTZHAE:

. Fa T4 IL—TFACL
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Cisco TrustSec TOANEZ XU I H L UHAER .

WX, V=T 4 TENTWRWIE—DAAL v F L 7 RAAL HNOBEICKH LTiIThhE
7, WANWTX4/%VﬁéMéN&/%itiWANK%@ﬁH%ntﬁnmE%ém
Ay MZBHTEFET, 7270, VLAN Z EICHIRINCHE LT A BERH Y F7,

Cisco TrustSec TOANZ X9 B LUHAHEA

Cisco TrustSec Tld, AJJFX X7 LA OMAEDLEIZL > T, 778X HEHNEH I E
¥, W52 CiscoTrustSec K A A NZHIETDH L. AT, AL, BfE0®F2) 70 7/1/H
TG E AT D SGT I LT3y MoX 7 &4MNT £9, 04578 TrustSec K A A > ZiliiEd
L, ZOSGTIFZOEEMRFFEESNE T, WAL > R T, BT /31 A, {570 SGT & 48
KXV T 4 TN—TFS Gf T N—T4% 7 FE2IEDGT & bIFEN £ ) Oy 25l L
F, ZOHMEMLTI LT, BT 3A ZLSGACL RY >—~ FJ v 7 2Z2ZM L, W52
LizT7 78 AR —2iE L CHETE £,

Cisco TrustSec K A A > Cl, DD X 512 SGT D#E| Y 24T L SGACL DEHANETShE T,
Figure 2: Cisco TrustSec K A A > @ SGT & SGACL

— S SGACL enforcement
SGT=3

e

Cisco TrustSec | Web server

Host T S _/:'
user PC T N et
SGT imposition ———

187009

SGT BLOSGACL WA &Ny b7 a—id, RO L HIZFHFELET,

1. A b PCIL Web r— _"— {23 v b &EF LET, PC & Web ¥—3—[I Cisco TrustSec F
AA DA UN=TIIH Y FHAN, 7y FDsVA T Cisco TrustSec v U — 7 Z i L
\i‘a—c

2. CiscoTrustSec DN SJT /34 AL, /Ny b&EZfE L., @Bl —/3—IZ LV B A MPCIZEID 2
ToNEeEBY, X2V T4 7 —7FHS3DSGT ML £,
3. Cisco TrustSec /] 7 /31 A%, N7y "EMA L, BEILITNV—73 (KA K PC) LA

7”%7W(W%#*N%)A@ﬁ%%%@féS&WLﬁUV%%ﬁﬁbiﬁo7”%74
EN nuniE"j‘““/\“AL &> T Web ﬁ‘*—/*‘*%:%lj U \é,lyc bzt U T o 7\\/]/“‘7076#0

4. SGACL NB{s##n]4 5 &, Cisco TrustSec t /1 AA » FI1I 4~ by SGT ZHIR L C.
Web H— X—|ZHizik L F 9,

SGACLO > %

Cisco TrustSec 123317 % SGACL & ¥ > 7 TlE, SGACLIC—ET Al (5129 2 545 R 50 S
NET, SGACLu XU I INEHMT/2>TWDGAE, T3 AXUT O RE e ZIZiist LET,

cREEILB IO T 4 VN —T % T (SGT)

TFaYT14YL—TACL .
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* SGACL 7~ U 3 — D441

Ny hDTa harvgAS

e RTy NTHEITSNDT Vv ayv
X I F 7y g iEfl & D ACE I T&E 5728, FNHD ACE 1284537 v hOBR
a IR SIVE T, logxF—V— K& N B —F2H M D/ v M, syslog A v E— V%K
LET, TR, 5l kicnl Avye—UnRRESET, WU ACE M [E CRtEZ R o]
oy Nea ZIZiERT L, TS RO—EI U X OIS S, EOBIRPIKO LR — b
IZEDBNET,

0 X T EHEMCT AHI2IE. SGACL #X5E T ACE SERDAIIC log ¥ — U — R&EFH L£d, =&
z ¥, permitiplog ® X 92720 £9,

SGACL = X I REROEGE. T/NA ANS T T4 T h~DICMPE R A v —1%, IPv4B
FOVIPV6 7’1 F a /UIZOWTITREE S NE A, 272, 7274 T 2 EBT /N 2D ICMP
IBEA =T e S SN E T,

WAZ, IREILE B D SGT, ACED— ([ FmidfidF7 7y ay) . BXOWre bz, -
% ¥ TCP, UDP, IGMP, BLWICMP {E#HE KR T DV T a2 L ET,

*Jun 2 08:58:06.489: %C4K IOSINTF-6-SGACLHIT: list deny udp src port log-30 Denied
udp 24.0.0.23(100) -> 28.0.0.91(100), SGT8 DGT 12

SGACLOX > B LUV A v t— Ul

FTONA AL, BEHETP 77 A Y A2 N EILSCGACL IZ X » TH W £ 723w S » Mgl
THOT A=V ERTEET, X7y R SGACL = U &8+ 570N, TH#®A >
T—URar VR ENE T, I MIRIREND A v =T OEIL, syslog DT
% Hl#H4 % logging console =~ > K& L CEBLL £,

SGACLE X 7%, 15 hcmne X 7 L— k&I fEI29 5 NetFlow ~— KU = 7 2[4 %
EoTERENE L,

IO/ RBSGACL=> M & MU H—F 5 &, 7a—MEW S, NetFlow % A A7 7 b
WZESNWTRF U INFEITINET, XA L7 0 MERIE, E7 277 4 777 m—04513 30
. 72747 k7ue—05EX1 5T, ZOEVIOMEOIE, BEo/ 7y NI k&
NTHELGEN, 5T LlcuaX o Ay —URNEmEnEd,

#Fu 7 A yE=UIZiE, ROWNENEGENET,
TRV RN
o Ny R ST, A S
CIXfETCIP T LR EBELIP T RLR
cANAVE—T AR
it 5 IR CIAE T DaF ] E723E R Sz v Fo%

. Fa T4 IL—TFACL
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seacL it [

SGACL /L4 :T1E3R

SGACL BV &ial ik CTlix, SGACL AV v — i HIZB 3 2 afa 7z nf ittt s v 4,
~ U w7 A&, #4570 SGT L4656 SGT OXT Nk S, FLizznso s/ v—7H<T
W ESNAMRZELET, HHHIL. % SGT X7 D SGACL IZ & » THFAl £ 135w Sz
v heERTREALIDEOEEMERE R RN T ET,

show ctsrole-based counters =~ > R&MH L CRIRTEHEAD BT L D) SGACL 4 mﬂﬁ
I Z T, showip access-list sgacl_name ==~ > K% L T ACE#isHEM b KR TE £9, =
HUIZOWTIBIRREIZLED Y /A,

Iz, showipaccesslist 2~ REMH L CACE D V> hERRTHHE2RLET,

Device# show ip access-control deny udp_ src_port_ log-30
Role-based IP access list deny udp src port log-30 (downloaded)
10 deny udp src eq 100 log (283 matches)

20 permit ip log (50 matches)

SGACLE=%—E—k

SGACL & =% —%&— K&, Cisco TrustSec D7 7' 1A A2 M 7 = — AR &S TEY |
HEZX, X270 R v—2HHETICEX =2V TRV o—%2 T A NTEET, _@:E*“
RNiX, EEBEOBHANHIG SNDENIC, RY —PNEE EB 0 ICHET 5 Z & 2R 2 OIS0
HET, R V—NEMENTZEBITHELR2VWES., T=X—F— FCHREA B HICEE L
TBIETEET, ZAUCkY ., BHBAHCRLINC, RIET 7B AOHERREOEF 2 T 1
BN S ET,

E=H U 7%, SGT-DGT GEFILI N—TH T L5t I N—T4% 7)) X7 L~ULCTHfEL E
9, SGACLE =4 —F— RBHMIR->TWDIGE, R —HNOHET 7 v aix, T3 A
DITA L H—RTHAE LTHRONET, ZhICkY, SGACLZ 2 Ltuax o 7zl R
= DOFHE~ORREIEN RS, WHNRT 7T 4 TRGEICEERED X DI S D DA
IRSNET, E=F—WNEZOT X TOMGENHI SNDLTeD, TARNT 2—ADOMIZH—E AN
TS Z EiEH Y FHA,

SGACL D #|#V=18

ROGIRIFIERNT X TDO AL v FIZHWH S ET,

o N ]\“'7;770)%]5&' \Zd& D, CiscoTrustSec SGACL [I/"— R =7 D3k (CPUNRT U R)
NT7 4y 7 CHEATEEEA, Y7 MU =T TOSGACLDHEMIZ, AA v FAAA v & —
ZxAA (SVD . LA ¥ 2EILDVLA ¥ 3D Location Identifier Separation Protocol (LISP) |
BLONW—T Ry 7 L8 —=T x4 AD CPUND YV Rilifs T ANA SASNET,

«SGACLRY > —%E+T AR, IPN—2 3 % IPvA F 7213 1Pv6 20 5 JEMAE (IPv4 & TPv6
OWJFIZHE) ([T Lzga GESLFEBE) . IPv4 & IPV6 (2395 SGACL RN U o —I3 %
B VRFA VX —T A AN LTREIIF T a— FEINEFA,

TFaYT14YL—TACL .
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SGACL M7

SGACL R') &—

Procedure

Step 1

Step 2

t¥ayFsL—TAcL |

* SGACL R U v— *’Liﬁ“éli%% 2, BEAED P N—T a3 U EAMMO/S—T 3 > (IPv4 721X IPv6
FIT KA (A LA (U B [HEE . RADIUS Zf# ] L T Cisco Identity Services
Engine (ISE) 75 DR A4 H <COA> BRI TEERFA, ROV, SSH ZMH L T cts
refresh policy =~ F&947 L, FEITRY —%2HHLET,

sdenyall #7 74V vT7 7 v ar 325 SCGTiFAET VEMHT2HE, 74 ADY v—
F4%1Z Cisco TrustSec AR U 2 =N ISE H— =N ORI T om— RENDH 2 EXH Y F
R

INENEET DI, T ATHNAY >—%2ER L E T, denyall 47> 3 VUANEH S
TWAELETH, BARY —JlEEZF T LET, ZHUTEY, T34 AL ISE r—r3—
MHRY —HF Ty rm— L, ERBINEHHARY >o—% EEETEET, 731 A SGT
T, Fa— ) ar7 4 F¥al—yalry®T—RTROa~v ReRELET,

* ctsrole-based per missions from sgt_numto unknown

* ctsrole-based permissions from unknown to sgt_num

ROHIZIZEIED Cisco C9610 ) — X ZA~v— AL v FIZHBHINET,

« WU ACL & >~ s %1% @ SGACL E/VHEIR & SGACL 7 7 /v MER O FIZfFHT5 =
LlIxTEEHA, bz, T7 40 FOMERIZEAG D ACL D > FEFHLET,

SERE

LRt 272 3 Tl SGACL ICMT 2% e ARgt UE 4,

=JL = O
SUE O X
SGACL RV 3 —%HEL TAX—TNICT BT, ROFIEEFETLET,

SGACL R U > — D I%, FIZ Cisco Identity Services Engine (ISE) dO7R U o —EFHIEEEIZ L - T
KITTHLEPRDH Y F7,

SGACL RV ¥ —KE& D Z 7 11— RIZ Cisco ISE THD AAA Z{fi[f] L7245 1E. SGACL D~ v
LR —EFHTHRETCEET,

Note

CiscoISE B XA F I v 7IZF v ra— RENT SGACL AU ¥—id, Bidou—hLERZIN
2RI =X b ET,

N—F vy RAR— DS 8T 7 4w 7128345 SGACLR U > —DiiFH 2G04 5121, [SGACL
RY S —O#HD T 0 — ViG] £ 73 a SRS TWAS X 51T, SGACLR Y 2 —ii
HEHMLET,

. Fa T4 IL—TFACL
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Step 3 VLAN NDAA v F T ENT T 7 4 v 7 E£720E VLAN ICEBEATT Gz SVIIZiZIE S D
N7 74> 712 LTSGACLAR Y v —DiHZ AT 521X, [VLANIZXT % SGACL R Y
—OEHOFEI] B > a OB T, FFE D VLAN 2k LT SGACL R U v —0Dii
HEAMC L ET,

SGACL-RY) o—i@RAOT a—/\JLEFzhL
Cisco TrustSec A X —7 M LT-)—FT v R 4 #—7 = A 2T SGACL RV > —D5a# % 7
O — A =TT HDERH Y £9,

N—F v R A B —TxAAD SGACL R Y > —Dihl % A R—7 T HI121T. IROVEEZAT
b\iﬁ‘o

Procedure

Step 1 enable

Example:

Device# enable

FiME EXEC £— REFINC L ETS

Ta T ERRRINTZHNRATY—REANLET,
Step 2 configure terminal

Example:

Device# configure terminal
Jua—s gL ar7 4 ¥alb—vary®w— REBLET,

Step 3 ctsrole-based enforcement

Example:

Device (config) # cts role-based enforcement
=T v R A 4 —7 = A AT Cisco TrustSec SGACL R U — Dt 2 L £,

Step 4 end

Example:

Device (config) # end

Jua—s ) ary7 4 Xalb— gy T— FE4%&T L, ¥l EXEC T— RIZRY £7,

AR —T A XRZEDSGACLR) L—EHDBERL

Cisco TrustSec A X —7 /W Liz/—FT v K £ Z—7 =4 AT SGACL N U > —Digihl & 7
0 — XU CA F—T T HDENRDH Y £97,

TFaYT14YL—TACL .
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

N—F v R A B —T A AD SGACL RV > —D5iil 2 A % — 7 MZT BT, IROEEEAT
b\\i‘a_(]

enable

Example:

Device# enable

FME EXEC E— REHM L ET,
Tur T IRERENTZHNRAT—REA N LET,
configureterminal

Example:

Device# configure terminal
Ta—r ) ar7Z 4 Xal—vary ET— RREHEBELET,
inter face type slot/port

Example:
Device (config) # interface gigabitethernet 6/2

AV BT 2 RAEHEL. A X —Tx2f A AT 4 X2l — gy F— REMEBELET,

ctsrole-based enforcement

Example:

Device (config-if)# cts role-based enforcement
J—T v K A 25— = A AT Cisco TrustSec SGACL K U > —Dufitfil & A x—7 Mz LET,

end

Example:

Device (config-if)# end
A B =Tz A AT 4 F¥alb—ar ET— REK&T L, it EXEC E— FITRY £,
show platform software fed [switch] [active | standby] sgacl port

Example:

Device#show platform software fed switch active sgacl port | i Port|6/2

(A7 ar) A H—TxA AT Cisco TrustSec SGACL R Y > —iHH D AT — X A &R IR L
=

. Fa T4 IL—TFACL
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VLAN T® SGACL R >—i@RA DB

Procedure

Step 1

Step 2

Step 3

Step 4

VLAN WD AL v F o 73N b7 7 4 v 7, F£720E VLAN AT S 7z SVIIZEEZE S LD
N7 4w 7 LTT 78R 2y bu—va2EHAT 2I121E, FieE® VLAN (23 LT SGACL &~
U —Duil A 32— M T H0ENH Y 9,

VLAN F£7-1% VLAN U 2 FJT. SGACL RV > —DuilZ A4 32— NIZT BI121%. IOEE%
ﬁVI‘b \\iﬁqo

enable

Example:

Device# enable
Fit EXEC E— FEHRICLET,

Tur T MRFIRENTZ LAY = REANNLET,
configureterminal

Example:

Device# configure terminal
Ja—s\ L ary7 4 ¥alb—iary T— REHEBLET,
ctsrole-based enforcement vlan-list vian-list

Example:

Device (config)# cts role-based enforcement vlan-list 31-35,41
VLAN F721Z VLAN U & kT Cisco TrustSec SGACL 78 U v — D % A x—7 Wz LET,

end

Example:

Device (config) # end

sua—r L ary 74 Xal—ay EB— RE&T L, FitE EXEC E— FIZRY £,

2w FJ—59 FI/NAf AT Cisco TrustSec X 7—4% X DIE:R

Procedure

Step 1

S U —27 F /34 AT Cisco TrustSec D AT —H A ZTERT A%, IROFIEEZFEITLET,

A B —T x A AT Cisco TrustSec (CTS) B — /L _X—REHA T —FZ 2 %2R L £,

Example:

TFaYT14YL—TACL .
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. Yy FT—4 T84 X TO Cisco TrustSec X 7 — 32 X DFE:R

Step 2

Device#show platform software fed switch active sgacl port | i Port|1/0/23
Port Status Port-SGT Trust Propagate IngressCache EgressCache
Tel/0/23 Enabled 0 No No No No

A B =T 2 A AT —N_"—RAWHHFREEHIFRT D E. HID status 7 4 —/b RiZiL pisabled
ERRSINFET,

A B —T =2 A ATOFEN SGT, MACsec 55, 721X SCGT A T4 FX v JICHEL
CTS REDAT —H A ZWERLET,

Example:
ZOBITIE, I SGT A v Z—7 = A A Tel/0/12 THESHTWET,

interface TenGigabitEthernetl/0/12
description lan interface
switchport mode trunk

cts manual

policy static sgt 8000 trusted

show ctsinterface =~ > FOHBIZIE, FDOA B —T = A ZIZDOWT CTS is enabled & FR S
nET,

Device#show cts interface tel/0/12

Global Dotlx feature is Disabled

Interface TenGigabitEthernetl/0/12:
CTS is enabled.

ZOBITIE, A F—T7 A A Tel/0/23 121X, #1) SGT. MACsec 554k, F721L SGT 2B L
TERRENRD Y E . TDOTD, A X =T oA ATR—AR—=ZAOBAPENIT/2>TOTH,
< FHEJJIZ crs is disabled & BRI FE T,

Device#show cts interface tel/0/23

Global Dotlx feature is Disabled

Interface TenGigabitEthernetl/0/23:
CTS is disabled.

L3 IPM: disabled.

ZOEIFA A —T 2 A AVLAN ThHE U TT, ZOHTiE, VLAN1035 TH—/L_X— 2Dl
HAREC 2> TWET, 1T, showctsinterfacevlan 1035 =~ > R JJIZI1Z cTs is disabled
LRRENET,

Device#show run | i cts role-based enforcement

cts role-based sgt-map vlan-list 1044 sgt 8

cts role-based sgt-map vlan-list 1035 sgt 13

cts role-based enforcement

cts role-based enforcement vlan-list 1030,1032,1035,1044-1045,2047

Device#show cts interface vlan 1035
Global Dotlx feature is Disabled
Interface V1anl035:

CTS is disabled.
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Step 3

v T —% F 34 A TO Cisco TrustSec X 7 — 43 A DFEER .

L3 IPM: disabled.

Note
show ctsinterface =~ > R T TliE, CTS B — A _R—Z2ADWMHANA v X —T =2 A ATT I T 47
W27 TWAENE I MBRINFEEA,

2= _X—=Z2ADWHN T a— v, A X —T 2 A4 ALY, VLAN L~L Fi3inb T
TOL YL THIZR > TOWHIEETYH, showcatsinterface<> <> ROHHIZIE, Znbown
FTHMNIEHE LR EDA LV Z—T 2 A ALV TRESNTCWABEEIZDI, cTs is enabled
ERRSNET,

« H#f SGT
« MACSec 551k

*SGTA»TA v ZxX T

CTS AN R > TWABA v H—T =2 A ADOWMELEZF /R LET,
Example:

ZOWHTIX, A F—7 = A A Tel/0/23 T role-based enforcement RGN > TV TH, a~v
R IZEDA o H—T = A4 RIRRENEF AL

Device#show cts interface summary

CTS Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache
Critical-Authentication

Tel/0/1 MANUAL OPEN unknown unknown invalid Invalid
Tel/0/12 MANUAL OPEN unknown unknown invalid Invalid

# SGT. MACsec 554k, F/ZIESGTA v ITA VXX TIWCEAB LIZRENA v X —T = A A
IZHAET B4, showctsinterface =~ RO I F DR EDA 2 —T = £ A —EEIRE
nEJ,

interface TenGigabitEthernetl/0/23
description lan interface
switchport mode trunk
cts manual
policy static sgt 8000 trusted--->static sgt configuration

Device#show cts interface summary

CTS Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache
Critical-Authentication

Tel/0/1 MANUAL OPEN unknown unknown invalid Invalid
Tel/0/12 MANUAL OPEN unknown unknown invalid Invalid
Tel/0/23 MANUAL OPEN unknown unknown invalid Invalid
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SGACL E=42—EF— FDRE
SGACL £ =4 —%F— N&@ET HI121E, IROTFIMHEZFIT LET,
Before you begin
SGACL £ =% —%— F&RTET DT, RO [aER LTI ZEu,
» Cisco TrustSec 2ZHZ 2> T D,
AT I PETIL o TN D,

Procedure

Step 1 enable

Example:

Device# enable
FiHE EXEC E— REHRIC L E T,
Tu T RRRRENTEBNRAT = REASLET,
Step 2 configure terminal

Example:

Device# configure terminal
Ja—sYbar 74 Xalb—vary - Rl LET,
Step 3 ctsrole-based monitor all

Example:

Device (config) # cts role-based monitor all
Ja— =R —F— REHEMMLET,
Step 4 ctsrole-based monitor permissionsfrom {sgt_num} to {dgt_num} [ipv4 | ipv6]

Example:

Device (config) # cts role-based permissions from 2 to 3 ipv4

IPv4 £ 7213 IPv6 1 — /L _— 27 7 & 2 ) 2 b (RBACL) DEFE=F —F— REZHMLET,
esgt num: X2 VT 4 S —TFH T
e dgt_num: 3T N—T X T

Step 5 end

Example:

Device (config) # end
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seacL KU o —nFagz [

Ja—rLary 7 4 Falb— gy B— RE&T L, M EXEC =— RICTRY 9,

SGACL R') > —DFENEE

AR N—T 4 7 (SGT) L5/ N—7"4%7 (DGT) OHMPHICEH S b — L _X—2DT
7B ZEHY A N (ACL) 1%, ) M7 7 ¢ v 72 4% Cisco TrustSec AR Y & —Th %
SGACL IZ72 0 £9, SGACL RV v —Z & T 2D SN DT 7' —F 1L, Cisco Identity
Services Engine (ISE) DR U v —4BIHkRE & i H -5 77k Td,

o—Hh v (F8) BETIE, 2— A _"—ZX ACL ZE L. Fh%E SGT O DI S»A v R
TEFET, ZOMRICEY, TAAATHET 78X a2y be— AR —2ERLTHATE
ij—o

B

Note (Cisco ISE 22 HFIIZ A 72— K& SGACL R Y > —id, FETHESNT-RY —L s
TAHYE. Thne LEEXLET,

IPv4 SGACL 7R1) > —D:%E &i1E A
IPv4 SGACL RV v —% 302 L CHEM T 212X, ROFIEEFATLET,
Before you begin

SGACL 8 L O'RBACL i E ¥ 5¥G. #AEiffE7 7k A= fa— U Ak (ACL) 17V
77Xy NTHELIDLENDY £,

Procedure

Step 1 enable

Example:

Device# enable

FitE EXEC E— RN LET,

Ty IRERRENTELRAT - REANLET,
Step 2 configure terminal

Example:

Device# configure terminal
Jo—n)ar7 4 Xal—vary T—REMHBLET,
Step 3 ip access-list role-based rbacl-name

Example:
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Step 4

Step 5

Step 6

Step 7

Device (config) # ip access-list role-based allow_webtraff
RBACL #/E LT, B— b _X—ZAACL 2> 7 4 Fal—ar ET— REMHELET,

{[sequence-number] | default | permit | deny | remark}

Example:

Device (config-rb-acl)# 10 permit tcp dst allowed in extended named access list eq 80 dst
eq 20

RBACL 7 7 A av hra—) = kU (ACE) #4EELET,
WERAHIMNET 7 8A VA arv 74 Xal—vary = TR a~r RIS
varyORED T, BETBIOMILET 4 — FEERK L T TE 7,
KD ACE ¥—U— RIHHR— I THEEA,
» reflect
* evaluate
* time-range
exit
Example:

Device (config-rb-acl) # exit
RBACL ZfEK LT, 2— /L _X—XACLa 7 4 X2l — g F—RFEHEBELET,

ip access-list role-based rbacl-name

Example:

Device (config) # ip access-list role-based allow webtraff

g— )L _R—ZACLa 7 4 FX¥al—yaryB—FRE&TL, ZFe—)L a7 4F¥al—g
v E—=RIZRY £9,

ctsrole-based permissions {default | [from { sgt_num| unknown} to {dgt_num|unknown}] {rbaclsipv4
rbacls}

Example:

Device (config) # cts role-based permissions from 55 to 66 allow_webtraff

SGT & DGT % RBACL IZ3A4 > RLEd, ZOKEIL, CiscoISE TRTE SNIMER~ R v 7
AT —=H B ANNTDHZ LT ET,

e default: &7 4/ FOMER Y 2 b,
e sgt_num: 0 ~ 65,519, EFILITN—T X7,
e dgt_num: 0~ 65519, ST N—T %7,

s unknown: SGACLt X = U T 4 7 —7 GEEICEITLL) ZEE TERWAATr v MZ
HHENET,

«ipv4d: RBACL A IPv4 THDHZ LR LET,
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Step 8

ipvs seacL 1 o —oiz ]

* rbacls: RBACL D4 Hi,

end

Example:

Device (config) # end

Jua—)L a7 4 FXal—arT—RRE8 T L, B EXEC E— NIZRY £97,

IPv6 SGACL 7R') > — DL E

Procedure

Step 1

Step 2

Step 3

Step 4

IPv6 SGACL R U ¥ — & FE)TRET DL, ROEEEITHNET,

enable

Example:

Device# enable
FitE EXEC E— RN LET,

T INRRREINTELNRAT—=REALET,
configureterminal

Example:

Device# configure terminal

sua—rb ar7 4 F¥al—varyE—FEHBLET,
ipv6 access-list role-based sgacl-name

Example:

Device (config) # ipv6é access-list role-based sgaclname

B AT Z IPv6 SGACL Z/E LT, IPv6 B — /L _— A ACL 2> 7 4 ¥al—3 32 T— K&
BLET,

{permit | deny} protocol [dest-option | dest-option-type {doh-number | doh-type} ] [dscp cp-value] [flow-label
fl-value] [mobility | mobility-type {mh-number | mh-type}] [routing | routing-type routing-number]
[fragments] [log | log-input] [sequence segno]

Example:
Device (config-ipv6rb-acl) # permit 33 dest-option dscp afll

RBACL D7 7+ A 2> fu—yL > Y (ACE) ##ELET,

WHRLZHIMEXT 782 VAN vy 74 Xal— gy B— RCflifagera~y RBLOA T
va ORI, EEICB LU T =L FEAK L T T 97,
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Step 5
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L—DiEA

KD ACE F—U— RiFHFR—hr SN THEFA,
« reflect
 evaluate

« time-range

end

Example:

Device (config-ipvé6rb-acl) # end

IPv62— /L _X—ZACLI> 7 4 Xal—31arE— RE4KT L, BHEEXECE— NIZRY £,

FEITH SGACLR) >—DiEH

Procedure

Step 1

Step 2

Step 3

Step 4

FITSGACL RV > —%#HT 5121, ROEEEITVET,

enable

Example:

Device# enable

R EXEC E— REHC L ET,
Ta T INREREINTEZERRT—=REATLET,
configureterminal

Example:

Device# configure terminal

sa—r L ar7 4 Xal—varyET—ReBELET,

ctsrole-based per missions default [ipv4 | ipv6] [sgacl-namel [sgacl-name2 [sgacl-name3 ...]]]

Example:

Device (config)# cts role-based permissions default MYDEFAULTSGACL

T 74V MSGACLZEZFRE LET, T 74/ b ARY —FHRI72ARY O—RNEE LS =
V7 4 V=DM GEICEH S ET,

ctsrole-based permissionsfrom {source-sgt | unknown} to {dest-sgt | unknown} [ipv4|ipv6] sgacl-namel
[sgacl-name2 [sgacl-name3 ...]]]

Example:

Device (config)# cts role-based permissions from 3 to 5 SRB3 SRB5

SGT B LO'DGT (2 H 45 SGACL #fsE L7,
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« source-sgt: #PHIX 1 — 65533 T,

« dest-sgt: #PHIZ 1 — 65533 T,
o from: {570 SGT #igE L £,

sto: ARV T 4 =T ERELET,

seacL KU > —0nE#

e unknown: SGACLt X =V T 4 7 /—7 GEEILEITLE) ZEE TERW ATy MZ
AN ET,

Note

« 77 /L M T, SGACLIZIPv4 THD L RAINHET,

s ACS B EICHE 7 v u— RENT SGACL R Y > —iX, BEOTEARY > — L HELX
nEJ,

Step 5 end

Example:

Device (config) # end

Jua—sUL ar 7 4 Xalb—ay B— FEK&T L, Fitk EXEC T— FICRY £7,

SGACL R') > —DEH

SGACL RV > —&HHT 51213,

Procedure

RDZ A7 2 FATLET,

Command or Action

Purpose

Step 1

enable

Example:

Device# enable

Yi#E EXEC T— F&EAIC L £,

T T ERRINSNIZHNAT — REA
jj ]\/iﬁ—o

Step 2

ctsrefresh policy {peer [peer-id] | sgt
[sgt_number | default | unknown]}
Example:

Device# cts refresh policy peer
my cisco_ise

FEFH— =735 D SGACL AR U > —DRfl
B 7wy va®mEfTLET,
o peer-id NIEE I NDIGE. THEIh
T ESGICEETARY —7EF R
U 71/‘)71 éhi‘a—o

FTRTOETRY =2 HH§ 51T
X, ID Z¥55%E L72\\ T [Enter] 24 L
£9
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Command or Action

Purpose

*SGTH/H I NIRRT SN TV DHIEE., £
D SGT IZHHET DR Y =721 03 Y
TlyvaE&nET,
e T RTHOSGT RV > —% VU7
Ly a3 HI2i%, SGTHS%
e ER T [Enter] 247 L £ 7,
« T 7 3L MRY —ZHHTHIT
X, default Zi#4R L £,

R Y S— & W HT 5 I
unknown %384 L E 9,

Step 3 exit

Example:

Device# exit

M EXECE— RA& T LET,

SGACLRY) O—DE=R ) T &FER

avy kR

At AR

show ctsinterface

A B —T 2 A ATOHNSGT. MACsec 51k, F7-1XSGT
AT AR TICHE LT CTS ERED AT —F A% KN
Li—é—o

show ctsrole-based counter s[ipv4
lipve]

IPv4 35 LTV IPV6 A X kDT _T D SGACL i ] D &5 15 4R
ERRLET,

show ctsrole-based per missions

RBACL B X T DR =R R LET,
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tHay7csn—F ALKy s—oizs [

avy kR

At AR

show ctsrole-based per missions
from {source-sgt | unknown} to
{dest-sgt | unknown}] [ipv4 | ipv6
| details)]

SGACLRY L — X7 LpE=F —F— FHRsICT 55
MEFRRLET,

SGCTDCT XTI L TEALTEDE=FZ—F— RBFRIT -
TWAEE, a~ry R hnErshEd,

e XF—TU— REMHEITIEE LT, #FFal~ )7 2O
F—HERRITEET,

s from¥—"TU— RE2HIET DL, MR~ N v 7 2D
NERRINET,

ctoF—U— REHIETD L, R~ MY v 7 A7
ToRShET,

cfromBLPtoF—TU— REEIETDHE, R~ MY v
I AEMRBRRIRSNET,

o from BEL W to F—TU— FRBIREINTWDIGE.,
R~ bV w7 205 1 DOBABERSI., details
F—U— REMFHTEET, detaills PASTIND L,
1 2O/ SGACL ® ACE BNE/RENE T,

show ip access-lists{rbacls| ipv4
rbacls}

T _XTOHORBACL £ 721348 S/~ RBACL D ACE # &/~ L £
KR

show ctsrole-based per missions
default [ipv4 | ipv6 | details]

FI7 I IRY S —DSGACL DY A MR RLET,

show platform software fed
[switch] [active | standby] sgacl
port

A v H—T = A ATD Cisco TrustSec SGACL 7R U > —i FH D A
T—HAERKRLET,

X2 YF 45 IL—TACLRY) —DREH

DB a Tk, SEIFE2RSGACL RY > —0FEW 2~ LET,

Iz,

Device> enable
Device# configure terminal

. SGACLK') S—BRADT A—/NILIEEMK

SGACL RV v —miH %z 7/ a— G 3nc3 a6 % 5 LET,

Device (config) # cts role-based enforcement
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B 5 s—ozrzxccoseac Ry L —EBROEML

Bl: £ 28— RZEDSGACLARY —ERHDOENL

WIZ, A B —Tx2A AT EIZSGACL R Y > — D HEZA T A4 2R~ LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# cts role-based enforcement
Device (config-if)# end

f5: VLAN [ZX19 % SGACLK!') >—EADEMIL

XIZ. VLAN T SGACL RV L —oEHEHEMT A0 E2 R LET,

Device> enable

Device# configure terminal

Device (config) # cts role-based enforcement vlan-list 31-35,41
Device (config) # exit

5. SGACL E=2—F— FDiNE
WIZ, SGACL =4 —F— R&&ked 20z nrL £,

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config) # cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00
Details:
Role-based IP access list denytcpudpicmp-10 (downloaded)
10 deny tcp
20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based counters ipv4

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW Permitt SW-Monitor HW-Monitor
* * 0 0 8 18962 0 0
2 3 0 0 0 0 0 341057

f3l: SGACL7KR') > —DFENETE

Device# configure terminal
Device (config) # ip access role allow_webtraff
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10 permit tcp dst eq 80

20 permit tcp dst eq 443

30 permit icmp

Device (config-rb-acl 40 deny ip

Device (config-rb-acl) # exit

Device (config) # cts role-based permissions from 55 to 66 allow webtraff
Device# show ip access allow webtraff

Device (config-rb-acl
Device (config-rb-acl
Device (config-rb-acl
(
(

) #
) #
) #
) #

Role-based IP access list allow webtraff
10 permit tcp dst eqg www
20 permit tcp dst eq 443
30 permit icmp
40 deny ip
Device# show show cts role-based permissions from 50 to 70

f5]: SGACL @ FEhiEH

KIZ, SGACL ANV ¥ —Z FE) T4 20 27n L £7,

Device# configure terminal

Device (config) # cts role-based permissions default MYDEFAULTSGACL
Device (config) # cts role-based permissions from 3 to 5 SRB3 SRB5
Device (config) # exit

f5: SGACLR') >—MDFRR

WIZ, EXa2 VT4 IA—T 300 ESINT- T 7 427D SGACL AR Y —DFn[~ hU o
ADWNEERRTDHH 2R LET,

Device# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:
SRB3
SRB5

Role-based permissions from group 3 to group 7:
SRB4
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