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» Cisco Enterprise Policy Manager (EPM) :
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TH¥EEIN/ZIPv6 7 R LA,

2. CLI Z{fH] L T ROMmon 7 7 A /L & #izi%k L7254 @ upgrade =2~ > R DHi:
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SGT £ & U SGACL O IPv6 H7R— F 5 ET DA%

DT g TiE, SGTBLSGACL @ IPv6 ViR — &R ET DI ONTE LE T,

IP-SGTNA VT4 VTRADIPV6 7 FLADEE

SISF |&, IP-SGT NA T 4 7 THEHT % IPv6 7 R L A& 2283 HHkRE T,
IP-SGT A »F 4 THDIPv6 7 KL A& BT HI1201%, IROZ A7 ZHEELET,

Procedure

Step 1 enable

Example:

Device# enable
Rt EXEC E— REHRNZLET,
Tur 7 MRRRENTZ LAY — REANSLET,
Step 2 configure terminal

Example:

Device# configure terminal
Jua—s ) ar7 4 Xal—yarET—REHELET,
Step 3 ctsrole-based sgt-map host-address/prefix sgt sgt-value

Example:
Device (config) # cts role-based sgt-map 2001::db8::1/64 sgt 120

7" A K & 721 Virtual Routing and Forwarding (VRF) A > A% > A®D SGT |Zi%{5 6 IPv6 7 K LA
EFH Ty LET,
Step 4 device-tracking policy policy-name

Example:

Device (config) # device-tracking policy policyl
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THNAARNT X TEIZL, TAA AT X TFEE— REHIBLET,
Step 5 tracking enable

Example:

Device (config-device-tracking) # tracking enable
N—=FTT 7N ID T xR —% EEELET,
Step 6 end

Example:

Device (config-device-tracking) # end

TNRAARNT XU TEET— RELKT L, $M EXEC T— FIZRY 7,

O—AILNNA T4 0T ZFERLIIPWIP-SGT/NA T 4 VT DEE
O — NN T 4 TG LT IPV6 IP-SGT NA VT 4 VT HRET DL, IRDE AT %
FHITLE T,
Before you begin

s T — NN A T 4 7 TIE, SGT fEilX Cisco Identity Services Engine (ISE) /254 71—
RENET, SOV TIE, V2R3 ¥Fa )T 4 =T T 2782 R —DOFE]
EZH LTS EEN,

«IPv6 7 KL AZART DEIIC, SISF ZHMI L TAN L TEBLDERH Y 7,

B

Note - > % =%~ i, Cisco Identity Based Networking Services (IBNS) /3—<0 3 > 2.0 2/ L £,

Procedure

Step 1 enable

Example:

Device# enable

KM EXEC E— REHRIC L E T,

Ta T ERRRINTZHNRAT—REALET,
Step 2 configure terminal

Example:

Device# configure terminal

Ja—\)y a7 4 Fal—yalrE—ReMilLET,
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

O—HLNAS 2T 4 25 %EB LT IP6IPSET 31 7 1 vz [

policy-map type control subscriber control-policy-name

Example:

Device (config) # policy-map type control subscriber policyl

MAEZEE Yy a AT L THBIARY —2ER L, GHHRY —~y 7OEE— F2Mif L%
j—o

event session-started match-all

Example:

Device (config-event-control-policymap) # event session-started match-all

AT SNTGAEICHBER Y o—DT 7 v arE NI T—FT5A_X XA TEigELE
j—o

priority-number class always do-until-failure

Example:

Device (config-class-control-policymap)# 10 class always do-until-failure

FHE 2 T ABREHARY >—NDO 1O LT 7 v a VCHEHT T, T v a VR v—w
TOREET— REMBAELET,

ZHTATE I 7 5 A B mHNCE#E L ToD, 207 5 X% control-class-name 5 |3t 21 ] L T
TOHLENHY £7,

action-number authenticate using mab

Example:

Device (config-action-control-policymap) # 10 authenticate using mab

fRESNTZAY vy FEMH LT, IMAFEy v a VORAEZRIG L £,

exit

Example:

Device (config-action-control-policymap) # exit

T va AR Y) vy TREE—REKT L, Fr— a7 4 Fal—a s E—FR
WZRY E,

inter face gigabitether net interface-number

Example:
Device (config) # interface gigabitethernet 1/0/1

A UB =Tz A AERE L, A F—T oA AREE— FEHHELET,
description interface-description

Example:

Device (config-if) # description downlink to ipvé clients
RESHIEA v E—T 2 A ZZHOWTHM LET,

switchport access vlan vian-id
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Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

Example:

Device (config-if) # switchport access vlan 20

AVE—T 2 A ADT IV HAE— R EREL, A1 VF—T oA ANRT IV EAE—RDLEZD
VLAN %% € LET,

switchport mode access

Example:

Device (config-if) # switchport mode access
N X T E—RET 78 AE—RICRELET,
device-tracking attach-policy policy-name

Example:

Device (config-if)# device-tracking attach-policy snoop
IPv6 AX—E L ZHRRICAR Y o — & L £7,
access-session port-control auto

Example:

Device (config-if)# access-session port-control auto
RN— FORAREZRE LET,
mab eap

Example:

Device (config-if) # mab eap
MAC #Z7F /31 73 2|2 Extensible Authentication Protocol (EAP) Z1#iH L £,

dot1x pae authenticator

Example:

Device (config-if)# dotlx pae authenticator
A— kT dotlx sBAEZ A LET,
service-policy type control subscriber policy-name

Example:

Device (config-if)# service-policy type control subscriber policy

ZOA =T 2 ATHET DBy v a VSN R V=~ TERELET, HU—
~ v 7IiF, WAL EFAT DO — AR FERTOET,

end

Example:

Device (config-if)# end
AV H—=Tx2Af AT 4 Fal—arT—RE2&7 L, ¥ EXEC T— RICRY £,
show ctsrole-based sgt-map all ipv6

Example:
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VLAN % {5 L 1= IP6 IP-SGT /31 > 7 1 w50z [

Device# show cts role-based sgt-map all ipvé

T T 4 TR IPV6 IP-SGT N1 T 4 T HFRLET,

VLAN Z{EH L 1= IPVv6 IP-SGT /N1 > T 4 VY D E

VLAN TiX, *v MU — 7 & HE D HE D VLAN IZ SGT HZ#I D M TET,
VLAN Z1F ] LT IPVv6 IP-SGT /A T 4 V' T HRET HITIL, IROZ A7 B2FET L ET,

Procedure

Step 1 enable

Example:

Device# enable

FiHE EXEC £— REERNC L ET,

Tu T IRRIRENTZHNAT = RE AN LET,
Step 2 configure terminal

Example:

Device# configure terminal
Ta— ) ary7 4 F¥al—ary ET— NEHEBLET,
Step 3 ctsrole-based sgt-map vlan-list vian-id sgt sgt-value

Example:
Device (config)# cts role-based sgt-map vlan-list 20 sgt 3

B A D VLAN I SGT i & %10 ¥ TE T,
sgt-value: 2 — 65519 OFIPHCIET 2 UERH Y £,
Step 4 end

Example:

Device (config) # end

Jua—rLary 7 4 Falb—gr B— RE&T L, M EXEC =— RIZTRY 97,
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show ctsrole-based sgt-map all | 7 7 7 ¢ 772 IPv4 35 LV IPV6 IP-SGT /N1 VT 1 v V&R
L\ij—o

show ctsrole-based sgt-map all ipv6 | 7 7 5 1 7’72 IPv6 IP-SGT /N A > F 4 v 7 2 Fm LET,

SGT 5 & U SGACL O IPv6 HFR— ~ D5 EH

DIFDEZ S 3T, SGT BLUSGACL @ IPv6 iR— M &R ETHTEEY R LET,

f5l: IP-SGT/NA VT4V THDIPV6 7 FLADEY

WO, IP-SGT XA T 4 v T DIPv6 7 KL AZ % B 2551k m L CTWET,

Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-map 2001::db8::1/64 sgt 120
Device (config) # device-tracking policy policyl

Device (config-device-tracking) # tracking enable

Device (config-device-tracking) # end

Bl: AO—AINA 2T 4T EFERLEIPGIP-SGT/NA VT 420D

S A—

ax AE
LR TiZ, IBNS N—2 3 220 2 LET,

Device> enable
Device# configure terminal
Device (config) # policy-map type control subscriber policyl
Device (config-event-control-policymap)# event session-started match-all
Device (config-class-control-policymap)# 10 class always do-until-failure
Device (config-action-control-policymap) # 10 authenticate using mab
Device (config-action-control-policymap) # exit
Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# description downlink to ipv6 clients
Device (config-if)# switchport access vlan 20
Device (config-if) # switchport mode access
Device (config-if) # device-tracking attach-policy snoop
Device (config-if)# access-session port-control auto
Device (config-if) # mab eap
Device (config-if) # dotlx pae authenticator
( # service-policy type control subscriber policy
( # end

Device (config-if
Device (config-if

)
)
)
)
)
)
)
)
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fl: VLAN %£{Ef L= IPv6 IP-S6T /31 > 7 « v 0z |

f5]: VLAN Z{EFH L 1= IPv6 IP-SGT /N1 > T 4 VT DRE

WIZ, VLAN Z{#i [l L72 IP-SGT /S VT 4 v T &2 RET AU 2~ L ET,

Device> enable

Device# configure terminal

Device (config)# cts role-based sgt-map vlan-list 20 sgt 3
Device (config) # end
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