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Example:
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Device (config) # exit
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show cts server-list

Example:

Device# show cts server-list
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show ctscredentials
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Procedure

Step 1

Step 2

Step 3

pac ¥ a— RAOKRY o—4—n—niz |

RY =P —=_—THHHEND IPv4 £721LIPv6 7 R LA, #alfR—b, BEXOT DT T 4
JR— ME&$E LT, RADIUS —_—% % E LET,

Example:

Switch (config) #radius server test-server
Switch (config-radius-server) #address ipv6é 2001::10 auth-port 1812 acct-port 1813

T34 AL, RADIUS H— "—D5E &8 K A A 4 (FQDN) O %A — kL THWERA,

RADIUS #—/X—®D PAC ¥ —&EFE LT,

Example:

Switch (config-radius-server) #pac key testkeyl23
ZOFNNZ LY . T3 ARFEEES A, PAC IAH D EAP-FAST ¥ v v a i T £,
ZOF =i, ISE b — =Tk SNIHEAME L ML T LIRERDH Y £,

PAC 70 btV g = VAT —Z A EBH 1L £,
a) CTSPAC ORf#l &R LET,

Example:

Switch#show cts pac
AID: 60DABBF8AD435A7B63900EEQ07E68D2FD
PAC-Info:
PAC-type = Cisco Trustsec
AID: 60DABBF8AD435A7B63900EEQO7E68D2FD
I-ID: ha senth cat9k
A-ID-Info: Identity Services Engine
Credential Lifetime: 16:17:20 UTC Mon Feb 24 2025
PAC-Opaque: 000200B800030001000...705E
Refresh timer is set for 12wéd
Switch#

b) CTS 7rbEYa =T Fa—OfflaHR LET,

Example:

Switch#show cts provisioning queue
Server: 2001:420:54FF:4::400:11, Type: Radius, Provisioned: YES
AID: 3ecbd7e02bde9fd04c453918a5e2d3b4

FRA AT, RY —P— Rt DEFaT Rty arZiir L, IPvd £7-1X1Pv6 kT 2 &
R—FENALTPACEHAFLE L, ZHITEY ., B5D TrustSec RN ) > —DF 7 v — RHH]
Belz2 ) £97,
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«SG-Name 7 —7/L: SGT & F3A ZL4 DD~ v BV hRFrLET, SGTIIHFE THERE
N TAAL ZAZITTHFA N TERREINET,

V7 Ly vallil: BET 2R 7y v ash bRz RLET,

2

Note * Cisco TrustSec I D7 — X HHFrO—IR L LT, REIZRZMG LIV —S—2HIRkEi, HL<
G LT —_=n3H— "= 2 MBS ET, Bk, ——U X NOgGsIntER
NHEB S, == AT —H ZAH [Inactive] IZF%ESNE T, /=, IPT FLADIRE
2% [Reachable] IZF% @ SN E T, KT, T8 AT, BEHDORY o —HR L InZIHKSNWT
P —NR—OFEF AT —F A ETH LET,

Cisco 10S XE Bengaluru 17.4.1 LAR# TiX, VRF 272 L2 ICABIT A ¥ —&%E CT& F
7, automatetester 2~ RCwrf ¥—U— &M+ 2 &, 77 4/L MO VRF O HiE)
T A MERE ML L £,

VRF %0 HE 7 A 2 —Z1%fE S 5 121X, global configipv4/ipve sour ceinter faceinterface-name
vrfurf-name ==~ & RZRRIET D2 LERH D £5,

IPvé F§ RADIUS Z 47 L= CTS /R —H—/nN—1) X FDERK

CiscoIOSXE U U —%26.1.1 LAF. ISE 1%, IPv4 7 RL X2 T, PSN D IPv6 7 N L R % Igks
FT—=HD—EELTT A AT v LET, T8 AE, SGACLRY) v—% Xy n— g
AL, INSDPSNIPYVG 7 KL A& LTCISEIZFEL$9,
ZOVY—RLVENE. BES—Z20—# & LT EINASISENLDY—1"—U 2 MNP IT
IPv4 Z A FDOHTLT=,
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RADIUS %4+ L 7= CTS K o—H—/\— 1 X 2 0sinEE [

SGACL/R!) o—% 4o 0— KT 3EHDH—N—0EIRETT—ILA—N—OD v

FRA 2L, ISENDHIPVA T RL AL IPV6 7 RLADH &2 Teh—_"—1U 2 NE2Z(5T5 &,
BB OBIRNL— LB IONT 2 — L — R —D )L — LTV E T,

cTFNRA AT, TR Y T F—NR— Ay REMNHLTT 7T 4 T hph—_—%
BN F9,

s UADMADT TA < ) Y= A=REERREI R ST T A, =7 VAR DRI
FEHIFTRE R — "=~ Dt & BB AT L E T,

o TN AULIEH . SGACL ARV v —F 7o — KHIGKESINTZEGFTA v A —T =24 AT
RLAZA LT L9 —NR—FT RLAZA THEBELET,

RADIUS Z/Y LT=CTS 7RY) o —H—/\—1) X b BRI DFIAEIE

TNA AE, BEET—RDOT RVAX AT (T3 ADIEFILT RUAX A 73 IPvd TISE M
IPv6 XA 7 THHE) AR —FLTWEHA,

IPv6 D CTS R 1) & —H—/\—1) X F BRI DFEER

FNA ANDORET—2OF 70— RO—¥s LT, IPv6 b —"—U X & ISENSLZET D
NEIDEMRT DX, ZOFEEMLHLET,

Procedure

ISE h——=n b7\ AZF T m— FSNIBRET — 2 Ot iR L E 7,

Example:

Switch# show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Service Info Table:
Local Device SGT:
SGT tag = 2-48:TrustSec_Devices
Server List Info:
Installed list: CTSServerListl1-0003, 3 server(s):
*Server: 2001:420:54FF:4::400:11, port 1812, A-ID 1695AF86D38B22DC7C9500408E2DD35D
Status = DEAD
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

*Server: 2001:420:54FF:4::400:12, port 1812, A-ID 1695AF86D38B22DC7C9500408E2DD35D
Status = ALIVE
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

*Server: 2001:420:54FF:4::400:13, port 1812, A-ID 1695AF86D38B22DC7C9500408E2DD35D
Status = DEAD
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Security Group Name Table:

Cisco TrustSec .
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0-48:Unknown
2-48:TrustSec_Devices
3-62:Network Services
4-56:Employees
5-48:Contractors
6-49:Guests
7-48:Production Users
8-49:Developers
9-49:Auditors
10-48:Point_of Sale Systems
11-48:Production_Servers
12-0177:Development Servers
13-48:Test_Servers
14-56:PCI_Servers
15-48:BYOD
16-01:sgt_101
Environment Data Lifetime = 86400 secs
Last update time = 05:26:38 UTC Tue Jul 1 2025
Env-data expires in 0:23:52:36 (dd:hr:mm:sec)
Env-data refreshes in 0:23:52:36 (dd:hr:mm:sec)
Cache data applied = NONE
State Machine is running
Retry timer (60 secs) is not running
Switch#
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