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Flow direction | ks s o s o s s

¥—T7 44—/ T=HY T
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J4—ILK LAL4¥ 2In L4 20ut |IPv4In IPV4 Out IPv6In I Pv6 Out FE
Ethertype X s X s — — — — AA v F R—
koY
A—hrEhT
WET,
VLAN input | 5 s — — — — — AA T R—
hComY
A—hEhT
b\iﬁo
VLAN output |— PO — — — — AA > F R—
~COHY
A—h&EhT
I/\i-é‘O
dotlqg VLAN | xps — — — — — AA T R—
input kCTOHY
A—hrEhT
b\i—g—o
dotlq VLAN |— SO — — — — AA ) FIR—
output N T IY
A—hrEhT
WET,
dotlq priority | i A — — — — AA w FR—
kT HY
A—hEhT
WET,
MAC source | %} 5 w5 — — — — AA > F R—
address input kCORHRY
A—h&EhT
I/\i-é‘O
MAC source |— — — — — —
address output
MAC RS — — — — — AL F A
destination kO
address input ek ERT
WET,
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J4—JLK LAL4¥ 2In L4 20ut |IPv4In IPV4 Out IPv6 In IPv6 Out FE

MAC — s — — — — A T

destination ~COIY

address output FehShT
WET,

F*—7 4—)L F: IPv4

IPv4 version |— — Xt s X it — —

IPv4 TOS — — FaT pagn — —

IPv4 protocol |— — xF pes xF — — oS =L
A=,
ICMP ==— R/
A,
IGMP % A
7. TCP 7 7
7 DT I
PR ENT
WD AT
3 2 E N
HYFET,

IPv4 TTL — — st s — —

IPv4 source — — PN Fagnn — —

address

IPv4 — — S s — —

destination

address

ICMP 1Pv4 — — PO Fapnn — —

type

ICMP IPv4 | — — st i — —

code

IGMP type | — — ot s o s - —

J4—IJLK L4 2In L4 20ut |IPv4In IPV4 Out IPv6 In IPv6 Out FE

¥—7 —/L K: IPv6

IPv6 version |— — _ _ st R PA—Tg
LT,
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J4—JLK LAL4¥ 2In L4 20ut |IPv4In IPV4 Out IPv6In I Pv6 Out FE

IPv6 protocol |— — — — PN X I IP7ua h=)v
LHELCTT,
1B L/98 5
A=k,
ICMP =2— K/
2A,
IGMP % A
7. TCP7 Z
VAPYAS W a%iR
D S 4 T
W DAl
T2 0BERN
HYFET,

IPv6 source — — — — %o Jts pagnn

address

IPv6 — — — — ol s

destination

address

IPv6 — — — — papn papris IP TOS &[]

traffic-class LT,

IPv6 hop-limit | — — — — X s X s IPTTL & A U
<7

ICMP IPv6 | — — — — xt s o i

type

ICMP IPv6 — — — — PPN PP

code

J4—IJLK L4 2In L4 20ut |IPv4In IPV4 Out IPv6In I Pv6 Out FE

F—7 44—V R: FTUAR—MLE

routing vrf — — PPN X}t X} s XJ B

input

Source port | — — S ol g s

Destination | — — ol i R s s

port

J4—J)LK L4 2In L4 20ut |IPv4In IPV4 Out IPv6In I Pv6 Out FE

collect 7 4 — /L K
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J4—)LE |[LA4¥2in |LA+20ut |IPv4In IPV4 Out IPV6 In IPv6 Out =

Bytes long XJ XJ B X I FOPIN XJ XJ B bytes long &
bytes layer2
long TIX[F T
BRI S
NET,

Packets long | s ot s ot s R s o s

Timestamp | k45 pag s s pag s s

absolute first

Timestamp | i 5 oS S g g s

absolute last

TCP flags | &ths i s s s i FRTOTZ
7L *
R

Bytes layer2 | xfjis ot s ot s R s ot s bytes long &

long bytes layer2
long TIX[F T
R ER S
nEJ,

@ Note

tep flags (IZOWTIE, LAY 2 ANBIRLA ¥ 2 )7 4 —/L ik Cisco C9610 U — R A~ — K A A »F TILH
AR—FEINTWEHA,

T4 RE
IRDOEIZ. T34 Z1Zx13 5 Flexible NetFlow OF 7 4+ /L & E xR LET,

Table 3: 7 7 #+ )L k@ Flexible NetFlow 3% 7E

E T4 b
Ta—T I T AT AALT TR 1800 5
Tu—DIT I T 4T LA LT TR 15

Flexible NetFlow 2378 — FF ¥ XAV THRE SN TEY . WTINDA U N—R— M TREXREET DL L. 7o =23 Mho
TIT 4TI A N—R— MBI T 5720, 777 4 72 A L7 7 FOMRBTIN D ETEMO 7 72—
TorEnEd, Zo7a—0BHARERIL. 7a—3MbOX U N—IZBEiEn, BT 7T 4 TR T a—RE A LT Y
MIRDETT I AR—FESNODTHTDIZHAELET, ZOBIEIX. Doppler SVL X° MEC & 72 £ D~ /LF ASIC
YFUATHLRLNET,
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@ Note

ZHUC XD, BRE~DORESL, Tu—F=HX ) T ORIE~DREIIH Y A,

H1R— k S TLVS Flexible NetFlow D&t
Z Z T, Flexible NetFlow TH AR — F ENTWAHEREICHOWTEIIH L £,

VLAN ETD T ) v TE! NetFlow

VLAN LD 7'V » PRI NetFlow 211925 &, VLANHTT U vV END 8T 7 4 v 7 DNetFlowT —X DE=HX 1
T EWEENIRIZZDET, LAYIA U H—T oA A TA—T 4 T END T T4 v 72X 7T X T HHKD
J—T 4 v 7T NetFlow & 1EE72Y ., 7Y v VM NetFlow i, VLAN JOL A Y2 Th I 74 v X% v 7 F v LE
T TDD, VT 74 v VB VLAN POV ODFE=X —F 50BN S LB TR H E T,

ZOBREIX., ¥ ARy NU—F | T — MBI/ S AU VLAN £721 37 Ry RAOT A
AMCRKED b 774/7#ﬁfTéX/FU 7 TR L B F T,
Flexible NetFlow D X\ 1 5 & U 11 VRF

Flexible NetFlow ® A JJ VRF ¥fig & flifl L T, %—7 1 —/L K& L C Virtual Routing and Forwarding (VRF) ID % {4k
TH7a—Lba—RKRbAIANT7e—Ft=F—%EHTHZLI2LY, T34 ATEHEE/ Vv 8D VRFID ZIUEET
TET,

Flexible NetFlow @ /7 VRF ¥fe &L C. ¥— 74—/ FE LTVRFID #UET A 7e—La— KRHBH N7
O—t=X—%2EHTH5Z LIk 0, AL ATHRE Ny 0B VRFID ZUETE F97,

@ Note

H 3D VRF ID match 7 ¢ —/V Fi&. Cisco C9610 v — X A<— F AL v F IV AR — I TWEEA,

L4 ¥ 2E KU LA 3Flexible NetFlow

Flexible Netflow L' ¥ 2 #fEA T2 ¢, FT77 4 v 7B MACT RLARLVLANID R E¥DL A Y2 7 4 —/L K
OBETZIETEET, ZOMREIZ, u— L3y NY— 2 F7 372 —REXXY AN RAASLVHD N T T4 v 7 DE=
ZU U TIEAE{TTONET,

-Ji. FlexibleNetflow L' Y 3HEREIX, W—TFT 4 v 7SN NT 74 v I DHEXFYTT ¥ L, A vTF 73k b
F7 471 FF% T F v LER A, ZhiE. FlexibleNetFlow T b —KINIHHENE T 7V r—2 3 »DO—D>TT,
AT—hIN R FA—N—

Flexible NetFlow A7 — h 7/ A A » FF—/3— (SSO) #FEIC LY, NetFlow X T 7 4 v 7 DFE=HFJ o TEIW
IR SN2 ST, s EEERER SN TS, TR, RSN A— NS PRI TT =—
WA= R=PNRE L2 ETH, NetFlow 7 — 4 OWHEB LT 7 AR— hDOTFa AR — AL AZLHAT SN ET,

ZOMREIL. TLEWDRERICR>TEY, TEAary 74 Fa2l—v 3 F— R Tmodesso 2~ REFITH 2
CIZE > THMEE— RSSO ITRE SN TWAYE., T 74/ THINIRY £,
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Flexible NetFlow O Bi[{E &4

Flexible NetFlow D RJHEEIT, IRD EFL Y TT,

F—TJa4—ILF
KDz~ RTEFE I 5 Flexible NetFlow DX —7 ¢ — /L RIZOWT I B L TWDHZ &,
» match flow
» match interface
» match {ipv4|ipv6}
* match routing

» match transport

EFXF—Ts—ILF
D o< RTERZINS Flexible NetFlow DJEF—7 4 — /L FIZOWTELSHFEL TWVWBZ L,

» collect counter

« collect timestamp absolute

« collect transport (Cisco C9610 >V — X A<— KA A v F TP R—FENTHEHEA)

IPvABELUIPV6E FST 14 vY
e X MU= TFNRA AN, IPVABLIRIPV6 V—T 4V THICERESNTND Z L,

Flexible Netflow [ZEH 9 2 4| 42518

HBOFIKEIE

WA FT T4y DS, AVC £721XFENF O 7 1 —22381%, /%47 > RS FNF £721% AVC D% E 2 & —84 5
BAICORFEELET, HHACLOIHEERY > —I2 ko T, EEFIZIT—V ORIy "R Rr v/
SNAEE. FNF 7a—L a— NIER ST, 207 a—I12x% 5 AVC 7213 NBAR O I RITS N
Mo

e VAT AL, K8 ODANBINE DOH 1D NetFlow 712 7 7 A L& P R— Kk LET,

XX VA A RRI T I T AT EA LTI R EDOT7Ta—F=F—D/%F A—Z 2LV, NetFlow 727 7 A /b
NEHZINET,

cF{UNRT A= EFHTDHTRTCOT7a—F=F—N, FUASIC/AT A ADHAEOHIETDHR—F EOANS
FIEHE T OWT NetFlow 72 7 7 A L& IHEH L ET,
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* Flexible NetFlow i, LA Y2 B LA ¥ 3DER— b F ¥y prb A H—T A ATHR—=FINTOETHA, X
VR—R— FTCIIVR—=FENTWERA,

* Traditional NetFlow D7 H 7 T 4 V' ZIE VR — SN TWEH A,

AU RNT T4 v I BATOERD 70— = —5 N EDA v —T oA ZABLOFMICHHT 5 Z L3 TEER
Ao

* Flexible NetFlow =27 AR — ~E, A —Hx v MEEAR— & (GigabitEthernet 0/0) TILH AR — F I TWEH A,
« EfEILT N—T 5 7 (SGT) 74—V REG T N—T4 7 (DGT) 7 4 —/L RiZHHR—h SN THEEA,

* NetFlow L 22— Rid, w/vF7 v han T390 A4 v F o 7xs (MPLS i) A VX —7 = A A%HR—KL
FH A,

cHASVIBLOY T A v X —T oA RS SN 70 —F =X —TDA v X —T oA AZOBES LD . SVIF
T T A F—T oA ZAZTIE R, WA —T oA ZABDBPHRINET,

e LAY 3 AL H—T A AD Flexible NetFlow 1%, V—TFT 4 VT ENTZ T 7 4 v 7 DB E¥ELET,

« match datalink vlan output =~ > KiX, HJJ Flexible NetFlow D7 —# U >/ 7a—%F =4 —TClI¥HR— h ST
WEHA,

« ARP X° CDP 7 K Dl /347 v~ K~iZ. Flexible NetFlow (Z L » TH#E INEH A,

s T —F =P U H =T o2 RAELGEINTWDIGE, TI7TATEZALT O T T 4T HA LT T
F, 2 v ab A AR EO T —F=F—DNRTA—FIIEHETXEFA,

Ny MRICEEND 454 FORETLRMEIL, A OIS EREE A,

cHAMDONL—F 4 TSN N T T 4 v 7 DS S MU IP ~y X —EDOBRSENET, A —H % b
~y X —RIIBAN S E T,

«IGMP # A 7O F—7 4 —/L RHHAR— F SN TWEREA,

LAV IAN I =T 2 A ATOT—F Y I E=F =T R—FENTHEREA,

s MAC 7 4 —/V RiZ, IPV4 BL O IPv6 72 —F =X —TliIHHR— b INTWVWEHFA,
*BGP V=T 4 7T 4 —/V RIZHR— SN TWEEA,

« Flexible Netflow /%, Cisco SD-Access (SDA) TiIHAR— F I TWEEA,

cH TV TE N=ANNT T4y 7 OB SET,

CiscoC9350 ') — X AT — MR A v FIZEAT B5IEI1E

e LA ¥ 2 BLOVLAN @ Flexible NetFlow 1Z~/LF X ¥ A~ T 7 4 v 7 ¥ ETEEIT N, LA ¥ 3D Flexible
NetFlow (T~ /VF ¥ v A F hTF7 7 4 v 7 7un—%%H LET A,

« Flexible NetFlow & % hU—27 7 KL ZAZH# (NAT) A VX —7 2 ATRESNTWSHEE,
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d%ﬂ%Nm%wﬁ\%%@75%@ﬁﬂ%$%%iwiﬁxﬁ%FLETOE@éﬂt7m~@%%iﬁi
NFERFA, TV —ar by F— Tz A (ALG) 72 —0HMIT. =7 AFR— N SINHEBHiTO 7
o —DOFANIIE ENFEE A,

cALG NT 7 4 v Z N CPU A L TEHE NS L. Flexible NetFlow X, ALG NF 7 1 v 7 OZWHIZED 7 1 —
DFMERRBI R 7 ZAFR—FLET,

* Network Based Application Recognition (NBAR) Flexible NetFlow L = — K & 1 @ Flexible NetFlow L 22— K % [A]fRf
WICRETHZ EIETEEHA,

« 1 DD ASIC T, ANBIOCH N EFD THRAS DD NetFlow 7' 12 7 7 A L3R — h &LE T, NetFlow 712 7 7
AMI, X v v at A AT I T 4 THEA LT T RN lD7 0 —FE=H—D/RT A —F Lo TERINE
T, WAL 7a—F=F— RS A —25HT5FT_RTO7r—F=F—»n, AHELOH TS T NetFlow 7 12
TrANERFLET, & 2E, 220070 —F=F—2FHUNetFlow 72 7 7 £ LV EIEH L TWBEE, Fv v
vathA XTI 2o07u—F=FZ—TcHEEINET,

AN AFIBIRSVIA L Z—T 2 A ATOVILFXYANNT 7 v 27O VRFID T ¥ 2 TH,

Cisco C9550 5 L T8 C9610 > 1) —X R7¥— F R A wFICET B HI45E1E

AN TuTrANER T T A EMANO LD THY, Fin I EIZERINET, bt y—2&2HFL
FH A,

e NA NI HITHR—=FINTWVERA,

LAY 2BIRLATYIDINALFTHY AT T4 w7 TO Flexible Netflow [ZH 7R — h S TWEHEA,
*NAT (IHR—F SN TWEEA,

* NBAR Flexible Netflow (I # R — h S TWEH A,

o VAT ATIE, ANJJTHEKE8 DD NetFlow 712 7 7 A /L EH T THR A8 DD NetFlow 712 7 7 A VW3V R— F &
TWET, NetFlow 7’2 7 7 A LiE, X v v ath A ARET I T 4 T HAA LT U RO T o —F=F—D/37
A—HZEoTEBEINTT, L7 —F=H—RIT 2= E{{HTHTXTOT7a—F=4%—7, [§ L ASIC/
ATGAADHHAEDLREIET 2R — FDOANETZITH T OWT NetFlow 702 7 7 A V& ILH L E T,

Flexible NetFlow ) :% &

Flexible Netflow % iXE 7 521, IRO—HI 22 FIEICH W FE T,

1

2.

3,
4,

5.

Ta—{l¥— 74—V FBLOEF— T =V RERELT, 77— La—FEfERLET,

7 b eiE L THERD 7 B — 27 AR=F 2 L, SR — b, 5%, BLOZOMD AT A =5 &igik
L\ij—o

7o—la—RFBLO 78— T/ AR—-Z|ZHESNT, 7e— =X —EERLET,
TRV 7T —2FER L7,
LAY 2R —bF, LAY3IAR—bF, FLIEVLANIZ 7o — =X —%@HALET,
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X BT, F Do Flexible Netflow HEEE

BETEET,

A—H—F&E7O0—La—FOERBELUVEE
==X EDLETHIAZ AR LT 70— 1 a— RERETHITNE, ZOXATEFEITLET,

NAZZA A LTz7rn— ba— NI, FFEOHMN TR I 747 T—2 50T 57D LEST, WAZ~A X
Liz7a—lLa— RZE, key 7 4 —/V K& U T % match 2E4E53 1 DL EAEC9, % 1d nonkey 7 4 —/L N
ELTEHT % collect E4EAY 1 DL EH D F97,

HAR<ARXEINT7a—Lva—RE, BED N T 7 4 v 7 = — X &Ml d oIl S EIERETRETEE
T, ZOHX AT TIE, RO H B MEN D 1 S EAERT DO DO TIEICHOWTHH LT, BficEbEThAZ~A

AENT7r—La— REERT 572012,

INOLOFEEEFETEET,

Command or Action

Purpose

Step 1 enable Fi#E EXEC E— REGRT L ET
Example: c NRRT—REANLET ERSAZEHE) .
Device> enable

Step 2 configure terminal ra—sN)Lar 7 4 Xalb—varEt— REEL
Example: 3
Device# configure terminal

Step 3 flow record record-name 7a— La— R&E4EM L, Flexible NetFlow 7 & —
Example: La—Rar7 s ¥al—vary®—RRelBLE
Device (config)# flow record FLOW-RECORD-1 7%0

e ZDavy RTIE, Biffo7r— La— R&4s
HEoHZebTEET,

Step 4 description description UFE) 7u— La— FROSHEZER L ET,
Example:
Device (config-flow-record) # description Used for
basic traffic analysis

Step 5 match {ipv4|ipv6} {destination | source} address Tn— La—RDkey 74—/ FEEELET,
Example: [j ZOFITIE, IPVABIET RLA%Z L a—
Device (config-flow-record) # match ipv4 destination Ko key T 4L 1592 LT%&;’\E Li?—o
address Note

Step6 | MELRFTRTOF—T7 4 — L FRLa— FITRES |—
NAHET, DEG L TCAT 552 8VIRLET,

Step7 end Flexible NetFlow 71— L3 — R a7 4 ¥ o L—

Example:

Device (config-flow-record) # end

valyE— RFEKT LT, ¥ EXEC E— RIZRY
iﬁ‘o
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Command or Action

Purpose

Step 8 show flow record record-name fFE) L7 — La— FOBED AT —X
Example: AMFRSINET,
Device# show flow record FLOW_RECORD-1

Step 9 show running-config flow record record-name TE) f8EL-7a— La— ROFRENRE RSN

Example:

Device# show running-config flow record
FLOW_RECORD-1

jzba—o

J0—I 9 AR—E2 DIEKR

TJu— TV AR—FEFER LT, 78—DT 7 AR —F RFGRA—HEERTXET,

@ Note

Ta— T AR—H T LT,

1 ODRED I Y AR — b ENFET, WHONEICT —F 27 ZR— M558,

WO T7o— o7 AR—ZEBRELTCT7a— =X —|ZE0 JTAHLERH Y 9,
IPv4 7 RV AZMFH L THLIC= AR — N TEXET,

Command or Action Purpose

Step 1 enable FiME EXEC — RZ2H M LET,
Example: « NAT—REANLET FERShEZES) .
Device> enable

Step 2 configureterminal ra— v arZ 4 FXalb—ray E— N2
Example: LET
Device (config) # configure terminal

Step 3 flow exporter name Tu— 2 AR—FEEHR L, Tr— 2T AR—
Example: a7 4 Fal—aryET—RReBLET,
Device (config) # flow exporter ExportTest

Step 4 description string TR K63 LF T, ZO7u—0iiHaiEE
Example: LET,
Device (config-flow-exporter) # description ExportV9

Step 5 destination {ipv4-address} DT AR—HIZIPVA SEET R AL TR A
Example: M ERE LET,
Device (config-flow-exporter)# destination
192.0.2.1 (IPv4 destination)

Step 6 dscp value (f£7) DSCP (DiffServ =— RARA > 1) flix5E
Example: LEJ, #PHIZ0~63Td, 774/ MI0OTT,
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Command or Action

Purpose

Device (config-flow-exporter)# dscp 0

Step 7 source interface type interface number (BB #%5E SHT-%65E T NetFlow = % 7 Z |2 3|3
Example: TAOIHHIT A v 2 —T oA AZIRELF
Device (config-flow-exporter)# source 7r0
gigabitEthernetl/0/1 @ T H T A R, PEETEA
H—T A AELTT o/ X—FKIP
Note ¢ p—gaqzphH—FLTE
A,
REETCE LTIROA S —T = AR ETEE
D
« AutoTemplate: HEj7 > 7L —h A X —T =
A4 A
« Capwap: Capwap b R/ A X —T A A
* GigabitEthernet: Gigabit Ethernet IEEE 802
«GroupVl: ZNV—TRMA v H—T x4 A
* Internal Interface: WA > % —7 =4 A
s Loopback: n—7 w7 f =T oA R
eNull: XV A B2 —T AR
s Port-channel: o > % —7 = A ADA —H% R v
N o i
+ TenGigabitEthernet: 10 ¥ E > hA —H % v
k
sTunnel: FoRAA L E—T AR
e Vlan: Catalyst VLAN
Step 8 transport udp number ({T3) NetFlow = L7 X (ZHIET 5 7= DI
Example: % UDP A— h&EE LET,
Device (config-flow-exporter) # transport udp 200
Step 9 ttl seconds (TR =7 AR—HIZL->TEFEINDT—H T
Examp'e: ?AO)ﬁgfﬁﬂﬁgﬁ#Fﬁﬁ (TTL) {E%E&fﬁ Liﬂ‘o %ﬁ
Device (config-flow-exporter)# ttl 210 (T 1~255 ibj??ro 7 7 &V L 255 7?7r0
Step 10 export-protocol {netflow-v9} T 7 AR—H T ] £ 5 NetFlow = 7 ZAR— N 7

22
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Command or Action

Purpose

Device (config-flow-exporter)# export-protocol
netflow-v9

Step 11 end ik EXEC T— RICR Y £7,
Example:
Device (config-flow-record) # end
Step 12 show flow exporter [ name record-name] (E&E) NetFlow O 7 o — =7 AR—Z IR %2 FKr
Example: LET,
Device# show flow exporter ExportTest
Step 13 copy running-config startup-config ULE) 2o 7 4FXal—ary 77 A NVICEREY

Example:

Device# copy running-config startup-config

RAELET,

WRATARALEZ7O0—FE =4 —%{EHLET

H7r—F=2— 23, HFHOF Y v aBFD G TEATVES, 7r—F=F—DNRTA—=F (Fy v alg

RRET VT 4 THEA LT 7 R E) L. NetFlow 7 a7 7 A LV EMHENFE T, Vu—F=F T LT,

Fyoviax

YRMIOHEBLIOLA T U N2ERTHLa— RBRRETT, FHFo—F—ThiuX, flowrecord =2~ KZ&Af
HLT, WAZ~A X L7 —~y FEAFT 52 L TEET,

s WA <A A LT-Va— R&efifT 55610,

DENRDHY £,

T —HET I AR—FTHEDICTO— T J AR—F T 0— T — 28BN 585805,

DUNCT T AR=Z A NI D MENH Y £,

@ Note

ZDH AT HRITT B,

HABE<A X LI-La— REEKT5

TDOEATERETT

7u—Ef=F—7Trecord 2~ RO/NT X=X ZAEFF 5[, noipflowmonitor =~ RZ{FH LT, +XTHA
VE—T 2 A ANSEHE LD T 0 —F =X — 5 HIRT AUBERH Y E9,

Command or Action

Purpose

Step 1 enable F5HE EXEC E— RZHMC L ET,
Example: e NAT—=REANNLET (ERkEnizGs) .
Device> enable

Step 2 configureterminal Jsa—N\)Lary7 X alb—ary E®— Nein

Example:

Device# configure terminal

LET,
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Command or Action

Purpose

Step 3 flow monitor monitor-name 7u— EF=%—%{ERk L. Flexible NetFlow 7 & —
Example: FmH—arZa4Falb—arE - FEMIBL
Device (config)# flow monitor FLOW-MONITOR-1 ﬂiifo

s ZPavy KT, O 7a—F=F—%%
P52 ebTEET,

Step 4 description description UEE) 7u— F=F—0OtHEER LET,
Example:
Device (config-flow-monitor) # description Used for]
basic ipvé4 traffic analysis

Step 5 record {record-name | netflow-original | netflow {ipv4 | 7 v — =% —nD 1L a— F&xEELFT,
| ipv6} record [peer]}
Example:
Device (config-flow-monitor)# record FLOW-RECORD-1

Step 6 cache {timeout {active|inactive|update|rate-limit} | (1) 7o—F=F—F ¥ v a2 /XFA—F (X
seconds| type normal } ALT T ME, FwvafTRE) ZATLE
Example: T, L 7a— o —Lt T —Fyvia
Device (config-flow-monitor)# cache type normal %ngﬂi{quEETfo
Device (config-flow-monitor)# cache timeout active]

Step7 PDEE LT, AT v 76 &8VIRLT, 207 | —
OD—F=H—DF v v aTA—FDOEL L%
L/iba‘o

Step 8 exporter exporter-name TR FANMER SN AR—Z D4 %1k
Example: ELETS
Device (config-flow-monitor) # exporter EXPORTER-1

Step 9 end Flexible NetFlow 70— E=4— a7 ¢ ¥ o L—
Example: va vy ' RELT LT, fiHE EXEC E— FIZR
Device (config-flow-monitor) # end D ji?fo

Step 10 show flow monitor [[name] monitor-name[cache[format | ({F#& ) Flexible NetFlow 7 2 — FE=&% —D AT —
{cov|record [table} J] [satistics]] B AR L OEEHET IR R S ET,
Example:
Device# show flow monitor FLOW-MONITOR-2 cache

Step 11 show running-config flow monitor monitor-name UEE) ¥ELT- 77— = — O ENTKRIN

Example:

Device# show running-config flow monitor
FLOW_MONITOR-1

jzjﬂo
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Command or Action

Purpose

Step 12

copy running-config startup-config

Example:

Device# copy running-config startup-config

B av 74Xz —ary 77 A NMIHRTEE
RIE L ET,

20— TSOIERK
Ta— Y%7 I7—RELTHMMT DITIE, ZOWEDZ AT BHFEITLET,

Command or Action

Purpose

Step 1 enable Kt EXEC E— R&2 AT LET,
Example: « KAV = RENSLET ERENHE)
Device> enable

Step 2 configure terminal Jua—\)Lary 74X lb—3g )y B— REEHEG
Example: LET,
Device# configure terminal

Step 3 sampler sampler-name Yo —FERL, VoS TF—ar T X2 —
Example: va v E— f"%ﬁ'ﬁﬁﬁ Liﬂ_o
Device (config) # sampler SAMPLER-1 e T DAy f\'(!j:\ E%ﬁ@ﬁ'y7o§‘—%§ET

HTEHTEET,

Step 4 description description FEE) 7Ju— Yo7 I7—0BHEER LET,
Example:
Device (config-sampler) # description Sample at 50%

Step 5 mode {random} 1 out-of window-size Yo7 FBLOT7r— BT T—DT 4
Examp'e: Ve }‘\]7 "j‘/l' X%?EE l—/\iTO
Device (config-sampler) # mode random 1 out-of 2 ~andom#éze‘%l%ﬁUDﬁﬁEﬂbi\ 2 ~ 32576 7f?fo

Step 6 exit Yo TT—ar 74 ¥al—var T— REKT
Example: L/\ 7H“_'/§}1/::/7/f 3F‘:L Lr—ygy E'— PLC
Device (config-sampler) # exit bék)EEjfo

Step 7 inter face type number A B —T oA ABIEEL, AV F—T A AT
Example: TA4xXalb—varyE— Pz LET,
Device (config)# interface GigabitEthernet 1/0/1

Step 8 {ip | ipv6} flow monitor monitor-name [[sampler] L7 a—F=—L Yo 7FS5h (X —T

sampler-name] {input | output}

Example:

A RZED BT, oY BRI LET,
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Command or Action

Purpose

Device (config-if)# ip flow monitor FLOW-MONITOR-1
sampler SAMPLER-1 input

Step 9 end AH—T 24 A AT 4 Falb—Tar ET—R
Example: %égT l-/\ ,;F%:‘*E EXEC £ ]\‘\a:)ji'{ D i‘g‘o
Device (config-if)# end

Step 10 show sampler sampler-name B LA L7 e — Y ST —DRAT—H AR

Example:
Device# show sampler SAMPLER-1

LU RZ R R LET,

A2R3—TD A A~ANDT7O—NDiEH
Ta— =X —BIOF T a oI — A —T oA AZHEHTE E T,

Command or Action Purpose

Step 1 enable FiME EXEC E— REFZ LT,
Example: « NAT—=REANLET ERENEEE
Device> enable

Step 2 configureterminal ra—\)varZ 4 Xalb—raryE— ReEL
Example: £7,
Device (config)# configure terminal

Step 3 interface type Ao B —TxAAAyT 4 FXal—aryET—FK%
Example: G L, A v F—T A RAEFRELET,
Device (config) # interface GigabitEthernetl/0/1

Step 4 {ip flow monitor | ipv6 flow monitor | datalink flow ANDFEFIZE Dy M ET A A v ¥ —T = A

monitor } name [sampler name] {input | output}

Example:

Device (config-if)# ip flow monitor MonitorTest
input

22, IPv4, IPv6, BIOT—4 V7 7n—F=
Z—b A TvaroVrTTEBEANTET,
« ip flow monitor: Flexible NetFlow T IPv4 K &
T4y EEBHTEET,

« ipv6 flow monitor : Flexible NetFlow T IPv6 k&
T4 v EBEHTEET

« datalink flow monitor: Flexible NetFlow Tif IP
DT T 4w 7 EBHBTEET,

AN EB IO I TA B —T oA A
B O =2 — % HEfNT 5 2 ERT
xFE7T,

B

Note
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Command or Action Purpose
Step5 |end FEME EXEC & — RIZRY £7,
Example:
Device (config-flow-monitor) # end
Step 6 show flow interface [interface-type number] T A2 —7 A AD NetFlow [5HR & FKRx L
Example: 3
Device# show flow interface
Step 7 copy running-config startup-config FEE) a7 4 FXal—ay T7A4VICERER

Example:

Device# copy running-config startup-config

TRAFLET

VLAN ETDJ!) v 8 NetFlow D5 E

Te—F= X —BLIOF a0V S5 % VLANICHHE LET,

Command or Action Purpose

Step 1 enable FitE EXEC T— REFICLET,
Example: « NAT—=REANLET (ERENEED
Device> enable

Step 2 configure terminal ra—sN)ar 74 Xalb—varyE— REGL
Example: S
Device (config) # configure terminal

Step 3 vlan [configuration] vian-id VLAN Zi%5% L. VLAN £721Z VLAN = 7 4 ¥ =
Example: L— gy B— 2B LET,
Device (config)# vlan configuration 30

Step 4 ip flow monitor monitor name [sampler sampler name] | A 5734 v MNZxt b3 5 VLANIZ, 72 —F =4 —
{input; BEOAT v a v 0¥ 077 Ml £,
Example:
Device (config-vlan-config)# ip flow monitor
MonitorTest input

Step 5 copy running-config startup-config TE) a7 4Fa2l—Yay 77 A NVIIERER

Example:

Device# copy running-config startup-config

TRfELET,

Flexible NetFlow DA\ 1 & &K U'H 71 VRF D

e

aX &

ANFERIFIR 7o —=F—%H+T5Z L2k, TALALEOERF/N7 Y b5 VREID ZINET 5 K 9 ITR%GE

T 520

L IDERT EEITLET,
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@ Note

Cisco C9610 > ) — R Z2~v— F AA »FTlx. VRFmatch 7 4 —/L RIZA ST TOHYFR—F S TWET,

Command or Action Purpose

Step 1 enable S EXEC E— RE2HFRIC LET,
Example: e NMAT—REANSLET (EREn5H) .
Device> enable

Step 2 configureterminal Ja—)ar7 4o Xal— gy T— NEHG
Example: LET,
Device# configure terminal

Step 3 flow record record-name 7nr— L a— R&fER L, Flexible NetFlow 7 = —
Example: Lla—Rary740F¥Xz2l—aryET—REHIEBL
Device (config)# flow record rm 1 357?0

s ZDavwy RTIL, FDO 7o — L a— RK&4s
FFAHrZ L TEET,

Step 4 match routing vrf input #15 O Virtual Routing and Forwarding (VRF) ID %
Example: ¥F—7 4=V RELTHELET,
Device (config-flow-record) # match routing vrf
input

Step 5 match {ip |ipv6} {destination | source} address 77— L a—RKDkey 74—V FERELET,
Example: @ ZOFITIE, IPVASEAT FLAZ L
Device (config-flow-record) # match ipv4 destination| a— KD key :7/f*—/L/F\& L/Tfﬁ%iE]J
address Note F

Step 6 DR TRTOF—T 4 — /L RN L a— RICRES | —
NHET, DB LU TAT T S EEVIRLE
‘j‘o

Step7 exit Flexible NetFlow 72— L a— R 227 ¢ ¥ o L—
Example: TaryE—REKTLT, Fe—Lary7 X
Device (config-flow-record) # end b—varst— ]\ LZR D iﬁ—o

Step 8 flow monitor monitor-name 7u— =% —%fEM L. Flexible NetFlow 7 = —

Example:

Device (config) # flow monitor mm 1

FoH—ar T 4 X al—ar ET— REHEGL
ESc
s ZDavwy RTHE, O 7o —F=H—%%
FILHZ b TEET,
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Command or Action Purpose

Step 9 record {record-name| netflow-original | netflow {ipv4d | 7 p— =% —n L a— F&fEELE T,
| ipv6} record [peer]}
Example:
Device (config-flow-monitor)# record rm 1

Step 10 exit Flexible NetFlow 72— L — K 227 4 ¥ o L —
Example: VarE—REZTLTC, Jr— a7 ¥ a
Device (config-flow-record) # end b—varrt— }\&:E’:{ V) ijﬂo

Step 11 interface GigabitEthernet interface-id A B —T oA ABER LT AV EZ—T A A2
Examp|e: 74 3'\‘1 Lr—ygy ' }\%Bﬁﬁﬁbiﬁ—o
Device (config)# interface GigabitEthernet 1/0/1

Step 12 ip vrf forwarding vrf-name VREFA VAR A% A B —T A AT E
Example: EE
Device (config-if)# ip vrf forwarding green

Step 13 ip addressip-address A B—=T2AAADIPT RLAZHRELET,
Example:
Device (config-if)# ip address 172.16.2.2
255.255.255.252

Step 14 ip flow monitor monitor-name {input | output} IPv4 7 7 1 v 7 @ Flexible NetFlow 7 & —F& =& —
Example: EHMZLET,
Device (config-if)# ip flow monitor mm 1 input @ ?ﬁﬂ\@fﬁﬂfli\ 5‘5/\‘4’ xﬁ)ﬁ{%‘fé IPv4

KNI T7 4y I DTa—F=H—NH)
Note  iz7ev &7,

Step 15 end A HE—TzAf A AT 4Falb—varyET—FNK
Example: ZET L, FFE EXEC E— RIZR D £,
Device (config-if) # end

L 4 ¥ 2 NetFlow D% E

Flexible NetFlow L 2 — R TL A ¥ 2 F—ZEHL T, LA V2 A4 —T oA ADTu—%F ¥ T F ¥ TXFT,

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

LM EXEC E— RE2HAMCLET,
e NAT—RZANLET (HERENEES)
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Command or Action Purpose
Step 2 configure terminal sa—sN)Lar 7 4X¥alb—rarE—REGL
Example: E3E
Device (config) # configure terminal
Step 3 flow record name Jun—lba—Raryr7 4 Falb—gE— e
Example: ALET.
Device (config) # flow record L2_record
Step 4 match datalink {dot1q |ethertype| mac|vlan} LAY 2ENEXF—L LTHEELET,
Example:
Device (config-flow-record) # match datalink
ethertype
Step 5 end it EXEC ©— RICRY £,
Example:
Device (config-flow-record) # end
Step 6 show flow record [name ] TR A v ¥ —7 = A AD NetFlow [5# %= £K/n L
Example: £75
Device# show flow record
Step 7 copy running-config startup-config UFE) av 74 Fal—ary 77 A NMVTRER
Example: 1%’{} L\i—g—o
Device# copy running-config startup-config
L 4 7 3 NetFlow D% E

Flexible NetFlow L 22— RN TL A ¥ 3 F—2THL T, LA ¥3A X —T 2 ADT2—%F ¥ TF ¥ T&ET,

Command or Action

Purpose

Step 1 enable FEHE EXEC =— RZAICLET,
Example: e MATU—=REANLET (EkahiLa) .
Device> enable

Step 2 configure terminal rua—sar 74 Xal—iarET— REHBL
Example: E3
Device (config)# configure terminal

Step 3 flow record name Zu—la—Rary4Xalb—iarE— Nl

Example:

Device (config) # flow record L3_record

BLUET,
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Command or Action Purpose

Step 4 match ipv4 destination address

Example:

Device (config-flow-record) # match ipv4 destination
address

LAY3EMEEF—& LTHRELET,

Step 5 end KM EXEC £— RIZR D £7,

Example:

Device (config-flow-record) # end

) A& —T A AD NetFlow [HR % F xR L

Step 6 show flow record [name ] s
Example: E
Device# show flow record

Step 7 copy running-config startup-config =

Device# copy running-config startup-config

) AT 4 X2l —vary Ty A VIR EE

Example: RIEFLET,

A ZE 171

Flexible NetFlow O EHNZHONWTIL, 2DV a v 2SR LTSN,

Bl 2O0—DF/EEAE—T 4 A~DEH

Ta—%ERL, TOTR—% A L H—T oA AT 20 E R LET,

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # flow export exportl

Device (config-flow-exporter) # destination 10.0.101.254
Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter) # exit

Device (config) # flow record recordl

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # collect counter

Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config)# flow monitor monitorl

Device (config-flow-monitor)# record recordl

Device (config-flow-monitor)# exporter exportl
Device (config-flow-monitor) # exit

Device (config) # interface tenGigabitEthernet 1/0/1
Device (config-if)# ip flow monitor monitorl input
Device (config-if)# end
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f5l: VLAN ETD T v O E! NetFlow D5 E

KON, VLAN TZ Y » P8 NetFlow Z i ET 5 HEkE R L TWET,

Device# configure terminal

Device (config)# wvlan configuration 30

Device (config-vlan-config) # ip flow monitor MonitorTest input
Device (config-vlan-config) # end

f5: X 71 VRF FH D Flexible NetFlow D% E

WOWHTiE, VREFID 2% —7 4 — L RE LTPRET I 7a—La— ReEOA N 7o —=X—%EHAT 52 & T,
FRA ADEE N v BD VREID OYELZ HRE LE T,

Device> enable

Device# configure terminal

Device (config) # flow record rm 1

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect counter

Device (config-flow-record) # exit

Device (config)# flow monitor mm_1
Device (config-flow-record) # record rm_ 1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_ 1 input

Device (config-if)# end

f5): H 71 VRF FH O Flexible NetFlow D% E

WOBITIE, VREID 2% —7 ¢ =/ FE LTREET 27 n—La— Reffolii7r—E=4— %Ml T5 & T,
FOR ZADFAE /A 6D VREID OYUEZ HRE LET,

@ Note

WOHE. Cisco C9610 U — R A~— kA A v FIZITEH SN EH AL

Device> enable

Device# configure terminal

Device (config) # flow record rm 1

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect counter

Device (config-flow-record) # exit

Device (config) # flow monitor mm_1
Device (config-flow-record) # record rm_ 1
Device (config-flow-record) # exit

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green
Device (config-if)# ip address 172.16.2.2 255.255.255.252
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Device (config-if)# ip flow monitor mm_1 output
Device (config-if)# end

f51: L4~ 2NetFlow D:i%E
ZOHITIX. LA ¥ 2 NetFlow O E T EEZ R LET,

Device# configure terminal

Device (config) # flow record L2_record

Device (config-flow-record) # match datalink ethertype
Device (config-flow-record) # end

f51: L4 - 3NetFlow D% E
ZOHITIX. LA ¥ 3 NetFlow O E N iEEZ R LET,

Device# configure terminal
Device (config) # flow record L3_record

Device (config-flow-record) # match ipv4 destination address

Device (config-flow-record) # end

Flexible NetFlow ) E5#8

WDFRIZHD 2~ K& LT, Flexible NetFlow =4 1 7/ & £,
Table 4: Flexible NetFlow DB~ > K
avy kR B

show redundancy|clients| counters| history | switchover
history | states]

SSO wE BT Dl a2 Ko L £,

show flow exporter [broker | export-ids| name| name |
statistics | templates]

NetFlow D7 o —=x 7 AR —H L GEHIET 5 M2 Ko
l_/i‘a‘o

show flow interface

NetFlow 1 v % —7 = A ZZHT B2 TR R LE T,

show flow monitor [ name exporter-name]

NetFlow D 7 0 —E =X — LGt T 2R ER L E
9,

show flow monitor name statistics

Tu—F= X —0%EEFR R LET,

show flow monitor name cache format {table|record | csv}

TH—E=H—DF v vV a DNREIRESNEATE
RLUET,

show flow record [ hame record-name]

NetFlow 7 a— L a— RIZET A 1EREEZ RS LET,

show sampler [broker | name | name]

NetFlow %> 7 Z 123 D a2 R~ L ET,

show platform software fed switch active sdm feature

ASIC Z &, ATA4 AT L, BLOJ Z & D NetFlow 7
n—ICT A IRER RN LET,
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Bl: IPVAANAT LS T4 v DER

WOFNE, IPVAANTI N T 7 4 v 7 BE=F—F 5 )51k% R LTWET (ntgl/0/11 1%, int g1/0/36 35 X OV int g3/0/11 |2
N7 7497 BEFELET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter

Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter) # description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

Device (config-flow-exporter) # dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter)# template data timeout 240

Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-1

Device (config-flow-exporter)# destination 10.5.120.16
Device (config-flow-exporter) # source V1anl05

Device (config-flow-exporter)# dscp 32

Device (config-flow-exporter)# ttl 200

Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow monitor fm-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# exporter fe-1

Device (config-flow-monitor)# cache timeout inactive 60
Device (config-flow-monitor)# cache timeout active 180
Device (config-flow-monitor) # record fr-1

Device (config-flow-monitor) # end

Device# show running-config interface gl/0/11
Device# show running-config interface gl1/0/36
Device# show running-config interface g3/0/11
Device# show flow monitor fm-1 cache format table



Bl: IPvAEA RS T4

VI DER

WO, IPVA R N T 7 4 v 7 E=Z—F 5 AR L TWET,

Device# configure terminal
Enter configuration commands,
Device (config) # flow record

one per line. End with CNTL/Z.
fr-1 out

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface output

(
(
(
Device (config-flow-record)# c
Device (config-flow-record) # c
Device (config-flow-record)# c
Device (config-flow-record) # e
Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config)# flow monitor
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #

Device# show flow monitor fm-

ollect counter

ollect timestamp absolute first
ollect timestamp absolute last
xit

fe-1

destination 10.5.120.16
source Vl1anl05

dscp 32

ttl 200

transport udp 2055
template data timeout 240
exit

fe-ipfix6

destination 2001:0:0:24::10
source Vl1anl06

transport udp 4739
export-protocol ipfix
template data timeout 240
exit

fe-ipfix

description IPFIX format collector 100.0.0.80
destination 100.0.0.80

dscp 30

ttl 210

transport udp 4739

export-protocol ipfix

template data timeout 240

exit

fm-1-output

exporter fe-1

exporter fe-ipfix6

exporter fe-ipfix

cache timeout inactive 50
cache timeout active 120
record fr-l-out

end

l-output cache format table
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