MAC ACL D& E

ZDETIE, CiscoNX-OST A ZAOMACT VA 2 +e—nL U XL (ACL) #BETAHF
NEIZ DWW CELA L9,

ZOEONFIZ, RO LEEBY T,

© HERETE SR OMRS, 1 ~—v

* MAC ACL OZE, 2 ~—

* MACACL DT A &2 Agff 2 R_—

* MAC ACL DRif#5AM, 3 ~—¥

* MAC ACL OVEESHFHE L filf)HHE, 3 X—
* MACACL OF 7 # /)b hi&iE, 3 =¥

* MAC ACL OXGE, 4 ~~—

* MAC ACL O E DD, 12 ~—

* MAC ACL OFiEHEROE=2 V7L )T, 12 X—=Y
* MAC ACL O EFI, 13 ~—

* MAC ACL |ZB8¥ 28fF#H, 13 ~—

* MAC ACL OI¥ReDJBRE, 14 ~—

R AE IR R D HERR
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THEHOY 7 v 2T VY —RAT, ZOFYa2a—LTitHINDA TR TOMENRYTR—FEINT
WD EIERY £ A, BT OEEF JUBERETEHIZ DUV TI, hitps://tools.cisco.com/bugsearch/ M
BugSearch Tool B L NTHEHOY 7 vy =7 VY =20V Y —R ) — E2ZRLTEIN, 2
DEY 2 — VI SN TV DHERBOFEM, BLOEERELI P AR— s Tnb U —2D Y X
MZOWTIE,  [HHERER L OEFE SN HREEICBIT D 1EH) OFE2IILL T THERED JBIE |
FESBLTLIEEN,
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MACACL D&EE |
B wvacacom=

MAC ACL D&

MACACLZ, N7y bOLVAY 2~y X —%FHALTC T 74 v T2 T 4 VHE Y 7§55 ACL
TT, X"=F ¥ T4 —=TarOPR— LY, MACACL OEARLHEAED S < IZ TP ACL &3t
@‘/C“‘j—o
EENEYD

ACL OHYH

MAC /Ny 5358

MAC 3y ROSHEIZED LA Y24 2 —T A A FLOMACACL%E, IP T 7 4 v oA
VHE =T 2 RZABTRTDO ST T 4 v ZIZWwHT B0, FEIP VT 7 4 v 7 EFIC#EAT 50
FHIECTE E9,

MAC /7y F D $EDIREE A2B—T A RATOHR

AF=T7 A BT A EDOMACACL L. IP N5 7 4 v 27284
VE—T 2 A AIADTRTO T 7 4 v 7 I ENET,
*IPR—FMACLEZA VZ—T oA ATHHATEEHA,

T 4=

A B —T x4 AFEDMACACLILZ, A2 F—7 A AIZA
HIIP VT 74 v 7 EFICEASINET,

A B —T A ATIPAR—FACLZHEATHI LN TEE
ﬁ—o

BENEYY
MAC /X7 v DA 2 —T b E 72137 4 B—7 4k, (10 2—2)

MACACLD S 1 2V RAEH

ROFIZ, ZOBEDT A A ZRLET,
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| wmacacLosmE
macacL orrizst [

e SA U REH

Cisco NX-OS MACACL 213 T4 B A IV EH Y £H A,
7272 L, XL A v — Rzl L TRAR 128K
D ACL = FU ZHR— T 2DI121E, AT —
TINIRYP—EARATA VL A% A A M—)LF
HMENRHYET, TA BV ANy r—VI0E
FNTUVRUVMEREIZ T T CiscoNX-0S v A7
DA A=V RAEINTEY ., BINEMT
—H3AE L EH A, CiscoNX-08 71t A f
KOFEMNZ DWW TIE, [ Cisco NX-OS Licensing
Guide] #ZH L T E &0,

MAC ACL D IR

MAC ACL Z R ET 27D ORMHESMILIH Y 8 A,

MACACL O;FEEI18 L FlfNEI1E

MAC ACL O EICET A HEEFE LK FEEIZKO LB TT,
*MACACL IZARNT 7 4 w72 FIZ#RAINET,
*DHCP A X — VYV FHEREN A X —T /LD & X121, ACL OFEFHERITVFR—F SN FEHA,

MACACLD T 7+ JL FERTE

WDFEIZ, MACACL XT A =X DT 75V FREEZRLET,

K1 MACACLDT ALk INTA—4

INTA—A TI74I b
MAC ACL 57 4V h TlX MAC ACL IZfFEE L EH A,
ACL /L—/L FT_RTOACLIZKEERO L— L3 EH S E T,
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MACACL D&EE |
B wvacacLoze

MAC ACL D& F

MAC ACL D 1ERK

MAC ACL Z1ER L. ZHIC/L— L Z BT E £9,

FIEDOHE
1. configure terminal
2. macaccess-listname
3. {permit | deny} sourcedestination protocol
4. ({EE) statistics per-entry
5. (fE&) show mac access-listsname
6. ({L&) copy running-config startup-config
FlED
ARV EFEREEFT7TIYa Y B#
XTFwT1 configure terminal JTa—nRN) ar7 4 Xal—i gy ET— REREEL
£
i) :

switch# configure terminal
switch (config) #

ATv T2 macaccess-listname MACACL #{EftLC, ACLa2 > 7 4 F¥al— 3
ET— REBBLET,

{1 :
switch (config) # mac access-1list acl-mac-01
switch (config-mac-acl) #

ATFvwT3 {permit | deny} sourcedestination protocol MAC ACL WIZ/V— V2 VERR LE T,

- permit 2~ Rt deny 2~ > RNiZiL, 7747
swi.tch(config—mac—acl) # permit %%ﬁk%”‘j‘é?”:&)@%§< O)ji{fﬁ));ﬁ%&éhfb\ij_o %f‘
00c0.4£00.0000 0000.00ff.ffff any FMZ>WTCIX, [ Cisco Nexus 7000 Series NX-OS Security
Command Referencell %2R 1L T IV,

RTFv T4 statistics per-entry (E)
FOACL DL— L —4 B9 hDO T a— )L
i - R E T AN AT D LS ICRELE T,

switch (config-mac-acl)# statistics
per—entry
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macacnz®E [l

ARV FERET7IYa Y El:g]
ATFvw S5 show mac access-listsname CE=3)
MAC ACL O ExZERRLET,
11 -
switch (config-mac-acl)# show mac
access-lists acl-mac-01
ATvT6 copy running-config startup-config (£==)

41 -

switch (config-mac-acl)# copy
running-config startup-config

FEiTary 74 Xalb—varvk, A=K7 vl ay
T4 X al—varicar—LET,

MACACL DZE =

MAC ACL 25 /3 AL HIBRTE £97,

[F L& BRI

MACACL NRESNTWDHA U H—T = A AZEETITIX, summary F— U — K& FEE L T
show mac access-lists =~ > K& L £,

FIEDHE
1. configure terminal
2. macaccess-listname
3. ({EE) [sequence-number] {permit | deny} sourcedestination protocol
4.  ({EE) no {sequence-number | {permit | deny} sourcedestination protocol}
5. (f£#&) [no] statistics per-entry
6. (f£&) show mac access-listsname
1.  (f£#&) copy running-config startup-config
FIEDFEHE
ARV FFERERETIVa Yy BHY
& A configure terminal JTa—r ) ar7 4 Xal—ary ET— REBGLET,

1 -

switch# configure terminal
switch (config) #

| 0L-25776-03-J
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MACACL D&EE |

AU REEETIVa Y

=)

ATvT2 macaccess-listname AHICHIRELIZACLDOACL 2> 7 4 Fal—a Ly £—
RNz Bish L £,
i -
switch (config)# mac access-list
acl-mac-01
switch (config-mac-acl) #
ATFwT3 [sequence-number] {permit | deny} (CE=y
sourcedestination protocol MACACLWNIZV—VEAERR L ET, =T v AESEHRE
T5L. ACLANDL—/UFALEZIRETE £T, v —7
i : VAZBERIEE LRV E . L—E ACL OKRBITEME
switch (config-mac-acl)# 100 permit mac
00c0.4£00.00 0000.00Ff.f££f any £
permit =~ > R & deny 2~ RiZIX, FT7 7 1 v 7 ZiH
T2ODE OHENHESNTHET, FMicONT
I, [ Cisco Nexus 7000 Series NX-OS Security Command
Referencell %ML T 72E0,
ATvT4 no {sequence-number | {permit | deny} G-y
sourcedestination protocol} e L=/l —/L % MAC ACL 7> 5 HIER L £ 9,
Bl - permit =~ K& deny =2~ NiZiZ, M7 7 4 v 7 &kl
switch (config-mac-acl)# no 80 THDODEL DHFENHBEINTWET, FEc >V T
I%. [ Cisco Nexus 7000 Series NX-OS Security Command
Referencell %ML T I2E0,
ATFvTH [no] statistics per-entry (=)
ZD ACL DV—/v & =8 5307 v b O v —r3uifat &
il - TN, ADPHEFRFT DL ICRELE T,
switch(config-mac-acl)# statistics . R
per-entry no A7 araiflToE, T ATEDACLD Y 11—
FViREORER 24 IE LT,
ATvT6 show mac access-listsname (==
MAC ACL O EZRRLET,
il -
switch (config-mac-acl)# show mac
access-lists acl-mac-01
ATFwT] copy running-config startup-config =

{51
switch (config-mac-acl)# copy
running-config startup-config

EfTar 74 F¥al—YarEk, AEX—RT v aryry
Xal—rgricar’—LET,
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MACACLHD L —4 o2 E&2nzE I

MACACLAD > —/ 7 Y ABSNDER

MAC ACL NDNL— VAT BT T RTCDOY—4 VAR EEZEETXET, ACLICL— /L& §F
ANTHUBERHLBET, =T U AFFRREL TS L X%, BEY YT 5 LEfTT,

FIEDHE
1. configure terminal
2. resequence mac access-list name starting-sequence-numberincrement
3. (f£&) show mac access-listsname
4. ({EE) copy running-config startup-config
F g &4
ARV RFERERETIVa Yy BHY
& configure terminal Ja—nR)ary7 4 X2 lb—yarET— RE2HEBELE
j—o
il -
switch# configure terminal
switch (config) #
ATvT2 resequence mac access-list name ACL NIZE5R STV A L — T S — A v AR % ff
starting-sequence-numberincrement S starting-sequence number W E LY —HF v A
FEDRADN—ISHT BET, BhtDF/L—L
¢l o contirs L[ ERIOA— L LD bREVE ST BET,
SwltcC conri resequence mac access—11s — —— - N
hclomac-01 100 10 FHOMBIE. 8E LM L > TRE Y £,
ATvT3 show mac access-listsname )
MAC ACL O EZRRLET,
i -
switch (config)# show mac access-lists
acl-mac-01
ATy T4 copy running-config startup-config (=)
FTar7 4 Falb—ark, AF— Ty ar
11 T4Fal—rgilar—LET,
switch(config)# copy running-config
startup-config

MAC ACL O &lIf&

MAC ACL 25 /3 AL HIBRTE £97,

Cisco Nexus 7000 SeriesNX-0S X154 2> 74 XalL—>3a v AHA K
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B A rAcLELTOMACACL OEA

MAC ACL DB TE

FIEDBE
1. configure terminal
2. nomacaccess-listname
3. (fEE) show mac access-lists name summary
4.  ({£&) copy running-config startup-config
FlED M
= IV N3 i Ay B B#
2Fv T configure terminal Ja—\)ary 7 4 FXal—arE— RFERBL
e
I -
switch# configure terminal
switch (config) #
AT T2 nomacaccess-listname A CHEE LT MACACL #3732 7 4 %2 L—
TarirbHIBRLET,
1 -
switch (config)# no mac access-list
acl-mac-01
switch (config) #
ATFvT3 show mac access-lists name summary -
MACACL DR E#F /R LET, ACLBA ¥ —7 =
il A A EFEEA SN TWA AT, 1 v —7 =
itch( fig)# sh -list S g —
I
XTw T4 copy running-config startup-config (E=9)

i
switch (config)# copy running-config
startup-config

FTar 74 Fal—vark, AF—hT v 2
V74 Fal—Yarilar—LET,

"— ~ ACL & L T MAC ACL D3&EFA

Jll Cisco Nexus 7000 SeriesNX-0S ¥ 2171 2274 ¥al—av A F

MACACL #74—F ACL & LT, ROWTNDDA L H—T 2 A A Z A FICHEHATEET,

LAY 2FELITIVLAYIDA YRy P A F—T =2 A R
CLAY2FELIILVAYIDR—F FX¥ RNV A H—T oA A

[F L& BRI

BWHTDACLAGFEL, WBRFETIN I 74 v 7274 NZ ) TTHEITHESINTND

LB LET
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RK—racLe LcomacactoEm Il

FIROWE
1. configure terminal
2. koWThhoa~vr KEAILET,
« interfaceethernetslot/port
+ interfaceport-channelchannel-number
3. mac port access-groupaccess-list
4.  ({£&) show running-config aclmgr
5. (&) copy running-config startup-config
FIEDFEHE
ARV NFEERTOVa Y B#Y
ATv 1 configure terminal sua— )L ar7 4 ¥ ab— gy E— RERh
LET,
i -
switch# configure terminal
switch (config) #
ATvT2 KOWFArD v FEATLET, CLAV2ELEFLANIDA L F—T AR
N N 2> N R Ly
« interfaceethernetslot/port ;/ TARa—var T FEMELE
* interfaceport-channelchannel-number ) .
LAV 2EEITIVAYIDER—F FrxL
A =T 2 A ADA L E =T = A A
Bl - TA4Xal—ary EB— RERBLET,
switch(config)# interface ethernet 2/1
switch (config-if) #
i -
switch(config)# interface port-channel 5
switch (config-if) #
ATvT3 mac port access-groupaccess-list MACACL A X —7 = A AZHHLET,
i -
switch (config-if)# mac port access-group acl-01
ATvT4 show running-config aclmgr £
ACL DR EZFRLET,
il -
switch(config-if)# show running-config aclmgr
ATy 75 copy running-config startup-config CES=s

1 -

switch(config-if)# copy running-config
startup-config

FEfar7 4 Xal—vark, AX—F Ty
ary74FXalb—railav—LET,
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MACACL DEE |
B WvAcAcLOVACL & LTOER

MAC ACL @ VACL & L TOaE

MAC ACL % VACL & L CHfA & £9,

EENEYD
VACL OHTE

MAC /N5y 8D A 2 —JIIEE - 1ZT 14 E—T L1t

LAY 2402 —T A AR LTMAC X7y "3 E A =T NVERIET 4 B—T /TR IE
T&F9,

[T L& BHIIC
A EBE—T 2 A A%, LAVY2A LB —T oA AL LTHETHLENHD 3,

GE) A > H—7T = A A7 ip port access-group =~ > NE 72| ipv6 port traffic-filter =~ > N % ff
LTRHEESNTWDIHARE, A v X —T =2 A 37 X2 L—3 3 5 ipportaccess-group
a2+ R X Wipvé port traffic-filter =~ > FZHIER L7V R | MAC/X7 > N3fEAE A R —
TMITEERA,

FIEDHEE

-—

configure terminal
2. goWFRrDawr KEANLET,
« interfaceethernetslot/port

* interfaceport-channelchannel-number

w

. [no] mac packet-classify

(EZ) koWFiroaxr e AHLET,

=

* show running-config interface ethernetslot/port

* show running-config interfaceport-channelciannel-number

5. (f£&) copy running-config startup-config
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0L-25776-03-J |


b_Cisco_Nexus_7000_NX-OS_Security_Configuration_Guide__Release_7-x_chapter_010001.pdf#unique_625
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MAC /37y R EDA R—TIEFERIFT 4 £— Tk

FIEDFH
ARV RFEREETI VY B#Y
ZFw7F1 | configure terminal Fr—rLarT 4R l— gy E— FEREL
\i ﬁ—o
1 -
switch# configure terminal
switch (config) #
ATvT2 wKOWThrDa<wy REASLET, A=V Ry A A =T 2 A ADA L H—T =
N N N N N R YN
« interfaceethernets/ot/port _/;_X AT 4 Falbmva T RERELE
« interfaceport-channelchannel-number . .
CHR—=PFNTF RN A E—T =2 ADA L F—
TxA AT 4 Xal—varE— K&k
1) LET,
switch (config)# interface ethernet 2/1
switch (config-if)#
£ :
switch(config)# interface port-channel 5
switch (config-if) #
ATvT3 [no] mac packet-classify A B =T 2 A ADMAC/ Ty Mz A 2 —T )L
WCLET, noA 7Y arvaH+T5E. A X —
I : 7 2 A ADMAC/T v b3EIRT 4 B =TT Y
switch (config-if)# mac packet-classify ji?f
ATvT4 KOVWThrDa<wr FEASLET, LR
* show running-config interface ethernetslot/port =Y Ry N A E—T A ADFE[TAL T 4
+ show running-config Fal—varaRnlET,
interfaceport-channelchannel-number R F AR A H—T o ADEFTa L
T4 X2l —varERRLET,
£ :
switch(config-if)# show running-config
interface ethernet 2/1
il
switch(config-if)# show running-config
interface port-channel 5
ATvT5 copy running-config startup-config ==
FiTar74Xal—rark, AF¥—Fr7V v/ a
i Y74 F¥al—valar—LET,
switch(config-if)# copy running-config
startup-config

| 0L-25776-03-J

Cisco Nexus 7000 Series NX-0S ¥y T4 2> T4 Fal—2av i1 F i



B wacAcLoBEORER

EENEY D
MAC /™7 h3HE, 23—Y)

MAC ACL D&% E D FE

MAC ACL DB TE

MAC ACL OFENTHEZ RRT 2101, ROWTNDLOIEEZFEITLEYT, ThbDa~y il
D7 4= ROFEHIZ DWW TIE, [ Cisco Nexus 7000 Series NX-OS Security Command Referencell

EZRLTIESN,

avU R By
show mac access-lists MAC ACL OFREZFRRLET,
show running-config aclmgr[all] MAC ACL B X O"MAC ACL M@ &b 1 o~
B —T A A%EH T, ACLORELXF/RLE
—g—o
GE) Cisco NX-OS Release 5.2 DI TIx, =
Dawy RE, FHTar74¥al—
YarDa—HEFRACL #FK R LE
T, al A7 v a v EHEATLE, FE
ITar74Xalb—a D7 740
L (CoPP #E) L —HERIZLD
ACL Ol i NFRRSIVET,
show startup-config aclmgr [all] ACLDAX— T v a7 4¥al—3g
CERRILET,
() Cisco NX-OS Release 5.2 AFETIE, =

Da<wy R, AF—F T v ar
T 4FX 2l —T g rDa—HFEFEACL
ZFRRLET, al A7 v a v aEHH
THE AF— Ty T aArT 4¥a
L—ya D774k (CoPP#%

E) Ea—WEFICLD ACL Ol )7
MFERENET,

MAC ACL DfiEtHIEsRODE=R2 YT )T

MAC ACL (29 2 #EHEWR (H—N—FH L=y oY) 2F=47%5121%. show

mac access-lists =~ > R&{#H L F9,
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macact sl

MAC ACL OFFEHEBRDE=Z £721327 U 7 247 2 1ZiE, RORITIRT a~y ROWT LML
HALET, Znb0a<wy ROGEMIZOWTIE,  [Cisco Nexus 7000 Series NX-OS Security Command
Reference] #ZML T IZE0N,

avwU kR By

show mac access-lists MAC ACL OBREZFR ~LEJ, MACACL |Z
statistics per-entry 2~ > K23 E EN TV DHHA
. showmac access-lists =~ > FDOH Iz, £
N— & =B LIy hOBEREENET,

clear mac access-list counters T _T® MAC ACL., F7213%5%E D MAC ACL
ORfEH R EZHE LT

MAC ACL % E 5l

KIZ, acl-mac-01 &9 ARTD MAC ACL Z1ER L., ZhEA—Hh Ry b A F—T x4 A 2/1
(LAY 2A4 0 H—TxAR) IZHEHATHHERLET,

mac access-list acl-mac-01

permit 00c0.4£00.0000 0000.00ff.ffff any
interface ethernet 2/1

mac port access-group acl-mac-01

MAC ACL [CE Y % EIN1F¥R

BEER
BEEIER T=aTFILERAL L

MAC ACL 2~ > R : 5g@/ea~y RiESL, 22| [Cisco Nexus 7000 Series NX-OS Security Command
v RE—F, avy REE, 774V Mi, | Referencel
R EoiER,

2
A 24 ML

ZOMEETYH R — F SNDHHOEREE 12138 | —
FIN/ER TS A, -, BEOEYE
DHFR— MIEFINLTWERA,
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MACACL DZEE |
B vAcAcLoO#EEOEE

MAC ACL DB4EED FEFE

ROFIZ, ZOKEDY V—ADJEREZ R L ET,

3 2. MACACL DHERED ERE

HRES JU—R | HEEEER

MAC ACL 6.1(1) M2 —XED o —
HHEnE L,

MAC ACL 6.0(1) R —XFa2—0
HHENnE L,

MAC ACL 5.2(1) FTar7 ¥l —va
VERZ—=T T Ay
TA4Xal—a s Ta—
YPEE ACL 7217 &£
D (BEOT 741D
CoPP %1 ACL % %/ L7
V) K91, show
running-config aclmgr = <~
> K& show startup-config
aclmgr 2~ RHAZEHE X
NE L7,

MAC ACL 5.0(2) R —F T — R
FA VL ANA A =L
SNTHEH, XL 71~
—REFEHL WL
A, K 128,000 O ACL
T FNURYFR—FEND
Lo ELE,

MAC ACL 4.2(1) MAC 7377 > N3 HEN
A—=hrENB LT F
L7z,

Cisco Nexus 7000 Series NX-0S ¥ 1) F 1 o> T4 F¥alL—>a3 > A K
0L-25776-03-J |



	MAC ACL の設定
	機能情報の確認
	MAC ACL の概要
	MAC パケット分類

	MAC ACL のライセンス要件
	MAC ACL の前提条件
	MAC ACL の注意事項と制約事項
	MAC ACL のデフォルト設定
	MAC ACL の設定
	MAC ACL の作成
	MAC ACL の変更
	MAC ACL 内のシーケンス番号の変更
	MAC ACL の削除
	ポート ACL としての MAC ACL の適用
	MAC ACL の VACL としての適用
	MAC パケット分類のイネーブル化またはディセーブル化

	MAC ACL の設定の確認
	MAC ACL の統計情報のモニタリングとクリア
	MAC ACL の設定例
	MAC ACL に関する追加情報
	MAC ACL の機能の履歴


