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address-family ipv4 unicast
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address-family ipv6 unicast
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switch# configure terminal
switch (config) #
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[no] featuretunnel-encryption
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switch (config)# feature
tunnel-encryption
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[no] tunnel-encryption source-interface
loopback number
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source-interface loopback 2
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[no] key chain name tunnel-encryption
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switch (config)# key chain kcl
tunnel-encryption
switch (config-tunnelencryptkeychain) #
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[no] key key-id
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key 2000
switch (config-tumelencryptkeydhain-tunnelencryptkey) #
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[no] key-octet-string octet-string
cryptographic-algorithm
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switch (config-turnelencryptkeychain-tunrelencryptkey) 4
key-octet-string
abcdef0123456789%abcdef0123456789
abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC
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running-config tunnel-encryption =~ >~
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send-lifetime 00:00:00 May 06 2020
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show key chain kcl
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switch (config-tumelencryptkeydhain-tunmelencryptkey) #
copy running-config startup-config
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switch# configure terminal
switch (config) #
ATw 72| ({£&) [no]tunne-encryption e bSn Ty y Rty v g

must-secure-policy
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switch (config)# tunnel-encryption
must-secure-policy
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[no] tunnel-encryption policy name

i

switch(config)# tunnel-encryption
policy pl

switch (config-tunenc-policy) #

CloudSec RV > —ZERL L £ 1,

ATv74

CE=D)
1

switch (config-tunenc-policy) #
cipher-suite GCM-AES-XPN-256

[no] cipher-suite name

GCM-AES-XPN-128 F£7-1%
GCM-AES-XPN-256 DWW E % E L
F9, T 74 M
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CE=D)
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switch (config-tunenc-policy) #
window-size 134217728

[no] window-size number
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(f£&) [no] sak-rekey-timetime
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switch (config-tunenc-policy) #
sak-rekey-time 1800
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switch (config-tunenc-policy)# show
tunnel-encryption policy

show tunnel-encryption policy

CloudSec R Y v —FREEZFRLET,
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(f£&) copy running-config
startup-config
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switch (config-tunenc-policy)# copy
running-config startup-config
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Z7y 71 |configureterminal Ja—sarZ 4 Xal—vay
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switch# configure terminal
switch (config) #

A v J 2 [no] tunnel-encryption peer-ip E'7 O NVE R{ET0A v 4 —7 = A AD
peer-ip-address IP7 RLAEEELET,
1 -

switch(config)# tunnel-encryption
peer-ip 33.1.33.33

R 7w 73| [no] keychain name policy name CloudSec £ 7R Y > —%T Z v F L
i - £T, AT vT4E ZOAT v TONR
BYICERTE LT,

switch(config) # keychain kel policy pl

A 7 4 |pki policy policy name PKI % L CE7IZ cloudsec A U 3 —
15 - BT A F L TWET,

switch(config) # pki policy pl
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switch# configure terminal
switch (config) #

R Fw 72 |[no] interface ethernet port/slot A B —T 2 AREET— FEBLE
i : EE
switch(config) # interface ethernet 1/1
switch(config-if) #

A7 73 |[no] tunnel-encryption fERE LA % —7 = A AT CloudSec
Bl - ZffH LT ¥ 27 72 VXLANEVPN «
switch(config-if)# tunnel-encryption NAFHA b %ﬁ}jﬂ: Lij«o
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~
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show tunnel-encryption info global CloudSec #fif il L 7=t % = 772 VXLAN EVPN
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show tunnel-encryption policy [policy-name] EE D CloudSec R Y > —F 7219 XTD
CloudSec N U v —DEEEFRLET,

show_tunnel—encryptipn session [peer-ip T REBRA L MEOEY 3 N2 T

peer-ip-address] [detail ] Eomp Y, CloudSec v a T A1
WEERRNLET,

show running-config tunnel-encryption CloudSec /] L 7=t % = 7 72 VXLAN EVPN
~NVTF A NOFATHOREREFRRLET,

show bgp ipv4 unicast ip-address BGP /b — F D b UG SAIE 2 R L E
ﬁ—o

show bgp 12vpn evpn LA¥Y2VPNEVPN 7 KL X 77 3V &LL—
TAT T =TI NEREFRLET,

show ip route ip-address vrf vrf VRF V— N 52FERLET,

show |2route evpn mac evi evi LAY 2/L— MEREERLET,

show nve inter face interface detail NVEA vV Z—T 2 A ZADFFEME TR LET,

show running-config rpm FITHOBRETHF— THF A MEFRRLET,
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key-chain tunnelencrypt-psk no-show =2~ >
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show running-config cert-enroll KT RARRAL Y NEXF—RT R AT L
E

show crypto ca certificates <trustpoint_label> | k5 2 h R4 o DI EONE L F5 LE
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switch# show tunnel-encryption info global
Global Policy Mode: Must-Secure

SCI list: 0000.0000.0001.0002 0000.0000.0001.0004
No. of Active Peers : 1

RIZ, a&ﬁéhf“‘éff&f@ CloudSec NV v —%FRT AP ERLET, HAOZIX, &R
Vo—0Di5E, T4 v Ry g X, BLOSAK fHa TR RSN E T,
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switch# show tunnel-encryption policy

Tunnel-Encryption Policy Cipher Window SAK Rekey time
cloudsec GCM-AES-XPN-256 134217728 1800
pl GCM-AES-XPN-256 1073741823

system-default-tunenc-policy GCM-AES-XPN-256 268435456

WDOHITIL, CloudSec & a BT AFREZFRLET, HAKKIE, E7OIPT FLX
ERY— fEHER S —F 2—r, BIOEy T a DX a 7 nE 2D RENET,

switch# show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

33.1.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.2.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.3.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 0
44 .2.44 .44 pl kcl Secure (AN: 0) Secure (AN: 0

WOFNE, PKIZEHE S 2 FRA > MIHS< Cloudsec 7 v i g ST AERAE T L

TVET,

switch# sh tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain
RxStatus TxStatus

20.20.20.2 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

32.11.11.4 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

KIZ, BGP /b— b D kR ABEEALIEHROFI 2R L ET,

switch# show bgp ipv4 unicast 199.199.199.199 [] Source-loopback configured on peer BGW
for CloudSec

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 199.199.199.199/32, version 109

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 0x000200) on xmit-list, is in urib, is best urib route, is
in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1000 200 , path sourced external to AS
89.89.89.89 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Tunnel Encapsulation attribute: Length 120

Path-id 1 advertised to peers:
2.2.2.2

WOHIIE., MAC DMRAB ESTIZEER SN TWENE I MERL TWET,

switch (config)# show bgp 12vpn evpn 0012.0100.000a

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 110.110.110.110:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
13198

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 1l2rib/evpn, is not in HW
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Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
10.10.10.10 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Route Distinguisher: 199.199.199.199:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
24823

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
9.9.9.9 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Wiz, VE—F VA FDBZIE LT EVPN Z A 7 5 b— b AIC/ERE &7z ECMP O 2R L
‘ij—o

switch (config)# show ip route 205.205.205.9 vrf vrf903
IP Route Table for VRF "vrfo03"

'*' denotes best ucast next-hop

denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

Tkt

205.205.205.9/32, ubest/mbest: 2/0

*via 9.9.9.9%default, [20/0], 11:06:32, bgp-100, external, tag 1000, segid: 900003
tunnelid: 0x9090909 encap: VXLAN

*via 10.10.10.10%default, [20/0], 3d05h, bgp-100, external, tag 1000, segid: 900003
tunnelid: Oxa0aOala encap: VXLAN

WOFNE, VE— K YA "0 BH5E L7 MAC IZ ESTI X— A D MAC ¥ /L F /S ARFHE S LT
WAENE S PERLTHVET,

switch (config)# show l2route evpn mac evi 109 mac 0012.0100.000a detail

Flags - (Rmac) :Router MAC (Stt):Static (L) :Local (R):Remote (V):vPC link

(Dup) :Duplicate (Spl) :Split (Rcv) :Recv (AD) :Auto-Delete (D) :Del Pending

(S) :Stale (C):Clear, (Ps):Peer Sync (O):Re-Originated (Nho) :NH-Override
(Pf) :Permanently-Frozen, (Orp): Orphan
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Topology Mac Address Prod Flags Seg No Next-Hops
109 0012.0100.000a BGP SplRcv 0 9.9.9.9 (Label: 10109)
10.10.10.10 (Label: 10109)
Route Resolution Type: ESI
Forwarding State: Resolved (PL)
Resultant PL: 9.9.9.9, 10.10.10.10
Sent To: L2FM
ESI : 0300.0000.0000.0200.0309
Encap: 1

WwDOBNE, PIPZ#H L72 VXLANEVPN < /LF V1 PR EENTNAH I L EZRLTWET,

switch (config)# show nve interface nvel detail
Interface: nvel, State: Up, encapsulation: VXLAN
VPC Capability: VPC-VIP-Only [not-notified]

Local Router MAC: 700f.6al5.c791

Host Learning Mode: Control-Plane
Source-Interface: loopbackO (primary: 14.14.14.14, secondary: 0.0.0.0)
Source Interface State: Up

Virtual RMAC Advertisement: No

NVE Flags:

Interface Handle: 0x49000001

Source Interface hold-down-time: 180

Source Interface hold-up-time: 30

Remaining hold-down time: 0 seconds

Virtual Router MAC: N/A

Virtual Router MAC Re-origination: 0200.2e2e.2e2e
Interface state: nve-intf-add-complete

Multisite delay-restore time: 180 seconds
Multisite delay-restore time left: 0 seconds
Multisite dci-advertise-pip configured: True
Multisite bgw-if: loopbackl (ip: 46.46.46.46, admin: Up, oper: Up)
Multisite bgw-if oper down reason:

ROFNL, FATHFOREDF— 7 F A &R L TWET, key-chaintunnelencrypt-psk no-show
avy REANTHE, F—TF X MIFERRITRY T,

switch# show running-config rpm

!Command: show running-config rpm

'Running configuration last done at: Mon Jun 15 14:41:40 2020
!Time: Mon Jun 15 15:10:27 2020

version 9.3(5) Bios:version 05.40
key chain inter tunnel-encryption
key 3301
key-octet-string 7
075£79696a58405441412e2a577£f0£077d6461003652302552040a0076015a504e370c
7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm
AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7
072c746£172c3d274e33592e22727e7409106d003725325758037800777556213d4e0c7c00770576772
d08515e0804553124577£5a522e046d6a5f485c35425f59 cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7
075£79696a58405441412e2a577£f0£077d6461003652302552040a0076015a504e370c7972700604755
£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7
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0729791£6£5e3d213347292d517308730c156¢7737223554270£787¢c07722a513e450a0a0703070c062
€0256210d0e204120510d29222a051£f1e594c2135375359 cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7
075c796£6£2a4c2642302£5c56790e767063657a4b564£2156777c0a020228564a32780e0472007005530
c5e560f04204056577£2a222d056d1£5c4c533241525d cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7
07577014195b402336345a5£260£797d7d6264044b50415755047a7976755a574d350b7e720a0202715d7
a50530d715346205d0c2d525c001£6b5b385046365a29 cryptographic-algorithm AES 256 CMAC

switch# configure terminal
switch (config)# key-chain tunnelencrypt-psk no-show
switch (config)# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 15:10:44 2020
!Time: Mon Jun 15 15:10:47 2020

version 9.3(5) Bios:version 05.40
key-chain tunnelencrypt-psk no-show
key chain inter tunnel-encryption
key 3301
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

ROBNT, FTARRA L FEF—_TORELRLTWVET,

switch# show running-config cert-enroll

!Command: show running-config cert-enroll

'Running configuration last done at: Fri Apr 21 10:53:30 2023
!Time: Fri Apr 21 12:07:31 2023

version 10.3(3) Bios:version 05.47
crypto key generate rsa label myRSA exportable modulus 1024
crypto key generate rsa label myKey exportable modulus 1024
crypto key generate rsa label tmpCA exportable modulus 2048
crypto key generate ecc label srcl5 ECC key exportable modulus 224
crypto ca trustpoint srcl5 ECC _CA

ecckeypair switch ECC_key and so on

revocation-check crl
crypto ca trustpoint myRSA

rsakeypair myRSA

revocation-check crl
crypto ca trustpoint tmpCA

rsakeypair tmpCA

revocation-check crl
crypto ca trustpoint myCA

rsakeypair myKey

revocation-check crl

KOHNE, FTARRA L FTFTOIRAE LTV ERLTWVET,
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switch (config)# show crypto ca certificates myCA

Trustpoint: myCA

certificate:

subject=CN = switch, serialNumber = FBO22411ABC

issuer=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abc@xyz.com

serial=2F24FCE6823FCBE5A8AC72C82D0E8SE24EB327B0C

notBefore=Apr 19 19:43:48 2023 GMT

notAfter=Aug 31 19:43:48 2024 GMT

SHALl Fingerprint=D0:F8:1E:32:6E:6D:44:21:6B:AE:92:69:69:AD:88:73:69:76:B9:18
purposes: sslserver sslclient

CA certificate O0:
subject=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =

abc@xyz.com
issuer=C = US, ST = CA, L = San Jose, O = Cisco, OU = EN, CN = PKI, emailAddress =

ca@ca.com
serial=1142A22DDDE63A047DE0829413359362042CCC31

notBefore=Jul 12 13:25:59 2022 GMT

notAfter=Jul 12 13:25:59 2023 GMT

SHALl Fingerprint=33:37:C6:D5:F1:B3:E1:79:D9:5A:71:30:FD:50:E4:28:7D:E1:2D:A3
purposes: sslserver sslclient

CloudSec Z &/ L f=t2 % 1 7 7% VXLAN EVPN < )L F 4 1
~ DIETRBORT

WD a<r REFHH LT, CloudSec it A HH L T % =7 VXLANEVPN < /L F 1 b
BERRELIII VT TCEET,

av Uk B#

show tunnel-encryption statistics [peer-ip CloudSec Zffi [} L 7=t % = 7 72 VXLAN EVPN
peer-ip-address] ~IVF A L OREHERE FRLET,
clear_tunnel-encryption statistics [peer-ip CloudSec A L7-t % = 7 72 VXLAN EVPN
peer-ip-address] ~NVTFYA NOFEHERE 2 VT LET,

W DOHIZ CloudSec 2 L7~ % = 772 VXLANEVPN ¥ L FH A+ O#FEHEROFI 277 L E
7,

switch# show tunnel-encryption statistics
Peer 16.16.16.16 SecY Statistics:

SAK Rx Statistics for AN [0]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 8170598

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: 8170598
Decrypted In-Octets: 4137958460 bytes
Validated In-Octets: 0 bytes
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SAK Rx Statistics for AN [3]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 0

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: O
Decrypted In-Octets: 0 bytes
Validated In-Octets: 0 bytes

SAK Tx Statistics for AN [0]:
Encrypted Protected Pkts: 30868929
Too Long Pkts: 0

Untagged Pkts: 0
Encrypted Protected Out-Octets: 15758962530 bytes

\)

GE)  FURAKESALOREHE®R T, BNy FOEMEFRFICF T 70y D Fay 7R bR
L%EE, MOWTNNHOHANREZbIET,

Ny MIV T VLA U4y RUDHTZESINTZTZD, BEINTHWET,
o PRIV BALE T AEHI L TV ER A
cEBEIZEX VT 4 URIBHD F7,

ZOLEIBRRITIE, HETDHYE— N ET TR XAESLET 2R L TOOERE L.,
7 tyiarE Yty FLTHERMTALERHY £,

CloudSec Z &/ L 7=tz % 1 7 7% VXLAN EVPN < )L F 4 1
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Wiz, keychain Zff 1 L T 27 VXLAN EVPN ~ /L F %1 hEHERT D627~ L E7,

key chain kcl tunnel-encryption

key 2006

key-octet-string 7 075£79696a58405441412e2a577£f0£077d6461003652302552040
a0b76015a504e370c7972700604755£022230c03254323277d2£5359741a6b5d3a5744315£2fF
cryptographic-algorithm AES 256 CMAC

feature tunnel-encryption
tunnel-encryption source-interface loopback4
tunnel-encryption must-secure-policy

tunnel-encryption policy pl
window-size 1073741823

tunnel-encryption peer-ip 11.1.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 11.2.11.11
keychain kcl policy pl

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE



| CloudSec %R L 1=t 2 7% VXLANEVPN T LFH 4 +DHE
VIP £EAT BTLFHA b05 PIP AT 5T LFH1 F~0BT [

tunnel-encryption peer-ip 44.1.44.44
keychain kcl policy pl

tunnel-encryption peer-ip 44.2.44.44
keychain kcl policy pl

interface Ethernetl/1
tunnel-encryption

interface Ethernetl/7
tunnel-encryption

interface Ethernetl/55
tunnel-encryption

interface Ethernetl/59
tunnel-encryption

evpn multisite border-gateway 111
dci-advertise-pip

router bgp 1000

router-id 12.12.12.12

no rd dual

address-family ipv4 unicast
maximum-paths 10

address-family 12vpn evpn
maximum-paths 10

vrf vxlan-900101

address-family ipv4 unicast
maximum-paths 10

address-family ipv6 unicast
maximum-paths 10

show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

11.1.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
11.2.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
44.2.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)

VIPZ2ERTE5TILFHA FHOSPIPEERTLTILFY
14 b~DFBIT

VIP 2T 5~ VT WA 6 PIP AT D~/ F VA MIAL—XRIZEBITT HITIE. &K
DFNEZFEITLE T, BITIET—EIC 1 SOV A hTHEITTHLENHY £, BITHDO T
T4y THRKITR/ANBICIZ A ENTEET,

1. TRTOYA FDFTRTDBGW % CiscoNX-0S Y U —293B)LAED Y )V —R 2T v 77
L— ]\v Li‘a—o

2. T _THOBGW TBGP A/ SAZRELET, ZHhit. ESI X—Z2D MAC v /LF /2K
JOBGPBEVPN X A 7 2B XX A 50— bDFT_XRTCOXRI A MRy FTHFE o a—
R4 572 DI HBETT,
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4. 15O BGW Zg&, WUV A FOBGW > v v b& 7 L%E$, NVEshutdown =2~ >/
RFEFEHLT, BGW Y v v hE 7 TEF9,

5. N7 74 v I OEKEREEET DL, 77T 4772 BGW TPIP 2z /-~/LVFHA b
HNZT HANE R L7, Zhicky, RUYA bov vy FX D7 U BGWAEVPN
=R ERDETZENTEDLD, VE—FBGWIZT 7T 4 7BGWEIHIZ N T 7 4 v
7 EEFELET,

6. dci-advertisepip 2~ RZREL T, 7277 4 77/2BGW TPIP #fif L7z~ /L FH A b
EAMCLET,

PIP Xits BGW %A 2. 7o~ /v F ¥4 hiE, {42 ESI @ EVPN EAD-per-ES /L — h &7 R/ %
A ALET,

PIP %fit~ BGW %1 2 7=~ /VF %A M, (AR ESI, *7 A b &~y 7% PIP 7 KL A, PIP
A H—T x4 AMAC % RMAC (%% 925848) ELTDCIZT RAX AL XLET,
T7 TV I ~DODEVPN XA T2RBIOZ A TS 5L— DT RARZ A RCETHEHILH
D EHEA

MAC /V— FWESI CZIgEN b &, UE— F BGW X ESI X— 2D MAC v )V F XA % HE
7. dci-advertise-pip 2~ KZ A LT, ALY A D BGW Z—JE(Z 1 2T OffifR L. PIP
TwNATHA FEAMTLET,

ESLIZT_RCTORUYA b BGW ERUTHH=H, UVEt—F BGW X MAC /L'— @ ESI
N—2D MAC v /VF X2 EEITLET,

JE— k BGW TlE. BGP I/ 82 &%~ /L F 2L LTEIR L., EVPN ZA 7 5 /L— FDF
NTCOXI ARy TeLAyra—RLET,

vPC BGW CloudSec ERADILEa 2 /N\— T R

ek, B—DON—T Ry A HF—T A AINVEEE LAV F—T =24 AL LTHES
L, vVPC a7 Ly 7 ZD PIP & VIP Ol T MERK SV TUVWET, Cisco NX-0S U U —2
10.3(2)F LAFETlZ. CloudSec %fi& vPC BGW (ZHBI D /V—TF R 7 AR T& £97, vPC i
A Chars "= 2% L& 570, NNED FCEETET=—F v XA MIPT FL
ZNE@BNON—T Ny 7 f B —T A AEERTHZ 28O LET, EELA ¥ —
Tz A ARSI TWBIPT RLAEZVWC /—FROPIP THY, T=—FF¥ A b L ¥—
T oA AHEREINTWDIPT RLAZZEFDOVWPC 27 Ly 7 AD VIP T¥, NVE ©==—
XY ANAHE =T 2 A ABERSNTVDEE, NVE YV —RA A X —T = ATHEIIN
T Z U IPIFRIRN N EITHERE L TLE &,

EsoN—T Ny 7 2T 5 L, DCIHZSEEE T 5T 2 7 VR EVPN 4 A 7 2 B L OV
A TS5 T T 407D NRXN—x VANKEINET,
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vPC BGW CloudSec B DRI V/N—2 DR ZFERALIZNVES U2 —D 24 ADEK

a—H—F, VPCBGWDONVEREE LA v X —T oA AL bl =—F vy A A FZ—T =
A ZAEIEETHVLENHD £, BAED VXLANVG JEBTIX, EET A v F—T (R LT
SN AP UHF =T oA AOWFEEETH 7o a = IR T TIEEL TOVET,
VXLANv4 D VPC 2 0 NR—=V 2 V AZWET HITE, m=—F% vy A M A7V a URMETT,
RIER

interface nve <number>
source-interface <interface> [anycast <anycast-intf>]

iBGP vy a v DEH

T A —1 A IPv4/IPv6 = =F ¥ A FiBGP & v ¥ 3 1%, vPCBGW v'7 / — Rl CHERLT 5
VERHY F9, ik, vPC BGW TO DCI 2B+ O X — (s kST 57~ T9,
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