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fi
switch# configure terminal
switch (config) #

A5 72 |[no] hardware acl tap-agg Cisco Nexus 9700-EX 35 X (O} 9700-FX 7
Bl - A2 T — RO TAP £ ZHH L%
switch(config)# hardware acl tap-agg Tfo
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TTy T —b AL v FTHHRET
B, Ve — FRREIZRDGE1HY
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ATv 73| (f£E&) copy running-config Firar74Xal—vark, A¥—
startup-config NP v F 2y T 4 Fal—aiia
15“ . I:O“_‘ LSETO
switch (config)# copy running-config
startup-config

O ~ = f—
TAP £597R 1) —DERTE
IP77FAarbha—)L UAK (ACL) £72IZMACACL T, TAP 77 U —v g R
V—EHRETEET,
188 I

IPv4 R— b ACL £7-13Z MAC "— k ACL JH® ACLTCAM ® U —< = > ¥ X%, hardware
access-list tcamregion {ifacl |mac-ifacl} =~ RZH L TiRET HLENH Y £9°, hardware
access-list team region ipv6-ifcal =~ > RZffifl L C, IPv6 -"— k ACL ® ACLTCAM VJ —< =
YA R ERELET,

ZEMIZ OV T, [Cisco Nexus 9000 &V — A NX-OS t¥ = U5 4 DZEH A K] ® TACL
TCAM V— 3y A ZAORE] 2L T I,

\)

GE) F 74V hTlE, ifacl & mac-ifacl DT OFEE Y A X id¥ T4, TAPENEZVFR— 43
I21%. ifacl F 7203 mac-ifacl V— a LS R ZEID Y TALERH Y 14,
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ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N)L a7 4 FXal— g
T— F&EREBELET

ATv T2

TKOWTHRIOa<r REANLET,

* ip access-list access-list-name
* mac access-list access-list-name

1

switch (config)# ip access-list test
switch (config-acl) #

switch (config)# mac access-1list mactapl
switch (config-mac-acl) #

switch (config)# ipv6 access-1list testvh
switch# sh running-config aclmgr

!Command: show running-config aclmgr
!Time: Thu Aug 11 18:19:50 2016

version 7.0(3)I5(1)

ipv6 access-list testvo6

10 permit ipvé6 any any redirect
Ethernet2/1

interface Ethernet6/6
ipv6 port traffic-filter testv6 in

G¥) CiscoNX-OS U U — &
7.03)I5(2) LAKE. IPv6 ACL @
7R — kA Cisco Nexus 9000
V=X AL v FIZIBIE N
F L7, IPV6ACL TIZV ¥ A
VI T va B R—h
SnET, VFA LT N TS
v 3 ClE, BifE IPv6 PACL
THR—FINTNDHT T
® match 47> 3 VI3 R—
FERTWET,

IPACL #{EfX L CIP T 27+ A J R}
Ay 7 4 X2 lb—ar E— FEHA
T 50 HDHWIEMACACL Z1ER L C
MACT7 7 EBAVA a7 ¥ 2l —
varE'—REBMBLET,

ATvT3

({LE) statistics per-entry
il -

switch (config-acl) # statistics
per-entry

Hrr b TR ELIEG SRS
7y MEOMEHE RO E B L E
ﬁ—o

ATvT4

[no] permit protocol source destination
redirect interfaces
fl

switch(config-acl)# permit ip any any
redirect ethernetl/8
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P 75— ar Ky v—D1v8—Tx4Z~074vF ||

AU RFERETOVa Y

B8

GE)  TAPHEKNRY v—DA ¥ —
T A A NTTTHE IR,
EFNEEK LN TLIES

W, f U H—T A ADY A
MEATTTHEEE, ar~
TR, A—2% AN
WTLIZEY,

ATvTh

(EE)
JILET,
« show ip access-lists[access-list-name]
+ show mac access-lists
[access-list-name]
1 -

switch (config-acl) # show ip
access-lists test

ROWTNND A~ R A

switch (config-mac-acl)# show mac
access-lists mactapl

I _TDIPv4 £7-IE MACACL, 5
WIHEED IPv4 F721X MAC ACL 2 3%
/j——\‘]\/i—é‘o

ATvT6

(f£&) copy running-config
startup-config
1 -

switch (config-acl)# copy running-confid]
startup-config

FElTar 7 4 Fal—rark, AX—
NPy a7 s Xal—vgila
[:0_ Li‘ﬂ—o

TAP 75 )5 —2 30 R)O—DAVE—T A ANDTZYF

TAP 7 7V A — g VU CRESNIZACLE LAY 2 A 02— T oA ACHEATEET,

FIE

ARV KRFERERETY V3 Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT2

interface type dot/port
fi

switch (config)# interface ethernet 2/2
switch (config-if) #

FELIEA LV E—T oA ATKLTA >
R—T AT 4 Fal— g
T— REBBELET,
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IV N3 i F A7 B8
AT 7 3 |switchport LAY3IA LB —T A A% LA Y24
- VE—T A AERLET,
switch (config-if)# switchport GE) AL A —T A ANLAF2
A H—=T 2 ATHDHZ L
PR LET,
ATV T | RONTNDa~vy REANLET, |TAPEN THRE I IPv4 721X MAC
* [no] ip port access-group ACLZA =T = A %Kﬁﬁﬁ LET,
access-list-namein Zoa<wy Rono BN EEHT S L&,
+ [no] mac port access-group A VS =T A A5 ACL ZHIFR L &
access-list-namein R
1
switch(config-if)# ip port access-group
test in

switch(config-if)# mac port
access—-group test in

AFvF5| (f£&) copy running-config Frar 74 Xal—vark, AL—
startup-config Ny aryr7sFalb—arila
{5 E—LET

switch (config-if)# copy running-confid]
startup-config

TAP 75— 3 NEHRTFEDIESR

TAP 77V 75— a VOREHREFRRT HIZIE, ROWTNDOEEEITWET,

avU R E]:p]

show ip access-lists [access-list-name] | 4-=C o [Pv4 ACL £ 7= 1345 E D IPvd ACL 2 F5R L%
—a—o

show ip access-lists [access-list-name] | 4-~=-C» MAC ACL ¥ 7= 134D MACACL ##F5% L ¥
7,

TAP 75 )7 — 3 VDR EH
WIZ, IPVAACL TTAP 7 /) =g v RY —%2RETHH A2 LET,

switch# configure terminal

switch(config)# ip access-list test
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wps X~y v EvsoBE ]

switch (config-acl)# 10 deny ip 100.1.1/24 any
switch (config-acl)# 20 permit tcp any eq www any redirect port-channel4
switch (config-acl)# 30 permit ip any any redirect
Ethernetl/1,Ethernetl/2,port-channel7,port-channel8,Ethernetl/12,Ethernetl/13
switch (config-acl)# show ip access-lists test
IP access list test

10 deny ip 100.1.1/24 any

20 permit tcp any eq www any redirect port-channeld

30 permit ip any any redirect
Ethernetl/1,Ethernetl/2,port-channel?7,port-channel8,Ethernetl/12,Ethernetl/13

wIZ, UDFR_X—2D—#%&#H L CIPVAACLIZ TAPEKRN Y > —%2 AT 50 %2 R~ L £,

switch# configure terminal

switch (config)# ip access-list tap_agg

switch(config-acl) # statistics per-entry

switch (config-acl)# 10 permit ip any any redirect Ethernetl/1
switch (config-acl)# 20 deny ip any any

switch# configure terminal

switch (config)# interface Ethernetl/4

switch (config-if)# ip port access-group tap_agg in

switch (config-if)# switchport

switch (config-if)# no shutdown

WIZ. MACACL CTAP 7 7 U A — gy R —2RETHHZ - LET,

switch# configure terminal

switch (config)# mac access-list mactapl

switch (config-mac-acl)# 10 permit any any 0x86dd redirect port-channell
switch (config-mac-acl) # show mac access-lists mactapl

MAC access list mactapl
10 permit any any 0x86dd redirect port-channell

WIZ, TAPT 7V 75— ar R =% b ATY2 A F =T AT Z v F T o6& L
ij‘o

switch# configure terminal

switch (config) # interface ethernet 1/2
switch(config-if)# ip port access-group test in
switch (config-if)#

MPLS X R v EVY DEETE

MPLS X k1w E ST DERE

MPLS X b w B T % 7 a— )W IENZTEET,

IR& HEIIC
MPLS A h U v B 7B GMIT DRI, T XTOLA ¥ 3BIOVPCHEREE TN LE T,
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modetap-aggregation =2~ > R&fHLC, TAP 7 7V —va v RY v—%5T ACL & L
AV2A L E =T oA REFTHR—F Fr X7 Z v F LET, FEMIZONTIE, TAP 7

Y= ary BRI —DA v H =T 2 A ZA~DT H v F

Wy,

FIE

O~=2) ZzZRL TS

ARV RFERFTIaY

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

=)

Ta— B EE— 2B LET,

ATvT2

[no] mplsstrip
f

switch (config)# mpls strip

MPLS A NV v B> 7% 7 a— Ul
MM LET, Zoa~vwr RO no B %
AT HE. MPLS A b U » B0 7 )N
b nEd,

ATvT3

[no] mplsstrip mode dotlq
1 -

switch(config)# mpls strip mode dotlgq

VAL LT N BR— N0y b
VLANZ X 72 AN LET, & 71+
FT D HMENH D VLANE, ASIAR—
THETOILENDHY 7,

ATvT4

WAZE: copy running-config startup-config

1

switch (config)# copy running-config
startup-config

EfFar 7 4 X2 l—ark, AX—
Ny a7 ¥alb—vgila
[:O‘_ Li@—o

VLAN 2 U DEFEER—

NOE#3

VLAN # 713, B REFRA—FREPOEGEENET, AHIIR— ™I, A —Vx v bEHIT
= Fr X LONTNNHTT,

FIE

ARV RFEEETIa Y

E:)

&M

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
ET— F&EBHEBLET,

ATy T2

interface type slot/port
1 -

switch (config)# interface ethernet 1/26
switch (config-if) #

FELIEA LV E—T oA AR LTA v~
H—=T A A AT 4 FXal—3g
E— NEBABLET,
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VLAN 2 J DE{ER— b DERGE .

AU RFERETOVa Y

B8

ATvT3

switchport

1

switch (config-if)# switchport

LAY3IA L HE—T oA AL AY2A
V&_7I4Zc:m§%bijﬁo

GE) AVEF—TxzAADBLAT2
A —=T A ATHHT &
et L7,

ATvT4

WOWTRhDa~<wr REAHLET,
* [no] ip port access-group
access-list-namein
* [no] mac port access-group

access-list-namein
51 -

switch(config-if)# ip port access-group
test in

switch(config-if)# mac port
access-group test in

TAP ££4) TR E S L7 IPv4 £ 721X MAC
ACLZ A VX —7 = A AWM LET,
Zoa<wry RonREHAT L L,
A H =T x A A0E ACL ZHIEEL £
7

ATvTh

WOWT DA~y ReATILET,
* [no] ip port access-group
access-list-namein
* [no] mac port access-group

access-list-name in
R

switch(config-if)# ip port access-group
test in

switch (config-if)# mac port
access—-group test in

TAP ££4) TR E S L7 IPv4 £ 721X MAC
ACLZA V2 —T = A AZHEALET,
Zoa<wr RonoEREMAT &
A H—TxA A5 ACL ZHIBEL £
7

ATvT6

W\ZA: mode tap-aggregation vlan vian_id

1

switch (config-if)# mode tap-aggregation
vlan 26

VEA LT N R—FnBDOry MZ
A 7L E D VLAN O R E L E
b@‘o

ATy T17

(f£&) copy running-config
startup-config
{5

switch (config-if)# copy running-config]
startup-config

FEfTar 74X al—rarr, AX—
Ny a7 42l — g0l a
vE—L$9,
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B wvris s <oieme s

MPLS S AR )LMDEMN & HIkR

TNRA AL, ZV—LNTAP A ' F— 7 = A ATAAR TNV EZET L2 T L5 H)
I FETEET, £/o, AF¥T 47 MPLS 7L BMET2IFHIBRTE £7,

1a s BRI

TAPT 7'V 7=y a v R =% B ELTA v H—T = AT X v F T LI OV TIE,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] % &ML T 72& 0y,
HEIDFESEIZ AT v R T 57201213, ANA v FZ =T = ZADVZA VI N T 7 ar
EHERHLCY T 77V 5= a3y ACLEZRETHHLENRH D £,

Fg
ARV KRFERETY a3 Y B#J
R 71 | configure terminal Ja—r\L Ay 4 ¥ al—g
i - T—FEWMLET
switch# configure terminal
switch (config) #
AT 72| mplsstrip label 7 ~/L BELEAXT 4 w27 MPLS L%

i - BIMLET, 7LD 20 By MEDH
' DHIZ 1 ~ 1048575 T,

G¥) ZoOCLIX, kOZ7T7 7K XA
TN TTy N T xF—h A
Ay Fahrs, THEEFHE
HIFR S IH ] OIACT MPLS A b
Vv By THREIZIRE S
TRCOTT v b T H—h A

Ay FTHEHTEET,

« N9K-C93180YC-EX

switch (config)# mpls strip label 100

* N9K-C93180YC-FX
* N9K-C93240YC-FX2
* N9K-C93180YC-FX3

[no] mplsstrip label {labe |all} =~ > K
X, FEELEAXT 47 MPLS 7
NEFIBRLET, al 47> a3,
RXTPOAZT 427 MPLS 7L % Hl
BRLET,
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simac7 KLzoEE [

ARV RFEREET7TOVa Y Be

AT 73| ({£E) copy running-config FTar 74 ¥al—vark, AX—
startup-config Ny ar7sF¥Fab—varila
15'] . Eb‘bij‘o
switch (config)# copy running-config
startup-config

585 MAC 7 L X DEETE

HIBR SN 7 L—2 D5 MAC 7 RLAEZRETEET,

FIE
ARV RFEREET7TIVa Y BHY

R 71 |configureterminal rua—n)ary7 4 Xalb—g
ﬁu: q}_ﬁls%fgﬁﬁélzjiiro
switch# configure terminal
switch (config) #

R w72 | mplsstrip dest-mac mac-address ~y A —NYERENTEH 7 L— A D%
Bl - FEMAC T RLAZIREL XY,
switch(config) # mpls strip dest-mac |MAC 7 KL A%, RD 4 DDVT IH
1.1.1 DA THRETEET,

*EE.E

* EE-EE-EE-EE-EE-EE
* EE:EE:EE:EE:EE:EE
 EEEE.EEEE.EEEE

ATwv 73| ({£E) copy running-config FTar74¥Xal—vark, AX—
startup-config Ny a7 4Xal— g 020
{5 E—LET
switch (config)# copy running-config
startup-config

MPLS SR I — U5 DETE
FHENTWARWE AL FI YT MPLS SR Z— 7o N T AR A ERTEET,
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B vwisxryoergeoms

FIE
ARV RFEEETIVa Y =LY

R w 71 | configureterminal ra—N) ary7 4 Xalb— gy
Bl T— &ML ET
switch# configure terminal
switch (config) #

AT 72 | mplsstrip label-age 8 XA F v MPLS 7 )Vint— T
i - v M oM AR ELE T (B) o #bH

’ , , I% 61— 31622400 T,

switch (config)# mpls strip label-age
300

AFvF3| (f£E&) copy running-config Frar 74 Xal—vark, AL—
startup-config Ny arr7 4 Xalb—vaila
15“ . [:O—L/i‘a—o
switch (config)# copy running-config
startup-config

MPLS X W EVTERTEDFESR

MPLS 2 bV v BV T OEREEF/RT DL, ROWTNIHOIEEEITNET,

av ok B8
show mplsstrip labels[label | all | dynamic | MPLS 7 ~VIZBAT D maER < LET, &K
static] DA TV arBfRETEET,

*label : R 5 7L

call : TRTOFT~ILEFRTDH L 2T
ELET, 2B T 74V OF TS
:/*,C‘\j—o

s dynamic : A v 7 TV DOHRER
THZELEEELET,

sgatic: AT 4 v TNINVDRERT D
EEEBELET,

WIZ, T _XTO MPLS 7L Z2ERRwT 5027 LET,

switch# show mpls strip labels
MPLS Strip Labels:

Total : 3005
Static : 5
Legend: * - Static Label
Interface - where label was first learned
Idle-Age - Seconds since last use
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MPLS 2 kY wEL S hovassusArzyrynsu7 [

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

4096 Ethl/53/1
4097 Ethl1/53/1
4098 Ethl/53/1
4099 Ethl/53/1

4100 Ethl1/53/1
4101 Ethl/53/1
4102 Ethl1/53/1
4103 Ethl/53/1
4104 Ethl/53/1
4105 Ethl1/53/1
4106 Ethl/53/1
4107 Ethl1/53/1
4108 Ethl1/53/1

* 25000 None <User>

* 20000 None <User>

* 21000 None <User>

Idle-Age SW-Counter HW-Counter
15 1 210
15 1 210
15 1 210

7 2 219
7 2 219
7 2 219
39 1 206
39 1 206
39 1 206
1 1 217
1 1 217
1 1 217
15 1 210
39 1 206
39 1 206
1 1 217

WRIZ, AZT 4 v MPLS 5~ VD HLERTHHZRLET,

switch (config)# show mpls strip labels static

MPLS Strip Labels:

Total : 3005
Static : 5
Legend: * - Static Label

Interface - where label was first learned
Idle-Age - Seconds since last use
SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

Label Interface
* 300 None <User>
* 100 None <User>
* 25000 None <User>
* 20000 None <User>
* 21000 None <User>

403
416
869
869
869

MPLS A FYWELT A9 3B8KUSRILITRN)D

207

MPLS A N w7 BT 2 b %7 U7 351003, ROEEEZITWVET,

avy kR

S0

clear mplsstrip label dynamic

MPLS 7~V T —TNAMBEAF I w7 TR
N ) &2 UT LET,

clear countersmplsstrip

T_RTCTOMPLS A M) vV T o Hal
U 7 Li‘g‘o

WIZ, TR_RTOMPLS A MY v T h oo 257 V73T A50%2 R~ LET,
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switch# clear counters mpls strip

switch# show mpls strip labels
MPLS Strip Labels:

Total : 15000
Static )
Legend: * - Static Label

[Configuring TAP Aggregation and MPLS Stripping.]

Interface - where label was first learned

Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

4096 Ethl/44

8192 Ethl/44
12288 Ethl/44
16384 Ethl/44
20480 Ethl/44
24576 Ethl/44
28672 Ethl/44
36864 Ethl/44
40960 Ethl/44
45056 Ethl/44
49152 Ethl/44
53248 Ethl/44

MPLS X k1w E T DERTEH

15
17
15
39
47

19

45

O O O O O OO OO o oo
O O O O OO OO oo oo

WIZ, AZT 4 v 27 MPLS 7~UVZBINT B4R LFET,

switch# configure terminal

switch (config) # mpls strip label 100
switch (config)# mpls strip label 200
switch (config) # mpls strip label 300

TOMDESEEH
BN

&g X=ZaT7ILEAA kL

IP ACL ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guide]

MAC ACL ['Cisco Nexus 9000 Series NX-OS Security

Configuration Guide]

Nl N A e I 7 VAN A

['Cisco Nexus 9000 Series NX-OS Interfaces
Configuration Guidel

Ve—h =%V (RMON)

RMON DO E
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mazs
BE&EIE B X=aT7ILEA L
AA v F K HR—hk 7+ 744 (SPAN) SPAN D% &
A=A ['Cisco Nexus 9000 Series NX-OS Troubl eshooting
Guidel
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