LDAP )% E

Z DETIL, Cisco NX-OS 7 /34 A LT Lightweight Directory Access Protocol (LDAP) % 3% iE
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Lightweight Directory Access Protocol (LDAP) %, CiscoNX-OS 7 /34 AT 78 AL LD &F
5 a—YORFEEETHNITVE T, LDAP ¥ —E A, 7% UNIX £ 721X Windows NT 7 —
AT — 3y BB 5 LDAP T —E L DT — X _R— A2 THEH I ET, CiscoNX-0S 7
INA ANZERE L72 LDAPFSRE A AIREIC 9~ 121E, LDAPH— N7 7B AL TRELTH
SVERHY 7,

LDAP TlE, FEFLRADT7 7 U T o BHx TSN ET, LDAP Tlit. 1 BEOT7 V& A
ar ha—/LH— (LDAP 7 —FY) TEV—UE AR ARt cEx E4, &
P —EREFEFGOT —FX—=RHEA L, T —F OIS L TEDOY—"EZZx v b
U—J CHEHATELMOY—EREFEHTEET,

LDAPZ A7 v NV =71 ba)LTiE, M7 AR— FEAEEZRTZT720D12, TCP (R—
k389) ZfHMAH L EJ, CiscoNX-OS T34 A%, LDAP 7' 11 b a2 /L & fEH L CTEPRIDZREG
EITWET,
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AL H K UEFH]

7547 ME. BEAAL VR (22— L RATU—R) &M LTLDAP %— 3¢ @ TCP
R L Oty v a VEMIMLLET, Fr 7 et A0—8E LT, LDAP —N[ZZ 0D
FeAR—=2FHBEL, 2—F 707 7 A NLRLFDMOFEREZEG L 9,

A v F‘L“C?)‘f’o*/\%:ﬁ‘é GRIEEAT o TOET5) M, FRIFMBLTHEAAL VBT
HENT, AU REBMEEARETEET, T 740 M T, BRBLTOHLEL R 55N
EHINET,

BRBELTHBAL » R4 5HFROF| AL, baseDN OFIC2—H4 (en B 2BINT5 2 &
TiEE4 (DN) ZIEKT 5D Tk MEBEHRE TZITM -7 DN 25 U7 1 VIR
2—¥DN ELTHEATxsZ2ETT, ZoHFRAE, =—% DN BA2—H4 & baseDN DfiA
bt L IR LG EITRICELLET, 2 —% A 2 FO72HIZ, bindDN 73 baseDN +
append-with-baseDN & L CHk 41 £ 9, I 2 C. append-with-baseDN % cn=Suserid D7 7 #
v METT,

NA v RHFRORDYIC, XM H L CLDAPRGEZ M52 &b T&a£9, ik
JC“C‘ i Y —N_TCa—FANOBMHELZERLET, & 21E, 22— 20— Nt % g
CEEAFZAITHO Z N TEET, T 74V bDORRAYT — REMHEHZ A 71X userPassword T,

VIZ& 1T % LDAP D EE

LDAP Z {4 % CiscoNX-0S T /31 22Kkt LT, 22— B2 T — KREE7 1 h 21 (PAP)
0y A rERED E, ROWENITONET,

1. Cisco NX-OS T/3A A I BHESL SN D &, 22— VT L ENRXRT = REREGET D720
LDAP ¥ —F I EHELET,
2. Cisco NX-OS T /31 AL, H&HEAJIZ LDAP T —F U N HROWNTINNDOIE LS E T,

* ACCEPT : = —H DOFBFEIZKII LD T, —E 2% L ET, Cisco NX-0OS 73
A AN —WFFA 2 LB LT H5E1T, FFTRABERGEED £9,

* REJECT : = —WFGEIFRM L £7, LDAPT —FE %, =—HZRLTENUEDOT
JRAZEST D0, A VEBEEBRRITT AL O ICERLET,

*ERROR : T —F N X DRBIEY —EADBRP T T —NRAE L0, £ET5—F0
L Cisco NX-0S T /31 ZADM D U — 7jﬁfﬁfi7 MIEELE L=, Cisco

NX-08 7 /3A AL ERRORIGE 225 L=t WO HIET2—VF ORAEEARIT L *
R
FREDE T L., Cisco NX-OS 7 /34 A TFFA[INA F— T LI fDCO“CI/\M N T —H
DFFA 7 =—=AIZAY £9°, LDAP FFrlIZETeiiE, F9 LDAP GBREA EH ISR T3 244
ERHY ET,

3. LDAP #Fn 3R EEE . Cisco NX-OS T34 A IFHULDAP T —F B L, T —F
> 735 ACCEPT #7213 REJECT J&ENIK XN EJ, ACCEPT In&Ilid, = —HIZxt4 2
EXEC £72IZINETWORK & v v a v OREIHEH SN BN E i E T, £72 ACCEPT
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JEEIC XY, a—FRT VB AR —EABREY £T, ZOBRAEDOF—E RIFTKD
LBV TT,
* Telnet, rlogin, "A > NV —KRA > h7va ran (PPP) , Y UTINVTA L X —
%> h 71 bz (SLIP) . EXEC ¥—E &

cBHENTG A —H (RANEFIZZFATFOIPT RL A (IPv4 £7-1Z1Pv6) | 7
JEA VAN =P XA LT T L)
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GE) LDAPTIL., T—F 0N a—VEZIETADICTOREREEONAET, T—Fr &a—
FEOHMBRMNEEHFLET, B, T —F I —T4 R T— FOMLEDEE AT
THEIRDETN, MOIHEEEZRDDLZEHTEET,
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GE)  LDAP TlE. SRFEDORNIHFA 2179 Z &M TE £,
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LDAP DA VA —[EHEMHE
Internet Engineering Task Force (IETF; 1 > % —x v MEFFIHEZES) N7 7 MEXEIZ)
X NI —27 77 A H—,3L LDAP ¥— /3l T D Vendor-Specific Attribute (VSA; X & —
EA B OWEFESESNTOET, IETFIZEM 26 AL £, <4 —13 VSA
ZEM LT, — M2 I3 S 2V E OYtR B A AR — F TE £,

LDAP FH®) Cisco VSA fiz=X

A @ LDAP FEHETIL, IETF R CHER SN DB A H LI XU X —Ea A4 7V a v %
1OV R—=FLTWET, YRAaDORUE—IDIE9, VR—FENDA T a DR H—
AT 1 (LRIt E cisco-av-pair) T, fEIFKOERXD A WY > 7T,

protocol : attribute separator value *

At

protocol [ &, FFEDFFR] & A 72K T L A ADEME T, separator (X, LHBIEDOLEIT= (55
7). AT arOREOEEZ* (TAX Y A7) T, Cisco NX-OS 7 /34 A EDOFRFEIC
LDAP % — " Zffi [ L7-#54 . LDAP Tl LDAP % — Nxk LT, GRAERE R & & b ICTHERST 5
TH 72 Jf‘@ﬁ%‘ﬁiﬁﬁ%i&‘?i IR LET, ZOFIEHRIL, VSATHEZNET, Cisco
NX-0S Y7 h 7 =7 Tld, WD VSA 7u ha)L 7o a v dR—FLTWET,

e shell : = —W 7’1 7 7 A MR ZIEHET D access-accept /N7 v N THEA IS 7' a F =
by

CiscoNX-OS V7 b U =7 i%, WOEEE Y FR—FLTWET,

eroles : T—HPFNETAHTRTOE—LO—ETT, H7 14—/ FiF, AX—ZXATXYI LN
feu— Nk —ERRLIEZARN) V7 TT,

LDAP D/N—F ¥ 54— a3 HiR—

CiscoNX-0S 7 /34 A1, (AN —TFT 4 J ik (VRF) AV AX L A%fEH L CLDAP ¥—
N7 7 A LET, VRF OFEMEHRIZCOWVWTIL,  [Cisco Nexus 9000 Series NX-OS Unicast
Routing Configuration Guide] &M L T 7230,

LDAP DRIREH

LDAP ORRFMITRD £ B0 T,

« LDAP #—/30D IPv4 7212 IPv6 7 FL A E 23R A M AT 5 2 &
« Cisco NX-0S 7 /314 278 AAA ¥ — "D LDAP 7 54 7> b & LTRESN TN Z &

LDAP OFEFIB L #HlHE1E

LDAP (ZBA9 2B FHE EFHNFHEIIKRO LB TT,
¢ Cisco NX-0S T /34 A FITIdf K 64 D LDAP —RZHRETE£7,
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* Cisco NX-OS |Z LDAP N\ — 5 » 3 i & ¥R — FLET,

» Cisco NX-OS |3k D LDAP $— 721 &R — b LET,
* OpenLDAP
* Microsoft Active Directory

» Secure Sockets Layer (SSL) _E LDAP i, SSL/N—7 2 > 3 15 X U Transport Layer Security
(TLS) "=V a1 720 &Y AR —FLET,

e 2 —H /)LD Cisco NX-OS 7 /31 A LIZHESN TV D 2—H T H 7 MR, AAA T —
FoVE—F 2= THU b ERCARTOEE, CiscoNX-0S V7 b7 =7 1d, AAA
P—RECRESN TV 2= 0 — LTI, e—h Vv a—HF Th o hDOa—H
0—/L&UE— bk 2—FIEHLET,

LDAP DT 7 # )L FERTE

WDFEIZ, LDAP XTI A —ZDF 7 4 )V hREEZTRLET,
INT A—45 T4k
LDAP Foe—T N

LDAP &G )7 MBELTHBNAL R

LDAP FEREA A =X TL—
T RZ A LG 0%y
ZA LT T R 5%
TA RN E A~ —[EE 60 53
PF—ROEHHET=2Y) T D2—H4 test
P—ROEHHET=2Y D2 T—] | Cisco

LDAP D% E

Z Z TIX. CiscoNX-0OS ¥/314 2T LDAP # & ET A FIEZFHHAL £,

LDAP H—/\DEZE 7O+ X
WOFET 0¥ 25> T, LDAP —R_ZRETXET,
1. LDAP #A X*—7 /W LFET,

LDAP D& 5E
|
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B wrr o r—oniF -0

2. LDAP #—/3 & Cisco NX-OS 7 /31 A DFEH & et L E 9,
3. MEILU T, AAARGESXHIZ, LDAP — D% 7+ v &M LT LDAP #—3
TN—THFELET,
4, (HFEE) TCPR—hEHELET,
5 ({EE) LDAP V" — IZF 7 4V b AAAGRREF R ERTE L £,
6. (fEE) LDAP#R~ v 7 &2 ELET,
7. (EE) LESUT, LDAP Y —_OEME=X YV 7 E2HELET,
BErEY Y
LDAP DA x—7 b/ 7 4 B—7 bk (6 <—7)
LDAP #— /N FRA R OFERE (7 =)
LDAP ¥ —/3® rootDN D E (8 _X—%)
LDAP %—/N ZL—T D% E (9 _X—)
TCP R — FhDg&E (13 RX—2)
LDAP iR~ v 7 OKE (14 _X—)
LDAP — "OEMHIE=4 1V T OEE (153—)

LDAP O A xr— JJLiE/T 1« E—TIL1it

77 4V N T, CiscoNX-0S 7 /31 AD LDAPHHEILT + £ — 7 MZ72 > T ET, BREIC
BT a7 4Fal—yaryavwy ReEREEa~y R2EHAT 51213, LDAPHERE 2 Ry
WA RX—=T VT DRERDH Y £7,

FIE
ARV RFEREET7TIVa Y BHY
R w71 |configureterminal Jua—\) a7 4 ¥al—gy
1l - E— NEBABLET,
switch# configure terminal
switch (config) #
AT w7 2| ¥H: [no] feature ldap LDAP %# A 3x—7 ML %3, LDAP %
il - AT DI, Zoa<wr RO no
’ | &AL ET,
switch (config)# feature ldap
(F) LDAP &7 A E—T7NWIIT %
&L BET LT RTOREMN
HEIRICREES N ET,
ATv 73| ({LE) copy running-config Ffrar74Xal—vark, AL—
startup-config Ty ar7 4 ¥al—ia il
15“ . I:O_Li‘aAO
switch (config)# copy running-config
startup-config
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oap 4—3 k2 k@ [

BENE YD
LDAP ' — OB ET A (53—)
LDAP #—/ N 7R A FOERE (713—)
LDAP #—/3® rootDN D E (8 _X—7%)
LDAP —" 7 —T7 D% E (9 <—)
7 — L7 LDAP % A A7 7 NERORE (11 =)
LDAP =D& A L7 7 MHRORE (12 ~—)
TCP R — FDOFRE (13 _—)
LDAP #iF~ v 7O E (14 _X—)
LDAP — O EMBE=X U > 7 OzxHE (15 2—)
LDAP 7 v K # A AMREOKE (17 <X—)
LDAP #—/3TD AAA FFRIOF%E (17 ~_—2)

LDAP H—/\ R R FDEE

Y

JE— h®DLDAP ¥ — N2 T 7 B AT 5IZi1L, CiscoNX-0S 734 A | TZD LDAP H—/3D
IP7 RLVAEIIFEA M ERETDLENRDHY £3, K64 DLDAP V—"ERETEE
j—o

Note

F 7 4L R TiE, LDAP 4 — "D IP 7 R L A F 72 1IA A h44 % Cisco NX-OS /354 A THRE
T5&E, LDAP YV — 05 7 3 h®D LDAP — X FL—7 12BN ENE9, LDAP — %
B> LDAP H— X A — B35 2 &b TE 9,

Before you begin
LDAP A 2 —7 MIZ LET,
JYF£— h® LDAP — "D IPv4 F£721LIPv6 7 L A F 3R A M EEUS L7,

Secure Sockets Layer (SSL) 7'v& kL& A X —7 /WZT 5 TEDYE1EL, CiscoNX-0S 7734
AT LDAP ¥ — GEH#E 2 T8 TRE L £ 7

Procedure
Command or Action Purpose

R T w 71 |configureterminal ra—N)ary7 4 Xalb—3 gy
Example: T—F&BBLES,
switch# configure terminal
switch (config) #

R 7 72 |[no] Idap-server host {ipv4-address| LDAP #— 30 IPv4 £7-(XIPv6 7 K L
ipv6-address | host-name} [enable-sd] 2. BHAHWNIRA N EIEELET,
Example:

LDAP D ERFE .
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Command or Action Purpose

switch (config)# ldap-server host enabless ¥ —17U — }‘&jﬁ\ LDAP 7 34'
10.10.2.2 enable-ssl "

TV MISSLtEy v a AR ST
MHARA  RETIIMRDOER 2 EET
52 EICRY, BERENT—FOES
P BRI A RFEL £ 7,

AT v 7 3 | (Optional) show Idap-server LDAP r— DR EEZF R LET,

Example:

switch (config)# show ldap-server

R T 7 4 | (Optional) copy running-config Flrar74Xalb—vark, AF—
startup-config Ty a7 4Xalb— g0l
Example: E—-LET

switch (config)# copy running-config
startup-config

Related Topics

LDAP h—OEETrEA (5§3—)

LDAP DA F—7 MW/ T 4 =74k (6 <X—Y)
LDAP —/" 7 —T7 D% E (9 <—)

LDAP #—/30 rootDN DR E (8 ~<—3)

LDAP — Z—T DFHE (9 _—)

LDAP H— "OEMHE=4 1V T OERE (15—
LDAP h—DE=X U 7 (19 =)

LDAP Y — N#EHE#R D27 V7 (19 X—)

LDAP H—/ 0 rootDN D% E

LDAP H— /1 F—H X—2D/)L— NMEES (DN) ZE TX £J, rootDN (X, LDAP #—
WA FLTEDY—R"OREZHERTH7-OIFH L ET,

1R BHEIIC
LDAP A 2 —7 MIZ LET,
VE— LD LDAP " — "D IPv4 720X IPv6 7 KL A E = IIAR A ML EZTE L £,

FE
AT RFEEETIVa Y Br

AT w 71 | configureterminal Jua—N)ary7 4 Xal—g v
Bl - E— NEBABLES,

. LDAP D& E
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LDAP 4—/\ FIL—TDERE .

AU RFERETOVa Y Be
switch# configure terminal
switch (config) #

AT 72 |[no] Idap-server host {ipv4-address | LDAP #— % 5 — & ~_—Z D 1ootDN %
ipv6-address | hostname} rootDN root-name| #z5= | jL— h D2 U — K& 8 o R
[passwor d password [port tcp-port [timeout LT

seconds] | timeout seconds]]
1 fEE T, —/NTix% LDAP 4 vt —

CIFEHTATCPAR— & ELET,

switch(config)# ldap-server host

10.10.1.1 rootDN AR RHPAIL 1~ 65535 T, 77 4L
cn=manager, dc=acme, dc=com password FOTCPAR— MEIT o — VETY (7
Ur2Gd2BH timeout 60 o “‘/\‘ll/ﬂﬁfﬁgﬁﬁiﬁéﬂfb\iﬁb‘%é\ﬁi

389) , Fio, V=X A LT U MH
fRHIEE L ET, EOHPFEIZ 1~ 60 )
T, 774NV IDXA LT T MEIZS
0 —/UETY (Za— U ERHRIE &
NTWRWERITS ) |

ATw 73| ({£E) show ldap-server LDAP #— \ORELERLET,
fi
switch (config)# show ldap-server

ATw 74| ({£&E) copy running-config FITar 74 F¥al—arEk, AX—
startup-config N ary74Fal—vgila
1 E—LETS

switch (config) # copy running-config
startup-config

BMELEYY
LDAP — OFET A (52—)
LDAP O A 2 —7 /T 4 =74k (6 2—2)
LDAP #—/ N 7R A FOERE (713—)

LDAP 4 —/N\ U )L—TDEETFE

PN TN—THEH LT, 1 BERITEEED Y T— b AAA V— 2K D 2 —VFFGEE
ETHIENTEET, FN—TDALNETTXTC, LDAPEFEHT L L O ICERET D HLEN
HFET, RELLIEFRIZHE S TH—"DITENE T,

INHEDY =R T N—T TN DOTHHRETETETN, RE LI N—TE2HMIT HITIE,
AAA T —ERICHEHT 2L ERH Y 7,

Before you begin

LDAP %A x—7 M LFET,

LDAP &% 5E
|
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Procedure
Command or Action Purpose

5w 1 |configureterminal FTa—r ) ar7 4 Xal— gy
Example: ET—NZBBLET,
switch# configure terminal
switch (confiqg) #

XFw 72 |[no] aaagroup server Idap group-name |LDAP H—/N L —FEER L. FD
Example: T N—"7"0D LDAP $—/ J)L—7 2
switch (config) # aaa group server ldap | Fal—varE— }\%Eﬂt‘éb

LDAPServerl iﬁ_o
switch (config-1ldap) #

ATFvT3 [no] server {ipv4-address|ipv6-address| | LDAP #— 3%, LDAP H—/ 7 )L —
host-name} TOALNE LTHRELET,
Example: H87E L7z LDAP #r— S8 o7 b 72
switch (config-ldap)# server 10.10.2.2 Mo T EIA Idap server hogt =< >

b%ﬁ%bf%~ﬂ% RTEL., ZDx
U REL ) EFEITLET,

ZF w74 |(Optional)[no] authentication {bind-first| ¢ o |73 7= bl s 2 H L
[append-with-baseDN QNstring] | CLDAPIEA#ETFLET. F7 40
compar e [passwor d-attribute password]} N> LDAP SREEH R IT. B L Thb
Example: NA v RTBH314 0 REATT,
switch(config-ldap)# authentication
compare password-attribute TyuL8r

X Fw 75 |(Optional) [no] enable user-server-group | 7' )L — 7 #iE s A4 2 —7 M2 LE T,
Example: LDAP H—N"TIN—T X EHET S
switch (config-1ldap)# enable ERD Y iTO :Lb—ﬂ- ES :L‘—‘]j_%
user-server-group N LDAP U — A\ TREINT-ZDF

N—T DAL NE L TORENTNDE
AT, ARF—REEEELCr Y
AU TEET,

Z5 w76 |(Optional) [no] enable Cert-DN-match | ——# 71 7 7 4 LT —HFZERH D
switch (config-1ldap)# enable é—: j/l“(b K é%é\a:f:”’;‘—ﬂ_ﬁ) H &/r
Cert-DN-match VTCEARLIICLET,

R w 77 |(Optional) no [use-vrf vrf-name] PR T N—TFNOH— R b DR
Examp|e: {%ﬁﬁ—gqé VRF {/?E I./i—g«o
switch(config-1ldap)# use-vrf vrfl

ATy S8 |exit LDAP — R ) —F a7 4 X =
Example: L—varyE—REKRTLET,

s

ax &
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Command or Action

Purpose

switch (config-1ldap)# exit
switch (config) #

ATvT9

(Optional) show Idap-server groups

Example:

switch (config)# show ldap-server
groups

LDAP — N ) — 7 DB ELEFE L
i‘a‘o

ATy 710

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

Efrary 74 Fal—ark, A
H— T o ars7 4 FXal—a»
lIZar— L%,

Related Topics

LDAP H— D
LDAP #— " R A F DRRE

U

REZTntE A (53—=Y)

(7 =)

LDAP O A Z—T7 NAL/F 4 B—T 4l (6 ~=—)

LDAP H—/ 3 7R A N DR E

2 B—/\JL73 LDAP &

(7%—=2)

=JL =

1 L7 bREROEE

CiscoNX-08 7 /31 AT RT D LDAP H— 5 DA & O 2 ET 5 7 o — L

A L7 v bR %

1R BHHEIIZ

A==

ixX [E

LDAP & A 2 —7 MIZ LET,

FIE

TEET, INERELLFAMLT TN =T7—I2RDET,

AU RFERETIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
£ ]\‘%Fﬂlﬂﬁébiﬁo

ATvT2

[no] Idap-server timeout seconds

1

switch (config) # ldap-server timeout 10

LDAPH— DX A L7 7 MUl EZEE
LEd, T7HNVMDEA LT T NN
T SETY, BRREHIX 1 ~ 60T
KR

ATvT3

({E#E) show Idap-server
fil

switch (config)# show ldap-server

LDAP — \OBREEFRLET,

LDAP D ERFE .
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B warv—ios s L7y rERORE

ARV RFEREET7TOVa Y ]3]

ATy 4| (f£E) copy running-config FTar74¥al—vark, AX—
startup-config Ny ar74¥Fab—varila
15'] . t“bijﬂo
switch (config)# copy running-config
startup-config

MENE YD
LDAP O A % —7 /T 4 =T Ak (6 2—2)
LDAP = 3D F A L7 7 FEBORE (12 ~—)
LDAP =D& A L7 7 MEHBEOHRE (12 _—)

LDAP H—/\D 2 A L7 ) FERDEE

Cisco NX-OS 7 /3A A LDAP ¥ — "0 DISE & GO ERET DX A LT U Milbgz %
ETEET, ThEBELEHXA LT N T =280 F3,

1R BHHEIIZ
LDAP %A 32— MZ LET,

F&E
AU RFERET7TIV3 Y B#)
X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
Bl T— BB LET,
switch# configure terminal
switch (config) #
25w 72 |[no] Idap-server host {ipv4-address| ReEDF— DX A LT v MlEE R E
ipv6-address | hostname} timeout seconds | | ¢4 =7 4 L M3/ w0 — SLET
ﬁlj : ﬁ‘o
switch(cogfig)# ldap-server host GE) %%ﬁ?ﬂ)IJ)Ai’%**—/ilC?Eiﬁll
serverl timeout 10 7":&/])A7l7 ]\Fﬁlﬂ[ﬁ%ﬂi\ ‘j‘/\
T? LDAP H— S TEH S
LT =)V B A LT T R
Mz EEEXLET,
ATy F3| (f£E) show ldap-server LDAP — DR EZF R LET,
1 -
switch (config)# show ldap-server

. LDAP D& E
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e i—roxE [

ARV RFEREET7TOVa Y Be

ATy 4| (f£E) copy running-config FTar 74 ¥al—vark, AX—
startup-config Ny ar7sF¥Fab—varila
15'] . t“bijﬂo
switch (config)# copy running-config
startup-config

BErEY Y

7 —/3)L72 LDAP # A 57 7 MERORE (11 _—)
LDAP O A 2 —T7 NMAL/F 4 B—T 4t (6 ~2—2)
T —s3L7 LDAP X A A7 U MEREORTE (11 ~<—)

TCP /R— F DEXTE

BT 7V r—3grbR— FESFVREAS L TWHEAIE. LDAP Y — SHIZBD TCPAR— k
FRETEET, 774V b TiL, CiscoNX-0S 7 /31 AT _TD LDAP ERIZH LAR— k
380 ZfEAH LT,

1R BRI

LDAP %A 2 —T7 MIZ LFET,

FIE

ARV RFERFTIaY

=)

ATy T1

configureterminal

1

switch# configure terminal
switch (config) #

Jua—\)L a7 4 Xal—gy
T—FzfnL£7,

ATvT2

[no] Idap-server host {ipv4-address|
ipv6-address | hosthame} port tcp-port
[timeout seconds]

1 -

switch(config)# ldap-server host
10.10.1.1 port 200 timeout 5

F— 2% D LDAP A vt — 2 ff
THTCPAR— hEfEELET, 774
Jb k@ TCP R— kX 389 TF, A7
FPHIZ 1 ~ 65535 T,

B TH— DA LT v NEREEE
LET, HOHPHIZ 1 ~60TY, T
TANNDEA LT T MEIZZ m—rL
fETT (ZFa—VUHERRE STV
WAL S B

LDAP D ERFE .



AP oEE |
B wrrsncyJomE

AV RFERIETIaY B

GE)  HED LDAP — NZHREL
7B A LTy MERRIEL, 3
TO LDAP H— Tl S
DT =NV S A LT TR
ML FEE LET,

ATw 73| ({E&E) show |dap-server LDAP #— DR EELE R LET,
fi
switch (config)# show ldap-server

ATwv 74| ({£&E) copy running-config FAFar 74 Xal—ark, AX—
startup-config N ary74¥alb—rgrila
1 - E—LET

switch(config)# copy running-config
startup-config

BEErEYY
LDAP — DR ET kA (54—)
LDAP O A %2 — T NWAb/F 4 B—7 4t (6 =2—3)

LDAP &< Y JNDRTE

g7 =) —Z LDAP Y — NICEET D L O ICLDAPHR~ v AR ETE £4, — %%
DF—HRX—AT, BB~y T THESN-EHELZH -T2 2B LT,

1R BHEIIZ
LDAP A 2 —7 MIZ LET,

FIE
ARV RFERERTI VA Y =LY
AT w 71 | configureterminal Jua—\) a7 4 X¥al— gy
5l - T— FEBHLET,
switch# configure terminal
switch (config) #
AT 72| |dap search-map map-name LDAP sk~ v 7 2@ E LE T,
fl
switch(config)# ldap search-map mapl
switch (config-ldap-search-map) #
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| AP i
war 4—noemuE=41 0%z [

ARV RFERIETY Va3 B#Y
RATvF3| ({EE) [userprofile|trustedCert | a—H% e 7y A FETE S
CRLL ookup | user-certdn-match | #  CRL, iFFEDN—, A¥x——

user'-pubkey-match | user-SNitch-binQ] . F 721X user-switchgroup Vv 7 7 v
anribute nameatrie namesearch-iter | iR ED IS, Bsk7 (15, &5
FOR=ZADNZHELET, ZNbHD

E fElX, #EE27 =V —% LDAP H—(C
switch (config-ldap-search-map) # Jié'ng 5720 L:{%ﬁﬁ = nE j—o
userprofile attribute-name att-name

search-filter attribute-name 5413 Nexus 7 —/ViEF

(& (objectClass=inetOrgPerson) (cn=S$userid)) ffé\ﬁ LDAP 'H-““/*\E‘I\i@% ﬁﬁ«ca—o

base-DN dc=acme, dc=com

ATy 4| (EE) exit LDAPWMFTE~y a7 4 FXal— 3
15“ : v = ]\\%}_}%T Li‘a—o

switch (config-ldap-search-map) # exit
switch (config) #

RATv75| ({EE) show ldap-search-map RE 472 LDAP M~ v S HRKR L
i =7
switch (config)# show ldap-search-map

ATv 76| (f£i&) copy running-config Frar 74 Xal—vark, AL—
startup-config Ny a7 sFalb—arila
15“ . to“_‘ Liﬁ‘o

switch(config)# copy running-config
startup-config

EENEYD
LDAP 4 —RO@RE7T kA (5§ 3—)
LDAP O A % —T7 NM/F 4 B—T 4t (6 2—)

LDAP 5 —/\OEHHE=2 ) VT DETE

LDAP Y — O MEZE=4 I 7 TEET, RENT A—ZIZIL, =Nk L THERT
Ha—WZENRAT— R Y= ZAf R L TCIRBEEEZTERT 572D rootDN, BL T A

RV A== ET, T4 KV XA<—IZiF, LDAP % — NTOFER 25 IR0

RO ZRE L ET, ZHEBE D L CiscoNX-0S T34 RET A b X7y FEEEL

FT, 2O T arEFRELTEMICY —RETARNLEY, 1BETFTAMNEFETLE
DTEET,

)

GE) Ry hI—2DbxalT 4 2R#ET D202, LDAPT —F _R—ZADPREFED 22— 4 LR L
BOERFEA LN L 2HEE L £,

LDAP D& 5E
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LDAP OHE |
B orvy—rormmE=59s08%

1R BHEIIZ
LDAP %A 2 —T7 MIZ LFET,

Fig
ARV FEEET7IV3 Y By

R w 71 |configureterminal Ja—)ary 7 4 ¥al— gy
1l - T— REHBELET,

switch# configure terminal
switch (config) #

AT 72| ¥%8: [no] Idap-server host {ipv4-address | — N E=% UV > THDONRT A —H2 %
| ipv6-address | hostname} test rootDN BELET, F740 hO—HLE
root-name [idle-time minutes | password | (o5t 57 4 /L kD2 7 — R} Cisco
password [idle-time minutes] | username CF. T AR XA e—DF T 4 b

name [passwor d password [idle-time 160 45T, A7 72 R 1 ~ 1,440

minutes
. 5T
i - . . .
ten(contig)§ 1a rost G¥)  LDAPH— T —HX—2AD
switch (config ap-server hos . .
10.10.1.1 test rootDN rootl username PFDO2—FThna—Fz
userl password Ur2Gd2BH idle-time 3 ?Eﬁi—’ﬁ—é Ze& f&?ﬁé—;} Liﬁ—o
Z v 73 |[no] Idap-server deadtime minutes PLRTIZ S DD > 7= LDAP H— 3%
i - CiscoNX-OS T/3A ANF = v 7 & hhd
< NN s s
switch(config)# ldap-server deadtime éif@ﬂ@%?ﬂ/ﬁfbij‘o T 7AND
5 fEIZ 0 73T, AR7eHIRIL 0 ~ 60 47
/C\‘j—o
ATv 74| ({£E) show ldap-server LDAP H— DO ELX KR LET,
f5
switch (config)# show ldap-server
AT 75| (f£E&) copy running-config Frar 74 Xal—vark, AL—
startup-config NPy a7 4FXalb—g42a
15“ . [:O— Li‘a—o

switch (config)# copy running-config
startup-config

BErEYY
LDAP H— DR ET kX (5 —)
LDAP DA X —7 Mb/T 1 B—=7 (b (6 ~—)
LDAP #— N R A FOFRE (7 3—)
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| AP i
AP 7 k5 1 sEImoEE [

LDAP 7 k & A LREIRDERE

TRTDOLDAP V—3DF v K XA AHREZRECEET, T v K ¥ A LRBIFETIL, Cisco
NX-OS T34 AN LDAP YV —%F v RTHHLBEELIEH., TOYV—BNT 74 7T ho
TN EIMMERERTH-OICT AN Xy N2 RETHECORMZEELET,

)

CE) Ty RFALMBIZONERET DL, LDAP Y — N L, B LZIRERWIESTH, Tv K&
LCv—2&ENnNFE¥A, Ty ¥ LERIEIN—THMNTRETEET,

1R BHHIIZ
LDAP & A 2 —7 MIZ LET,

FIE
ARV RFERETOVa Y ]3]

Z w71 |configureterminal Ta— ) ar 7 4 ¥al—g
Bl T— FEMBLET,
switch# configure terminal
switch (config) #

25 72 | [no] Idap-server deadtime minutes Ta— VBT R XA LR E
i - LES, 7740 MEK0STY, HipH

~ INTS

switch (config)# ldap-server deadtime 31 60 ]]7:7fo
5

ATv 73| ({LE) show |dap-server LDAP — DR EEXR R LET,
fi
switch (config)# show ldap-server

AT 74| (f£E&) copy running-config FEfrar74Xal—vark, AL—
startup-config Ty ar7 4 ¥al—i g ila
il - E—LET.
switch (config) # copy running-config
startup-config

EErNEYD
LDAP O A x—T7NMb/F 4 B—T 4t (6 2—)

LDAP H—/\T® AAA S50 DERTE

LDAP %— XDF 7 /L D AAA Al R ERETXFE T,

LDAP D& 5E
|



B wrrs—icomasaomE

1R BHHEIIZ

LDAP & A X —7 M2 LET,

FIE

AP oEE |

ARV RFERETIVa Y

=)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
£ F%Fﬂlﬂﬁébij«o

ATvT2

aaa authorization {ssh-certificate |
ssh-publickey} default {group group-list |
local }

1 -

switch (config)# aaa authorization
ssh-certificate default group
LDAPServerl LDAPServer?2

LDAP %-—"DF 7 3L b D AAA FFFA]
HREHELET,

ssh-certificate % — 7 — R IXFEAER

ZfEH L7z LDAP #Fr[ 7213 u—Hh v
PPl &3 E L, ssh-publickey ¥ — 7 —
K1 SSH /ABH % — % {# ] L /= LDAP #F
AlEIe— VR ERELET, T
74V NOFFRNE, 2 —FICEHID 4T
2 —/LZxt L TR ESNza~vwy KoY
ABRTHLE—TNVFHFATT,

group-list 51412 1%, LDAP H— 3 7 /L—
Tl ANR—ATRE) > 72U X M &fRE
LET, TOTNA—TIZET B — NI
® LT, AAAFRIDTZDDT 7 AN
1TbinEd, local Fjte—nh1 57—
B R— AR LTI 21TV ET,

ATvT3

CE=D)
1

switch (config) # show aaa authorization

show aaa authorization [all]

AAA FFAIRRERFR L E T, al ¥—
U— RERETDE. T 740 MEDBE
RENET,

ATvT4

(f£&) copy running-config
startup-config
fi

switch (config)# copy running-config
startup-config

FiTar74Xal—vark, AX—
FP a7 4 ¥al—vgla
vE—LEd,

EENEYD
LDAP O A F—T MW/ T 4 =Tt (6 _—)
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| AP i

wars—rsne=4u>5 [

LDAP H—/\DE=_A Y Y

CiscoNX-0S T34 ZABMEEF L CWAB LDAP YV — DT 75 4 E 5 4 IZEHT A3 EHREE=
2T TEET,

IR BHEIIZ
Cisco NX-OS 534 Z|Z LDAP y—ZHELET,

FIE

AT RFEEIEITFZII Y B

R T w 71 | show Idap-server statistics {hostname | LDAP — O ER A F R LE T,
ipv4-address | ipv6-address}
1 -

switch# show ldap-server statistics
10.10.1.1

EErEYY
LDAP #—/ 3 RA hOFE (7 ~—)
LDAP — SHiGHE#m o 7 V77 (19 ~—2)
LDAP Y— S#igHE#m o 7 V7 (19 ~—2)

LDAP H —/\iftEH R8N Y ) 7

Cisco NX-0S T /31 ZWBMEFF L TWD LDAP 4 — D7 7 T 4 ©F 4 ICET 55 R A2 FR
L7,

1R BHEIIC
Cisco NX-0OS 7 /34 2|2 LDAP ' — &R EL £,

FIE

ARV RFERRETI a3 Y B#J
ATy 1| ({EE) show |dap-server statistics LDAP — " DftiHEHR A KR L £,
{hostname | ipv4-address | ipv6-address}

1

switch# show ldap-server statistics
10.10.1.1

R 72 |clear |dap-server statistics {hostname | LDAPH— 3SR E 7 UV 7T LET,
ipv4-address | ipv6-address}

LDAP D ERFE .
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LDAP

LDAP

DHER

=L

axX AE

AP oEE |

ARV RFEREET7TOVa Y ]3]
{5

switch# clear ldap-server statistics
10.10.1.1

MELEYY
LDAP —_"DE=FJ 7 (19 —)
LDAP #—/ N 7R A FOERE (73—)
LDAP H—DE=X Y 7 (19 =)

DHEER

LDAP R ERFHME FrT DI121F. ROEEOWT NN EITWVET,

avy kR B#)

show running-config Idap [all] FEITar 7 4 X2l —2 a3 D LDAP RELXZERL
ij—o

show startup-config Idap AR — R NT a7 X2l — 320 LDAPH
ErERRLET,

show |dap-server LDAP % ER H AR~ L ET,

show Idap-server groups LDAP — R ) —7F OB EFEREFR T LUET,

show Idap-server statistics {hostname| | LDAP #tEHE @z Fr L4,

ipv4-address | ipv6-address}

show Idap-search-map REINTWAD LDAP Bt~ v 7ICET A M A2 *
~LET,

D EZE B

KIZ, LDAP =N R A FBILOY—RN T N—TE2RETHH 2R LET,

feature ldap

ldap-server host 10.10.2.2 enable-ssl
aaa group server ldap LdapServer
server 10.10.2.2

exit

show ldap-server

show ldap-server groups

WIZ. LDAP i~ v 72 RET HH 2R L £,

ldap search-map sO
userprofile attribute-name att-name search-filter "
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| AP mzE

RDIEXE

zorz I

(& (objectClass=Person) (sAMAccountName=$userid))" base-DN dc=acme, dc=com
exit
show ldap-search-map

RIZ, LDAP H— N9 2 REA ERSREZ B LT AAA FFrf 23 ET 202~ LE TS
aaa authorization ssh-certificate default group LDAPServerl LDAPServer2

exit

show aaa authorization

OB, BRAEZMEES D HEZ R L TWET,

failing
test aaa group LdapServer user <user-password>
user has failed authentication

! working

test aaa group LdapServer user <user-password>
user has been authenticated

INT, =N TN —=TEEO T AAARIESREZRETEH L IR0 £,

LDAP [ZR89 4 EMNE#R

EEEH

BEEIE TZaTFILEAL L
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T 24k
v

COMRETH R — N ENAPHIOEREE - 3L E SN EETH Y A, T, | —
BEFEOEREDO Y R— MIZE SN TWERE A,
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AP oEE |

MB®D')>Y

LDAP |Z B4 % MIB

PR—FENTWNWDEMIB EZBRERBIOF Y — R4+ 520F, kD
URLIZT ZEBALTLE&E,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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