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Guidelines and Limitations for ITD

ITD has the following configuration guidelines and limitations:
* ITD is supported on the following platforms:
I TDv4 support

* Beginning with Cisco Nexus NX-OS Release 9.3(1), Cisco Nexus 9500 Series switches with
Cisco Nexus X9788TC-FX , X97160YC-EX and X9732C-EX line cards.

* Beginning with Cisco Nexus NX-OS Release 9.2 (1), Cisco Nexus C9364C, C9336C-FX2,
C93240YC-FX2 switches are supported.

* Cisco Nexus 9500 Series switches with Cisco Nexus X9432PQ, X9464PX, X9464TX, X9536PQ,
X9564PX, X9564TX, and X9636PQ line cards.

* Cisco Nexus 9332PQ, 9372PX, 9372PX-E, 9372TX, 9372TX-E, 9396PX, 9396TX, 93120TX,
and 93128TX switches.

* Cisco Nexus 9236C, 92160YC-X, and 92304QC switches, 93180YC-EX, 93108TC-EX,
C93180YC-FX and C93108TC-FX switches

I TDvV6 support

* Cisco Nexus 9236C, 92160YC-X, and 92304QC switches, 93180YC-EX, 93108TC-EX,
C93180YC-FX, and C93108TC-FX switches

* Beginning with Cisco Nexus NX-OS Release 9.2 (1), Cisco Nexus C9364C, C9336C-FX2,
(C93240YC-FX2 switches are supported.

* Beginning with Cisco Nexus NX-OS Release 9.3 (5), Cisco Nexus 9500 Series switches with
Cisco Nexus X9732C-FX and X97160YC-EX line cards and Sup B+ are supported.

* Beginning with Cisco Nexus NX-OS Release 9.3 (5), Cisco Nexus C9316D-GX, C93600CD-GX,
C9364C-GX and C93180YC-FX3S switches are supported.
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ITD NAT, and PAT
* Beginning with Cisco Nexus NX-OS Release 9.3(5) 9348GC-FXP switches are supported.

* ITD does not support using FEX ports for ingress or egress to the next-hop IP address.

* Configuration rollback and configuration replace are supported only when the ITD service is in shut
mode on both the target and source configurations.

* Destination NAT is supported only for IPv4.
* Seamless switchover is supported on L3 ITD services.
* SNMP is not supported for ITD.

* Beginning with Cisco Nexus NX-OS Release 9.3(2), IPv6 supports node level probes and device
group level probes.

* Node level IPv6 TCP, ICMP probes are supported.

* Beginning with Cisco Nexus NX-OS Release 9.3(5), ITD supports fail-action node-per-bucket with
weights.

* The bucket distribution options is available for IPv4 and IPv6.

\}

Note Fail-action bucket distribute is not recommended for services using
hot-standby nodes or node-level standby nodes.

* The following guidelines and limitations apply to the exclude ACL feature:

* The exclude ACL supports only permit access control entries (ACEs). Deny ACEs are not
supported.

* Traffic that is matched by a permit ACE in an exclude ACL bypasses ITD.

» Thefollowing guidelines and limitations apply to theinclude ACL feature:

* Only 62 unique ACLs can be configured per slice of ASIC. Each ACL takes one label. If the
same ACL is configured on multiple interfaces, the same label is shared. If each ACL has unique
entries, the ACL labels are not shared, and the label limit is 62. In order to achieve 150 ITD
services per switch, with the limitation of 62 ACLs per slice, the ingress interfaces should be
spread across multiple slices of the ASIC. For more information see, Configuring IP ACLs.

» ACEs with object-groups specified as address-groups or port-groups in either source or destination
parameters are not supported.

* An IPv6 ACL can be configured as an include access-list for traffic selection for ITD service.
* Ingress ACL doesn't have support for Layer 4 port range in the user-defined ACL.

* Only ACEs with the permit method are supported in the ACL. ACEs with any other method
(such as deny or remark ) are ignored.

* A maximum of 256 permit ACEs are supported in one ACL.

* Failaction is supported among the nodes.
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* ITD supports either the include ACL feature or the virtual IP address (VIP) feature but not both.

* Ifthe user has configured ITD with include or exclude ACL, and the user is using source IP-based
load balancing, then the subnet mask in the source IP address of the ACE cannot be more than
/28 (eg, it cannot be /29, /30, /31).

If the user has configured ITD with include or exclude ACL, and the user is using destination
IP-based load balancing, then the subnet mask in the destination IP address of the ACE cannot
be more than /28 (eg, it cannot be /29, /30, /31).

* Beginning with Cisco Nexus NX-OS Release 9.3(5), mask position is supported for services
filtering traffic using include ACLs.

* Beginning with Cisco Nexus NX-OS Release 9.3(5), Least-bit load-balancing is supported for
the include ACL feature.

* We recommend that you classify probe traffic in a separate CoPP class. Otherwise, probe traffic will
go in the default CoPP class by default and might be dropped, causing IP SLA bouncing for probe
traffic. For configuration information, see Configuring CoPP for IP SLA Packets

* ITD sessions are not supported with the following:

\}

* Weights.
¢ The include and exclude ACL features.
* Fail-action node-per-bucket.

* Node level probes.

Note

Node level probes which use user-defined track are supported.

* Device-groups with hot-standby or node level standby nodes.
* Device-groups being used by services with peer synchronization enabled.
* Services with layer-4 load-balance options configured.

* Services with multiple Virtual IPs using different device-groups.

* Disabling atomic update may allow more TCAM resources to be made available for the ITD policies,
but with possible disruption in traffic during changes to policies. For further details, please refer to
Security Configuration Guide 9.3(x).

* ITD-L2 & ITD Layer 3 need to have seperate interfaces.

* Check point & config rollback functionality in ITD is supported only when service is down

 If ITD services are being used with either [Pv4 or IPv6 Virtual IP addresses, with or without NAT
destination enabled, when not all the Virtual IP addresses are configured to use the same device-group,
enable load-balance option with fixed number of buckets.

* It is recommended to de-activate the ITD services prior to an ASCII reload. In the scenario where
user-defined tracks are not used, keeping the services active during the reload leads to stale tracks
and IPSLAs in the system. If ASCII reload proceeds with the services in active state, you can identify
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the tracks and SLAs in use by ITD via the show itd command and delete the stale or unused tracks
and SLAs manually, as required.

» Thefollowing guidelines and limitations apply to the Destination NAT feature:

* NAT is supported with VIP and/or Protocol/Port. It is not supported without VIP.

« If using same set of servers to load balance, the Virtual IP (VIP) should have a unique L4 Port
number.

* If the port number is same across multiple services, NAT cannot reuse the same device-groups
and nodes.

* Limit of maximum 1024 NAT entries.
* NAT IPv6 is not supported, only IPv4 is supported.
* Only failactions supported are least-bucket and node per bucket

Note

\)

ITD Nat is not supported with fail-action nodereassign and bucket
distribute.

* ITD NAT is supported only on Nexus 9300.

* ITD Peersync is not supported with ITD NAT.

* ITD sessions are not supported NAT.

* Hot-Standby, device group and node level standby not supported with ITD NAT.
 Advertise enable option is mandatory for every VIP, in a service with ITD NAT enabled.
* VREF is not supported.

* NAT is not supported with ITD over vxlan .

* NAT is not supported with DST based load balancing.

* ITD NAT is not supported with exclude ACL and Include ACL.

* [f atomic updates are enabled, the number of TCAM entries should be less than the TCAM
carving.

* ITD sessions and non-disruptive addition or deletion of nodes is not supported.

* Seamless switchover is not supported on ITD NAT.

Note

Prior to performing ISSD from Cisco NX-OS, Release 9.3(1) to a previous
release, remove nat destination configuration from the service and proceed
with downgrade.

» Thefollowing limitations apply to the ITD over VXLAN feature and are not supported:

. ITD DR
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Guidelines and Limitations for ITD .

* Probes.

* ITD sessions.

* [Pv6 nodes in device group.
* VPC.

* Peer synchronization.

* Node-level standby.

* Legacy ITD & ITD over VXLAN service cannot share the same device group on a node.
* Prior to using ISSU from previous release, feature PLB needs to be deactivated.
* VIP and Hot-standy are mandatory configurations to enable ITD over VXLAN.
* Irrespective of the configuration application method (using CLI or DME), the nodes in device-group
order needs to be same across all leaf nodes.
ITD PAT hasthe following configuration guidelines and limitations:

» When using multiple vip in device group with PAT, we need to associate unique device-group per
VIP.

* Port number is mandatory along with VIP when using PAT

ITD-L2 load balancing hasthe following configuration guidelines and limitations:

* Cisco Nexus 9372PX, 93108TC-EX, and the Cisco Nexus 9516 switches support Layer-2 load
balancing servicing. Beginning with Cisco Nexus NX-OS Release 9.3(5), N9K-C93180YC-FX and
NIK-C93240YC-FX2 are supported.

N

Note Layer-2 load balancing feature is not supported on Cisco 9500 EX / FX /
R line cards.

Layer-2 load balancing does not support the vPC, port channel, and the L3 interfaces.
* Only the port group interfaces in a trunk are supported.
* You must not share the ITD-L2 port-group to more than two service.

* Ensure that the TCAM size is equal to the sum of the number of buckets in addition to the number
of services.

N

Note For N9K-X9464PX, ensure that the TCAM size is equal to the sum of the
number of the configured VLANS on the service by the number of buckets
in addition to the number of services. .

* ITD allows configuration of 150 services. However, for ITD-L2, user cannot configure more than 4
services.

ITD DK .
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* Prior to using ISSU from previous release, feature smart-channel needs to be deactivated.
* include and exclude acl in not supported

* L4 port based load balancing is supported.

* The following limitations apply to the ITD-L2 feature and are not supported:
* Fail action methods.
* Probes.
* ITD sessions.
* [Pv6 nodes in device group.
* VPC.
* Peer synchronization.

* Node-level standby.

ITD 7 R— bk H<1)—

ITD VR —F LoL DY R MZOWTIHE, ROFXESZRL T Z IV,

R 1:MTDYHR— bk LR

Hege ITDv4 ITDv6 #iEA
FNA AT )N—TF L * TCP * TCPv6
v - ICMP - ICMPv3
« HTTP
* UDP
* DNS
J—=RZTEDTa—7 | FW EYA
L~
Hot-Standby A EA
HE =y EYA
FEDZELER
ACLV 7 b vz YA EA
TIA4<U =R [ [EA
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myx—+r4<u— i

HaE ITDv4 ITDv6 BTk
NI NI AN ¢ AYAY-4 AYAY-4
J—F
HY—ER LR
A 7 — K ACL =g/ =4
Failaction A YV v * reassign * reassign
* |east-bucket * |east-bucket

* node-per-bucket

 bucket distribute

* node-per-bucket

* bucket distribute

F4h-ACL

[EqA

EqA

545 ACE (XY R —k
ENTWVERA,

ITD DK .
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ITD R |

ITDv4

ITDv6

B

YR—hSNo7 7y
[N R

¥43# L 7= Cisco Nexus
9500 A A wF :
X9788TC-FX.

X97160YC-EX & L T}
X9732C-EX

Cisco Nexus 9236C,
92160YC-X, 92304QC
AA v F BIO
9300-EX Series A1
%

Cisco Nexus 9332PQ,
9372PX, 9372PX-E,
9372TX, 9372TX-E,
9396PX. 9396TX,
93120TX & 93128TX
AA T,

Trident2 71 > 51— K
A #5# L 7= Cisco
Nexus v U — R AA v
F : N9K-X9564PX.
NIK-X9536PQ

Cisco Nexus
X9432PQ., X9464PX.
X9464TX, X9536PQ.
X9564PX, X9564TX,
LTV X9636PQ 7 A1
V=R,

Cisco Nexus
93180YC-EX.,
93108TC-EX,
C93180YC-FX B L ¥
C93108TC-FX A A1 v
Fo

Cisco Nexus C9364C,
C9336C-FX2.
C93240YC-FX2 A A1 v
A

365G NAT

Cisco Nexus
93180YC-EX,
93108TC-EX,
C93180YC-FX,
C93180YC-FX3S.,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2 &
9300-GX 77 » b
T A=A TN,
PAR—FINTWE
o

VA4
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ITD DT 7+ )L bERTE .

HaE ITDv4 ITDv6 BTk

ITD over VXLAN = FEXH I

ITD DT T 4L MERTE

WDFEINZ, ITD RF A —F DT 7 )V NREZ R LET,

R2:TIHIEDITDINT A—4

NS A—%H TI7HILE
7a—7 OHEE 10 7
Tu—TOFBITET S AT 3
Ta—T7OFRITT v T Ik 3
Ta—7 ZA LT TR 5%

ITD DR

ITD DA r—T L1k

ITD =~ RIZT7 7B AT AR, ITDBEREEZ AT HALERHY £9°,

1R B
Py NI =7 —ERFTA BV AN VAP = LEINTNEZ LEHERL TN,
RY v —_—=RZ )b—F 47 (PBR) WHNZ/>TNDHI L xR LET,

FleD#HEE
1. configureterminal
2. [no]featureitd
3. (f£&) copy running-config startup-config
F gD ¥
ARV KRFERRETY a3 Y B
R w 71 |configureterminal Ja— N\ VEBREE— REBBLET,
1 -

ITD DHERK
| IEE
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ITD R |

ARV RFERETIVa Y

B8

switch# configure terminal
switch (config) #

A7y 72 |[no] featureitd ITD H§fE%E A F—7 /T LET, T 7 4/L kT,
il - ITD (FHEHIT 72 o> TVET
switch(config)# feature itd

ATw 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—FT 72

1

switch (config)# copy running-config startup-config

Y74 F¥al—varilar—LET,

—

FIEDOEE

TINA R TIL—TDHERL

ITD /3 A T N—T 5L TG, ZA—7D ) — K& Fa—7%ETXET, Cisco
NX-0S U U —2A 7.03)13(1) LABETIE, HEDOT A XA T N—TZRLTEET,

1R BRI

ITD B§REMN A X —T NV Th D Z L 2R L E T,
T8 A3 CiscoNX-0S U U —2 7.03)13(1) LABEZ FAT L TV D EEIE, RO A~ RRE

[no] probe {icmp | http | tcp port port-number | udp port port-number | dns[frequency seconds]

SINTWDHZ E&fER LET, featuresasenderfeature slaresponder
1. configureterminal
2. [no] itd device-group name
3. [no] node{ip | ipv6} {ipv4-address | ipv6-address}
4. [no] probetrackid
5. [no] weight weight
6. [no] port port value
7 [no] mode hot-standby
8. [no] shutdown
9. exit
0. /—RFZLIZFIE3 ~5 20K ET,
1.
[[retry-down-count | retry-up-count] number] [timeout seconds]
12. [no] hold-down threshold count <count> [time <time>]
13.  (f£&) copy running-config startup-config

II ITD DR
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712 sn—7ouR |

F gD FEH
ARV EFEREETIVa Yy B#)
AFw 71 |configureterminal Ja—s\ L ar 7 4 X alb—3 gy B— REBth
11 LET
switch# configure terminal
switch (config) #
A7 w72 |[no]itd device-group name ITD 731 A2 T N—TEAERL L, T3 X 7 )—
i - Tar7Z4Xal—varE— ReMHBLET,
= P g ke <
switch(config)# itd device-group dgl Wj( 32 X%@%@/{%%]\ﬁf:& ij«o
switch (config-device-group) #
A7 w73 |[no] node{ip |ipv6} {ipv4-address | ipv6-address} ITD D/ — R&EHEELET,
i -
switch (config-device-group)# node ip 20.20.20.3
switch (config-dg-node) #
i
switch (config-device-group)# node ipv6
2001::198:1:1:11
switch (config-dg-node) #
AT 74 |[no] probetrackid =7 Da—F—iERLNT v ID 2K L E
i kK
switch (config-device-group)# probe track 30
switch (config-device-group-node) #
AT 75 |[no] weight weight ITD D/ — FOELEZFRE L ET, AT
1§| : ~ 256 VC‘j‘o
switch (config-dg-node) # weight 6
AT w76 |[no] port port value BERER—F 7 RV ALBRO R — MESZEC L £
Bl - 9o MEOFPHIL 1 ~ 65535 TY
switch (config-dg-node) # node ip 10.10.10.10
port 1000
RFw 771 |[no] mode hot-standby )= R&ETFNRAL R TN—=FDRy b AZ A
. J— K& LTHER L £,
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode
hot-standby
A7 w78 |[no] shutdown )= REATF A T— NICBEIE 23K T L

&1

switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # shutdown

£,

ITD DK II
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ITD R |

ARV FFEREETIVa Yy

S

switch (config-dg-node) # no shutdown
switch (config-dg-node) #

ATy Se |exit TFNRARA TN~ ) —Ravr 4l L—vayw
Bl - T REETLET,
switch (config-dg-node) # exit
switch (config-device-group) #
ATFYT0 | ) —RITEIZFIEI ~5 20K LET,
ZT w711 |[no] probe {icmp | http | tcp port port-number judp | 7 5 2 & ZL—7 DY —E A Fu—7 EfERL
port port-number | dns[frequency seconds] +
[[retry-down-count | retry-up-count] number] [timeout
seconds] CiscoNX-0S U U — =% 7.03)I3(1) LAF&, ITD H—t
5l - ADT =7 L LTROT B b ALERETEE
switch (config-device-group) # probe icmp frequency ?ro
100 * ICMP
« [TCP]
« [UDP]
« HTTP
* DNS
DRTOY U —ATiX, ITDYV—EADTFr—7L L
TICMP M STV E LTz,
F T a AIRDOEFBY T,
« frequency : 7 10— 7 DOHEJE Z PP HAL THRE L
T3, EOHPHIT 1 ~ 604800 T,
sretry-down-count : / — RBZ 7 L7z & &IC
Ta—TZ Lo TEITSNDHA T N %
BELET, FHECX 28T 1 ~5TT,
e retry-up-count : / — R2MEIF L= L &7 m—
TWEATTHH A bOFERELET, &
ETEHHEPHIL 1 ~5TT,
stimeout : %1 A7 v MM ZEN THEL
T3, EOHPHIL 1 ~ 604800 T,
R w712 |[no] hold-down threshold count <count>[time<time>] | ) — N 7213 F /34 2 F)L—TF O L X\ Vil

1 -

switch (config-itd)# itd device-group dg
switch (config-device-group) # hold-down threshold|
count 1

switch (config-device-group)# node ip 1.1.1.1

II ITD DR
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ITD #—E R DA .

AR RFEREEFT7TIVa Y

E:)

switch (config-dg-node)# hold-down threshold count
3 time 200

ATv 713

CE=N)
1 :

switch (config-device-group) # copy running-config|
startup-config

copy running-config startup-config

EfFar 74 Xal—Yarvk, R¥— T oS
a7 4 Fal—Tailat’—LET,

ITD H—E X DR

FIRDOHE

1R BRI

ITD #$RENR A X —T NV ThH D Z L MR L ET,
ITD U —ERICEMENDIT AL A TNA—TPNERENZZ & 2R L ET,

[no] load-balance {method {src {ip | ip-l4port [tcp | udp] range xy} | dst {ip | ip-l4port [tcp |

udp] range x y}} | buckets bucket-number | mask-position mask-position | least-bit}

1. configure terminal

2. [no] itd service-name

3. [no] device-group device-group-name
4. [no] ingressinterface interface

5.

6.

[no] virtual [ip |ipv6] { ipv4-addressipv4-network-mask | ipv6-address i pv6-network-mask } [

{ proto {port_num | port_any}}] [ {advertise} {enable|disable}] [device-group dgrp_name]

7 ROWTHNDa~y e AL T,

EERELET,
* [no] failaction node reassign
* [no] failaction node least-bucket
* [no] failaction bucket distribute
+ [no] failaction node per-bucket

8. [no] vrf vrf-name
9. [no] exclude access-list acl-name

= NEERICN T 74 v 7 2HBH0YTT L5

10.  (f£&) [no] peer local service peer-service-name
11.  noshutdown

12. ({£E&) showitd [itd-name]

13.  (f£&) copy running-config startup-config

ITD DK .
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ITD R |

FIED M
ARV EFERET7IV3 Y BHr
RTwF1 |configureterminal Ja—s ) ar7 4 ¥al—yar B— RERlG
&1 LET
switch# configure terminal
switch (config) #
AFw 72 |[no]itd service-name ITD Y —E 2 &2 E L, ITDHKET— &Pt L £
Bl T K 32 LFORBFEANTEET,
switch (config)# itd servicel
switch (config-itd) #
25w 73 |[no] device-group device-group-name ITD =B RICBEAFEDT A A T —TZBINL
Bl - %7, device-group-name X, T /3A A Z)L—TD
switch (config-itd)# device-group dgl %ﬁﬁ%ﬂgﬁzbiﬁ‘o %j( 32 Xi@ﬁﬁi%]\ﬁf
=FET,
GE) Cisco NX-OS U U — = 7.0(3)I3(1) LA
Tk, DT A A T NV—T% ITD
P—ERIZBEIMNTEET,
25w 74 |[no]ingressinterfaceinterface ITDH—E R 1D DA v H—T = A A%IBIN
15'] : Li‘a‘o
switch(config-itd) # ingress interface ethernet |fE¥DA L F—T A AT, T ~% ( RJ ) &
4/1-10 B LCREI0 £F, A v ¥ —7 = A 2AOFPI,
AT (1)) ZERLTHEELET,
A B —T oA A% —EREEM T A RIS, &
FEWRVRFBLOA vV H—T 2 f A E—RERTEL
£7
RTw 75 |[no]load-balance {method {src {ip |ip-l4port [tcp| |ITD h—bE RO~ K TP F FTva 0%

udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

1 -

switch(config-itd)# load-balance method src ip
buckets 16

. ITD DR

BRELET,
A a RO EREY T,

e method : EEHEFEITREFELEDIP T FL A
N—2ZDAMETII N T 7 4 v I EREEL
iﬁ‘o

s buckets : {EkKT 537 > OB EFEE L E

T 12U LDy R3O0 — RiZw >
TEINTWET, Ty MI2OREFH TR
ETHMENDY ET, HPHIL2~256 T,
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ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

Gx) RET DTy RO ) — KD
BEOZWEE. Ny MITR
TH/—RIZZ vy Frerfhi
THEHAINET,

« mask-position : 7— K/NF U AD~ A L
ZHEELET,

e least-bit : F/hE Y hOBE— KRT A A F—
LEFREICLET, ZOAF—AITLD, A
T NMERA T = X L0 508D 7 F A
Ty NPT VT 4 7 AEFE LA v MR
TELHLOICLET,

« include-acl ZfEH T2V —E2ADEGE. &K/
vy b (RAZMEOFEIZ) D GT) &l
LT, RCAYT Y MZoicT 2k d 5 IP
RANERS LET,

GE) VT AYNLED N MR E AR e —

RIZEDSWCTHEHTREZR By & %

BHE, N7y SOARPIZHNERIICT
THILRTOWCRY £,

ATvT6

[no] virtual [ip |ipv6] {ipv4-address

ipv4-networ k-mask | ipv6-address i pv6-networ k-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable
| disable}] [device-group dgrp_name]

1 -

switch(config-itd)# virtual ip 100.100.100.100
255.255.255.255 udp 443 advertise enable active

51

switch (config-itd)# virtual ipvé 100::100 128
udp 443

ITD #— & 2 DARIPv4 F 7213 1Pv6 7 R L A &%
ELET,

proto 47> =3 > (TCP £721% UDP) %, {48 IP
7 RLABRESNZT e halnbo7a—%%
FANDZEEFRELET, A— ML 0 ~
65535 T,

[advertise {enable| disable}] 47" = » 1%, (AR IP
No— N EET SA AT RANE AL XT B0 E 50
EIRELET, VIPT RRX A X AT v a o BNF
M2 TWBEE, 12U DT T4 <Y J—R
FER Yy FAZANA J— RBMEABIP F7213
F—EADTDF 7 4V NDOF /A AT )N—FIZ
AT ONTT AL AT N—TTT 7T 4 7o
TWAHEE, ITD (Fv— R E{AEIP 7 R L AT
RNRZARXLET YT D5HE) o VIPT RAX
ARXRFT v arEHMNITHIZIE, TXTOT T
A<V /) —KREAKRy N ARX LA ) — K&, TN
AAITN—TFIZEZ /) — R L Tra—7%24
LTCBITEILERDY 7,

ITD DK .
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ITD R |

ARV RFERETI3Y EL:Y
GE) Cisco NX-OS U U — 2 9.3(2) LLK&.,
advertise {enable| disable} [active] A7
v =3 21X Warning (JEE) Z%1TL T
[advertise {enable|disable}] A7+ = >~
ZAEH L E T,
GE) CiscoNX-OS U U — 2 9.3(3) L&, IPv6

ITD Tl%. advertiseenable XY
advertiseenableactive 47" = 23
AR—RENTWVET,

RABIP DDA A& o A, FIU
IP7 RLA&ZFOY—E 2D F CTHK
TEETN, Xy b~vRA7 (37
V74w AR) | e bhan i
EAR— bR £, 22— —
b§74/77n~ﬁ%ﬂbthb
Ao cE s L olc, AP, ~
x&7mh:w BLOKR—FrD—%
N—BTHDHI LB THHLERD

D ET,
ATFYTT | koWTFnroavrs REANLT, /— REZE |3 —E22MEH T3 fail-action A 7= XL %2R L
BIZN 774 v 7 BBV Y TTHHEEZREL | £,
ENE G COTATY AT, RS
* [no] failaction node reassign 774 / 55 E B E LTOET A,
» [no] failaction node least-bucket I S AR T AL DO TIEH D F
* [no] failaction bucket distribute @/VO
* [no] failaction node per-bucket
i - GE) failaction bucket distribute =~ > Fi%
’ o , , , IPv4 & IPv6 Dl Ji THAR— h ST
switch (config-itd)# failaction node reassign
£7
1 :
switch(config-itd) # failaction node least-bucket]
i -
switch(config-itd) # failaction bucket distribute
RT7w 78 |[no]vrfvrf-name ITD —E A®D VRF &L £,

51

switch (config-itd) # vrf RED

. ITD DR
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5 NAT 5 & U PAT ot [

ARV FFEREETIVa Yy

E:)

AT w79 |[no] exclude access-list acl-name ITDAITD = — RAT U HNBEINT D 8T 7 1 >
Bl - 7 fRELET,
switch(config-itd)# exclude access-list acll
ATv 710 | (EE) [no] peer local service peer-service-name |RIL (m—Hh1) AA v F RiZhHdr P KA v F
Bl EF—FRDO2ODITD BT h—E 2D 1 DEHEEL
switch (config-itd) # peer local service service-A| iﬁ_o BIOITD ¥ — L2 %}fﬁfﬁ L, co=avsF
ZHEALC2EBOITD V7 —EREIEET D
VENRHY ET, MO —EATIDavy N
FITTDHE, J—RDONLVA ZAT—H AR 2 OD
F—E A TRIMISNET,
GE) 2ODTINA AT N—TD ) — R,
RCIEfFChHLMERH Y £, B
B, EF MR SN D Lo, M
FDOTINA AT N—T DERYIDOT L K
VR LY Ay FE—RFHTHD
WERH Y FT,
RT w711 |noshutdown ITD —E R %A =TI LET,
11
switch (config-itd)# no shutdown
ATvF12 | ({EE) show itd [itd-name] BEEDITD A v ARV AD AT —H 25 L URERK
i - EERANLET,
switch (config-itd)# show itd
ATv 713 | ((£&) copy running-config startup-config FTar 74 Xal—yark AE— TS
- ary74Xalb—varilar—LET,

switch (config-itd)# copy running-config
startup-config

eSS NAT £ & U PAT DHERL

1R BHHIIZ
MEBE ITD & HERE NAT 23N L £,

ITD DK .
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FIE

ITD R |

AU RFEEETIa Y

E[:)

RTwF1 |configureterminal Ja—s ) ar7 4 ¥al—yar B— RERlG
11 LET
switch# configure terminal
AFwF2 |ipnat {outside|inside} ZAUE. ITD NAT HERET 2 72 DI ZHTT,
i AWM DT=DIC N T T 4 v VAT TH DA >
switch (config) # interface Ethernetl/9 H—T A AT Ip nat{outside} PRER L E T,
ip address 9.9.9.1/24
ip nat outside P —R—NERINTNWABA X —T A AT |p
no. shutdown nat{inside} ZHxk L £7,
interface Ethernetl/10
ip address 10.10.10.1/24
ip nat inside
no shutdown
RTwF3 |itd service-name ITDY—ERAEZFHEL, ITD2 7 4 Fa2lb—TF
£l v E—-RFERMBLET,
switch (config) # itd natl
RTw 74 |device-group device-group-name ITD #— B RICAED T A R Z —TF B L
R %9, device-group-name |, T /NA A J)L—T D
switch (config-itd)# device-group dgl Z‘ HIJ%EFE‘TJ;L/&?O %j( 32 ji@ﬁﬁi%]\ﬁf
TET,
RFw 75 |virtual ip ipvd-addressipv4-network-mask 80 advertise| ITD #— " 2 TCP 7R— F TIRAEIPv4 7 KL X %
enable RELET,
B GE) 7 RS A RAHEAT Y 3 LI, TTD
virtual ip 6.6.6.1 255.255.255.255 tcp 80 NAT AJfe72 ¥ — B A TOF TP VIP
advertise enable device-group dgl N
L: & ’DVC‘/Z‘%E\VG'dAo
GE) =R~ T RUAEWBPEN /2> T
D454, VIP TldR— NESRNET
D
AT w76 |natdestination Pefoe e NAT 2 E L £ 7
i
switch(config-itd)# nat destination
RTFwF1 |ingressinterfaceinterface ANA B —T oA AETIEE DA v F—T = A

51

switch (config-itd)# ingress interface Ethl/1

Az ITDH—ERZBML, FEET DAL H—
Tz A ACEBEHER SN TS, H—T = AD
IP7 RLATHLIRITANKYyTIPT KL RAEH
ELET,

. ITD DR
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5 NAT 5 & U PAT ot [

ARV FFEREETIVa Yy

E:)

AT w78 |[no]failaction failaction # > > K failaction A Vv R&HIV ¥ TE9,
1 -
switch(config-itd)# failaction node per-bucket
AT w79 |[no]load-balance {method {src {ip |ip-l4port[tcp | [ITD —bE2DBE— R NTU T 47 a %
udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range x| =g s | 4.
y}} | buckets bucket-number | mask-position
mask-position | least-bit} FTa ATRDEBY TT,
i - e method : E(FXE £ ITHERED P 7 L2
switch (config-itd)# load-balance method src ip NR—=2DAMEIT ST 7 4 v 7 ETRREL
buckets 64 i»@—o
* buckets : {ERT 537 > OB EIEE L E
T 12 EONT Y R 1DD /) — RiZ~v Y
TEINTWET, N7y MI2ORERE TR
ETOMENRDY £, #HPHIE2~256TY,
GE) BRIET DTy NOD ) — RD
LR T T NNV ANES B
TO/—RZIgvr Raerihi
THEHINET,
» mask-position : = — RKNT U AD~V A Z A&
ZIHEELET,
s least-bit : H/hE Yy hDOBE— RNT 2 X% —
LZAEICLET, ZOAF—LITLY, A
Iy NERRA J1 = X LS 080 7 74
TUMIP VT 47 A&E Uy MZOES
TELEIICLET,
GE) v AINENT— RNRT A FT— R
T, N7y MUCESSHIHATRER B
FMREBRADYE. N7y P ERART
L. WEOT 74/ EThD 013
ESNET,
AT 710 |noshutdown ITD h—bE 2% A 32— M LET,
i -

switch(config-itd)# no shutdown

ITD DK .



B vxan #9L1- 1 o

VXLAN Z 4 L 7= ITD D#ERK

1R BRI

ITD R |

FEBE pbr 36 & OMEHAE sla 24154 CLI X, VXLAN £&MH T ITD Z L9 5 72 O ORHESRIE T,
ITD #EENA R —T L THDH I L 2R L ET,
ITD U —ERICEMENDIT AL A TNA—TPI R SN2 & 2R L £,

FIEDHE
1. configureterminal
2. itd device-group dg-name
3. nonodeip ip-address
4. [no] mode hot-standby ip
5. [no] virtual ip ipv4-addressipv4-network-mask [tcp | udp {port-number | any}] [device-group
dg-name]
6. [no] source-interface loopback loopback-id
7. [no] ingressinterfaceinterface

F gD F%H
ARV RFEREET7TIVa Y BHY

R 71 | configure terminal Ja—)ary 7 4 Xal— gy F— NEBilg
1 - LET
switch# configure terminal
switch (config) #

R 72 |itd device-group dg-name ITDT A AT N—T%5RERLET, TXCTD/—
#l - K (F—="=) X, T A R T N—T FTE—F
switch (config)# itd device-group dg200 TFﬁ%EEéS%LjE?rO
switch (config-device-group) # . . N — .
switch# show running-config itd services nC?Itd dEZ/ICG-gI’OUp CLIiL, #pk2>5 ITD 773 A A

TN—T%HIBRLET,

AT 73 |nonodeip ip-address FNRA A ITN—F T E— T/ —F (——
i - 7 TAL) BRI LET ., TR T N—TNITE
switch(config)# itd device-group dg200 BR 320/ — FEMCE £
switch (config-device-group)# node ip 10.0.0.31 = ,3 S —P e . S -
leaf3 (config-dg-node) # 77 /])X s 70)?@/ ]\i f_{i"j‘ o *%Ek
node ip 10.0.0.31 ZHIBd 5121%, CLI ® no XA L £,

A7 7 4 |[no] mode hot-standby ip )= REFRAL AT N—T DRy kAL LA ) —

1 -

switch (config-device-group)# node ipv4 50::1
switch (config-device-group-node) # mode hot-standby]

. ITD DR

F& LTHRRLET,

FRA AT N—TDFD ) — REITF— S —HRk
ZHId 5121%. CLL® no IR AfEH L £,



| o DR

VXLAN %4t L1z ITD DR .

AU RFERETIVa Y

B8

nomodehot-standbyip CLIZfEH LT, 7277 17
J—=KRDEy b AX A ) — R ZHIR L %
—g—o

Z 5w 75 |[no] virtual ip ipv4-addressipv4-network-mask [tcp |udp | / — KD 7 5 2 2 P —E A TIRIBIP 7 KL A % k%
{port-number | any}] [device-group dg-name] RLET,
K U —EAND R DTS A I L—FTRT
S\{vitch (Fonfig—device—group) # . VIP i&{iﬁﬁj‘é ZllITx jg«@_—/uo
virtual ip 6.6.6.1 255.255.255.0 device-group sf
KK 64 DVIP Y —EZARNICHERRTE £,
FRA AT N—THVIPIZEHEMN T b TEE
To ZOFTvarEERTLE BHEOT A A
TN—T% 1 OO —ERAD—HIZTAHI ENTE
7,
P—EATHE SN TNDTRTOVIP TF /31 X
TN—TPRESNTHDHEE, T 74V EDOTN
AR T N—TRERIINEEDH D A,
Z 5w 7 6 | [no] source-interface loopback loopback-id #— B A D source-interface & L L £ 7,
fi G¥) F—BERZEHDETONDL—T Ny
switch .(config—device—group) # A B =T A AL, ITDvrf (FF > K
source-interface loopback9 VRF) k Ia U vrf T%%}J&:{’Eﬁkﬁ"é%%
NHY, Y—EADEETLA L F—T =
ARELTZDOL—T Ny 7 HfERT5
AN, B2~ A7 ZR2IP T RLRA%H
DU TOHRENRHY 77,
Z 5w 7 1|[no] ingressinterface interface P—ERADASA =T = A ADOHERL

1 -

switch (config-device-group) #
source-interface loopback9

ANA v H—T 2 A AL, A—F— U —7 dotlq
BT EAACEMEI Lo = 2 R S kA
SVIF7=3 7 A4 % —7 A AT,

ANA S =T =4 AF, P—EAL[F L VRFIZH
DMERD Y ET,

1

&IZ, VXLAN %4 L7 ITD OREs 20~ L £,

itd device-group sf
node ip 10.200.1.2
node ip 10.200.6.2
node ip 10.200.7.2
node ip 10.200.2.2

ITD DK .
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_R— bk JIL—

mode
node
node
node
node

hot-standby

ip 10.200.3.2

ip 10.200.4.2

ip 10.200.5.2

ip 10.200.9.2

mode hot-standby

node ip 10.200.12.2

itd serl

source-interface loopback9

ITD R |

virtual ip 6.6.6.1 255.255.255.0 device-group sf

ingress interface V1anlO00
ingress interface Ethl/1

load-balance method src ip buckets 256

TDER

ITD-L2 X ET DX, A— K~ TNV—T%ERK L, TOIN—TTT I 74T A F—T =

A AGRET DRENRDH Y T,

FIEDHE
1. configureterminal
2. [no] ITD port-group port-group-name
3. [no]interface ethernet slot/port
4. (fE&) copy running-config startup-config
F gD F¥H
ARV KRFERRETI a3 Y B#J
2w 71 | configureterminal Jsa—s L ary’ 4 Xa b—ay E®— Nah
f LET
switch# configure terminal
switch (config) #
R 7w 72 |[no]ITD port-group port-group-name e~ TN—T HAERRE T ITHIBR L £ 7,
1 -
switch (config)# ITD port-group P1
switch (config-port-group) #
AT 73| ¥ZE: [no] interface ether net slot/port N—=hN ITN—=T DT T 4T AL E—T A A%
- HELET,
GE) TLA 7T T hAR— MIEHLRNTL
switch(config)# interface ethernet 3/1 RN
switch (config-port-group) # °
ATv 74| ({£E) copy running-config startup-config FTar 74 F¥al—vark, AF¥—+T v S

1

switch (config-port-group) # copy running-config
startup-config

v 4Fal—Yaiiar'—LET,

II ITD DR
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ITD LA ¥ 249 —EXDER .

ITD LA V249 —EXDERK

ITD LA ¥ 29— RAZMKT 211E, ROFIAZFITT 2LERH Y £,
1 = xA xR L ET,
2. A{E7C VLAN ZA§R L £,
3. HR— bk ZN—TF% ITD-L2 ¥ — & A ZBEAF T 5
=

4. AfGHMAFT—LEEETD
FIEDHE
1. configureterminal
2. [no]itd service-name
3. [no] port-group port-group-name
4. (&) [no]load-balance method { src|dst}ip | [buckets bucket-number ] |mask-position
mask-position
5. [no] sourcevlan vian-range
6. noshut
FIED ¥
ARV KRFERETI a3 Y B#J
AT 71 |configureterminal sua—r ) ary7 4 X¥alb—3iay ®— RElh
15“ : Li‘g_

switch# configure terminal
switch (config) #

AT 72| #ZE: [no] itd service-name ITD-L2 $— B R R £ 7213 NI L E T,
1 -
switch (config)# itd SER3
AT 73 |[no] port-group port-group-name A— bk T N—7"%ITD-L2 % — & R BEHEAHT 97,
1
switch(config-itd)# port-group pg
ATy 4| ({£E) [no]load-balance method { src|dstlip | BREA Y v RERRLET,
[buckets bucket-number ] [mask-position mask-position
1
switch(config-itd) # load-balance method src ip
AT 75 | [no] source vlan vian-range ITD-L2 #—E 20D VLAN DO U & + 2Rk L £,
i - BEILVLAN X T 7 4 v 7 20 L9,

switch (config-itd) # source vlan 10-20
switch (config-itd) #

ITD DK II
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B rcczmo—cxizavucs

AU RFERET7TIV3 Y B

R T 76 |noshut ITD-L2 b —E2DT 75 1 71k
1 -
switch(config-itd) # no shut

ACLZ ITD H—EXIZEIY EH TS

A= KT rAara—1 YAk (ACL) FfEA{iH L C, ITD #—E AICACL %
BB CTHZENTEET, ZOMAEIX. ACLIN® permit A Y v REHEHATHT 78R =2
vra—n kY (ACE) ZLIZ. RER NG T 4w 7574 NZ )T L. IPT VLR
YAREN— b sy THER LT, FRAISNTENT 7 4y 7 OR—RKRT v TEITNE
Fo B—=FANT U 7F FELELIFSEIP T FL AW TFnefi L THAR—hs
nET,

1R BRI

ITD #$RENSA X —T NV Th D T L MR L ET,

ITD —E RIZBIMENDT /A A TN—T BPRER S NI Z & & LE T
ITD —ERIZHI D Y THND ACL BRI Z & 2R L £,

FIEDHE
1. configureterminal
2. [no]itd itd-name
3. [no] device-group device-group-name
4. [no]ingressinterfaceinterface
5. [no] load-balance {method {src {ip | ip-14port [tcp | udp] rangex y} | dst {ip | ip-14port [tcp |
udp] range xy}} | buckets bucket-number }
6. [no] failaction node-per-bucket
7. accesslist acl-name
« IPv4 D54 : accesslist acl4-name
« IPv6 DA access-list | Pv6 acl6-name
8. [no] shutdown
9. (f£E) copy running-config startup-config
FIE D
ARV RFERIETI a3V B#Y
R 71 | configureterminal Ja—) a7 4 Xal— gy T— Rtk
1 - LET
switch# configure terminal
switch (config) #

II ITD DR



| o DR

acLzmH—ezicgy 5z [

ARV RFEEETIIa Y B8
AT 72 |[no]itd itd-name ITD y—t 2% E L, ITD it — F&2BB L £
il - To BK32 LFOFHFEATITEET,
switch(config)# itd servicel
switch (config-itd)#
2w 73 |[no] device-group device-group-name ITD V—ERIZBMEDTNNA R T —F 5B L E
i - 9, device-group-nameld, T /XA A J/L— T DL R
switch (config-itd) # device-group dgl %?ﬁibijﬁo H%j( 32 Y$®£§&$%]\ﬁf% *
j‘o
Z 5 7 4 |[no] ingressinterface interface ITD —E AT 1 DLLEDA F—T = A X %58/
15“ : L/i—g—o
switch(config-itd)# ingress interface ethernet |fHDA L X —T A AlX, Hr~% (1,1 ) %f#
4/1-10 ALTEGY £, A4 —7 =1 ADFFIL,
A7y (I-)) ZEHLTHEELET,
R w 75 |[no] load-balance {method {src {ip | ip-14port [tcp | ITDY—ER2RDE— KRS a s wik
udp] rangexy} | dst {ip | ip-14port [tcp | udp] range x ELET,
y}} | buckets bucket-number }
51 F7a IO LB T,
swi.tch(config—itd)# load-balance method src ip * method : %1%5'6?7’:03:%%%@11’7 }\I/XJ\%
buckets 16 ADBMERIIN T 740 v 2 W EEELE
7
s buckets : BT 237 v hOEERELET,
1DOUEDANF Yy ERTHOD /) —RiZwy 7 E
NTHWET, X7y MI2OREFEHCTRET
LB DY E9, #HIL 2 ~ 256 TT,
G¥) RIET DNy OB ) — ROk
L0 20gGE. Ny MITXTo
VAR N bRy AV N = B AN = WS 5|
SET,
AT 76 |[no] failaction node-per-bucket J— FEEREAETDHE, 2O/ —FZHYHTH
- NNy ME BODT VT 47— RIZom S
itch ( fig-itd) # failaction node-per-bucket hijﬂo Eﬁﬁ)/ — }“‘&:%U ] %’lf Eﬂfb\é%é\\
e : AT ) — ROERICIESNTNET,
AT 71 |accesslist acl-name ITD %—E A2 ACL %9 4 CTE4,

« IPv4 O34 ¢ access-list acl4-name

ITD DK .
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ITD R |

ARV RFERETIVa Y

B8

1
IPv4 :

1 -
IPv6

1

switch (config-itd) # access-1list

switch (config-itd) # access-1list

~/LF ACL :

switch (config-itd) # access-list
device-group-dgl
switch (config-itd) # access-1list
device-group-dg2

« IPv6 DA ¢ accesslist |Pv6 acl6-name

itd d

ipv6 itdl d

testl

test2

G¥) CiscoNX-OS U U —Z 93(3) LAfE, =—
P—1x 1 >DITD $—E A THR K D
DT I7EAVARNEHRETE, T
NEMEHDT NA R T N—TF (=T
ACL) |[ZBEfF 24T v a v &2 FEHT
XFET, BFEDT A A T NL—TW1
SOz —HY— ACL IZEFE#HT STV
LG, TOT AR T N—T MBS
SN, TIZHINVIDTNRA R T —T
MEEXINET, ZOBRIZEY,
ITD & FIFERACLIC—HT D T
TA I B IESERTNNA R T )—
TN — R RT v FTEET,

R w 7 8 |[no] shutdown

1

switch (config-itd) # no shutdown

ITD h—bE A% A X—T7 NI LET,

ATy (ER)
1

copy running-config startup-config

switch (config-itd)# copy running-config
startup-config

Erarr4X¥al—vark, AF4— KTy o
v 4Fal—Yaiiar'—LET,

BELETO/ — FOEMF-ILEHIER

FIEDOHE

ITDV—ER&ZL vy NETUEPIIT AL A TL—FHND ) — REBNMEITHIGRTE S
ITDty v a U EHRTEET, ZUTL ST, ITDYV—EADY vy N TURHI N T 7 4w

7 O E /N NRICT 2 Z &R TEET,

1R BRI

ITD #EENA X —T NV THDHZ L ZfER L ET,
FNRA A T N—F L ITD —EARRER SN2 2R LET,

configureterminal

1

2. itd session device-group device-group-name
3. [no] nodeip {ipv4-address| ipv6-address}
4. (&) probetrack id
5
6

{commit | abort}

(f£7) show itd session device-group [name]

. ITD DR
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mEitcn/—roemsraan [

7 ({£&) copy running-config startup-config

FIRD
AR NFERERTOVa Y E:9)

AT w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
i - L&
switch# configure terminal
switch (config) #

R 72 |itd session device-group device-group-name BEINIZT A AT V=T DITD | v v a v &{E
15“ : E‘Zbiﬁ—o
switch(config)# itd session device-group dgl
switch (config-session-device-group) #

A7 7 3|[no] nodeip {ipv4-address| ipv6-address} BESNTZ ) — RZITD 7 /3 A ZV—7 12BN L
i - £79., Z0a~vr Fo nolL, BEshiz/ —
switch (config-session-device-group) # node ip R& ITD 7 /34 A T /=T 15 #jl”i% LiTC’
S BINE - FHIRT D — TR, COFIAE#RY

ELET,

ATv 74| ({£E) probetrackid A—P—FERXDO T v 7 TH LW — REBIMLE
i 7
switch (config)# itd session device-group dg2
switch (config-session-device-group) #node ip
1.1.1.5
switch (config-session-device-group) #probe track
60

AT 75| {commit | abort} commit =~ Kix, HLW/— Kty bELIEE
5l - BIN/e/—REy hTITID T NS R T NV—T %

. o . BH L., Ny FEFEEIVYTLT, ITDEY e
switch (config-session-device-group)# commit s .,
switch (config) # VREE TV —rT v LET,
abort =~ NZITD & v ¥ = VEGEL ML L, ITD
THRAATN—T 2 FTH L ER A,

AT 76| ({EE) show itd session device-group [name] BRENTZTRTOITD Yy v a v, £HFEES
5 - NIETRAATNV—TDITD Yy v a v ER R LE
switch (config)# show itd session device-group dgl Tro

AFwF1| (L&) copy running-config startup-config FiTar74X¥al—vark, AX—F T v/

1

switch (config)# copy running-config startup-config

V74X al—vailar—LEd,

ITD DK .
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B 27— FacLco AcE pmELE0EINE - EEIE

A4 >4 )L— K ACL T ACE OES1EDEMFE F-ITHIE
ITDYy—tERZT vy NETLEFTIC, A7V —FRACLOT Z7tEAX arrue—)Lx= Rl
(ACE) ZBMEFHIFRTEET, ZRICE > T, ITDF—EADY ¥ v FF TR T
T4 OHRMER/NRICT D ENTEET,
1R BHIIZ
ITD KEBEN A 2 —T N ThH Z & R LET,
FRA AT N—TLITD —EADRHER SN2 2R LTS,
ACLWITD —ERIZEID Y THENTWDH I EEMRLET,

FIRDEE

1. configureterminal
2. itd session access-list acl-name refresh

3.  (fEE) copy running-config startup-config

F IR D8

AU RFERET7TIV3 Y B#
X w 71 | configureterminal JTa—\ )L a7 4 X2 lb—ay e— ARG
1 LET.

switch# configure terminal
switch (config) #

R T w 72 |itd session access-list acl-name refresh A 7 — K ACL ZNEIICFHLELY . TCAM %
i - Fnr/Z H5LET, ITD L, #\ Y ACLACE &L
switch (config)# itd session access-list testl vV ACL ACEL%%I e 7 L‘ ITD = & Ofiﬁkéﬂ
refresh 7= ACL %Eﬂéﬁ Li'a‘o

(63 Zoavwr NiE, 47— RKACLIZ
@ﬁ%\gw@j—o
ATw 73| ({£E) copy running-config startup-config EfTar 74 F¥al—vark, AA—L T v

1 Y74 Xal—vailar—LEd,

switch (config)# copy running-config startup-config

4 >4 )L— K ACL TO ACE DEEIEDEMEF-(LHIFE

ITDY—ER&ZT vy hET LTI, BMACLOT 7R 2 ba—L x> kY (ACE)
ZIBMEIFHBRTE £, FLTIHIE, BEBICORIHET,

II ITD DR
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1R BHHIIZ

ITD ¥$REN A X —T NV ThH D Z L MR L ET,

mo L+ v 3oz [

FNA R T N—T L ITD Y — RSN e 2R LET,
ACLWITD ' —EBERIZEID Y THENTWDHZ MR LET,

ITD LAV 3ERDIER

ITD LA ¥ 3R EFRTRTDHICIE, ROFXATDILEONTINEFEITLET,

avwU kR

B8

show itd [itd-name] [brief | vrf [vrf-name]]

BEDITD AV AZ LV ADAT—XZAB LN
R LET,

EEDITD A VAN LV ADAT —H AL
F O R A F R 5 12iL, itd-name 513
AL £,

« AT S AR JOMERR O B & R
T 5I2iE, brief ¥—U— R&MEHLE
—aﬁo

evif ¥F—U—REFHLT, fiEINT
ITD £ v A% A0 VRF &< LE7,

show itd session device-group [name]

Bl SNt _XTOITD vy a »F-i3iE
EINTETFANA R T A—FDITD v a3y
EFRRILUET,

show running-config services

RS SN IID T3, 2 T )—F L H—E %
BFRIRLET,

LIFIZ, ITD i 2 fEsB 9 2 Pl &2 m L 97

switch# show itd

Probe LB Scheme

Status

Buckets

WEB_itd_pool

Virtual IP

Protocol Port

ITD DK .



ITD DR |
B oy mroms

10.10.10.100 / 255.255.255.255 Ip 0
Node IP Config-State Weight Status Track_id
1 10.10.10.11 Active 1 OK -

Bucket List

WEB_itd vip 1 bucket 1

Node IP Config-State Weight Status Track_id
2 10.10.10.12 Active 1 OK -
Bucket List

WEB_itd vip 1 bucket 2

ITD Layer-2 &R D HEER
ITD-L2 i 2 FrmT 51213, ROZ AT DI HLONTFNNEFEITLET,

5 3:1TD-L2 Show 1< > F

av vk B#
show | TD [service-name] brief ITD OEHEAT — 2 A FoRr LET,

show vlan access-map vlan access-map name ITD-I2Y—C 2D T 747 UXAL LT K
DRI AN By THRRLET,
NI9K-X9464PX TiX, VACLZ 7> &%, FILC
VLAN T#EZ(E L TWAIGA, BE S
Ty MR 2fETHL I EERLET,

show vlan access-list vian access-map name KNS 7 497 DO—BEELSEFET S VLAN T
IR~y TS by N EFR
RLET,

show vlan-filter accessmap vianaccessmapname| 7 7 = 2 VLAN < v 7 ~D~< v B> 75t
VLAN Z#FR L £,

show running-config services ITD-L2 DFEATa L7 4 Fab— a3 LV EHRR
LET,

ITD O #& Rk 151

PLIFIZ, ITD 78, A T N—T %R ET D62~ LET,

. ITD DR
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switch (config)# feature itd
switch(config)# itd device-group dg

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.13
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.14
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group)# probe icmp

ZofNE, BEDITD 731 A 7 —7 (http_servers 33 L I telnet_servers) #4325 5k
ZRLTWET, AP T FLRAZT A A T N—F T LI S, ARo#AN T Y M
fARIP 7 RLAZEIZH Y £,

switch (config)# itd device-group http_ servers
probe icmp
node ip 10.10.10.9
node ip 10.10.10.10

switch (config)# itd device-group telnet servers
probe icmp
node ip 1.1.1.1
node ip 1.1.1.2

switch(config)# itd test
virtual ip 40.1.1.100 255.255.255.255 tcp 23 device-group telnet servers
virtual ip 30.1.1.100 255.255.255.255 tcp 80 device-group http servers
ingress interface Eth3/1
no shut

Zolx, (AL ZTN—TF LoD T a—7TiER) J—F LD Fa— 7 Rk
TAHEEZTRLTOWET, J— R a—7 %7984, FEn0 /) — Rixagn~
0 — 7 TR AREZR T2, /J— R EILEBITH AR~ A AT HZ ENTEET,

switch (config)# feature itd

switch (config)# itd device-group Servers

switch (config-device-group) # node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30

switch (config-dg-node) # probe icmp frequency 20 retry-down-count 3

ZOBINL, HEfede NAT 24k d 2 5z m L TWET

Itd device-group <dgl>
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

Itd device-group <dg2>
probe icmp

node ip 3.3.3.3

node ip 4.4.4.4
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Itd testl

device-group <dgl>

virtual ip 10.10.10.10 255.255.255.255 tcp 80
nat destination

Itd test2

device-group <dg2>

virtual ip 30.30.30.30 255.255.255.255 tcp 80
nat destination

switch (config)# sh nat itd

ITD R |

ACL (Bucket List) Global IP(Node IP):Port Local IP(Virtual IP):Port

Protocol

serl_itd vip 1 bucket 1 8.8.1.2:0 6.6.1.1:101
TCP

serl_itd vip_ 1 bucket 21 8.8.1.2:0 6.6.1.1:101
TCP

serl_itd vip 1 bucket 2 8.8.1.3:0 6.6.1.1:101
TCP

serl_itd vip 1 bucket 22 8.8.1.3:0 6.6.1.1:101
TCP

ITD NAT 3 X O~ PAT DOHER%

feature itd

itd device-group dgl
probe icmp
node ip 10.10.10.10
port 1000
node ip 20.20.20.20
port 2000
node ip 30.30.30.30
port 3000
node ip 40.40.40.40
port 4000

itd device-group dg2
probe icmp
node ip 10.10.10.11
node ip 20.20.20.21
port 2000
node ip 30.30.30.31
port 3000
node ip 40.40.40.41
port 4000

itd serl

virtual ip 6.6.6.1 255.255.255.255 tcp 80 advertise enable device-group dgl
virtual ip 6.6.6.11 255.255.255.255 tcp 81 advertise enable device-group dg2

ingress interface Ethl/1

nat destination

failaction node per-bucket
load-balance method src ip buckets 64
no shut

LIRS, (A8 IPv4 7 R L R Rl 26 2R L £ 9,

switch (config) # feature itd
switch (config)# itd s4-101
switch (config-itd)# device-group dg_v4
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switch (config-device-group)# ingress interface V1an913
switch (config-device-group) # virtual ip 100.100.100.100 255.255.255.255 udp 443 advertise
enable active

PLFIZ, RAEIPVv6 7 R L AT 02 LET,

ZOFNE, bT T 4 v BRHIICOBT AL OIICNEr— RANT o U T EERT B HEY
RLTCWET, ZOHITIE, /—K1E21FE, /—K3L4D3FEDNT T 4 v 7 BZITEY
iﬁ—o

switch (config)# feature itd

switch(config)# itd device-group dg

switch (config-device-group)# probe icmp

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14

ZOBNE, RSN ACL 2R LT, ITD A ITD 2 — RS UMD TE T 7 1 v 7 &S
ETHHEEZRLTWET, 22, 77T U=V AL ART g welhBleE LRV
%H VLAN B LT 2 kb Xy FVLAN IE, ITD 2354 N2 TX £9°,

switch(config)# feature itd

switch (config)# itd Service_Test

switch (config-itd)# device-group test-group

switch (config-itd)# ingress interface vlanl0
switch (config-itd) # exclude access-list ITDExclude
switch(config-itd)# no shutdown

switch (config)# ip access-list ITDExclude
switch (config-acl)# 10 permit ip 5.5.5.0/24 any
switch (config-acl)# 20 permit ip 192.168.100.0/24 192.168.200.0/24

ZOHNE, acll Z/ERL L TITD Y — B RIZEID B TAHHEEZRLTWET, show 2~ i,
ERENEZIPT7EBA VA REL— b~y T EERLET,

switch (config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch (config-acl)# exit

switch (config)# itd test
switch (config-itd) # device-group dgl
switch (config-itd)# ingress interface Eth3/1
switch (config-itd) # load-balance method src ip
switch(config-itd)# access-list acll
switch (config-itd)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4
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Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool Ben3/1 o1

ACL Name/SegNo IP/Netmask/Prefix Protocol Port

acll/za0  lo0.1.1.0/2¢ e o
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
11110 Active 1 TON® oK 2 10002

Bucket List

test_itd ace 1 bucket1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 1112 Active 1 TON® oK 3 10003

Bucket List

test_itd ace 1 bucket2
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
T oo a1 e T T owr

Bucket List

test_itd ace 1 bucket 3
Node 1IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id
4 10.10.10.10 Active 1 Towe oKk 5 10005

Bucket List

test_itd ace_ 1 bucket 4

Cisco NX-08 U U — 2 7.03)17(3) LAKE. ITD (X IPv6 ZHHR—F LET, ZOHlIE. acl Z1ER
L. ITDv4 3 L NITDv6 H—E R ZE W Y THHEEZRLTCWET, show 2~ R, ARk
ENFZIPT77R8A VAR NL— b~y TEHFRLET,

switch(config)# IPv6 access list aclé6-101

switch (config-acl)# 10 permit udp 2405:200:1412:2000::/96 any
switch(config-acl)# exit

switch(config)# IP access list acl4-101

switch (config)# 10 permit tcp 10.0.0.0/10 any
switch(config-acl)# exit

switch(config-itd
switch(config-itd
switch(config-itd
switch(config-itd
switch(config-itd
switch(config-itd

) #
) #
) #
) #
) #
) #

switch (config-itd) #

II ITD DR

device-group dg6-101
ingress interface V1an913
failaction node reassign
load-balance method src ip
access-list ipv6 acle-101
no shut

device-group dg4-101
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switch(config-itd)# ingress interface V1an913
switch(config-itd)# failaction node reassign
switch(config-itd)# load-balance method src ip
switch(config-itd)# access-1list acl4-101
switch(config-itd)# no shut

ZOBITIE, /— REERIC, BENRELEL ) —F ATy b e, ATy FOBEDR RPN
TIT 47 = RICHIVETLHEOICITD v — B R &/ T 5 kxR~ LET,

switch (config-itd)# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:22:01 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.
node ip 2.2.2.
node ip 3.3.3.

w N =

itd test
device-group dg
ingress interface Ethl/1
failaction node least-bucket
no shut

switch (config-itd) #
switch (config-itd)# show itd

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

Q@ e

Pool Interface Status Track id

test itd pool Bthi/l ¢ 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 111 hctive 11w ok 2 10002

I ITD DK II



B oo

Bucket List

ITD R |

2 2.2.2.2 Active 1

Bucket List

3 3.3.3.3 Active 1

Bucket List

Probe Port

Probe-IP

test_itd bucket 3

switch (config-itd) #

# Brought down Node 3,

switch# show itd

and the failed node buckets are send to Node 2.

rt

OK 2

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test src-ip  ACTIVE 4
Exclude ACL
Device Group Probe Po
& e
Pool Interface Status Track_id
test_itd pool Bnil o 1
Node 1IP Cfg-S WGT Probe Port Probe-IP
1 1.1.1.1 Active 11w
Bucket List
test_itd pucket 1, 4
Node 1IP Cfg-S WGT Probe Port Probe-IP
> 2.2.2.2 active 1710Mp

Bucket List

test_itd bucket 2

. ITD DR
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Node 1IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id
3 3.3.3.3 Active 1 ICMP PF 4 10004

Bucket List

test_itd bucket 3

switch#

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# end

switch#

ZOFITIE, /— FREERIC 020777 47 7 — RIEFIZTEZRL) SEHRERERT<To
J—=RIZNT T 4w 7 BN 5 X ICITD Y —E A& T 2 HiEER L TVET,
switch# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:30:21 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.
node ip 2.2.2.
node ip 3.3.3.

w N =

itd test
device-group dg
ingress interface Ethl/1
failaction bucket distribute
no shut

switch#
switch# show itd
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port

I ITD DK .
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Pool Interface Status Track_id

test_itd pool Ethl/1 Up 1
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id
1 1.1.1.1 Active 1 ICMP OK 2 10002

Bucket List

2 2.2.2.2 Active 1 ICMP OK 3 10003

Bucket List

3 3.3.3.3 Active 1 ICMP PF 4 10004

Bucket List
test_itd bucket 3
switch#

WOFNE, ITD v v v a U ZER LT, dgl T35 A Z—12 ) — RE g1 CENT 5 5
HEERLTVWET,

switch (config)# feature itd

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-itd)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

II ITD DR
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Pool Interface

test_itd pool Ethl/11

ACL Name

acll
Node IP Cfg-s WGT Probe Port
1 1.1.1.1 Active 1 ICMP

Status Track_id

Probe-IP

o o ]

Trk# Sla id

2 2.1.1.1 Active 1 ICMP

Bucket List

Cfg-S WGT Probe Port
3 3.1.1.1 Active 1 ICMP

Bucket List

Probe-IP

test_itd bucket 3

switch(config-itd)# show run service
!Command: show running-config services
!Time: Tue Sep 20 20:36:04 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.
itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

[

switch(config-itd)# itd session device-group
switch (config-session-device-group) # node ip
switch(config-session-dg-node)# commit
switch(config)# show itd test

Legend:

ST (Status) :
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

dgl
4.1.1.1

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

ITD DK .
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Exclude ACL

STS Trk# Sla_id

STS Trk# Sla_id

STS Trk# Sla_id

ITD R |

dgl ICMP
Pool Interface Status Track_id
test_itd pool Bthi/11 UR >
ACL Name
actt
Node 1IP Cfg-S WGT Probe Port Probe-IP
1 1.1.1.1 Active 1M oKk 3 10003
Bucket List
test_itd pucket 1
Node 1IP Cfg-S WGT Probe Port Probe-IP
> 2.1.1.1 Active 17IcMe Ok 4 10004
Bucket List
test_itd bucket 2
Node 1IP Cfg-S WGT Probe Port Probe-IP
s 3111 Active 17IoMe Ok 5 10005
Bucket List
test_itd bucket 3
Node 1IP Cfg-S WGT Probe Port Probe-IP
s 4111 Active 17IoMe 0K 6 10006
Bucket List
test_itd pucket_4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:37:14 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1
node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1

. ITD DR
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itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

WOBNE, ITDE > v a U EER LT, dgl 731 2 T —T12 ) — REEIECHIRR T 2 5
HEETRLTWET,

switch (config)# feature itd

switch (config) #

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-itd)# show itd test

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

Device Group Probe Port

@t e

Pool Interface Status Track id

test itd pool B/l e 2

ACL Name

acut

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 111 hctive 11w ok 3 10003

Bucket List

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id

2 2.1.1.1 Active 1 ICMP OK 4 10004

I ITD DK II
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Bucket List

ITD R |

3 3.1.1.1 Active

Bucket List

Probe Port

Probe-IP STS

4 4.1.1.1 Active

Bucket List

Probe Port

Probe-IP STS

6

test_itd bucket 4

switch(config-itd)# sh run service

!Command: show running-config s
!Time: Tue Sep 20 20:39:55 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

ervices

switch(config-itd)# itd session device-group dgl

(
switch (
switch (
switch(config)# show itd test

Legend:

ST (Status) :
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

config-session-device-group) # no node ip 4.1.1.1
config-session-device-group) # commit

. ITD DR

Interface

Status Track_id

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive



test_itd pool

ACL Name
acll
Node IP Cfg-s
1 1.1.1.1 Active

Bucket List

Probe Port

o o ]

Trk# Sla id

2 2.1.1.1

Active

Bucket List

3 3.1.1.1

Active

Bucket List

2
Probe-IP STS
OK
Probe-IP STS
OK
Probe-IP STS

5

test_itd bucket 3, 4

switch(config)# show run service

!'Command:
'Time:

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.

[

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch(config)# sh itd test

show running-config services
Tue Sep 20 20:41:07 2016

Legend:

ST (Status) :
Name LB Scheme Status Buckets
test src-ip ACTIVE n/a

Source Interface

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

ITD DK .
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Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 1.1.1.3 Active 1 ICMP OK 3
10003
Bucket List
test_itd bucket 2, 1
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 1 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 1.1.1.2 Active 1 ICMP OK 2
10010

test_itd bucket 8, 7
ACL Name Buckets

. ITD DR



| o DR

Device Group

dg2

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id

1 2.1.1.1 Active 1 ICMP
10006

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

2 2.1.1.2 Active 1 ICMP
10007

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

3 2.1.1.3 Active 1 ICMP
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch(config)# show run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020
!Time: Sun Nov 15 12:15:10 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5

o o ]
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node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.
node ip
node ip

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

config)# itd session device-group dgl
config-session-device-group) # node ip 1.1.1.5
config-session-dg-node) # weight 2
config-session-dg-node)# node ip 1.1.1.4
config-session-dg-node) # weight 3
config-session-dg-node)# node ip 1.1.1.6
config-session-dg-node) # weight 2
config-session-dg-node)# no node ip 1.1.1.2
config-session-device-group) # commit

config)# sh itd test

Legend:

ITD R |

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP
Sla_id

1 1.1.1.3 Active 1 ICMP
10003

Bucket List

. ITD DR
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test_itd bucket 2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 3 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 2 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 1.1.1.6 Active 2 ICMP PF 10
10011
Bucket List
test_itd bucket 8, 1
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007

ITD DK .
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test_itd acl 1 bucket 2, 7

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

3 2.1.1.3 Active 1 ICMP
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch (config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:17:19 2020
!Time: Sun Nov 15 12:18:16 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
weight 1
node ip 1.1.1.4
weight 3
node ip 1.1.1.5
weight 2
node ip 1.1.1.6
weight 2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.1.2
node ip 2.1.1.3
node ip 2.1.1.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

ITD R |

Probe-IP STS Trk#

WOBNL, ACE A > 7 /b— K ACL IZH W35 Z &< BIMT 2 HEEZRLTWET,

switch
switch
switch
switch

config) #

config-acl)# ip access-list acll

config-acl)# 1010 permit tcp any 10.220.0.0/16
config-acl)# 1020 permit tcp any 20.1.1.0/24

II ITD DR
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switch (config)# show ip access-lists acll

IP access list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

switch
switch
switch
switch
switch
switch

config)# itd device-group dgl
config-device-group) # probe icmp
config-device-group) # node ip 1.1.1.1
config-dg-node) # node ip 2.1.1.1
config-dg-node) # node ip 3.1.1.1
config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: C

switch (config-itd) # access-1list acll
switch (config-itd) # no shut

switch (config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:44:17 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch (config-itd)# ip access-list acll
switch(config-acl)# 1030 permit tcp any 30.1.1.0/24
switch (config-acl)# exit
switch (config)# itd session access-list acll refresh
switch(config)# sh ip access-lists | grep n 4 itd
IP access list test itd bucket 1
1010 permit tcp any 10.220.0
1020 permit tcp any 20.1.1.0
1030 permit tcp any 30.1.1.0
IP access list test_itd bucket 2
1010 permit tcp any 10.220.64.0 0.0.63.255
1020 permit tcp any 20.1.1.64 0.0.0.63
1030 permit tcp any 30.1.1.64/26
IP access list test_itd bucket 3
1010 permit tcp any 10.220.128.0 0.0.63.255
1020 permit tcp any 20.1.1.128 0.0.0.63
1030 permit tcp any 30.1.1.128/26

onfigure buckets equal or more than the total number of nodes.

o o ]
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IP access list test_itd bucket 4
1010 permit tcp any 10.220.192.0 0.0.63.255
1020 permit tcp any 20.1.1.192 0.0.0.63
1030 permit tcp any 30.1.1.192/26
switch(config)# sh run rpm
interface Ethernetl/11
ip policy route-map test_itd pool

ITD R |

ZoOBITIE, TR URMPETNTAER I, TRIND p —BEERSDL Z L EHERL
F 9, CiscoNexus Y U—293 (3) FLAFETiX, show ip accesslist dynamic =~ > RafifH L

T AT AND ACL B TXFE T,

Nexus# show ip access-lists CiscoService itd vip 1 bucket 1 dynamic

IP access list CiscoService itd vip 1 bucket 1
10 permit ip 1.1.1.0 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 2

IP access list CiscoService itd vip 1 bucket 2
10 permit ip 1.1.1.32 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 3

IP access list CiscoService itd vip 1 bucket 3
10 permit ip 1.1.1.64 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 4

IP access list CiscoService itd vip 1 bucket 4
10 permit ip 1.1.1.96 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 5

IP access list CiscoService itd vip 1 bucket 5
10 permit ip 1.1.1.128 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 6

IP access list CiscoService itd vip 1 bucket 6
10 permit ip 1.1.1.160 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 7

IP access list CiscoService itd vip 1 bucket 7
10 permit ip 1.1.1.192 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 8

IP access list CiscoService itd vip 1 bucket 8
10 permit ip 1.1.1.224 255.255.255.31 192.168.255.1/32

WwOBNL, A 27— ACL 26 ACE i < HIR4 5 HiE2 R L TWET,

switch (config)# feature itd

switch
switch
switch
switch

config-acl
config-acl
config-acl
config-acl

ip access-list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

) #
) #
) #
)# 1030 permit tcp any 30.1.1.0/24

switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

config)# itd device-group dgl
config-device-group) # probe icmp
config-device-group) # node ip 1.1.1.1
config-dg-node) # node ip 2.1.1.1
config-dg-node) # node ip 3.1.1.1
config-dg-node) # node ip 4.1.1.1
config-dg-node) #

config-dg-node)# itd test

config-itd) # device-group dgl
config-itd) # ingress interface Ethl/11

II ITD DR
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switch (config-itd)# load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.

switch(config-itd) # access-1list acll
switch(config-itd) # no shut
switch (config-acl)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

crt
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11w oK 3 10003

Bucket List

test_itd bucket 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 1Towe oK 4 10004
Bucket List
test_itdbucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.0.1.1 Aetive 1rtowe oKk 5 10005
Bucket List
test_itdbucket s
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
. 4111 Active 1Towe oK 6 10006

Bucket List

test_itd bucket 4

switch(config)# show itd test

ITD DHERK
|
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Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets

test dst-ip ACTIVE 4

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

crt

Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
I i e T T o 5 oo

Bucket List

test_itd bucket 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 1Towe oK 4 10004
Bucket List
test_itdbucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3011 Aetive 1rtawe oKk 5 10005
Bucket List
test_itdbuckets
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
. 4111 Active 1Towe oK 6 10006

Bucket List

test_itd bucket 4

switch (config)# sh run rpm

W OHIL, ITD over VXLAN 24T 5 HiEZ R L CTWET,

switch (config)# sh itd brief
Legend:
C-S(Config-State) :A-Active, S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets Interface

. ITD DR
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serl src-ip ACTIVE 256 VLAN100,Ethl/1

loopback9

VREF-Name

——————————————————————————————— Orgl:vrfl

Device Group Probe Port

sf

Virtual IP Netmask/Prefix Protocol Port

6.6.6.1 / 255.255.255.0 Ip 0

Node IP Cfg-s WGT Probe Port Probe-IP STS
1 10.200.1.2 Active 1 OK
2 10.200.6.2 Active 1 OK

WOFNE, Xy MEAZFEHALTITD /— R LoUL A Z U3 BRERT 2 7 EEZ R LT
\iﬁqo

itd device-group dg

probe icmp

node ip 10.10.10.2

standby ip 13.13.13.2

node ip 11.11.11.2

standby ip 12.12.12.2

node ip 12.12.12.2

standby ip 11.11.11.2

node ip 13.13.13.2

standby ip 10.10.10.2

itd test

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9
failaction bucket distribute
load-balance buckets 16

no shut

B : D7 —LERTE—F

LIF ORERIFIR O D bR m il LET,

ITD DHERK
|
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B #u5 wecovo7—LERE—F

B13: 77— LERAE—F

sre-ip loadbalance ‘

%

o
— /'-_-_""-\._ N
i 3 N\, Poi
fi Clients ) ;
/! 0000
Hag i o

=z =]
=THL = (HL .
L L g
]
192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

AT TNARTN—TEEHRZRLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

27 w72 ITD Y —E A% E#ZLET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG

switch (config-itd) # no shutdown

B vPC TOI 7 —LERE—F

LUF ORERUIIROKD bR m Pz L ET,

II ITD DAL
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wril - wecovr7—seBE—F [l

R 14:VPCTDT o7 —LEBAE—F

91962

"

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

AL S

AT T TNRARATN—TEEHZLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHZLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG
switch(config-itd)# no shutdown

FINA X2

AT T TR AT N—T R EHRLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group)# node ip 210.10.10.13

ITD DAL
I
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B #sm 5o rqormmE—r

switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

wEH UMy TFRRAE—F
B FOMBIERORIO R w2 LT,
H15: 42 F4vFERAE—F

Outside 210.10.10.11 Inside

srcHp /
loadbalance Pao-5

\ /

Y
Y

X :
\
\
e Ngk-1 210.10.10.12

4
GO\ -

f Clients

.

A4855

L]
210.10.10.14

Applianca pool - two N3k(g)

TN R

AT T FNAAL A TN—TEERLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group)# node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,

II ITD DAL
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switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch(config-itd) # device-group DG

switch (config-itd)# load-balance method src ip
switch(config-itd)# no shutdown

FINA R2

ATy TN, AT N—TEE#LET,

switch(config)# itd device-group DG

switch (config-device-group)# node ip 220.10.10.11
switch (config-device-group) # node ip 220.10.10.12
switch (config-device-group) # node ip 220.10.10.13
switch (config-device-group) # node ip 220.10.10.14
switch (config-device-group)# probe icmp

2772 ITD YV —E 2% EHELET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG

switch (config-itd) # load-balance method dst ip
switch(config-itd)# no shutdown

A —N\—O— NSO UTREE—F

LU OREEIIR DD AR P& L ET,

I ITD DK .
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16: VIP Z{E /A L 1= ITD AR 98X

Clients

()
/o) Po'5
Bl | service | r
. .\h-_-/ / o
Po-1 —l/ _Po6
/ Po-2 E e
Po-3 . -
EE— “Po7
: Loadbalancing L
VIP:
172.16.1.1 Po-8

ITD R |

192.168.2.11

==
&

182.168.2.12

==

— g ol
o

=
£

192.168.2.13

A==
B

2AF LN TR A ITN—THERLET,

switch(config)# itd device-group DG

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

AT w72 ITD P —E R ZE

switch (config)# itd HTTP

node ip 192.168.2.11
node ip 192.168.2.12
node ip 192.168.2.13
node ip 192.168.2.14
probe icmp

BLET,

192.168.2.14

switch (config-itd) #
switch (config-itd) #

switch (config-itd) #
Switch (config-itd) #

ingress interface port-channel 1
ingress interface port-channel 2
ingress interface port-channel 3
device-group DG

virtual ip 172.16.1.1 255.255.255.255

(
(
(
switch (config-itd) #
(
(
(

switch (config-itd) #

no shutdown

#ERBI - WCCP & L TITD ZHBEET S (Web TOXF L RRAE—F)

Tax ==L MOV — =D V—RERDD T TA T v NINDDERDHI &
LTHELET, Web 7 v h—_—F FRlZu—/L Xy hU—T LA F—F v M
Off s UCTHEE L £97, @7, Web 70— R_—TlX, Fv hT—7 T34 ZANA
VHE—Fy NMIMND Web b T 7 4 v 7 ERAZICV XA VLY T AHMERSD F9 (HEET
n—) , 7272l ®%kEO/T y MREETIX, Ry NT—7 T AN N & B RE

TOHRETTHAET,

II ITD DR
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A WOCP & LT ITD 2BEET 5 Web 7o+ EHE—F) [

ITD ZfEH L7z Web 7’ X VBB TIL, AA v FIEA 2 —Fy MIADN9 Web N7 7 1 v
JEBAEL, ax i —"—lni CAWMESBRLET, X — "~ ZEHEE—F
(WCCP WOMNELTCT VT 4 7-7 277 47) TEMEL, X h—"=2U XA L7 |
ENBD T 747 ERBELES, ITIDEZNLTCHEITENE/— R ~VA Ta—T7F, /) —
RORREZ B L, FTAMEICESWCHEYNC / — REZHIBREZIEMT 25 0 BHE R L
F9, AZ NS ==L, WEMOEDIZINV—T L VEIT ) — K UL TR

HZEHTEET,

ITDY ¥ A V7 >aid, @k, 7747 MIVLANDIES W TOHMLETT, D%, 7
7y MIIMDY XA Lo va gl iﬁﬂ%ﬁf; LCNA—T g7 EiFiEksngEgd, Zok)
72 Web 7' o % BB Z 32 ITD 12X, NES AR 47z 1 DO ITD — B A D AN
DAY G I el BN 35*1;7731/4’?4T%F WCHASWT I 74 w7 Z2®RLT, UN—R T
T4 VEA VLT v a BRETT, LB/NRNTZA—ZZWMIT LT, 7 —ORHES MR
DULBENHY FT,

Web 7' 12 % LRI ITD Tid, ITD 72 —7 2l L T Web 7' 1t % & — " — D A il &
FrxyZ LET, ZHUT, BEEPRELLTBXP—N—ITEESNL T 74 v 7D RD
NDOTIOEETT,

LIFORERIZR DD AR a a2 L ET,
17:Web 7O XL EBEE— K

SVIVlan 10
ITD Upstream =
10.1.10.1-2
|’ 10.1.10.50

I — i
‘-V 4 \L-l
Client 1 % Internet J =
. y ]
“ L2 SW —~___ __—" Web
Server
J 10.1.10.250 SVI Vian 50 (Destination)
Web Proxy VLAN
CASE 10.1.50.1-2
101501
- = 5
&

Web Proxy Servers

ZOBEITIX, A v EZ %y F~DSEIEAR— - 80/443 (AJTVLAN10) 75 Web 7 &2 & 34— 3 —
10.1.50.1 BEL V101502 [Tl snE T, 7I7A4X—Fxy hU—72 (10.0.0.0/8,
192.168.0.0/16. 172.16.0.0/12) 56 CHVLANIO LD T 7 4 v 71, 7aXx I |IEESnER

E\,

o

AT S0 T 7 A A N O
ip access-1list ACL1

10 permit ip any any tcp 80
20 permit ip any any tcp 443

ITD DK .
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AT v 1:IIDT AR TN—TD Web 7 F T —R_R—%ZFREL, Y—"X—DIPT NI
AERELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

AT T2 TITANRX=KIPT RLASETDTXTD T 7 v 7 Z2&54T2 X525 ACL
FRER L FET,

ip access-list itd exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT v 73 B ACL A L1,

Itd Web_proxy SERVICE
device-group Web_ Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown

RABNOEHATY X~ T 747DV EA LT NHMLEREAE, ROBINORE R TIE
75‘3%\%?#0

)

GE) LAY A4FEHETFEZEHLER—F 7002 U VOBNFRETT, £7-. RS ACL IEFF
Ay Y OB EYHR—=FLET,

AT 4B — 180 & 443 RS TRTERRIANTDH L H 1, U X — BRI ACL 24k L %
7,

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

AT S5 VB = I T 497DV E—ITD Y —E XK L, B4 ACL ZHHA L E
7,

Itd Web_ proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd exclude return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown

II ITD DR I
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weepl v rq o7 =—rarerEs 1

BEH o b v F E— FREITET R

ITDET =t R LDV FA v F TTIATUVANDY IR E T THE, —E XX
)—=R~DU IR FT LTINS R TimMmaEETICEELET, KIZ, BT —E R
V70 8, NI T 4w IREDO) s EwBB LRV LET,

TR LT, IDY—ERADT I T A APP#L IR SN TWB Y 7 BRD
Re P TH 7L, ITD B —E A BIZEHINZWEGEE, —E 2 BII5I & APP#1 (2 b
T4 v EFEL, VT T4y TE Ry ENET,

DTS TIZ, 2o MR FERLET,

H18: 9> FA4vyF E—FOE7RH

APP #1

ITD Service B

500035

TIN R 1
AT TN TNRARATN—T5TEFLET,

switch(config)# itd device-group dev-A
switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2
switch (config-device-group)# probe icmp

ATy 72 ETRMEANCLTIID Y —ERZERLET,

switch(config)# itd service-A

switch (config-itd)# device-group dev-A

switch (config-itd) # ingress interface ethernet 7/4
switch (config-itd) # peer local service service-B
switch (config-itd) # no shutdown

switch (config-itd) # show itd
Name Probe LB Scheme Status Buckets

Service-A ICMP src-ip ACTIVE 2

ITD DHERL II
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Device Group VRF-Name

bev-r

Route Map Interface Status Track_id

service-h_itd pool Ben/as up s
Node 1IP Config-State Weight Status Track id Sla id
1 1001000 Active 1 Peer Down 1 10001

IP Access List

Service-A itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 12.12.12.9 Active 1 OK 2 10002

IP Access List

Service-A itd bucket 1

TINA R2

AT o1 TFNAA AT N—TREHLET,

switch(config)# itd device-group dev-B
switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1
switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2T w72 ETRMEAENCLTIID VY —E A2 ERLET,

switch(config)# itd service-B

switch (config-itd)# device-group dev-B
switch(config-itd)# ingress interface ethernet 7/45
switch(config-itd) # peer local service service-A
switch (config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets
Service-s ICMP src-ip  ACTIVE 2
Device Group VRF-Name
bev-B
Route Map Interface Status Track_id
service-s_itd pool geni/as ve s
Node IP Config-State Weight Status Track id Sla id

. ITD DR
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#wEs: 271 vo077147—91—1 ||

1 14.14.14.9 Active 1 Probe Failed 3 10003

IP Access List

Service-B_itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 13.13.13.9 Active 1 OK 4 10004

IP Access List

Service-B _itd bucket 1

BRI : RT 49 I9DT7AT7—04—IL

ITD —EX

ASA VLAN

ITD —E AT, T 7 4 v 70 —0OREDFHICKTDHITD N7 7 4 v 7 53 8%EE
FLET, 7r—0WFMEY XA VT T HRERNHHGEIL. 2 OO ITD —E A &% E
TAVLERHD ET, 1 DFEE N T 7 vy 7a—H, 51203V F—0 v T 7 427
7 —HTY, ASAIZITRRDINEA v Z—T oA ALHNEA L Z—T =24 ZADIPT KL A
WHDHIZD, 2DODRIRDTNAR TN—T"4 $HETLHNHBLOINTIP 7 LU A% fFT
IR T D HERH Y £7,

ITD#EEB LY #— 0 $—E A%, Nexus AA v FONE R L OBSEL VLAN SVIICHEE S
T, AT AN EDEX VT4 T V= a3 F T _RCD N T T 4 v T ERE
TOMENRNHDLZO, P—EATKII T4 v I T4 NZ ) TIIRERENET AL, TOREE,
SVIWZERET D NI 7 4 v 7133 _XTC, ST DHASAA L F—T A AV XA LT FER
3

ASA A B —T A ANAAL v F @O VLAN &AL VLAN THER I TWDIEA, 7747

T A=V AL TR VT 7 4 v 71k, AA v T DRI VLAN (Z ITD H— B 203 1F
ET DO, ASAIZUV XA LT haivET, LEeER-T, 7747 U4 —/b& Nexus A4 v
FEDNT 7 4 v 7 —T%B5IET BIT1E, HBD VLAN OXT N MNETT,

ITD DK .
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. 70—

7 0—DOx

19:1TD ASA D &

VLAN 10 VLAN 100 i, ‘JLAN 200 g VLAN 20
VAF Inside VRF Inslde sd VRF Outslde VRF Outside

ITD

ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 VLAN 20
VRF Inslde VRF Inslde VRF Outslde VRF Outslde

ITD ITD

ITD Forward-Service ITD Return-Service

ZOMILZ, VLANIO B L U20 %, X v hT—27 EOFEETE L UL ~DONE B L O
AL A =T AL LTRLTWET, VLAN100 BER200 11X, —7DR\NKF T 4 v 7
R T A DI ASA IR L TER SN E T,

500562

T AT U —VIXEE, NG ERY FMOwEFO N T 7 4y Ta—FRELET, 1V
AR v aryDAT— NINURHEICLY, @, 77 AZ I TW W 7 AT U4 —)b
DO OBAERIC 7 0 — DO FEEZHERFF T2 MER SV T, 7 7R ENTZT7 7 AT U4 —
NOWGAETH, 774y 7 7a—0IERMPEICLY, 772G 7 %2R Liz7a—0
VEA V7 EBEMLUET, BT =082 08, 7747 U4 —/MIARE A — N —
~y RBEBMSh, N7+ =< ARKFLET,

7 a—DOREL. BEA O P kFetk s ITD 743U X AOWRERIEE 2 L CEBR T
FT, 77 AT VA —ILO— IR ITD fRK T, #5257 2 —I2 1 20 ITD ¥ — B A %
L, VE—=r 7—=Z1 201D 4 —ERAZMHLET, m— K ANTF 2 RXT 2 —=FDENR
OV —ERATRCIZRD LI ZINE2oDITDH—EAEZRETH L, 7 a2 —D% ik
DHEFRICHERF S ET,

. ITD DAL
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Link Failures ]

20:ITD ASA RERIZ & 115 7 0— D5t fRfk

ITD Return-Service ITD load-balance “Destination IP”

SRCIP  3RC Port
209.165.201.10 &0

Destination

SRCIP SRHC Port
182.168.1.10 49152

ITD load-balance “Source IP” ITD Forward-Service

ZORIE, BHM 7 e —0OEEILIP T RLVRAEWHH 72 —0%55 P 7 RLARED K HIZ

—ETHDHINERLTWVWET, ZFITD Y —ER(ZHY) /R /3T7 A—X Z8INT 25 L, ITDIP DK
FeElc L B 7 a— O FRE N RIES VE T,

500563

Link Failures

ASA ODWNENE TN A v X —T = A RTEERRET D E, VT 70 v 7 OMNA v Z—
Tz AARL T LTINS, Z0 ASA DKKNCEETH N7 7 4 v 7 B3 Kb b Alhg
PENRBH Y £9, ITD B 7 AA v F /7 — NIREFRIBIEREIZ. ASA © U E— MilZ ITD 7 6 HIER
L. A v TFHT/—FMREZFRMTLZ LX), ZofMEERLTEET,

ITD DHERL .
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21:ASABE LT )X

ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
2

ITD ©7 AA vF /— RIRRERIIEREILX, T 27V A1 v FDIEVPC (/21T 70 &
A vF) MRV TORTR—FSNET, ASAZ TAX Y 71X, ZO XD REENEEL
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ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724
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VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
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interface vlan 10

description Inside Vlan to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10
ip address 192.168.10.1

interface vlan 20

description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20
ip address 192.168.20.1

interface vlan 100

description Inside Vlan to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100

ip address 192.168.100.1

interface vlan 200
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets
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#load balances traffic based on Source IP.
#0UTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active

no nameif
no security-level
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ASA Inslde (VLAN 100) - Port-channel (11-14)
192.168.100.111 - 114724

ASA Outslde (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114724

Swi VPC Peer Link
o | swa |

—
SVI VLAN 100
VRF Qutslde
SVIVLAN 1100
VRF Outslde
SVI VLAN 11u1"
VRF Default
SVIVLAN 101 [
VRF Default
__'EE
Sw1 VPG Peer Link 2
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switch #1:
interface vlan 10
description INSIDE_VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_VLAN
ip address 192.168.20.10/24
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interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active
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interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active
no nameif
no security-level
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ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724

A swi | VPC Pier Link | sw2 |

—
SVI VLAN 100

VRF Outside
SVI VLAN 1100
VRF Outslde
SVI VLAN 11n1‘|’
VRF Default
ST | Cluster Control Link |
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switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA HRERR L £,

cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7
channel-group 11 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/8
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/9
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/0
channel-group 31 mode on
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/1
channel-group 31 mode on
no nameif
no security-level
no ip address
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(config) feature itd

(config) itd Port-group 100
(config-port-group) int eth 1/11
(config-port-group) int eth 1/12
(config) itd SER3

(config-itd) port-group 100
(config-itd) source vlan 2010-2015
(config-itd) no shutdown
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s!Command: show running-config services
'Running configuration last done at: Thu Dec 5 00:04:35 2019
!Time: Thu Dec 5 20:44:06 2019

version 9.3(3u)I9(lu) Bios:version 08.36
feature itd

itd port-group PG100
interface Ethl/11
interface Ethl/12
interface Ethl/13
interface Ethl/14
interface Ethl/15
interface Ethl/16
interface Ethl/17
interface Ethl/18
interface Ethl/19
interface Ethl1/20
interface Ethl/21
interface Ethl/22
interface Ethl/23

itd SERL
port-group PG100
source vlan 10-15
no shut

itd SER2
port-group PG100
source vlan 1010-1015
no shut
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