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Figure 1: PnP—/\—@ DHCP & 70+ X

Customer Network o

o New device is powered on.
Device starts DHCP discovery

a DHCP server responds with PnP
server |P in Option 43 along
with device IP

G New devices establishes
connects to PnP server
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0 MNew device is powered on.
Device starts DHCP discovery

o DHCP server responds with
device |P, domain name and
DNS server

9 Device reads domain name and
creates predefined PnP server
name (pnpserver.cisco.com) and
resolves for IP address

6 New devices establishes
connects to PnP server
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Switch# show pnp status
PnP Agent is running
server-connection

status: Success

time: 08:41:26 Jan
interface-info

status: Success

time: 08:34:00 Jan
device-info

status: Success

time: 08:33:46 Jan
config-upgrade

status: Success

time: 08:31:36 Jan
capability

status: Success

time: 08:33:50 Jan
backoff

status: Success

time: 08:41:26 Jan
topology

status: Success

time: 08:33:54 Jan

11

11

11

11

11

11

11

Switch# show pnp version

PnP Agent Version Summa

PnP Agent: 1.6.0
Platform Name: nxos
PnP Platform: 1.5.0.rc2

ry

Switch# show pnp profiles

Created by

Primary transport:

Port: 443

CA file: /etc/pnp/certs/trustpoint/pnplabel

Work-Request Tracking:
Pending-WR: Correlator=

UDI
DHCP Discovery PID:N9K-C9504,VID:V01l,SN:FOX1813GCZ8

https
Address: 10.105.194.248

Cisco-PnP-POSIX-nxos-1.6.0-21-589%9a466a-0d88-427b-al7e-69afb7d0a226-1

Last-WR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1

PnP Response Tracking:
Last-PR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1
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Switch# show pnp lease

{

"lease": {
"uptime": "Fri Jan 11 05:32:17 2019",
"intf": "Vlanl",
"ip addr": "10.77.143.239",
"mask": "255.255.255.0",
"gw": "10.77.143.1",
"domain": "",
"opt 43": "5A1D;B2;K4;I10.105.194.248;J80",
"lease": "3600",
"server": "10.77.143.231",
"yrfr: "1"

Switch# show pnp internal trace

1) Event:E DEBUG, length:49, at 907122 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

2) Event:E DEBUG, length:16, at 907094 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 5

3) Event:E DEBUG, length:31, at 907069 usecs after Fri Jan 11 08:30:44 2019
[104] Entering pnp ascii gen cfg

4) Event:E DEBUG, length:22, at 907061 usecs after Fri Jan 11 08:30:44 2019
[104] Calling Ascii gen

5) Event:E DEBUG, length:16, at 907051 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 2

6) Event:E DEBUG, length:49, at 907018 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

7) Event:E DEBUG, length:49, at 973813 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

8) Event:E DEBUG, length:16, at 973787 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 5

9) Event:E DEBUG, length:31, at 973760 usecs after Fri Jan 11 08:29:51 2019
[104] Entering pnp ascii gen cfg

10) Event:E DEBUG, length:22, at 973751 usecs after Fri Jan 11 08:29:51 2019
[104] Calling Ascii gen

11) Event:E DEBUG, length:16, at 973742 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 2

12) Event:E DEBUG, length:49, at 973707 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

13) Event:E DEBUG, length:35, at 535794 usecs after Fri Jan 11 08:04:15 2019
[104] pnp pi spawn finalize pid 690

14) Event:E DEBUG, length:41, at 228291 usecs after Fri Jan 11 08:04:13 2019
[104] + pnp _pi spawn child pid: 0xdd526da0

15) Event:E DEBUG, length:76, at 132853 usecs after Fri Jan 11 08:03:26 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: Device Provisioned, Cfg: Present

16) Event:E DEBUG, length:35, at 440380 usecs after Fri Jan 11 08:03:18 2019

rv b= 75570k FL10ERA I}
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[104] !!! ACKED Unconfigure Ret:1!!!

17) Event:E DEBUG, length:61, at 440347 usecs after Fri Jan 11 08:03:18 2019
[104] Tx: Direction: Max, Type: DHCP Unconfigure Done, Len: 16

18) Event:E DEBUG, length:35, at 440331 usecs after Fri Jan 11 08:03:18 2019
[102] Unknown timer cancel requested

19) Event:E DEBUG, length:35, at 440311 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit success

20) Event:E DEBUG, length:57, at 440103 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

21) Event:E DEBUG, length:23, at 440051 usecs after Fri Jan 11 08:03:18 2019
[104] - pnp_vsh halt:206

22) Event:E DEBUG, length:17, at 950291 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "end"

23) Event:E DEBUG, length:58, at 950269 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal ; no clock protocol none "

24) Event:E DEBUG, length:33, at 945994 usecs after Fri Jan 11 08:03:15 2019
[104] - pnp_vsh config 13 intf:788

25) Event:E DEBUG, length:29, at 945979 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh config 13 intf

26) Event:E DEBUG, length:39, at 945963 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "no feature interface-vlan"

27) Event:E DEBUG, length:32, at 945932 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal"

28) Event:E DEBUG, length:40, at 945886 usecs after Fri Jan 11 08:03:15 2019
[104] Got Semaphore, vsh halt continue...

29) Event:E DEBUG, length:46, at 945870 usecs after Fri Jan 11 08:03:15 2019
[104] sem_timedwait Success, Start VSH clean up

30) Event:E DEBUG, length:19, at 945843 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh halt

31) Event:E DEBUG, length:35, at 945831 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit success

32) Event:E DEBUG, length:57, at 945643 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

33) Event:E DEBUG, length:33, at 945607 usecs after Fri Jan 11 08:03:15 2019
[104] !!! Received Unconfigure !!!

34) Event:E DEBUG, length:74, at 945578 usecs after Fri Jan 11 08:03:15 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: DHCP Unconfigure, Cfg: Present

35) Event:E DEBUG, length:49, at 789616 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_ascii gen: ascii gen completed rcode[0]

36) Event:E DEBUG, length:16, at 789579 usecs after Fri Jan 11 08:01:52 2019
[104] pss type: 5

37) Event:E DEBUG, length:31, at 789522 usecs after Fri Jan 11 08:01:52 2019
[104] Entering pnp_ascii gen cfg
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38)

39)

40)

41)

42)

43)

44)

45)

46)

47)

48)

49)

50)

51)

52)

53)

54)

55)

56)

57)

58)

Event
[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

:E_DEBUG, length:22, at

Calling Ascii gen
E_DEBUG, length:16, at
pss type: 2

at

E_DEBUG, length:49,
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789514 usecs after Fri Jan 11

789506 usecs after Fri Jan 11

789489 usecs after Fri Jan 11

pnp_ascii gen: fu num acfg pss_entries[0x2]

E_DEBUG, length:35, at
pnp_pss_runtime commit
at

E_DEBUG, length:57,

pnp_pss_runtime commit:

E_DEBUG, length:26, at

789365 usecs after Fri 11

success

Jan

789135 usecs after Fri Jan 11
Stored values in runtime PSS

789096 usecs after Fri Jan 11

Phase Init -> Monitor

E_DEBUG, length:35, at 788967 usecs after Fri
pnp_pi_spawn finalize pid 1c9

E_DEBUG, length:41, at 831561 usecs after Fri
+ pnp_pi_spawn child pid: Oxffff7e28

E_DEBUG, length:45, at 831550 usecs after Fri
Have startup config, Starting PnP PI....
E_DEBUG, length:40, at 831538 usecs after Fri

Posix log directory creation failed

E_DEBUG, length:50, at 831479 usecs after Fri
pnp fire event: PNP_EVENT HAVE STARTUP_CONFIG

E_DEBUG, length:35, at 831465 usecs after Fri
Inside pnp_other msg _handler
E_DEBUG, length:80,

E_DEBUG, length:50,
Injecting Event PNP_EVENT_ HAVE STARTUP_CONFIG

E_DEBUG, length:59, at 831303 usecs after Fri Jan 11 08:
Have Startup Config, move the process state to monitor
E_DEBUG, length:57, at 799379 usecs after Fri Jan 11 08:

Accelerating PnP, Break Point:

799334
success

E_DEBUG, length:35, at
pnp_pss_runtime commit

E_DEBUG, length:57, at
pnp_pss_runtime commit:

E_DEBUG, length:23, at 799226 usecs

Phase None -> Init

E_DEBUG, length:53, at 799200 usecs
Initilizing PnP-agent State machine

E_DEBUG, length:35, at 799188 usecs
pnp_pss_runtime commit success

rv b= 75570k FL10ERA I}

Jan

Jan

Jan

Jan

Jan

Jan

11

11

11

11

11

11

Break Point PoAP Init
usecs after Fri Jan 11
799239 usecs after Fri Jan 11

Stored values in runtime PSS
after Fri Jan 11
after Fri Jan 11
curr_state 3

after Fri Jan 11

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

52

52

52

52

52

52

52

49

49

49

49

49

49

49

49

49

49

49

49

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

at 831437 usecs after Fri Jan 11 08:01:49 2019
pnp_get data from queue: dequeued event 0x1102e0cc 25/cat 11 from pending Q

at 831368 usecs after Fri Jan 11 08:01:49 2019

2019

2019

2019

2019

2019

2019

2019



*yhI—=9 TSTTFURTLLOER |
B <7557 0k TLq0r5T002—F 4 58

59) Event:E DEBUG, length:57, at 799070 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

60) Event:E DEBUG, length:26, at 798965 usecs after Fri Jan 11 08:01:49 2019
[104] !'!! Box is Online !!!

61) Event:E DEBUG, length:35, at 798954 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit success

62) Event:E DEBUG, length:57, at 798770 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

63) Event:E DEBUG, length:70, at 370297 usecs after Fri Jan 11 07:55:41 2019
[102] pnp_demux mts(463): (Warning) unexpected mts msg (opcode - 7655)

64) Event:E DEBUG, length:41, at 092701 usecs after Fri Jan 11 07:55:33 2019
[104] PnP Init Internal subsystem, Done!!!

65) Event:E DEBUG, length:32, at 089920 usecs after Fri Jan 11 07:55:33 2019
[104] PnP Init Internal subsystem

Switch# show pnp posix pi configs
/isan/etc/pnp/platform config.cfg:
/isan/etc/pnp/file paths.cfg:
/isan/etc/pnp/pnp_config.cfg:
/isan/etc/pnp/policy discovery.conf:
/isan/etc/pnp/certs/platform.json:
/isan/etc/pnp/certs/pnp_status.json:

/isan/etc/pnp/certs/job_status.json:

B #*yb7—0 TS 7R TLADER



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



