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* ITD is supported on the following platforms:
I TDv4 support

* Beginning from Cisco Nexus NX-OS Release 9.2 (1), Cisco Nexus C9364C, C9336C-FX2,
C93240YC-FX2 switches are supported.

* Cisco Nexus 9500 Series switches with Cisco Nexus X9432PQ, X9464PX, X9464TX, X9536PQ,
X9564PX, X9564TX, and X9636PQ line cards.

* Cisco Nexus 9332PQ, 9372PX, 9372PX-E, 9372TX, 9372TX-E, 9396PX, 9396TX, 93120TX,
and 93128TX switches.

* Cisco Nexus 9236C, 92160YC-X, and 92304QC switches, 93180YC-EX, 93108TC-EX,
C93180YC-FX, C93108TC-FX and 9232C switches

I TDvV6 support

* Cisco Nexus 9236C, 92160YC-X, and 92304QC switches, 93180YC-EX, 93108 TC-EX,
C93180YC-FX, C93108TC-FX and 9232C switches

* Beginning from Cisco Nexus NX-OS Release 9.2 (1), Cisco Nexus C9364C, C9336C-FX2,
C93240YC-FX2 switches are supported.

* ITD does not support using FEX ports for ingress or egress to the next-hop IP address.

* Configuration rollback is supported only when the ITD service is in shut mode in both the target and
source configurations.

* ITD is not supported with VXLAN. For load balancing in VXLAN, use pervasive load balancing.
For more information, see the Cisco Programmable Fabric with VXLAN BGP EVPN Configuration

Guide.
* SNMP is not supported for ITD.

* [Pv6 does not support node level probes, only device group level probes are supported.

. ITD DR
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* [Pv6 device group level probes support TCP, ICMP protocols but do not support HTTP, UDP, and
DNS protocols.

» Weighted load balancing is not supported with the ITD failaction commands.

» The bucket distribution options is available for IPv4 and IPv6.

\}

Note Fail-action bucket distribute is not recommended for services using
hot-standby nodes or node-level standby nodes.

* The following guidelines and limitations apply to the exclude ACL feature:

* The exclude ACL supports only permit access control entries (ACEs). Deny ACEs are not
supported.

* Traffic that is matched by a permit ACE in an exclude ACL bypasses ITD.

* The following guidelines and limitations apply to the include ACL feature:
* Only one user-defined ACL is supported.

* Only ACEs with the permit method are supported in the ACL. ACEs with any other method
(such as deny or remark ) are ignored.

* A maximum of 256 permit ACEs are supported in one ACL.
* Failaction is supported among the nodes.
* ITD supports either the include ACL feature or the virtual IP address (VIP) feature but not both.

* Ifthe user has configured ITD with include or exclude ACL, and the user is using source IP-based
load balancing, then the subnet mask in the source IP address of the ACE cannot be more than
/28 (eg, it cannot be /29, /30, /31)

If the user has configured ITD with include or exclude ACL, and the user is using destination
IP-based load balancing, then the subnet mask in the destination IP address of the ACE cannot
be more than /28 (eg, it cannot be /29, /30, /31)

 The mask position cannot be configured for the include ACL feature.

* We recommend that you classify probe traffic in a separate CoPP class. Otherwise, probe traffic will
go in the default CoPP class by default and might be dropped, causing IP SLA bouncing for probe
traffic. For configuration information, see Configuring CoPP for IP SLA Packets

* ITD sessions are not supported with the following:
* Weights
* The include and exclude ACL features
* Node level probes
* Device-groups with hot-standby or node level standby nodes.

* Device-groups being used by services with peer synchronization enabled.

ITD DK .
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* Peer sync should have same number of nodes across the two services and the order of the nodes
has to be same across the two services, with symmetric flow.

* Services with layer-4 load-balance options configured.

* Services with multiple Virtual IPs using different device-groups.

» Disabling atomic update may allow more TCAM resources to be made available for the ITD policies,
but with possible disruption in traffic during changes to policies. For further details, please refer to
Security Configuration Guide 9.2(x).

ITD 4 7R— k<1 —

ITD Y R—F L~ULDY A RMZHOWNWTIE, ROEREZBR LT FE0,

R1:ATDHFR—F LR

Hese ITDv4 ITDv6 £ BA
F A R T T L « TCP * TCPv6
id - ICMP « ICMPv3
« HTTP
« UDP
« DNS
J—RZTEto7a—7|Fn (=g
L~
Hot-Standby A [=qA
HE A I
s D 7k LE
ACLV 7Ly [EA (=
774~ J—FK =LA A
By b RAZ A AVAY-4 AVAY-4
J—F
H—EX LR
A 7 — K ACL (EA =
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ITD DT 7+ )L bERTE .

HaE ITDv4 ITDv6 BTk
Failaction A V' v R * reassign * reassign

* least-bucket * least-bucket

* node-per-bucket * node-per-bucket

* bucket distribute * bucket distribute

BRAM-ACL EN E3 $E A ACE 134 R — b
INTWVEHA,

PAR— K &b 77 > | Cisco Nexus 9236C, | Cisco Nexus
74— A 92160YC-X, 92304QC |93180YC-EX,

24 v F BIO 93108TC-EX,

9300-EX Series A A v |C93180YC-FX &8 L

F C93108TC-FX AA

Cisco Nexus 9332PQ, 7

9372PX, 9372PX-E. Cisco Nexus C9364C,
9372TX. 9372TX-E. |C9336C-FX2,
9396PX., 9396TX. C93240YC-FX2 A A v
93120TX & 93128TX | T

AA T

Cisco Nexus
X9432PQ. X9464PX.
X9464TX., X9536PQ,
X9564PX., X9564TX,
B LN X9636PQ T 1
v =R,

ITD DT 74 B

WDFEIZ, ITD XFA—ZDF 74 )V "N REEZ R LET,

R2:TIHIWEDIMDINS A—4

)5 A—4 TIAIE
o —7 OEE 10 #
Tu—T OBRITS T TR 3
Tu—TOFRITT v BT b 3
Fa—7 HZA LT Tk 5%
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ITD DFERL
ITD DA ~—T )Lt

ITD ==~ RICT7 7B AT AHRNC, ITD BEREZENCT ALERHY £9°,

1R BRI
Xy NU— P —ERXATABUVABRALA VA R—=LENTWNAEI LEZMHER LT IEE N,
RY Y —=_R—= L—F 17 (PBR) WA TWBZ 2R LET,

FIEDHE
1. configureterminal
2. [no] featureitd
3. (f£#&) copy running-config startup-config
FIED
ARV FFERET7IVa Y B#
R w 71 | configureterminal T a— R EE— ARG LE T,
1 -

switch# configure terminal
switch (config) #

R 5w 72 |[no] featureitd ITD HEfE 2 £ F—T e L. 77 4 O
fi ITD IZN 72> TOET,

switch (config)# feature itd

ATw 73| ({E&E) copy running-config startup-config FiTar7 4 Xal—vark, AF—FrT v 7
1 V74X alb—rvarilat—LFET,

switch (config)# copy running-config startup-config

FINA R T IL—TDOWR

ITD 734 A2 TN —TEER LT, JA—T7D ) — KT —T7%2FETEET, Cisco
NX-0S U U—2 7.03)13(1) LARE T, BEOTNA A TNV —TZETEET,

1R BHIIZ
ITD BERER A X —T L ThHDHZ L 2R L ET,

II ITD DR



| o DR

71312 5—T0#H% |

T8 A3 CiscoNX-0S U U —2 7.03)13(1) LABEZ FAT L TV D HEEIE, RO~ RRRE

SNTWALHZ LR LET, featuresasenderfeature slaresponder
FIEDHE
1 configureterminal
2. [no] itd device-group name
3. [no] node{ip | ipv6} {ipv4-address | ipv6-address}
4, [no] probetrackid
5. [no] weight weight
6. [no] port port value
7 [no] mode hot-standby
8. [no] shutdown
9. exit
0. /—FIZTLIZFNE3 ~5 2R ET,
11.  [no] probe {icmp | http | tcp port port-number | udp port port-number | dns[fregquency seconds]
[[retry-down-count | retry-up-count] number] [timeout seconds]
12. [no] hold-down threshold count <count> [time <time>]
13. (&) copy running-config startup-config
FIE D
ARV RFERETI3Y EL:y
25w 1 |configureterminal Juau—N)L a7 4 FXal—ay T— REHB
11 - LET.
switch# configure terminal
switch (config) #
R w72 |[no]itd device-group name ITD T34 2 TN —TFZ2EK L, T34 A J)L—
i - T ar74Xal—varyET—RefBLET,
= P A N i = S
switch (config)# itd device-group dgl Hij( 32 i%@%@’(%%]\j}f% ER
switch (config-device-group) #
A7w 73 |[no] node{ip |ipv6} {ipv4-address | ipv6-address} ITD D/ — R&EEELET,
i
switch (config-device-group)# node ip 20.20.20.3
switch (config-dg-node) #
1 -
switch (config-device-group) # node ipvé
2001::198:1:1:11
switch (config-dg-node) #
AT w74 |[no] probetrackid Tu—T7Da—F—ERFT v ID R L E

1 -

switch (config-device-group)# probe track 30
switch (config-device-group-node) #

‘é—o
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ITD R |

ARV FFEREETIVa Yy

S

A7 w75 |[no] weight weight ITD D/ — FOEHEZFRE L ET, AT
15“ : ~ 256 ’C\“jﬂo
switch (config-dg-node) # weight 6
A5y 76 |[no]port port value HREAR— R~ 7 RLALHBROR— MESEZHEEL
i - 9o MEOFPHIL 1 ~ 65535 T
switch (config-dg-node) # node ip 10.10.10.10
port 1000
AFw 71 |[no] mode hot-standby )= REFNAL AT N—TF DRy b AL A
Bl - /= RELTHMLET,
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode
hot-standby
A7y 78 |[no] shutdown )= REAVTF A T—RICBEIEIZKTL
15'] : iﬁ—o
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # shutdown
switch (config-dg-node) # no shutdown
switch (config-dg-node) #
ATvT9 |exit TNWNARTN—T ) —Ravr47L—ray
i E—FEKTLET,
switch (config-dg-node) # exit
switch (config-device-group) #
ATYTW0 |/ —RIZEICFIE3 ~5 %V IRLET,
A7 w711 |[no] probe {icmp | http | tcp port port-number udp | 7 5 2% L —F D —E X Ta—T &ML %

port port-number | dns[frequency seconds]
[[retry-down-count | retry-up-count] number] [timeout
seconds)

51

switch (config-device-group) # probe icmp frequency]
100

II ITD DR

ﬁ—o

CiscoNX-0S U U — % 7.03)I3(1) LAFE, ITD H—t
AT a—7 L L THROT e haLERETEE
R

« ICMP
« [TCP]
- [UDP]
« HTTP
- DNS

DIEIO U U —2Tik, ITDY—E 2O Fa—74 L
TICMP MERA SN TWE LT,
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ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

AT aFROERBY TT,

- frequency : 7' m— 7 OB Z RV HALTHEE L
F4, EOHFHIL 1 ~ 604800 T,

s retry-down-count : / — R2B3X 7 Lz & &2
T =TI Ko TFEITENDLI T/ v hoS%
BELET, HETE2HPHIX 1 ~5 T,

o retry-up-count : / — R2EIR L= L &7 m—
TINELTTDH AU hoOKERELET, 18
ETEDHPHIX 1 ~5 T,

stimeout : ¥ A A7 U MM ARENMN THEEL
F9, [EOHPHIZ 1 ~ 604800 T,

ATvT12

[no] hold-down threshold count <count> [time<time>]

51

switch (config-itd)# itd device-group dg

switch (config-device-group) # hold-down threshold|
count 1

switch (config-device-group)# node ip 1.1.1.1
switch (config-dg-node)# hold-down threshold count
3 time 200

) — REFIZT A 2 TI—T O L X\ MiifE
EHTURE LEWVELA ~—%EELET,

ATv 713

EE)
1 -

switch (config-device-group) # copy running-config
startup-config

copy running-config startup-config

Eiar 74 Xal—rarkr, AEZ— T v/
a7 4 FXalb—gricar’—LET,

ITD H—E X DR

FIEDHE

1R BRI

ITD BEBEN A 2 —T N ThH Z & 2R LET,
ITD U —ERICEMENDZT AL A TNA—TPNERENZZ & 2R L £,

configureterminal

[no] itd service-name

[no] device-group device-group-name
[no] ingressinterface interface

apwbd-=

[no] load-balance {method {src {ip | ip-l4port [tcp | udp] range xy} | dst {ip | ip-l4port [tcp |

udp] range x y} } | buckets bucket-number | mask-position position}

ITD DK .
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ITD R |

6. virtual [ip | ipv6] {ipv4-address ipv4-network-mask | ipve-addressipve-network-mask} [tcp | udp
{port-number | any}] [advertise {enable| disable} [active]]

7 ROWTNPDA FEANLT, /—FEERIZN I 74 v 7 2130 4 TTLT

EeRELET,

* [no] failaction node reassign

+ [no] failaction node least-bucket
« [no] failaction bucket distribute

8. no [vrf vrf-name]
9. [no] exclude access-list acl-name
10. (EE)

1. noshutdown
12. ({£E) showitd [itd-name]

[no] peer local service peer-service-name

13.  (f£&) copy running-config startup-config

F gD F¥H
AV RERETI3 Y EL:y

X 5w 71 |configureterminal Jua—)Lary7 4 ¥al— gy ET— K&tk
switch# configure terminal
switch (config) #

AFwF2 |[no]itd service-name ITDY—E A& E L, ITDHEARE— RE&BiE L £
15“ : j—o E‘ij( 32 ii@%i&?%ﬂj}f% i‘é—o
switch(config)# itd servicel
switch (config-itd) #

ATw 73 |[no] device-group device-group-name ITD ' —E RITEEFEDT A A T A—TZBML
i - 9, devicegroup-name (X, T34 X ZL—TD
switch (config-itd)# device-group dgl % HIJ%T;CEH/];LiTO %j( 32 i$@£§k$%]\ﬁf

TET,
G¥) Cisco NX-OS U U — 2 7.0(3)I3(1) A%
TlE, BEEOT A A T NV—T % ITD
F—ERZEMTE ET,
Z 5w 74 |[no]ingressinterfaceinterface ITD Y —E R 1D LD A o F—T = A ZZiBHN

51

switch (config-itd)# ingress interface ethernet
4/1-10

Liﬁ—o

DA LB —T A AZ, Hr~E (1)) %
AL CXEIY £9, A% —7 oA ADOHFPHIL,
ATy (1)) ZEHLTEELET,

A B —T A A — R BT BETIC.
HEHAVRFBIOAS, v ¥ —T A AFT—RERTL
ESc
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ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

AFw 75 |[no]load-balance {method {src {ip |ip-l4port[tcp| |ITD —ERADT—K RT3 F F 7y a %
udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range x| = 1 4,
y}} | buckets bucket-number | mask-position position}
. I a TR D EBY TT,
switch (config-itd) # load-balance method src ip * mah0d7%1§7—[‘if: ﬂjﬁﬁ?%ﬁf‘ﬁ@ IP7 RLA
buckets 16 NR—=2ZADAMETZI N T 7 40 v 7 ERETEL
E RN
* buckets —{EpkT 537 > NOEAETEE L E
T, 12Oy BT OO/ —RiZ<wy
TENTWET, Ny MI2OREFTHTH
ETHMENDH Y £, FPHIZ2~256 TY,
GE) WET DTy SO ) — KD
BEOVZVEE, Sy MET s
THO/—RiZgvr R rihA
THEAINET,
» mask-position — 2 — K/NF  AD~ A7 (L&
ZYEELET, #IZ0~23 T,
AT w76 |virtual [ip|ipv6] {ipv4-addressipv4-network-mask | | ITD H— B 2 O(RFRIPv4 E7-1XIPv6 7 KL A % 3%
ipv6-addressipv6-network-mask} [tcp | udp {port-number | 4= 5 4
| any}] [advertise {enable| disable} [active]]
tcp & udp A7 = > (TCP £721X UDP) 1%, 1K
2K TIPT7 RUABEESINZT v havhbo 7 a—
witch(config-itd)# virtual ip 100.100.100.100 =7, - oy, N —~
;55.;55?(2)55.(2355 udp 443 Zjlversise enable active 7&?”’)\2@6\_ k%*ﬁﬁbiﬁ—o 25 f\ﬁufio
1 65535 T9,
51
switch (config-itd)# virtual ipvé 100::100 128 advertise {enab|e|dlfab|e} [aCtlve] j_7“/ 4 :/u:‘
udp 443 AR TP v — N BT NA AT KRR A T 5
MEIDERELET,
GE) IPv6 ITD O34, advertiseenable 35 X
N advertise enable active 77" = 1%
CLITHEHTEEI,B, ¥R —FZh
TWEH A,
ATy 1 |[kOWTRrDa~r REANLT, /— FiE#E |failaction nodereassign =~ > Rid, FEENSEL

BICFT 74 v 7 EBEIV S TT L HEEREL
£7.

« [no] failaction node reassign

* [no] failaction node least-bucket

* [no] failaction bucket distribute

51

7/ —ROKNTZT7 47 %, HHAREREIOBEH
R —FRIZEDYCTEST, /—RKBRXTTHE,
FO 7 — NZBEEfHFon= N7 7 0 v 7 E2X
Ny b, ERENTWD —ED ) — R THRA)
R ENTHAR S — FICHEED Y CTanEd,
HLLFEY Y TENE/ — FTHLEENRRETD
L. T T4y EIIANT Y MIRICEHTREZR
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ITD R |

ARV FFEREETIVa Yy

S

switch (config-itd)# failaction node reassign

1 :

switch(config-itd) # failaction node least-bucket]

51

switch (config-itd)# failaction bucket distribute

BHR/ — FNicHEE Y TanEd, BEENBEL
T ) —FKBT7 074 7RREBIZRDE, NI T4
IXZOF L — RIZRS L,/ — RIZ K D860
AP HHE I ET,

failaction nodeleast-bucket =~ > Ri%, /— RfE®
Bz, BEENBELIZ ) — KX ry h&, Ny
F OB D IRNE R — FIZEID B TET,

B D ) — RTREENEAE LSS, Zoav R
WX, Ny b7 ) — RERE L, BEEN
FBAELE ) — ROT_XTONRT v bEAT Y SR
LI WEHR S — RIZEID Y TET,

failaction bucket distribute =~ > RiZ, HNER7 /L=
UALZe> TNy Mm@ LES, ZoT7na
UALZ, P—EAREDR>TODLHAIT, &
Ny NOBFNAN 2ROy 7 T v 7 ) — RE ik
RLET, Y—EZXARHEDTIR>TNDH5E, 1TD
IRy 7T w7 ) —REFEFNZTm T LA LET,
J— RIZEENBE LGS, V774 v 7 I38H
FCHEEEM D RSBy 7 T v ) —FRIiZY
HA VY FER, Ay _"—x v AR INRIC
mzenEd,

GE) ZOTNTY RAIL, RS b
T7 4w 7 aERRE LTWETA,
VIR ERIET 2D TIEH Y £
A,
(GE) failaction bucket distribute =~ > NI,
IPv4 & IPv6 Difi J7 THAR— h T
S
AT w78 |no[vrfvrf-name] ITD #—tE 2D VRF ##5E L £,
&1
switch (config-itd) # vrf RED
AT w79 |[no] exclude accesslist acl-name ITDRITD 2 — RS U NEBNATE T 7 4w
. U EELET
switch (config-itd)# exclude access-list acll
ATv 710 | (f£&) [no] peer local servicepeer-service-name |[RIL (2—H/L) AL v F EIZHDHY > FA vF

51

switch (config-itd) # peer local service service-A|

. ITD DR
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¥4, BMOITD H—E X &2EHK L, Z2oav RN
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acLzmH—ezicgy 5z [

ARV RFERETI Y S

VERHY F9, WOV —EATCIDav R
EFTBHE, J— RO~V R RTF—H AR 2DOD
- AM TR ENET,

GE) 2ODTINRA AT N—TFD ) — NI,
FICIEFCHOILERH Y £9, BiR
AN, EFF A REE SR A L D1z, MW
FFDOTIRA A T N—TDEAIDT L b
VERICY S Ry FE—RFRHTHS

VERH Y £77,
AT w711 |noshutdown ITD h—bE 2% A Rx—T7 VI LET,
5 -
switch(config-itd)# no shutdown
ATwv712 | ({LE) showitd [itd-name] BEEDITD A VAR 2V AD AT —H AF L UOWRERR
B - ERRFILET,
switch (config-itd)# show itd
ATv 713 | ({EE) copy running-config startup-config Effar 74 ¥al—vark, AA—+ T v

. a7 4 F¥al—valat—LET,

switch (config-itd)# copy running-config
startup-config

ACLZ ITD H—EXRIZEIYH TS

FIEDHE

A IN—FRT A3 ba—)L YA+ (ACL) HREZFEHA L C, ITD YV —E R ACL %
Bl YTHZ LN TEET, ZOMAEIZ. ACLN® permit £V v KRR+ 7 78 A =
vhru—n x> hU (ACE) T&IZ. RERIN T T4 w7 BT 4NVZ T L, IPT I EA
YA RE— by FRAERLT, FASNEZ T 7 4 v 7 On—RRT v 75T E
T, B—RKNRXT U7, BETRELIISEIP T RLAOWT I EEHA L THR— k&
nEJ,

IR B

ITD BSRENR A X —T L THDHZ L 2R L ET,

ITD V—ERICEMENDIT AL R TA—T PR ENTZ & 2R L ET,

ITD V—ERICE VB THND ACL RSN Z L 2R LET,

1. configureterminal
2. [no]itd itd-name

ITD DK .
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F IR D FH

3. [no] device-group device-group-name
4. [no]ingressinterfaceinterface

ITD R |

5. [no] load-balance {method {src {ip | ip-l4port [tcp | udp] range xy} | dst {ip | ip-14port [tcp |
udp] range xy}} | buckets bucket-number }

6. [no] failaction node-per-bucket
7. accesslist acl-name
« IPv4 DA
« IPv6 DA :
8. [no] shutdown
(TE)

©

access-list acl4-name
access-list I Pv6 acl6-name

copy running-config startup-config

ARV RFERERTI VA Y

=)

AT w 71 | configureterminal JTa— )L a7 4 X2 b—3ay B— FEELG
f5i LET
switch# configure terminal
switch (config) #

A7y 72 |[no]itd itd-name ITD —E A Z#E L, ITD #KE— FZBMh L &
Bl T BK 32 CFEOIEFEANTEET,
switch (config)# itd servicel
switch (config-itd) #

ZFw 7 3 |[no] device-group device-group-name ITD #—E RZBEFED T NA A 7N —T %28 L %
i - 7, device-group-namelX, T /NA A J)—T DL HI
switch (config-itd)# device-group dgl %?Eﬁiﬂbiﬁ—o HE’ij( 32 X?@ﬁﬁi%]\j}f%i

R

Z 5 v 7 4| [no] ingressinterface interface ITD #— B 212 | L EDA 25— = A 2 5B
15“ : L/i‘g‘o
switch(config-itd)# ingress interface ethernet |fHiDA L H—T A RL, Ho~% (1,0 ) &fE
4/1-10 FALTEEID £4, A% —7 A 20X,

A7y (I-1) ZfHLTHRELET,
R 7w 75| [no] load-balance {method {src {ip [ip-l4port[tcp| |ITDH—EADR— T v T HT v a ik

udp] rangexy} | dst {ip | ip-l4port [tcp | udp] range
y}} | buckets bucket-number }
f5l

switch (config-itd) # load-balance method src ip
buckets 16

II ITD DR

L’:._E’ L\iﬁ—o
AT aBROEBY T,

» method : EEHLEFELITERILOIP T R L AR—
ADBRMEFIZ N T 74 v I SBAERELE
—a_o

s buckets : 1ERT 237 FOEERELET,
12U EDOANTF Yy ER T OO —RiZwy 7 &
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mEitcn/—roemsraan [

AU RFERETIVa Y

B8

NTnWEd, N7y MI2DOREFEHTHRET

LLENHY 7, #iHIL 2 ~ 256 TT,

GE) RETH/Nr O ) — RO
X0 ZWgEE, Ny MITRTO
J—Ricgvrkeer XA

SNET,
R 5w 76 | [no] failaction node-per-bucket J— REENRRETHE, 2O/ —RIZEDHTH
% - NNy MIL BOOT VT 47 ) — RIS
§ — ,—$ N4 AN
switch (config-itd) # failaction node-per-bucket hi‘g‘o E%ﬁ / ]\ LDIJ\ g él( %MTb\é%m N
DAL — ROBELIZHEDSNTVET,
AT 71 |accesslist acl-name ITD #— 1t A2 ACL 2|0 4 TxJ,
« IPv4 DA access-list acl4-name
« IPv6 DA ¢ accesslist |Pv6 acl6-name
1 -
IPv4 :
switch (config-itd)# access-list itd d
1 -
IPv6
switch (config-itd)# access-list ipvé6 itdl d
AT 78 |[no] shutdown ITD —E 2% A Fx—7 M LET,
1 -
switch(config-itd)# no shutdown
ATw 79| (f£E) copy running-config startup-config F{Tar74¥al—vark, AFA—F T v T3
Bl - Y74 F¥alb—vailar—LET,

switch (config-itd)# copy running-config
startup-config

BELTO/ — FOEMNF-ILHIER

ITDYV—tER2ZL vy AT HETIZTF AL R TNV—TRND ) — REBINE-ITHIRTE S
IIDE Y v a yEZHETEET, TNICEST, ITDY—ERADT Yy NI TUVIRFZ N T 7 4 v

7 Oz i/ NRICT 2 28R TEET,

1R BHHIIZ

ITD BERENA X —T N ThDHZ L 2R L ET,

ITD DK .
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ITD R |

FNRAA T N—FLITD B —EABRERI N L AR LET,

FlEDHE
1. configureterminal
2. itd session device-group device-group-name
3. [no]{nodeip | nodeipv6} {ipv4-address| ipv6-address}
4. ({£%) probetrackid
5. {commit | abort}
6. (f£#) show itd session device-group [name]
7. ({E£E) copy running-config startup-config
FED FF
ARV FERET7IVa Y B
AT w 71 | configureterminal Jua—)Lar7 4 Xal—3iay T— &G
switch# configure terminal
switch (config) #
A Fw 72 |itd session device-group device-group-name BEINTZTANAATA—TDITD® v v a v &1E
15“ : Eibjz—g—o
switch(config)# itd session device-group dgl
switch (config-session-device-group) #
25w 7 3|[no] {nodeip | node ipv} {ipv4-address| ipv6-address} | #57 & i17= / — R % ITD 7 /34 A 7 /L— (2L
B - 9., Zoavr Fo no L, fHESh/ —
switch (config-session-device-group)# node ip F& ITD 734 A 7 /=77 %;%jl”S,% Li‘a—o
222 EIE T IIEIRT 2 ) — RZEIC, ZOFIEZ#:Y
1 - ELET,
miteh (config-session-devicesgrow)§ node o6 | Gyy ) fogt ) /8y ORABIRI
32 C9, ITbEvyvar iz, /—FK
»n GAFOa~y RERIIFW O N2
~ 2 RIZk-70) HikrSh, RO DT o
TAT =KD — RO ry
FMERR EBHEZADE, ROZT— Ay
t—URERINET,
ERROR: Cannot delete node, exceeding
maximum 32 buckets per Node. Shut
service to make changes
ATy 74| (L&) probetrackid =P —EFZDO RN T v 7 TH LW/ — REZBMLE

1 -

II ITD DR
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424 L— K ACLTO ACE Dt nemE 24k [

AU RFERETIVa Y

B8

switch (config)# itd session device-group dg2
switch (config-session-device-group) #node ip
1.1.1.5

switch (config-session-device-group) #probe track
60

AT 75| {commit | abort} commit =< Rk, L/ — Kty hEmFE
Bl - HEIN/m/ =Kty hCTIID T34 A I V—T%
. o L . FHL, Ny hEFEDYCLTC, ITD Yy
switch (config-session-device-group)# commit s N
switch (config) # \/gﬁiﬁ%y U — T 7 Liﬁ—o
abort =~ RIZITD ¥ v ¥ a UREZHEHR L, ITD
TNARITN—THHH L ERA,
G¥) V7 — T BRI, FErOR ey T g
@ commit 2> K& A LET,
copy running-config startup-config =+
VREANLTCAAL v TF BV T— T 5
&L ITD 73 R T —T DR EDMR
FEENETH. commit ITAENTR 0 F
T A,

ATw 76| ({E&E) show itd session device-group [name] R ENTZTRTOIMID Yy v a v, F3EES
5 - NIZTRAATNV—TDITD vy v a v ER R LE
switch (config)# show itd session device-group dgl 7fo

ATv 71| ({EE) copy running-config startup-config Firar74Xal—rark, AX—F T v

1

switch (config) # copy running-config startup-config

V74X al—v g lar—LET,

14 >%)L— K ACL TP ACE O EFEIEDEMFE 1= FAHIFR

ITDH—bE 2% vy RETLHFTIC, A7 AV—RACLOT VX2 ha—L kY
(ACE) ZBMEZIFHIBRTEET, 2L T, ITDYV—ERADT vy hF DU UERIC T
T4 v OHREER/NRICTDHZENTEET,

FIRDHE

4R8O HREIIC

ITD BHENA X —T NV THDH Z L ZfER L ET,
FNRA AT N—FLITD —E AR SN2 2R LET,
ACL N ITD —ERICE D B THNTWAZ L 2R LET,

1. configureterminal

ITD DK
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B oo vsmmome

2. itd session access-list acl-namerefresh
3. (f£&) copy running-config startup-config

FIED 4
ARV RFERETOVa Y =)

ATy 71| configureterminal Ju—n)L ar7 4 ¥ab—ar E— NERA
fl LET.

switch# configure terminal
switch (config) #

Z 5w 72 |itd session access-list acl-name refresh A > 7 b= F ACL ZNHEBHJIZEE ALY . TCAM %
i - 7mr7 7 L LET, ITDIE, W ACLACE &HL
switch (config)# itd session access-list testl Y ACL ACEA%%I v 7 L, 1D & Oféﬁkéj’b
refresh 7= ACL %Eﬂéﬁ Liﬁﬂo

GE) TIT 47 IPV6ITD v ¥ 3 T
ACL ZH 74 5121x (7=& 21X, ACE
DB, HIBR, FIEXEH) . ITDV—
v A #A% T shutdown 3 X ¥ no
shutdown =2~ R&Z AJJLET, refresh
F 7 a i, IPV6 T AR— & T

WEHR A,
Gx) Zoawr Rix, A 7/—FACLIZ
O)&‘JZ‘%:VG—?FO
ATv 73| ({=E) copy running-config startup-config EfTar 74X al—ark, AEA— KT v o

I - Y74 F¥alb—varilar—LET,

switch (config)# copy running-config startup-config

ITD L A 7 3 fER DR

ITD LA ¥ 3#l a2 T rTDI2E, ROXATZDIHEONTANEFEITLET,

. ITD DR
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mo L+ v 3oz [

avy kR

S

show itd [itd-name] [brief | vrf [vrf-name]]

HEDIITDA VAR Y ADAT—HF AR LN
W EFR R LET,

HEEDITD A VAR ADAT —ZAE
F O R AR+ 5 12iL, itd-name 513K
A LET,

o AT —J B X O DO BRI & 2R
T 5L, brief F—U— RFZ2fiH L%
D

evif ¥F—U—REFHLT, fiESNIT=
ITD £ A% AD VRF #F L ET,

show itd session device-group [name]

Bl SNt _XTOITD By a o F-03iE
EINET AL R T A—FDIIDE v a v
FFRIFLET,

show running-config services

RS SN IID T3, 2 S )—TF & H—E %
BRI LULET,

LIFIZ, ITD K 2 fEs8 9~ 2l &2 m L 97

switch# show itd

Name Probe LB Scheme Status

Buckets

Pool Interface Status Track id
WEB_itd pool Po-1 v -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 12 0
Node 1IP Config-State Weight Status Track id
1 1010001 Active 1 ok -
Bucket List
WEB_itd vip 1 bucket 1
Node 1IP Config-State Weight Status Track id
2 10.10.10.12 Active 1 ok -

ITD DK .
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Bucket List

WEB_itd vip 1 bucket 2

ITD D #E 15

AR, ITD 731 A I =T %R ET D02~ LET,

switch(config)# feature itd
switch(config)# itd device-group dg

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 6

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.13
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.10.14
switch (config-dg-node) # weight 2

switch (config-dg-node) # exit

switch (config-device-group)# probe icmp

ITD R |

ZOFNE, BED ITD T/34 A F—7 (http_servers 35 L (N telnet_servers) &1 2 Hik
ERLTWET, AP 7 FLRAZT A R T N—F T S, ARoE Ty M

IRAIP T RLAZTLI2h 9,

switch (config)# itd device-group http servers
probe icmp
node ip 10.10.10.9
node ip 10.10.10.10

switch (config)# itd device-group telnet servers
probe icmp
node ip 1.1.1.1
node ip 1.1.1.2

switch (config)# itd test

virtual ip 40.1.1.100 255.255.255.255 tcp 23 device-group telnet servers
virtual ip 30.1.1.100 255.255.255.255 tcp 80 device-group http servers

ingress interface Eth3/1
no shut

oW, IPvA DRy hAZ A ) — REERT D HEEZTRLTOET,

switch (config)# feature itd
switch (config)# itd device-group dg4-101

switch (config-device-group) # probe tcp port 8001 frequency 1 timeout 1

(
(
(
switch (config-device-group)# node ip 197.1.1.17
switch (config-dg-node) # node ip 197.1.1.18
switch (config-dg-node) # node ip 197.1.1.47
switch (config-dg-node) # mode hot-standby

switch (config-dg-node) # node ip 197.1.1.48
switch (config-dg-node) # mode hot-standby

ZOBNE, IPV6 DRy R AZ N ) — REET 5 5E%2 R L TVWET,

II ITD DR
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switch(config)# feature itd

switch (config)# itd device-group dg6-101

switch (config-device-group)# probe tcp port 8001 frequency 1 timeout 1
switch (config-device-group)# node ipv6 2001::197:1:1:11

switch (config-dg-node) # node ipv6 2001::197:1:1:12

switch (config-dg-node) # node ipv6 2001::197:1:1:2f
switch (config-dg-node
switch (config-dg-node
switch (config-dg-node

)
) # mode hot-standby
) # node ipv6 2001::197:1:1:30
) # mode hot-standby

Zoftx., GARAARAITA—F L7 a—T7TiERl) J—F o7 o —7 B
T5HEEZRLTCWET, /=R a—7%175848, Ttntno/ —Rixago”
0 — 7 THRAREZR T2, /— R LI EBITH A~ A AT HZ EMNTEET,

switch(config)# feature itd

switch (config)# itd device-group Servers

switch (config-device-group) # node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30
switch(config-dg-node) # probe icmp frequency 20 retry-down-count 3

PLIFIZ, A8 IPv4 7 R L A &4 202 R L £,

switch(config)# feature itd

switch(config)# itd s4-101

switch (config-itd)# device-group dg v4

switch (config-device-group)# ingress interface V1an913

switch (config-device-group)# virtual ip 100.100.100.100 255.255.255.255 udp 443 advertise
enable active

PLFIZ. {RABIPVE 7 R L A 2K+ A M2 % L ¥4,

switch(config)# feature itd

switch (config)# itd s6-101

switch (config-itd)# device-group dg vé

switch (config-device-group)# ingress interface V1an913

switch (config-device-group) # virtual ipvé 100::100 128 tcp 443

ZOFNX, bT T 4 v AT A L OIMERr — R AT U TR D TEE
RLTWET, ZOHITIE, /—FK1&21%, /—KR3L4D3FEDNT T 4 v 7 &Y
F9,

switch (config)# feature itd

switch(config)# itd device-group dg

switch (config-device-group)# probe icmp

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14

ZOWIE. BN ACL 2R LT, ITD N ITD 2 — RAT U NS TE T 7 4 v 7 %15
ETAHHEEZRLTWET, 22208, 77AT7 04—V AV ART v arzhdmil LRnE
FH VLAN B LT A b Xy K VLAN (%, ITD 234 XA T& E7,

ITD DK .
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switch (config)# feature itd

switch (config)# itd Service_Test

switch (config-itd)# device-group test-group
switch (config-itd)# ingress interface vlanl0
switch (config-itd)

switch (config-itd)

# exclude access-list ITDExclude

# no shutdown

switch(config)# ip access-list ITDExclude

switch (config-acl)# 10 permit ip 5.5.5.0/24 any

switch (config-acl)# 20 permit ip 192.168.100.0/24 192.168.200.0/24

ZOBIE, acll Z{ER L CITD — B AIZEID Y CTHHEEZRLTWET, show 2~ i,
ERENTFIPT 7R VRN AL— ey P EFERLET,

switch(config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch (config-acl) # exit

switch(config)# itd test
switch (config-itd) # device-group dgl
switch (config-itd)# ingress interface Eth3/1
switch (config-itd) # load-balance method src ip
switch (config-itd)# access-list acll
switch(config-itd)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Device Group Probe Port

@l e

Pool Interface Status Track id

test_itdpool Ben3/l o1

ACL Name/SegNo IP/Netmask/Prefix Protocol Port

acli/2e60  100.1.1.0/24 e o
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
11110 Active 1 Towe oK 2 10002

test itd ace 1 bucket 2

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id

II ITD DR
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3 10.10.10.9  Active 1 Towe ok 4 10004
Bucket List
test_itd ace 1 bucket 3
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id
4 10.10.10.10 Active 1 Towe oKk 5 10005

Bucket List

test_itd ace_ 1 bucket 4

Cisco NX-08 U U —Z 7.03)I7(3) LAKE, ITD (X IPv6 Z#HHR—F LET, ZOHlIE. acl Z1ER
L. ITDv4 3 L NITDv6 H—E R ZE Y Y THHEEZRLTWET, show 2~ R, Rk
ENFZIPT778A VAR NL— b~y TEHFRLET,

switch
switch

config)# IPv6 access list acl6-101
config-acl)# 10 permit udp 2405:200:1412:2000::/96 any

(

(
switch (config-acl) # exit
switch (config)# IP access list acl4-101
switch (config)# 10 permit tcp 10.0.0.0/10 any
switch (config-acl) # exit

switch(config-itd
switch(config-itd

access-list ipv6 acle-101
no shut

switch (config-itd)# device-group dg6-101
switch (config-itd)# ingress interface V1an913
switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
( ) #
( ) #

access-list acl4-101
no shut

switch(config-itd
switch(config-itd

switch (config-itd)# device-group dg4-101
switch (config-itd)# ingress interface V1an913
switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
( ) #
( ) #

ZOBITIE, /— REERIC, BENRBRELEZ ) —F ATy b e, ATy FOBEDR RPN
TIT 47 = RICHIVETLHEOICITD v — B R &/ T 5 HiExd R~ LET,

switch (config-itd)# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:22:01 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.
node ip 2.2.2.
node ip 3.3.3.

w N =

ITD DK .
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itd test
device-group dg
ingress interface Ethl/1
failaction node least-bucket
no shut

switch (config-itd) #

switch (config-itd)# show itd

ITD R |

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test src-ip  ACTIVE 4
Exclude ACL
Device Group Probe Port
& T e
Pool Interface Status Track_id
test_itdpool Beni/1 o o1

Cfg-S WGT Probe Port Probe-IP STS

1 1.1.1.1 Active 1 ICMP OK

Bucket List

2 10002

2 2.2.2.2 Active 1 ICMP OK

Bucket List

3 3.3.3.3 Active 1 ICMP OK

Bucket List

test_itd bucket 3

switch (config-itd) #

# Brought down Node 3, and the failed node buckets are send to Node 2.

switch# show itd

. ITD DR
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Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@ e

Pool Interface Status Track_id

test_itapool B/l o1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 111 Active 11w oK 2 10002

Bucket List

2 2.2.2.2 Active 1 ICMP OK 3 10003

Bucket List

3 3.3.3.3 Active 1 ICMP PF 4 10004

Bucket List

test_itd bucket 3

switch#

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# end

switch#

ZOHITIR, J— REERIZ 05T 7T 47 7 — FIEFIZTIEARL) HHAFRERTTo
J—RIZ T T 4 w7 BHEICHHT D L HOICITD Y —E A2/t 5 HiEE2 R L TWET,

switch# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:30:21 2016

version 7.0(3)I5(1)
feature itd

ITD DK .
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itd session device-group dg

itd device-group dg
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

node ip 3.3.3.3
itd test

device-group dg

ingress interface Ethl/1
failaction bucket distribute

no shut

switch#

switch# show itd

ITD R |

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test sre-ip  ACTIVE 4
Exclude ACL
Device Group Probe Port
o e
Pool Interface Status Track_id
test_itd pool Beni/1 o o1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Aetive 11ow oK 2 10002
Bucket List
test_itd bucket 1, 4
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.2.2.2 Active 1710MP oK 3 10003
Bucket List
test_itd bucket_2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.3.3.3 Active 1TOwe PP 4 10004

Bucket List

. ITD DR
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test_itd bucket 3
switch#
WOHNE, ITD v v v a U ZER LT, dgl T35 A Z—12 ) — RE g1 CENT 55
EERLTWET,

switch (config)# feature itd

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-itd)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t e

Pool Interface Status Track id

test itd pool B/l e 2

ACL Name

acut
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 111 hctive 11w ok 3 10003

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

I ITD DK II
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3 3.1.1.1 Active 1 ICMP

Bucket List

OK 5 10005

ITD R |

test_itd bucket 3

switch(config-itd)# show run service
!Command: show running-config services
!Time: Tue Sep 20 20:36:04 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.
itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

[

switch(config-itd)# itd session device-group dgl

switch(config-session-dg-node)# commit
switch(config)# show itd test

Legend:
ST (Status) :
Name LB Scheme Status Buckets
test ast-ip  ACTIVE 4
Exclude ACL
bevice Grow
@t
Pool Interface
test_itd pool Beni/11
ACL Name
aci
Node IP Cfg-s WGT Probe Port
1 1.1.1.1 Active 17Iawp

Bucket List

(

switch (config-session-device-group)# node ip 4.1.1.1
(
(

Probe Port

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

test_itd bucket 1
Node 1IP Cfg-S

2 2.1.1.1 Active 1 ICMP

Bucket List

. ITD DR

WGT Probe Port

Probe-IP STS Trk# Sla_id
OK 3 10003
Probe-IP STS Trk# Sla_id
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3 3.1.1.1 Active

Bucket List

4 4.1.1.1 Active

Bucket List

test_itd bucket 4

switch (config)# show run servic

!Command: show running-config s
!Time: Tue Sep 20 20:37:14 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1
node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

e

ervices

WOBNE, ITDE > v a U EER LT, dgl 731 2 T —T12 ) — REEIECHIRR T 2 5

EaRLTWET,

switch (config)# feature itd
switch (config) #

switch (config)# itd device-grou
switch (config-device-group) #
switch (config-device-group) #
switch (config-dg-node) # node
switch (config-dg-node) # node

switch (config-dg-node) #
switch (config-dg-node) # itd tes

p dgl

probe icmp

node ip 1.1.1.1
ip 2.1.1.1

ip 3.1.1.1

ip 4.1.1.1

t

switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
Note:

switch (config-itd) #

(
(
(
(
(
(
(
switch (config-dg-node) # node
(
(
(
(
(
C

device-group dgl
ingress interface Ethl/11

load-balance method dst ip
onfigure buckets equal or more than the total number of nodes.

access-list acll
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switch (config-itd) #

no shut

switch(config-itd)# show itd test

ITD R |

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip  ACTIVE 4
Exclude ACL
Device Group Probe Port
@t e
Pool Interface Status Track_id
test_itd pool Ben1/11 e >
ACL Name
act
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1.1.1.1 Active 1 1oMe ok 3 10003
Bucket List
test_itd bucket 1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 1 1cMP oK 4 10004
Bucket List
test_itd bucket 2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3111 Active 110w oK 5 10005
Bucket List
test_itd bucket 3
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 4.1.1.1 Active 11eMP oK 6 10006
Bucket List
test_itd bucket s

switch(config-itd)# sh run service

!'Comma
'Time:

nd:
Tue

show running-config services
Sep 20 20:39:55 2016

version 7.0(3)I5(1)
feature itd
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itd device-group dgl
probe icmp
node ip 1.1.1
node ip 2.1.1
node ip 3.1.1.
node ip 4.1.1

e =

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch (config-itd)# itd session device-group dgl

switch (config-session-device-group) # no node ip 4.1.1.1
switch(config-session-device-group) # commit
switch(config)# show itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port

@t e

Pool Interface Status Track_id

test_itapool B/l up >

ACL Name

crt
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
I i e T T T s

Bucket List

2 2.1.1.1 Active 1 ICMP OK 4 10004

Bucket List

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id

3 3.1.1.1 Active 1 ICMP OK 5 10005
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Bucket List

test_itd bucket 3, 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:41:07 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.

[

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch(config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 1.1.1.3 Active 1 ICMP OK 3
10003
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test_itd bucket 2, 1
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 1 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 1.1.1.2 Active 1 ICMP OK 2
10010
Bucket List
test_itd bucket 8, 7
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007

test_itd acl 1 bucket 2, 7
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Probe-IP

ITD R |

STS Trk#

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

3 2.1.1.3 Active 1 ICMP
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch (config)# show run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

!Time: Sun Nov 15 12:15:10 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.1.2
node ip 2.1.1.3
node ip 2.1.1.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

config)# itd session device-group dgl
config-session-device-group) # node ip 1.1.1.5
config-session-dg-node) # weight 2
config-session-dg-node)# node ip 1.1.1.4
config-session-dg-node) # weight 3
config-session-dg-node)# node ip 1.1.1.6
config-session-dg-node) # weight 2
config-session-dg-node)# no node ip 1.1.1.2
config-session-device-group) # commit

config)# sh itd test
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Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe

o o ]

Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets
test src-ip ACTIVE n/a
Source Interface
Device Group Probe Port
Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets
APP1 8

Device Group

dgl

Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

1 1.1.1.3 Active 1 ICMP OK 3
10003

test_itd bucket 2
Node IP Cluster-id Cfg-S
Sla_id
2 1.1.1.4 Active
10004
Bucket List
test_itd bucket 3, 6, 7
Node IP Cluster-id Cfg-S
Sla id
3 1.1.1.5 Active
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S
Sla_id

WGT Probe Port Probe-IP STS Trk#

3 ICMP OK 4

WGT Probe Port Probe-IP STS Trk#

2 ICMP OK 5

WGT Probe Port Probe-IP STS Trk#
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4 1.1.1.6 Active 2 ICMP PF 10
10011
Bucket List
test_itd bucket 8, 1
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007
Bucket List
test_itd acl 1 bucket 2, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 2.1.1.3 Active 1 ICMP OK 8
10008
Bucket List
test_itd acl 1 bucket 3, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5
switch(config)# sh run services

!Command: show running-config services
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'Running configuration last done at: Sun Nov 15 12:17:19 2020
!Time: Sun Nov 15 12:18:16 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
weight 1
node ip 1.1.1.4
weight 3
node ip 1.1.1.5
weight 2
node ip 1.1.1.6
weight 2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.
node ip 2.

1
1.
1
node ip 2.1

1.2
.1.3
1.4

itd test
ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

WOBNL, ACE A > 7 /— K ACL IZH W35 Z &< BT 2 HEEZRLTWET,

switch
switch
switch
switch

config) #

config-acl)# ip access-list acll

config-acl)# 1010 permit tcp any 10.220.0.0/16
config-acl)# 1020 permit tcp any 20.1.1.0/24

switch (config)# show ip access-lists acll

IP access list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp
switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11

switch (config-itd) # load-balance method dst ip

Note: Configure buckets equal or more than the total number of nodes.

switch (config-itd) # access-list acll
switch (config-itd) # no shut

switch (config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:44:17 2016
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version 7.0(3)I5(1)
feature itd

itd device-group dgl
probe icmp
node ip 1.1.
node ip 2.1.
node ip 3.1.
node ip 4.1.

e e
e =

itd test
device-group dgl
ingress interface Ethl/1
load-balance method ds
access-list acll
no shut

1
t ip

switch (config-itd)# ip access-list acll

switch
switch
switch
switch (config) # sh ip ac
IP access list test_itd |
1010 permit tcp
1020 permit tcp
1030 permit tcp
IP access list test_itd |
1010 permit tcp
1020 permit tcp
1030 permit tcp
IP access list test_itd |
1010 permit tcp
1020 permit tcp
1030 permit tcp any 30.1
IP access list test_itd |
1010 permit tcp

config-acl)# exit

(
(
(
(

cess-lists
bucket 1

any 10.220
any 20.1.1

any 30.1.1.

bucket 2

any 10.220.
any 20.1.1.
any 30.1.1.

bucket 3

any 10.220.
any 20.1.1.

.1.128/26
bucket 4

any 10.220.

config-acl)# 1030 permit tcp any 30.1.1.0/24

config)# itd session access-list acll refresh

| grep n 4 itd

.0.0 0.0.63.255
.0 0.0.0.

0/26

64.0 0.0.63.255
64 0.0.0.63

64/26

128.0 0.0.63.255
128 0.0.0.63

192.0 0.0.63.255

1020 permit tcp any 20.1.1.192 0.0.0.63
1030 permit tcp any 30.1.1.192/26

switch (config)# sh run r
interface Ethernetl/11

pm

ip policy route-map test_itd pool
ZoBITIER, T7ER YR R EENCAER S, TREND p BN H L I LA L
%7, CiscoNexus U U—293 (3) FLIETIX, showip accesslist dynamic =~ R&fEH L
TV AT LAND ACL ZRFETE LT,

Nexus# show ip access-lists CiscoService itd vip 1 bucket 1 dynamic

IP access list CiscoService itd vip 1 bucket 1

10 permit ip 1.1.1.0 255.255.255.31 192.168.255.1/32

ITD R |

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 2 dynamic

IP access list CiscoService itd vip 1 bucket 2

10 permit ip 1.1.1.32 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 3 dynamic

IP access list CiscoService itd vip 1 bucket 3

10 permit ip 1.1.1.64 255.255.255.31 192.168.255.1/32

513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 4 dynamic

IP access list CiscoService itd vip 1 bucket 4
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10 permit ip 1.1.1.96 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 5 dynamic

IP access list CiscoService itd vip 1 bucket 5
10 permit ip 1.1.1.128 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 6 dynamic

IP access list CiscoService itd vip 1 bucket 6
10 permit ip 1.1.1.160 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 7 dynamic

IP access list CiscoService itd vip 1 bucket 7
10 permit ip 1.1.1.192 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 8 dynamic

IP access list CiscoService itd vip 1 bucket 8
10 permit ip 1.1.1.224 255.255.255.31 192.168.255.1/32

WwOBNL, A 27— ACL 76 ACE i < B4 % HiEZ2 R L TWET,

switch (config)# feature itd

switch (config-acl)# ip access-list acll

switch (config-acl)# 1010 permit tcp any 10.220.0.0/16
switch (config-acl)# 1020 permit tcp any 20.1.1.0/24
switch (config-acl)# 1030 permit tcp any 30.1.1.0/24

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-acl)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
ol e
Pool Interface Status Track_id
test_itapool Beni/11 up >
ACL Name
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acll
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 171aw0 oK 3 10003
Bucket List
test_itd bucket_1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 17TOMP oK 4 10004
Bucket List
test_itd bucket_2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.0.1.1 Active 1Towe oK 5 10005
Bucket List
test_itd bucket.s
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
. £1.1.1 Active 17TOMP oK 6 10006
Bucket List
test_itd bucket_d
switch(config)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test ast-ip  ACTIVE 4
Exclude ACL
Device Group Probe Port
Qo e
Pool Interface Status Track_id
test_itdpool Beni/1 e >
ACL Name
aci
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 171aw0 oK 3 10003

Bucket List

test_itd bucket 1
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Probe Port

Probe-IP

w7 7—rEEET—F

Trk# Sla id

2.1.1.1

Bucket List

Active

3.1.1.1

Bucket List

Active

4.1.1.1

Bucket List

Active

test_itd bucket 4

switch (config)# sh run rpm

WOFNE, Xy MEAZFEHA L TITD / — R LoUL A Z U3 BRERT 2 7 EEZ R LT

£,

itd device-group
probe icmp

node ip
standby
node ip
standby
node ip
standby
node ip
standby
itd test

10.

ip

11.

ip

12.

ip

13.

ip

10.
13.
11.
12.
12.
11.
13.
10.

10.
13.
11
12.
12
11.
13
10.

device-group dg
virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9
failaction bucket distribute
load-balance buckets 16

no shut

dg

2
13

.2
12.
.2
11.
.2
10.

.2

B : D7 —LERTE—F

LIF ORERIFIR O D bR m il LET,
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B #u5 wecovo7—LERE—F

6: 77 —LREE—F

sre-ip loadbalance ‘

%

o
— /'-_-_""-\._ N
i 3 N\, Poi
fi Clients ) ;
/! 0000
Hag i o

=z =]
=THL = (HL .
L L g
]
192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

AT TNARTN—TEEHRZRLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

27 w72 ITD Y —E A% E#ZLET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG

switch (config-itd) # no shutdown

B vPC TOI 7 —LERE—F

LUF ORERUIIROKD bR m Pz L ET,
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wril - wecovr7—seBE—F [l

B7:VPCTOIT V7 —LEFAE—F

91962

"

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

AL S

AT T TNRARATN—TEEHZLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

2T w72 ITD YV —E A& EHZLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG
switch(config-itd)# no shutdown

FINA X2

AT T TR AT N—T R EHRLET,

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group)# node ip 210.10.10.13

ITD DAL
I
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B #sm 5o rqormmE—r

switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch(config-itd)# no shutdown

wEH UMy TFRRAE—F
B FOMBIERORIO R w2 LT,
H8: 4 Ay FRERRAE—F

Outside 210.10.10.11 Inside

srcHp /
loadbalance Pao-5

\ /

Y
Y

X :
\
\
e Ngk-1 210.10.10.12

4
GO\ -

f Clients

.

A4855

L]
210.10.10.14

Applianca pool - two N3k(g)

TN R

AT T FNAAL A TN—TEERLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group)# node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

AT w72 ITDYV—ERAEZERLET,
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switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch(config-itd) # device-group DG

switch (config-itd)# load-balance method src ip
switch(config-itd)# no shutdown

FINA R2

ATy TN, AT N—TEE#LET,

switch(config)# itd device-group DG

switch (config-device-group)# node ip 220.10.10.11
switch (config-device-group) # node ip 220.10.10.12
switch (config-device-group) # node ip 220.10.10.13
switch (config-device-group) # node ip 220.10.10.14
switch (config-device-group)# probe icmp

2772 ITD YV —E 2% EHELET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG

switch (config-itd) # load-balance method dst ip
switch(config-itd)# no shutdown

A —N\—O— NSO UTREE—F

LU OREEIIR DD AR P& L ET,
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B 9:VIPZ{ER L1z ITD BRHHEK

Clients

()
/o) Po'5
Bl | service | r
. .\h-_-/ / o
Po-1 —l/ _Po6
/ Po-2 E e
Po-3 . -
EE— “Po7
: Loadbalancing L
VIP:
172.16.1.1 Po-8

ITD R |

192.168.2.11

==
&

182.168.2.12

==

— g ol
o

=
£

192.168.2.13

A==
B

2AF LN TR A ITN—THERLET,

switch(config)# itd device-group DG

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

AT w72 ITD P —E R ZE

switch (config)# itd HTTP

node ip 192.168.2.11
node ip 192.168.2.12
node ip 192.168.2.13
node ip 192.168.2.14
probe icmp

BLET,

192.168.2.14

switch (config-itd) #
switch (config-itd) #

switch (config-itd) #
Switch (config-itd) #

ingress interface port-channel 1
ingress interface port-channel 2
ingress interface port-channel 3
device-group DG

virtual ip 172.16.1.1 255.255.255.255

(
(
(
switch (config-itd) #
(
(
(

switch (config-itd) #

no shutdown

#ERBI - WCCP & L TITD ZHBEET S (Web TOXF L RRAE—F)

Tax ==L MOV — =D V—RERDD T TA T v NINDDERDHI &
LTHELET, Web 7 v h—_—F FRlZu—/L Xy hU—T LA F—F v M
Off s UCTHEE L £97, @7, Web 70— R_—TlX, Fv hT—7 T34 ZANA
VHE—Fy NMIMND Web b T 7 4 v 7 ERAZICV XA VLY T AHMERSD F9 (HEET
n—) , 7272l ®%kEO/T y MREETIX, Ry NT—7 T AN N & B RE

TOHRETTHAET,
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A WOCP & LT ITD 2BEET 5 Web 7o+ EHE—F) [

ITD ZfEH L7z Web 7’ X VBB TIL, AA v FIEA 2 —Fy MIADN9 Web N7 7 1 v
JEBAEL, ax i —"—lni CAWMESBRLET, X — "~ ZEHEE—F
(WCCP WOMNELTCT VT 4 7-7 277 47) TEMEL, X h—"=2U XA L7 |
ENBD T 747 ERBELES, ITIDEZNLTCHEITENE/— R ~VA Ta—T7F, /) —
RORREZ B L, FTAMEICESWCHEYNC / — REZHIBREZIEMT 25 0 BHE R L
F9, AZ NS ==L, WEMOEDIZINV—T L VEIT ) — K UL TR

HZEHTEET,

ITDY ¥ A V7 >aid, @k, 7747 MIVLANDIES W TOHMLETT, D%, 7
7y MIIMDY XA Lo va gl iﬁﬂ%ﬁf; LCNA—T g7 EiFiEksngEgd, Zok)
72 Web 7' o % BB Z 32 ITD 12X, NES AR 47z 1 DO ITD — B A D AN
DAY G I el BN 35*1;7731/4’?4T%F WCHASWT I 74 w7 Z2®RLT, UN—R T
T4 VEA VLT v a BRETT, LB/NRNTZA—ZZWMIT LT, 7 —ORHES MR
DULBENHY FT,

Web 7' 12 % LRI ITD Tid, ITD 72 —7 2l L T Web 7' 1t % & — " — D A il &
FrxyZ LET, ZHUT, BEEPRELLTBXP—N—ITEESNL T 74 v 7D RD
NDOTIOEETT,

LIFORERIZR DD AR a a2 L ET,
10:Web 7O XL EBEE— K

SVIVlan 10
ITD Upstream =
10.1.10.1-2
|’ 10.1.10.50

I — i
‘-V 4 \L-l
Client 1 % Internet J =
. y ]
“ L2 SW —~___ __—" Web
Server
J 10.1.10.250 SVI Vian 50 (Destination)
Web Proxy VLAN
CASE 10.1.50.1-2
101501
- = 5
&

Web Proxy Servers

ZOBEITIX, A v EZ %y F~DSEIEAR— - 80/443 (AJTVLAN10) 75 Web 7 &2 & 34— 3 —
10.1.50.1 BEL V101502 [Tl snE T, 7I7A4X—Fxy hU—72 (10.0.0.0/8,
192.168.0.0/16. 172.16.0.0/12) 56 CHVLANIO LD T 7 4 v 71, 7aXx I |IEESnER

E\,

o

AT S0 T 7 A A N O
ip access-1list ACL1

10 permit ip any any tcp 80
20 permit ip any any tcp 443
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AT v 1:IIDT AR TN—TD Web 7 F T —R_R—%ZFREL, Y—"X—DIPT NI
AERELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

AT T2 TITANRX=KIPT RLASETDTXTD T 7 v 7 Z2&54T2 X525 ACL
FRER L FET,

ip access-list itd exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT v 73 B ACL A L1,

Itd Web_proxy SERVICE
device-group Web_ Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown

RABNOEHATY X~ T 747DV EA LT NHMLEREAE, ROBINORE R TIE
75‘3%\%?#0

)

GE) LAY A4FEHETFEZEHLER—F 7002 U VOBNFRETT, £7-. RS ACL IEFF
Ay Y OB EYHR—=FLET,

AT 4B — 180 & 443 RS TRTERRIANTDH L H 1, U X — BRI ACL 24k L %
7,

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

AT S5 VB = I T 497DV E—ITD Y —E XK L, B4 ACL ZHHA L E
7,

Itd Web_ proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd exclude return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown
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weepl v rq o7 =—rarerEs 1

BEH o b v F E— FREITET R

ITDET =t R LDV FA v F TTIATUVANDY IR E T THE, —E XX
)—=R~DU IR FT LTINS R TimMmaEETICEELET, KIZ, BT —E R
V70 8, NI T 4w IREDO) s EwBB LRV LET,

TR LT, IDY—ERADT I T A APP#L IR SN TWB Y 7 BRD
Re P TH 7L, ITD B —E A BIZEHINZWEGEE, —E 2 BII5I & APP#1 (2 b
T4 v EFEL, VT T4y TE Ry ENET,

DTS TIZ, 2o MR FERLET,

B 11:92>F14yFE—-—FOE7RH

APP #1

ITD Service B

500035

TIN R 1
AT TN TNRARATN—T5TEFLET,

switch(config)# itd device-group dev-A
switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2
switch (config-device-group)# probe icmp

ATy 72 ETRMEANCLTIID Y —ERZERLET,

switch(config)# itd service-A

switch (config-itd)# device-group dev-A

switch (config-itd) # ingress interface ethernet 7/4
switch (config-itd) # peer local service service-B
switch (config-itd) # no shutdown

switch (config-itd) # show itd
Name Probe LB Scheme Status Buckets

Service-A ICMP src-ip ACTIVE 2
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B #sm 5o rqoF =—rRIETAY

Device Group VRF-Name

bev-r

Route Map Interface Status Track_id

service-h_itd pool Ben/as up s
Node 1IP Config-State Weight Status Track id Sla id
1 1001000 Active 1 Peer Down 1 10001

IP Access List

Service-A itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 12.12.12.9 Active 1 OK 2 10002

IP Access List

Service-A itd bucket 1

TINA R2

AT o1 TFNAA AT N—TREHLET,

switch(config)# itd device-group dev-B
switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1
switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2T w72 ETRMEAENCLTIID VY —E A2 ERLET,

switch(config)# itd service-B

switch (config-itd)# device-group dev-B
switch(config-itd)# ingress interface ethernet 7/45
switch(config-itd) # peer local service service-A
switch (config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets
Service-s ICMP src-ip  ACTIVE 2
Device Group VRF-Name
bev-B
Route Map Interface Status Track_id
service-s_itd pool geni/as ve s
Node IP Config-State Weight Status Track id Sla id
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#wEs: 271 vo077147—91—1 ||

1 14.14.14.9 Active 1 Probe Failed 3 10003

IP Access List

Service-B_itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 13.13.13.9 Active 1 OK 4 10004

IP Access List

Service-B _itd bucket 1

BRI : RT 49 I9DT7AT7—04—IL

ITD —EX

ASA VLAN

ITD —E AT, T 7 4 v 70 —0OREDFHICKTDHITD N7 7 4 v 7 53 8%EE
FLET, 7r—0WFMEY XA VT T HRERNHHGEIL. 2 OO ITD —E A &% E
TAVLERHD ET, 1 DFEE N T 7 vy 7a—H, 51203V F—0 v T 7 427
7 —HTY, ASAIZITRRDINEA v Z—T oA ALHNEA L Z—T =24 ZADIPT KL A
WHDHIZD, 2DODRIRDTNAR TN—T"4 $HETLHNHBLOINTIP 7 LU A% fFT
IR T D HERH Y £7,

ITD#EEB LY #— 0 $—E A%, Nexus AA v FONE R L OBSEL VLAN SVIICHEE S
T, AT AN EDEX VT4 T V= a3 F T _RCD N T T 4 v T ERE
TOMENRNHDLZO, P—EATKII T4 v I T4 NZ ) TIIRERENET AL, TOREE,
SVIWZERET D NI 7 4 v 7133 _XTC, ST DHASAA L F—T A AV XA LT FER
3

ASA A B —T A ANAAL v F @O VLAN &AL VLAN THER I TWDIEA, 7747

T A=V AL TR VT 7 4 v 71k, AA v T DRI VLAN (Z ITD H— B 203 1F
ET DO, ASAIZUV XA LT haivET, LEeER-T, 7747 U4 —/b& Nexus A4 v
FEDNT 7 4 v 7 —T%B5IET BIT1E, HBD VLAN OXT N MNETT,
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. 70—

7 0—DOx

12:1TD ASA D &

VLAN 10 VLAN 100 i, ‘JLAN 200 g VLAN 20
VAF Inside VRF Inslde sd VRF Outslde VRF Outside

ITD

ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 VLAN 20
VRF Inslde VRF Inslde VRF Outslde VRF Outslde

ITD ITD

ITD Forward-Service ITD Return-Service

ZOMILZ, VLANIO B L U20 %, X v hT—27 EOFEETE L UL ~DONE B L O
AL A =T AL LTRLTWET, VLAN100 BER200 11X, —7DR\NKF T 4 v 7
R T A DI ASA IR L TER SN E T,

500562

T AT U —VIXEE, NG ERY FMOwEFO N T 7 4y Ta—FRELET, 1V
AR v aryDAT— NINURHEICLY, @, 77 AZ I TW W 7 AT U4 —)b
DO OBAERIC 7 0 — DO FEEZHERFF T2 MER SV T, 7 7R ENTZT7 7 AT U4 —
NOWGAETH, 774y 7 7a—0IERMPEICLY, 772G 7 %2R Liz7a—0
VEA V7 EBEMLUET, BT =082 08, 7747 U4 —/MIARE A — N —
~y RBEBMSh, N7+ =< ARKFLET,

7 a—DOREL. BEA O P kFetk s ITD 743U X AOWRERIEE 2 L CEBR T
FT, 77 AT VA —ILO— IR ITD fRK T, #5257 2 —I2 1 20 ITD ¥ — B A %
L, VE—=r 7—=Z1 201D 4 —ERAZMHLET, m— K ANTF 2 RXT 2 —=FDENR
OV —ERATRCIZRD LI ZINE2oDITDH—EAEZRETH L, 7 a2 —D% ik
DHEFRICHERF S ET,

. ITD DAL



| 1D DR

Link Failures ]

13:ITD ASARRIZE 1T 5 7 0 — D%

ITD Return-Service ITD load-balance “Destination IP”

SRCIP  3RC Port
209.165.201.10 &0

Destination

SRCIP SRHC Port
182.168.1.10 49152

ITD load-balance “Source IP” ITD Forward-Service

ZORIE, BHM 7 e —0OEEILIP T RLVRAEWHH 72 —0%55 P 7 RLARED K HIZ

—ETHDHINERLTWVWET, ZFITD Y —ER(ZHY) /R /3T7 A—X Z8INT 25 L, ITDIP DK
FeElc L B 7 a— O FRE N RIES VE T,

500563

Link Failures

ASA ODWNENE TN A v X —T = A RTEERRET D E, VT 70 v 7 OMNA v Z—
Tz AARL T LTINS, Z0 ASA DKKNCEETH N7 7 4 v 7 B3 Kb b Alhg
PENRBH Y £9, ITD B 7 AA v F /7 — NIREFRIBIEREIZ. ASA © U E— MilZ ITD 7 6 HIER
L. A v TFHT/—FMREZFRMTLZ LX), ZofMEERLTEET,
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% 7E B

14:ASAIEE ST U A

ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
2

ITD ©7 AA vF /— RIRRERIIEREILX, T 27V A1 v FDIEVPC (/21T 70 &
A vF) MRV TORTR—FSNET, ASAZ TAX Y 71X, ZO XD REENEEL
TG A ICASANERITIELT D Z EE2RGET A0, ZORMBELRLET, 7747 V4 —
VA AT 4y 7 OFEE (7N ) s I VvPC) TR, ZOREICRLTE £ A,
Tt ASADONERA X —T oA AEHNA X —T = A ANFE U (F7203648) 1>
Z—T 2 A ABLTWNSTDTT,

AT 4 v I BEOT7 7 AT U4 —/LTiE, @5, vPCA— b F ¥ (FFEHE—FR—K) b
T EHEHLUTASAZ AL v FICHR LET, ZORETIE, WA 4 —7 =4 X L4}
WA A —T oA AT dotlq VT A X —T =4 A (VLAN 100 B L ¥200) THY., AA v
FIZIFANTB LN 2 7 F X MTENLEIN2 DO VLAN £721LSVINH Y . Zihv b DfH
TR — RO DEES TV ER A,
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R15:X74v9 (WPCEFER) BEAD I 74704 —IL

ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

ASAI M ASA2 ASAB ASA4
A1 ; 112_, 113__ 114 Rl
e __

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 ﬁ:IF %Atmlﬁu
VRF Inslde I ﬁ -u side
' m VPC Peer Link
VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
VLAN 20 (HSRP) - 192.168.20.1 VRF Outside E

AT 1 AA v F ORERL

\}

ZOHIE. AA v F Swl ORERRO—EBE R L TCWET, #ERIL. FARICT_TO ASA ([T

THUNIER T 24N H Y £9, MOWET, F TS TV D EMESET,

interface vlan 10

description Inside Vlan to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10
ip address 192.168.10.1

interface vlan 20

description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20
ip address 192.168.20.1

interface vlan 100

description Inside Vlan to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100

ip address 192.168.100.1

interface vlan 200
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets
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#load balances traffic based on Source IP.
#0UTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active

no nameif
no security-level

ZOMRaUHNIE, ROERYTITEY 7,
« VLAN 10, 20. 100. B X200 & =N 5D SVIIL, @R VRFIZw vy B 7 ENET,
« ZOHITIE, ITDE— KNRNF UV TRERERA L T a—0xFhE 225 L CW\WET,

e vVPC > F U A TiE, VPCDO 1 DDA LU NRN—03@ L TCWAIRY . ITD ICEEIZH Y FH
Ao VPC Ly FITEENRELEAAL v FOITD VXA L7 g if, WFO vPC K&
DGFE LRI, 7 V7% LCET A, vTF @i LET,
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. BEG - vWCEFERLETaATL RS Y F YU RA Y F E—FDI 74T o4—)L

D MRBYTIE, WEA v F—T = A ZALHEA v F—T = A AD ASA O UF A
VH—T 2 AETNIMRABA Vo H—T 2 A A (dotlq T A v F—T = A A) ITREOFT T
LENTWATD, WFLY 7 OREERFICNT 7 40 v 7 Rkbid Z E13H 0 8 A,

*vPC LDON—T 4 7 Fa fai xA =% P R— FF 5L, layer3 peer-router =¥ >
RN%& vPC FAA AN THRRT D LENH Y £,

L AVIA L E—T A AT T AT 7+ —LORNMEIMUDOE T DA 2 Z—T = A AT
BT 270 IND720, VRF RLETY, VREFIZ, ¥EDBHEIZNT 7 4 v 7
NI 7 AT T +—LAEFTELT (VLANRE]) L—FT 4 v 7 END20%2<TDICEHESN
i‘a_o

T T4 IR = R_N=RA =T MM L TASA IZIMT b D, —h
TREH D A,

BBl vPCEFERALETATILRAYFH O RAYFE—KD I 7

AT724—IL

VPCZFEH L= U 4 v F E— FOLGAE, WEHB LU ASA 47— 7 =4 A FEN
FREOR—F Fv R N RVCED Y THNET, VPCOFERL LT, H—DU v JE
ENRNT T 47 7ua—%HF5Z L3, ITD IS &EHEET AL v TV 7 %L

<
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BEB  wWPCEFERLETATIL ALY F YU RAYF E—RDIF7ATI4—)L .

16:vPCEFERLE=T127ILRAYFH U RS 9vF E—F

ASA Inslde (VLAN 100) - Port-channel (11-14)
192.168.100.111 - 114724

ASA Outslde (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114724

Swi VPC Peer Link
o | swa |

—
SVI VLAN 100
VRF Qutslde
SVIVLAN 1100
VRF Outslde
SVI VLAN 11u1"
VRF Default
SVIVLAN 101 [
VRF Default
__'EE
Sw1 VPG Peer Link 2
ITD g

AT v 1 :2O0DAA v FERERK L ET,

switch #1:
interface vlan 10
description INSIDE_VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_VLAN
ip address 192.168.20.10/24

ITD DHERL
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interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT 72 ASA ORERK.

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active
no nameif
no security-level

ZO MR UBNIE, ROEPETUIEY £,

ITD R |

« ZOHITIE, ITDE—RKNRNG UV ITREXFEAL T o —OxFME2EH L C\WET,
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e vVPC T F U A TIE, vVPCO 1 DDA NR—NEE L TWARY ., ITD IZEFIZH Y 8
Ao VPC Ly FITEENRELTZAAL v FDITD U XA L7 a3 ik, @HEO vPC BLE
DOBEERBEIC, BT Vo720 LCET AL vy Fa@mmlLEd,

¢« ZDFREITIE. ASA DFE— K Fr FAD 1> (F7213FEvPC FRE POEH—OWH
Vo) \ZEENEAETLE, N T 740 v Z7HRDBETDHAREERH D 77,

«VPC EDNV—F 4 7 Fa han xA =P R— hFHITIE, layer3 peer-router =¥ >
R%& vPC RAA VN THERRT 2 ERH Y 7,

e T T 4w IIFRY =R —=Z2A NV—TFT 4 T EHEHLTASAIZHITHNE=D, L— |k
IMEH Y FH A,

BRI LANYIISREY U ITDIF7AT 24—

ASA 7 ZAZIE, 1 DO =y & L THEET 2D ASA O SV E T, #HED ASA
FHEGRET NS RE LTI N—TT B2 LT, BT 31 20T X TORMEM: (L,
T T =7 ~OfEE) ZRMEEL, FRRICEET A AL DBV AL—T v b ELREMEEZE
HTExET,

ITD X, fxDE—RDOLAVIASA YV FAHX|Za— RKRZ v 7 TEET, ITDIEY 7 A
2V TEMFETHHDOTHY, ITDIFET7 7 AT VA — M Lo TEDOT7r =R 0I5
NEFRHTE5L51CLET, OSPFECMP BL R — K Fv¥ xR vy va 7T XA
KFETHROVIC, ITD ATy FEFERAL TGO 7 r—2RETEET,

LAY3IZTAZTIL, ANy MDY TSN T 7 e — DA E 2 HRNCiETX £ 1,
ITDBLRLA Y3 T TR TR WGE, ITEREOKRAOERITER., TR TEEE
lo ITD Tlk, FTAHE ZFHAIICRETE £,

ASA 7 G AR Y 7 Tld, Nl T o7 7u0—0OfAEBEHLET, 77 AZNOEED
T7AT U+ — L EERTHTRTOT7a— 2O, BT 7 AT I+—RBNEDTa—D
KL, 7u—%iBT 25 ASA #RGFLET, EBOT 7T 4 77 a—OfBEENKKL
7=%% . ITD failaction DFEID Y TIZ LV | KRELTEFTEEDASANL DT XTHOT7r— (N
o R) N TRAATN—TIZY A RNESNTWDARDT VT 47 /J—RICBELES, =
DRT T4 I EZETDIHLNT 7 AT U4 —NiN, ZIETDH70 -0y 7T v TOFH
FHTRWGE, Ny T v 7OFEENL 7 e —REEREZZE L. N T 74 v 7 & — AL
AT B LN H Y T,

ITD TASA 7 ZAZ YV 7 &2MEMT 256 DEIENRREIL. Ny 727 v 7 7a—BL0%
DD 7 F7 AL T =T NEAER, T TR T 7 AT 74—V TITHESNBRNAEY &
CPUYV Y —AZMHETHZ LT, LIEBnoT, IV TARZ—ALT 7 AT U+ —NEHHTD
L. TTFAT UF—IVDNNT —< VAN ETAHREERH D F9,

WDFEIL, ASA T AL ADAT—H ANE N LTZL &2, ECMP & ITD T¥44 57 7 2%
MY > 27 (CCL) ~DEEOMEL K LI-t DT,
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ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724
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switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active
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cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7
channel-group 11 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/8
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/9
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/0
channel-group 31 mode on
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/1
channel-group 31 mode on
no nameif
no security-level
no ip address
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