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HY—ERAEHINTHHEERMELET, VYN FTAT U N EXRNTBHDHIZ, 3
T2 AN R 2 A7 DTCP 777 (SYNBLUSYNACK) 2MEH I ET,

c ITAT VR = RNEFIT— MBI TA T  F DD TCP 2y g T —
H T 7 4w % showflowcache T —Z _X—ZAND 1 >DO L a— RIZERH L, Thrxal
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A 7475 UDP AR— MEKEZ T R—FLET,
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A7 ENET,
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* NetFlow =2 b U AN A S L, TORICTA = U BFHASINET,
« UDP R— R MERL SN TWRRWEA, BIEOHEEIXELZZ T A,

it

UDPAR— b &ML 572912, RO [no] udp-port port-range =~ > K73 7 1 — traffic-analytics
P7E—F (DO TF) ITEASNELE,

UDP 7R— b X 1 — 65565 DFHTHLILE R H Y £9°, R— NI, B ~XU)Y F 72 13%PH
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udp-port
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A
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cHEED VRF NDT RTDA X —T A AZVRET 4 VZ EHERR L ET,

« TCPXr v FOF AP T % v hb—/L (TCP SYN. SYNACK, BLXO'TCP 7T /7 L)
FFRELET,

e 7T AN3 ERZEIND AR TCP 237w b (SYN £7/21Z SYNACK 722 L) D
4. showflowcache 2~ REEH LT, a7 XIZEEIND TCS 7 —4 2L T
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coutput =7 Nk, TR — T 4 ANF R HICORERT DT DITBEAIIE L,
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TEEHE A,
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Transport
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i VXLAN tunnel vl

S S Site 2
Fabric link H DCI link ' DClI Imk -~ /]' Fabric link ez
ﬂﬁﬁ@'/ GW 2
-~
L

-

Fabric link
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gL, ANFTmMERNTMO VNI A L Z—T 2 A ZATDO ST T 4 v 7 5H I A3
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¢« AJ1:DCLY I B DFTRTHD T 7 4 v Z7IXVTEP 2 H L CTh 72 ALfRER S 1.
RV —NEHENDVNIA LV F—T oA A BRLET, FO%, 777V v I F-
IZARARN A X —T 2 A ATHEEINET,

1 T TN T FERIFIERARA R E—T 2 A ADEDTXTDONT T v 71, R
N EH S, VIEP 2 L TH L END VNIA VX —T =4 A& mELE
T, DO, DCI U 7 IZEIEINET,

VNI f >3 —7J x4 ZADEFH

vrf context TENANT-VRF
vni 70000 13

interface nvel
member vni 70000 associate-vrf

interface vni70000
flow filter v4 vni filter input
flow filter v4 vni filter output output

22T 4 w0 5D ECN &R H

I RAYEEESEA (ECN) 13, * v hU—7 TNAL ARy bk ) 2 L i gL mmy 5
DIZENEHET, /X7y FO/SA ECHEBENIEAELZZ & 75?/7—'\"@— CE (Congestion Experienced)
WENCERZYTTCWET, MT 70 v 7 o OBEREIEIZ & VAT DT IP o~ B —HN
DECN By & RO THETEET, ZOHEEIR. X/FU 74/%4% ChoTEH
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ENDAAL v FTHERT LIRS TEY, W& LEFMOTOZDICLa— ARy b
J—27 L% A F VU Y—RZ (NIR) I ZAFR—FENET,

Z OREREIT, z/hv 7 NT T 4y BROEEETFEIRS EHRB L OET 572 OICEE
TY, ZOWRRIL, B LIEMEEZHERT 52 E N AR, Wmﬂ~w%t7jxk)—
iVﬁﬁE@U7w54b77)7*73/L%u&j53ﬁ(EL@ TEREYT, Xy
FY—2 Ao UY—Z (NIR) 2IEHT 52 & T, Xy NI —27 =3 —T ¥ [ LREiEN~
A= R L, BIEORELZITROTWERE TR T +—~ 2D ZEMRE R CE £ T,

[y F—SEBEOHIE (Enhanced Network Management) ] : ECN £ v kO IEfE/Ae R
2k, FEHEL, T T4 v OFA—T 4 7 RMIE O R & IR AR
HHT L OICBERERE/DL LR TEET,

[&E1b &t f= QoS (Optimized Quality of Service) | : Z OFREIL. CE@ANIHE SN &4 T
5z LT, )7»&4A@77U&~yay%xA xu%ﬁbﬁ?\%%®7m77
T4 T EEERRRIZLET,

[FZ TN a—TFT 425 DkZE (Better Troubleshooting) ] : ECN E v hZEAH$ 5 2 &
T, Xy NV —7 OIEFEICET 25EMRNEEZ5G5 2 LA TE, B IE & BB
AT A SR L E T,

RDOAT—ITlE, N T 74 v I 5T AT LNRIP 877 4y 7 DECN By &g L)

WET D HEIZOWTHHLET

1. 274900 AT AE IP T 7 4 v 7 HfkficE=2—L %7,

2. VAT AFI ATy RTEIZ, P~y X —%FHRXTECN By AR LET, FRT CE
(Congestion Experienced) 1#f5A##E L £7°,

3. ECNbE v MRt END L, VAT MIZOERE DGR L, EHEOA LV AX LV AZREEL
i‘j‘o

4. WESNET =213, BT ) 7 2@il&r T 5 VAR— RT3y hU— 2 EFBE MO
T 7= FEENRT DO S, NIREEH LTS bizotrah g7,

Zo7utv Rk, 2y NU—IEHEIZIP T T 4 v OEEBEICELTE A LY —TIE
%&M%%xf@é EMTE, Ry NT—27 RT p—~  ADORNRA B & i b vl he
12720 F9,

749 RHEREMCLET,

modeinterface ™ T T flow traffic-analytics &R L C, 7w — V72 8T 7 1 v 7 55T & %)
WZLEJ,

switch(config)# analytics

switch(config)# flow traffic-analytics
switch(config)# mode interface
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(Config) #feature netflow
(Config) #feature analytics
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KOFET, LOENHEEZYPR— 258912, P70 v 7otz L £,

51

ip access-list ipv4-global filter
statistics per-entry
1 permit ip 10.1.1.2/32 11.1.1.2/32
2 permit ip 11.1.1.2/32 10.1.1.2/32
3 permit ip 101.1.1.2/32 111.1.1.2/32
4 permit ip 111.1.1.2/32 101.1.1.2/32

ipv6 access-list ipv6-global filter
statistics per-entry
1 permit ipv6 10::2/128 11::2/128
2 permit ipvé 11::2/128 10::2/128
3 permit ipvée 101::2/128 111::2/128
4 permit ipvé 111::2/128 101::2/128

flow filter global filter
ipv4 ipv4-global filter
ipv6 ipv6-global filter

switch
switch
switch
switch

config)# feature netflow
config)# feature analytics
config)# analytics
config-analytics)#

switch (config-analytics)# flow traffic-analytics
switch (config-analytics-traffic-analytics)# db-size 200

switch (config-analytics-traffic-analytics)# filter export-interval 30
switch(config-analytics-traffic-analytics)# flow system config

switch (config-analytics-system)# monitor monitor input
switch(config-analytics-system
switch(config-analytics-system
switch(config-analytics-system

# profile profile
# event event
#

(
(
(
(
switch (config-analytics-system)# traffic-analytics
(
(
(
( filter global filter

)
)
)
)

flow filter <filter> =~ FEEH LT, ANWA U Z =T =AM ZAD T T 4 v 75t L7,

1 -

switch (config)# interface Ethernetl/1
switch(config-if)# flow filter test

flow filter <filter> output =~ > RZEM LT, WA Z =T =24 ZAD T T 4 v 7 i ak LE 7,

GE)

HA17 4 V2 2R3 5E1C. egressnetflowtcam UV —> 3 30 i ond EHic LT,

51
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switch (config)# interface Ethernetl/1
switch(config-if)# flow filter test output

TAAL A3 —T 2 ARXT4I)LREVRF T 14 )LZ DB

AB—TDITART4ILEDER
OB, A X —T = A AT 4 NVFOHRITEEZRL TOVET,

ip access-list ipv4-13 intf filter
statistics per-entry
1 permit tcp 10.1.1.7/32 11.1.1.7/32 syn
2 permit ip 10.1.1.7/32 11.1.1.7/32

ipvé access-list ipv6-13_intf filter
statistics per-entry
1 permit tcp 10::7/128 11::7/128 syn
2 permit ipvé 10::7/128 11::7/128

flow filter 13 filter
ipv4d ipv4-13_intf filter
ipvée ipv6-13_intf filter

analytics

flow traffic-analytics
db-size 200
filter export-interval 30
flow system config
traffic-analytics
monitor monitor input
profile profile
event event

interface Ethernetl/63/1
flow filter 13 filter
flow filter 13 filter output

switch (config-analytics)# show running-config inter e 1/63/1

interface Ethernetl/63/1
vrf member vrfl
flow filter 13 filter
ip address 10.1.1.1/24
ipv6 address 10::1/64
no shutdown

VRF 7 1 L2 DR
WROHIIL, VRF 7 4 V& ORI EZ R L TWET,

ip access-list ipv4-vrfl filter
statistics per-entry

1 permit tcp 10.1.1.9/32 11.1.1.9/32 syn
2 permit tcp 11.1.1.9/32 10.1.1.9/32 ack syn

ipv6 access-list ipvé-vrfl filter
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statistics per-entry
1 permit tcp 10::9/128 11::9/128 syn
2 permit tcp 11::9/128 10::9/128 ack syn

flow filter vrfl filter
ipvd ipvéd-vrfl filter
ipvée ipve-vrfl filter

analytics

flow traffic-analytics
db-size 200
filter export-interval 30
flow system config
traffic-analytics
monitor monitor input
profile profile
event event

vrf context vrfl

flow filter vrfl filter
flow filter vrfl filter output

ARy R ¥ L]
W2, "IN a—hT7ua—0xr AR—  NERBOHEAEERLET,

switch (config-analytics-traffic-analytics)# show flow traffic-analytics
Traffic Analytics:

Service DB Size: 200

Troubleshoot Export Interval: 30

filter export-interval =~ R&fEH+ 25 &, FTI 7V a— hMEA~—% 10~ 60 FDOHiH T
RETEXET, ZOXA~—DFT 74 /L MEIE 10 BICREINET,

nofilter export-interval Z i35 &, T 7 Nva— N2 A ~—OFPHANT 7 + /v MED 60
Bz tEy haivET,
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