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Event Statement Action Statement
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specific event to happen. happens, do these things.

For example, when a card is For example, when a card is
removed. removed, log the details.
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Events

System_switchover
File_system_gvents
HAP _reset

OIR

fanabsent

fanbad

tempsensor
module_failure
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- - = Validates and records user-defined e Dynamically registers the following:
User-defined Policy policy information. et N

(Defined in CLI in + Directs event notifications. _  event descriptions

an applet or script.
ppie pL) * Directs policy actions. _ event actions
= Logs events. — event parameters

* Filters events and matches with policies
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R —IZBT D5 A £RT 5 I21%, show event manager system-policy =~ > K& L %
R

o e s ehr (T B 2
RIEZEHDESE
EEM ARV o —TRIA—Z L L THRET 2B A ERZTEET,

FIEDHE
1. configureterminal
2. event manager environment variable-name variable-value
3. (f£&) show event manager environment {variable-name|all}
4. ({£&) copy running-config startup-config
FIEDEEH
Fig
AU RFERET7TIV3 Y B#
Z 5 71 |configureterminal Ta— ) ar7 4 Xal— gy T— NS
1 - LET

switch# configure terminal
switch (config) #

RATFw T2 evept manager environment variable-name EEM H OB 2 1ERk L £9, variableenamelZ k
variable-value ST E N EES L, K 29 SCF OB T A Al
Bl - HT& %9, variablevalue IZ 15K 39 UF D4k

i Je s S S
switch (config)# event manager environment emailto %%6Uﬂ4¢¢(‘/‘]f{ﬁﬁﬁ‘(%i‘a—0

“admin@anyplace.com”

ATwF3| (L&) show event manager environment RE LT BRB AT 2 mE R R LET,
{variable-name | all}
1 -
switch(config)# show event manager environment
all
AT 4| ({£&E) copy running-config startup-config FFar 74 F¥al—ark, AFZ—KT v a

51 V74 Fal—vailar—LET,

switch (config)# copy running-config startup-config
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FIEDHE
1. configureterminal
2. event manager applet applet-name
3. ({£E) description policy-description
4. event event-statement
5. ({LE) tagtag {and|andnot | or} tag [and | andnot | or {tag}] {happens occursin seconds}
6. action number[.number 2] action-statement
7. (f£E) show event manager policy-state name [ module module-id]
8. (&) copy running-config startup-config

FIED ¥

FIE
AU RFERET7TIVa Y B#J

Z 5 71 |configureterminal Ta— ) ar7 4 Xal— gy T— N2
1 - LET.
switch# configure terminal
switch (config) #

AT 7 2| event manager applet applet-name EEMIZT7 7Ly hERERL, 77 Ly b avr 7y
i - Fal—varE— NEiELET, applet-name
switch (config)# event manager applet likj{i & /J\ii%lz?l” L‘ %j( 29 i$@ﬁ§ﬁ$
monitorShutdown %{ﬁﬂqf‘g‘ ij‘o
switch (config-applet) #

ATv 73| ({£E) description policy-description RY—OPC DA N VT EFRELET,

1 string (235K 80 LF DI T2 T £, A
) . o , MU IR TR E T,

switch (config-applet)# description “Monitors

interface shutdown.”

AT 7 4 | event event-statement WY —=DAN PLERELET, A~ FIR
Bl - Bl HLEE, ZOAT v T EBVIRLET, A
switch (config-applet) # event cli match “conf t ; f<>/}\jZO>E%KE (11 f\w—i/) . %3Z§ﬁg L/7:<:7t'é

interface * ; shutdown” VY,

ATw 75| ({£&) tagtag {and|andnot | or} tag [and | andnot | 7R U S —NDOBEED A X b A I BEA ) %
| or {tag}] {happens occursin seconds} 7,
fil occurs 5 #x DOFIFHIL 1 ~ 4294967295 T3, seconds
switch (config-applet)# tag one or two happens 1 |B|#DEIFHIL 0 ~ 4294967295 5T,
in 10000
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ARV REEET7IVa Y B
R 7 6 | action number[.number2] action-statement RV —DT7 7L arIrEB/ELET, 7 ay
i - WD DG ZOAT v T EMVIELET,
switch (config-applet) #action 1.0 cli show (71573/Eil/jfa>ﬁ%ig (17 fihAi/) . %EZ§H€1/7:
interface Ethernet 3/1 < f:éb\o
ATw 71| ({£E) show event manager policy-state name| RE LAY —DRBICET 2 1FMaRRLE
module module-id] e
1
switch (config-applet)# show event manager
policy-state monitorShutdown
ATv 78| ({£E) copy running-config startup-config FiTar74Xal—vark, AX—F T v
1 - Y74 X alb—variiar—LET,
switch (config) # copy running-config startup-config
AR FXDEX
AR ML ERETDHIZNE, 77y har7 s ¥al—i gy E— RTROWTRND T
~ U REfEHLES,
av vk El:g]

event application [tag tag] sub-system
sub-system-id type event-type

1

sub-system 798 type 1

switch (config-applet) # event application

AR NOIEENY T AT LAIDBLORT 7
Vir—a ARy N2 AT T 256
2. AV MERAEIEET,

sub-system-id & event-type DEIFHIX 1 ~
4294967295 T,

tagtag ¥ — 7V — R LG EOT 1%, #HE DA
Ry BMBRRY = EENLTWDEE,
FFEDA N2 MBI L ET,

GG¥)

Zoavy ReM+ 512X, £7 feature
evmed =< RZAINC LTI~
NT AT I EERNNCT HLERS Y 7,
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event cli [tag tag] match expression [count repeats
| time seconds]

41

switch (config-applet) # event cli match “conf]
t ; interface * ; shutdown”

ERRBE —HT Ha~vr FRALEINTY;
BT AN FERESEET,

tagtag ¥ — 7 — R EBIEO_T L, DA
R MBRRY —ICHFENLTWDLEE, 20
FEEDA X M EFENLET,

repeats DFIFAIL 1 ~ 65000 T9, time DHEiH

13 0 ~ 4294967295 B CT¥, 0 IXEHIRZ R L
F9,

event counter [tag tag] name counter entry-val
entry entry-op {eq | ge| ot |le|It | ne} [exit-val
exit exit-op {eq|ge|gt|le|lt|ne}]

1R

switch (config-applet) # event counter name
mycounter entry-val 20 gt

AN, BIGERE IS W TR O L
EVMEE B TZGAICA R N ERESEE
T, A X MIEELIZ By FERET,
EET, WU ERRTOLEVEZEZT-
blTlly bEndLoic, A baik
ETEXET,

tagtag ¥ — 7 — R EBIEOXT L, DA
R NBRY —IZEENTWDEHE, 20
FFEDA Xy MEHHILET,

counter name |E KT &/ NCFEXBI L, &K

28 DHFETHRMEHTE ET, entry B L O exit
DOIEDHIPHIT 0 ~ 2147483647 T,

event fanabsent [ fan number] time seconds

1

switch (config-applet)# event fanabsent time
300

MECRESNIZRHMEZEBA T, 77 D7
NAANBRY A SN TN DAL, A X
FAEASEET, number DFEEPHIZTEY 2 —
JUITHEFE L £ 9, seconds D#LFHIE 10 ~ 64000
<7,

event fanbad [ fan number] time seconds

451

switch (config-applet) # event fanbad time
3000

W CHREINTRRZBL T, 77 2
BRRRED AT, A X MERAESEET,
number OFEFHIZEY =2 — /WITIKTEL £,
seconds DO#IPHIE 10 ~ 64000 T,
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event fib {adjacency extra | resourcetcam usage
| route {extra|inconsistent | missing}}

41

switch (config-applet) # event fib adjacency
extra

ROWT DT DA N PR ESEE
TO

« adjacency extra: === x A | FIB |Zi&
mor—snd 556,

* resourcetcam usage : TCAM & H =3\
FTHNOIFE TS ORI/ D Z LI,

* route {extra|inconsistent | missing} : ===
¥+ A K FIB T/L— RpNBEMN, £, £
TIFHIBRE D5 A,

event gold module {dot | all} test test-name
[severity {major | minor | moderate} ] testing-type
{bootup | monitoring | ondemand | scheduled}
consecutive-failure count

1

switch (config-applet) # event gold module 2
test ASICRegisterCheck testing-type
ondemand consecutive-failure 2

LHTTCIESNT-A v T4 ZWT 2R3,
BRE S AT BIEE e L, BROE S VS HE
KETRBLUIZGEIZ, A NERESH
£, dot DFiPHIL 1 ~ 10 T9, test-name i
RIESNTeA Y TA VW7 A NOARTTT,
count O&iFIE 1 ~ 1000 T,

event memory {critical | minor | severe}

1

switch (config-applet) # event memory
critical

AEYDLEVEEBIZHHICA RNV M
REXEET, ATVOLXVEDORTE (21
N=) LML TLEEN,

event module [tag tag] status {online| offline|
any} module {all | module-num}

151

switch (config-applet)# event module status
offline module all

BELZEY 2 — 0N EIR SN RREIz 2 -
T XA R P ERAEIEET,

tagtag ¥ — 7 — R & 5IEOT L, HEDOA
R NBRY —IZEENTWDEHE, 20
FFEDA Ry MEHBHILET,

event module-failure [tag tag] type failure-type
module {dot | all} count repeats [time seconds]

LR

switch (config-applet)# event module-failure
type lc-failed module 3 count 1

EVa— VNRESINTZEES A ST Tz
A, Ay bERESEET,

tagtag ¥ — U — R &L GIEOT X, #E DA
R MPRRY —IZEHEENTWDLGAE, 2
FEEDA X M EiBILET,

repeats iPHIT 0 ~ 4294967295 T, seconds

DOFIPHIL 0 ~ 4294967295 FH T4, 0 1T HEEI[R
R LET,
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av R =E):g]
event none FEITIHRESNTA XY MR WVWRY — A
- Ny bR LET,

switch (config-applet) # event none

GE)

Zoavwy REFEHTHIZIE,. £7 feature
evmed =~ o RZ G LTy A~
NF AT BEERNCT ARLERS Y 7,

event oir [tag tag] {fan | module| powersupply}
{anyoir | insert | remove} [number]
il

switch (config-applet)# event oir fan remove
4

RIESNIZT A AEREFR (77>
Va—b, FRIFEREY 2—) BT
A T ST 23T A A
LIS SNIHEIT, AV MeRESE
£7,

tagtag ¥ — 7 — R EBIEOT L, #HEDOA
NP RY —IZHEENTWBEE, 20D
BEDA Xy MEHBILES,

HFET, 77y, BV a—)b, £ILERTE
Va—NDERN B S ERETETET,
number OFEFIIRD & B TI,

« Ty UFE T BV a—IVKTF
s BV a— /LK T L T, RKTF

CEE V2 — VB R~ 3

event policy-default count repeats [time seconds]

1

switch (config-applet)# event policy-default]
count 3

VAT AR V—TREINTNEA b
PEALET, o4 T a0, R o—
 EEXTHGAIFERLET,

repeats O#iFHIL 1 ~ 65000 T, seconds D

PRI 0 ~ 4294967295 F T4, 0 (LMEMIFR 27~
LETS

event power over budget

1R

switch (config-applet) # event
poweroverbudget

BHAY =y PRRE SN BRE Y 2 —L
DEBAERZ BN, A~V MERESE
ij‘o
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1xvixnxz

avy kR

S

event snmp [tag tag] oid oid get-type {exact |
next} entry-op {eq|ge|gt|le|lt|ne} entry-val
entry [exit-comb {and | or}] exit-op {eq | ge| gt |
le| It | ne} exit-val exit exit-timetime
polling-interval interval

A1

switch (config-applet) # event snmp oid
1.3.6.1.2.1.31.1.1.1.6 get-type next
entry-op 1t 300 entry-val 0 exit-op eq 400
exit-time 30 polling-interwval 300

SNMP OID 73, BHEATHE 112 ISV CRIAE D
LEVMEEZBZ TG EICA RN M eRESE
FT, ANV MNIEEBIZY Yy FERET,
FAIMEET, DU VEADKTOLEVESR
BzxleblTV Yy hERD L HIT, A
FNERE TEEY, OID L Ky Mi&10#EFR
FLTY,

tagtag ¥ — U — R EGIEOT X, HE DA
R MRRY —IZEHENTWDEHE, 20
FFEDA N2 ME#BILET,

entry 35 X O exit DEOHIFAIL 0 ~
18446744073709551615 T3, time O#iFHIL 0
~ 2147483647 ¥ T, interval DFEFHIL 1 ~
2147483647 7T,

event storm-control

1

switch (config-applet) # event storm-control

R—FLED T T4y 7 BRESNIZA F—
L L EVMEAZ B A TG EI, ANV b a
HAEIEET,

event sydog [occur scount] {pattern string | period
time| priority level | tag tag}
5i):

switch(config-applet) # event syslog period
500

FRE L7= syslog ® L& WEEZB X -5HA1CA
N MERAESEET, AU s ho#EMIE L
~ 65000 T, KFfH]OFEFHIL 1 ~ 4294967295 T
T, TTAFVT 4 OFPHIZ 0~ T TT,
tagtag ¥ — 7 — R EBIEOT L, DA
R MRRY —IZHFEENTWDLSE, 20
FEEDA NV NEpl L ET,

event sysmgr memory [ module module-num]
major major-percent minor minor-percent clear
clear-percent

1

switch (config-applet) # event sysmgr memory
minor 80

BELEVAT LA vZ—U3yDAEYOLE
VMEZBZT-HR/ICA X M eRRESEET,
N T =V OHMIL 1 ~99 TT,

event sysmgr switchover count count timeinterval

1

switch (config-applet) # event sysmgr
switchover count 10 time 1000

F87E L7z switchover count 25, &7 L7 time
interval Z X 72 HEICA N M EBESEE
4, switchover count D#EIFHIL 1 ~ 65000 T,
time interval OHIFHIL 0 ~ 2147483647 T,
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avy kR

S

event temperature[moduleslot] [sensor-number]
threshold {any | major | minor}
il

switch (config-applet) # event temperature
module 2 threshold any

BEX  V—NRHREINZLEVEAZB -
LEls, AV M ERAEIEET, sensor D
#PHIZ 1~ 18 T,

event timer {absolute time time name name |
countdown timetime name name| cron cronentry
string | tag tag | watchdog time time name name}

1

switch (config-applet)# event timer absolute
time 100 name abtimer

FEE LT-BEICRIE LA, A XV &
FAEIEET, FFREOEFIL 1 ~ 4294967295
<9,

« absolutetime : 87 S L7kt BEZ] 23384
L7=3AIc, AV b a3t SEET,

- countdown time : f5E S L2 FEE 3B =
W N TSR EEID, ARy
MeREsEET, A~v—1FV Y K
SNFEHA,

« cron cronentry : CRON U5 D48 E A3 HL
FERFZNC —B T 2581, 4 X2 M &%
ﬁzéﬁiﬁo

« watchdog time : fi & SRl A3 E =2
AT NETERTZEZIT, AN b
ERAEIEET, XA ~—I%. HIHIEIC
BEIIZV Yy bsh, AV b Fow
DRATINET,

tagtag ¥ — 7 — R EBIEOT L, DA
N BMBRY —IZEENLTVWDES, 20
FEEDA N NEal L ET,

GE)

Zoavy REFEHAT DI, £7 feature
evmed 2~ > REFIZ LTI A R
NTF 4TI X ERENCTALERS D 9,

event track [tag tag] object-number state {any |
down | up}

151

switch (config-applet)# event track 1 state
down

NI THBA T2 FRREINT-
WHEIZR S TG AT, A X MNERAESIEE
—a—o

tagtag ¥ — 7 — R EBIEOT L, DA
NRURMPRRY —IZHENLTWVDEHEE, 20
FEEDA X &L ET,

FRETE % object-number O#iPHIE 1 ~ 500 T
TO

. Embedded Event Manager D 5%



| Embedded Event Manager D%

ToOarxm

21—

A AE

7ovavxonz [

T a N AERETAIE. EEM a2y 7 4 Xal—Yay B— R TROWVWTRNDa~
REMHLET,
av R E]:p]

action number[.number2] cli commandl
[command?2...] [local]

151

switch (config-applet)# action 1.0 cli
show interface Ethernet 3/1

RESNIZCLI 2~y REEITLET, (EE
T, ARV IBRRAELZEY 22—V ETaw
VREFETCTEET, T/ vay IO
7 4 —=~ > MiZ numberl.number2 T9,

number X 16 H7F TOEEDOEEIZ TE F9,
number2 O#IFHIL 0 ~ 9 T,

action number[.number2] counter name counter
valueval op {dec|inc|nop | set}
f5i]:

switch (config-applet)# action 2.0 counter
name mycounter value 20 op inc

BESNTEBIOEECHI D V2 E2ER L
T, TV ary IO T A—vy MI
number 1.number2 T3,

number X 16 H7F TOEEDEHEIZTE 97,
number2 O#iFHIX 0 ~ 9 T,

counter name | X KT &/ NCFAEXBII L, Fek
28 DI FAFHTEET, val I2iL 0~
2147483647 OFEELFE 12 1 LM/ T A — 2 %4
ETEET,

action number[.number2] event-default

1

switch (config-applet) # action 1.0
event-default

BT SN A R FDOTF TV N T Vg
VEFEITLET, T ay TULD T —
< M iZ number1.number2 <9,

number X 16 H7F TOEEDEEIZ TE £,
number2 OFLFAIZ 0 ~ 9 T,

action number[.number 2] for ceshut [module slot
| xbar xbar-number] reset-reason seconds

1

switch (config-applet) # action 1.0 forceshut]

module 2 reset-reason “flapping links”

TV o), I A= FEVAT LS
RETRFIIC vy NED U LET, 7733
¥ T YLD T F—~ v M number1.number2
<7,

number X 16 H7F TOEEDOEEIZ TE F9,
number2 O#EFHIZ 0 ~ 9 T,

Ut PR, SRS CTHAZRK S0 LT
DIERFA NI 7T,

action number[.number 2] over budgetshut [module
slot[-slot]]

1

switch (config-applet) # action 1.0
overbudgetshut module 3-5

FBHANRNY oy NBBOMEICEY ., 12F~1T
BEDOEY 2 — VET2IT Y AT AR Z 88
Bicyyy hE U LET,

number (% 16 H7E TOEEOEEICTE £,
number2 O#IFHIL 0 ~ 9 T,
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avy kR

S

action number[.number2] policy-default

A1

switch (config-applet) # action 1.0
policy-default

FEXLTWER) O —DFT 73V 8T 73
VEFEITLET, TV ary LD T F—
<~ kiZ number1l.number2 <9,

number X 16 H7F TOEEDOEEIZ TE F9,
number2 O#IFHIL 0 ~ 9 T,

action number[.number 2] publish-event

1

switch (config-applet) # action 1.0
publish-event

TV r—a L EEOA R N DOFRITE R
HMILET, 773ay UL T —< v k
1% number1.number2 ¢4,

number X 16 H7F TOEEDOEEIZ TE £,
number2 O&EIPHIZ 0 ~ 9 T,

action number[.number2] reload [module
slot[-dot]]

A1

switch (config-applet)# action 1.0 reload
module 3-5

1OFE BT 2 —NVEITY AT AL
REmEEIz) o— R LE T,

number 1% 16 47 £ TOEEDOEEICTE £,
number2 O#FHIZ 0 ~ 9 T,

action number[.number2] snmp-trap {[intdatal
data [intdata2 data]] [strdata string]}

151

switch (config-applet)# action 1.0 snmp-trap
strdata “temperature problem”

BESINTZT—%&HHALTSNMP h7 v 7
ZRELET, number 1% 16 H7E TOEED
Bl TE £9, number2 DHiJHIZ 0 ~9 T
S

datag1%zi2iE, K SOHTDIEE DA IRET
X FE9, string 121X HK 80 SLF- D ST A
Acxxd,

action number[.number2] syslog [priority prio-val]
msg error-message
f5i):

switch (config-applet)# action 1.0 syslog
priority notifications msg “cpu high”

=L

HESNTZTTAFTIT 4T, DAZ~A X
L7- syslog A vt —T%%ELET, number
T 1647 £ TOEROEIEIZTE £9°, number2
OFIFAIZ 0 ~9 TT,

error-message |2 (35 K 80 SCF- D HeET % 5|
FFCHATHERTEET,

)

GE)

HWELIEARV N CT 74NV RDOT 7 v a v EUHTE LT H5HEF, 7740 80T
7 a AT H EEM AR Y U— &R ET HMENH Y £9, 72 & %X, match X T CLI =
< FEBET 5544, EEM AR U > —I{C event-default 7 7 > 3 ' XL ZEMTHULENDH D £
DILApNE [ EEM TIHCLLI 2w & F &2 33T T& £H A, terminal event-manager bypass
manager bypass =~ R&#H LT, CLITDO F_XTHEEMAKRY v —% . CLI 2~ KDOFELT

-
0 =

L —HEEDR I ENTEET,
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VSHX S Y T RIZKBRYO—DESE

VSHAZ U R &AL TR O —%F

1R BRI

VSHR YU T M2k BRY O—DER

FCEET,

BHEOHRTE AL LTSI L 2R LET,
ATV NGB AT VTN 77 ANLERULARITHD Z &R LET,

FIE

AT THXRAR T4 X T, RV —%2EHKTHa~v R UANERELET,
ATV T2 THAN T 7 A NVIZARTE DT TRIFLET,
ATV T3 ROVAT AT 47 MUIZT7 7 A V&2 — L EJ, bootflash://eem/user_script_policies

VSHRXO YTk R)O—DEZRELUVT7Y T4 71k

VSHAZ VPR CERBLER) =28 L TT 7T 4 7ICTEET,

FIRDHE
1. configureterminal
2. event manager policy policy-script
3. (fE&) copy running-config startup-config
FED
FI&
ARV FERET7IVa Y B
AT w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
1 LET
switch# configure terminal
switch (config) #
R T 7 2 | event manager policy policy-script EEM 227 U7 KN R =288 L CT 77T 4 71
i - L %7, policy-script TR 3CF&/NCFEEXBIL,
switch (config)# event manager policy moduleScript j‘ 29 @ﬁ%{%%{%ﬂ%f% iTo
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ARV RFERETIVa Y

B8

ATvT3

(fE&) copy running-config startup-config
1 -

switch (config) # copy running-config startup-config

Frar 74 F¥al—vark, AX—LTv7 2
V74X al—varilar—LET,

R o—

DLEEE

VAT LR I EEZARETT,

FlaD#E
1. configureterminal
2. ({£E) show event manager policy-state system-policy
3. event manager applet applet-name override system-policy
4. ({£&) description policy-description
5. [no] event {event-statement | policy-default disable}
6. action number action-statement
7. (fE£E) show event manager policy-state name
8. ({EE) copy running-config startup-config

=3 k2t

FE

AU RFERETIVa Y

=)

&

configureterminal

1

switch# configure terminal
switch (config) #

rua—N\)L ary 74X alb— gy B— REBk
LET

ATvT2

(f£#) show event manager policy-state system-policy
fi

switch (config-applet)# show event manager
policy-state _ ethpm link flap
Policy _ ethpm link flap

Cfg count : 5

Cfg time interval : 10.000000
Hash default, Count 0

(seconds)

FEEXTLVATLARY U —OFRE LEWVEEZS
DTERRLET, VAT LRV —HEREIDD
121X, show event manager system-policy =~ > K%
FHLET, AT L RY —ZoOWTIL,
Embedded Event Manager > A7 A A X I L TUGR
EFl LTS,

ATvT3

event manager applet applet-name override system-policy
fil

switch (config)# event manager applet ethport
override _ ethpm link flap
switch (config-applet) #
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szyoLznEnzz [

AU RFERETIVa Y

B8

PEFHCE £9, sytempolicyld, AT AR —
D1 DT HLERDHY 7,

ATw 4| ({£E) description policy-description WY =B AN 7 EHRELET,

I - string |2 (3K 80 LFDEM P T EF, A
L , , , U 3SR CTHAET,
description “Overrides link flap policy.”

AT 75 | ¥ZHE: [no] event {event-statement | policy-default disable} | 78 U v — DA X2 b LEER E 72 13T LT,
i - Rk 2 MR 51212, Zoa~r Ro no Bz
switch (config-applet)# event policy-default count ;ﬁ szf?ro

2 time 1000

AT 7 6 | #ZH: action number action-statement R —DT 7 v arXEFELET,

i - TI v a IR DR, TORT v T ekl
switch (config-applet)# action 1.0 syslog priority] ﬁgL/EEjro
warnings msg “Link is flapping.”

ATw 71| ({£E) show event manager policy-state name RELIZARY —IZElT 2 RERRLET,
fi
switch (config-applet)# show event manager
policy-state ethport

ATwv 78| ({£E) copy running-config startup-config FiTar74Xal—rvark, AX—F T v

1 -

switch (config)# copy running-config startup-config

V74 X2l —Y gl ar—LET,

ACEYDLEMEDETE

AR PERESEDLATY LEWVEEZREL, AL —T 4 VT VAT ANAETY 2E Y
TONRWGRIL T e A EKR T IEEINE I NERETEET,

FIRDEE

JR 8 BRI

EHEOHER TR 7 A LTND 2 EEERLET,

configureterminal

system memory-thresholds minor minor severe severe critical critical

1
2

3. (EE)
4. (f£E)
5

system memory-thresholdsthreshold critical no-process-kill
show running-config | include " system memory"

(f£#&) copy running-config startup-config
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ARV RFERFTIaY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)ary7 4 X¥al—ay E— Nk
LEd

ATvT2

system memory-thresholds minor minor severe severe
critical critical

1 -

switch (config) # system memory-thresholds minor 60
severe 70 critical 80

EEM A Y A X FEAERTDHVAT A AEY L
SWVEEZHRELET, T 74/ MERRKDEEBY T
j‘o

e v AJ—-85
« TRA) - 90

« HK-95

INHDAEYDLEWVELZBATZSG. VAT A
IZR D syslog AR L ET,

2013 May 7 17:06:30 switch %$
%PLATFORM-2-MEMORY _ALERT: Memory
Status Alert : MINOR

* 2013 May 7 17:06:30 switch %$
%PLATFORM-2-MEMORY _ALERT: Memory
Status Alert : SEVERE

2013 May 7 17:06:30 switch %3$
%PLATFORM-2-MEMORY _ALERT: Memory
Status Alert : CRITICAL

2013 May 7 17:06:35 switch %$
%PLATFORM-2-MEMORY _ALERT: Memory
Status Alert : MINOR ALERT RECOVERED

2013 May 7 17:06:35 switch %3$
%PLATFORM-2-MEMORY _ALERT: Memory
Status Alert : SEVERE ALERT RECOVERED

* 2013 May 7 17:06:35 switch %$
%PLATFORM-2-MEMORY _ALERT: Memory
Status Alert : CRITICAL ALERT RECOVERED

ATvT3

(f£&) system memory-thresholdsthreshold critical
no-process-kill

1
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EEM /3T 1) v v & LT syslog DEETE .

AU RFERETIVa Y

B8

switch (config) # system memory-thresholds threshold|
critical no-process-kill

ATy 4| (f£E) show running-config | include" system VAT L AFYREICETAEREF R LET,
memory"
{5l
switch (config-applet)# show running-config |
include “system memory”
ATw 75| ({£E) copy running-config startup-config FITar 74 F¥al—vark, A¥—hrT v

1

switch (config)# copy running-config startup-config

V74 Fal—Yaiiar'—LET,

A

EEM/NTJ) v ¥ & LT syslog DEXTE

AL v FINBD syslog A v E—VEHE=F TEET,

Y

GE)  syslog A vE—VEE=F T HMECFHNOHEKRIIL 10 TT,
18 eH B HEIIC

EEM (X, Syslog (2 KD BEIMEHFEETH HMLENRH D £77,
Syslog 7 —E U PR E I, FATSNDMLERH Y 77,

FIEDHE
1. configureterminal
2. event manager applet applet-name
3. event syslog [tag tag] {occurs number | period seconds| pattern msg-text | priority priority}
4. ({£E&) copy running-config startup-config
F gD &8
FIE
AU RFERETIVa Y ]3]
X 71 |configureterminal Jra— )L ar7 4 Xal—i gy T— REBs

1

switch# configure terminal
switch (config) #

LE7,
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B evomswsz

ARV RFERETI VA Y BHY
Z 5w = 2 | event manager applet applet-name EEMIZT 7Ly FaREKL, 77y b a7 g
il Xal—varE—RNEBLET,

switch (config)# event manager applet abc
switch (config-applet) #

A7y 73 |event syslog [tag tag] {occurs number | period seconds| | syslog A v &— V&ML, A Y 2 — DB LTS

pattern msg-text | priority priority} ICEASNWTRY O — 2O LE,

Ik stagtag ¥ — U — K & BIEOT1E, HEDA ~

switch (config-applet)# event syslog occurs 10 NV ]\ﬁ)yj—f U :/‘—N—El iﬂf‘/\é%/ﬁ\\ :@@g}ﬁ
DA R Ml LET,

« occursnumber D F— T — R & B E DT 1L, 3
ERBEREELET, IBETX A EMAIT1 ~
65000 T,

« period seconds D X — 7 — K L 5E DT 1%, FE
EREEEELET, EORAIL1 ~
4294967295 T,

« pattern msg-text D F— U — R & 51 DT 1%,
vy FSHDLERKRBAZEELE T, ¥ —
i, 7% A b, BEAH, £3202
O@%ﬁﬁAbﬁ%é\&)é ZENTEES, XF

FNZZE AN E ENHLEEIISI A CHAE T,

« priority priority D% —1U — R & 513 D~T7 1%,
syslog A v =2 DT IFAF VT 4 ZFEELE
To TOF—U—FREHFELLNE, 3TO
Syslog A v &—V DT A F VT 4 LoYLR

MERL~L) ITRESIET,

ATw 74| ({£&) copy running-config startup-config Firar74Xal—vark, AX—FT 72
Bl - Y74 Fal—varilar—LET,

switch (config)# copy running-config startup-config

EEM D% 7E fiEe &3

EEM % EE# A2 T 51208, ROWTHOOEEEZFITLET,

avvk S]]
show event manager environment [variable-name| { <> =% — 3 ¥ OBREEZIICBT A [HFH
|all] EFRRLET,
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avU kR B &

show event manager event-types [event | all | AR R IR —=TU ¥y DA XY~ FATITHET
module slot] HIEHREERLET,

show event manager history events [detail] TRTCDORY —IZONWT, A XV NERae

[maximum num-events] [severity {catastrophic| | gz 1 %4,
minor | moder ate | severe}]

show event manager policy-state policy-name | L X\ a4, 4 U o — ORI T 51

WERTLET,

show event manager script system [policy-name | 2 7 J 7 ~ KU o — |4 2 EHRA2 £ L

|all] 7T

show event manager system-policy [all] ERHER VAT LR BT D EHEE
~LET,

show running-config eem EEMOEI T 7 4 Fal—ra T3
HRERILET,

show startup-config eem EEMOAX— T w7 ars7 4Fal—a

VBT AR ER T LET,

EEM 0% E

TV 2= 3OFEDRNT v T TV — R 27 =D LEWERLT 2LEETH 2 LI2& > T,
_lem_module_failure ¥ A7 A RY —% EEZFTLHEOHZRLES, ZOHITIL, syslog
A=V HEREENET, TOMOTRTOEE, VA7 L KU —  lem module_failure
DREMEH»EH SN ET,

event manager applet example2 override _ lcm module failure

event module-failure type hitless-upgrade-failure module 3 count 2

action 1 syslog priority errors msg module 3 “upgrade is not a hitless upgrade!”
action 2 policy-default

__ethpm_link flap > A7 LRI o—% EEZ L, A ¥ —T A R %y N U T HHE
DR R LET,

event manager applet ethport override _ ethpm link flap

event policy-default count 2 time 1000

action 1 cli conf t

action 2 cli int etl/1
action 3 cli no shut

CLIZ~ ROFETEHFAL, 2—PRTFRA A Tar7 Fal—arE— K&BhT 5
L SNMP @i % %25 EEM AR Y > —Z1El 3 202~ L E9,

event manager applet TEST
event cli match "conf t"
action 1.0 snmp-trap strdata "Configuration change"
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action 2.0 event-default

\)

GE) EEM ARV v —|Zevent-default 7 7 & 2 L E BT HHLERH D F9, 2O E . EEM
T CLI o~y REEITTEET A,

RIZ, EEM AR U & —OEEA X P& EETT, A X2 b BT —OAEDOEIZESNT
R =% FTT 502 RLET, ZOFITIE, EEM AU —iX, i S 47z syslog /3% —
YOWT DR 120 BLINICRAE LI I b T—EnE T,

event manager applet eem-correlate

event syslog tag one pattern "copy bootflash:.* running-config.*”

event syslog tag two pattern “copy run start”

event syslog tag three pattern “hello”

tag one or two or three happens 1 in 120
action 1.0 reload module 1

BREE L& VMHEIZET D &, AsicMemory, FpgaRegTest, 5 & U8 L2ACLRedirect > A7 A 7~
Jo—lZ&»TAAS v F DY n— FpR@flSnET, RIC, ZHHDORY =D FroT
THN T Iark EEEL, ROV ITssyslog #FATT o0 AR LET,

event manager applet gold override _ fpgareg
action 1 syslog priority emergencies msg FpgaRegTest override

WIZ, T74NV IRV —2 bEFEZL, 774NV T 723 r2FTT 00 %RLET,
event manager applet gold fpga ovrd override  fpgareg

action 1 policy-default
action 2 syslog priority emergencies msg FpgaRegTest override

\}

GE) 2ot ERIZOWVTIE, [Embedded EventManager v A7 A A X2 M X ORER] 2%
LTS 7ZENY,

AR FOTOEENEENYITYT

HBIICIEE S NIaA N b u 7 iE, A v FOAEVIZR— A URFSHET, A~ b
0y 7y AN ANL—UF, BT 7 ANERET D RNy 7 7 T, BRI RGET
B, Ny 770 — L F— N2 Lo TIKDT 7 ANDIZHD AL— AN S ET,

B—L A= —=T, AL LA ERN S E T,

CiscoNX-0S U UV —293(3) LAFE, EEMIZLL FONEER LN 7 7 v I HIEEHEH L £,
YRR T T 7 A IV DOREF
« NUH—R—=Z2DA X v7OHBIUE
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mwirns 771 Lo |

VRO T D74 IILDRE

CiscoNX-OS U U —2 9.3 (3) LAK&, 97_XT®D CiscoNexus 77 v h 7 4 —L5 AA v TFix, D
CLEBHLE8CGBDODUVATAAEY iz, AXVhuaXrr 77 A )VOYLERFFZ R — N LE
To BT 77 ANEAAL yFIZa—RAET D0, SN T F &2 LT U E— MIRAE
THE, B =Rk DA R N n S OBEEEHIETE £,

FTRTOY—ERDIERAYT 774 IIVREFDA +2—T )Lk

e 7 7 7 A VARFRT, AA v F TEITSNTWHEDTRTCOF—ERIIHLTT 74/ T
B/ TWET, AL v TFTal 77 A VRFHRENR A X—T V7> T 7eWngE (no
bloggerd log-dump 23iXE SN TV 5%E) « ROFIEZEH L T 2 —7 M LET,

FIEDHE
1. configureterminal
2. bloggerd log-dump all
FIEDEFHM
Fig
ARV FERET7IVa Y By
AT w 71 | configureterminal Ja—N)L ar7 4 Xal—ay T— REBLG
switch# configure terminal
switch (config) #
R T 72 |bloggerd log-dump all TRNTOY—E 201 S 7 7 A VRFHERE % A % —
15“ : 7\\/1/57_ L/i—a—o
switch (config)# bloggerd log-dump all
switch (config) #

1

switch# configure terminal

switch (config)# bloggerd log-dump all
Sending Enable Request to Bloggerd
Bloggerd Log Dump Successfully enabled
switch (config) #

TARTOY—ERDIERDY 771 ILIRFOENE

WIEn 7 7 7 A WARFHTZ, A4 v F TEITENTVETRTOY—ERIK L TF 74/ F T
Bz p > TWET,
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AL v FDOa T 77 A IMEEHEREN TR TOY—ERIZH L TENI > TWBEEIE. RO

FIEZFATLET,

FIEDHE
1. configureterminal
2. nobloggerd log-dump all
FIED %
FIE

ARV RFFEERTI VA Y

=)

AT w 71 | configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—) a7 4 Xal— gy E— ReBEls
LET

25+ =2 | nobloggerd log-dump all
1 -

switch (config)# no bloggerd log-dump all
switch (config) #

2L v F EOTRTOY =Y 2AD T T 7 7 A )ARFF
PRREA SN L E T,

1

switch# configure terminal

switch (config)# no bloggerd log-dump all

Sending Disable Request to Bloggerd

Bloggerd Log Dump Successfully disabled

switch (config) #

BE—H—EXDHIERYT 77 1 LIRFEDOHEIIL

COFEEFEH LT, B—Wh—vR200n s 77 A VORFEEENZLET,

FIEDHE

configure terminal

WD

. Embedded Event Manager D 5%
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s—y—tczomEns 774 LEzoant [

=3[k 2t
FIE
AU RFEREET7TIVa Y ]3]
AT 71 |show system internal sysmgr service name service-type| 4-— £ 2 SA P& 5 % & ¢ ACL Manager |ZB59 5 1%
Bl WERTLET,
switch# show system internal sysmgr service name
aclmgr
AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
15“ : L/i‘j‘o
switch# configure terminal
switch (config) #
A7 7 3 | bloggerd log-dump sap number ACLManager %t —E 201 7 7 7 A JARFHERE % A
Bl - F—=TMILET,
switch (config)# bloggerd log-dump sap 351
25w 7 4 | show system internal bloggerd infolog-dump-info | %1 v 5 Lo m 7/ 7 7 1 L RFRAEIZ BT 5 14 %
15“ : %i—“ sz—g«o
switch (config)# show system internal bloggerd info
log-dump-info

1

switch# show system internal sysmgr
service name aclmgr Service "aclmgr" (
UUID = 0x182, PID = 653, SAP = 351
State: SRV_STATE HANDSHAKED
Restart count: 1

Time of last restart: Mon Nov

"aclmgr",

(entered at time Mon Nov

80) :

4 11:10:41 2019).

4 11:10:39 2019.

The service never crashed since the last reboot.

Tag = N/A
Plugin ID: O
switch (config)# configure terminal

switch (config)# bloggerd log-dump sap 351

Sending Enable Request to Bloggerd

Bloggerd Log Dump Successfully enabled

switch (config)# show system internal bloggerd info log-dump-info

Log Dump config is READY

Log Dump is DISABLED for ALL application services in the switch

Exceptions to the above rule (if any) are as follows:
Module | vDC | SAP | Enabled?
1 | 1 | 351 (MTS_SAP_ACLMGR ) | Enabled

Log Dump Throttle Switch-Wide Config:
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Log Dump Throttle : ENABLED
Minimum buffer rollover count (before throttling) : 5
Maximum allowed rollover count per minute : 1

switch (config) #

HERO T 77 1 ILDRTE
ALy FIZBIERGFIN TN DA R b v Ty A VEFRT DL, ROFEEZFEITLE

R
FlIEDHE
1. dir debug:log-dump/
FED 4
g
AU REEETIV 3 Y B
R 7w 71 |dir debug:log-dump/ ALy FICBHERFEN TV DA R b s 77
%l - ANERRTLET,
switch# dir debug:log-dump/

il

switch# dir debug:log-dump/

3676160 Dec 05 02:43:01 2019 20191205023755 evtlog archive.tar
3553280 Dec 05 06:05:06 2019 20191205060005_evtlog archive.tar

Usage for debug://sup-local
913408 bytes used

4329472 bytes free
5242880 bytes total

OJ#esenya—nNIL T4 3F)DERT

ZOCLLE, KFarFR—3kr Mo CitkESniza s Ay —VORete o2ttt
WCER L, VAT AOBBRFE ISR SN S OB YR LESERELE T,

FIEDHE
1. show system internal sdwrap buffers sap <sap-num> dict-stats detailed
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F IR D

FIE

BRI BHED T 77 LEEoEnt ]

ARV RFERFTIaY

B8

ATy T

show system internal sdwrap buffers sap <sap-num>
dict-stats detailed

fi
switch# show system internal sdwrap

buffers sap <sap-num> dict-stats
detailed

BaVR—R ORI T OHEHEFTLUET,

il

switch# show system internal sdwrap buffers sap 221 dict-stats detailed

Sap received is: 221

SDWrap Format Strings Dictionary stats for sap MTS SAP L2FM (221)

UUID: SRVUUID LIBSDWRAP, Inst Type:

MsgId Frequency Message

4 1 System is not undergoing ISSU

78 1 Vlan %d is part of reserved vlan bmp from sdb 179 1 Vlan
%d is not found in L2FM database. Skipping the delete request 306 1 Vlian %d is removed

from L2FM database and MTM database

416 1 mts _drap get my local swid only msg failed with rc %#x
496 1 Lookup for backplane mac failed for vdc %d with st = %s
598 1 L2FM - Slot %d SwCardId %d Port %d - %d Fp %d Cli %d

B—Y—EXIHT HIEROT 77 1 ILREFOEML

FIRDEE

Waga 7 7 7 A REEIX. VU —293 (5) ODAA v F EOTRTOYF—ERIZKH LTT
T AV I THD o THET, AL v F TH—FHITTXRTOF—BRIIH LTS 77 A
NARFHEREN AN IR > TWBEEIT, FFEDY—E A Z TN T BI12iE, ROFIEEZFEITL
F9,

show system internal sysmgr service name service-type
configureterminal

no bloggerd log-dump sap number

show system internal bloggerd info log-dump-info

pPwN=
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=3[k 2t
FIE
AU RFEREET7TIVa Y ]3]
AT 71 |show system internal sysmgr service name service-type| 4-— &' 2 SA P& 5 % & ¢ ACL Manager |ZB59 5 1%
Bl WERTLET,
switch# show system internal sysmgr service name
aclmgr
R 5w 7 2| configure terminal Ja—s\ v ar7Z 4 Falb—ary®— REth
15“ : L/ij‘o
switch# configure terminal
switch (config) #
A7 7 3 |no bloggerd log-dump sap number ACLManager ¥ —E 2D 1 27 7 7 A /AR FhE %
ﬁ“: §%01[/:£7fo
switch (config)# no bloggerd log-dump sap 351
27 7 4 | show system internal bloggerd info log-dump-info |zt v F Lo r 7 7 7 A AREHEREIC BT 5 1 4
15“ : %i—“ sz—g«o
switch (config)# show system internal bloggerd info
log-dump-info

1

Y/ o
L/i‘g—o

laclmgr] & WO 4ROV —EADYERR 7 7 7 A MRFF & BN T 5 6% =

switch# show system internal sysmgr service name aclmgr

Service "aclmgr" ("aclmgr", 80):
UUID = 0x182, PID = 653,
State: SRV_STATE HANDSHAKED
Restart count: 1

Time of last restart: Mon Nov

SAP =
(entered at time Mon Nov

351
4 11:10:41 2019).

4 11:10:39 2019.

The service never crashed since the last reboot.

Tag = N/A
Plugin ID: O
switch (config)# configure terminal

switch (config)# no bloggerd log-dump sap 351

Sending Disable Request to Bloggerd

Bloggerd Log Dump Successfully disabled
switch (config)# show system internal bloggerd info log-dump-info

Log Dump config is READY

Log Dump is DISABLED for ALL application services in the switch

Exceptions to the above rule (if any) are as follows:
Module | vDC | SAP | Enabled?
1 | 1 | 351 (MTS_SAP ACLMGR ) | Disabled
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FyH—~—z20q <k osoamiE [

Log Dump Throttle : ENABLED
Minimum buffer rollover count (before throttling) : 5
Maximum allowed rollover count per minute : 1

switch (config) #

F)A—R—IDARY ~ AT DOEBIRE
N A —_—2Da ZIUEMKRE
o RERE AR RRIC BT — & & HEhAICIUE L9,
ey hr—)L L — DB L
« WAL~ A RAREIRFRE TTH
e VAABANTHT 7 Lk

VA RIT, Ry FU—VEHE F7213 Cisco TACIZ L » T, BIRAJIC EEXINFE
—a—c

A RA=TDT v T T L —REFIH LW N =2 HERICET L9,

c BT HAAL vy TR —NNVNRAFT D>, SN —IC ) E— M TRAELE T,
cEHKEO0, 1, BLU2 D syslog #VR—FLET,

« BGP, BFD, OSPF, ISIS 2D FHLienrm b= A Xy h&EHR—FLET,
« T Ry 7 A2 FDAAL L syslog (syslog & #fied 2 HBINE =~ > 1)

f)A—R—Z200OT 771 IILOEEBREDFEHIL

027 Z7ANDRNY T—_—=2DBEEREZ AT DHITIL, _ syslog_trigger_default > A7
LARY) =D —N—=F 4 RRY v —%HAHXLYAML 7 7 A VCHERL L, THHEIET D
FEDOR 7 HERTDLILENHY £7,

0z 7y ANOHBIEEHNIT B AKX A YAML 7 7 A VOEROZEMICOWNTIE, |
FINE YAML 7 7 A VORTE (39 —) ZBRLTLLEEN,

A5 7a2774J)LYAML 7 7 1)L

R—AN Ny T T AR—UE, SEIERAVE—R MOA XY NEREE N T
TTHEDIRESNTLFY Y —ATT, 1 50a L R—F bR A N —VREEEZTH
BTH0EE<TDIL, Tall—aZ 7a7 7 ANVNT2ODOFEERNT A -2 ERELE
9 : rollovers allowed & rotations allowed T3,
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log profile.yaml& V9 4RO Log-Profile YAML 7 7 A /WL, T b D7 v —LiEr ¥
VI RTGA=HERELET, ZhIE. AR bD 1 5HY O AKR— K

(rollovers_allowed) . 33XL R 7 7 A /L DOREF (rotations_allowed) Z il L E3, AN
Wy BV A= MR I T o7 A ML= AEYNTHATE 28 IEEZLELET,

WH, YAADYR— FN V=T NOERINTESGERE, T4 MEEZER LN
EERMELEL £,

Log-Profile YAML 7 7 A /L%, /bootflash/log profile.yamliZdH D £,

0777y AN T ANDEIR—FR MR LTI TE DRI A= [FRDOLEBY T
ﬁ—o

s rollovers allowed : Z D/ N7 XA —& (X, 1 BURNIZZ VR —R "Ry 77 v A |
L= AER VT —H &2 AR— N TELHRKREEERELET,

« rotations allowed : ZD/RXT A—H (X, VAT LN EEXTELHETIINY I T v FARL—
VIREEIN e s 7y A rou—T—vay (FREN—Vay) OFEHREL, £
VIR—R ORIl o THERSND Ny 7 7 AR— R E FZEICHIR L 7,

/bootflash/log profile.yaml 7 7 A /W x G- EE % K9 5121%, bloggerd D
{TRFIZIRD CLL Z#FEA T L E T,

* switch# bloggerd reparse log-profile

O 78 274J)LYAML 2 7 4 )LD

UTIE, A A=YDO—E LTy r—I{bEIN=T 74 /v hD log profile.yaml 7 7 A
NOBITYT, 77 A NVHADFXF—MEDERERORIITLET,

273:
entry 1:
srv_uuid: 273
instance: 0
rollovers_allowed: 250
rotations_allowed: 5
mod: sup

274
entry 1:
srv_uuid: 274
instance: 0
rollovers_allowed: 250
rotations_allowed: 5
mod: sup

*— & Bl

273 sdwrap N> 77— Ay N U T B A — =T 4 RTLHLMERH L
R—>> h® UUID,

entry 1 : AR N EIZYR— SN D= M UIT DT TT

AUR—F L N T EITHRR20D L M) BERRTE £, £ b UL,
entry 1 ~entry 20 & L Cafpl & Ed,
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meEvamL 77 4L ]

*— . {E % EA
srv_uuid : % sdwrap 2 7 /N 7 7 —[X, (uuid, instance ID) D % 7 )L TiBI S E 9,
instance: FFROD srv_uuid 7 4 —/L RIZBHES 5 sdwrap 2 7 Ny T 7 f L AH A

ID, (111X, ¥ _RTOA L AF U AEERLET,

rollovers allowed : |1 237V ICFFAl &N D 0 —/L A —_"—DH, FAMMIL 0~ 500 T,

[l DFFAT Ay bV T ENTHFE SN D RIEEHL
mod : syslog = > R—F > FNDOA4H] (platform T syslog D7 7 U T 1 4) |

BEIUNE YAML 7 7 1 )L

EEM FERED action =~ > FTHIE SN2 BB YAML 7 7 A ViE, SESERVATLE
TIIRE T AR — R b T Vv a v EERLET, ZOT7 7 ANME ALy TF T4 LT b
U : /bootflash/scripts |28 W £9°, T 74/ RO YAML 7 7 A VIZINZ T, 2 R—3 MEA
DYAML 7 7 A VZ2AER L, WIL7 4 L7 FVICERETE ¥, a2 R—x2 MEADOYAML
7 7 A D4 HRE component-nameyaml T, L AR—FR 2 FEAHD T 7 A VRFE LT 4
L7 MUICHET 25613, actiona~ > RTHRESNTL 7 7 A VI bBREESNET, 72k
ZIE, 727 a7 74 /Vbootflash/scripts/platform.yaml /3T 7 4/ kDT 7 7
> 7 74V /bootflash/scripts & & |2 bootflash/scripts/test.yaml7 4 L' 7 K
ViZh 54, platform.yaml 7 7 A L CERSINT-MBTNT 74/ FD test.yaml 7 7
ANHFIET DT Ty b7 4 —h AR —F 2 hOFIEL Y GELLET,

aUAR—% 2 FORIE LTIE, ARP, BGP, IS-ISHRERH Y 4, T XITHOarR R—rr M
KB L TWRWERIT, 23 B A~ — PR—MNIEK LT, aryR —xr NEFEDOT
Jvary (BXOT 740 oD testyaml 7 7 A /L) O YAML 7 7 A )V EEFL T TEE0,

1l

event manager applet test 1 override _ syslog trigger default
action 1.0 collect test.yaml $ syslog msg

AVR—2 Y FTEDBBNEDEREITHIBR

Cisco NX-OS U U — 2 102Q2)F LI, HENEOBHSGEKREICL Y . BRIV THE—F
Tld—Eoa v R—3y hOHEINEZHIETE 4, HENE YAML 7 7 A VOER £ 7-
IR, ko a~y REEHATxET,

N

G¥)

CiscoNX-OS U U —2A 103(1)F LI, DO a > R—3x "B T 74/ N TEMIZ/RD, a2~
K= FDODYAML 7 7 A VT 73/ hOBBIRE 7 AV FZab—3nEd, 72720,
Zoa<wy REMHEALT, e ld—0H8Ea L R—3x 2 MEESFEITAMCTEZ LT
TEFET,
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B - r—xo rcecoamngormEr-TaR

A\

GE)  YAML 7 7 A )VIIFREFRETH H 720, HEICUH L TLEEW, 77 A AL OREL D
7O L TWBHA., tar TR INETA,

switch# bloggerd auto-collect component <component name> {enable | disable}

CiscoNX-0S U U — 2 10.4(3)F LI TiL, ufdm, ipfib, mrib, pim. eltm, 3 X Wiftmec =2 > 7R—
Fv N THEWENT 7 4L THMIZ 2> TWE T, dir bootflash:scripts/default-autocol lect
avy REERT2E 774V P THENIR>THWHEBNE L R—F FOY X b &R
RTEET,

FFEDa v R—3 v N3 512iE, bloggerd auto-collect component <component_name>
{enable|disable} =~ REFEH L E T,

WA SN 721 VI bootflash:eem snapshots 7 4 /L4 'dir bootflash:eem snapshots'
WRFFENET,

enable 2~ REFEHTLHE, U KR—FR FOYAML 7 7 A VBN 7T 7 7 4 LA
T 74NV NOHBNE T AN FICat—SNET, Xy I T v S AT =07 T AFIX
FLBMOEH 7 3 VA THHI-H, a7 oy aEar—C& NI LIZEELTLE
SV, —H, BBEILUT, 774 FOBHBINET + V4 (bootflash:scripts 74 /V
) WZiZarr ok a—TxE1,

disable 2~ FZEHT 5L, 2R —F2 FD YAML 7 7 4 /L3, bootflash:scripts
THNEDFDT 7 4/ bOBBIET + L Z i GHIBRS L E T,

A

FE yamlIREFRETH D720, 2O 7 7 A VOEFITITEENLETT, 7 7 A LMl 50
SOOI OMHE L TV 554, tarball ITARK S VEH A,

yaml 7 7 A VIR DOIGHENZH Y £,

Spine_ 1# run bash sudo su
bash-4.4# 1ls /bootflash/scripts/default-autocollect/

yaml 7 7 A )L :

/bootflash/scripts/default-autocollect/mérib.yaml
/bootflash/scripts/default-autocollect/mrib.yaml
/bootflash/scripts/default-autocollect/pimé6.yaml
/bootflash/scripts/default-autocollect/pim.yaml

Y

GE) bootfalsh:eem snapshots 7%‘/1/&725[:@{7 U Tﬁ‘éﬂ‘gﬁ‘@ D i‘j‘o e 5 L/fcﬁl/\& . H 7
FINE SN EE A,

WDOX 72X 7 EHMNI LT, ROTF Y A THEWUED syslog & F£RT H121%, RO X
I LET,

1. HEMUEES R LI SHE
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avk—ny ke oasmgormEr-EEg |

2. tarball DIV

o X T OEIL

logging level user 6
logging logfile messages 6

HOBNEIRD & 512720 £97

switch# bloggerd auto-collect component arp enable
Component arp auto-collect successfully enabled.
arp.yaml file copied from /bootflash/scripts/backup-staging to
/bootflash/scripts/default-autocollect

switch# dir bootflash:scripts/default-autocollect
435 Nov 10 08:43:21 2021 arp.yaml

438 Oct 25 05:55:11 2021 fex.yaml

579 Oct 25 05:55:11 2021 kern.yaml

Usage for bootflash://sup-local

11078049792 bytes used

10653151232 bytes free

21731201024 bytes total

switch# dir bootflash:scripts/backup-staging/
switch# bloggerd auto-collect component ?

CrdCfg Auto-collect for CRDCFG

aclmgr Auto-collect for ACLMgr

aclqgos Auto-collect for ACLQOS

adjmgr Auto-collect for Adjacency Manager
arp Auto-collect for ARP

bcm usd Auto-collect for BCM USD

bgp Auto-collect for BGP
cardclient Auto-collect for CARD CLIENT
cdp Auto-collect for CPD

cfs Auto-collect for CFS

clis Auto-collect for CLIS

cts Auto-collect for CTS

dhcp snoop Auto-collect for DHCP Snoop
eigrp Auto-collect for EIGRP

eltm Auto-collect for ELTM

ethport Auto-collect for Eth Port Manager
feature-mgr Auto-collect for Feature Manager
fex Auto-collect for Fex (Satellite Manager)
hmm Auto-collect for HMM

hsrp engine Auto-collect for HSRP

icam Auto-collect for ICAM

icmpve Auto-collect for ICMPv6

iftmc Auto-collect for IFTMC

im Auto-collect for IM

ip Auto-collect for IP

ipfib Auto-collect for IPFIB Manager
ipgosmgr Auto-collect for QOS Manager
isis Auto-collect for ISIS

jer usd Auto-collect for JER USD

kafka Auto-collect for KAFKA Manager
kern Auto-collect for Kernel

12fm Auto-collect for L2FM

12rib Auto-collect for L2RIB

13vm Auto-collect for L3VM

lacp Auto-collect for LACP

11ldp Auto-collect for LLDP

m2rib Auto-collect for M2RIB

mfdm Auto-collect for MFDM

mrib Auto-collect for MRIB

nbm Auto-collect for NBM Daemon
netstack Auto-collect for Netstack
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Auto-collect

for

Embedded Event Manager 0%

ngoam Auto-collect for NGOAM

nve Auto-collect for NVE

ospf Auto-collect for Open Shortest Path First Unicast Routing Protocol
(OSPF)

ospfv3 Auto-collect for Open Shortest Path First Version 3 Unicast Routing
Protocol

pfma Auto-collect for PFM

pim Auto-collect for PIM

pktmgr Auto-collect for Packet Manager

PLTFM CONFIG

port-channel Auto-collect for Port Channel Manager
gos Auto-collect for QOS Manager

rip Auto-collect for RIP

sdaa Auto-collect for SDAA
sla_responder Auto-collect for SLA Responder
sla_sender Auto-collect for SLA Sender
sla_twamp Auto-collect for SLA Twamp

smm Auto-collect for SMM

snmpmib proc Auto-collect for Snmpmib_proc

spm Auto-collect for SPM

statsclient Auto-collect for Statistics Client
sysmgr Auto-collect for SYSMGR

tahusd Auto-collect for TAHUSD

tctrl _usd Auto-collect for TCTRL USD
tun_enc_mgr Auto-collect for TEM

udld Auto-collect for UDLD

ufdm Auto-collect for UFDM

vmtracker Auto-collect for VMTRACKER

vntag mgr Auto-collect for VNTAG Mgr

vpc Auto-collect for VPC

vrrp-cfg Auto-collect for VRRP Configuration
vrrp-eng Auto-collect for VRRP Engine
vrrpv3 Auto-collect for VRRPV3

Usage for bootflash://sup-local 11078049792 bytes used
10653151232 bytes free

21731201024 bytes total

switch# dir bootflash:scripts/default-autocollect”C n9k-A# dir
bootflash:scripts/default-autocollect

435 Nov 10 08:43:21 2021 arp.yaml

438 Oct 25 05:55:11 2021 fex.yaml

579 Oct 25 05:55:11 2021 kern.yaml Usage for bootflash://sup-local 11078049792 bytes
used

10653151232 bytes free

21731201024 bytes total

PUFiE, UDLD 2 R—x% > FHICHFRIATI ENTZ YAML 7 7 A NV EERT D61 T9,

n9k-A# bloggerd auto-collect component udld enable

Component udld auto-collect successfully enabled.

udld.yaml file copied from /bootflash/scripts/backup-staging to
/bootflash/scripts/default-autocollect

n9k-A# dir bootflash:scripts/default-autocollect

435 Nov 10 08:43:21 2021 arp.yaml

438 Oct 25 05:55:11 2021 fex.yaml

579 Oct 25 05:55:11 2021 kern.yaml

431 Nov 10 08:44:45 2021 udld.yaml

Usage for bootflash://sup-local
11078053888 bytes used
10653147136 bytes free
21731201024 bytes total

n9k-A# sh running-config all |
bloggerd log-dump all

bloggerd log-throttle

no bloggerd log-transfer

include bloggerd
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&
iy

Jorar 75y ToannEnts [

PIFiE, UDLD 2t v aR—x v M AICHFRIA E 72 YAML 7 7 A V& HIBRT 56T,

n9k-A# bloggerd auto-collect component udld disable
Component udld auto-collect successfully disabled.
udld.yaml file deleted from /bootflash/scripts/default-autocollect
n9k-A# dir bootflash:scripts/default-autocollect
435 Nov 10 08:43:21 2021 arp.yaml

438 Oct 25 05:55:11 2021 fex.yaml

579 Oct 25 05:55:11 2021 kern.yaml

Usage for bootflash://sup-local

11078049792 bytes used

10653151232 bytes free

21731201024 bytes total

n9k-A#

JOralL 725y TOBEUREDER

CiscoNX-0OS UV U —R 104()F LIETIZ, THILAWT m hal 77 7 A X2 FRFAEL
7-334. BGP, OSPF, ISIS. B8XW'BFD 7u ko /LD HE)T —ZINENT 7 /L h THIZ
AL/ = IS

BEfF O BENIAEIX, HAE O, 1, BI 2 D syslog A ve— Ik L THEREL 97, THIL
mnTa harry gy THEBIET, V—T 47 T a haroFHLROA R R BRRFED
Zu bhan raeR Lo TR ENSE N TInET, ZOABNEIR HIfEC 2T A
EEM 7R U ¥ — trigger generic_evt default T3,

KIZ, BGP 2 R—FR > FTT 7 4/ O HBINEEZ AT 202 R LET,

switch# configure terminal

switch(config)# bloggerd auto-collect component bgp enable
component bgp auto-collect successfully enabled

bgp.yaml file copied from /bootflash/scripts/backup-staging to
/bootflash/scripts/default-autocollect

switch (config)# run bash

bash-4.4$ cd /bootflash/scripts/default-autocollect/

bash-4.4$ 1ls bgp.yaml

WIZ, AA v TFTOEHENEREOH ZRLET,

switch (config) # show system internal event-logs auto-collect history
DateTime SnapshotID Syslog Status/Secs/Logsize (Bytes)
2023-Mar-21 11:04:03 1395380375 NVE-0- TEST SYSLOGPROCESSED:23:5756541

BHENUNEYAML 7 7 1 JLDEEE

YAML 7 7 A VORNFIZL > T, M) H—_R—2DOHINERHIZINESIND T —ZNRED F
To AA YFIEYAML 7 7 A VB 1 DFEFHFELETH, LEOHDAAL v F a R —x
VREAYE—VOBHBNEA ST —HEED L LN TEET,

AA v FORDT 4 L7 Y TYAML 7 7 A V& RO £,
/bootflash/scripts
ROBZER LT, FUH—_—RNEDOYAMLY 7 A L EZFFOH LET, Zoflik, =—WF

TEFED YAML 7 7 A VEMEH LT U T—_—RNEEFATT 5 - OITRARIRMG E A3 E &
RLTWET,
switch# show running-config eem

!Command: show running-config eem
'Running configuration last done at: Mon Sep 30 19:34:54 2019
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Embedded Event Manager M % |

!Time: Mon Sep 30 22:24:55 2019

version 9.3(3) Bios:version 07.59

event manager applet test 1 override _ syslog trigger default
action 1.0 collect test.yaml $ syslog msg

FREOBITIE, Trest 1] BT 7Ly FOARTT, [test.yam1] 23 /bootflash/scripts 7 1 L 7
RFUAZH B2 —PFEED YAML 7 7 A L OLAFTTT,

YAML 2 7 4 JL D4l

wIZ, P H—_R—=2ADA X+ v HBEUEREZ R — T 2R YAML 7 7 A /L
DOEZEZRLET, 77 ANVNOF—/MEDOEREZRDOFITTLET,

\)

GE)  YAML 7 7 A W EI A TV MRS AZ 2R LET, AN TTF77T 4 RAL LT,
A v FTHERTLENAERED (454 YAML Bk 23T L £,

bash-4.3$ cat /bootflash/scripts/test.yaml

version: 1

components:
securityd:
default:
tech-sup: port
commands: show module
platform:
default:
tech-sup: port
commands: show module
*— & &5 BA

N—T g1

LICRELET, MOBEEFEHATIE, BENERSZ Y 7 NMCAH
PERZ2 <720 £97,

aIR—R b

UTHAAL v F arvR— b THDLHILERETHF—U— K,

securityd : syslog 2 > IR—3 2 S DA4HT (securityd X syslog D7 7 U T ¢
Z]) o
TI7FNE AUHR—R Y MIBT T RTOA v E—V2HHILET,

tech-sup : port

securitydsyslog IR —FR>Y NDFR— K BV 2a— VDT 7 =7/ %
R—FERELET,

< K : show
module

securitydsyslog 2 > 7R—3 2 K ® showmodule =~ > R & INE L
S5

TTy N T —A

syslog = VR —F 2 FDOAHT (platformidsyslogD 7 7 2 U T 1 4)

tech-sup : port

platform syslog = VIR—FR L FDOR—F BT a—LDT T =h)L WY
e b EUE LE T,
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mamkvaML 7 7 1 Loz ]

*— & &5t EA
platform syslog = > 7R —% > k@ show module =~ > K& ULE L

a< 2 K : show
module F1,

FEDOR 7IZOHABEA X7 — 4 Z B D121, ROBIZMEHA LT, &2,
SECURITYD-2-FEATURE_ENABLE_DISABLE

securityd:
feature enable disable:
tech-sup: security
commands: show module
*—  fE 8
securityd : syslog 2 R—2R 2 FNDAHI (securityd [T syslog D7 7 U T ¢
) o

feature_enable disable : |syslog A vE&—T DA vE&— 1D,

securityd syslog = VR—=X L hOEBEFR VT A 2 —LDT I =
TNV YR — P ENELET,

tech-sup : security

<> K : show T2 VT o4 syslog 2 AR—F > k@ show module =~ > RH /)& I
module HE£1LET,

FFLD YAML = | U @ syslog Hi /1D f1
2019 Dec 4 12:41:01 n9k-c93108tc-£fx %SECURITYD—2—FEATURE‘LENABLE?DISABLE: User
has enabled the feature bash-shell

BROMEZRET 2121E, ROBIZEHRL £,

version: 1
components:
securityd:
default:
commands :
tech-sup: port;1lldp

show module;show version;show module

N

GE)

B Dshow a2~ RET V=N PR—FF—DEEZXEHIZE, EIzor2FEHLET
(RiDOB &= Z0R)

U U —210.1(1) AETIE, test.yaml 3D YAML 7 7 A VINFAET D 7 L FIZE & Hh
25HT Z)‘T% iﬁ—o 72‘/1/&?\7@'@‘“\/(@ YAML 7 7/1)1141‘ ComponentName . yaml /ﬂ%%/{:ﬁ

ANZHE S BERH Y £,
R OF T, test.yaml iR test_folder ICE Sz bvET,

test.yaml:
event manager applet logging2 override _ syslog trigger default

action 1.0 collect test.yaml rate-limt 30 $ syslog msg
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B - x> rarvoamrEnsonE

test folder:
event manager applet logging2 override _ syslog_trigger default
action 1.0 collect test folder rate-limt 30 $_syslog msg

WDBNL, test folder D/NA L 2 VIR—=R MERLTWET,

1s /bootflash/scripts/test folder
bgp.yaml ppm.yaml

aAVR—R2 cHT=Y DBEEUEDEDHIR

ABIED TS, a v R—3> A X2 bHIY Oy FAEDHIIRIL, CiscoNX-0S Y U —
Z102QF LIFETIX, T 74V FTLHCHRESNTHET, TNLVAETE. ZOHIBRIZT 7 %
VET3TY, 1203 K=K bTTT AN RED LSO X MBREETDHE A
YRMIRveyFERN, AT —H A A — EVENTLOGLIMITREACHED NF /RS NLE T, A X
FarBRun— A —n"—F5L ariR—x b A hOHBIERFHR SN ET,

Bl

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)
2020-Jun-27 07:20:03 1140276903 ACLMGR-0-TEST_ SYSLOG EVENTLOGLIMITREACHED
2020-Jun-27 07:15:14 1026359228 ACLMGR—O—TEST_SYSLOG RATELIMITED
2020-Jun-27 07:15:09 384952880 ACLMGR—O—TEST_SYSLOG RATELIMITED
2020-Jun-27 07:13:55 1679333688 ACLMGR—O—TEST_SYSLOG PROCESSED:2:9332278
2020-Jun-27 07:13:52 1679333688 ACLMGR—O—TEST_SYSLOG PROCESSING
2020-Jun-27 07:12:55 502545693 ACLMGR—O—TEST_SYSLOG RATELIMITED
2020-Jun-27 07:12:25 1718497217 ACLMGR—O—TEST_SYSLOG RATELIMITED
2020-Jun-27 07:08:25 1432687513 ACLMGR—O—TEST_SYSLOG PROCESSED:2:10453823
2020-Jun-27 07:08:22 1432687513 ACLMGR—O—TEST_SYSLOG PROCESSING
2020-Jun-27 07:06:16 90042807 ACLMGR—O—TEST_SYSLOG RATELIMITED
2020-Jun-27 07:03:26 1737578642 ACLMGR—O—TEST_SYSLOG RATELIMITED
2020-Jun-27 07:02:56 40101277 ACLMGR—O—TEST_SYSLOG PROCESSED:3:10542045
2020-Jun-27 07:02:52 40101277 ACLMGR—O—TEST_SYSLOG PROCESSING

BEREDT 774

BEREDY J7A4ILIZDNT

YAML 7 7 A VDORTIZE > T, HEER 7 77 A LVONEDNREY £, [MEn S 77
ANTHAIND AT OBIIHRETE A, REED T 7 A VN HEEINDIBHEEIIHRET
=F7,

HEINED Y 77 A%, ROT 4 L7 FVIRESNET,

switch# dir bootflash:eem snapshots
44205843 Sep 25 11:08:04 2019
1480625546 _SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz
Usage for bootflash://sup-local
6940545024 bytes used
44829761536 bytes free
51770306560 bytes total
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anigns 7710 ]

AT 274U ~NDT IR
a<vw R % —TU— K ldepug] ZHFEHL T E2HALET,

switch# dir debug:///

26 Oct 22 10:46:31 2019 log-dump
24 Oct 22 10:46:31 2019 log-snapshot-auto
26 Oct 22 10:46:31 2019 log-snapshot-user
WORIC, v 7O ERESNLI v 7 OfEEEZ R LET,
5T £ EA
log-dump D7 FNEITIE, v T a— VA —R—FHIA X b IR RIESIVET,

log-snapshot-auto | = 7 4 )L Z1Z 1%, syslog/f X2 k0, 1. 20 HENEr ZRNEEE T,

log-snapshot-user | = 7 4 /L Z'|Z1%, bloggerd log-snapshot D FITRFIZINE S iz v 7 M MELT
SNET,

0y m—F—N=TERINEn T T 7 AN EFRT DT, ROFIEZBEBIZL TS
Wy,

switch# dir debug:log-dump/

debug:log-dump/20191022104656 evtlog archive.tar
debug:log-dump/20191022111241 evtlog archive.tar
debug:log-dump/20191022111841 evtlog archive.tar
debug:log-dump/20191022112431 evtlog archive.tar
debug:log-dump/20191022113042 evtlog archive.tar
debug:log-dump/20191022113603 evtlog archive.tar

0% tar 7 7 1 ILDEEIT
tar 7 7 A VINO T J BT 5100, ROBIEZBEIZL TS ZEN,

switch# show system internal event-logs parse

debug:log-dump/20191022104656 evtlog archive.tar

————————L10GS: /tmp/BLOGGERDO . 991453012199/tmp/1-191022104658-191022110741-device test-M27-V1-I1:0-P884.gz———————-

2019 Oct 22 11:07:41.597864 E DEBUG Oct 22 11:07:41 2019(diag test start):Data Space

Limits (bytes): Soft: -1 Ha rd: -1

2019 Oct 22 11:07:41.597857 E DEBUG Oct 22 11:07:41 2019(diag test start):Stack Space

Limits (bytes): Soft: 500000 Hard: 500000

2019 Oct 22 11:07:41.597850 E_DEBUG Oct 22 11:07:41 2019 (diag_test_start):AS: 1005952076
-1

2019 Oct 22 11:07:41.597406 E_DEBUG Oct 22 11:07:41 2019 (device test process events) :Sdwrap
msg unknown

2019 Oct 22 11:07:41.597398 E DEBUG Oct 22 11:07:41 2019(diag test start):Going back to
select

2019 Oct 22 11:07:41.597395 E DEBUG Oct 22 11:07:41 2019 (nvram test) :TestNvram examine
27 blocks

2019 Oct 22 11:07:41.597371 E DEBUG Oct 22 11:07:41 2019(diag_test start) :Parent: Thread
created test index:4 thread id:-707265728

2019 Oct 22 11:07:41.597333 E DEBUG Oct 22 11:07:41 2019(diag test start):Node inserted
2019 Oct 22 11:07:41.597328 E_DEBUG Oct 22 11:07:41 2019 (diag_test_ start) :The test index
in diag is 4

2019 Oct 22 11:07:41.597322 E DEBUG Oct 22 11:07:41 2019 (diag test start) :result severity
level

2019 Oct 22 11:07:41.597316 E_DEBUG Oct 22 11:07:41 2019 (diag_test start) :callhome alert
level
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Embedded Event Manager M % |

WDFEIZ, FFED tar 7 7 A VDONTIAHEH T 2 BMOF—T— 2R LET,

e ET

component | 7ot 24 THBIS LD ALR—R MBS o727 a—RNLET,

from-datetime| yy [mm [dd [HH [MM [SS]]]]] JEATHEE L7z, FED ABO R 7 %27 a— L
iTo

instance Fa— K325 SDWRAP Ny 77 f LV AXLVADY A (Br~Xg)n) |

module SUPRLCAREDEY a—Anbon /27T a—RKLET (FY2—/VID %fE
A .

to-datetime | yy [mm [dd [HH [MM [SS]]I FEXCHRE L7z, HEDOHRKETOR I % T 2—
F‘ L/iﬁ‘o

AMDIGHR~AQTEZaE—T 3
VE—h =R EDOROBATICR 72 at—3 5120, ROFIESEIZLTLIIEEN,

switch# copy debug:log-dump/20191022104656 evtlog archive.tar

scp://<ip-adress>/nobackup/<user> vrf management use-kstack

Enter username: user@<ip-address>'s password:

20191022104656 evtlog archive.tar 100% 130KB
130.0KB/s 00:00

Copy complete, now saving to disk (please wait)...

Copy complete.

BEIURED T I 7 M IILDEE

EREND B U H— X—2DHENEE R 7121E, EventHistory & EventBundle O 2 fi¥E23 % ¥
£7,

EventHistory B4 DEERQ D v Y
A X2 NEREOEAIE, /var/sysmgr/stv_logs/xport 7 4 /L2 THENTTHILE T, 250 MB D /3—
7 4 a3 > RAM 23, /var/sysmgr/stv logs 7 4 L7 R UWZ~D 2 FENET,

/var/sysmgr/srv_logs O A€ U HEHFEN | FD Y THI 250 MB D 65% KOG, 7 7 AV
FHEESNET A, AEVEHER65% OFIRL~VITET D &, HrLuve 7 ORFEL KT
TLHDIAR AT Y PMEMFRICRDET, b ETWT 7 A ANBIHEINET,
EventBundle A7 DEER D v Y

AR R R RVOEE, JHEr Y 71 bootflash/eem snapshots 7 4 /L & TOIREIZFE S
TETENET, BEESNTZA Ty T v ay NERIFET 5729, EEM BEIERZ Y
THMEIL T 7Ty a AL =YD 5% ZEIVETET, T—h T Ty TaFRD 5%
MMERHEND &, v ZI3HEIRET,

FHLWHENNE 2 72 FHAFRRIZZR > TWAED0D, 7T — K 7T v ¥ 2 | EFETHAL—2Z MR
RS (TTICS% OBFRBISGELTWVWE) . VAT AIROZ L 2R LET,
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aamEns 7710 [

1L R2EFMLLERE LB RO BBINE Y 7 A AR HDGE. VAT AT 7 A VEHIBRL.
FLvwae Zrar—_LE 1,

2. BEFOBBIEEY 7 A VD 12 BRI O %6, B LR Sz e 73R F ST B
FIhET,

T A M=K TTH D 12 I, koa~vr REFHLTCEECTEEY, av 2 KT
FEET D REIZ 7 BN T,

switch (config) # event manager applet test override  syslog trigger default

switch (config-applet)# action 1.0 collect test.yaml purge-time 300 $ syslog msg

event manager command: test (%, KU > —HFlOLFITT, _ sydog_trigger_default i%, A —/3—
TARTDHDUEOHDLVAT LR —OARITTYT, ZO4HNT, B X —2a7 ()
TIHEDLLENH Y 7,

action command: 1.0 (%, 77 ¥ a3 Y OFETIAFEEZ R L TWHH] L 72> TWET, collect 1,

T—HMWYAMU 7 7 A VEER L TIES NS Z 2R L TWET, testyam (X, YAML 7 7
ANDARTOFITT, $ sydog_ msgix, T R—F%> hDOARTTT,

N

GE)

EOWETYH, #ITHD F ) H—_R—=2OHBIUEA X NI 1T T, HEIRERTT
WCRAEL TS EXIIHOH LV a S A XU MERRIFELEI ETEE, LWL S 40 b

IEES N ET,

T 74N RTIE, I T —_N—=Z2DN RE 557 300F) ZLiZ 1 SEFIEShET,
ZOV—MilRIZ, RO~ FTHURETEET, A~ FTHRET DRI EAL T,
switch (config) # event manager applet test override _ syslog trigger default

switch (config-applet)# action 1.0 collect test.yaml rate-limit 600 $_syslog msg

event manager command: test (X738 U & — DL ETOHFITT, _ syslog_trigger_default i%, A —/3—
FA RTHLRATLRY —OLRIOFTY, ZOARNL, “E 74 —2a7 () ThE
LR H Y ET,

action command: 1.01X, 77 ¥ a Y OFETIEEERL TWAHHlE 2> TWET, collect 13,
T—=HNYAMU 7 7 A VEFHLCIESND Z 2R LTHWET, testyam iX, YAML 7 7
ANVDLRTOFITT, $ sydog_msy X, T R—F> FDOARITTT,

UU—2101(1) BIETIE, M T—ORREAT > a y 2L TUNEL— F2dlE+5 2

EHLTEET, ZHUEL. 20D N T EESLOTYT, max-triggers DEICET D
&L osyslog MEALTH, ZHLLEARY FVTIRESZRL 2 ) £,

event manager applet test 1 override  syslog trigger default
action 1.0 collect test.yaml rate-limt 30 max-triggers 5 $ syslog msg
Q‘

GE)

FAE LT L &, max-triggers O EFUTIE SO TYEN B S E T,

Eéﬁﬂ%éhk/\‘/ % debug:log-snapshot-auto/ zEn %%ﬁ(ﬁ”@ﬁaﬂbi\ 0/(0)/(“\:/ b
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B s+ rshcunzosmeos

BEIINEDHEHER S ERE
hU B —_— X OUIEHFHEHROF 2RI L ET,

switch# show system internal event-logs auto-collect statistics

Syslog Parse Successful :88 Syslog Parse Failure :0

Syslog Ratelimited :0 Rate Limit Check Failed :0

Syslog Dropped(Last Action In Prog) :53 Storage Limit Reached :0
User Yaml Action File Unavailable :0 User Yaml Parse Successful :35
User Yaml Parse Error :0 Sys Yaml Action File Unavailable :11

Sys Yaml Parse Successful :3 Sys Yaml Parse Error :0

Yaml Action Not Defined :0 Syslog Processing Initiated :24

Log Collection Failed :0 Tar Creation Error :0

Signal Interrupt :0 Script Exception :0

Syslog Processed Successfully :24 Logfiles Purged :0

ROFNE, CLI 2~y REMH L THRSEINE B T—_"—2XDIEIERE (WL Z 7z syslog
B, PR, IESNTET =2 OV A X) R LTWET,

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog Status/Secs/Logsize (Bytes)

2019-Dec-04 05:30:32 1310232084 VPC-0-TEST SYSLOG PROCESSED:9:22312929
2019-Dec-04 05:30:22 1310232084 VPC-0-TEST SYSLOG PROCESSING

2019-Dec-04 04:30:13 1618762270 ACLMGR-0-TEST SYSLOG PROCESSED:173:33194665
2019-Dec-04 04:28:47 897805674 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:28:47 947981421 SYSLOG-1-SYSTEM MSG DROPPED-LASTACTIONINPROG
2019-Dec-04 04:27:19 1618762270 ACLMGR-0-TEST SYSLOG PROCESSING

2019-Dec-04 02:17:16 1957148102 CARDCLIENT-2-FPGA BOOT GOLDEN NOYAMLEFILEFOUND

HR—kShTWba5IEDH
WS OPDAVR—=FR N THR— SN0 7OV TN a7 va  ZRIRLET,
aAR—32 b IPQoSMgr
YR—bEhd07

QOSMGR MTS_ FAILURE
QOSMGR NETWORK_QOS POLICY CHANGE
QOSMGR _LLFC APPLY FAILURE
QOSMGR_FCOE_POLICY NOT REMOVED

avR—%r k : ACLQOS
HiR—bkchsd05

ACLQOS_UNEXPECTED MCAST FRAMES

ACLQOS UNEXPECTED PFC_FRAMES

PPF_SUBSCRIPTION FAILED

ACLQOS_QOS NO DROP CLASSIFICATION UNSUPPORTED
ACLQOS QUEUE LIMIT IGNORED ON FEX

ACLQOS BUFFER DRAIN FAILURE

ACLQOS BURST DETECT FPGA INCOMPATIBLE

ACLQOS BURST DETECT OVER THRESHOLD

ACLQOS FAILED

PPF FAILED

fUA—R—DOBOTIREDTER

WO D L 5 12 show event manager system-policy |itrigger =2~ KZ A LT, FU H—~—
ADv TWEBEDN AN >TNDHZ L 2B LET,
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FyHi—~—z20ny 774 LEaRoER |

switch# show event manager system-policy | i trigger n 2

Name : _ syslog trigger default
Description : Default policy for trigger based logging
Overridable : Yes

Event type : 0x2101

) H—R—=2DAYT 774 IVERBDHER

FUH—=_N—Z2DOBHBNERREIC L > TA N b By 77 A VBERISIVIZNE D DA HERE
TEET, ROfIOWTNIrDa~vr Re AN LET,

switch# dir bootflash:eem snapshots
9162547 Nov 12 22:33:15 2019
1006309316 SECURITYD 2 FEATURE ENABLE DISABLE eem snapshot.tar.gz

Usage for bootflash://sup-local
8911929344 bytes used
3555950592 bytes free
12467879936 bytes total

switch# dir debug:log-snapshot-auto/

63435992 Dec 03 06:28:52 2019

20191203062841 1394408030 PLATFORM 2 MOD PWRDN eem snapshot.tar.gz
Usage for debug://sup-local

544768 bytes used

4698112 bytes free
5242880 bytes total

O—A)LO 274ILOXL—

a—hnur 7rANLDR R L— Uk

s H—NT—F A ML= VRROEIT, BAOHBE XA AL o TRRVES, £V
T AL F LT 2T AL vF O T, AN L—UHRIL 1S 00 BEFBOT —#
T, REMICHIEMER 72 NET L1213, ROFIEZETLET,

« MERFFEDOY —EZMERITH L TORA R b n 7O LM LET, [H
—Y—ERDILER 7T 7 A NVREFOAME 28 =) | ZBRL TS,

AL TFMNENEPAR b ul bz AR— LET, Mol 774 LDR K
L—y (50 —) | ZBBRLTIEIN,
JEfE S e ZIE RAM ICIRESNE T,
f2SOMBDAEVY L, v/ 7744V A ML —VHICTFRHINTWET,

el TryA T tar B TREILINET 0T &I21 77 A4 0FERIF 10 MB OWF 7L
MEREWE)

c At vay NUEEFATLET,

Embedded Event Manager D% .



Embedded Event Manager D&% |
. REOOY J740L0OO—H)L I E—DER

BEOOY J7A4)LOO—A)L AE—DER

Yeggw 77 7 7 A WARFRT, AL v F TEITEINTWVE TR TOY—ERZH LTT 74/ T
Ao TCHNET, B TrA ML, 7Ty va AEVICe—RMIRGFEINET, RO
FEZFEA LT, &FOAX bl 77 A NVERKI0EEKRLET,

FleD#HE
1. bloggerd log-snapshot [ file-name ] [ bootflash: file-path | logflash: file-path | usbl: ][ sizefile-size
] [ time minutes ]
F gD F+H
FlE
AU RFERETIVa Y B

R 5w 71 | bloggerd log-snapshot [ file-name] [ bootflash: file-path | = 1 < FITARFEZ LTV B EHTD 10 DA X2 |k
|logflash: file-path | usbl: ] [ sizefilesize] [timeminutes| o oy 2 F 7> 5w F No RV 7 7 A L5 AERK

] LEd, ZOBEDT T4 hDA M L—
fi logflash ¢,
switch# bloggerd log-snapshot snapshotl filename : ARk ST AF v T ay ks T A
VIRV RNADT 7 A N4, filename (ZIZH K 64 X
FERMEHLET,
G¥)

ZOEEIAT v a v TT, RESHL TRV
B VAT AFEA LR T

[ snapshot bundle.tar] 27 7 A V4 & LCHAL
E9, #i:

20200605161704_snapshot bundle.tar

bootflash: filepath : XA F v avy has 77 A
NURABRT =R 7Ty allfffE&NnTnbsb 7y
ANV ISR, ROFIEA S ZDNT A RIR L E T,

* bootflash:///
* bootflash://module-1/
* bootflash://sup-1/
* bootflash://sup-active/
* bootflash://sup-local/
logflash: file-path : 2 F v 7> ay b/ 7741

N RS 77 v a|llRF7ESND 7740
IR ROFTHA R Z DN E IR U F T,
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el
R

REDAT I74)LOA—HIL AE—DER .

ARV RFERFTIVaY =)

* logflash:///

* logflash://module-1/

* logflash://sup-1/

* logflash://sup-active/

* logflash://sup-local/
usbl: : USB 7 /3A A LD A F T vay has
TFANNY FUPRIESHTND 7 7 A LR A,

sizefilesize: A 314 b (MB) HALOY A RITH
S AFyFavhal TrA)V N2 R, #
JHIZ SMB—250MB T,

timeminutes : %D x I (4y) ITESL A F o7
avbhual Ty AR Kb, FHIZ L~ 3045
-(“—éqo

1

switch# bloggerd log-snapshot snapshotl

Snapshot generated at logflash:evt log snapshot/snapshotl snapshot bundle.tar Please
cleanup once done.

switch#

switch# dir logflash:evt log snapshot

159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar

159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for logflash://sup-local
759865344 bytes used
5697142784 bytes free
6457008128 bytes total

WoBElOa<wy REFALT, AIU77A4 V2R LET,

switch# dir debug:log-snapshot-user/
159098880 Dec 05 06:40:24 2019 snapshotl snapshot bundle.tar
159354880 Dec 05 06:40:40 2019 snapshot2 snapshot bundle.tar

Usage for debug://sup-local
929792 bytes used

4313088 bytes free

5242880 bytes total
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bash-4.2$ tar -tvf 1610003655 0x102 aclgos log.17194.tar.gz

drwxrwxrwx root/root 0 2021-01-07 12:44 pss/

-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime info lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos runtime cfg lc.gz
-rw-rw-rw- root/root 107 2021-01-07 12:44 pss/dev_shm aclgos debug.gz
-rw-rw-rw- root/root 129583 2021-01-07 12:44 pss/clgosdb verl 0 user.gz
-rw-rw-rw- root/root 20291 2021-01-07 12:44 pss/clgosdb verl 0 node.gz
-rw-rw-rw- root/root 444 2021-01-07 12:44 pss/clgosdb verl 0 ctrl.gz

drwxrwxrwx root/root 0 2021-01-07 12:44 proc/

-rw-rw-rw- root/root 15159 2021-01-07 12:44 0x102 aclgos compress.17194.10g.25162
-rw-rw-rw- root/root 9172392 2021-01-07 12:43 0x102 aclgos core.17194.gz
-rw-rw-rw- root/root 43878 2021-01-07 12:44 0x102 aclgos_df dmesg.17194.log.gz
-rw-rw-rw- root/root 93 2021-01-07 12:44 0x102 aclgos log.17194

-rw-rw-rw- root/root 158 2021-01-07 12:44 0x102 aclgos mcore.l17194.log.gz
drwxrwxrwx root/root 0 2021-01-07 12:44 usdl7194/

-rw-rw-rw- root/root 11374171 2021-01-07 12:44 tac_snapshot bundle.tar.gz
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