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configureterminal
feature audit

audit monitor all

audit monitor guest-shell
logging level audit 6
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logging logfile messages 6 size 4194304 persistent threshold O
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feature audit
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audit monitor all
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-a always,exit -F arch=b64 -3 execve -F

dir=/isan/vdc 1/virtual-instance/guestshell+/rootfs -F key=gShell Cmds

-a always,exit -F arch=b32 -3 execve -F

dir=/isan/vdc 1/virtual-instance/guestshell+/rootfs -F key=gShell Cmds

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/crontab -p wa -k
gShell cron changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/cron.d -p wa -k
gShell cron changes

-w /isan/vdc_1l/virtual-instance/guestshell+/rootfs/etc/cron.daily -p wa -k
gShell cron changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/cron.hourly -p wa -k
gShell cron changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/cron.weekly -p wa -k
gShell cron changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/cron.monthly -p wa -k
gShell cron changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/bin/kmod -p wa -k

gShell modules_changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/passwd -p wa -k
gShell passwd changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/shadow -p wa -k
gShell shadow_changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/group -p wa -k
gShell group changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/sudoers -p wa -k
gShell sudoers_changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/hosts -p wa -k
gShell hosts changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/etc/resolv.conf -p wa -k
gShell dns changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/var/volatile/log -p wa -k
gShell log changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/usr/bin -p wa -k
gShell usr bin changes

-w /isan/vdc_1/virtual-instance/guestshell+/rootfs/usr/sbin -p wa -k
gShell usr sbin changes
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w /etc/crontab -p wa -k cron_changes

/etc/cron.d -p wa -k cron_changes
/etc/cron.daily -p wa -k cron_changes
/etc/cron.hourly -p wa -k cron_changes
/etc/cron.weekly -p wa -k cron_changes
/etc/cron.monthly -p wa -k cron_changes

/bin -p wa -k bin_changes

/sbin -p wa -k sbin changes

/usr/bin -p wa -k usr _bin changes

/usr/sbin -p wa -k usr sbin changes
/usr/bin/dockerd -p wa -k docker daemon
/bin/kmod -p x -k modules changes

/etc/passwd -p wa -k passwd changes
/etc/shadow -p wa -k shadow changes
/etc/group -p wa -k group_ changes
/etc/sudoers -p wa -k sudoers changes
/etc/hosts -p wa -k hosts_ changes
/etc/resolv.conf -p wa -k dns_changes
/etc/localtime -p wa -k time changes
/var/volatile/log/auth.log -p wa -k auth logs
/var/volatile/log/sudo.log -p wa -k sudo_usage
/var/volatile/log/wtmp -p wa -k shutdown reboot
/var/volatile/log -p wa -k log changes
/logflash/log -p wa -k log changes
/var/lib/docker -p wa -k docker storage

always,exit -F arch=b64 -S execve -F path=/usr/bin/docker -F key=docker commands
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show audit status MR RT—H AT R LET,

61

switch(config)# show audit status

Backlog: 0

Backlog Limit: 64

Backlog Wait Time: 18000
Enabled: 1

Enabled Timestamp: 2025-Aug-08
21:44:35.278358

Failure: 0

Login UID Immutable: 0 unlocked
Lost: 0

PID: 25426

Rate Limit: 1000
Restart Counts: 0

Restart Timestamp:
switch (config) #

show running-config audit [all]

YEFRLET,

show logging level audit

TV DAT —H A TR LET,
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show tech-support auditd
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