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AyE—VERELFRUN, 2R ETHLGEDH, T 734 A% Smart Call Home 7 7 — b

EHSET 0T 7 A NVDEF AV DSEITEF LET,

WDOFEIZ, Y R—FEINDTT—h T N—7L, TF7— ks ZN—7HIZARK S 172 Smart Call
Home A vE—JICEFENDTF 74V MO CLI 2~y REAWERLET,

Table1: 75—k JIL—TELUEITSNBa7T UK

75—+ 45 |iH EfTEndavrr
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Cisco-TAC Smart CallHome 56 C |77 — b2 RIETHT
O, o7 I7—8 7 | T— K T A—TITHDIN
N—=TNEDTRTH | Tavyr REEfTLE
TIVT 4 AN TT— |7,
ko

B FE (B U 72 e iRy | show module
A BN show version

2k ZWriz & - T4k X 1 | show diagnostic result

7-A X b,

module all detail

show diagnostic result
module number detail

show hardware

show logging last 200
show module

show sprom all

show tech-support gold
show tech-support ha

show tech-support
platform

show version
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show diagnostic result
module all detail

show diagnostic result
module number detail

show module
show tech-support gold
show tech-support ha

show tech-support
platform

P
i

EBR, 772, BEO
BET 5 — N EDR
BE B R BT 5
PRV

show environment
show logging last 200
show module

show version

A RN

EENT—/L K7 — |
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O 1T FE 7213 HY
L BT TBA IR
EnbaryiR—xr b
AT —F R, ZDOT

77— MIEETRW\A
RN THY, FHRIT
AT —H AE L OME
MEICEH S LET,

show inventory
show license usage
show module

show sprom all
show system uptime

show version
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show logging last 200

[l Smart Call Home D&%

Smart Call Home D& E |




| Smart Call Home D%
Smart Call Home 7 5— 71— [

75— 4Y | EFEhdavU R
—77

SA L h— R|EREE= 1TV |show diagnostic result
N— R =7 |V h 2A v F | Mmodule all detail

E Y 2 —/WZBEET S | show diagnostic result
ARk, module number detail

show hardware

show logging last 200
show module

show sprom all

show tech-support ethpm
show tech-support gold
show tech-support ha

show tech-support
platform

show version

A== X | ZA—R— A P show diagnostic result
H e R U a— VBT S A module all detail
=T Nk, show hardware

show logging last 200
show module

show sprom all

show tech-support ethpm
show tech-support gold
show tech-support ha

show tech-support
platform

show version

Syslog port syslog PORT 7 7 31 | show license usage
group T AN &R TER S I | show logging last 200
BA~u b
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77—k T | EiTEhdavo bk
=7
AT A B OBEIZ ME 7 | show diagnostic result
7 =7 225 Ao |Module all detail
P L o> THER S 41 | show hardware
oAb show logging last 200
show module
show sprom all
show tech-support ethpm
show tech-support gold
show tech-support ha
show tech-support
platform
F Ak 2 —PF2RERR L 7= & | show module
M AyE—Y show version
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ﬁ‘o

show 2= FiZ, 7V 7FFAMBEIOXML G707 7 A MIZOHBMTEET, v a—

M 7R BT T 7 AT, 12834 FOTFHF R MIFIEBENTWAS72D, 1B show
a<wy REYR—KFLTWEEA,

Smart Call Home O A vt — LRX)L
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FBHEHELIT—PESSLE T 7 7 A V%, 0 (R/INBAE) ~9 (RKBELE) £ TO Smart
CallHome L EVMEEBEHEMITFT A ZEMTEET, T 74/ MI0 (BAvE—T%REE) T
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syslog EE K& %, Smart Call Home X vt — LU~ v BV 7 &R T0ET,
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Table 2: EKFE & syslog LNILDT v ELY
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Smart Call Home | +—7— |Syslog L \JL |EtAR
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9 Catastrophic | 5% X472 L X MU — 7 BRIZERI 7R EE A LT
iﬂ_o
8 Disaster | 3%X472 L Xy T —ZIZERKBREENRLEOET,
7 Fatal L= W(1)) VAT NHME A FTRE 7R EE,
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BHRH, EX¥ 207 8%, BLUOBELERICT 7 ERATEET,

BERIZITIROE RPN LEETT,
o 734 A @ SMARTnet )% =
BT A—NT FL A

« B{#H\ D Cisco.com ID

TN —UNDIERIER

2 @ Smart Call Home 5 — % X— R 2~ —UF 5551F, WOEEFHEIZHE-> TLEE0,
vV ENDHT—HR—=RTE, ROBRIEENE T,

o v —VMTNA ADE DA %%7m774w®x—ﬂ~t/b

ST T T FANNDE A=)V T RLALET FT—h J)—7F

v —VITNAA R HEDOMOBEER (XA vE—Y Amy N T EMRA

VR NURE)
ST R T FANAIT, VT DET AL ARNTERELRNE I ICL TS, a2
TA4Xalb—ra Nl iroTh, WUARNIMERTEEYA, 707 7 A NVANERL
TWAA, BEETL270 77400 1 DEHIBRTL2HERHY £, =95 LAaTHE
~— VALEB I L E 9,

= Al AT
2T —hFI7VBLRAT— ML ZADOWHFDY AHZ— A, Smart Call Home TH AR — N F
ﬁ—o

REIEDHHR—

Smart Call Home DA > A X AN 1 DY HR— b INFET, KO URL » 5, Smart Call Home D

Web # 4 N CREROHEIK 2B TZ £7, https://supportforums.cisco.com/community/netpro/
solutions/smart_services/smartcallhome

callhome send 3 & OF callhome test =< > K% {# ] L C Smart Call Home %7 A F TX £,
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Smart Call Home (213, ROBHESMRH Y £,

cET AT RLAIZA v —URRETHIZE, FTEF AN P —NERET DN
ERHY ET, HITPEZHHA L CTA v 2=V &R ET HIC1E, HTTPSH— N2 T 7 B AT
% . Cisco Nexus 7 /31 ARIZAZNZRFEAENA VA M= LI TWDAXERH Y F7,

e FNNA ANTBF A=V — "FEFITHTTPS — L IPEG L TWAMERSH Y £9°,

cEF, a7 L (SNMPY— D& 7 K | EBEEE. BIOFEFEREZHET
HVERHY T, ZOFIEIL., ZEA Y E—ORETEHRT DO LB T,

+ Smart CallHome ¥ — A 2T 2546, KEFOT A ZZHIG L TWHBEDO —E
AERI DL T,

Smart Call Home DT EFIE L L UFHIFNEIE

Smart Call Home (21, ROEEFHEB L OHIREERH Y £9°,

cIPERN WS, FRE T e 7 s A NEE~OEENV—T 4 TR ORT T —T 1
7 (VRE) A VAZ L ANDA B —T 2 A ANZ T LTWELEE, T34 AL Smart
CallHome X v —YZ#EETxEH A,

« Smart Call Home 133 H W25 SMTP — X CEMEL £9°,
« Smart Call Home 12135 K 5 {8 E TO SMTP —"Z R ETXET,

* Link up/down syslog A & —X, Smart Call Home A v&— U F 7137 7 — ~M@sa b U
=L EH A,

o (EFT. BE ID., A M ID 72 ¥ ® Smart Call Home 2~ REZRETHEHEEIL. ZNbHD
avr REEIaa R TIA—ATH5D0TIERL, lloavr RE L TRET
BYERHY F9,

* Cisco NX-OS U U — A 10.2(3)F LAKE, SMTP-AUTH (%, Cisco Nexus 9000 > U —X 77 v
K74 =2 AL v FTOEF 27T 7 Call Home A —/VERETH A — F S THET,

« Callhome IZ. ip http source-interface =~ > K& L7=(E0A > ¥ —7 =4 ADIRE
ZHR—F L TWEH A, callhome T source-interface =2~ > KZ&2#§k LT, %&IE0A
B =T A RAE{ETHIENTEET,

* Cisco NX-OS U U — % 10.4(3)F LA, Smart Call Home i, Cisco Nexus 9000 3/ U —X &
A FTOEF 2T IRBF A —/LEEEXE HTTP #5352 TLSv1.2 & TLSv13 OA%{HH L £
4, Smart Call Home ® TLSvl.1 ¥"7"— MIFEIL SN E L=,
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—

Smart Call Home O T 7+ JL FE%FE

ZOT—7 L, Smart Call Home /X7 XA —X DT 7 4 )V "X EZ R LET,

Table 3: 7 7 # )L k@ Smart Call Home /185 * — 4

INT A—45 T4k

TNVTHFARN T r—~<vy NTEEFTH A vE—0 2,500,000
SR v = g X

XML 7 #+—~ > F TEET D A vE—T 0585 4~ |2,500,000
T A R

va—bTFXANTr—vy FTEET DA v E—|4000
POFEA =Y A R

R—FE2RE Lo 728580 SMTP H— N iR— K |25

FIAFVT 4 B E LR T-8E5 0 SMTP H— |50
RNDOTFAAFVT 4

T T rANETT— K IN—TDOT Y —F | TATHRRARNETe T A ABIO
Ya—hMTXANEETBT 7 ALD
BB 134T, CiscoTAC-1 4857 1

77 A VDAL cisco-tac T T — k7

="

TA—=vy b AAT XML

Smart Call Home ® * v t&— L~L 0 (Ew)

HTTP 7’1 &% ¥ $— D M ThHy, ey P— NLRE S
NTWERA,

Smart Call Home D& E
A\

(GE)  CiscoNX-0S =~ KL CiscoI0S 2~ RERRLIGENH LD THEE LTI EINY,

R DONEFFC Smart Call Home 32 E 21T 9 Z & 2L £9,
1. EEEEROBRTE (11 =)

2. BT T 7 ANDER (13 2—)
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3. T7I9—hITN—Ttwme7uar7rA DT Vo —k (173—)
4, Sy a V)

7T — bk ZN—TF~D show a2~ ROEN (18 ~<—)
5. Smart Call Home O A 3 —7 /b E721ET + B—7 b (26 <—7)
6. (EE)

HEETLA V2 —T = A ADHEK (30 <—2)
7. (FFTav)

Smart Call Home R EDT A k(31 ~X—)

. == =N e
EARSTIEERDERTE
Smart CallHome (21X, TEF A —/V, BiEEK S, FAIOKEREBEET HIHLEND Y T, 2K
ID, 7 AX~—1ID, A FID, BXOAAS v F TI7A4 4V T A ERETEE THETETET,

ZH 5O Smart Call Home 2 <> R, EI 2w XYY TO/AL—b+ 50 Tix7eL ., @R
Da<w s RELTRETOILENDH Y F7,

SUMMARY STEPS
1. configure terminal
2. snmp-server contact sys-contact
3. callhome
4. email-contact email-address
5. phone-contact international-phone-number
6. streetaddress address
7 (Optional) contract-id contract-number
8. (Optional) customer-id customer-number
9. (Optional) site-id site-number
10. (Optional) switch-priority number
1. commit
12. (Optional) show callhome
13. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
X Fw 71 |configure terminal Ta—r L ar 7 4 Fal—ary w— N2
Example: LET
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Command or Action Purpose
switch# configure terminal
switch (config) #
ATw 72 |snmp-server contact sys-contact SNMP sysContact % 7% & L £,
Example:
switch (config)# snmp-server contact
personname@companyname.com
AFw 73 |callhome Smart CallHome =7 4 ¥ 21— 3 — %
Example: Bt L £,
switch(config)# callhome
switch (config-callhome) #
AT w74 |email-contact email-address FNAZADFEEFELEDETA—NL T R RAEH
Example: ELET,
switch (config-callhome) # email-contact email-address|ZiX, B A—/L T RL 2D T,
admin@Mycompany.com %j( 755 @ﬁ;ﬁ%%{fﬁﬁf% i'ﬂ‘o
Note
EEOERE L A—N T RLAZHHTEE
T, 7T RLVRIIE, EREZEHLILILTEER
/\—/0
2T w75 | phone-contact international-phone-number TR ZADOHYEDOEFEESFEREF 7+ —~ >
Example: I CERE L £, international-phone-number 1%, %
switch (config-callhome) # phone-contact j( 17 X%@%;&%VC .IVM{’ %;7?\—7 P4 ]\ b‘:ﬁ_
+1-800-123-4567 HVENRHY FET,
Note
Handr o I2IE, ZEHERD L LIFTE A,
FHEOHENCT T A (+) L7 4 v 7 ZR&HLE
7
25w F6 |streetaddress address TS ZADEBRBELE DA E2EADE 4105 R4
Example: FARNI UL LTHRELET,
switch (config-callhome) # streetaddress 123 address |21, Bk 255 OEHFEZEH x4,
Anystreet st. Anytown,AnyWhere X“\o"—‘X%fﬁ)ﬂf%iﬁ—o
R w77 |(Optional) contract-id contract-number P EREIIGIN S T DOFNA ZADOHEIT A REL
Example: E30
switch (config-callhome) # contract-id Contract5678 %]g;‘%’]gé%;i\ E‘ij( 255 ji@ﬁ@(?% ﬁ E'El 73? 7 F—
~v FTHRETE XY,
A5 w78 |(Optional) customer-id customer-number P RFHINDS ZDOF NN, ADT AR v —F%
Examp'e: Eﬁ“—‘ﬂg Liﬁ—o

. Smart Call Home D% 7E
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siTn 77 ot

Command or Action

Purpose

switch(config-callhome) # customer-id
Customerl23456

HAH ~—Fgid, K255 LTFORKTAHHER
T —~<v hTCHETE X7,

AT w79 |(Optional) site-id site-number ZOTNAADYA MEFERELET,
Example: site-number 13, K 255 SR OEET A H H 7R
switch (config-callhome)# site-id Sitel TF—< ]\ T?‘é‘ﬁf% ij—o

ZX 7w 710 |(Optional) switch-priority number TDOFNRAADAAL v F TIAF VT 4 BREL
Example: E
switch(config-callhome)# switch-priority 3 EET?__‘; é%ﬁ&i 0~7 -*Coj*o 0 61%%@7‘3§/‘) 7+

V7%, TEEROTI7A4F VT4 %R LET,
77 /v MEIZT TT,

2T v 711 |commit Smart CallHome i¥ €2~ K& =2 I v hLET,
Example:
switch (config-callhome) # commit

A5 v 712 |(Optional) show callhome Smart CallHome = > 7 4 ¥ o L— g VOB ES
Example: FrRLET,
switch(config-callhome)# show callhome

Z 5w 713 | (Optional) copy running-config startup-config Fffar T4 ¥al—vark, AX—FT v

Example:

switch (config)# copy running-config
startup-config

a7 4 FXal—vaizat—LET,

What to do next
T e 7 7 A NVEERLET,

BETOT 74 ILDIER

I—PEFEBH T T 7 ANVEERL, AvE—Y 73—~y FERETEET,

FIRDEE

configure terminal
callhome
destination-profile name

commit

NOOA®WN

destination-profile name format {XML | full-txt | short-txt}

(ff=&) show callhome destination-profile [profile name]
({£&) copy running-config startup-config
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ARV RFERFTIaY

=)

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

Ta—N)ary7 4 X¥al—ay E— Nk
LEd

ATvT2

callhome

1

switch (config)# callhome
switch (config-callhome) #

Smart CallHome 2= > 7 f ¥ a2l —T 3 T— K%
Bt L 7,

ATvT3

destination-profile name

1 -

switch (config-callhome) # destination-profile
Nocl01

L ra 7 7 A VEERLET, ARk, &
K31 XLFOFHKTFTCTHETETET,

ATy T4

destination-profile name format {XML | full-txt |
short-txt}
fl

switch (config-callhome) # destination-profile
Nocl01l format full-txt

TR T ANDRA = T r—~vy NERELE
T, AL, mKR3 XFOWEHFETHRETE £,

ATvT5

commit

1

switch (config-callhome) # commit

Smart Call Home iR €2~ R& 23w M LET,

ATvT6

(&) show callhome destination-profile [profile
name]
il -

switch (config-callhome) # show callhome
destination-profile profile NoclO01l

1 DEITEB O EE T 7 7 A VITET LR A
ForLET,

ATy T17

(f£&) copy running-config startup-config

1 -

switch (config) # copy running-config startup-config

FFar 74 Xal—ark, AFX—KT v a
V74X al—valat—LET,

. Smart Call Home D% 7E
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s 7077 LozE |

BETAIT7AILDER

o 2
EFR

CHEHA—IL T RUVA : TT7— b DORERBEHRERDIEROT RLA (FTF U AR—K A b=

BHELIIZ—TEROHWE TR 7 7 A NVDORDEMEEEETEXET,

ALZBRLET) o

«SESEURL 1 77— hDE[E5E & 725 HTTP £ 721X HTTPS URL,

HEEFR EA— LV EITHTTPHEEIC L » T, HHEINAFET FLAD X A FHRIRE
@ ij‘o

cAvbE—VU Txr—<y b TIT—FEEFIHEAINDEA Yy E—Y Tr—<v b (ZNVT

AR, va—hTFFAR, ELEXML) .

e Ayt — LUL s TS T 1 7 7 A L@ Smart Call Home A » & — DO EKEE,

A=V WA X D ETa T FAINVDE A—)L T R AIZEE ST Smart Call

Home A vE—VDOEZ,

SUMMARY STEPS
1. configure terminal
2. callhome
3. destination-profile {name| CiscoTAC-1 | full-txt-destination | short-txt-destination} email-addr
address
4, destination-profile {name| CiscoTAC-1 | full-txt-destination | short-txt-destination} http
address
5. destination-profile {name | CiscoTAC-1 | full-txt-destination | short-txt-destination}
transport-method {email | http}
6. destination-profile {name | CiscoTAC-1 | full-txt-destination | short-txt-destination}
message-level number
7 destination-profile {name | CiscoTAC-1 | full-txt-destination | short-txt-destination}
message-size number
8. commit
9. (Optional) show callhome destination-profile [profile name]
10. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
X7 w71 |configure terminal Jua—r)Lar7 4 ¥al—r gy ET— NEEh
Example: LET
switch# configure terminal
switch (config) #
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Command or Action

Purpose

ATvT2 callhome Smart CallHome = 7 4 ¥ 2L —Y 3 F— %
Example: BAtE L £
switch (config)# callhome
switch (config-callhome) #

R w73 |destination-profile {name| CiscoTAC-1 | A— P ERFEIIEEFLDSLET a7 7 A LT
full-txt-destination | short-txt-destination} email-addr | g x —,. 7 FL 2 2% E LES, sk 70774
address M, BKSOBEDETF A=V T KL AERET
Example: TET,
switch (config-callhome)# destination-profile
full-txt-destination email-addr person@place.co

R w74 |destination-profile {name| CiscoTAC-1 | A— P ERFEIIEEFTLIE T 7 7 A LD
full-txt-destination | short-txt-destination} http address| yTp & 7~ |3 HTTPS URL 2 3% & L £+, URL D
Example: RICTFHNT 255 LF T,
switch(config-callhome)# destination-profile
CiscoTAC-1 http
https://tools.cisco.con/its/service/oddoe/services/DDCEService

R w75 |destination-profile {name| CiscoTAC-1 | A—YEREILERFLLILT 1 7 7 A Tk
full-txt-destination | short-txt-destination} +BEF A —/LFE- 1T HTTP 85 AR E L E
transport-method {email | http} T, BN BEEEH DL A S L ST, EDEA
Example: TICRESINTIZSHT RUARREY £9,
switch(config-callhome) # destination-profile
CiscoTAC-1 transport-method http

RXFw 76 |destination-profile {name| CiscoTAC-1 | Z DT v 7 7 A L0 Smart Call Home A v &—
full-txt-destination | short-txt-destination} COENELZZELET, CiscoNX-0S TlE. Smart
message-level number Call Home EAEN 8T 5, £13ZNLLETH
Example: DT T = DB, ZOT 0T 7 A NDIIITEE
switch(config-callhome) # destination-profile é ﬂi‘j—o *Eﬁiﬂf% é%ﬁﬂi 0~9 T'ﬁ‘o 9 51%j§
full-txt-destination message-level 5 O)Eijigféfﬁ%l/EEﬁf

w77 |destination-profile {name| CiscoTAC-1 | ZOmETa T s ANDERRA v YA X%
full-txt-destination | short-txt-destination} message-size | 25 | =4, #iFHiL 0~ 5000000 T3, F 7 4/ k
number 1% 2500000 T,

Example:
switch(config-callhome)# destination-profile
full-txt-destination message-size 100000

RAFwv 78 |commit Smart Call Home ¥ €2~ K& 23 v hLET,

Example:

switch (config-callhome) # commit
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Command or Action

Purpose

X 5w 79 |(Optional) show callhome destination-profile [profile |1->F 7= 3%k D557 v 7 7 A4 VICEIT A 1EH %
name] FrLET,
Example:
switch (config-callhome) # show callhome
destination-profile profile full-text-destination
Z 5w 710 |(Optional) copy running-config startup-config FiTar74Xal—vark, AF4— T v/

Example:

switch(config)# copy running-config
startup-config

a7 4 Falb—aiiar—LET,

What to do next

1 ODFET a7 7 A N1 DFEIFEROT I — N 72V —TF % BT F 7,

75— I —TERETOT7AILDTYSIT—

SUMMARY STEPS
1. configure terminal
2. callhome
3. destination-profile {name| CiscoTAC-1 | full-txt-destination | short-txt-destination} alert-group
{All | Cisco-TAC | Configuration | Diagnostic | EEM | Environmental | Inventory | License |
Supervisor-Hardware | Syslog-group-port | System | Test}
4. commit
5. (Optional) show callhome destination-profile [profile name]
6. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&M

configure terminal

Example:

switch# configure terminal
switch (config) #

sua—N)L ar 74X alb— gy B— REBk
LET

ATvT2

callhome

Example:

switch (config)# callhome
switch (config-callhome) #

Smart CallHome Z=> 7 f ¥ a2l —T 3 T— K%
BHtE L 9,

Smart Call Home D ]



B 75—+ 51— F~oshwave Foiem

Smart Call Home D& E |

Command or Action

Purpose

ATvT3

destination-profile {name| CiscoTAC-1 |
full-txt-destination | short-txt-destination} alert-group
{All | Cisco-TAC | Configuration | Diagnostic | EEM |
Environmental | Inventory | License |
Supervisor-Hardware | Syslog-group-port | System |
Test}

Example:

switch(config-callhome) # destination-profile
Nocl01l alert-group All

TI— N IN—TEHIOEET e T A NVIIT
T—hLFET, F—U—FAINlZFEHLT, 7T
DT T— M IN—=T%Z D707 7 AT Y
vyz—hLET,

ATvT4

commit

Example:

switch (config-callhome) # commit

Smart CallHome i €2~ K& =2 I v b LET,

ATvTh

(Optional) show callhome destination-profile [profile
name]
Example:

switch (config-callhome)# show callhome
destination-profile profile NoclO01l

1 DEITER O EE T 7 7 A VT L ERAY
ForLET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Frar 74 Xal—vark RAE—FT v S a3
Y74 F¥al—varilav—LET,

What to do next

& Tshow a2~ > R&ET7 T —h Z—712BIML, SMTPEF A —/L P —NEHTELET,

75— kT IL—TADshow a7 FDIEN

1oDOT7 55— ZA—F12iF, BRSO —F—EF CLishow =~ FZE Y Y¥THZ L

NTEET,
A\
Note  (CiscoTAC-1%8%c7 12 7 7 A /L2l = —WiEFED CLIshow 2~ REZBINTX FHA,

SUMMARY STEPS

1. configure terminal
2. callhome

3. alert-group {Configuration | Diagnostic | EEM | Environmental | Inventory | License |
Supervisor-Hardware | Syslog-group-port | System | Test} user-def-cmd show-cmd

4. commit

5. (Optional) show callhome user-def-cmds
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6. (Optional) copy running-config startup-config

DETAILED STEPS
Procedure
Command or Action Purpose
AT 71| configure terminal ra—sr\ ) ar7 4 Xab—3iay T— el
Example: LET

switch# configure terminal
switch (config) #

25w 72 |callhome Smart CallHome Z=> 7 f ¥ a2l — 3 F— K&
Example: BAsE L E T

switch (config)# callhome
switch (config-callhome) #

27w 7 3 | alert-group {Configuration | Diagnostic | EEM | show 2~ RILAZ, DT F— b FL—F ik
Environmental | Inventory | License | & & 4172 Smart Call Home A > &—UIZEM L 77,

Supervisor-Hardware | Syslog-group-port | System | A%5h7e show 2~ REFAZ AR BILET
Test} user-def-cmd show-cmd °

Example:

switch (config-callhome) # alert-group Configuration|
user-def-cmd show ip route

R T v 7 4 | commit Smart Call Home ¥ =2~ F&x=aI v FLFET,
Example:

switch (config-callhome) # commit

2w 75 | (Optional) show callhome user-def-cmds T I T N—=FITEMENTT X TO—YER
Example: show =~ > FIZEAT HFHRAR R LET,

switch(config-callhome) # show callhome
user-def-cmds

Z 7 7 6 | (Optional) copy running-config startup-config FiTar74FXal—vark, A¥—hL T vSa
Example: V74 FXal—Tailat—LFT,

switch (config)# copy running-config startup-config

What to do next
SMTP B+ A —/b P — ZEEET 5 X 9 12 Smart Call Home #3%/E L F 9

BFA—I)L H—/I\DETFE

Smart Call Home ¥4REDNENET B L 9 SMTP H— N7 RL R ZWE L F9, 5 TR L OukS
FLEA—NLT RLALRETCEET,

i

il
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Smart Call Home (213 K SHFE TOSMTP H— 2R ETEET, —NF, 77944V T4
IZHASWTERITENE T, B I9A4 TV T 4 OEWW—_"NEIICRITENET, A vE—
UMEETE WS, HIRICGETAETY X NANORDOF—A"ABRITEINET, 2 2O —

NOTTAF VT 4 B3E UHEIX, S

BIE SN B RANITENET,

transport email mail-server ip-address [port number] [priority number] [use-vrf vrf-name]

SUMMARY STEPS
1. configure terminal
2. callhome
3.
4. (Optional) transport email from email-address
5. (Optional) transport email reply-to email-address
6. commit
7. (Optional) show callhome transport
8. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

R w 71 | configure terminal Ja—\)ary 74X b—3gy F— N5Bith
Example: LET
switch# configure terminal
switch (config) #

AT 72 |callhome Smart CallHome 2> 7 4 ¥ =2 L — 3 E— K%
Example: BAsE L E T,
switch (config)# callhome
switch (config-callhome) #

R Fw 3 |transport email mail-server ip-address [port number] | KA A > %x—2A % —,3 (DNS) 4. IPv47 KL &,

[priority number] [use-vrf vrf-name]

Example:

switch (config-callhome)# transport email
mail-server 192.0.2.1 use-vrf Red

F713IPv6 7 RLZADWT e LT SMTP H—
NEHFRELET, EE TR EEEZHELET,
A— ML 1 ~ 65535 TF, T 74k AR— N E
i, 25 T,

fEE T, SMIP Y —_DF T4 VT 4 #HRELE
To TTAFVT 4 OFFIZ1~100 T, 1035,
100 N"IARD T A AV T 4 T, T4 4V T+«
HELRWSES. 7744 MED 50 23MEH S
£7,

Fio. ZOSMTPH— N ElETDEICHEAT S &
HMEECTVRF X ELFET, 8EINT- VRF I,
HTTP 2 H L2 A v — O EICIIFEH I NE
A,
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HTTP A L1 A v £ — R IEDT-HD VRF X E .

Command or Action

Purpose

ATvT4

(Optional) transport email from email-address

Example:

switch (config-callhome) # transport email from
person@company.com

Smart Call Home A v B — O ETLET A —I/V

T4 — )V REERELET,

ATy TH

(Optional) transport email reply-to email-address

Example:

switch(config-callhome) # transport email reply-to
person@company.com

Smart Call Home A v & — Y ORESLE T A —I/L
T4— IV REFRELET,

ATvT6

commit

Example:

switch (config-callhome) # commit

SiN==d

Smart Call Home X €2~ R =23 v R LET,

ATy T17

(Optional) show callhome transport

Example:

switch (config-callhome)# show callhome transport

Smart Call Home (2% DEstfR D a7 4 £ o
I/*‘\:/ =l \/%%i—“ Li‘?’*o

ATvT8

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Fifrar 7 4 X2l —varr, AX—KT v S a
v 4Fal—Yailar’—LET,

HTTP Z{& /R L 1= 4

FIRDEE

What to do next

{5 C. VRF ZffH LT HTTP T Smart Call Home X v —Y %2 %EE L £1,

\s‘s

‘:I —tz

VRF #1945 &, HTTP T Call Home * vt— %% & £9, HTTP VRF 3%

11—

axX ;&
ESNT

WRWEAE, T 74V FO VRE 2l L CHTTP TA v e—UNink It 7,

1. configure terminal

2. callhome

3. transport http use-vrf vrf-name

4. commit

5. ({LE) show callnome

6. ({£E) copy running-config startup-config
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FED FF 4
Fig
ARV REEEFET7IVa Y B
X w 71 | configure terminal JTa— )L a7 4 X2 lb— gy e— REELG
1 LET

switch# configure terminal
switch (config) #

A5 v 72 |callhome Smart CallHome 2= > 7 f ¥ a2l —T 3 T— K%
- Bt L 7,

switch (config)# callhome
switch (config-callhome) #

R T 7 3| transport http use-vrf vrf-name HTTP T 1 A —/L3 L OMLo> Smart Call Home A
i - B—VEEET DD VRF 2R ELET,
switch (config-callhome)# transport http use-vrf
Blue

ATy 7 4 | commit Smart Call Home X =2~ K& =2 I v M LET,
1 -
switch (config-callhome) # commit

ATFwF5| ({£&E) show callhome Smart Call Home (2B 2 FRE= R~ L ET,

1
switch(config-callhome) # show callhome

ATv 76| ({£E) copy running-config startup-config Eifrar74Xal—rark, AFX—hrTvra

Bl - Y74 F¥alb—varilar—LET,

switch (config)# copy running-config startup-config

RDZARY

{EE T, HTTP a3 %—3) 5 HTTP A v — U % %(ET 5 & 912 Smart Call Home % 7%
ELET,

HTTP J O H—/\DERTE
FIEDOHE
1. configure terminal

2. callhome
3. transport http proxy server ip-address [port humber]
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4. transport http proxy enable
5. commit
6. ({EE) show callhome transport

HTTP 0% 4—/\DE%E .

7 (f£E) copy running-config startup-config

FED 4

Flg
AV REREETIV 3 Y B

ZF 71 | configure terminal sua—sL ar7 4 Xab— gy E— Nallg
1 LET
switch# configure terminal
switch (config) #

AT 72 |callhome Smart CallHome 2> 7 f ¥ a2l —T 3 F— K%
15“ : Eﬁﬁé\ L/jzj_o
switch (config)# callhome
switch (config-callhome) #

R Fw 7 3 |transport http proxy server ip-address [port number] |HTTP X% $— "D KA A ¥ F—2Ih HF—N
Bl - (DNS) D4, IPv4 7 R A E721XIPv6 7 K
switch (config-callhome) # transport http proxy [/X?&ﬁ;&ij—" {i%ﬁf(‘;ﬁ»— }\%?%&ﬁ;bi
server 192.0.2.1 9, AN— ML 1 ~ 65535 CT9, T 74/ FD

A— hFE1L 8080 T,

R T 7 4 | transport http proxy enable Smart Call Home T, HTTP 711 %3 - — R T7
i - NTOHTTP A vt —VEEETEHLIICLE
switch (config-callhome) # transport http proxy jfo
enable OI)

Taxy =T RUARKREINT-HBITET.,
IOavwy REFTTEET,

GE)
TaXy b= NERELTA vy E—UEEET D
7= DI HF % VRF 1%, transport http use-vrf ==~
VREFEALTRELEZLD LR T,

ATy 75§ | commit Smart Call Home X €2~ K& 2l v hLET,
1
switch (config-callhome) # commit

ATw 76| (f£&E) show callhome transport Smart Call Home (257" 55k BfR D a7 ¢ F o
i - L—varaEFRRLET,
switch (config-callhome)# show callhome transport

Smart Call Home D ]



B =ownso~ ruEnog:

Smart Call Home D& E |

ARV RFERETIVa Y

B8

ATy T17

(f£:3) copy running-config startup-config

1 -

switch (config)# copy running-config startup-config

Firarr74X¥al—vark, A¥—h T v7 a2
V74X alb—valar—LET,

RDBERY

FE T, EHHIICA XU MV BHEZEET DT A AZRELET,

THEAR G A AR R BHEDERTE
TNRA A LETHAEFNNZESNTEIHELTWATRTOY 7 by =T h—ERXDA X Y &

LB, "= =T A " MUFERETT A v =V A2 EHRICEET D LI,

754

2AEBRETEXET, T34 2L 2 O Smart Call Home 821 (EHRIRBREA v E— L EH
A o _y MY Avv—) BERKRLET,

SUMMARY STEPS
1. configure terminal
2. callhome
3. periodic-inventory notification [interval days] [timeofday time]
4. commit
5. (Optional) show callhome
6. (Optional) copy running-config startup-config

DETAILED STEPS

Procedure
Command or Action Purpose

Z 5w 71 | configure terminal Jua—N)ary7 4 Xalb— gy E— NeBth
Example: LET
switch# configure terminal
switch (config) #

A 5w 72 |callhome Smart CallHome 2> 7 f ¥ a2l — 3 T— K%
Example: BAtE L £7,
switch (config)# callhome
switch (config-callhome) #

R 7 3 | periodic-inventory notification [interval days] THH AL R_X N Ay e—U2RELET, M

[timeofday time]

Example:

[l Smart Call Home D&%
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Command or Action

Purpose

switch (config-callhome) # periodic-inventory
notification interval 20

BBEEEND BORMEZELZLET (22 TXE
EHHRETT) .

ATvT4

commit

Example:

switch (config-callhome) # commit

Smart Call Home f¥ =2~ K& a3l v b LET,

ATy TH

(Optional) show callhome

Example:

switch (config-callhome)# show callhome

Smart Call Home 2R3 2 F#H AT LE T,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Fifar 74 F¥alb—vark A= T v7a
V74X al—valar—LEd,

BEEAvE—

What to do next

TECHEEBEA yE—Y ZAny M) U 72 EHIILET,

JHEDT «2—TILE

BUANY MZOWTRETAEEA v E—VOBEHIBETXET, 74/ 8Tl

T

ZIER CA N MZOWTRZITIDEEA v =V O ERIR L £, 2 RFF OB T
BENTEERA v E—VOENR 30 A v =V 2BRLE TARAEFRLT T7—F 247D

PBED A v —V%BEELET,

FlaD#E
1. configure terminal
2. callhome
3. no duplicate-message throttle
4. commit
5. (f£E) copy running-config startup-config
FIEDEEH
FIE

aAvY RFERIEFT7ZIIY

=)

&M

configure terminal

1 -

switch# configure terminal

switch (confiqg) #

Ja—r )L ar7 4 Xalb—3 gy B— REBts
LET
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Smart Call Home D& E |

ARV RFERETIVa Y

B8

ATv T2

callhome

1

switch(config)# callhome
switch (config-callhome) #

Smart CallHome Z=> 7 f ¥ b — a3 T— K&
BISE L £,

ATvT3

no duplicate-message throttle

{5
switch (config-callhome)# no duplicate-message
throttle

SmartCallHome DEHE A v — Wil 2T 4 B —7
W LET,

EEA v E—VWENET 7 40 T RX—T LT
7,

ATV

commit

1 -

switch (config-callhome) # commit

Smart Call Home ¥ =2~ K& a3l v b LFET,

ATy Th

(f£#&) copy running-config startup-config

1 -

switch (config)# copy running-config startup-config]

Effar 74 ¥al—vark, AX—hT v =
Y74 Xalb—valar—LET,

RDRARY
Smart Call Home % A *r—7 /L{Z LE T,

Smart Call Home D1 *—JIJLILE =T+ —TILiE

M EH R A RE L72Y5A . Smart Call Home BEREZ AN TE £,

FIEDHE
1. configure terminal
2. callhome
3. [no] enable
4. commit
5. (f£&) copy running-config startup-config
FIED
FIE

ARV RFERERTIVa Y

=)

ATy T

configure terminal

1 -

[l Smart Call Home D&%
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Call Home * — L&z D sMTP-AUTH i I}

AU RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

callhome

1

switch (config)# callhome
switch (config-callhome) #

Smart CallHome = > 7 f ¥ a2 b — 3 T— K&
BItE L £,

ATvT3

[no] enable

1

switch (config-callhome)# enable

SmartCallHome % A X — 7 V£ 72137 4 B—T7iC
l—/iﬁ‘o

Smart Call Home |, 74/ N TCF 48— LT
7,

ATvT4

commit

1 -

switch (config-callhome) # commit

Smart Call Home ¥ €2~ > F&aI v ML £,

ATy TH

(f£&) copy running-config startup-config

1 -

switch (config)# copy running-config startup-config

FFar 74 Xal—ark AF—F T v a
V74X al—valat—LET,

RDZERY
FETTAN Ave—U%FR LET,

Call Home #* —/LE5:X i SMTP-AUTH D% 5E

FIRDEE

Call Home A —/L#£5%1Z SMTP-AUTH #%6

RV, EAHED SMTP-AUTH TCP AR —

EXfif+T 2L, R—F25BADZ YT TFA D

k587 £721% 465, FEFOMOL—Y —TFHTAR—

FEBEH LT, KER/FTIETA—NVZIGTEET, ZOKEEIE, CiscoNX-0S U U —=

102Q3)F MHHYAR—FEhTWET,

1R BHEIIZ

* SMTP-AUTH $— N—FEBHEN AL v FIZA VA =NV ENTWEILENRH D 77,

configure terminal
callhome

email-contact email-address
destination-profile name

o0kl wnN-=

destination-profile name format {XML | full-txt | short-txt}
destination-profile name email-address email-address
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Smart Call Home D& E |

7 destination-profile name alert-group all

8. transport email from callhome_email-address

9. transport email smtp-server hostname/ip-address port 465 use-vrf vrf-name
10. transport email username username passwd password {cleartext | encrypted}

1. (f£&) transport http use-vrf vrf-name

12. [no] enable

FIE D
FIE
ATV RFEREETIVaY B#
R w71 |configure terminal Jua—r~)L a7 4 ¥al—gy ET— ReElh
1 : LET
switch# configure terminal
switch (config) #
AFwF2 |callhome Smart CallHome 2> 7 4 X2 L —va v E— K%
15“ : F’ﬁﬁébiﬁ—o
switch (config)# callhome
switch (config-callhome) #
R w 73 |email-contact email-address FNA ADEEFEFOBETA—L T KL A5
i ELET,
switch (config-callhome)# email-contact email-address|Zi%. B A —NV T FLZADOEA T,
admin@Mycompany .com 5k 255 @ﬁéﬁ?%{ﬁﬂﬂf% F3,
GE)
EEOHENRETFA—N T FLAEBHTEE
T 7T RLRIZE, ZEAHEZEODL LTS EY
/Vo
A7 74 |destination-profile name L7 a7 7 A VEERLET, 4Rt &
B - K31 XLFOFBTTHRETE XY,
switch (config-callhome) # destination-profile
testProfile-1
R w75 |destination-profile name format {XML | full-txt | a7 ANDRAvE—Y T x—~v NERTEL
short-txt;} E1, AENE. BK 31 XFORMT CIRETE £
£ EE
switch(config-callhome)# destination-profile
testProfile-1 format XML
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Call Home * — L&z D sMTP-AUTH i I}

ARV EEEET7Ia Y B

5w 6 |destination-profile name email-address email-address | 224272 A — )L OFEMEH L R B EF A —IL T KL &
1 - z:fff%ﬁmgza“ ST R T 7 A ML, Rk 50 A

T - A==

switch(config-callhome)# destination-profile 2 %)& T }\ LA %p }ET% jﬁjﬂo
testProfile-1
index 1 email address person@company.com

ATFvT7 destination-profile name alert-group all B a7y A NICETOT 5— NI N—T%
R BEE L £,
switch(config-callhome)# destination-profile
testProfile-1
alert-group all

R 78 |transport email from callhome_email-address Smart Call Home A v & —® callhome 7 ¢t —/L K
11 DA —VERERR L ET,
switch(config)# transport email from
callhome person@company.com

R w79 |transport email smtp-server hosthame/ip-address port | transport email smtp-server hostname/ip-address port
465 use-vrf vrf-name 587 use-vrf vrf-name
1 - SMTP-AUTH A — /Wit FiE&E AN LET, 24
switch (config)# transport email smtp-server 1. *}%@ TCP &~"— b N SFED 465 B LN 587 N
10.1.1.174 port 465 k%4> L7z STARTTLS ~<— 2 ® SMTP-AUTH T
use-vrf management 7f
switch (config)# transport email smtp-server °
10.1.1.174 port 587
use-vrf management

X w710 |transport email username username passwd password | - —+4—4, L /3 % 17— REE T AL, 25 O

{cleartext | encrypted}

1 :

switch(config)# transport email username userl
passwd Y2FsbGhvbWUK encrypted

Z SMTP-AUTH fZGE(ZE L £,

=P IIET T, 25631 PRI TH D HLE
NHDFEST, RRATU—=RF AT vavix, 797 7
FRPNFEIX ﬁ%Mémt%fﬁkﬁT%iT
(22— =B B L I N TR T — REFRi - T
WHEE) /\XU*— %O)Eé [ A IV
DEEIT 64 34 MR, Wi 5bA 7> a v O%E
13256 /3 A MR T DHENH Y £,

G¥)

WD F Y FTIE SMTP-AUTH 28 E LS BfEL £

A,
CEXDNRAT — ROREINS6 LFEBZ D55

AN
Ho

¢ NAT — RIZIROFRLFONT N E E
TV B

s FLEL 5 -$
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Smart Call Home D& E |

AR RFEREFT7TIVa Y

S

NIy I-(L)

T NP R-&

Ay a-[ L]

eIanm-;

« BERIFT -2

s MEEE 721331 7 -

e THRAFIR T 4 "

CHURFRE-' Lt BRODY
NRVREERRV LT -> B LU

ATy 71 | ({EE) transport http use-vrf vrf-name HTTP T A —/LF L UMD Smart Call Home A =
B - =T EEETHEOD VRF 2R EL 7,
switch (config)# transport http use-vrf management|

AT 712 |[no] enable Smart Call Home % A % —7 /W2 L £ T,

11

switch(config)# enable

Zoa< RO no EAUL, Smart Call Home % #%h
I LET,

EETA VA —T 14 ADER

ZOFEZMEH LT, 7y FREEFEESND VRF DEETLA =T = A A2 LET,

FIEDHE
1. configure terminal
2. callhome
3. source interface interface_name
FIED %
FIE

ARV RFEEETIa Y

E]:)

&M

configure terminal

1
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smart Call Home 07 2 + [

AU RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

callhome

1

switch (config)# callhome
switch (config-callhome) #

Smart CallHome = > 7 f ¥ a2 b — 3 T— K&
BItE L £,

ATvT3

source interface interface_name

1

switch (config-callhome)# source-interface
Ethernetl/1

Call Home http(s) #5i5 H OEEFE LA v X —T =4 A
L. CallHome Z# A~—h T4 AD N T AR—
e LTHERATGAICERLET,

Smart Call Home

HEDT A K

FTA M AvE—%4R LT Smart Call Home @545 2 K T £,

FlEDHE
1. configure terminal
2. callhome
3. callhome send [configuration | diagnostic]
4. callhome test
5. ({£&) copy running-config startup-config
FIED M
Flg
ARV RFEEETIIa Y B8
Z 5w 71 | configure terminal Ta—\ ) ar7 4 Xal— gy T— NS
51 - LET
switch# configure terminal
switch (config) #
R 72 |callhome Smart CallHome = 7 4 ¥ 2L — 3 — K%
1 - BigA L% T,
switch (config)# callhome
switch (config-callhome) #
R T w 7 3 | callhome send [configuration | diagnostic] SR X7 T OSELYEIZFEE D Smart Call Home
%l - TAN AvE—UERFEELET,
switch (config-callhome)# callhome send diagnostic
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B smartcall Home BE 0 EER

ARV RFERETIVa Y =)
AT 7 4 | callhome test RIESNIZTRTDLRICT A M Ay =V aRE
15“ : ]\/i‘g_o

switch (config-callhome) # callhome test

ATw 75| ({E&) copy running-config startup-config FEfTary 74 Xal—rvark, A= T w72
1 Y74 F¥al—valar—LET,

switch (config)# copy running-config startup-config

Smart Call Home & E D FEER

Smart Call Home i EHH A ZRT 21213, ROWTINOIEEZITVET,

- N =E]:g]

show callhome Smart Call Home % & % /R L E T,

show callhome destination-profile 1 DFE 721385 D Smart Call Home 56557 10 7 7 A L %
name FoRLET,

show callhome transport Smart Call Home (2%t 2 HR5BAfR D=2 7 ¢ F =2 L—
varafrLET,

show callhome user-def-cmds AEEZEDOT F— ks FA—FZBMEh- CLl a~y K%
FoRLET,

show running-config callhome [all] | Smart Call Home ®EfT2> 7 4 X2 L—3 3 v B FoR
L&

show startup-config callhome SmartCallHome DA X — K7 v 7 a7 4 X2l — g
YEFRLET,

show tech-support callhome Smart Call Home O 7 =H )L YR — M HEFE R LE
?—O

Smart Call Home ? &% E 3

Nocl01 EWH 5T m 7 7 A VEAFR L, 207 4 F2ab—a DT 77— IN—T%Z
DT T 7 A ZEEMT T, arF2 7 MEREEBEFA—NVOFRERE LZHE T, HTTP %
/- L C Smart Call Home A vt — %539 57280D VRF Z48ET 54275 L E 7, Nocl0l
WIS Tu T A NVEERL, a7 4 FXal—ar DT T— K INA—TER DTS
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Smart Call Home 0%l .

T 7 A INCEEMT T, ar X7 MEREBFA—INDOFEREFRE L% T, HITP 2 L T
CallHome #* v & —Y %2 %ET 57290 VRE 2fET 502~ LET,

configure terminal

snmp-server contact person@company.com

callhome

distribute

email-contact admin@Mycompany.com

phone-contact +1-800-123-4567

streetaddress 123 Anystreet st. Anytown,AnyWhere
destination-profile NoclOl format full-txt
destination-profile full-text-destination email-addr person@company.com
destination-profile full-text-destination message-level 5
destination-profile Nocl0l alert-group Configuration
alert-group Configuration user-def-cmd show ip route
transport email mail-server 192.0.2.10 priority 1
transport http use-vrf Blue

enable

commit

WIZ. BH D SMTP Y—/3% Smart Call Home A v & —ICHET HHZRLET,

configure terminal

callhome

transport email mail-server 192.0.2.10 priority 4
transport email mail-server 172.21.34.193

transport email smtp-server 10.1.1.174

transport email mail-server 64.72.101.213 priority 60
transport email from person@company.com

transport email reply-to person@company.com

commit

\}

(GE)  callhome email mail-server =~ > K& {fi H L 72583 B IO ELD smtp H—/N— DR ITH R —

FENTWEREA,

FROaVT 4 X2 b—v g VST, SMTP — T Z OJEF CRITEN E T,
10.1.1.174 (74 F V7 1 0)

192.02.10 (FZ7 A4 A4V T 1 4)

172.21.34.193 (A4 4V 7T 14 50, 774/ 1)

64.72.101.213 (744U 7 1 60)

\}

GE)  transportemail smtp-server 2~ ROT' T A A V7 41X, HFRKDOOTT, ZDa~vr FNTHE

SN — N FRONSRIT S, KIZ, transport email mail-server =~ K CHRE Sz o —
N, TIAF VT 4 DIRICEITINET,

WIZ, HTTP 7 a3 — M5O HTTP A v —T %% 35 L 912, Smart Call Home % 7%
TT 5P R~RLET,
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B zotoszan

configure terminal

callhome

transport http proxy server 10.10.10.1 port 4
transport http proxy enable

commit

RIZ., call home mail transfer (Z%}9" % SMTP-AUTH V- — — &K+ A6 2R~ L E 4,

callhome

email-contact admin@Mycompany.com

destination-profile testProfile-1

destination-profile testProfile-1 format XML

destination-profile testProfile-1 index 1 email-addr person@company.com
destination-profile testProfile-1 alert-group all
destination-profile full txt alert-group test

transport email from callhome person@company.com

transport email smtp-server 10.1.1.174 port 587 use-vrf management
transport email username userl passwd Y2FsbGhvbWUK encrypted
transport http use-vrf management

enable

TDHDSEEH
AR+ RYH

WDOFEIZ, A bUFEI Smart Call Home A v —OBEKELZ R LET,

TFo5—hIL— ARV +E 5 ER Smart Call
7 Home EXE
RIE PERIODIC CONFIGURATION | E#ifjz > 7 4 X2 Lb—3 32 |2
(Configuration) TyTT= Ay
Z Ik DIAGNOSTIC MAJOR ALERT |GOLD A4k L= Ay — 7 |7
57—k

DIAGNOSTIC MINOR _ALERT |GOLD &k Liz~AF— 7 |4
F— 1
W7 7 — bk
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eIYVER

FS5—hJIL— 4RV L HL3)2 Smart Call
- Home EKE
BRBids L O FAN_FAILURE WHET 7 o EEIC e E L, |5
CISCO_TAC POWER_SUPPLY_ALERT |EJEE Y = —/LIcBEd+ A%EmD |6
A
POWER SUPPLY FAILURE | EJEE ¥ = — L Ozl 6
POWER SUPPLY SHUTDOWN | EjEE Y 2 — LD v v K& |6
v
TEMPERATURE ALARM |{RE+ o — s 6
TEMPERATURE MAJOR ALARM | i = A3l fF 2 5% — L X U MiEa |6
272 rrndiiEe s —
DR
TEMPERATURE MINOR ALARM | Ji i 3 B e~ 1 F— L X Ml |4
Ao Z &R TiREE P —
DFER
v~ kY #|COLD_BOOT ALy FOBFBEASH, 22— |2
g0} NRT—h—bFrR2)ty
CISCO_TAC NES
HARDWARE_INSERTION |+ % — 3~ L vn— K& = |2
= e SV NOBIE VI
HARDWARE REMOVAL |+ % —inbdAn— Ry =70 |2
Ho 4L
PERIODIC INVENTORY  |E#iflif o=y h U R wb— |2
DAFERL
7AEA LICENSE_VIOLATION it R OBEREIC T A B> A3 e |6
<, WPl ER A 7T
et ey
Line module LINEmodule FAILURE TV o — L OB EREE 7
Hardware 35 JX T}
CISCO_TAC
2 —,3— s34 % | SUP_FAILURE RIS NP E L 2 — DB |7
N— R =T TEREE
g0}
CISCO_TAC
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B roe—vor—=ur

Smart Call Home D& E |

FS5—hTIL— 4RV L HL3)2 Smart Call
i Home EXE
Syslog 7 /L—=" | PORT_FAILURE R—h 77U T 4Tk T 2 |6
A—k syslog A v&—T DARK
SYSLOG_ALERT syslog 77— K AvE—UD4E |5
Ji%.
GE)
Link up/down syslog A vt —
/X, SmartCallHome X vt&—3
FET 7 —FEHE R T—
LEHA,
CISCO_TAC VI =T FukREE
F P —ERDOEERA—/I—
AV Ea2a—LTOTatRA Y
Ty vallRLTA =0
EEINET,
SW_SYSTEM_INCONSISTENT | V7 k%7 = 7 £ 72127 7 A /L 3|5
AT MBI DAREES ORI
T A RBEO |TEST L—WFPERR L7727 A hOFAE |2
CISCO_TAC

Ayvte—2 TA—< vk

Smart Call Home TiE, IROA v E— T —~v MR R— I ET,
a—bFTEXFR M AYE—D TH—T Y I

IKDOEINWZ, TRTDOA = ZAATF DY a—bh TFANERFRES T a v EZRUET,

T—4HIEH S35 B
73 A A 1D RESNIT AL AL
Hig2 5 7 EEA RS hDEA L AZ T

EEN A X ORI (J5E

TT— LYl (VAT A A=V S
N5z 7— L~ y)

TTHRHIA =

75— LDRA
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HBDARVF AYytE—D To—ILE

WKORTIE, ZVTFHFANEFIZXML A vE— 28T A4 RV R AvbE—Y 7 40—

#EDA R b A= 74— K [

ROBEHIDOE > MZHOWTHA L F9,

F—4AHEE (FL—rTFR
k& KU XML)

BB (TL—r TR MEL
U XML)

XML% %4 (XML DH)

Timestamp ISO FFZI@EN CThH A X k@ |/aml/header/time
EESTE NS 04
YYYY-MM-DD HH:MM:SS
GMT+HH:MM
A —U4% A =D E, /aml/header/name
A= 4T V7 7747 E£iix7m7 7 |/aml/header/type
TATREDA Y=V XA
7 DAL
A=Y J—TF Syslog 72 &7 7 — bk 7' )L— | /aml/header/group
7 DAL
HRE A —DERE /aml/header/level
YZ5E D N—TF 4 TR E AT /aml/header/source
(Cisco Nexus 9000 2 J — X
A v FRE)
F A A ID A vt —T %4 L= K |/aml/ header/deviceld

T, ZADBEHT S, A
I (UDD . A vE&—VnT
XA 2T LA TRV
HlX. ZO7 4 —) REZEIC
THMLERHY £, B
1%, type@Sd@serial T,

stypeld, Ny 7S L—r
IDPROM 7> 5 OB ol
FTT,

c@IZXEIY LFTT,
«SdiXCT, ¥YUT/VID
BLy—v VU TAES
ELTHELET,

e serial (&, Sid 7 4 —/V R
2L o TilBll s 5 &5
<7,

%1 : N9K-C9508@C@12345678
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Smart Call Home D& E |

F—4AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML D#H)

B AR <— 1D

PHR— K F—E R TH
FIE B OO ID I S
NAHF7LarDa—RE
AIRE7R T 4 — L N

/aml/ header/customerID

S 1D

PR— K F—ERIZLH>TH
FITFRCE DM O ID I &
NaHA7varpa—FRE
AlRE7R 7 4 — L R

/aml/ header /contractld

# A ~ID

VAapEgt L= A MIDE
T2EB oY R— F h—E R
Lo TEWRDH D Z DD
T2 ENS ATV 3
VDO—YERIEFRER T 1 —
VR

/aml/ header/siteld

Server ID

TNRA AND Ay E—UMNE
ENIHE, ZOIDIETA
A A @ Unique Device Identifier
(UDD) 74—~ FTY, B
AL, type@Sd@serial T3,

ctypeld, Ny FL—r
IDPROM 7> & D i D7
#FTT,

c @IIXYIY LFTT,
«SdiLCT, ¥U7/vID
v —T VI T NES
ELTHELET,

e serial 1%, Sid 7 4 —/V R
WZ o TGl SN2 &5
<7,

il - N9K-C9508@C@12345678

/aml/header/serverld

A E— 0O

T —%ZaiflTHva—b T
FA bR,

/aml/body/msgDesc

T AL

ARy RN LT ) —
(FRA ZDRA )

/aml/body/sysName

HEHA

AR IPIEELZ S — RE
HORBEIZ W TRIW At
HHYEL,

/aml/body/sysContact
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75—t on—F rvt— 74—k |

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML DH)

IV

[HAE e A —/L (Contact | Z DIEE DOHYFEH DFET A — |/aml/body/sysContactEmail
email) | LT R &,
AR E R = o=y FOHEKITH S |/aml/body/sysContactPhone
N DT 5 Number
i Z OLEE R O R LA /aml/body/sysStreetAddress
(RMA) kDB AR %2
WiFTo47var 74—
K,
ET VL FNRA ZADETNL (B /aml/body/chassis/name
77 LV AITEEND B
RETIV) o
TR Z=v FDOI ¥ —3 DY 7 |/aml/body/chassis/serialNo

vy — v OME S

VXY — DR ETREUTIUE
=

=

/aml/body/chassis/partNo

T5—rIOL—T AyvE— T4—ILF

WDFEIZ, ZVTHFAMBIOXML DT 77—k ZJV—7 X v —VICBEEDT 4 —/V FIT
DOWTHHALET, 1207 77—k ZL—7I12% LTEED CLI 2~ RRAETEIN D56
X, TNHDT7 4 — L ERBEVIEINDZENRHD FT,

T—4EE (FL—r T%X
b & & U XML)

BB (TL—r TXR B &
U XML)

XML 25 (XML D)

Command output name

EITENECLLa~ > FOIE
e 72 44 il

/aml/attachments/attachment/name

W7 7 A NV OFEHH

FEDa< R,

/aml/attachments/attachment/type

MIME # A 7

FL—r FXRANERIISE
kA7,

/aml/attachments/attachment/mime

2 RHAIT %2 |

HEIICEITSh D a3~ B
DT

/aml/attachments/attachment/atdata

JT7O0T47EKXVTATFTITAT ARV AYyE—CDT4—ILK

WKDOETIE, ZVTFAPNEFIIXMLA =DV T 2540 7BL T a7 25 47 AR
Y h A= ERIZOWTHBALET,
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Smart Call Home D& E |

F—4AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML D#H)

T —D/N— R T N—
N INA

T —D/N— R T N—
NIV

/aml/body/chassis/hwVersion

A== R P B 2 — LD
VIR 2T N=Tar

EEL~VLDOY T Ry T
N—=Va v

/aml/body/chassis/swVersion

wEDH 5 FRU 4

AR N Ay —U%4RKT
% A FRU D44 Fil,

/aml/body/fru/name

EHEDHAFRUDY Y 7% | BE FRU DL Y 7 L&KE, /aml/body/fru/serialNo
%
WEDH D FRU ORLEE | B FRU O ME 5, /aml/body/fru/partNo

FRU A2 v k

AR AvE—U%ERT
5 FRUD AT > NE&EF

/aml/body/fru/slot

FRUN— R =7 _— g v

BE FRUD/N— R =7 /3 —
g,

/aml/body/fru/hwVersion

FRU Y7 U =7 DO/R—T 3
Ve

BIHE FRU CTEHEEIL TW5H Y 7
=27 N—T g,

/aml/body/fru/swVersion

ARVK) ARV A YyE—DDT4—ILE

WKDOFEIZ, FVTHFARNEFITIXML A vbE—V0arR®—%x2 h A2 b A vbE—UER

WICHOWTHBA L7,

F—4AHEE (FL—rTFR
k& XU XML)

BB (TL—r TR MEL
U XML)

XML% %4 (XML DH)

T —D/N— R T N—
va v

S DN— R 2 T R
NIV

/aml/body/chassis’/hw Version

D AT A (A V0]
VI NI T R—= g

HEEL~VDOY T hyT
N—T g

/aml/body/chassis/swVersion

FRU 4 ARk A yt—% AR | /aml/body/fru/name

% B FRU D44 il
FRU s/n FRU ©OI U T IILE -, /aml/body/fru/serialNo
FRU # i = FRU O 5L = /aml/body/fru/partNo
FRU A1 > |k FRU DA 1 v & /aml/body/fru/slot

FRUN— R 7 RX—T g v

FRUDN— R =7 N— 35
Yo

/aml/body/fru/hwVersion
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AR LETR R A ve—S0 T —LE

T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML DH)

FRU Y7 D7 =7 D= 7
v

FRU T L T2V 7 b
VT N—T g,

/aml/body/fru/swVersion

A—HYNEBLETFRAM AvyE—SDT74—ILK
WDRIZ, ZVTHFANERIEIXMLO2—VFRERLZT A b A v E—ERIT W CHLH

L/iﬁ‘O

T—4EB (FL—r 7%
b & & U XML)

BB (FL—Y TXA B &L
U XML)

XML% %5 (XML D)

A= D) EAD a2 ID /aml/body/process/id

7at RREE Fut AOWRHEE (E47H . F |/aml/body/process/processState
17 &)

7'u & A4k JFR =2 — R o5+ /aml/body/process/exception

JIL TEXRX MR TO syslog 7 5 — FBEEIDHI

OB TIE, Syslog R—k 7T —h Z—F@MDO 7L 7x% A2 MRz rLET,

Severity Level:5

Series:Nexus9000

Switch Priority:0

Device Id:N9K-C9508QCQRTXX12345678

Server Id:N9K-C9508CETXX12345678

Time of Event:2013-05-17 16:31:33 GMT+0000 Message Name:

Message Type:syslog

System Name:dc3-test

Contact Name:Jay Tester

Contact Email:contact@example.com

Contact Phone:+91-80-1234-5678

Street Address:#1 Any Street

Event Description:SYSLOG_ALERT 2013 May 17 16:31:33 dc3-test %ETHPORT—2—IF_SEQ_ERROR:
Error (0x20) while communicating with component MTS SAP ELTM
opcode:MTS_OPC_ETHPM_ PORT_ PHY CLEANUP (for:RID_PORT: Ethernet3/1)

syslog facility:ETHPORT
start chassis information:
Affected Chassis:N9K-C9508
Affected Chassis Serial Number:TXX12345678 Affected Chassis Hardware Version:0.405
Affected Chassis Software Version:6.1(2) Affected Chassis Part No:11-11111-11 end chassis
information:
start attachment
name:show logging logfile | tail -n 200
type:text
data:
2013 May 17 10:57:51 dc3-test %SYSLOG-1-SYSTEM MSG :
by user
2013 May 17 10:57:53 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console
2013 May 17 10:58:35 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from

Logging logfile (messages) cleared
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T THFRX R TO syslog 7 5 — ~@EH D

/dev/ttys0 /dev/ttyS0 console
2013 May 17 10:59:00 dc3-test $DAEMON-3-SYSTEM MSG: error: setsockopt IP_TOS 16:
Invalid argument: - sshd[14484]
2013 May 17 10:59:05 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console
2013 May 17 12:11:18 dc3-test $SYSMGR-STANDBY-5-SUBPROC_TERMINATED: "System Manager
(gsync controller)" (PID 12000) has finished with error code
SYSMGR_EXITCODE_GSYNCFAILED NONFATAL (12) .
2013 May 17 16:28:03 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console
2013 May 17 16:28:44 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:28:44 dc3-test $SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 3504)
hasn't caught signal 9 (no core).
2013 May 17 16:29:08 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero.
2013 May 17 16:29:08 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 23210)
hasn't caught signal 9 (no core).
2013 May 17 16:29:17 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero.
2013 May 17 16:29:17 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 23294)
hasn't caught signal 9 (no core).
2013 May 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER PRE START: This supervisor is
becoming active (pre-start phase).
2013 May 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER START: This supervisor is becoming
active.
2013 May 17 16:29:26 dc3-test SUSER-3-SYSTEM MSG: crdcfg get srvinfo: mts_send failed
- device_ test
2013 May 17 16:29:27 dc3-test %NETSTACK-3-IP UNK MSG MAJOR: netstack [4336] Unrecognized
message from MRIB. Major type 1807
2013 May 17 16:29:27 dc3-test $IM-5-IM INTF STATE: mgmtO is DOWN
2013 May 17 16:29:28 dc3-test $SYSMGR-2-SWITCHOVER OVER: Switchover completed.
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]

2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 10 - ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:ipvé only defined - ntpd[19045]

2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:bindvé only defined -
ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]

2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045]

2013 May 17 16:29:28 dc3-test %NETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
2013 May 17 16:29:28 dc3-test %NETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
2013 May 17 16:29:29 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19072]
2013 May 17 16:29:29 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19072]
2013 May 17 16:29:31 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19073]
2013 May 17 16:29:32 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19079]
2013 May 17 16:29:32 dc3-test %DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19079]
2013 May 17 16:29:34 dc3-test $IM-5-IM INTF STATE: mgmtO is UP
2013 May 17 16:29:34 dc3-test $DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19105]
2013 May 17 16:29:34 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
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dcos-xinetd[19105]
2013 May 17 16:29:35 dc3-test $PLATFORM-2-PS AC IN MISSING: Power supply 2 present
but all AC inputs are not connected, ac-redundancy might be affected
2013 May 17 16:29:35 dc3-test $PLATFORM-2-PS AC IN MISSING: Power supply 3 present
but all AC inputs are not connected, ac-redundancy might be affected
2013 May 17 16:29:38 dc3-test SCALLHOME-2-EVENT: SUP_FAILURE
2013 May 17 16:29:46 dc3-test vsh[19166]: CLIC-3-FAILED EXEC: Can not exec
<more> return code <14>
2013 May 17 16:30:24 dc3-test vsh[23810]:
<more> return code <14>
2013 May 17 16:30:24 dc3-test vsh[23803]:
<more> return code <14>
2013 May 17 16:30:24 dc3-test vsh[23818]:
<more> return code <14>
2013 May 17 16:30:47 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:30:47 dc3-test $SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 4820)
hasn't caught signal 9 (no core).
2013 May 17 16:31:02 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:31:02 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 24239)
hasn't caught signal 9 (no core).
2013 May 17 16:31:14 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:31:14 dc3-test %SYSMGR—2—SERVICE_CRASHED: Service "eltm" (PID 24401)
hasn't caught signal 9 (no core).
2013 May 17 16:31:23 dc3-test $CALLHOME-2-EVENT: SW_CRASH alert for service: eltm
2013 May 17 16:31:23 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:31:23 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 24407)
hasn't caught signal 9 (no core).
2013 May 17 16:31:24 dc3-test vsh[24532]:
<more> return code <14>
2013 May 17 16:31:24 dc3-test vsh[24548]:
<more> return code <14>
2013 May 17 16:31:24 dc3-test vsh[24535]:
<more> return code <14>
2013 May 17 16:31:33 dc3-test SNETSTACK-3-INTERNAL ERROR: netstack [4336] (null)
2013 May 17 16:31:33 dc3-test SETHPORT-2-IF SEQ ERROR: Error (0x20) while communicating
with component MTS_ SAP _ELTM opcode:MTS OPC_ETHPM PORT PHY CLEANUP (for:RID PORT:
Ethernet3/1) end attachment start attachment
type:text
data:

command
CLIC-3-FAILED EXEC: Can not exec command
CLIC-3-FAILED EXEC: Can not exec command

CLIC-3-FAILED EXEC: Can not exec command

CLIC-3-FAILED EXEC: Can not exec command
CLIC-3-FAILED EXEC: Can not exec command

CLIC-3-FAILED EXEC: Can not exec command

dc3-test interfaces:

Ethernet3/1 Ethernet3/2 Ethernet3/3
Ethernet3/4 Ethernet3/5 Ethernet3/6
Ethernet3/7 Ethernet3/8 Ethernet3/9
Ethernet3/10 Ethernet3/11 Ethernet3/12
Ethernet3/13 Ethernet3/14 Ethernet3/15
Ethernet3/16 Ethernet3/17 Ethernet3/18
Ethernet3/19 Ethernet3/20 Ethernet3/21
Ethernet3/22 Ethernet3/23 Ethernet3/24
Ethernet3/25 Ethernet3/29 Ethernet3/30
Ethernet3/31 Ethernet3/32 Ethernet3/33
Ethernet3/34 Ethernet3/35 Ethernet3/36
Ethernet3/37 Ethernet3/38 Ethernet3/39
Ethernet3/40 Ethernet3/41 Ethernet3/42
Ethernet3/43 Ethernet3/44 Ethernet3/45
Ethernet3/46 Ethernet3/47 Ethernet3/48

end attachment
start attachment

type:
data:

text
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end attachment
start attachment
name:show license usage
type:text
data:
Feature Ins Lic Status Expiry Date Comments
Count

end attachment

XML F2=X TD syslog 7 5 — L @EEN1D 4

WOFITIL, Syslog "— k 77— K Z—7HO XML 2~ LET,

<?xml version="1.0" encoding="UTF-8" 2>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>1004:TXX12345678:478F82E6</aml-session:Messageld>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
<aml-block:CreationDate>2013-05-17 16:31:33 GMT+0000</aml-block:CreationDate>
<aml-block:Builder> <aml-block:Name>DC3</aml-block:Name>
<aml-block:Version>4.1</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>1005:TXX12345678:478F82E6</aml-block:GroupIld>
<aml-block:Number>0</aml-block:Number>

<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
</aml-block:BlockGroup>

<aml-block:Severity>5</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">
<ch:EventTime>2013-05-17 16:31:33 GMT+0000</ch:EventTime>
<ch:MessageDescription>SYSLOG ALERT 2013 May 17 16:31:33 dc3-test SETHPORT-2-IF SEQ ERROR:
Error (0x20) while communicating with component MTS SAP ELTM
opcode:MTS OPC_ETHPM PORT PHY CLEANUP (for:RID PORT: Ethernet3/1) </ch:MessageDescription>
<ch:Event> <ch:Type>syslog</ch:Type> <ch:SubType></ch:SubType> <ch:Brand>Cisco</ch:Brand>
<ch:Series>Nexus9000</ch:Series> </ch:Event> <ch:CustomerData> <ch:UserData>
<ch:Email>contact@example.com</ch:Email>

</ch:UserData>

<ch:ContractData>

<ch:DeviceId>N9K-C9508QCA@TXX12345678</ch:DeviceIld>

</ch:ContractData>

<ch:SystemInfo>
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<ch:Name>dc3-test</ch:Name>

<ch:Contact>Jay Tester</ch:Contact> <ch:ContactEmail>contact@example.com</ch:ContactEmail>
<ch:ContactPhoneNumber>+91-80-1234-5678</ch:ContactPhoneNumber>

<ch:StreetAddress>#1, Any Street</ch:StreetAddress> </ch:SystemInfo> </ch:CustomerData>
<ch:Device> <rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.1">
<rme:Model>NI9K-C9508</rme:Model>

<rme:HardwareVersion>0.405</rme:HardwareVersion>
<rme:SerialNumber>TXX12345678</rme:SerialNumber>

</rme:Chassis>

</ch:Device>

</ch:CallHome>

</aml-block:Content>

<aml-block:Attachments>

<aml-block:Attachment type="inline">

<aml-block:Name>show logging logfile | tail -n 200</aml-block:Name> <aml-block:Data
encoding="plain">

<! [CDATA[2013 May 17 10:57:51 dc3-test %SYSLOG-1-SYSTEM MSG : Logging logfile (messages)
cleared by user

2013 May 17 10:57:53 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 10:58:35 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 10:59:00 dc3-test $DAEMON-3-SYSTEM MSG: error: setsockopt IP TOS 16: Invalid
argument: - sshd[14484]

2013 May 17 10:59:05 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 12:11:18 dc3-test %$SYSMGR-STANDBY-5-SUBPROC_TERMINATED: \"System Manager
(gsync controller)\" (PID 12000) has finished with error code
SYSMGR_EXITCODE_GSYNCFAILED NONFATAL (12) .

2013 May 17 16:28:03 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 16:28:44 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:28:44 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 3504)

hasn't caught signal 9 (no core).

2013 May 17 16:29:08 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:29:08 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 23210)

hasn't caught signal 9 (no core).

2013 May 17 16:29:17 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:29:17 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 23294)

hasn't caught signal 9 (no core).

2013 May 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER PRE START: This supervisor is

becoming active (pre-start phase).

2013 May 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER START: This supervisor is becoming
active.

2013 May 17 16:29:26 dc3-test %USER-3-SYSTEM MSG: crdcfg get srvinfo: mts_send failed -
device_ test

2013 May 17 16:29:27 dc3-test SNETSTACK-3-IP_UNK MSG MAJOR: netstack [4336] Unrecognized
message from MRIB. Major type 1807

2013 May 17 16:29:27 dc3-test $IM-5-IM INTF STATE: mgmtO is DOWN

2013 May 17 16:29:28 dc3-test $SYSMGR-2-SWITCHOVER OVER: Switchover completed.

2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 10 - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:ipvé only defined - ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:bindvé only defined - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045]

]

2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045
2013 May 17 16:29:28 dc3-test SNETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
2013 May 17 16:29:28 dc3-test SNETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
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2013 May 17 16:29:29 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19072]

2013 May 17 16:29:29 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19072]

2013 May 17 16:29:31 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19073]

2013 May 17 16:29:32 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19079]

2013 May 17 16:29:32 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19079]

2013 May 17 16:29:34 dc3-test $IM-5-IM INTF STATE: mgmtO is UP

2013 May 17 16:29:34 dc3-test $DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19105]

2013 May 17 16:29:34 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19105]

2013 May 17 16:29:35 dc3-test $PLATFORM-2-PS_AC IN MISSING: Power supply 2 present but

all AC inputs are not connected, ac-redundancy might be affected

2013 May 17 16:29:35 dc3-test $PLATFORM-2-PS_AC IN MISSING: Power supply 3 present but
all AC inputs are not connected, ac-redundancy might be affected

2013 May 17 16:29:38 dc3-test SCALLHOME-2-EVENT: SUP_FAILURE
2013 May 17 16:29:46 dc3-test vsh[19166]: CLIC-3-FAILED EXEC:
return code <14>

2013 May 17 16:30:24 dc3-test vsh[23810]:
return code <14>

2013 May 17 16:30:24 dc3-test vsh[23803]:
return code <14>

2013 May 17 16:30:24 dc3-test vsh[23818]:
return code <14>

2013 May 17 16:30:47 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:30:47 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\"

hasn't caught signal 9 (no core).

2013 May 17 16:31:02 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:31:02 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\"

hasn't caught signal 9 (no core).

2013 May 17 16:31:14 dc3-test %SYSMGR-3-BASIC _TRACE: core copy: PID 2630 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:31:14 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\"

hasn't caught signal 9 (no core).

2013 May 17 16:31:23 dc3-test $CALLHOME-2-EVENT: SW_CRASH alert for service: eltm
2013 May 17 16:31:23 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:31:23 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\"

hasn't caught signal 9 (no core).

2013 May 17 16:31:24 dc3-test vsh[24532]:
return code <14>

2013 May 17 16:31:24 dc3-test vsh[24548]:
return code <14>

2013 May 17 16:31:24 dc3-test vsh[24535]:
return code <14>

2013 May 17 16:31:33 dc3-test SNETSTACK-3-INTERNAL ERROR: netstack [4336] (null)

2013 May 17 16:31:33 dc3-test $ETHPORT-2-IF SEQ ERROR: Error (0x20) while communicating
with component MTS SAP _ELTM opcode:MTS OPC_ETHPM PORT PHY CLEANUP (for:RID PORT:

Ethernet3/1) 11> </aml-block:Data> </aml-block:Attachment> <aml-block:Attachment
type="inline"> <aml-block:Name> <aml-block:Data encoding="plain"> <! [CDATA[

dc3-test interfaces:

Can not exec command <more>
CLIC—3—FAILED_EXEC: Can not exec command <more>
CLIC—3—FAILED_EXEC: Can not exec command <more>
CLIC—3—FAILED_EXEC: Can not exec command <more>
(PID 4820)

(PID 24239)

(PID 24401)

(PID 24407)
CLIC—3—FAILED_EXEC: Can not exec command <more>
CLIC—3—FAILED_EXEC: Can not exec command <more>

CLIC—3—FAILED_EXEC: Can not exec command <more>

Ethernet3/1 Ethernet3/2 Ethernet3/3
Ethernet3/4 Ethernet3/5 Ethernet3/6
Ethernet3/7 Ethernet3/8 Ethernet3/9
Ethernet3/10 Ethernet3/11 Ethernet3/12
Ethernet3/13 Ethernet3/14 Ethernet3/15
Ethernet3/16 Ethernet3/17 Ethernet3/18
Ethernet3/19 Ethernet3/20 Ethernet3/21
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Ethernet3/22 Ethernet3/23 Ethernet3/24
Ethernet3/25 Ethernet3/26 Ethernet3/27
Ethernet3/28 Ethernet3/29 Ethernet3/30
Ethernet3/31 Ethernet3/32 Ethernet3/33
Ethernet3/34 Ethernet3/35 Ethernet3/36
Ethernet3/37 Ethernet3/38 Ethernet3/39
Ethernet3/40 Ethernet3/41 Ethernet3/42
Ethernet3/43 Ethernet3/44 Ethernet3/45
Ethernet3/46 Ethernet3/47 Ethernet3/48
11>

</aml-block:Data>
</aml-block:Attachment>
<aml-block:Attachment type="inline">
<aml-block:Name> <aml-block:Data encoding="plain"> <!----> </aml-block:Data>
</aml-block:Attachment> <aml-block:Attachment type="inline"> <aml-block:Name>show license
usage</aml-block:Name> <aml-block:Data encoding="plain">
<![CDATA[Feature Ins Lic Status Expiry Date Comments
Count

11>

</aml-block:Data>
</aml-block:Attachment>
</aml-block:Attachments>
</aml-block:Block>
</soap-env:Body>
</soap-env:Envelope>
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