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BL—FY R NI 74 v 71 L TORYR—FEINFET,

o« LA ¥ 2NetFlow |2 L CT TITHER SN TWDR— F F¥ R/ A U5 BINT 5
& . NetFlow ORERNHIFRSIL, LA Y 2RENBMEINET,

e Cisco Nexus 9300-FX2 77 v N 7 +—24 A A v F L. sFlow & SPAN O:fFEE 3R — kL
e

« Cisco Nexus 9300-EX/FX 77 v N7 4 —Lh A v F, BLOEX/FXEY a2 —/LZH#HE L
7= Cisco Nexus 9500 77 v b 7 +—2A AA »F TlX, SPAN & sFlow Oifi 5 % [RIRF I A %h
T D2 EFTEERA, BT I T4 7 RGA, b —HixahicTEERA, 172
L. CiscoNexus 9300-EX/FX/FX2 3 L ONEX £ = —/L & ##; L 7= Cisco Nexus 9500 77
k74— AA v FTlL, NetFlow & SPAN D[ij 5 % [RIRFIC AT 5D Z L A TE, sFlow
& SPAN T b 0 IZFELTRIEETT,

« FX AR — FR T Tl STV D NetFlow X ED N7 7 ThbHEH. EXAFA— & 7
Y7 ELTEHELTYH, AR — F &N TV EX NetFlow B EIX FX R— K~ 7270
LHIBENE YA, mE 2T, 3L EORAR D IPVE 7 — E=FHZ FXR— K T
W@ L, EXSR—FRELC M7 o 7izBmEnz546. EXR— FORIROARLTH D7
O, 2ODF=HEHMZDH NT 7 OFEITZHEIICHIBRS N EF A, ZOETIE, EX
hZ 7 R—=bD2ODF=HFEB257 02— XL R— W izd, EXH— b EFX
A= LD GNRE L T 7 ICHEETHAREENRSHHET 2T AL v FTiEL, 77 hai
TEiL2oDEF=% (VANGO/CE) DHEMEHTHZ EAHRLET, Zd, EXBEIW
FX 74 v 51— REEHE D3 T D Cisco Nexus 9500 77 v~ b 7 — L AA v FITHEH S
E3

« FM-E, FM-E2, B X O'FM-E3 £ = —/L %4 L 7= Cisco Nexus 9500 77 » k7 4 — LA
A A v FF LW CiscoNexus 9300-FX/FX3 A A FiE, NetFlow /] &7 —7 = A A 2%
HREZ AR — RN LE9, 72721, 9300-EX B LW9500-EX 77 v h 7 4 —Lh AL v TF D
HOA 2 —T 2 TV FR—FENFEFA,

AR M

AEHLTWVWAT NS ATHRELENDY V—AZIELHEMFEL TWD Z &, NetFlow IE A
Y L CPU Y Y —REHEETIHINDTT,

A B NetFlow DRk
g

AT T 1 NetFlow H¥fEZ HZIZ L £,
AT T2 70— lF—BIO7 44—V REEETIHIZLICE-T, 7o— La—REEHELET,

NetFlow
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B A5 NetFlow o

ATY T3 IV AKR—FT7x—~v h, 7 bal, sk, BLXOZOMONRTA—ZEEETHZ LICL-T, T
BCT7u— T/ AR—ZE2EHRLET,

ATy T4 77— La—RBIO7a— =7 AR—F|ITHESNWT, 7e— F=XEFERLET,

AFYTS EETA A —T A A, B TA L F—T oA A, FFRIFIVLANA VX —T oA AT a0 —F=F % @A
L/i‘j‘o

A 71 NetFlow O #% B {5l
ZOBFITIE, Pv4 12k L CHIA NetFlow =7 A R— 4 &l 5 ka5 LET

feature netflow

flow exporter ee

destination 171.70.242.48 use-vrf management
source mgmt0

version 9

template data timeout 20

flow record rr

match ipv4 source address
match ipv4 destination address
collect counter bytes

collect counter packets
flow monitor foo

record rr

exporter ee
interface Ethernet2/45

ip flow monitor foo input

ip address 10.20.1.1/24

no shutdown

A 71 NetFlow #&REEa < > <
AJ] NetFlow fREE= < > R,
« 7 /34 AD ANTJ] NetFlow BEEED A7 — % A LMk A Fom L E T,
e TH— AU HF =T A A T AR—F BLOLa— NIET L FEMERE 2L

o EHE DN NetFlow DEIER N T TV a—TF 4 7B L UORIET 2 DI >BZlia~ v
KT,

AJJ NetFlow # &2 T HI21E, DX AT DI HLOWNTANEFEITLET,

. NetFlow
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An Netrlow iEa <> k[l

avy kR

S

show flow cache [ipv4 | ipv6 | ce]

AJI NetFlow IP 7 2 — 24 A M AR R L
e

GF)

ZOa~y Rk, EORAA v FTIXHERTI
WL SICR L, 7a— IR RINERA,
EOR AA v FCZDa~vy REFRRTDHIZ
X, attachmodx =2~ R&fiH L CE
Va— W7 Xy F LET, £2iE, dot
xquoted “show flow cache” =~ > K& L
CZmavry FaFzy 7 LES, 2T,
X IZAJ) NetFlow DE Y 2 —/VFEFTI,

show flow exporter [name]

AJ) NetFlow O 7 & — T AR—Z[EHR L
HIFMAFRRLET, 70— 7 AR—F4
TR 63 LTFDHRBT-TANTEET,

show flow interface [interface-type slot/port]

AJI NetFlow A > % — 7 = A AZRT A [EH
BERLET,

show flow record [name]

AJI NetFlow D7 2 — L a— NE#EFRL
F9, 7u— L a— FATITERK63 LT D
Wrrs ANTEET,

show flow record netflow layer 2-switched input

LA ¥ 2 AJj NetFlow # D IEHR & T LE
—g_ﬂo

show running-config netflow

WAET /XA A28 5 NetFlow R T &2 ER L E
ﬁ_‘o

NetFlow DO#EEHE A #7795 (21%, show flow exporter =~ > RZ&Z#H L £4, NetFlow =7~
AR —H OREFHERZEET 512X, clear flow exporter 2~ > REMHH L £,

A 71 NetFlow O~ {5l

IPv4 @ show flow cache =~ > RO JIZIE, KD X I ICFERINET,

show flow cache
IPV4 Entries

SIP DIP BD ID S-Port D-Port Protocol Byte Count Packet Count TCP

FLAGS TOS if id

output if id flowStart flowEnd

10.10.30.4 30.33.1.2 1480 30000 17998 17 683751850 471553 0x0
0x0 0x90105c8 0x1a005000 14096494 14153835

30.33.1.2 10.10.39.4 4145 30000 18998 17 43858456 30164 0x0
0x0 0x1a005000 0x1a006600 14096477 14099491

10.10.29.4 30.33.1.2 1479 30000 17998 17 683751850 471553 0x0
0x0 0x90105c7 0x1a005000 14096476 14153817

10.10.7.4 30.33.1.2 1457 30000 17998 17 683753300 471554 0x0
0x0 0x90105bl1 0x1a005000 14096481 14153822

30.33.1.2 10.10.42.4 4145 30000 18998 17 95289344 65536 0x0

NetFlow .
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. H 73 NetFlow

0x0 0x1a005000 0x1a006600 14112551 14119151
10.10.49.4 30.33.1.2 1499 30000 17998 17 683753300 471554 0x0
0x0 0x90105db 0x1a005000 14096486 14153827

H 77 NetFlow

AEBEL HWBIE
Y

GE)  KRFEFE A D NetFlow D A 77— 42OV TiE,  [Cisco Nexus 9000 3 U — & NX-OS FRFEF & A
=78 VT 4 A4 R] #22RL TN,

o U H—T A ATAJ NetFlow & H7) NetFlow O NG 72 > TWAEE. AN
NetFlow |ZH 7 NetFlow X 0 H B X, 7 e —{FHRIZA FANCER SN ET,

« 7 —|X CFLOW X7 > b I (1) 74— RTRBISNET,

o (077 NetFlow EMEREOHTIZFCEETH, 74V Xicey ML N T 740 7
n—I, S CTREENT-a VLI ZICOHRT I AR—FENET,

« £ 2 78 CiscoNexus 9500 > ¥ —>Clk, N7 74 v 73R R A4 1— R TEXE
SNET, HIINetFlow/S N7 7 4 v 7 DREA L F—T = A ATHMMT, VT 71497
DFFA VA —T A ATHMNI 2> TWWEA, A7 a—1FRIIAA v 2 —7 =
AADTA L II—RTHRYy 7Ty Ih, A F—T A ATEIF ¥ 7 Fr InEt
Ao

e L2 AV H—T = A RTHEEED SVI B L O sub_interface 738 5354, HiJ) NetFlow (259
HDANA v E—T A4 A (ifid) OBEHBELL R THENEVETA,

« /7 NetFlow 1. Cisco Nexus 9300-EX. EX 7 A » 7 — K& #£# L 72 Nexus 9500 T =
AA v F . NIK-C9364C., B LTNIK-C9332C A A v FTIIVR—FINFEH A,

« ) NetFlow I, IPV4 B LNV A Y2 b T 7 4 v 7 TOHYR— FEINET, HJINetFlow
X, IPVO BL O~ TFFXY AN T T7 475 R—FLEFTA,

« 177 NetFlow I, &EVR—FLTWERA,
e vrf-id

CRIBHIE S L — N T T 4T DR
e HF1 A v H—7 =14 A (NetFlow OIF)

*MPLS % hU—7

AR S

1. H/J NetFlow TCAM Y —< 5 > T Nexus 9000 2 A v F 52k L F 1,

NetFlow
16| I
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| NetFlow
i1 Netrlow ot [

2. HJ1 NetFlow TCAM B —E > %I AAL v FE2 U r— RLET,

3. AAYTFNFLTA o725, ipflowmonitor <>output or layer 2-switched flow monitor
<output 2w REFEHALTC, AV F—T 2 ADMEBEDO L2 FRIXL3 A H—T = A
A CTH{J) NetFlow ZH 02 L £ 7,

H 71 NetFlow D#&ERK
FIig

AT v 71 NetFlow #iEE A2 L £,
AT w72 egrnetflow TCAM 1 —E L 7% ETL, AfvFEUue—FKLET,
a) configureterminal

51

switch# configure terminal
switch (config) #

Ju—sLar7 4 Xal—vary - RERBLET,
b) [no] hardware access-list tcam region egr-netflow{0 | 512}

B -

switch (config)# hardware access-list tcam region egr-netflow 512

17 NetFlow TCAM W — > 72 HFNZ L ET, 7 7 4+ /b MIEL) T egr-netflow TCAM 7 —E > 7
DG, PAR—=FENTWAHEIZ0 & 512 T,

¢) copy running-config startup-config

1 -

switch(config)# copy running-config startup-config
Firar74Xal—vark, A= Ty arz s Fal—rarilar—LET,
d) reload
1 -

switch (config)# reload
This command will reboot the system. (y/n)? [n] y

AA v Fa)mn—FLET,

RAT9T3 7 —IlF—BLOT7 =V REHEETLHZLICE-T, 77— La—REzERLET,

ATV T4 = AR—FTxr—~vv b, Tubhanr sk BLOZOMONRTA—ZEEETH LITL-T, 7
n— TJ AR—HEEHFELET,

ATFvTE Ju— La— R RBI07n— o/ AR—FIZHESNT, 7e— E=XE2EXRLET,

NetFlow
I .-_
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B 5 NetFlow o

AFYvT6 ElExA A —T A A, BT F—T 2 A A, FFRIIVLANAS V Z—T oA A7 0 —F=F &2
Ljﬁ‘a_o

H 51 NetFlow D #& {51
ZOFITIE. IPv4 123 LT H I NetFlow =7 AR—Z R4 5 HiEEZ R LET,

feature netflow
flow exporter ee
destination 171.70.242.48 use-vrf management
source mgmt0
version 9
template data timeout 20
flow record rr
match ipvé4 source address
match ipv4 destination address
collect counter bytes
collect counter packets
flow monitor foo
record rr
exporter ee
interface Ethernet2/45
ip flow monitor foo output
ip address 10.20.1.1/24
no shutdown

H 73 NetFlow fR5Ea < > F

Hi /7 NetFlow #i 2 Fxt H1213. WDOEZ A7 DI HLEDONTNNEFEITLET,

av vk =]

show flow cache [ipv4 | ce] [output] i 7) NetFlow IP 7 v —|ZBHF 2 @& &R L
£,

show running-config netflow BET NA A2 D /) NetFlow Hiak & R
Li‘d‘o

H 77 NetFlow 0 3 545l
IPv4 @ show flow cache =~ > RO JIZIE, RO X HICFERINET,

switch (config-if-range)# show flow cache
NOTE: Only 10k flows are displayed in XML output
Egress IPV4 Entries

SIP DIP BD ID S-Port D-Port Protocol Byte Count
Packet Count TCP FLAGS TOS if id output if id flowStart
flowEnd Profile Ing-VRF
130.1.1.2 162.1.1.1 4119 60 893 6 161082
171 0x0 0x0 0x1a002600 0x1a002800 716994
732532 4 : NF 21
130.1.1.2 162.1.1.1 4151 60 11013 6 61230
65 0x0 0x0 0x1a006600 0x1a006800 715951

. NetFlow
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NetFlow 5311=F 2 =02 mnsTIE ]

728074 4 : NF 38

130.1.1.2 162.1.1.1 4145 60 3441 6 162966
173 0x0 0x0 0x1a005a00 0x1a005c00 713085

727941 4 : NF 35

NetFlow #5329 5= D% FIE

WD¥ 7 g T, BNCT 55812 AT NetFlow & H /7 NetFlow O [ J7 (2 d5@4 5 FIE A
U2 MLET,

NetFlow g BN L E T,

Flg
ATV RFERRTIYa Y =)
25 71| configureterminal Ja—rIVvREE— Reflin L £9,
i -

switch# configure terminal
switch (config) #

AT v 72 |[no] feature netflow NetFlow e AN LEd, T 74/ b TlET 4
i - T —T NN TWVET,
switch (config)# feature netflow GE)

N9K-T2 EoR Z#£# L 7= Cisco Nexus 9500 77 v h
7 F—2I AA v FliE, NetFlow Z VA~ — F L TWE
A,

ATw 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—FT 72
51 Y74 FXalb—vaviiar—LFET,

switch (config)# copy running-config startup-config

JO— La— FOER

7ao— La—REEl L., BETH7200F%F—, BIOWNETLHZODIEF— 74— K%
Ta—MIZBMLET,

NetFlow
I .-_



. match /X5 A —2 DIEE

FIE

NetFlow |

AR NFERERTIVa Y

=)

AT w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEBLG
15“ : ]\/i‘g‘o
switch# configure terminal
switch (config) #

A5 72 |flowrecord name Zo—La— R&EERL, 7e—La—Rar 7y
i - Fal—rvarE—RelBlEd, 7n—La—
switch (config)# flow record Test f\% Kﬁiﬂij( 63 i%@%ik%%j\jj(‘% iﬁ—"
switch (config-flow-record) #

ATv7F3| ({EE) description string RRK63LFT, 7a— L a— RO#MHAEZRLET,
fi
switch (config-flow-record) # description IPv4Flow

ATv74| ({EE) matchtype —EX—Z2HBELET, FEMOVTIE, match /3
5 - T A=K DIRE 20—) B TIZEN,
switch (config-flow-record) # match transport GF)
destination-port LA Yaf— b F— 2 27 2F— b 5ITI,

match transport destination-port 33 &2 U8 match ip
protocol ==~ > KRNI T,

ATw 75| (f£E) collect type a7 var 74—V REEBELET, FEHcON

51 TliX, collect /X7 A—Z DFfFE (22 ~—) &%
) . BLTL &N,

switch (config-flow-record)# collect counter

packets

ATw 76| (f£E) show flow record [name] [record-name] NetFlow D 71— L a— RfF#fzZFRLET, 7
{netflow-original | netflow protocol-port | netflow {ipv4d| o — L 22— R IZITEK 63 SLFOFEETF5 AT
|ipv6} {original-input | original-output}} x ¥4,
fi
switch (config-flow-record)# show flow record
netflow protocol-port

ATv 71| ({£E) copy running-config startup-config FTar74F¥al—Yarvk, A¥— T v S

1 -

switch (config-flow-record) # copy running-config
startup-config

V74X al—valat—LET,

match /X5 A —42 DIEFE

Jno— La— NI LIz,

. NetFlow
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match /35 * —2 DiEE [

avy kR

EL:)

match datalink {mac source-address| mac
destination-address| ethertype | vian}
il

switch (config-flow-record)# match datalink
ethertype

LA V2EEF—L LTHRELET,

match ip {protocol | tos}

151

switch (config-flow-record)# match ip protocol

IP7a banvERIETS 74—V K&
F—EL LTHRELET,

GE)

LAY A4R— T —F &) AR— ]
4 %1Z1%. match transport
destination-port 33 J Ut match ip protocol
A~ FRRETT,

7 — 4 % show hardwareflow ip =~ >
RO NI S TERRSIVET D,
WAFOa~y RERET HE TIEL
T AR— MIATONERE A,

match ipv4 {destination address| source address}

151

switch (config-flow-record) # match ipv4 destination
address

IPv4 XEILET21I5HT L A& F—
ELTHRELET,

match ipv6 {destination address| source address|
flow-label | options}

R

switch (config-flow-record)# match ipvé flow-label

IPv6 ¥—%fEELE7,

match transport {destination-port | source-port}

1

switch (config-flow-record)# match transport
destination-port

kT AR — MEEILE I AN —
Fadx—L L TRELET,

GF)

LA Y 48— NF—H 2y 27— |
4% 21%. match transport
destination-port 35 &2 Y match ip protocol
a<y RBAMETY,

7 — 4 % show hardwareflow ip =2~ >
ROMINIEE S TERSNE T,
WD a~<wy RERET HETINEL
T AR— M fTbERA,

NetFlow .



. collect /X5 A — 2 DIETE

collect /X5 A —42 MDIEFE

Cisco/NX-OS NetFlow Clif, [NENRTA—% | F7n— La— RNNTHRTT DA 7T 3
VT, 2 AR—= I BEOSOHOEDICHR Yy hU—7 TJa—MmbFy 7 F vy INd7 44—V K

FEFEA RN v ERLET,

NetFlow |

Ju— L a—RI LT, KD collect /NT A —H % 1 DLL KT HLENRSH D 3¢

avy kR

El:)

collect counter {bytes| packets} [long]

1

switch (config-flow-record)# collect counter packets

THa—NBRTy PR—RAE I
N ERELET, [LET, 64
vy N AU EEERT L EEEE
TEET,

collect ip version

A1

switch (config-flow-record)# collect ip version

TJa—@OIPAA—T g VEIELET,

collect timestamp sys-uptime {first | last}
il

sys-uptime last

switch (config-flow-record)# collect timestamp

7 a— DS E TR v M
THUAT LB A NE LT,

collect transport tcp flags

151

flags

switch (config-flow-record)# collect transport tcp

Ta—0ORry MIEIET 5 TCP ~ 7
VAR— BT T 7 EINELET,

J0— I XKR—2 DIERL

TH— T AR—HORETIL, 78—l THZIAR— N NTA—=FEERL, VE—
I NetFlow Collector ~DE|ZEr[REMEF R AT L £,

FIR

ARV RFERRTI Y

E[:)

R w 71 |configureterminal Jua—r)Lar 7 4 ¥al—gy T— REElG
&1 LETS
switch# configure terminal
switch (config) #

ZF w72 |flowexporter name Tu— 2 AR—=Z R L, Te— 27 AR—

1 -

. NetFlow
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sn—zyz—sots ]

ARV FFEREETIVa Yy

E:)

switch (config)# flow exporter flow-exporter-one
switch (config-flow-exporter) #

Tu— T I AR—H L ERKN63LTFOIETTA
hcEEd,

AT w73 |destination {ipv4-address|ipv6-address} [use-vrfname] | = > 7 o — = 7 2R — & D55 IPv4 £ 7213 IPv6

Bl - 7 FLAZRELET, fEE T, NetFlow Collector
. o . \ZEET 572075 VRF 2 ETE £,

switch (config-flow-exporter)# destination s

192.0.2.1 VRF 41213 K 32 SLFEO T o2 A CEET,

AT w74 |sourceinterface-type name/port FRE S FUL7=%65E T NetFlow Collector (ZRIZET 5 728
i - WERAT A A2 —T oA AEEELET,
switch (config-flow-exporter)# source ethernet
2/1

ATvTH (ff-%) description string D7 — T AR—=FIZONWTHHALET, i
- BICITR K 63 PO T H AN TEET,
switch (config-flow-exporter)# description
exportversion9

ATy 76 () dscp value DSCP (DiffServ =— KR4 > k) EEEELET,

_ #PHIZ 0 ~ 63 TT,
i -
switch (config-flow-exporter)# dscp 0

ATvT1 (&%) transport udp port NetFlow Collector (2233 % 7= O |IZfE 3% UDP
- RN— b afRE LEd, #HPHIL 0~ 65535 T,
switch (config-flow-exporter)# transport udp 200 GE)

UDP R— h Zf5E LRWGEIE, 9995737 7 4 /b
M LTSN ET,

AFw S8 |verson9 NetFlow =7 AR —h "=V a VEREELET, 7
4 - B—TJ AR—=FDNN—=V59a07 4 Falb—
switch (config-flow-exporter)# version 9 \:/‘3 ~ ‘5_7:Eﬁ— ]\%E‘ﬁﬁé‘j‘é W‘Li‘ N=var9
switch (config-flow-exporter-version-9) # %E£E$RI/§E7ro

ATv79 (fE:7) option {exporter-stats| interface-table} 7u— =) AR—ZOMFHERFEEZ A ~—%
timeout seconds RELET, HEOHPHIL 1 ~ 86400 T,

11
switch (config-flow-exporter-version-9)# option
exporter-stats timeout 1200

ATy 710 | (f£&) templatedatatimeout seconds TrT L= N T HEEIAT—ERELET,

B - EDHIAIL 1 ~ 86400 > T,

switch(config-flow-exporter-version-9) # template
data timeout 1200

NetFlow .
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NetFlow |

ARV FFEREETIVa Yy

S

ATy 7N

EE)
1 -

switch (config-flow-exporter-version-9)# copy
running-config startup-config

copy running-config startup-config

EfFar 74 Xal—YarvEk, R¥— T oS
a7 4 FXalb—gicar’—LET,

JO0— T2 DERK

To—F=AEERLT, Je— La—RBLO 7o — 7 AR—Z LHEMITDLZENT
XF+, 1O0F=FIZBLTWNATXTOT7ua—|T, a7 4—NV R ETHERETAEZDIC
T2 70—l a—RE2FHLET, T—F I3 Esn/i-7o0—o/ AR —Z |7 AR—

FERET,

FIE

AT RFEEIEFT7ZII Y

=)

AT w 71 | configureterminal Jua—\)Lary 7 4 ¥ lb—3g )y B— REEG
15“ : L/i‘g—o
switch# configure terminal
switch (config) #

R T w 7 2 |flow monitor name Ta— =X E{ERkL, Jr—F=F a7 4 X
f5l L—varE—FaltLEd, 7r— =44
switch (config)# flow monitor flow-monitor-one %E&j( 63 i%@%%{%f}\jﬂf%ijﬁo
switch (config-flow-monitor) #

ATv 73| ({£E) description string IOT7ua—F=FZONWTHHLET, SHICTR
- K63 LFOFETFH AN TEET,
switch (config-flow-monitor)# description
IPv4Monitor

ATv 74| (f£E) exporter name T0— TJ AR—H DT 0— F=X %A
Bl FES, =7 AR RITITEK 63 LT OFET

N | | EANTEET,
switch (config-flow-monitor) # export v9
R 5w 7 5 |record name [netflow-original | netflow protocol-port || 7w — L a— REEE L7770 — =% L Bl

netflow {ipv4|ipv6} {original-input|original-output}]
i) :

switch (config-flow-monitor)# record IPv4Flow

JET, La— RAIKITRK 63 LTOEHTE A
NTEET,

G
record netflow ipv4 original-input, record netflow
ipv4 original-output, record netflow layer 2-switched
input i%, CiscoNX-0OSY U —293(1) TILHAR—hk
SNTWERA,

. NetFlow



| NetFlow
AUA—T A RA~DI7O— E=4DEA .

AU RFERET7TIV3 Y B#)
AT 76| ({EE) copy running-config startup-config Frarr4Fal—vark AY—hTv7 =
5l Y74 Fal—varilar—LET,

switch (config-flow-monitor)# copy running-config
startup-config

AR —DT A RAANDT7AO— E=Z2NDEH

Ta— =X FIA =T oA AZEHTEET, AAORDLYIZHAF—TU—FE#EHL
T, HWhFmicva— =% mWHATXET,

FE
aAv Y RFEEETIVa Y B8
Z 5w 71 |configureterminal Ta— ) ar7 4 Xal— gy T— NS
15“ : Li‘a—o

switch# configure terminal
switch (config) #

25w 72 |interfacevlan vian-id VIAN A > 7 = 4 ABBE L. Ao h—T o g
Bl A AT Ral—vay B— RERBLET,

switch(config)# interface vlan 10
switch (config-if) #

R 5w 73 |ip flow monitor {ipv4|ipv6 | layer-2-switched} input | A 3 %4 hDA v F—T = A A |Z. IPv4. IPv&.

i - FlATVLA Y2 AL v F T u— =X & BT
switch (config-if)# ip flow monitor ipv4 input 357%0

ATw 74| ({£&E) copy running-config startup-config Effar 74 Xal—ark, AFA—hrT v S
Bl - Y74 FXal—variiar—LET,

switch(config-if)# copy running-config
startup-config

A7 NetFlow DO F-6HDEMDF|E

WD 7 a s TiE, AJI NetFlow (IZEATE 220 S EFIFRFIELZRLET,

VLAN ETDT1) v D& NetFlow DR

VLANDLA Y2 AL vF Ry hTCLAY 3T —HZINET L7200, VLAN IC 71—
FoXEMATEES,

NetFlow
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ARV RFFEERTIVa Y

=)

AT w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEBLG
15“ : ]\/iﬁ‘o
switch# configure terminal
switch (config) #
R T w 72 | vlan configuration vian-id VLAN 2> 7 4 Fal— gy F— REBEEBELE
Bl - F. VLANID OFEIHIL 1 ~ 3967 F 7213 4048 ~ 4093
switch (config)# vlan configuration 30 T
switch (config-vlan-config) # G¥)
VLAN 227 4 ¥ 2 b—3i g F— N T, 1Bk
EITERRICVLAN AR ETE £9, ZHid, VTP
747 bV R— MIXLETT,
5w 73| {ip]|ipv6} flow monitor name ATy DO T a— F =% % VLAN (ZBEhERT T
i - Y, TR— T=HHERK 63 LTORBTTA
switch (config-vlan-config)# ip flow monitor jjj?%:giﬁ—o
testmonitor
ATw 74| ({£&E) copy running-config startup-config Fifrar74Xal—vark, AX—FTv7 2

1

switch (config-vlan-config)# copy running-config
startup-config

v 4Fal—Yaiiar’—LET,

L 4 % 2 NetFlow ¥+— DK

7L 277 NetFlow L a— RN TLA V2 F—2EXTEXET, ZoLa—FE2FEHLT,
LAV 2A L HF—T 2 AD T O —5F ¥ T TF ¥ TxFT,

FIE

ARV RFEEETI 3y

E:)

X5 w71 |configureterminal rTa—r)ar74Xal—3 gy T— NG
i - LET.
switch# configure terminal
switch (config) #

RTwvF2 |flowrecord name Jo—la—Rar74¥al—yaryE—R%

1 -

. NetFlow
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L1 2NetFlow +—#rt [}

ARV FFEREETIVa Yy

E:)

switch (config) # flow record L2 record
switch (config-flow-record) #

Tik, 7u— La— RO (19 5—) 2%

RLTSZEN,

A w73 |matchdatalink {mac source-address| mac LAY 2@lrx—LC LCTHEELET,

destination-address| ethertype| vlan}

1 -

switch(config-flow-record)# match datalink
ethertype

25wy F4 |exit Jo—la—RFRary74¥al—varE— K%
15“ : %T L/i‘a‘o
switch(config-flow-record)# exit
switch (config) #

XFw 75 |interface {ethernet dot/port | port-channel number} | ¢ > % —7 = 4 2B} EET— FEBWBLET, 1
Bl - B—=T 2 A A LA T WA A =Ry b R—
switch (config)# interface Ethernet 6/3 ]\ iflli/‘ﬁ“— ]\ ?:JVZ\/V%:H%E«C% iﬁ—"
switch (config-if#)

AFw 6 |sSwitchport AV B—T oA RE L ATY2OMBA L B —T = A
i - ACEELET, A v F R— FORECHET S
switch (config-if)# switchport Ei}%ﬂ”:’)b M ki\ FCiSCO NeX‘L_lS 9009 v U —A

NX-OS V£ Y2 AL v F U TRENA K| 2#5H
LTLIEEN,
AFwF71 | macpacket-classify 7y N MAC 3% i L £ 9,
Bl - Z DA~y ROMAICEET 23OV T,
switch (config-if)# mac packet-classify [Cisco Nexus 9000 > —ANX-OS ¥ =V F ¢
HETA R 2R LTLIEIN)
GE)
Tu—ZET A0 I0avy REHT 5
PVERDH Y £797,

AT w 78 |layer2-switched flow monitor flow-name input T — F= X EAA T R —FDASI N RIT
Bl - BT £, 70— =S4 ARK 63 KT O
switch(config-if)# layer2-switched flow monitor iﬁ%‘(}\ﬁ(% i—a—o

L2_monitor input
ATv79 (%) show flow record netflow layer2-switched | L' ¥ 2NetFlow 7 7 4 /L b L 22— ROIEH & 5

input

1 -

switch(config-if)# show flow record netflow
layer2-switched input

ALET,

NetFlow .
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ARV FFEREETIVa Yy

S

ATv 710

EE)
1 -

switch (config-if)# copy running-config
startup-config

copy running-config startup-config

EfFar 74 Xal—YarvEk, R¥— T oS
a7 4 FXalb—gicar’—LET,

LANY2A4 23— 124 RXATDHL A 3NetFlow DIERK

LAY2A L H =T 2 A ATLAYI 70 —FERETY 7 F ¥ 7572012,

LAY2A4 00—

T ATLAF¥3I T — B XA ERTEXFET,

FIE

AU RFEEETIVa Y

=)

R w 71 | configureterminal Jua—\)Lary 7 4 ¥al—3gy B REEG
1 LETS
switch# configure terminal
switch (config) #

Z 5w 72 | flowrecord name Ju—lLa—Rary7 4 F¥Fal—yaryE— %

1

switch (config)# flow record L3 record
switch (config-flow-record) #

BIME L E4, 7u— L a— ROWROZEMIZOWT
T, 7a— La— RKoEKR (193—Y) 2L
TLIZE W,

R w 7 3 |interface {ethernet slot/port | port-channel number} A B —T 2 ARET— REHEBLET,
il - F—=Tx A A SA T, PERRA =YKy hAR—
switch(config)# interface Ethernet 6/3 DESSES A ?’Y’Z\/V%?ﬁfﬁfﬁéij—o
switch (config-if#)

AT 7 4 |switchport A B =Tz A AL AT 2E—RIZEELET,
1l - AA v F R— FOREIZET DFEMIZ OV T,
switch (config-if)# switchport FCiscgNexus 9000 > J — X NX—OS\ LAY2AA

FUTRENA R #BRLTIZEN,

R w 75 |ip flow monitor flow-name input THu— F=HE AL T R—FDASTI N M
I - BhEAH S £, 7 n— T =S LB RK 63 LFOH
switch(config-if)# ip flow monitor v41l input QQ%LTFJ\jjjféfgfﬁﬂo

Z 5 7 6 |ipv6 flow monitor flow-name input IPv6 70— E= X % AL v F e FDOAS P

1

switch (config-if)# ipv6 flow monitor v6l input

MBS £, 7o — T XL 52K 63 XF
DIFEHFTTANITEET,
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NetFlow 4 1 7 o ]

AU RFERETIVa Y

B8

AFv 1| ({EE) copy running-config startup-config
{1 -

switch(config-if)# copy running-config
startup-config

Frar 74 F¥al—vark AX—LTv7a
V74X al—varila—LET,

NetFlow 2 1 L7 DR

fFET, VAT LHNDOTRTOT7 e —|J@HIND 7 v —3L72 NetFlow % A 57 U b &% iE

TEET,

FIE

AU RFEEETIa Y

E]:)

R w 71 | configureterminal

1

switch# configure terminal
switch (config) #

rua—N)L ar7 4X¥alb— gy B— REBk
L\i—g_qo

Z 5w 72 |flow timeout seconds

1

switch(config)# flow timeout 30

7Ty va A LT MEEREALCRE L ET,
FPHIL 5 ~60 0 TY, 7 74/ MEIZ 10T,

ATv 73| ({£E) copy running-config startup-config
f5

switch (config)# copy running-config startup-config

Frar 74 Xal—vark RE—FT v S
Y74 F¥al—varilar—LET,

tH 71 NetFlow 2B 9 46D FIE

LAXY2A L B —T A ATLAV3I 7 —FEHfa2Xy 7 F ¥ TH-DIC, A2 %—
T2 ATLA¥3 70— F= XA EFRTXET,

FIE

ARV KRFERERETY VY

=)

A w 71 | configureterminal
1 -

switch# configure terminal
switch (config) #

Ta—N)L ar 74X al—ay T— NeG
L/iﬁ‘o

NetFlow .
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NetFlow |

ARV RFERETIVa Y

B8

R 7w 7 2|flowrecord name Jn—la—Raryrr74¥al—arE— Rk
5l - PItE LT, 7 B — L a— ROREDEMIZ SN T
switch(config)# flow record L3 record bi‘ ;itjhﬁ L/:IhA}sO)?EEE (lg‘ﬁibAi/) %EégﬁﬁlJ

switch (config-flow-record) # TLZ&Y Yo

R w 7 3 |interface {ethernet slot/port | port-channel number} A B —T 2 f ARET— REBEBLET,
i - F—=Tx A A SATIE, WENRA =Ry bR
switch(config)# interface Ethernet 6/3 DESSES A %?Z/V%?Emfgij—o

switch (config-if#)

AT 7 4 |switchport AVE—T 2 A A LAY 2E— RIZEELET,
5l - AL v F H— N ORI BT BRI ST,
switch (config-if)# switchport |TCisc9 Ne\xus 9000 > J — X NX—OS\ LAY2AA

F o THERRITA R 2B LT ZE0,

R w 75 |ip flow monitor flow-name input | output * 7- 1%
fi layer 2-switched flow monitor flow-nameinput | output
switch(config-if)# ip flow monitor v4l input IPvd 70— E=X % AA o F Fe— k DASFE T 1T
switch (config-if)# layer2-switched flow monitor Hjjj/\b;_") };EA:,F%E{# ”-SE—TO JHTE= 57% %W
v41l output K63 LFOFHTFTANTEET,

ATv 76| ({EE) copy running-config startup-config Firar74Xal—rvark, AX—F T v
Bl - Y7 4Fal—variiar—LET,

switch(config-if)# copy running-config
startup-config

Koy 7 Lik—Fk

CiscoNX-0S8 10.5 (2) LI, =2—H— I Fe v 7 LR—FEMEINIH LN E T Ty 2 —
T4 EREFHATEET, 2, BT r—ToWki ey MEBESERER ok
FTINY 2—TF 4 T BGRITHR D AT - OIEH T& £, Z ORAEEIL. Cisco Nexus 9300-
FX3/GX/GX2HX 8L T9300 7T v h 74— A v FTIEYAR—FSNTWEREAL, ZD
HEREIX, RO R v &Y R—KFLET

AR YY— Py
cHiE Ry
«IDS Fr v
Ny Ty Ray7

*RPF N v/
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| NetFlow
kry 7 ut—rzamn ]

TIEREELFINEER
ZORr Yy LR=RMIE, ROTA RT7 A LHIFFEEISH D £,

« HEHE NetFlow 1. = —V =N R v 7 LiR— MEREZERET 2 & BEIRICADIC Y %
‘é‘o

HESNIEELBIOSEIP I - HTLOIRRI0DT7n—RNYR—rShEd, fFES
NEEELRBLUSEIP 2RO 70 —2Fy 7 F v 351201, 740222707 L
THEHL, VR=—FFr 7 F Y 2BEATOLERDY £7,

s Fay 7 LR—h 74V ZF 10087 77 4« 7 FI220 9,
« BERE T AT CTICHE SN TV DA, Ruey 7 LAR— MERIZYTR— FShEH A,

« —FEICHR=FENDHDIE, 2 XTI (sipidip) ERXRA T T4 — D5 X FLEET ]
DOD—BDT7a—DHTT,

o Z DOHEBEIZ, ISSU, ISSD, BX WV r—RFE2HHR—FLTWEFA,

Fay T LR— hZ8ER

Z OREHEZE AR D121, drop-report & — RZ&BAA L E7,

FIEDHEE
1. drop-report
2. dtart
3. filter {ipv4 [src-ip | dst-ip] | ipv6 [src-ip | dst-ip]}
4. report
5. clear
6. stop
F gD F+H
FIR
OV RFERETIVa Y B#
A7y 71 |drop-report Fry 7 LAR— b = REBHBLET,
1 -
switch# drop-report
switch (drop-report) #
ATy T2 |dart Fe oy 7 LAR— M2 &Y BEEE NetFlow 23 A 251272
15'] : D \i‘a_o
sswitch (drop-report) # start
Feature netflow enabled by drop report tool

NetFlow
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AT REEE7IVa Y B
A5 7 3 [filter {ipv4 [src-ip | dst-ip] |ipv6 [src-ip | dst-ip]} 7oA arha—) AR (ACL) 1235 A —
51 BEEIDMTHEICT AV H ElRLET,

switch (drop-report)# filter ipv6 src-ip 100::1
dst-ip 200::2

switch (drop-report)# filter ipv4 src-ip
192.168.1.2 dst-ip 192.168.1.1

AT 74 |report Fwy FlEREFRRLET,
{5
switch (drop-report) # report

ATy 75 |clear ACL ZHIFR L, #&2FELET,
{5

switch (drop-report) # clear
CS drop filter removed

25w 6 |stop KFa v LiR— MEREZHIBR L £,
1

switch (drop-report) # stop

FAw T LiR— MERDTEEE
drop-report DGR AT RT HITIX, kOa~vr REEHLET
A H =3y b 2=FIIEHLO— R RS D 1Pv4

switch# drop-report

switch (drop-report) # start

Feature netflow enabled by drop report tool

switch (drop-report)# filter ipv4 src-ip 10.0.0.9 dst-ip 10.0.0.10
switch (drop-report) # report

Filter Status: Applied Filter Type : IPv4

Dst IP: 10.0.0.10 Src IP: 10.0.0.9 Protocol: Dst Port: Src Port:

IPV4 Entries

SIP DIP BDId SrcP DstP Prot Byte Count Packet Count
Ing Interface Fwd Rpf Pol Ids Acl Buf

10.0.0.9 10.0.0.10 4112 49280 3784 17 70 1
Ethernetl/8 0 0 0 0 0 0

Fwd: Forward Drop Rpf:RPF Fail Pol:Policer Drop Ids: Ids Drop Acl: Acl Drop Buf: Buffer
Drop

IPv6 DG4

switch (drop-report) # report
Filter Status: Applied Filter Type : IPvé6
Dst IPv6: 2000:1::130:1:33:10 Src IPv6: 2000:1::22:1:1:10 Protocol: Dst Port: Src Port:

IPV6 Entries

SIP DIP BDId SrcP DstP Prot Byte Count Packet
Count Ing Interface Fwd Rpf Pol Ids Acl Buf

. NetFlow
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Foyv 7 LR— rMERORER

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 300 400 17 76494000 69540
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 306 400 17 77632500 70575
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 303 400 17 76320200 69382
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 304 400 17 77745800 70678
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 308 400 17 77867900 70789
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 301 400 17 76458800 69508
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 307 400 17 77558800 70508
Ethernetl/1 1 0 0 1 1 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 309 400 17 77943800 70858
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 302 400 17 76373000 69430
Ethernetl/1 0 0 0 0 0 0

2000:1::22:1:1:10 2000:1::130:1:33:10 4100 305 400 17 77706200 70642
Ethernetl/1 0 0 0 0 0 0

Fwd: Forward Drop Rpf:RPF Fail Pol:Policer Drop Ids: Ids Drop Acl: Acl Drop Buf: Buffer
Drop

switch (drop-report) # clear
CS drop filter removed

switch (drop-report) # report
Filter Status: No Filter Applied

NetFlow
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