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27— E=F TP AR—-FENTWVERA,
* VRF 7 4 L ZIYR—F SN TWEHEA,
s NDISSU iEH AR — hERTHEHA,
cIPvA BLNIPV6 70 7 7 A IVFIRD E BV TT,
eIP 77— F=X :28
eIPv6 71— FE=H : 26
s T a— ML, X TOLa—RARFIA—=FDA——ky N THLLERD
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L E=F R LES,
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«JBAT— FTIX. EORD AN 72 —|{Z% L CT2-2® NetFlow L 22— K37 AR — b
SNFET,

s H =Tz ARX—ADFT X, MPLS, VXLAN, GREZED >RV v T 7 47
Za—TIIVAR—-FENREEA,

* Cisco NX-08 U U —2 10.3(3)F LARE Tlk. X T® Cisco Nexus 9000 A1 > F® NetFlow
B L O HHEEE C Ingress VRF ID 2% 7R — kST ET,

AJ7 vrf-id 28% ¥ 7 F ¢ &4, show flow cache ICFER &4, NetFlow =2 L 7 Z IZE[E &N
e

LA ¥ 3NetFlow LA Y214 H—T 2 ATRESN, FT 74 v I REEEND L,
show flow cache =~ > K /JIZ Ingress VRF ID OfEREr & L THRRENET,
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JBRAT— FIE. NetFlowT— R B DOHRRETEE T, AA v F TT CITONHEEENE RN -
TWD VT U AT, AN 2R fRER L. NetFlow BEREA L L T D, IRAET— RIZ
BITLET,

BEE—FRTEZOLNDZ—R F—RZKRO LB TT,
BRI T TR SN TN D XA v F
« H&BE NetFlow 23T CIZEB SN TWD A A v F
c EHLOBEEBHER SN TVRNAAL v F
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BEE—REHR L, EBEOVI 7+ —~v MEEHA LT, CPUNLENETNDOI LI X
IZ NetFlow & T FD 77— La— Rz /7 AF— K LET,
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GE) ST —Z1Z. NetFlow 5 —F DA —%—F > N T, Zu—EiE, FF7 47 NR—Z |k
F—H, A ua—KE, TCP7Z 7, IP7T 7, Nry NMLBLT Z 772 EDOBMO 7 o —
T—Hx, XX —EHFT —/L K (VSF) =L T@EEINET,

A—RT7—R  BERDWHN T TITEREFASN-RA Vv F

FERE S HTRE RS 2 RS R E 7 I RF L. 22— R — 2 : P55 OBRE LR STV A
AvF] IREINTWDLFIRZFEITLET, o E— NEEAET— FORTEIBITTE RN
LICHEBELTLTE&E N,

A—RXT—R : T TIZH#EEE NetFlow NER SR A v F
FEHE netflow 239 TIZEB SN TWA AL v FIZH LT, ROFIEEZFEITLET,
1. kOoa~ry RE2EHLT, BEE—RFRDtcam h—E 7 2FEITLET

har dwar e flow-table analytics-netflow

A

B Zoawry RN, 7e— =2 U 7%HhlL, B, =7 AR— M Eis L ET,

2. WO X DITHERESIHT 2R L £ T,

feature analytics
analytics
flow filter telemetryFP
ipv4 telemetryIpv4Acl
ipv6 telemetryIpv6Acl
flow exporter ell
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destination 10.10.20.21 v9
transport udp 1100
events transport udp 55
source Ethernetl/42
flow exporter el2
destination 10.10.20.21 v9
transport udp 9200
events transport udp 555
source Ethernetl/42
flow record fte-record
match ip source address
match ip destination address
match ip protocol
match transport source-port
match transport destination-port
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
flow monitor ml
record fte-record
exporter-bucket-id 1 0 4095
exporter ell
flow monitor m2
record fte-record
exporter-bucket-id 1 0 2000
exporter ell
exporter-bucket-id 2 2001 4095
exporter el2
flow profile telemetryProf
collect interval 1000
source port 1001
flow event fte-eventl
group drop-events
capture buffer-drops
capture acl-drops
capture fwd-drops
group packet-events
capture tos 50
capture ttl 50
flow system config
exporter-id 4
monitor ml input
profile telemetryProf
event fte-eventl
filter telemetryFP

A—RGT—=R: ELELDHELBBRINTVENWRS VT

HEBE netflow ZHERL L T D, T—R 7 —Z : BEHE NetFlow TT TICEASNTWD AL v
T RSN TWDFIE, FFROFIEEZFITLET,

feature netflow
hardware flow-table analytics-netflow
feature analytics
flow exporter el
destination 10.10.20.21
transport udp 100
source Ethernetl/42
version 9
flow record r4
match ipv4 source address
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match
match

ipv4 destination address
ip protocol
match transport source-port
match transport destination-port
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
flow record r6
match ip protocol
match transport source-port
match transport destination-port
match ipv6 source address
match ipv6 destination address
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
flow monitor m4l
record r4
exporter el
flow monitor mé
record r6
exporter el
analytics
flow filter telemetryFP
ipv4 telemetryIpv4Acl
ipvé telemetryIpv6Acl
flow exporter ell
destination 10.10.20.21 v9
transport udp 1100
events transport udp 55
source Ethernetl/42
flow exporter el2
destination 10.10.20.21 v9
transport udp 9200
events transport udp 555
source Ethernetl/42
flow record fte-record
match ip source address
match ip destination address
match ip protocol
match transport source-port
match transport destination-port
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
flow monitor ml
record fte-record
exporter-bucket-id 1 0 4095
exporter ell
flow monitor m2
record fte-record
exporter-bucket-id 1 0 2000
exporter ell
exporter-bucket-id 2 2001 4095
exporter el2
flow profile telemetryProf
collect interval 1000
source port 1001
flow event fte-eventl
group drop-events
capture buffer-drops
capture acl-drops
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capture fwd-drops
group packet-events
capture tos 50
capture ttl 50
flow system config
exporter-id 4
monitor ml input
profile telemetryProf
event fte-eventl
filter telemetryFP

interface Ethernetl/42

ip flow monitor m4l input
ipv6 flow monitor mé6 input

BEET— FERDREE

BEE—FTHEAT |

RET— RO EZFRT LI, ROWTNNOIEEZITVET,
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show flow cache [ipv4 | ipv6]

NetFlowIP 7 2 — 2B 2 fFHE2F L E T,

GE)

Cisco NX-OS U U — 2 10.33)F LIETIE., =
Da~y RHDIZIZAT VRFID b &S
F9, AJIvrfiid 3% v 7 F v Ziu, show
flow cache |23 K X 4L, NetFlow = L 7 Z |2k
Fanxd,

show flow exporter [name]

NetFlow/s#r D 7 v — = 7 AR —Z R &
FHERZFORLET, 7r— = AR—F 4
TR 63 LTFDHRBT-TANTEET,

show flow interface [interface-type slot/port]

NetFlow/SHrA v Z—7 = A AT 5158 %
ForLE T,

show flow record [name]

NetFlow//SHTD 7 10— L oa— REE#HEFER L
F9, 7ur— L a— FAIZIFRK63 LFOIHE
BT E AN TEET,

show running-config [netflow | analytics]

BAET A AZH D, FHAFL TV D NetFlow
EONT O EFR T LET,

show flow monitor

NetFlow//4T& =% Ok £ R LE T,

show flow system

OIS AT DRSBTS E AR R L ET,

show flow filter

IHT7 A VAT AERER R LET,

show flow profile

ST 0T 7 AT HEREFRRLET,
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show flow event IHTA Ry MZET B ERER R LET,

BEETE— FOXRTH
show flow cache =~ > ROMHNFIRDO L S ITRRINFE T,

Y

GE) XML HAOIZIZ10k D72 —DOHhBRERINET,

A\

GE) LA Y3NetFlow LA ¥2 A2 —T A ATHREN, FT 74 v 7 REEENTHD
showflowcache 2~ > R FETINDH &, HNITIE Ing-VRF OfERE R & L TR RSINET,

show flow cache

Ingress IPV4 Entries

SIP DIP BD ID S-Port D-Port Protocol Byte Count Packet
Count TCP FLAGS TOS if id flowStart flowEnd Profile Ing-VRF
17.1.1.2 17.1.1.1 1671 0 0 89 480 8

0x0 0xc0 0x1a004400 2938966 2976728 5 : NF 0
17.1.1.2 224.0.0.13 1672 0 0 103 144 2

0x0 0xc0 0x1a004400 2941719 2969951 5 : NF 0
17.1.1.2 224.0.0.13 1675 0 0 103 72 1

0x0 0xc0 0x1a004400 2961417 2961667 5 : NF 0
17.1.1.2 224.0.0.5 1675 0 0 89 340 5

0x0 0xc0 0x1a004400 2943341 2979400 5 : NF 0
17.1.1.2 17.1.1.1 1671 2048 0 1 3612 43

0x0 0x0 0x1a004400 2938188 2980184 5 : NF 0
Ingress IPV6 Entries
SIP DIP BD ID S-Port D-Port Protocol Byte Count
Packet Count TCP FLAGS Flow Label if id flowStart flowEnd Ing-VRF
fe80::822d:bfff:fe8l:e415 ££02::5 4147 0 0 89 490 5

0x0 0x0 0x1a003400 11217548 11254367 1
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