FS T4 TR

-

ZDFETIE, CiscoNX-O8S 734 XA EThT 7 4 v 7 Hriae ARk T 5 FIEIZ OV TR L
£7

s hTT 4 v I HHICONT (1 —)

s NI T 4 v 7 iTOEEFEB LOHIRFEE 3 ~—)

« NI T4 v IO (4 =)

cTAA LV HE—T A AT 4 )VEZ L VRF 7 4 )LEZDOH (6 <—)

s NI T 4w DR (T~—2)

FS T4 VI RWITONT
N7 7 4 > 75381 (Traffic Analytics, TA) #EEEIZIX., ROEENH Y 7,

N EINTZ T — X BT A7, AL v FOERICH DLV — Lo TRt xS
HY—ERAEHINTHHEERMELET, VYN FTAT U N EXRNTBHDHIZ, 3
T2 AN R 2 A7 DTCP 777 (SYNBLUSYNACK) 2MEH I ET,

c ITAT VR = RNEFIT— MBI TA T  F DD TCP 2y g T —
H T 7 4w % showflowcache T —Z _X—ZAND 1 >DO L a— RIZERH L, Thrxal
I EI AR— R LET T T4 v 7 HIEATH, TCP ORFITLAR— MMM 0 I3
EINFET,
e hT TNV a— T —Dx ) AR— MEEOSGHEILE Y R—FLET,
cTAA L H—Tx2A AT A NEBILOVRE 7 4 VA ZVHR—FLET,
To—t, EETA VA —T A A, Taba)l, EETIPT FL A, BETE— . 56k
IP7 RLVA, 5iedR— MEIZCL»TEBEBENET, T 74 v 7 5NBAEDINT/ioTWDHH
A TCP v arvp7u—if, =ML T4 T s~D T T 4T DEETIPT R

LA (SIP) | %64CIP 7 FL A (DIP) . ¥fEoxdA—k (SP) . BLXOI FA4 T bW —
INSNDRNT T 47,
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S04 99 T—AR—=—XITPF)DI—DVY
o740 T—HFR—=2A 2 )T, AA~—%FHALTUFHILICE=F—SNF
Ty T—HARXR—R T M NT T4 v I BEGELRWIES, 24 ~ 48 BFRILINIZZED F F

T4 T—HRX=2A T N)DBRHIRSNET, 740 TR, T—FX—2ADP A X

5000 T,

SOOIV a—T 420 IL—IL
KNS TN a—FT 4T = VT, SWACL 74V E 5T a7 7 LT 70 —%T\y
TIHEDIFERENET, ZHODOL—UI T 7 4 v 75— L0 bEESh., HiE
D7a—% XY T THEDIHEHTEET, VDT TNV a—TFT 4 TI2L-T,
Tu— XX v all200x NYPEREINDBEENRHY 9,
NG TNY a—F 4o T — T, BEO 70— L TORMEHTALERH Y 5,

kST a—F40570—NDITH RAHR— MEEDSEIL
VI SOEERBE T AR—MENE

BfE, 7u—la— KL 770 a— bl a— R
To NTTNYa—T 0 TR OMREED DD, #H L filter export-interval =2~ >

RpEASNE L, Z0oa~vr REERTLE, Oy a2 T —F_X—2%HH LT,
EVEVWHERCTrZ 7V a— bbb a—RExT 7 AKR— b TEXET,
ZOMRIE., NT T4 v I NBENTIRoTEY, 7R — Y AT AREN T 1 /L& UFHR
RESNTWEHEAICOREM TE £9, filter export-interval =~ > ROFEHIZOW T,k
EHZRL T EI N,

774y 7 arosl (1~—2)

TAAL B3 —T A RT4ILEAEBEELVUVRF 7 4 LA
T 7 4y 7 SITREREITER L ST, BEfFDOFTA & —7 = A AKERR E Rk, A v 2 —T =
A A& VRF DB FD L)L TT 4 NVHEREFHLTTCP 7 —% X% ¥ 7V F ¥ T 570D X
OV R — hERETH Lo L,
TDTA 7 A NVERERTIE, ROZENTEET,
e E=H Y U IITHLERIPT FLURAZERLET,
edeny F—U— RAMH LT, 7o —IUELLEL LRWIPT FLAZHEL £,

cBEED VRF NDT RTDA X —T =24 AZVREFT 4 VZ EHERR L ET,
e TCP Yy ROF A Y7 % v hb—/L (TCP SYN. SYNACK, BLONTCP 75 /72 L)

ZHELET,
e T AN3] ERRENDHEHIR TCP 237~ kb (SYN £721ZSYNACK 72 L) D

& . showflowcache 2~ FEEEHA LT, 2L 7 X |JEBXEIND TCS 7u—%EIETX

£7,
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TAA L H—T 2 A AT A VEBEOVRE 7 A AVZDFEMIZONTIE, TAA VX —T = A A
T4 VE EVRE 7 4 L EZDOH] (62—) ZHRRLTLITEEN,

UDP /R— b DHHR— FZDILT

CiscoNX-OSU U —2105 (2) FL, b7 7 4 v 7 0ME, =7 AR—bShiz7n—%~
A 2735 UDP A— MMEREZ T R—FLET,

T AR TIZOWTIEL, ROFIBIZHENET -

cUDP R— FRF T LTWEEAS., 7E—IXTADBBLUINFM 72— F % v 2T+
A7 ENET,

SLTHAR— IR —BT DL, ERELR— IR~ R7 S, ZOWHFEKETT,

* NetFlow = b U BEANIFA S L, ZTORICTA = b U BMEASNET,

« UDP 23K — MEREN TV WEE | BUEOKREIIRE L 2T 8 A,
UDPAR— R AR T 5 7212, D [no] udp-port port-range =~ > K37 12— traffic-analytics
PT7E—F (GO T) ICEASHELL,

UDP 7R— b X 1 — 65565 DEIFH THLILERH Y £, A— M, B ~XKU)Y £ 72 13%H
NR—=2DT7 F—~ b (] : 2000-3000, 400, 500) TASTEET,

Ajj@jw M 1A~ RTRRTEDLR—FORKEEBZDL L. ROBNTIRT LD
CHTLOVERERBRICE RSN ET

analytics
flow traffic-analytics
udp port

udp-port
T2 T TUR TIR) 1T, 13 11535 T8 T T, T4 T TUB TS T8 115 TV TR T 116 10, Ty TR TG 1.2 TTA 1T 1T T8 112, 1184, T TR T 119, 194 11 1B A B3 31,3 36

FS T4V ATOEEFELS L UVHIREER

ROEBEFHEHIRFEN T 7 4 v 7 oiFICE S ET,

« Cisco NX-OS Release 10.4Q2)F LA, ~ T 7 1 v 7 Z3#riénglE Cisco Nexus
9300-FX/FX2/FX3/GX/IGX2 7T v h 7 4 —h AA v FTHR—FENET,

o« T T 4w I HTHEREN AN e o TV A EE . TCP LS DD+ _XToH IP 71 k=L
123 % I NVERERG L ET,

« NTT 4 v I SHTHEREIE, AZ Y KT By TS ADRAE— RTOLYR— &%
j—O

o« NI T 4w I SMIHERE A AT ARIC, Tu—T 4 A ZEHIBRL TS EEN, HIRLZ
We, T — A vk —UNREFRENET,
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C VAT A TO— T ANEDBERINTWDEGEE, N7 vy Ta—0@EERkRD XS
2720 £,

s NI T4 I ONTT = R—=RIERBDHDGE. 2007 0 —NX v v 2 IlFER
INET,

o« 8T T 4w IT — A R—=RATHEFRR VG E, Sy v allixl oD T e —0k
NERINET,

s NT T 4w I OHWTT =X RX—=ADY A ABHNENTZGA. Bl U iEvwT o b
UZHIR LB ELET,

*NetFlowd b7 7 4 v 7 MM ENNZ /> TN T, 70774129 —31 2HHLTW\D
A=) E3T= NetFlow 23 8 2854, 2 b7 1 7 7 A VXl ORI S
F9, FANBRREZIIH ATy bR INLDO T T A e v b LA, 1ER
NV a— RN T 7 4 v 757200 NetFlow 72 D0 &2 XKB4 25 Z S 13 TE EFH A,
FOFRER. Ny MI2ELBLS L, AN 7B 77 ANV EFHES2 5047 FRH 5 LD
R ZFET,

e NetFlow B LUV 7 z—7 L X b Uk, N9K-C9364C-Hl 77 v b 7 +—L D SFP+ 7R — I,
Ethernet1/65. 1 £ O Ethernetl/66 TlX VAR — FINTWEFA,

TA RS TILoa—TF oo IL—ILDHA K542 EHIBEIE

« T 72T 77 L — R &l L TCisco NX-OSU U — & 10.5(1)F 127 » 727 L — ¥
Y56, filter export-interval 7 7 4 /L M, NetFlow flow timeout fE7> &3 H S iU E
j‘o

TAAE—TIARTAILEBEUVVRF D4 IILADHA S 4 2 LEIREIE

CTAA LV H—T A AT 4 NVHIE, V=T R b H—T7xAA (NVE 7%
E) | BIXOWEHA L H—T 24 ATIEYR—FINEHA,

cTAA L H—T 2 A AT 4 NEZT, L3V TA =T =24 ZABLOL3 R— b F v %L
(PO) VT A F—T A ATITHR—FEINFEHA,

*VRF 7 4 VXL, T 7 #/V FVRF B L O VRF TlXAR— S EHEA,

cTAA VB —T 2 A AT 4 VEZLEVRF 7 A VA DPHERINTWAESIT. TAM V¥ —T =
ART A NVEDEREINET,

FS T4 9 DI DER

NZ 7 4w U RTHEREIL., IRAE— R CORAHRETEET,
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CiscoNX-OS U U —Z 10.5(1)F LI TiX, 7Ny ZHWTI 77 4 v 75081 (TA) 7r—% K
TZINYa—h7a—b L Ty—7TEET, TA 72— L0 mEHZ2 R T Nexus &4 v =
R— Rl 7 ZAFR— FSNFET,

WOFITIE, "I TN a—h7a—0RNIPvd & IPV6 D HFDACL Y A FTEHRSH., 71—
T AN INTWET, 7e—T 4 XX, 70—V AT AMMERTY AT LA EIKTHR)
2725 TUWET,

4R HREIIC

N7 T 4 7 TR ANC T DRIC, IRET—FIZR-o-TVDHZ 2R LET,
T FEADTT DT, RO~ FEEMLET, BAE— FOFEMIZ OV T,
T ROMIR 2R LTI EE0,

(Confiqg) #feature netflow
(Config) #feature analytics

& RE
op op

ROFET, FVEWHELZYR—FT25L910, FT7 0 v 7 OWHERERRERL L £,
1 -

ip access-list ipv4-global filter
statistics per-entry
1 permit ip 10.1.1.2/32 11.1.1.2/32
2 permit ip 11.1.1.2/32 10.1.1.2/32
3 permit ip 101.1.1.2/32 111.1.1.2/32
4 permit ip 111.1.1.2/32 101.1.1.2/32

ipv6 access-list ipvé6-global filter
statistics per-entry
1 permit ipve 10::2/128 11::2/128
2 permit ipvé 11::2/128 10::2/128
3 permit ipvé 101::2/128 111::2/128
4 permit ipvé 111::2/128 101::2/128

flow filter global filter
ipv4 ipvéd-global filter
ipv6e ipvé-global filter

switch(config)# feature netflow
switch(config)# feature analytics
switch(config)# analytics

switch (config-analytics) #

switch (config-analytics)# flow traffic-analytics
switch(config-analytics-traffic-analytics)# db-size 200

switch (config-analytics-traffic-analytics)# filter export-interval 30
switch(config-analytics-traffic-analytics)# flow system config
switch(config-analytics-system)# traffic-analytics

switch (config-analytics-system)# monitor monitor input

switch (config-analytics-system)# profile profile

switch (config-analytics-system)# event event

switch (config-analytics-system)# filter global filter
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TAAL A3 —T 2 ARXT4I)LREVRF T 14 )LZ DB

AB—DITART4ILEDER
OB, A X —T = A AT 4 NVFOHRITEEZRLTOVET,

ip access-list ipv4-13 intf filter
statistics per-entry
1 permit tcp 10.1.1.7/32 11.1.1.7/32 syn
2 permit ip 10.1.1.7/32 11.1.1.7/32

ipv6é access-list ipv6-13_intf filter
statistics per-entry
1 permit tcp 10::7/128 11::7/128 syn
2 permit ipvé 10::7/128 11::7/128

flow filter 13 filter
ipv4d ipv4-13_intf filter
ipvée ipv6-13_intf filter

analytics

flow traffic-analytics
db-size 200
filter export-interval 30
flow system config
traffic-analytics
monitor monitor input
profile profile
event event

interface Ethernetl/63/1
flow filter 13 filter

switch (config-analytics)# show running-config inter e 1/63/1

interface Ethernetl/63/1
vrf member vrfl
flow filter 13 filter
ip address 10.1.1.1/24
ipv6 address 10::1/64
no shutdown

VRF 7 1 L2 DR
WROHIIL, VRF 7 4 V& ORI EZ R L TWET,

ip access-list ipv4-vrfl filter
statistics per-entry
1 permit tcp 10.1.1.9/32 11.1.1.9/32 syn
2 permit tcp 11.1.1.9/32 10.1.1.9/32 ack syn

ipv6 access-list ipvée-vrfl filter
statistics per-entry
1 permit tcp 10::9/128 11::9/128 syn
2 permit tcp 11::9/128 10::9/128 ack syn

flow filter vrfl filter
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ipvd ipvéd-vrfl filter
ipvée ipve-vrfl filter

analytics

flow traffic-analytics
db-size 200
filter export-interval 30
flow system config
traffic-analytics
monitor monitor input
profile profile
event event

vrf context vrfl

flow filter vrfl filter

N ARy R ¥ L]
Wiz, "I TN a—hT7ua—0xr AR—  NEBRBOHAEERLET,

switch (config-analytics-traffic-analytics)# show flow traffic-analytics
Traffic Analytics:
Service DB Size: 200
Troubleshoot Export Interval: 30
filter export-interval =~ F&fEH+25 &, NI 7V a— hME A ~—% 10~ 60 FDOHiH T
RETEET. ZOHA~—DF 740 MEE 10 BICREShET,

nofilter export-interval 235 &, T 7Ny a— N2 A ~—OFPHANT 7+ MED 60
BlizVty hEhEd,
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