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G, L DOAXEIBNY, EHOBHESSE L, F— 7 NAERRORENRAECET,
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TAP 7 7 ) F—>aid, 59— B A —DHAAITDE=Z) T NI TNV a—T 4
TS ORFEY V2 —2a T, HEOT AN 7788 A RAL L b (TAP) OERKZFFA]
L. #EOET=2) T VAT AT HEOICT A AR ET L L THIEELET,
BT TITVF—=vay AL v FiE, BEHTOIVLERH LTy RT3y NU—7
T 7V IHROBEEDRA  MITRTOE=HF =V T FTRAZAEY 7 LET,

BTV —ary AL vF VY a2— 3 T, Cisco Nexus 9000 2 U — X A A v F
X, N7y hOE=F =) U TICHEDORW, KXy b= NO I E I E AL MOk S
niﬁ KFy NI =T EENS, AL vTF RAR—K TFHFZA4H% (SPAN) F7213)¢ TAP %
BEHLT, ZOTAP| 77V —va AL v FIZNT 7 4 v 7 7Ja—%EEXETEET,
TAP 7 7V 7 —ay A4 v FEEKEFE, Xy NUV—27 777UV v IJNOA X NeE=HT
HIDITHEHEND T X TOSNTY —MIEEER SNET, TNHDE=X U T T34 R
ZiZ, VE—hrE=XVJ 22 (RMON) Yu—7 77U/l —ar 77,47 74—/, IPS
TNAA, BEOWWry b A=27 7 Y—ARNEGENET,

FEDNT 74w 7% T4 NEZ V7 LTIDOUEDY =Y XA LY b T 5L DIZTAPT
TVF—=ra A, v TFERETEET, VT 74 v 2BEOA L F—T =4 AV H AL
T hTBEDIZ, VT XFY AN TNN—TNAAL v TFORNIBTIER S, VXA L2 b UR
rO—THDIA L F—T 2 AMA L NRN—KR—rE LTEMNENET, VEALLIT N T2
varEEOST A arha—L UAN (ACL) RU—0NA X —T7 A AZEHIN
LHE, MERRENTNE~LF X A N FL—FIZACLAV— VBT DT 74 v 7N &
ALV hEnET,

TAP £HIDFEFIA L FINEIE
A
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« 3T CiscoNexus 9300 U — R A A » F 3 L 13164Q. 31128PQ. 3232C & 3264Q
AAg Y FCHH— FSnET,

¢ 100G IR— FTHR—FENET,
e A v TF R—FBILOANFHTOHRYHR—FINET,

« Cisco Nexus 9200. 9300, 3 X 9300-EX U —RX A A v F @ UDF X—AD—FHT
IPv4 ACL #H7R— kL ET,

» Cisco Nexus 9300-FX, 9300-FX2, 9300-FX3. 9300-GX. 9300-GX2. 9300-HX. 9500-EX.
BEWOIS00-FX 7S5 v b7+ —L5b A v FTHER—FENFET,

e R—FSNBIVHEA VLT N B — b ORREER A F—T A ATT,
* Cisco NX-0S U U — % 9.2(1) LAF&, MPLS # 725 TAP 7 /) A= a v 7 4 V4
X, RD CiscoNexus 7T v b7+ —25 AA v FTHHR—FINTHET,

* 9700-EX 353 X TV 9700-FX 7 A #— R & ## L 7= Cisco Nexus 9000 77 » b 7 4 — A
AA T

* Cisco Nexus 9200 77 v b 7 4 —2h AA v T,
* Cisco Nexus 9300 7' J v b 7 4 —2h AA v T,
« Cisco Nexus 9500 A1 v F,
e D CiscoNexus VU — X AL vF . FA L IH—FBIOT77 7Y v 7 TV a2— /LTl
MPLS # 7 COTAP 7 7V F—a v 74V Z IV R—FERTWEFA,

5 1: Cisco Nexus 9000 > ') —X XA v F
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NOK-S X9432C NIK-C93128TX NI9K-C9396PX
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« Cisco Nexus 9700-EX 35 XX 9700-FX T A > J1— KiZ. IPv4, IPv6, 8L MAC ACL iZ
XBTAP 77 ) F—va v aYR—FLET,

LA 2ALHE—T 2 AOHENTAP T 7 ) F—a v R v—%YAR—FLFEFT, L
AX3IA L H =T 2 A AR —%BETETETN, TORY —IHEL <D F
ﬁqo

s UHX ALY b AR— i, BEL (TAP) A—hF &R L VLAN O—#THLIMLENRH Y £
j—O

o K= UiE, 1 DOEEFO—EHEUEL OLBEMTAEVLENH D 7,

cTAP 7 7V —var RV —HA 2 —T 24 ADY A N ANT HEEIE, A—
AT I r~T2y N AR E RN H Y £, 72 & 2L, port-channelSO\
ethernet1/12, port-channel20 73 & C9°,

RV —IZH =Ty b A F =T = A ZAEIEET DA MERTIER <, Bkl v
B—=T 2 A RAZATZANNTHHLERHY 3, 72&2I1E, ehUlDfH V(2 ethernetl/1
ZANJ) L. pos0 D> v IZ port-channel50 # A/ L £,

« tcp-option-length & VLANID 7 1 /L% Z [FFFCf 5 HTTP Zskiz ¥ aR— F STk
Fh, WHOT 4 VEEFRRHCRET S &, ACEILHT S b7 7 1 v 7 BREDHERE L 7200
BaNHD £,

* CiscoNX-0S U U —= 102(1)Fu5¢f CTAP T 7Y F—va UIRRIZ T A B AL E D
HOT, BT 5 CLI 2T 5 RIS, HERED TAP 7 7' #—3 a v AR+ 2 LN
HVET, 1EL. TAPTZ )}7*—“/3/ (2R AF D CLIOME M LART D% E T RS2 -
Te%a . ORI X sysmgr D ISSU A > 7 FEW 7 = — XAPICHBVAER I ET, Z O
BEIX. T _T® CiscoNexus 9000 > ) — X 2 A v F T R—FENTWET, 4R
OFECONTIE, AR Y — A R&fiH7 % Cisco Nexus 9000 NX-OS A~ — K 7 A
vy 7] EBRLTIIEEN,

« CiscoNX-0S U U —% 10.2(2)F LA Clt, L2 A > & —7 = A AT TapAgg ACL 47 4 v F
95 HIZ, modetap-aggregation 2~ REFHET D L HIZL T Z X,

cFERESNL TRV =K FYR2A~DY XA L7 Ml L TACL = b ZRE
ToO%E. 2P —IIHEESNAR— P FY RNV E2 R TRIET 2 L9 ITEET D2LEND
D iﬁ‘o

* Cisco NX-08 U U —Z 10.3(1)F LIF%, BERA72 Q-in-Q h7 7 E—RKDA X —T = A
ZTlE, 734 #— VLAN % % 775 Cisco Nexus 9300-GX. NIK-C9504-FM-G, ¥ K
TYNIK- C9508-FM-G %A F I L TANIK-X9716D-GX 7 A > /1 — R THR—F ST
FI2, LLTOHIRAH Y £,

¢ VXLAN NEIZ 72> TWAGE, ZOMEEITR— M EShEdA,
o« VAT A LoUL K TR K 7000 DA VXLAN LA b= b, BEOR—FZ &
(24000 D> F U BRSO ERTEET,

s AN A B —T = A AT VLAN # 7 ZFF Al 2121, IR X 91T switchport trunk
allow-multi-tag =~ > RZIE L #ERTDHLERH Y 97,
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« Cisco Nexus 9300-FX2 A A v FTiZ. NDBBHER SN TV ABEICBY Zo=a~<w2 R
EHEATAOILENRHY 77,

« Cisco Nexus 9300-GX/GX2 A A v F Tlx, NDBBIHEREN TWAEATHLZDa~w
RIZHEH D FHA,

MPLS X Ry wETIZDUINT

CiscoNexus 9000 >V — X 2 A v FDODASFR— M, SEIEh~ArF 7 hanr T X
A vF 7 (MPLS) /7y b #A T %Z(ELET, MPLS Xy NT—J OFKET—H /7 k
Wi, 12U EDOT N A~y X —NhbDES, 2D Ty MIVFA LI N To7&R 2
Y ru— UR L (ACL) IZESWTIHEA LT FERET,

7 ~Ld, Forwarding Equivalence Class (FEC) ZHFE T 272DITMEM SN DEE N4 /3A R D[E
EROR =)V THNRNFTT, FEDNT » MIREINNTND TIUEL, Oy
FRFD Y THNTWAHFECZRLET, RO FR—FR EB3HY £7°,

e Label : 7~vfa (L) . 20 8y b
«Exp : RBRAIEM., 3y b, HIE, —ER 7T (CoS) 7 4 —/L K& LT
oS AX Y ITDO—FT.,. 1>k
» TTL : 155t ATRERFRE], 8 B b
BHEORy NT—7 F=X Y 7 Y —)LTiX, MPLS bTF 7 4 v 7 OF=XY 7 LRI
TEFEHA, EEDORX Y NT—ZEHY —)LTMPLS F T 7 4 v 7 ZEHTX A X 912T 51
1Z. MPLS A bV v 7HEREZ AN T HMENDH Y £9, ZOHEIX. T 7 4 v 27 ® MPLS
TG Ny A= WMORE, NI T4 v I T H VT TNRAL ANV EA LT FLET,

MPLS R M) wEVTICEAT 2ERFEHEFIREE
A\

GE)

A= DFFBIZHONTIE, U U —AKFED [Cisco Nexus 9000 Series NX-OS Verified Scalability
Guide] &ML T 7230,

MPLS A bV v BV JICBT A HEFEFH EFINERIZKRDO EBY TT,

* Cisco Nexus 9700-EX 3 LN 9700-FX 51 > 17— KiZ., MPLS A b v B> 7 %P — b
LTCWEHA,

« CiscoNX-0S U U —Z 102(DF LA, 9 _XCHOX v F 77V A= a v BLOA Y v
VIHEREICK L CHBER y T TN = 3 v EAENCT HRERH Y £,
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e AXF 47 MPLS, MPLSE® 7 A cv—F 427 BEXOMPLS A MU v B> 7 %A
BRZAHEZNZT D Z L IXTEEH AL

*MPLS A b U w B TIZBMRT D ATIA » H—T =4 AT, TAPEMINAGNI 2> TWD
MERHY £,

« HIODFEEIZ RN v N ERERET D200, ANA v F—T A ADIV XA VI N T U
CarvEEHLTEy TS F—2 3 ACL ZBETAHAVLERHY £7°,

MPLS A kU w7, SMAC I£A 4 7 mac (show vdc) IZZH S 41, DMAC 1%
00:00:00:ab:cd:ef IZF%E S FE T,

HIBR SNy "B END A % —7 =4 AE. #F 7 VLAN & LT®D VLAN
| DEET DA H—T oA ATHILENGLYET, HHA Vv F—T A A E, T 74
VR TTNTO VLAN BFFRIEND b T 7 L LTRIET D 2 L 2B L £7,

ARY v EVZIXIPPACLIZEESNTEY, A MY vV 712 MAC-ACL 2425 2
LIXTEERA,

MPLS A hU w B T7IE, IPV4 N T 7 4 v 7K LTOIRYR—FINFET,

MPLS 2 b U v B> 7 Ny ROBE, R— b F ¥ 0 m— K RT3y IRHR— |
SNET,

LAY I~ HE = R=Z2DNy v aBIRL A Y4~y X — RXR=Z2DNy ¥ 2 [TV R—
FENTOWETH, LAV 2y — RX=2DOy Vol FhFR— S TOERA,

MPLS 2 F VU v B> 7 H | 35{E VLAN [THERF S EH A,

Cisco Nexus 9200, 9300-EX. 3L U9300-FX 7T~ h 74+ —h AA vFiEk, UHEA L2 b
R—= DB EEENDEI Ty FADVLAN DX X 7Y R— b LET, AJi/HFIIHR—
ME, 4 =%y NEFIFFR—F Fr 2 L00nTNnTd, VLAN % 7%, EER—

RENOBEESNEST, AN v Z—T A4 ZADFH LWACLAY, A % —7 =1 AVLAN
E LT R D VLAN B IZBIEfT T 220 T E &V,

—BDOV XA VLT FNR—=F URRNEEEOTXTOACE (F#ED VLAN [ZBH AT Bz
ACLOTT) I LT, "—Ry =7 > hUZEY L TES, BIEDACEE D N— R
7 = THIRIL 50 T, 50 #8825 ACEZRETAHZ LI TEEHA,

MPLS A kU w1d, MPLS 7L XX v 7 DL AVINRTy hTOHRYHR—FINE
j‘o

Cisco NX-OS Release 10.2(2)F LB TiX, IPv6 i Cisco Nexus 9300-EX 77 > K 7 4 — LA A
AT TOERYR—MENET, 2720, VPLSA MY v 7B LY — K37 b &
U I R— SN THER A,

Cisco NX-OS U U —Z 10.2(3)F LAF&, OFM ~X—Z D MPLS A b U v B> 7 RNBIMENT
WET, HLVOFM X—AD MPLS A b I » B 7 LAERD I IAF CE LA, 7F
AMIZ-DUWTIL, Nexus Data Broker D~ 4 X~ VU w B2 ZHEREORERL O OFM ~— 2 D
MPLS ~» & — A R v 7Dk 7 a2 L TIEEN,
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w75y sr—vavoiE [

¢ LU OFM ~X—Z D MPLS A h U v B> ZHktex. BEITMPLS A hU v 7 &
VXLAN, iVXLAN, GRE, ERSPAN ~v ¥ —72 EDMD X A T D~y F— A K v B
T DOIGENRVBERIGEIZOREA L £,

oA N U » v THERE L OMIENRMLELRWNES, BEFEOMPLS A U v B2 7 HEREIL.
MPLS A Y w B T EBI&HEYR—FLET,

* Cisco NX-0OS Release 10.3 (2) F LAR&TiX. EoMPLS 7L & ~ U » £ 7% Cisco Nexus
9300-FX ToR AA v FTHHHR—F I FET,

=JL

X A&

5S4 A—FOTAP £#50D 1 *—TIL{E

FIEDHE

F IR D EFH

FIE

Cisco NX-0S VU U — 2 7.0(3)I7(2) LARE Tl

9700-EX B X Y9700-FX 71 v I— K&Hzx 7=

Cisco Nexus 9500 7'J v b 7 4 —2h AA v F O TAP RN EHNZTEE7,

1. configureterminal
2. [no] hardware acl tap-agg

3. ({EE) copy running-config startup-config

ARV RFERRETIVa Y

E:)

25 71 | configureterminal Ja—rSLRREE— R LT,
1
switch# configure terminal
switch (config) #
R 7w 72 |[no] hardware acl tap-agg Cisco Nexus 9700-EX 3 X T8 9700-FX 7 A > — R
i - O TAP £ Z A L £,
switch(config)# hardware acl tap-agg Zha<w K I%. Cisco Nexus 9300-GX, 9300-HX,
9300-FX3. BILU9300-GX2 7T v h 7 —Lh A
A YFTHRETHY, Va— RRLBEILRI5GE
N ET,
ATv 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, A¥—FT 72

1

switch (config)# copy running-config startup-config

Y74 F¥al—varilav—LET,
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TAP £#97K1) O —DHRTE

IP77%Aarbe—n )AL (ACL) £721XMACACL T, TAP 77 U A —> g R
V—ERETEET,

1R BHHIIZ

IPv4 K— k ACL %7213 MAC 7R— k ACL i® ACL TCAM ® U — = > ¥ X%, hardware
access-list tcamregion {ifacl |mac-ifacl} =~ > K& H L CRETLH2LENRH Y £9, hardware
access-list team region ipv6-ifcal =~ > RZ il L C, IPv6 -"— k ACL ® ACLTCAM VJ —< =
VA R EFRELET,

SEMZ OV T, [Cisco Nexus 9000 & U — X NX-0S EX =2 UF s DFREHA N] @ TACL
TCAM V— 3y A ZAORE] 2L T ZEN,

\)

GE) F 74V hTIE, ifacl & mac-ifacl DT OFEE Y A X3 T4, TAPENEZVER— 43

HE
IZ1%. ifacl 7713 mac-ifacl UV — 3 N+ N ZED Y TALERSH Y £,

FIEDHE
1. configureterminal
2. featuretap-aggregation
3. koWwWThmoa<wr e AN LET,
« ip access-list access-list-name
* mac access-list access-list-name
4. ({LE) datisticsper-entry
5. [no] permit protocol source destination redirect interfaces
6. ((EE) oWFhhroavr Rue A LET,
« show ip access-lists [access-list-name]
* show mac access-lists [access-list-name]
7. ({EE) copy running-config startup-config
FIED ¥
FIE
ARV RFERIETI a3 Y B#J
R 71 |configureterminal Ta—\)ar7 4 Xal—3 gy T— N2
1 - LET
switch# configure terminal
switch (config) #

. TAP 75— ay


http://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x.html

| mp7ous—vay

mp g1y —nzz [

ARV RFEREET7TOVa Y B#Y
AT 72 |featuretap-aggregation By THEANCEEHT D CLI AR ETE £,
{5 GE)
switch (config)# feature tap-aggregation Cisco NX-OS U U ‘—XIO.Z(I)F ,U\IE%‘ L)Hﬁ@ Vy—
switch(config) # AE ZOMREZ i 2 78T LVWNX-0S U U — A~
DY T NyxT Ty 77— RTiE, PAR—h&
NTnaB~ Y w7 ZATISSUNSE T LEGE, #
BY YT T 7= a VERENABIICER S
£75
ATV T3 ROVTNIDa~v L REANLET, IPACLZ{ERK L CIPT 7 EA VAR 27 4 ¥ a
« ip access-list access-list-name L—i= / ET— FZBET 2 75? %4‘511\\@ MA({
« mac accesslist access-list-name ACLZ/ERRLCMACT 7 A VAR ary7 4Xa
L—ya v = RERIBLET,
fl
switch(config)# ip access-list test
switch (config-acl) #
switch (config)# mac access-list mactapl
switch (config-mac-acl) #
ATy 74| ({FE) satisticsper-entry Ky MU THAELIFEG SN T v MO
Bl RH O AR BASA LT,
switch(config-acl)# statistics per-entry
R 75 | [no] permit protocol sourcedestinationredirect interfaces| 4 =L I NS 7 4 v 7 DY XA L7 NEHRT A
i - IP £721TMACACLLV— L A2ER LET, Zoa<
switch (config-acl)# permit ip any any redirect >/]:0)L\?rita)/§b—i)a >/%)‘ ﬂfl}i/b_ﬁ)gja)/sb—
ethernetl/8 Ivva V%ﬁ”%?é:k(i%@i’@/\/o
G¥)
TAPEKIRY o —DA v H—T =2 A ANT1T B L&
T, ENEHMBLRNTL I, /4 —T =
AZADY AN ATTLH LT ar~TRYD,
ANR—=AZ ANIRNTLEE Y,
ATYT6| (EE) ROWTIrOa~vy REANLET, | TXTOIPv4 £721X MACACL, & 25 WIEFED

« show ip access-lists [access-list-name]
 show mac access-lists [access-list-name]

1

switch (config-acl) # show ip access-lists test

switch (config-mac-acl)# show mac access-lists
mactapl

IPv4 £7-13 MAC ACL %R LF7,
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ARV RFERFTIVaY =)

AFvF1| ({EE) copy running-config startup-config Frarr74FXalb—vark RAF—FT v
5l Y74 Fal—varilar—LET,

switch(config-acl)# copy running-config
startup-config

TAP 75 ) 5F—2 3 0 RYO—DAVEF—T A ANDT R YF

TAP 7 7 ) = a V CRESNZACLEZ LA V2 A v X —T = A AZHEATEET,

FIEDHE
1. configureterminal
2. interfacetype dot/port
3. switchport
4. KkOWTFNIDa~<wr REANLET,
* [no] ip port access-group access-list-namein
* [no] mac port access-group access-list-namein
5. ({E&) copy running-config startup-config

FIED ¥

FIE
aAv U RFERET7TIV3 Y B#J

Z 5w 71 |configureterminal Ta— ) a7 4 Xal— gy T— NS
1 - LET.
switch# configure terminal
switch (config) #

R T v 72 |interface type slot/port BELIEA VA —T A AWK LA v H—T A
B - A7 4F¥al—raryE—RREtBLET,
switch(config)# interface ethernet 2/2
switch (config-if) #

AT 7 3| switchport LAY3IA L H—T oA A LAY 24 H—T =
Bl - A ACEHELET,
switch (config-if)# switchport GE)

AE=T 2 A AN LAY2A L Z—T =24 ATdH
L2 LR LET,
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T 0/ #— VLAN TERS Cin-0 28575 ]

ARV REEET7IVa Y B
ATy T | RONTNNOa~vr REASLET, TAP 45 CTRE S 72 IPv4 £ 7213 MAC ACL % A
« [no] ip port access-group access-list-namein \//?_7I/r AICIB ‘Liﬁ’h’ =PF~ s Fono
* [no] mac port access-group access-list-namein JBAEMHT 5L, A7 =T =A A5 ACL &
HIBR L E9,
1
switch (config-if)# ip port access-group test in
switch (config-if)# mac port access-group test in
ATv 75| ({£E) copy running-config startup-config FTar 74 F¥al—vark, AE¥—hrT v S

1 -

switch(config-if)# copy running-config
startup-config

Y74 Xa2lb—valat—LET,

7 0/54 4 —VLAN T:ERM 0-in-Q LT 5

FIRDEE

4r & HREIIC

7aNA X —VLAN ZRETHLERH Y 77,

configureterminal

switchport
switchport modetrunk

apsrown =

interface [ % —7 = A A id (interface-id) ]

ROWFNNOa< FE A LET,

« switchport vlan mapping [vian-id il (vlan-id-range) ]dotlg-tunnel [#}%6 vian-id

(outer vian-id) ]

« switchport vian mapping all dotlg-tunnel [#}45 vian-id (outer vian-id) ]

6. switchport trunk allowed vlan vian_list
7 KOWThhOawr REANLET,

* [no] ip port access-group access-list-namein
* [no] mac port access-group access-list-namein

8. (f£#) modetap-aggregation

9. (fE&) copy running-config startup-config

10.
1.

switch(config-if)# exit
(TE)

switch(config-if)# show interfaces interface-id vlan mapping

mwroyr—vay |}
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FE D
F&E
AV RFERETI3Y B#Y
25w F1 |configureterminal ra—sYb ary 74 Xalb—ay E— FEkh
1 LET.
switch# configure terminal
ATw 72 |interface [f > Z—7 =1 A id (interface-id) ] =X Fu M H Ry MU= IZH RSN DA
451 - VE—=T A ADA HE—T 2 A AT 4 Fa
.;m fio)t interface Ethernetl/l L—yayE— REGLET, WElA v 4 —T =
nterface erne . N
srenisentrenE A A F 7214 EtherChannel IR — ~ F ¥ /L& AT
TET.
AT w3 |switchport AU E—T 2 A ABVAY2 AL v TF T F— L
15'] : & LT%&H/:E’ L/iTo
switch(config if)# switchport
RFw 74 |switchport modetrunk AVE—=T A AL ATY2 NT 7 R—FEL
15“ : T%&hi L/i‘a—o
switch(config-if)# switchport mode trunk
ATV TS5 | ROWThhOa~vr REALET, ~v 795 VLANID # A LET,
« switchport vlan mapping [vian-id &(ipH e vlan-id-rangel : W AZ~v— R v NU—Tnb
(vian-id-range) ]dotlg-tunnel [#+45 vian-id AA  FIZAND I AH~— VLAN ID
(outer vian-id) ] (C-VLAN) OO#ipH, $5&E TE DL 1 ~
- switchport vian mapping all dot1g-tunnel [£ki6 4094 T4, VLAN-ID DA U 7 & AJJTE
vian-id (outer vian-id) ] £
5 - s outer vlan-id : F—E R T E AL H— K b
switch (config-if)# switchport vlan mapping all U—7 OD%%BVLANID (S-VLAN) T ANITLE
dotlq-tunnel 300 To FRIETE HHIPHIL 1 ~ 4094 TH
RTFw 76 |switchport trunk allowed vlan vian_list KNSv o A H—T A ADHFR VLAN ZHE L
1 - S
switch (config-if)# switchport trunk allowed vlan
300
ATv T |(kOWThhrOa~vr REANLET, TAP 449 TRE S 72 1Pv4 F 7213 MAC ACL % A

* [no] ip port access-group access-list-namein
* [no] mac port access-group access-list-namein

1 -

. TAP 75— ay

VE—T 2 A AZHEALET, ZTOa<r RO no
WREHERATHE, A F—T=A A05 ACL &
HIBR L E9,
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a3y

7oy r—vavonzok [

ARV FFEREETIVa Yy

E:)

switch(config-if)# ip port access-group test in

switch (config-if)# mac port access-group test in

ATvT8 (f£&) mode tap-aggregation TAP 7 7' U 7 —3 3 R v —%%E L7z ACL D
- AVHE =T 2 A ANDT X T A FaeikikLE
switch(config-if)# mode tap-aggregation 7fo
switch(config-if)# no shutdown

ATvT9 (f£&) copy running-config startup-config FfTar 74 Xalb—vark, AA—+T v/
1 Ay 4 ¥al—variiar—LET,
switch (config-if)# copy running-config
startup-config

AT w710 |switch(config-if)# exit aArT7 4 F¥al—raryE—REETLET,

ATY TN | (f£E) switch(config-if)# show interfaces ~ BT DR TE DR

interface-id vlan mapping

TAP 7 U5 — 3V NERTFEDIESR

TAP 77V F—2 a VOREBREFZRT HIZIE, ROWTNDOIEEEITWVET,

avy R

B8

show ip access-lists [access-list-name]

T _XTD IPv4 ACL F7213RFED IPv4 ACL 2 F /R L F
7,

show ip access-lists [access-list-name]

T _XTDMACACL F72138ED MACACL #F R LF
‘j‘o

TAP 75 )7 —< 3 O DEERFEH

WIZ, IPVAACL TTAP 7 7 U F— a3 RV —5H/ETHEEZ R~ LET,

switch# configure terminal

switch (config) # feature tap-aggregation

switch(config)# ip access-list test

switch (config-acl)# 10 deny ip 100.1.1/24 any

switch (config-acl)# 20 permit tcp any eq www any redirect port-channel4
switch (config-acl)# 30 permit ip any any redirect
Ethernetl/1,Ethernetl/2,port-channel7,port-channel8,Ethernetl/12,Ethernetl/13
switch (config-acl)# show ip access-lists test

IP access list test

10 deny ip 100.1.1/24 any

20 permit tcp any eq www any redirect port-channeld
30 permit ip any any redirect

mwroyr—vay |}
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B wiszxrvoreson

Ethernetl/1l,Ethernetl/2,port-channel’7,port-channel8,Ethernetl/12,Ethernetl/13

WIZ. MACACL CTAP 7 7 U F—> a3 R —52H/ETHH 2R~ LET,

switch# configure terminal
switch (config)# feature tap-aggregation
switch (config)# mac access-list mactapl
switch (config-mac-acl)# 10 permit any any 0x86dd redirect port-channell
switch(config-mac-acl)# show mac access-lists mactapl
MAC access list mactapl
10 permit any any 0x86dd redirect port-channell

W, TAPT 7V 75— ar RV v—% b A Y2 A F—T x4 RIT Z v F 35621
i‘j‘o

switch# configure terminal

switch (config) # interface ethernet 1/2
switch(config-if)# ip port access-group test in
switch (config-if)#

MPLS X F) v EVT DEETE

MPLS X )y E ST DEMEL

FIRDEE

MPLS X b w ¥ T % 7 a— )W IENZTEET,

IR HEIIC
MPLS A h U v B 7B GMIT DR, T XTDOLA ¥ 3BIOVPCHEREE TNz LET,

modetap-aggregation =~ > KZfEH LT, TAP 7/ U ¥ — 3 KU v—%&T ACL & L
A¥Y2A L HF =T 2 AERIFHR—F Fr 2T H v F LET, FEMIZONTIE, TAP T
TNVF—=ar RY—DA v B—T A A~DT ZvF (102—) #BRLTLEE
U,

configure terminal

[no] mplsstrip

[no] mplsstrip modedotlq

copy running-config startup-config

pPwWDN=

. TAP 75— ay
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F IR D

FIE

VLAN 2 J DE{ER— b DERGE .

ARV RFERFTIaY

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

B8

Ja— B EE— 2B LET,

ATvT2

[no] mplsstrip
f

switch (config)# mpls strip

MPLS A N w7 & T a— U ZHENC LET,
Zoawry Ron e HEHT 5L, MPLS X
Uy e 7N InEd,

ATvT3

[no] mplsstrip mode dot1q
fi

switch (config)# mpls strip mode dotlqg

VEAL LT N AR— 0D D VLAN ¥ ¥
VT ERIMILUET, X7 T AMEENRSH D VLAN
T, AJIR— M CTHRETHAILENRH Y 7,

ATvT4

WiZH: copy running-config startup-config

1 -

switch (config)# copy running-config startup-config

FFar 74 Xal—ark AF— T v a
V74X al—valat— LT,

VLAN 2 J DEER— FDERTE

VLAN Z 713, FER— FRENPLIRGSNET, A/MHAR— I, A=y bERIT

FIRDHE

R—F Fr X ONTNNTT,

1. configureterminal

2. interfacetype dot/port
3. switchport

4,

wKOWTNIOa<wy REAHLET,

* [no] ip port access-group access-list-namein
* [no] mac port access-group access-list-namein

5. lkoWTFhhroa<vy REAHLET,

* [no] ip port access-group access-list-namein
* [no] mac port access-group access-list-namein

°

(TR

copy running-config startup-config

mwroyr—vay |}
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FIE

P75 Us—vay |

ARV RFERFTIaY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)ary7 4 X¥al—ay E— Nk
Li‘j—‘o

ATvT2

interface type dot/port
f

switch (config)# interface ethernet 1/26
switch (config-if) #

FBELIEA LV E—T oA AWK LTA v EZ—T = A
AarZ4Xalb—varyET—RelBLET,

ATvT3

switchport

1 -

switch (config-if)# switchport

LAYIA L E—T oA ABLATV2A L —T =
A RIERLET,

GE)
AE =T 2 A APV AV2A L2 —T A A Th
HTLEERLET,

ATvT4

WOWTIHNDa~y R ANJLET,

* [no] ip port access-group access-list-namein
* [no] mac port access-group access-list-namein

1 -

switch (config-if)# ip port access-group test in

switch (config-if)# mac port access-group test in

TAP /) TRE S 72 IPv4 £ 721X MAC ACL % A
VHE—T A RAHEALET, ZOa<w2 KD no
FEXEHEHTDE, A F—T A AD5 ACL %
HIBR L £9,

ATvTH

rKOWTRHOawr REANDLET,

* [no] ip port access-group access-list-namein
* [no] mac port access-group access-list-namein

1

switch (config-if)# ip port access-group test in

switch (config-if)# mac port access-group test in

TAP 454 CRE &7z IPv4 £721X MAC ACL % A
VH—T oA ATEALET, 20w KD no
EREHERTDE, A F—T A A0 ACL %
HIBR L £9,

ATvT6

(ff:3) copy running-config startup-config

1 -

switch (config-if)# copy running-config
startup-config

Firar74FX¥al—vark, A¥—h 7T v7 a2
V74X al—valar—LET,
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| mp7ous—vay

MPLS S AX)LDEMN & HIkR

TNRA AL, V=N TAP A VX —T =2 ATHRHR T NV EZET DN T L E2F)
Mg c&x 4, £/2. AXT 4 v 27 MPLS 7V ZBINEIFHIRCTE £97,

FIRDOHE

F IR D FH

FIE

1R BHHIIZ

weis 5~ oeme s [

TAPT 7'V 7=y a v R =B ELTA v H—T = AT X v F T LRI OV T,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] % &ML T 72& 0y,
BRYDSLIEIZ AT v D EEET D7D, ANA =T 2 ADVZA VI N T 7 ay
AL CY T 775 —vay ACLARETHHLENRHD £,

1. configureterminal
2. mplsstrip label 7~/

3. (f£&) copy running-config startup-config

ARV RFEEETIa Y

E]:)

R w 71 |configureterminal Jua—\)Lary 7 4 ¥al—3gy T— REEG
1 - LET
switch# configure terminal
switch (config) #

AT v 72 | mplsstrip label 7L FRELIZAXT 4 v 7 MPLS 7~V ZBI L £,

1

switch (config)# mpls strip label 100

ZoULD 20 By MEOEIFHIZX 1 ~ 1048575 T,

GE)

ZOCLIE, WD T RRT—)v T Ty N7 4 —
b A wFaRE, THEEFEHEEFREE] OHE
TMPLS A bV v BV FHEREICHRE S NT=T T
7Ty R T F—b AL v FTHATEET,

« N9K-C93180YC-EX

« N9K-C93180YC-FX

« N9K-C93240YC-FX2

« N9K-C93180YC-FX3

* N9K-C93600CD-GX

mwroyr—vay |}
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ARV RFEEETIII Y B8

[no] mplsstrip label {label |all} =~ > RiE, /&L
J-AXT 47 MPLS 7~V ZHIRLEd, al4+~
va ik, $TRTDOARAFZT v 7 MPLS 7~V % Hl|
ML E9,

ATw 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—FT 72
Bl - Y74 F¥al—vailar—LET,

switch (config)# copy running-config startup-config

585 MAC 7 kL X DEETE

HIBR SN 7 L—2 D5 MAC 7 RLABZRETEET,

FIEDHE
1. configureterminal
2. mplsstrip dest-mac mac-address
3. (f£&) copy running-config startup-config
FIE D 3%
FE
ARV KRFERRETI a3 B#J
2w 71 | configureterminal Jsa— L ary’ 4 Xab—ay E®— Neh
fl LET,

switch# configure terminal
switch (config) #

R T w 72| mplsstrip dest-mac mac-address ~y A—=NHIRSNTH N7 L— AD%EE MAC 7
f5l - NLAZfRELET,
switch (config)# mpls strip dest-mac 1.1.1 MAC 7 RLR1X, RO 4 5ONWT O TH
ETEET,
«EEE

* EE-EE-EE-EE-EE-EE
* EE:EE:EE:EE:EE:EE
« EEEE.EEEE.EEEE

ATw 73| ({E&E) copy running-config startup-config FiTar74Xal—vark, AX—F T v/
5l - V74X al—varila—LET,

. TAP 75— ay
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ARV RFERFTIVaY =)

switch (config) # copy running-config startup-config

MPLS SARJL IT— U5 DERTE
HFHENTHWARAWEL AL F I v MPLS G-I R— 7 N T AR A2 ERTEXET,

FIEDHE

1. configureterminal

2. mplsstrip label-age #& i HifE

3.  (fEE) copy running-config startup-config
FIE D
FIE

ARV NERERTIVa Y =LY

R T w 71 |configureterminal Ja—n)aryZ 4 Fal—arE— Reflk

switch# configure terminal
switch (config) #

AT 72| mplsstrip label-age & A AF v 7 MPLS TN — 7 0 4 LR
i - ZEELET (B) . #PHIX 61— 31622400 T,

switch(config)# mpls strip label-age 300

ATv 73| ({EE) copy running-config startup-config Eifrar74Xal—rark, AFX—hrT w7
Bl - Y74 F¥ a2l —vailar—LET,

switch (config)# copy running-config startup-config

MPLS X by w EVTRTEDIESR

MPLS A MU v B T ORELFRT HITIE, ROWTNUPDIEEELITHET,

mwroyr—vay |}
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avwok B &
show mpls strip labels [label | all | dynamic| MPLS 7~V T DM E R TR LET, K
static] DA v arBRETEET,

«label : T 5T ~L

call : TRTOITNEFERTHZ A2
ELET, 2NN T 74V DOF T g
T,

«dynamic : A F 3 v 7 FULDRER
THZEEEELET,

sstatic: AZT 4 v TNIVDBEIRT D
TLEMBELET.

WIZ, T _TO MPLS 7~V %2FRRxT 5027 LET,

switch# show mpls strip labels
MPLS Strip Labels:

Total : 3005
Static : 5
Legend: * - Static Label
Interface - where label was first learned
Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

Label Interface Idle-Age SW-Counter HW-Counter
4096 Ethl/53/1 15 1 210
4097 Ethl/53/1 15 1 210
4098 Ethl/53/1 15 1 210
4099 Ethl/53/1 7 2 219
4100 Ethl/53/1 7 2 219
4101 Ethl/53/1 7 2 219
4102 Ethl/53/1 39 1 206
4103 Ethl/53/1 39 1 206
4104 Ethl/53/1 39 1 206
4105 Ethl/53/1 1 1 217
4106 Ethl/53/1 1 1 217
4107 Ethl/53/1 1 1 217
4108 Ethl/53/1 15 1 210
* 25000 None <User> 39 1 206
* 20000 None <User> 39 1 206
* 21000 None <User> 1 1 217

WIZ, ARF 427 MPLS 7~V DLF T 56 % 1k LET,

switch(config)# show mpls strip labels static
MPLS Strip Labels:

Total : 3005
Static : 5
Legend: * - Static Label
Interface - where label was first learned
Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware
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MPLS 2 kY wEL S hovassusArzyrynsu7 [

Label Interface Idle-Age SW-Counter HW-Counter
* 300 None <User> 403 0 0
* 100 None <User> 416 0 0
* 25000 None <User> 869 0 0
* 20000 None <User> 869 0 0
* 21000 None <User> 869 0 0

MPLS A FYwWET Ho3BLUSRILITRN)D
Y7

MPLS A R v oS- M) 27V TF 5100, WOEERITOET,

= - N =E]:g]

clear mplsstrip label dynamic MPLS T-~UL T —TNMEXALF I v 7 T
N NV EZIYTLET,

clear countersmplsstrip FTRTOMPLS A N v T oo B0
V7 LET,

WIZ, T_XCTOMPLS A MY o BT W 2527 VT4 506 R LET,

switch# clear counters mpls strip
switch# show mpls strip labels
MPLS Strip Labels:

Total : 15000
Static : 2
Legend: * - Static Label
Interface - where label was first learned
Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

Label Interface Idle-Age SW-Counter HW-Counter
4096 Ethl/44 15 0 0
8192 Ethl/44 17 0 0
12288 Ethl/44 15 0 0
16384 Ethl/44 39 0 0
20480 Ethl/44 47 0 0
24576 Ethl/44 7 0 0
28672 Ethl/44 5 0 0
36864 Ethl/44 7 0 0
40960 Ethl/44 19 0 0
45056 Ethl/44 9 0 0
49152 Ethl/44 45 0 0
53248 Ethl/44 9 0 0

MPLS X k1) w EZ T DEEEHI

Wiz, AXT 427 MPLS -~ V& BNt 56271k LET,

mwroyr—vay |}
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switch# configure terminal

switch (config) # mpls strip label 100
switch (config) # mpls strip label 200
switch(config)# mpls strip label 300

ZDDSEER

P75 Ys—vay |

BEIEH R=—aT7ILEA LI

IP ACL ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guidel

MAC ACL ' Cisco Nexus 9000 Series NX-OS Security

Configuration Guide]

A= b F ¥ RNy ¥ 2

['Cisco Nexus 9000 Series NX-OS Interfaces
Configuration Guide]

JE—hE=4Y 7 (RMON)

RMON D E

AA v F K AKR—h T7TFZ A4 (SPAN)

SPAN DB E

A AP VA

["Cisco Nexus 9000 Series NX-OS Troubleshooting
Guide]
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