DARATFLAYE—oOFX S DERTE

ZDOFETIE, CiscoNX-OS TNNA A LETUVAT A Ave—Y aX o VE2RET D HIEIZON
T LET,
ZOEFX, WONKFTHEESNTWHET,
c VAT L AvE—T BX VO, on page 1
VAT A A=Y BX U OFEEFREB L OHHIEE 3 —)
s VAT A AvtE—Y aX U OT 7 4V NERIE, on page 4
VAT AA =V aX U TORE (42—)
c VAT H Avt—Y X T O EHER, on page 22
cHDIRENDHL AT A BF T Ayb—y (23 %—2)
C VAT A Avl—y aXrTOREN (24 X—)
« ZDMDOBEEE (24 RX—)

~ —_ s RS » =

DARATL AyE—T AX T DM
VAT AA =X VL CHEEREIIL, AT AT B ANERT HA vE—
VOBEBKELZTANZY) T TEET, WikEyTary, v 7740 BIRVE—K &
AT A EOD Syslog r— "~ X U 2R ETEET,
VAT AAyE—VDT F =<y FBLOT A ABRERT DA v =T OFEIC OV T,
[Cisco NX-OS System Messages Referencel] &2 L T 72 &0,
FI7 N RTIE, TRARFE—IF L By vaiiAyve—YaH AL, a2 77 A2
VAT A AvE—Tkn SR LT,
WDEIN, VAT LAy =V THERASNTWDIEKRELZRLET, BEREEZHETIHA.
VAT AMIFDOLULUTORA v —U B LET,

Table 1: VAT L A v E—SDEKRE

LARJL Bl

0: B& AT AHME PR AT
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. Syslogt—/\

LR & EA

1:77—F VRS AL B 23 0 B

2: 7 UT AN T VT 4 IVIREE

3: =5 — T 7 —fkHE

4 ; L LS N

5 @ EFEMEREEET 2Rk
6 : 15 DM A vE—

7T Ry F X T EITRC DO IFTR

FNALZFEKREO, 1. FRIEF 20— 09E, EHO 100 A v E—% NVRAM =
TIZEE LET, NVRAM ~0O X V3B ETXEHA,

A=V HRER LT 7 VT 4 CLEREICESOWTREHT DV AT LAy E—UZRET
TET,

Syslogt—/\
syslog h— 3%, syslog 7' b Z)VIZHASWTU AT A A v —V 5TV E— K VAT
A ETEMELE9, IPv4 £7213 IPv6 @ Syslog — %K 8 DR E T E T,

777V IHNOTRTDOAAL »F Tsyslog V— D[R U EZ TR — T 5729DIZ, Cisco
Fabric Services (CFS) Zf{#iH L T syslog — G EZX AR T 9,

\}

Note [ fjDF X ZWIHIMEERIZ, A v —UWsyslogh—NZEEENDDIE. Xy T —27 D]
Wk <,

+ & 1 7 7% Syslog H—/\

CiscoNX-0OS U U —2 92() LARETIX, VE—h BX o 7 —_"DEX 2T TLS F 7
AR— NERiE AR — b5 X 5T Syslogh—"ERETEET, XD, HARIEOHKEIC
FoTNXOS AAS v F (VITAT ) OTAT T 4T 4 %8bTHZEnTEET,
NX-0S A A v F DA, ZOMEEEIT TLSVI.1 BELONTLSvI2 Z#HR— KL ET,

% 2 7 7¢ Syslog — NDOBEEE TIL, 73 ARGES L UK 5L 24263 % 72 12 TCP/TLS
N7V AR—FBLOEX2 YTy P harvaALET, ZOWELEHTIE. (77
AT RELTH,AREL TV D) CiscoNX-OS 7 /34 AN, B X 7\ F a7 elEkiis A —
F5 (=& LTHEEL TW5) U E— b Syslog— 2% L TEFx 2 7 el sk iz
TNy RER AL TE 5L 012720 £7, BRAEERZbic Ly, ZoMiETIx, &
Fa2 VT AREINLTWVRNR Y NT—7 ETHREXR a7 REEEFEITEET,
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I VATFLAYvE—OOF T DE

DARATLAY

93
YRFL A ve— axvrnxEsEssUHnsE ]

t—oO0X VI MEEFIES L UHIREIE

VATFA A yE— aX U NI OBE FOFEFELHREELIH Y £,

VAT A A=K, TNV NTaryYy—rBIOn S Ty A GRS NLET,

syslog 4 — NIZEET HRNCH I SND VAT L A vbE—Y (A== NRA Y T 7T 4
T Ayb—URF L TA Y A= E) 13X, syslog P— NICEETEEHA,

Syslog DHIRIZ L Y | securePOAP pem 7 7 A /L4 O CFR1 230 SCFZHIBR S LTV E
T2, X =27 POAP iTpem 7 7 A /L4 & LT256 LFDOREIZYAR—FLTHET,

CiscoNX-08 U U—2 92(1) LIETIX, VE—h BX o7 —"~DEFX 277 TLS k
T U AR— MR A AR — 35 X 51T Syslog Y — "ERETEET, ZOMEEIX, TLS
v BEIOTLSvI2 ¥ KR—FL %7,

CiscoNX-0S U U — & 10.2(4M LLF%, TLSv1.3 23 CiscoNexus 9000 > U — X 7" Z & N7 4 —
LAy FTHR—FSNTHET,

Cisco NX-OS U U — 2 10.4(3)F LAF, TLSv1.2 & TLS v1.3 721} %% Cisco Nexus 9000 3 U —
AT Ty h 7+ =LA T THR=FINTWET, syslog®TLSv1.1 3 LUTLSv1.0
DY R— MIFELESHE LT,

vkﬂF:.TfocSyslog%—A‘ﬁi‘/r VRUR GEERL) A X —T oA AENLTRETE DX

[ RN COPP7r:r774’/v BN MBI D £, KRS fﬁ%ﬁzwmﬂ?/
74}_/\# XE SN TWDEGE, B XU T2 50 syslog7§>$EJZéﬂ6 & (77—
N7y 7R fﬁ77)f7w‘/a /i,c&)

ZOHA RTAUNE, 2=V EROKBO X7 77 A WA S ET,

syslog=t~ > K logginglogfile TiX. 7K#iiy725iT (Nlogflash/log) & FEKHeHI7Z255T (/log)
DOEGFTar 7y A NVERETEET,

T 74N NOBT T 7 A NVIZIE Tmessages] & WD ARIDHT BV, Ny 7T v T T 7 A
v (FIET 28%6) & &b, ddetellog % 7-i% deetelogflash:/logf =~ R THZ D7 7
A JW1E messages.l, messages.2, messages.3, messages.4 ZHIfRCE WA,

HAR KD 77 7 A0 (logginglogfilefile-nameseverity) 7% ET 572D 7Y 3
ST WBVETR, ZOHAZLLDT 7 A NVIHIBREBIEIC L > THIBRCTE 9, 20
. syslog ¥ 7 I3HERE L 1 A,

el 2T, WAZLBORT 77 A NVHBRESI, FLT 7 A VHHIBREAEIC X - THIBR
SNET, TIUTERRHIBRBRIETH D720, syslog A v —VEDAZ LB T T 7 A4
JVIZRRERT 5 12iE. =2~ K logginglogfilefile-nameseverity Z#fffH L CH A X L v /7 7
ANEHRETLILEPRHY £, ZOREDFEITINDET, syslog 2 F 7 I1EFETT
TEHA

W syslog lZiZm—Jv A LY —UNFRENET, 7272 L, NGINX 72 EO—H D
IUR—R MTIE, BB UTC XA LY — THRRINET,
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SRTLAvE—oOX I 0HE |
B o x7sxve—voxvsororirge

— > N N — E e |
VATLAYyE—AFTDTIAHILEEE
ROKIZ, VAT A= aX T NIFGA=FDT 75 /V NREEZRLET,

Table2: T O A bDURATL A yE—2 AXYT KNS A4

INTGA—=5 TI7HIE

ayy—iraxys BERKE2 T/ X—T

T XS HRES T R—T

0y 774N BX S | BERESORAyE— 0 g 32—

EFEVa—uaXx s

HRES T R—T

TrVT 4 mX T | A F—T L
A LAZTHA B

Syslog ' — " X7 | F4k—7
Syslog t— 3 EDEMAF | T 4 E—T L

AT LAYE—UAFX S DEE
A\

GE) ZOEBRED Cisco NX-0S =< > RiZ, CiscolOS Da~< > REIZRAEENHLDOTHEHEL
TLIEE N,

e~ RS < — . — <3 o > =L —]
— I FIL Yy I IoANDVARTLAYE—AF T NETE
BEREIZHESNT, arY—/b, Telnet, BLOSSHE Y a A=V T 589
TN ABRETEET,
FIFNITIE, F—IF Ly areaXrAiidx—7 L TF,

)

Note = v —LDR—L—F289600R— (F7 4/ L) OEFA, BUED Critical (F7 /LK) 1
XU LRI SNE T, ary—1raX o S LV EERELL) ETHLE BT T—
Ayl—UBNEREINET, BX S L% BT S (Critical L0 b EID) 12, =20V —
JLDR— L— k% 38400 R—IZE T HMENH VD £4,
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B—3FLtyLavADYRTLA A ve—Y oxvsniE [

SUMMARY STEPS
1. terminal monitor
2. configureterminal
3. [no] logging console [severity-level]
4. (Optional) show logging console
5. [no] logging monitor [severity-level]
6. (Optional) show logging monitor
7. [no] logging message interface type ethernet description
8. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 71 [terminal monitor TNAARN ALY =V A =V hFHTEDL X
Example: 2T LETS
switch# terminal monitor
Z 5w 2 | configureterminal Ta—\)ar7 4 Xal— gy T— N2
Example: LET

switch# configure terminal
switch (config) #

ATvT3

[no] logging console [severity-level] BESNTEEREEENLD EOBERED A >

Example: v—THhRarvy Y=Ly g U lEETDH LT,
TNAAERELET, DSWVHEIZ, KV EVEKX
EamLET, HREL O~ 7 0TI,

switch(config)# logging console 3

o0 : BXA
c1: 77—k

2: U7 1)

*3: =T —

<4 EE

o5 W

<6 [H#

NN AAST /4
BERENMEESNTORWEA, T 74V FD 20
FRHENET, noF 7 aid, AveE—Yhkay

V= a T BTN ADKBER T 4 B—T iz
L/iﬁ‘o

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

Command or Action Purpose
R w 7 4 | (Optional) show logging console ayvY— ) uaX SR/ EFFERLET,
Example:
switch (config)# show logging console
R 7w 75| [no] logging monitor [severity-level] TNAZAPEEESN-ERELZNLY BIOEKX
Example: EDOAy—VeE=F Il TELEIICLE
switch(config)# logging monitor 3 o AASVEIE, XY EVWERELRLET, HKX
X0~ 7 OFFHTT,
<0 B
o1:77—F
2: 7 VT4V
3. T —
<4 EE
o5 AN
<6 i
T TNy
FREIL Telnet BELWNSSH v v a iz s E
ﬁ—o
BEREMEESNTORWEAS, T 74/ D2 M
HFHENET, nod 7> avii, Ave—T%
Telnet BLNSSHE v g a4 5554 AD
HREZ T 4 E—T LI LET,
R 7w 7 6 | (Optional) show logging monitor EF=X BX U TREER I LET,
Example:
switch (config)# show logging monitor
R 5w 77 |[no] logging messageinter facetypeethernet description | o 25 4 2 vt — u N, WA —F R
Example: MV H =Tz A ABLOS T A U F—T = A R
switch (config)# logging message interface type id‘ LTE}E%%EbDT% 2 & 5 (z [_/i'é‘o :0)?5?‘%
ethernet description X, AV F—T oA ATHRESINT-HHERE L HD
<7
noA7vaid, MEA—YRxy b A ¥ —T =
A2ADVAT I A yE— alNOA L F—T =
A ZAFHAOHIMEZ T 4 E—7 IZ LET,
R T w 7 8 | (Optional) copy running-config startup-config FEiTar 74 Xal—vark, AX— | 7w o

Example:

e

V74X al—vailat—LEd,
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Syslog * v £—C DREETT ID DERTE .

Command or Action

Purpose

switch (config)# copy running-config startup-config

Syslog A v t— MEETT ID DERE

U — b syslog — NTEE SN D syslog A v E—VIZARA M4, IPT KL A, £ 7 F A
N B 2 AN % K 912 Cisco NX-0OS 7 ETE £7,

FIEDHE
1. configureterminal
2. loggingorigin-id {hostname| ip ip-address| string text-string}
3. ({£&) showloggingorigin-id
4. (fEE) copy running-config startup-config
F gD ¥
F&E
AU RFERET7TIV3 Y B#
X w 71 | configureterminal Jua—)L a7 4 Xal—ay T— REBG

1

switch# configure terminal
switch (config) #

LET

AT 72| ¥ZE: loggingorigin-id {hostname|ip ip-address| string | Y <&— b syslog —/NZ24(8 &1 % syslog A v & —
text-string} JIZBMTAERA R, IPT RL A, £1E7% R
1 - SRR LT
switch(config)# logging origin-id string
n9k-switch-abc

ATv7F3| ({£E&) showloggingorigin-id U E— b syslog % —/NZE(E S5 syslog A v E—
i - VILimEnsg, REFEHDHRA M, IPT R

y | | o A, EETRA XTI EERLET,

switch (config)# show logging origin-id
Logging origin id : enabled (string:
n9k-switch-abc)

AT 4| ({£E) copy running-config startup-config FTar74X¥al—arvk, A¥— T v 7
B - V74 Falb—variav—LET,

switch (config) # copy running-config startup-config

DRTLAYE—SOFX VT DHRE .



SRTLAvE—oOX I 0HE |
B oo zxsusve—conn

T77ANANDIVARATL A vE—UDEEER

VAT U A=V T s ANVTRET DL OICT A AeRETEET, T 74/ TR,
VAT I A v '— U /logflash/log/logfilename (2 Figk S AV E T,

FIEDHE
1. configureterminal
2. [ no]logging logfile logfile-name severity-level [ persistent threshold percent | size bytes |
3. logging event {link-status| trunk-status} {enable| default}
4. (f£%&) show logginginfo
5. ({E&) copy running-config startup-config
F IR D 8
FIE
ARV FFEREET7TIVa Y B#J
25w 71| configureterminal Jua—s ar7 4 Xalb—vary E— FEs
f5l LEd

switch# configure terminal
switch (config) #

A 7w 72| [ no]logging logfile logfile-name severity-level | FEKFEHI E I 77 7 A NRT X —H %
per sistent threshold percent | size bytes | e Uk,
- logfile-name : & 25 4 A vt —C ORAFIHEAT 5
switch (config)# logging logfile my log 6 4 7“ - 7/]’/1/@%%7&%/%7]; Lij—o 5‘—“72]_/1/ ]\ D
switch (config)# logging logfile my log 6 j77’/fjbé§6j:ﬁnessagej <7,

persistent threshold 90

severity-level : 1 7\ ZF0dkT D/ NOEKE L~ L%
HELET, DMEIWVHEIE, LVEWERELZRLE
o T 7 AN MESTT, #AIL0—7 T,

< 0: A
e1: 77—k

2: 7 UTFT 4w
*3: =T —

<4 EE

« 5 @A

<6 T

T TNy T

II VRTLAYE—OOFXF VT DHRE
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I7ANADYRTL 2 vte—onii ]

AU RFERETIVa Y

B8

persistent threshold percent : 47> 2 > C, K
T 77 ANDLEVER— T —VERELE
7, #PHIZ 0~99 T,

(63
persistent threshold 2 0 (B w) IZERETH &, K
e L& WERERENEERNIZ 72 0 . L & VWM syslog 134
B SALEE A

percent X, K7 7 A L D/R—F 2 F LEUVMED A
R ELET, LEWVERA XCETHE, 7

F— MNEHMA v E—URa ZICEEINET, K
0777 A NVOEHEN100% IZETDHE, VAT
LRI D syslog A v E—VilmHZEELET, B
Dag TrANDNNy I T T T 7 A ILBPER S

. BREINZLEWEDO A= 7 — VRS
o, e s 77 A NA~OEZ AL S
T4, KT, HLOITDLARR S5 OOy I T v
TT7ANBRFFENET, 577 A VEBRD L,
VAT AFRLENLONL T 7 AV EHIBRL E

R

GE)
KB R X L 71, VAT AREOMEETT, v
7 7 A Vi /logflash/log/[filename] IZ&H Y £ 7,

&P show == > ROH I,
BEX VR —FLTWET,

» show logging info

Kfgia 7 7 7 A Uk

- show logging

HZiE, ka2 oW TORD L 9 725 RN e
FhET,

Logging logflash: enabled (Severity:

notifications) (threshold percentage:

Logging logfile: enabled

Name - messages: Severity - notifications Size -
4194304

99)

sizebytes: A7 a L LT, R AP AR
ZHEE L £, #4096 — 4194304 /31 b T9,

ATvT3

logging event {link-status| trunk-status} {enable|
default}

1

switch(config)# logging event link-status default

A B =T 2 A A AR "X 7 LET,

e link-status : +_XTC® UP/DOWN X vt —IF8
L OXCHANGE X v —V % o 54k L £,

DRTLAYE—SOFX VT DHRE .
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B =02 1650570050 2vb—SonxrrsonE

ARV RFEEETIII Y BRI
strunk-status : X CHO R T 7 AT —H A A
—UhRuX s LUET,

eenable: R—h L-YLDa 7 4 X2l —Tg
vEEEXL R LT REAR—TNICT S L
7. FEELET,

e default : =¥ 2 ZAPIRIICRE S TRV A
VHE—T 2 A AT, T H)N OO XTHRE
AT ALY, FRELET,

ATy 74| ({EE) show logginginfo nX v IREERRLET,
fi
switch (config)# show logging info

ATw 75| ({E&E) copy running-config startup-config Fifrar74¥al—vark, AX—r T vSa
Bl VT4 X al—varlcar—LET,

switch (config)# copy running-config startup-config]

EOA—IILEBELUVIT7INT4 Ayt—o0OFXF 0 DETE
EFEV 2= VBLO T 7T 4ICHEONWCEHRTAA Y E—VOERERBI NI A AR T
DHENEZHRETEET,

SUMMARY STEPS

configure terminal

[no] logging module [severity-level]

(Optional) show logging module

[no] logging level facility severity-level

(Optional) show logging level [facility]

(Optional) [no] logging level ethpm

[no] logging timestamp {microseconds |milliseconds |seconds}
(Optional) show logging timestamp

(Optional) copy running-config startup-config

©ENSOGO LN

. VRTLAYE—OOFXF VT DHRE
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DETAILED STEPS

Procedure

ES1-ABEUTTLUT 1 Avte—vonxvsniE [

Command or Action

Purpose

R w 71 |configureterminal ra—nN)ary7 4 Xal—ary T— NG
Example: LET
switch# configure terminal
switch (config) #

R T 72 |[no] logging module [severity-level] RESNTEERKEEZFIETNU LOBRERETHLE
Example: Va—nlual XAy —IVE A RX—T I LET,
switch (config)# logging module 3 Ekg{i 0~7 @%ﬁfﬁ‘o

0 B2
c1:7T—h
2: 7 UTFT 471
*3:xT-T7—
<4 EBE
o5 : JEEN
<6 : T
T TNy T
BEREMEEINTORWEAS, T 744 D 5H
fEHENET, nodA v arazEH+sE, E
Va—Nug AyE—UNT =TI E
j‘o
AT 7 3 | (Optional) show logging module TV a— N BX T REEFRLET,
Example:
switch (config)# show logging module
AT v 7 4|[no] logging level facility severity-level ESNTEEREFIFZENALU EOERETHHIE

Example:

switch(config)# logging level aaa 2

TEDT7 73 VTF4hb0uxXr s Avkt—V% 4
F =T N LET, BREITO~T7 OHFHTY,

=
s1: 77—k

2: 7 UTF 41

*3: T —
o4 B

DRTLAYE—SOFX VT DHRE .
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Command or Action

Purpose

o5 : JEEN
<6 [HH

T TRy T

FULERELZTXTOT7 7 U T 4 IZ#EHT 5
Al 77 U T4 2R LET, 7740 MAIS
DWW T, show logginglevel =~ F&ZM L TL
720,

not7varaFEHTdE BESNZ7 7Y

TADORX L TERKENT 74/ D LYY

ty hENET, 77UV T A BLXOEREEZEE
Lo a8, T XTO 772 VT 4 BNENEFN
DT 74NV FEKEIZVEY hENET,

ATy Th

(Optional) show logging level [facility]

Example:

switch(config)# show logging level aaa

Ty U T4 TR, uX U LAULERERB L O
AT LDT 7+ E LV ERRLET, 77V
T4 EBRE LR STGEX, T ToT7 7Y

T4 DL LR FERENET,

Note

FATHERL T authpriv D 71 27 LoULE, 10.4(3)F
LVFETOY J—ATiZauthpri & LTERSIL, Y

U — 2 10.4(3)F 7> 513 authpriv & L CERINE

R

ATvT6

(Optional) [no] logging level ethpm

Example:

switch(config)# logging level ethpm ?
<0-7>
Oarery; 1-alert; 2—crit; 3-err; 4-warmy; S-notif; 6-informy; 7-dgag

link-down Configure logging level for
link down syslog messages

link-up Configure logging level for]
link up syslog messages

switch (config) #logging level ethpm link-down ?
error ERRORS

notif NOTICE
(config)# logging level ethpm link-down error ?

<CR>
(config) # logging level ethpm link-down notif ?
<CR>

switch (config) #logging level ethpm link-up ?

R

LL3 DA =Y Fy hiR—F ~%x—Vx Vo7
Ty H Yy syslog A v E—Y DX Tk
A LET,

noA7varvuEfi+ast, A —¥xvy hAFA—F
3=V ¥ Dsyslog A vE—VIZTF 74/ bDOBEF
YT LSRMER S IVET,
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syslog H—/ DR E .

Command or Action

Purpose

error ERRORS
notif NOTICE
(config) # logging level ethpm link-up error ?

<CR>
(config) # logging level ethpm link-up notif ?
<CR>

ATy T17

[no] logging timestamp {microseconds |milliseconds
|seconds}

Example:

switch (config)# logging timestamp milliseconds

X T HADLAF L THENEFRELET, T 74
b NI, BT,

Note

Zoawy NiE, A4 v FHTRESL TSRS
WA SNET, £7o. MBorF 7 —IC
WA S EE A,

ATvT8

(Optional) show logging timestamp

Example:

switch (config)# show logging timestamp

BEINT-A X T XA LAF THNERRLE
KR

ATvT9

(Optional) copy running-config startup-config

Example:

switch (config) # copy running-config startup-config

Erarr4Xal—vark, AF4— KTy o
v 4Fal—Yaiiar’—LET,

syslog H—/\DEFE

)

Note

VAL, BHEEEL—T 4 7B IRk (VRF) A U AX AEFHAT 59— E LT,
syslog F— "ZGRET H Z L ZHELE L £9°, VRF OFERIF#RIC OV TR,

VU —ANX-OS 2=F ¥ A b —T 4 VITREHA R 25 L T 7ZE0,

VATARAyE—UEEET S, UE—

RETEET,

b VAT LEBHT 5 syslog b—"—E KK T8 A

DRTLAYE—SOFX VT DHRE .
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. syslog H—/\DE&KE

\)

Note  CiscoNX-OS U U — A 10.32)F &£ TiX, =—H—PFEDT 7 4V MlEE AT T 5 L logging
server A< ROFETHOBRIZENLDT 7 4V MERT U X LETIF BRI FKREIN
TWE L7, 727201, CiscoNX-OS U U —Z 103Q2)F LA Tlx, FEATHORERICITFICT 7
v RSN DED B DR RS IVET,

el X, Baio ) UV —AT, FFEOZ—HF— A3t L, FITHOHEMD 109ging server
1.1.1.1 port 514 facility local7 use-vrf default & W IfEZF /R L TW= L 5 724, Cisco
NX-08 U U—2Z 10.3Q2)F LIFETlE, RICATNTH L, EITHOMERKIE 10gging server 1.1.1.1
EWVWOEDHERRFILET, T7ANVRNAR—bF, TT74NVE T 72U T 4 (local?l) . 77+
JV N VRF 72 E DT 7 4 /v MEBFATHOMRK CRRENLNWZ LITEE LT ZIN,

SUMMARY STEPS
1. configureterminal
2. [no] logging server host [severity-level [use-vrf vrf-name]]
3. logging source-interface loopback virtual-interface
4. (Optional) show logging server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R w71 |configureterminal Jua—) ar7 4 Xal—3igy B— NEEE
Example: LET

switch# configure terminal
switch (config) #

AT 72 |[no]logging server host [severity-level [use-vrf vrf-name]] | {57E &7z A N4, IPv4 £7213 IPv6 7 KL AT
Example: Syslog h—/"—%& 4%k L £9, usevrf ¥ —7— K%
EH+THE, Avt—2 BXr 7% VRE OFED
Syslog H—/"—{ZfRETE £ 7, usevrf vrf-name
F—U— RiX, VRFL4 DT 7 4V 70138 HE %
RLET, 774V 8 VRFIX, 77 4/L N CTEH
VRF T, 7272 L. show-running 2~ > NiX7 7+
I RDOVRFZ#Y AR LEHA, EREIXO~T7DH
T,

<0 A

switch(config)# logging server 192.0.2.253

Example:

switch (config)# logging server 2001::3 5 use-vrf
red

c1: 77—k

2: 7 U7 41)b
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syslog H—/ DR E .

Command or Action Purpose
«3: -7 —
<4 BG
« 5 A
<6 1HH
T TNy

FI7 3V EDFRIET 7V T 1% locall T,

no 7 aid, fEELEZFRA MDORX S H—
NEHIEELET,

ZOFRPIOBITIE, 77U T 4 local7 DT RTD
Ayt —UZiEk LET, 2FBOFITIL, ERE
MNSLLTFDOA vE—T %, VRFred DFRE Sz
IPv6 7 R L A2k LT,

Note

ZDavwy REBRTDE, ROWTRHOT—
N AT —H APRERENFET,

« [#RUEH (Configured) | : IEF IR S E
L7,

[ IT5—FROMYZFEATLT (Noerors

found) ] : syslog 73 U &— b syslog #—/3—I{C
EFICERE SN SE. ZORT— X ARER
SNET,

s [—FERIIZEIZEAREE (Temporarily unreachable) |
DRRICHER D DG TOAT—F ANREK
RENFET, L, WEBTIE, Y AT AdE
FOMBEEEE L CET, LI LChE
DERT DL AT —=H A X [T —NEOM
D FEHATLZ (Noerrorsfound) 1DV F
7T

R w 73 |Required: logging source-interface loopback U E— bk Syslog h—"DEETTA vV H—T = A A%
virtual-interface A F—7 M LET, virtual-interface 5130 P IE
Example: 0~ 1023 C7,
switch (config)# logging source-interface loopback]
5
R w 74 | (Optional) show logging server Syslog — "R ELFRLET,

Example:

switch(config)# show logging server

DRTLAYE—SOFX VT DHRE .



. + & 1 7% Syslog H—/\DRTE

SRTLAvE—oOX I 0HE |

Command or Action

Purpose

ATy TH

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Fiar74Fal—vark, AF¥—Fryv7a
V74X al—valat—LET,

¥ 2 773 Syslog H—/\D

FIEDHE

F IR D FH

FIE

==

=JL
axX A&

-—

configureterminal

[no] logging server host [severity-level [port port-number][secureftrustpoint client-identity

2.
trustpoint-name]][use-vr f vrf-name]]
3. ({EE) logging source-interface interface name
4. (f£&) show logging server
5. ({EE) copy running-config startup-config

ARV RFERETIVa Y

E:)

R w 71 |configureterminal Jua—\)ary 7 4 ¥al—gy T— KBk
fl LET
switch# configure terminal
switch (config) #

25y 72 |[no] logging server host [severity-level [port FESHIERA M, & DUVNE IPVA £/ IPv6 7
port-nqrrber][secure[trustpomt client-identity KL 2 C Syslog — "% ELET, LEITHEL
trustpoint-name]][use-vrf vrf-name]] . CAIL L TBASHAIFAT Y F TAF
fi T 4T AFEAEE A A F—/L L. trustpoint
switch (config)# logging server 192.0.2.253 secure client-identity FFvavEFEHT LI L THAER
5 - ZHATEET,
switch (config)# logging server 2001::3 5 secure {deil77ti1148%§%%0)§f:7ﬂ‘/b]‘;ﬁﬁﬁds“‘ ~iZ 6514
trustpoint client-identity myCA use-vrf red 7§7f0

ATv 73| ((£E) logging source-interface interface name UE— b Syslogh— "DEETLA V F—T =4 A%

rR—7 T

15“ : /]);? 7/ ﬂ Li‘a—o
switch(config)# logging source-interface 100

ATy 74| ({£E) show logging server Syslog h— "G EEF R LE T, secure 473
) - ERETLHEEG, B0z RV T AR— R

II VRTLAYE—OOFXF VT DHRE
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% 2 77 Syslog Y —/\—®D#&RX - 0CSP @ non-strict E— K .

AU RFERETIVa Y

B8

switch(config)# show logging server

HHRNEEND LD
secure A7 > 3 VU D3E
AR— N UDP T,

2720 £9, 5741 b TIL,
RESNTWRWNES, N T

ATy Th

(=)
1 -

switch (config) # copy running-config startup-config

copy running-config startup-config

FFar 74 Xal—Tark, AFX—KT v a
V74X al—valar— LT,

t & 2 7 73 Syslog H—/\— D& AL - 0CSP O non-strict E—

CA

FIEDOHE

REBAZE D

(mmNXOSJJ XQ%&T@\WEP
4 ORED &

HYA . OCSPidstrict®— K

LVARVENE DT LTWDHHEA. £7-13 OCSP &
TEMET A7, SSLESIXER L ET, Lizdio

T, CiscoNX-0OS U U —29.3(9) AR, strict E— REANE TN T HROF LIV~

YRBEASNE L,
[no] logging secure ocsp strict

)

GE) 774 /L M TIXL, strict-mode X AENI72 > TWET, non-strict E— FEZ AT DHITIX, 2D
av Y RO no WAAMEHLET,
S —
ax A&
T X% 2 772 Syslog BEEED T AR — MZiX, T A RKRA Y FOREIZCE>TYE— K h—1%
PRET D MEEN D D T,
1. configureterminal
2. [no] crypto catrustpoint trustpoint-name
3. crypto ca authenticate trustpoint-name
4. (f£&) show crypto ca certificate
5. ({EE) copy running-config startup-config

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

F gD FEH

FIE
AU RFEREET7TIVa Y ]3]

R 7w 71 |configureterminal su—s L Ay 7 4 ¥ ab—3i gy E— NE Bk
fl - LET
switch# configure terminal
switch (config) #

R w 72 |[no] crypto catrustpoint trustpoint-name SR RNRA Y FEBRELET,
i) : GE)
switch (config)# crypto ca trustpoint winca M X bR A VN DOREDHIIZ ip domain-name "R
switch (config-trustpoint) # ﬁj—é%‘gz})% D jz_g—o

AT w7 3| ¥H: crypto caauthenticate trustpoint-name NI ARKRA L FO CAGEHEERFRELET,
f5l
switch (config-trustpoint)# crypto ca authenticate
winca

ATw 74| (f£E) show crypto cacertificate RESNTWAIEHE/F = — & BEAMIT 5T
1 WD KT ARKRA Y MEFRRLET,
switch (config)# show crypto ca certificates

ATv 75| (f£&) copy running-config startup-config TNAADY B— R%ZIZ b T A RRA > hD RS
i - NHET, Frar74 Xal—varaAH—

switch (config)# copy running-config startup-config

Ny ar74Xal—grilar—LFET,

CA

FIRDEE

AERAE D & 8k

NX-OS ZA v F (7 TAT ) BihlT 5895V E— b — N0 X o TERSN DA

AT, ETRAESLETH DD,

CHUTREAFEZ A A FIRGET 5 720 DBINERE T

R

1. configureterminal

2. cryptokey generatersalabel key name exportable modules 2043
3. [no] crypto catrustpoint trustpoint-name

4. rsakeypair key-name

5. crypto catrustpoint trustpoint-name

6. [no] crypto caenrall trustpoint-name

7. cryptocaimport trustpoint-name certificate

R



| Y2RFLAvEe—CnFLIDH

8. ({£&) show crypto cacertificates
9. copy running-config startup-config

castmzazi ]

F g > ¥ 48

FIE
OV RFERETIVa Y B#Y

X5 71 | configure terminal sua—s\L ary7 4 Xab— gy E— Nalg
{5 LET
switch# configure terminal
switch (config) #

AT 72| %ZE: cryptokey generatersalabel key nameexportable| RSA ¥ — X7 R E L£d, 7 7 #+/b b TiE. Cisco
modules 2048 NX-0S V7 b7 = 7131024 £~ D RSA ¥ —%{E
15“ : Ejz ]\/i—a—o
switch (config-trustpoint)# crypto key generate
rsa label myKey exportable modulus 2048

Z 5w = 3 |[no] crypto ca trustpoint trustpoint-name FTZARKRAS Y FERELET,
fl G¥)
switch (config)# crypto ca trustpoint myCA F T A RHRA 2 FOREDHNIT ip domain-name R
switch (config-trustpoint) # E?é%\%?ﬁ‘% ) ij—o

AT 74| %E: rsakeypair key-name FZ A MKRA Y b CAIZAER S VT —7 % B
- SIVEIN
switch (config-trustpoint)# rsakeypair myKey

25 75 | crypto catrustpoint trustpoint-name RS2 RAEA L F O CAFEBEZRELET,
f1
switch (config)# crypto ca authenticate myCA

25w 7 6 | [no] crypto ca enroll trustpoint-name CA BT DAL v F DT A F LT 4 T 4 FEHE
Bl EAEMLET.
switch (config)# crypto ca enroll myCA

25 77| crypto caimport trustpoint-name certificate CAICE~TBASNIETAT LT 4 7 4 S #EE
Bl - 2ZA v FIZA AR — M LET,
switch (config-trustpoint)# crypto ca import myCA
certificate

ATv 78| ({£E) show crypto cacertificates RESNTWHIEAEE I F = — &, BIEA T
) - BNLTWAS RTA MRSV FERRLET,

switch# show crypto ca certificates
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SRTLAvE—oOX I 0HE |
B unix 7 Linux 25 LT syslog H—/ DR E

AU RFERET7TIV3 Y B#

AT 79| ZE: copy running-config startup-config EfTar 74 F¥al—arvk, AFA—hrT v S
5l Y74 Fal—varilar—LET,
switch# copy running-config startup-config

- ~ — = N E l-._|
UNIX £ 7= (& Linux 2 X T L TO syslog H—/\DELTE
Jete/syslog.conf 7 7 A JWZIROITZ B0 L T, UNIX £ 7213 Linux ¥ A7 A EIT syslog Hh—/3%
WETEET,
facility.level <five tab characters> action
WDOFRIZ, REARER syslog 7 4 —/V RERLET,

% 3:syslog.conf @ syslog 7 4 —JL K

J14—ILE ZiBA

Facility A w2 —YOEE, auth, authpriv, cron,
daemon, kern, lpr, mail, mark, news,
syslog, user, local0 ~ local7 T9, 7 A%
27 (%) ZERTLETNTEEELET,
6077 U T AHREICLY . EETIC
HEONWTA =YD EHIEI T ET,
(GE)
B—AN 77 VT4 2 EHT ORI EE
FxvI7 LET,

Level A v — Uk T HE/NEKE, debug,
info, notice, warning, err, crit, alert, emerg
TY, TAZ VA7 (%) AT LT ~T
ZEELET, noneZfEHT L7732V T ¢
ET L= NI TEET,

Action A v—ID5E5%, 77 AN, B @R
EMRTZARA NG, 2—F & ~TRE->
7ZURA BN, FRETRTCoORTA Yy 22—V %
RITAZY R (%) AEHTEET,

FIEDHE

1. Jetc/syslog.conf 7 7 A JMZIRDIT B LT, 7 7 A/ /var/log/myfile.log |Z local7 7 7
V74 DTNy T Ay—U%FEkLET,
2. v TuryFINTROAv REANLT, v 77 A VEERLET,

. VRTLAYE—OOFXF VT DHRE
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ny 774 noxrssvou7 |

3. ROavwryREANLT, VAT A AyE—YaX 75— P myfilelogh T = v 7
LT, BTLWERZRGT 5L 9ICLET,

FIED
FIE

AT 9T 1 fete/syslog.conf 7 7 A MR DITZBEM LT, 7 7 A )V /var/log/myfile.log (Z local7 7 7 ¥ U T 4 DT /3w 7
Ay —VaRELET,

&1

debug.local7 var/log/myfile.log

ATFwT2 v T RNTROaAvw L REAN LT, el 77 A NVEEKRLET,
i -

$ touch /var/log/myfile.log
$ chmod 666 /var/log/myfile.log

AF9 T3 WDaA<y REANLT, VAT A Avk—Y aXr 7 F—F L Pmyfilelog #F = v 7 LT, HLWE
HERSETDHLOICLET,

1 -

$ kill -HUP ~cat /etc/syslog.pid~

O 274ILDRTELVI )T

07 77 A IVEBLXONVRAM DA vt —2FR R LEVEELZY TXFET,

SUMMARY STEPS

show logging last number-lines

show logging logfile duration hh:mm:ss

show logging logfile last-index

show logging logfile [start-time yyyy mmm dd hh: mm:ss] [end-time yyyy mmm dd hh: mm:ss]
show logging logfile [start-segqn number ] [end-seqn number]

show logging nvram [ last number-lines]

clear logging lodfile [ persistent ]

clear logging nvram

®NO O A WN A

DRTLAYE—SOFX VT DHRE .
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DETAILED STEPS

Procedure

SRTLAvE—oOX I 0HE |

Command or Action

Purpose

&

Required: show logging last number-lines

Example:
switch# show logging last 40

OX T Ty A NVDOEREITESEFR R LET,
ITHEEITIT 1 ~9999 ZIFETX £,

DS

2 5+ 72 | show logging logfile dur ation hh:mm:ss ANNENTZEBNDOH A W AR T oefon s 7y
Example: /]’/l/@)( ‘yt‘—y%%ﬂ—_“ Lij_o
switch# show logging logfile duration 15:10:0

A7 73 | show logging logfile last-index BT 7 ANDREDA v =D —r v AE R
Example: ERRLET,
switch# show logging logfile last-index

X7 7 4 | showlogging logfile[start-timeyyyy mmmdd hh:mmiss] | A 5 &= AU NICEZ A L AZ L TRbhbal
[end-time yyyy mmm dd hh:mim:ss] TP ANDA Y=V RFRLET, KT HMEA
Example: N e BEORMAER SN E T, H ORERH
switch# show logging logfile start-time 2013 oct 74—V RIZIE3 i%% E'E& H @H#Fﬁ7’f —JV K

115:10:0 WX EEE AT L ET,

A7y 75 show logging lodfile [start-seqn number ] [end-seqn | o — 4 U A FEOHPFANTH D, BAELTA vE—
number] VEERLET, BTV —r L ARSEEE LR
Example: MoTGEE, v 77 AND, BGES» b RE
switch# show logging logfile start-segn 100 DA /‘[Z*—‘:/i’(‘@)( R —UNFREINET,
end-segn 400

R T 7 6 |show logging nvram [ last number-lines] wmAMmf/ﬁ ?%%fbi? %ﬁéhéﬁ
switch# show logging nvram last 10 i'ﬁ‘o Hiﬁ‘k{Tgéﬁ j: 1~ 100 %:J: Ef%iﬁ—o

A5 77 |clear logging logfile [ persistent ] Ry 77 ANONEE7 VT LET,
Example: persistent : KHHI 72T D, 777 7 A VORNE
switch# clear logging logfile U7 Lig‘*o

A7y 78 |clear logging nvram NVRAM Dk SNz A v —V %7 VT LET,

Example:

switch# clear logging nvram

DARATLAYyt—

o~

v

E]#F—/éfab iEEEmu

VAT A A=Y aX S ORE[BRERRTHINE, ROEEOWTNNEITWVET,

. VRTLAYE—OOFXF VT DHRE
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@yEshd aTLOxLs 2vt—3 [

av YR =Lz

show logging console A= uaX TR EERRLET,

show logging info nX s REERRNLET,

show logging last number-lines 0y 77 ANVDOREBNOIRETREERRLET,
show logging level [facility] Ty VT4 a X TEREREEER R LET,

show logging logfile duration hh:mmiss | A Jy KN 7-BNDO X A4 & R Z v T hEou s 75
ANDRA =T khFRLUET,

show logging logfile last-index 0777 ANDEREDA =Dl AR
FRLET,

show logging lodfile [ start-time yyyy BIGHIF LR T HIFICESW o /774 LD A v
mmmadd hh:mmiss] [ end-timeyyyy mmm|  — > % o5 | £ 4

dd hh:mm:ss]

show logging logfile [start-seqn number | o — 4 v 2 & B OFPAN TH 5, A LA vb—

1 [end-seqn number] ERFLET, KTo—r v AR BEIEE Lo T
BElx, v Ty AND, BIEEENORED A >
T—VETOA v E—UNERENET,

show logging module EVa— N uaX U REEF R LET,

show logging monitor E=H uFXF U REXRRLET,

show logging nvram [ last number-lines] | NVRAM 2 7D X vt — V% FE R LET,

show logging server Syslog — G iEZX R R LET,

show logging timestamp DX B LA TENBRERERLET,

= > ~ — » -~ » o~

BYURSNDVATFLAOAX VT Aytw—2
VAT A TavRAFuX S Ay —UEEKRLET, ARSNDEKRE LLEHIET S
2D END 7 A N ZIZE > TE ZHDOA v E—UPERSI, ZOZLIBEYIREN
£
XU/ Av—VOREEETLIAZ YT MO ERSIZ L, showlogginglog =2~ K
OO (7T 9T 47 DHEYIEIND A yE—VE2HERT 572010, Buikshd
Ave—UER X T THROIFEMERSNET,
PHIOFETIE, AUA =V IRSNZGE, T 74V R TiE, AvE—YRNTAY
TV HIEAE LR RSN TWE LT,

2019 Mar 11 13:42:44 Cisco-customer $PTP-2-PTP_ INCORRECT PACKET ON_SLAVE:
Incorrect delay response packet received on slave interface Ethl/48 by

DRTLAYE—SOFX VT DHRE .
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2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:e5

2019 Mar 11 13:43:15 Cisco-customer last message repeated 242 times

FLWA Yy Fid, BOIBELA Y=V OKEISHRD IR LEEZ BN 57200 T,

2019 Mar 11 13:42:44 Cisco-customer %PTP-2-PTP_ INCORRECT PACKET ON_ SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by
2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:eb

2019 Mar 11 13:43:15 Cisco-customer %PTP-2-PTP_ INCORRECT PACKET ON_ SLAVE:

Incorrect delay response packet received on slave interface Ethl/48 by
2c:5a:0f:ff:fe:51:e9:9f. Source Port Identity is 08:00:11:ff:fe:22:3e:4e. Requesting
Port

Identity is 00:1c:73:ff:ff:ee:f6:e5 (message repeated 242 times)

vE—o OFxF T DREH
AT A AvbE—ruaX ol oary 4 FXalb—y g HlERLET,

configure terminal

logging console 3

logging monitor 3

logging logfile my log 6

logging module 3

logging level aaa 2

logging timestamp milliseconds

logging server 172.28.254.253

logging server 172.28.254.254 5 facility local3
copy running-config startup-config

ZTDMDSEER

REIEE I=aT7ILEA LI
VAT A A vE— ['Cisco NX-OS System Messages Referencel

II VRTLAYE—OOFXF VT DHRE




BERICDOWT
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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TIKETAIPMDRF AV M ESELESZL,



