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cACL 7 4 NEEHERLIZ, BiA VX —T =2 AA ATOYVTA X —TxA A NT T 407
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interfaceinband mirror detail =~ > N CIT2 £,

Cisco Nexus 9300 75 v k 74 —L X4 v F0 SPAN O #FIfEEIA
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Guide] Z#ZH L T 7Z&E 0,
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Az £97,
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FIZOWTIE, T RXRTDO NI 7 4 w7 &2RBELETN, HAFBIZOWTIE, AL vTF
EFEX @ADL AV 22=%x A N T 74 vy Ju—ilBohES, v —T 4
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cHpDBATAAMTNLF XY AT T 7 4 v 27 ®SPAN Z %7K — ~ 35 DI%, Cisco
Nexus 9300-EX 77 v b 7 4 —25 AA v F T TT, AT AZFE LY —7 A4
>y (LSE) RIZHDHBMENRHD F9,

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v b7 —L AA v T DL A VY2 AL v F KR—
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1L, Rx FANZ AR TBERIZ, dotlq (EHRAZ T k23 L ET,
A\

GE) Z OFIFRIZ. 100G A > Z—7 = A A ZFiD Nexus 9300-EX/FX/FX2
TTy R T —b AL v FIITHEASINERA,

* UDF ~X— & ® SPAN |Z. Cisco Nexus 9300-EX/-FX/-FX2/FX3/GX 7T v F 7 g —2 A A v
FTHFR—rENET,

¢ UDF-SPANDACL 7 A NEZ VU TNFI V) —A A B —T A Arx DLz HYR—FLET,
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GE) ZOHEBED Cisco NX-0S =1~ FliE, CiscolOS Do~ RERQRDPENH Y £,

N A
SPAN v < 3 VDETE
SPANt v a VERTETELDIEIa—NV FTA A LT T, 5740 FTld, SPAN
Tty ariFivyy h AT — MCIERENE T,

N

Note Witttk vy a Tk, bT 74 v 7 0hAEREEFICE Yy a v 2R ETEE
R

Before you begin

TIBAE—RERIINT VT F— R THIER— FERETIHIVLENDHY £, FFMiIzON
Ti. [CiscoNexus 9000 > U —ANX-08 f v Z—T = A ZAHKREHTA R 2L TLIFE
Uy,

SUMMARY STEPS

1 configure terminal

2. interface ethernet slot/port

3. switchport

4 switchport monitor

5 (Optional) A7 v 72 ~4 Z# Vi LT, iBIMD SPAN 4/ TE=2 U U 725 E L
R

6 No monitor session session-number

7 monitor session session-number[rx | tx] [shut]

8. description description

9. source {interfacetype[rx | tx| both] | [vlan {number | range}[rx]} | [vsan {number | range}[rX]}

10. (Optional) A7 v 7 9 Z# VKL T, §XTPD SPAN H#FLEHE L E T,

11.  filter vlan {number | range}

12. (Optional) A7 > 7" 11 Zf VKL T, T XTOREEFEIILVLAN DT 4V FZ Y T HFEL
£,

13. (Optional) filter access-group acl-filter

14. destination interface type slot/port

SPAN D&%
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15. noshut

seaN v 3oz [

16. (Optional) show monitor session {all | session-number | range session-range} [brief]
17.  (Optional) copy running-config startup-config

DETAILED STEPS

Procedure
Command or Action Purpose

25w 71 |configureterminal Ja—nN) ary 74 Xal—v gy F— REElG
Example: LET
switch# configure terminal
switch (config) #

A5 w2 |interface ethernet slot/port BIRL7-Ay FBLOKR— M ETCA U H—T A
Examp|e; A ::/7/(9”\;‘:7- Lr—yg ' I\%Eﬁﬁébiﬁ‘o
switch (config)# interface ethernet 2/5
switch (config-if) #

RTwF3 |switchport BIRL7Z 21y bEBIOWR— b E2ITR— T
Example: AA o FR—= b NTA=FERELET,
switch(config-if)# switchport

AT w74 |switchport monitor SPAN %65l LCAASL v FR—h A ¥ —T A
Example: AxBEELET,
switch (config-if)# switchport monitor

ATw 75 |(Optional) A7 v 72 ~4 %#ViKLT, BMD |—

SPANSGECE=HX Y V7R ELET,

AFw 6 |nomonitor session session-number FBELZSPANE Yy g Dary7 4 F¥al— g
Example- \/%Yﬁ%bij—o %ﬁblf\ﬂ?‘)‘f/a‘/ﬂ‘/74¥1
switch(config)# no monitor session 3 L—vs :/V‘i‘ Ejﬁﬁ@ﬂf yvasasrz A Fal—

TavizBmEnET,
R w77 | monitor session session-number[rx | tx] [shut] FoH a4 Xal—vary B—REBEBLE

Example:

switch(config)# monitor session 3 rx
switch (config-monitor) #

Example:

switch(config)# monitor session 3 tx
switch (config-monitor) #

Example:

switch (config) # monitor session 3 shut
switch (config-monitor) #

T, Hilinvkyararz o Xal—3i g 03,
POy yary a7 0¥ b—3 g 2B
INET, T7FNPFTIE, By a8 shut A
T—FCERENET, 2Oy v arik, u—h
JVSPAN ¥ v ¥ g > T, A7 3 ? shut F—
U— i, BRL72E v v a XKk L Tshut 27—
NEFEELET,
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Command or Action Purpose
AT w78 |description description tyva rOBRAERELET, T 740 FTIE
Examp|e; gﬁﬁﬂfj:ﬁéﬂ% éhi“ﬁ__/\jo %}E%&:{i%jﬁ 32 @ﬁ%&?
switch (config-monitor)# description %{fﬁﬁ T ij—o
my span_session 3
RFw 79 |source {interfacetype[rx |tx |both] | [vlan {number | | HEXB LUV v hEabt —FB 57 4 v oD
range}[rx]} | [vsan {number | range; [rx]} FRERELET, —ERHO A —HF v b R
Example: k. FCA— bk, A— K F v /L, SANK— K F ¥
switch (config-monitor)# source interface ethernet] */I/\ 4’ VAV ]\\‘ /f :/&'-7 3:4) N —E%ﬁ@
2/1-3, ethernet 3/1 rx VLAN, —E#iPH? VSAN ¥ 721% Cisco Nexus 2000
Example: VI—R T 57TV =2y AT K (FEX) EO
switch (config-monitor)# source interface fcl/1 "j_?:?/]) I\ 71:0— ]\if:&ij:x ]\ /]) \/&“—71/]) A
both R—hF FrR2NVEANTEET,
Example: RAEIEE 1 SRETH T b, TERS VTR
switch (config-monitor)# source interface @JO?L:*@@DZ‘/ [N)] L LT\ iflfi%%@%ﬁ&
port-channel 2 PN -
L, ME@ET DL bTEET,
Example: ) 3 o .
switch (config-monitor)# source interface :j = H?LZD N7 4w @jﬁ‘r’ﬂ—”i: ’il'{é (I'X) N %=
san-port-channel201 both f§ (tx) . E£71EXM5 (both) ZEETEET,
Example: Note
switch (config-monitor) # source interface sup-eth Jié{éﬁ VLAN (%, )\jjjﬂ"ﬁ]“(@]f‘ﬁ‘)j?o— MEE
0 =x T, BEILFEXR— ML, $_TOLT 7 4 v 7
Example: W2t L CANF M THAR— hSi, BEEO LA ¥
switch (config-monitor)# source vlan 3, 6-8 rx 2a2=F% v AN NT 74 v 7T I RO
Example: 'H-ZKP‘ }‘ éﬂi—g«o
switch (config-monitor)# source vsan 500 rx Z DOEFEEEIE I, Cisco Nexus
switch (config-monitor)# source interface ethernet AT BRO-EXFX T4 > T1— ]\;&ﬁif:
101/1/1-3 CiscoNexus9500 >V —X 7T v N7 —h AL v
FIZITEH SN ERE A,
FEETLE LTOR—N— A FL RxFE TDOIH
PAR—FINET,
H—Jmot vy alid, #HMExoknidt >
Ya r THRESNEHMIC BT o0ENH Y F
R
Note
EEIC VSAN b 72, AN FRITORYR— K&
NET,
AT 710 |(Optional) A7 79 &4V KL T, 33T SPAN

EfEesE LET,
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Command or Action

Purpose

27w 711 |[filter vian {number | range} BRESNIEB LN LENT S VLAN 2R E L E
Example: ‘a‘o VLAN 63: 1 Og&hﬁj‘é : & IE)\ if:&iﬁ \»/’\7
switch (config-monitor)# filter vlan 3-5, 7 T?E§ﬁﬂf)7144ﬁ§?)J:L/ k U k L’T:‘ ﬂif:hi%§§%0)%ﬁ

LT, BERETLIZELTEET,

Note

SPAN =5t & L TR E S V72 FEX AR — MMI VLAN
TANEEYR—FLERA,

Note

EEITLMNFC A X —7 = A AE 7214 VSAN D
B, TANVFITTR—FEINFEHA,

AT 712 |(Optional) A7~ 7 11 VKL T, T XTDO%E
JLVLAN D7 4 V2 ) o T aEELET,

2w 713 |(Optional) filter access-group acl-filter ACL% SPANt v a7 /io—hLET,
Example: Note
switch (config-monitor)# filter access-group ACLL E{ETLN FC A %X —7 = A A E 71X VSAN D3

B, TANVFITTR—RFINFEEA,
AT w714 |Required: destination interface type slot/port a b —FTAERETr Y PO EZTELET,

Example:

switch (config-monitor) # destination interface
ethernet 2/5

Note
FCA— MIBmeA v H—T = A AL LTHR—
FENTWER A,

Note

SPAN $G2eR— ME., 778 A R—FEFIT T
VI R—=PDOELLNITAHNERH Y £,
Note

BEHAR— N TE=H T— REEMITIHLERD
D E7,

WDT T N7 +—2b AL vF D SPAN 3G E L
TCPUAERHKETEET,

« Cisco Nexus 9200 > U — X &A1 »F (Cisco
NX-0S VU U — 2 7.0(3)I4(1) LAKE)

« Cisco Nexus 9300-EX > J — X A A v F (Cisco
NX-0S U U — 2 7.0(3)I4(2) LAF)

* Cisco Nexus 9300-FX > ) — X Z A1 v F (Cisco
NX-0SV U —2A 7.03)I7(1) LAK)

« Cisco Nexus 9300-FX2 >V — & A A v F (Cisco
NX-0S U U — % 7.003)I7(3) LAKE)

SPAN DE%E .
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SPAN O E |

Command or Action

Purpose

« Cisco Nexus 9300-FX3 > U — & A1 v F (Cisco
NX-0S U U — % 9.3(5) LAKE)

« Cisco Nexus 9300-GX>' ) — XA A v F (Cisco
NX-0S U U — % 9.3(3) LAK)

« - EX/FX T A » J1— R#&# D Cisco Nexus
9500-EX ¥ U — X A A v F

INEITHITE, £ v F—T = A XA T
sup-eth0Z A ) LET,

AT w715 |Required: no shut SPANt v v a v aA R—7MILET, T 741
switch (config-monitor)# no shut %LEEirO
X 716 |(Optional) show monitor session {all | session-number | SPAN 2 FE 4 F < L E T,
| range session-range} [brief]
Example:
switch (config-monitor)# show monitor session 3
AT w 717 | (Optional) copy running-config startup-config EFar 74 Xal—arvk, AX— T v

Example:

switch (config)# copy running-config
startup-config

a7 4 Fal—yglabt’—LET,

UDF ~N—

FIEOHE

Z SPAN D&

ANEBETNINE ATy b 74— R (N X ETAa— ) Oa—VELE7 41— K
(UDF) THRAL., =753y %2 SPANSEEICEET AL OICT A AR ETEE
T, FOLIIHKRETDHZLET, Xy U= 07y h Fay7E25 LT, DT &

meEET,

4a & SRS

UDF ~X— & SPAN % A F— 7 /WZF % DIZ+4y 7278 & flk & fefh 3~ 2 72912, hardware
access-listtcamregion =~ > F & L T2 TCAM U — 2 = (racl, ifacl, F7zi3vacl)
MREENTVWD Z L 2MER LET, ZEMIZOVTIE [Cisco Nexus 9000 Series NX-OS Security
Configuration Guide] @ [Configuring ACL TCAM Region Sizes] DHEAZ S L T 72X 0y,

configureterminal
udf udf-name offset-base offset length

PN

copy running-config startup-config

. SPAN D&%

hardwar e access-list tcam region {racl | ifacl | vacl } qualify qualifier-name
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uoF ~—z spaN o [}

5. reload
6. ip accesslist span-acl
7 KOWFRhOa~vr REANLET,
* permit udf udf-name value mask
* permit ip source destination udf udf-name value mask
8. ({£&) copy running-config startup-config
FIED FH
FIE
ARV RFERRETI a3 Y B#J
AT 71 |configureterminal ra—s\ ) ary7 4 X¥ab—3iay T— REBlh

1 -

switch# configure terminal
switch (config) #

LET

ATy T2

udf udf-name offset-base offset length
1 -

switch (config)# udf udf-x packet-start 12 1
switch (config)# udf udf-y header outer 13 20 2

®DEH5IZUDF #EZELET,

» udf-name : UDF O£ RiZHE L E9, LRI
K16 LFOFEHTHE AN TEET,

 Offset-base : UDF A7t v b X"—ZXZLITFD X
IHELET, ZZ Theader iX, A7k k
DIOIZEBIAND NENRT y b~y H—T
9" : packet-start | header {outer |inner {I3]14}}.

7Yy N ATy FR—=ANEDF T Y
A MEETRELET, A7y h X=X
(LAY3/LATa~y X —) OEIIDO/NA K
ERAETHICE, A7y FEOICRELE
R

cRX ATy F LA FOKERELE

T, 1 7221 FOHZEBRHFAR—F STV
FI, BMOAL MZ—FEE5720121F, &
D UDF #EHKT HMENRH Y £,

B DO UDF # EFXTE LT, A2 (T4H 722 UDF
DHEFZTHZ L HHE L E7,

ATvT3

hardwar e access-list tcam region {racl | ifacl | vacl }
qualify qualifier-name
i :

switch (config)# hardware access-list tcam region
racl qualify ing-13-span-filter

WDOWT D TCAM J — 3 2 UDF ZFH L
i‘a‘o

eracl : LA ¥ 3AR—MIEHINET,
eifacl : LA ¥ 2 A — MI@EHLET,

SPAN DE%E .
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SPAN O E |

ARV RFERETIVa Y

B8

e vacl : ZE{Z7C VLAN IS H L £ 9,

UDF (X TCAM U —< 3 Iz 8 @ TfH T
ij‘o

G¥)

UDF Efifi-23BMEh s & TCAM U —¥ = i3
TR DRFIEICIER L E T, ayazEE A
NR=ANHH T LR LTSN, LSt
DHE DA<y FIERESNET, BEREGE,
READY =2 2 95 TCAM AX— AR F
TOT, Zoavry FeHANLET, FFllzoN
Tl [Cisco Nexus 9000 Series NX-OS Security
Configuration Guide] @ [Configuring ACL TCAM
Region Sizes] DHAZZHL T ZE WY,

GE)
Zoa<r RonofEix, UDFZTCAM U — 3
UMBEINEEL, V—Va v Ea Y IUIRICE L £
—g—O

AT v 7 4 | ¥ZH: copy running-config startup-config V7 —=FBLNY A — FMRIZFITa 7 ¥ a

i - L—vavaBAY— R T v 7 ar7 4 Fal—3
) | | | |rcae— LT, EE AR LE T
switch (config)# copy running-config startup-config

A7 F5 | VA: reload FTRAAN)a—RFENET,

1 (GE)
switch (config) # reload UDF % %€ I copy running-config startup-config +
reload 2 A L72BDOAREMZIR Y £77,

AT 76 |ip accesslist span-acl IPvd 77 A a2 ha—/L U AL (ACL) Z1ERK
%l - LT.IPTZ7®A VA ar74F¥al—vayr
switch (config)# ip access-list span-acl-udf-only T ]\%Eﬂﬁébiﬁ—o
switch (config-acl) #

AT T ROWTRILDa~r FE AT LET, ACL Z@%E L, UDF (il 1) TOH, FiFsMHkR

* permit udf udf-name value mask

* permit ip source destination udf udf-name value
mask

1

switch (config-acl) # permit udf udf-x 0x40 O0xFO
udf-y 0x1001 OxFOOF

1

. SPAN D&%

v s 74—V RIZOWTERIEDOT 72 v |
n—/,L x> kYU (ACE) & T UDF T+
HEIICHRELET (H2)

V7V ACL 1%, UDFRd 538 & W E DO
b, ACEZATHZENTEET, £ACEIZ
IX—8T 587225 UDF 7 4 —/V RBH 50,
TDOACE# UDF DFRILY A MI—EXEHZ &N
TEET,
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san g1y econzE |

AU RFERETIVa Y

B8

switch(config-acl)# permit ip 10.0.0./24 any udf
udf-x 0x02 0x0F udf-y 0x1001 OxFOOF

ATvT8

(f£&) copy running-config startup-config

1

switch (config)# copy running-config startup-config

Frar 74 Xal—vark AX—LTv7a
Y7 4Xal—varilar—LEd,

SPAN Y] YT D

=JL =

ax ;&

BInHETIE, e— VB LSPAN £Ext vy v a VIR L TOARETE ET,

FIEDHE
1. configureterminal
2. monitor session session number
3. sourceinterfacetype slot/port [rx | tx | both]
4. mtusize
5. destination interface type slot/port
6. noshut
7. ({E£E) show monitor session session
8. copy running-config startup-config
F gD FHH
FI&
ARV FFERET7TIVa Y B#
R 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— REELG
1 - LET
switch# configure terminal
switch (config) #
R 7 2| monitor session session number JRELSPANE Yy v a v DE=HF a7 4 Fa
i - b—Yary - NaRaLET,
switch (config)# monitor session 5
switch (config-monitor) #
Z v 7 3 | sourceinterface type slot/port [rx | tx | both] EETA H =T 2 A AERELET,

1

switch(config-monitor) # source interface ethernet
1/5 both

SPAN DE%E II
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SPAN D% E

ARV RFERETIVa Y

B8

ATvT4

mtu size

1 -

switch (config-monitor)# mtu 320
1 -

switch (config-monitor)# mtu ?

<320-1518> Enter the value of MTU truncation size|
for SPAN packets

MTU QY)Y #ETH A ZZ2FELET, s&EI N
MTU YA XX HKEWSPAN /7w METRTC,
BRIE ST A XTI 5 CTHIVET, SPANNT v
MY $5 T MTU §iPHIZR O L B0 TT,

* Cisco Nexus 9300-EX 7J v b 7 —2L AA v
F O MTU YA ZOHFHIL, 320—1518 /N1 K
‘@‘g_o

* CiscoNexus 9300-FX 7J v b 7 #—Ah A A v F
O MTU YA XO#PHIX 64—1518 /XA K TT,

« 9700-EX 13 X TN9700-FX 5 A > J1— N&##H L
7= Cisco Nexus 9500 7 J v k7 3 —Lb A A v F
DA MTU A XOHIPHIL 3201518 /3o
}\‘,C:\ﬂ—o

» Cisco Nexus 9808 33 189804 77 ~ b 7 4 — A
AA v FDOMTU YA X1%343 /31 FTY (FCS
L)

ATy TH

destination interface type slot/port
1 -

switch (config-monitor)# destination interface
Ethernet 1/39

A —H%F > b SPAN s R— FERELET,

ATvT6

no shut
e

switch (config-monitor)# no shut

SPANt v arvazARx—7NMILET, T 74/
FClE, By v a iy vy b AT— MTERR S
7,

ATy T17

RN
1

switch (config-monitor)# show monitor session 5

show monitor session session

SPAN R ExF R LET,

ATvT8

copy running-config startup-config

1 -

switch (config-monitor)# copy running-config
startup-config

Firar74FXal—vark, A¥—hT7T w72
V74X al—valar—LET,

. SPAN D&%
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RAEBISERTARMOYLFF+ R Tx k574 vonseaN0Ez [

- — — A
EIGEDLSERSA ARDTILFX¥Y A MTx b5 T 1 v D SPAN D&%
l-.-l

N3

Cisco NX-OS Release 7.0(3)I7(1) LAKETiX, Cisco Nexus 9300-EX 77 v h 7+ —Ah AA v F L
DELHY—T 24 2P (LSE) ZATFA AT, ~VFXFX¥ARTX T 747D
SPAN #XET&E £7°,
FIEDHE
1. configureterminal
2. [no] hardware multicast global-tx-span
3. copy running-config startup-config
4. reload

FE D

Fg
AU RFERET7TIV3 Y B#J

AT 71 |configureterminal Ja— ViR EE— RERBLET,

1
switch# configure terminal
switch (config) #

R w 7 2 | [no] hardware multicast global-tx-span BWiaAh)—T7 242 (LSE) AT A4 AR
) - DYNVFFv AL Tx 8T 7 47D SPAN ZFiE
switch (config)# hardware multicast global-tx-span L/357f0

GE)

CiscoNX-0S U U — R 10.2(2)F LAK:, %{5 7T & Bt
WNBIRDHATA A IZHDIEAT, vV TFFx A
FSPANTx IZZ Do~y REMHLET,

R 7 3 | copy running-config startup-config EiTar 74 Xal—Yarvk RAX— T vz
i - Y74 ¥ 2l —varilar—LET,
switch (config)# copy running-config startup-config

RTw 74 |reload TRAANY B— RIhET,

1

switch (config)# reload

SPAN DE%E .
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SPAN O E |

SPAN 5 5 CPU ~ D #E Rk

[T LC&HIZ

SPAN-to-CPU (%, Cisco Nexus 9000 >V —X A A v F Zi@BTH/rv b 7a—n T 7 )0
Va—T 4T EITIIEDOHOTY, wE D SPAN ¥ 7213 Encapsulated Remote SPAN
(ERSPAN) & v = L[AEIC, SPAN-to-CPU E=4 & v 3 Zid, 1 DL EOEETA
VE=T 2 A AL NTT 4y I HRDOERBPEENET, VAL U F—T A ATEREIN
tﬁﬁ(D{RX FRFZOWT) Z—ETDHET T4 v 73T T, A== ( HCPU
cEBslEREST, 2o ]\774 v IIXT7 4B Y T SR, ethanalyzer ZEH L CTofrS s
D, FEREHRTHIEDICE—HIL AN L—T TS AR ERE T,

CiscoNexus 9000 >V — X Z A v F D CPUIC L o> THEMEINT- 2y "BEEDA v X —T =
AAMBIEEENTVDINE IDEWHERTHINE, A —T =2 ATERENTNWD Y £—
NTNRARATRT Yy VXY T Ty 2T 4 VT 0 2BHATHZLE2BED LET,

1. CPU s e LT SPAN 283 5

FoH By a ORI L TCPUEBKCTEL ZERMETHY, N—KRKU=T T
MU XD IR T 20BN H Y £, Tahoe 77 v b 74— LTl B2 ERSPAN #&4fi
Ty a U THR— NTARERRNED, ’@&Eim~ﬁwa/ LT ORHRY
AR—FENET, NIK-C9508-FM-R2 T [AARICH R— &N x7,

2. SPAN FrS 74 v DR

SPAN + 7 7 4w 7 BRIR D A —/3—=/SA HF CPUIZHE L7 & & : £ 2 — 1L SPAN X
Ty hELUTRINL, MBERT 73 a &9 T L, ethanalyzer 28 24V H DX & FRoR
L E9, Ethanalyzer 2> b — L7 L—2 Rry ¥y 7Ty 2—T 0 U T o AL
T, CPUICHERINTZ N T 7 1 v 7 ZFRTE LT, Ethanalyzer =~ F® mirror ¥ —
7 — K%, SPAN-to-CPUE=F tv v a VIZLo THBINTE N T 7 4 v 7 DHNPRERS
NHEDNCNT T v %T 4 N0E Y7 LET, Ethanalyzer DX ¥ 7' F ¥ I L OFER
TANEEMHERALT, BREND T T4 v 7 2 SHICHIRTE £,

3 SPAN 37499 L— DR

a2 b= VT L= OHREIERIT D702, CPUDANR R T T 4 v 7 % L— MR
THMENH Y £7, Ethanalyzer (X, /X7 v b~y X —0DWE A ) v BT BIW
72— R libpeap & ¥ = —/L {1l L £, Ethanalyzer 13X 79— 47> = L &7 LT,

RS SA HF CPUNCEIET 5 A8 N7 4 v 7 i #R LET, SPAN & CPU D~
FL T DD, BIOANR 7 TZAPMERSNET, T XTDO T 7 4 v 7IZSPANZ T A
LLTEREN, 207 FAIREaY ba—AT L= K Y 27 (COPP) & LTz
DL— FPMERRESIVET, COPP D hF 7 4 w7 L— M 50 kbps (2R S 4L E T,

4. ACL 74 )L3503E

TR, BEEIEARTD M 70y 7 2RIRTE X3, ZolREEIE. How KD
= &JZ//a/T‘bLT FENET, FT 74y 7D — MIHIRINDTZD, AN
MHCPUDEA, ZAUFRICHETY, ANRVINLHILEZBRL TN 7 0 v 7 558
LI ENEEIRY Y,

. SPAN D&%
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sesmennszd

FEFRIEEHINEIE
SPAN-to-CPU (2B 2 3 ERFOEE FEL L ORI FEEIL, RO LB TT,
o AU NV REETLTIZTACL 7 4 WV F BT YR — F I TWER A,

WHA L —T A A (2BLOL3) . R—F Fyrx, L3P TA U H—T A R
EOEETIE, ACL 7 4 VH THHR—FENET,

*ACL 7 4 VX 1E, RXIBFEITOHIZKH L THER—MEINFET,
* VLAN #E{E50ClZ ACL 7 4 WA BRIV R— F ENTWER A,
WU Y =R LTEEOAR Yy a VAR T A Z S R—FENTWER A,

s MTUHJ V) $5CTlE, NIK-X9636C-R, NIK-X9636Q-R, NIK-X9636C-RX, NIK-X96136YC-R,
NIK-X9624D-R2, NIK-C9508-FM-R, N9K-C9504-FM-R, NIK-C9508-FM-R2,
N9K-C9504-FM-R2, N3K-C36180YC-R, N3K-C3636C-R, I JL T N3K-C36480LD-R2 TiZ
PR—bFSHTVERA,

* ACL 7 4 /&%, CiscoNX-OS U U —2R 102(2)F £ TiX, NIK-X9624D-R2 71 A — F
TIEYR— RSN THEREA,

¢ CiscoNX-0SVU U —2102 (3) LIFETIE, N9K-X9624D-R2 5 A > 71— R TACL 7 4 V&
NP R—FENFET,

SPAN H 5 CPU ~D &Rk
CPU ~® SPAN ZH CT& £9°,

FIE

ARV RFERIFTIaY BH
A w 71 | configureterminal T a— VR ET— RERE L E T,
R

switch# configure terminal
switch (config) #

A 5w 72 |configure CPU as SPAN CPU % SPAN #fiic & LTHERR L 97,
B -

switch (config-monitor)# destination interface
sup-ethO

A7 73| configure ACL Filter T4 NVBRBIE ESNDT 78 A U A MR L
15'] : i—g—o

switch (config-monitor)# filter access-group
<acl filter name>

SPAN D% 7E
|
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B seantevsavovvy bgvoErrEm

ARV RFERFTIVaY =)

ATvT4

switch# ethanalyzer local interface inband mirror

configure ethanalyzer AR EINDNTry eI LET,

451
ZofliE, E=X kvl arOMhERLTWET,

show monitor session 1 session 1
type : local

state : up

acl-name : acl-name not specified
source intf :

rx : Eth3/44

tx : Eth3/44

both : Eth3/44

source VLANs :

rx :

tx

both :

filter VLANs : filter not specified
source fwd drops :

destination ports : sup-ethO

PFC On Interfaces :

source VSANs :

rx :

ZOBNX, copp DI AR L TWET,

# show policy-map interface control-plane | begin span
class—-map copp-system-p-class-span (match-any)
match exception span

set cos 0

police cir 50 pps , bc 256 packets

module 1 : <Designated Module>

conformed 910228778 bytes;

7217965 packets;

violated 7217965 bytes;

0 packets;

module 3 :

conformed 0 bytes;

0 packets;

violated 0 bytes;

0 packets;

0 packets;

SPAN v a>Dirvy IO FE-IZBEH

SPANtvvarvalyy NI UT DL EBELXNLIEIE~DR Ty vOavr—2Ylrc
¥4, 1By ar @y b E T LTA—RKy=T U Y—REfEKL, Blotyi gk
ENCTEFEST, 741 FTlE, SPANEv a3 Edd vy b 25— N ER S E T,

SPAN v arzHEE (M x—TM2) T5b&, HETHLLHEE~D Ny hOabt—%F
BT&EET, T TIZAR—T TR TWTC, BEIRIBRFA T DSPANtE v v a v & A F—

. SPAN D&%
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SPAN v avnivy rayvEraEn i

TNZTBIIE, TD'Yy v a 2oty y REDT L LTOL, HTA RX—TMIT

LWENDH Y £,

SPANtEy gDy b AT—FBIOA F—T N AT — KL, Jo—ULEEE=
B a7 4 Fal—aryrEF—ROELLDavw L RTCLHBRETEET,

SUMMARY STEPS
1. configureterminal
2. [no] monitor session {session-range| all} shut
3. monitor session session-number
4. [no]shut
5. (Optional) show monitor
6. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

AT w 71 | configureterminal Jua—\)ary 7 4 ¥alb—3g )y EB— REElG
Example: LT
switch# configure terminal
switch (config) #

R 72 |[no] monitor session {session-range| all} shut BEDOSPAN Yy a i vy NET L LET,
Example: 5‘:7ﬂ‘/V f\’C(i\ 'YZ‘YT‘/E! ‘/ﬂi“/?‘) ]\Xﬁi‘—]\‘(
switch (config)# monitor session 3 shut ﬁzﬁkéhijﬂo

a<wr RO no BT, FEESHN SPAN Y v =
VEEH A x—7ni2) LET, 774N T

X, By va vy y b A7 — M CIERESILE

7

Note

E=H By a URATEMERS X T D5
Gy By varyEREICT HI2IE, &I monitor
session shut =~ R&$EE L T2 5., nomonitor

sessionshut 2~ > REfelT DML ERH Y 77,

R 73 | monitor session session-number F=HF a T 4 X2l —ary ET— RERKBLE
Example: JT, Ly yaryary7 X b—i g 0%,
switch (config)# monitor session 3 E}Eﬁ@‘t P4 vararsz A :}F‘:L L—v3 .‘/ﬁCjEj]l]é
switch (config-monitor) # iLEE?fO

AT 74 |[no] shut SPANty v arvEi vy hF UL LET, 574
Example: JVRTIE, By vavidvyy b A7 — M CIERRE

switch (config-monitor)# shut

nE7,

SPAN DE%E .
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SPAN O E |

Command or Action

Purpose

a< L RO noERIZSPAN v a v 26 L
¥+, T7HNLEITIE, BEyva iy b A
T— hTERR SN ET,

AT v 7 5| (Optional) show monitor SPAN v ¥ a VY DAT—H A%FRLET,
Example:
switch (config-monitor)# show monitor

Z v 7 6 | (Optional) copy running-config startup-config FTar7 4 Xalb—vark, AF—FTvT A

Example:

switch (config)# copy running-config startup-config

V74X al—valat—LET,

SPAN

% TE DHERD

EERETT AL, ROWNTIODOIEEZRITTWVET,

SPAN

avy kR

B

session-range} [brief]

show monitor session {all | session-number | range

SPAN v g v OBRELFRTLET,

show monitor session [session-id | all] stats

Cisco Nexus 9808 38 . 1N9804 7T v b 7 4 —
AL wFDSPAN v g VRN EERL
i‘aAo

| rx|tx]

clear monitor session [session-id | all] stats [both

Cisco Nexus 9808 33 L. 1N9804 7T v b 7 4 —
DAL YFDOSPAN Y a U kitd 7 U7
L%,

SPANDa VT4 FXxaL— 320

SPAN v a>DarIqsxal— 324

SPAN &t v a v 2R ETH FIRIZ, kO LBY TT,

FIRDHE

1. 778RXAE—RFRTHER—-FEZHREL, SPANE=H Y T %A =TI LET,

2. SPANkEv I a 2R ELET,

. SPAN D&%
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F IR D

FIE

sB—Am sPAN £ & a voiEs [

ATYT1 7O/ AEF—RTHER—FEREL, SPANE=X VY T h A F—TMILET,

1 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport

switch (config-if)# switchport monitor
switch(config-if)# no shut
switch (config-if)# exit
switch (config) #

ATYv T2 SPANE Y a &R ELET,
1 -

switch(config)# no monitor session 3
switch(config)# monitor session 3

switch (config-monitor) # source interface ethernet 2/1-3, ethernet 3/1 rx

switch (config-monitor)# source interface port-channel 2
switch (config-monitor)# source interface sup-eth 0 both
switch(config-monitor)# source vlan 3, 6-8 rx

# source interface ethernet 101/1/1-3
switch (config-monitor)# filter vlan 3-5, 7
switch (config-monitor) #
switch (config-monitor) #
switch (config-monitor) # exit
switch(config)# show monitor session 3
switch (config)# copy running-config startup-config

destination interface ethernet 2/5

(

(

(

( )

( )

( )
switch (config-monitor)

( )

( )

( ) # no shut

(

(

(

51

switch(config)# monitor session 1

switch (config-monitor)# source interface fc 1/9/1
switch(config-monitor)# source interface san-port-channel 171
switch (config-monitor)# source vsan 3701

switch (config-monitor)# destination interface ethernet 1/8
switch (config-monitor)# no shutdown

switch (config-monitor) # exit

switch (config)# show monitor session 1

switch (config)# copy running-config startup-config

BE—AmSPAN v 3> DHREH

BH—J M SPAN v v a VERET AHITIE, ROFIARZFEITLET,

FIRDEE

1. 778RXAEF—RFTHAER—FEZHREL, SPANE=H Y T %A 3—TMILET,

SPAN DE%E II



B seanacLosEs

F IR D

FIE

2. SPANtEv I a v &#HELET,

TR E— RTCHER—FEHREL, SPANE=F Y T2 A x—T 2 LET,
5 -

switch# configure terminal

switch (config) # interface ethernet 2/5
switch (config-if)# switchport

switch (config-if)# switchport monitor
switch(config-if)# no shut
switch (config-if)# exit
switch (config) #

SPANt v a v a#RELET,
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switch(config)# no monitor session 3

switch (config) # monitor session 3 rx

switch (config-monitor) # source interface ethernet 2/1-3, ethernet 3/1 rx
switch (config-monitor)# filter wvlan 3-5, 7

switch (config-monitor) # destination interface ethernet 2/5

switch (config-monitor)# no shut

switch (config-monitor) # exit

switch(config)# show monitor session 3

switch (config) # copy running-config startup-config
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switch# configure terminal

switch(config)# ip access-list match 11 pkts

switch (config-acl)# permit ip 11.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch(config)# ip access-list match 12 pkts
switch(config-acl)# permit ip 12.0.0.0 0.255.255.255 any
switch (config-acl) # exit

switch (config)# vlan access-map span_filter 5

switch (config-access-map) # match ip address match_ll pkts
switch (config-access-map) # action forward

switch (config-access-map) # exit

switch (config)# vlan access-map span_filter 10

switch (config-access-map) # match ip address match_l2 pkts
switch (config-access-map) # action forward

switch (config-access-map) # exit

switch (config)# monitor session 1

switch (config-erspan-src)# filter access_group span_filter
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« XA | : EthHdr (14) +4#B1P (20) +
XA "D TCP 7T )

HIP (20) +NESTCP (20, 7272L. 13FHE D
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« UDF O RAE : 0x20
« UDF ¥ A 7 : OxFF

udf udf tcpflags packet-start 67 1

hardware access-list tcam region racl qualify ing-13-span-filter
copy running-config startup-config

reload

ip access-1list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff

monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf
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« /34 I : EthHdr (14) +IP (20) +TCP (20) +-3A m— R : 112233445566DEADBEEF7788
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« UDF ®M4E : 0XDEADBEEF (2 /XA MO F ¥ 7 33 LV 2 2D UDF (Z43H])

« UDF <~ %7 : OxFFFFFFFF

udf udf pktsig msb header outer 14 26 2

udf udf pktsig lsb header outer 14 28 2

hardware access-list tcam region racl qualify ing-13-span-filter

copy running-config startup-config

reload

ip access-list acl-udf-pktsig

permit udf udf pktsig msb O0xDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1

source interface Ethernet 1/1

filter access-group acl-udf-pktsig
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mpls strip

ip access-list mpls

statistics per-entry

20 permit ip any any redirect Ethernetl/5

interface Ethernetl/5

switchport

switchport mode trunk

mtu 9216

no shutdown

monitor session 1

source interface Ethernetl/5 tx

mtu 64

destination interface Ethernetl/6
no shut
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switch# show interface ethl/15-16, ethernet 1/27 counters

Port InOctets InUcastPkts
Ethl/15 580928 0
Ethl/16 239 0
Ethl/27 0 0
Port InMcastPkts InBcastPkts
Ethl/15 9077 0
Ethl/16 1 0
Ethl/27 0 0
Port OutOctets OutUcastPkts
Ethl/15 453 0
Ethl/16 581317 0
Ethl/27 0 0
Port OutMcastPkts OutBcastPkts
Ethl/15 4 0
Ethl/16 9080 0
Ethl/27 0 0
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switch (config)# hardware multicast global-tx-span
Warning: Global Tx SPAN setting changed, please save config and reload
switch(config)# copy running-config start-up config

[HEHE44F R EEAF R H R )

Copy complete.
switch(config)# reload

This command will reboot the system.
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switch# show interface ethl/15-16,

Ethl/15
Ethl/16
Ethl/27

Ethl/15
Ethl/16
Ethl/27

Ethl/15
Ethl/16
Ethl/27

Ethl/15
Ethl/16
Ethl/27

392644
417112

T DDSE &R

(y/n)?

100%

[n] y

ethl/27 counters

REEIEH I=ZaTF7ILEA L
FEX [ Cisco Nexus 2000 Series NX-OSFabric Extender

Software Configuration Guidefor Cisco Nexus 9000
Series Switches]]
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