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1. configure terminal

monitor erspan origin ip-addressip-address global or monitor erspan origin
ipvé6-address ipv6-address global

no monitor session {session-number | all}

monitor session {session-number | all} type er span-source [shut]

description description

source {interfacetype[ tx | rx [both] vlan {number | range} [rx]}
EE) AT v 7 7&KV LT, $3TDERSPAN HE L4 E L7,

filter vian {number | range}
(EE) AT v 79%MYIRL T, TRTCOEFILVLAND 7 4V Z Y v T E2FELE

R

10. (&%) filter access-group acl-filter

11. destination ip ip-address

12. erspan-id erspan-id

13.  vrf vrf-name

14. ((EE) ip ttl ttl-number

15.  (fE&) ip dscp dscp-number

16. noshut

N
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ERSPAN £ {ETt v > 3 VDT .

17.  exit
18. (ff:&) show monitor session {all | session-number | range session-range} [brief]
19. (&) show running-config monitor
20. ({EE) show startup-config monitor
21. (&)  copy running-config startup-config
FlED FHHH
FIE
AU RFEREETIVaY B
RAFw 71 |configureterminal FTa—r ) ar7 4 Xal—gy T— REBs
15'] : L\iﬁ—o
switch# configure terminal
switch (config) #
R Fw 72 |monitor erspan origin ip-addressip-address global or | ERSPAN @ 2" & — SN )L 72 354E5C IPv4 F 721X IPv6 7
monitor erspan origin ipvé6-address FLAZBRELET,
ipvé-address global
1 -
switch(config)# monitor erspan origin ip-address|
10.0.0.1 global
switch(config)# monitor erspan origin
ipv6-address 2001:DB8:1::1 global
R w73 |nomonitor session {session-number | all} FEE LERSPANtE v a v OB EEHELET,
Bl - HLnvkyraryarzo¥ab—raii, B
switch(config)# no monitor session 3 ﬁ@'ﬁ yvary ars A 9;\;'1 b—vE :/LCJEjJD é
nE7,
RFw 74 |monitor session {session-number |all} type ERSPAN % A I EmE v v a VERELET,
er span-sour ce [shut] FIANRTE, £y v a VERATE, 47
- TarOshut F—U—FE, B@RLEZEYy 9~
switch (config)# monitor session 3 type &:;QLL/T shut 27— ]\ %EI:E’E Liﬁ‘o
erspan—-source
switch (config-erspan-src) #
A7 w75 |desription description o arORRAERELET, T 740 KT,
B - DITER S EE A, FINTIIIK 32 OFHT
switch (config-erspan-src)# description %fiﬁﬁ T 35’9%0
erspan_src_session_ 3
XFw 6 |source{interfacetype[ tx|rx |both] vlan {number | |REETEB IOy 2 ab—FB3 85747 D

range} [rx]}

1 :

FERELET, —EHHEDOA —H Xy b K—
e R—=FF¥RrN, ANV R A F—=TxA
A, E7213—E#PH O VLAN, £ 7213 Cisco Nexus
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switch (config-erspan-src)# source interface
ethernet 2/1-3, ethernet 3/1 rx

i -

switch (config-erspan-src)# source interface
port-channel 2

switch (config-erspan-src)# source interface
sup-eth 0 rx

1 -

switch (config-erspan-src)# source vlan 3, 6-8 rx
switch (config-erspan-src)# source interface

ethernet 101/1/1-3

2000 Y —RX 777 Vw7 =J AT K (FEX)
toVTFIF 4 8 AR—=FEFRITIRAN A FX—T =
AAR—=FNF ¥ X NVEANTEETS,
EETIT1IORETHZEL, 3~ T
Pot-—Hoz M) & LT, ERITESOHE
LT, BERTETAZEHTEES, a—7F5h
Z7 4 w7 OFME, A, . il E
BETE £,

B—FHmot vy ailidk, #MELOFHETE >
Ta rTCTHREINEFAIC—ETHMLERH Y £
KR

GE)

EfEIC VLAN (3, ANGETOHYR—hShE
T EEILFEXA— ME, T XTORNT T 4 v 7
kL CAD T AR— &, oL A ¥
2a=%% AL N7 74y 7 XM HIMOIN
PAR—hINET,

EETTE LT R—— 3 P,
JA— b SnET,

Rx J5 7] T D &

ATy T1 ER) ATy T7T%5EVELT, §XTO —
ERSPAN G 2R E L E T,

A5 w78 |filter vian {number | range} RESINTEE L) HIRIRT S VLAN 3% L FE
%l - T VLAN 1 ORETHZ &b, Eloidnr~
switch(config-erspan-src)# filter vlan 3-5, 7 7§E§EU()fi44§g?)3:>/ F U k L/Tj‘ ﬂiﬁ:kiﬁé%%ﬁ)%ﬁ

PHE LC, R ETSAZ b T&£d, VLAN
DOEPIZ O TIL,  [Cisco Nexus 9000 > U — X
NX-OS LA ¥ 2 AL vF L ITHREHNA K] 258
LTL7Z&EW,
GE)
ERSPAN /56 & U CERE S L7z FEX A — M
VLAN 7 4 V& =% HR—FLEEA,

ATv79 EE) ATy 7 9%#VIRLT, T XCOEE |—

JEVLAN D7 4 V2 ) o T aERELET,

AT 710 | ({E#&) filter access-group acl-filter ACL %# ERSPAN ¥ v ¥ g 7 Vv =— kL%

B - T, (EHEOACLERE vt A%ZMHH L TACL%E

switch (config-erspan-src)# filter access-group
ACL1

. ERSPAN D&% 7E

ERR T X £, ZEMIZOUV T, Cisco Nexus 9000
Y= ANXOStEFaUT 4 a7 4 Fal—
var A4 RESRLTIEEY, )



| ERSPAN mE%E

ERSPAN £ {ETTt v 3 VDEETE .

ARV FFEREETIVa Yy

E:)

GE)

ZOaxry ReFATT 500, p 778X U AL
BIOEE#ETAvian 7 7 A~y 7 2K LE
9, ERSPAN ACL OEEZZRL T ZEW,

Z 5w 711 |destination ip ip-address destination ipv6 ipv6-address
i - ERSPAN & v 3 = > D%i % IPv4 L7213 1Pv6 7 R L
switch (config-erspan-src)# destination ip %f ﬁél/jf7r
10.1.1.1
switch (confi erspan-src) # destination i 6 CI)
w1l 1g-— - 1 1 1pv
NS ° ERSPAN ({57t v ra T &2 1 ©DD%Esk IPv4
FTIPV6 T RLADHZMNFR—hENET,
A7 712 |erspan-id erspan-id ERSPAN 3%{Z 5t v & 5 > ERSPAN ID Z %7 L
i - %79, ERSPAN O#iPHiL 1 ~ 1023 T,
switch(config-erspan-src)# erspan-id 5
AT 713 |vrf vrf-name ERSPAN #{Fnk v v a VRN b7 7 4 v 7 Olinik
Bl - B 2N —T 4 T B LT A T —T 1
switch (config-erspan-src)# vrf default 7 (Y%RF) /]) /7(? /X% B Lij— VRF%
32 LFLINDIEHTFDOA N Y 7 (RICF &/ jC
FaXRl) THELET,
ATv714 | ((EE) ipttl ttl-number ERSPAN k7 7 ¢ v 7 @ IP 17#¢ /] BER;E (TTL)
B - EaRELET, ®bix 1 ~255 TH,
switch (config-erspan-src)# ip ttl 25
ATy 15 | ({EE) ip dscp dscp-number ERSPAN 7 7 ¢ v 27 D37 v @ DiffServ =1 —
Bl - FARA I (DSCP) fEZ&EL ¥, #PHIZO~
) , , 63 TI,
switch (config-erspan-src)# ip dscp 42
A7 716 |noshut ERSPANE(E Tt v v a v A 2 —7 /M LET,
R FI7FNVETIE, By vaidvryy b A7 —h
switch(config-erspan-src)# no shut Tﬁ’fﬁkéj’biﬁ*o
RTw 17 |exit TR EE—REHALET,
i -
switch (config-erspan-src)# exit
switch (config) #
ATwv 718 | (&) show monitor session {all | session-number | ERSPAN & v ¥ = Vi EEZE R LT,

| range session-range} [brief]

&1

switch (config)# show monitor session 3

ErsPAN D [



B oerseantos o vy by ERRT YT T

ERSPAN 0% |

ARV FFEREETIVa Yy

S

ATy 719

(f£&) show running-config monitor

1 -

switch (config)# show running-config monitor

ERSPAN DFATa 7 4 Fa b —a U aFRL
E S

ATvT20

(f£&) show startup-config monitor

1 -

switch (config)# show startup-config monitor

ERSPAN DA X — T v a7 4F¥alb—3
VERRLET,

ATvT2n

(f£&)  copy running-config startup-config

1 -

switch (config)# copy running-config
startup-config

FEfrar 74Xl —Yarr, AEA—KT v/
a7 4 Fal—gilat’—LET,

ERSPAN v > a>DY vy bEOUERIETY T4 71

ERSPANE v a & v Yy MU TBHE, HELPLIEILE~Dr v O a e —zYErT
XFET, 1y varEV Yy h AL TAN— Ry =T UY—RE@EKEL, Jlokryva s
EENCTEXET, 74/ FTIE, ERSPANt v a i3y vy v b 25— N CER &S E

FIEDHE

B

ERSPANtE > v a V& A R—=TMZT D L EEILLBIE~DNTry hOavt—%27T 77 4
TIETEET, TTICA RX—T NI/ >TWT, BERIWA L 7 D ERSPAN v v a > &
AF—=TNCTHITE, Oy variEnotAvyyy MET U LTHDL, DTS X—7
ST HMENRHY £4, ERSPANE Y Y 3 2T — a2 vy MY UBLIUOA 2—7 L
2512, Ju—EEFE=F ar 7 4 Fal—vary = RonwdFhnoa< K

A TEET,

1. configureterminal

2. monitor session {session-range| all} shut

3. no monitor session {session-range| all} shut

4. monitor session session-number type er span-sour ce
5. shut

6. no shut

7 exit

8. (f£:7) show monitor session all

9. (f£&) show running-config monitor

10. (&) show startup-config monitor
1. () copy running-config startup-config

. ERSPAN D&% 7E
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ERSPAN £ v 3D vy ka9 v 727171t

FIED M

FlE
av Y RFEEEFETFTIVa Y B

25w 1 |configureterminal Jau—N)L a7 4 FXal—ay T— REHB
1 - LETS
switch# configure terminal
switch (config) #

RATFw T2 monitor session {session-range | all} shut FBEDERSPAN Ey v arvaEi vy N2 LE
Bl - T, T7ANETHEH, Byvaidvyy b AT—
switch(config)# monitor session 3 shut ]\/Cﬁzﬁkéﬂiﬁ‘o

w73 |nomonitor session {session-range| all} shut HBEDERSPAN v > 3 V2 HE (f x—7/LI2)
B - LEFT, 774V hTHE Byvaridyryy b
switch (config)# no monitor session 3 shut AT FVGfFEEE§leE7f°

FB=H By a VB R—T IV TEEIRRN X T
YOWE, By ia v EARZ—TMITBHITE, &
#Z monitor sessionshut =~ > R&ZFEE L THh b,
no monitor session shut =~ > R& e 2 LERH
D \iﬁ—o

R Fw 74 |monitor session session-number type erspan-source | ERSPAN iEETE X A T DE=X a2 7 4 F o L —

i - varE—REHBLET, FiLnvkyrar o
, , , , Y74 Falb—varix Bffotyvar ar

switch(config)# monitor session 3 type . R .

erspan-source T4 FXalb—ya lBMEnET,

switch (config-erspan-src) #

AFw 5 |shut ERSPAN v v a v & vy hE U LET, T
R THNETIE, By varidvyy b AT —FT
switch (config-erspan-src)# shut fEEEéS%LEEij

AFw 6 |noshut ERSPANt v v a v A X —7 VI LET, 774
B - METIE, By variEyyy b AT — TR
switch (config-erspan-src)# no shut E§zt§£jr°

ATy ST |exit EFEoAREE— REALTET,

51
switch (config-erspan-src)# exit
switch (config) #
ATvT8 ({£:7%&) show monitor session all ERSPAN E v a v DATF—H A5 FRLET,

51

switch (config)# show monitor session all

ERSPAN D& E II



B erseanacLomE

ERSPAN D% 5%F

aAv U RFERET7TIVaY B#)
ATFv79 ({E&) show running-config monitor ERSPAN ODFEfTa L 7 4 F¥al—a UV EFERL
11 - =75
switch(config)# show running-config monitor
ATv 710 | ({£&E) show startup-config monitor ERSPAN DA X — T v arv7 4 Falb— 3
Ve IR o
- ARRFLET
switch (config)# show startup-config monitor
ATv 71 | ((EE) copy running-config startup-config Fifrar74Xal—rark, AFX—F T v/

1 -

switch (config)# copy running-config
startup-config

a7 4 Fal—gilat’—LET,

ERSPAN ACL D&% 7E

7 /3A A|Z IPv4 ERSPAN ACL #{ER% L T, V—A&BINTE ET,

FIEDHE
1. configure terminal
2. ip access-list acl-name
3. [sequence-number] {permit | deny} protocol source destination
4. vlan access-map erpsan-acl map name [ sequence-number ]
5. match ip address acl-name
6. action forward
7 exit
8. monitor session [ session-number| all ] type er span-source [ shut ]
9. filter access group name
10.  (f£&) copy running-config startup-config
FIgD 4
FIE
ARV RFEREETO3 Y B#
AT wF1 |configureterminal ra—\)Lary 74 Xal—iay T— NG

51

switch# configure terminal
switch (config) #

]\/\i—a—o

. ERSPAN D&% 7E
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erspanAcL ozE [l

AV RFERETI3 Y EL:Y
A7y 72 |ipaccesslist acl-name ERSPAN ACL %#{EfLC., IPACL 27 ¢ ¥ =
- L—yary E— R LET, acl-name 5150
I e
switch(config)# ip access-list erspan-acl 64 jEﬁLLlP?7:*EXElJE£7fO
switch (config-acl) #
A7 w73 |[sequence-number] {permit | deny; protocol source | ERSPAN ACL NIZ/L—/L 2B L £ 5, S8/ —
destination NEERTX £,
i - sequence-number 5125121, 1 ~ 4294967295 (Dik%k
switch (config-acl)# permit ip 192.168.2.0/24 any] %E?EiE[JEEij
i - permit 2~ K& denya~> RiZid, FF7 710 v
) o , 7 EBNT DD DL OFERAEILTVE
switch (config) # ip access-list match 11 pkts
switch (config-acl)# permit ip 10.0.0.0/24 any B
switch (config-acl) # exit
AT w74 |vlan accessmap erpsan-acl map name [ HEL-ZVLANT 7t A<y 7OVLAN T 7 & A
sequence-number | ~vFar7 4 Xal—varET—REKBLE
Bl - T VLAN 77 £ A ~ v TFE LR WA,
switch (config)# vlan access-map erspan filter 3“/\4XGZJ:OT{/FE}Z§*L$TO
V=T VAT ERIEE LR ST R T RIS
FoTH L= FURMERSh, 2Oy —F R
BFEIT VA~ TORGED Y —7r v AFKF L
DH 10 REWVWEZERD ET,
A5y 75 |matchip addressacl-name TIRA~y T T MUICACL ZEELET,
1 -
switch(config-access-map)# match ip address
erspan-acl
ATwv 76 |actionforward ACLIZ—BLT= b T 7 4 v 7IZT A A3
Bl DA IRE LET,
switch (config-access-map)# action forward
A7y T7 |exit VIANT7 7 ¥ A~y 7 av7 4 Xal—vay
Bl T REKTLET,
switch (config-access-map) # exit
A7y 78 |monitor session [ session-number| all ] type ERSPAN # A ZIIIAE it v a Y EBRELET,
erspan-source [ shut | F7AN T, By v a VERAHTY, 47
i - aroshut F—U—RFiE, @BRLEEYa»
switch (config)# monitor session 1 type &:;d’bf shut 27— F%*Eﬁbijq(’
erspan-source
A7 79 |filter access group name ACL % ERSPAN £ > ¥ 3 IZT7 Y v x=— kL&

1 -

T, (EHREDOACLTZE vt A %HH L TACL%

ERSPAN D& E II



B erseanacLEm o2

ERSPAN 0% |

ARV RFERETI Y S

switch (config-erspan-src)# filter access_group ﬂgﬁk-(_é( ij—o gi%w&:ob\-(&i‘ Cisco Nexus 9000

erspan_filter

VU —ANX-OStF= T 4RI A NS L
TLEEENY, )

2TFvF10 | ((TE)
1 -

switch (config-acl)# copy running-config
startup-config

copy running-config startup-config FTar 74 Xalb—vark, AX—+T v/
Ay 74 Xal—varilar—LFET,

ERSPAN ACL 15 R D &R

ERSPAN ACL #ifk % K3 H121%, IRORITRT Y7 show 2~ REFEITLET,
avU R EL:y

show ip access-lists name ERSPAN ACL O ELXF R LET,

1 -

switch(config-acl)# show ip access-lists
erpsan-acl

show vlan access-map name VLAN 77 & 2 <~ v AT A REFR L
51 E N

switch(config-acl)# show vlan access-map
erspan_filter

show monitor session {all | session-number |range| ERSPAN ‘= v 3 a VR EEF < LE T,
session-range} [brief]

1 -

switch (config-acl) # show monitor session 1

UDF ~— X ERSPAN D&% 7E

AN FETIINF AN b 74—V R (N X EREFAM 2 —F) O2—FER T 4 —/L K
(UDF) THRA& L. &35 > F% ERSPAN SEEICEET D L OICT A R 2R ETE
FT9, TOLIIITEHETDHIET, Xy hI—27 DTy b Ky a2 LT, DBET5 2

ENTEET,

1R BHHIIZ

UDF ~X— 2 ERSPAN % A X —7 LT T 5 DI 437028 X fEIk A fffs % 72912, hardware
access-listtcamregion =~ > K& L CiEtl72 TCAM Y —< 3 > (racl, ifacl, & 721X vacl)
NRESNTWNWDZ L 2R LET, FHMICOWTIE, Cisco Nexus 9000 3 U — X NX-0S &
X2 UTARETA RO TACLTCAM UV —V gy A AOERE] ¥7varazsRLTLE
X,

. ERSPAN D&% 7E
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FIRDEE

F IR D 8

FIE

configure terminal

copy running-config startup-config
reload
ip access-list erspan-acl

NoOOsWN

udf udf-name offset-base offset length
hardwar e access-list tcam region {racl | ifacl | vacl }qualify udf udf-names

uoF ~—z ersPAN 0z ]

KONWTNhDa<wy REANLET,
* permit udf udf-name value mask

* permit ip source destination udf udf-name value mask

©

(ff:3) copy running-config startup-config

aAv Y RFERIEFT7TIIY

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—r )L ar7 4 Xalb—3 gy T— REBits
LET

ATy T2

udf udf-name offset-base offset length
1 -

switch (config) # udf udf-x packet-start 12 1
switch (config)# udf udf-y header outer 13 20 2

®DEH5IZUDF #EZELET,

« udf-name : UDF O£ RIZFRE L E9, AN
K 16 XFORBTH AT ET,

« offset-base : UDF 47t v b X—2ZLITFD X
INHELET, ZZ Theader ik, A7k b
DI=DIZBEICANDRENRTy b~y X —T
7" : packet-start | header {outer |inner {I3]14}}.

7Y ATy FR—=ANEDAF T Y
hSA MERELET, A7y b RX—2x
(LAY3/LATa~y X —) ODEIIDO/ A K
ZRETHIZNE, A7y b2 OICERELE
R

R ATy B AAS NOKERELE
T, 1 £ 24 hOBRYR—FERTH
F9, BMOAAL MK EH57-0121%., &
D UDF 2 ERTHULENRH Y £,

DO UDF # EFRTE TN, A2 {TXHE 22 UDF
DHEFHTDHZ L HHITL E7,

ERSPAN D& E .



B vor ~—x erspan zE

ERSPAN 0% |

ARV RFERETIVa Y

B8

R 7 3 | hardware access-list tcam region {racl | ifacl | vacl KOWTRNDD TCAM U — 3 12 UDF 24100 L

+qualify udf udf-names F4,
- cracl : LAYV 3B~ MIEALET : LA Y2
switch (config)# hardware access-list tcam region %J:U\V/l} 3 7‘};"% }\ a:ﬁﬁﬁ Ljﬁ—g’*o
racl qualify udf udf-x udf-y
eifacl : LA ¥ 2 AR — MI@EH L F9,
e vacl : 2{E5C VLAN IC#H L £ 9,
UDF IX TCAM V —2 3 K 8 il £ THRIINTX
*7,
GE)
UDF i 7-2BMEhd &, TCAM U — 3 i
T NENGERICIER LES, HaoRzEE R
NR=ANHD T EEMHER LTI, FnList
DEEZDavy NIERINET, RERGE.
REFAD Y — 3 b TCAM A~—ZANE D £
TOT, Zoavy REHFASLET, FFHizO0
T, Cisco Nexus 9000 >V — A NX-0S %=V
TARETA FDO TACLTCAM YV —Y 3 ¥ A X
DOFRE) B7 a2 BRLTLITEE N,
GE)
Zoa<wry FonoRiL, UDFATCAM U — 3
UBEIVEEL, V=Y arE Y URICRLE
bé‘o

AT 7 4 | ¥ZH: copy running-config startup-config U7 —RFBLOY RAF— RHZFE T 7 4 ¥ 2
51 L=y a B AS— Ty 7 ar7Xal—g

- , , , | vicave—L 7T, BEEEZMFEICHRTELET,
switch (config) # copy running-config startup-config

AT v 75| ¥AH: reoad TNRAAZAN) B— RENET,

B G¥)
switch (config) # reload UDF # 7€ IZ copy running-config startup-config +
reload # AJ] L7 DAHAENTR Y F5,

25 76 |ip access-list erspan-acl IPvd 727 A 2 ha—L U Xk (ACL) ZIER
- LTC.IP77tEAVANay 7 4Fal—T3g
switch (config)# ip access-1list erspan-acl-udf-only]| T }\%Eﬁﬁébiﬁo
switch (config-acl) #

ATy T1 I kOWTFRhDa~vr RE A LET, ACL ##E L., UDF (B 1) TOH, EiFHMH N

* permit udf udf-name value mask

. ERSPAN D&% 7E
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erspaN g1y 2Tz ]

AU RFERETIVa Y

B8

* permit ip source destination udf udf-name value
mask

1 -

switch (config-acl)# permit udf udf-x 0x40 O0xFO
udf-y 0x1001 OxFOOF

1

switch(config-acl)# permit ip 10.0.0.0/24 any udf
udf-x 0x02 Ox0F udf-y 0x1001 OxFOOF

n—/,L = Y (ACE) &fFHTCUDF C—EFH&H
HEIOICHEELET (B2)

V7V ACL X, UDFRH D56 & i WiGE O
FEb, ACERZHTHI ENTEET, 5 ACEC
WL —8T 5872 % UDF 7 4 — /L RBH 50, T
TOACE # UDF ORI LY A MZ—HS®25 2 &R
TEET,

ATvT8

(ff:) copy running-config startup-config

1

switch (config)# copy running-config startup-config

FiTarr74Xal—YarkE, A¥—KT7 v a
V74X al—vailar—LEd,

ERSPAN ¥ U) ¥ TR E

W#HETIE, 2— VB ILOERSPAN 3t v a VI L TORRETE £,

FIEDHE
1. configureterminal
2. monitor session session-number type er span-source
3. sourceinterfacetype slot/port [rx | tx | both]
4. mtusize
5. destination interface type slot/port
6. noshut
7 ({EE) show monitor session session
8. copy running-config startup-config
FIEDEEHE
Fg
ARV KRFERETI a3y B
AT w 71 | configureterminal Ja— LR EE— REREBLET,
fi
switch# configure terminal
switch (config) #
Z T 2 | monitor session session-number type er span-source FEESINIZERSPANEZ v v a vV DE=HFHEE— K

1

switch (config)# monitor session 10 type
erspan-source
switch (config-erspan-src) #

WA E9,

ERSPAN D& E .



B erseanguconE

ERSPAN D% 5%F

ARV RFERETIVa Y

B8

ATvT3

sourceinterface type slot/port [rx | tx | both]

1

switch (config-erspan-src)# source interface
ethernet 1/5 both

EETA =T =2 AR ELET,

ATvT4

mtu size

1

switch (config-erspan-src)# mtu 512

fi
switch (config-erspan-src)# mtu ?

<512-1518> Enter the value of MTU truncation size|
for

ERSPAN packets (erspan header + truncated original
packet)

MTU OB #CTH A XEZHRTELET, RTESINT=
MTU %A XL Y & K&V ERSPAN /347w MMEd~
T, RESINT=VA XU THIET, ERSPAN

X7y RO EECOMTUSFIZRO LBV TT,

* Cisco Nexus 9300-EX + U — X A A v F D MTU
P A XOFPHIL 512—1518 /31 kT,

* Cisco Nexus 9300-FX ') — X A2 A v F D MTU
P A XO#PHIL 64—1518 /34 F T,

« 9700-EX B L 9700-FX T 1 > 1 — NAE##EH L
7= Cisco Nexus 9500 77 v b 7 g — b A A v F
DA . MTU YA ZOFIFHIZ 512—1518 /31
NESER

* Cisco Nexus 9808 33 189804 7' » b 7 — A&
AA v FDMTIU YA RL343 84 - T9 (FCS
ZER<)

ATvTh

destination interface type slot/port
{5

switch (config-erspan-src)# destination interface
Ethernet 1/39

A —%# %> b ERSPAN %6 e R — F 2% E L £7,

ATvT6

no shut
1 -

switch (config-erspan-src)# no shut

ERSPANt v ¥ g v & R—7 M LET, 77+
NETIE, By vaiiyy vy b A7 — M TER S
nET,

ATy T17

(&) show monitor session session

1 -

switch (config-erspan-src)# show monitor session
5

ERSPAN DR EEF -~ LET,

ATvT8

copy running-config startup-config

1

switch (config-erspan-src)# copy running-config
startup-config

Fprar 74 Xal—vark, AY—rT v
V74X al—valat—LET,

. ERSPAN D&% 7E



| ERSPAN mE%E
ERSPAN 5856t v & 3 VDT .

~ E I-'-I
ERSPAN 365ct v o 3 v DERTE
BETIPT RLALL =V FAAL A O — Mo ry hea—45 15912
ERSPAN%ES et v v g VABRETCXET, T 74/ T, ERSPANSESEE v a i v v
N A7 — FTIERR S NLE T,
1R BHIIZ
AL FR—F F=F T— R THER—IFERESNTWAZ L 2R LET,

FIEDHE
1. configure terminal
2. interface ethernet slot/port[-port]
3. switchport
4. switchport mode [access | trunk]
5. switchport monitor
6. ATy 2~5%#VIKLT, IBM®O ERSPANSEETE=X U v 7 %% E L ET,
7 Nno monitor session {session-number | all}
8. monitor session {session-number | all} type er span-destination
9. description description
10. sourceip ip-address
11. destination {[interface [type slot/port[-port]]] [port-channel channel-number]]}
12. (LE) A7 v 7 11 Z#VIRL T, §XTOERSPANSEEEZRE L ET,
13. erspan-id erspan-id
14. noshut
15. exit
16. exit
17. (&) show monitor session {all | session-number | range session-range}
18. (fE&) show running-config monitor
19. ({EE) show startup-config monitor
20. (£&) copy running-config startup-config
FIED FH
FIE
ARV RFERETIVaY B#)
AFw 71 |configureterminal Ja—s L ar 7 4 X a lb—3 gy B— REBth
{1 LET
switch# configure terminal
switch (config) #

ERSPAN D& E .



B erseansize v avom

ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

RFwF2 |interface ethernet slot/port[-port] IR L7z Ay b KO — F £ 73R — MpH

1 - T AVHE =Tz AT T Fal— g FT—
S Ly

switch (config)# interface ethernet 2/5 P\%Eﬁﬁﬁnl/ﬂi?fo

switch(config-if)#

RTw 73 |switchport BRL7zAey PEBIOKR— MERITFA— NG T
Bl - ALy FHR— b NT AR ERELET,
switch(config-if)# switchport

R w74 |switchport mode [access|trunk] BN L2y FBLIOE— MEFIEIR— M T
Bl - WDAL v FH— | E— FERELET,
switch (config-if)# switchport mode trunk « 7 U A

N4

A7 75 |switchport monitor ERSPAN it & L TAAS v FR— K f ¥ —T =
1§| : 42%%(“EbiTo
switch (config-if)# switchport monitor

ATYT6 | AT v 2~5%&0IKL T, BN ERSPAN 46 | —

HCE=HV T ERELET,

R w 77 |nomonitor session {session-number | all} EE L7-ERSPANt v 3 v O EEWNELET,
Bl - FlnktyrvararyoFal—varid B
switch (config-if)# no monitor session 3 ﬁ@t yvay arZ{xalb—va ‘/L:JEjJH =

nEJ,

AT w78 |monitor session {session-number | all} type ERSPAN 58%ct v a V2R ELET,
er span-destination
i
switch (config-if)# monitor session 3 type
erspan-destination
switch (config-erspan-dst) #

RFw 79 |desription description Yy va v OBHERELET, 774/ T,
Bl - BN RSN E T A, BYNCIRK 32 DYHCF
switch (config-erspan-dst)# description z&fﬁﬂﬂf% ij‘o
erspan _dst session 3

R w710 |sourceip ip-address source ipv6 ipve-address

1 -

switch(config-erspan-dst)# source ip 10.1.1.1

switch (config-erspan-dst)# source ipv6

2001:DB8:1::1

. ERSPAN D&% 7E

ERSPAN ¥ v ¥ a > D%6% IPvd £7-213 IPv6 7 R
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ERSPAN 5856t v & 3 VDT .

ARV FFEREETIVa Yy

E:)

F—H DZIEITL T D ERSPAN EEct v ia v
THERL SNT25650 IPv4 £721XIPv6 7 KL A & —
HTA2MLENRHY 9, ERSPANEEtE v a
TR 1 OD%EHE IPvd £721X IPv6 7 KL AD
BB R—FEnET,

GE)
IPv6 (%, CiscoNX-OS U U —Z 102(3)F 75 P —
FENTNET,

25w 711 | destination {[interface type slot/port[-port]]] S E—F BTN Y FOSIEARE LET, 5
[port-channel channel-number]]} Bl v R —T o f ABBETEET,
1 : GE)
switch (config-erspan-dst) # destination interface| g4 R— 2 F 77 R—FE LTRETExE
ethernet 2/5

j‘o

ATy712 | ({EE) ATy 7 1 ZYIKLT, $TO —
ERSPAN 50 7 E L £ 9,

A7 713 |erspan-id erspan-id ERSPAN & v ¥ 2 > ERSPAN ID ##% /& L £,
Bl - FRETE D®|PHIE 1~ 1023 TY,
switch (config-erspan-dst) # erspan-id 5

A7 714 |noshut ERSPAN 36t v v a VEAMCLET, T 74
Bl - VETHEL By vaddvey b AT — FTER
switch (config-erspan-dst)# no shut é§%L§E7fO

ATwv 15 |exit ToHABREE—REZHACET,
i -
switch(config-erspan-dst) # exit

27w 16 |exit Ja—\) a7 4 Fal—varyET—RakT
i - LET.
switch (config)# exit

ATw 711 | ({EE) show monitor session {all | session-number |ERSPAN & v o g Vi E & F Rk L £,
| range session-range}
i
switch (config)# show monitor session 3

ATv 718 | ({EE) show running-config monitor ERSPAN ODZFEfTa L 7 4 Fal—a UV EFERL
i =7

switch (config-erspan-src)# show running-config
monitor

ERSPAN D& E .
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ERSPAN D% 5%F

AR RFEREFT7TIVa Y

S

ATFv 719 | ({EE) show startup-config monitor ERSPAN DA X — N7 v arv7 4 Xalb— 3
L ERFTR .
i - ERRNLET
switch (config-erspan-src)# show startup-config
monitor
ATwv 72 | (&) copy running-config startup-config FiTar 74 Xal—vark A= TS
- a7 4 Xalb—vailar—LF7,

switch (config-erspan-src)# copy running-config
startup-config

ERSPAN

&% TE DHEED

ERSPAN

DEERFTT AL, ROVTIODOIEEZRITTWET,

avyU kR

S]]

session-range} [brief]

show monitor session {all | session-number | range

ERSPAN B v > a viRTELA#R < LET,

show running-config monitor

ERSPAN OFEITa 7 4 X2l — g &K
i_\‘]\/i—a‘o

show startup-config monitor

ERSPAN DAX — T v/ a7 4 F = b—
varERRLET,

show monitor session [session-id | all] stats

Cisco Nexus 9808 33 L 189804 7°F v b 7 ¢ —
L AA v FDERSPAN & v o a U#iEt 2 FRKoR
L%,

| rx | tx]

clear monitor session [session-id | all] stats[both

Cisco Nexus 9808 33189804 7°F v b 7 4 —
L AA Y FDOERSPAN T v a U #eta oV
7T LET,

ERSPAN 0% & 5l

IPv6 #2 (D ERSPAN X (ST v & 3 V DEREH!

I, IPv6 #R M D ERSPAN EEit v a VA RET AW A2~ LET,

switch# configure terminal

switch (config)# monitor erspan origin ipvé6-address 2001::10:0:0:9 global
switch (config) # moni session 10 type erspan-source

(
switch (config-erspan-src)# erspan-id 10
switch(config-erspan-src)# vrf default

. ERSPAN D&% 7E
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B—5REERSPAN v 3 3 2 0&Es ]

switch (config-erspan-src)# source interface ethernet 1/64
switch (config-erspan-src)# destination ip 10.1.1.2

B —AM@ ERSPAN v < 3 VDR EH

ERSPAN ACL @

I—h— I\’

wIZ, B—JF M ERSPAN ¥ v g V2R ETHHIZ TR LET,

switch# configure terminal

switch (config)# interface ethernet 14/30

switch (config-if)# no shut

switch (config-if)# exit

switch(config)# no monitor session 3

switch(config)# monitor session 3 rxswitch(config-erspan-src)# source interface ethernet
2/1-3 rx

switch (config-erspan-src
switch (config-erspan-src
switch (config-erspan-src
switch (config-erspan-src
switch (config-erspan-src destination ip 10.1.1.2
switch (config-erspan-src no shut

switch (config-erspan-src)# exit

switch(config)# show monitor session 1

erspan—-id 1
ip ttl 16
ip dscp 5

) #
) #
) #
y# vrf default
) #
) #

A
=X TE 5
&IZ, ERSPAN ACL # 3% E 3 4%~ LE T,

switch# configure terminal

switch (config) # ip access-list match 10 pkts
switch (config-acl)# permit ip 10.0.0.0/24 any
switch (config-acl)# exit

switch (config)# ip access-list match 172 pkts
switch (config-acl)# permit ip 172.16.0.0/24 any
switch (config-acl)# exit

EFRFEHD ACL 7 A N ZITHSWTHE N T 7 4 v 7 BNBEIREIN D X F &F 72 ERSPAN #:§6%
LOBE . BBICEREINTEY v a UREICEVMELIEMN 2 H b £ 3,

2R, T — kv a1l BRI TWAELET, RIZ, TE=F— v a2
DL SN ET, ZDHA, ERSPAN F T 7 4 v 7 74 VR ITER LI LB ICHE L 9,
L, 2=V —RE=F—ya1ITRY, BEFEOMKITO 1 D2 FiEH LichE (E
FIZHT LWAERIZH D FHA), TO%, ANRNVENTE N T 74y 7 3F=F— kv arl
R £,

I —
W ~DEXTEHI
Wiz, 2 #[IkE T ERSPAN ~—Hh— X7 v M E T 252~ LE T,

switch# configure terminal

switch (config)# monitor erspan origin ip-address 172.28.15.250 global
switch(config)# monitor session 1 type erspan-source

switch (config-erspan-src)# header-type 3

switch (config-erspan-src) # erspan-id 1

switch (config-erspan-src)# ip ttl 16

switch (config-erspan-src)# ip dscp 5

switch (config-erspan-src)# vrf default

ERSPAN D& E II
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B vor <—x ErspaN DI

switch
switch
switch

config-erspan-src)# destination ip 10.1.1.2
config-erspan-src)# source interface ethernet 1/15 both
config-erspan-src)# marker-packet 100

switch (config-erspan-src)# no shut

switch(config-erspan-src)# show monitor session 1

session 1

type : erspan-source
state : up
granularity : nanoseconds
erspan-id : 1
vrf-name : default
destination-ip : 10.1.1.2
ip-ttl : 16
ip-dscp : 5
header-type 0 3
origin-ip : 172.28.15.250 (global)
source intf :

rx : Ethl/15

tx : Ethl/15

both : Ethl/15

rx :
marker-packet : enabled
packet interval : 100
packet sent : 25
packet failed H

egress—-intf

UDF RX— X ERSPAN )% E 15l

WIZ, UTFTO—E8IEEELFEH LT, 7 BAL I IP-in-IP X7 » OWESTCP 7 7 7 TR
49 % UDF ~X— 2 ERSPAN Z & ET 542~ LET,

 AMNERIEETLIP 7 R L2 £ 10.0.0.2
cINEFTCP 75 7 : BBATCP 75 V52 /E

¢34 | : EthHdr (14) +4M51P (20) +NHEIP (20) + NS TCP (20, 7=72L, 13FHD
XA "D TCP 75 )

e by NOEENSDOA Ty b 1 144+20+20+ 13 =67
+ UDF ORA{HE : 0x20
« UDF ¥ A 7 : OxFF

udf udf tcpflags packet-start 67 1

hardware access-list tcam region racl qualify udf udf tcpflags
copy running-config startup-config

reload

ip access-list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff

monitor session 1 type erspan-source

source interface Ethernet 1/1

filter access-group acl-udf

. ERSPAN D&% 7E



| ERSPAN mE%E
erspaN 1y iz Ed ]

WIZ, UTO—BHEHEZHEH LT, LAV 4~y X —DEHENS 6 34 NEHD N v NEA,
(DEADBEEF) & i@ D IP /N7 v N %A 25 UDF ~X— X ERSPAN Z# 3% E T HH|Z R L F
j—o

« SNHE(EICIP 7 K LA £ 10.0.0.2

« WEBTCP 77 7 B TCP 7 7 7 & &R E

«/SA b : EthHdr (14) +IP (20) +TCP (20) +-<A =— K : 112233445566DEADBEEF7788
s LAY ANy X —DREANGDE T b 1 20+6=26

« UDF O AfE : OXDEADBEEF (2 /XA FDF ¥ 7 8 X2 5D UDF (Z47#)

« UDF < %2 : OxXFFFFFFFF

udf udf pktsig msb header outer 13 26 2

udf udf pktsig 1lsb header outer 13 28 2

hardware access-list tcam region racl qualify udf udf pktsig msb udf pktsig 1lsb
copy running-config startup-config

reload

ip access-list acl-udf-pktsig

permit udf udf pktsig msb O0xDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1 type erspan-source

source interface Ethernet 1/1

filter access-group acl-udf-pktsig

ERSPAN 4] Y #& T D&% E I

WIZ, MPLS 2 MU v B> 7 Cffi i+ % ERSPAN Ul 0 & C AR ET A2 R LET,

mpls strip
ip access-list mpls
statistics per-entry
20 permit ip any any redirect Ethernetl/5

interface Ethernetl/5
switchport
switchport mode trunk
mtu 9216
no shutdown

monitor session 1
source interface Ethernetl/5 tx
mtu 64
destination interface Ethernetl/6
no shut

monitor session 21 type erspan-source
description "ERSPAN Session 21"
header-type 3
erspan-id 21
vrf default
destination ip 10.1.1.2
source interface Ethernetl/5 tx
mtu 64
no shut

monitor session 22 type erspan-source
description "ERSPAN Session 22"
erspan-id 22

ERSPAN D& E .
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vrf default
destination ip 10.2.1.2
source interface Ethernetl/5 tx
mtu 750
no shut
monitor session 23 type erspan-source
description "ERSPAN Session 23"
header-type 3
marker-packet 1000
erspan-id 23
vrf default
destination ip 10.3.1.2
source interface Ethernetl/5 tx
mtu 1000
no shut

IPvd £ ERSPAN #&#5kEt v ¥ 3 o DERA

RIZ, 1Pv4 ETERSPAN £tz v a v 2T 262~ LET,

destination interface ethl/1 (I A A v FAHR— F E=H E— R TT, ZOA ¥ —7 A AL,
mpls strip, tunnel, nv Overlay, vn-segment-vlan-based, mpls segment-routing, mpls evpn, mpls
static, mpls oam, mpls 13vpn, mpls Idp, 35 X U nv overlay evpn B&HE & HfF TE EH A,

switch# monitor session 1 type erspan-destination
switch (config) # erspan-id 1

switch (config-erspan-dst)# source ip 10.1.1.1

switch (config-erspan-dst)# destination interface ethl/1
switch (config-erspan-dst) # no shut

switch (config-erspan-dst) # exit

IPv6 £ ERSPAN #E#5i 5kt v ¥ 3 o DERH

Iz, IPv6 ETERSPAN 5t v g v 2T 202~ LET,

degtination interfaceethV/1 | Z A A v FHR— h F=H E— K TF, O ¥ —T = A AL,
mpls strip, tunnel, nv Overlay, vn-segment-vlan-based, mpls segment-routing, mpls evpn, mpls
static, mpls oam, mpls 13vpn, mpls ldp. X O nv overlay evpn #4E & A7 T& 1 A,

switch# monitor session 1 type erspan-destination
switch(config)# erspan-id 1

switch (config-erspan-dst)# source ipvé 2001:DB8:1::1
switch (config-erspan-dst)# destination interface ethl/1
switch(config-erspan-dst) # no shut

switch (config-erspan-dst)# exit

. ERSPAN D&% 7E
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