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EELLL, aIa=T 4 _X—2ARAOEX 2V T ZHEHLET,
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VT 4 AB=ALDRED £,

SNMP D&% E .



SNMP OE |
B svwpa. sNwPe, SNMPB Ot R YT 4 EFLBEUEFLIYT 1 LAL
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Aot —UEBIET ONEIDHMLET, EXa VT4 ET VO SESE X2 T4
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ANEERSEZVHBLIFMAEZEA TEEIA T RN L2 RIAELET,

o A /‘E%f/%\é{;ﬁ@wu Al - X{E% &é’%'fn Lf_:L%"j‘OD?/(T/T/f VA 75\43%;]?3 Nz
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FTHEODTTANY NRAV—=RTHDHI L ERLET, AESDT T A Ry — R2AT— R
B/INT8LFTY, NATL—X%&7 VT 7TFANTRETLHHLEIE. KT LE/NTF%2 K5
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2= ITN—TF v FLFNAV = NOREPEEEND L, SNMP & AAA DT O
F— g =2 NABUE S E T,
Cisco NX-0S 1. kD Lk Hlca—VRELXFI L ET,
s snmp-server user 2~ 2 R CHE SN N A 7 L— X%, CLI 2—H# D /XZA T — RiZ
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)
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Cisco NX-OS 17 7 /b b T, [R# LIz —VRE% 60 /MR L £,

. SNMP D&% E



| snvpossE
%2105 ¢ sLUSNMP 1—F—nRBommt [

X2 T4 ELUSNMP 21— —DRIFADEIL

CiscoNX-OS U U —RZ 102(2)F LAF., SNMP &£t F =V T 4 (AAA £721Z CLI) 2 R—F
A O 2= —F &2 BN DA T a AT 272012, IROFEMfERR =~ > RABEA
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RADIUS ®° TACACS+ 72 ED 7' v b m )L L THMBY — A —fl T 74 UEERES T
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7272 L. AA »F T desynchronization 2~ > KD no BB H e > TWHEE, VE— |
Z—FHR AAA THER SN D &, ®IST H2—F 2N SNMP THiEkESnEd, S6iz, =—
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desynchronization =1~ > R2NHNT 72> TV 5 H4A. DCNM (U U — 2 12.0.1a LAFIE Nexus
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EEnict X2 7 4 22— =2 LR2VWO T, AAf v FrmiicxEtdhi, Lizno
T, Ay hr—JILoTAAL v FBRIE SN2 L D I12T 5ITIE, SNMP 22— —Z B/RAYIC
TERT 2 B3 B V) £9°, DCNMAERE & & %12 desynchronization 2~ > K& 5 Z Li3E
B LER A, FEMIZOWTIL, Cisco Nexus 9000 NX-OS Security Configuration Guide %2 i L
TLTEEY,

ISSD & ISSU
—f%IZ, SNMP = —H —DRIMINENZ 72 > TWABEEIL., FERB O —F—2 4+ X THIKRL
2VRY . SNMP 2 —H—D R ZAINC LN TLE IV, 20 L) A bEndifTa
V74X 2l —3a Tk, REDOBEBRS LKL T,
WY U — 2T, REfER D~ A2 SRR IR 2 BB A ME— D F1ER. kD
LBy TT,
o [AHIEERIREED Y UV — A5 R~ ROGFELRNWY U —RA~ HlZ2fES/
FEHZRNISSD 23 T LT, RMMERENZT —F _— 2%, ISSDIC XV LUFTD YU U —
AWZEDEFWMYIAENE T,

N

G Z0XIH7RISSD DHIZ2—Y — F =X _XR—=R MMz bN-EE
IZ. SNMPEtEF ol T 4 arR—x%r hOMTRBENET,

ZDXH 7 ISSD D%, R~y FOFEET DU U —A~DISSU #FE(79 5 L&, [E#
RSNz a—Y — F =2 _XR=2ANFOEERVIAENET, —F., FHMEa~ > T
TZHN O TEHLET, LES U T, F#fERa~y REENZ LT 70,

TIN—TR—ZXDOSNMP 749 £ X
A\

Note /)L —7FREERPIKTHET STV HAEHE SNMP HZER DT, Z® SNMP OIETIX, v—/L
DB ITN—TLENET,

SNMP 7 7 & AtElx. 7V —T7BNIHmAA S E T, SNMP N7 —7" 1%, CLI 2+ 5
BAEOu =P TWET, K7 —T1EHRARY 77 v AMEFRITHRARY EEXALT 7
T AMERREL CEELET,
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—PHDBMER S, 2= O — A PEFHEICL > TRESH, 2—FRL0Or—/LITBN
INTHWIE, 202 —PFIz—Y =z M OWBEERGETEET,

SNMP & & U Embedded Event Manager

Embedded Event Manager (EEM) #%fEiX, SNMPMIB 4 7Y =7 ha&TeA X haE=H
L., INHDAXRY MIESWTT 7 a vz LET, SNMPHFHIOEELT 7 a d
1 >C9, EEM X SNMP i&#%1 & LT, CISCO-EMBEDDED-EVENT-MGR-MIB @
cEventMgrPolicyEvent % 2515 L £7°,

RILFAVRBZ VR HYR—F

FRARZ, T bar A RAE AR —T 4 T BEI R T+ U —F 42 (VRE) A
VAR AR EDWRBR Yy NI =T 2T 4T A DDA AR R e R— N TEET,
KB OBEAFEMIB 1X, ZNOEEOwRER Yy NI —7 =T 4T 4 ikl CEEdA, T2 &
ZIE, 7% ® OSPF-MIB CTlIT7 A A L7 a ha) LV AX AN 1 DTHDH I LRHiE
W27 0 ET0, BUEIZT NA A L CHEED OSPF A V AX V AERETEET,

SNMPV3 Tl 7% A MEEH LT, #EOA U AZ U AEFHHILET, SNMP 2227 % X
MIEFBE#ROaL 2730 ThY, SNMPZ—Y =0 FEABUTT 7 BATEET, 534
AlX, SEIERWERY NV T AT 4 OBEHOa T FA Y AR—bTEET,
SNMP 2> 7 F A MZL-T, SNMP¥ R — V¥ XS EIERMBIRA Y NT—7 2T 4T+«
WIS T BTN, A LT R—FEND, MIBEY 2—LVOEBDA L AR ADIDIIT
TATEET,

CiscoNX-OSiE, SNMP 2> 7T F A F EGRERy NU—T =0T 4 T 4D~y BT D=
|2, CISCO-CONTEXT-MAPPING-MIB Z#¥# 74—~ LE9, SNMP = 7 % & I VRF, 71
hav Ao A2 A, ERIX MR JICEEMNTLZ ENTEET,

SNMPv3 {%. SNMPv3 PDU O contextName 7 4 —/LV RTCa2 T F A &2 R—F LET, 2D
contextName 7 4 —/V RZHFED T2 b2V A VAKX L AFETZIEVRFIZY Yy B I TEET,

SNMPv2c O34 1%, SNMP-COMMUNITY-MIB @ snmpCommunityContextName MIB 472 =
7 NEfERLT, SNMPaZIa=7 4% ary7TX¥AMIvy B/ TEET (RFC3584) , &
512 CISCO-CONTEXT-MAPPING-MIB F£ 721X CLI i+ 5 &, 2o
snmpCommunityContextName Z ¥ ED T v k3L 4 L AX LV AFETZIL VRFIZZw vy B /T
£

SNMP D/\1 7RASET 4

CiscoNX-OS IX, SNMP D AT —hL A JAX— &V R—FLFET, V7= bERITA—
IR=R AP AL v FF—"—D%. CiscoNX-OS [TFE(Ta 7 4 X2l —TarZHALE
7,
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SNMP D {81+ HR—

CiscoNX-0OS 1L, SNMP DA > AZ L A% | DY AR—F LET, SNMP ITHEHD MIB £ = —
WA VAR AT R—F L, ENOLEWRERY NI—T 2T 4T 4wy BT LET,
SNMP %, VRF #38i% L £9, $ED VRF #fEH L T, SNMP@EIAR A b LI — N ZHRT 5
L IOIZSNMP ZRETE 9, WAMNZEAE L VRFIZESWT, SNMP AR b LI —_~D
WHAE 7 ANZ ) T TDHEIICSNMP Z3RETHZEH TEFET,

SNMP O IM$IEEFS ENON F R

SNMP (121, ROEEFHEB LI OHIBRFENH Y £,

« SNMP SET Zf#i i L THEpk Sz 2~ Kid, SNMP SET DA% L CTHIBR 9 2 MBI
HVET, avw L NI A8 —Tx A2 (CLI) F7I1ENX-API 2 L THERR S 11
7ma< R, CLI 721X NX-API O 2R L THIBRT 52 LERH D 97,

°7U??%XFNXU%F%ﬁﬁLTMMTuﬁf%%Wﬁikﬁﬁﬁfék\WMP
127 7 4V b OFEFE (md5) BEQPpriv ¥ A T E2FFo2—F—2EREZIIRE L E7,

VT THRAPNAT— REMEHLTSNMP Ca—HF —ZEREITMmET 2 L. AAA
IT 74N EDONRAT—=REAT (A T5) mfpoa—VP—E/ERE T ITMmEL 7

7l A ayiu—i URAL (ACL) 1T, AA v FICETESINT-a—h /L SNMPy3 ==—
PFOHRZHEHATEET, ACLIE, F8FE. Rl 7TH U T 17 (AAA) V— NITIRTF
N5 YU E—h SNMPV3 2 —HICiH T 8 A,

o FHER SN2 T _RTO—FRNHIR SN2 WVRY | SNMP = — W [EH 2 J\4hi2 L7-#%I1E
AMZL72NTLIES, ZOX) BREAGOEDIATar 74 Fab—a Tk, &
EDEHNII L F T,

*» CiscoNX-OS {%, —#5D SNMPMIB ~DFH AWM HEHT 7 A& YR — s LFET, FEHIC

Obfi&@ﬂ&&T?tXLT\Qwﬂ@@S@MB#T~%JXF%§%LT<ﬁ
&\, https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

* Cisco NX-OS %, SNMPv3 noAuthNoPriv t% = U7 4 L)L Z YR — KL TWEHA,

* Cisco Nexus 9000 > — & A1 »F & Cisco Nexus 3164Q., 31128PQ. 3232C, 3264Q A
A v FIE, SNMP 2—H)L =2V VID ORELEZ TR —FLTHET,

cVFIDU U —Z2~DEE XY T L — R RABITHIEES. o—hL =P D ERTE
LCWeZeb, a— Py IDOREEZRLTHL, SNMP 2—H Lt a3 a=7 ¢
LFINEEHHRETIHLERH Y £,

BT @BLVO %L, SNMP 2 2=F 1 A M) T TE EHAL

« 5 7 /L k® SNMPPDU 1% 1500 /XA b T4, SNMP=— = bk, 1500 /%4 k%
ZBIEPDUZ Ky 735D T, SNMP U 7 =& MIKKLET, 1500 31 M &z
% MIB 7 — # % %154 511X, snmp-server packetsize <byte-count> =1~ K& L
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T, X7y F A REFHRELET, A7/ 1 MLOFIFHIL 484 — 17382 TT,
GETBULKJGE RNy A X&Br b L, T—2BNU0DETOENLZ ERHY £9,

AA o FOMBEZ R ET HITIE, CLIE/ZIISNMP 2 FEHTHIMERH Y £, 2 A vF
o, MDA Z—T oA AL THEREEZRTELRNTLSEEN,

e VX —UNIT 7 UNEEFE SN TWRWME A DT 7 > OID ¥ U — TcefcFanTrayOperStatus
snmpwalk ZfEf4+ 25 &, YU —HNOKD OID = b VIZHTDIGENREND Z ENRH
DES, ZOEBEZIZIE,. stmpwalk T-CI 47> a v 2L £,

ZOEEIX, BOIDZAR—V 73585, £izidgetmany Z T 258 IO E
A,

Cisco Nexus 9000 > U — & A4 v F 1%, snmpwalk ZR{IZx L THAK 10000 5D 7 Z v & =
Ty ANEYR—FLET,

SNMP k7 » 703584 C bl e e B E 2 2173 2121k, 2722 < &b 1 DDFE[TH D BGP
A VAL ADLEETT, snmp-servertraps Bl D = v o RAFRET DA, BGP/L—T 4
VIAL AR AERELET,

U Y —2Z10.1(1) LARE, AES-128 [T /12 SAb T LT U XA TH D72, I
BTN TY R ATE, 72720, DESK b AR— &R TnET,

X7 L—K:DES 77 ANV — Fa haLEkFFo2—WN SNMP 7 — X X— R (I[F
£ 5%, ingall al =~ N2 X % In-Service System Downgrade (ISSD) 73 [#r &1
T =L (T 74 D AES-128 2 L T) MR £ ITHIBRT O LERH Y %
T, A=/ K U7 — DA DES ZFFD SNMP = —HFIFHIFR SV E T,

* SNMP =—H — DRk Z I o O VA7 2T A5/, ROT 7 v ar2FETLT
<&V,
e LUV UHRIFAEE L%, SNMPa—H—& | FL—7 ACL &t %

INRAT—RELEHICEMERLET, Zicky, FiEokiis: . = —3—|ZBFEM T
SN ACL BE O L — T ~D BN ERE T X F7,

* CiscoNX-0OS U U — A& 10.3(1)F LI . SNMP (MIB—-400G OpticMIB, A4 v F MIB, 7 —
HRAMIB, A v H#—7 = A AMIB) 7 CiscoNexus 9808 77 v b7 —2b A A v F T
PR—rINTWET,

« SVIMEHEHIZ., SNMP ¥ v ¥ 2k LT 120 B2 L ICOBR—V v 7 EnE1T,

* CiscoNX-0S U U — 2 10.3(3)F LA TlX., SNMPv3 —H'— AU — KD H A 7 6 =1k
PR OFIRAS & THAR— R SR THhET,

c ZA T 6L, RORITIER LESBICOHREE LET,
« feature password encryption aes {tam} 31 r—7 LIZ72 > TW5H T &,
c TTA=Y TP ESLTVND Z L,
«pwd_type6 47 = iE. SNMPv3 = —H— DRI E SN E T,

SNMP D&% E .



SNMP OE |
B sweosrssEssvsinss

e I~ F—DRERAEETHE, SNMPITTF —F_XR— 2R FEENTNATRT
DEAT 62— —ZEHRE S LET, 72720, SNMPHEEEIZLIRTE R C X o ICEifE
Lij—o

e I F—DHREIL, A vFIZHLTrR—=IILTT, 2—F—=RN1ODAA v
FNHHA T 6 TR SNIZFETT—2 205G L, MOT T4~ =03 I T
WABBIDAA »FIZH#HAT D & A Ca—%—0O SNMPHEREN B D A A~ FTI3EhE
L7V AlRetE s H 0 97,

AT ONHREISNTWVDLERITL. FA T 6N R—FENTWRWNWY I —R|ZH T
VT L— RTDHENC., WREHIBRT D0, XA 7647 arBEM L TLIEE
W,

< ISSU DA, LURTDA A — (localizedkey. localizedV2key # kM FIET D) b4
AT OREALB YR —F SN TVDH LA A—TIZBITT 5 L. SNMP IZEF D
X—%H AT 6 MHLICEH L EHA,

« BE17 D SALT K554k # A 7 6 B H{b~DZEHal%, encryption re-encrypt obfuscated
gy REFRALTHR—FERET,

« HFAZES T 77 L— R reoad-ascii =~ > RIZ X %D ASCII_X—AD Y m— K%
ETFT DL, T4~ F—pkbih, ¥4 7 62— —0 SNMP HAEICHEL 5
ZET,

« =L—+—73 encryption re-encrypt obfuscated =~ > R & L CHiE 5Lz i %

L. SNMP (ZX A 7 6 LIFD SNMP 2 —H =N 5D T RTDNRAT—RKEH A7 6
E— NIZHEELET,

N

(G¥)  SNMP i encryption deletetype6 =2~ > K& ¥R —F LTWEH
loo AL Z & ZRT syslog B A v =V bFRSNET,

* Cisco NX-OS U U — 2 10.4(1)F LA TlZ. SNMP % ffi f§ L T Electronic Programmable Logic
Device (EPLD) 77— AU 7 N—V a3 U EFRRCTEXET, =207 47 4 MIBIEED—
HELT, 77—z T N—ar, EPLDTNA ZAD 4 A7 (10 £721EMIFPGA) .
BIXOWEPLD TR ADHT T 4T 4 (RA—X— AW TG H—K, T2 H—
RIEEREY 22—/ (LEM) 72 &) #FmT&ExFET, ZOHEEIL, Cisco Nexus
9300-FX/FX2/FX3/GX 77 v 7 #—2= AA »F, NIK-C9332D-H2R A1 v F, BLO
Nexus 9508 A A & FTHR—FINTVET,

* CiscoNX-OS U U —Z 10.4(1)F LA . SNMP (MIB—400G OpticMIB, A1 »F MIB, T —
HINAMIB, f % —7xAAMIB) I, WDTA > I—KEAL v TFTHR—FIN
/Cl/\i‘j‘o

* Cisco Nexus 9804 A A~ F

* Cisco Nexus 9332D-H2R A A v F

. SNMP D&% E
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SNMP 07 7+ JL M E&E .

« Cisco Nexus X98900CD-A ¥ JL TN X9836DM-A 7 1 51— K & Cisco Nexus 9808 38 L OV
9804 A A v F

SNMP O 7 7 # )L FEXTE

WDOFRIZ, SNMP RT A—HDF 7 )V biREZ TR LET,

INTA—4H T4
S At RBEE %% (Enabled)

SNMP D% E
N

GE) ZOEBRED Cisco NX-0S ==~ > RiZ, CiscolOS Da~< > REIZRAEENHLDOTHEL
TLIEEWY,

)

() CiscoNX-0S U U —2 9.3(7) LAF:, HMAC-SHA-256 #8FE~7 & k =2/L1X SNMPv3 (2l S v &
R

SNMP L.— 5 — DR

SNMP &—H%#FHETE ET,

SUMMARY STEPS
1. configureterminal
snmp-server user name [pwd_type 6] [auth {md5 | sha | sha-224 | sha-256 | sha-384 | sha-512}
passphrase [auto] [priv [aes-128] passphrase] [enginel D id] [localizedkey] | [localizedV 2key]]
3. (Optional) show snmp user
4. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 71 |configureterminal Ta— ) ar7 4 Xal— gy T— NG
Example: LET

SNMP D& E
|
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SNMP OE |

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

snmp-server user name [pwd_type 6] [auth {md5 | sha
| sha-224 | sha-256 | sha-384 | sha-512} passphrase [auto]
[priv [aes-128] passphrase] [enginel D id] [localizedkey]
| [localizedV 2key]]

Example:

switch (config) # snmp-server user Admin pwd type
6 auth sha abcdl234 priv abcdefgh

. SNMP D&% FE

WREB LT T AN — T A—Z DD SNMP

a—PERELET, 2T L —XITTHRK 64 X
FOEPFEFEHTEET, RLFLANLFRXGI
SEhExd, localizedkey ¥—U— R&EHTH5E
1L, 7RA T b—RIZRICF & /N7 2 KRl LTz 555k
TE 130 XFETCHEMATEETS,

sha : FEFICHMACSHA-1 7L 3 Y XL Z2fEH L E
bé‘o

sha-224 : ZB:EIC HMAC SHA-224 7L =3 ) X L& A{f
ALET,

sha-256 : ZBFEIC HMAC SHA-256 7 /L= ) X L&A
HALET,

sha-384 : ZBFFIC HMAC SHA-384 7 /L= 1) X L&A
)EH L\iﬂ—o

sha-512 : ZR3FIZ HMAC SHA-512 7L = Y X L Zfifi
)EH L\iﬁ—o

localizedkey - localizedkey*— 7 — K& 4 545
BliE, RNAT =XKL FE/NF % KB LT3

Bz BOXFETHEATEES, [FL—r 7%
AR NAT—= ROV IZ, localizedkey ¥ — 7V —
REfEH LTy adnfz 2T —F (show
running config=~ > K726 2 € —74 57>, snmpv3
NR—=ADF =T V) —=A Ny va VR —H—
V=V LT T4 TERLIZED, Ny
Valb SN RNAT = REFT T4 THERT S,
onpage 152 5M) ZHETEET,

Note

n—0 7 A4 XINTxX—% AT 55581%
v fEORIZ ox ZBIM L ET (Fi:
0x84a716329158a97ac9£22780629bc26c) ,

Y

localizedV 2key - localizedV2key & — % 1§~ 2 B4,
IRAT L—RIRILF LN FE B LTz, ek
moi%w%ﬁ%i%ﬁ ITHZ &ﬂf%if 5
GHIZ Ox 2 fHT D HEIEH Y £ A, IR 1L
éﬂk?%&f%b\ﬁ7?4VTﬁ$ﬁT%&%
728, showrun =2~ Rafli ] L T localizedv2key
EINELET,



| snvpossE

NyvatkshtRzo—rEr 751 0c48T5 [l

Command or Action Purpose

enginelD DAL, 127D =1 TREI- 72 10
BHETT,
Note
« Cisco NX-0S U U — % 10.1(1) LAKE, AES-128
IZ SNMPV3 DF 7 4LV "D F 54 R — Fr
=% G

* CiscoNX-0S U U — 2 10.3(3)F A& Tld, SNMP
Z—H— RRAT— R X A 7 6 K55 b & Hft
T 57201 pwd_type6 F—U — R8P R— h

SNTVWET,
R 7w 7 3| (Optional) show snmp user 1 NFE 7213850 SNMP = —FIC BT B 15 # & £ 5
Example: LETS
switch(config)# show snmp user
R 7 4 |(Optional) copy running-config startup-config EFar 74 F¥al—ark, AX— KT v

Example:

switch (config)# copy running-config startup-config

V74X al—valar—LET,

INY DAL INFE=NRD—FREA T34 TERT S

sampv3 N—ADA =TV —A Ny va VxR —F V= LEZEH LT, Ny vafkEh
oA —=Rad 7 T4 o TEKTLFIRT. RO EEBY TT,

\}

GE)

Bl L TWETONTHWAIDIIFY LD ID T, FIEAZFHHTAL-DET0E DT,

AA v F 735 SNMP enginelD % Bt L £,
switch# show snmp enginel D
T

Local SNMP enginelID: [Hex] 8000000903D4C93CEA31CC
[Dec] 128:000:000:009:003:212:201:060:234:049:204

SNMPV3 R—ZADA—F > VY —ZA Ny ia Ve px b —FE2FEH LT, Ny iafb&nz
WNRAT—R&EFT7 T4 THERLET,

Linux$ snmpv3-hashgen --auth Hello123 --engine 8000000903D4C93CEA31CC --userl --mode
priv --hash md5

P TIVH T

User: userl
Auth: Hellol23 / 84a716329158a97ac9f22780629bc26¢c

SNMP D&% E .
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Priv:
Engine: 8000000903D4C93CEA31CC
ESXi USM String:

SNMP OE |

Hellol23 / 84a716329158a97ac9£22780629bc26¢

ul/84a716329158a97ac9£22780629bc26c/84a716329158a97ac9£22780629%bc26¢c/priv

3. authBL O priv DEAMBEHL T, A v FONRRAT— LML ET,

snmp-server user userl auth md5 0x84a716329158a97ac9f22780629bc26¢ priv des
0x84a716329158a97ac9122780629bc26¢ localizedkey

SNMP # v t—URES{EDER

EEERICGRAFEZIIE BN SLEL 25 X ) SNMPERETEET, &7 4/ hTiL, SNMP
T— x  MIRGER L UMb 2 TR VT H SNMPV3 A v B —V 2 Z i £, 794

Ny —%HAT 554, Cisco NX-OS i3,

noAuthNoPriv £ 7z 1% authNoPriv W3 31D+

F2 T4 LoUL RT A= BFHT 53 CTO SNMPv3 PDU Rz LT, BFrl=T—T

ISELET,
FlEDHE
1. configureterminal
2. snmp-server user name enforcePriv
3. samp-server globalEnforcePriv
4. ({£E) copy running-config startup-config
Flgn
FIE

aAvY RFERIEFIT7II Y

B8

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jya—r )L ar7 4 Xalb—3 gy T— REBith
Li‘g—o

ATy T2

snmp-server user hame enforcePriv

1

switch (config)# snmp-server user Admin enforcePriv

ZOa—HWITxt L TSNMP A vt — KBk 4 i
L\i—gﬁo

ATvT3

snmp-server globalEnforcePriv

1

switch (config)# snmp-server globalEnforcePriv

TARTOa—=FITH L TSNMP A v & — V5t
WAL ET,

ATvT4

(L&) copy running-config startup-config

1

. SNMP D&% E

Fifrar74Xal—vark, AX—FT 72
Y74 F¥al—varilar—LET,
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SNMP3 1—FI=x ¥ o n—Lozy uT [

ARV RFERFTIVaY =)

switch (config) # copy running-config startup-config

SNMPv3 1 —H (233 HEHOO—/)LDE|Y HT
SNMP = —HZER L72#% T, TDO2—F B O —1a2E 0 Y THZ LN TEET,

)

GCE) fo—Hicn—Lz2E8Y BTEHZ LR TESDIE, network-admin @ —/VIZJ@ T B2 —%72

T,

FIEDHE

1. configureterminal

2. snmp-server user name group

3. (f£&) copy running-config startup-config
FIE D

FIE
ARV RFERRETI a3 Y B#J

AT 71 |configureterminal sua—s ) ar7 4 Xalb—ay ®— Fallh

switch# configure terminal
switch (config) #

AT 72 |snmp-server user name group IO SNMP 2 —H LR ESNTZ2—F a— %7
i - Vo —hLET,
switch (config)# snmp-server user Admin superuser

ATv 73| ({=E) copy running-config startup-config Efrar 74 F¥al—Talrk, AX—F T vT o
Bl - Y74 F¥alb—vailar—LET,

switch (config)# copy running-config startup-config

SNMP O = 2 =7 1 DIERK

SNMPv1l £7-1% SNMPv2¢c O SNMP =1 X =2 =5 4 Z#/ERi X £9°,

SNMP D& E
|
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SNMP OE |

FIEDHE
1. configureterminal
2. snmp-server community name {group group | ro| rw}
3.  (fEE) copy running-config startup-config
FIEDEEHE
FIE
ARV RFERRETI VY B
R T w 71 |configureterminal Jua—\) a7 4 ¥alb—3g )y B— REEG
15“ : Li‘a_
switch# configure terminal
switch (config) #
ZFw 2 | snmp-server community name {group group | ro| rw} |SNMP =X = =5 1 A U > 7V &2 {ER LET,
1 -
switch(config)# snmp-server community public ro
ATv 73| ({EE) copy running-config startup-config FiTar74Xal—Yarvk, A¥— T v o
5l - V74X al—vaila—LET,
switch (config)# copy running-config startup-config

SNMPEZXRD T4 IR Y

77 A aryra—) JA R (ACL) % SNMPV2 =23 = =5 ¢ |2V 4T T, SNMP Zkic
TANAEBEATEET, B0 Y THACLIZE Y FRFER Ny hFHF A EIND554E. SNMP
ITZFOBEREZME L ET, ACLIZEL W ERNIELRIND5E, SNMPIXZDOEREZFEHR L T,

FIRDHE

VATFAAvE—UEEELET,
ACL IZR D/8T A —X TIER L £97,
e EEILIPT FL X

HELEIP 7 R LA

palll

o EfETLAR— b
o ZEHEAR— b
« 71 k2L (UDP £721% TCP)

1. configureterminal

. SNMP D&% E
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2. snmp-server community name [use-ipv4acl acl-name ]
3. (f£&) copy running-config startup-config

FIED &£
FI&
ARV RFERERTIVaY El:y
X5 71 | configure terminal sua—s\L ary7 4 Xab— gy E— Nalg
U LET

switch# configure terminal
switch (config) #

R T 72 | snmp-server community name [use-ipv4acl acl-name] | SNMP = X = = 1 |Z IPv4 ACL ACL %% 24T T
i - SNMPv2 23Rk 7 4 V2 LET,

switch (config)# snmp-server community public
use-ipv4acl myacl

AT 73| ({E&E) copy running-config startup-config FITary 74 Xal—vark, AF—FT v
Bl - Y74 FXal—variiar—LET,

switch (config)# copy running-config startup-config

SNMP &XI L > —/\DEKTE

BEORA N Lr— =% LT SNMP @824 515 L 9 Cisco NX-OSERETE £,

FIEDHEE
1. configureterminal
2. snmp-server host ip-addresstraps version 1 community [udp_port number]
3. snmp-server host ip-address {traps| informs} version 2c community [udp_port number]
4. snmp-server host ip-address {traps|informs} version 3 {auth | noauth | priv} username[udp_port
number]
5. (f£&) copy running-config startup-config
Flgn
FIE
ARV KRFERRETI a3 Y B#J
A7y 71| configureterminal Ja—s L ary 7 4 Falb—ar ®— ek

SNMP D& E
|
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B swranmosEx v 8—7xq20%E

ARV RFERETIVa Y ]3]
switch# configure terminal
switch (config) #

R 72 |snmp-server host ip-addresstrapsversion 1 community | SNMPvl F 5 v 7DARA F LI —R_EBELET,
[udp_port number] ip-address (3 IPv4 £ 7213 IPv6 7 R L A il T& %
il - T AT 2=T 413 BOR 255 LT OIMT THRIE
switch (config)# snmp-server host 192.0.2.1 traps T% iﬁ‘o UDP ﬂ_\g_ kgé%@ﬁﬁ&i 0~65535T
version 1 public 9,

R T v 73| snmp-server host ip-address {traps|informs} version |SNMPv2c k7 v 7 £ 721314 > 7 4 —LDKEA K~ L
2¢ community [udp_port number] SN mEE LET, ip-address (1 IPvd & 7- 13 IPv6
Bl T RVAZERATEET, ala=7 1% &K
switch (config) # snmp-server host 192.0.2.1 informs 255 X?@%iﬁ?f?ﬁﬁff% *9, UDP HR— hE =
version 2c public @%ﬁ@i 0 ~ 65535 -*6«9‘*0

T 7 4 | snmp-server host ip-address {traps|informs} version |SNMPv3 K 5 v P E 7213 B R DA A R L I—N
3 {auth | noauth | priv} username [udp_port number] | x5 | &3, ip-address i IPv4 $ 7213 1Pv6 7 K L
i - AEMEATEET, 2—PHIF &K 255 LFOH
switch (config)# snmp-server host 192.0.2.1 informs §ﬁ$‘(#§ﬁ§‘(%i—g—o UDP 7‘1‘\0% }\ﬁ%@%ﬁbiow
version 3 auth NMS 65535 T,

GE)

SNMP < %— % X SNMPv3 A v t&— U %83EL
THEFET 57212, Cisco NX-0OS 7 /34 A7 SNMP
enginelD |ZESWCa2—% LT v v b
(authKey/PrivKey) Z i~ MLENH D £7°,

ATv 75| ({EE) copy running-config startup-config Fifrar74Xal—vark, A¥—K T v7 2
5l - Y74 F¥alb—varilat—LET,

switch (config)# copy running-config startup-config]

SNMP E&1ADRET A F—T 4 ADETE

WHIOEEFEITLIP T RLALELTA U H—T =24 ADIPT RLAZMHT S X 95, SNMP 2%
ETEET, BHANERINILE, BEILIPT RLAIX, ZOREFHA L H—T oA A
DIP 7 KL AIZESNTNET,

DX IIZRETA VX —T 2 AERETEET,
« TRTOWAN, TTO SNMP HHI L S — "~ EEES B,

« TRTOBRN, FEDOSNMPIHEH L 2 —N"~NEESND, ZOar7 4 Fal—vay
I, 7 —RARETA L H—T oA AP T 4 X2l —a L) HBEINET,

. SNMP D&% E
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SNMP XA RER 1 > 4—7 14 20&EE ]

\)

CGE) BEFI Ty FORETA L Z—T oA AIPT RLAZRETHE, TRAANRT
TOEFBIZRICA X —T 2 A ABFEHTLZEDRIEEINTE A, BETLA L F—T oA A
IP7 RLZIEZ, SNMP 7 v 7ORNETEELT RLAZERL, A4 —T AR T
RLAZEETE LT & £97,

FleDHE
1. configureterminal
2. snmp-server host ip-address sour ce-inter face if-type if-number trapsversion 2c name
3. snmp-server host ip-address sour ce-interface if-type if-number use-vrf vrf-name
4. snmp-server host ip-address sour ce-inter face if-type if-number [udp_port number]
5. snmp-server source-interface {traps|informs} if-type if-number
6. show snmp source-interface
FIED %
FIE
ARV RFERETI a3 Y B#J
Z 5w 71 |configureterminal JFa— ) ary’ 4 Xab—ay E®— Neh
1 - LET

switch# configure terminal
switch (config) #

25w 72| snmp-server host ip-address sour ce-inter face if-type EE) ZOFRARNMINT v T AvE—VEEREL
if-number trapsversion 2c name e
Bl : NS o 7O 3 AT, HBRIA v — AT
snmp-server host 192.0.2.1 source-interface ’J‘é SNMP /\\_A:/“E V%?Eﬁiﬂbij} 2¢c li\

ethernet 2/1 traps version 2c public

SNMPv2e M ESNB Z L HrmLET,

R TFw 73 | snmp-server host ip-address sour ce-inter face if-type BED VRF ZHHLTHERA N LI —NLHEET S

if-number use-vrf vrf-name £ 912 SNMP Z# i LE£7, ip-address ( IPv4 £ 7=
il - (XIPv6 7 RLAIZTE £, VRFAIL, WK32X
snmp-server host 192.0.2.1 source-interface %30)§€§&ﬁ37?*5ﬁ57?%:giiro
ethernet 2/1 use-vrf default GE)
Zoawr Ricko ThRA MREFHIBRS L EE
/L/O
A7y 7 4 |snmp-server host ip-address source-interfaceif-type | SNMPv2e b7 v 7E7idA 7 4 —LDHREA b L
if-number [udp_port number] L —\EFE LET, ip-address 13 IPv4 £ 7213 IPv6
5l - 7 RLAZMATE £, SR PERTVEA v

SNMP D& E
|
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SNMP D&%

ARV RFERETIVa Y

B8

switch(config)# snmp-server host 192.0.2.1
source-interface ethernet 2/1

H—T 2 A BT HBEEETDH-DIZ 1?2 2{HH
LF 9, UDPAR— hEZOHFHIL0 ~ 65535 CT9,
TDaryI7 4 Fal—gE, Tu— U ET
A VB —T oA ADAL T 4 Fal—arL04
Blhanxd,

ATy TH

snmp-server source-interface {traps| informs} if-type
if-number
1 -

switch (config) # snmp-server source-interface traps
ethernet 2/1

SNMPv2¢ b7 v FEIINEEREZIX(ET D L 9%
BrAvE—T oA AR ELET, #THF%M
TWAA B —T 2 AR THBEETHD

(2] ZEHLET,

ATvT6

show snmp sour ce-interface

1

switch (config)# show snmp source-interface

RELIRETA X —T oA ZDFHRER R LE
-é‘O

B

—7v ka1 —Y0

SNMPV3 A > 7 — LB & @A A b L o—NZ

=L =

axX A&

A—PERET DMENRDH Y £T,

Cisco NX-OS [Tl & —47 v b 2—HF D7 LT o v /L &R LT,

FEET BT, TS REIMY —F b

RE S AT A A B

L =3 SNMPV3 I ZRIEH A v B — U 25k LET,

\}

GE)
mﬁg;k%uu niE [_/Tﬁﬁlill)h‘é‘}:):l‘—'ﬁ_

%15 L7z INFORM PDU % #8iE L CHERET 2855, Cisco NX-OS THREISNLTWED LR L,

T UF U LMEAIR A R LY — N CHLE T,

2. snmp-server user name[auth {md5| sha|sha-256} passphrase[auto] [priv passphrase] [enginel D

FleDHE
1. configureterminal
id]
3. (f&) copy running-config startup-config
FED ¥
Fg

ARVKRFERERETY VY

=)

ATy T

configureterminal

1

. SNMP D&% FE

Ta—N)L ary 74X al—3ay B— Neth
L9
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VRF &5/ Y % snvpEs Lo —nzE ]

AU RFERETIVa Y Be
switch# configure terminal
switch (config) #

Ry 72| snmp-server user name [auth {md5 | sha| sha-256} | %Ik 2 b L — DT OV D AEE LT, i@
passphrase [auto] [priv passphrase] [enginel D id] MR —A ey h a—FERELET, TP IDO
U Fid, R24foan s TRY- 7 10 #EFETT,
switch (config)# snmp-server user NMS auth sha GE)

abcdl234 priv abcdefgh enginelID

00:00:00:63:00:01:00:10:20:15:10:03 U U —A 101(1)9\[&%\ AES-128 L:’t SNMPv3 @7471

WD TTA N — T ha)L 1,

ATw 73| ({E&E) copy running-config startup-config FIiTar7 4 Xal—vark, AFX—FT v 7
Bl - Y74 FXal—variiar—LET,

switch (config)# copy running-config startup-config

VRF Z{#Hd 5 SNMP @41L > —/\DHTE

SNMP @& L o —/ "D VRFEEF ML LT A Vv Z Vo 7 AT a U ERETH L. SNMP
12 & » T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (Z=> b U 2B E
D

\)

GE)  VRFEGEFRREME I T ANVE ) T A7 a U ERETDHHIC, AR NERET DHHLEN
%@ij‘o

ARAR LY —NIZHEETALIICRELZVREAZEHA L2 . £ 7213@M2 %4 L7- VRFEIZ
FEASNWTHEHE 7 4 VX3 5L 912 CiscoNX-0S ZRETE Y,

FIED#E
1. configureterminal
2. [no] snmp-server host ip-address use-vrf vrf-name [udp_port number]
3. [no] snmp-server host ip-address filter-vrf vrf-name [udp_port number]
4. ({£%) copy running-config startup-config
FIED
FIE
ARV KRFERRETY a3 Y B#J
R 7w 71| configureterminal Jua—s\var7 4 Xalb—yay B KEHh

SNMP D& E
|
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ARV RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

[no] snmp-server host ip-address use-vrf vrf-name
[udp_port number]

1

switch (config)# snmp-server host 192.0.2.1 use-vrf
Blue

FPED VRF ZEH L CHEA N Ly —NLEBET D
X 9IZ SNMP % 5%iE L £, ip-address % IPv4 £ 7=
IXIPv6 7 R L AIZT&E £¥, VRF AITITAK 255
DERFHHEHTEET, UDPAR— MESOFMHIL
0~ 65535 C9, Zma<wr RKick-T,
CISCO-SNMP-TARGET-EXT-MB ®
ExtSnmpTargetVrfTable (22 kU 3B E L E T,

Zo=a=y FOonofBid, BESHNZAA D VRF
B TREMEIF WA HIBR L.
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable 2> 5= kU ZHIBR L £ 7,

GE)
Zoawr NIk THARA MREIFHIBREINEY
oo

ATvT3

[no] snmp-server host ip-addressfilter-vrf vrf-name
[udp_port number]
i

switch(config)# snmp-server host 192.0.2.1
filter-vrf Red

RSN VREICHASNW T, @EARA R Lr—
~OWEIE 7 4 NVH ) 7 LET, ip-addressid IPv4
FXIPv6 7 R A A TE £9, VRFAIZIT
RR255 DEETHERTEEJ, UDPA— R&ER
DOFIPHIL 0 ~ 65535 T,

Zoavy RickoT,
CISCO-SNMP-TARGET-EXT-MB ®
ExtSnmpTargetVrfTable (Z =2 kU MBS E T,

Zoawy Ronofgl, FHEINZAA FNDOVRE
T4 VHEITEREHIFRL,
CISCO-SNMP-TARGET-EXT-MB @

ExtSnmpTargetVrfTable 2> 5= K U ZHIfr L £,
GE)

ZOavy RIZEoTHRA FREFAIRS L ES
A/O

ATvT4

(&) copy running-config startup-config

1

switch (config) # copy running-config startup-config

Frar 74 FXal—vark, AX—FTv7a
Y74 F¥al—varilar—LET,

. SNMP D&% E
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HEAR—

FIRDEE

F IR D FH

BENA— FEEALT Sy TERET s00 snmp e [

FEFERALT RS Y TEZFIETH=-6D SNMP

=JL =

ax ;&

HIANR— T E2HERALCrF 7 v 72 EETHELI SNMP Z2RETEET, ZDLHITTHIT

X,
T 57D VRF % E L F T,

configure terminal

(e —rVETEIARA RN LNLT) BETXA LV H—T oA AZHEL, N7 v T EEE

snmp-server sour ce-interface traps if-type if-number

(EE)

show snmp sour ce-interface

(EE)

show snmp host

1
2
3
4. snmp-server host ip-address use-vrf vrf-name [udp_port number]
5
6

(f£&) copy running-config startup-config

FIE

ARV RFERETIVa Y

=)

Z 5w 71 |configureterminal Jua—N)ary7 4 Xalb— gy E— NeBth
1 - LET
switch# configure terminal
switch (config) #
25w 72 | snmp-server source-interfacetrapsif-typeif-number |SNMP 5 v F &2 EET 27O DRIETA L 4 —
15 - 7I4x%7ﬂ_ﬂwuﬂibi¢ %Tﬁkéh
. . _ . TWAA B —T A RAEATHRET HTD
switch (config) # snmp-server source-interface traps
ethernet 1/2 (?J é’ﬁfﬂq Lijﬂo
7a—r 0 LoULE IR A b LUV TR EA
VE—T A AERETEET, BETLA L F—
Tx2A A& T a—rNVICRET D & HTLWAEX R
a7 4 Fal—adla—n"Nirar Ty
XFal—valEHHLTRN I vy 72EEFELET,
GE)
KETXA L F—T oA AERAN LYV CRET
Z1ZiE, snmp-server host ip-address sour ce-interface
if-typeif-number ==~ > R&MFH L E4,
ATv 73| ({£E) show snmp source-interface RELERETA v Z—T oA ADEREFERLE

1 -

switch (config)# show snmp source-interface

D

SNMP D&% E .
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AU RFERET7TIV3 Y B
R T v 7 4| snmp-server host ip-addressuse-vrf vrf-name [udp_port | #5E VRF Z il L TR A b Ly — L+ 5
number] £ 912 SNMP 3% 7E L ¥, ip-address (% IPv4 & 7=
i - IXIPv6 7 RL A& CE £9, VRF AIZITRK
switch (config)# snmp-server host 171.71.48.164 255 ODQE%I?%{%}EHVC%&#O UDP T‘koy— ]\%‘é%‘@%ﬁ
use-vrf default FHIX 0 ~ 65535 '6’9%0 ZDavy NZko T,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2> kU 28BS 4L E T,
GF)
77 4/ K TlE, SNMP |3 H VRF i H L T b
Ty T aRELET, B VRF 21 LWiEE
X, Zoa<wry REHEH L THELD VRF Z18ET
LHUENRHY F£77,
ATv 75| (L&) show snmp host FRE L72 SNMP AR A hOE#RAER R LET,
1
switch (config)# show snmp host
ATw 76| ({£&E) copy running-config startup-config FiTar74¥al—vark, AX—L T v T a
1 Y74 Fal—vailar—LEd,
switch (config)# copy running-config startup-config
SNMP @%1D 1 +r— 2 JL1E

BHEA =T NERET 4 =TI TEET, BHLERE LR ->T25E. CiscoNX-0S
IZ. BGP, EIGRP, B XU OSPFO@EMZRE, BHMETXTCA X —T M LET,

\}

Note

snmp-server enabletraps 2~ > R&fiHT 2% &

ERAARA P L —NIT X 5T

T T F— LD A F—T I TEET,

WDFIZ, Cisco NX-OSMIB Oz AT ba~r FeanRmLET,

Table 2: SNMP ;&5 D A & —TJ L1t

B Eav KR

B <)

T _XTCo@mE (BGP. EIGRP. ¥ kL UOSPF%

snmp-server enabletraps

CISCO-AAA-SERVER-MIB

snmp-server enabletrapsaaa

snmp-server enabletrapsaaa server-state-change

. SNMP D&% E

%



| snvpossE

snwp @01 x— It i

BEav KR

CISCO-BGP4-MIB

snmp-server enabletrapsbgp

CISCO-CALLHOME-MIB

snmp-server enabletraps callhome
snmp-server enable traps callhome event-notify

snmp-server enabletrapscallhome smtp-send-fail

CISCO-CONFIG-MAN-MIB

snmp-server enable traps config

snmp-server enabletrapsconfig
ccmCLIRunningConfigChanged

CISCO-EIGRP-MIB

snmp-server enabletrapseigrp [tag]

CISCO-ERR-DISABLE-MIB

snmp-server enabletrapslink
cerr Disablel nterfaceEventRevl

ENTITY-MIB, CISCO-ENTITY-SENSOR-MIB

snmp-server enabletrapsentity

snmp-server enable trapsentity
entity fan_status change

snmp-server enabletrapsentity
entity_mib_change
snmp-server enable traps entity
entity_module_inserted

snmp-server enabletrapsentity
entity_module_removed

snmp-server enabletrapsentity
entity_module_status change

snmp-server enabletrapsentity
entity _power_out_change

snmp-server enabletrapsentity
entity _power_status_change

snmp-server enabletraps entity
entity_unrecognised_module

CISCO-FEATURE-CONTROL-MIB

snmp-server enable traps feature-control

snmp-server enable traps feature-control
FeatureOpStatusChange

CISCO-HSRP-MIB

snmp-server enabletrapshsrp

snmp-server enabletrapshsrp state-change

SNMP D&% E .
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IF-MIB

snmp-server enabletrapslink

snmp-server enabletrapslink
extended-linkDown

snmp-server enabletrapslink extended-linkUp
snmp-server enabletrapslink cieLinkDown
snmp-server enabletrapslink cieLinkUp
snmp-server enabletrapslink linkDown

snmp-server enabletrapslink linkUp

OSPF-MIB, OSPF-TRAP-MIB

snmp-server enable traps ospf [tag]
snmp-server enabletraps ospf Isa

snmp-server enabletrapsospf rate-limit rate

CISCO-RF-MIB

snmp-server enabletrapsrf

snmp-server enabletrapsrf
redundancy_framework

CISCO-RMON-MIB

snmp-server enabletrapsrmon

snmp-server enabletrapsrmon fallingAlarm
snmp-server enabletrapsrmon hcFallingAlarm
snmp-server enable trapsrmon hcRisingAlarm

snmp-server enabletrapsrmon risingAlarm

SNMPv2-MIB

snmp-server enable traps snmp

snmp-server enable traps snmp authentication

CISCO-MAC-NOTIFICATION-MIB

snmp-server enabletrap link
cmn-mac-move-natification

CISCO-PORT-STORM-CONTROL-MIB

storm-control action trap

CISCO-STP-EXTENSIONS-MIB

snmp-server enable traps stpx
stpxM stinconsistencyUpdate

CISCO-STP-BRIDGE-MIB

snmp-server enabletrapsbridge
snmp-server enabletraps bridge newroot

snmp-server enabletrapsbridgetopologychange

. SNMP @
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CISCO-STPX-MIB

snmp-server enabletraps stpx
snmp-server enabletraps stpx inconsistency
snmp-server enabletrapsstpx loop-inconsistency

snmp-server enabletrapsstpx root-inconsistency

CISCO-SYSTEM-EXT-MIB

snmp-server enable traps sysmgr

snmp-server enable traps sysmgr
cseFail SwCoreNotifyExtended

UPGRADE-MIB

snmp-server enabletrapsupgrade

snmp-server enabletraps upgrade
UpgradeJobStatusNotify

snmp-server enabletrapsupgrade
UpgradeOpNotifyOnCompletion

VTP-MIB

snmp-server enabletrapsvtp
snmp-server enabletrapsvtp notifs
snmp-server enabletrapsvtp vlancreate

snmp-server enabletrapsvtp vlandelete

BELZBEMEANIITHIZE, RLTWD X
VREFEALET,

a7 4 FXal—rg T —RTRDa<x

avU kR

B8

snmp-server enabletraps

151

switch(config)# snmp-server enable traps

F_TO SNMP B % A 2 —7 /M LET,

snmp-server enabletraps aaa
[server-state-change]

1

switch (config)# snmp-server enable traps aaa

AAASNMP @I Z A X —7 W LET, fEE
T, WORFEDEME A F—T M LET,
« server-state-change : AAA Y- —/SOIRREZS
bz AN LET,

snmp-server enabletrapsbgp

1

switch (config)# snmp-server enable traps bgp

R—H—F—F7 A Fua a/L (BGP)
SNMP @& HINZ L ET,

SNMP D&% E .
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snmp-server enabletrapsbridge [newroot]
[topologychange]
fi):

switch (config)# snmp-server enable traps
bridge

STP 7'V v SNMP i@ % A 2 —7 M LE
4, BT, ROFED@HE A F—T /T
Li‘d‘o

e newroot : STPOF LV VL— K 7 U » i
MEAHZLET,

s topologychange : STP 7' U v D hARu ¥
EREE A LET,

snmp-server enabletrapscallhome[event-notify]
[smtp-send-fail ]
fil:

switch (config)# snmp-server enable traps
callhome

Call Home % %& A x—7 iz LEd, £E
T, ROKFED@MEA F—T7 VI LET,

« event-notify : Call Home DA > M i
HMEHAMMLET,

« smtp-send-fail : ffi% A — LRk 7 = k=
U (SMTP) A v t— O {E RIGE &
B LET,

snmp-server enabletrapsconfig
[ccemCL I RunningConfigChanged]

1

switch (config)# snmp-server enable traps
config

O T 4 X2 b — g OEFEIZK LT SNMP
WHE A 2 —T VI LET,

« ccmCL IRunningConfigChanged : 317
FEEEOa L 7 X2 —va s
T, A7 4 X alb— g OEFEITK
L C SNMP @& Hzhc LET,

snmp-server enabletrapseigrp [tag]

R

switch (config)# snmp-server enable traps
eigrp

CISCO-EIGRP-MIB SNMP i@ &1 % 1 X — 7 /L|Z
=
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snmp-server enabletrapsentity

[entity fan_status change] [entity_mib_change]
[entity_module inserted]
[entity_module_removed]
[entity_module_status change]

[entity _power_out_change]

[entity power_status change]
[entity_unrecognised_module]

1

switch (config)# snmp-server enable traps
entity

ENTITY-MIB SNMP i@ %1% A x—7/VIZ LE
4, BT, ROFED@HE A F—T /T
l/ i —340

- entity fan_status change: =>7 1 7 «
77 v ORBEEBAE RN L ET,

« entity_mib_change: =7 4 7 1 MIB %
FEEZ AT LE T,

e entity_module inserted : =27 17 1 E
Va— UM E AN LET,

- entity_module removed : =27 17 1 &
Vo — /VHIBREE 2 AN L E T,

* entity_module_status change: =7 «
T A BV 2V AT — X AEF WA ERH
L ET,

* entity power out change: =>'7 47 4
DT =B HE @M 2 AN L ET,

- entity_ power_datus change: =27 17 ¢
DY — AT —Z AEFRME G L
i‘a—o

- entity_unrecognised_module : =7 ¢
T 4 DRIEREY 22— VB EZ AN L
£

snmp-server enabletraps feature-control
[FeatureOpStatusChange]

1

switch (config)# snmp-server enable traps
feature-control

FEREHIE SNMP i@ %2 A 2 —7 M2 LET,
BT, ROKEDBNZA X —T VI LE
7,

« FeatureOpStatusChange : FEREFRIED IR AE
EAbmmEHM L ET,

snmp-server enabletrapshsrp state-change

1

switch (config)# snmp-server enable traps
hsrp

CISCO-HSRP-MIB SNMP @41 % 1 %— 7 /LT
LET, [EET, ROFEDEMEA X —T
LT LET,

« state-change : HSRP DR EEZ Vi@ 2 A
L FET,

SNMP D&% E .
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snmp-server enabletrapslicense
[notify-license-expiry]
[notify-license-expiry-warning]
[notify-licensefile-missing]
[notify-no-license-for-feature]

1

switch (config)# snmp-server enable traps
license

ENTITY-MIB SNMP j@ %14 A r—7 /L2 L &
T, (EE T, ROFEDBHZ A T — T UIT
Li‘d‘o
* notify-license-expiry : 7 A &z > A KZhi@ %N
ERIMCLET,
* notify-license-expiry-warning : 1 A
KEhoBE@mERHLET,
« notify-licensefilemissing : 714> A 7 7
A NVAPERZ AR LET,

* notify-no-license-for-feature :
no-license-installed-for-feature 38 %1 %2 A ZhZ
LET,

snmp-server enabletrapslink [cieLinkDown]
[cieLinkUp ] [cmn-mac-move-natification ]
[IETF-extended-linkDown ]
[IETF-extended-linkUp ]
[cisco-extended-linkDown ]
[cisco-extended-linkUp ][linkDown ] [linkUp]

1

switch (config)# snmp-server enable traps
link

IF-MIB U > 7 it A % —7 M L ¥ 7, &
BT, UToREo@mz A r—7 1 LE
—a—o

« [ETF-extended-linkDown : Cisco LI Y
J AT — N EMEAF—T ML
ESc

+ |ETF-extended-linkUp : Cisco fIEiE Y > 7
AT —NT v WEHMEAR—T M LE
R

« cmn-mac-move-natification : MAC7 N L
ABENBEME A R — T I LET,

« cisco-extended-linkDown— : Internet
Engineering Task Force (1 % —% v k
V=T VT BRT T — A,
IETF) OYERY > 7 AT — h X v @
A RX—T W LET,

» cisco-extended-linkUP : Internet Engineering
Task Force (IETF) OJLiEY 7 A7 —
N7y Tl EA R—T VT LET,

e linkDown : IETF U > 7 25— K Z 7
BHAERIZLET,

«linkUp : IETF YV 7 A7 — K 7 v 7@
MmEAEMLET,

. SNMP @
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snmp-server enabletrapsospf [tag] [Isa]

A1

switch (config)# snmp-server enable traps
ospf

Open Shortest Path First (OSPF) #&1% A %hIC
LET, [LET, ROFFEDEME A T —T
MZLET,

elsa:OSPF V7 AT — K T RRZA X
A2 b (LSA) @HEB/NCLET,

snmp-server enabletrapsrf
[redundancy-framework]

1

switch (config)# snmp-server enable traps rf

E71L—2AU—7 (RF) SNMP#EH%Z A F—
TZLET, EE T, ROFED@RME A
=TT LFET,

« redundancy-framework : RF A —/X—/31
P AL FA——MIB#HE G L
=7,

snmp-server enabletrapsrmon [fallingAlarm]
[hcFallingAlarm] [hcRisingAlarm] [risingAlarm]

1

switch(config)# snmp-server enable traps
rmon

Je—hE=%Y 27 (RMON) SNMP &%l
BARX—TNMIZLET, [LE T, ROFED
BWHE A 2 —T M LET,

« fallingAlarm : RMON FR7 7 — L@ %N %
BMZLET,

» hcFallingAlarm : RMON high-capacity T BE
T I —h@EmERENILET,

» hcRisingAlarm : RMON high-capacity _EBE
T I — @AM LET,

s risingAlarm : RMON LR 7T 7 — Ai@ s %
B LET,

snmp-server enabletrapssnmp [authentication]

1

switch (config)# snmp-server enable traps
snmp

— %A 72 SNMP i@ Z A £ —7 M LET,
EE T, ROFFEDEME A X —T M LE
TO

« authentication : SNMP 2 iFE 5 % A 2T
L\ij—o

SNMP D&% E .
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snmp-server enabletraps stpx[inconsistency]
[loop-inconsistency] [root-inconsistency]

41

switch (config)# snmp-server enable traps
stpx

SNMP STPX 2 AN L ¥ 9, fEE T, &
DEFEDBHE A X —T VI LET,

« inconsistency : SNMP STPX MIB £ —%
Ty T — MNEME A LET,

* loop-inconsistency : SNMP STPX MIB /L—
TR—=ET v 77— M@ME AL E
R

* root-inconsistency : SNMP STPX MIB /L —
=T v 7T — NBEAEANILE
D

snmp-server enabletraps syslog
[message-gener ated]
f5i):

switch (config)# snmp-server enable traps
syslog

TEFE S 472 SNMP 7R A KT syslog A vt—
ZhI7y 7L LTHEELET, EET. RO
FrE D@z A F—7 M LET,

s message-generate: V7 R =T Bl Ay
- UAREME A LET,

snmp-server enable traps sysmgr
[cseFailSwCoreNotifyExtended]

1

switch (config)# snmp-server enable traps
sysmgr

V7 Ny 2T ERBRME A X —T M LET,
BT, ROKEDBNEZ A X —T VI LE
7,

» cseFail SwCoreNotifyExtended : V7 F 7 =
T AT @MEARAINILET,

snmp-server enabletrapsupgrade
[UpgradeJobStatusNotify]
[UpgradeOpNotifyOnCompletion]

151

switch(config)# snmp-server enable traps
upgrade

Ty T L— Ri@EfMEA X — 7 I LET,
EE T, WOFED@ME A R—T VI LE
R
« UpgradeJobStatusNotify : 7 v 77 L— K
VaTl AT — X AWHEANLET,
« UpgradeOpNotifyOnCompletion : 7 7
JL— R a—r ) RAF—H A WA E
iz LET,

. SNMP @
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snmp-server enabletrapsvtp[notifs] [viancreate] | VTP i@4n 4 A0 LE4, (E5 T, WROEE
[vlandelete] D@EMEA X —T M LET,

il * notifs : VTP @& AN LET,

switch (config)# snmp-server enable traps vtp

s vlancreate : VLANERROEEN 2 AN L

F7,
« vlandelete : VLAN HIfRD@E 2 A0 L
i‘j‘o
storm-control action traps N7 7 4w A b—LHIEORIBRICEL -5
il BDONTT 4T A b— LB E A
l/\gzjqo

switch (config-if)# storm-control action
traps

AR —TARATH) VI @EHMDT 4« —T )L

fEBIDA > Z—7 = A AT linkUp 3 X O\ linkDown %1% 7 4 E—7 M T&E 4, 7T 0 F
VI AHE—TxA4A (Up & Down DR ZBEZICEIV DDA 2 —T A R) T, ZDOH

R Afic&E £,
FleD#HE
1. configureterminal
2. interfacetype dot/port
3. nosnmptrap link-status
4. ({£E) copy running-config startup-config
FED
FIE
ARV KRFERRETI a3 Y B#J
AT 71 |configureterminal sua—s ) ar7 4 Xalb— gy ®— Faelh
15“ : L/i‘g—o

switch# configure terminal
switch (config) #

R v 7 2 |interface type slot/port AVE—T A ADSNMP U7 25—k FT v
B - TET4E=TMILET, Zoavr R T
T H IV R TA R—T N> TWET,

switch(config)# interface ethernet 2/2

SNMP D& E
|
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B > 5—7 120 snMPifindex D& =

ARV RFERFTIVaY =)

Z 5w 7 3|nosnmp trap link-status Ay H—T A ZADSNMP U v 7 25— K w v
Bl - TaT4E—TMILET, Zoav s NiE
switch (config-if)# no snmp trap link-status ANV ]\T/])Z\ 7/14;720(11\321;*0

ATw 74| (f£&) copy running-config startup-config Fifrar74Xal—vark, AX—F T v7 2
I - Y74 F¥al—varilar—LET,

switch (config-if)# copy running-config
startup-config

A4 23— x4 XD SNMP ifindex D FE 7~

SNMP ifindex i%, BIHET A ¥ —T = A AEWRE UV 7 T 572D E D SNMP MIB (2

TeoTERHENET,
FIEDHEE
1. show interface snmp-ifindex
F gD
=31
AU RFEREFET7TIV3 Y B
R w 71 | show interface snmp-ifindex FTR_RTCOAV F—T A ZZHOWT, IE-MIB 7> 5K
Bl - e 72 SNMPiflndex fEA R L £, fEE T, |F—
switch# show interface snmp-ifindex | grep -i v—F & grepﬂ? v—F %ﬁ'ﬁﬁﬁjﬂé & N Hjjj’cfﬁﬂi
Eth12/1 DA LH—T oA AERBTEXET,
Eth12/1 441974784 (0x1a580000)

TCPICEL S SNMP DT > 2 A LERFREDBEMIE

TCP > a ETSNMPIZHT AT U H A LRBIEEA R—T I TEET,

FIRDEE

1. configureterminal
2. snmp-server tcp-session [auth]
3. (fE&) copy running-config startup-config

. SNMP D&% FE
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SNMP 21 v FDa sy b (B#%) s&Uny—avasoiEs [

F gD FEH
FIE
AU RFEREET7TIVa Y ]3]

R 71 | configureterminal JTua—rVEBREE— REBBLET,
fi
switch# configure terminal
switch (config) #

ATy J 2 | snmp-server tcp-session [auth] TCPE v a2 v ECSNMPIZxT 5T v & A Kili
Bl - EAF—TMILET, F7 40 P THT AL~
switch (config)# snmp-server tcp-session /Vé:i£<>7fb\327fo

ATwv 73| (&) copy running-config startup-config FEirar74Xal—vark, AX—r T vT =
1 Y74 Fal—varilar—LEd,
switch (config)# copy running-config startup-config

SNMP XA wyFDaA2Y b GE#KE) LUnsr—2 a3 UEHRDIE

=
&
RNUFETORIT (AR=REHFER) TAAZADa 2T MERET A ADw r—
varEEETEET,
SUMMARY STEPS
1. configureterminal
2. snmp-server contact name
3. snmp-server location name
4. (Optional) show snmp
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5 71 |configureterminal Ta— ) ar7 4 Xal— gy T— NG
Example: LET,
switch# configure terminal
switch (config) #

SNMP D& E
|
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Command or Action

Purpose

ATvT2

snmp-server contact name

Example:

switch (config)# snmp-server contact Admin

SNMP =1 > % 7 44 & L CsysContact 5% E L E T,

ATvT3

snmp-server location name

Example:

switch(config)# snmp-server location Lab-7

SNMP = /r—3 =3 > & LT sysLocation % E L £
D

ATvT4

(Optional) show snmp

Example:

switch(config)# show snmp

1| DELITEH DT e 7 7 A VICEAT 2B RE
FoRLET,

ATy Th

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FiTar7 4 Xal—vark A¥—F T vz
V74X alb—valat— LT,

OAVTFFRMERY N I— D T OTFT4TARBDRYEVTHRTE

Ja ka4 AL A, VREREDREXY NI —7 =T 4T 41Xk 2% SNMP =27

FANDOT LU T RBRETEET,

Before you begin

Ry N —T 2T 4T A DA VAR AERELET, VREBXOR a2 han 42

B ZADFERNTHOWTIL,

[Cisco Nexus 9000 ' ) — A NX-0S =% ¥ X h bL—F (4 VT &

EHA R] F721% [Cisco Nexus 9000 2 J — X NX-0S ¥ /L FF ¥ A~ )L—F 4 L THETA

Rl ZZRLTZE0,

SUMMARY STEPS

1. configureterminal

[no] snmp-server context context-name [instance instance-name] [vr f vrf-name] [topology

topology-name]

3. (Optional) snmp-server mib community-map community-name context context-name

P

(Optional) show snmp context

5. (Optional) copy running-config startup-

. SNMP D&% E

config


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/unicast/configuration/guide/l3_cli_nxos.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/unicast/configuration/guide/l3_cli_nxos.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/multicast/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Multicast_Routing_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/multicast/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Multicast_Routing_Configuration_Guide_7x.html
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DETAILED STEPS

Procedure

snvp o7 1 —F it [

Command or Action

Purpose

R w 71 |configureterminal ra—nN)ary7 4 Xal—ary T— NG
Example: LET
switch# configure terminal
switch (config) #
AT w 72 |[no] snmp-server context context-name [instance SNMP 2T XA e a ha) 4 AH A,
instance-name] [vrf vrf-name] [topology topology-name] | yrr. F7-13 F R e DI~ v B 7 LE$. ARTC
Example: TRR 32 DR T EEMTEET,
switch (config)# snmp-server context publicl vrf not~>r< = 1%, SNMP = Nt N - =¥
red
- {2 AZ VA, VRF, £ hEr SO~y By
TaHIBRLET,
Note
aAVTHXARN BT EHIBRTAHNT, A
AH A VRE, £l bARa P2 AS LARNTL
W, £ ARF A vif, FRIEbFRRY F—
U—R&EFEHTDHE, avTFAREEREANY
VIRO~ B TREESNET,
R T v 7 3| (Optional) snmp-server mib community-map SNMPv2c = 2 2= f Z SNMP 2> T F & hI~< v

community-name context context-name

Example:

switch (config)# snmp-server mib community-map
public context publicl

V7 LET, AENTITRK 32 03T 2T
TET,

ATvT4

(Optional) show snmp context

Example:

switch (config)# show snmp context

1 DEITEED SNMP =2 T F 2 M1 5 EH
EFRRLET,

ATy Th

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

EFar 74 Fal—varg, A4—hTv7 =2
V74X al—valar—LET,

SNMP 7 1 —7J L1k

FIEDOEE

T34 AP SNMP & A TEET,

1. configureterminal

SNMP D&% E .
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F IR D EFH

2. nosnmp-server protocol enable

FIE

SNMP OE |

ARV RFERERTIVa Y

E:)

Z w71 |configureterminal Jua—)ary 7 4¥al—gy T— REEG
1 LET
switch# configure terminal
switch (config) #

R T 72| nosnmp-server protocol enable SNMP #5 4 &t —7 /L2 LE3, SNMP 135 7 4 /b

1

switch (config)# no snmp-server protocol enable

N CA R =T N2> TWET,

GE)
SNMPv2 % 45289512 SNMPv] ZERhZT5 2
LITTEEH A, SNMPvl ZESNZT 5851,

SNMPv3 DA% FHET B 0>, SNMP % 522 I
LE7,

SNMP 5 —/\ Ao 03 Ty aBHEIAT—DEE

Cisco NX-OS 3% v v ¥ 2 AR— b ORIEL LRFF D IFMIT, MHEATERE TS 7,

FIEDHE
1. configure terminal
2. snmp-server counter cache timeout seconds
3. ({EE) show running-config snmp all |i cac
4. no snmp-server counter cache enable
F gD ¥
FIE

ARV KRFERERETY Va3 Y

=)

ATy 71

configure terminal

1

switch# configure terminal
switch (config) #

Ta—N\)L ar 74X al—ay B— Neh
Li‘j_o

. SNMP D&% E
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aaEgEmozE ]

ARV RFERETI Va3 B#Y
R Fw 72 |snmp-server counter cache timeout seconds R— FORER T —H L F v v v 2 ITIRE XA
1l - MARMHEATERLET, IV FXx v 23T
, , , T AN NTHEMI RS TEBY, T 74NV bDOFr v
switch(config)# snmp-server counter cache timeout .
1200 Va XA LT T MEZ 10 RTT, BT D &
TN DXy v a XA LT T MEL S0 BT
720 F9, #PAIE 1~ 3600 TT,
GE)
EndofRow (EoR) AA »F 7 DA #iPHIL 10
— 3600 T9,
ATv 73| ({£E) show running-config snmp all |i cac BE ST SNMP h— " 7 B X oo BT
bl B4 LT MR LET,
switch(config)# copy running-config snmp all | i
cac
Z 5w 7 4|no snmp-server counter cache enable HYLH Xy v 2 OERHFEENC LET,
{5l Gx)
switch (config)# no snmp-server counter cache AT H Xy aDEFBEN > TNDE
enable A, timeout /37 A —H TR E SALTMEIZ L - T,
N—FOREN T & v v v allhkiFEnd
REfHI 3 E 0 £,

AAA FEABSRAIDZE R

R L7 — V3% E % Cisco NX-OS IZHEFF SH DR OR &2 EFTE £7,

FlaD#E
1. configureterminal
2. snmp-server aaa-user cache-timeout seconds
3.  (fEE) copy running-config startup-config
FIED %
FIE

ARV RFERERTI VA Y

=)

&M

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 X alb—gr B— &btk
]\/i‘a—O

SNMP D&% E .
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B ssweo-nrzoopons

ARV RFERETIVa Y =)
R T w 72 |snmp-server aaa-user cache-timeout seconds T—WL ¥ v v a T AAA FEl = —FE 2 e
i - IO A ROE L E T, EORPAIL 1 ~ 86400 FT

T, T 7 /L ML 3600 TT,

switch (config) # snmp-server aaa-user cache-timeout

1200
ATw 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—F T v7 2
I - Y74 Fal—varilar—LET,

switch (config)# copy running-config startup-config

SNMPO—A/)L T2 IDDHRE
CiscoNX-0OS U U —Z7.03)I6(1) LARETIE, v —H LT H_A A2 PV IDEHETEET,

\)

Note SNMP m— W/l = P IDERETHE, TXTHOSNMP 21—, V3 2—H IR ESNT-
AR, BIOaza=5 4 AN VT EHHRETHLENRHY £9, CiscoNX-0S U U —2A
7071 LIETIZ, SNMP 2—H it a3a=F 4 A M) I OREHRETINEND Y %

‘j‘o
SUMMARY STEPS
1. configureterminal
2. snmp-server enginel D local engineid-string
3. show snmp enginelD
4. [no] snmp-server enginel D local engineid-string
5. copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R T w 71 | configureterminal 77— a7 4 X2 b—3ay B— REELG
Example: LET,

switch# configure terminal
switch (config) #

25w =2 | snmp-server enginel D local engineid-string B—HVFNNA ADSNMP =P IDAEFHLE

Example: R

SNMP D&% 3E
@ | I
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snwp ook ||

Command or Action

Purpose

switch (config)# snmp-server engineID local
AA:BB:CC:1A:2C:10

a—L TP rIDX, au s THREINT 16E
KA 77y bOYANE L TEETDHDLENHD E
T, 2 ZTIE 10 ~ 64 OFPHOHEEL 16 HEEST T A
EHSH, 220 16 BT Lican U TRYIS
NET, =& 21X, 80:00:02:H8:04:61:62:63 TI,

ATvT3

show snmp enginel D

Example:

switch (config)# show snmp enginelD

HESNTWASNMP LV DIDZFH R LET,

ATvT4

[no] snmp-server enginel D local engineid-string

Example:

switch (config)# no snmp-server enginelID local
AA:BB:CC:1A:2C:10

n—h) TV ID BEMCL, BEER SN

FIFNL IOV IDERELET,

ATy TH

Required: copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

EFar 74 Fal—varg, A4—hTvF =2
V74X al—v g lar—LET,

SNMP

D EXTE DHER

I

Ut

SNMP Ax AL

HaFn T HICiE, ROMEEETOET,

avy kR

S

show interface snmp-ifindex

TRTDOA v H—T A AT
ST (IF-MIB 7>5) SNMP
@ ifindex fE% £R L E T,

SNMP D&% E .
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SNMP OE |

avy kR

S

show running-config snmp [all]

SNMP DFEITa 7 4 F =
L—yaraRrnLET,

10.1(1) LV ETDO Y U —A05
10.1(1) (23 A X417z SNMP
a—W, RESINTTTA
N —7'm k3L ABS-128 &
721X DES THRARSNET, Hr
Lwva—4 (U U —210.1(1)
LIBE) X, 774V KT
AES-128 7’1 k /L TR&IE S
nNET,

9.3(8) U U —ALIF%, show run
@ SNMPv3 = —H %, /N
T2 TliE7e < SALT BT
IRENET,

show snmp

SNMP AT —H A %F/RLE
7,

show snmp community

SNMP 23 =2=5 4 A Y
ThFRLUET,

Note

snmp-server mib
community-map =~ > KD
SNMP =27 F A h DA R
11 SFEBZ2 5846, show
snmp community =~ > KD
HNEERBE TR S BER
ATERRSINET,

show snmp context

SNMP =7 F A b v v
TaFRLET,

show snmp enginel D

SNMP enginelD % 77~ L £77,

show snmp group

SNMP 2 —/L &% LFET,

show snmp host

FE LT SNMP 78 % |~ D5 R
BFRRLET,

show snmp session

SNMPt v g w2FRLE
ﬁ‘o

. SNMP @

E—]
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avw Uk B&Y

show snmp sour ce-interface RELTHETA v —T =
A ADIEHREF R LET,

show snmp trap AFX—TNELEFT &7
JVCd % SNMP 51 & FoR L
7

show snmp user SNMPV3 = —H# % FR L &
ﬁ‘o

SNMP > 57474
@ SNMP =7 7 4 MIB OID Zf# ] L T, SNMP EPLD iz R~ T&xE7,

1. entPhysicalName : 1.3.6.1.2.1.47.1.1.1.1.7

2. entPhysicalDescr : 1.3.6.1.2.1.47.1.1.1.1.2
3. entPhysicalContainedIn : 1.3.6.1.2.1.47.1.1.1.1.4
4. entPhysicalFirmwareRev : 1.3.6.1.2.1.47.1.1.1.1.9

W, WO ZR L ES,

bgl-ads-4144:167> snmpget -v 2c -c Cisco 59485 10.197.137.54
.1.3.6.1.2.1.47.1.1.1.1.2.120408 << entPhysicalDescr

SNMPv2-SMI: :mib-2.47.1.1.1.1.2.120408 = STRING: "Module-1 IO FPGA"
bgl-ads-4144:168> snmpget -v 2c -c Cisco 59485 10.197.137.54
.1.3.6.1.2.1.47.1.1.1.1.4.120408 << entPhysicalContainedIn
SNMPv2-SMI: :mib-2.47.1.1.1.1.4.120408 = INTEGER: 22
bgl-ads-4144:169> snmpget -v 2c -c Cisco 59485 10.197.137.54
.1.3.6.1.2.1.47.1.1.1.1.7.120408 << entPhysicalName

SNMPv2-SMI: :mib-2.47.1.1.1.1.7.120408 = STRING: "Module-1 IO FPGA"
bgl-ads-4144:170> snmpget -v 2c -c Cisco 59485 10.197.137.54
.1.3.6.1.2.1.47.1.1.1.1.9.120408 << entPhysicalFirmwareRev
SNMPv2-SMI: :mib-2.47.1.1.1.1.9.120408 = STRING: "Ox12"

SNMP =% E 5l

Iz, Blue VRF Zf i LT, & DA A b L — 3 Cisco linkUp % 7213 Down 8@ 514 16
4% X9 CiscoNX-0S #i%E L. Admin & NMS £\ 9H 220D SNMP 1 — V& EET 56 %
RLET,

configure terminal

snmp-server contact Admin@company.com

snmp-server user Admin auth sha abcdl234 priv abcdefgh
snmp-server user NMS auth sha abcdl234 priv abcdefgh engineID
00:00:00:63:00:01:00:22:32:15:10:03

snmp-server host 192.0.2.1 informs version 3 auth NMS
snmp-server host 192.0.2.1 use-vrf Blue

SNMP D& E
|
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B sweozes

snmp-server enable traps link cisco

WIZ, BRA R LNV TRESNUIZHEBAR—-F 2R L TR v 72X ET DX 9. SNMP &
RET DB R LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# snmp-server host 171.71.48.164 version 2c public

switch (config) # snmp-server host 171.71.48.164 source-interface ethernet 1/2
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Source interface: Ethernet 1/2

switch (config)# snmp-server host 171.71.48.164 use-vrf default
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Use VRF: default
Source interface: Ethernet 1/2

WIZ, 7= WSROE LICHN AR — h 2 LT T v 7255 K 5 SNMP A2 E S
HP R L ET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server source-interface traps ethernet 1/2
switch (config)# show snmp source-interface

trap Ethernetl/2

inform -

switch (config)# snmp-server host 171.71.48.164 use_vrf default
switch(config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Use VRF: default
Source interface: Ethernet 1/2

VRFred # SNMPv2c D/XT7 U v a3 a=7 4 AN T~ v B 735062 LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (config)# vrf context red

switch(config-vrf)# exit

switch(config) # snmp-server context publicl vrf red

switch (config)# snmp-server mib community-map public context publicl

. SNMP D&% E
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OSPF A > A% A Enterprise % [i] U SNMPv2¢ /X7 U v a3 a=7 44 AR TIZvvt

YT o R LET,

switch# configure terminal

Enter configuration commands, one per line.
switch (config)# feature ospf

switch (config) # router ospf Enterprise
switch (config-router)# exit

End with CNTL/Z.

(

(
switch (config)# snmp-server context publicl instance Enterprise
switch (config) # snmp-server mib community-map public context publicl

ZTDDSEER

RFC

BAEIE H R=aT7ILAA ML

IP ACL & AAA ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guide]

MIB ['Cisco Nexus 7000 Series and 9000 Series NX-OS
MIB Quick Reference]

RFC 24 ML

RFC 3414 VTN Ry NU—JEBT R h a3

(NMPV3) /X—T g v 3 HIT2—P~_—2X

X2 U7 4 T (USM)

RFC 3415 I'View-based Access Control Model (VACM) for
the Smple Network Management Protocol
(NMP)J

MIB MB®D!)>Y

SNMP |ZB8:# 4% MIB

WO URLIZT Z7EALTLEX,

Nexus9000MIBSupportList.html

SNMP D&% E .

PR—FENTVWEMIBEZREBIOF T 1

https://cisco.github.io/cisco-mibs/supportlists/nexus9


https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
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