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B crro=s

CoPP D=

avbu— b FL—2 R 7 (CoPP) Far br— L FL—rafi#L, ThaT—4 7
L= BT 5 Z L ICk o T, Ry NU—7 OREM, BlEAREME. BLOr y MEMEE
RAELE9,

ZOMERICE Y, arhr— AT L= IR vy T EEATEDL LIV ET, ZOR
Vo= ~y7I3@HEDO QS R v —DLIIZRR, V—FEXLA Y3 AL v FOMEED IP
T RLVAIZFBTOHNIEZTRTCO T 7 4 w7 IC@EASNET, Xy bT—7 T8 Z~D— %1
IRWEENR Y N UL, BEIR N T T 4 IV INT A A A U H—T = A A THRE SN D Y — B A
(DoS) WETT,

CiscoNX-0S T /34 AL, DoSTEN /R T 3 —< L AZHE Lo\ H 12T 572912 CoPP
LET, ZTOXIRWRITIH-S T, FRITEELF > CHEITEINDIHGENRH D, BEIX. A—/ —
NAY T 2—/VEZIZCPU HIKIZSH THONIZRED T 7 4 v 7 NEGENE T,

A== N BV 2L, BEHERO N T 7 4 v 72RO 3 SOy R—x v~ (7
L—2) ITHELET,

F—2 TL—V

TRTCDOTF—F NT 7 4 v 7 2R LET, NX-0S F 31 20K REIT., (&2 —
7 2A AT v FERBETD I LT, A v FAFITAT bR bO TRV v B
1Z. RSy REREENE T, T—F L — 2 TUBENADIZZ N 6Oy T,

wHETL—>

N—=T 47 T b alOIXTOHENT 7 4 v 7 2B LES, F—F—F—hU=
4 71 k2L (BGP) < Open Shortest Path First (OSPF) 7'm ha v Eon—7 47
B ka3, TAL ZETHIBI ANy FEFELET, ZhboRTy MI—2D7 L
Akl L, arvha—L FL—r 7y FERENET,

EEBITL—

avw RIA4 v A F—T x4 A (CLI) RfEiGxy NU—27F# 7 a k=2 (SNMP) 7
Y. NX-OS T A ABERTL2HMOa L R—3 0 FEFEITLET,

A== NAP FEV 2 —MZE, v F =T AN TL—rlaria— FL—rOliFRE
HEN, XYy NU—2DERICIZ VT A INAVRED 2a— LT, A== P E 2 —/LDHF)
ERBEME L2, A== NA P TV a— AR HEINDTEHE, By hT—7 DIEIE
WZOBRMRVET, LTRSS PR N T 7 4 v 735 L A== (¥ E
Va— LAY . NX-OS T N\A ABEKONRT p—< AP T T DA REERH Y £,
Fll e 2, A==, P TV 2 — T D DoS WBIX, a2 hr—/L T L— TRk L
THEITEEIZIP N7 74 v 7 AN —LEERTHIENBYET, ZHIZEY, 20—
VT =%, NGOy NELET A OICKREORBZESLTLEN, Ak T

T4y EBUETE R T,

WIZ. DoS W=D r L ET,
A =3y Ml A vE—Y 71 har (ICMP) — =2 —#k
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*REERVA T2 PR Y
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av ha—) T L— B RHETH-0HIT, CiscoNX-0S T/351 A Xz hra—/L 7 L— I [[nn
IXFEEERNNT Y VBB T RHBELE T, 7T AOHBINKDD & Cisco NX-0S 7
NWNARGFINRTy hERY T LET, ZHICED, A== EY 2 — L ZRER AN
MINHIRWNE DT F77,

vhkA—IL TL—2DINTy B 347D
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T YA AN
AR R W Y 2 VI K DR 2 W L 3583w b, T2 & 2R, 5T R
L A 73 Forwarding Information Base (FIB; R #f~~—R) IT/FEE T, R LTI RE
oA, A== NS BV 2= VR EE AN ERGE Ry EIRLE T, i
. PATvardty hahienry bbb £7,

DEALY kN b
A=NR= AP ET 2= WV FA VLT FSNDHNRT v by FATIVv I RAF a7y
Fal—vary7ubal (DHCP) AX—VE U7X A F Iy s 7 RLAfRT 0 ko
b (ARP) A VAR g Ui EOMEEIL. Ty FERA—NR—NRA P ET 2 — NIV X
AL7 FLET,

IREE /Ny b
SESCIP T RLAD LAY 2MAC 7 R UAMNFIBIZFEE L TOARWEAIE, A== &
TV 2PNy hEZIE L, ARP EREZDHRA MIEFLET,

INLOIESERAATy MITART, avrhe— L FL—r~OEEHHBEICHH S,

Cisco NX-0S %‘/<4x \BREI 2 AR 2 T B ATREMERH Y £9°, CoPPIX. b7y &R
BT TR, IOy hER—R— A FRZET D HEZERNHIET 2 A D

= AL ERAE L FT,

CoPP 0548

INRHNZARE S DT20IZ, Cisco NX-08 T /3 AFA =S P £V 2 —/VIBET DT v
NESFHLT, N7y b AL TSR L— MR Y =2 B TE 5 LI LE
T To& XIE Hello A vy =V ED7 a0 k2l 0y MR S 2k, P A7 3 0
Ty PN TVDTEDIZA == NP BT 2 — ) WIEEIND /3Ty ML S 2R 5 2
EPBEZONET, 77 Ay TR =<y TERFEH LT, N7y FOGEEB LT L— bl
ARV > —ZBE LT,
Ny FOSFRITIE, RONRT A= e fATEET,

CEEILIPT LA

*5SEIP 7 KL A

* EfRITA— b

*SadoAN— b

LAY 47 a han
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}

L— k&lEIA =

2Ny NOGEENRKEI D & Cisco NX-0S T34 AT A — /8= B Y 2 —VZHET H R
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CoPP 7~ )

crpRys—7oTL—+

R 7 L—RMI1BEGHZY D7y b (PPS) WO BT EESNE T, HEIN-F
nNENO7a—ix, PPS TEIRI 7 L— MMlRZFEET D Z &I > THEBICARY o F
TEFET,

~ - N O

v—T2Lb—F

Cisco NX-OS 7 /31 ZDOHEFEEIREIZ X, DoS BN D A—/R— A W BV 2 — LV Efi#ET H T
HDT 7+ IV b copp-system-policy 73 CiscoNX-OS V7 bV = TIZ X > TA VA h—LEINET,
®AIDE Y 8T v T 2a—=7 4 VT 4T, ROWTINND CoPPARY v — A7 a U a2ERT L2
Lizky, BTV AD CoPPRY v— T 7 L— FE@RINTE E7,

*Default : LA V2BLRLAV3IRY > —, CPUIAAL V RENTWDIAAL F R AT T 4w
TJEN—T v R T 747 ORTHEERRD T NT R R L ET,

*Layer2 : LAV 2/HRY T —, CPUILNAL LV FENTWHLAT2 8T 74 v 7 (T2kxiF
BPDU) 2LV D7) 77 L 2%&HET,

*Layer3: LA ¥ 3AKY ¥ —, CPUIZNA LV RENTWDILATYI T 74 v7 (Fok 212,
BGP, RIP, OSPF 72 &) ICL V&L DTV 77 Lo A& 52 %7,

F7Fa VEEBRLRDSTEGER, By VT v 2 —T7 4 UT 4 ZFET Lo A2,

CiscoNX-0S V7 M7 = 7IZ LV Default R Y~ ZRWEHENE T, BNEZDOT 74V~ RY
—EEAL, MBS U T CoPP AR Y & — &AW 5 2 AL ET,

7 7 # /v kD copp-system-policy AN U > —IZi%, FEARAY LT A AT E b L EARE S
TWET, /0325 DoSICx T DREEMICHET DL O, FEDZ TARLT /A3y bu—
U AR (ACL) ZBMT 2 8ENH Y £,

default, Layer2 38X U Layer3 7> 7' L— F &IV R 5I121E, setup 2~ Faflio> TREL—
TAVTAZHOANTLHIENTEET,

T 74Uk CoPP R o —

ZORY =, AL v FICT 7N P THEHAINET, ZHTE, FEAEOR Yy NU—JE
A L7eAR IV — L — R 2o IANRGENTWET, ORI —FT 7L — hEEHT
HZEIETEEEAN, TXAADCOPP RELZEHTEET, ¥y N v a2—T 4 VT 1 %
FITLTCT 74V PDCPPRY v —T a7 7 A Vet y N7 w7 T5E, CoPPARY I —IZ% L
THEIZIThR TR COEFE RIS E T,

ZORY —DOREFIKRD LBV TT,

policy-map type control-plane copp-system-policy
class copp-s—-default
police pps 400
class copp-s-ping
police pps 100
class copp-s-13destmiss
police pps 100
class copp-s—-glean
police pps 500
class copp-s-13mtufail
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police pps 100

class copp-s-ttll
police pps 100

class copp-s-ip-options
police pps 100

class copp-s—-ip-nat
police pps 100

class copp-s-ipmcmiss
police pps 400

class copp-s-ipmc-g-hit
police pps 400

class copp-s—-ipmc-rpf-fail-g
police pps 400

class copp-s-ipmc-rpf-fail-sg
police pps 400

class copp-s-dhcpreq
police pps 300

class copp-s-dhcpresp
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 1300

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol
police pps 1000

class copp-s-arp
police pps 200

class copp-s-ptp
police pps 1000

class copp-s-bpdu
police pps 12000

class copp-s-cdp
police pps 400

class copp-s-lacp
police pps 400

class copp-s-11ldp
police pps 200

class copp-icmp
police pps 200

class copp-telnet
police pps 500

class copp-ssh
police pps 500

class copp-snmp
police pps 500

class copp-ntp
police pps 100

class copp-tacacsradius
police pps 400

class copp-stftp
police pps 400

class copp-ftp
police pps 100

class copp-http
police pps 100

L4 2CoPP R —

arvka—)IL TL—=rRYDUITDERE

TORV—F T — B EFTLZLILITEEFEADL, T4 AD CoPPRELXLEHETXF
T, B T v 2a—T 4 VT 4 HBFEITLTCLAVY2CPPRI) > — T a7y A VY T v
7B E, CoPPARY —IZx L TITON=T X COEENHIRINE T,
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ZORY —OBREITKRO LB TT,

policy-map type control-plane copp-system-policy

class copp-s-default
police pps 400

class copp-s-ping
police pps 100

class copp-s-13destmiss
police pps 100

class copp-s-glean
police pps 500

class copp-s-13mtufail
police pps 100

class copp-s-ttll
police pps 100

class copp-s-ip-options
police pps 100

class copp-s—-ip-nat
police pps 100

class copp-s-ipmcmiss
police pps 400

class copp-s-ipmc-g-hit
police pps 400

class copp-s—-ipmc-rpf-fail-g
police pps 400

class copp-s-ipmc-rpf-fail-sg
police pps 400

class copp-s-dhcpreq
police pps 300

class copp-s-dhcpresp
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 1200

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol
police pps 900

class copp-s-arp
police pps 200

class copp-s-ptp
police pps 1000

class copp-s-bpdu
police pps 12300

class copp-s-cdp
police pps 400

class copp-s-lacp
police pps 400

class copp-s-11ldp
police pps 200

class copp-icmp
police pps 200

class copp-telnet
police pps 500

class copp-ssh
police pps 500

class copp-snmp
police pps 500

class copp-ntp
police pps 100

class copp-tacacsradius
police pps 400

class copp-stftp
police pps 400

class copp-ftp
police pps 100

class copp-http
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police pps 100

L4+ 3CoPP KR! —

arvka—)IL TL—=rRYDUITDERE

CORYV =TT — b eBRETHI EILTTEEREAN, T3 AD CoPP RTEAETEF
T, By T v a—T 4 VT 4 EBFTLTCLATYICPPRY v —TuaTZr Aty FT v
TFHE, CoPP R —IZxkt L TITONTZT R TCOEENHIRINET,

ZORY —DREFKRD LBV TT,

policy-map type control-plane copp-system-policy

class copp-s-default
police pps 400

class copp-s-ping
police pps 100

class copp-s-13destmiss
police pps 100

class copp-s-glean
police pps 500

class copp-s-13mtufail
police pps 100

class copp-s-ttll
police pps 100

class copp-s-ip-options
police pps 100

class copp-s-ip-nat
police pps 100

class copp-s-ipmcmiss
police pps 400

class copp-s-ipmc-g-hit
police pps 400

class copp-s-ipmc-rpf-fail-g
police pps 400

class copp-s-ipmc-rpf-fail-sg
police pps 400

class copp-s-dhcpreq
police pps 300

class copp-s—-dhcpresp
police pps 300

class copp-s-igmp
police pps 400

class copp-s-routingProto2
police pps 4000

class copp-s-eigrp
police pps 200

class copp-s-pimreg
police pps 200

class copp-s-pimautorp
police pps 200

class copp-s-routingProtol
police pps 4000

class copp-s-arp
police pps 200

class copp-s-ptp
police pps 1000

class copp-s-bpdu
police pps 6000

class copp-s-cdp
police pps 200

class copp-s-lacp
police pps 200

class copp-s-1l1ldp
police pps 200

class copp-icmp
police pps 200

class copp-telnet
police pps 500
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class copp-ssh
police pps 500
class copp-snmp
police pps 500
class copp-ntp
police pps 100
class copp-tacacsradius
police pps 400
class copp-stftp
police pps 400
class copp-ftp
police pps 100
class copp-http
police pps 100

ABZT4v%9 CPPYU SR
HEHATEEZR A # T 4 v 7 CoPP 7 7 AIXRD LBV T,
* copp-s-default
3y MIZBA LT copy-to-CPU 3i%E SV THR Y, 237y MIET Do K0 FE#7Z2 CoPP
7T AT—BBRRWGERIE, N T 7 4 v 7 @ Catch-all CoPP 7 7 AT,
class-map copp-s-default (match-any)
police pps 400

OutPackets 0
DropPackets 0

copp-s-12switched

X7y MZBLTCPUAR— FABIRIN TV D & EITMOIARAZ CoPP 7 7 A T—EA e
WEEIE, LAY 2 8T 7 1 v 7 @ Catch-all CoPP 7 7 A T,
class-map copp-s-12switched (match-any)

police pps 200

OutPackets 0
DropPackets 0

copp-s-13destmiss

N=RT =T b AFIEET =TIV I T v TOIANSLVATYI T T 4 v 7T
‘g_O

class-map copp-s-13destmiss (match-any)
police pps 100
OutPackets 0
DropPackets 0

copp-s-glean

IP 7 R L AIZBIT D ARP i ARt SR WESEER Y 7 % Y RO IPT RLA~D LA ¥
387747 T, Y7 RU=T TOARPfiFRAE M) H—F 572D INET,
class-map copp-s-glean (match-any)

police pps 500

OutPackets 0
DropPackets 0

copp-s-selfip

oD XV FEM 72 CoPP 7 T A CT—HMN 2 WGEIZ, V=X A X —T =2 ADWT 1D IP
7T RVAIZX LCERT D/ hDOT 74 /L h®D CoPP 7 7 AT,

class-map copp-s-selflIp (match-any)
police pps 500

Cisco Nexus 3000 & ') —XNX-0S £¥a!)T4 a2V T4Fal—Larv M4k, J)—R6x i



avro—L FL—rvRYLrrnEE |
B x371v5cCPPs52

OutPackets 4
DropPackets 0

* copp-s-13mtufail

TITA T = a VERIFICMP A vt =V OAERMICELTY 7 by = T A VB L3
HMIUF =7 27—=0Bb5LAY3 N7y FTT,
class-map copp-s-13mtufail (match-any)

police pps 100

OutPackets 0
DropPackets 0

copp-s-ttil

—HDNTINNDA v H—T A AP T RLVARIZEET S, TTL=1 DL A ¥ 3 4 v k
<7,

class-map copp-s-ttll (match-any)
police pps 100
OutPackets 0
DropPackets 0

copp-s-ipmsmiss

TNTFx A NREL Y I T v Il T AN R T 2T VA Y3EWBET TNy T T
TDOIAWBHDLZINVTF XY AN NTy T, ZNHDOT—H N7y ME, vV FFx R
NNy RONAN—=RY = TEGRIZET 2= R = TET—7 Vv = h DA VA h—
NE M) H—TEET,

class-map copp-s-ipmcmiss (match-any)
police pps 400
OutPackets 0
DropPackets 0

copp-s-13slowpath

V7 MU =T TETVEOH LMDy hoBisN T —AZe y T LAY 3Ny T
T AP AT ar Ry b))
class-map copp-s-13slowpath (match-any)

police pps 100

OutPackets 0
DropPackets 0

copp-s-dhcpreq

DHCP %K /3% h®D CoPP 7 T ATY, 774/ FTlX, 2DV AL, D7 T ADN
7 RO CoPP L— b7 07T AT 51-0ICOMEAENET, [CPU~DaE—] II,
DHCP AX—E v 7 EL) L—RNREENDETHDIRD A,
class-map copp-s-dhcpreq (match-any)

police pps 300

OutPackets 0
DropPackets 0

copp-s-dai
ARP A VAT 2 a AMATZAE/NT > RO CoPP 7 7 ATE, 774/ FTlE, 2OV TR
i, ZD7 TADNry OCPP L— b7 077 AT H7-dIcOAERENET, [CPU
ADOIAE—] X, IPARP A Y AT v a UHERENRE S ND ETHMNIR Y A,
class-map copp-s-dai (match-any)

police pps 300

OutPackets 0
DropPackets 0
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* copp-s-pimautorp

Z® CoPP 7 7 A%, PIMauto-rp /37 >~ h% CPU (IP ~/LFF ¥ A ks 7/ )L—72240.139 %
FUN224.0.1.40) a2 —F57-DIEHINET,

class-map copp-s-pimautorp (match-any)
police pps 200
OutPackets 0
DropPackets 0

* copp-s-arp

CPUIZ=E—& % ARPL ND DER AT v b L WIEE /N7~ hD CoPP 7 7 AT,
class-map copp-s-arp (match-any)
police pps 200
OutPackets 0
DropPackets 0
* copp-s-ptp
Precision Time Protocol (PTP) /34w ~® CoPP 7 7 AT,

class-map copp-s-ptp (match-any)
police pps 1000
OutPackets 0
DropPackets 0

* copp-s-vxlan

ZDCoPP 7 F AE, NVA—NRN—LAEENZEINTWIHEERINVE—-FNETIPT
RL A TF—=0 7DDz 7y R CPUICaE—ENABEAIEHENET,

class-map copp-s-vxlan (match-any)
police pps 1000
OutPackets 0
DropPackets 0

* copp-s-bfd

CPU |Z = ¥'— X }1 5 Bidirectional Forwarding Detection (BFD) /3% > k (BFD 7'& h =2/L
UDP HR—MZED, v—=F A B =T =2 RIPT RLRIZHEREFET D37 v F) @ CoPP 7
T ATY,
class-map copp-s-bfd (match-any)

police pps 600

OutPackets 0
DropPackets 0

* copp-s-bpdu
CPU |[ZaaE—3% BPDU 7 7 AD/37 » h® CoPP 7 7 2 T4 (STP, CDP, LLDP,
LACP, UDLD /37 R d)
class-map copp-s—-bpdu (match-any)
police pps 15000

OutPackets 100738
DropPackets 0

* copp-s-dpss
R =M punt-to-CPU T 7 ¥ 2 AT Ko TRIESNDHEIT, 71T LFTHERERED onePK
BIOA =T 7=l L THEMHINDSCPPZ TATYT (F—F RAH—ERA &Y I,
A —7"7 1 — punt-to-controller 7 7 > =3 72 &)

class-map copp-s-dpss (match-any)
police pps 1000
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OutPackets 0
DropPackets 0

* copp-s-mpls
MPLS 7 ~IVRET 72 a v DIl y v 7 77 U 7=y a UHERRICBE L Tl SN E T,
ZDUTARFE, TAAVRET 7 a Dbl X7y & CPUIZ=ZE— LT MPLS 7%
IMERB LT 0 7T L% T —=0 73 DO INET,
class-map copp-s-mpls (match-any)
police pps 100

OutPackets 0
DropPackets 0

CoPP Y S RX <y
RY T —NDY T RIZIFE, RO 2ODXATHRHY F9,

CRAT AT INLDI TR, RV =TT L —hO—ETHY, R —F70%
CoPP R EMNDLHIRTE F A, AXT 4 v 7 7T RTE, W, T/ AOEELEHE L
Ez b, RYV—CHE RN T T4 v I BEENET,

CHAFIvT I NHEDT T AIRY =6, B, BN, FodHIBRTEET, XA
Sy VI AEFHALT, BHEIZEAD CPUITE NI 7 4 v/ (=%x A ) AV TR/
RV T RERTEET,

Y

GE) copp-s-Xx EWILBID T T AIAZT 4T 7T ATY,
ACLIZ, RET 4 w7 L ZATFT Iy 7 OWMGTO7 T ATEEMNT D Z LN TEET,

1#EHEYDNTY FDI LDy MR

R EDORY —D 1 BEHT=0 D~ b (PPS) OAFE (R —0% 7 T ZAE5D PPS D&
) O ERRIZ. PPS D7 LYy MR (PCL) @ EIRIZZR Y £3, $FED 7 7 AD PPS /NN L
TPCLEET S &, REMERINE T, HMD PPS ZHC797121%, PCL 282 5 PPS D4y %
o7 T ANERWD SFHBEZVERHY 7,

CoPP t B/ U F—T (R

Cisco NX-OS 7 /34 A(X, HFEHA L H—T =2 A A (mgmt0) ZHAR—KLRWN—RT =7 X—
ADCoPP 213 Y R—bLET, 77 A7 /8 Kmgmt0 A > % —7 = A A% CPU (Z B
T 570, CoPP NEEINTWDHA VN R NI 7 47 ~N—FRU=T73EiELEEA,

mgmt0 f > #—7 = A AT, ACLEZHREL T, HELXATDNT T4 v I ~DT 7 ¥ A%FFA[ %
TIIESET 22N TEET,
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| avro—nLIL—rRyLvsnHE
(WIX PSP E T |

CoOPPDS 1 U RAEH

ZOBBEIZIE, TA BV RIIMEDH Y FHA, TABUVA Ry —UIZEEN TV ZRVWERRIT T
RTCiscONX-OS VAT I Af A=Y FVENTEY, BT —URE L EFHA, NX-0S
T At AFROFERHIZOWTIX, [ Cisco NX-OS Licensing Guide] %2 1L T 7230,

CoPP MEESRIH L HIEIR

CoPP ([ZBH4 D {EEHFH L FIFFHITRD LB TT,

*7.03)12(1) X v HLETDO Y U — AT, copp-s-igmp.HDOR— F TPIMMNAENNZ /2> TR T

. WIZ, LA ¥ 3K — h TPIM-IGMPclass-id N ESNTWE LTz, TDH, PIMMABH
72> TWRWIEAETEH, IGMP 237w F23 CPU IZEE L TWE L7z, 7.003)12(1) LARET
X, PIMDYENC 725> TV DEAIZDH, R— kTPIM_IGMP class-id 235% € i1 E 3, PIM
MANZ 725> TORNWEEII LA ¥ 38— F TCPUIZIGMP /$7 v k&80 b3 B LEN 7
W28, feature pim Z 5% E L. copp-s-igmp ¥ = — T/ v M ERIET H R — N D PIM & H%)
T HRERH Y F7,

CEADYFTVAITS L TT 740 b, L2, FX L3 RY —%2@IR L, BRI N8R
FESNWT, CoPPARY v —% % TERTDHZ EHHELEL £,

*fast-reload ZFEIT LB, NI 74 v 7 DB EICWNKE LTS, T 74w 7I2BWT+-2
~ 5% OANBAMEDRH 30 ~ 40 AT H5E1X. ARP /N7 v MIZBT 5 CoPP fHAZ KX
<LET,

*CoPP D W1 A X <A RiFIfen72 7 0t A T3, CoPP 2% ET D & &2, FrEDERE Cff
AEha7 e ha/ oI T, = RERICHER A — = FHEEEE E BT D0
ERHVET, ZNoH0T 8 FaloEEREEINTZDL, CoPP 2EETHMLENHY F
R

* Release 6.0(2)U6(1) D¥5H. writeerase 2~ K& U — RiZX Y| copp-s-bfd 2~ RIZR
LT, RY 7018 O DRy & (PPS) OF 74 /L MEN900ICEE SN ET,

*CoPP ZffiMICE=4 9252 LR LET, Navy 7 08AELESLAIE, CoPP Y T

T4 I EBoTRr Yy LEO), ERITREECKBIZNE LT Re y 7 Loz}
ELTLEEN, EH608E 0, et LT, D CoPP R —%2fHT 50, £
TAIH AL <A XGEFH CoPP R Y —% B LT HMENHL0E ) nEdMiL £,

*CiscoNX-OS V7 b =7 %, HJJCoPP &Y A L FhE—FREHVHR—FLEFA, CoPPIZ
AN T THAR— K Z3vET, service-policy outputcopp I, = hue—L L —r A X —
TxA AZITHEHATE ERA,

*H LW CoPP RN ¥ —DERIT Y R— I TWERA,

* insert-before 7> 3 LV AFH L TH LW CoPP 7 7 2 <~ > 7N CoPP RV > — < v FIZHH
AENDHEE, BT 7 4Fal—ra Bl b7 52~y FOIEFIZHER SNV ET,
7272 L. writeerase 2~ R&ZEITL, A vTFE2Vu—F+BHL, T 741 FDCoPPARY
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avro—LFL—rRysrroze |
B cPPo7vIsL—RcET 2 EESE

VeRNEAEN, TRy TRNT T4V hOIEFFICIEREZ bVET, 7 A VEFETa
V74X alb—valat—35L, TNNEEFD CoPP AR Y VU—DOEREIEL 2D | B
LW TRy IRRBITHASNET, FRIZ, 77 A MZBWTCT 74V NI T Ay
TONEFEREND DIGE. TIUIENIRY A, 7T A~y TOIEFERITET D121,
AT A4 X2l —varEAX = T v Za—L 7T, Ye—FLZET,

*IPv6 & IPv4 ® CoPPACL => K U Cik, BlxDTCAM V — a > %#fH L E£3, IPv6 CoPP
WENMET 5121, IPv6 ACL SUP TCAM V —2 = > (ipv6-sup) 23E 1 LIS DA X128 0 4y
FHENTWARENRSY £3, FEHICOVWTIE, ACLTCAM U — 3 8 L TACL TCAM
V—=Vay A ZOBRED MY 7 2SR L TLIIEEN,

* CoPP (21, T IPv4 CoPP ACL, IPv6 CoPP ACL ¥ . T8 ARP ACL THeK 76 fHD = >
M EZBRETEET, VAT AL, REOAEZT 4y 7 = b TTFar I 5830 ET (20
O N, 43 HDIPVAACL = R U BLUR9 DD IPv6 ACL = V) , F&D

D4->OT M) ERETEET, I M E2ERTAIVNERSIGEIT. RMEHAD
AHRT 4 773 CoPP ACE ZHIRTH2MENRH Y T3, ZDtk, BNz MY Z{ERLE

7

* Release 6.02)US(1) LARETIE. M U RADERE S AL TR WIEE | Cisco Nexus 3000 2 U — X
AA v FIE, TRTORTry 2Ry LET, 72, PURAPREESNTNDLIHEAET
He PRV AVE =T 2 A APEEINTORND, R A H—T oA ANRT ¥ v
M AREDEXIZ, Ty FB Ry TINET,

RA R —RA b b GEEILESESE)  © Cisco Nexus 3000 & U — R 2 A » F X,
feature tunnel 2~ > RN EINTED ., BENNTF Yy bOIBEFE LB LO%ET KL R &
—FT D5 RNV ERTERBLOSET FLAICL > TRESNTWAMHTEER F LA
VE—T o APFETDHHEIT, TOAL v T &5 ET DT T IP-in-IP N7 > b D
BT ALERRRLET, FELB IO Ty MR- LB WGAEEITA v F—T =
AANRY vy N T AREOEEIX, Ny MR RayrSiET,

ko VDT T ARREER (E(EICD ) : Cisco Nexus 3000 > U — X A A » FlX, feature
tunnel 2~ RNWHBRTEINTEY ., HE/ N7y bOANEHHET RLAE—FHT D bRk
BT RLRIZK S THESNTWAEHARER N XV A U X —T = A ANGFIET H5E
(2. TDOAA v FHs5ide T 5T _XTOIP-in-IP 237 v DO TR/ ALEBREL £, &5
TRy R LW EETIFA v Z—T oA AN ¥ v FE T RBEOEAIT, /3
Ty RmRayrsnEd,

COPPD7 v T7J L—FIZHT 5EEEIE
COPP (213, 7 77 L— KICBIT 5 OB IR D 0 £,

* CoPP#REZ T Av— K L72V ) CiscoNX-0OS U U — A7) CoPP#EEEZ T4 — k¥~ 5% Cisco NX-OS
VYV —=RZT v 77— RT 5551, AL v FOEBFHZT 74/~ R > —%f->T
CoPP ZHEWNIZA F—T & NET, BIORY v— (T 740 b, 13, 12) 24—
MZT DR, Ty 77 —FRgICey b T w7 A7 VP NE2FETTLH0ER’HY 7,

CoPP {18 % % E L2V GEA . NX-0S 7 /34 A (X DoS BB |Zxf L CTHega/afRED F Fiz/2
E3c e
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| avro—nLIL—rRyLvsnHE
o W

* CoPP H¥HEZ V7R — b5 CiscoNX-0S U U —AnS, HrL\Wa haLoBls 7 A %4
F» CoPP HEREZ VR — R 9% CiscoNX-0OS U U —R|Z7 v 77 L— K4 5451, CoPP DH
LW T RAEMRARREICT 2720128y NT v 7 2—T 4 VT 4 FTTHLERHD £
R

by N7y A7 YT ME, CPUICERTASESEF R 7 —ICRHET R v 7 L—
NEeZBET A, THAL A NT T 4 v I BRETHIRMTIERL, AFrda—nEnz
AT T Ay VT T AT VT N EFTTHEEHERLET,

CoPP D% E

AV kA—IILTL—U OSSR TY TOHRE
ayvhr—n FL—r Ry —Dar bo—L FL—r IV TA vy TERETHNENH D E
-éAO

o7 4w 7 ESETHICIE, BEED ACLIZESW Ty h2BALET, ACLF—U—FR
permit 3 X W deny 1%, ~ v F o VRHIITEH I E T,

IPvd £7213IPv6 X7 v FDRY o —HHETEET,

[F L& BHIZ
7T A =y THNTACEL Yy b IV 22455813, IPACLAREL THL I L aidlL
\iﬁqo
FIE
ARV NFERERERTIVa Yy =LY
A5 w71 |configure terminal Ja—N)arZ4Xal—vary E— RN
BAtE L £,
i -
switch# configure terminal
switch (config) #
ZFw F2 |class-map type control-plane arvhr—N FL—r TRy T ERE
match-any class-map-name L. 759 A <y ar7 4F¥al— gy
EF—RFREHBLES, 7740 DY T2
Wft h(contio b ol . /¥ match-any T3, ARNERK 64 LFT, K
wi nfi -m i s
iontiolfglang Clgszizp}\ap e S ENCFIERB S E T,
switch (config-cmap) #
GE) class-default, match-all, F 721
match-any % 7 7 A < > FHIEH T
TEHA,
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avkta—=)LTL—=—rRYI—T v TOHRE

avrao—LFL—rvRyLLI0BEE |

ARV RFERERETIVa Yy =LY
ATFvT3 match access-group (=
nameaccess-list-name IP ACL O~ v I 7 %*EE L i —g—o %E%(@ 1P
ACL O~ v F U T H#ATHIHEIT. ZORT v
i : TEBYIRLET,
switch (config-cmap) # match
access—-group name MyAccessList (,I) ACL %_17_ ]\ permit ?5\:]:0\ deny
¥, CoPP~ v F > ZHHIIZMM S
i j‘o
ATv 74 | exit V) IAYy T ar7 4 F¥al—yary ET—F
T LET,
il -
switch (config-cmap) # exit
switch (config) #
ATv 75 show class-map type control-plane ==
[class-map-name] aryher—N T L—r TRy TOREE
ZrRLET,
il -
switch (config)# show class-map
type control-plane
A5 w6 | copy running-config startup-config | ({L-i5

I -

switch (config)# copy
running-config startup-config

Fitary 7 4 FXal—rarkr, AX—F T v
Far7 4 Xal—aricar—LET,

O [o) ~ O = — |
O bhkO—I)L =2 R — Ty TDERTE
CoPP DRI o — < THRETIHVLENDLDET, R — <o IUIRY T RT A—H
EEDET, VI AORY Y —ERELRNoT-HE. T 74/ FDPPS Y AR—FLET,
IPv4 7213 IPv6 /X7 DR Y — &R ETEET,

L& BHIIZ
aybha— L= I TARYTINRELTHDZ 2R LET,

FIE

ARV RFEREETY 3y

B &

&M

configure terminal

i
switch# configure terminal
switch (config) #

Ju— ) ary7 4 F¥Fal—aryE—RaH
BLET,
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avkE—L TL—2 RY LT OBRE

arvka—=)IL TL—rRYI—T v TDHRE

ARV RFERRETI VY

S

ATvT2

policy-map type
control-planepolicy-map-name

{1

switch (config)# policy-map type
control-plane copp-system-policy
switch (config-pmap) #

arybhe—L FL—r R)— vy FEIEE
L. RV —~vy 7 arrsFal—ar
E—REZBGLET, R — <y FAHIFEKRI
FENCFR RS IVE T,

GE) WY =~y THEFEETEEE A,
AR Y — <7D copp-system-policy
LDOHBEMEHTEET, H—0 type
control-plane R Y > — < v T DA%
ETEET,

ATvT3

class {class-map-name
[insert-beforeclass-map-name?] |
class}

il -

switch (config-pmap) # class
ClassMapA

switch (config-pmap-c) #

=N =B AN A S Ay & b= el = /4
TATIZHNVIEREL, avybr— LT L —
VUG RAYT 4 X al— gy E— REth
LET,

ATv74

police [pps] {pps-value} [bc]
burst-size [bytes | kbytes | mbytes | ms
| packets | us]

i -
switch (config-pmap-c)# police pps
100 bc 10

1BRH = DX~ (PPS) BLO=I v |
WHN—A  (BC) IR 5 L — MR ZHEE
L %9, PPS O#iPHIL 0 ~ 20,000 T3, T 7+
JL ks PPS X0 T, BC O#iPHIEZ 0~ 512000000
T9, 774/ kN BC YA XOHN T NA T
7T

ATy T5

police [cir] {cir-rate [rate-type]} F 7=
IX police [cir] {cir-rate [rate-type]}[
be] burst-size [burst-size-type] F 721X
police [cir] {cir-rate [rate-type]}
conform transmit [violate drop]

1 -

switch (config-pmap-c)# police cir
3400 kbps bc 200 kbytes

GE) Cisco NX-OS Release 7.0(3)I4(1) LAFET
L. CIR L' — hO&HIL 0 HHEE D
F9, LEioY VU —ATiE, CIR L —
FOFPHIZ 1 B EED 3, H0D
BeE. Xy hERey 7 LET,
[f U CIR |IZ BC & —% (conform) 77 v a v %
BETEET, BT/ varotrvail
WD EBY TT,

*[drop] : /N7 & Ruy 7 LET, ZOF
7L a X, Cisco NX-OS Release 7.0(3)14(1)
LURE Tl IHE T,

* [transmit] : /X7 > FEEELET,

ATvT6

exit

1 -

switch (config-pmap-c)# exit
switch (config-pmap) #

RV =<V TR T4 X2l — g
E—RERTLET,
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B -otro—IdL—r9—ExRYL—DEE

avrao—LFL—rvRyLLI0BEE |

ARV RFERRETIVa Yy

S

ATvT1

exit

1 -

switch (config-pmap) # exit
switch (config) #

R o—vyTar7Fal—rarE—F
T LET,

ATvT8

show policy-map type control-plane
[expand] [namecl/ass-map-name]

il -
switch (config)# show policy-map
type control-plane

(LE
aryhe—nLT =R —y TOREE
KRLET,

ATFvT9

copy running-config startup-config

{51
switch (config)# copy
running-config startup-config

(CE=
FiTar 74 Xalb—varvkE, AX— KT v
Far7 4 Xal—aricar—_LFT,

arvkO—ILTL—2HYH—ERRY O—DEHRTE

(X L& BRI
aryhrfo—LFr—r R v— vy T ERELET,

FIE
ARV RFERETI Y B#Y
ATy T configure terminal Joa—)ary7 4 Xal— gy F—
NZBia L ET,
i :
switch# configure terminal
switch (config) #
ATy T2 control-plane ayvha—FlL—r a7 4 F¥Fal—
varE—REHBLET,
1 :
switch (config) # control-plane
switch (config-cp) #
ATvT3 [no] service-policy input AT T4 w7 DR v— < T ELEE

policy-map-name

11 -

input
copp-system-policy

switch (config-cp) # service-policy

LEY,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x



avkE—L TL—2 RY LT OBRE

CoPP show <> K

ARV RFEREETIVa Y

=)

ATv74 exit av k=L FlL—rar7 4 Xal—
varyE—REKTLET,
il -
switch (config-cp)# exit
switch (config) #
ATy 75 show running-config copp [all] F&
CoPP X EEFR L ET,
il
switch (config)# show running-config
copp
ATvT6 copy running-config startup-config ==

il -
switch (config)# copy running-config
startup-config

V7= brBEOY AH— FRRIZF T
T4 X2l —va s BARE— T v a
V74 FXal—railar—LT, &
AR L E T,

CoPPshow O <> K

CoPP DR EHFRAZFRT HITIEL, KD show 2~ ROWFNnE A LET,

av >k B
show ip access-lists [acl-name] CoPPOACLZE D, VAT A
NTHRESNLTWNDTTO

IPv4 ACL &R LE 7,

show class-map type control-plane [class-map-name]

DT TAS TN R
ENTWD ACL Z5h, v
fe—n FL— VTR <y
TOREERRTLET,

show ipv6 access-lists

CoPPIPV6 ACL %2 &8, T /3A
A ETRESNTNASTRTO
IPv6 ACL R~ L £7,

show arp access-lists

CoPPARPACL # &, T34
2 FETRESHTWAHTRTOH
ARP ACL Z#F R L E7,
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B coPrEERT—4R0OFRT

arvka—)IL TL—=rRYDUITDERE

avyU R

=)

show policy-map type control-plane [expand] [name
policy-map-name]

arvhe—L FL—2RY
vy LET ST TR
~ v 7BIOPPSDEEERL
7,

show running-config copp [all]

FiTary 7 4 FXal—ra N
D CoPP REHEF R LET,

show running-config aclmgr [all]

FITa 7 4 X2l —a D
A—PHREICLDET 7 EA 2
v hrr—L UL (ACL) %
FoRLET, al A7 v a %
EHT2 &, 37207 4F =
L—yarDF 75 (CoPP
HE) Ea—PEFRICEDHACL
DT RFRSNET,

show startup-config copp [all]

AB—=R T v a7 ¥
L— 3 IND CoPP RE & F
~LET,

show startup-config aclmgr [all]

AB—=F T v a7 ¥
L—ya vy Oa—PHREICLD
7oA arbka— A}
(ACL) #F/rLE7, all &
TrarEifT e AF—
Ty a4 FXal—ra
Y DT 7 4V K (CoPP #%7E)
La—PERKICLD ACL DO
FNRERINET,

CoPP SR ERT—2 AMDEKR

FIE

ARV RFERETIVa Yy

EL:)

ATy T

switch# show copp status

CoPP HERED R E AT —H A Fa L
\i—é—(}
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| avro—nLIL—rRyLvsnHE
CoPPDOE=AY Y .

RIZ, CoOPP RIEAT —HF AT DB 2R LET,

switch# show copp status

CoPPDE=H) Y

FIE

av Y RFEEEFT7THIa | BB

X 71 |switch# show policy-map WH SN CoPP AR Y o —D—HTHDHTXTDT T A
interface control-plane WBILT, 7 v b LLOKEHEREFERLET,
WEHE I, OutPackets (v ho—)L L — 2%t L

TFFAfSNT=/35 > k) & DropPackets (L— hillFRIZ
FoThkuy7anz\ry b)) CELTEELET,

WIZ, CoPP =X T 202~ LET,

switch# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy-default

class-map copp-system-class-igmp (match-any)
match protocol igmp

police cir 1024 kbps , bc 65535 bytes

conformed 0 bytes; action: transmit

violated 0 bytes;

class-map copp-system-class-pim-hello (match-any)
match protocol pim

police cir 1024 kbps , bc 4800000 bytes
conformed 0 bytes; action: transmit

violated 0 bytes;

switch# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy
class—-map copp-s-selflIp (match-any)
police pps 500

OutPackets 268

DropPackets 0

CoPPY S XIZxd B L— FHIRD T4 E—TILiEEBA
*— It

CoPP CHIEI SN AHE L VHEL T —F ZHRIET HI21E, CoPP 7 7 Ak THT 74/ DL —

FMilIRZT 4 E—T7 WL, TS ATORKHFRMEIZ L — FeRELET, 7y MImKIR
DHETCPUILEHESIND L OIZRVETN, ThbD Ty FaAE+ 5 L— MM CPU #E
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avro—LFL—rRyLrTnRE |
B coPPOSRIZHTBL— MIBOT 1 £— T L EEA R —TLiE

IRIE L F9, T —XH5k%I2. CoPP 7 7 RIZx3 5 L— MMlBRZ A 2 — 7 /T 50N
HYET,

[

FE CoPP 7 AT BHL— FMIERTF 4 E—T &N TS E, CPURKED NS T 4 vV
BRI VIRREIZ 22D £,

[T L& BHIIC

CPUNR#EINTWAZ L, BIOBRIRAT NT T4 TN TNRAL AL H—T o A, A—
RN P FTY 2= LEBIOPCPUILER INTWVARWNWT 2R LT ZEW,

FE
avURFEREETIVaY | BW
AT w71 |configure terminal Jao— )L ary7 4 F¥al—aryE— RERBL
iﬁ—o
{1
switch# configure terminal
switch (config) #
AT w72 |copp rate-limit disable CPUICEREENDT 74N FD 1 &= DTy
NEET =T ML, X2 —CRRKBEOL—
i TCPUILNRT y FEEETEDLEIICLET,
switch (config)# copp
rate-limit disable EE Zpavy REFETTDHE, CoPP L— Kl
RBNT_XTDY T AKHLTT 4 B—T NI
SN2 BT 5EA Y E—UNER
INET, LER-T, CPUITRNT T 47
RBEZZITOT R ET, TEXHETHEL
no copp rate-limit disable =~ > K% 5847 L T<
&0,
XFw 73 |show policy-map interface Gy
control-plane W &I CoPPARY & —D—HThHHTRTDI T
A LT, Ty b LV OREHE#RE R L E
{1 - +,
switch (config)# show
policy-map interface WEHE L, OutPackets (> ha—L FL— T
control-plane -
LCRFAr&N7/=/37 > 1) & DropPackets (L-— Rl
[Bizk-~TCTrRuey7Faniz Ny b)) (CELTHEEL
£7,
ZFw 74 |nocoppratelimitdisable | %% o —T CPUICEIESND 4 v hodL— MR
T 74/ MEZUEY FLET,
{51 -
switch (config)# no copp
rate-limit disable
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avkE—L TL—2 RY LT OBRE

corpiitEmRN U7 I

av v RFEEET7TI3y | BW

ATy S5 | exit Ja—R)L a7 4 F¥a2l—aryEF—REKTL
ij—o
f

switch (config)# exit

CoPP #RETIBERDV U T

CoPP 0D:

FIE
ARV EFERERETIVa Y =]
& A switch# show policy-map interface CES=s
control-plane BUE ] 4TV % CoPP A ) & —35 LY
77 AZEOREHEREFRTILET,
27y T2 switch# clear copp statistics CoPP itz 7 U 7 LET,

WIZ, £ B —T 2 —ABE T, CoPP #EHEREZ 27V 7+ 552 R LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

TE 1

IP ACL D1ERK

ip access-list copp-sample-acl
permit udp any any eqg 3333
permit udp any any eq 4444

wIZ, BEAT Y MOEET 2R b FADHE LR WGEICT X TOIP-in-IP (7w b
a4) Ny MEREIZRR y 725K 5IZCoPPARY v —2EHT 5414~ LET, OB
RT LD, T 7 4V b D copp-s-selfip 78 U I — DRI copp-s-ipinip & {ERK L &£ 7,

ip access-list copp-s-ipinip

10 permit 4 any any

class-map type control-plane match-any copp-s-ipinip
match access-group name copp-s-ipinip

policy-map type control-plane copp-system-policy
class copp-s-ipinip

police pps O

class copp-s-selflp

police pps 500

class copp-s—-default

police pps 400
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BE&ET S IPACLZERALT=Y > 7L CoPP U 5 ADIER
WIZ, CoPP OFH 7 7 AL X OBHHET 5 ACL 21Ek T 5612~ LET,

class—-map type control-plane copp-sample-class
match access—-group name copp-sample-acl

RIZ, CoPP AR Y v —I27 T AZBINT 2612~ LET,

policy-map type control-plane copp-system-policy
Class copp-sample-class
Police pps 100

Wiz, BEfFD 2 7 A (copp-s-bpdu) @ PPS #EH T 5% R L ET,

policy-map type control-plane copp-system-policy
Class copp-s-bpdu
Police pps <new_pps_value>

SA4F32v9 95X (IPv6ACL) DYERKL
WIZ, IPv6 ACL ZAERRT 2612 R L 9

ipv6 access-list copp-system-acl-eigrp6
10 permit 88 any ff02::a/128

BEFEE 1= IXHIRD CoPP DY S5 R & ACL ZBEE T 1+
WIZ . ACL ZBEfEF 721388100 CoPP 7 T A BEAfT T B4R~ LE T,

class-map type control-plane copp-s-eigrp
match access-grp name copp-system-acl-eigrpé6

CoPP /R o —IZH S R%EEM
WIZ, 7T AREFTBEMENTHORWEEAIZ, CoPPRY > —I27 7 A ZEBMNT 56 %ZR7LET,

policy-map type control-plane copp-system-policy
class copp-s-eigrp
police pps 100

ARPACLA—ZRDFAF I 99 U5 ADER

ARP ACL TIZ ARPTCAM 2l L ¥4, Z® TCAM ®F 7 4 /L ~ 4 XL 0 7., ARP ACL
% CoPP TEHT AIZi1E, FOHNZ, 20O TCAM Z ¥ a4 X280 5 iF A0 ERH Y F
j—o

hardware profile tcam region arpacl 128
copy running-config startup-config
reload

ARP ACL D1ERK

arp access-list copp-arp-acl
permit ip 20.1.1.1 255.255.255.0 mac any

ARP ACL % 7 T ZZBHHEfHT T, CoPP RV o —|ZFDr T 2 &I+ 5 FIEIL, IPACL D4
DOFIE LR CTT,

CoPP ¥ 5 XM 1ERL L ARP ACL DES&ET I+

class—-map type control-plane copp-sample-class
match access-group name copp-arp-acl
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CoPP R S —M DY 5 ZADHIBR

policy-map type control-plane copp-system-policy

no class-abc

DRATLBLDY 5 XADHIBR

no

class—-map type control-plane copp-abc

CoPP D% 7E 5l

insert-before - 7L 3 VEFHAL T, N\ vy bHBEBDISRAE—HBITENESH., BLULTH
M ODDISRIZTZAF )T ZENYLTEILENHINE I NEHEDR

policy-map type control-plan copp-system-policy
class copp-ping insert-before copp-icmp

&% 7 151

WIZ, ACL, 75 A, RY—, BIOERIOZ 52 KUY 27 ® CoPP DREFIEZ TR LET,

Ip

IP

IP

Ip

Ip

IP

IP

IP

IP

IP

IP

Ip

access list copp-system-acl-eigrp
10 permit eigrp any 224.0.0.10/32
access list copp-system-acl-icmp
10 permit icmp any any
access list copp-system-acl-igmp
10 permit igmp any any
access list copp-system-acl-ntp
10 permit udp any any eq ntp
20 permit udp any eq ntp any
access list copp-system-acl-pimreg
10 permit pim any any
access list copp-system-acl-ping
10 permit icmp any any echo
20 permit icmp any any echo-reply
access list copp-system-acl-routingprotol
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
30 permit udp any 224.0.0.0/24 eq rip
40 permit tcp any gt 1024 any eq 639
50 permit tcp any eq 639 any gt 1024
70 permit ospf any any
80 permit ospf any 224.0.0.5/32
90 permit ospf any 224.0.0.6/32
access list copp-system-acl-routingproto2
10 permit udp any 224.0.0.0/24 eq 1985
20 permit 112 any 224.0.0.0/24
access list copp-system-acl-snmp
10 permit udp any any eqg snmp
20 permit udp any any eq snmptrap
access list copp-system-acl-ssh
10 permit tcp any any eq 22
20 permit tcp any eq 22 any
access list copp-system-acl-stftp
10 permit udp any any eq tftp
20 permit udp any any eq 1758
30 permit udp any eq tftp any
40 permit udp any eq 1758 any
50 permit tcp any any eq 115
60 permit tcp any eqg 115 any
access list copp-system-acl-tacacsradius
10 permit tcp any any eq tacacs
20 permit tcp any eq tacacs any
30 permit udp any any eq 1812
40 permit udp any any eq 1813
50 permit udp any any eq 1645
60 permit udp any any eq 1646
70 permit udp any eq 1812 any
80 permit udp any eq 1813 any
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90 permit udp any eqg 1645 any
100 permit udp any eqg 1646 any
IP access list copp-system-acl-telnet
10 permit tcp any any eq telnet
20 permit tcp any any eq 107
30 permit tcp any eq telnet any
40 permit tcp any eq 107 any
IP access list copp-system-dhcp-relay
10 permit udp any eq bootps any eq bootps
IP access list test
statistics per-entry
10 permit ip 1.2.3.4/32 5.6.7.8/32 [match=0]
20 permit udp 11.22.33.44/32 any [match=0]
30 deny udp 1.1.1.1/32 any [match=0]

IPv6 access list copp-system-acl-dhcpc6t
10 permit udp any any eqg 546
IPv6 access list copp-system-acl-dhcps6
10 permit udp any £f02::1:2/128 eq 547
20 permit udp any ££f05::1:3/128 eq 547
IPv6 access list copp-system-acl-eigrp6
10 permit 88 any ff02::a/128
IPv6 access list copp-system-acl-v6routingProto?2
10 permit udp any £f02::66/128 eq 2029
20 permit udp any ff02::fb/128 eq 5353
IPv6 access list copp-system-acl-v6routingprotol
10 permit 89 any ff02::5/128
20 permit 89 any ff02::6/128
30 permit udp any ££f02::9/128 eq 521

class-map type control-plane match-any copp-icmp

match access-group name copp-system-acl-icmp
class-map type control-plane match-any copp-ntp

match access-group name copp-system-acl-ntp
class—-map type control-plane match-any copp-s-arp
class-map type control-plane match-any copp-s-bfd
class—-map type control-plane match-any copp-s-bpdu
class-map type control-plane match-any copp-s-dai
class-map type control-plane match-any copp-s-default
class—-map type control-plane match-any copp-s-dhcpreq

match access-group name copp-system-acl-dhcpsé6
class-map type control-plane match-any copp-s-dhcpresp

match access-group name copp-system-acl-dhcpc6

match access—-group name copp-system-dhcp-relay
class-map type control-plane match-any copp-s-eigrp

match access-group name copp-system-acl-eigrp

match access-group name copp-system-acl-eigrp6
class-map type control-plane match-any copp-s-glean
class—-map type control-plane match-any copp-s-igmp

match access-group name copp-system-acl-igmp
class-map type control-plane match-any copp-s-ipmcmiss
class-map type control-plane match-any copp-s-12switched
class-map type control-plane match-any copp-s-13destmiss
class—-map type control-plane match-any copp-s-13mtufail
class-map type control-plane match-any copp-s-13slowpath
class-map type control-plane match-any copp-s-pimautorp
class-map type control-plane match-any copp-s-pimreg

match access-group name copp-system-acl-pimreg
class-map type control-plane match-any copp-s-ping

match access-group name copp-system-acl-ping
class—-map type control-plane match-any copp-s-ptp
class-map type control-plane match-any copp-s-routingProtol

match access—-group name copp-system-acl-routingprotol

match access-group name copp-system-acl-v6routingprotol
class-map type control-plane match-any copp-s-routingProto?2

match access-group name copp-system-acl-routingproto?2
class-map type control-plane match-any copp-s-selflp
class—-map type control-plane match-any copp-s-ttll
class-map type control-plane match-any copp-s-vé6routingProto2

match access-group name copp-system-acl-v6routingProto2
class—-map type control-plane match-any copp-snmp

match access-group name copp-system-acl-snmp
class-map type control-plane match-any copp-ssh
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match access-group name copp-system-acl-ssh
class—-map type control-plane match-any copp-stftp
match access—-group name copp-system-acl-stftp
class-map type control-plane match-any copp-tacacsradius
match access-group name copp-system-acl-tacacsradius
class-map type control-plane match-any copp-telnet
match access-group name copp-system-acl-telnet
policy-map type control-plane copp-system-policy
class copp-s-selflp
police pps 500
class copp-s—-default
police pps 400
class copp-s-1l2switched
police pps 200
class copp-s-ping
police pps 100
class copp-s-13destmiss
police pps 100
class copp-s-glean
police pps 500
class copp-s-13mtufail
police pps 100
class copp-s-ttll
police pps 100
class copp-s-ipmcmiss
police pps 400
class copp-s-13slowpath
police pps 100
class copp-s—-dhcpreq
police pps 300
class copp-s-dhcpresp
police pps 300
class copp-s-dai
police pps 300
class copp-s-igmp
police pps 400
class copp-s-routingProto2
police pps 1300
class copp-s-véroutingProto2
police pps 1300
class copp-s-eigrp
police pps 200
class copp-s-pimreg
police pps 200
class copp-s-pimautorp
police pps 200
class copp-s-routingProtol
police pps 1000
class copp-s-arp
police pps 200
class copp-s-ptp
police pps 1000
class copp-s-bfd
police pps 350
class copp-s-bpdu
police pps 12000
class copp-icmp
police pps 200
class copp-telnet
police pps 500
class copp-ssh
police pps 500
class copp-snmp
police pps 500
class copp-ntp
police pps 100
class copp-tacacsradius
police pps 400
class copp-stftp
police pps 400
control-plane
service-policy input copp-system-policy
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switch# setup

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime

to skip the remaining dialogs.
Would you like to enter the basic configuration dialog

Create another login account (yes/no) [n]: n

(yes/no) : yes

Configure read-only SNMP community string (yes/no) [n]: n

Configure read-write SNMP community string (yes/no) [n]: n

Enter the switch name : switch

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [yl: n
Configure the default gateway for mgmt? (yes/no) [y]l: n

Enable the telnet service? (yes/no) [n]: y

Enable the ssh service? (yes/no) [yl: n

Configure the ntp server? (yes/no) [n]: n

Configure CoPP System Policy Profile ( default / 12 / 13 ) [default]: 12

The following configuration will be applied:
switchname switch
telnet server enable
no ssh server enable
policy-map type control-plane copp-system-policy ( 12

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [yl: y

[ ddatttda Attt da Attt d a4 4444] 1008

n
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ICMP ping D5 E11=& 5 CoPP DA —n—T7o—oft [l

ICMP ping D59 EN(Z & 5 CoPP DA —/\—27 O—MDRHLE

A

G¥)

DO va i, N3K E— FTO Cisco Nexus 3000 > — X A A v F I L Cisco Nexus
3100 U — X A v FORIZHEAEINET,

—EROYF—/NTIX, 77T 4 TR NIC PENAA v FIZT 7 BATEDLZ L MR T D7D,
T 74NN =T = A1ZxFT 5 ICMP ping Z#fEH L CTWET, ZOfEHR & LT CoPP fE NI
T5E, COPPIZTRCOFRyY hT—ZIZRH LTI 747D Ray 72 LET, ELIHE
HEL TWRWH— S8 RED ICMP ping X575 L. HHEKNT vy JNIZH LT TOY—
INTT I T 4 772 NIC 23k, NIC D)) B2 mNBts S vE T,

AL TV — RO XIICHRESNTWDIHAIX, 7y hEREF TRy FO T L —
TNZHASWTICMP ping Z3E9 25 Z LI2E VD, CoPP DA — N—T a—%F/NRIZIMZ 5 Z &M
TEET, TO%, Y= _"TEENELELTCPP NA—"—70—LEBEETH, A—23—N

AFN—TOVT Xy v T —27 TOHICMP ping (A L F 9,

Ay TERITIR) =~y TOREOT ML, HBESHTOWARWE Y hU—27 TOT
RTOICMPping Z45ETHLENRH Y £9, ZNOHDOH TR Z D Z &%, ICMP DEEFED
ACL THREINTWRWH LWy hT—7 RS- E2EKRLET, Zo%HA1EL. ICMP
B 5 ACL 2 BT 20BN H Y 7,

G¥)

77 4 /v k CoPP Z &2, ICMP ping 7% copp-system-p-class-monitoring (2508 &AL FE 7,

W2, ICMP ping Z43E| LT, CoPP DA — "—7 0 —Z[EhET 562~ L £7,

BYNC, 77V =y a v OREOKRIESNTINV—TT 2%y bT—27 Z#AIT 58 L
VWACL 2B L £,

ip access-list copp-icmp-1

statistics per-entry

10 permit icmp 10.2.1.0 255.255.255.0 any
20 permit icmp 10.2.2.0 255.255.255.0 any
30 permit icmp 10.2.3.0 255.255.255.0 any
ip access-list copp-icmp-2

statistics per-entry

10 permit icmp 10.3.1.0 255.255.255.0 any
10 permit icmp 10.3.2.0 255.255.255.0 any
10 permit icmp 10.3.3.0 255.255.255.0 any
ip access-list copp-icmp-3

statistics per-entry

10 permit icmp 10.4.1.0 255.255.255.0 any
10 permit icmp 10.4.2.0 255.255.255.0 any
10 permit icmp 10.4.3.0 255.255.255.0 any

ip access-list copp-icmp-10
10 permit icmp any any

CoPP DH LW TR w22 nHD ACL BN L FE 1,

class-map type control-plane match-any copp-cm-icmp-1
match access-group name copp-icmp-1
class-map type control-plane match-any copp-cm-icmp-2
match access-group name copp-icmp-2
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class-map type control-plane match-any copp-cm-icmp-3
match access-group name copp-icmp-3

av kA= TL—rRYSUTDERTE

class-map type control-plane match-any copp-cm-icmp-10
match access-group name copp-icmp-10

FVAERR L2 A = v FHEOH LWRY —2BINT52 12k, CoPPRY > — v

AEFELET,

policy-map type control-plane copp-system-p-policy

class copp-cm-icmp-1
police cir X pps bc
class copp-cm-icmp-2
police cir X pps bc
class copp-cm-icmp-3
police cir X pps bc
class copp-cm-icmp-4
police cir X pps bc
class copp-cm-icmp-10
police cir X pps bc

X

X

X

X

X

conform

conform

conform

conform

conform

transmit

transmit

transmit

transmit

transmit

BED 7 A~ G ICMP ZHIEE L £,

class-map type control-plane match-any copp-system-p-class-monitoring
no match access-grp name copp-system-p-acl-icmp

CoPP [ZB§9 % E/MEH

Z ZClX. CoPP OFEIEIZET B BMFEHRICONT

violate

violate

violate

violate

violate

drop
drop
drop
drop

drop

AL £,

ESPEBE=]

X=—aT7ILBZA I

FAEBU R

[ Cisco NX-OS Licensing Guide ]
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