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« DPU OjfHE) (1 =—2)

« HSC 75 HSA ~DO#fiOE (3 =—7)

c 77 AT UA—INDNL EIFHIOFR Yy U= (7 2—)
c T AT I —NLDNH FIFONPU Ny b 77— (83—
« T AT U F—/LOEE) (10 X—)

o Ny MiRE (11 =)

« HSA & NXOS OFHAAEM (13 ~<—)

«NPU /5 DPU ~D U XA L7 hORE (14 _—)

«DPU X7 v b 7a—%2HKR (16 ~<—)

Xy b =PV R—F (17 =)

DPU D &S

Aw—hk AL v TFBREFX2 VT 4 HEREEIRALT 51212, DPU OIEE R E#NLETT, T
bOa<vwy NI, =X 7787 —Ta  HEEEZFEN L%, DPU DRAT—HF A&l
HLET,

FIE

AT v T 1 serviceaccderation BEREN AN ENTWD Z L 2R L £,
1 -

switch# show run service-acceleration | grep feature
feature service-acceleration

ATy T2 (EE) showfeature 2~ REfFH LT, HERAT —Z 2 2R LET,
1 -
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B cruonen
show feature | grep service-acceleration
service-acceleration 1 enabled

ATFY T3 DPUDEENA L TEH I THAIZ L MR LET,

i -

switch# show module | begin DPU

Mod DPU Module-Type Model Status
1 1 DPU N9324C-SE1U-DPU ok

1 2 DPU N9324C-SE1U-DPU ok

1 3 DPU N9324C-SE1U-DPU ok

1 4 DPU N9324C-SE1U-DPU ok

JUARENTWETRTODPU Status S ok TH 5 Z & gl L E 3,

ATFYT4 DPUY 7 M =T ENN— R =27 DONR—2 9 VOfERLET,

i -
switch# show module | begin DPU

Mod DPU Sw Hw Serial-Num Online Diag Status
1 1 1.6.17 JI FD0O283707WH Pass

1 2 1.6.17 JI FD0O283707WH Pass

1 3 1.6.17 JI FDO283707WG Pass

1 4 1.6.17 JI FDO283707WG Pass

ATy TS BHHARDPU 77— U =T RNoubhr—V2HERLET,
&1

switch# show install active | grep dpu fw
dpu fw-1.6.17-10.5.3.x86 64

AT w76 DME @ DPU #IH{IREZ TR L £ 97,

switch# sh system internal dme running-config all dn sys/sas/dpu/ext | grep -i initState
"initState": "inventory-done",

initState 7% inventory-done T % = & ZfER L £ 9,

ATFv T DPUNLY—ER A=V Ry b A F—T 2 A~D o7 BLIODPUIP 7 FL A &R L £
j—o

1 -

switch# show dpu interface
R R R R R R R DPU interface info R R R R

Number of DPUs: 4
Total number of DPU <-> NPU links: 4

DPU-1:

Number of links to NPU: 1

NPU port number: 96

Service Ethernet Interface (NPU): SEthl/1
DPU-1 IP address: 169.254.28.1

DPU-2:
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Hsc 1 5> HsA ~oigomE

Number of links to NPU: 1

NPU port number: 100

Service Ethernet Interface (NPU): SEthl/2
DPU-2 IP address: 169.254.24.1

DPU-3:

Number of links to NPU: 1

NPU port number: 104

Service Ethernet Interface (NPU): SEthl/3
DPU-3 IP address: 169.254.36.1

DPU-4:

Number of links to NPU: 1

NPU port number: 108

Service Ethernet Interface (NPU): SEthl/4

DPU-4 IP address: 169.254.32.1
Number of DPUs & Total number of DPU <->NPU linksZ 8 L 3, U A h &N TV 54 DPU (DPU-172
E) 122\ T, Number of linkstoNPU 731 Té % Z &, ServiceEthernet Interface(NPU) 23 1E L\ A & —
T A~y BT ENDZE (72 21X, DPU-1 ®¥A1E SEth/1) . —& @ DPU-N IP address 73|
DUTHNTNDZ EEMERLET (169.254.xx NOHIFH)

INHDF = I HEIT L%, DPUDEBRNEFICA TR BfRREBIZH S Z L 2R
T&EFET,

HSC 5 5 HSA ~ D& D [ =8

A A T LD Hypershield Agent /% Hypershield Controller & 0825 % N7 T & 72\ [ &2 22 Wr
L. R LET, HSC 726 HSA ~DHefta N T TNy a—T 4 7T D1 DDFEERY — )b
X, —EDOT = v 7 &FE{TT B service system hypershield test controller connection =< K¢
—g—O

FIE

AT arv =987 A NENFELZFATLET,
1

switch# service system hypershield test controller connection

Running config checks

App Version: 1.1.0.rc.111 —> HSA running version

Health Status: ok -> HSA is healthy

Using source-interface loopbackl00 for controller connection -> Using IP from Lol0O

Agent registered with controller -> HSA registered with HSC

Controller connection token is configured -> OTP is configured

Controller connection status: [success] -> HSA connected with HSC

Starting network connectivity checks on the switch -> linux tests to verify network connectivity

Cisco N9300 &) —X v — k 24 v FOEERG [
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B vsch o usa~ogomE

Using proxy http://proxy.esl.cisco.com:80 for controller connection

Using curl to check connection to controller.prod.hypershield.engineering port 8880

curl: (1) Received HTTP/0.9 when not allowed

Curl successfully connected to controller.prod.hypershield.engineering:8880. Collect 'show tech
service-acceleration' to debug any agent connectivity failure. -> confirms the networking infra is
setup correct

Zoa<y N, W OnDOF =y 7 2F(TL T, RO AT = ALZEZONLHAEZFRLET,
ERICHER SIS, ROZ L 2B LET,

« Agent Status X, firewall-ready, redirect-installed (GE4&72 4 R —F ¢ 7 t%) CFEIEROIEH 7tk AE
Il A TETCWAZ A RLET,

« Controller Connection Status | [success| T9-,

« Xy NI —T¥iF =~ 7 (DNS f#ik, ping, curl) 2SpkEhLE L7z,

51

switch# service system Hypershield test controller connection

Running config checks

HypershieldAgent not running
Configure 'service system hypershield’

TV ERETINTWARWGSE, £OZ ENH NI RMICE R RINET,
TN AR 511, service system hypershield =~ o RSN TWVWA Z & 2R L £,

F7-. source-interfaceloopback <idx> 3 servicesystem hypershield @ F CHERR S TRV | fipk S iz L—
TNy A F =T 2 A AT 74/ D VRE THRRB2IP T RLANRDHH Z Ll LET,

show system internal service-acceleration agent tatus # il L ¢, —=— Y = hORIEZ R L £7°, darted
ERREINTNDOIRERDH Y £7,

ATFYT2 774 T T3 —/L T AT AN in-service TRWIEAIL, HAOZMKRL £,
B -

switch (config-svc-sys)# service system hypershield test controller connection

Running config checks

Enable firewall service by configuring 'in-service'
T AT T A= —EANRFENI > TWRWIEE | in-service 2K T2 K 5 ITHITRkO HivE T,
INEMRRT HI21E, Y—ERVRTFLNAN=V— LR Y—ERXR IT7A4T704+—)L a7 4 Fal—
v v E— R TCin-service 2k L 9,
ART9T3 U HALINAT—FK (OTP) PR INTWWEEOM AR L 7,
1

switch (config-svc-sys-fw)# service system hypershield test controller connection

Running config checks

App Version: 1.1.0.rc.108
Controller connection token missing. Configure using 'service system hypershield register <token>'
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ATvT4

ATy T5

Hsc 1 5> HsA ~oigomE

OTP BHE SN TV ARWES, HAOIKIZ h—2 U BRELTWDHZ LR RENET,

N EMRIS HITiE. Hypershield EHEAR— 4% /L (HS MP) 75 OTP ZHitf% L. service system hypershield
register <token> EXEC 22~ K& L TAA v F L TR L £,

sh system internal dme running-config all dn sys/sas/volatiledata/agent-hyper shield | grep connToken %1 7 L
T, P UPERINTWOINE ) DR CEEd (2L, F—2  EETIEHY £EA) .

HSA XNV Ry A 72T LTWRWESICH I ZMIR L., +XTo DPU &R L £,
1 :

switch (config-svc-sys-fw)# service system hypershield test controller connection

Running config checks

App Version: 1.1.0.rc.108
Health Status: failed
Hypershield Agent <-> DPU handshake pending. Collect 'show tech-support service-acceleration'

HSA DPU connection diagnostics

Client got: ok

Data:

IP 169.254.24.1, Number 2, InSync true, Healthy true

IP 169.254.28.1, Number 1, InSync false, Healthy true -> DPU 1 InSync is false leading to failure

IP 169.254.32.1, Number 4, InSync true, Healthy true
IP 169.254.36.1, Number 3, InSync true, Healthy true

HSA 78 1 LA LD DPU LGE(E £ IXRAM T 2G4, Health Status 13 failed & R S v, 73R EE
DN Ry = A 7 Z77 0y, DPU 2l 242t U £ 4,

DPU 2 :
«InSyncfalse 7 7 A 7 7+ —/L /R Y 2 —/R DPU & HSA O TR L T\ ez L a2RLET,
« Healthy false DPU & HSA IO EHIRIZ2 N> Ry = A 7KL TWA Z &R LET,

ZOYFUATELIZT Ny 745121 . show tech-support service-acceleration ZUET 5 = & ZHELE L
£7.

VB 7O R BN RIZEL TWDED, Ry N — 7 G OMENEET 25RES. HAOZMR L £4,
1 -

switch (config-svc-sys-fw)# service system hypershield test controller connection

Running config checks

App Version: 1.1.0.rc.108

Health Status: ok

Using source-interface loopbackl for controller connection

Controller connection token is configured

Controller connection status: [init] -> HSA failed to connect to HSC

Controller reason: [rpc error: code = Unavailable desc = connection error: desc =
"transport: Error while dialing: dial tcp 3.15.252.151:8880: i/o timeout"] -> Reason for the failureas
reported by HSA

Starting network connectivity checks on the switch

Cisco N9300 &) —X v — k 24 v FOEERG [
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ATvT6

Not using proxy for controller connection -> Indicates proxy not configured/used for
the connection between HSA and HSC
Using curl to check connection to controller.prod.hypershield.engineering port 8880
curl: (28) Failed to connect to controller.prod.hypershield.engineering port 8880 after
8753 ms: Connection timed out
Connection failed. Curl error: 28. Running DNS and ping test-> unable to connect to HSC
using curl indicating a network issue either because of missing configuration or incorrecttopology

nslookup www.google.com to check DNS resolution.

Server: 171.70.168.183
Address 1: 171.70.168.183 dns-sj.cisco.com
Name: Wwww.google.com

Address 1: 142.250.189.228 nug04s39-in-f4.1e100.net

Address 2: 2607:£f8b0:4005:80e::2004 nug04s39-in-x04.1el00.net

nslookup www.google.com using DNS 171.70.168.183 success. -> DNS validation successful

indicating valid DNS and reachability to DNS

Pinging controller.prod.hypershield.engineering to check network connectivity.

PING controller.prod.hypershield.engineering (3.13.166.184) 56(84) bytes of data.

--- controller.prod.hypershield.engineering ping statistics ---

4 packets transmitted, 0 received, 100% packet loss, time 3033ms

Could not ping controller.prod.hypershield.engineering. Checking for a valid route for

controller.prod.hypershield.engineering -> reachability to HSC using ping failed

3.12.93.183 via 36.36.36.1 dev Ethl-5 src 36.36.36.2 uid 0

cache

controller.prod.hypershield.engineering has a valid route on the host. -> indicates a
valid route for HSC on the switch

Validating container networking on the switch.

Container networking on switch successful. -> confirms successful container networking
bring up

controller.prod.hypershield.engineering has a valid route. Confirm if -> Failure could
potentially be because of any of the 3 reasons

1) controller.prod.hypershield.engineering is valid and can be reached without a proxy

2) source-interface 10.29.251.4 is routable in the network

3) ICMP is not blocked in network.

F v U —27 ORIESL T 0 X IAER O R EMNEK THSA A2 b —F IZE8ETE 204, Controller
connection status? [init] T&» 57>, [li/otimeout] 72 & D RPC =7 —NERIINLTWDAREMENRH D £,
curl 2R L7=3y VU —7 8T = v 7 id, RIRLET,

7a X UPLERIGEIL, servicesystem hyper shield # 1% E — K @ https-proxy <hostnamell P> port <port_num>
AL THERIN TS Z 2B LET,

ZOTAMEBEHEEIT, DNST A FBE W ping 7 A b FEITLET, HA%EHH LT, DNS ke =
hE—F DFREA N IP~D AR 72 1P BlZE A REtE 2 /B L £ 97,

(f£&) ping ZfEH L CHSA =27 b ORERENEEZT A M LET,
1 -

switch# service system hypershield test ping 171.70.33.31
PING 171.70.33.31 (171.70.33.31) 56(84) bytes of data.
64 bytes from 171.70.33.31: icmp_seqg=1 ttl=53 time=2.93 ms

--- 171.70.33.31 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.540/2.357/2.931/0.525 ms

Zoawy RiE, pingBAa T FRNNSLIATEIND T2, HSA DELSE SRR 2 PR A B L E T,
ping ZXET5ar be—FDIP T RLAEIEIHRA MERELET,
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I7 4794 —L0ub iR Ry k7—2 R [

service system hyper shield test controller connection ==~ > RO %54 L. HSA =227 F
5B ping 7 A b & FEFTT D Z & T, HSA 76 HSC ~D e & 1517 T 5 — ka7 ik £
7ixry NV =7 OMEERETEET,

TJ7A4AT7 94— DB LIFRIOSRY FT—5 Rk

T7AT 4= NP —EARERENTNDE DD, 77T 4 TR o TORWEEARIZ, VA
TLAPHEEBY ORETHLZ L2HALET, ZORETIE, h—EXT7EITL—3
VHICHERL ST VREIIDEE SN AMERHY . N7 7 4 v ZIEZDPUILY XA L7 IR
WEIZTDHZMERH Y 7, VRERGEESNTWAH EXIZNT 7 4 v 7 RT3 DPU IZ
Rk SN A. FIXVRE RSB S Nz E XKy 7 2N DEAIX, Zo®v 73> d
Frv 7 BFITLET,

FIE

2T w1 servicefirewall 23/ERL S 41, out-of-service IREETH A Z L 2R L £,
1 -

switch# show run service-acceleration | grep firewall
service firewall

ZHCEY, 7747 U=/ P—EZAPERINTND Z L 2R LET,

ARTFYT2 77 AT 05—V P—ERAOEERAT — X A B LET,
1 :

switch# show service-acceleration status
Service System: hypershield
Source Interface: loopback2 (10.29.251.7)
Agent Status: firewall-agent-connection-pending,controller-connection-pending
Agent Health Status: ok
Controller Connection Status: init
Services:
Firewall: out-of-service --> by default out-of-service

Firewall }REE13 out-of-servicelZ 72 ¥ £ 37,
AFYT3 =2 77T L — g HICANCR>TWS VRF 2B ELET,
i

switch# sh run service-acceleration
!Command: show running-config service-acceleration
'Running configuration last done at: Fri Apr 18 23:17:11 2025
!Time: Fri Apr 18 23:17:14 2025
version 10.5(3) Bios:version 01.09
feature service-acceleration
service system hypershield
https-proxy proxy.esl.cisco.com port 80
source-interface loopback?2
service firewall
vrf yellow module-affinity 3
vrf red module-affinity dynamic
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B - 7vr—rozstroneuiry r o0—

servicefirewall 7 > a > Tvrf <name> Tl E D752 T =7 LT, =R T7ET7L—a A
S~ VRE Z4E LET,

ATy T4 FBIESHT- VRF 2 isolated WREETH A Z L Z B L E T,
1 -

switch# show service-acceleration status details
Service System: hypershield
Source Interface: loopback2 (10.29.251.7)
Agent Status: firewall-agent-connection-pending,controller-connection-pending
Agent Health Status: ok
Controller Connection Status: init

Services:

Firewall: out-of-service

VRF Operational State Affinity (DPU)

red isolated n/a --> isolated state
yellow isolated n/a

RERE X 7-4 VRE @ Operational State 7% isolated Cdh 5 = & R L £,
VRFONV—T 4 7 7 v ha > TT RARZ A XSufz/b— b, 7'a b a v giihichR— &
TWEENMEE —HT 52 L amBLET,

GE)
VRF 5>BftEh{EIZ. BAE OSPF & BGP THAHR—FENTWET,

INLDF v 7 EEIT LG, YA T8 T L—2a VIR S VRE BNV AT
LBV —FT g7 7 hallloTHolicsni T s EIELSF#BISND Z L 2R T
L3 CT, 2T, T AT UA— AP —EANER (P —ER) IZRDHEOTEIN
HIRRETT,

TJ7AT7 94— I)LDILELEIFONPU /NNy F 7A—

T7AT T4 —IV P —ERNT 7T 4 7T (P—ERMEIRREE) BE, V—ERT7®T
L—2a y VRFIETD T 7 4 v 7%, (BFDRYATF XX A NREDEEED T T N2l
DOWTI) Fay 7 E@3AA AT E50ERH Y DPUIZY XA L7 hLARNTL S0,
WOTFIAT, ZOMELMELET, VREOIRENIELLS, 7 U —2 7B EMT = v 7 21{T-
TWAIZHE b b, b7 7 4 v 7 BN TPET DPU ICHERE S NLD D, F1ER v 7 244D
A, 20w s v a v ORTIEEZFEIT L £,

Flg
ATYT1 FED VREF OEAEMTF = v HEFIT LT, 774 v 7B OEBERNZMEZHE L ET,

1 -

switch# show consistency-checker service-acceleration vrf red
VRF 'red' is configured in Service-acceleration
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ATvT2

ATvT3

Ir A7+ —LOuL EFONPU Sy~ 7o— [

Executing Service-acceleration consistency check for VRF 'red'
R R R R R I I b I b b b b b b b E b b b b b b b b b b b b b b b

SERVICE-ACCELERATION CONFIG CONSISTENCY

R R R IR Rk I I b kb b h b b b b E b h b b b b b E b b b b b b 3

SUCCESS: VRF 'red' is configured with dynamic module affinity (0)

SUCCESS: Module affinity matches for VRF 'red' - Configured: 0, Programmed: n/a
R R R R R I b b b dh h b b b b E b h h h b b b b bk b b b b i i

SAS OPERATIONAL CONSISTENCY

R R R IR R I b b bk b dh I b b b b E E b h h b b b b b b b b b b ki

SUCCESS: VRF 'red' operational state 'isolated' is consistent with admin state
'out-of-service'

R R R IR R I bk b b b b b b b E I b b b b b b b b b b b b b b i

SAS REDIRECT CONSISTENCY

R R R IR R I b b b b dh h b b b b E I b b b b b b b b bk b b b 3

R R R R R I b b b b b h b b b E h b b h b b b b b b b b b b i

POLICY ENFORCEMENT CONSISTENCY

R R R R R I b b b dh b b b b E b h b b b b b b b b b bk

SUCCESS: All data-plane interfaces for vrf red are present in configured interfaces of
Pass-1 ACL ' epbr ip dpu_inside'

SUCCESS: All data-plane interfaces for vrf red are present in active interfaces for
Pass-1 ACL ' epbr ip dpu_inside'

SUCCESS: All data-plane interfaces for vrf red are present in configured interfaces of
Pass-1 ACL ' epbr ipvé dpu inside'

SUCCESS: All data-plane interfaces for vrf red are present in active interfaces for
Pass-1 ACL ' epbr ipvé6 dpu inside'

red ZVRFAIWCESHZAET, 20T = v 7 T, Bl EEBEREIZ-EERH D0 E I, BIORER
R —EHRA V PRREINTWDENE )RR LET, out-of-servicelkAE T, EEIRAEDS isolated
THDHIEEMERLET,

VRFDA 2 —T A AWK LTAEMRINTZNERY O —NBFDZa—B LR~ LFFY AN T T 4>
JHEFFAL, OTXTOIPRN T 74 v 752 Ruy 7 T52 L 2R LET,

1 -

switch# show access-lists  epbr ip dpu inside dynamic
IP access list _ epbr ip dpu inside
statistics per-entry

1 permit udp any any eq 3785 ttl 255 [match=402393] --> Bypass for BFD
2 permit ip any 224.0.0.0 15.255.255.255 [match=0] --> Bypass for mcast
4294967295 permit ip any any redirect NullO [match=417359] --> catchall drop

O, NECTERINTZIPVERY > —2 R L TCWET, ACLH DU UV HEHAR LT, 7T7®8AV AL
—HT By " RBBEMNE I ERE L ET,

EE) VY—ERAA =V Ry AV HF—T2A ADN T2 %F =7 LT, 77 v 773 DPU I
FBE3NTWARNWZ LR LET,

&1

switch# Show interface service-ethernet 1/1 counters
switch# Show interface service-ethernet 1/2 counters
switch# Show interface service-ethernet 1/3 counters
switch# Show interface service-ethernet 1/4 counters

out-of-servicelREEODPUIZ F T 7 4 v 7 G L IR BN, TNEDA X —T oA ADH TV
EMERDEETHDLIN, FITH/NROFGIE T 7 4 v 72T E2FRRTHI 2R LET,
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B - 79r—roen

INHOF =y EBFATTHZEICED, NPURT U ATV —ERREOY—ERT 7 &F
L—a Y VRFO I 7 4o 7B E LML TWAZ L, 17T A STz Pass-1 ACL IZ
WEsThRI 74w N Ry TEEIFIAANRNALTWELEZE, BEXO N7 4 v 7 DPU I
EEEINTW RN L2 TExET,

T77AT7 04— ILDEE

&

ATy T2

T AT U=V P —ERERERFEHRD VRE 3, AN 2o, PRI EEREE
BBRLEZEAMELET, yY—E X 77 AT 7 +—E, in-service 2~ RO FEITH, élf
RIS TICR 0 £9, ROFIEIZLY, AT AR T 7 AT U4 —ND=DIZ kT
T 4w 7 BB EAMT TR T AR NE S TND Z LR INET,

FIE
in-service 2~ KN 7 7 A T U4 —/L P—EZAHITHER SN TWD Z L 2R LET,
1
switch# sh run service-acceleration | section 'service firewall'

service firewall

vrf red module-affinity dynamic
vrf yellow module-affinity 3
in-service

in-service T H—ER J7 A4 704+ —IL RO FIZHDZ L 2R LET,

HSA &% S 47~ VREF OFEIREAZ R LT,
5 -

switch# sh service-acceleration status details

Service System: hypershield

Source Interface: loopback2 (10.29.251.7)

Agent Status: firewall-ready,redirect-installed --> agent state after onboarding. There should
not be agent-connection-pending states seen here

Agent Health Status: ok

Controller Connection Status: success --> controller connection successful

Services:

Firewall: in-service

VRF Operational State Affinity (DPU)

red forwarding ready 1 --> VRF fwd ready

yellow forwarding ready 3 --> DPU pinning must match static
configuration

ZOavy RFFFMRAT =2 A% LET, RO L AR LTI,
« Agent Status 1E, YN TETNDZ LR LET (firewall-ready,redirect-installed 72 &)
« Controller Connection Status /% successC9,
« Firewall +—E XD A7 —# X in-service T,

« Hpk SN 7-4 VRFIZ I forwarding ready, ¢ Operational State 23 #/k SV £ 9,
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« % VRFD Affinity(DPU) 1%, kST 7 4 =7 14 & —ET 5H6%72 DPU F 52 /R L TWET,

FIE

2T 1 FED IPv4
5 -

INLDF =y I EFITTDE, 77AT U —ERANRT 7T 47 THV, HSA L1
RiEHAHD VRE G AT LN, Z7AT T —NVDNT 7 47 QU EBMGT B0
VB RENERREICEL CWVWAH Z L MR TE £,

Ny RERIE

show kS TN a—RIBa~vr REHEHLT, =R 77T —var VXA LTI
vEET, BEDIP 7 0 —OIEE AR RAZHERLET, Zoavr NiE, SESFERY T MU
TEBION—RU 2T 7—TNDON—T 4 VIR ET =7 L, VEA LT v a ORED
KT TNy a— MBSOV —ERX T 78T L — g VAT = v 7 25D ET,

To—Z LT3 NI TN a—FT 4 av s REETLET,

switch# show troubleshoot 13 ipv4 181.1.1.3 src-ip 180.1.1.3 vrf red

VRF 'red' is configured in Service-acceleration
Executing Service-acceleration consistency check for VRF 'red'
R R IR IR Ik I b bk b b b b b b b b b b b b b b b b b b b b b 2k b b b ki i

SERVICE-ACCELERATION CONFIG CONSISTENCY

KA KKK KKK KA KA KA KA KA KA KA KA KA A KA KA KA A AR AR AR A AKA AR AR KN KN KA K

SUCCESS: Firewall admin state is in-service for vrf red

SUCCESS: VRF 'red' is configured with dynamic module affinity (0)

SUCCESS: Module affinity matches for VRF 'red' - Configured: 0, Programmed: 1

KKK KKK KA KA KA KA KA KA KA KA KA KA A KA KA KA A KA KA AR AR AR KR AR AN KN KRR K

SAS OPERATIONAL CONSISTENCY

R R IR IR Ik I b bk b b 2 b b b b b b b b b b b b b b b b b b 2k b b b b b i

SUCCESS: VRF 'red' operational state 'forwarding ready' is consistent with admin state

'in-service'

Pass-1 ACL

Pass-1 ACL

Pass-1 ACL

Pass-1 ACL

R R IR IR Ik I b bk b b b b b b b b b b b b b b b b b b b b b 2k b b b ki i

SAS REDIRECT CONSISTENCY

R R IR IR Ik I b bk b b b b b b b b b b b b b b b b b b b b b 2k b b b b b i

SUCCESS: Pass-1 ACLs in VRF red have consistent redirect ports: SEthl/1.11
SUCCESS: Pass-2 ACLs in VRF red have consistent redirect ports: SEthl/1.11

R R IR IR Ik I b bk b b b b b b b b b b b b b b b b b b b b b 2k b b b ki i

POLICY ENFORCEMENT CONSISTENCY

R R IR IR Ik Ik bk b b b b b b b b b b b b b b b b b b b b b 2k b b b b i

SUCCESS: All data-plane interfaces for vrf red are present in configured interfaces of
' epbr ip dpu inside'

SUCCESS: All data-plane interfaces for vrf red are present in active interfaces for
__epbr ip dpu inside’

SUCCESS: All data-plane interfaces for vrf red are present in configured interfaces of
' epbr ipv6 dpu inside'

SUCCESS: All data-plane interfaces for vrf red are present in active interfaces for
__epbr ipvé6 dpu inside'

KKK KKK KA KA KA AR KA KA AR KA AR AR A AR AR KRR AR KN KN KK KK

CHECKING HARDWARE ASIC TYPE

R IR IRk Ih b kb b b b b b b b b bk b b b b 2k b b b b b ki
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SWITCH TYPE: TOR

1. CHECK ROUTE IN PI RIB

R R R Ik I I h b b b b b b b b b h b b h 2E b b b bk i i

<<snip>>
R R SR SRS SRR EEESEEEEEEEEESEEEE SRS S

2. CHECK ROUTE IN PD FIB

R R IRk I I I h b b b b b b b b b I b h h E b b b b bk i

<<snip>>
R R SR SRR SRR EEEEEEEESEEEESEEEE SRS S

CHECK ROUTE IN UFIB

R R IRk I h b b b b b b b b b b b b h IE b b b b E ki

<<snip>>
R R SR SRR SRR EEESEEEESEEEESEEEE SRS S

3. CHECK HOST ROUTE IN FIB AND HARDWARE

R R R Ik I I h b b b b b b b b I b b h E b b b h bk i

<<snip>>
R RS R SRR SRR EEEEEEEESEEEESEEEE SRS E

4. CHECK ROUTE,NEXTHOP IN HARDWARE

R R Rk I I h b b I b b b b b b b b b h E b b b bk i

<<snip>>
R R SR SRS SRR EEEEEEEESEEEEEEEEE SRS S

RUNNING CONSISTENCY CHECKER

R R IR I b b b I b b b b b b 3 b b h E b b b b E ki

R R Rk I I Ik b b b b b b b b b b 3 b b h E b b b b b b i

CHECKING HARDWARE ASIC TYPE

R R IR Ik I b I I b dh b b b b 3 b b E b b b h bk i i

Please wait, consistency checker may take a while...
Consistency checker passed for 181.1.1.0/24

NS TNY a—F 4 7T 57 a—0EgEP (181.1.1.3) . XHETIP (180.1.1.3) . BLUVRF4 (red)
FIRELET,

WOBEENGENDIH N EZHHT LET
CHEESNTEVREOY—ERA T 7T L — g VEAEEF -y 7 LET,

o« 71 Fa)LPSZ RIB (PIRIB) . 72 k3 /LEfFFIB (PDFIB) . BX %A FIB (UFIB) TOJ/L—
MLy 7 7o,

e N—RU=2TDRAF V= X I A MRy T%F =y 7 LET,
« B BEGET = v 1 — D FEAT,
BEMTF = v 7 TSUCCESS A vt — VR FRSN, V— by 7T v FTTFRENDIR I A MRy 7%
XV FA VI ay RAPREINTNWDZ o MR LET,
ATvT2 (LE) FHEDOIPV6 7o —Zxt L TL3 NI TNy a—T 47 avr REETLET,
i -

switch# show troubleshoot 13 ipv6 1:11:: src-ip 1:10:: vrf red

IDawy REEMR, IPv6 237y MEXEOREEZ F 77y a— b, MBS CTIP T KL AL VRE 4
AEEWZFET,

how troubleshoot I3 ==~ > RV IEFIZ5E T L, /b— MZ2W T [Consistency checker passed] &
WA v E—UNFRENDLHAIL, DPU~D Y XA L7 v a v kEh, fREShE 7 b
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T —HRET AT ERNN—T 4 T RBI O —E AT 7T L— g VRN AT

DZHDHZ L ERLTHVET,

HSA & NX0S MOFHE{EF

Hypershield Agent (HSA) 728, EPBR #{EH L7= vT7 7 4 v 27 UEA L7 ¥ a LB
ATVl N T —HEHT Y (DME) /L TNX-OSIZIEFIZT v a2 L2 L&
BLET, 7V RBANTF = 712000 b oS, b T 74 v I RAAL v TFIZHIF L,

DPU% Ru v 7 EI3AA RZATE58F,. 207 va v OFEZFEH L TAL v FDY X

AV va  EREBERLET,

FIRE

TV bR FA VLT bR = — U AR E NX-OS (G L7en 8o e LEd,

i

switch# show system internal service-acceleration dynamic configuration
!Command: show system internal service-acceleration dynamic configuration
'Running configuration last done at: Sat Apr 19 01:01:59 2025

!Time: Sat Apr 19 01:20:32 2025
version 10.5(3) Bios:version 01.09
vrf context red

epbr policy  red dpu redir
vrf context yellow

epbr policy  yellow dpu redir
epbr service  red dpu redir type dpu
vrf red

service-end-point module 1 vlan 11
epbr service  yellow dpu redir type dpu
vrf yellow

service-end-point module 3 vlan 10

epbr policy  red dpu redir

--> enforce redirection policy on VRF

--> VRF red traffic to redirect to DPU 1 with encap VLAN 11

statistics

match ipv6é address  dpu ipv6 redir --> match on all ipvé traffic

10 set service _ red dpu redir fail-action drop --> redirect to service
match ip address _ dpu redir --> match on all ipv4 traffic

10 set service _ red dpu redir fail-action drop --> redirect to service
epbr policy  yellow dpu redir

statistics

match ipv6é address  dpu ipv6 redir

10 set service  yellow dpu redir fail-action drop

match ip address _ dpu redir

10 set service  yellow dpu redir fail-action drop

Hypershield Agent (IZ L > Ty v a2 S/ # A F I~ 7 EPBRAEMZMER L EJ, EPBRAY —RELW
VRFE (\ZBEAFT B0 TWAZ &L BEIWEPBR —E A3 VRF @1E L\ DPU &Y =2 —/L & B il

VLANID #EHE L TWAZ L 2R LET,
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INHOF vy BFEITTDH I LIZX Y Hypershield Agent 23 %72 EPBR #fil 47 v = 7 |k
ZDMEZJ L UNX-OSICEERICT v a2 LTWAZ EE2HERL, Y—EZXT /7851 —3 3
VENTEVRED T T 4w 7 EETZR DPUICY XA LT MT L HEEZEZTEET,

NPU ™S DPUAD!Y) 54 LY FDEIRE

EPBRUV XA V7 ar R —BNPUN— KU =T (TCAM) TIELL 7RI T L3 T
WHZE BEIRMN I 74 v I B — RS =P Ry b T A X —T = A% L b7
DPUIZIEFICY XA L7 FSNTWAHZ EZERLET, ZNHDOF =y 7id, AU —NR
TV MIESTELL 7Py ya &8N TWAEATH, b7 74 v 7 REREFELTHEN
DPUIZY XA L7 STy, E72iFiR 572 DPU LA SN TV AEGAEIT, JRIA % FF
ETDDITHLHET,

FIE

ATFvF1 VRE ZE B ENT-Y— A VT A v —T 24 A& LT, VRENT 7 4 v 7% DPUICY XA L
7 RL, FILHDAT —H AEfERLET,

i

switch# show service-acceleration redirect-policy brief

VRF AF Type Interface[Status] Affinity Redirect Status
red IPv4 SEth1/1.11[UP] 1 Enabled

yellow IPv4 SEthl/3.10[UP] 3 Enabled

red IPvV6 SEth1/1.11[UP] 1 Enabled

yellow IPV6 SEth1/3.10[UP] 3 Enabled

VREBXO7 RL A 77 30 ZEIER SN — A 71 X —T7 = A A (Interface[Status]) % ik
MULET, A F =Tz AA ADAT—HZ AN UP ThH Z &I LU Redirect Status 7% Enabled Th 5 Z &
R L ET,

AT w T2 ERED service-ethernet 471 v Z— 7 = 4 ADMRROEM AR L E T,
&1

switch# sh interface service-ethernet 1/1.11 br

Service VLAN Type Mode Status Reason Speed Port
Ethernet Ch #
SEthl/1.11 11 eth routed up none 200G (D) --

BHDOAT v 7 TRELEZY A v Z—7 A4 A (U111) ZIEELET, VLANID 2SVRE®D EPBR #—t
ATHERENTZb DL —8T 52 L. Mode” routed, Status23 upTh 5 Z & ZfER L E T,

ATy T3 KED VRF @ EPBR THMARRY o — 70 s o I v EREHR L £,

switch# show service-acceleration redirect-policy vrf red
VRF: red
Policy-map:  red dpu redir
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ATy TH

NPU 25 DPU~D Y #4 Lo rorzE ]

Default Traffic Action: Redirect
Match clause:

ip address(access-lists): _ dpu ipvé6_redir

action: Redirect

status (inside) : CREATED/ENABLED Status(post_fwd): CREATED/ENABLED
service _ red dpu_redir, sequence 10, fail-action Drop

service-module 1 vlan 11 [UP] [SEthl/1.11]
Match clause:

ip address(access-lists): _ dpu redir

action: Redirect

status (inside) : CREATED/ENABLED Status(post_fwd): CREATED/ENABLED
service _ red dpu_redir, sequence 10, fail-action Drop

service-module 1 vlan 11 [UP] [SEthl/1.11]

red 2 VRF4 (ZE & #t 2 £9°, match 7] status(inside) & status(post_fwd) (Z CREATED/ENABLED o
INTWAZ L ZMERLE9, servicemodule, vlan, BX OV —v A 4 % —7 =14 A (SEth1/1.11) @
BHMNIELL, ZOVRF CTHESNDDPUBL O T A v X —T 2 AL —HLTWDH I LE2MERLE
7,

VRF OWNEBTHERINTZRY o—¢—TH5 .y b Ao 2R LET,
% -
(IPvd 57 4 v 7)

switch# show access-lists  epbr ip dpu inside dynamic

IP access list _ epbr ip dpu_inside --> IPv4 traffic

statistics per-entry

1 permit udp any any eq 3785 ttl 255 [match=129782]

2 permit ip any 224.0.0.0 15.255.255.255 [match=0]

1701 permit ip any any nve vni 104 redirect Service-Ethernetl/3.10 [match=43683]

6601 permit ip any any nve vni 6 redirect Service-Ethernetl/1.11 [match=43618] --> VNI matches IPv4
table ID for VRF, Redirect interface matches

4294967295 permit ip any any redirect NullO [match=47199]

K
(IPv6 h 77 1 v 7)
switch# show access-lists _ epbr ipv6 dpu inside dynamic

IPv6 access list  epbr ipvé dpu inside --> IPv6é traffic

statistics per-entry

1 permit udp any any eq 3785 ttl 255 [match=59751]

2 permit ipv6 any ff00:: ff:ffff:ffffffEfffEFLELEFFEFf:fFfff [match=0]

1401 permit ipv6 any any nve vni 104 redirect Service-Ethernetl/3.10 [match=47256]

6301 permit ipvé any any nve vni 6 redirect Service-Ethernetl/1.11 [match=46572] --> VNI matches
IPv4 table ID for VRF, Redirect interface matches

4294967295 permit ipvé any any redirect NullO [match=30781]

FEDNA—/L T VNI & LT &5 showvrf <>detail #4 LC VRF DT —7 /L ID #8E LT, X5%D
VRFIZBET AL — L2 E LET, L—IZ, VREOEYARY T A v Z—T oA ZA~DIV XA L7 g
VUREREINTWAZ L EHERELET, VREL—ILDOXRry hbey N BT 2 EHERLET,

B =277 —ya VAL LI MR —D) YV —2FHREZHRLET,
B -

switch# show system internal access-list resource utilization grep -1 pass

|
Ingress SVC Redir L3 Policy Pass-1-IPV4 5 7115 0.07
Ingress SVC Redir L3 Policy Pass-1-IPV6 5 3555 0.14
Ingress SVC Redir L3 Policy Pass-2-IPV4 6 7114 0.08
Ingress SVC Redir L3 Policy Pass-2-IPV6 6 3554 0.16
LBL AO Ingress IPv4 SVC Redir L3 Policy Pass-1 2 125 1.57
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B ooruror ooz

LBL AP Ingress IPv6 SVC Redir L3 Policy Pass-1 2 125 1.57
LBL AQ Ingress IPv4 SVC Redir L3 Policy Pass-2 2 125 1.57
LBL AR Ingress IPv6 SVC Redir L3 Policy Pass-2 2 125 1.57

Passl B LU Pass2 U XA L7 s BRY —%Eir ACLRY > —DN—R7 =777 UV —ZDFENE
MEMGRLET, BVEARE =T L, VY —ROBEZ R L TWAREENH Y 97,

INHEDOF =y EFETTHEICKY, Y—EAREELINTZVRFO N T 7 4 v 7 W —
EAAL =D Ry NPT U H—T oA 2% LG/ DPUIZY XA L7 b9 5 XK HITNPU
DELL BT TLAINTWVWAEZEEHRL, NT 74 v IR THRENEZNN—FRTU =T L—L
ey hLTWAZ &R TEET,

DPU /N5 v kb 7 O—%1%F5

ATy I

P—EA A=V Ry P A X —T = AZHEMHIND Pass-2 ACLET =7 L, £ X —
T oA AMEROFEREZ TR LT, DPUMNGLRD b7 7 4 v 7 REEREA~DERE D 72912 NPU
WEHSTELABINTWAZ 2R LET, FT 74y ZNRNPUTREY T LTND
. DPUMNDL ROTEZRICN—T 4 T INRWGRIT, Z0®7 v a OMRFIREEZFIATLE

7,
FIg
Tu—%FFET AR, BREDO2EA D/ SATDPUILY XA L7 A VRFONICAERK SN RY —
=T AN Ty N AU EHERLET,
B -

(IPvd 57 4 v 7)

switch# sh access-lists  epbr ip dpu post fwd dynamic

IP access list _ epbr ip dpu post fwd --> IPv4 traffic

statistics per-entry

1701 permit ip any any nve vni 104 redirect Service-Ethernetl/3.10 [match=0]
6601 permit ip any any nve vni 6 redirect Service-Ethernetl/1.11 [match=0]
4294967295 permit ip any any [match=0]

1 -

(IPv6 b7 7 4w 7)

switch# sh access-lists _ epbr ipv6_dpu post_ fwd dynamic

IPv6 access list  epbr ipvé dpu post fwd --> IPvé traffic

statistics per-entry

1401 permit ipvé any any nve vni 104 redirect Service-Ethernetl/3.10 [match=0]

6301 permit ipv6 any any nve vni 6 redirect Service-Ethernetl/1.11 [match=0] --> VNI matches VRF
table ID and redirect interfaces matches for VRF

4294967295 permit ipv6 any any [match=0]

FFEDONL—/LTVYNI & LTHEHE IS showvrf<>detail Z L C VRE DT —7 /L ID #HE LT, X5
VRF ([ZB# 45— V&2 E LET, L—/LIZDPU NHIREND T 7 4 v 72— T 5 permit =
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UMNEENTWAZEEZMWHR L, FOMT T 4 v 7 HZVRFOIELWY—ERY T A o H—T A RV E
AV 7 FLET, ZTNUEDVREA—LONRFy vy h BT AR LET,

ATw 72 DPU#R—EA AL —HFx v b R— bOFGFHE2FRLET,
&1

switch# Show interface service-ethernet 1/1-4
switch# Show interface service-ethernet 1/2 counters
switch# show interface service-port-channel 1-4
switch# show int service-ethernet 1/2 counters detailed
switch# Show interface service-ethernet <subinterface> counters
switch# show int service-ethernet <> counters errors
switch# show int service-ethernet 1/1-4 counters brief

Inboawy Rk, N7y NS Moy SEHREEHER, — 7 —HEHER, WL — e L, DPU
SR SNTWAY—E R A —HF Ry h A F—T 2 ADSESERFHEFHIEREZRILLET, ZNHD
B EETF el THE, FTT7 4 IR TFREBYIZDPUIZRIEL TWANE Il cE 5,

INOEDF v I EETFTHILICEY, NPURDPUMNLDRY T 7 4 v 7 AR+ 5 &
I Pass2 ACLEZFELL 7l I AL TWVWEZ L, BIOY—ER AA—Y vy b A F—
T AL T AL B —T 2 f APEEEHDELVWST A —F TR SN TWA Z & 2 iERT
=F7,

INTY A FL—HDHER— R
Xy b ho—YEHEEZEH, = FY—=2 FONPU S DPU ~DO NPU X4 v k 7

O—DXFESFERFRA LNy FE2XF 7F¥y L THONLET, ZRICLY, SFFAR
BTN 7 4y VB OFEMR T TV 2 —T 4 VT NAEREIC 2 D £,

ROFIEZ, FFEDRA L N TRy baX vy 7 F v T2 HEOWEEZRL TWET,
«NPU A7)
« NPU 7>& DPU TX ~~
« DPU 75 NPURX ~ : | #]D/37 » b
« DPU 7>5 NPU RX ~ : #fED /37 > b

* NPU O/

FIRr

ATV Tl ANL3 A H—T x4 A (NPUAS) TRESHEZAATYY Fedy7F v LET,
5 -

switch# packet-trace
switch (packet-trace)# trigger init rxpp
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ATy T2

ATvT3

ATvT4

switch (packet-trace-init)# packet-format eth-ipv4d-tcp
switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# start

;&itch(packet—trace—init—pkt)# status

switch (packet-trace-init-pkt)# report

switch (packet-trace-init-pkt)# exit
ZhUE, DPUIZY XA Lo NTHRIS, AN AXYIA L Z—T = ATNPURZ[E LTy bEaX v
TFx LET,

YP—btEAAf—YPFy b A F—T x4 A (SETHTX) EONPUMNS DPUICKEESNT- Xy e x 7
F¥ LET,

&1

switch# packet-trace
switch (packet-trace)# trigger init txpp
switch (packet-trace-init) # packet-format eth-ipvid-tcp
switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# start

switch (packet-trace-init-pkt)# status

switch (packet-trace-init-pkt)# report

switch (packet-trace-init-pkt)# exit
I, NPUDLLY—E A =P Ry h A F—T =2 A LEODPUICKEE SNy b aexy 7T v
LET,

GE)
AF v a vy MEIDPU Ny X —Dh T AP ITONHHICERE SN 720, Z O S TiE DPU ~ v
H =DM A B EZIEIxF Yy 7 F vy TH52 LI TEETA,

INAE Y MAERE S (SETHRX dpupass 0) CIRHET NPU 725 DPU 722 B35 L2 IO /X7y RaF v 7
F¥ LET,

1 -

switch# packet-trace
switch (packet-trace)# trigger init rxpp
switch (packet-trace-init)# packet-format eth-dpu-ipv4-tcp
switch (packet-trace-init-pkt)# set dpu pass-bit 0 service-vlan 10
switch (packet-trace-init-pkt)# start

é&itch(packet—trace—init—pkt)# status

switch (packet-trace-init-pkt)# report

switch (packet-trace-init-pkt)# exit
ZhiE, =R =P Ry b A H—T A ADDPU NS NPUNZIE LRI D /7 >~ b, $:IZ DPU
NRAEY 0 Tv—27 &Ny b (@F, DPUD Y ha—/L FL— 80 h &5 7 a—0A)]
DTy N) Xy T Ty LET,

GE)
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switch# packet-trace
switch (packet-trace)# trigger init rxpp
switch (packet-trace-init)# packet-format eth-dpu-ipvé-tcp
switch (packet-trace-init-pkt)# set dpu pass-bit 1 service-vlan 10
switch (packet-trace-init-pkt)# start

é&itch(packet—trace—init—pkt)# status

switch (packet-trace-init-pkt)# report

switch (packet-trace-init-pkt)# exit
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switch# packet-trace
switch (packet-trace)# trigger init rxpp
switch (packet-trace-init)# packet-format eth-dpu-ipvé-tcp
switch (packet-trace-init-pkt)# set dpu pass-bit 1 service-vlan 10
switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# start

é%itch(packet—trace—init—pkt)# status

switch (packet-trace-init-pkt)# report

switch (packet-trace-init-pkt)# exit
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switch# packet-trace
switch (packet-trace) # trigger init txpp
switch (packet-trace-init)# packet-format eth-dpu-ipv4-tcp
switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# start

switch (packet-trace-init-pkt)# status

switch (packet-trace-init-pkt)# report
switch (packet-trace-init-pkt)# exit
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