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DN—T Ry T RLADNL—4 ID Offif] (Use Router ID for Loopback Address) ] &
AE%Td, L=y 7 T RLRICA—FID 2 LAaWnEAIE, BIOIPT RL 2%
BT, ZO7 4=V FEZEOEFICLET,

MEIZGELT, 2O/ — KD [A % —7xA A (Interface) ]. [IP 7 KL & (IP
Address) ], [{ > ¥ —7 = A7 77 A4 (Interface ProfileName) ], 3L ON[MTU]
74—V R e ae A LET,

[R~ (Next) 1227 U2 LET,

[ZBA kaJL (Protocols) ] 7«4 ¥ RUNRERINET,

ATw 76 [Fa k=L (Protocols) 1V 4> Ru®d [ZR U > — (Policy) ]fEIK T, [T 7 #/v F (default) ]
7V w7 L, [k (Next) 127V w27 LT,

[4V88 EPG (External EPG) 1V 1 v RUMNFERINET,

ATy T B EPG (External EPG) 1V 4 > RUTRDT 7 v a v &#FATLET,

B Ex1—5FFUrEE
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NX-0S CLI £ M L1=F+ > O OSPEsh &L —TF v K v k7—s 0tk ]

a) [Name] 7 4 —/V RIZ, A%y T —27 O4HT (extMgmt) Z AL FET,
b) [TRTOIER Y NT—2 DT 7 4L s EPG (Default EPG for all external network) 7 « —
N REATZIZLET,

[h7 %> I (Subnets) ]fHIKAFRRIILET,

) [H1&#27 Vv 7 LT[H 7>y hOfEEK (Create Subnet) | XA 7R 7 Ry 7 AT 7 EA
LET,

d) [P7 x>y bOERK (Create Subnet) | ¥ A 7127 ARy 27 AT, [IPT7 KL A (IP address) ]
T4 —FRIZ, VTR FDOIPT RLARAESAZ AT LET,

e) [Scope] 7 4 —/V RTC, HHDF =v I/ Ry I RAEF N LET, [OK]Z27 Y v 7 LET,

f) [N EPG (External EPG) | # A 712 Ry 7 AT, [587 (Finish) 127V v 27 LET,
GE)
[TEZE (Work) ]34 > @ [L3Outs] i8I, [L30ut] 7 2> (RtdOut) NFE/RINFET,

NX-0SCLI ZfER L7=77F > @D OSPF A EBIL—T v k vy FT—0 DYER

S —T v R Xy N =7 EROKEIZIX, WOAT v TRNHD £,

1. 572 FOTFIC VRE Z1ERE L £,

2. HMV—T v K Xy bU =7 IR SN ER Y —7 AL v FDVRF D L3 *v hU—
XU THERERELET, TOREIE, AV HF—T =2 A, N—T 47 Tuahka)i
(BGP, OSPF, EIGRP), 7’'H ha/L RTF A —H jb— b=y TRNEENTWET,

3. TFUPDOTICHMTFLIEPG Z#/ERL L TARY > —%REL. THHDEPGEERY —7 R
A vFICEALET, ACLZ7 7 7Y v Z7NTRIUAKRY —% 3925 VRF DIERL—T
K7y b2, 120 A L3EPG] £721% 120 L7 7 X EPG] KL E
j—o

FEIL. 2 O0DOF— R TEHRINET,
« 7>k E— F : VRF OfERE L UM L3 EPG 3% 7E
e J—T7 F— R L3 X v hU—F 2 FHERL L S L3 EPG OE A
WOFNEIL, TF > FOOSPFAE N —T v KXy =7 #ERT D700 LD TY, 75

¥ FDOSPFAMNL—T v Ry b U =7 2B 51213, 77 FE@RL T 67 b
M VRF 2B 2 B8R H Y £,

)

G¥)

(M —T v R 2 RS D TIEIC DWW TR L £7,

ZDOEOFITIX, TF > & TexampleCorpl @ [OnlineStore] 77V 7 —3 3 > ® lweb] epg

gx1—4 7o rEE )



£r1—¥ 7o rEE |

B vxoscusERLETFY LD OSPESMEL—T v K %y kT—5 DR

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

VLAN RFAA VHRELET,
B -

apicl (config)# vlan-domain dom exampleCorp
apicl (config-vlan)# vlan 5-1000
apicl (config-vlan)# exit

FF > hVRF #%E L. VREDORY L —D@EAENT LET,
B -

apicl (config) # tenant exampleCorp

apicl (config-tenant)# vrf context
exampleCorp vl

apicl (config-tenant-vrf)# contract enforce
apicl (config-tenant-vrf)# exit

T EBDEREL, F—hYU = A IP % [public] &L Tv—27LET, = VU [lscope
public| (X, 2D —hrVx=A T RLVAZNHLI Ry NT—7 DN—T 47 Fu ha|l
X7 RARZAXMEATEL LT LETS,

1 -

apicl (config-tenant) # bridge-domain exampleCorp bl

apicl (config-tenant-bd) # vrf member exampleCorp vl

apicl (config-tenant-bd) # exit

apicl (config-tenant)# interface bridge-domain exampleCorp bl

apicl (config-tenant-interface)# ip address 172.1.1.1/24 scope public
apicl (config-tenant-interface)# exit

V—7®VRF #&ZTELET,
% -

apicl (config)# leaf 101
apicl (config-leaf)# vrf context tenant exampleCorp vrf exampleCorp vl

OSPF = U 7 &% E L.
5 -

—h =7 EBMLET,

apicl (config-leaf) # router ospf default

apicl (config-leaf-ospf)# vrf member tenant exampleCorp vrf exampleCorp vl
apicl (config-leaf-ospf-vrf)# area 0.0.0.1 route-map maplO0 out

apicl (config-leaf-ospf-vrf)# exit

apicl (config-leaf-ospf)# exit

VREZA LV H =T 2 A A(ZOBITEV T A Z—T A 2)ZEHEID ST, OSPF=U T 24%)
W LET,

1
GE)

B Ex1—5FFUrEE
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7+ bk VRE, 5&UTY Y R okm |

YT H—T o AR TIE, AL A X —T A A (ZDOHFITIX, ethernet 1/11) 1%,

Ino switchport] (2K > TL3AR— NMIEHL, VT A X —T =4 ABMERT 20 7 E11E
VLAN %% ¢e vlan K A A > (Z OFITiE dom exampleCorp) 2 E W 4 THMENH Y £7, W
T A B —T A A ethernetl/11.500 T, 500 |4 7/t VLAN T9,

apicl (config-leaf)# interface ethernet 1/11

apicl (config-leaf-if)# no switchport

apicl (config-leaf-if)# vlan-domain member dom exampleCorp

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet 1/11.500

apicl (config-leaf-if)# vrf member tenant exampleCorp vrf exampleCorp vl
apicl (config-leaf-if)# ip address 157.10.1.1/24

apicl (config-leaf-if)# ip router ospf default area 0.0.0.1

ATy TT HELIEPGRY v —%FRELET, Ziud, MY 7%y bEFFT L, epg Twebl &GS
LK EHEET DD —HEEE Y T2y BREGENET,

1 :

apicl (config)# tenant tl100

apicl (config-tenant)# external-13 epg 13epgl00

apicl (config-tenant-13ext-epg)# vrf member v100

apicl (config-tenant-13ext-epqg)# match ip 145.10.1.0/24
apicl (config-tenant-13ext-epg)# contract consumer web
apicl (config-tenant-13ext-epg) # exit

apicl (config-tenant) fexit

RTS8 V—7 ZAA v F DI L3 EPG #EA L £,
B -

apicl (config)# leaf 101
apicl (config-leaf)# vrf context tenant t100 vrf v100
apicl (config-leaf-vrf)# external-13 epg 13epgl00

TR VRE, 8EUVTY Y FAALVDER

T2 FOBE

e T U MTIE, ARENTEZ—VFDRAAL L R—ADT VA a2y ha—LE L X—T )L
T AR —RNEaEnFET, KBINZa2—W, 770 MEHESR Y N —F% 0 JF
P COMERIZT 7 B A TEE£T,

cea—HiI, RAALLAHORY —ICT7 7 EBALEZDARY O —2FETAHITITFATY /&
EIABFERRVBMNETT, TF o b z—FE, 1D ED RA A N EOHEREZFEFSZ &
NTEFET,

cYNTFT T RREETIE, VYA SN K HIC, 7T ML Z—
T a—YDOT 7w AMERPRESNET (L FRA LV NI A—TFRFRy FT—F T

| gx1—7rorEe M



£r1—¥ 7o rEE |
B 7 ronm

ED=®), ZNOHOWHERTIX, RAelba—YREes7 0 F BT T
@—O

T+ bDER

Ty MTE BRNST 2 FEAERR LT RITIERRTE D 7 o v BB, TV v Y RAA
YO BROT TN S —vary T s ANREDT T VERNGENET,

VREE KUV ITUvD RASLY
TTFUFDVRFBRIOT Y v FAAL UEERBIORETE £, ERSNET Y P R
AAVBEFROV TRy M, #IETHLA Y3 arTFRAMNESRLET,
IPV6 A N—RFBRE T 5 HIEICOW T, [Cisco APIC Layer 3 Networking Guide]
l1Pv6 and Neighbor Discovery] ZZ L T 72 &0,

GUIZFERLI=TFT k. VREBELEUTY vy RALDDER

AN —T v FERETDHEENINT I v 7 BT 2y bRHLLGEE. 7Y vy RAL %
SMERERE & BT T D BN D D £7,

FIE

RTYT1 A=a— =T, [T+t (Tenants) |>[TF > FDENM (Add Tenant) ] &R L E5,
AT w T2 [Create Tenant] ¥ A 7 2 7Ry 7 AT, IRODF AV HFITLET,
a) [Name] 7 4 —/L RIZ, 4Hix AT LET,
b) [EFa)T4 FAAL 2 (SecurityDomains) |27 v a > T, [H1#27 Vv 27 LT, [EFa
T4 FAA DR (CreateSecurity Domain) | #4707 Ry 7 A& £,
c) [®HT (Name) | 74—V RIZ, BX =2V T 4 RAAL L DOL4RIEZ AN L, ZEE (Submit) ]
7V v LET,
d) [TFT2 bDOERK (CreateTenant) | # A7 w7 Ry 7 AT, fEL7cEx 2T 1 KX
A2 ®[EFH (Update) 1 %27V v 7 LET,
e) MERU T 7 4 —/L RIZASLET,
f) [EfE (Submit) |27 Vv 27 LET,

TFURE> [y FT—F 24 (Networking) JHEEAFEREINET,

ATv 73 [EE (Work) 1A T, [VRF] 7A 2 %% v NAZ KT v 7 LT [CreateVRF] A 7
U Ry 7 AERE, ROBEELFEITLET,
a) [Name] 7 4 —/L R, 42 AN LET,
b) MEIIGELTHDO T 4 —L FIZAHLET,
c) [EIE (Submit) |27 U 27 LTCVRF AV AX L ADHREET T LET,

B Ex1—5FFUrEE
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GUIEEALETF b, RFEEUTY v Kxqvofs [

ATy T4 [EE (Work) ] A > T, VRFA VY AZ U AZHLHNOF v o RAIZ [Ty KASL Y
(BrdigeDomain) 1 7 A 2> % K7 v 7 LT, 2 2% 8 LE 7, [Create Bridge Domain] # A
TaTRy I ANERENTES, ROX AT EETLET,

ATy TH

a)  [Name] 7 4 —/V RiZ, 4RIz A LET,

b)  MEITGEUTHO T ¢+ — RIZAH LET,

) [k~ (Next) 1227V >yZ7 LET,

d [HITHRvy bk (Subnets) | B2 2T [H1&227 Y >y27 LT, [Ty FOERL (Create
Subnet) | XA 707 Ry 7 A&BE £,

e) [F—bUxAIP (GatewayIP) | 7 4 —/L RIZ, IPT RLARLH TRy b vRT&EANT)
LET,

f) MBS L THO 7 4 —v RIZATI LET,

g [OK]%27VUv27 LET,

hy [FUyP FAL2DER (CreateBridgeDomain) | #A 717 Ry 7 AZREY | SEE
s CCHD 7 4 — v RIZATI L ET,

) [k~ (Next) 1227V v 7 LET,

i) WEIIE U TT 4=V RIZATILET,

k) [OK]Z27 Vw27 LTT Uy RAL VDR EEFET LET,

[E%£ (Work) ] A T, VRF A Y AZ U AZFHEHANDO X ¥ N[ 7 A 2% R

Z v 7 LT, 220%##kt LE T, [Create Routed Outside] X1 7 B VAR v 7 ANFRINTZH,

DB AT ZFITLET,

a) [Name] 7 4 —/V RIZ, &4HiIZATILET,

b) [/—Fé&aA248—TxzA4RXRFOra)l TART74JL (NodesAnd Interfaces Protocol
Profiles) 27 v a > T, [+] 227V vy 27 LC[/—FK 7B 2774 )LDO{ER (CreateNode
Profile) | ¥4 7 v Ry 7 2&H&£7,

¢) [Name] 7 1 —/V RiZ, 4RIZATILET,

d [/—F (Nodes) | &7+ a>vT, [+]227 V27 LT[/ —FD#&ER (Select Node) | ¥
AT7url Ry AxBEET,

e) [/—FID (NodeID) | Fay7¥ v JUR ML, /— REERLET,

f) [Router ID] 7 4 —/L RiZ, W—X IDEZANLET,

g [RET4vY )L—Fb (StaticRoutes) | E7 v a > T, [+]&#2 Vv 7 LT RETAY
9 IL— b DERL (Create StaticRoutes) | A4 7 a2/ Ry 7 A& £,

h)  [Prefix] 7 4 —/V RIT, IPv4 7 KL AL ZIEXIPv6 7 RL A& AN LET,

i) [RZALHRYTFELR (Next Hop Addresses) | £ 2 v a T, [ 22 ) w27 LT
[R9 A b Ry TDHER (CreateNext Hop) | # A 7 u/ Ry 7 A%BE £7,

) [RUABLERYTFRLR (Next Hop Addresses) | 7 4 —/L RZJEBI L, IPv4 7 FL &
FTIPV6e 7 L AEZ AN LET,

k) [EXTE (Preference) | 7 4 —/L N2, BUEZ AT LET,

) MEBEIZIE LT 7 4 —L RIZAD LET,

m) [OK]%7 U vZ LET,

n) [E#MOL— FODIERL (Create StaticRoute) 1 A 707 Ry 7 AT, MBI L THO
74—V RICASLET,

00 [OK]ZZ7Vv7 LET,

gx1—7rorEe M



| IEEN

EPG DEA

Era—¥ 7+ rHE |

p) [/ —F®=EIR (SdectNode) | ¥4 7/ Ry 7 AT, LEIZGECTHO T ¢ —L RiZ
AN LET,

qQ [OK]ZZVUvyZr7L%ET,

) [/—F 70774 )LDOERL (CreateNodeProfile) 1 %A 7 w2 KRy 7 2T, LI
L7 — FIZATILET,

s) [OK]Z7Z7UwZ7 LET,

t)y MBS U T[BGP], [OSPF]. 71X [EIGRP| F = v/ Ry 7 A%A NI LET,

v MBS THO T 4 — L RIZAD LET,

v) [k~ (Next) 1227 Vv 27 LET,

w) MBS LTT 44—V RIZABDLET,

x) [OK]%ZZ Vw7 LTLAY3IDHREETT LET,

LAY 3ORELMHRT D21, [FEXF— 3> (Navigation) | XA > T, [*y bT—F>

4" (Networking) 1> [VRF]DIEIZER L £,

HEDR— AD EPG DFRHIGEA

ZDME Y7 TIE, Cisco APIC ZfEH L T\ 5 & X ITHEDR— MMIZ EPG ZH#HNICE AT 5
— e OB E R LET,

GUI ZERALTHED/ — F&EIFR—~NEPGZEAT S

FIE

&
ATy T2
ATvT3

ATy T4
ATy TH

IR HEIIZ
EPG B AT BT F 2 bR T TI/ERINTWS Z &,
BED /) —FRERIL/) — FOBEDR— T, EPG Z{ERKTHZ 0N TE £,

Cisco APIC iz /A » LET,
[Tenantg] > [tenant] % &R L £,

EfloFesr—vay 7o RUT, tenant, Application Profiles, 3 U application profile
IR L £ 7,

Application EPGs # 47 V ~ 7 L. Create Application EPG Zi®#{R L £,

Create Application EPG STEP 1> Identity % 4 7 a2 7' 7/R v 7 AT, IROBEAEEFATL E T
a) Name 7 1 —/L FIZ, EPG OA4RIZ AN LET,

b) BridgeDomain K v 7% 7 U R MnE, TV vy RAL UEBRIRLET,

B Ex1—5FFUrEE



| £52—v 738
GUI AL THED/ — REER— h~EP6 28AT 5 [

c) [Statically Link with Leaves/Paths] = v 7 R v 7 A& A2 L E T,

IOF v Ry ZAEFEH LT, EOR— MIEPG Z#EATHNEHRETEET,
d) [Next] 227 Vw7 LET,
e) [Path) Ru vy 7 X o U R 0D, 565 EPG ~DFFHI/SAZEIR L £,

ATw 76 CreateApplication EPG STEP 2> LeavesPaths # A 7 1 7’78 v 7 A C, Physical Domain K~
THETV AN AL U EBIRL E,
ATvTT ROWTNUOLOFIEEFATLET,

AIvay L]

WDHLDIZEPG % | IREFEITLET,

BT 555,

J—F 1. Leaves— U7 ZREBHL X,

2. [Node] kmy 7 Xy JA ML, /J—RE@®RLET,
3. Encap 7 1 —/L FT, #bl7 VLAN Z AJJ L7,
4

(47> = »)DeploymentImmediacy K2 v 7% 7> U A NT, T 74
b b @ OnDemand D £ £IZF 57>, ImmediateZ #IR L 4,

5. (A7 a¥)[Mode] a7 XY A KNT, F74/L kO [Trunk]
DEFIZT B, HOEF— REBEIRLET,

J—FEDOKR—F |1 Paths— VU7 ZREHLET,

2. Path Fuy 72y X Mpb, il /) — B L OR— b &2iER
L/i‘j‘t)

3. (47 =) Deployment Immediacy 7 4 —/L KD R v 7 X1
A KT, T 74/ F® 0OnDemand D E £i2¢ %2>, Immediate %
WLETF,

4. (A7 ar)[Mode] Rty F XY X LT, F 74 /b O [Trunk]
DFEFIZT B, AOFT— REBRIRLET,

5. PortEncap 7 4 —/L FIZ, BATLEH U VLANZ AT LET,

6. (7T = )PrimaryEncap 7 1 —/V R C, J&BT 5771~V VLAN
EASTLET,

ATw78 Updatex” U7 L, Finshz7 VY v7 L%ET,
ATFwF9e  EfloFes—var v RUT, B L7 EPG # =B L £,
ATV T RONTNILOBEEELFETLET:
« /— RTEPG Z{Ek L7 %A1, StaticLeafs#2 U v 7 L, fE¥D 1 RUT, N
AV R ARNADFEMERRLET,

gxa—v7rorize Wl
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B 50— FCEPE EBAT 2100 FAL U, BHEAET I LR TUF T4 TOT7 AL, H&LU VAN O

o J— RDOR— N TEPG ZERL L= 8 1%, StaticPortsa 27 U v 7 L, {E¥v 4 R T,
BN A v R RADFEMEFR R LET,

BEDR— MIEPGZEATAE=HONDFAL Y, EfFEAIGE7IVER T
VT4 T4 JAT7A)L, BEUVLAN DERL

ZDORE Y7 T, FFEDR— MIEPG B AT HHEICHMHEATHIMI N AL >, Hfin
778 A o7 474 Fa77 AL (AEP) . BLOVLAN Z1ERT 5 J7 150 SR 7245
R LET,

TRCHOTY RIRA > b Z—7 (EPG) IZRAA VINRETY, £/o, /X —T A A
RNY = TN—THHRRIRET V8 A =T 47 4 707 74/ (AEP) ([ZBEAHT 2 E
RV, AEP & EPG WAL KA A NNIAFET D MENRH D5 51X, AEP & KA A ZBFHfT
FAEMENRHY ET, EPGE RAA Y, BIOA v H—T oA AR — T N—T L AL
> ORE#EAHFIZHASN T, EPG BMEHAT 54— k& VLAN BRGESNET, LFO RA A >
2 A7) EPG IZBEfHIT HivE T,

« 77V r—3 3 EPG

« LA ¥ 3 Outside MRy NV —2 A L AHZ X EPG

« LA ¥ 20utside MRy NV —2 A L AHZ X EPG
T U RNETTNURBIOA R KT 7 ®8ADIER EPG

APICIE, TNHD RAAL L ZATDHH 1 DEITEIC EPG BEHEM T SN THENE D
DEMRLET, EPG BEEMIT N TV RWES, VAT AIREEZITANETA, =
T—BRELET, FAAL COBEMTBENTRWGS, BASNZERESE L <HEE L7
WRIREMER H W 9, 72L& 2iE. VLAN OB 7t % EPG THEAT 2 Z EMER TRV
Ay BASNTZBRENIE L BERE L2V ATREMEN H D £,

)

GE) AT 4w I AT 4 TEFEHLRWAEP EOEPG T Y v o— g 0k, — xR
RAYIRFEICEPGD FTHX L TP AR —FL, I —FHDxT L RAKRA 2 hMFE LT EPGHN
TVLAN Z X 7Y R—FLABRWVWEIRAEP D FTIE, EPGE FS U0 L LTHRET DY
F VA THEESE S Z LT TE £H A, EPG TAEPEEEMITABICIZ. FFv 2, T7®
A (BTfE) | FRETIRRA (X U7L) ELTRETEET,

GUI 2R L THEHEDKR— FZEPG ZRBEAT 51D FA A > KU VLAN DERL

1R BHHIIZ
*EPG ZBATHT T bR TTIEREN TS Z &,
* EPG 134 E DR — MIFHNEA SN E T,

W 51—y 75> bEE |
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FIE

ATy T

ATy T2

ATvT3

RTv74

ATy TH

GUI £ L TREDR— h = EPG £BBIT 5700 KA 1 v & UVIaN o [l

AZma—N=7T, [Z7TYv%Y (FABRIC) |>[77 X KR L— (AccessPolicies) ] DI

IR L FE T,

[FE4#—2 3> (Navigation) ] A T, [94 v RXRF2—F (QuickStart) 1% 27 U7 L

£,

[E% (Work) |4 T, [41 28— x4 RDFKE (Configurelnterfaces) 1% 27V v 7 LE

7T

[41 3 —T 4 ADEKE (Configurelnterfaces) | #4707 T, LFDOT 7 v a v aFiTL

e

a) [/—FK %47 (NodeType) 1 T, [U—7 (Leaf) 1227 VI LET,

b) [R—bk 24T (PortType) | T, [7P R (Access) | %7 Vv LET,

) [AYB—TxAREAT (InterfaceType) | T. HHID KX A FZEIR L £7°,

d [M28—7x4REHZ A4 T (Interface Aggregation Type) 1 T. [fE%I (Individual) ]
ZERLET,

e) [/—F (Node) ] T, [/—F®D:&#R (SdectNode) 1227 U > 27 L, BHD /) — ROKR >
JACTF =y 7 HBANT, [OKI1 227 Vv 7 LET, O/ — FE2ERTEET,

f) [TRTHDRASYFDA 32— 4R (InterfacesFor All Switches) 1 T, HIDA
S =7 A ADHFMHEATLET,

g [V—F7TF7UtARKR—FrKRYS—4)L—T (Leaf AccessPort Policy Group) ] DHA 1.
W= 7R KR—=krKR)I—TIL—TD:ER (Seect Leaf AccessPort Policy Group) ]
Vw7 LET,

hy [V—F79tRAKR—FRYI—5IL—TDFEIR (Sdect Leaf AccessPort Policy Group) ]
A T7arT, V= TR R=FKR)I— T IL—T DR (CreateLeaf Access
Port Policy Group) | #7 U v 27 L7,

i) (V=070 tRKR—bR)I—5IL—TDERK (CreateL eaf AccessPort Policy Group) ]
HATRID[Y Y LRLKY S — (Link Leve Policy) 1T [U 29 LARJLKY S —
MiE4R (Select Link Level Policy) 1 %27 U v 7 LE,

DOUYs LU R R LT [BIR (Sdect) | 2T B0 [ULH LA K
L —M1ERK (CreateLink Level Policy) | #27 U v 27 L, MEIZSETT 4 —/V RIZAT)
LT, [&R%E (Save) 1227V v 7 LET,

k) [fRfF (Save) 1|27 U w27 LET,

UTFDT 7 vavrzFTLT, RAL L VLAN 77—V E{ER L7,

a) [FE#X— 3> (Navigation) | <A T, [MERAAS D EHNEBRAA > (Physical and
External Domains) | # & L £ 7,

b) [MEKAA > (PhyscalDomains) #4727 U v 7 L., W@WYIZR[HE KA A > DER (Create
Physical Domain) | %R L %7,

c) [®&EI (Name) ]2, RAA v DARTIEZATLET,

d) [VLAN F—JL (VLAN Pool) ]C. [VLAN F—JLD¥ER (Create VLAN Pool) ] %3i®ER
L, REIZECTT 4 —/L RIZAI LT, [ (Submit) 1227V v 7 LET,

gx1—7rorEe M



£r1—¥ 7o rEE |

B rerzEmLcrTur—2 a0 re MO K~ MEBT S

ATvT6

ATy 17
ATFvT8

e) HHIZIGU T, Y DO7 4 — LV RIZANLET,
f) [XE (Submit) 227 U v 7 LET,

A=a— =T, [TFYF (Tenants) 1>[TRTDTF > F (ALL Tenants) ] DJEIZEIR L

£

[fE%E (Work) | XA > T, BIOTF U "aeXTVvr Uy 7 LET,

[FE&#—2 3> (Navigation) | X4 T, T+ & >[FTUr—23> TAIT7A)L
(Application Profiles) 1> A7 74L& >[7 ) r— 32 EPG (Application EPGs) | >

EPG&ZEBI L, U TOBRIELFTLET,

a) [FAA Y (Domains) (VM FFEATARIL) 1&24LH27 Vv L, B FAA D DOREE
1D (Add Physical Domain Association) 1 %2 V v 27 LE7,

b) [#E R A4 D OBEERFOEM (Add Physical Domain Association) | A 71 7 ¢, [
HRASL2ODTOT74)L (Physical Domain Profile) | K 7F&Z 7 U A2 kb, Bl
ERS LT R AL 2R L E1,

¢) [Submit] #2 V v 27 LET,

AEPIX, /— REDORKEOR—F, BIORAA VCEEMTONET, WL R A A 1T
VLAN 7 — /VZBEHT B, 70 MIZOWEL R A A4 B bhE T,

AL v F Ta Ty ANEL L E—T A AT T 7 A NAIMEEENET, AV F—T AR
T T A NDOR—K Ty IR — =T ER SN E T, AEP A HEIICIER S
. A—F 7y 7 BIXORRAL AT HILET, FAA L VLAN 7' —/Z B}
THi, T MIRAAL ACBEEMT B NET,

AEP ZEARALT7 Ty —2 3V EPG #8H O KR— MZERT 5

APICGUI & RESTAPI 2 LT, BEAlBE L T 4T 4 T T 7 ANET TV r—a
EPG \[CEBEREM T H N TEET, Zhicky, BH—ofog e T 07 4 7
a7y A VCHEEMT O T R TOR— M, BEM T N7 7Y 7 — a3 EPG &
ALFET,

APICGUI %A L= AEP IZ K BEHDA 23— 214 A~D EPGDEA

77U r—y a2 BPG AR T V¥ A TUT 4T 4 T 0T 7 A MBI T, 2o
GEATHET 7B A TUT 4T 4 T 0T 7 A MEBBEM T Bz TR TOF— M EPG & E AT
HIZEWTEET,
4R8O SRS

«X—7y b TTVr—a EPG BMER ST\ D,

« AEP T® EPG E AIZfE 3% VLAN O#PHSE £ TV 5 VLAN 7 — L MERR ST
%)0

cWH R A A UAMERK S 4. VLAN 7 —/L & AEPICU 7 STV 4,
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APIC GUI £ (& L 1= AEP = & 801 > 8 —7 24 2~D PG DA ]

A =Gy FOERIARET VA 2T 4T 4 Ta T AVBEREh, T Y r— s
¥ EPG ZE A 2R — MM 6T,

* Cisco APIC 6.1(3) &L ¥ bHllX, 77 ARV v—REEaxirL<TOH, 7V r—rva%
PHRCRIRE T VB A T 4T 4 a7 7 A VZBE T H Z LN TE F L7z, CiscoAPIC
6.1Q3) LIEIZ. TF v FEE-IZT 7 AR o—lEE N LT, 7V r—a v’k
B ET VB A T 4T 4 T Ty ANMIEEMTEZENTE DRV EL
776

A\

CE) hofFEDHEOWTNIZHEH L TAEPT ¥ v F A b
BT 25813, BROEFERIESL | ME SN IZREE TOHFT
THRENRD Y £9, MIEICEEND DA, Cisco APIC 1XZ D
REXESRLET,

FIE

ATYT1 ROWVTNOOFEEFEHA LT, 77V 47— a3 EPG 28T VAT 474 7
077 A JVICEERMT S Z N TEET,
a) MHIT D77V r— 9 EPGDON—VEEET, GUIT, [TF2F (Tenant) |>
[tenant_name] >[7 T4 — 3> AT 74 )L (Application Profiles) ]> [epg_name] >
[E%89 AAEP (StaticAAEP) 127 U v 7 L%,
b) [F#HU AAEP (StaticAAEP) | V4> RO T, ¥ —F v NERIWRET 7 BEA =0T 4T 4
Tua Ty ANET 7Y r—3 a2 EPGICEEEAHT £,

Z4—ILF 7% 3> (Action)

E) AEP DA 2RI L £,

Encap H—2ry N T 7Y r— 3 2 BPG O@EICMHH &35 VLAN @ ID % A
HLET,

Primary Encap (XFvay) 77U r—3 3 EPGICT T4~V VLAN S4B/

HlZ. 54~V VLANDOID # A LET,

JE B o B Ak [E&ICERA (Deployment Immediacy) | 7 4 —/V KD Ky 7 XY
ARNT, 774NV DO[F2TI2E (OnDemand) | D E FIZT 570,
[ENEE (Immediate) | Z#E®R L E7,

E— K (Mode) T A EEETHE—REREELET

s [FZ2% (Trunk) 1: KA SNHD T 7 4 v 72 VLANID 23 ¥
TRIFENTWALEITEIR L ET,

[FS52Y (AT 47) (Trunk (Native) ) ]: A FHD T
T4y ZIZ8021p X U NE TATEN TV DGAITERIR L 7,
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B Ariccul £6R LT ABP 12k RO A 28— T T4 D EPG DEA

J4—IJLF 74 < 3> (Action)

[7OER (B57%L) (Access (Untagged) ) ] : IR A RinbH D b
T4 I BNE T ERTOWRNWGSITEIRLET,

ATFvT2 £F. COFEEFERNLC, 77V 45— a3 EPG 2o T 4T 4 7a 7 7AW
AT E,

a)

b)

d)

T 28 ATRET 7 ERA =T 4T 4 T T ANDN—=VEHEET, [T7 TV Y
4 (Fabric) 1>[72 X K1) — (AccessPolicies) ] >[R'J &— (Policies) ] >[4 O —
/3L (Global) 1>[#E#EaIBE 7V R T T4 T« 7B 774 )L (AttachableAccessEntity
Profiles) I8 L £,

=2y MO T AT 4 T Ty ANET Y v 7 LT, [T 7B AT o
7 4 7u 77 A/ (Attachable Access Entity Profiles) |7V ¢ > RV &2 & £,
[ERAEERT (ShowUsage) |R¥ %227V v 7 LT, ZOEGARET 78 AT T 4
T4 a7 A NVCEEM TN —T AL v TF LA E—T 2 AERRLET,

ORI T 4T 4 T a7 A VBT O NT=T Y r—2 3 EPG N, T O
BT AT 4 T T A CEEMTONTZT R TORAL v T EOTXTOR— MIE
BHENET,

(77U —3< 3> EPG (Application EPGS) | 7— 7 /WMZHS & ZOHEREAIRET 7 & A
TUT 4T 4 T T A MIE =y N T T r—a v EPG ZEAT £, 7Y
r—3aYEPGZ U MU BT 51, [HE27 Yy 7 LET, H= VRO T 41—
IVRRBY T,

J4—ILF 7% 3> (Action)

Application EPG | ko v 7Z o o2 LT, BEfMiFshzT T b, 7V r— g

TarzrA, BIOE—F v N TV —3 9 BPG R LET,

Encap H—ry N T Y r—3 3 EPG OWEEICHEH S D VLANID O4 i %
Primary Encap (A7 ay) 77V /r—aEPGIZT T4~V VLAN SB35

X, 774~V VLANID O4Ri# AT LET,

T—F Foy 72y LT, T2 &% ET 25— FEEELET,

* [Trunk] : RA NSO BT 7 4 v 71 VLANID 28 % 7 fF1F ST
HHAIEN L £7,

s [FS29 (R4 T4 7T) (Trunk (Native) ) 1: KA ML D FT
T4 w712 802.1p X T NBE AT EN TV AELAITEIRL £77,

[THUOER (#57% L) (Access (Untagged) ) ] : RA ML D R
T4 I NETTFENTORWVEAITERLET,

ATwF3 [EE (Submit) 1227V v LET,
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COEHRARET Vv A T 4T 4 a7 A VICEEMNT ST 7Y r—3 3 EPG
W, ZOBERARET 78 A T T 4T 4 TR T A VCEEMT ORI T R TOAL v T B
DT _RTOR— MIERINET,

A48T A2~ EPG

RT7 ARZLTORY FT—OR—XADEEICEDIAM 0T A
T—a vOER

Cisco APIC #f/l LT Cisco ACI TO~A 7 0t AT — a0 BREL, Xy NT—2
R—=2DEME, MACT RV A, £723 128 EDIP T L REEHA LIZH LWEER—2 D
EPG Z#1FC& £7, Xy NV =7 _X—2ADEMZMHH L T Cisco ACl TO~A 7 a7 X
T—varEHREL, BH—0D~_—X EPG 72135 D EPG N T VM 713l RRA
NESEECEET,

IPRA—ZDEMEDER

[PR—=ZADT A NHEFEHALTC, B—D~A 70t A FTHE-IPT KLA, 7% b,
FIT SRR IEEAE IP 7 L RAESBHECEET, 7747 U+ — VO LRI, BFa
V7 g =% BT 720 Ol SfF e ke LT, IP T RLRIZESW TR
RARA v N cEET,

MAC ~—XDEMEDER

MAC RXR—ZADT7 4 VA ZMEHA LT, H—MACT FLAE713EEDOMACT FL A &2458ET
EFET, R#EYR N T T4 v I EFy NU—ZICEET L —"\NH DG/ O k& LR
LET, MACRX—RADT7 A NVEZEFER LT~ 7887 AV NEERTHZ LT, 20—
NESEECEET,

GUI ZFERLERTAZIIRETORY =IO R—XDTA4 7 Bt > k EPG DX

TE
Cisco APIC Zif AL T~wA 7 u®v AT — a0 ZHREL, BIRHEHO—X EPG £7-
WEE—DEPGIZBT AWE T RiRA 2 h T3 R H LWREIER—ZADEPG IZEE CT& £
7,

Flig

ATvFT1 CiscoAPIC Icm /A LT,
ATwF2 [Tenants] #3EIR L., ~Af 707 AL MEVERT DT T FEBIRLET,
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B v zERLERTASLBETORY FO—HR—2DTA I OHY A k EPE DRE

ATvT3

ATvT4

ATy Th
ATy T6

ATy T17

ATvT8

ATvT9

ATy 710

ATvINn

Th b OFES—var v RUT, T2k 73L& [Application Profiles] 7 4 /L4,
[Profile] 7 #+ /v %, 3 L O [Application EPGs] 7 /v & & BB L £,
WONTNNEFATLET,
o [/ UX—2 EPG OB RiRA v b T 2 %8 LWEMES— 2D EPG IZHET 5 (1T
X, B FARA v N TARA REGHR_R—AEPG%2 7 U v 7 LET,
« BIpDHBEDRN— A EPG OYFRLT L RIRA > b T34 2 & LW EM— 2D EPG (Zfid
BT 5, W RRA U N TS RAZELX—ZAEPGD 1 2% 27 Vv 7 LET,
N—2Z EPG D7 0T 4 BEEY 4 RUICERFRSNET,
BT 4> NUT, BilEOAHLIZH D [Operational] ¥ 7 %227 Vv 7 LET,
[Operational] % 7™ T @ [Client End-Points] % 737 7 7 4 727> TWAH Z L R L7,
FET 4 FUIZ, XR=ZAEPGIZET 2T XTOMBT L RARA LV PRERINET,

LA 7l XA MIRETATZ Y RKRA v b T AL R (HEA) OIPT7 FLAET-
IEMACT7 RLU AR EXDET,

BI DO X—ZAEPG DT RIRA b T AL R % LWEMER—ZD BPG IZELET 555
AlE, HERX—REPGIZK L TAT v 7 4~T7 ik LET,

Ty hOFES =gy 74 RUT, [uSegEPGs] 7 # VX %47 U w7 L. [Create uSeg
EPG] Z#IR L £ 77,
UTFTO—#EOFNEEZFITL, =2 RKRA 2 b THNA R T NA—TD 1 DIZxt L TRHER—AD
EPG OER A s L £7

a) [Create uSeg EPG] ¥ A 7 17/ /R v 7 AT, [Name] 7 1 —/V FIZA4RIZ AT LET,

HLWBHER—ZADEPGIE~A 7t /AL N THHI LRI LR EIRT L 2L aH
WLET,

b) [intra-EPG isolation] 77 f —/V K C [enforced] F 7213 [unenforced] % %R L F 7,

[enforced] Z 38R L7256 1%, ACIIZE > TZ D uSegEPGND T KR A > h T34 A
OBENTRCHIESNET,
¢) [Bridge Domain] =V 7T, Ry 7 XUy URARNLTY v RAL UERINLET,

d) [uSegAttributes] fHIK T, XA 7 u /Ry 7 AOHFMIIHD [+] KayFX o JR NG
[IP Address Filter] & 7213 [MAC Address Filter] Z# #&R L £ 77,

T A NA ERET HITIE, ROWTNUIrOEOFIEZETLET,
] = HR

IPX—ADJE |1 [CreateIP Attribute] 4 7 12 7R v 7 G, [Name] 7 4 —/L RIC4 %
M ADLET,

AHNZOWTIE, 74 VAEREA B LT b D2 RIRT 5 L OHESEL £
TO

2. [IP Address] 7 4 —/V RiZ, W29 7Ry 8 vAZ7DIPT NLAFE Tz
Y7 xry hEATLET,

3. [OK]%#7VUvZ LET,
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AT T12

ATy 713

ATy 714

GUI £ LIAT A S LBBETORY hT—o_R—207 470+t 5 4> FEPe 0E ]

IER R
4. (FFvar) ATy 7 10c~1lcEZBVIRL T, 2BHDIPT FL A
T ANEEBERLET,
TOFEIET, ~A 72887 A L MIARHEGEDIPT RLAEZEHDH T LR
TXFET,

5. [Create uSeg EPG] ¥ A 7 0 7R > 27 AT, [Submit] #7 U v 7 L7,

MAC ~X—Z® | 1. [Create MAC Attribute] %1 7 2 7748 v 7 AT, [Name] 7 4 —/V RIZ4 R
Je AN LET,

ZANZDOWTIEL, 7 A VA EREE L2 b D& RINT 2 L HHERE L £
j‘o

2. [MAC Address] 7  —/V KiZ, MAC 7 KL AZ A LET,
3. [OK]%27VUvyZ7 LET,
4. [CreateuSeg EPG]) ¥ A 7 v 7 7 AT, [Submit] #27 UV v 7 LET,

WO TFNEAE FEIT LT uSeg EPG ZWBE N A A L\ ZBEfHT £ 9,

a) [Navigation] ~3A > C, uSeg EPG 7 # /LA NNV T VD Z L 2R L, 1Bk L7c~A 7 1
A DT T EBEET,

b) [Domains (VMs and Bare-Metals)] 7 /v &% %7 V) v 7 L¥ 7,

c) EEv 4 RUDHMIZHD [Actions] 27 Vw7 L, FryZHE ) 2 NG [Add
Physical Domain Association] % %R L ¥ 9,

d) [AddPhysical Domain Association] % A 7 & 277K »» 7/ A"C, [Physical Domain Profile] K& » 7
o VAR Tu 77 A Ve BIRLET,

e) [Deploy Immediacy] =V 7 T, 7 7 4 /b ;® [On Demand] %5 AiLE T,

f) [Resolution Immediacy] =V 7 C, 7 7 # /L k@ [Immediate] %5} AL E 7,

g) [Submit)] %7 Vv 7 LET, °

uSeg EPG %@t 72 V —7 AA v FIZBEAT £7,

a) FTESF—T a3l U4 RUT, uSeg EPG 7 A /L X MBIV T D Z & A8 L C [Static
Leafs)| 227 Vv 7 LET,

b) [Static Leafs] 7 ¢ > K7 C, [Actions] > [Statically Link with Node] %7 V v 7 L&

¢) [Statically Link With Node] #4712/ C, V—7 /—R&E—RZERLE7,

d) Submitx7 U > 27 LE7T,

VEE T B FDMDO Ry FT—2 BHE_R— 2D EPG T RTICH LTAT v 79~ 13 28R L
7,

RDERY
JBME— 2D EPG NIELLERREN-Z L 2R L E T,
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B s5yv—=ecLcorP7rLAR—ZDTI5 01T A | EPG

IPR—AFZIEIMACR— 2D EMERETHIHEEIT. LA 707 A MCEE L
TURRA LN TRAATRIR I 74w 7 REHELTWVD Z LR LET,

HEYY—RXRELTODIPT7 FLAR—ZNDITA 7Bt A2~ EPG

GUI ZfERA L=

FIE

IP7 RLAR=ZAD~A 7t A hEPG % VRF (Z 0 EPG NEE S LTV D) DRSS
577 BATEL VY —RALLTRETE LT, ZOHEIEF, FEOIPT RLAXR—ZAD~
A7uk 7 A FEPGIZY TRy b (Z=F ¥ ARIPT FLAREID Y THATND) &
EL, TOYV T Xy M Z O EPG BT 5 VRF LSO VREIZH DT /SA ATT RAZ A X
BLOEATELLOICLET, KIC, BPG A7 Xy FOIP 7 N L RIZBEAMIT 54
Trare AT LIKEETIP B2 EE L £,

BVY—RELTODIPR—2DTA 85 A2 +EPGDHRTE
VREBLUOHRED 7 7 7V o I25DI FAT v MR T 7B RAAREREGYS —E R L LT, 32
By h~AIDIPT RLARFFO VA7 uat /A NEPG ZRETEET,

18 HHIIZ

REICEET A% D GUI OFBATIE, Y7 Ry b A B BRIZREINTZIP T KL ANR—2R
D<A a7 AL NEPG RHFAREINTNDZ EE2FFEE LTWET,

\}

GE) MR TIP 7 RL A X—AD EPG & ET HTFIMEIZOWTIE, kEESRLTLES

VW, X7 AFLTOFy NI R—=ZDFHEICL D~ 7wl AT —2 g Off
A (25 2—)

ARABREETIP 7 R LA RX—ZDEPG X E T D FIAIZ OV Ti,  [CiscoACl Virtualization
Guide] @ [Configuring Microsegmentation with Cisco ACl] Z £ L T 72 &0,

ATV T1 Z—Fy e RAIPT RLAR—ZAD EPG ICBEIL £,

a) APIC GUI T, [Tenant] >[tenant_name] > [uSeg EPGs] > [uSeg _epg_name] =7 U v 7 LT
EPG O [Properties] ¥ 1 7 1n 7 %R~ LET,

ATwFT2 #—%v NEPG TlX, EPGOYV T Xy 7 RLARIZ—EHTHLHICIP BIEEHREL 7,

a) [Properties] A 7 1 2 C, [uSeg Attributes] 7—7 /L EROTFC[+H 227 V7 LET, 7
0y RRFRENT- G, [IPAddressFilter] 238 L T [Create |P Attribute] %A 7 1 2
ERALET,

b) [Name] 7 1 —/V RICAHIZ AT LET,

¢) [UseFV Subnet] OF = v 7Ry 7 A%F NI LET,

W 51—y 75> bEE |
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GUI R LEHEY Y—RELTOIPA—ZDTA 5015 4 PG 0wk [

IOFTvarEAMcTLZ LT, IPBEEEAEY T Xy hOIP T RLAIC—ET
HTEERLET,
d) [Submit] 227V v 7 LET,
ATFY T3 Z—4 v hEPG DAY TRy FEMERLET,
a) X—7 v N DHIPT RLAR—ZAD uSeg EPG O 7 4 /L ¥ % APIC D)/ — 3
v 4y RUTEWCE £, [Subnets] 7 + /& %47 1V v 7 LT [Create EPG Subnets] % i3
WLET,

b) [Default Gateway] 7 1 —/V N2, IP 7 KL AR—ZAD~<A 7t 7 A NEPGDIP 7 K
VAFEF~ AT AN LET,

GE)
cWTHNOEEL Y TRy A 71X /32 THALERDH Y 9,

«IP7 FLAXR—Z2®EPG ICB L TIX, EBEIZF— U =2A DT 74V 8 T FL A%
AT 20TIERL, LHEEPGH TRy hOIP T KL AEZ A LET,

¢) [Treatasavirtual IPaddress] &R L £,
d) [Scope] T [Advertised Externally] & [Shared between VRFs] 3R L £ 7,
e) [ZfF (Submit) %7 U v LET,

GUIZFRALIE-EFEYY—RELTOIPR—RNDITA4 205 A2 ~EPG DEETEEER
HEY—ERE LTHREINTZIPT RLAR—Z2O~A 7 0t s Ak EPG 2 REMET 5
Wi, TEV TRy FEREIBRL, EBICFOY TRy et Y V=2 L LTRSS AT
VarvEBEHNITALENDY T,
IR& HEIIZ

AP —ERE L THREINTZIPT RLAR—Z2D~A 70k F Ak EPG 2 REMET 5
WZiE, ROEBEHER L T SLERDH Y F7,

e IPT7 RLAR—ZAD<A 707 A FEPGODEFF—ER T RLAELTHREENT
WAHTT X b,

« UseFV Subnet 7> a N ERNRIETERE SN TV S TP B,

FIE

ATFYT1T IPT RLAR—ADSA 70T AL NEPG LY T2y NEHIRLET,

a) APICGUI T, [Tenant]>[tenant_name] >[Application Profiles] > [epg _name] > [uSeg EPGSg] >
[uSeg EPGs] > [uSeg_epg name] =7 V v 7 LE,
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b)

<)

d)

2=y RERDBIPT RLAR—ZD uSeg EPG D7 4 /LA % APIC DF &7 — 3 >
742 R TBWEZE %, [Subnets] 74V E %7 Y v 7 LET,

Subnets 7 > R 7T, 7 RAZ A XIS THLO VRF EEF I 5971y MR L,
Actions>Delete #7 U v 7 L £,

[Yes] 27 Vw7 LCHIBREELET,

AT w T2 [Use FV Subnet] 47> a 2z LET,

a)

b)

¢)
d)

7INIr—=

H—lry NETR D IP T RLANR—ZAD uSeg EPG O 7 + /L ¥ % APIC D} B/ — 3

74 RUTHW-FFE, v~ 27 ukv s A NEPGD4RI% 7 U v 7 LCEPG ® [Properties]
A Ta T eFRrLET,

[Properties] Z 4 7 & 7 C. [uSeg Attributes] 7— 7 /L 7> 5 [Use FV Subnet] 47" > a 3%
2725 TS IP JEEDIEE % o £,

FTOHBEX T NI Y v LTEdtIPAttribute ¥4 7 u 7 2 F R LET,

[Edit IP Attribute] %+ 7 1@ 7 ¢, [Use FV Subnet] 473 3 > Z @& IRfiFFR L £ 97,

[IP Address] 7 4 —/V RIZHID IP 7 KL A @MEERE L E T,

()

TOTRLRAF. REY F~TAIDZ=FFY AN T RLATHALERHY 3 (] :
124.124.124.123/32) .

[41 (Submit) 1227V v LET,

3> JAJr7AILEEZDEA

tXal) T4 R)—DEA

N7 7 4 ZIERIE SRV DA A —T oA APH Y —T7 AL v FIZAD, Ny MEIEET
EPG D EPG T~ —F 7 3nET, V=7 AL v FIZZL0%, 7o U THOTr v |k
DFEHIP T RLVATTI 4T =T 4T Iy I T v T H2FATLET, by bTdHE, kovT
UFADNTNDDHET DA RN H D £5,

1.

=%y Ak (/32) b hTIE, 5aemy FARA > bD EPG &565eT RARA M RTE
ETH0—IN A X =T x4 AEFRFIE—F V=T XA vFDVTEPIP 7 KL AR
Bt nET,

VTR N LT 4R (RUS) Da=%r A+ bty bTIL, 568y 7%y b 7L
747 ADEPG LAY TRy N TV T 4 AN FET DB — AN A —T = AF
FIZVE—F U—7 AL v FOVTEPIP 7 R L AN RSN E T,

“NVFEXY A by NClE, 777V v 7 2KD VXLAN b 7/~ LFF v A K
IN—TFDEPG THEAT IO — L L —_DOua—h)L A F—T = A A L IMUDFE L
IP7 RL ARSI ET,
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ETSITRELET,

<NV F XX ANEANFHNL—Z DY T Xy M, ANV —T7 A4 vFTOE Y hEFIZHZHL
9, BX 2V T4 RY—DHMIE, 588 EPGRANY —7 AL v FIC Lo TEEND

HEET — 7 VDB VICEY , Ty FRASRS v AL v FOEETaF VIR EENET, B
BT X UIIFOK, BRET T VRREFITLET, TN THDLHEAE, Xy MER
oy 7ENET, Bty hOBFAE, Ny M3k RRA v hEERH DY —7 A
A v FITHEEENET, WDV —7 XA v F 05150 EPG 23R4 5720, ¥X=2U T 4 &K
Vy—DmEANEITEINE T, HHY—7 A4 vFix, 2 v MEEILO EPG iRk 54
ERHVET, 777 Vw7 ~yF—iZ, ANV =T 2L v TFhbH ) —7 21 v FIC

EPG {5k D720, 27t RaE A, X—T /I LET, AA 2 AL v FE, k7o
FUBRRAZ FATT D L XIT, Ny FNDOIED EPG ZIRIEL £ 77,

HAU —7 24 v FTld, BETIP T FL A, 2550 VIEP, B X OUE(E7C EPG fF#i%., %
BZE o Tuo— I NVDERET =T VRIFEINET, A EDOT7a =R EFRTH D720,
INE Ny R T a— O TEEE T — T M ATI L, N T T 4 v I BREFRTCAN T 4V
yorsnEd,

R o—ftkzECarv b3 k

ACLEX=2VUF 4 EFLTIE, 2 727 MTEPGEOBELZEHTLIRNY > —RNEENE
T, 2 b7 7 MIBENELZEE L. EPGITBEDEETL L5 EIEE LT, = T2
MIROLHIICEPGE#Y 7 LET,

oy N5 FTHFAIENTWIIUE, EPG1 O RARA > MIEPG2 D= RARA v b LiBfE
T, FEZFOWHLAHRETT, ZORY —OMEEICITIEFICRIERNH Y £, 72 & 21T,
EPG1 & EPG2 HICZIZZ < Dar 77 RBFETE, 1 20ary 77 N&fEHT 5 EPG A
3O EFETE, 2 b7 7 MIEED EPG Ot > N THFAHTE ET,

F7-EPG L av v 77 bOBMRIZIZIFRMERH Y £9, EPG X2 b7 7 b &2 E 72130
HBCxFET, ar b7 NERMIT S EPG L@, —#HOY FAT U h TAAL AT —E R
it o —HOT U RARA U N TT, 2OV —ERIZL-sTHERHESND T 2 havidar b
77 NCEREINET, 2 77 FEHET D EPGILET, £OV—E 2D FA4 Tk
ThHH DT RRA VT, 7I9A4A TV NV RRA v b (v ya—<)Rn—nx
VREA L NI RN F ) CHERLE D LT AL, Ay b TS NI ORI S DA
EIDEMRLET, FFITHEEDORWIBY, 203 77 ME, =BT T4 T b~D
B BT 5 2 LA LEY A, 2720, EPGIEOB O T 7 A, Z DI5OG
ZHHEICTFAI T 258050 £7,

Z ORI OBMRITEE, EPG L2 M T 7 FEAREIZ > T TRINET, KITR
FTREVDGAITER LT EE,

EPG | <o THE e aryh77 bh< feft EPG 2

gx1—7rorEe M



X214 7FY bRE |

B o271 Kuo—teatarrso b

ay b7 MIBEICHEERESNE T, 1 2 EOV T Vs FTHERESN, &7V b
WIZ 1 DU EDT7 4V ENEGEN., K7 4N0Z1T 12 07 o ha )Lz EFRTEET,

M6:a+30FT1L5

CONTRACT FILTER
A‘F\"F’ TepIY A— ’

L ARPMfrequest

http
https

500013

WORIE, 2> 727 MM EPG OBEEZ ED LY ITEHET I E R LET,
X 7: EPG/EPG BIEXRET 5V +5 4 +

EPG:
app

vzProvLblL="green” Contract: "webCtrct vzConsLbL="green”

UZPrDFSubiLbI:”DanPm‘J" - - VZCDnﬁSuDiLDI:"GpenCDns"
blns jLb vzC jLb Y Ls .
vzProvSunjLol="secureProy | V2P rovSubjLbl onsSubjLbll - - onsSubjLol="secureCons

“openProv” http “openCons”
“secureProv” https | “secureCons”

EPG:
web2
vZProvLbL="red” vzConsLbL="red"
VZP[D‘.‘SUDJ Lbl="secureProv® ‘."ZGCiI'ISSUl:l]'Ll]|="5l-':‘.')!.;lf!’:C?ClrIS==

348514

7z & 21T TCPAR— k80 & 7AR— | 8080 #4857 E T % HTTP & FHIND 7 4 /L& & TCPAR— b
443 ZHRET D HTTPS EFEHENDBID 7 4 NV H ZEFKTEET, TOH%, 28y hOtFRI T
Y ZFFOwebCtret EMEIND 2 N T 7 R EERKTE £9, openProv & openCons are 73 HTTP
TANENEENDERST IV TT, secureProv & secureCons (£ HTTPS 7 1 VX N E F

HIEHRAT TV T, TDwebCtret 2> b7 7 M, Web ¥ —E 2 %4292 EPG & ZDH—
EAEMBETILIZ RRA YV R 2GR EPGRIOEX 2T 7 Web b7 7 4 v 7 LIERX 2T 72
Web N7 7 ¢ v 7 O A FREICT H72OIEHTEET,

| EESECT RN v



| £#x2—% 75> r3E

ka7 RKys—tEEatar 5o+ |

INHOR UG, B~ DN NR—= A P EEET LR =2 bl s £,
EPG 73 Virtual Machine Manager (VMM) @ KA A »NIZHLE 405 &, APIC I% EPG |2 Bt
JHNTETRTORY O—% VMM KA A NI T HA v X —T oA A% FFOY —7 A v
FIZF T rm—RLET, VMM FA A COFERRHINI OV TIE,  [Application Centric
Infrastructure Fundamentals] ¢ [Virtual Machine Manager Domains] D& ZZ M L TL 7230,
ZORY —EREND L, APICIZEPG DT KR A ¥ b ~DHEGEE THEICT D A A v F
EHET D VMM RAAL U ZZERET vy va (B UHAT) LET, VMM R A A Vi,
EPGNOxT Y RARA ¥ "R CTE DAL v F EAR—b Dty NEEFRLET, = FFRA >
FRA T A Tl D b WY EPG ICRHEATH T O ET, Ny RREEIND & EE
ot BPG 3 L U%ESE EPG 2337 v b bl S L, s T 22y b7 7 FTERINZARY
=TTy RRFFRI SN E D DR S NE T, R SN AIE. N v DR S
NWET, FASN2WGAIE, Ny MIlry7EShET,

A b7 7 MILIDOUEOH TV NCHRENE T, £ 7V MIZ1 2 ED T ¢
NANGENET, H74 N 2T O NI REENET, K=o ML, 77 %
A aryha—,L JUAKMACL DO ITIZFHEY L, = RRA 2 b ZV—FHNOT L RARA |
N SN TWD Y —7 A v FTHASNET,

FEAICIZ, 2 T MIROEB THERINET,

&Rl T ML THEEINDTRXTOa T 7 B (common 7F > hE2ILTF
Y MEEKTHERSNIZEa Y P T 7 bEED) ICENTNRRDARPLETT,

TV i BEDT ) =g VERIIT RO T AN DT IN—T,

T UNE LAY 2~ L ATVADRME A —Y Ry b ¥AT, Tabav X7 TCP
T R=F 2 TESWT AT T4 v 7 25T H-0IEHLET,

T vay i TANEY T ENTE N T T4 I TEITENDT Vv ay, DT 73
UMY AR—FENET,

c NI T4y I OFFR GEFEOAL ST T DI

« 8T 7 4 v D~—2 (DSCP/CoS) G D hT 7 N DFx)

ch T T U I DIVEAL LT N (P—ER T T DEHEDI NT T FDR)

e NI T4y DA (=R T T TEILSPANIZ L DBHEDO AL N T 7 FDH)
s N7y DTRYy Y (Fikar T MDORH)

Cisco APIC U U — % 32(x) B L UL EX £721X FX TR D AL v F Tld, 1%
ay 77 FTCROVICHL HEE 77 v arEid [y b7 7 b ERIIH4L OB
SN EHERLT, BEDNRY =2 52RO NT 74w BTy TEET,

s rF T4y rOuy Fikar T Me@EOaA T 7 )

cTA VT A (ER)VERAIERA T V=2 M, A7 V=7 M ERRICAETE $8
A, A YT RAFEFETE L7037 4 TH,

DX, T MTT ML TR LY b MR T 7 a VINHREIZARR D 9, =
YT ME FTEOY T2 MI—ET DN T T4 v I EY—ERIZU XA LT ML

gra—y7rorue B



Era—¥ 7+ rHE |
B et 77ur—v 3 0mm

D, aE—L70, TDO QoS LIV EEHR LY TXHIEEHREARKRTYT, BERET LT
TIEARI L —2HENUOANTHE, APICNA 7 T4 72137 7B A TE VWS
Th, TV RRA L MIBETE, LWV RRA U b aAr I4 ICTE, BEEZITY 2
EMNTEET, APICIE, F v hU—7 OB —OREERAERSNLRIASNET, AClL7 77
Uo7y "BRANEND ERIFZ, EX2 VT 4 RY V—NAL v FTHEITLTNEHE
GETF ML > THEHHAENET,

Three-Tier 7 7') 57— 3 > D EH

TANEE, TaNFEEeary b7 NMCXVHFRERIIESSNDSGT—H 7 halrfs
ELET, 2 bT77 ML, BEOY T 27 beEDDZ ENTEET, FHRITIY

X, BAMEIIRG T 4V ZOERICERTEET, HAMTZ 4L Z1E, ara—<h
L7 a2 —Jm (IN) F37 e X—nbarya—<jE (OUT) O XL LT
LCEASNET, WEHFH7 i, miFoFRcHERsSNET, Zud, #RHNTEHY
FHA,

a7 ME, = REKRA > b Z—7 [ (EPG M) O E A X—7 MZTHKRY v—7T
T, ZORYV—F, TV r—ra VERIOBEEZRRET D=L T, a2 T 7 bR
EPG [Zsf STV WA, EPG MiE(E0NT 7 4 /v b THRMIZ/2 Y £3, EPG NO#E(E
IXFICHEF SN TNDDO T, EPG NOEEIITEMINEDH Y T8 A,

TIVr—vary a7y A LTiE, APIC RZFDH%F Yy T —I BLONT =4 H—DA
VITANT I F X TCRHBNICLE Y TT LTS = a VB EET LTS &N
TXET, 77V 5—var a7y A VT, BHENRA VT TANT I F ¥ OERERT
W2 77V r—yar OBENS, V=R ST T a—F 52 nTcEEY, 77
Vor—ay a7y A0E, EDISGHBICE#E T % EPG /KT 5277 T7, EPG
WXRICT U r—yary 7a 774 VNOMO EPGEB LMo T 7Y r—vary 7a7yA
JVINOD EPG Ll TE £,

TV r—vary A —EREETHICE, RERT SV r—vary a4 T 40
2, BIORKNEZA LT D20ER DY £+, @HE., APICZ 77V v 27X, 757 %y h
U — 27 N® Three-Tier 7 7’V r—>a &R AN LET, ZOFITIEH, 77V r—ra 033
BOYH—sN (Web —/3 TV r—v gy = BIOT—F X=X $—) ZEHL
THEITENET, Three-Tier 7 7V r— 3 OFICHONTIE, ROMEBRB LT FEW,

Web V— NIZIZHTTP 7 4 W EZ 3B 0 . 77V r—3 3 > % —N\Zid Remote Method Invocation
(RMD) 7 4 vEZB3HY ., 7 —HX—RZ $—,3ZF Structured Query Language (SQL) 7 1 /b
ARHYET, 7TV r—rar —F, SQLaY F 77 hEHELTT—F_X—2 $—
NWEBELET, Web ¥ — X, RMI =2 b7 7 REEELT, 77V r—vay =L
WELEST, NT7T71v7 ‘iWeb‘U‘*—/*‘ﬁ)%]\'O TV =gy =N EBELET,
TV —=vary b= NTEOHK, T—HRX=R P —REWEL, T T4y 73N
FETo2&bTEET,
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8:Three-Tier7 7)) &r— 3 DX

htp B 7 1 L8 EHeRT 5352 —4 [

interface servers
internet web EPG app EPG db EPG
Bilttioe [ep] [EP] [ep] [eP] [er] [Ep]
public | consumes [T o _EF'I consumes . I_EF'J consumes _ sql IEP‘
netwark contract contract contract
: . = ] = =
hitp ) g sql g
filter é g. filter g.
] 3 &
e

ctx1 layer 3 context

bd1 bndge domain

http AD T 4 LR ZERRT H/XT5A—43

ZOFEITD http HDO 7 4 VB ZAERKT H /3T A—Z(FRD LB TT,

304258

INSA—H % http D7 1 LA
A4 Bl http
T RO 2
= FUA4 Dport-80
Dport-443
Ethertype 1P
A= = tep
tep
SESEAR— b http
https

miBSEVsql DT A ILAEERT B35 A—4

ZOFITOmiBEOsql HOTZ 4 W Z ZAERT 537 A =2 TRD LB TT,

INTGA—H5H miD7 1 )LA sql DT 1 I)LA
A rmi sql

= b DKk 1 1

ENAYE Dport-1099 Dport-1521
Ethertype 1P 1P
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B 77vr—ar 70700 7—52~—20M
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INSA—HB % mid7T4ILA sql DT 1 JLA
71 k=)L tcp tcp
SEAEAR— b 1099 1521

FIUSr—30 JAIT7AIL T—3R—XDHI

ZOBEOT TV r—vary a7y AN T A X=X FRO EEBY TT,

EPG RBEShZaV 50+ EBShZIVES F
web web rmi
app rmi sql
db sql ~

GUIZERLE=77U4S—23> 0774 ILDOER

FIE

ATy Tl A==2— "—7T, [TENANTS] ZE4R L7, [Navigation] <A > T, 7+ h&EML,
[Application Profiles] #4727 U v~ 7 L. [Create Application Profile] 22 UV >~ 27 L£7,

AT w72 [CreateApplication Profile] %4 7 7R v 7 AT, [Name] 7 4 —/LV RiZ, 77V r—vayv
7w 7 7 A V4, (OnlineStore) Z 81 L £,

GUI Z{EFR L 1= EPG D 1ERk

EPG 2MEM T 28— ME, VM ~3— v (VMM) KA A F 721X EPG IZBH AT &= Bl
RAAL L DNTIN T DB L TNWDIMERDH Y £7°,

FIE

ATYF1 A==2— X—T, [Tenants], EPG Z1ERT 27> FDIEISEIR L £,

ARTYT2 Felr—var XA UT, 7T ROT 3V [Application Profiles] 7 4 /L4, 77U fr—
vary a7y A N7 F VA OIRICE-LET,

AT w73 [Application EPG] 7 + /W& %477 U v 7 L. [Create Application EPG] %A 7 & 7' 7R v 7 ATk
DEEZFITLET,
a)  [Name] 7 4 —/V KiZ, EPG ®4Hi (db) Z#BMLET,

B Ex1—5FFUrEE
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ATvT4

2)

h)

)

6ul 2 L= er6 0fes ]

[Bridge Domain] 7 4 —/LV R C, Furvy 7 X o JRAMMET U vy RAAL Y (bdl) %
BIRLET,

[Associate to VM Domain Profiles] = > 7 7R v 7 Z&F L ET, Next]ZZ7 U w7 L
EJr RN

[STEP 2 > Domains] = U 7 C, [Associate VM Domain Profiles] Z /BB L., Kmr v 77X v
UARNHRRDO VMM R A A V2R ET,

[Deployment Immediacy] K2 v 7# U A RNT, T 74/ MEZZITANDLD, VD
R Y > —M Cisco APIC 2 HFLY —7 AL » FITEF SN D0 E RN 77,
[Resolution Immediacy] Kv > 7 & 7 U A KT, WORY =B Y —7 XA v Fh
OIRABY —ZICEHA SN D ZIBIRL 7,

Cisco AVS 23 ® 54 121%, Immediate & 72 1% On Demand % &R L £3°, Cisco ACI
Virtual Edge % 7213 VMware VDS 73% %55 (21%, Immediate, On Demand, F7-1%
Pre-provision %R L £,

(A7 ay) [Delimiter] 7 4 —/V RiZ, |. ~ . @. * +. FHITZ=0WVThrDE
FaEANTILET,

HEEASN LD GE, VAT AE VMware R— 7 —7424 05V I 2 & LTT
TAN RO | BEHLET,

Cisco ACI Virtual Edge ¥ 721X Cisco AVS Z#F|H L T\ 544 1%. [Encap Mode] K= > 7
HgL AN TN — REERLET,

WDONWT DD BT — REEIRTE ET,

* VXLAN : ZHUUE R AA D VLAN ZE% E#FE X L, EPG X VXLAN B &b %
FERLET, 2720, FAL VTV FHRY AN T—ANEREINTWRWIGES
1Z. EPGIZX LT T —2NRAELEI,

s VLAN : ZHIE R AA D VXLAN R E% EFEZ L. EPG X VLAN B 74L&
HALET, 72771, RAAL LU TVLAN 77— L BRRE SN TR WESTX, EPGITX
LTC=T—B R H—ZNFET,

«BE): EPGIL. VMM RAA LR U Tkt —REHEHLEST, 2T
7 F IV hDOFEETT,
Cisco ACI Virtual Edge 73 & 5454, SwitchingMode Fu v 7 #w2 U 2 LT, native
Tl AVE IR L £,

native Z &R L 7234, EPGIL VMware VDS Z i L TUI W B 2 HivE 9, AVE ZiINL
72454 . EPG XCisco ACI Virtual Edge i L CEIV 2 bvE T, 7 7 4/ Mdnative
R

Update#27 Y w7 L, Finish#27 U 27 L&,

Create Application Profile # A 7 e 7’78 v 7 AT, EPG # & HIZ2 DfERRLE T, [WL7 Y »
Y RAAL v, RUTF =&t Z—HNIZ, 35D EPG 2B LE£4, Zhbid. db, app. B X
RNweb TI,

gx1—7rorEe M
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B rrccuzgRLED Y F5Y roRE

APICGUI #{FRALE=a> F359 FOETE
ARSI FETAILEDEERTHEEFNEIER

7 77V w7 5 Cisco Nexus 93128TX., 93120TX. 9396TX. 9396PX. 9372PX. 9372PX-E.
9372TX-E 72 & D5 1 D CiscoNexus 9300 V — 7 A A v F TR SN TV 54, EtherType
—HELTCODIPOALNIL NTF T N T ANETHR—FINET, 2 bTT N T4 NED
[EtherType] 7 + —/V KT, LVFEMARA T ar (IPvARIPYG 72 Y) ZMRAT HISREIT.
AL v FHDOREBIZ-EX, -FX, FLIE-FX2BHREEINTZY —7 AL v F T /NN TOHYHR—
M ET,

GUI ZERA LT 14 IL3 DIERK

FIE

&
ATvT2

ATvT3

ATy T4

3ODMEBDT 4 B ZERR L £, ZOfITIL, HTTP, RMI, SQL T9, ZDHX A7 T,
HTTP 7 4 VA BT 2 HiEa R LET, ZOX AT, MOT7 4 NV H 2Bk T DX AT &
ﬁuf‘é‘o

1R BHHIIZ
TFUb, Ry U= BEXOT Y oY RAL UMEREINTWD Z E&2fERLET,

A=a— RN—T, [TF M EZBIRLET,

Navigation 7 1 > K7 C, tenant-name> Contracts % %R L, Filters %R L, CreateFilter

IR E T,

[Create Filter]) ¥4 72 7R v 7 AT, ROBIEEZFEITLET,

a) [Name] 7«4 —/V FiZ, 7424 (http) Z AN LET,

b) [T kY (Entries) | 7—7 VAN T+%E 27 U > 27 LT, [&HI (Name) | 7 14—V RiZ, 4
A7 (Dport-80) # AN L ET,

c) [EtherType] Ka w7 Z 7  UA Kb, EtherType (IP) Z 3R L 97,

d) [IPProtocol] K v 7% URA Kk, 7o hajl (tep) ZERLET,

e) [Destination Port/Range] K= v 7*'#7 U A k)6 [From] 7 4 —/L R & [To] 7 4 —/L K
T, [http] ZEHR L £9, (http)

f) [Update]l Z27 U > 27 L, [Submit] #27 U v 7 LE 7,
FLLBIMEi=7 4 V2 )3, [Navigation] ~A > & [Work] <A IZFERSINET,

G¥)

[T b1 (Entries) | 7—7 /L Cld, ARP 23 JZI3MEREN 7e< . RETE EHA, ZD

74— RIAMEA LA,

[Name] 7 4 —/b R [Entries] Z @A L 7, ML 7mEALFITL T, BloT M) 25
A— R & LTHTTPS TiEML, [Updatel 27 U v 27 LET,

B Ex1—5FFUrEE



| £#x2—% 75> r3E
eul A L-2snks ]

ZOHLNT 4 L= A NBINESNET,

ATYTE IBIZ22007 4% (miBELWsql) ZER L, mi BEL O sql HO 7 4 V& 2Rk % /3
TA=H (35X=) ITRITNTA=FEMHT LI, ERFIEOFR L vt 2% FETL
iTO

GUI ZfE A L= 82HIDIERL
FIE

AT9T1 A=a— "—TTenants # RN L, F7T 57> MEEIRLET, Navigation V 1> Rv
. tenant-name> Contracts % BB L £,
AT w F2 Standard > CreateContract #4527V v 7 L%,
AT w73 CreateContract ¥4 70 7Ry 7 AT, IRDZ AV &FEITLET:
a) [Name] 7 4 —/L NI, 24 (web) Z AT LET,
b) [Subjects] DFED [+ FLBEEZZ7 U w7 L, LW T V=7 bEBMLET,
c) [Create Contract Subject] ¥4 7 2 7 7R > 27 AT, [Name] 7 4 —/V RIZH 7T V=7 FaE A
SILET,  (web)

d Gd
ZOFRIBETEH, YOV T V= NTENAER S L2 7 4 V& BB T £,

[Filter Chain] fE}% T, [Filters] DD [+ Fima 2 U7 LET,
e) XATRIRy AT, Ray XU A=ma—hb, 740584 (http) ZIEIR L,
[Updatel 27 U v 7 LET,
AT 74 [Create Contract Subject] # 1 7 2 7Ry 7 AT, [OK] %227 U v 27 LET,

ATFYTES ZOFEEFRUCAT v FIHE-> T, mi & sql BOEKZ X522 >1ER L Ed, mi BP0
BEmiYV 7ol FERRL, sql ORI sql 7 V=7 FEBINLET,

GUI 2R L-RRMDAE L 7H
EPG MM U & —BIR & fERT 5720010, B IRAR L1280 & BT 5 2 L T & £,

et oa b7 FeERT L2 R MXARTEMNT S LT BT = T2
LT 22 M7 7 POWGIZE CARTZ T T ZE 0,

FIE

ATy 71 GH
db, app, BEL U webEPG X, 7 A 2 TERINET,

gxa—v7rorize Wl
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B =50 kor—<zomuEt

ATy T2

ATvT3

RATv74
ATy TH
ATvT6
ATy 17

ATvT8

A

EIDINT A

APICGUI V7 4> KU %27V 7 L TdbEPG 25 appEPG IZ KT v 7 L ¥ T,

[Add Consumed Contract] # A 7 02 7R v 7 ANRFREINET,

[Name] 7 4 —/V R T, Ry 7 XU URA NG, sql BZRIRLET, [OK]Z27 Y v o
LET,

ZOFNEIZE Y, dbEPG (3 sql 2K Z AT X | app EPG X sql B EHETHZ LN TEE
7

APIC GUI [jfi 27 Y v 7 LT, appePG 75 web EPG IZ KT v 7/ L &7,

[Add Consumed Contract] # A 7 12 7R v 7 ANERINET,

[Name] 7 4 —/V KT, Rry 7 Xy URXA ML, rmi ZRZBRLET, [OK] 227 v
LET,

ZOFNEIZ X Y | app EPG 1L rmi 2 AL T X web EPG (F rmi B ZHE T H 2 LN T
£

web EPG D7 A 2% 7 U v 7 L., [Provided Contracts] fEIk @D [+] ;25527 U v 7 LET,
[Add Provided Contract] 4 7 0 7R v 7 ANFRINET,

[Name] 7 4 —/L KT, Fuv 7 Xy JARNNDL, web &2 RIRLET, [OK] 227 U v 7
LET, [FEE (Submit) |27V v o7 LET,

OnlineStore & MEEN D 3BT 7V r—vay a7 7 A ABMERENE LT,

T3 5 1Z1E, [Navigation] <A1 > T, [Application Profiles] T~ [OnlineStore] (Z&E L TZ U v
7 LET,

[Work] XA > C, 3 2® EPGapp, db BL VP web NFERINTNDHZ LR TEET,

[Work] ~2A > C. [Operational] > [Contracts] & R L £,
HE AR SN DIEE THRR SN2 EPG L il cx £ 7,

kN DF—T U RADEEIE

— T U ADEEIE

Cisco APIC, V U—RZ32 THED L VLR N— R =TT —ZDTCAM A FL—

Y AR—FLTWENEFMRNERTETEET, b zBNNTR->TWD, WHMOFKHE

WERKNIHALET,

TCAM HE 1L, %5 2 14X Cisco Nexus 9000 'V — XD b v 7475 v 27 (TOR) AA v F T

PAR—rENFET, ZHiL, EX. FX. BEOFXQUEDOY 7 4 v 7 ARMS W= DT (7=

Lz, N9K-C93180LC-EX F 7~13% N9K-C93180YC-FX ) .

TCAM ZHI DR 2T — 4 A P L—VZRET DI, ROF T a U INEIC L ET,
s Flaryva—~<OMTHARICEAINDS a2 T be~v—2 LET,

IPTCP £721XUDP 7' FaV&EFEHTL7 4 VEZDOHAIT, UN—AKR—FF T a v
AT LET,

B Ex1—5FFUrEE
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e hT 7 N YTV MERETLHHEIE, [RY O—EMRDOERE (Enable Policy
Compression) 17 4 V277 4 7aBIRLET, ZHICKY, actrl: rule FEHXRA TV x
7 hD7svarBMIZ no stats 7 v a VABIMENE T,

HIREIE

[R) o—EHEDESE (EnablePolicy Compression) | (no stats) A7 Y 3 VU &ERT S &
= T L OFGEHERN RDIET, L, MO mOEELV—REFERIZ, ~—F
U T EHERICHFE L £,

Cisco APIC3.2() 127 v 77 L— R L74%&., no stats A7/ a &7 v/ 7 L — Koz b
FIORNY T2 N (TANEETT o0 = MY 2EL) IZEBMTAIZE, 28T
7 b ¥ 7V FEHIFRL. EnablePolicyCompressons 4 L7 7 4 7 CHRET D LEN D
DET, £HLABRNE, EMIIATOILEE A,

WEEY T2 b 74 NVEEEHTLHa T2 BT 8T, CiscoNX-0S L2 DD/ —/L %
fERR L £,

* spcTag 3 KX RN dpeTag ﬁ’@iﬂ\ direction=bi-dir & ¥ —7 INTWB/L—/L, ZiI—
Ko7 TruarIIvrrahEd,

e VT I ENTUVR direction=uni-dir-ignore C¥ —7 S 7z/L—)L
WOFKTE & N— VTR S IVER A,
o L= )L DBSENENT % Ff o fully qual

c = VDA (W dir BEOD uni qir 81 v —727) LE—TIE2WT 237 013, K
DX TUYar zEte #H . prio. gos £721% markDscp

o Jb—)b WEEy ET72lL implarp 7 A /L%

e JL—/)L 77 2T Deny . Redir . at— | F72IE peny v
WOH 7 =Y I, EfEO L Resnd, 02 5OV — ViR LET,

apicl# moquery -c actrlRule
Total Objects shown: 2

# actrl.Rule

scopeld : 2588677

sPcTag : 16388

dPcTag : 49156

f1tId : 67

action : no_stats,permit
actrlCfgFailedBmp

actrlCfgFailedTs : 00:00:00:00.000
actrlCfgState : 0

childAction

ctrctName

descr

direction : bi-dir

dn : sys/actrl/scope-2588677/rule-2588677-s-16388-d-49156-£-67
id : 4112

1cOwn : implicit

| gxa—v7rorize Wl
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markDscp : unspecified

modTs : 2019-04-27T09:01:33.152-07:00
monPolDn : uni/tn-common/monepg-default
name

nameAlias

operSt : enabled

operStQual :

prio : fully qual

gosGrp : unspecified

rn : rule-2588677-s5-16388-d-49156-£f-67
status :

type : tenant

# actrl.Rule

scopeld : 2588677

sPcTag : 49156

dPcTag : 16388

fltId : 64

action : no_stats,permit
actrlCfgFailedBmp :

actrlCfgFailedTs : 00:00:00:00.000

actrlCfgState : 0

childAction

ctrctName

descr

direction : uni-dir-ignore

dn : sys/actrl/scope-2588677/rule-2588677-s-49156-d-16388-f-64
id : 4126

1cOwn : implicit

markDscp : unspecified

modTs : 2019-04-27T09:01:33.152-07:00
monPolDn : uni/tn-common/monepg-default
name

nameAlias :

operSt : enabled

operStQual :

prio : fully qual

qgosGrp : unspecified

rn : rule-2588677-s-49156-d-16388-£-64
status :

type : tenant
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<?xml version="1.0" encoding="UTF-8"?>
<polUni>
<infralInfra>
<infraAccPortP name="Ports-1-12" status="deleted"/>

<!-- VMM VLAN range -->

<fvnsVlanInstP name="test" allocMode="dynamic">
<fvnsEncapBlk name="encap" from="vlan-10" to="vlan-100"/>

</fvnsVlanInstP>

<!-- Static VLAN range -->
<fvnsVlanInstP name="test" allocMode="static">

<fvnsEncapBlk name="default" from="vlan-101" to="vlan-4095"/>
</fvnsVlanInstP>

<infraAttEntityP name="test">
<infraRsDomP tDn="uni/phys-test"/>
<infraRsDomP tDn="uni/l3dom-test"/>
<infraRsDomP tDn="uni/vmmp-VMware/dom-test"/>
</infraAttEntityP>

<!-- Node profile -->
<infraNodeP name="test">
<infralLeafS name="test" type="range">
<infraNodeBlk name="default" from ="101" to ="102"/>

</infraleafS>

<infraRsAccPortP tDn="uni/infra/accportprof-test"/>
</infraNodeP>
<!-- Port profile -->
<infraAccPortP name="test">

<!-- 12 regular ports -->

<infraHPortS name="portslThroughl2" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="1" toPort="12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test"/>

</infraHPortS>

<!-- 2 ports in PC -->

<infraHPortS name="portsForPcl" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="13" toPort="14"/>
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<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPc"/>
</infraHPortS>

<!-- 2 ports in PC -->

<infraHPortS name="portsForPc2" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="15" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-pc"/>

</infraHPortS>

<!-- 2 ports in PC for FEX -->
<infraHPortS name="portsForFex" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="17" toPort="18"/>
<infraRsAccBaseGrp tDn="uni/infra/fexprof-default/fexbundle-test" fexId="111"/>
</infraHPortS>

<!-- 2 ports in PC for VPC -->
<infraHPortS name="portsForVpc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="19" toPort="20"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testvVpc"/>
</infraHPortS>
</infraAccPortP>

<!-- FEX profile -->
<infraFexP name="default">
<infraFexBndlGrp name="default"/>

<!-- 12 FEX ports -->

<infraHPortS name="portslThroughl2" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="1" toPort="12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test"/>

</infraHPortS>

<!-- 3 ports in FEX PC -->
<infraHPortS name="portsForPc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="13" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPcOnFex"/>
</infraHPortS>

<!-- 3 ports in FEX VPC -->
<infraHPortS name="portsForVpc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="17" toPort="19"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testVpcOnFex"/>
</infraHPortS>
</infraFexP>

<!-- Functional profile -->
<infraFuncP>
<!-- Regular port group —-->
<infraAccPortGrp name="test">
<infraRsAttEntP tDn="uni/infra/attentp-test"/>
</infraAccPortGrp>

<!-- PC -—>

<infraAccBndlGrp name="testPc" lagT="1link">
<infraRsLacpPol tnLacpLagPolName="testPc"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>

<!--= VPC -->

<infraAccBndlGrp name="testVpc" lagT="node">
<infraRsLacpPol tnlLacplLagPolName="testVpc"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>
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<!-- PC on FEX —-->

<infraAccBndlGrp name="testPcOnFex" lagT="1link">
<infraRsLacpPol tnLacplLagPolName="testPcOnFex"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>

<!-- VPC on FEX -->
<infraAccBndlGrp name="testVpcOnFex" lagT="node">
<infraRsLacpPol tnLacplLagPolName="testVpcOnFex"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>
</infraAccBndlGrp>
</infraFuncP>

<!-- Link aggregation policies -->

<lacpLagPol name="testPc" minLinks='l' maxLinks='10"'/>

<lacpLagPol name="testVpc" minLinks='l' maxLinks='10'/>

<lacpLagPol name="testPcOnFex" minLinks='2' maxLinks='5"'/>

<lacpLagPol name="testVpcOnFex" minLinks='2' maxLinks='10"'/>
</infralInfra>

<fabricInst>
<fabricProtPol name="testVpc">
<fabricExplicitGEp name="testVpc" id="101">
<fabricNodePEp id="101"/>
<fabricNodePEp id="102"/>
</fabricExplicitGEp>
</fabricProtPol>
</fabricInst>

<physDomP name="test">
<infraRsVlanNs tDn="uni/infra/vlanns-test-static"/>
</physDomP>

<13extDomP name="test">
<infraRsVlanNs tDn="uni/infra/vlanns-test-static"/>
</13extDomP>
</polUni>

ATFw T2 wOFEID X H 7 XMLPOST ERZFHLTT o FaRELE 1,
5 -

<?xml version="1.0" encoding="UTF-8"?>
<polUni>
<fvTenant name="Tenant-13out">
<vzBrCP intent="install" name="contr-intra" scope="context">
<vzSubj consMatchT="AtleastOne" name="subj" revFltPorts="yes">
<vzRsSubjFiltAtt action="permit" priorityOverride="default"
tnVzFilterName="flt-ssh" />
</vzSubj>
</vzBrCP>
<vzBrCP intent="install" name="contr2" scope="context">
<vzSubj consMatchT="AtleastOne" name="contr2-subj" revFltPorts="yes">
<vzRsSubjFiltAtt action="permit" priorityOverride="default"
tnVzFilterName="flt-ftp" />
</vzSubj>
</vzBrCP>
<vzBrCP intent="install" name="contrl" scope="context">
<vzSubj consMatchT="AtleastOne" name="subj-http" revFltPorts="yes">
<vzRsSubjFiltAtt action="deny" priorityOverride="default"
tnVzFilterName="flt-http" />
</vzSubj>
</vzBrCP>
<l3extOut enforceRtctrl="export" mplsEnabled="no" name="13outl">

BRI T MBE
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<13extRsL3DomAtt tDn="uni/l3dom-test" />
<13extRsEctx tnFvCtxName="vrfl" />
<1l3extLNodeP name="13outl nodeProfile" tag="yellow-green">
<13extRsNodeL3OutAtt rtrId="172.16.0.1" rtrIdLoopBack="yes"
tDn="topology/pod-1/node-101" />
<13extLIfP name="13outl interfaceProfile" tag="yellow-green">
<13extRsPathL30utAtt addr="192.168.15.1/24" autostate="disabled"
encap="unknown" encapScope="local" ifInstT="13-port" ipvé6Dad="enabled"
isMultiPodDirect="no" 11Addr="::" mac="00:22:BD:F8:19:FF"
mode="regular" mtu="inherit"
tDn="topology/pod-1/paths-101/pathep-[ethl/10]" />
</13extLIfP>
</13extLNodeP>

<l=-
Set pcEnfPref to "enforced" to enable intra-Ext-EPG isolation.
Set pcEnfPref to "unenforced" to disable intra-Ext-EPG isolation.
-—>
<13extInstP floodOnEncap="disabled" matchT="AtleastOne"
name="13epgl" pcEnfPref="unenforced" prefGrMemb="exclude">
<1l3extSubnet ip="172.16.0.0/16" scope="import-security" />
<fvRsCons tnVzBrCPName="contr2" />
<fvRsIntraEpg tnVzBrCPName="contr-intra" />
</13extInstP>
</13extOut>
<fvCtx bdEnforcedEnable="no" ipDataPlanelearning="enabled" knwMcastAct="permit"
name="vrfl" pcEnfDir="egress" pcEnfPref="unenforced" vrfIndex="0">
<fvRsVrfVvalidationPol />
<vzAny matchT="AtleastOne" prefGrMemb="disabled" />
</fvCtx>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"
intersiteBumTrafficAllow="no" intersitel2Stretch="no" ipLearning="yes"
ipv6McastAllow="no" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-web"
type="regular" unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood"
vounkMcastAct="flood" vmac="not-applicable">
<fvSubnet ip="192.168.1.254/24" ipDPLearning="enabled" preferred="no"
scope="private" virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />
</fvBD>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"
intersiteBumTrafficAllow="no" intersitel2Stretch="no" ipLearning="yes"
ipv6McastAllow="no" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-app"
type="regular" unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood"
voeunkMcastAct="flood" vmac="not-applicable">
<fvSubnet ip="192.168.2.254/24" ipDPLearning="enabled" preferred="no"
scope="private" virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />
</fvBD>
<vzFilter name="flt-ftp">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ftpData"
dToPort="ftpData" etherT="ipv4" icmpv4T="unspecified" icmpvéT="unspecified"
matchDscp="unspecified" name="ftp" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
<vzFilter name="flt-ssh">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ssh" dToPort="ssh"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"
matchDscp="unspecified" name="ssh" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
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<vzFilter name="flt-http">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="http" dToPort="http"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"
matchDscp="unspecified" name="fltl" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
<fvAp name="ap-appl">
<fvAEPg floodOnEncap="disabled" hasMcastSource="no" isAttrBasedEPg="no"
matchT="AtleastOne" name="epg-app" pcEnfPref="unenforced"
prefGrMemb="exclude" shutdown="no">
<fvRsProv intent="install" matchT="AtleastOne" tnVzBrCPName="contr2" />
<fvRsProv intent="install" matchT="AtleastOne" tnVzBrCPName="contrl" />
<fvRsPathAtt encap="vlan-103" instrImedcy="immediate" mode="native"
primaryEncap="unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/3]1" />
<fvRsDomAtt bindingType="none" classPref="encap" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled" instrImedcy="lazy"
netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"

primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/phys-test"
untagged="no" vnetOnly="no" />
<fvRsBd tnFvBDName="bd-app" />
</fvAEPg>
<fvAEPg floodOnEncap="disabled" hasMcastSource="no"
isAttrBasedEPg="no" matchT="AtleastOne" name="epg-web" pcEnfPref="unenforced"

prefGrMemb="exclude" shutdown="no">
<fvRsPathAtt encap="vlan-104" instrImedcy="immediate" mode="native"
primaryEncap="unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/41" />
<fvRsDomAtt bindingType="none" classPref="encap" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled" instrImedcy="lazy"

netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"

primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/phys-test"
untagged="no" vnetOnly="no" />
<fvRsCons intent="install" tnVzBrCPName="contrl" />
<fvRsBd tnFvBDName="bd-web" />
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>
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ATv 79 Preferred Group Member 7 ¢ —/L KT, Include® 7 VU v 7 L%,
ATYT10 Submit#7 VU v 7 LET,
RODBRY
Z D EPG & HEHIRDOIEE Z1T D, D EPG DB T N—T DA L R—2 v T HFHZLE
T, o, BRI N—T D EPG & A R—TIERW0 0t LW EPG O RE] i@{E % il i
T 5, WURRKNEZRET L2 TEET,
“
(X)) L4-LTY—C AT T T72 N LTELIN—T A R_R—%HPR— T 5551, L4-LTH—E R

EPG RV > — & ET A MENRH Y £, L4-L7 —E R EPG R U > —DVERRICEIT % 354
ICOWTIL, GUIZEH L7 L4-L7 B —E X EPG AR U > —DIERL (63 X—3) ML TL

72 &N,

GUI ZERA L1 4-L71 B —E X EPG R > —DERL

FIE

ATy T
ATvT2
ATvT3

ZDH AT TIX, EPGEELRIT N—TIZED DN, BT NV—TNERINT 20 % EHRT DR
Vo—%ERLET, BRI N—T A=y A2k, =2 RiRA v MR TH
MEWCEBECTE £, fELEZRY v—iF, EPGICY—bE R VT 7 T 7L — b2+ 5
LEITBIRTEET,

1R BRI
TF o FEER L TEBLSMLERD Y 7,

A== — /N—"T, [Tenant]> 7} hAZHTIN L FT,
[Navigation] ~*-1 > C, [Policies] > [Protocol] > [L4-L7 Service EPG Policy] Z#IR L £,

[Navigation] - > "C, [L4-L7 Service EPG Policy] %42 YV » 27 L T [Create L4-L7 Service EPG
Policy] 3R L £,

gx1—7rorEe M



Era—¥ 7+ rHE |
B o eEm—reanzy

[Create L4-L7 Service EPG Policy] # 4 7 0 7R v 7 ANFRRIINET,

ATv 74 [Name] 7 4 —/V RIZHR Y > —D—BEDL4RIZ AT LET,

ATY TS A7 a3, [Description] 7 4 —/b RIZARY > —OftHEZ AT LET,

AT 76 [Preferred GroupMember] 7 « —/L K C, EPG ZBRIMNT DB A L /X— L LTED D NEER
LET,

ATv 77 [Submit] Z27 VY v 7 LET,
L AHERE L2 U 2 — 23 [L4-L7 Service EPG Policy| fE£ 7 4 > K U A MIFERENET,
E¥ET 4 RUTHRY O—%2RETHITE, R =272 4 7070 v LET,

RDERY

P—ERA 7T THEPGICHEMNTLLEI, Y= R 7 TFT7 T 7L — FTH LUWLA-LT ¥ —
EAEPGARY v —%BINTEH L9270 £ L7, [CiscoAPIC Layer 4to Layer 7 Services
Deployment Guide] @ [Using the GUIJ ®F T [Applying a Service Graph Template to Endpoint
Groups Using the GUI] ZZM L T &0y,

HAR[IL—ILEERIL—ILZEE

HAIIL—ILELVEBIL—ILEZECEHDOME

Cisco Application Policy Infrastructure Controller (Cisco APIC) U U — & 32 DI Clx, #Fr721)
TIE7e<, FREHESTOEFOT 7 v a v e ERETEET, IFEE f&fgﬁ'ﬁmﬁﬂ
(F7HN R @& PR OEGRT 7 v a v ERETEET,

JL— L DBEEIIRD L O IR SN E T,
 BFERO B EIZIE, T X TONA—/LOHF Tl HIRWEILIEN N E D ¥ THIET,
« VzAny B OEKNIIRFEROIEA L 0 @S WESRIEA2AE W 4 ToHNE T,

« EPG B DEFI D /v — 11T vzAny DV —1 L 0 EBSENERLAS SN 2D, B E D EPG 27 ]
DEKINL vzAny DFKI L0 bR SN ET,

« B¥E D EPG T M OEINE ENDT 7 4V MERINBN. OGN —VIX, D EPG 7T
DFF A L— )L EAZSENENL L~V 236 U T, 6] CHEESENANL OFF RIL— L LA L— L DT
FHMNT 7 4w 71— TH550E. HGELV— AN BREINET,

e vzAny [BIOEMNCE ENDT 7 4 /0 MEFRNAL. OEL LV — /WX, £ D vzAny T OFFA[
= b EABSENEAL L~ VD3R U CF, R UESRIBRL OFF rl — L S L— L D 5 A3 B
T 7 4w 7 I—HTHEAE. HEEA— BB INET,

o JEIEIBAL 23 e b B WMES L—1iE, EPG I OZ LR UL~V CE S vE T,
o« JEIEIENRL 23 DA V— 11T, vzAny-EPG Bl OZK &R U L~V TREE S E T,

B Ex1—5FFUrEE
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GUI M L TACL Z#Da L 0¥ s a2 amT2 ]

« BESRNERL AN e BARWES L —L1E, vzAny IOZKI LR U L~ TR S E

« EPG [ OK CTHEDBINEN 2 T iF 5 &, EPG BOFFAI/L—LO—ENHEE LY LE
EnNET,

GUI 2= L TACL ZHD#FRIE OX VI DIERZAMITT S

FIE

WOFNETIE, GUI ZfEH L TACL BFIDOFFA & v o F OB 2 AN o HEZ TR L
=7,

N

GE)  FFamx o7 &a87 7 ME, BPG 3 BE T 5 VRF 2887 7 FT9, ZHELT LY
EPG LRILT T MOBET 2R Th 2 L EITH Y A,

ATFYF1  A=z2— =T, [Tenants] > [<tenant name>] DJIEIZER L £,

ATw 72 [Navigation] ~2+ >, [Contracts] % B L, [Standard] #4727 U »» 7 L T [Create Contract] %
BIRLET,

AT w73 [Create Contract] ¥ 7 2 /R v 7 AT, WOEEEFITLET,

a) [Name] 7 4 —/L NI, #RDOAFTZATI LET,

b) [Scope] 7 4 —/V KT, £MDA=a—7 ([VRF]. [Tenant], F72i% [Global]) ZEIRL £
) AT var, BRCHEHTHX—4 > FDSCP £7215 QoS 7 7 AERELET,

d) [+]7A4=2>%27 V27 LT, [Subject] & BB L FJ,

AT w74 [Create Contract Subject] ¥ 7 12 7R v 7 AT, ROBEEZFITLET,

ATYT5 MR OXHETE TR E AT LET,

ATvT6 ATvar, Z—=5 v FDSCPO Ry 7 X UMb, HA4ICHTT 2 DSCP 28R L
£

AT9 T BREEGE TR A ya—<nb 7 a " ZOFEZOHEHAT 5D TRWRY | [Apply
Both Directions] 1ZA4 2 L7zF FIZLTHEET,

AT w78 [Apply Both Directions] & F = v 7 L T/ 854 [Reverse Filter Ports] #F = v 7 L7-F FIZL
T, = ARTa "L ENOEBEFICEAESND X OIC A Y4y —RE5ER— Mo acHi L
£7

ATYTY [HTA=2r%27 Y v LT, [Filters] # BB L 7,

ATFY 710 [Name] Ku v 7 F v URARNC, =&z, arp. default, est, icmp 72 &4 72 3 & BR
T D0, LIRGRE Lo 7 4 V2 8RR L £,

ATv 7N [Directives] Ke vy 7% 7 UARNT, [log] &7 U7 LET,

AFYT12 (BB ZoHATIEITTDHT 7 ar % Deny| ICERELET (FRET7 73 %7 74

JV RO [Permit] DEFIZLE T,

gx1—4 7o rEE )
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ATy 713
ATvT14
ATvT15
ATvT16

Directive : = 7 HEMUIZ LY . ZOHL DT 7 2 a A [Permit] (1272 > TWAHEA . ACL 13F
L EZRNZ LV S Cnbd 77—y MERBBFLET, ZOHADT 7 2 = 293 [Deny]
DA, ACL OISR 2 E7a—2 37 v h&BB L £3,

(ER) W4 OELIRM 2% E L E7,
[Updatel 7 U v 7 LET,
[OK] %27 VU v 7 LET,

[(#{E (Submit) 1 =27 Vv 7 LET,
0 TN OFEFNTK L THEDTR Y 9,

NX-0S CLI ZfEF L 7= ACL 2#EFr 0+ > J DAL

FIE

ATy I

ATy T2

WOBNL, NX-OS CLI i H L CEPNHF T e X V2 HNIT 5 FEEZRLTOET,

BT — I K D RETE Ay FERIR 7 e —0a X0 Z 2 BN T 51, ko=
<~ RFEFEHALET,

configure

tenant <tenantName>

contract <contractName> type <permit>
subject <subject Name>

access-group <access-list> <in/out/both> log

B -
WIZHl 2" L ET,

apicl# configure

apicl (config)# tenant BDModel

apicl (config-tenant)# contract Logicmp type permit

apicl (config-tenant-contract)# subject icmp

apicl (config-tenant-contract-subj)# access-group arp both log

Al a X0 7 BRI 5121E, nofEEO access-group 2~ REFEH L EI, =& 21, no
access-group arp both log 2 ¥ R % i F Li?‘o

RESTAPI Z{EF L - ACL {0 X DEME

WDFNL, RESTAPI #H L CTHAIB L ESR e X 72 BT 5 HiEERLTWET,
ZOFITIX, ACLOHRAIZHREL., 4 Permit RE L., REINTZT 7 a U EELST ST
. BRI X JEESLET,

B Ex1—5FFUrEE
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cul @A LEzEzwEEnx  soant |

FIE

ZOHETIE, kOBIO L HIZ XML T post #6E LET,
11

<vzBrCP dn="uni/tn-Tenant64/brc-C64" name="C64" scope="context">
<vzSubj consMatchT="AtleastOne" name="HTTPSsbij" provMatchT="AtleastOne"
revFltPorts="yes" rn="subj-HTTPSsbj">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-PerHTTPS" tDn="uni/tn-Tenant64/flt-PerHTTPS" tRn="flt-PerHTTPS"
tnVzFilterName="PerHTTPS" />
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="httpSbj" provMatchT="AtleastOne"
revFltPorts="yes" rn="subj-httpSbj">
<vzRsSubjFiltAtt action="deny" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-httpFilter" tDn="uni/tn-Tenant64/flt-httpFilter" tRn="flt-httpFilter"
tnVzFilterName="httpFilter"/>
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="subj64" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-subj64">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-icmp" tDn="uni/tn-common/flt-icmp" tRn="flt-icmp" tnVzFilterName="icmp"/>

</vzSubj>
</vzBrCpP>

GUI 2R L -2 2HEE0X T 0ERIE

WOFNEIL, GUIZERLTEIEa L T 7 hOESeX U 72 AT 5 HEEZRLTNE
7,

FIE

ATYFT1 A==2— =T, [Tenants] > [<tenant name>] DJIEIZER L £ 3,
AT 72 [Navigation] ~A > C. [Contracts] % BB L £,
AT w T3 [Taboos] #4727 U > 7 L. [Create Taboo Contract] Z %4 L £,
AT 74 [Create Taboo Contract] ¥ A 7 127 R 7 AT, IROBIEEFATL TEIEZNZREL 7,
a) [Name] 7 1 —/V RiZ, ZROARIAZATILET,
b) A7 =, [Description] 7 4 —/V RiZ, ZEILEHIOFHAEZATILET,
c) 17 A =2>%&27 Y >»7 LT, [Subject] BB L £,
AT w 7F5 [Create Taboo Contract Subject] ¥4 7 122 R 7 AT, IROBEEZFATLET,
a) [Specify Identity of Subject] fHIIZ, ARTEF (X7 ar) ZANLET,

gxa—v7rorize Wl
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B nxoscuzgmLEBERRERTDL S OBEME

b) [H]7A=a2%27 Vv LT, [Filters] ZEHM L £7,
¢) [Name] K v "X A hDh | <tenant_name>/arp, <tenant_name>/default,
<tenant_name>/est, <tenant_name>/icmp 72 & DT 7 4L MEDWT AR L, LLAT
YERK U727 4 /L% 7> [Create Filter] 28R L £7°,
GF)

[Specify Filter Identity] )8 C [Create Filter] Z 38R L 72355, IROBAEZEIT L T, ACLER
=NV DOERELFTEE L ET,

1.

2.

SR AT a L OFAEATILET,

[Entries] Z B L, V— L OL4RTIZ AT LT, ERTDHNT 74 v 7 2 ERT DM %%
WLET,

[Directives] K2 7 # 72U A KT [log] Z#R L 7,
[Update] #7 VU v 27 LET,
[OK] %7 Vw7 LET,

ATy 76 [FEE (Submit) 1227V v 7 LET,
0 XN OB R L CTERNCAR Y £,

NX-0S CLI Z{EA L - R UERWESTOF T DEML

WOHNE, NX-OS CLI i L T IR e X 7 2G5 T 2 FiEE R L TWET,

FIE

ATy TN BERESEL— LDl Fa y 7S8Ry bERF7e—0on X0 7250t 51
X, koo~ REFEHALET,

configure

tenant <tenantName>

contract <contractName> type <deny>
subject <subject Name>

access—-group <access-list> <both> log

51

I &R L ET,

apicl# configure

apicl (config) # tenant BDModel

apicl (config-tenant)# contract dropFTP type deny

apicl (config-tenant-contract)# subject dropftp

apicl (config-tenant-contract-subj)# access-group ftp both log

B Ex1—5FFUrEE
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RESTAPI A L=k 2wEmn ¥y soant [

ATw T2 HERaX 7 EBHCT HI12iE,. noED access-group 2~ REFEHLET, 72L& 2I1E, no
access-group https both log 2 ¥ FEfEALET,

RESTAPI Z{FRA L - Z 1 2HEEOX T DAL

WOFNEL, REST API i L CEEILEMER o X 7 2 G392 T 5 HiEEZ R LTWET,
FIE

2T =R ERET Dr X Ve iET 5, IROFIO L 91T XML T post #4{5 LE T,
1 -

<vzTaboo dn="uni/tn-Tenant64/taboo-TCtrctPrefix" name="TCtrctPrefix" scope="context">
<vzTSubj name="PrefSubj" rn="tsubj-PrefSubj"">
<vzRsDenyRule directives="1log" forceResolve="yes" rn="rsdenyRule-default"
tCl="vzFilter"
tDn="uni/tn-common/flt-default" tRn="flt-default"/>
</vzTSubj>
</vzTaboo>

GUI ZERA L= ACLEFRIE K MHEE R T DRR

WOFIEL, GUIZER LT, Fo7 74 v 7 7a—0O ACLETFABIWIER2 7% (A3iC
o TWIE) FRT2DHEERLTOVET,

FIE

ATY 1 A==2— 3=, [Tenants] > [<tenant name>] DJIEIZZIN L £,
AT w72 [Navigation] ~2A > C, [Tenant <tenantname>] %7 U v 7 L £,
AT w73 Tenants<tenant name> [Work] <X > C, [Operational] # 7% 27 U » 7 L7,
AT 74 [Operational] # 7D F T, [Flows]| ¥ 7 %27 U7 LEd,
[Flows] # 7D FT, WINhDOX 7% 7Y v 7 LT, LAY2§Falas ([L2Permit]) . LA
Y 3§ e ([L3Permit])) . LA -FP2#EH a2 ([L2Drop]) « ik Av3HELGr S (L3
Drop]) Owu 7 F—=2%&FKRLET, £F 7T, FF77 4y 7n7n—LTHHUE, ACL 2 ¥
VI TR EFRRTEET, THRA ML, v AT EACLAL—VZE L TR &
9, 72L& zIE, [L3 Permit] 2 7’8 X OV [L3 Deny] B ZIZIXR DT — X RA v b REENET,
* VRF
* Alias

cXEEILIPT FL A

| gxa—v7rorize Wl
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B orestari zmm L AL TS L UIEBDY

“BESEIP 7 R L%

e 7'm kAL

« EEILAR— b

e JESER— B

« E[EICMAC 7 R L&
« 5605 MAC 7 R LA

* Node

s EKFETXA L HE—T A A
* VRF Encap

« 515 7¢ EPG

« 5% EPG

« FEILPCH T

« 385 PC ¥ 7

GE)

F 72, [Flows] % 7 OFD [Packets] ¥ 7 =FEH LT, 7 =F ¥, #Ex. BILOSENRFEL
THH Ay NOTA—TF (BKRKI10MH) ODACLe ZIZT7 78 ATEFE+, FESnEH R
0y ENTEVTE Ty NOXA TEERTEET,

RESTAPI Z{EA L/-ACLFa B L NIEFOSY

wOBNIL, RESTAPIZERA LT, Fo9 74 v 7 ZJu—DLA ¥ 28Ha Sl F—22FRrTDH
JEERLTWET, ROMO ZMEHL T/ 2R ETHZLENTEET,

* acllogDropL2Flow

* acllogPermitL.2Flow
* acllogDropL3Flow
* acllogPermitL.3Flow
* acllogDropL2Pkt

* acllogPermitL.2Pkt

* acllogDropL3Pkt

* acllogPermitL.3Pkt

B Ex1—5FFUrEE
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NX-0S CLl £ L= AL e s £ viEBR R v ox% [

1R BHHIIZ

ACLERIFFAIB LG 0 7 OF — 2 23R T 202, #FAERIMEG e X 72 /T2
WERH Y £,

FIE

LA Y3 Ky ns 5—X%2Fr"T5H120E, RESTAPIZ# AL TRk 7= 25 ELE
j—o

GET https://apic-ip-address/api/class/acllogDropL3Flow

1 -
WOHITIE, oIt n L DR LET,

<?xml version="1.0" encoding="UTF-8"?>
<imdata totalCount="2">

<acllogPermitL3Flow childAction=""
dn="topology/pod-1/node-101/ndbgs/acllog/tn-common/ctx—-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown—-depgname-unknown-sip-[100:c000:a00:700:000:0: £00:0]

-dip-[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-cdmac-00:00:12:00:00:25-sintf-

[port-channelb]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channelb" srcIp="100:c000:200:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>

<acllogPermitL3Flow childAction=""

dn="topology/pod-1/node-102/ndbgs/acllog/tn-common/ctx—-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00: 700:000:0: £00: 0] -dip—

[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channelb]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channelb" srcIp="100:c000:200:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>
</imdata>

NX-0S CLI Z =R L= ACLEFRIE K MHEET RV DXRR

WOFNEIL, NX-OS A% A L CLIshowacllog =~ > RZ{Ef L CACL 1 7 DOl & £rd 5
FEERLTOWET,

| gra—v 7oz W
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B nxoscuzsmLE AL BRI B L CEER S ORR

FIE

LA ¥ 3 a<2 ROFEXIE, show acllog {permit | deny} I3 {pkt | flow} tenant <tenant_name> vrf
<vrf_name> srcip <source ip> dstip <destination_ip> srcport <source port> dstport
<destination_port> protocol <protocol> srcintf <source interface> start-time<startTime> end-time
<endTime> detail T,

LA ¥ 2a~vy FOMIILIE, show acllog {permit | deny} 12 {flow | pkt} tenant <tenant_name> vrf
<VRF_name> srcintf <source interface> vian <VLAN_number> detail T3,

\)

(£)  showacllog ==~ o ROERLMESCET, % _H#EAX Cisco Nexus 9000 U — X ZA v F

&

ATy T2

(N9K-C93180LC-EX 72 EA4 BT OTBIZEX £721TFX 03 2<, b LIZZFNLUBED L Y —X)
BILUCiscoAPIC UV V —RA32UIETOREHTE LT, F-MHROZXA v F (LBIOHRKEZIZ
EX £721X FX 234 0372\) £721% 3.2 LLIRITD Cisco APIC U J — ATk, fEH aJHe2#E it b

FLOEY TT,

Cisco APIC 3.2 A& TlE, 1BMDF — T — K73 detail keyword:[dstEpgName
<destination_EPG_name>| dstmac <destination_MAC_address> | dstpctag <destination_PCTag>
| srcEpgName <source EPG_name> | srcmac <source MAC_address> | srepctag <source PCTag>]

Llylca~vry ROWMEFOA—Y g B MEnET,

W OHICIE, show acllog drop 13 flow tenant common vrf default detail =~ > K& LT, 4
W7 hO LAY 3G e ZICET 5 EMERE £RT 2 EERLET,

£

apicl# show acllog deny 13 flow tenant common vrf default detail
SrcPcTag : 49153

DstPcTag : 32773

SrcEPG : uni/tn-TSW Tenant0/ap-tsw0APO/epg-tswOctx0BDOepg6
DstEPG : uni/tn-TSW Tenant0/ap-tsw0APO/epg-tswOctx0BDOepg5
Srclp : 16.0.2.10

DstIp : 19.0.2.10

Protocol : udp

SrcPort : 17459

DstPort : 8721

SrcMAC : 00:00:15:00:00:28

DstMAC : 00:00:12:00:00:25

Node : 101

SrcIntf : port-channel5

VrfEncap : VXLAN: 2097153

ZOFITIEE D R A »FF721F 3.2 LLRITD Cisco APIC V UV — 2 TOH 1~ LET,

W OHFITIL, show acllog deny 12 flow tenant common vrf tswOconnctx0 detail =~ > K2 {# H L
T, BT S bOUA Y IEL e ZICBT SEMIERERTRT D HIEE R LET,

i
apicl# show acllog deny 12 flow tenant common vrf tswOconnctx0 detail
SrcPcTag DstPcTag SrcEPG DstEPG SrcMAC DstMAC

Node SrcIntf vlan

B Ex1—5FFUrEE
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ATvT3

ATy T4

NX-0S CLl £ L= AL e s £ viEBR R v ox% [

32773 49153 uni/tn-TSW uni/tn-TSW 00:00:11:00:00:11 11:00:32:00:00:33
101 port- 2
_Tenant0/ap- _Tenant0/ap-
channel8
tswOAPO/epg- tswOAPO/epg-

tswOctx0BDOepg5 tswlOctx0BDOepg6
ZOBITIEE RO AA v FE7213 3.2 BLATO Cisco APIC V V —ATOH 2R L ET,
WROFITiL. show acllog permit I3 pkt tenant <tenant name> vrf <vrf name> [detail] =~ > R %

fERH LT, #ESN7=—HKE72 VRFACL LA ¥ 3537 v MIET 25 EME®RERTTD
FEEZRLTWET,

apicl# show acllog permit 13 pkt tenant common vrf default detail acllog permit 13 packets
detail:

srclp : 10.2.0.19
dstIp : 10.2.0.16
protocol : udp

srcPort : 13124

dstPort : 4386

srcIntf : port-channelb
vrfEncap : VXLAN: 2097153
pktLen 112

srcMacAddr : 00:00:15:00:00:28
dstMacAddr : 00:00:12:00:00:25
timeStamp : 2015-03-17T21:31:14.383+00:00

Z OB TIEE AR D A A »FF721F 3.2 LLRITD Cisco APIC V V— 2 TOH 1~ LET,

ROFITIE, show acllog permit 12 pkt tenant <tenant name> vrf <vrf name> srcintf <sinterface>
av REMFHLT, A V¥ =T AR— b F ¥ RNV ISHHEEENTZT 7 4L FD VRF
LAY 287y MCHET 21 ®EFRT D HEEZRLTWET,

apicl# show acllog permit 12 pkt tenant common vrf default srcintf port-channelb

acllog permit L2 Packets
Node srcIntf pktLen timeStamp

port-channelb 1 2015-03-17T21:
31:14.383+00:00

ZDOFITIEEE D R A FF7213 3.2 LLRITD Cisco APIC YV UV — 2 TOH &R~ LET,

gxa—v7rorize Wl
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