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ATV T2 A H—=T2AA AR =T N—TEEH L, TDORY > —FN—TFIZVLAN R A A U &E Y B CTES,
1 -

apicl (config) # template policy-group PortGroup
apicl (config-pol-grp-if)# vlan-domain member domP

ATYT3 V=T AL HZ =T A AT T 7 ANVEERL, TOTOT7ANIA L H—T 2 AKRY) — F)L—
TEREVYHTT, OO T ANEEHTOIA X —T A4 AID BE|ID ETET,

51

apicl (config)# leaf-interface-profile InterfaceProfilel

(
apicl (config-leaf-if-profile)# leaf-interface-group range
apicl (config-leaf-if-group)# policy-group PortGroup
apicl (config-leaf-if-group)# interface ethernet 1/11-13
apicl (config-leaf-if-profile)# exit

ATvT4 V=7 a7 7 A VEERL, TDOV—T7 7077 ANV =T A H—T A AT 7 7ALEED
YUCC, Z0Tu 77 A NVEEATHY)—7 1D 284 TET,

&1

apicl (config)# leaf-profile SwitchProfile-1019

apicl (config-leaf-profile)# leaf-interface-profile InterfaceProfilel
apicl (config-leaf-profile)# leaf-group range

apicl (config-leaf-group)# leaf 1019

apicl (config-leaf-group) #

RESTAPI ZfEfA L=, EPG ZHEDNHR— FMIBAT 516D AEP, +
;A v, BEUVLAN DERL

IR B I
«EPG #EBATHT T PRI TIMER SN TWNDSZ &y
« EPG I3 ED AR — MCEINTBAINE T,

EPG
I 13
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. RESTAPI ZfEA L 1=, EPG ZHEDNKR— MZBATHHDAEP, FA A 2. H XU VLAN DR

ATV A 2—T A ATaTZrA), AL vFTurd7rAL, BXOERT T 474 707714/ (AEP)
PER L ET,

1 -

<infralInfra>

<infraNodeP name="<switch profile name>" dn="uni/infra/nprof-<switch profile name>" >

<infraleafS name="SwitchSeletor" descr="" type="range">
<infraNodeBlk name="nodeBlkl" descr="" to ="1019" from ="1019"/>
</infraleafS>
<infraRsAccPortP tDn="uni/infra/accportprof-<interface profile name>"/>
</infraNodeP>

<infraAccPortP name="<interface profile name>"
dn="uni/infra/accportprof-<interface profile name>" >
<infraHPortS name="portSelector" type="range">
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-<port group name>" fexId="101"/>

<infraPortBlk name="block2" toPort="13" toCard="1" fromPort="11" fromCard="1"/>
</infraHPortS>
</infraAccPortP>

<infraAccPortGrp name="<port group name>" dn="uni/infra/funcprof/accportgrp-<port group name>"

<infraRsAttEntP tDn="uni/infra/attentp-<attach_entity profile name>"/>
<infraRsHIfPol tnFabricHIfPolName="1GHifPol"/>
</infraAccPortGrp>

<infraAttEntityP name="<attach entity profile name>"
dn="uni/infra/attentp-<attach entity profile name>" >
<infraRsDomP tDn="uni/phys-<physical domain name>"/>
</infraAttEntityP>

<infralInfra>
RT9 T2 RALEEKRT D,
11 -

<physDomP name="<physical domain name>" dn="uni/phys-<physical domain name>">
<infraRsVlanNs tDn="uni/infra/vlanns-[<vlan pool name>]-static"/>
</physDomP>

ATv 73 VLAN #iHZ Bk L £9°,
B -

<fvnsVlanInstP name="<vlan pool name>" dn="uni/infra/vlanns-[<vlan pool name>]-static"
allocMode="static">

<fvnsEncapBlk name="" descr="" to="vlan-25" from="vlan-10"/>
</fvnsVlanInstP>

ATFYw T4 RAAIZEPG & B#EAMITET,
B -

<fvTenant name="<tenant name>" dn="uni/tn-" >
<fvAEPg prio="unspecified" name="<epg name>" matchT="AtleastOne"
dn="uni/tn-testl/ap-APl/epg-<epg name>" descr="">
<fvRsDomAtt tDn="uni/phys-<physical domain name>" instrImedcy="immediate"
resImedcy="immediate"/>

Il FrG



| EPG
FHESNTVBIUF 174 TOT7ALTHEEDA V58— 74 RI<EPe 2BATS [

</fvAEPg>
</fvTenant>

RSN TWBEI VT T4 7T 7AILTEHDOA >
R—D A RIZEPGE#E AT B

AEPEIFA V3 —T A RKRY—FIW—T%FRHLE=7T)5r—
a3V EPG DEHDKR— E~DEA
APIC DLk GUI & RESTAPI ZfEH L C, Bt~ 7T 47 4 70Ty ANET 7 r— 3
V EPG I ICHEBEE AT Z e TEET, ZHICEY, H 0RO R= T 47 4 70

7 7 A WZEEM T O NZT_XTOR— M, BEMTONZT 7Y r— 3 EPG #EA
L/i‘g—o

APICREST APl £7/21ENX-OS A X A VD CLIZfEHL, A v F—T A ARV T — T —F
PN LTCTHEEOR—MIT 7V r—v a3 EPG ZEATEET,

APICGUI Z{ER LT-AEP [C K H5EH DA 73— 24 A~DEPG NDE
A

HIFRCT 7 r—ya v BT T 4T 4 a7 7 A VIZEEER T, DR T 4
F 4 a7 7 A NCEEMT O TR TOR— MIEPGEZIEICEATAHZ LN TEX F7,
1R BHHIIZ

e Z—4y N T 7Y Fr— 3 EPG BERE SN TV A,

« AEP T® EPG & A |Zf# 95 VLAN OFiPH & FH TS VLAN 7— /L MERE S LTV

50

B N A A UBERRES L. VLAN 7 —/L & AEPIZY > 7 STV 5,

B —F sy N OB T 4T 4 Tu 7 s A NBEREN., 77U — 3 EPG ZEA
T3 AR— MZBEEMT STV D,

RTYTV Z—=5y bOERT T 4T 4 T T A VICBEILET,
a) AT T AT 4 0T A NDR—T%BIE E T, §E8E GUI T, Fabric > External Access
Policies > Policies > Global > Attachable Access Entity Profiles 27 U v 7 L £,
by =7y Nz T 4T 4 77 A N% 7 U2 LT, [Attachable Access Entity Profile] 7 1 >
R zZB& £,

EPG
I 5|



EPG |
B vxosx5 DU EERALEA 8= T4 R KY L= TL—FIZEBEMDA 28— T4 A~ EPC DEA

ATw T2 [ShowUsage] h¥ v %7 U w7 LT, ZOERTyT 474 7077 A MVZEEMTONTEY —7 21 >
FeA A =T AR LET,

O T 4T 4 T T s A VICEEST T b7 Y r—va VEPG Y, ZOERTE T 4T 4
a7 7 A NVCEEMT BT R TDOAL v F EOTRTOR— MTEAINET,
AT v 73 [ApplicationEPGs] 7 — 7 NV EMH LT, OB T 474 7077 ANIE =y v T TV r— =

» EPG Z AT £, 77V r—2aEPGy MU ZBMT A1, H 227y 7 LEd, =
FUIWZIROD T 4 —/V KRB T,

J4—ILF Action
Application EPG Koy 7HZy 2R LT, BEMFsnEZTF o b TV =g Fary
AN, BXOF =7y b 77U r— 3 EPG #8IRLET,
Encap H—2y b 7Y r—3 a2 EPG OWEIEH S5 VLAN 042 AT LE
‘a‘o
Primary Encap 77U r—3 9 EPGIZ 7T A~ U VLAN BSR4, 7514~ VLAN ©
i AN UET,
£— K Faey 77X A LT, T— X2 XETHrE—FEEELET,
o [Trunk] : A WS D NT 7 4w 712 VLANID N Z 7T STV DA
BN L E£7,

e [Access] : IRA RIHD N T T 4 v 7IZ802.1p X T NE ST ENTWAEE
IR L ET,

* [Access Untagged] : IRA RMBHD 8T 7 4 v 7 BE THHIT STV WA
BIRLFT,

ATy T4 [Submit] Z27 Vv 7 LET,
ZOERTY T 4T 4 Ta T A VM T ST Y r—a V EPG S, ZOERTT AT 4
a7y A VEET ORI T RTOAL v F EOTXTOR— MIEAINET,

NX-OSREZAIILDCUZEFRLI=A V2 —T AR RY—5)L—T
[CLBEHDA 2 —T 4 A~DEPG DEA

NX-OS CLI Ti&, #7474 707 7 A /L% EPG IZBERHT 5 2 LI K D738 A
DHRPICER SN TVETAL, ROVICAVF—T 24 AR > — TNA—TNEZRINT
RAALUREID S THNET, ZORY — Z—71%, VLAN (ZBEA T Hizd T
AR— M@ S, £ VLAN 24t L TEASN ST 7Y r—3 a » EPG 25T & O ICRRE
SNET,

Il FrG



| EPG
REST AP| % {2/ L 1= AEP =& 5380« > 54— 7 24 2~0 EPc 0EA [

baH IS
« =4y N T r—va v EPG BMERE TV 5,

« AEP T® EPG & A |Zf# 95 VLAN OFiPFHI & FH TS VLAN 7— /L MERL S LTV
%)O

cWH R A A UAMERK S 4. VLAN 7 —/L & AEPICU 7 STV 4,

A=y NDOEGT T 4T 4 T T s ANNBNERSI, T r—3 3 EPG A
T BHR— MZEEMTF SN TWD,

ATFYT1 #—4 v NEPGEA L EZ—T A A RY — 7 —FIZ BT £,

ZDawy Ry—rr AOHITIE, VLAN KA1 > domainl & VLAN 1261 ([ZB#fT T Hive A v ¥ —7 =
ARAR) =T N—Tpg3 ZIEELET, ZOR) =N —TICHEM T NI XTOA v F—T =
AR, 77V /r—3 3 EPGepgd7 NEASINET,

1 -

apicl# configure terminal

apicl (config)# template policy-group pg3

apicl (config-pol-grp-if) # vlan-domain member domainl

apicl (config-pol-grp-if) # switchport trunk allowed vlan 1261 tenant tnl0 application podl-AP
epg epg4d’

ATFwT2 Z—Fy N R—FT, 77V 54— 3 VEPGIZEHEMITONAA v F—T =2 A 2R — T IL—TF DR
Vo —MNEAIN-Z L 52ERLET,

RO show =~ > K = AR, AU — 7/1/‘_‘7opg3 NY—T 24 vF 1017 LEOA —HF R
FAR—=F120 ICEASNTNDEZ EZRLTWET,

1 :

apicl# show run leaf 1017 int eth 1/20
# Command: show running-config leaf 1017 int eth 1/20
# Time: Mon Jun 27 22:12:10 2016
leaf 1017
interface ethernet 1/20
policy-group pg3
exit
exit
ifav28-ifcl#

RESTAPI Z{EFH L= AEP IC L B EHDA V3 —T 14 A~DEPGDE
A

AEPDA 2 =T =2 A AV VL7 ZEfH LT, AEPgOEBONAZHRETEET, LMo
RTxFET,

1. /—FELIZ/ —F 70—

EPG
I 7



EPG |
B RESTAPI 265/ L1 ABP IS5 BHBD A 58— 4 R~D EPG DBA

2. AU F—Tx2ARAFRIFA =T = A TN—TF

A H =T 2 AT, AV F—Tx2A AR — T N—7 (BXWinfra:attEntity?) %
fFAHLET,

3. infra:AttEntityP % AEPg (ZBH#f} (175 Z & C, 3% VLAN Z$5ET %,
infra: AttEntityP X, VLAN 23572 284D AEPg (BT 5 Z &N TExE T,

3 @ X 91T infra:AttEntityP % AEPg (RS 1T 72356, 1 TERLE/ —RNED2 DA 42—
7 A AT, 3 THE L7 VLAN 2/ LT AEPg NEA SN E T,

Z OFITIE, AEPg uni/tn-Coke/ap-AP/epg-EPG1 N, J—F10lBLR12 DA H—T A
Z1/10, V11, BLC1/121Z vlan-102 TEHAINE T,

188 BRI
o X—ly b 7Y rr—3 3 EPG (aEpg) HAERT 5.

BT T 4T 4 a7 7 A (AEP) (X% EPGE AT 5 VLAN OFFHANE £
N TW5 VLAN F— L 2Bt 5,

WP N A A EVERR LT VLAN 77— /LB L WNAEP 1Y v 7 &85,

BINLT ) —RNeA U F—T A AT AEPg ZE AT 2I121E, ROFID K 5 72 XML % POST 165 L £ 7,
1 -

<infraInfra dn="uni/infra">
<infraNodeP name=“NodeProfile">
<infraLeafS name=“NodeSelector" type="range">
<infraNodeBlk name=“NodeBlok" from ="101" to_=%“102"/>
<infraRsAccPortP tDn="uni/infra/accportprof-InterfaceProfile"/>
</infralLeafS>
</<infraNodeP>

<infraAccPortP name="InterfaceProfile">
<infraHPortS name="InterfaceSelector" type="range">
<infraPortBlk name=“ InterfaceBlock" fromCard="1" toCard="1" fromPort="10" toPort=%“12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-PortGrp" />
</infraHPortS>
</infraAccPortP>

<infraFuncP>
<infraAccPortGrp name="PortGrp”>
<infraRsAttEntP tDn="uni/infra/attentp-AttEntityProfile"/>
</infraAccPortGrp>
</infraFuncP>

<infraAttEntityP name=“AttEntityProfile” >
<infraGeneric name=“default” >
<infraRsFuncToEpg tDn=“uni/tn-Coke/ap-AP/epg-EPGl” encap="“vlan-102"/>
</infraGeneric>
</infraAttEntityP>
</infralInfra>

Il FrG



| EPG

R N |

EPG N D 77 5

EPGIRT Y KA 2 borBt

EPGNT Y RARA » FBERY v—I2 k0, B RARA > N EIEFWEE= Y RABRA R
SERICHESNET, S EH LI2IREETHE L T\ D EPG WO RARA » M O#E
FFFR SN ET A, DBEZEH L7 EGP TlX, < D27 747 v hBR@—eRIZT7 7 &
AF 5 & XTI EPG B 7B MAEOEUTR L £ 3728, HAMOWBE XTSI ET A,

EPG (X, ¥ X TCHOACI * > T —7 RAALVIZHBEREA ST D0, £ EORAA
AATHEH SN TR0 WNTINTT, ACIY 7 7V v 7 38— RARA > MERY
B L ETN, 77 7Y v ZICER SN TWD AL v F1E7 74~V VLAN (PVLAN)

BT THBEHAI 2383k L £ 7,

\}

GE)  EPGH=T Y RAA v Moz L T EPG 2% E L7c A, IROFIBRA EA S ET,

« SYHEZTEN L7 EPG 2RO TXTO LA Y22 RRA » MBRHRT ) v FAL UK
Zhay7anEd,

« EEZEMH L7z EPG 2RO T X TOLA ¥ 32 RiRA > MEEMRFE LT 7Ry FNIZ
Fey7snEd,

« NI T 4w N, SEENREA STV D EPG H B EEN A TV RV EPG IRV T
WAEAE. QoS CoS DEIAN ZE DRFFZ AR — h S EH A,

RT A3 )L H—/\D EPG A7 E

RT A B )L H—/30D EPG N5 B

EPG N RaiRA » "BEDR Y —1%, XT AL =R OEHEEREIN WS
RARA Vv MZBEHTEET,

WO XD 72ERABRH Y 7,

NI T T ITITAT U ME ANy I T T =B RIT 7B AT L OEEEMFIE
[ LT, MAIDEETLIHETHY A,

« 0= RAT Y OBERIZH DY —"OBEEMIFEC TR, T o0V — 2 HMEIZy
HES 2 &, RET 7 BARERO H 5V — N6 L TRiESNET,

erc



EPG |

B cuzsERLERT 250 9—5 0 PG IHBOEE

4:RF A2 ) H—i D EPG N5 B

A VIMWare s
Source-EPG ¢ ; s
Isolated : 5 Destination-EPG £

RT A XV D EPG B —7 AL v FTCHEHHAINET, T AX /L H— NI VLAN 7
vMbEHEHALET, 2=F ¥ A b, AT F¥ A, BLOT 2 —FF¥ A FOTXTO k
T4 7B, SEENEH SN EPGNTRe vy Y (B EhEd, ACI7 Y vy RAA
NZIE, BES I EPG LiEH O EPG ZIRIESEH 2 &N TE 9, DEESN - EPGENE
AUZIE, VLANTE R 7 7 ¢ v 7 24553 528500 VLAN 28 ETE £ 7,

GUI ZERALT=AT A %)L H—/\ D EPGC N BREDERTE

EPGBMERATAR— NI, V—T R v FIZRT A XL P —N"pEHEEET A= OICEAT
HHELR A A NDRT A )L Y= R L BEAT T AN H D £,

FIEDHE
1. 77> T, [ApplicationProfile] #4527 U » 7 L. [Create Application EPG] % A 7 = 2/ 7K
7 AW TIROBIEZ EITLET,
2. [Leaves/Paths] ¥ A4 72 VK> 7 AT, IROBIEEZFATL E T,
FED 5%

ATwv 71 75 T, [Application Profile] #4727 U » 7 L. [Create Application EPG] %A 7 12 7 7R v 7 A2 & PV Tk
DEAEZFAITLET,
a) [Name] 7 1 —/V R, EPG ®4 i (intra EPG-deny) ZiBAIL £,
b) [Intra EPG Isolation] T, [Enforced] %7 V v 7 L&,
¢) [Bridge Domain] 7 4 —/V RC, Ky 7 X URARMNNPLTY vy RAAL Y (bdl) ZBIRLET,
d) [Statically Link with Leaves/Paths] = v 7 R v 7 A% A N2 LET,

Il ErG



| EPG

NX-0S 24 A L0 CL A LI=~7 # 4L +— 0 er untnmz [

e) Next]Z27 Vw27 LET,

AT w72 [Leaves/Paths] ¥ A 72 ViR v 7 AT, IROBIEEZFEITLET,

a)

L/i‘j‘o

¥ H % U VLAN O [Port Encap] (vlan-102) % #g

[Path| 27 > 2> T, KryF& 7 URRpb T2 7 = RFTO/SZ (Node-107/eth1/16) % &R

ELET,

GE) T AN H =P —T Ay FITEBEEG SNV TW DA, Port Encap D 4V

VLAN O BN ESINET,

724~ 1 VLAN O [Primary Encap] (vlan-103) # & L £7,

b) [Update] 2 YV v 7 LET,
¢) [Finish] #7 YV v 27 LE7,

NX-08 X2 A LD CLU ZERAL=ART A2 )L H—/\ D EPGC AR BEDERTE

FIRDOHE
1. CLI T, EPG WN43Hf EPG Z1ER L £,
2. RETHERLET,
FIED 4
ARV RFERRETI a3 Y B#J
AT v F1|CLI T, EPG N/HE EPG % ER L £7,

1 -
PAFIZ, VMM 7 — A%~ LET,

ifavl9-ifcl (config)# tenant Test Isolation
ifavl9-ifcl (config-tenant)# application PVLAN
ifav19-ifcl (config-tenant-app)# epg EPG1
ifavl9-ifcl (config-tenant-app-epg) # show
running-config
# Command: show running-config
tenant Test Isolation
application PVLAN epg EPGL
tenant Test Isolation
application PVLAN
epg EPG1

bridge-domain member BD1

contract consumer bare-metal

contract consumer default

contract provider Isolate EPG

isolation enforce <---- This enables
EPG isolation mode.

exit

exit

ifav1l9-ifcl (config)# leaf ifavl9-leaf3
ifavl9-ifcl (config-leaf)# interface ethernet 1/16
ifavl9-ifcl (config-leaf-if)# show running-config

erc



B vos x5 4Locu EERLERT 2 8L 4—/3 D EPE W5 D

o
Il

EPG |

ARV RFERETIVa Y

B8

ifavl9-ifcl (config-leaf-if)# switchport trunk

native vlan 101 tenant Test Isolation application
PVLAN epg StaticEPG primary-vlan 100

exit

ATvT2

REAE MR LET,
1 -

show epg StaticEPG detail
Application EPg Data:

Tenant : Test Isolation

Application : PVLAN

AEPg : StaticEPG

BD : BD1

uSeg EPG : no

Intra EPG Isolation : enforced

Vlan Domains : phys

Consumed Contracts : bare-metal

Provided Contracts : default,Isolate EPG
Denied Contracts

Qos Class : unspecified

Tag List

VMM Domains:

Domain Type Deployment
Immediacy Resolution Immediacy State
Encap Primary

Encap
DVS1 VMware On Demand

immediate formed auto

auto

Static Leaves:
Node Encap Deployment
Immediacy Mode Modification Time

Node Interface Encap|
Modification Time

1018 ethl101/1/1

vlan-100 2016-02-11T18:39:02.337-08:00
1019 ethl/16

vlan-101 2016-02-11T18:39:02.337-08:00

Static Endpoints:

Node Interface Encap
End Point MAC End Point IP Address
Modification Time
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RESTAPI £/ L1=R7 * 2L H—\04 v + 5 6 HEtnEE |

ARV RFERFTIVaY =)

RESTAPI ZfER L1=~"7 A X)L B —/\DA > 5 EPG 7EfD

FIRDOHE

F IR D

ATy T

ATy T2

JL ==
X JE

anh

4a & SRS

EPG BMERTAR— MI, WEERA AL L HNOXRT A X)L H—R (X —T = A R F
HNTWBUENDY 7,

1. XMLAPIZfEALCT 7Y r— 9 U &REETHI121E,. RO HTTPPOST # vE—T % %
fELET,
2. RO XML #iE% POST A vE—YVDOARLIZED £ T,

XMLAPL ZERA LT 7Y r—a U ZBEET 5120, kRO HTTPPOST A vt —T 2K E L9,
B -

POST https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

WD XML #i& % POST A v E—YDOARLIZED F T,
B -

<fvTenant name="Tenant BareMetal" >
<fvAp name="Web">
<fvAEPg name="IntraEPGDeny" pcEnfPref="enforced">
<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<fvRsDomAtt tDn="uni/phys-Doml" />
<!-- PATH ASSOCIATION -->
<fvRsPathAtt tDn="topology/pod-1/paths-1017/pathep-[ethl/2]" encap="vlan-51"
primaryEncap="vlan-100" instrImedcy='immediate'/>
</fvAEPg>
</fvAp>
</fvTenant>

erc



EPG |

B vvware vos o eP6 5 it

VMware vDS @ EPG N4> 5

VMware VDS # 7= (& Microsoft Hyper-V {R 18 X 1 v F D EPG 7 B

\}

EPG N4y BEIX. [Fl UX—AZ EPG F£721% uSeg EPG WOMHLIT L RiRA v F T34 A £ 72131
By RARA VN T A APHAIZEE LeWE T4 7Y a T3, 7740 FTI
FIUEPGICEEND T RiRA Vb T AL RTHEWVISEETHZ N TEEd, LarL., EPG
WO RIRA 2 b TARAADRIDT Y RIRA 2 b TN RIS DOFERIRBENRLE E LUk
MBNFEELET, =& 21F. FUEPGNOTY RFEA > b VM BAEH DT F > MTJEL T
LA, FTRXTANANIENDLDEFT-DIZ, EPGNOEEZFITTHZ N TEE1,

Cisco ACI AR~ v ~F—T % (MM) KA A %, EPGINDT A Y L—a URENZ -
TW2% EPG Z & 1T, VMware VDS F 721 Microsoft Hyper-V {48 A A~ F M7 L 72 PVLAN
A=t IN—T%ER LET, 777V v VEBRENT T4~ BT EIRET D0,
F/ITEPG & VMM R A A COREMITRICT 7 7 U » 7 BEWINZ T T4 <) 72 Ab%
BELET, 777U v 7 EFPED VLAN pri fE & VLAN-sec HZ RIS 5 &, VMM K
AA NZE 5 TVLANpri & VLAN-sec 3 KA A ¥ T —/VINDRAZT 47 Ty 7 D—FT
HDTEPHRESIVET,

GE)

Il FrG

A > N7 EPG FRBEM RG] S WA, BE THRE STV T VLAN-pri fl I3 M X v E
j—O

VMware VDS & 7213 Microsoft Hyper-V {42 2 A = F @ VLAN-pri/VLAN-sec ~~7 |X, EPG & I
AA L DOEREMITHIZVMM B A A > T EISERENET, EPGNIREEEEPG IZ/ER S L7z AN —
N 7= F pvian ICERE ST X A 7 CTH 7 fHF 472 VLAN-sec i L £9°, VMware
VDS & 7213 Microsoft Hyper-V {RAEA A » FIHB XN 7 77U » 7%, VLAN-pri/VLAN-sec 71 7
AL EAT v T LET,

* Cisco ACI 7 7 7'V v 7 75 VMware VDS F 7213 Microsoft Hyper-V {IRAB A A~ F~DE(E
X, VLAN-pri ZfH L £,

» VMware VDS F 7213 Microsoft Hyper-V {RABA A~ F 5 Cisco ACI 7 7 7' U v 7 ~DiEfg
[T, VLAN-sec Zff/l L £7,
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VMware VDS % 7= (& Microsoft Hyper-V {x 8 X 1 v F M EPG & .

5: VMware VDS Z 1= (3 Microsoft Hyper-V{R38 X A v F 0 EPG 5B

: Microsoft vSwitch Primary  Secondary

VLAN-sec

VLAN-sec -

I
’

1_
VLAN-pri

VMWare VDS PVLAN Map |

@ VLAN-Pri VLAN—SIec

I
1
I
I

l

1

I

1
h
¥

o= ——

I
1l

1l

1

! 1
1 1
1! 1
W W
- F ¥

&

T 78 70

Isolated EPG, VLAN-sec

501400

<« Web-EPG ————>»

ORI 2 ROFEMICIER L T ZE W,

1.

EPG-DB IX VLAN +7 7 4 v 7 % Cisco ACI V —7 A A v FIZEELE9, Cisco ACI D
HH)—7 24 v FiE, 774~V VLANPVLAN) X /' CThT7 7 4 v 7 &2h 7L L,
FN % Web-EPG O KikA > MIizik LET,

VMware VDS or Microsoft Hyper-V A2 A A~ F 1% VLAN-sec Z#fifi L TACI U —7 A A v
FIZhT 7 4 w7 ZEELET, CiscoACI U —7 A A v F (X, Web-EPG WD T XTD
VLAN-sec N b T 7 4 v ZIZBEREH SN TWDT720, T XTOEPGN T 7 4 v 7 %
Fev 7 LET,

VMware VDS & 72 1% Microsoft Hyper-V {RAR A A~ F Cisco ACL Y —7 ~D7 v 7 J 7
VLAN [Z, M8 R Z 7 £— RT9, CiscoACl V —7 A4 v F X, VMware VDS F7-
I Microsoft Hyper-V (AR A A v F~D X7V 7 T 7 4w 7 IZ VLAN-pri Zffi [l L %
D

PVLAN = v 7%, VMware VDS F 7213 Microsoft Hyper-V A8 A 1+ T35 X T Cisco ACI
Y—=7 A v F THRESNET, WEB-EPGNHDVM T 7 4 v 7L VLAN-sec N TH 7
b & E T, VMware VDS & 721 Microsoft Hyper-V {RAE A A~ X PVLAN # 7'|C
WoTu—A/L®d WEBHNEPGVM hT 7 ¢ v 7 Z2iify LET, ESXi WA A b £
Microsoft Hyper-V /R A kD3 XTD VM 7 7 ¢ » 7%, VLAN-Sec ZfiH L T Cisco ACI
U—ZIkfEanEd,

o m
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B cui %6 L - vMware VDS = 713 Microsoft Hyper-V 0) EPG P43 BE D&

ESPEREY=]

Cisco AVS BREETO EPG WA BEDRR EIZ DWW TIE. Cisco AVS @ EPG NAEEO A (30 ~2—
V) ABRLTLLEE N,

GUI %{ M L 7= VMware VDS 7= [ Microsoft Hyper-V @ EPG R 7 B D % TE

FIEDHE
1. Cisco APIC a7 A LFET,
2. Tenants > tenant % 3R L £ 7,
3. EMoFesr—var vy RUuT, [FFVr—3rTAT7AN] 730 Lk
TIVr—vary a7y A VERBELET,
4. Application EPGs 7 +/V X %47 Y v 7 L. Create Application EPG Z %R L £ 7,
5. Create Application EPG % 7 12 Ry 7 AT, IROFIAZFITL 7
6. Update #7 Vv 27 L, Finishz27 VU > 7 LET,

F IR D 48

AT w1 CiscoAPIC IZm 7/ A » LET,
AT 72 Tenants > tenant %iER L 9,
AT T3 Efloresr—rvary vy RyT [FIVr—2a30 TAT 7SI 7+ NZ LT 7 ) r— 3
yI7m7rANVERHLET,
AT 74 Application EPGs 7 + /L% %477 Y v 7 L, Create Application EPG % #{ L F 7,
AT w75 Create Application EPG % 1 7 1 7' /K> 7 AT, WO TFIAEFEITLET:
a) Name 7 1 —/L RIZEPG 4 ZBML £,
b) Intra EPG Isolation =Y 7 C, Enforced %2 V v 7 LE7,
¢) Bridge Domain 7 1 —/L R C, Ky 7 XU URARNNPLTY v RAL UERIRLET,
d) EPG T AXNVMFLR ALV A H—T 2 A ZAFETIE VM KA A ABEA T £,
* VM KA A > DA, [Associate to VM Domain Profiles] 7= v 7 R > 7 A%k A N2 LET,

o X7 A X NVDEA . [Statically Link with Leaves/Paths] = v 7 R v 7 A% A LET,

e) Next]zZzZ7 VU7 LET,
f) Associated VM Domain Profiles =V 7 C, + 7 A 2% 27 U v 7 LET,
g) Domain Profile 72 7 7 A LD Fu vy 7H v URA NG, #H)72 VMM KA A 2@~ LET,

AR T 4 v 7 DA, Port Encap (or Secondary VLAN for Micro-Seg) 7 « —/ K C& > 4% U VLAN
%487 L. Primary VLAN for Micro-Seg 7 + —/L K¢, 774~ U VLAN%Z$5E L %9, Encap 7 « —
NV REZEADOERICT LD L, EABRICEH Y S ToNET,

GE) RETFT 4y I O8E. AZT 4 v 27 VLAN % VLAN 7— /L THEHATX A MLERH Y F1,
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NX-0S 2 4  JL CLI % &/ L 7= VMware VDS % 7=(3 Microsoft Hyper-V 0 EPG la5 Bt iE [}

AT 76 Update 27 Y w7 L, Finish#7 U 7 L7,

NX-0S X 2 1 JL CLl Z{&£ A L = VMware VDS Z 7= (X Microsoft Hyper-V @ EPG N7 B D E%
E

FlEDHEE
1. CLI T, EPG WN%7Hft EPG Z1ER L £ 97,
2. REEHRLET,

FED £

AT v F1 CLI C. EPG N4 Hf EPG Z1ERL L £,

B -
W DEEL VMware VDSDIEE T

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg) # show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
vmware-domain member PVLAN encap vlan-2001 primary-encap vlan-2002 push on-demand
vmware-domain member mininet
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #

i -
R OFE, Microsoft Hyper-V ARFEA A > F 2R L ET,

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg) # show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
microsoft-domain member domainl encap v1an-2003 primary-encap vlan-2004
microsoft-domain member domain?2
exit
isolation enforce
exit
exit
exit

erc



. NX-0S X % 1 JL CLI Z{% /A L /= VMware VDS E 7= & Microsoft Hyper-V ® EPG A

apicl (config-tenant-app-epg) #

ATy T2 REEHRLET,
51

show epg StaticEPG detail
Application EPg Data:

DEEDERE

Tenant Test Isolation
Application PVLAN

AEPg StaticEPG

BD VMM_BD

uSeg EPG no

Intra EPG Isolation enforced

Vlan Domains VMM

Consumed Contracts
Provided Contracts
Denied Contracts

VMware vDS-Ext
default,Isolate EPG

Qos Class unspecified
Tag List
VMM Domains:
Domain Type Deployment Immediacy Resolution Immediacy State
Primary
Encap
DVS1 VMware On Demand immediate formed
auto
Static Leaves:
Node Encap Deployment Immediacy Mode Modification Time
Static Paths:
Node Interface Encap Modification Time
1018 ethl01/1/1 vlan-100 2016-02-11T18:39:02.337-08:00
1019 ethl/16 vlan-101 2016-02-11T18:39:02.337-08:00

Static Endpoints:
Node Interface
Modification Time

Dynamic Endpoints:
Encap: (P):Primary VLAN,
Node Interface

Modification Time

(S) :Secondary VLAN
Encap

1017 ethl/3
2016-02-17T18:35:32.224-08:00

vlan-943(P)

vlan-944(S)

Il FrG

End Point MAC End Point IP Address

End Point MAC End Point IP Address

00:50:56:B3:64:C4

EPG |

Encap
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REST APl % {1/ L = VMware VDS Z 7= [ Microsoft Hyper-V /A—F ¥ )L X A - F D EPG AN 5 B DR TE .

REST API % {&FH L = VMware VDS % 7= X Microsoft Hyper-V /\—F ¥ JL X A4 v F D EPG N

DR EEDERTE
FIEDHE
1. XMLAPIZERALCT7 7Y 7r— 3 U &ET 521X, RO HTTPPOST A v E&—T %1%
FLET.
2. VMware VDS % 7213 Microsoft Hyper-V (RKABA A » FF 70 A A > DAL, POST A v
=T OARIIIRD XML #E&EDOWTunE G E T,
FIED M

ATYT1 XMLAPI ZEH L CT 7V r—ya U &ERT5120E,. RO HTTPPOST A v —V 2% ELE T,
1 :

POST https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

AT w72 VMware VDS % 721% Microsoft Hyper-V (AR A A v FF 7 v A A2 hDOEEIE, POST A vt —Y DA
WO XML AFEDNT N EEDET,
il -
wOBIE, VMware VDS D54 TT,

<fvTenant name="Tenant VMM" >
<fvAp name="Web">
<fvAEPg name="IntraEPGDeny" pcEnfPref="enforced">

<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<!-- STATIC ENCAP ASSOCIATION TO VMM DOMAIN-->

<fvRsDomAtt encap="v1lan-2001" instrImedcy="lazy" primaryEncap="vlan-2002"
resImedcy="immediate" tDn="uni/vmmp-VMware/dom-DVS1”>
</fvAEPg>
</fvAp>
</fvTenant>

1 -
W OFNL, Microsoft Hyper-V DARARA A~ FOFETT,

<fvTenant name="Tenant VMM" >
<fvAp name="Web">
<fvAEPg name="IntraEPGDeny" pcEnfPref="enforced">

<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<!-- STATIC ENCAP ASSOCIATION TO VMM DOMAIN-->

<fvRsDomAtt tDn="uni/vmmp-Microsoft/dom-domainl”>
<fvRsDomAtt encap="vlan-2004" instrImedcy="lazy" primaryEncap="vlan-2003"
resImedcy="immediate" tDn="uni/vmmp-Microsoft/dom-domain2”>
</fvAEPg>
</ fvAp>
</fvTenant>

EPG
I |2 |
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AVS ) EPGIN 77

Cisco AVS ) EPG N4> oD A

F 7 F T, EPGIZET 52 RanA v MIFEMIRREEIN TV AL THHRAEIL®E TX
¥4, 77 L. #HEIC, EPGHRHOTY RRA v NEBETXET, EPGN T RFRAL > B
DEEAEHAT AL T, VA LARFDOMORIENH D VM 1 EPG NOMMD VM T % 5
ZARWVWEICTEHZENTELIEASLH £,

TV r—2a b NOTRTCOTY RIRA Vv MIGEEZHRTET S22, WTIUICHLRE LR
W2 EHTEET, —HOTY RARA Y MIOBEEREL, o RARA » MIERE LW
JEIERTE 8 A,

EPGINDx=> RARA L b EDBELTH, =2 RaRA > 0BIID EPGND T R A >k &i@
ECEBLITTHaLNT7 MUIELEFEA,

EPG 7 VLAN &— R® Cisco AVS R A A v L BT BTV D EE1E,. EPGNDOT Y RR
A2 NOSBEIC Lo TREENEALET,

GE)

Wik EPG T, Cisco AVS microsegment (uSeg) EPG OyBEIIHIAEY R— F & TWEHA, 2
8> EPG MITAFHET 2T X Toar F T 27 MIBERZR < WHEEPG BV S i
7258, B uSeg Epg WICIFIET D 2 DD RikA v FEOEE A ATRE T,

GUI Z{&F3 L 7= Cisco AVS O EPG R BEDEXE

N

ZOFNEIZHE ST, EPG DTy KR A ¥ B FEIZHEE ST\ EPG Z1ER L £97,
EPG MEAT AR —MIVM =3 —% (VMM) OWTFNNTE L TWAMLERH Y £1°,

GE)

Z OFIEIL, EPG OIEEFFIZ EPG WD RARA v hEpBEd 2 Z L &2aifte LTWET,
BEAF0D EPG NOD ™ RiRA > b %4784 5 121%, Cisco APIC N EPG % %K L. [Properties]
~XA > @ [Intra EPG Isolation] B C [Enforced] # %R L C [SUBMIT]| %7 UV v 7 L£7,

1R BHIIZ
Cisco AVS A VXLAN E— R ThHH Z L 2R L E T,

2T w1 CiscoAPIC 122 /A ' LET,

AT w72 [Tenants] %

BIRLCT T bOT7 4% & L. [Application Profiles] 7 4+ /L 4% Z J&BA L £ 97,

RT9T3 77V r—var a7y A N&H7 Y v 7 L, [Create Application EPG] Zi&R L 7,
AT 74 [Create Application EPG] ¥ A 7 1 77K v 7 AT, IROBEEZFEITLET,
a) [Name] 7 4 —/V RIZEPG &4 & AJJLET,

Il FrG



| EPG

NX-0S 2 4 A JL® CLI % F3 L 7= Cisco AVS o) EPG 1Btk I}

b) [Intra EPG Isolation] fE# C, [Enforced] %7 YV v 7 L ¥ 7,

¢) [Bridge Domain] e v 7Z o7 UR b, 7V vy RALUEBRIRLET,

d) [Associate to VM Domain Profiles] 7= v 7 R v 7 A& A N2 LET,

e) [Next| 227 Uv 7 LET,

f) [Associate VM Domain Profiles] fE#k C [+] 7 2> % 27 U » 27 L. [Domain Profile] ka2 v # 7 UJ A
MG HBID VMM R A A 2R L E9,

g) [Update] #2 V >~ Z7 L, [FINISH| 27 UV v 7 LE7,

RDERY

WEHERZER L TERTDHE, =0 FRA Y ARSI ARBEOBZMICRL B ET, Z0H
4 R® [Cisco AVS D4FHffT > RARA v FMICOWTERT DHHEHEROZEIR) DIEHE [Cisco
AVS OB R4 > FOFFHERDOER] OEEZSHRL TLEIV,

NX-08S X % 1 JL® CLl Z{£F L 1= Cisco AVS O EPG N2 B DEXE

1R BHEIIZ
Cisco AVS A VXLAN E— R TCThHDHZ ¢ 2R LTI,

CLI G, EPG WN/4y#f EPG #{ERk L £,
B -

# Command: show running-config
tenant TENANT1
application APP1
epg EPG1
bridge-domain member VMM BD
vmware-domain member VMMDOM1
isolation enforce <---- This enables EPG into isolation mode.
exit
exit
exit

RDZERY

HEHBREZBEINRL TR TIE, = KRS v " REGTAEOZWNCE YL b E T, 2o
A R® [Cisco AVS DB RIRA > MZOWTERT HHEFHEROZEIR] OEE [Cisco
AVS O3B RARA > FOMEEHROF ] OHEZR LTI,

REST APl % {# Fi L 7= Cisco AVS O EPG N7 B D EL TE

IR B
Cisco AVS 78 VXLAN E— R ThHH Z L B LE T,

erc
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B cisconvsosmtTy ke L MOV TRRT BHEHERORIR

ATv T

ATvT2

XML API ZfEILCT7 7V r— a U ARBIT 5I21E, kD HTTPPOST A vt —V 2 ELE T,
1 -

POST
https://192.0.20.123/api/mo/uni/tn-ExampleCorp.xml

VMM D& AT, POST * v =Y DARLIZRDEN R XML #i&E % & H F 9,
1 -

Example:
<fvTenant name="Tenant VMM" >
<fvAp name="Web">
<fvAEPg name="IntraEPGDeny" pcEnfPref="enforced">
<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<fvRsDomAtt encap="vlan-2001" tDn="uni/vmmp-VMware/dom-DVS1”>
</fvAEPg>
</fvAp>
</fvTenant>

RDEZRY

FEHMEMABINL CERTHE, =0 RRA v MG T AMEOZMICESILES, 20
4 K@ [Cisco AVS D43t v RIRA v MIOWTERT HMeHEROEIN] DAL [Cisco
AVS O3B RARA ¥ FOFEFHEROFR] OHESHR LTI EI,

Cisco AVS DALY RiRA > FIZTDWTHRRT SRR DZER

ATy T
ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

ATy 17

ATvT8

Cisco AVS TEPG W BEZ i E L7 e, G S, ZE 7y ML BMEFHEHR~ L
FRY X ANTy MR EDT Y RRA 2 FOREHEREZFRT DR, £ 6 2RIRT 24
ERHY ET,

Cisco APICIca 74 » LET,

[Tenants] > [tenant] ONEIZEIR U E9,

T DOF S~ a3 v g RUT, [Application Profiles] > [profile] > [Application EPGs] O JIE|Z 341
L. = A » FOkEHE#RZ 5T EPG Z 2R L £,

EPG O [Properties] fEZ£~XA > C, [Operational] # 7% 27 U v 27 L CTEPGNDOT RAKRA v hEFRRLE
R

T RRA X TN T LET,

T RARA > b @ [Properties] XA 7T 0 J Ry 7 AT, [Stats] X 7 &7 Vw7 L, FavZ TAaLky
Vw7 LET,

[SelectStats] & 1 7 1 7' 7R v 77 AD [Available] XA > T, T RKRA ¥ MIOWTERT DRHE#R & 2RIN
L. A& KRAZFEH L TENLL OE#H % [Selected] <A NIHBE L £,

[Submit] 7 U v 7 LET,
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Cisco AVS DA BET > KA > rositiEmozs |

CiscoAVS DBt T > F7iRA > FD#KEHIBEHRD R

ATy T
ATy T2
ATvT3

ATvT4

Cisco AVS TO EPGI B E L CWAEEIE. =2 R4 > b OFEHERZ Vo 72 AR
THLE, ENOLDOERNFRINET,

1R BRI

BT RARA V MZOWTERT DHEHERZEIRL TR MLERH Y £5, FIEIZOWT
1. ZDOHA RD [Cisco AVS DB KR A o MZHOWTERT HFHEHEROBIN 25
BLTLIEEN,

Cisco APIC iz 74 > LET,
[Tenants] > [tenant] ONEIZEIR U E 9,

T RDOF S~ a4 RUT, [Application Profiles] > [profile] > [Application EPGs] O JIE|Z 341
L. =¥ RARA » FOFGEHER A &L EPG @R L £,

EPG O [Properties] {E¥£ 7V 1 > KU T, [Stats] # 7% 7 U v 27 LC, EPG OftatEHER R LET

ROy 2 R, IR UM EREEZ I LET, FEEVv s FUOEET, 59—V Ea—
TAaLRFy—bEa—TAar% 7)) w7 1L T, Ea—%2BTHETEET,

erc
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