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<fileRemotePath userName="" remotePort="22" remotePath="" protocol="sftp" name="ToSupport"
host="192.168.200.2"

dn="uni/fabric/path-ToSupport" descr="">

<fileRsARemoteHostToEpg tDn="uni/tn-mgmt/mgmtp-default/oob-default"/>

</fileRemotePath>
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<dbgexpTechSupOnD upgradeLogs="no" startTime="unspecified" name="Tech Support 9-20-16"
exportToController="no"

endTime="unspecified" dn="uni/fabric/tsod-Tech Support 9-20-16" descr="" compression="gzip"
category="forwarding" adminSt="untriggered">

<dbgexpRsExportDest tDn="uni/fabric/path-ToSupport"/>

<dbgexpRsTsSrc tDn="topology/pod-1/node-102/sys"/>

<dbgexpRsTsSrc tDn="topology/pod-1/node-103/sys"/>

<dbgexpRsTsSrc tDn="topology/pod-1/node-101/sys"/>

<dbgexpRsData tDn="uni/fabric/tscont"/>

</dbgexpTechSupOnD>
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<dbgacEpToEp name="EP_ to EP Policy" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/acEpToEp-EP_to EP_Policy" descr="" adminSt="enabled">
<dbgacFilter name="EP to EP Filter" ownerTag="" ownerKey="" descr=""
srcPort="https" prot="tcp" dstPort="https"/>

</dbgacEpToEp>
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<dbgacEpToEpg name="EP to EPG Pol" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/epToEpg-EP to EPG Pol" descr="" adminSt="enabled">
<dbgacFilter name="EP_to EPG_Filter" ownerTag="" ownerKey="" descr=""

srcPort="http" prot="tcp" dstPort="http"/>
<dbgacRsToAbsEpg tDn="uni/tn-Tenant64/ap-VRF64 app prof/epg-EPG64"/>
</dbgacEpToEpg>
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https://apic-ip-address/api/node/class/dbgEpToEpRslt.xml
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https://apic-ip-address/api/node/class/dbgExtToEpRslt.xml
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ATwT1 PTPE— REBENT AT :
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/api/node/mo/uni/fabric/ptpmode.xml
<latencyPtpMode state="enabled”>

ATv T2 EPICEPRY >—&RELET,
5 -

<dbgacEpToEp name="EP to EP Policy" adminSt="enabled" usage=“latency-stats” latencyCollect
= “histogram”>
</dbgacEpToEp>

RT9 T3 Ay H ERRIE CEEE— R) O 2B T 5012, XML B3RO L0

<dbgacEpToEp name="EP to EP Policy" adminSt="enabled" usage=“latency-stats|atomic-counter”
latencyCollect = “average”>
</dbgacEpToEp>

ATYTE a7 vaDIATEEETD BEPE—F £ A N7 LFEENG,
5 -

<latencyOngoingMode userMode="histogram”>

Troubleshooting Using Faults

APIC [ZF DA

From a management point of view we look at the Application Policy Infrastructure Controller (APIC)
from two perspectives:

R v—aribe—7 TR TCOT7 77V v 7 EEAMER S, FEHI, @HIh T
L6, EHIREE I EIRED . AN TRITOT v 2 A4 LFREMFFLE T,

* Telemetry device - All devices (Fabric Switches, Virtual Switches, integrated Layer 4 to Layer 7
devices) in an Cisco Application Centric Infrastructure (ACI) fabric report faults, events and statistics
to the APIC.

Faults, events, and statistics in the ACI fabric are represented as a collection of Managed Objects (MOs)
within the overall ACI Object Model/Management Information Tree (MIT). All objects within ACI can

be queried, including faults. = DEF /L TliX, 74—/ b, AL TAT— b 7/L72K K] MO
ELTRINET,
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Soaking -
Soaking (severity = initial) N
: Condition Returns
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(Ceieri= e (severity = initial) (new fault is created)
M
Condition Condition Clearing Timer
Ceases Returns Expires
b
Raised-Clairing Retaining E— Fault:
(severity = target) (severity = cleared) MO deleted
7
Clearing Retention
Timer Timer Expires
Expires or Fault is
Acknowledged
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52 EEHY FH A, Forexample, if the same condition is detected multiple times for the same
affected object, only one fault is raised while a counter for the recurrence of that fault will be incremented.
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1 :

https://apic-ip-address/api/node/mo/uni/tn-3tierapp.xml?query-target=self&rsp-subtreeinclude=
health

[3tierapp) & \VNDARTDT T FOFEHERZTEGT 2121E, RO LHIZ7 77V v ZIZREST
7Y BEELET,

1 -

https://apic-ip-address/api/node/mo/uni/tn-3tierapp.xml?query-target=self&rsp-subtreeinclude=
stats
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sitam

AT9 T3 V=7 )= ROWBEZRETHIIE, ROLIIZT7 77V 272, RESTZ =Y %5 L &

et

7,
1 -

https://apic-ip-address/api/node/mo/topology/pod-1/node-103.xml?query-target=self&rspsubtree-
include=faults

RESTAPI Z{E A L =#stERE=K2) VT RYL—DHET S

ATy T2

T TV I DF=X Y TEBIONN T TN a—F 4 T OFEEREFERT A1, HE
THEHRINERY) > —B L OHFHIERT 7 AR—F RV —%2REL T, APICDEL DA TV =
7 hEE=HFTEET,

FIE

REST API #ffH U THERHEHRINER U o — % BT D121, ROFD L 912 XML T POST &
REEELET,

1 -
<monEPGPol name="MonPoll" dn="uni/tn-tenant64/monepg-MonPoll">

<monEPGTarget name="" descr="" scope="eventSevAsnP"/>

<monEPGTarget name="" descr="" scope="faultSevAsnP"/>

<monEPGTarget name="" descr="" scope="fvBD">

<statsHierColl name="" descr="" histRet="inherited" granularity="5min"
adminState="inherited"/>
</monEPGTarget>
<monEPGTarget name="" descr="" scope="syslogRsDestGroup"/>
<monEPGTarget name="" descr="" scope="syslogSrc"/>
<monEPGTarget name="" descr="" scope="fvCtx"/>
<statsHierColl name="" descr="" histRet="none" granularity="1lw" adminState="enabled"/>
<statsHierColl name="" descr="" histRet="none" granularity="1qgtr" adminState="enabled"/>
<statsHierColl name="" descr="" histRet="1w" granularity="1h" adminState="enabled"/>
<statsHierColl name="" descr="" histRet="1d" granularity="15min" adminState="enabled"/>
<statsHierColl name="" descr="" histRet="none" granularity="lyear" adminState="enabled"/>
<statsHierColl name="" descr="" histRet="none" granularity="1mo" adminState="enabled"/>
<statsHierColl name="" descr="" histRet="1h" granularity="5min" adminState="enabled"/>
<statsHierColl name="" descr="" histRet="10d" granularity="1d" adminState="enabled"/>
<syslogSrc name="VRF64 SyslogSource" descr="" minSev="warnings" incl="faults">
<syslogRsDestGroup tDn="uni/fabric/slgroup-tenant64 SyslogDest"/>
</syslogSrc>
</monEPGPo1>

WEHEHM =7 AR — b R —%RET DX, KROFID X 512 XML T POST ER A 245 L
£9 (JSON 721 XML oWzl TcE £4) .

B -
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<statsExportP
name="" descr="" frequency="stream" format="xml" compression="gzip">
<statsDestP name="tenant64 statsExportDest" descr="" userName="" remotePort="0"

remotePath="192.168.100.20" protocol="sftp" host="192.168.100.1">
<fileRsARemoteHostToEpg tDn="uni/tn-mgmt/mgmtp-default/oob-default"/>
</statsDestP>
</statsExportP>

Uit t=1)—2J DIEIR
PErS =) —2JDEIH

V=TT a8 NEREICEID, V—TDOT_XCDOT7 7T Vv I A F =Tz A (J—
Tl AN NS DA VA —T = A R) BT o TV DA, ) — T ~OERITEA
WZkRbiv, V=737 77V v TRV ET, V—TICREET 2L EHELT
b, BERAKDILTWATEOFEITINEEA, ZOETIE, UL —7DEHEHFIEIC DN
THBHLET,

RESTAPI Z#{FFH L CTUYIEi SNt —2 %E{ET S

UrEnzY) —72BHET 5120, ROFIEEZEA L THR<EL 120777 Vv o A4
B —T o2 AZHTHMERHY F9, DDA H—7 =1 AL, GUL, RESTAPI £7-
WX CLI 2 LA TEE£7,

BHIDA v R —T oA ZAZHENIT HI2IE. RESTAPI Z{FEMH L THY > —% POST L. POST
LR —%HBELTCZ 77 Vw7 A= r2EMLET, LTI, V—71ZR Y
L —% POST LT, EHDOR—FE2EMCT I nTExEd,

\}

GE)  WOEITIE, 1491 ZA L NCEFE L TWAB Y —T7 R— D 1 OTHB EBELTWET,

H

FIE

ATFYvT1 APIC/6 7T v 7 VAR RY—%27 Y7 LET (RESTAPI /) .
5 -

SAPIC Address/api/policymgr/mo/.xml
<polUni>
<fabricInst>
<fabricOOServicePol>
<fabricRsOosPath

tDn="topology/pod-1/paths-$LEAF Id/pathep-[ethl/49]" lc="blacklist" status ="deleted"
/>

</fabricOOServicePol>
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ATy T2

Permit £241L. 0¥V HEEZUEEUTaboo D F5TLva—7425 [

</fabricInst>
</polUni>

11EthIfSetInServiceLTask # (i L CHEE/R A LV X —T = A A ZEETH7-DIC, a—hL #
A7 % /) — KEKIZ POST LET,

51 -

SLEAF_ Address/api/node/mo/topology/pod-1/node-$SLEAF Id/sys/action.xml
<actionLSubj oDn="sys/phys-[ethl/49]">

<1l1EthIfSetInServiceLTask adminSt='start'/>

</actionLSubj>

Permit 32 L. OX 2T FEEEZHE K U Taboo D +
STV a—Fa425

ey, 2 TJ—E4%. RESTAPI ZFRA LTI 4 I DFER

ATy T

ATy T2

ATvT3

ATv74

ATy TH

O Ry 7T, B, 27 —2RIE. BXOT 4 VX 2T S REST API XML % #2141t
L7,

FIE

T Z—D EPG £721X XML T, ROFIREDNEH Ry bU—27121%, BREHERLE
K

&1

QUERY https://apic-ip-address/api/node/class/fvRsProv.xml
HEHORDHEI72 L, EPG & XML O 2B L £,
{1

QUERY https://apic-ip-address/api/node/class/fvRsCons.xml

OB E XML 2L T2y AR — N SN Z2ERLET,
1 -

QUERY https://apic-ip-address/api/node/class/vzCPif.xml
W OBI7e L & XML O VRF ORK & el L £,
1 -

QUERY https://apic-ip-address/api/node/class/vzBrCP.xml

WwOF72 &L XML # 7 —2K 2R L x4,
1 -

RESTAPI ZERALE +S T a—FT1 0y .



RESTAPI AL 5T a—Ta2y |
B orestari zmm L AL TS L UIEBDY

QUERY https://apic-ip-address/api/node/class/vzTaboo.xml

EPG D% 7 =K%, Epg DEKIER L7 =V 2R L7,

ATV T6 ROWZRE XML Z#EHLTT7 AV H 2R LET,
B -

QUERY https://apic-ip-address/api/node/class/vzFilter.xml

RESTAPI Z{EH L1- ACLEFRI B K UHEE O Y

’OBNE, RESTAPIZHEH LT, FF7 74 v 7 ZJu—DLA Y 28EH0 S T—F 2K RTD
FEERLTWET, ROMO ZHEAL T/ Z2XETHZENTEET,

* acllogDropL2Flow

* acllogPermitL.2Flow
» acllogDropL3Flow
* acllogPermitL.3Flow
* acllogDropL2Pkt

* acllogPermitL.2Pkt

» acllogDropL3Pkt

* acllogPermitL.3Pkt

48 HHEIIZ

ACLEFIFHF B L ESR 1 7 OF — 2 2Fn§ HRN, A S it e ¥ o 72525
VERH Y £7,

FIE

LA ¥3 Feyr vl 5 —4EFK R T 5T0L, RESTAPI Z#fEA L CRDOI7 =) #%ELE
KR

GET https://apic-ip-address/api/class/acllogDropL3Flow
i -
ROFITIE, TN ODRLET,

<?xml version="1.0" encoding="UTF-8"7?>
<imdata totalCount="2">

<acllogPermitL3Flow childAction=""
dn="topology/pod-1/node-101/ndbgs/acllog/tn-common/ctx—-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname—unknown-sip-[100:c000:a00:700:000:0: £00:0]
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-dip-[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channel5" srcIp="100:c000:a00:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>

<acllogPermitL3Flow childAction=""

dn="topology/pod-1/node-102/ndbgs/acllog/tn-common/ctx-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00: 700:000:0: £00: 0] -dip—

[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channel5" srcIp="100:c000:a00:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>
</imdata>

Troubleshooting Using Digital Optical Monitoring Statistics

RESTAPI 2E 5T 2 I ATTAHILEZRY VI FFERLEZES
INSa—F4249
DOM #aHE#HR%EZ XML @ RESTAPI 7 = U 2 L TR T D121, ROFIBIZHENE T,
1R BEIIZ
A B —T 2 A ADDOMBMEERZFRT DT, A VX —T 2 A ADTIPHNVFTTT 4 H

NE=ZY T (DOM) Z AL TR LB RH Y £7,

FIE

WOHFNE, RESTAPI 7 =V 2 L C, WA X —7 = A A 2OV TD DOM HaHE #
(node-104 @ eth1/25) % FKRT 2 HiEEZRLTWET,

GET
https://apic-ip-address/api/node/mo/topology/pod—1/node-104/sys/phys-[ethl/25] /phys/domstats.xml?
query-target=children&target-subtree-class=ethpmDOMRxPwrStats&subscription=yes

RDIGENIRSNET,
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response : {
"totalCount":"1",
"subscriptionId":"72057611234705430",
"imdata": [
{"ethpmDOMRxPwrStats": {
"attributes": {
"alert":"none",
"childAction":"",
"dn":"topology/pod-1/node-104/sys/phys[ethl/25] /phys/domstats/rxpower",
"hiAlarm":"0.158490",
"hiWarn":"0.079430",
"loAlarm":"0.001050",
"loWarn":"0.002630",
"modTs":"never",
"status":"",
"value":"0.139170"}}}1}

R—brbSyvX T FERLEMNS T a—Ta0T

TV BEEREDEZOHDER—F bZvF T R O—

\}

Ty VU rBEERBIZ, 777V s T oA T — LR —k FI XS RY —T
AMETEET, R—h b oX 7 RYU—1F, V=7 A v F L2 A v FHED
Uo7 OREEERLET, AR —F T ovX 7 RV v—RN NI H—Shbdé, UV—
T AA v FIE, BPGIZL > THAINTEALS v TF EOTRTOT IV VA A F—T =2 A%
X ZEET,

GE)

R—b b ZyXr 7, [Z7 TV I]> TR R o—]>[RY >—]>[FB—N
W>[R—F FSYFTIOTICHY £7,

EZV—T AL v FIZiE, EANRXAL VAL v TFIZKMEDOT v 7V I BEwmIHY £9, R—
M TR TR —E, RV =% NI H—TTBT7 vV IGO0 e, FEEDT v
TV BEBZT-HBIC)—T AL v F T/ EBAR—F2EIBESELRBIEZ A ~—%IEEL
F9,

R—F FIFoF 7 R —OEWEOHZRITRLET,
HFN—T AL FIMEANRNA Y AL TF DT I T 4 TRT vV I ORIL. B
K6>TT,
e AR—hF FT R T RV —Z, RV —Z NI HT—FT5K)—T AL vFDT 7T 4
TRT TV RO LEVMEE 2 IZHELET,
c U—T AL I TFMNE AN AL TF DT I T 4 TRT v 7V TGN 2 £ T
LIBHE, R—=F FToF TR =R N H—ENFET,
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RESTAPI #{EF L= R—+ FSvFx 2y .

KN =T AL v TFFEOT vV U EREEBERL, AU —THEEINZ LI VMEIC
WoTHR—F FT7 v R —% N H—LET,

T TV IERNEIRTHE, V—T AL v FIRBIES A ~— ORI T 5 D% FF
H, TOhk, TOT 7 BAR—- EEEBSEET, 2k, 777V v 71Zix, V—
T AAF TIRAR=FTET 7 4 v 7 PERTHIENCHI L NN—V 2 ATE L0
MR ENE T, KERT7 77V v 7 Tl BIEY A ~v— DR ZEDICHRET HZ &
DLEIRIGENH Y 7,

\}

GE)  ZoRV—0OREIIFEERLETT, K—bF Py X IREICBNT, A—F FTv
XL T HDNIH=FDTIT 4 TRANA V7 HEBRICKRESRET DL, T3TCO
V=T 2L v F T HAR— BRI LET,

RESTAPI ZERA L= R—k FSvFx2 Y

IR HEIIC

ZDOFINETIX, RESTAPI ZMH L7zAR—F b7 v FHREDME A FEICOW T L F
7,

Fig

XTwF1 RESTAPIZEHA LT, ROLHIZKR—bF +T v F o THEEEZ A 12 LE9 (admin state :
on) ,

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt="on">

</infraPortTrackPol>
</infralnfra>
</polUni>

ATw T2 RESTAPIZH LT, ROLHIWZHAR—F FT7vX o THREEZ 4712 LE T (admin state :
off) .
<polUni>

<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt=“off">

</infraPortTrackPol>

</infralnfra>
</polUni>

RESTAPI ZERALE +S T a—FT1 0y .



RESTAPI 2L kST Lsa—F4 25 |
B =% 0 #9020 ronk

AERG ui_ AT FOHEIRR

RESTAPI ZEA L-FAEL ui_ A7y FOHIKR

Cisco APIC GUI % i i3~ 2 RillZ Cisco NX OS A & A /L CLI TEHEZ1T\, £RIOEHIC ui
DEIMENTAT V=7 MRFRINTEIT, APLICH LTk % & T REST API k& FAT
THIETCINLDAT V=7 FNEHIFRTEET,

« 77 24 (f : infraAccPortGrp)
«Dn J&M: (#f] : dn="uni/infra/funcprof/accportgrp-_ ui_1101_eth1--31"

« status="deleted" |ZFXE L7 AT — X A @t
WODENET APLIZ POST #FET L E T,

FIE

ATV BT AF TV 2 hADEBXALT 7 AL a—F 7T h v Maae A v LET,
RATw T2 APLIZKROEID L 5 72 POST #3245 LE T,

POST https://192.168.20.123/api/mo/uni.xml
Payload:<infraAccPortGrp dn="uni/infra/funcprof/accportgrp- ui 1101 ethl--31"
status="deleted"/>

Troubleshooting Using Contract Permit and Deny Logs

ACL 22D S X VEE O T IZDUNT

BRIN—=ND T T 4 v 7u—%n 7R L OERT 5 I2E, BROFRIL—LO-Hik
EFEENDZENFR SNy FEFIX 7o —0u 2525 L OERT 50, Lo
L— DD Rey FE3nEz7a—on Vet L OE R Tx 3,

o B EGHES L — L
B DL TT 7 v a Vv EELRT S
o B FE 12134 o fis

cACL 777U w7 ®ACLEFH B I OEGDr 713, EX F72I1X FX TR DLRID
Nexus 9000 U — X 24 v F & FNLUHEOTRTOEF L TOLHYR—FINTWE
T, 72 & 20E, NIK-C93180LC-EX < N9K-C9336C-FX D L HIZHE L TL 72 &y,
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RESTAPI 2 L1- AcL 2srmrn > s oaamt [l

EBBG D T 4 N H T J directive ZHFHT A Z LIV AR— RSN TWERA, B
directive X ET H L, V=0 PHEINL—LORHET T —23AE L E4,

FEERS L OEE IR & - I DWW T OFEMIL, [ Ciscodpplication Centric Infrastructure
Fundamentalsl] %3 X. O [ Cisco APIC Basic Configuration Guidel % ZM L T 7230,

ACLFEIE S MEEO T HAICEENS EPG T—4

Cisco APIC, U U—232(1) T, ACLHFABLOERE 7 Tlix, kS T\ 5EKICBE
17 672 EPG il L TWEREATLE, U U —23.2(1) TiL, =570 EPG & %55 EPG
N ACIFFAIB L OMER a 7O NGBS LET, ACL B LS a Z1id, IROHIIR
Z OB EPG 250 £,

« Fv NI —27NOEPG DELEIZL > TIX, R DEPG T —FXEZHHATER2WEARH Y
F9,

WMEOEENRET DL E, v/ T —2RHYRYINIZZ2 > T D A[EEMERH Y £3, ZFE
L7ZRRETIZ, v 2 F—ZILEM T,

O BRIZT A —DAINTWD EE, HFAIRBIIES T 70 EPG 7 —# 13 b EREIZ/R Y
F7,

s AJJTOR TATIHRY —NA VA =L ENTEH, HIJTOR THIIRY > —723A4 A
=L ENTWBEED EPG 75 EPG ~D 7 1 —,

/YU —7 TOR T 1 HDOKRY > —23 @A &, F#BLTOR THOKRY > —23 @A ST
WAHEAE D EPG 55 L30ut ~D 7 11—,

o 7D EPG X, A —E 2 (A L30uts Z&de) T S5 uSeg Epg %7213 Epg
T FR—FSNTWEEA,

RESTAPI Z{EF L= ACL {0 X DEME

DB, RESTAPI #H L THAIB LU EG e X 72BN T 5 HiEERLTWET,
ZOFITIX, ACLOHAIZHREL., M4 Permit RE L., REINTZT 7 a U EELST AT
X, BIoOaX L SEES LET,

FIE

ZOFETIE., ROFIDO L HIZ XML T post #5E LET,
11 -

<vzBrCP dn="uni/tn-Tenant64/brc-C64" name="C64" scope="context">
<vzSubj consMatchT="AtleastOne" name="HTTPSsbj" provMatchT="AtleastOne"
revFltPorts="yes" rn="subj-HTTPSsbj">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-PerHTTPS" tDn="uni/tn-Tenant64/f1t-PerHTTPS" tRn="flt-PerHTTPS"
tnVzFilterName="PerHTTPS" />
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</vzSubj>
<vzSubj consMatchT="AtleastOne" name="httpSbj" provMatchT="AtleastOne"
revFltPorts="yes" rn="subj-httpSbj">
<vzRsSubjFiltAtt action="deny" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-httpFilter" tDn="uni/tn-Tenanté64/flt-httpFilter" tRn="flt-httpFilter"
tnVzFilterName="httpFilter"/>
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="subj64" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-subj64">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-icmp" tDn="uni/tn-common/flt-icmp" tRn="flt-icmp" tnvVzFilterName="icmp"/>

</vzSubj>
</vzBrCpP>

RESTAPI A L -2 It ZHIEEOFXF T DEMIE

WOHNE, REST API #fifH L CEEIEZKER a0 V28T D HiEE R L THET,

FIE

87— RET DR XL T EEET S, WOFID X 512 XML T post (5 L ET,
11

<vzTaboo dn="uni/tn-Tenant64/taboo-TCtrctPrefix" name="TCtrctPrefix" scope="context">
<vzTSubj name="PrefSubj" rn="tsubj-PrefSubj"">
<vzRsDenyRule directives="log" forceResolve="yes" rn="rsdenyRule-default"
tCl="vzFilter"
tDn="uni/tn-common/flt-default" tRn="flt-default"/>
</vzTSubj>
</vzTaboo>

RESTAPI Z{#FH L= ACLEFRAI B L UEFROY

wOBNL, RESTAPIZERA LT, FF7 74 v 7 7Ju—DLA Y 26EHFa S T—22ERT D
FEEZRLTOVET, WOMO AL T/ ) &R ETH ENnTEET,

* acllogDropL2Flow
* acllogPermitL2Flow

acllogDropL3Flow

* acllogPermitL3Flow

acllogDropL2Pkt
» acllogPermitL.2Pkt
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* acllogDropL3Pkt
* acllogPermitL.3Pkt

4R8O SRS

ACLEKFF B L MES 0 7 OF — 2 2Fon 4 DN, FA L3R X 72 /T2
VERHY £,

FIE

LA ¥3 Feyr ol 5—4aFKRT5HT0E, RESTAPIZEA L THRDI7/ =) 2%ELE
7,

GET https://apic-ip-address/api/class/acllogDropL3Flow

B -
WOHITIE, o7 E NS OIRLET,

<?xml version="1.0" encoding="UTF-8"7?>
<imdata totalCount="2">

<acllogPermitL3Flow childAction=""
dn="topology/pod-1/node-101/ndbgs/acllog/tn-common/ctx-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname—unknown-sip-[100:c000:a00:700:000:0: £00:0]

-dip-[19.0.2.10] -proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channel5" srcIp="100:c000:a00:700:000:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>

<acllogPermitL3Flow childAction=""

dn="topology/pod-1/node-102/ndbgs/acllog/tn-common/ctx-inb

/permi t13flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00: 700:000: 0: £00: 0] -dip—

[19.0.2.10] -proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channel5" srcIp="100:c000:a00:700:000:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>
</imdata>
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