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The Application Policy Infrastructure Controller (APIC) REST API is a programmatic interface that uses
REST architecture. API X JavaScript 27 2= 7 h®FKFL (JSON) F7oi3YLiE~—72 7 v 755k
(XML) ® K¥ 2 A2 h&&T HTTP (57 4 /v b TIEE) £/2EHTTPS DA v E—T%
= AL, I LU E 7, Youcan use any programming language to generate the messages and the JSON

or XML documents that contain the API methods or Managed Object (MO) descriptions.

The REST API is the interface into the management information tree (MIT) and allows manipulation of
the object model state. The same REST interface is used by the APIC CLI, GUI, and SDK, so that whenever
information is displayed, it is read through the REST API, and when configuration changes are made, they

are written through the REST APL. REST APL /%, il 2O FEHWNIUGTE 5, EEOHIHE
Wrate, BLXOEEARV MDOAS U H—T oA AL LET, WebV 7y hTA R b %
EETEET, MITIKEERNRBETDLLIICH T v o R=ADA X MNBEZ Gt T 57
DOFERLREMEL £,

API TiX, HTTP % i U7z POST #/E. GET #fF. DELETE #:{E72 &' FE¥ER72 REST 2 Y v
RAYR—hENTWET, POST A Y v K& DELETE A Y v Ri&, WUANNRT A—4%TH
HEMEOH SN TH, T EORE R 2720 _RE%ETT, GET A Y v RiIR& B T, {if
LOEEHITH Z &< (DFED, AR FEHEE) BrElE2I3EREFECHTZ &0 T
xFET,

RESTA v X —7 = A ATHAVTHXA a—Fit, XML 2—F ¢ 7 £7-13XJSON =
a—F 4 LD AT TEET, XML OBE. = a—F ¢ v ZEEIZIERE T,
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FEX I —U L S ADLEINT, FOFTV 7 NOTFa T L ZFOBEOREMEL
LCTHELET, AL, FTEREERLTEERELET,

JSON DA, = a—F 4 723y V) —R—Z2ADEEE KT AEEDT Y N OEZRN
VETT, 2L, FOEHFITVY —DFTRTOLLTHRYIRENAT-D. EONCHEEL T
WILIEEEE T 0 flIE T,

cFTRTOAT V= ME X8, Sy r =V LS T AOLRE, JSON B L LTIZo
WA LET, fHIZ220F%F—%2H 9 1 DO A IS B+,

s BHEX—IZIX, ATV N EOBRMEERTHXF—ET EZFETH, SHICRA RS
N4 7vaFrF ) NEENTHET,

s FERICE, TRTOFAT V=7 bEEFETDI A PBEENTVES, ZOU R PO
FATY = ME ZTTHPILEE D ICER SN, XA PSNIAT V=2 bEED
T4 7vat)TY,

ERE
Ak A,

REST API username- and password-based authentication uses a special subset of request Universal
Resource Identifiers (URIs), including aaaLogin, aaal.ogout, and aaaRefresh as the DN targets of a
POST operation. Their payloads contain a simple XML or JSON payload containing the MO representation
of an aaaUser object with the attribute name and pwd defining the username and password: for example,
<aaaUser name="admin' pwd="password'/>. POST #{EDJSZ 2%, Set-Cookie ~v #—& | i
BEOAHITE N —2 D aaalogin 47 Y =7 FOBMEOM ;G & UTHRAE N —27 U BN EENLE
T, ZOHAED XPath (X =2 a—F (> 773 XML O34 1% /imdata/aaaLogin/@token T,
Subsequent operations on the REST API can use this token value as a cookie named APIC-cookie to
authenticate future requests.

IR T3y

The REST API supports the subscription to one or more MOs during your active API session. == —" %
TV AT AL VBB SNTT 7 v a Ik o T MO DMERR, AE, F3HIBRERD
ELARVIEDBERENET, YT RIITATINT VT 47727 bOT—ZBA X
MZEVERSND &, APICIZZDY T AT U Ty a EER LTZ APL Y A 7 > MZi@k
ZIRfELET,

T Il

TV r—vartvr NI A TITANT I Ty 777V w7 BT HTXTOWEH
BLOGHE 2 AR —3F 2 ME, MIT & HFEEN S BEEEERIEHRET L (MIM) TRINE
T, 2OV —HNDOKL /) — KT, FEAT—HALEHERAT X A% ET, MO ATV =V
rOITN—TERLET,

MIM % £~ T 5121%,  [Cisco APICEBIERET NV ) 77 LA A R | 2L TLEE
W,

P g ST B (Root) 2D ED, Bl — K&+ — R& &7 £ 7, Eachnode in this tree
is an MO and each object in the ACI fabric has a unique distinguished name (DN) that describes the object
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and its place in the tree. MO {Z, fabric U ¥ —ADGHL T, MO X, AA v FRT X T X7 L
OYMEAT =7 b, FT@3RY —REEREOREAA T V=27 FERTENTEET,

Configuration policies make up the majority of the policies in the system and describe the configurations
of different ACI fabric components. 78 U o —|%, HDHERE F TV AT AN ED X 5 ITEHET 50
EPRELES, FEDO MO T2 —FMERE T, BEIRIC fabric (2 & » TIER S £ (IR
FTTx2) MRT 7 ATV ML) , APLZEETLILICE T MIMIZA T V=
7 P OBAIRY L FEZIABEATNET,

The information model is centrally stored as a logical model by the APIC, while each switch node contains
a complete copy as a concrete model. When a user creates a policy in the APIC that represents a
configuration, the APIC updates the logical model. The APIC then performs the intermediate step of
creating a fully elaborated policy from the user policy and then pushes the policy into all the switch nodes
where the concrete model is updated. €7 /ViX, 77 7V v 7 TEWET 2B OT — X EFH=
> (DME) O7unv AL TEHESNEY, 2= ELFT AR T 77 v 7 a3 R—
T bAOFBEOEEERGET DL (Ll 2F TRy A VAL vy FIHEAT258) |
DME (ZZDZEEZ £FHHET/VICHEM L, WICEEREOFHEMROT > FaRA > MIEA L
¥9, ZOHEE, ETAGRT L—LT =7 LDWET,

The following branch diagram of a U — =~ A A - F port starts at the top Root of the ACI fabric MIT
and shows a hierarchy that comprises a chassis with two line module slots, with a line module in slot 2.

| —root—— - (root)
|—sys——————————— (sys)
|—ch (sys/ch)
|—lcslot-1—————(sys/ch/lcslot-1)
|—lcslot-2————(sys/ch/lcslot-2)
|—lc (sys/ch/lcslot-2/1c)
|—leafport-1———(sys/ch/lcslot-2/1c/leafport-1)

A0 FDOm&

)

FrEDA7 V=2 NI, @4 (DN) E72i3HH4 RN) Tl T £,

G¥)

MDA TV =7 FOAFNIERTEE A, AT V=7 NERIFAT V=2 DT =T~
DOBREMHRIT D7D, A VT AEITZ 7 2E0 B THTENTEET,

Hl B

DN+ D&, FEDFZ—7 >y NAT7 V=7 MBI TE £3, DNIL, —#HDORN
THER S ILET,

dn = {rn}/{rn}/{rn}/{rn}...
ZOFTIX. DNIZED ATVl vV ) —Dfx Fnb AT =7 £ T, fabport-1 D5E

BEMANAPRMIESNET, DN, API a— A DENET 2RI TV =7 M EfRE L E
ﬁ‘o
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< dn ="sys/ch/lcslot-1/1c/fabport-1" />

Hxt 4

RN, BlAT V=2 bOarTHFAMOBNEDOFT V=7 il LET, DNIZIE,
—HO RN BNEENET,

i

<dn = "sys/ch/lcslot-1/1lc/fabport-1"/>

FEO DN IZIZRO RN S g EF 1 E T,

iU 95 A BL)]

Sys top:System ZDVAT ADOE AL L~

ch eqpt:Ch N=RT 2T DYy —y arTF
lcslot-1 eqpt:LCSlot FSAYEYVa—)L Ay b1

Ic eqpt:LC 742 (/O) EYVa—/b

fabport-1 eqpt:FabP T 7Yy TEEXONRBIO R— 1

REST APl Z3R D& Rk

HAY[EEZTAHEEE T4 ILA

FeAHER Y R 1E

F T2 b a— FiE, XML £721XJSON & L Tl 5{k &=L, RESTAPI T

OERL, FEAEY . BEH, HIBROBIEICEATE £3, kOKIZ,

BEORL Z R L £,
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y ” "y g w " J b ¥ N
http(s):/! host:port Japi Hmolclass} Hdnlclassname)} Axmlljson}
. b r % F N F LN F A r
) 1. . 7P A . /. /]
Specify
http or Managed Distinguished
htps A;I:I: ho::t 0 :ll'}altor Object name or Object Er:g:d:lni:ar
protacol o & or Class Class P
Operator
. % r % F N F LN F \

Read properties far an EFPG by Distinguished Name

r

http:f/apic/apifmofunifin-Ciscofap-Software/epg-Download.xml ]

\,

Find all 10G ports on Fabric

”~

http:}japic/apifclass/11Physif xml?query-target-fiter=eq{11Physlf.speed”10G") ]

N,

REST APL (X HTTP R— A7 DT, FFEDY VY —A XA TIZT VAT HURIZEHKRT D &
MEF T, The first two sections of the request URI simply define the protocol and access details of
the APIC. 3R URI DR D 7 ¥ 2 ik, APIO-OH LE R4 5 U 7 7 /40355 lapi T,
I L= X 91, AR BB, A7V NERIZZ FRZRTHHOTHD
728, URI DIRDERS THEAEDR MO K L Thy, 7 F AR L ThERELET, koa
A= T, AT V=7 bR—=2AD 7 =V | L TIRET D58 2ME8i KA A 4 (DN) 7,
I TAR=AD Y TVIIKIT DR =287 AL DONTNEERLET, ERURIORK
BOVEE T a—T 0 AT, xml D json DWTNTT, i, XA a—R
AN ERINTVDLME—DSIETT, (APICTIEZ T VY XA T L ZDMD~y X3
ShET, )

EEAHEE

REST APl OERCERE & BOHEEIIM 5 & & POST AV > R L THEEIhET, TD7
O FRRVERIFIAT V=7 MBS L. BRICHAET D563, BIFORRE & L3R
L DBDOELE RS D X I)ITHEHSNET,

VERHRIE & THREO M FICEAA 7T V=7 NERBBREENTHWDHZERHY £T, TD7
D, TRTOF TV =7 bPRFAILaTHA M L—MIHY, RESTAPILOT —# <A 1 — R
D 1MB OHIRZEZ TWRWIRY | 1 2Oa~vy RTREERY ) —2ERT LI LN TEE
o ZORIRIT, N7 A= AERIEL, MAMIHIY AT LA RET D IZOICRESHT
WET,

The context root helps define a method by which the APIC distributes information to multiple controllers
and helps ensure consistency. (¥ & A E D6 I —FICHZE THLLERH D £3, -
UL ) KB MR T, ZRRSH N7 v v a LR A AE. NS HEIT L
LR LGN H Y £,

REST API O {52 F .

[

1

ql




REST API O f5EF |
B sonvzzsasgresLs

X 2:RESTXA4 A— K

http(s):// ] [host:purt] [ {api ] [}mo] [!dn ] [.{xmlljsun}] [ 7|

'

<fvTenant name="NewTenant”>
<fvAp name="NewApplication”>
<fvAEPg name="WebTier”>
<fvRsPathAtt encap="vlan-1" mode="regular” tDn="topology/pod-1.
paths-17/pathep-[eth1/1]"/>

</fvAEPg>
</fvAp>
</fvTenant>
e
[ Payload is XML/JSON representation of APl Command Body

TERCERE & MBI, A7 V=2 MLV THEISHSR 0D 2 ELSME. G #AE L [
UHXEEHLEST, 2L, FEDI FADHHLWHLF TV 2y MIEEZMZ DI &N T
ERVINLTT (ZOMELHY £HA) . The create or update operation should target a specific
managed object, so the literal string /mo indicates that the DN of the managed object will be provided,

followed next by the actual DN. 7 1 /L &% 3581 % POST #fEIZ#EH T £9, 7= & 21X, POST
BEDRE R % I0E CTHAS T 5581, rsp-subtree=modified 7 — ! U754 L, POST #/EIZ
Ko TEHREINTAT V27 MEINVEIZEDD LI ICHRLET,

POST#/ED A m— R|Zi%. CiscoAPl 2=~ RAXLZEHKT 5 MO %39 XML F 721 JSON
DF AT — 2 BNEENET,

Filters

G¥) A~k L=— F? Cisco APIC REST API 7 = U (2D T, APIC 3 AT A TidAc K 500,000
AR R La— RaDEICHIBR L TWET, IR 2 500,000 1~ R EOGAEIL, =7 —
NIRENET, 72U E2EVIAT=DIC T 4V EZ2EHLET, ZEHICHOVWTIE, 72U —
74 A RKOERK (16 2—) 2B LT EE N,

REST APl 1%, WD HH S EFSERT AN ZEYR—FLTEBY ., MRHIHAEZE AL,
EOFTIERLSHERERDTLDIELLES, 74 VZAKIZ, 7= VDOURIA T gL L
THNE L, S (2) THREY., 7o R (&) THEEESNET, EROLEE2EED
CHEAE L TERER 7 A V2 BB TE £7,
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RO TA4NZEERATEET,

x1:9TY) 7443

Filter Type Syntax COBRAS 7 T ') /N | i8R
TA

query-target {self| children | subtree} | AbstractQuery.queryTarget | 7 — U D& %2 EF: L
ESch

target-subtree-class class name AbstractQuery.classFilter | {5 g S -7 5 2525
I EDIHDESR

query-target-filter 7 4 2R AbstractQuery.propFilter | Zet: 12— A HZ D
Fr DY

rsp-subtree {no | children | full} AbstractQuery.subtree | [N I EEND FA4T
V=l MLV ERTE
LET

rsp-subtree-class class name AbstractQuerysubtreeClassFilter | #5452 1L7- 7 5 A D2
JISE L ET

rsp-subtree-filter 74 NAK AbstractQuerysubtreePropFilter | 24112 — 3542 7 5 A
DRI ELET

rsp-subtree-include {faults | health :stats :...} | AbstractQuerysubtreelnclude | ;BN A7V =7 %
R LU ET

order-by classname.property | Fegadk a7 4 EIZ RSN

{asc | desc} TIeExEY— b LET

RESTAPI < > FTYO S ADEHA

Application Policy Infrastructure Controller (APIC) D7 T A%, VAT A A XV MBIV T +—
WA T2 NETANOAT V27 Fe EOLHITHEE L T DNEEiFT 5 7212 H
FETEHETY, Y AT LDOFKA X M7 +—/L ME, RE, EFME. 74— b BEWY
FIIMEAHERICT 7 BEATEDEADOA TV =27 FTT,

Cisco7 7V or—var vy by 7 A T77A77F % (ACD) 7770 v 7 &2Eld %
TANTOYEE L OwmE = R —x 2 NI, BEEHEERY Y — (MIT) TRShEd, 20
VU —ND% ) — ik, BHAT—FALEERT -2 2 2Gle, EHHRA TV =7 b
(MO) FZFAT V=2 bOITN—TERLET,

7 TGADERRY A MIT 7B AT 521, APIC 2 E#E L. URL O Tdoc/html & 1 b
7 b ESRBRLET,

https://apic-ip-address/doc/html/
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B restari o<l FROEEA IO FOERA

RESTAPI a7 > FADEEF T2z FDOFER

EBHABRA T2 b (MO) £23T D7 187 1 TAPLHEEAR AT DRI, Web ~N— %
D~==2T VT D [Cisco APIC Management Information Model Referencel] TA~7 2 =27 ~®
7 T AEREMRTHLEND Y 7, FHEERET L MIM) 1%, RO LS 0V — & ER
THAXF—< L L THEEL T,

MO G CEX DA T V2T vDI TR
MO IZ¥EHICE D F ATV bDIT T A
MO IR CED I TAIATDFAT V=7 bD¥K

e 2—HP—=MO Z1ER., ZF., FIFHIBRTEEMNE I, 72T DOITLE IR ER L
~)L

ATVl N I TAOTONT 4 (B
«TF—H BAT LT aNRT 4 ORI

When you send an API command, the APIC checks the command for conformance with the MIM schema.
If an API command violates the MIM schema, the APIC rejects the command and returns an error message.

721X MOZERRTX 2DIE, 2~ RURI TIRE LIS A TERBTF T ENL5E. £
TP —YRZOF T NI TR RMER L~V B TV DIGEDHATT, A7
T—=HDHETMO DT a/NT 4 EHRETE, a7 (1 FMERTEERA,

MO Z1ERKT % APl 2~ > REAERRT 5 & ZITHEROTH LVWMO & —BIIZERT 5720
\Za<> ROURIL &7 —ZEEIC TG WM a2 K0 AT Z L7217 T3, MO OFERRIRFIZ 7 1 /X
TAREEZEMT DE, MIMPBIEE L TWAGEITT 0 3T 0 37 7 4L METAT S,

FNnPSMIZEAOEFIZR2D FT,

MO D7 a/ 7 4 #BETHLEICHERDIL, BRTLHI a7 4 EZ20H LWEEZEET
HZEFETTY, o7 aXT g 1 IREEOFEFITHRD 9,
AERSREB L UHIKNEIE

cAPIC £/ 13AA v FEMaI a=/r—2 a3 R —|CHET MO ZEHET S L
777U v 7O APICRAA v TF Web A v Z—7 = A Z THATH OFAEIZ IR o Rk
DRAETIHENHY T3, TR ECDIARENGIRELEIZIIROLONRH D F
7,

e R — "EFREOEHAR— FREDEHE
« HTTPS A ML E 7213 201k
«HTTPS ~D VU XA L7 v a3 VOIREEDET
X — YT RENBEF— AT TARNT I F ¥ (PKI) OEE
e BETFED MO Z 380D & . MO @ Password 7237 4 WX =2 U T 40 FOBHENGZEH

ELTHARGINET, APIC ~E MO Z#EH X ALr & | password 7' 1 NT ¢ [ ZZ4EH & L
TER SN ET,
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Je

Evbk AT —RNEREETMO ZRET HLERND L5581, Hko
T AR—F R —%FHLET, BED MO 2RET 5T
X, RV v—THx—F v FO B4 E L TMO ZHEELET,

APl 27> FOIER

woOFR D (URD ZfEH LT, HTTP £721XHTTPS X v & — % APICIZIXEL CTAPI =~
VREFIFI Y —HREOH L, BEYSEA T 27 b (MO) ETEMEEZFEITTEET,
{http|https} ://host[:port)/api/mo/dn.{json|xml}[?2F 7" = ]

FTVxl N7 FAETOBREIITROBEZHEH L ET,

{http|https}://host[:port)/api/class/className. {json|xml}[2F 7' = ]
ROFITIL, class fv:Tenant O MO (ZBA5-9 % API#{EH @ URI Dl &2~ L £ T,

https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

URIDa > R—3% b
URI Dy R—FR 2 MIKkDEBY T,

enttp:// £720% https:// : HITP £ 721X HTTPS 4 8E L £+, T 7 4/ b Tik, HTTPS
PR A 2—7 N Td, LEIISUT, [GUI ZfH L7= HTTP 33 K O'HTTPS O E  (
35— T‘*%‘éﬁvﬁ”é X 912, HTTP £721X HTTP-to-HTTPS D U XA L 7 3 a3 %
IRINZA R—T WA LEET D LERH Y £9°, HTTP & HTTPS 137 T E 7,

e host : APIC DIRA ML FEIZIP T RLAZFBELET,

s :port : APIC &t DBFIZHEHT IR — NEEEHELET, VAT ANHTTP (80) F7=
/X HTTPS (443) IZHEHEDFR— MEEEFEHTIHEIE. Z0arFR—3x BT
9,

o Japi/ P AvE—=UNAPLIZAITOND Z EEEEELET,

*mo | class ﬁé{’ﬁ@&‘—&/ ]\ﬁ) MO if:ﬁij—7‘\/17 ]\ 7?11‘3@5%‘&5ﬁ‘72#§ﬁ€
biﬁ‘o

s dn : XD MO Oi#Bl4 (DN) ZHEELET,

® className ﬂ“%@7 31@%%7&?§Hﬂiﬂbiﬁ—o :@%ﬁmi\ ﬁgéﬁ\éﬂflj’7“/:ﬁ7 }‘O)
NRolr—o b MIGT DX r—y0ar 7% A NTREINTT 7 ADL4 &G L
7= HDTY,

7= & 21X, 7 T A aaa:User L. URI N® aaaUser @ className & b7 5 LE7,
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*qson | xml : IV REEIISEHIML AL O= > a2— READ JSON £7213 XML 2%
BELET,

* 2options (1%,3%'1) 719*‘&:10ui@7/]’/1/§7\ L7 H, ifdi{é}ﬁﬂﬁ%%?ﬁﬁbi
T, BEOF T ar AT—FAV NI, TP R (&) TREGINET,

MO T AP &{/EF ® URI

FEED MO ZAERK, @tAHLYD . HE721XHIRT 5 APL#{ETIX, [ Cisco APIC Management
Information Model Reference)] \ZFe#i3 5 &L 512, VYV —RA NRAX /mo/ & EDHD MO O DM
TR ESNET, 223, 7 b A7 V=27 FODNIX, 7 7 A fv:Tenant DB M EFH T
W72 X DI, uni/tn-name] £720 £, Z @ URLIL, ExampleCorp &\ 9 44 ii?D fv:Tenant
F TV NTOREERIEELE T,

https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

F721%. POSTHAET, DOBID X H1Z, /api/mo |2 POST %5 L CTA v E—YDASLIZ DN %
Tz M TEET,
POST https://apic-ip-address/api/mo.xml

<fvTenant dn="uni/tn-ExampleCorp"/>

Flo, WOFIO X HIT, A vB—VRLIZARTIOAZH2HE L T, /api/mo £F7% 0D O RN = 7R —
I MIPOSTHERETLZ b TEET,
POST https://apic-ip-address/api/mo/uni.xml

<fvTenant name="ExampleCorp"/>

/ — K MO T® AP &/EF® URI

77V I DRED ) — R TAALALEDOMO LT 7 8AT 572000 APLEETIX, VY —
A DIXAL /mo/topology/pod-number/node-number/sys/ & FDHICHIL /— K a v kR—x 2 b
THRSNET, LLxE Ry F1O/—=F1DOYy—v ZAay hbHNOR—F ¥ —
27 78 AT 512, RO URL 2 LET,

GET https://apic-ip-address/api/mo/topology/pod-1/node-1/sys/ch/bslot/board/sensor-3.json

2 5 ATO APHZEER®D URI

7 AT HEREANFT 572D APLEIETIX. [ Cisco APIC Management Information
Model Reference] |[ZFE#i SN TWH L HIZ, U Y —RA /NRAIT /elass/ & ZDHZITHL 7 T AD
ARTCRERSNET, URITIE, 7 7240aa U 3HIBRSET, =& 2 E ROURLILY
7 X aaa:User TOZ T —ZIEE L E T,
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GET https://apic-ip-address/api/class/aaaUser.json

APl 37 > FARXXDERK

POSTH#:/ED HTML ACITIE. =~ > ROFETITHE R LIAE #2134 5 JSON % 7-21Z XML
DF —ZEEEZEDHMENH Y £, GET £7/-13 DELETE B{ETI37F — 2 &G 1324E S
FH A

APl a7 Y RAXEERT 5-DHA 14>
e T AEEIX, X—7 Y FMOFE/IEA Y v ROREMEEEZEDY v MR EETVEILH
DEFAN, D LB URICHABAAENTZ T 3T R85 A—2 &R MO &5
La~vwy REFITTHDICHERERIBO S 037 ¢ 7213357 A—2 Ot v s & fkd
5M‘gﬁ§&) D jij‘o
c F—AEEIT. TRTOF/ — FR—EODNEEbL—ETHDH, H—Y ) —T7, HE

T2/ —RNEFFAshESA, AL/ — N2 EEZDLZET, 1 2O/ — F& 2 FEEHT
THZEFTEEREA, ZO5H. 120 —NIEEEZ~Y—VT 208 RH Y 7,

« F—AREETIE, Ny —VRDOBOan NI T AL EAY v REANLBAA S ET,
7o 21X, 27 7 A zzz:0bject D MO DT — X HEiETIL, 7 7 AEF(T zzz0bject & 72V £
R

* Although the JSON specification allows unordered elements, the APIC REST API requires that the
JSON 'attributes' element precede the 'children' array or other elements.

XML 7 —=ZHEICFE TV 7Y V=R EENRWEE. A7 V=7 PERITEOKT
TEET,
« API O RCF/INCFHEXBI SN E T,

«URL (T Tlapi] Z&HATAPI 2~ RER(ET 556, APIPOST =2~ KD HTML AL
DKV A XL 1 MB TT,

«URL T Tppil ZEGATTNNA AR r—2 T7ANV%ET v 7 a— KT 584, POST =
~ ¥ RO HTML AKX D KXY A XL 10 MB T,

AYy FZEUHT APIOT Y FARXDER
Ay REMFOHT 3~ RE{ERT HI2IE, [ Cisco APIC Management Information Model
Reference] DAY v RiZBEH LT, AV v RO/NNT A —X% 5T JSON £721% XML 7 —
S MG R L 9,
—REIRA Y » ROAPLY 7 7 VAR, AFET DA NT A—Z LR EE —RICLET,
Ay RIZEBERAT NG A—ZREENTNDHREEE &IOS, EFRRISETRD
EEEtmREZ IR L ET,
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B vo<coarzemn AP a7 RoRZ O

RABRI 72 A Y RIBEDOBB : AV v FIZID X HIZAPLY 7 7 L v X2 FR SN A ATREMEDN
HYET,

Method config:Method (
inParameterl,
inParameter?2,
inParameter3,
outParameterl,
outParameter2

lin] THRFED/NRNTA—=HXF, AJIRTA—FE252FXLFET, lTout] THED/NT A—HIL,
Ay RIZXViRENAEEELET, Tinl F720F Tout) L7 4 w7 REEFERNNT
A—=FL, AT A—=FTT,

AV REMFOH Y JSON HIE L, RO &9 2 S TR S E T,

{

"configMethod":
{
"attributes":
{
"inParameterl":"valuel",
"inParameter2":"value2",

"inParameter3":"value3"
}
}
}

AV REFOHYT XML A#EIE, RO KD afiE TR S EJ,

<configMethod
inParameterl="valuel"
inParameter2="value2"
inParameter3="value3"

/>

GE)

—HDAY y RONT A =BT, T4 NVERESMO DR ER EF TREEN G ENET, FF
EDHFRIZOWTIL, [ [Cisco APIC Management Information Model Reference) | % ZM 1L T
STZEW,

MO T® APl 2/EAA® APl 27 > FDARXDIER

MO ZA{ERR. BEREEIFHIRT D700 a~y REERT 5121, [Cisco APIC Management
Information Model Reference] (2% 7 7 ADFLREZMEH LT, A7 V=7 "D T ADEER
TuRT 4 L EHHT 5 ISON 721X XML OF — 2 HEEER L £3, a3~ FOFEITIC
PETRVEEELIITFIIEER TEET,

R D7 T A zzz:Object ® MO D JSON &%, WROREE I TWET,
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{

"zzzObject" : {
"attributes" : {
"propertyl" : "valuel",
"property2" : "value2",
"property3" : "value3"
}I
"children" :
[{
"zzzChildl" : {
"attributes" : {
"childPropertyl"
"childProperty2"
}I
"children" : []

ED Y T A zzz:0bject ® MO H D XML #id 13

<zzzObject
propertyl = "valuel",
property2 = "value2",
property3 = "value3">
<zzzChildl
childPropertyl
childProperty?2
</zzzChildl>
</zzzObject>

EF 72 BETIZ, MO ODRERT — X BENKINET,

BTELVTA) T ADER

: "childvaluel",
: "childvaluel"

"childvaluel",
"childvaluel">

svssvzqu7zoER |

. ROWEIETOET,

AP BER AL T AT, ATV MIZA VT RAEFIZZ VBV Y THZ LR TX
9, APITEAETIL, %54 DN) OROVICTA VT RAERIF T4 TET V27 VER
A7l NOITN—T BB TEET, RMOXHIH T LA Y T AOERTITENDR S

DET,

BT B TEHERTHE, DRV TWARITTEROA T V=) N V—T LT &E
T, BEOA T2 MIRILZ 74 %E VYT, 1 ODAT V=7 MI 1O Eox T

LEFEDHETHIENTEET,

cTA VTR H—DTF L herTHEeE, =AU T AEIDN LY LETHhr) TG
DIZTHZENTEET, 10047 V=7 METICEADTA VT AL EZEYYTHZ
ENRTEFET, VATAI2EHEBEDOLT 7V =Y MZREIL=A U T AL ZE|I D YT TX /0

oL EI,
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B /55010 7208m

\}

G¥)

TRCOLT V=7 MIRZ T YR —FLTWBEDITTIEH D £ A, Todetermine whether an
object is taggable, inspect the class of the object in the [ Cisco APIC Management Information Model
Referencell 727 b 7T ADEDRERBIZZ 7 DA L AX L ARBIIL (tag:ainst T2
X tag:atnst MOIRELTZT T R) |\ TOITTADFT V2l NMIEZITHITTHZENTEFE
D

25 DB
API POST ##/E® URI C, ROWEXLZEHA L T1 DL EDOX F&2BINTE £9,

/api/tag/mo/dn . {json|xml}?add=[, name, ...]/, name, ...]
ZDOESCT, name 13X 7 DATHI, dn 1XF IREID B ToND AT T r FOBIL T,

WIZ, ExampleCorp E WO ZFIDOT T2 MIH 7 DT M EFRERID Y THH2R L E
—§—O

POST https://apic-ip-address/api/tag/mo/uni/tn-ExampleCorp.xml?add=tenants,orgs

2T DAl
API POST #:/E® URI T, IROMEXL MM LT 1 DU LD X 7 EZHIBRTE £7,
/api/tag/mo/dn . {json|xml}?remove=namel, name, ...]

&IZ. ExampleCorp & W) ZHTDOT v v b ¥ 7 O/ EHIBRT 202 R L E9,

POST https://apic-ip-address/api/tag/mo/uni/tn-ExampleCorp.xml?remove=orgs

API DELETE #/E® URI T, IROEXLZFH L TX 7 DT XTHOA LV AZX U ARHIBRTE %
j‘o

/api//tag/name . {json|xml}

WIZ, TRTOAT V=2 M6 F 7 Oz HIFRT 262~ LET,

DELETE https://apic-ip-address/api/tag/orgs.xml

IAYYF7ADEM
API POST ##/E® URI C, RO XL ZHEHA L T A )V T AZBIMNTE FT,

/api/alias/mo/dn . {json|xml}?set=name

Z O T, name XA VT ADLE, dn I A VT ARED B ToHNDEZE TV =Y Ok
B4 T,
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srsrvzqy720Em ||

WiZ. ExampleCorp & W9 ARIDT o MZxA U T A tenant8 ZE| ) B CTHH 2R LET,

POST https://apic-ip-address/api/alias/mo/uni/tn-ExampleCorp.xml?set=tenant8

IAY)T7RADHEIK
API POST ##/E® URI C, ROWE L ZHEHA L CA )V T AZHIBRTE 7,

/api/alias/mo/dn . {json|xml} ?clear=yes

WIZ, ExampleCorp E WO AFIDOT T2 hhb A VT AZHIBRT 262~ LET,

POST https://apic-ip-address/api/alias/mo/uni/tn-ExampleCorp.xml?clear=yes

Z DBl

GE)

ZZIRTHITIE, Z ZICERR R B A HIER T D I DI ENRE S LTV ET,

RIZ, ExampleCorp & W) A4 HTOT T2 MIEID Y THNTZT XTDOE V&K T o064~ L
£,

GET https://apic-ip-address/api/tag/mo/uni/tn-ExampleCorp.xml

RESPONSE :
<imdata>
<taglnst
dn="uni/tn-ExampleCorp/tag-tenants"
name="tenants"

/>
<taglnst
dn="uni/tn-ExampleCorp/tag-orgs"
name="orgs"
/>
</imdata>

Wiz, Z7 Ttenants| ZFFOT_XTCOA TV 27 "B THH 2R~ LFE T,

GET https://apic-ip-address/api/tag/tenants.xml

RESPONSE :
<imdata>
<fvTenant
dn="uni/tn-ExampleCorp"
name="ExampleCorp"
/>
</imdata>
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RESTAPI U T ') O#ERK
HDIT)— 24 IL2KXDERL

REHE TR IMEORAHEH LT, API 7 =) —~DEE 7 4V EZ ) VT TEE T,
HEAR R ERF - IARLEROT A NIk L IcEINET,

query-target-filter=[eqgl|ne] (attribute,value)

By aRh = 2N L CTHRES LR EMARDED LT, LVBEMRT 2 2Bk T
=7,

query-target-filter=[and|or] ([eg|ne] (attribute,value), [eg|ne] (attribute,value),...)

GE)

%ﬁ7 A IVH W—li%kf 20 D r(attribute,value)J - 4/1/§:Tit%fé\&)é TEMNTE ijﬂo il
RABEZx DL, APLIZ=T —%iKL £7,

AR RIEEE T
ZOTF—TME, 72— 7 4 NE R TR R EEE AR LET,

BHT S L

eq [Equal to]
ne L AR
it LA
gt L REW
le YN

ge Uk

bw [

not i PSR
BEO A B
ESSIES i RN

xor A ELHEMAY OR
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sxy—zonazok ]

EEF & EA

true ~— Uil TRUE

false ~— )L FALSE

anybit DYl b 120y MRRE STV 54 1E TRUE
allbits TRTOE Y hRFREINTWBHEATL TRUE

weard Wildcard

pholder FasF 4 RH—

passive Ny T R_RIVE—

!l

WOHTiE, #:2S TWashington] 2% L2 T A aaaUser DT X COEFEXNR AT V=7 MR
WSIVET,

GET https://apic-ip-address/api/class/aaaUser.json?
query-target-filter=eqg(aaaUser.lastName, "Washington")

OB TIL, fabEncap 7' 7 /37 1 7% [vxlan-12780288) ThHH T RARA » h F N —T iR E
ET,

GET https://apic-ip-address/api/class/fvAEPg.xml?
query-target-filter=eq(fvAEPg. fabEncap, "vxlan-12780288")

WOFNL, BAEDO~ILV A ZAa TN 50 RiDTF o b ATV 27 T _RTCERLET,

GET https://apic-ip-address/api/class/fvTenant.json?
rsp-subtree-include=health, required
&
rsp-subtree-filter=1t (healthInst.cur,"50")

WORFITIEX, 7+ b ExampleCorp FOTRXTOHOTL RARA v b Z—TF L 25 OREENR
EIhET,

GET https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml?
query-target=subtree
&
target-subtree-class=fvAEPg
&
rsp-subtree-include=faults

WOBITiL, 4ai2° linfra) F721% Tcommon] T7Z2VYaaa:Domaind 72 =7 FNEINVET,

GET https://apic-ip-address/api/class/aaaDomain.json?
query-target-filter=
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and (ne (aaaDomain.name, "infra"),
ne (aaaDomain.name, "common") )

HIVY—RaA—T T4 )L DER

Aa—=7T7 4 NFEEA LT, APIZ = ) —~DISEO#HFAZHIRTE £9, w7 114K
WZEoTL 27, Ty AT7AY FRERBEHESNTAT V=27 FOF L~L
ET1OULEZOY 7Y Y —F i3 F~OFHZHIRTE £

query-target={self | children | subtree}

TDAT—FAV NI, 72 —0O#FHEAEZFIRLET, ROV A MMIEHRTREZRFEHICOWVWT
B LET,

eself] : (F 74/ F) MO BEOAZEZEZBE L, T3 7Y I —3BELEHA,
« children] : MO OFDAZZ[E L, MO BIKIIBE L EH A,
« subtree] : MO BAB LI OZDYV TV ) —2EE L F9,

target-subtree-class=mo-class1,mo-classZ...

This statement specifies which object classes are to be considered when the query-target option is used
with a scope other than self. A X—Z72LOA <XV Y 2 L& LTHEHBOHFL T HA TV =
7~ AT HEETEET,

To request subtree information, combine query-target=subtree with the target-subtree-class statement
to indicate the specific subtree as follows:

query-target=subtree&target-subtree-class=className

ZOHITIE, FATHO T 7 — A0 = 7T A 1EH A ZRK LTV E T, Theinformation is contained
in the firmware:CtrlrRunning subtree (child) object of the APIC firmware status container
firmware:CtrlrFwStatusCont:

GET https://apic-ip-address/api/class/firmwareCtrlrFwStatusCont.json?
query-target=subtrees&target-subtree-class=firmwareCtrlrRunning

query-target-filter=filter-expression

ZOAT—FA Y ME, IEICEA SIS T 0 V2 2 F5E L £ T, This statement can be
used by itself or applied after the query-target statement.

rsp-subtree={no | children | full}

BENTZAT V27 MZOWT, ZOFTva i A7 V=7 MPISEIZEENLNE H )
ZIEELET, ROV R MIFEHAGERA T Y a ATV THMLET,

enol: (FT7 AN INEICIFZTFREENTNEREA,
« children] : JEBICIXFEIREENET,
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\}

s1y—2a-F 74048080 |

o full] - JSEITIE, FEBOBEREKNETENET,

rsp-subtree-class=mo-class

FAT V27 FBRRSNDHEE, ZOAT— AV ME, BESNEAT V=20 N7 T ADF
FT7V27 FETPEEICEGEND Z L2 ELET,

rsp-subtree-filter=filter-expression

FF T2l FRIRENDHEE, TOAT—FA M, 47 V27 MOEH IS5
T4 NEERELET,

GE)

When an rsp-subtree-filter query statement includes a class.property operand, the specified class name
is used only to identify the property and its type. IK S V25 RIT TV T ATT7 o &Y 7 &1,
FCARIOT B RT 4 B4 7V VeBLrilEndb E308, 047227 b
TaNRT AN ) =R BT 2 HE, MO TRABLETS, VTATTANZ ) T
T2IE, BMOr ) — 74 VBT 20ERH Y £,

rsp-subtree-include=category1[,category2..loption]

FA T2 PR INDEE., TOAT— AV NI, ISR EENDEBNOA T =7 b
FEA TV a v ERELET, AR—RARLOI U ~RYY U R NTROITIY D128
tEEETEET,

« audit-logs] : IS IZIE, HEHXIRAT V27 hO2—VFICLDEFOREZ G0 7Y U —
MEENET,

s event-logs] : [GEIZIE, A XV FOEREREZ LY TV —nEENET,

e faults] : SIS, BAET 2T 4 TREEE STV ) —RnEERET,

s fault-records] : JLFIZIX, BEFEREEHREZ S 7YV —BEENET,

« health] : 54121, BEOBEREFRZELY 7Y ) —NEEhE7,

* health-records] : J&& (1%, BRIREBBIEEREZ S0V 7 Y ) —REENET,

e relations] : A ICIE, BIREEOT 7Y U —DIERNE TN E T,

e stats] : JSEICIE, FRIBIEOT 7Y U —DERAEENE T,

e tasks] : JOEITIE, X AZBEOTTY U —DIERNE ENE T,
ERWTNOAT IV EL BT, ROFTT v arOWTRPERELTEHIZ7 =) —fEE
ERDATeZ EHTEET,

e count] : JEEITIX, =BT HH TV —OEMPEEAET TR, VTV —AERITEERE
A,
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s no-scoped] : JEEIZIX, BER LIV TV Y —DEHROLEDEGEENES, ¥—57 v F MO D
D EALOTERITIEEICEEN TOERA,

e required] : JOEITIX, FRE LT TV & =T 59TV ) —2FOEEMEA T V=7
FOHNEENET,

For example, to include fault-related subtrees, specify faults in the list. To return only fault-related subtrees
and no other top-level MO information, specify faults,no-scoped in the list as shown in this example:

query-target=subtree&rsp-subtree-include=faults, no-scoped

CE) BAT7Y=z7 MR T777 V7 =R (V=7) 7y v adNDET, —HOXATOFF
TV =7 MIERE N E A, Until such a parent object has been pushed to a fabric node, a query
on the parent object using the rsp-subtree-include filter might return no results. 72 & 2. (X, 7 = VU —
F Y 3V rsp-subtree-include=stats & &30 tvaEPg DY T A Z T U — L, TF v MIEH S
W, 777V v 7 ) —=RITyvadshizcmy RRA U O AV—T72F OfEt 2R L ET,

rsp-prop-include={all | naming-only | config-only}

This statement specifies what type of properties should be included in the response when the rsp-subtree
option is used with an argument other than no.

call] : JREICIE, BEYRA T V27 bOTRTOT T o BNEENET,
» naming-only] : J&oZ 21T, BEHHRAT V=7 bOTa T 0 OLARITETNREENE T,

« config-only] : JEICIE, BHMRA T V27 NOBREMRER T 0T 4 ODBRNEENE

I,
Y

GB)  FHHARAT V=7 PRRETET, =27 AR—F Ny 7y
) TERWE, FHRGEA TV MIRSNEE A,

EErEYY
g ) — 7 4 N HXOER (16 2—)
B3l : ISONAPI ZEH LIZEITH0 7 7 — A0 =7 OEG (29 X—)

APl ) T)—#ERD TR ) VYT

1 DU EDOEEERDOERT/RTA—F L LT/ —URLICEBMT5Z LT, APIZ =
V—DfERE> T4 NE Y T TEFET,

https://URI?condition[&condition[&...]]
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HEOEMEE, T R (&) TREEINET,

\}

e = |

GE) LTI AR—RAEESHA I LI TIERA,

AT V=) MEEBEOAT V=0 M TV ) —IC ko TT A ST HAT v 2 v i T

-(‘\—g_‘O

24 IL2DEHEREF

72V =07 4B ) THEREIR, IROFJMEERE T2 AR —hLET,

HETF BL)]

eq [Equal to]

ne FLL 2

1t FV/phsn

gt L REND

le I

ge Pl

bw fHl

not Erpa in

BLU F BLE

Eyel Eopeiv i

xor i PEHEALAY OR

true - —/Lf. TRUE

false 7 — L{H FALSE

anybit Dl &b 1 OOy PARE SN TV L5554 13 TRUE
allbits TARNTOE Yy FPRE SN TWDSEE1E TRUE
wcard Wildcard

pholder Ta T 4 RVE —

passive Ny T RV HE —
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DT —RBROUBREFZEN—DFIT
REDT—ZZIRTAPLY =) — 2R ETDH L &L, BENLT —F2U AL TX—U1F
L. BERERAHBEICHMRTELLIICTHI LR TEET,
REOAIREZ
order-by B 7% 7 =Y — URLIGENT 52 LT, /U —J5&E% 7 7 AND | DL EOT
AT Ko THAKFEZD LB TE, RO EMLEH L UEFOT M ZFFETE £,
order-by=classname.property[ | {asc|desc}]|[,classname.property| | {asc|desc}]][,...]

FNE (asc) FIFMENE (desc) BIBETAHITIFA T v a o4 FRYIY 37 (1) #EHL
F7, IHFPEESNTORWES, 7740 MIFIEE 20 £7,

WEOTa T 4 (L4708 ITLo T AF LD Y —  E2FETTEETH, T3TDH
7T 4 ZFEUMOIWCT ARENH DD, IR CHIS 7 7 ALK T A2 LERNH Y £
K

ROBIT, =P 2T~ R, KICAHTHE~AEZ L HEEZRLET,

GET
https://apic-ip-address/api/class/aaaUser.json?order-by=aaaUser.lastName |asc, aaaUser. firstName |asc

HROR—IFF1F

page-size @%%%7 T U —URLIZEBMTHZ & <. WROBLEFHL T/ ‘—@%%%j‘
T2l NDITN—T (RX=) IZHTFDHENTEET, AT NFK I N—TNDOAT
Vxl NOBERELET,

page-size=""— U H7- VDA T =V N ES

page A %7 =Y — URLIZIEENMTHZ LT, WOHLEFEH L TH—-D 7 L—TRRIN
HEICHEETEET, =V, BHOLDLIBEY T,

page="~— %75

WIZ, IX—=TUHI= ISEOEEA v AX VA BEIBTRYON—V DI EIRT L HIHRET
HHEERLET,

GET
https://apic-ip-address/api/class/faultInfo.json?order-by=faultInst.severity|desc&page=0&page-size=15
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\}

sxy—wR~097295147 ||

G¥)

R=FHFENTWENE I DT D LT, T_XTHOZ =Y —RNHLWFEROY v M &4
LET, BV ERT 72 —%2FETT 5L, 72U —ISBIIEHEROBRENE
ENFETH, EREINDON=VIFRAFEISNT, B0 =) —IZXo TG TEETA, %
D7 =) =T LWEEROE Y NEAERKRL, 07 ) —TERINIERX—VEIRLET,

DTV —ERADY TR 47

\}

API 7 =) — %3745 L &id, BEITHDOAPIE Yy v a VHIZRAETLZZD I =) —DFEFRD
BB DOER~DOY T A7) Foa BB T 47T arBbEd, 2—VFERTVAT A
WCE VB ESNT=T 7 v a Ntk > T, MOMERR, £, £RIFHIBREND &, A X2 bR
ERENET, TOAXRVINRTIT AT IRY T AT FATEHROT =) —DFEREEFTT 5
LU APICIEY T A2 U 7y a b BB LIZAPLY AT 2 b ~DF v ¥ ai@fa B L ET,

WebSocket DA —T >

APL V7 27 Y 7 a9 UH§REIEL, WebSocket 7’1 k=1L (RFC 6455) ZfEH L CAPLZ 747
> b E OB A EAT L. ZEOHRIC K 5> TAPIIEY T4 7 & MCESRE TRV EEN
A v —UEBEETEET, ZOBMT v X EHENLT DX, £3 API & O WebSocket #4f5¢
EA—T T HVENRDHY £7, Only a single WebSocket connection is needed to support multiple
query subscriptions with multiple APIC instances. WebSocket #f5¢ 13 AP & » o a U BERIZIRTE L.

APty v a U TTHEMEET,

GE)

HADA R RD3A X | manager % @il & ( eventmgr ). 7 T7A T ¥ NOILEDEY EiF
WebSocket h 7' 2 7 ) 7' a DA %55 LE T, Although most of the APIC MOs do go through
eventmgr, stats objects do not go through it, because updates are very frequent and not scalable. L 7275 >
T, MaHE@MA 7 V=7 F2EH T2 & nodHSNET, ROVITELHMIC =) Z2FTL
7Y MOs fiEHgH e =27 AR —FTEET,

WebSocket #f5¢ 11l 5 . ROFNZRT X 912, HTMLS xtj&~ 7 7 % C JavaScript T 2UZ X - T
&£,

var Socket = new WebSocket (https://apic-ip-address/socket$TOKENS) ;

In the URI, the % TOKEN% is the current API session token (cookie). K12, ~—2 £ & @D URI D
Bl LET,

https://apic-ip-address/socketGkz15NLRZJ15+7qChouaz9CYjgE58W/pMccR+LeXmdO00obGINB
IwolVBo7+YC1loiJLImS6I9gh62BkX+Xddhe0JYrTmSG4JcKZ4t3bcP2Mxy3VBmgoJjwz76Z0uf9VIADEX
1831yoR4bLBzgbSSULR2NIGUOtCGW 2t 5IX6CTFO=

WebSocket #55t ORESI 1T, APIE v a VOEFIFIZAPIE Yy a v h—7 U EHIEETS
VB H Y £/ A,
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HBIRY )T a3 vDER
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I —=IZYH TR YT a rBERT AIZIE, 472 3 2subscription=yes CZ TV —%
FATLE T, ROBITIL, JSONFER Ttv:Tenant 7 7 AD I =) — [T A7 V7 g o &E

AL ET,

GET https://apic-ip-address/api/class/fvTenant.json?subscription=yes

The query response contains a subscription identifier, subscriptionld, that you can use to refresh the
subscription and to identify future notifications from this subscription.

"subscriptionId" : "72057611234574337",
"imdata" : [{
"fvTenant" : {

"attributes" : {
"instanceId" : "0:0",
"childAction™ : "",
"dn" : "uni/tn-common",
"lcOwn" : "local",
"monPolDn" : "",

"name" : "common",
"replTs" : "never",
"status" : ""

Z{EBEH
VT2V T arnbEOA Xy BT,

Y727 Y7 g IDEMOD

AL E T —

AREENRE SN E T, ZTDISONDOHITIE, H LW —PR4H] [sysadmin] TIER ST

b\\i‘é—O
{
"subscriptionId" : ["72057598349672454"™, "72057598349672456"1,
"imdata" [{
"aaaUser" : {
"attributes" : {
"accountStatus" : "active",
"childAction™ : "",
"clearPwdHistory" : "no",
"descr" : "",
"dn" : "uni/userext/user-sysadmin5",
"email" : "",
"encPwd" : "TUxISkhH$VHyidGgBX0r7N/srt/YcMYTEn5248ommFhNFzZghvAU=",
"expiration" : "never",
"expires" : "no",
"firstName" : "",
"intId" : "none",
"lastName" : "",
"lcOwn" : "local",
"name" : "sysadmin5",
"phone" : "",
"pwd" : "",
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"pwdLifeTime" : "no-password-expire",
"pwdSet" : "yes",

"replTs" : "2013-05-30T11:28:33.835",
"rn" : "",

"status" : "created"

EHOT 77 4 ThFT2A7 ) FarN1o0 72—k LIFETX A0, WA 1341
WCRTEINCEHB DO T A7) Foa s IDEEDAIENTEET,

\}

GE)  @AENZ. JSON F7-13 XML BERTHR— SN TWET,

HBIRL )T avDEH

A Ry NEMEZE LFT DI, APLE v v a VHICEY T R0 U Ty g v E EMICE
THVENRHY £9, To refresh a subscription, send an HTTP GET message to the API method
subscriptionRefresh with the parameter id equal to the subscriptionld as in this example:

GET https://apic-ip-address/api/subscriptionRefresh.json?i1d=72057611234574337

YT 27 )T a UHRMIBREIIIC I o TW R LR, APLIZY 7Ly v a X o= ZEDIG
KERLET,

GE) Y7227 0F> a0 A4LT7 7 MNERIZ1STY, BaRkbhnksicdsiciz, 7
A7 VTvardYT7byva XAvbe—UE0 b0 T LICEETILENRD D £,

REST API o) {51

APl DI Y % 1F#R

Z OFEITHE, JSON B8 L OV XML #&E N AR T W 2127, A=, 47 N TER
SNTWVWET,

5l - JSSONAPI ZERAL-U—T R—k L% JOT74I)LDEM

wiZ, V= R—r L& FTardr A LEEBNT50% 5~ LET,

[ Cisco APIC Management Information Model Referencell \Z/R 3L 512, 2DV 7 ADMEEITY) —
TR=FRVLIZ TuT A NVERKLET,
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e fabric:LePortP : YV —7 AR— ka7 7 A /UL, ZOV TAOEENGE AT =7 b (MO)
TR EZH. uni/fabric/leportp-[name] DiEAN4 (DN) B (1Leportp- [name] IFEFHNT4
RN) ) #HbET, V=TI R—-—MNTwT7A VATV ME, FAF 7Y/ heL
TI—=7 R=bF LI P 2Bl ENTELT T L—FTT,

e fabric:LFPortS : V) —7 R—h BL 7 XL, 2D 7 AD MO TEIh,
lefabports-[name] -typ-[type] @ RN ﬁﬁﬁ%ﬁ%i‘@‘o U —7 7110‘— ]\ + [/7 & 71‘7
TVl M, FAT V=7 FELTIDUEDOR— FMEIEIAR— FOHEHE GO D
TENTEET,

s fabric:PortBlk : V—7 AR— hF7/213 VU —7 A— bO#HFHIL, D7 T AD MO
TF I, portblk-[name] D RN X ZFEHL FE T,

HLW)—T7 R—ht®L 27X 7077 A/MO Z1EKT 5 APl =~ R, MO Z1EkE
FORETHZ b TEET,

ZoOHE,  [MyLPSelectorProf] LW HLRIDY —7 R—k LI ¥ a7 7 A VEIERL
9, floTeT7r A, V=T A4 vF 1OV —T7 FR—KF1 ZERL, V-7 AA v
F1DOY—7 R — K305 5 %ZRINT S5 [MySelectorName] &WVHAEIDOE L7 ¥ 3G £
F9, LT 7 7 A VEERBLIORET HI21E, ZO HTTPPOST A v E—UZEE L
£7,

POST http://apic-ip-address/api/mo/uni/fabric/leportp-MyLPSelectorProf.json

{

"fabricLePortP" : {
"attributes" : {
"descr" : "Selects leaf ports 1/1 and 1/3-5"
}l
"children" : [{
"fabricLFPort3" : {
"attributes" : {
"name" : "MySelectorName",
"type" : "range"
}l
"children" : [{
"fabricPortBlk" : {
"attributes" : {
"fromCard" : "1",
"toCard" : "1",
"fromPort" : "1",
"toPort"™ : "1V,
"name" : "block2"
}
}
boo A
"fabricPortBlk" : {
"attributes" : {
"fromCard" : "1",
"toCard" : "1",
"fromPort" : "3",
"toPort" : "5",
"name" : "block3"
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IEF IRENERH TR DJSEAR LR S E T,

"imdata" : [{
"fabricLePortP" : {
"attributes" : {

"instanceId" : "0:0",
"childAction" : "deleteNonPresent",
"descr" : "Select leaf ports 1/1 and 1/3-5",
"dn" : "uni/fabric/leportp-MyLPSelectorProf",
"lcOwn" : "local",
"name" : "MyLPSelectorProf",
"replTs" : "never",

"rn

woyomn,
"status" : "created"
}l
"children" : [{
"fabricLFPortS" : {
"attributes" : {
"instanceId" : "0:0",
"childAction" : "deleteNonPresent",
"dn" @ "",
"lcOwn" : "local",
"name" : "MySelectorName",
"replTs" : "never",
"rn" : "lefabports-MySelectorName-typ-range",
"status" : "created",
"type" : "range"
}l
"children" : [{
"fabricPortBlk" : {
"attributes" : {
"instanceId" : "0:0",
"childAction" : "deleteNonPresent",
"dn" @ "",
"fromCard" : "1",
"fromPort" : "3",
"lcOwn" : "local",
"name" : "block3",
"replTs" : "never",
"rn" : "portblk-block3",
"status" : "created",
"toCard" : "1",
"toPort" : "5"

}
b A
"fabricPortBlk" : {
"attributes" : {
"instanceId" : "0:0",
"childAction" : "deleteNonPresent",
"dn" @ "",
"fromCard" : "1",
"fromPort" : "1",
"lcOwn" : "local",
"name" : "block2",
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{51 : JSON API

"replTs" : "never",

"rn" : "portblk-block2",
"status" : "created",
"toCard" : "1",

"toPort" : "1"

FlLnwra 7 A VEHIRT A2, ROBIO L ST, "status":"deleted" D fabricLePortP J&
PEZFFO HTTP POST A v E— VA EE L E T,

POST http://apic-ip-address/api/mo/uni/fabric/leportp-MyLPSelectorProf.json

{
"fabricLePortP" : {
"attributes" : {
"status" : "deleted"
}
}
}

*7-1%. ZT®D HTTPDELETE A v B —I &2 EETEET,

DELETE http://apic-ip-address/api/mo/uni/fabric/leportp-MyLPSelectorProf.json

zEALE/ — FICET 5 1FHROGE

This example shows how to query the APIC to access a node in the system.

777V DRED ) — R T AT APTEMEZ R T 572012, U Y —AD/RAZ
/mo/topology/pod-number/node-number/sys/ L %@?"ﬁﬁ:ffﬁ< J— K= \/ZKOHZ\\ VN T*%Ekéﬂ
F79, ExE ZOURIZ/ —F1DOYy—3 2y FBOR— R =327 7%=
LET,

GET http://apic-ip-address/api/mo/topology/pod-1/node-1/sys/ch/bslot/board/sensor-3.7json

IEH 7R ERHZIZIR D K5 I REAIN RS ET,

{
"imdata" :
[{
"egptSensor" : {
"attributes" : {
"instanceId" : "0:0",
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"childAction" : "",
"dn" : "topology/pod-1/node-1/sys/ch/bslot/board/sensor-3",
"id" . "3"
. ’
"majorThresh" : "0",
"mfgTm" : "not-applicable",
"minorThresh" : "0",
"model™ : ",
"monPolDn" : "",
"rey" "O"I
nser™ e
"status" : "V,
"type" : "dim"’
"vendor" : "Cisco Systems, Inc."

5l : JSONAPI AL E-ETHD T 7—Lo T 7 ODREF

This example shows how to query the APIC to determine which firmware images are running.

The detailed information on running firmware is contained in an object of class firmware:CtrlrRunning,
which is a child class (subtree) of the APIC firmware status container class firmware:CtrlrFwStatusCont.
Because there can be multiple running firmware instances (one per APIC instance), you can query the
container class and filter the response for the subtree of running firmware objects.

WIZ, APl 7 = — Xy b=V DR Z2/R L ET,

GET http://apic-ip-address/api/class/firmware:CtrlrFwStatusCont.json?
query-target=subtree
&
target-subtree-class=firmwareCtrlrRunning

IEH 2R BN ERFICIIIR D K RIEEARIIPRS L ET,

"imdata" : [{
"firmwareCtrlrRunning" : {
"attributes" : {
"instanceId" : "0:0",
"applId" : "3",
"childAction" : "",
"dn" : "Ctrlrfwstatuscont/ctrlrrunning-3",
"lcOwn" : "local",
"replTs" : "never",
"rn" : "",
"status" : "",
"ts" : "2012-12-31T16:00:00.000",
"type" : "ifc",
"version" : "1.1"

}
boo A
"firmwareCtrlrRunning" : {
"attributes" : {
"instanceId" : "0:0",
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}I

This response describes three running instances of APIC firmware version 1.1.

"applId" : "1",

"childAction" : "",

"dn" : "ctrlrfwstatuscont/ctrlrrunning-1",
"lcOwn" : "local",

"replTs" : "never",

"rn
"status"
"ts" : "2012-12-31T16:00:00.000",
"type" : "ifc",

"version" : "1.1"

wo. o oun
. ’

wn
’

"firmwareCtrlrRunning" : {
"attributes" : {

"instanceId" : "0:0",

"applId" : "2",

"childAction" : "",

"dn" : "ctrlrfwstatuscont/ctrlrrunning-2",
"lcOwn" : "local",

"replTs" : "never",

"

wo.omm
rn" ,

wn

"status" ,
"ts" : "2012-12-31T16:00:00.000",
"type" : "ifC"’

"version" : "1.1"

REST API OfEEF |

B - JSONAPI ZERA L=,y T LANILD R T LEZORNEG

This example shows how to query the APIC to determine what system devices are present.

General information about the system elements (APICs, spines, and leafs) is contained in an object of
class top:System.

WIZ, APL 7 = — Xy b=V DR 2R LET,

GET http://apic-ip-address/api/class/topSystem.json

IEH 2R BN ERFICIIIR D K 5 RIEEARIIPRS L ET,

"imdata"
[{
"topSystem" : {
"attributes" : {

"instanceId" : "0:0",
"address" : "10.0.0.32",
"childAction" : "",
"currentTime" : "2013-06-14T04:13:05.584™",
"currentTimeZone" : "",
"dn" : "topology/pod-1/node-17/sys",
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1 - XML API 5 & U OwnerTag Z{Ef L= B& R S 807 7 & 3 v~niem |

mige . 17",
"inbMgmtAddr" : "0.0.0.0",
"lcOwn" : "local",
"mode" : "unspecified",
"name" : "leafO",
"nodeId"™ : "O0",
"oobMgmtAddr" : "0.0.0.0",
"podId" : "1",
"replTs" : "never",
"role" : "leaf",
"serial"™ : "FOX-270308",
"status" : "",
"systemUpTime" : "00:00:02:03"

}

}
oo A
"topSystem" : {

"attributes" : {
"instanceId" : "0:0",
"address" : "10.0.0.1",
"childAction" : "",
"currentTime" : "2013-06-14T04:13:29.301",
"currentTimeZone" : "PDT",
"dn" : "topology/pod-1/node-1/sys",
"fabricId" : "0",
"id" : "1",
"inbMgmtAddr" : "0.0.0.0",
"lcOwn" : "local",
"mode" : "unspecified",
"name" : "apicO",
"nodeId"™ : "O",
"oobMgmtAddr" : "0.0.0.0",
"podId" : "O",
"replTs" : "never",
"role" : "apic",
"serial"™ : "",
"status" : "",
"systemUpTime" : "00:00:02:26"

This response indicates that the system consists of one APIC (node-1) and one leaf (node-17).

5 : XMLAPI 5 & U OwnerTag Z{FHA L =-EZOJBEHROT I a o~

MEMN

This example shows how to use the ownerTag or ownerKey property to add custom audit log information
when an object is created or modified.

All configurable objects contain the properties ownerTag and ownerKey, which are user-configurable
string properties. When any configurable object is created or modified by a user action, an audit log record
object (aaa:ModLR) is automatically created to contain information about the change to be reported in
the audit log. The audit log record object includes a list (the changeSet property) of the configured object's
properties that were changed by the action. In the command to create or modify the configurable object,
you can add your own specific tracking information, such as a job ticket number or the name of the person
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B 5 PosUMACT FLRICEBXMLERBT Y KA > b (F/34 R)

making the change, to the ownerTag or ownerKey property of the configurable object. = 1Bl
WIEFEOFEME L BICERR Y La— FNIZERVIAENE T,

GE)

The ownerTag information will appear in the log only when the ownerTag contents have been changed.
To include the same information in a subsequent configuration change, you can clear the ownerTag
contents before making the next configuration change. This condition applies also to the ownerKey

property.

ROBFITIL, RAAL BB T T2 MEREIZBI S 4LE T, Aspart of the command, the operator's
name is entered as the ownerKey and a job number is entered as the ownerTag.

POST https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

<fvTenant name=“ExampleCorp" ownerKey=“georgewa" ownerTag=“chg:00033">
<aaaDomainRef name=“ExampleDomain" ownerKey=“georgewa" ownerTag="chg:00033"/>
</fvTenant>

In this case, two aaa:ModLR records are generated — one for the fv: Tenant object and one for the
aaa:DomainRef object. Unless the ownerKey or ownerTag properties are unchanged from a previous
configuration, their new values will appear in the changeSet list of the aaa:ModLR records, and this
information will appear in the audit log record that reports this configuration change.

Bl:IPEEUMACT FLRIZESXMLERGT Y FRA 2 b (T34

A)

tVCEp 7 ZAZ, 777 Vw77 ¥ vFENT-2r RiRA v b (T34 R) BIXOBEER T
BILTWAIPBIUOMACT FL A, BIXOEAL TV =7 bOBZ 7O ) A N E#ESET 5
72D TEET,

FIE

FNENDOIPT RLALEMACT FLAZRES>T Y FRA LV FD U A FETETAI21E. RO
BlOXHIIZTXML 7= AL £,

1 -

GET https://apic-ip-address/api/node/class/fvCEp.xml

{5]: Monitoring RESTAPI &R L T

In the examples in this topic, the JSON and XML structures have been expanded with line feeds, spaces,
and indentations for readability.
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XMLOBE: 27T v TOEEDRENDYR FEWMELET,

You can use the faultInst class to derive all faults associated with the fabric, tenant, or individual managed
objects within the APIC. Z DO fi|72 & & XML O 7 =Y ZiXE L £7,

GET https://apic-ip-address/api/node/class/faultInst.xml?
query-target-filter=and(eqg(faultInst.cause,"config-failure"))

XML Q) MK L= EIC K > THIERRISN=T 7T v I TOEZDHRAEDND ) R FFEH
"/LET.

FHTAZEE, A VA R—ILDOEE LROELED XML OFEENRIEELF-EREICL ST
SIEEZ SNEEE~DINEEZRIRT D7 4 VE T TR,

GET https://apic-ip-address/api/node/class/faultInst.xml?
query-target-filter=and (e (stultification, "config-failure"))

XMLOG: BHEDEEXNZA T FDNOTONRTF 4 ZHEBLET,
WOFIRED XML T, TF 2 MEOT T ZBETAOICA 7 ) 2R TE £,

GET https://apic-ip-address/api/node/mo/uni/tn-common.xml?query-target=self

RESTAPI~D7 VX

RESTAPI~D7 VU €A

FIE

By using a script or a browser-based REST client, you can send an API POST or GET message of the
form: https://apic-ip-address/api/api-message-ur!

R ERRICRE LT U b AT AN FEHIP 7 FLAZEHLET,

GE) https 72T T 7 40 b TA R—T N> TWET, 7 74/ FTiE, hitpds &
Othttp 75 https ~D IV F A LI 2 a VT 4 B—T Mo THET,

cAPIt v a VEBIMT DT-OICEEIEA v E— VAR ETILERH Y £, 4
MR ERFICRE LT EHEa VA 4 e "2 T — R&2EH L E7,

APl DFETAH L

HTTP/1.1 7> HTTPS POST. GET. #7213 DELETE £ v & —"% Application Policy Infrastructure
Controller (APIC) (259 % Z & T, APEREAZMFO T Z LN TE £, POSTA v & —¥

REST API O {52 F .



REST API OfEEF |

B vrEkavo koY sqTomE

\}

@ HTML ACIZiL, MO £721X API A Y v R&FLiR7 % Javascript Object Notation (JSON) &
TIE XML 7 — 2 EN G ENE T, IWEA v E—VOHTML ASUIER SNZT 7 v a Vi
ERENT =X, R, =7 —EWAEEND ISON £/ XML ER S Eh £,

G¥)

IEAEE DL — FEFE T imdata T, ZOHEFBFCEAOa T FICTES, FHERTT L
MIM) ®7 5 A TIEH Y £ A,

HTTPER A Yy REQAVTFUY A4 TDETE

N

APl 2~ REI7 Y —i3, WOETHHAIND LH12, AFR—FENTWD HTTP 7213
HTTPS DER AV v KL~y H— 74~»b%ﬁ%¢éﬁ%#%@i¢o

GE)

LX) T4 ZHRTDHE=HDIC. APIEEDT 74+~ E—FELTHTTPS DHHA F—
JLIZHE Y EF, HTTP. BELXHTTP 725 HTTPS ~D V XA L 7 ¥ a IS EI G U TA R —
TMIT D ENTEETN, BREFELS RV ET, DT T57201I, ZO~v==a
TATETa halaryR—3x bRBIOCA VE T 72 3 OFRICBWTCHTTPIZE,R LT
WET,

Request Methods
APL IR D X 912 HTTP POST. GET B L U'DELETE OE R A Vv~ K&V R—F L TWET,

e MO ZAERRETITEH T 5 APL 2~ R, FiFA Yy REFEITTDH APl 2~ Nix
HTTPPOST A v —T & LTEEENET,

MODTENRT A BILOAT—H AZimHrD API 7 =) —, 2347 V=7 FEKH
T 25 APl 7 = U —{%, HTTPGET A v & — L L TEEINE T,

*« MO ZHI4 2% API =~ > Ri%, HTTP POST £ 721X DELETE X vk — & L TCEESN
FT, 1T AEDES. POSTHIETED AT —& 2% deleted IZFRET 5 Z & TMO %4l
5 G = i

PUT 72 E D> HTTP A YV v RiFV R — S FEH A,

G¥)

DELETE A Y » RIIH¥AR—F SN TWETN, HTTP ~y XITITRD 2~ ROABLERRIND
HREMENH D F9,  Access-Control-Allow-Methods: POST, GET, OPTIONS

AVFIUOYBRAT
API 1%, API OFR F 7= 130D HTML AT JSON F721X XML OF —Z#ig&E w4 HR— kL
TWET, T 2EALRT json £72iF xml &2 URI SAF ORRBISHITMA L Z & Tay
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Gul £/ L= HTTP s s U HTTPs o3 I}

TV BATERETHMLENSHY £7, The HTTP Content-Type and Accept headers are ignored
by the APL

GUI Z{EF L 7= HTTP & & U HTTPS D& TE

ATy
ATvT2
ATvT3
ATy T4

ATy TH

ATvT6

ZOFNETIE. GUIBLORESTAPI ~7 7 AT H7200DHR— FifGD@fE7 e hali
Hﬂi—’bi—a‘o

?7jNFTH\HWMﬁTﬁ4* T, MBS T C, HTTP £ 721X HTTP-to-HTTPS
ZIATRENCA F—T W LRETHHLENSH Y £9°, HTTP & HTTPS i3dfF & £9°,

FIE

A ==z — /X—"TC, [FABRIC] > [Fabric Policies] 7 U v 7 L7,
[Navigation] XA > C, [Pod Policies] > [Policies] > [Communication] % &R L £,
[Communication] T, T 7 A4/ F R —%7 ) w7 LET,

[Work] ~XA > @ [HTTP] % 721% [HTTPS] f83% T, [Admin State] K2 v 7% 7 U A Fib H
MOREZRIRL TTm fhare A R—TNVEIFIT 4 =7 M LET,

[HTTP] f83 T, [Redirect] K2 v 7 & 7 U A hind HHOIREEZ ZR L C HTTP-to-HTTPS
VEA VI arvi A RZ—TNAERIET =M LET,

[1E{F (Submit) 127 Vv 7 LET,

GUI Z{E A L 1= Cisco ACIHTTPS 7V XA H R 3 LEIBAEDETE

&M
ATvT2
ATvT3

HE AT E A LDAREMENRH DT, AT F U AP ORZ DX 27 Z2F(TLTL
FEW, o2 NI —FELIZS AT ADPLD APIC 7 5 AZBLIORAAL v F~D
T I AITEE L E308, APIC & A1 v FOEEGICI %%LiﬁAOX4/%memm
Tt AL EEEZTETH, IMBEROLTT 77U v I OT =X FL— I3 EH D £
A, APIC, F%iE. EEE, h77w/;—74/7ﬁkmm77ﬁxi%@% Bzl
0 ET, ZOBRETICT 77U v ITNOTRTD Web — O FEEIN T IILET,

4r & H RIS
Y ZRRRRER 2 ERR T E 2 L 912, R TE 2N EZ PG o2 e L £9,

FIE

A =2 — /N—"T, [Admin] > [AAA] DJEIZER L E 7,
[Navigation] ~2- > C. [Public Key Management] > [Certificate Authorities] D JIEIZEI L =7,
[Work] XA > T, [Actions] > [Create Certificate Authority] DJIEIZFEIN L £ 5,

REST API O {52 F .



REST APl O f5F8 |

B cui 2R L1 cisco ACIHTIPS 7 & £ R A H R 8 LERBORE

ATvT4

ATy TH

ATvT6
ATvT1
ATvT8
ATv79
ATv 710
ATv7N
ATy 712

ATy 713

2Fv 14
ATy 715
2Tv 716

ATv 11

ATv 718

[Create Certificate Authority] % 7 &2 7' 7R v 7 A® [Name] 7 « —/L RIZ, #BiERO4 1% AT
LET,

[Certificate Chain] 7 4 —/L KiZ, Application Policy Infrastructure Controller (APIC) MDFEH] &S
425K (CSR) ICBAT HRFER O THGENEFEL L0 — FEHEL a2 — L £7,

FEBIE L, Base64 = = — R X.509 (CER) B TH HMLENH Y £9, FHFEHFIZL—F
CAGEEORNCEE SNET, ROFDL I £7,

[Submit] 7 U v 7 LET,

[Navigation] ~X-f > C, [Public Key Management] > [Key Rings] D JIEIZE#IN L F 5,

[Work] ~2A > T, [Actions] > [Create Key Ring] DJIEIZEIN L £ 77,

[Create Key Ring] # A 7 1 7' 7R v 7 AT, [Name] 7 4 —/V KiZ, Z&uiz AN LET,

[Certificate] 7 4 —/L RiZid, 2T Y ZBMLRNTL 72 &0,

[Modulus] 7 4 —/L KT, BOX—8EDO T VA RZ %7 ) v 7 LET,

[Certificate Authority] 7 4 —/L RO Ra v 77X v U ARG ANCYER L 72 58AER 2 B3R L

F9, [Submit] 27V v 7 LE T,

GB) F— VU ZEFHIBRLZRVWTLESN, ¥— U 7 ZHIRT 5L, CSR THA SN T
WD B — 2 AEIAICHIBR S E T,

[Work] XA > ® [Key Rings] Ik CTi%, {EL7=F%— VU > Z1Z%F9 % [Admin State] |Z [Started]
EFRREINET,

[Navigation] ™~ > C, [Public Key Management] > [Key Rings| > [key_ring name] D)IHIZEER L
w8

[Work] ~XA > C. [Actions] > [Create Certificate Request] DJIEIZEER L £ 5,

[Subject] 7 « —/b RIZ, APIC OFELESH KA A 4 (FQDN) A LET,

MBIZIELU T, O DOT7 4 — IV RIZASHLET,

GE)  MAFREZR /3T A — X OFBIZ DU\ TlE, [Create Certificate Request] % 1 7 & 77K v
JATHUTA» ~VTIEREHER L T IEEN,

[Submit] 227 U » 7 LET,

[Navigation] A > Tli&, ANMER LIzF— Vo 7O FICAT V=7 bMER S, FREh
7, [Navigation] XA > CEDAT V=2 ha27 Vv 7325 E, [Work] ~2A > ® [Properties]
FEIK D [Request] 7 4 — /L RIZZED CSRNFRSNE T, iiERICEFET a7 Y%7 41—
VR avr—LET,

[Navigation] <X~ > "C, [Public Key Management] > [Key Rings] > [key ring name] D)RIZER L
£7
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ATv 719

ATy T2

ATy TN
ATvT2

AFvT23
ATy T2

Aty avoriEess [

[Work] ~~A > @ [Certificate] 7 4 —/L FIZ, BFERN O35 LIZEAM SFEAEZ AV A1) %
T
[Submit] 7 U v 7 LET,

GE) CSRMBF— VI TRENTWALRIFIZ L > TEL SN T RWES. F72I3GE
BHEIZ MS-DOS TERDIT RN G ENTWVEAEEIL, =T — A v bB—URNEREN.
SEIAEIIAZR SN ER A, MS-DOS TR OFTFRAHIEL £,

X — N FERR X C [Work] ~XA > @ [Admin State] 3 [Completed] (22545 Y . HTTP &R Y o —%ff
HT&EHE0122 £,

A == — /N\—"T, [Fabric] > [Fabric Policies] DJ[F|Zi#IR L £ 7,

[Navigation] ~X-f > C, [Pod Policies] > [Policies] > [Management Access] > [default] D JIH|Z R
LET,

[Work] ~XA @ [Admin Key Ring] Ke > 7% 7 UZX NTHBHOF— U U 7 Z2EIRLET,
[Submit] #7 U » 7 LET,

FTRTO Web —"DREEEI SNET, GEAENT 77 4 7280 T 74V MS DO F—
U > 7R HTTPS 7 7 & AZBEAH b ThET,

RDBERY

AEAEORZHICITERE LT E, RO DANCHIET 20 ERH Y £9, THshk
FEPAEICKH LT LR — X7 M9 2121, CSR MR 203N H Y £4, Zhid. CSR
WZIEF— U U TNOREX— XTI 58T —DEENTNH 72T, aEIENHIRY)
72502, RIUCSREZFEETHMERHY £7, +— VT &2HIBRT D &, APICICH
R %fénrméwa% LEIBEEND -0, g — U 7 OB E I3 ERIZ T
RNTLTEE 0N,

APl v 3 U MEREE L #H

\}

APLIZT 7 B AT ARENI, RE LT DLARIERAT— RN TRANZT 7 A T H0ERH
nE9,

nsA4y A=Y RNZIFANLND L, APLIIRHEA O v ay X4 L7 7 MM &S
teTr—AfEEL, By varERT N7 U EELET, b—7 0, HITP JRE A~y X —|C
Cookie & L THIKENFET, By va BT L7201, Eyvar 445707 MREE XL
D REWHIBMhD X v —U 0N RE SN HEIXAPLIZR A VT by va Ayb—
CEFEETHMERHY ET, b— &/it//a/75>Esﬁﬁéhé7‘:w:’7ﬁb0ifo

G¥)

TN ID® Y a Ly HALT T MERNE 300, 2F 0 55T,

INHDAPIAY v RIzky, By a v FiraEHT 52 LN TXET,
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B vty ommess

e« aaalogin ; POST A v E—T L LTEFEL, ZOA Yy RiIZEVa—HF—jcanr 1L,
tyvarERAEET, AvE—UERIIIE, A4TESRAY— FOEMA 5 T aaa:User 4
Tl MR EEN, IWEIZITE Yy 3y =2 & Cookie NE EFNE T, If multiple
AAA login domains are configured, you must prepend the user's name with apic:domain\\.

+ aaaRefresh—Sent as a GET message with no message body or as a POST message with the aaalLogin
message body, this method resets the session timer. L AR > AZi%, HFrL\wk v g h—7
> & Cookie W& ENET,

e aaalogout : POST A v &—T L LTHEHEL, ZOA Yy RiFa—HEns7 v ML, &Y
varEHALET, A vE—UARIITIE, name BHEEZFFD aaa:User 77 V= 7 b EE
NWET, WEICE, ZOT—2EEREENET,

s aaaListDomains : GET A vE— L L TERF L, ZOA Yy FIZAEZRIRAAAR T A4 K
AALLDVARERLET, B/ A BFTICIDOA v E—VERETEET,

JSON £721Z XML 5 — ZREEZIEE L T, ORI ZHHA L CHRIEEHFREZFEORHT Z &N T
%i‘j‘o

{http|https}://host| :port]/api/methodName.{json|xml}
KIZ, JSON T =2 i 24 22—V nr A v A ve—VOflzRLET,

POST https://apic-ip-address/api/aaalogin.json

{

"aaaUser" : {
"attributes" : {
"name" : "georgewa",
"pwd" : "paSSwordl"

}
}
}

ROBNZ, b—=27 o EEFOZA LT T bEHZ G, 77 A IR OIGE DA R L E
—g‘o

RESPONSE :
{
"imdata" : [{
"aaaLogin" : {
"attributes" : {

"token" :
"GkZ15NLRZJ15+jgqChouaZ9CYjgE58W/pMccR+LeXmdO0obGINB
IwolVB0o7+YC1loiJLI9ImS6I9gh62BkX+Xddhe0JYrTmSG4JcKZ4t3
bcP2Mxy3VBmgoJjwZ76Z0uf9VIAD6X1831yoR4bLBzgbSSULR2N
IgUotCGWjZt5JX6CJFO=",

"refreshTimeoutSeconds" : "300",

"lastName" : "Washington",

"firstName" : "George"

}l
"children" : [{

[TRUNCATED]
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APty avicnELFeLys b—oy ||

In the preceding example, the refreshTimeoutSeconds attribute indicates that the session timeout period
is 300 seconds.

WIZ, B 7 A4 RAL VDU A NEERT L6277 LET,

GET https://apic-ip-address/api/aaalistDomains.json

RESPONSE :
{
"imdata": [{
"name": "ExampleRadius"
bo
{
"name": "local",
"guiBanner": "San Jose Fabric"

H
}

RIOFITIL, JSET —Z X2 o0 TIN5 u 71 KAA Y [ExampleRadius] 35 XY Tocall
Zox LET, KRIZ, ExampleRadius 2 7 A > RAAL NIk FTHa2—H ar/f Ave—T0
BlERLET,

POST https://apic-ip-address/api/aaalogin.json

{

"aaaUser" : {
"attributes" : {
"name" : "apic:ExampleRadius\\georgewa",
"pwd" : "paSSwordl"

}
}
}

APl vy a3 UIThELFY LD =DV

APl aDeXa VT 42X 0BT 572010, EyvarBFxlL vy h—27 0%
T HEIICERTHZENTEET, B/ A VRFICZOWRELZERTH L, APLIZK Y

h—27 VXFHNNREIND D TENE API~DT X TOERFEA v E—ICEDINLERH YD F
T, Eftyiay b= L3RR, FrL oY b= % 77 UPFICL-oTHE
HICHRAE S % Cookie & L TIRIESNEH A, APIa~ 2 RE 7 U —(T, ROFEOHTH
NEEALTCF Y LY b= Va2 RET A LENDH Y 17,

e Fx LY h—7 %, API A =D URIND ’—challengej NI A—H L L THEES
NET,

«Fx¥ LY h—2i%, T[APIC-challenge| #f#iH L7 HTTP £72IXHTTPS ~» ¥ —D—
G I

FxY Loy b2 rEBERT LBy a RGBT 2I2E. ROFICRTEOIC, »r A
A ‘y‘lzv—yﬁl URI /ﬁﬁf "5 AT — ]\ A ]\ ?gui-token-request=yes f&bﬂ;{ij_o
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POST https://192.0.20.123/api/aaalogin.json?gui-token-request=yes

IRERA = ORI, RO EME "uriToken: " token™ ﬁ’é\iﬂ\ token IXF ¥ LY
N—2 v HRTLFORNWLTINITT, 20Oty a HTOAPI~DT X TOEFGEA vE—
WZIEF v Loy b= 2B O0ENH Y 9, WISRTHITIE lchallenge] URI/XT A —
ZLLTHEEINTVET,

GET https://192.0.20.123/api/class/aaaUser.json?challenge=fad7e44df54562c24fef6601dc. ..

ROFITIEZ, Fr by b—27 P HTTP ~» % —® [APIC-challenge] 7 4 —/L F& LT
DEITEEENDLINERLET,

GET //api/class/aaaUser.json

HTTP/1.1

Host: 192.0.20.123

Connection: keep-alive

Accept: text/html,application/xhtml+xml,application/xml,application/json
APIC-challenge: fa47e44df54562c24fef6601dcff£72259299a077336aecfc5b012b036797ab0f

You can log in to the APIC REST API by sending a valid username and password in a data structure to
the aaaLogin API method, as described in API & v 3 3 > OFRGE L fERF (37 <—) . mn /(v
I, EMINICE Yy v a v EEHTAOMNERH Y T,

WOBENZ, XMLEBEIWNISON Z#FEHA L CEHELE L Cr AL, RERIZEYy Y a VB F
L, vl 70 NTBHEERLET,

At this time, the aaal.ogout method returns a response but does not end a session. Your session ends after
a refresh timeout when you stop sending aaaRefresh messages.

HLToUNILDOER

APICICu /A 35 &, NATU—FR, SSH F—. X509 sFAEAR YD, BHHHO2—Y 7 L5
VUXNNVEERTEET, ROAPILAY v K, ul A Liza—Yoa—F 7 L5 vy
NOEFRIZEES N TWET,

* changeSelfPassword
* changeSelfSshKey

* changeSelfX509Cert
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\}

aaoi—4sL7ovrLozE

G¥)

INHEDOAYy REFERALT, BNl A 57070 hOI LTy VT A2EET
xFET,

AV ROAyE—VUARLIFELINDI AT V=2l bOTa T 4 PEENTWVET,
The properties are shown in the [ Cisco APIC Management Information Model Referencel .
INAT—FDER

INA T — %%%Ejﬂé 6161\ aaa:changePassword j—7f/I 7 b %%Ejﬁé

changeSelfPasswordAPI XA Y v REZEELET, RDOAT V=7 b 7aXT 4B RAvE—
UARINTHMETT,

e userName : 227 4 > ID,
* oldPassword : @%E@/\OX 77— K,

* newPassword : T LWWIZA T — K,

ZOHITIE, Userl IZL > TEEEND &L Userl D/XAT— RAREFE I FET,

POST http://192.0.20.123/api/changeSelfPassword.json

{

"aaaChangePassword" : {

"attributes" : {
"userName" : "Userl",
"oldPassword" : "p@S$swOrd",
"newPassword" : "drOws$@p"

}
}

ZOBID X ST, EFIZEESD & ZED indata EEPIRINET,

"totalCount" : "0O",
"imdata"™ : []

SSHX—DXEE

SSH ¥ —%ZH 9 5I121%. aaa:changesshkey 27 Y= 7 NEZEET5H changeSelfSshKey
APL A Yy REKELET, ROAT V=7 b TanF A RN Ayt—VRLITUETT,

e userName : 27 A 1D,

sname : F—DUARY v 74, APIC 1T v 70 2 —HF THRA 32 O SSH F—Z2 R — K
LCWE1,

e data : 3 LV SSH ¥—,
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B csox—vsL7ovvi0zE

ZOBITHE, Userl IZL > TEEFEEND &, Userl D SSH F—NEEINET,

POST http://192.0.20.123/api/changeSelfSshKey.json

{

"aaaChangeSshKey" : {
"attributes" : {
"userName" : "Userl",
"name" : "A",
"data" : "ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAQEAUKxYS5E4we6uCR2z== key@example.com"

}
}
}

EFIZEMET D L. 220 indata BRENBEINET,

X509 SIFHENE R

X.509 %E%%—%’%EET%&Z&;K aaa:changeX509Cert 7\‘—7‘.‘/:\:7 I“ %%ET%
changeSelfX509Cert API A Y v REEELET, ROA TVl b 7aXT 4 BRAyE—
VKXL:%‘EVG#O

e userName : 27 A > 1D,

e name @ AFBAEDO L URY v U4, APIC TS v L o—F Tl K 32 @ X509 SEHHE A 4
AN—FrLET,

e data : B LUV X509 FEHE DT — # A4,
ZOFITIE, Userl IZX > TEEZLD L. Userl @ X509 FEBAENEH I ET,

POST http://192.0.20.123/api/changeSelfxX509Cert.json

{

"aaaChangeX509Cert" : {
"attributes" : {
"userName" : "Userl",
"name" : "A",
"data" : "-———- BEGIN CERTIFICATE----- \nMIIE2TCCA8GgAwWIBAgIKamlnsw

[EXAMPLE TRUNCATED]

1BCIolblPFft6QKoSJFjB6thJksaE5/k3Npf\n-—---- END CERTIFICATE----- "

EFICENET D L. 220 indata BRENBENET,

SSH F—F 7= (3 X.509 ZEEAE D HIBR

F—EITEEHEFELHIRT 2101, IR 2% —£i3GEHEOARIZIEE L. T — 2 BiEE
ZEAIC LT, F—EIFREAFOLERX Y v FEXFELET,

ZOBITIE, Userl IZL > TEEEND &, Userl D SSH F—NHIBEESNET,

. REST APl DA



| RESTAPI DfFR

POST http://192.0.20.123/api/changeSelfSshKey.json

{
"aaaChangeSshKey" : {
"attributes" : {
"userName" : "Userl",
"name" : "A",
wdata" ;o mw
}
}
}

EFICEET D L, 220D indata BENIE SN ET,

REST APl YV —)L

EEHEFERETILOY 7L UR

resTAPl v —L [

EHERET L (MIM) 121, VAT ANOTRTCOFEMRA T P27 heZD T a7 4
MBEFENE T, For details, see the Cisco APIC Management Information Model Reference Guide.

MIT NDF TV =7 NEBRBTH-DIEEEN D X 512 MIM &2 H T 22029 2 4

IZOWTIE, ROKESZHRL T EEN,
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H3:MM')T7 LR
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cul o Ar zioER [l

GUI A® APl XD KRR

ATy I
ATy T2

ATvT3

ATy T4

ATy TH

APIC VT 7 4 v a2—Y 4 X —T x4 A (GUI) THAY %FITT 5 &, GUI IZHHES API
Ay —VEERLTH AT ZFITTHDDAR—T 4 7 VAT AZEELET, APIC
DFIIABILY — VT D APL A AT X2 ZFEH LT, TIHD API A v E—V 52K RE
FOav—TxEd, xy NU—IEHFIL, FEEEZAMETAOIIINODA vE—
CHEBRLIZY APIEEHT AT 7Y = a VERBRTAEDICINLDA vE—Y
e LTERTEET, .

FIE

APICGUIIZn 7' A4 v LT,

APIC Y 4 > RUDA EMT, [welcome,<name>] A vt —T %7 Uy 7 L TRy X T
VA RERRLET,

Ko w7 & A RT, [Show API Inspector] % 3R L £ 77,

[API Inspector] BAFT LW T UH 04 > RUTHE £,
[API Inspector] 7 1 > K7 @ [Filters] > — /W 3—"T, RR-TDAPIRT A vt —VDX AT %
BER L £,

BRENTEAvE—JITBINENTA v E—0F A IS U TRSITENE T, ROT—F
ST, EHTFTRER A v —Y A4 2R LET,

i e

trace PL—2 A yt—YaFRLET,

debug FRY T Ao —VhFRRLET, ZOXAL 7L, 1FEAEDAPI A~
REINENGENET,

info E#A vt —VaFRLET,

warn L Xy — VU EFRLET,

error TT— vk —VEFRLET,

fatal BRAvE—VrFRFLET,

all IOF xRy I AEFNCTHE, MOF = v 7Ry 7 AT NTRA
IRV FET, DOF v 7Ry 7 ZADNTFNNEAFT7ICTHE, ZDOF =y
IRy I ABA TR0 T,

[Search] V' — /L N—"T, EMERLTINIHK LEREND A vE—VELIFIERKRATERIN
HBAYE—VEBRTEET,

RORIZ, RFD=A L hr—LZRLET,
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N
=

B

s
5

ZOTHAN Ry 7 A, BHERBOXTHNE ANTTT D0, F721% regex 1#
KOEREREZASLET, ANTISLT, a2 U X ORI L
74—V RNRFATR R INET,

Reset

[Search] 7 F A ks Ny 7 ZONKFZHIFRT HI1T1E, ZORZ %7 v L
7

Regex

[Search] 7 F A & Ny 7 ZAONK BB OERKH L L THEHT 22, 2
DF = IRy AN LET,

Match case

BMBTRLFL/NILERXBIEND L HICT2ICE, 2OF=v IRy T A
A AT LET,

Disable

MBEEZECL, v 7 VA NOBRBE-BHEROBHITE S VT3 5120,
CDOF v IRy I RSN LET,

Next

a7 VA RNERO—FH LIz M) ETRI7a— /LT 520F,. ZORF %
IV 7 LET, TORZNL, MBERT 77 4 7T THIHEHEIZDOARERS
nEJ,

Previous

B YA NERIO LTy ) ETAZ B—ATHITE, ZORY V%
70w Liﬁ‘o ZDORH 3. *ﬁ?’éﬁ§775‘—4 7v??§)5%éi\ﬂl®77ki§%é
hij‘o

Filter

—B LRV TEIEFRRICT AL, ZOF v IRy 7 A2 AN LET,
IDF xRy I RX, BBRT VT 47 THAIGEILDRLERINET,

Highlight all

TRTCO—FEH LT 4 — /N REERAETRTHIZE, COF=v IRy 7 A%
FUNCLET, ZOF v IRy 7 AX BMENT 7T 4 7 THHIHERICD
HhFERENFET,

AT w6 [Options] V—/L/N—T, FRINDAvE—VEGTFEZLZENTEET,
WOFRIZ, FEHARERA T a v ERrLET,

ARl

B

Log

QXA R =TT HITNE, ZOF v IRy 7 AT A LET,

Wrap

n7 URARDKFERT v — ) T L7 DIATOPF VIR L&A F—T /v
2T 2IE, ZOF =y IRy 7 A F T LET,

Newest at the
top

n7 b ZMORSRIITERT DI, ZOF=v IRy 7 AeA I
Liﬂ‘o

Scroll to latest

Hron 7 = FYICHRERIZAZ 0 =T33, ZOF =y IRy I A%
FoAZLET,

Clear

o/ URAREHIRT IS, ZORE U E ) v LET,
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759907 kroewERLEAP 0T - I

E2X:0] SRER
Close API AV AXRT ZEZBALDIZIE, ZORF U E2T Vv 7 LET,
451

OB TIE, APIA LV ARTH T4 RUD2ODT NNy T A obt—V52RLET,

13:13:36 DEBUG - method: GET url: http://192.0.20.123/api/class/infralnfra.json
response: {"imdata":[{"infraInfra":{"attributes":{"instanceId":"0:0","childAction":"",
"dn":"uni/infra","lcOwn":"local","name":"", "replTs":"never", "status":""}}}1}

13:13:40 DEBUG - method: GET url: http://192.0.20.123/api/class/13extDomP.json?
query-target=subtree&subscription=yes
response: {"subscriptionId":"72057598349672459","imdata":[]}

T20907 A2 EFERLE-APIOT X k

TS0 ER

APIBERZT A NTH-0L, 770V DT7 R4y a2—7 4 V7 4 ZH L CHTTP A vk —
VEMEBHEL, ThEXREL, INEERETEET, KL N T I UOFOT KA E LTHI
JAATREZ: RESTful API 7 A 7 o b Tlt., APl & OXEEITHE VLT VN A v Z—T = A AR
ENFET, 24T NMTEROLOBREETNE T,

» Firefox/Mozilla /i : Poster, RESTClient

e Chrome i : B/ REST 7 74 7 > k. Postman
TIUFOT RAUTIEH, XA m— T —=FEE =7 V2 EBDLLENRNE DI, &y
vay b—27 M Cookie & LTHEIINLET,

cURLICKX S APIDTX +

URLHECEFERH LT 7 7 A NEEETAY— L THACURLEZHEAL T, ar Y —LFriEa
U RIA L AT UT IS API A v E—U R R ETEET,

POST #* v —T%EET A1, JSON £/21E XML o~ ROARLZETe 7 7 A IV E2ERK
L. WOERXTCURL w2 REASNLE T,

curl -X POST --data "@<filename>" <URI>

FTA4ARTNTH T A LDL4HTE APLERED URI 238 E€T A2 LENH Y £97,

REST API O {52 F .
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G¥)

\}

TAAITVTE T7ANVAORNS @) x0T AL T EE N,

WIZ, 774 /v [newtenantjson| CJSON 7 —Z #i&Z{# ] L T, ExampleCorp &\ 9 A RID
BLWT T ek 202" L ET,

curl -X POST --data "@newtenant.json"
https://apic-ip-address/api/mo/uni/tn-ExampleCorp.json

GET A v —U%XETBI12E. WOBKXTCURL a~> FE AN LET,

curl -X GET <URI>

WIZ, JISON FEXTT o MZBET o EHRZ AR A0 2~ L ET,

curl -X GET https://apic-ip-address/api/mo/uni/tn-ExampleCorp.json

GE) CURLTTRAITALX|T. APLICE A L, BEEN—2 V2R FE L. h—2 52 #%5D API
BEICEDBVNENRD Y £7,
EELEY Y
5] + cURL IZ X % JSON API Z{# [ L 7= == —HF D3N
[Cisco APIC Python SDK

EEBA I

Python AP1 /L Python 7’2 77 I 7 A U Z —T = A A% 5D REST APLIZH2 i35 2 & T,
APICB X%y bU—27 ZHIHT2MA DT 7V r— g 2RI 5 2 ENAREICR D |
AT TANT Ty OHEME, FE, a7 I /R FRICTEE T,

Python API %, Python N— =2 > 2.7 KR — ML TWET,

FEMIZ DWW TIX, [ Cisco APIC Python Sdk) . T Cisco APIC Python SDK DA A N—)L | |
[http://www.python-requests.org] % ZH L T 7ZE W,

27500 ER

Managed Object Browser, 2% ¥ Visore (%, APIC |ZflAAENT2—FT 4 U T 4T, 7T 0%
EHEALICERNG AT =7 b (MO) OV 77 4 INVERPIESIVET, Visore 2 —7 o
U7 413, APICRESTAPIZ =V — A Yy REMHLT T 7V r—var kv b vr A
TIARNTI I F v Ty 7 Vw7 WCT 77 4772 MO 22T 50T, 2—WFITFEHREL TG
THEOIHEHEN /) — 2R TEET, Visore—7 4 U7 1L, REZIT O 2DIT
T TE £ A,
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Visore D 75 04 R—o .

\}

(G¥)  Firefox, Chrome 3 L O\ Safari 77 U CTHD I, Visore 77 B ANV HR— FINFET,

Visore D 7 5 0H# R—9

[Filter] fE1k

7 4 WA TERUTIRICT & /NCFEA KB S FUE T, This area supports all simple APIC REST API
query operations.

gl Bk

[Class or DN] &7 f —/L I BHRRAT V=7 NOFT V7 N 7T AL E TR
kR4

[Property] 7 4 —/L K FMRETANGZ Y T T HEMMBAT V=7 hOT mN

T 4, [Property] 7 4 —/V RZZEDFE FI2T 5 &, BB TIIH
EDT TADA VAR AT RTPRENET,

[Op] kYT H o VAN |fEREZANZ ) TTHT7 a7 ¢ OEOEFE T, G272
A IIRO LB TT,

== (LW
ol= (L2
o< (Lv/hEwy)
> (LY REW)
«< (LLF)

«> (Ub)

« i

« wildcard

« anybit

« allbits

[Vall] 7 4 —/V R T AN L TF DT 0T ¢ ORI,

[Val2] 7 4 —/V R TANE Y T D 2EKBOME,

[Display XML of Last Query] ') > %

The Display XML of last query link displays the full APIC REST API translation of the most recent
query run in Visore.

REST API O {52 F .



REST API OfEEF |
. Visore ~D7 7 £ X

[Results] $E1

7T —ZURL CHAHLENDD, 7530 sz —EROX—VE2T v ~—7 LT
HEFR R T £,

((¥)  Many of the managed objects are only used internally and are not generally applicable to APIC REST
API program development.

E2X:0] SBA

Bt DS = ERIOEBE BTl O AZ AR VEEL, #
DFDOF TV "DI T AL EFRLET,

FRBIORADE EHXRA T2 boTa T o LERLET,

HOBIOR—V 2605 | T 0 40EE R LET,

[dn] 7w/ 87 ¢ FTV 2 N BT NOEEHRNRE T 7 FOKRT KL
Xo

[dn] V> 7 7V T 5, FOMOTXTOEFRGEA TV =7 M3
FKREINET,

Class name link IV ITHE FDIFADTRCOEHIELT V=
MR ENFET,

— 7V rdRE, BHNEL T2l VOBRA T RIT
BEhL £,

- V) w T hRE, BB T2 VOFAT 2T M
BEhL £,

SERIFF BB T T 7 FOXMLAPI R¥ oA MU Z7 LE
‘g‘o

Visore ~D7 U7X
FIE

ATV Tl YR—FENTWET T UHFEBHX. APIC ® URL & # DI /visore.ntml ZASTLET,
5 -

https://apic-ip-address/visore.html
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ATy T2

Visore TO Y T 1) —DEST .

Ta T ERERENTZS, APICCLI F/-1XGUI 22—V A v X —T = A~Da 7 A v L[E
CrZVvTorivy R LTe A LET,

MAHE ERT T MR TEET,

Visore TO Y L) —DEST

ATy I
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

FIE

[Classor DN] 7% A b iRy 7 AT MO D7 7 AE£7-IEDN4EZ AN LE T,

(f£&) [Property] 7¥ A b Ry 7 ZZMO DT a7 &AL, [Op] THFA K Ry 7 A
WCHEBEFZ AN L, [Vall] BE O [Val2] 7F A b Ry 7 A2 1 HELF 2 HOEE AT H 2
LTI =% T4 NE )V TTHIENTEET,

[Run Query] %27 U v 7 LET,

Visore |2 X > T2 = U —7% APIC (23515 S, ZRE N7 MO WEBATERRENET,
(fEE) 7=V —%F4T L7 APl 2 — V&£ R"$ %IZ1%, [Display URI of last query] V > 7 %
7V w7 LET,

(EE) 7=V —M"b0 APLISET —Z % &K ~T 5I21E, [Display last response] V > 7 %
7wy LET,

(TE) RRINIEMODBE IO 7 7 AZ BT 5121E, MO#MH T —7 /L ® [dn] 7 1 —
NMRTKIBLXOPITA 22207 LET,

P17V vr+5E MODFHADZ =) —NAPICIZEEENET, [127 Vv rT5L,
MO OBHO 7 =) —mkFEsnET,

(EE) MO OFGEHER, FEE, £3BRREEREZEZRT 212 MOBBT—7 40
[dn] 74—V RCTEBMOT A a7 Vv LET,
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