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apicl# configure

apicl (config) # template macsec access security-policy accmacsecpoll

apicl (config-macsec-param) # cipher-suite gcm-aes-128

apicl (config-macsec-param) # conf-offset offset-30

apicl (config-macsec-param) # description 'description for mac sec parameters'
apicl (config-macsec-param) # key-server-priority 1

apicl (config-macsec-param) # sak-expiry-time 110

apicl (config-macsec-param) # security-mode must-secure
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aapicl (config-macsec-param) # window-size 1
apicl (config-macsec-param) # exit
apicl (config) #

TIRVAAL L H =T 2 ADMACsec ¥— F=— U ZRELET,

PSK I%, 20 O HETHRETEET:
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apicl# configure
apicl (confiqg) # template macsec access keychain acckeychainpoll

apicl (config-macsec-keychain) # description 'macsec key chain kcl'
apicl (config-macsec-keychain) # key 12ab
apicl (config-macsec-keychain-key) # life-time start 2017-09-19T12:03:15 end
2017-12-19T12:03:15
apicl (config-macsec-keychain-key) # psk-string 123456789a223456789a323456789%abc
apicl (config-macsec-keychain-key) # exit
apicl (config-macsec-keychain) # key abl2
apicl (config-macsec-keychain-key) # life-time start now end infinite
apicl (config-macsec-keychain-key) # life-time start now end infinite
(

apicl (config-macsec-keychain-key)# psk-string
Enter PSK string: 123456789a223456789a32345678%abc
apicl (config-macsec-keychain-key)# exit

apicl (config-macsec-keychain) # exit

apicl (config) #
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apicl# configure

apicl (confiqg) # template macsec access interface-policy accmacsecifpoll

apicl (config-macsec-if-policy) # inherit macsec security-policy accmacsecpoll keychain
acckeychainpoll

apicl (config-macsec-if-policy) # exit

apicl (config) #

MACsec f ' Z—T =2 A AR —% VU —7 (ifdixz\‘% ) rtororvAx o HE—T 4R
W BEEA T
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apicl# configure

apicl (confiqg) # template macsec access interface-policy accmacsecifpoll

apicl (config-macsec-if-policy) # inherit macsec security-policy accmacsecpoll keychain
acckeychainpoll

apicl (config-macsec-if-policy) # exit

apicl (confiqg)
T TV =T AHIZMACsec X2 T 4 R —%2FRELET:
11 -
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apicl# configure
apicl (config) # template macsec fabric security-policy fabmacsecpoll
apicl (config-macsec-param cipher-suite gcm-aes-xpn-128

( ) #
apicl (config-macsec-param) # description 'description for mac sec parameters'
apicl (config-macsec-param) # window-size 1
apicl (config-macsec-param) # sak-expiry-time 100
apicl (config-macsec-param) # security-mode must-secure
apicl (config-macsec-param) # exit
(

apicl (config) #

T77 7V A H—T x4 AHIZMACsec ¥— F=— U EHELET:
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apicl# configure
apicl (confiqg) # template macsec fabric security-policy fabmacsecpoll

apicl (config-macsec-param) # cipher-suite gcm-aes-xpn-128

apicl (config-macsec-param) # description 'description for mac sec parameters'
apicl (config-macsec-param) # window-size 1

apicl (config-macsec-param) # sak-expiry-time 100

apicl (config-macsec-param) # security-mode must-secure

apicl (config-macsec-param) # exit

apicl (config) # template macsec fabric keychain fabkeychainpoll

apicl (config-macsec-keychain) # description 'macsec key chain kcl'

apicl (config-macsec-keychain) # key 12ab

apicl (config-macsec-keychain-key) # psk-string 123456789a223456789a323456789%abc
apicl (config-macsec-keychain-key) # life-time start 2016-09-19T12:03:15 end
2017-09-19T12:03:15

apicl (config-macsec-keychain-key) # exit

apicl (config-macsec-keychain) # key cd78

apicl (config-macsec-keychain-key)# psk-string

Enter PSK string: 123456789a223456789a323456789%abc

apicl (config-macsec-keychain-key)# life-time start now end infinite
apicl (config-macsec-keychain-key)# exit

apicl (config-macsec-keychain) # exit

apicl (config) #

MACsec f > X —T 2 A ARV v —% V=T (FTFA ) LOT7 7T Vw7 VU H—Tx
A BT E T

1 -

apicl# configure
apicl (config) # leaf 101

apicl (config-leaf) # fabric-interface ethernet 1/52-53
apicl (config-leaf-if)# inherit macsec interface-policy fabmacsecifpol2
apicl (config-leaf-if) # exit

(

apicl (config-leaf) #
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<fabricInst>
<macsecFabPolCont>
<macsecFabParamPol name="fabricParaml" secPolicy="should-secure"
replayWindow="120" >
</macsecFabParamPol>
<macsecKeyChainPol name="fabricKC1">
<macsecKeyPol name="Keyl"
preSharedKey="0102030405060708090A0BOCODOEOF100102030405060708090A0B0OCODOEQF10"
keyName="A1A2A3A0" startTime="now" endTime="infinite"/>
</macsecKeyChainPol>
</macsecFabPolCont>

<macsecFabIfPol name="fabricPodPoll" useAutoKeys="0">
<macsecRsToParamPol tDn="uni/fabric/macsecpcontfab/fabparamp-fabricParaml"/>
<macsecRsToKeyChainPol tDn="uni/fabric/macsecpcontfab/keychainp-fabricKCcl"/>
</macsecFabIfPol>

<fabricFuncP>
<fabricPodPGrp name = "PodPGl">
<fabricRsMacsecPol tnMacsecFabIfPolName="fabricPodPoll"/>
</fabricPodPGrp>
</fabricFuncPkP>

<fabricPodP name="PodPl">
<fabricPodS name="podl" type="ALL">
<fabricRsPodPGrp tDn="uni/fabric/funcprof/podpgrp-PodPGl"/>
</fabricPodS>
</fabricPodP>

</fabricInst>
1J—7 101 @ ethl/4 £ TMACsec 72 R R o—%BERALET,
B -

<infraInfra>
<macsecPolCont>
<macsecParamPol name="accessParaml" secPolicy="should-secure" replayWindow="120"
>
</macsecParamPol>
<macsecKeyChainPol name="accessKC1l">
<macsecKeyPol name="Keyl"
preSharedKey="0102030405060708090A0BOCODOEOF100102030405060708090A0B0OCODOEOF10"
keyName="A1A2A3A0" startTime="now" endTime="infinite"/>
</macsecKeyChainPol>
</macsecPolCont>

<macsecIfPol name="accessPoll">
<macsecRsToParamPol tDn="uni/infra/macsecpcont/paramp-accessParaml"/>
<macsecRsToKeyChainPol tDn="uni/infra/macsecpcont/keychainp-accessKCl"/>

</macsecIfPol>
<infraFuncP>
<infraAccPortGrp name = "LeTestPGrp">
<infraRsMacsecIfPol tnMacsecIfPolName="accessPoll"/>
</infraAccPortGrp>
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</infraFuncP>

<infraHPathS name="leaf">

<infraRsHPathAtt tDn="topology/pod-1/paths-101/pathep-[ethl/4]" />
<infraRsPathToAccBaseGrp tDn="uni/infra/funcprof/accportgrp-LeTestPGrp" />
</infraHPathS>

</infralnfra>
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<fabricInst>
<macsecFabPolCont>
<macsecFabParamPol name="fabricParaml" secPolicy="should-secure"
replayWindow="120" >
</macsecFabParamPol>
<macsecKeyChainPol name="fabricKC1">
<macsecKeyPol name="Keyl"
preSharedKey="0102030405060708090A0BOCODOEOF100102030405060708090A0B0OCODOEQF10"
keyName="A1A2A3A0" startTime="now" endTime="infinite"/>
</macsecKeyChainPol>
</macsecFabPolCont>

<macsecFabIfPol name="fabricPoll" useAutoKeys="0">
<macsecRsToParamPol tDn="uni/fabric/macsecpcontfab/fabparamp-fabricParaml"/>
<macsecRsToKeyChainPol tDn="uni/fabric/macsecpcontfab/keychainp-fabricKCl"/>
</macsecFabIfPol>

<fabricFuncP>
<fabricLePortPGrp name = "LeTestPGrp">
<fabricRsMacsecFabIfPol tnMacsecFabIfPolName="fabricPoll"/>
</fabricLePortPGrp>

<fabricSpPortPGrp name = "SpTestPGrp">
<fabricRsMacsecFabIfPol tnMacsecFabIfPolName="fabricPoll"/>
</fabricSpPortPGrp>
</fabricFuncP>

<fabricLFPathS name="leaf">

<fabricRsLFPathAtt tDn="topology/pod-1/paths-101/pathep-[ethl/49]" />
<fabricRsPathToLePortPGrp tDn="uni/fabric/funcprof/leportgrp-LeTestPGrp" />
</fabricLFPathS>

<fabricSpPortP name="spine profile">
<fabricSFPortS name="spineIf" type="range">
<fabricPortBlk name="spBlk" fromCard="5" fromPort="1" toCard="5" toPort="1" />
<fabricRsSpPortPGrp tDn="uni/fabric/funcprof/spportgrp-SpTestPGrp" />
</fabricSFPortS>
</fabricSpPortP>

<fabricSpineP name="SpNode" >
<fabricRsSpPortP tDn="uni/fabric/spportp-spine profile" />
<fabricSpineS name="spsw" type="range">
<fabricNodeBlk name="nodelO2" to ="102" from ="102" />
</fabricSpineS>

</fabricSpineP>

</fabricInst>
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