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TACACS+V A7 > k

FIE

FH#%1T Terminal Access Controller Access Control System (TACACS+) H— "ZfEHE LT, T
TOT A AR D —Jfbasnizctx 2V 7 0 Z2ETEET, ZOFIETHE, RIELRR
TN OT X TOT AN, AR —Y— N LTS L2 N TEET,

TNA AL, ROV —E A Z AT D TACACS+ — N—%FH9 25 TACACS+ 7 T4 7k
L L THEREL £9°, [TACACS+H] ~{—Y Tlt, TACACS+ V——DFENTE ET,

« WHE (Authentication) : L—W4 &=V EZD AT — REHEHLTT A Rl /A
VLTS ORGEE ML L T,

* [Authorization] : B 7 A VIRFICETINET, Rty a vRNETTDH L, iEEnT
2—HLEHEH L TRy a 2R LET, Z0%, TACACS+ H— W a—HF D
FERR A fEB L £,

« T T 42 (Accounting) : TACACS+ h—RZfHLTr Aty a7
NI T 4T HAMNILET, ZIUTED, VAT AEHF I TACACSH F— 302 67T
T 4T VR— b EARTEDLLOCRD ET,

TACACS+ H— /"= RT3 A —H ZFRET HITIL, ROFIREZETLET,

ATV Tl [BEX=2UT 4]>[TACACS+ 7 AT "N &7 Vw7 LET,
AT 72 VEZE L T, [TACACS+ Accounting] ZH NI L E 7,
ATYTI ROT 74V RTA=EEASLET,

AIToay

Bl

et E— RELIZFL—0TF A ME— ROTRTOTACACS+H— 13— L DIF[E
WIHERENET 7V DX =R M) T2 AT LET,

Z T, T & & D TACACS+ Y — 3D —CFEHV DO 52 ANJ19 53845
{#l 2 > TACACS+ Y — NIZFRE STV A F—UFFIRERE S,

BB A AT TR | FAAL ZE TACACS+H— _N—DRI DR N X A AT 7 MMI72 5 F TORIBEER %2 A

HLET, BEDOH— " —ZBF 5 E) [Add TACACS+ Server] ~<— TA &7
WS, 207 44— ROMENERHAINET,

EETCIPVAA TACACS+ P —_— L DEEDTZDIZELND A v =V THA SN DT /31 A IPv4

=T A A BETLA VHE—T oA AZEIRLET,
EETCIPV6A TACACS+H— =L DBEDTZDIZELND A v =V THEHAIND T /31 AIPv6
H—T A A BEETA A —T oA AR LFET,

GE)

B tx2U7«
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ATvT4

ATy TH

ATvT6

tacacs+o 517>+ |

o
\4
\’l
w

\i

EL)
HE) (Auto) 7Y a3 v EZBIRTIHE, VAT AEREA LV ZF—T oA ATERS
NTWBIPT RLAPLIXETIP 7 RLAZRELET,

[Apply] 227 V v 27 L'ET, TACACS+ DT 7 4V "R ENFETA L T 4 Falb—Ta s 77 A /MBS
NET, TNHOFREIL, [Add] R—PICEED/RT A —=FNEZSINLTWARWESIHERA SN ET,

£ TACACS Y — 1 DIF#RIL. TACACS+ P — R F—TNICFERENET, ZOT—T DT ¢ —/L Rt
[Status] 7 4 —/L FZFRE | [Add] X—Y TANLET, ZDO7 4=/ RiE, = —=0NF A R THHe &
NLTWDENEIDERLET,

TACACS+H— "Z8M7 5121%, [Add] %2 U v 7 LET, TACACS+H — —ZiRET 5121L, TACACS+
PR =% IR LU C[Edit] 27V v 7 LET,

WIT, RTA—B =R LET,

F7vay Hl:L

P _—IRE S | TACACS+ r— "—ZR 32 ke LT, ROWTIN 1 DERIRLET,

* [By IP address] : 24L& 3R L7=8545 1%, [Server IP Address/Name] 7 1 —/L RiZ
P—N—=DIPT RLAEZASILET,

* [Byname] : &8I L7=35A 1%, [Server IP Address/Name] 7 ¢ —/L R{ZH—
N—DA4HTIZ AN LET,

P R—2 g EETIPT FLADOYR— AR IP N—T 3 (IPv6 £7-12 IPvd) Z&IRL £
KR
IPV67 RV A A AT |IPVv6 T RLAZ A 7EBIRLET IPve NMEHENTWBEA) ., ROA T a v

s [LinkLocal] : IPv6 7 RL AIZL->T, H—Fy NU—7 U7 FORA MR—
Bl ENnET, VoZua—bAT RLADT VT 4 v 7 AERILFESO T,
CDEATDT RLVAFINL—T 4 VI RETHY, a—IVFy hT—FNT
WETIHARICORMEFATEET, 150) 7 a—h)L T RLADIZNBY
R—hE&nEd, Vo7 a—h T RVARS v H—T =24 A RIZHFEET D
e, 2Oy MU IR OT FLAZEE#x £,

* [Global] : IPv6 7 KL AL, D F > b U —27 BRI RARE CRIE A fE/R 7 1 —
SN =%y A NIPV6 XA 7T,

Yo rza—HAnA | VRIS 7 a—HAN A B —Tx2A ZABERLET UPV6T RLAZA S
R—T xR ELTY 7 u—NERENTWEER)

H—R—DIPT R L |TACACS+ H—_—D P 7 RLAFIILETIE AT LET,
A 44 i

t*2U74 |}
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TF7oay

B

EESENERL

Z D TACACS+ v —"—ffHIEFZ AN LET, BualidBELIR N & b Ew
TACACS+H— "IN EH SN D — " a2/R LET, BRI Kb mWT—
Nt DE v a VBN TEXRWEGE . T /3 A XIRITHE NN 23 m o — 73—
L DOPH R A ET,

Key String

7A4%&TMA$+%~A—®W®M£&H%M’ﬁ%éhé?7¢wb®%~
ANV T HBANILET, ZOF—1F, TACACS+ H— N IRESNL TWDEF—L
— BT HLENRHY F9,

F—3CFFNE, MDS A2 L ClRE A ST 270l snET, 754 AD
T 7 AN F—ERIRT 50, W5k (Encrypted) £72137'L—r 7F% X b
(Plaintext) B THF—Z2 ANTHZLENTEET, GIOT A ANDHD) e
fbxF—2 N U IR VEAIE, =0T FAME—RTEF—RA M) 7 E2 AT
LC[Apply]l 227V w7 LET, BELINZF—CFINER I N TERRSNE
R

JSE X A LT 7k |[User Defined] Z#3&R L C, 7 /34 A & TACACS+ — S— D OGN X A LT 7

MZ72 5 ECORMRHAEZATILET, X—=VICRRSNTNWDT 7 4 /L MEEE
3 2846 1%, [Use Default] Z3&4R L £ 97,

mh thEIPT e

~ TACACS+ v v a VidRETHR— M NEZEANLET,

HL—$50¢

TRTCOFEREHE— DR CZIETEDL LT HITE. 207 4 —/L REFIRL
iﬁoDmm$+#~ﬂ—ﬁ:m%#ﬁ~bbﬁwﬁA\fﬂ4zﬁ@@%ﬁmﬁ
0 ET,

ATv 71 [Apply]l &7
nE7,

Uy 27 LET, TACACS+H — N FNRA ZADFE[Ta L T 4 Xalb—ary 77 /WTEME

AT9T8 ZONX—TUTTL—r TXANEA TR VT 47 T =% 2R T HITIE, [Display Sensitive Data As
Plaintext] 27 U v 7 L ¥,

RADIUS Client

Remote Authorization Dial-In User Service (RADIUS) #—/Ni%, —iofb &4/ 802.1X £721%
MACRX—ADFRy NU—7 TR ary ha—LaxfgfiLEd, 7310 A%, —wfbEhic
X2V T 4 ZfRHET 5 720IC RADIUS $—ZHT& 5 RADIUS 7 74 7 &7 B &
INZERE, BLURADIUS — 3L L CRETE £9, MfkIL. 734 A% Remote Authorization
Dial-In User Service (RADIUS) #—/3& LT LT, —sfb S 472802.1X £ 72 1T MAC ~—
Z@X/FU 7T IRA Ay b= LETXTOT A A3 LTREc&E E4, 2ok
ETIE, FBREE RN O TR TOT AN, R~ — N ECUET L ENTEET,

RADIUSIZ, 77 ADEX 2 U T 4 BBy NT—JRETHEAL £3, RADIUS —
N—=DINT A —=HEEFZRET DL, WOTFIEEZFETLET,

B tx2U7«
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AT w71 [Security] > [RADIUS Client] #7 U v 27 L £,
ATFY T2 RADIUS T AT 47 A7 arvaz AN LET, WOAT Va2 EATEET,

» [Port Based Access Control (802 1X, MAC Based, Web Authentication)] : 802.1X R— s T h 7 7 4 > 7T
RADIUS #— =M S D Z &2 EL£T,

« BHT 7 A (Management Access) : RADIUS —_Na—H a2/ (v Tho T 0 IS
NHZEERBEELET,

* [Both Port Based Access Control and Management Access] : =—H— /A > T ho T 47 & 802.1X
R—=bT AT 4 7 DRJFICRADIUS B— =M SN Z e afiELET,

«72L (None) :RADIUS y— BT HTLTF 4 I EN2 N2 &2BELET,

RTVT3 ThoUT o v 7B ZRE L ET, ®PHIZ 0~ 65535 T,

ATv T4 VEZE LT, 774/ h® RADIUS /3T A —4 7% ANJj L %7, [Default Parameters] CTAJJ L7-fEIX, &
RTOV—NZHEH SN ET, FFEDH— OFEN [AddRADIUS Server] ~— Y TA I STV R WEA .
INBDT 4 — )V ROERT AL ATHEHAINET,

[V N T A[E5] : RADIUS 4 — S — I ER % 350E 3 5 B RRATIEE A D LE+, Z OEEEE LT
LIERNZ T BRI EEE, =F—2h 0 £,

JBEDH A LT Tk (TimeoutforReply) : 7 = VU ZHRITT 50, ROV — )0 EZ DEITT N
A A5 RADIUS % — 306 DIRE 2 T 2 BB A2 AT LE T,

+ 7w K %42 (Dead Time) : V—E R U X NMNIGE LTV RADIUS H— 30331 82 &1
% TORGHEEFR] (50%) Z AN LET, 1 005G, =3 A "R ENEEA,

« X —30F41 (KeyString) : 7 /34 A & RADIUS $— [ OFEGE & 5 LI SN DT 7 40 b F—
XEFHNEANTTLET, F—IE, RADIUS = " TRHESNTEF—& —HTLH2XLE R HY £F, F—X
FHL, MDS Z L ClfE 25T b7l I E T, WL (Encrypted) F72ix7'L—r
77X A & (Plaintext) X TxF—2 ANTEHZENTEET, BIOT A ZNED) BES{LF—LTF
FINIRNGE, TL—2 TF AN T— RTXF—XFHEATIL, [Applyl #7 UV 7 LET, KE(k
ENT=F—LFFINER SN TERINET,

INT, T74N D F=FHNNA—R"=T 4 FENET (ERINTVDIHE) .

o E[ETTIPV4A A ' H — 7 = A A (Source IPv4 Interface) : RADIUS — R E@ETH2DDRA v E—
THEHINDT A ZADIPV4 EEITLA VX — 7 = A A B L ET,

« E(EITLIPV6 A X —7 =14 A (Source IPv6 Interface) : RADIUS — N EBETHZDDORA v —
THEHINDT A ZADIPV6 EGFTA v H— 7 = A AR L ET,

GE)
H#E) (Auto) A7V a v BBIRTIHE, VAT AIREA LV F—T oA ATERINLTWDIPT RLAN
HFEETLIP T FLAZEGE L E7,
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AT TS [Applyl 27 U w27 LET, T8 ADRADIUS 7 7 4 /L hiRENFATa 7 4 Falb—vary 77 AL
THHINET,

AT w76 RADIUS ¥ — _"—%ZBMT5HI21F, [Add| %7V v LET,

AT w71 % RADIUS — D7 4 —/L RICEAZ AT LET,

o[ V= _—F5ESE] RADIUS —"X—% [P 7 RLATIRET Hh, 4RI THRET 20 2 ER L £
‘j‘o

«IP/N— 3 (IP Version) : RADIUS '— "D IP 7 KL ADNN—T 3 VAR LFET,

C[IPV6 7 RLAZ A 7] IPv6 T H8E, IPV6 T RLA XA FE2BIRLET, ROFT T a R
&)D\iﬁqo

[V —AN ] IPV6 7 RLARIZE ST, A~y hU—2 U7 EOKRA N B—EIZF#H
SNET, Vo7 o=V T RLADT VT 4 v 7 AXFE80 T, L—T 4 U TIXTEEHA,
Flo, r—= AN Fy NU—7 LOBEIZOMEFATEET, 120V 7 a—L T RLADH
N R—bENET, Vo7 a—hLVT RLANA, U H—T = A A EIFETDHE, 20T
FUIIHERNOT L2 Z@EE# 2 ET,

[ Za—rL ] IPV6 T RL AL, DRy NT—7 G LFBNDOT 7B AAHE fe S a—o3 L
Z=F ¥ A NPV X A T/ 0 9,

(VTN B =T A A VA IPBY YT a—H L A —T A A (IPv6 T FL A
HATLELTY 7 a—ARNERINTWEEE) Z@IRLET, -

* [Server IP Address/Name] : RADIUS —/N—%_ [P 7 RV AEIFA4RITTANI LET,

[ FT7AAVT 4 ]1:RADIUS B —_—DF T A4 VT 42 AN LET, BERIEMIZE ST, T3 A
N —YFRIED 7= DITIBIE R A T — NONEFBA R E D £3, 735 AN, BRI i b
VY RADIUS $r— "t O 2 BtA L E 5, B ua ik b @V ELIRN T,

« X —30F41 (KeyString) : 7 734 A & RADIUS ¥ — S O fE OFEFE & W S H &b % — 307
Il AT LET, F—IL, RADIUS —NTREIN-F—L—HTHLERH Y 3, F—I1%, K
Bt (Encrypted) F721x7'L—>r 7 F A b (Plaintext) WX TAJJT 252 LN TE E 9, [UseDefault]
EEINLIZGE . 735 AXT 7 40 b 2 =075 % H LT, RADIUS ¥ — "OFEFEE RA £ T,

JNEDH A LT U L (Timeout for Reply) @ i RKEATEHLIZE L72354E . [User Defined] A 88 L T,
72 ) ZH{RITT 50, ROV —NZEN D K2 DHENTT /3 A A28 RADIUS H—/30 6 OIS 2 Fik 3
LZRBEANDLET, [T 740 bEER Z2RIRLIZGE. T AT 74V OXA LT U ME
AL ET,

* [Authentication Port] : F8FEZE K H D RADIUS #—/N—7K— h® UDP A — hEBEEZ A LET,

s T T 47 BR—F (Accounting Port) : 7 H VT 4 7 ERH O RADIUS H— 3 AR— D
UDP R— hEHEZ A LET,

« BTk (Retries) : [User Defined] Z 3R L T, FEHEHA L7z & e S HRIIC, RADIUS ¥—
NITIEEEINDEROEE AT LET, [UseDefault] 238N L7586, T3 AXHERITREOT 7 +
o MEZEHLET,

B tx2U7«
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7w K %A 2L (Dead Time) : [User Defined] Zi&#R L T, #—E R U7 & MIKE L T2
RADIUS H— 3334 /N2 5 £ TORKEKEH (5380 Z A1 LE T, [Use Default] Z i8R L 7235
By T RIT Yy REALDT 74V MEEZERLET, 092 AT 256, 7> K214 203H
D EHA,

[ A7 ]: RADIUS = "—DFFEX A THZ AN LET, ROLTT v arBdbHh 7,

e 74 (Login) :RADIUS #—/ %, T34 AOFHEFRT 52—V OREFEICEH S E
TO

* [802.1X] : RADIUS #—/3—{% 802.1X &RE(ZEH S £,

¢« 7T (All) : RADIUS H—NL, T34 ZAOEMHAZTRT 52— OFIER L O 802.1X 383
RS ET,

» [Force Message Authenticator] : ¥5i& L 72 RADIUS #—/3—7/n 5 D3 X T D X A 7' RADIUS IHE I
Message-Authenticator J&: (RADIUS J&1: 80) ZZ D OMENHDH I L ERT DL, ZOREE
FRHLET, ZORTEAHNTT S & Message-Authenticator J& 1% & F 729X TD X A 7D RADIUS
I S Lfﬁﬁﬁéﬂ AR IR ZICRESNE T, ZOREVEDITR>TWDLHE, 2
DJEMEZE £ 72 RADIUS ISE I, EAPREREZ 1975 RADIUS SO — T 5 5B I D A WTE S
NET, 7740 FTliE, ZORTIIETT,

ATv T8 [Apply] &7 Vv 7 LET, RADIUSH —NDEHRNT NA ADFATAa L 7 4 Fal—rar 7y AlB

manxds,
AT T X=UTT L= TXAMEK TR VT 4 7 T =% %2FKRT DX, [Display Sensitive Data As Plaintext]
z27 Vv 7 LET,

RADIUS H—/\

FRE DT RTOT N, ZZ%5 L LT80R2IX E/2IEMACIZE S ry NU—I T 7B AD—
TTHIZR I 24T 9 72912, T /31 A % Remote Authorization Dial-In User Service (RADIUS) H—
Nl UTHERTLZENTEET, ZOHEICLY, TXTOT A AT HRFEL AR
1 ODY—R"—=THH ZLNTEET,

TNAANBRADIUS 7 7 AT > b & LTREINLTWDEGSE, IROH—E Z|Z RADIUS H—
NEFHTEET,

CFREE WA B LR —F—ERONNRT— FEFH LT, BEO—F—BL)
802.1X = — W — &G 2 %ﬁ&biﬁo

W B A UIRICEITLET, BBty v a v N T T AL, RSN —Y—4 %
FERLTERAEy > a BB LET, D%, RADIUS b — 03— OMER 2 TR L
iﬁ‘o

THI T 47 RADIUSH—R—Z{EH Li-u /A oty a DT T 40 T hh
CLET, kD, VAT LAEHEIIRADIUS =BT H0 T 407 LiR— b

t*2U74 |}
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EAERTEDL L2720 F9F, RADIUSYH— DT I T 4 U IR EN D 22— E
FHEZR TCP 7R — b iZ. RADIUS V" — RO AT HEIND D E[F L TCP R— b T,

RADIUSH—/N—4 O—/\JLERTE

F 3 A%, RADIUS H— "L L CRRETE £9, RADIUS r—/R—D 0 —/ LR T A —H
BERETDHITIE, KOLIIZLET,

FIE

AT 71 [Security] > [RADIUS Server] > [RADIUS Server Global Settings] DIEIZ 7 U » 7 LT,
ATVT2 RONTA—=ZEANLET,

« RADIUS Y—/"D x5 —H& % (RADIUS Server Status) : RADIUS ¥ — SSEED XA T — ¥ A 2 F5h1
HEAITEIR L E4,

FEEAR— b (Authentication Port) : RFFZER A D RADIUS —/ N iR— h D UDP " — FEEZ AL
\i—a—(}

T T 47 KR—1b (Accounting Port) : 7 H T ¥ ZERH D RADIUS $—/3 iK— kD
UDP R— h&EZZ AN LET,

b3y TDERE

* [RADIUS Accounting Traps] : RADIUS 7 W 7 T 4 7 A X SO N7 v 7% d %554 1% [Enable]
Frv IRy T AT T LUET,

« [RADIUS Authentication Failure Traps] : KX L7=02 27 A4 > D b7 v 7&K T 585413 [Enable] = v
IRy I A%t AT LET,

« [RADIUS Authentication Success Traps] : ik L7027 A > D b T v 7 & AERT 5854613 [Enable] F = »
IRy I RAeF AT LET,

RT3 [Applyl 227 Vw7 LET, T34 ADORADIUS 7 7 4 /L "R ENFE T 7 4 Fal—var Ty AL
TEHINET,

RADIUSH—/\—F—

RADIUS $— =% — %R ET HIZ1E, ROPIEZFEITLET,
FE

AT 71 [Security] > [RADIUS Server] > [RADIUS Server Keys] DIEIZ 7 U » 7 LE T,

B tx2U7«
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ATY T2 VEIZEUT, 774/ O RADIUS ¥—% AJJLE7, [DefaultKey] IZAJ) L7=fliX, ([ADDRADIUS
Server] X—UT) T 74N F—EMHHTHIIICHESNTWNDLTXRTOF—NIZEHINET,

« 7 74/ b F— (DefaultKey) : 7 /3A AL RADIUS % — [ OFGEE B BALICEH SN DT 7 41
h =X FHNEADLET, ROFTvaronTnurzRRLET,

cHEFDOT 7 4 v b F—ZRFF (Keep existing defaultkey) : 7 /3A AL, fEE Sz — NTx L
T, BBFEOT 7 40 b =375 %M L TRADIUS 7 74 7 F ORBGEEZ R LT,

« 551t (Encrypted) : MD5 Zffiffl L Cil@(E 2 5bd 2121%, BisfbsnicpATr—2 AT L
i‘é‘O

e FL—r FX A L (Plaintext) : FL—y TFXF A K B— R THF—XFHEASLET,

« MD5 Digest (MD5 # A = A }) : 2—HFNRASLI/NAT— RO MDS ¥4 V= A MPRRINE
j‘o

ATy T3 [Applyl 227 U v LET, T/ ADORADIUS T 7 4 /L FRENFETaL 7 4 Fal—vary 77 AL
THEHEINET,

ATy T4 [Add) 27V v 7 UCRERAZEBINT S0, [Edit) 227V v 27 LT, EHT — 7 LV OBEFEO MBS ZRE
LET, RIZ, ROT 4=V RIZADLET,

*NAS 7 FL-Z (NAS Address) :RADIUS 7 747 FREFENTWNDHAL v F DT FLA,

* [Key's MDS5 Digest] : 7 7 4 /L b CILEFRIN TV EHA, Thid, WERT -7V EHRET DHAIC
DHRRENET,

« fi# % — (SecretKey) :RADIUS 7 74TV bW EFENTNDAAL T DT RLA,

s [Use defaultkey] : 8 € SNz —"—IZH LT, T RIREFEOT 74V bF—RA N T %
LT, RADIUS 7 A4 7> hORFEERAIT L £ 7,

* [Keep current user defined key] : BEfF D2 — W —EFR X — 2 REFT DS ITRINL 97,

o 551t (Encrypted) : MDSZ{iH L CEEER BT B1213, Bk Tx—%2 AL
F9,
e 7L—r FF% AL (Plaintext) : L —2 FTF AP EB— FTCxF—XFFEANILET,

ATFYTE [Applyl 227V v 7 LET, TAALADF—NIETar 74 Xal—vary 77 VTHEHISNET,

RADIUS H—/\— &' )L—T

TN A% RADIUS r—_— L LT 22—V —D 7 L —7 %R ET DHIT0E. ROFNEE
EITLET,

I t*2U74 |}
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AT 71 [Security] > [RADIUS Server] > [RADIUS Server Groups] DJEIZZ U v 7 LET,

ATv T2 [Add] %7 VU v 7 LTRADIUS —"— 2 L —F 28N 50, [Edit) 227 U v 27 LCEED 7 V—T %
LLET, KOT7 4=V RIZATTLET,

* [Group Name] : 7 /L —7 D4HiEZ A LET,
« HEBR L~UL (Privilege Level) : Z/V—7 DT 7 & AR L~V E AT LET,
o IRFfEIEPH  (Time Range) @ Z 07 /V— 7 ICH&FHZ @A T 555 18R L £,

o FFfH %44 (Time Range Name) : [Time Range] 23R L72355 . M 5 RFfF#EHH 28I L £3°, K
M#iPH % E&%T2120E, [Bdit)Z2 27V v 7 LET, 207 ¢ —/b Rid, RE#EENERER TH L5
WZDOHBFRINET,

* VLAN : =—+#%® VLAN Z R L £,
* [None] : VLAN ID [Ti%E SNt A,
* [VLANID] : 5§ &#1% VLANID,

* VLAN 4 (VLAN Name) : %{8 &415 VLAN 4,

AT9 73 [Apply]l 27 UV v 27 LET, RADIUS V' /b —T DEFKNT NA ADFETAL T 4 Fal—al 7 r7AC
BINEIVET,

RADIUSH—/\—a1—H—

A—FzBMT BT, KROFIMEEZFETLETS,
FIE

AT 71 [Security] > [RADIUS Server] > [RADIUS Server Users] DJIEIZZ U v 7 L £,
BEOL—FRERRENET,
ATw 72 [Add] £/2I1F [Edit] #27 U v 27 LT, AF&EHELET,
s [User Name] : =—H¥—D4Hi2 A LET,
* [Group Name] : LARTIZEFR LIz /N — 7 Z @I L £,

* [Password's MD5] : /XA T — KD MDS5 B 5ty v adFRn S E 7,
s [Password] : IROWTINNDA TS v a2 ATTLET,

B tx2U7«
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* [Keep current password] : BIfED/NA T — REZRFFTDHI21E, 204 T a v EFHLET,

« 51t (Encrypted) : F—3CF5IE MD5 2 L CEE 2 SHALT D7l S Ed, B
AT D123, b BEATx—2 AN LET,

s [Plaintext] : (BIDT SA ZAMBHD) Ko bx—A U U IR WGAIL, TL—rTF A ME—
RCHF—RA NV T HEANLET, BB LENTF—LFHIRER SN TR REINET,

ATV T3 [Applyl 27 Vw7 LET, 2=V ERBNT A ADFITaLr T4 Fal—vay 774 VBMENE
ﬁ‘o

RADIUS HY—/I\7HhooT 425

RADIUS #—/ 3%, FLASH DY A 7 )b 7 7 A MIREDT H T 4 7 a7 2R fF L £
T, TAOCT 47 a 3R RT3 N TEET,

RADIUS = NR—=Th o o7 4 T HERTDHIZIE, ROFIEEZEITLET,
FiE

AT 71 [Security] > [RADIUS Server] > [RADIUS Server Accounting] %2 V v 27 L7,
RADIUS T AT T 47 AR RBRDT 4=V RE L HITRRSNET,
« [User Name] : == —%— D4 Hi,
e A X2 XA (Bvent Type) : fEIFKDONTNHNTT,
o [Start] : Ty a UABMBENE LT,
«[Stop] : Ty a HEIESNE L,
« AfH/REAZ5 5 (Date/Time Change) : 7 /34 A0 AR N EE S E Lz,
+ Uy b (Reset) : T/3 ANREESNIRRIZU By hESLE Lz,
« 8AE7 (Authentication Method) : = —WIZ X > THEH SN TWARGES X, A X b ¥4 7 HH
FHRFAER £V By FOBA, NA LFErSnET,

*NAS 7 LA (NAS Address) : RADIUS 7 A7V bW EENTWVWDEAAL v FDT KL A, AV
b ZATRAMMEAEEE Xy FOBE, NA L ERENET,

e 21— 7 FL A (UserAddress) : FIFSN/-a2—YNRRy NU—JEHEOLRES, ZIFOEHE
DIPT RVAT, 2—HFNRAT— a3 vy ORAE, ZIUXEDAT— a3 VO MACT FLATYT, A
Ry N BZATRAMMGLEREEZIZ) 2y POEE. NA EERENET,

* [Event Time] : 1 X2~ DIRf#H],

I X7+« .
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B reowsy— —iEEL—H—

AT9FT2 RADIUS = R_—=T 7T 4T AR b7 VT3 51213, [Clear] 7 V v 7 LET,
ATY T3 2=V ETA X MOFEMERZFRTDHI0E, 22— E7201T A X F &R LT, [Details] 27V v
7 LET,

RDT 44—V FRFRINET,

N

GE) Zo—Y07 44— LR, HELTWATHI L "NDEALTEFDT H I N TZE LT
MERIC L > TRV FET, FIZTRTOT 4 — L RRERINLIDITTIEHY XA,

s [Event Time] : 75,

* [Event Type] : L&,

+ [User Name] : it &M,

* [Authentication Method] : LFEZ MR,

* [NAS IPv4 Address] : FFC0 [NAS Address] i,
e [User Address] : EFiEH,

T HULT 4T 'y a UKEE (Accounting Session Time) : _EFEODA X2 MEfE] (Event
Time) ZZML T ZE W,

ety g DK THMA (Session Termination Reason) : v ¥ g O THE (—¥F0
FERAR L) BERRINET,

RADIUSH—/N\—EHB 1 —H—

RADIUS #— " — %] L TREREZ AT L, S Shica—Y—2Fn 4 51203, ROFIEZ
FATLET,

FIE

AT 71 [Security] > [RADIUS Server] > [RADIUS Server Rejected Users] 227 V v 27 L%,
G SN2 —FRRDT 4 — /L R L L HITRRENET,
« [Event Type] : IROWTNNDA T a U RERENET,
* Rejected : L—W—FHHE S hE LT,
« BE#1Z5 ¥ (Time Change) : 7 /5 ZADBHNEHEIC LI~ TEFEENE L,
«Utv b (Reset) : TAANEREFIZL Ty hahE LT

B tx2U7« |



| €%2u74
raDIUs 5 —<—FENAST > 1 [l

o —H4 (User Name) : S Sz —HF D4R,

e 22— Z A7 (User Type) : —FIZEET HROFRAEA T a  ONTNNRFRSINET,
*[Login] : HHLT 7/ & A2 —H—
* [802.1x] : 802.1x X NU—2 T /&R 2—H—
*[NA]: Uty b4~ M

* [Reason] : —H —3MEA S 72 FlLH,

* [Time] : = —H —HHEE S 7z el

AT T2 HEREINTZ2—TFOFEMIEHREZFRT D121, TO2—F 2R LT, [Details] 27V v 7 LET,

RDT 4=V FRFEFINET,

\)

G¥) ZON—=UDT 4=V R, BHELTCWAT IO NDEA T EEDT T N TZE LG
AERICE > TRARY ET, BT RNTOT 4 — /L RRERINLIDITTIEH Y THA,

* [Event Time] : LFEM,

* [User Name] : it &M,
* [User Type] : it &M,
o JEAELE (Rejection Reason) : Z—WRHES S 7= B,

*NASIP 7 KL &2 (NASIP Address) : Network Accessed Server (NAS) ®7 KL A, NAS
IZ. RADIUS 7 74 7 > & FATLTWVDH AL v T TT,

HEESNnNa—VoTr—7 1% 27 ) 74+ 520%, [Clear] 27 V v 7 LET,

RADIUSH—/\—FHBANAST > 1)

NAS 7% RADIUS $— R — T3k S TungnZ kﬁ)ﬁ.mntuumj:ﬁ%%%ﬂ#ﬁﬂé /J/—(@$
IEZ 94T LET,

FIE

AT 71 [Security] > [RADIUS Server] > [RADIUS Server Unknown NAS Entries] DJIEIZZ U » 7 L £,
RDT 4 — RNFRREINET,
e AR EAT

I X7+« .
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ATy T2 = N EZHIBT LI

t¥ausq |

« NBH72 NAS (Unknown NAS) : REAZ2 NAS A4 X2 " RFELE LT,
o KFIZZ % (Time Change) : 73 ADEEIDREHEFICLI > TEFEINE LT,

« Ut bk (Reset) : T34 ANEFHEICL-TY Yy haivE Lz,

«[P7 FL- A (IP Address) : REHZ2NAS D IP 7 L A,

« [Time] : A N> FDX A WAK LT,

RADIUSH —/\—#i 5 HIE R

RADIUS Y — "DO#EEHEHR A2 £ RT D FRIAEL. kO LY TY,

FIE

ATy T
ATy T2

ATvT3
ATv74

. [Clear] 227V » 7 LET,

[Security] > [RADIUS Server] > [RADIUS Server Statistics] DJIHIZZ U » 7 LET,

WOFT > a UinbREHER Y — AR L ET,
* [Global] : X TDO2—H —DfFFHEH

* [Specific NAS] : F#7E D NAS OFEFHE .

[Refresh Rate] % &I L £ 7,
WORFHER DT RSN E T,

nuuiEj— ]\JZOD%'fD/\b‘/ }\ik

FOREAR— M TRAF LT T > FOK,

REAZRT RLADSDOEET 7 & 28k

R NAS 7 RLAMWSDERET 7 & A E R,

HBERT 7 & AEREK SR LIk Sz 7y ho%,
EIEFHRT 7 & AFFAE BESNIT 7 B AT O#,
EEERT 7 & AR RESNIZT 7 B A G DOH,

EEEBEHLT 7 AT ¥ L U

%1§éhf:7y*}zxa:“\7 1/?/“}@%&0

FERMERT 7 & RBREL

ZAR LIERIEZRT 27 ZRER DKL,

ARERBIEa— K %f'H: D %{;;}Juﬁgjkiﬁ

INAT— KMIELL 2WEERT v DO,

FDDFR D;&‘H:V)%'fmuuui/\b‘/ &

ZDOMDFY ZF 5 AEERIE T~ DX,

. X2 T+«
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s1+zvoERY—1— |

R A T OFEEFRIE T v Mk

R & A T OFEEBIE T v DO,

THOT 4 TR— b EOBERT Y b

THOT 4 TR— bk EOEFET v O,

RHART RVANSDEET AU T 4 7 ERE

BT RVAWSDERET IO T 4 TERD
.

HEEET DT T 4 v T ERK EBIREET T NESROHK,
REFHT T T 4 v T REBBT T T 4 v T IEDOR,
HEEBHNT T 4 v TERE WY T T T 4 T RO,

Z:Efiuuuﬁj—%%{*og{QTﬁlj/T/f v TR
%

RIE7:
DL,

AR = — ]\;}c—fﬁ:?%'fn.?jj]j/T/l’ NS

ZTOMDREY ) BET H T 4T b
%

ZTOMDREY D BET T 4 Ty b
DI,

FEERFLGRT DD T 4 T HEREL

EBERITET I YT 4 TEROHE,

R A TOEBERET O T 4 v T80 M

B A TRADKET B T 42 70y N DK,

RTVTE WU BEI VT HITE
RTYT6 WU HEEHTHIIE

@4T5v7ﬁ;

H—/\—

. [Clear Counters]| %7 V v 7 LE7T,
. [Refresh) 227 U v 7 LET,

A[ZE 5% (CoA) X RADIUS 7’'u b a LV DHEETH D . AAA £zt dotlx =2—H—& v 3

/753574"% Y ZICERTEET, ZhiZ

AENDBAOEFEOYFR— MR EENET, T34 A

LET,
by a DY

e IRA FAR— |k CoA a2~ FOERML

iE, 2=V -0t L O —F—t v 3 Vil
RO CoAT Vv ariEYiR—h

e IRA FIR—F CoA a~ 2 KD/ A

e IR A I CoA <~ ROHEE

{kmillg%;{??bf BRI — B R DFERE,

R, TATT 47 (AAA) F—E L

TT NS AL ET, BAEF (CoA) IZTRADIUS 71 ha/LDYEETH Y . AAA F

7iX dotlx 22—V —k v a2 H A3

Yy ZWERTEET, ZZiE, =2—F—0dls

FRa2—VP—t o a VIZEAINIRBAIOEEDY R— " BEENTT,

X7+« .
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AT 71 [Security] > [Dynamic Authorization Server] 27 U v 7 L £,

ATYT2 ROBEEATVET,

RIE

Bl

T 7 A DY — A —F—
MD5

TNRA AL CAV TAT v MEOHFEXF—Z2ERLET, KOWTANE
IR L E9,

e /2L
 BEFEDOT 7 4V b X —ZHERTT D
o 22— P —FEFRMF L)

= G5

F—DOMDSH A = A b

7 )b b CIERES

UDP Port

CoA BRODO UDP AN — N & ET D& A LET (HiH0~59999, 77+
Vb 1700)

RAL L AU vy T

CoAT7 7V r—arvdDa—Y—ZL KA DOF T araRELET, UL
ToOWTNILOA TV g 2R L ET,

* [None] : RKAA DHIBRZ L

s [Left to Right] : ZDOENSAF—T— RiL, E0nLAIZHEN»> TBEIL
THRANZHDON o727 U I X TUFHN Kb LEET,

* [Right to Left] : ZOENGLEF—T — RiX, A0LAEICM> THEL
THRINZZDN-TeT U I THXFINEK DL ET

RAAL T IH

ZOTVIZT A=A RE AL TV IZEBELET, XF5IHEL
TROWTNIPOAT > a 2 BRTEET @, /0§, % \\ # £

o

AT v T3 [Client] 7—7 /WL, FFED CoA 7 FA T hDCoA 7 7A T hZEDMDS hr—N"—F—2ERLE

T, VI9AT L N EDF—

I%. [Default Server Key MD5] &% i CEZINIZF—% LES LE T, FFED

CoOAZ T7A TV MZHLTHEF—NERINTWRWGAE, 7 747 > M [Default Server Key MD5] % {i ]
LET, FFED CoA 7 7A T v FOF—ZBMEITHET 5121, [Add] F/2IFX [Edit] #2 U v 7 L,

ROEITHEL LT,

o [IP Address] : CoA 7 7 A 7 2 h® IPv4 £721L IPv6 7 KL A

* [MD5 Digest] : KiEFK (7 74/ 1)

* [Server Key] : IROWF N E B L E7,

. X2 T+«
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s14rzvoEay—r— [

* [Use defaultkey] : ZDHE. T 74/ bOVP—_"—F—NEHINET,

* [Keep current user defined key] : BIED 2 — P — TR —DHEF SN E T,
* [User Defined (Encrypted)] : 5k SN2 BATHF—2 AT L E T,
« [User Defined (Plaintext)] : 7L —> 7 ¥ 2 MEXTHF—%2 AT L£7,

ATV T8 [Applyl 7 Vw7 LTRELAEM LET,

AT w5 KT, [Client Address] &R L, [Counters] %7 U v 7 LCH YU X aFRLET, ROEXT, Ky 77T v
TNWRRIND T 4=V FIZOWTEHH L ET,

TJ4—ILF iz

IP7 RL A IP address

Average ACK response | 3 U FD AL D) ACK SR R,

time

Requests CoOA 7 FAT v b bEELEZEREID N LET,

Transactions COADSET "I oW orvarvahyrbLET, AL YvFNCAZ TAT b
MODOBERITEELTACK £/-IENAK 22T 5 8, T hov¥Fra v
MNEALET,

HiEfE ZELEEEESNT COATEREZ I T FLET, BEE S CoA BRI,

ZEORFDF DS RTO B R OFRIF L [F U Th 2 ERKTT,

Active Transactions

BET VT4 TR T orvary, 77747 707 arbid, CoA
I IAT 2 "B OEREZ(E LA, ACK £72IENAKISE N F 72245 ST
WRW R T Y7 a T, ACKELIINAKMN IR ESIND E, 2w X
X770 A MENRET,

ACX Responses 2A v FNSLEESNT ACK ISEDEAE I T FLET,
NAK Responses AL S FINLIEESINT NAK JSEO¥KAEH 7 N LET,

t*2U74 |}
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B oyosx

J4—I)LFK SBA
Invalid Requests AL FNZE LT ER 2Rk E 7 b UES, EHARERIT, ROWTHR)
"C:\_a—o
cHRND—7 Ly RBRT AL RZEESINTWEY—2 by he—K L7
UWVEESR,

o By va VBRI O IRNER,
e FIR— RN ENTWARWBMEZEE R,
e PAR— P ENTWABBIEIZED R,

* event-timestamp 23T Cld 72\ 72, F 7213 event-timestamp M ZH T, {5
L 72 BRIZ Z DRI E E TV T D ITITE S L7 250R,

« Event-Timestamp JEYEDS BT TlX 7200, R L TV HELR,

o —W—FWENFE T K v 7 &z Tdisable port] F721% [bounce port]
avy FT%AE LI EEK,

Errors TT—% b MLET, =T —%. UV —RORENFEK CER MBI TE AR
W T —Th D0, COAZ TA T MI—27 Ly RREESH TN
BIZHAETHAREERH Y 7,

X7
N

Oo4 >

i

GE) ZoOFFEIEL. [Advanced Mode] B = — CTOHMFH T 97,

F 7 F N hDa—YP—4 /32T — R, ciscolcisco T, T 7 4L hDa—HP—4 L2 T —
RCTHlbTarZA 358, FILWRATU—REANTLIITROLNET, NAT—FD
MY, T 74V FTENZR > TWET, BN L7 RAY — RB+HGICEHETRWEGEE
IE, BIDONRAT — REFRT D X2 RDHNET,

FIE

AT w71 [Security] > [Login Settings] %7 U v 7 LE£7,
AT9 T2 WZ, UTFTOEAEZRELET,

. X2 T+«
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OJ4 VBT .
T3y SiER
NAT—R =V [Enable] AL, RAU—R—U U T 52AR)
CLET, ZOMREIZT 7 40 FTIRESNC A - T
wi?o
IRAT — Rom— v J R INEITHIZE, BEEANDLET, &1
365, 7 &/ b 1 180)
GE)

NAT — ROFIED 10 BAEflC, SAT— K%
BEERTCTELREEX v —UNFERENET, 22—
W3 2 AL L CL EEROA IR E CRE 7D
Axv%h%%%ﬁ%ﬁmfﬁi#o

BT D/XA T — KB Z OREE AN Zi%[Enable] A T LET,
Z DRE 177ﬁwaiﬁ% poTWET,

RAT— K@D w7 bk HIEO/RAY — ROBEER LET, IHETE
HEPHIT 1 ~24 T, T 740 ME 12 TY,

/NS AT — N R NRAT—ROXTHEAHLES, (HPH: 8~
64, T 7 ALK 1 8)

PR SN D LFOMED XL W LT IRT Z LIXTE A, SRS
NHLFOMBELEEE AT LES,  (HEk
~16, 774/ h :3)

X —R— R — 2 DRI [Allowed character repetition] : = DFEEEZ AN 5
ZiX. [Enable] #4 N2 LET, ZOMEIXT 7+
VERTET 4 E—T MR THET, AT
L RNART— RIZ3 DU EOREEET 5 QWERTY $—
R R FELFHTEEZDDL T LITTEEE A,

LFT T ADERINK NFT T ADRMNEEANTIUET,  (FH 1~
F7 4Lk 3)

GE)
IRAT — ROBHES O/ — IR D EBY T,

T 7 AN NDOINAT— ROF/NRIL8 LFTT, /AU — RIL, 8~ 64 LFOHPATHETEET,

« T T ADRNE N AT— RIZHEHTOMNERNDDEEIERLFEI TAOH (7T A2 L1F, K
SCF N, B, BSR4V R TIEL R NEIE3 T 0~ 4 OFIETRE T £
T (0 & 1ITRERERIICIRI L TY) o

ca P L R o TREE BTSN ART— K (WU [v—2 Ly b)) 1, — RS R T —
ROU X b EHBESRET, =2 Ly MC) 2 FNOKEREEN TV B HE, 2—F—Fkox

I X7+« .
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| BECZOEETELD

T —AyE—UEZITRY | BIONRAY— NEFANTHLENRSH Y £7 : [Passwordrejected- Passwords
must not match words in the dictionary, and must not contain commonly used passwords|

AT XANMNEAFGOHGE (Fay=/ MBLONRNUF—4) "R TU— RN E, =—WF—4, Tlciscol |
lcatalyst] . E/ILZDOIREEZEZO TR EH A, TILHDHFEO W GEALCRKILT & /NCTF O
HEDEL ZOFIRBOXR LD T, RO LD RMOLFITEZ X LD FH ZOFIRICE F
nET: Is) ofbod 18] | Ta) oYV D T@) . To) DY D To) . 1) OfkbHoO
My . ly offboo Iy | Te) ofRboo 3] IfEHTEEFA, =& 21X, C!1$c0678! IXFFH]
EhTVWEEA,

BAIDNNRT— FOES

=P =B LVWASZAT — FERELEI ETDE, RUHEREINL AT —ROU X b &SR
£T, HLOASRT = RB, EDONAY =N 2 MHNOWTHNDONAY — FE—BF 50, £D/IA
U — RTHEHILHETT, VA NDO/NRRAT— REDWIRTIE, KT E/NFREBI SN ER A,

LS AT — RN EFEROELRZHER L T RWGE, 22— —REER S, 22— =3B AT —
RERETDHLENDD FT,

EREXFDESE

NAT— RIZiE, 2 XFULEOERGT LI L TFERIIETEZ2EDL LT TEEHA, ZORIRIE, KT
LN OB g L7 SCFIc@E A S E T (B 0 AbC 7213 aBC)

B RAT — ROf] . TeFgls2!$) . Tazth567%) .

INAT— RN EDONL—VIZHER L TWRWEGE, REFES S, 2—F—3H LW IR T — R &
TETHMERHY F9,

A4 Aayy58hy
A

GE) ZoO#REIL. [Advanced Mode] £ = —COREHATE £,

TINAADT RUARDNo TVWDEGE, BEOH D2 — —DNEEERE LA D5 RN H
DFET, BFEEREL T, BT, B3Erbon A4 R A 230775 BE S
NnNr=7mtv2xcd, BEREO L, EBIZT AL ZA~OET 7 v A EFTSETAZ T
hd‘O

IINDORBEEL TDIZ, FREORFMEEHAN TR S b v /A VTR ZHIRT 5 L 5
TN, ZAERE L, KR LTZBATAEE ORISR E LBk < 5T — NI 2 ER T 5
ZENTEET, FHEDKH (within seconds) WIZ, F8E S L7 BIE O T2 R L 72

(attempttries) &, T3 ATHEE S7-HEH (block-forseconds) D, BN\ 74 L5k
TEZTANETAL, 2L, 22—V —ParA( A5Hz2 s, MEre /A4 2l The
TA LV TERDPSTIGEICHIAET LR H Y £3,

B tx2U7«
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\)

GE)  fREOHRBANICHEE SR On 74 VT RERT S &, T ZIHEE— FICAD F
J, telnet, SSH, SNMP, HTTP, HTTPS #& &, §&t— ROMITHEGERZZ T H1T72<
R0 ET, FHET— RO T T2 L, T80 AFEHEROZ T ANEZHRLET, &
BE— FORGARERE & & TRMIX, Syslog A v E—Y TRENET,

KU TR TIREOE, SR LT A RIE S o MRk 2z B L Th U v b2 0ENDH Y
E9, #EHMPIE KELERITEI v o P EnEEA, RS TS & Rkl
RITOA T FREASHET, 2 ~—PUNDEITH, ZOREZERNICT D Z & TR
rH & T &£,

FIE

AT 71 [Login Response Delay] ¢, [Enable] #4112 LT, v 7 A VINERBIEEZ AN LET,
ATw 72 WiZ, UFOHEAEZRELET,

r7Toay 5 BA

Response Delay Period ISEREHIM AR CA L TRELE T, (G
1 ~10, T 7xV b : 1)

Quiet Period Enforcement [Enable] #4212 LC, Bz @EA L E7,

Quiet Period Length RS OR S 2B TCAN L TRELE T, (F
i1 ~65535, 7 7%/ b :300)

Triggering Attempts N =0 TEE A AT UES, (1~
100, 77V b : 4)

Triggering Interval MU —EROBEE AT L ES, (P 1~
3600, 7 7 4 /L b 1 60)

BEHT 7 EA a7 740 (26 %3—3) 7 7 # /L hE%EIX [Console Only] T,

G¥) G¥)
V%I vy 73 5L [Security] — ZORay I ALE, BEEOTRTOT 7' A
[Management Access Method] — [Access Profiles] ™— |72 7 7 A VDA T > a UREENTNET,
CBELET,

t*2U74 |}
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B oy ogExs—sz

OJA4 U REXT—2 X

F—EHE

GE) ZOEIL. [Advanced Mode] B = —TOAMHHTE 7,

[Login Protection Status] ~— 1%, #ATSINIHBESR VA 2T —Z B L TR R LET,
(vrA4 vz —PuarA4 AFRE SN2 ——ICERT 52, EEOKBITER T 5 0%
KAlESERHA) . [Refresh) RE &7V w7357 —2REHINET,

[Login Protection Status] DX E % F7~9 5 121X, [Security] > [Login Protection Status] D JIAIZ 8& R
LET,

* [QuietMode Status] : 77 7 4 7T ETZIIIET VT 4 TOWTNWINDARAT —HF A2/ £,

* [Login Failures in the Last 3600 Seconds] : [Quiet Period Length] /X7 X — % TEFE S AU 7K
ORGETFIZRELTv 7 A T — O %EF R LET, [QuietPeriod Length] I%, [Security]
> [Login Settings] ~X— ¥ TR E S N7 B HALOfE T,

nJA T —T =T MR, ROBEEBRRINET,
* [Username] : == —% — D4 Hij
* [IP Address] : =—HF—D P 7 KL A

e [Service] : fEHH SN TV A Y —E R, ZHX, HTTP, HTTPS, Telnet, SSH, F 721X SNMP
DNTNHTT,

¢ [Count] : FATSNTom T A =T —DH,

* [Most Recent Attempt Time] : KL L7= 1 27 A > 35RAT ST Bl O FRER,

OB ar T, RIPRE, 77U A —2 g7 0 halOX—F = — 0 ORETFIEIC
DWTHBH L £,

=JL ==

F—FI—URE

FIE

HLWF— F o —ZERT DT, ROFIEEZFEITLET,

AT w71 [Security] > [Key Management] > [Key Chain Settings] 27 U v 7 L %7,

B tx2U7«
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AT9T2 HLnF— F=—r%BMTHI1E, [Add] %27 UV » 7 LT [AddKey Chain] X— Y ZB&, RDO7 1 —)b
RIZATTLET,

s [Key Chain] : ¥ —F = — > D4,

* [Key Identifier] : & —F = — > %33 255D ID,

* [Key String] : ¥ —F =—2 A MY VT DE, ROWTNILOLE T arE2 AN LET,
* [User Defined (Encrypted)] : 5t/ 3— a 2 AT LET,
* [User Defined (Plaintext)] : 'L —> 7 F A M=V a v E AN LET,

GE)
[Accept Life Time] & [Send Life Time] D i 5 DIEE AJ) 525 Z L3 TE £ 9, [Accept Life Time]
I, ZELTWE ATy hOF—iilF 0N AN e B 5 IR RS E T, [Send Life Time] 1X, 215
LTCWaH 7y hOF =ikl F DN BN G EICRRINET,

* [Accept Life Time/Send Life Time] : Z DX —%2 & ¢/ v EAZITANOGNLREREZRELET, KD
T arDVTNEERLET,

* [Always Valid] : % —#&53l] - ORI HIRIZH » £ A,

« [User Defined] : ¥ —F = —  OIEGEHMICIZHIRRH Y £T, ZOF 7T a URBRENTNS
BElx, WO7 40—V RITEE AN LET,

GE)
[User Defined] Z# B8R T 5 &, v AT LKL % FE)THET H 5>, E72IL SNTP O ET 2 E
N ET, £ L7 E . [Accept Life Time] & [Send Life Time] X5 12 L £,

WD 7 4 —v KiX, [Accept Life Time] 7 4 —/L K & [Send Life Time] 7 4 —/V RIZBIHF L TV E
‘g—o

* [Start Date] : ¥ —@ Bl R AMN e Db RVHMNZ AT LET,
* [Start Time] : [Start Date] (ZHBW\ T, F—khlF N AN Db RWRZEZ AT LET,

* [EndTime] : ¥ —ikBl RN ANTHLREDOHMZBELET, KOLT T arOWNTRNEETINL E
R

* [Infinite] : F—5F D IEFHIFICHIRITH V £ A,
* [Duration] : & —ikBllF DAEFEHIFICITHIRA H Y £, ZOF T v a URBRINTWD5GE
iE. ROT 44—V RIZEEZATILET,
* [Duration] : ¥ —#Bl TR HEHTHDHMHMOE S, ROT 4=V RIZATLET,
s [Days] : ¥ —i#lBl RN EZTH D B,
* [Hours] : & —kBll 1038 %h T b 2 REEIEL,
* [Minutes] : F—k5 72 HTH 55745,
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* [Seconds] : F —ilBlI TN A2 T 5,

ATYFT3 [Applyl 27 U v LET, REIL, Ef7ar74Falb—vary 77y MIEZIAERET,

—
T—iRE
BEFEOR— F = —IlF—%2BINT5121E, ROTFINEEZEITLET,

FIE

AT w71 [Security] > [Key Management] > [Key Settings] #7 U v 27 L £,
RATYT2 FLWF—XFFEBIMT HI0E, [Add] 227 ) v 7 LET,
ATYT3 ROT 4=/ RIZATLET,
* [Key Chain] : ¥ —F = — > D4,
* [Key Identifier] : & —F = —> Z #5324 D 1D,
* [Key String (Encrypted)] : ¥ —F = — V LFHNDE, ROWTNOA T a2 AN LET,
* [User Defined (Encrypted)] : K55k N\—2a &2 AN LET,
* [User Defined (Plaintext)] : 'L —>7 %A k= a VE AN LET,
* [Accept Life Time] : ZDF —&FZLe/ T v FIRWOZIFANONDNERELET, ROF T g v
DT RN L ET,
* [Always Valid] : % —f]F O AR HIMICHIRIZH 0 EH A,
« [User Defined] : 3 —F = — > OEGEIRNITHIEN 50 3. 204 TV 3 V2RI L8541,
T [Start Date] & [Start Time] (ZfZ AL £9,
* [Start Date] : % —ahll AN DK B FVHEMEZ AT LET,
* [Start Time] : [Start Date] (23T, F—i kBl DA Db RV EZ AT LET,

* [EndTime] : F—ikBI T BHNTH L REORLUEZERELET, KOLTT v arOWVNTNERINLE
—gqo

* [Infinite] : F—FH/F OIFEFEIRNITHIRIZH D A,
* [Duration] : F—ikBFDOIFFHIFICITHIBRH Y 9, 2047 v a UBRBRENTWHDEE
L, D7 4 — N RIZEE AT LET,
« [Duration] : ¥ —i#F N AR THLHRHOR S, RO T 41—/ RIZATILET,
* [Days] : ¥ —i#Bl RN A TH D HEL,

. X2 T+«
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« [Hours] : % —#k3 723620 Cdb 5 R,
* [Minutes] : F—#5l2H 20 Th 5 0%
* [Seconds] : F—iksll A ETH %L
* [Send Life Time] : ZDF—2Fip/ 7 v bRV OZITFANONLNERELET, 774V hOFT
varuaF UL LET,
* [Always Valid] : % —i#&53] O ERHMIIZHIRIZH » T A,
* [Duration] : & —#kBlF DIEFEHIFIZITHIRA H Y £, ZOF T a URBRIS TN D
iE, RDOT 44—V RIZEEATILET,
« [Start Date] : (57 A 7 X A ANER B ROVAMEAT LET,
* [Start Time] : [Start Date] (23T, &5 7 A 7 X A ABED e b RORZZ AT LET,

* [EndTime] : P57 A 7 X A4 AR R EGEDORFAEZIBE L ET, ROFTT v a rONTpERIR L
i‘é—o
* [Infinite] : 5T A 7 & A LOFHWMAHIR I EEA

s [Duration] : 557 A 7 XA LOFGHMMBHIRENET, ZOFT T a VRRBIRINL TV DHEHEE
3. KO7 4 — )V RITEEZ AT LET,

s [Days] : X —iB T2 AZTH D HEL

* [Hours] : ¥ —3n 123G %0 Td 2 RFHL
* [Minutes] : F—# 5+ A2 Th 5 0%
* [Seconds] : F—AlF 3G %N T DL

ATV 4 [Applyl 27 U v LET, BEIF, E7ar 74 Falb—vary 77 MIEZXRAERET,

EET7IO XA
N

GE) ZOFEIX. [Advanced Mode] B = —TOAFHTE £,

ORI varTi, SEIEREHFRXOT 7R =IOV TEH L E T,

TI7RATa 77 AMIED, SEIET 78 AFKKTCT RS RIT 7R L TWE2—FD
uuufbkc]:'o\ Tjjffﬁ ﬂ%i@iﬁ‘ 77“‘2%7‘3774/1/i fl:jdeﬂi@%'fmﬁﬁ‘ro@g@?yﬂz
2 EHIRTE £,

X7+«
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TIT4TIRT I vATa Ty A VB LIOERT 7 ¥ AFGHHTROW IS LIz —HFCo
By TNA ANDERT 72 ANFESNET,

FNRAATIEE—FEIZ 1 ODT IV ®A a7 7 ANDOIRT VT 4TI TEXET,

TR T T ATl OFEITEREOL— L TRERSNET, L—UE. TR 7o
7 7 A NVNOELNENLONERF (E2S ) TFEITESNET,

—E, ROER G 7 4 V2 TRESILET,
* [Access Methods] : 7 /31 AT 7B A L TEEHT 720D KA,

* Telnet
« &% =7 Telnet (SSH)
* Hypertext Transfer Protocol (HTTP)
« &% =27 HTTP (HTTPS)
+ Simple Network Management Protocol (SNMP)
* All of the above

[Action] : A ' Z =7 = A ZAFETUTIREITLT FLA~DT 7 A7 5040 T 50

* [Interface] : Web N—ZDFREL—T 4 U T 4 ~DT VB RAZFFAIETCITELT SN DA —
;. LAG, F72i3% VLAN,

* [Source IP Address] : IP 7 RL A E 7237 x> b, HHIK~OT 7R L, 2—% 7
N—TWTRRDZENHYET, 2L 2E 1 DOx2—H% JL—TIZTHTTPS > ¥ 3
VEMERALTORT N, A ETY 2 —WZ T BEARATE, Bl z—Y 7 )—F X HTTPS &
Telnet DE DO v a P EFHALTTNA AT 22— WIT 7 AT LA™ H Y %
R

ToOERTOIT74)L

[Access Profiles] X\—VIZIZERSINTWNWDLT VA a7y A VRNFRENET, £/, 7
TT 47T BLIODT I8 ATa 77 A NVERIRTHZENTEET,

A—YRT VB AFRKENLTCT A ANDT 78 AR RADL L, T A, 2ok k
BT NRAANDERT VCANBT 7T 4 TRT 78R TR T 7 A 1MIZ iof%ﬁ%:ﬁTéﬂ
TWDINEI DTz LET, —HTDHT 78R Ta 77 A NNBEONLRWGA, T2
ERITHELSNET,

FNAANDT IV ADRBN, TIZT 4 TRT VAT a7 7 A NVCERK L TWSLIEE, T
WA AE, VAT LERFICEDOT VB AORLEEET D Syslog A vE— V&AL ET,

AV NVNERAT VAT a Ty A NET I T 4 7L LTS E. ENEET 7T 4 72T DM
—DHEF, BHAT— a LTS 20 a Y — LR — MIEEREFT AT
7,

ZEICHOWNWTIE, TR 77 AL — (28 X%—) EHRRL T XN,
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[Access Profiles] X—YZHEALCT 7 v A 77 7 A VEERK L, BADO/NL—LEBINLE
T, TI7BATB 77 A NIZ1ODN— )V LINEORWERITE, TNTKRT T, 7urr7A
A=V 2 BI04 521, [Profile Rules] ~— Y & H L £,

FIE

AT w71 [Security] > [Mgmt Access Method] > [Access Profiles] %7 U v 7 LE£7,

RT9T2 TOT 47T 78ATaT7 7 A NVEYYEZ ST, [Active AccessProfile] K v 7' X 7 A =a—inb
Tu 7y AVERIRL, [Applyl 27 V v 7 LET,

RTYT3 TIT4T TIVRATO 7y ANEREHERT LRy T T v I RERINET, [OK]Z27 U v 7 LTE
EEMET D), [Cancell] 7V v 7 LTEEEX v L LET,
ATv 74 [Add] 7 VY v 7 LT, [Add Access Profile] X— Y ZB& E7, ZOX—=UTIE, HriLnwrmrr AL
ODON—IVERETEET,
AT 75 [Access Profile Name] # A ) L £9, AANIRK32 LT TRETE £,
ATV T6 RIA—=HEANTLET,
(NN TTAFT VT 4 NN DT ITAF VT 4 2 ALET, Ty FRA— W —ELTZ5E.
22— TN—TET A ANDT 72 AR E3 BT SINET, Xy MNIRIIO—HIZHKSX
BAEENETD, L= VOBEIEMIZ Sy NEL—ADwy F Lo Il > TEETT, BbEE
SFelERzix M) <4,
[ EHEK]: VDM LERDT 7 AFRERIRLET, KO T arndb 93,
s [All] : TRTOEHAFRE ZONL—LIZEID Y TET,

e Telnet : Telnet 7 7 B A 70 7 7 A VR ZERT2TT SA ANDT 7B AZERTHa—FTx L
TT 7B AR EITHEE L ET,

e £ 27 Telnet (SSH) (Secure Telnet (SSH)) : SSH 7 7t A 7’117 7 A VEA &2 95 /3 A
ANDT I AEBRT H2—WFIZH L CT 7B RAEF A EI3EST LET,

«HTTP : HTTP 7 7 B A 70 7 7 A N ZN T2 T T A ZA~DT 7 AZERT L —W 2 A
FFESTLES,

« &% =27 HTTP (HTTPS) (Secure HTTP (HTTPS)) :HTTPS 77 & A 717 7 A VAT
FTTNRAANDT VB AZEHRT D2V L CT 7B A E I3 HES LET,

*SNMP : SNMP 77 A 707 7 A VEMEHT-TT A ZA~DT 72 A2 BEWRS 52— %3
A FE 7 ITEA L ET,

[ TITar] O UIZEIN Y THUBERINLET, ROLT T aribh £7,

« #H (Permit) : 2—PRT BT 7 A NVOREL —HLTWDEE. T/ A~DT 7 A Z7]
LET,

s [Deny] : 2—HF—=NT 07 7 A VOFREIL BT L5E., T A~DT 78 RAEHESR LET,
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(A F =T oA R ZON—MTHID B THA U F—T = ZAERRLE T, ROFT =
VIRV ET,

«[All] : TXTOAR— bk, VLAN, BLOPLAG IZHEH I ET,
[P —EE BN LA v —T = AT S ET,

[ AVH =T A A]: [ =T —EHZREZRIRLEE/IE. A VX —T A AFFEAN N LET,

c[EEILIPT RLRAIZHEA ] : 2OT 782 707 7 A MZEID Y CTHRETIPT K LADX A T %
BN L E£ 9, [SourceIP Address] 7 4 —/v RiZV 7 %y hU—27IZ L TCHZTT, IROWTHHOE
IR E 7,

Al : TRTDEATDIP T FLAICHH S ET,
[V —EEK]: 74—V RTEELLEXATOIP 7 RLARZTREDETHR 7,

eIP/X— 3 (IPVersion) : EXETLIPT RLADONR—V gy (R—=Tar6F3inN—Tar4) %
AN LET,

c[IP7 RLA]:&EFEILIPT RLAEASNLET,

[FAZ]EREIPT FLRCHT Y TRy b w27 OBAEZERL, W O7 1 —/L B
HaEATLET,

e Xy hU—2 =X (NetworkMask) : EETLIPT RLAMNFTET AV 7y FEZEIRL, Kv
M 10#EELEFLTH 7Ry b~ 72 AN LET,

« L7 4 v AR (Prefix Length) : 7L 7 4 v/ ARAZBINL, ¥ETIPT LA FL7 4w
7 AT o8y FOBEANLET,

ATFYTT [Applyl 227 Vw7 LET, 778 A Fud s A ANFETar7 4 Xalb—ay 774 MWIEZIAEN
T, INT, ZOT 7R T T 7 ANET I T4 TRTIEA T 7 rA e LTRIRTE 7,

JOJ7AI)LJL—)L

TI7RATO T 7 A ML, THAAAOEBELET 72 ANHFTINTND2—H BLOWH
ENDHAREMNH DT 7 AR EHWT 220 DRKIZ8EDONL—ILE2EDHZ ENTEE
T, TR T T s A NVADOEL—IZIE, BETHIOOT 7 a5 128 ko
NI A—=H) WEENTWET, FA—WITELRNEN 25 0 . ESENEN 2L L— L8
BOUNCTF =7 SNET, BEAT Y MR — L E—FT 5L, FONA—VICEEMT b7
TIarNFEITENET, TI2T 4T RTI78ATa 77 A VN T—HTH/L—/LREoOhn
HRWEA, TOR Ty NI Rey7SnETd,

72T ITEHE L X —IZE Y TONTWVWAIPT RLAZBRSTRTOIPT RLANS
TNRAANDT I RAEHIBTEZENTEET, ZOFETHT S RIFHTE, BN
X2V T4 L EBDL I ERTEET,
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T T ANN—VET IR ATaT 7 A VENT 51, ROFIEZEITLET,

FIE

AT 71 [Security] > [Mgmt Access Method] > [Profile Rules] DJIEIZZ U v 7 L ¥,
ATv T2 [Filter] 74—/ RT, 7782 Fa 77 A VERIRLET, [GolxZ V7 LET,
BIRLEZT 7 BR T TdZ A NN TRT 7 AN b—)L T—T I ERENET,
ATY 73 [Ad] 27V v 7 LTL—aBMLET,
AT T8 RTA=HEALET,
[ TIOERTORT AN ] TV RERA T 0Ty A NVEERLET,

(N ANTTAFVT 4] = NDTIFTAF VT 4 2 AN LES, Ty EB— M= LT
2= TN—TET A A~DT 72 AEFAEIIFESESINET, X7y MIRPIO—FKIZESE
BEINDT=D, V—VOELNENIZ AT >y hEAV— LD~y F U I > TEETT,

[ EHAFKN N—NOXG LR DT VEAGRERINRLET, ROF T a b £7,
«[All] : TRTOEHLFXE Z O —IZEI B TETS,

e Telnet : Telnet 7 7B A 70 7 7 A NG T-TTNA ZAA~DT 7B A EZERT L2 —HF |5 L
f?ﬁtx %Ht[:j‘ifk_ i*ﬁrbiﬁ‘o

+ &% =27 Telnet (SSH) (Secure Telnet (SSH)) : Telnet 7 7 & 2 71 7 7 A LR AT 37 3
AASNDT I B ABERTH2—PICH L TT 7 B AZHFA T ESTLET,

« [HTTP] : HTTP 7 27 £ A% Z O/L—UIZEIN B TET, T3 A~DT 7B AZHRL TN DH1—
P—BHTITP 7 7 v AT 07 7 A VL6, £Oa—F— 3@ ET SN ET,

« &% =7 HTTP (HTTPS) (Secure HTTP (HTTPS)) : HTTPS 77 & A 7’'u 7 7 A L4t % i 1=
TTNARANDT 7B AZERT 22 —FIKH L TT 7 B AZFHFAIEITHELGLET,

*SNMP : SNMP 7 7 A a7 7 A NG ERGT-TT A A~DT 78 A ERST B2 —W 23
EEESLET,

* [Action] : IROWT DA T a o 2RINLET,

A (Permit) : ZON—VIERINTWNDA LV H—T =2 A AL TP V—APEO2—WFIZHT
BFNRAL AT 7B AZHTFALET,

<457 (Deny) : ZOA—UZERSNTNDA L H—T oA ZAEIP Y — A5 DL—F 545
FTNRA AT I AEHERLET,

[ F—T A REH] : ZTONV— BB TEHEA L F—T oA AZRIRLE T, ROFT T3
VB FET,

o [All] : T_XTOHAR— b, VLAN, BLOLAG (2@ H I ET,
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B e=7rtxa

e[ =P —EFE ] BIR LA — b, VLAN, FIXLAGAE 0 L4 THNET,
* [Interface] : BIIR 0D 7 ¢ — L KT [User Defined] 47> a VBN L2GEIE. /1 v ¥ —T =/ ZAEF
AN LET,

[ EETIPT RLAICHEA ] 2OT 78 A 707 7 A MZEIV Y THEETIPT R LADE A Tk
IR L E7, [Source IP Address] 7 4 —/V RIZH 7Ry U =271 LTHMTYT, KOWTNNDE
ZEIRLET,

cJAll] : TRTOXATDIPT FLAIZHAIHET,
[V —EEK]: 74—V RTEELLEXATOIP 7 RLARZTRED S THR £7°,

[IPR—=T g ] iEETRIPT RLADYR— FRRIP/N—T 3 (IPve £721301Pv4) & 3EIN L £,
c[IP7 RLA]:&EFEILIPT RLAEZASNLET,

[wAZ ] HEILIPT RLRICKTT D732y b A7 OFRXEZRIRL, WTIh D7 4 —/L R
fE&E A LET,

e Xy hU—2 =X (NetworkMask) : XEILIPT RLAMFTERT AV 7 Xy FZEIRL, Kv
M 10#EELEFLTH TRy b~ 72 AN LET,

« V7 4 v AR (PrefixLength) : V7 4 w7 AREZBEIRL, BHMELIPT KLA L7 4 v
J ALY o8y FOBEANLET,

AT TS [Applyl 227 U v +25E, L—NRNT 7 vAT0T7 7 A MTBMENET,

TE7 V7t RBAE
)

GE)  ZOFEIX. [Advanced Mode] B = —CTOAHEHTE E7,

Sléll

SSH. Telnet, HTTP, HTTPS 72 &, S F I EREHT 7 v A HFRIGEGESF R A2EI VB THZ &
75‘(% ij— mquk@ i D”—jj/l/f if\_ ‘H‘”—/\“—Ti'/f:fj ‘(j—o

BREIDADI R o TOBEENE. 2= DT AT T 4T 4 L5 [EEIABFER D 7
PRFESNE T, EKELENEN > TWARWES, 22—V —0 ID 2R3 KiEsh £,

A SN2 L OREEE AN, RiE RO BRIEFIC L > TR EY £7, %*ﬂ@l‘ﬁ?ﬁ' L7z
iﬁﬁfﬂﬁﬁT ﬁA\&LEWLtmﬁﬁﬁﬂ@%éhi? 7= & 2%, [RADIUS],
[Local] DNAIZFEFE S AZ IR L7256, B&E S 723 < To RADIUS 4}‘_/\— LTI
AF VT 4 EIC 7I)W%%hTm§#ﬁﬁﬂﬁxl_ﬁ W — I KGRRRES IV E T,

BABHENZ 2> TNTC, FRIEFEANKM L2566, 03— — DR L~ R+-43 7
e, 2—¥— @?/*‘/l’xf\@?ﬁﬂzxf&?ﬁréﬂi?o SFV, HDOWFEST AN TRERIZ AL

B tx2U7«
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Ltiﬁu TN, ZNTFRAEDRIT2AF I LE T (2O FEEhe/T L TROBREST NAEHT 5 2
LiEHY EFHEA)

@ﬁ%ﬁx’—\ mu@ﬁ%ﬁ‘ﬁfﬁ 7105’3'(1/\‘( &)’Z)jiﬁfmuu Y%E& Lfi%/El\ 77\47\ j:mu uiEo)uit
TR LET,
7 7B AHFROBIEARL ERT DT, ROFIELZFEITLES,

FIE

AT w71 [Security] > [Management Access Authentication] 27 V 7 L £7,
ATy T2 FET 7 AHAO [Application] (¥ A7) AT LET,

AT w73 [Authorization] Z3IR L, ZBRDOF XD —-ENSEIRL T, 2—VOFRIELFBAOM F 2 H I L E T,
A i ]\\\Zﬁigg*ﬂéﬂ(b\f@b\ia/\bi\ [ uEO)J%%?Téﬁ’Liﬁ“o IR ﬁ)‘jj o TV A B/\ Z—HFD
FEAEY FEEIABMERN T = v 7 SIvET, ZOHER L~ [User Accounts] ~~— 7 TCq 7]? LET,

ATv T8 KAIZMEH LT, [Optional Methods] 51l & [384R L 7= 720 (Selected Methods] #l| D] CRRAE T A& B @) S %
T BANTEIR LI AR EANAEH S5 A TT,

* RADIUS : = —#|3 RADIUS % — N TRAIB L URRRES L E ¥, 1 D E 72T D RADIUS H— 1%
RELTEBLERH Y £7T, Web R—=ZADREL—T 4 VT 4 ~DT 7 & AHRA RADIUS ¥ —
N2k o T 5 SN D X 95129 512iL. RADIUS H—/3—73 RADIUS J&: [Service-Type 6] 1

[ Administrative| Z X3 LERH D £,

TACACS+ : = —H¥[X TACACS+ V— TR B L UFRIE SN E T, 1 DF7-I1IHEID TACACS+ ¥—
NEJBRELTBSMLENDY 7,

None (Z2L) : 2—WILERALEGEDL SN2 THT RS AT VB ATEET,

2 —71/b (Local) : B—A/NVTNA RARFENTT —Z LML L Ta—F4H ENRAT— R F =y
JINET, 2—W4 LAY — ROLT T [User Accounts] X— Y TEZR L T,

GE)
iﬁftfﬁ@ [Local] & 7213 [None] 1, #ICHRIZIIBINT 5430 H Y £97, [Local] %7213 [None] D%
E%_{I:R L/vcuu quiJ: iﬁ”\fﬁ?ﬁ é j’bi‘j—

AT TS [Applyl 27 U w27 LET, BIRLUEFERAESANT 7 v A H & BT S E T,

X ATV TaT T—EEE

GE)  Z o EL. [Advanced Mode] B = —TORH T 9,
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SSD (X, T3 ADET —4% (NRATU— ReHF—7p L) Of#E, 22—V —ERERBIO
SSD L— NI HAD BB SN T — F BT —H ~DT L — T HF AN TOT 7R
DA /AR, BT — 2 EiraL, 7 4 FXal—ray 77 ALDOWI S ORHE 4 Ehi
L/i‘g—o

SHIZSSD T, T — 225 aL 74 Xal—2ar 774D EXa TRy I T v
T BFEARRICLET,

SSDIZ LV, WET — X2 DR#E L~V E HIZ AT TSR ETE £3, BET — X DR
@u«w X, %é@@w7v—/7#xbﬁ% T 7+ DN AT L— X2 EES Kb

WXL DR RORE, 2 —F—ERDONRRA T L — XSS LIC L X2 T ki E T
H0EF,

SSD IZ. SSD HHNIZHt - T, BIAESNTIKRBE LD Z—FICDI, LT 4T F—H~D
LI T I AT E LET, T AL, 22— VIS e RAE2E LT, 2—HFoKf
THEHT 72 AEFEEB L OHFGR L £,

%D%ﬁﬁbf%é#gﬁﬂﬁ>#b%¢ ﬁﬁ%i H— A NVRRET — # N— A& LT
mun 7111'{2;{@?‘35[\%;2%1%]\/71@ :L"—"j- mun 73'{ZXT{ﬁE}Eﬁéﬂ%}%meup PN
DBEDOLREMEHRLTZD THZ ERHERINET,

+725 SSD 1%, SSD /L—/L. SSD F 1 8F 4. BL O —H—ZIEAHH L TF 1 2D
BWmT — 2 2 f#ETH 0T, &512, T8 ADSSDHHAI, SSD 7T 4 B2 —
VPHIEOHRTIL., TNEHENSSDIZL > THRESN TRV YT 4T T—XTY,

SSD JO/\F 4«

FIE

AT v 71 [Security] >

SSD 7 X7 ¢ 1%, SSD HAIZFEH L TF /31 2D SSD B4 E B L OHIEd 2 —ED /<
T A—HT9, SSDEHIT., RO XK I a T 4 TS TWET,

cBUVT 4 T T E RS D HIEERET D,
eV T 4Fal— gy TrANDEX2 T 4 OBEZHIET S,
CHIEDO® v > a VINTHET — ¥ 2 FoRT 2 HIEEHIET 5,

SSD 7 u XF 4 HRET DL, ROFINEEZEITLET,

[Secure Sensitive Data Management] > [Properties] DJEIZZ U v 7 LE T,

WDOT 4=V FRERINET,
cBITEO T — B )V /XA T L— R X A7 (Current Local Passphrase Type) : BIfE, 7 74 /L b /XA 7 L—

RELF AP ERDONRAT L —=ZXDNTNMER SN T D pBFRSNET,

AT 72 [Configuration File Passphrase Control] : kDA 7'> 3 » Z3&IR L £9°,

B tx2U7«
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ATv73
ATvT4

ATy TH

ATvT6

sso—1 I}

o MEHIFR (Unrestricted) (T 7 4/V 1) BRET 7 ANVEERTDEXIT, T RATFDORAT L —
RXeGhET, ZHZEoT, TAALRAFERET 7 A NEZIT AN, 77 A NVINPHRAT L— X5
BHTxEd,

o« FIFRATE  (Restricted) @ 734 AT, NAT L —ANRET 7 A MIT T ZAR—FENDHDZEHIE L
F9, HIRE— RIE, k7 7 A VOB EALSNIEE T — X 2 /XA T L— AR\ T A A DR
HELET, 2V MK T 7 ANV TRRAT L= XA LI WAL, Z0oF®— R&fi AT
LRENDHY FT,

IZ. [Configuration File Integrity Control] Z A %0 L £,
BEDOY v a Y OFBEHRY) T— FE2@RLET,

s [Plaintext] : = —HF =TT L —0 T XX NOWET — X ICOLT 78R EFAINET, =—F =21
SSD /XT A —Z ~DFEAHIY MR & HEEIALMER A EINET,

* [Encrypted] : = —H —FR S b SN ET — X IZDHT 7B AEZFIINET,

[Change Local Passphrase] #7 V v 7 LC, LW B—H VAT L —X% AT LET,
« 774/ K (Default) : T34 ZADT 74V KN NAT L—XEHEHLET,

e 2—YEHE (FL—2 TF A L)  (User Defined (Plaintext)) : HLWIZATZ7 L —X% AN LET, &K
RILCFHIE 16 TT,

o RA T L —XOHeFR (Confirm Passphrase) : HT LVWWIR 7 L — X HEER L £7,

[Applyl 27 U v 7 LEd, RENEI T2 74 X2l —vary 7y A VIRFEESRET,

SSD/L—JL
SSD FiAHL Y 7 7 & AFF A3 [Plaintext-only] & 72 1% [Both] D= —H D&M, SSD HHIZ R E T
TETS
SSD L—/L &R ET HITIE, ROFIEEZEITLET,

FlE

AT 71 [Security] > [Secure Sensitive Data Management] > [SSD Rules] DJIEIZZ V v 7 LE 7,

ATy T2

BE, TSN TWDHAINFRENET, [RuleType] 7 4 —/L Kix, HEIN2—VEZROBAITH 50,
FET 74N FOHAITH DN ERLET,

FTLWHRIZ BN 51201%, [Add] #27 U vy 27 LET, ROT 44—V RIZATILET,
e 2—H (User) : HAIMNEHIN DI 22—V E2ERLET, RKOFT T aronTiunz@RLET,
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o B E D2 —H (Specific User) : &L T, ZOHRANEH SN ED 22— L EATILET
(ZOZ2—FIMLT LHERSNTNDOILEETH Y FHA)

o BEEED=—H (cisco) (Default User (cisco))
\i —é—O

e L~UL 15 (Level 15)
L\i—g«o

 ZOMANIEE D2 —FICHEASND Z L AR L
C ZORANE, HERL AL 15 BT ARTO—WITHEA IS Z & 2R

< FRT (AID : ZOHANT, TRTO—FITEHAIND Z a2 LET,

¢ F¥ %/ (Chamnel) : BRHIDNBEHINADANTF ¥ X NLOEX2) T4 LAV EERLET, KROLT
TarONTNNERIRLET,

e X 2T (Secure) : ZOHANX., SNMPBLONXML F v RLZE& LR\, X7 FvrL
(> —/, SCP, SSH. HTTPS) OAIZ@EHAINDZ L2 RLET,

s [Insecure] : /L—/L25, BF =7 THRWTF ¥ 1/ (Telnet, TFTP L OHTTP) IZOAiEH I 5
ZLERLET, SNMP & XML F ¥ R/UEEREE A,

e 3% =27 XML SNMP (Secure XML SNMP) : Z O#HHIA HTTPS £ 72137 T A N —{f#fFx D
SNMPv3 #2H D XML IZDO @A SN 25 L5 I ELET,

« JEE 27 XML SNMP (Insecure XML SNMP) : Z @B HTTP £ 721% SNMPvIA2 B LT
FA N — (R LD SNMPV3 FRAEDO XMLICOLMHA SN LICHEELET,

o Gt ALY 7 77 ZFFA] (Read Permission)

D AEY T 7 AFFRL & BRI EBEA T £, ARRME
RO ERBY TT,

s [Exclude] : it bIRWFAIY 7 27 £ A3, 2—FIX0RH5EXTH, BT 47 T =40
BAFITFFrl S E A,

« 7L —2 77X A FDH (Plaintext Only) : FFLE Y @EWGEARY 77 AFFRCTF, = —HFi%,
TL—=V TXARNDORDE VT 4T T2 OBRERFTFASET,

« B 5D 7+ (EncryptedOnly) : HFEEDFHAIRY 7 7 & AFFW] TT,

2—H, B bOHDE
YT 4T T EORENEFA SN E T,

il (FL—r FTF XK EH;E{L) (Both (Plaintext and Encrypted)) : fxm DFtAHAIYD 77 & R
HA T, 2P B LB IO L— THR A NOW S OT 7 v AFF A AR L, BEEER
ETVL—V TRRANDRL VT 4T T ORENTFRSNET,

e 77 )L hiprHLY £ — R (Default Read Mode) : ¢ X_XTDTF 7 # /)L ha B0 £ — KX, HAIOHE
B T 7w AFFANHENE T, KOG T a UBNFELE T, HAIOFRAIRY 7 7 & AFFANITEG
CC, —HUIHESEND Z End 7,

« &AL (Bxclude) : BT 47 F—H DAY ZFFA L EE A,
e B 5t (Encrypted) : BV 7 47 T—H IR S LB TR RIINET,

e FL—r 7% A K (Plaintext) : BT 4T T—XISL—0 TXANTERINET,

. X2 T+«
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ATV T3 [Applyl 227 U v 7 LET, HENETIL T4 Fal—vary 7y A VRTFESNET,
ATy T4 BRUZFANCH LT, ROT 7> a v a2F T TEET,

L= LD B, [fRE]. b LU [HIBR]. £/ [7 7 40 h~DE L],

« TRTOBAIFZT 7 4L M (Restore All Rules to Default) : t—F 2R3 H Li=5 7 41 FHAIZ
T 740 MHANZEITT L ET,

SSL Server

GE)  ZOEIL. [Advanced Mode] B = —TOAHHTE 7,

tXaT7 Vv b LAY (SSL) BEREIX. T3 A~O HTTPS £ v ¥ a &< 72D fEH]
LET, HTTPS By v a i, 735 A RICHFIET 57 7 4V MiEETHS 2 LT &
T, T 7 4V FOFEHEITFEAKR (CA) Ik TEL SN TV ARWED, 0T T oW
TIEHT 74V bOGEHEEZGHT 2 EEERELRINET, BETELCAICL-TELIN
TFHAEHEZERT AL 2B LET, T 74/ b TIE, T3 AT E ATREZRZER &R
GENTNET, HTTPS 1Z7 7 4V F CHDZ /o> TWET,

SSLH—/\—EREFELFE

X7 Yy hbAF (SSL) FRGEE, — P —EH—N"—RBV WD 57200 EF =27
RGBT A0 a han Ty, ==l a—HF—L TRXTDOWeb A L ¥T7
Ya il LET, ==L, BEMEOEWVEAEHRE Web 1 NMANTHZ ERE
<y ARVATANERICE D SNET, X VEYIRGRREC Lo T, Frlcémh, B, 720
AT —2%2HRGFT50 A bovxa VT s sffbsinET, BELE, RIEFEETEx 27
Ipa—WP—A BT arPROBNTWNET, == F 2= —NEEDODAYTHD
ZEEMGRTHOTEL LT, EHMANELET, ZHFW L OO FIETEITTEET,

FIE

AT w71 [Security] > [SSL Server] > [SSL Server Authentication Settings] DIEIZZ V v 7 L F 7,

SSL Y — R % — F—T/UZFEHE 1 L2 0FHRBERINET, 74— FiE, ROT 4 —/L RERNT
[Edit] S—Y TEZRINTWET,

« HEhE OB H  (Valid From) : iEFZO A O H 2B E L ET,
BRI O T H (Valid To) : iEAZOARMIROK T H 2T L £,

X7+«
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FERAEDO AR IT (Certificate Source) : AEFAE ORI, AT & (BEVER) Floida—9 (22—
EF) HEEELET,

ATYT2 THAALRAL2 OOFEAEREENTVET, DI HD 1 DT, HTTPS By v a VA TE L7
7T 4 TIREHETT, EHLoRT 7T 4 T iiEENE EFRT HITIE, [SSL Active Certificate Number]
T, T T4 7REEAE Q1 ERT2) ABRLET,

AT973 [Applyl 227 U 7 LET,

AT w74 [HTTPS Session Logging] £~ 2 > C, [Enable] # A L THMZLET, HITPS By arvax o/
EEHNCTHZEICED, 22— —iF, T340 AL > TEKINT syslog A vE—V %4 LT, HTTPS
tyaroty N7y 7 EOIMOETRI A B TE 97,

AT9F5 [Applyl 27 U v 7 LET,

AEAZERD AR

FNA AN HAWEEBIRS H7-01, F LA CBLATRES LIRS HA0RH 0
T HTLWFEEZERT 211X, ROFIEZFEITLET,

FIE

AT 71 [Generate Certificate Request] #7 U v 7 L £,
RTwF2 KT, ROT 4 — )V RIZABLET,

* [Certificate ID] : REBHE ID 28R L £ 7,

* [Regenerate RSA Key] : F= v 7Ry 7 AZ@IRL T, RSA F—ZHAERLET,

* [Key Length] : 2 20OA4 7> 2 (2048 By FEIX3072 By §) OWTNLNEF—DE I 23R
LET,

* [Common Name] : GEFAEFDOA AT Z AT L ET,

* [Organization Unit] : #H#kHEAZZ AT L ET,

+ [Organization Name] : 0% = AJ) L E7,

s [Location] : 3T & 721X iR 4 2 AT LET,

« [State] : M/ARENFRAE ATILET,

s [Country] : [E DA HTZ AT LET,

* [Certificate Request] : REFIEFZR OBAIGI KR SN E T,

* [Duration] : REFEN A2 HEIE RSN ET,  @EFAIL30~1095H, 774/ MI730 HTY, )

GE)
[Duration] 7 4 —/V FiZx, BEFOFEAELAREL L9 & LEEGAICOARRINET,

. X2 T+«
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AT 73 [GenerateCertificate Request] # 7 V v 7 LEF, H LWVGERAEN LRI, BEFOFEAENE S Hx b E
ﬁ—o

RATYT8 CAIZE > TEALSNIGENEE A Y AR— N T DI121%, 77T 4 7725 EZ IR L, [Import Certificate]
7 Vw7 LET,

ATYTS RDOT 4 —/LRIZATILET,

* [Certificate ID] : GERFAZ 2RI L 9,

* [Certificate Source] : HENVER SNIZAEHETH D Z L2 FRLET,
AERATE (Certificate) @ 52A8 L7ZiEAFICa ¥ —SE T,

« [Import RSA Key-Pair] : H LV RSA F—XT7 ~Da =& HNIT DL, D7 4 —/L RERIRL
S

« AB% — (Public Key) :RSAABIF—lzav’—&hE7,

« [Private Key (Encrypted)] : K5 5{LE T RSA X —%2 a8 —F 5I121F, 27 41—V RE#ERLE
R

s [Private Key (Plaintext)] : 'L —> 7 F%F 2 MERX TRSAE X —%2a " —F221Fk, ZO7 41—V K%
BINLET,

ATYT6 [Applyl 7 U v 7 LT, ARAREZF T2 74X ab—Ta @A LET,

25w T 7T [Details] RZ %2 U v U<, SSLAEMEDOZMAF R L E5,

AT w78 WIZ, [Display Sensitive Dataas Encrypted] #27 V v 7 LT, ZOF—%Mo b L TERLET, ZORZ
27V w7358, (Applylx 7 Vw7 LIc& &) MEXF DB SLSNTEBANTREY 7 A WVICEHEE
RENET, TFRA MBS LIhZBEATRRIND & ARZ 7 [Display Sensitive Data As Plaintext] (2
B, FOTL—V TFAITTFARERRTEDLRIICRY ET,

RDBRY
SIREFI—VDOERT

7“‘/\‘/]) 2%&@3%# CA L— ntunﬁ)%f j:fcf< EF'F“ﬁ CA R G )53 J:’)T%Zl éﬂfb\%)i}%/ﬁl\\

2—P—IT A RFEAFEOBLIEN SN HGERAE L. v— FEAEFEETOF = —W
@%%fl:ﬁﬂi%/f VIR— N ORENRG D £, PHFEEIL. [CA Certificate Settings] 2/ L
TA VA= FTEET, ZOMHETF =— 2 2EXRTHIZ :i SSL47L~/\~%~T~7/I/75>%

FERATE 1 F7213 2 238N L, [Certificate Chain] #7 U v 7 LEJ, ZiuZ . [Certificate
Chain] E—Z A& 734 AGEHE L T34 X%IE%%?I‘—:/@EPF%%IE%EJ FINFR S
ET,

SSL Hr—/N\—F—F7 —T 2, [Delete] R¥ > 23H Y F£7, [Delete] R o EEHTS &
=P =AU — N LIZFEEZHIBRCE £ 9, 2L, BEVAER SN EITHIBR T
T A,

I X7+« .
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BEERAZTOERH
[ OB HE TR 510, ROFIEEETLET,

FIE

ATy T EHTLAERAELZRRLC[Ed) 227 Vv 7 LET,
ATV T2 WIZ, ROT 4= RIZAHLET,
s [Certificate ID] : REBAFE ID =N L 9,
* [Regenerate RSA Key] : = v 7R v 7 A% IR LT, RSA F—%HAERLET,

* [Key Length] : 2 DDA 7> 3 2048 By FEIL3072 By ) OWT NN DHF—DE S 38R
L¥ET,

* [Common Name] : GEFEFEDOA AT Z AT L £,

» [Organization Unit] : FHRRHNL 2 AT L E T,

« [Organization Name] : fHfik% &2 A1 L £,

* [Location] : AT £ 71Xl A4 2 A L £ 9,

« [State] : M/ARENTRAE AT L ET,

* [Country] : EO4RTAZ AT LET,

* [Certificate Request] : REFHEZR OB E RSN ET,

* [Duration] : FEIAEN AR BN R RS ET,  @EEFAIZ30~1095 H, 77 4/L ML 730 HTY)

AT w73 [Generate] R¥ o #H L £,

RDEZRY

SSH 54—/
A

GE) Z DR EIL. [Advanced Mode] £ = —COAFEHTE £,

SSH ¥ —/ S~ £ A TuE, Ve— ha—¥—iF, FAL ALK L TSSHE Y va vk
WESTTHZENTEXET, ZHE, By arBNeEXa T s CHREINTVASZ EEFRBRND
T. Telnet v a3 > Ot L [FEETT,

B tx2U7«
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T AL, SSHYP ==& LT, NAT—=FLARF—DELLNTY E— ba—HF—%R
AEY % SSH +— W —@BiEa Y AR— b LEd, —FH, VE—ha—H¥—(E, SSHZ T4 7 b
LT, TARAL AN EF— (T4 H =TV b)) BEHLTT A 22T 5 Z & TSSH
Y= —FEREZ T T L LN TEET,

SSH H— 213, IROBMEE— FRH Y 7,

* [By Internally generated RSA/DSA Keys] (7 7 4 /L h#%iE) : RSA F—& DSA F—23 A4k
SIhET, 2—¥ =%, SSHY—A_"=T7 7V Fr—a4Zm 74 LT, 734 AD P
T RUVAZAAL, TRARALETEYy a2 9 & L SICHBIMICRES L E
R

* [PublicKey Mode] : =—HI7 A A TERZ SN TWET, = —HFDRSAF—FE7/2/EDSA
F—i%, PuTTY R EDHAESSH Yy — R 77U r— g o CARSNET, A% —
WA RZATTESNET, TO%, =2—WFL, SMBSSHY—"T TV r—ra UEFEHL
T, TAATSSHE Yy a V2B ZENTEET,

SSH 21—+ E%ET

FIE

SSH = — "j_muuiE/\”—f/%f'fi);H L/T U‘—ﬁ/I/:L‘—']j‘T‘—&‘/\“—X ‘d—f \—;&h%éﬂfl/\z)n_
FD SSH = — V4 ZERT 2551C1E, BEin 71 UEEAZRET 5 Z & C, BINORGEE
BT 52 N TEET, ZHUTKRD XS ITEEL £,

* [Enabled] : = —HF N —H)IL T —FRXR—RZERXINTEBY, ZO2—FRA[HEF—%H
%bf$HM£%AthEA\D~ﬁwT HAR—=AD2—WH LENRAT—RZLD
nuu j‘/’(ﬂ\’»/j éhiﬁ”

N

G¥) ZOXHMREBEOEM I (Y —)L, Telnet, SSH 72 L) I

%&hﬁéﬂfl/\éwuuﬁji/f I —I NV THHIVENRDHY i‘é‘

* [NotEnabled] : SSHABAF—IZ L AFREDRKFI L= 6, 2—Y - Re—hla—HF—F—
&“\“—XWVC H/Eﬂéﬂwcl/\é%{j\f%)\ E&Eéhﬁ_wuuﬁﬁﬁ J:Ofll‘_‘"j' ﬁ)ﬁ:ruun
SNET,

uuum%ﬁfj LT\ J—*)‘%Jﬁbﬂbiﬁ"o

AT 71 [Security] > [SSH Server] > [SSH User Authentication] DJIEIZZ U v 7 L £,
ATYT2 ROT 4 —/L RERIRLET,

* [SSH User Authentication by Password] : 2@ — /L7 —# X—ANTHE I N2 —HF —4H LA T—F
%{iﬁﬁ L/T SSH 77/(77/ }‘:L""H- @munﬁ%i?—‘?j—éiﬂ/\ [Enable] %%*ﬂbij—o

t*2U74 |}
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* [SSH Session Logging] : [Enable] Z3#iR9 25 &, SSHE v ar X 7Rnaghic/zv 9, SSHE v
varaX U EERTLE =X, TS R o TEMRE Nz syslog A v E—TEIT LT,
SSHEvYaroty N7y 7L OIOETIRIL A B CE £7,

* [SSH User Authentication by Public Key] : AB ¥ —%FEH L7 SSH 27 74 7 > ha2—HF—OFRAEE HZD
(2 % B4 [Enable] Z38IR L £37,

» [Automatic Login] : [SSH User Authentication by Public Key] #%fE % A 2023 % %412 [Enable] % 3#4R L &
7,
ATY T3 [Applyl 227 VU v 7 LET, REVF TV 74 Fal—var 77 A VRFENET,
RE LT —FIZBET 2RO 7 4 —/V RIRFREINET,
* [SSH User Name] : &—H—D 21— —4,
* [Key Type] : RSA ¥ —F72/L DSA F—DWIFNTHLENERLET,
* [Fingerprint] : ABAF—M AR I N7 4 o H—7V |

ATY 74 [AddorEdit] 27 Vv 7 LTa—H—ZBMELITREL., KOT 1 —/L RITEEANLET,
* [SSH User Name] : =—H—&4 % AJJLET,
* [Key Type] : [RSA] £721% [DSA] DWTInZ IR L F9°,
* [Public Key] : PuTTYZR EDINTSSH 7 FA4 7> b 77U r— 3 AT Ko TERESN AT —%
IOTFAN Ry 7 AZab—LET,
RATvT5 [Applyl %2 U v 7 LT, HLna—F—%RFELET,
FTRTOT 7T 4 772 —FIZBE LT, ROT 4 — NV RRFEREINET,
*[IP Address] : 7277 4 72—HF—DIP 7 KL A
* [SSH User Name] : 77 7 4 72 —H —Da—H—4
* [SSH Version] : 77 7 4 7 2—H = Ef 35 SSH D N—T 5
s [Cypher] : 77 7 4 72 —HW — D55

* [Authentication Code] : 77 7 4 72— —DiEa— K

SSH H-—/\EB:[F

UE—FSSHZ 747 2 ME, SSH Y —"—3GEA2 FEI1T7T 52 LIck» T, HEI 7z SSH
RTANR~OSSHE v a UBRHELEND KO IZLET, SSHY— —30GEZ T4 51213,
VE—hKFSSHZ F4 7> MZ¥—4 > b SSH — 33— SSH — —ABAF— (F721E7 4
VA=V R) OaE—PRAEINTVWDOILERDH Y £77,

B tx2U7«
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[SSH Server Authentication] ~— 3" C, SSH $—/3—& L TDT /A A DFE/AFHF— 75“%}52/
AR —hEET, =—P—IL, SSHE v 3 TSSH — \—3itx EIT7T 5%
:@?ﬂ4x@$H#~N~®%%~(ikm74yﬁ~fuyh)%77J7~Vaﬂ
I —FHMENRH Y T, RSA & DSA OARF— EEx—IL, 7T/ A& L HATRED
%D%ﬁb%ﬁéff—bﬁ“ékﬁéhﬁﬁ AERENET, Zhb0Xx—iF, @R —FREX—%
2—HFRHIBR L7 HEIC b BEIICER S E T,

RSA ¥ —F 7213 DSA ¥ —%FHARK. FI1TRDOT N4 ZATHAER SN RSA F—F 7213 DSA
F—Zabt’—F5120F. ROFIEEZFETLET,

FIE

AT 71 [Security] > [SSH Server] > [SSH Server Authentication] DIEIZ 7 U~ 7 L £ 7,
[Fingerprint] £ 27 >3 » OF —Z LIZIRO 7 4 —/V RPRFRRSINET,
* [Key Type] : RSA £7-1% DSA,
* [Key Source] : HEWER F /132 —FER
* [Fingerprint] : ¥ —OAEMIND T 4 =TV b,

ATV T2 RSA X —FIIDSA F—DOWNTRrEERLET,
ATV T3 RONTNNDT 7 g BFITTEET,
* [Generate] : ®IR L7-FFHOF—Z2AER L T,
o [Edit] : BIOT NA ANEX—%ab—FT5NTEET, ROT7 4 — LV RICANLET,
* [Key Type] : gD &30 TH,
* [Public Key] : AfAF—%2 ATI L £,
« [Private Key] : [Plaintext] % 7-=1% [Encrypted] DWW &3 IR LT, WEX—Z2 AN LET,
[Plaintext] : 'L — 7T F A ML LTHF—H AN LET,
s[Applyl 27V v 7 L TR EEHRFLET,

* [Delete] : F—ZHIFRTEH LI LET,

G¥)
BEVAER SN F —ITHIBRCTE 8 A,

¢ [Details] : AR SN2 F—Z2 R R TEDL L DI LET, [Details] 7 1 » R TiL, [Display Sensitive Data
asPlaintext] #7 V v 7§52 b TEET, TNar7 Vv rT5L, F— @H%Méﬂtﬂﬁfi&
X, T —U TFANTEREINET, F—DT TIEXLTERIN TN D AT, [Display Sensitive
Data as Encrypted]) 27 U v 7 T&E £ 7, ot SNZBATT F A FERR LETO

I X7+« .
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SSHYV 5472k

\)

GE) ZOEIL. [Advanced Mode] B = —TOAMHHTE 7,

SSHZ A4 7 v MZE W a—HF—ik, Fv b= RN12ULEDAAL v F TR SN TVT,
SFEISERVAT LT 7 A NPT OOHFRSSHY — N—ZFE SN TWDEARIC, Fv hT—
JOEBEELEFITTEES, Ay NIV—JZBUTHERT 7 A ABEEINDHEE, SSHT 1
Nanzff+57 75— a1 oThhEXFa7a’™— (SCP) 2k, =—HF—4/
INAT — RIp EORET — 2 BPIRENRNZ EPMRRESILE T,

SSHZ 74 7 > NI, EfET& 5 SSH — 3— L DO AE LE 9, SSH — FRAEI ELh |
o TWALEA (T 74V MEE) . SSHY— NIEHETE2 b0 L RAadhEd, SSHY—
NPRGEE AT H L, 2—FL, BETELA— 0= M) ZEEHTE 5 SSHY— /7 —
TINZBINT HHERH Y 97,

—f%IZ, SSH 7’0 haVd 7 7 A NERIE LR T 78 2D 2 DO HIEH T £9°,

SSH L. — 383

FIE

”N%x(%Hﬁ?%?yb)mﬁH%wAm@ﬁHt//a/@ﬁiéﬁﬁbtﬁm SSH
P NZT TA TV Ml T A0S S E XA L ET, 2T — FHANER
ENTVAEAIL, ZO_X—T % H LT SSH = —#BGE A BR L, :L—-ﬂz% LR

U— F%T/vrﬂ_pxmﬁ“éﬁ\ F2lE, AB/FE X — D ER I TV DA TE, RSA

F—F /X DSA F—EARMEHL £,

AL R BIR L, 22— =4/ S2AT — F/F—2RET 2I1TE, ROFIHZFATLET,

AT w71 [Security] > [SSH Client] > [SSH User Authentication] DIEIZZ V v 7 L £ 7,
AT 72 [Global Configuration] ¢, [SSH User Authentication Method] % 3%#R L £9°, Z4uiX. Secure Copy (SCP) (Z

ERSIND 70—V HATT, WOWTNILDOAT v a o &2RIRLET,
* [By Password] : ZAULXT 7 4/V FORETT, THRRIRSNTWDIHEEIL. SATU—REANTDH

. ERIET 740k RAT— RERELE T,

* [By RSA Public Key] : T #1UANRIR S LTV 5454 1%, [SSH User Key Table] 7' 72 7 T, RSA ABHF—
y

ERE T — 2 ERR L E 9,

* [By DSA Public Key] : Z#U2N R XL TV 541X, [SSH User Key Table] 7 2 v 7 T, DSA AR —
y Y

ERE T — 2 ERR L £,

B tx2U7«
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AT w73 [Credentials] T, (EFDOFANFTRINLTND %) [Username] # A1 50, £/21ET7 74/ bD
a—WP—AEZOFEFHLET, T, SSH 47L—~/\T HINTNDH2—W4 & —F L TWVDHLERN
b ET,

AT w74 [ByPassword] FRINVEIRENZHAIX, SAT—RK&2ANT 52> ([Encrypted] % 721 [Plaintext] JE2) .
FTT 74N OB/ IAT — ROEEIZLET,

ATV TS WOWTNNOERIEELFEITLET,
« @M (Apply) : @BIRUZZFERES XN T 7 & 2 AUCEEMS T b Ed,

T TN DY LTy L EIEIT (Restore Default Credentials) : 7 7 /L hDz—H4 L X2 T —
R (anonymous) #f8itL 7,

VT U T T ET L —TF AL LTHER (Display Sensitive Data As Plaintext) : BIfED~X—
POV TT AT TFEANT L= THRAE LTERENET,

[SSH User Key Table] (Z1%, &F—DKRD 7 4 —)V RREENTHET,
« [Key Type] : RSA £7-1% DSA,
* [Key Source] : HE)ER F 721X —HFERK,
* [Fingerprint] : ¥ —0LAEMIND T 4 =TV b,

ATw 6 RSA F£7-1LDSA F—2H 3 221X, RSAFEZIIDSADELLENERBIRL T, ROT 72 3 oWt
NEFEITLET,

* [Generate] : HT LW & —& K LE7,

o [Bdit] : BIOT A R =/ T T 57200 F —%2F R LET,

s [Delete] : F—#HIBRL E7,

* [Details] : % SSH ¥— =% A TONBF— L EX— (HEB(b) BNERINET,

GE)
NRME RIS LS, TS ZADAEVIRFENES, F—FT M 23T Falb—var
TrAND—EHTHY | EF ISR EL T TV —r TF A MEA T2 —FICRRTEET,

SSH H—/\ER5L

SSHY— R_—iEE AL, BHEHTE DV —R—%2EHTHITEL. KOFIEEZFEITLET,
F|i§

AT w71 [Security] > [SSH Client] > [SSH Server Authentication] DIEIZZ V v 7 L E 7,
AT w72 [Enable] Z3#R L., SSH YV — ZRiEZ AN L £,

I X7+« .
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o IPVAEETTA ¥ —7 =1 A (IPv4Source Interface) : IPv4SSHY — L DBETHHAINEZ A v —
COEETLIPVE T FL AL L THERENDIPVE T RLZAZHEEL TWAEETA v 2 —T = Af A%
BIRLE9,

¢ IPV6 E[ETTA ¥ —7 =1 A (IPv6Source Interface) : IPv6SSH Y — XL DBETHHAINDZ A v —
VOEEITLIPV6 T RL AL L THASND IPV6 7 KL AZRFFL TWADEETLA v F—T =1 A%
ERLET,

GE)

HE) (Auto) A7 a v Z@RINTDHE, VAT ARRGA VX —T oA ATERINTWNDHIPT R
AMBEETIP T FLAZESL £,

RTY T3 [Applyl 227 UV v 7 LET,
ATvT4 GBI %Z27 Y > 7 L, EHEEH SSH y— =2 O\ TD Fi 7 4 — /L KIZAJTILET,
o 4 — NFZ (Server Definition) : SSH — N\ZIFET H7-20DHEL LT, WOWTNNEERLE
j—O

«IP7 FLRIZEZ (BylPaddress) : ZHAERSINTWDHEEIL. TOT 4 —/L RIZH—D
IP7 RLAZ AN LET,

s AN XD (Byname) : THANEIRIN TV 5HE0, [Server IP Address/Name] 7 « — /L RiZ
P—= DL E AT LET,

«IP/8— =3 (IP Version) :IP7 FLATSSH YV —REZHEETDHLIICERLEZHERIT. ZOIPT
RUANRIPVE £771XIPV6 7 RLADE L L THAMNEEIR L E T,

«IPv6 7 KL A % A7 (IPv6 Address Type) : SSHY—/ 3D IP T KL AMRIPv6 7 KL ADHAL, IPv6
T RVABATHERLET, ROFT T arRndbET,

s [Link Local] : IPv6 7 RL AL - T, B—Fy hT—7 U 7 EOKRA MR —EIZ#EMN S E

T, Vo Zua—hAVT RLADT VT 4 v 7 AERILFES0 T, ZDXZATDT KL ARIN—T 4
VIRRETHY, a—HNFxy NI NTHEETIHEEICORMERATEES, 150V 7 va—
BT RLAOBBRYR—RINET, Vo7 a—HAL T RULANRAL U H—T = A A I
ToH%G, 2O FMUITHERNOT RLAZEESHMZ £7,

[ Z7E—UL ] IPV6 7 RLAIX, Moy NU—2 006 L8502 7 7 B AR 72/ a— 31
=%y X MIPv6 XA 770 £,
eV u—h A Z—7=AA (LinkLocalInterface) : f > F—T7 =2 A ADY A RMB Y 7 a—
BNV A B =T 2 AR L FET,

o« $—RIP T KL A/4Hj (Server IP Address/Name) : [Server Definition] CTOEIRIZSH LT, SSH $—N
DIP 7 FLAEZIFZOAFIOWTNIZ A LET,

« 7 4> H—7Y >k (Fingerprint) : SSHY—"D (ZOH— b av—Iniz) 74 H—7V
AT LET,

B tx2U7«
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ATV 7S5 [Applyl 227 UV w7 LET, BEHTEA—NERIZ, FTar74FX¥al—Tary 77 A MIREFEESN
ij‘o

SSHH—/N\—D1—H—/\RAT— KDZLEHE

SSHZ 947> hY—N_—TRRU— R NEEHEFTHL, VE—FSSHYF——ZOHZEL
F9, SSHH—\—D/RRT— REEHTFTHI21E, ROFIRZFEITLET,

FIE

AT 71 [Security] > [SSH Client] > [Change User Password on SSH Server] %7 U v 7 L £,
ATYT2 RDOT 4=/ RIZAHLET,
o —/ NEF (Server Definition) : [By IP Address] & 721X [By Name] D\ U & 3R LT, SSH ¥—

NhEEF ULET, [Server IP Address/Name] 7 1 —/L RIZHh— _"DP— "L F2TIPT RLAEZ AN L
\i‘a—o

I[P X— =3 (IPVersion) :IP7 RLATSSH YV —NREZHEETDHLIICBIRLIZEGAIE. FOIPT
RUARIPVE F7203IPv6 7 RLZDEL L ThANEERIRLET,

«IPv6 7 KL A % A 7 (IPv6 Address Type) : SSHY— SDIP T KL AMRIPv6 7 KL ADHAL, IPv6
T RVAZATHBRLET, ROFT T arRndbET,
(V2= ]iIPv6 7 RLRAIZE ST, [A—xy hU—2 Uo7 EORA N BR—EIZH]
SNET, Vo 7ua—hLNT RLADT VT v 7 AERILFES0 TH, ZDXATDT FL A
N—T 4V TRETHY, a—INVFRy NT—JNTBETILGEICORAMEHTEET, 15D
Vo7 a—hnv 7 RVADHEBYFR—FSNET, Vo7 Ba—HNV T RLARAL U H—TxA
A FICFETZHE, 2oy MV IIEERNOT RLAZBEEBL $7,
[ 7=V IPv6 T R LA, DXy R T —2 5D bB#OT 7 & ATHE T m—sL
=% ¥ A BIPV6 XA 270 9,

ey a—h) A H—7=x14A (LinkLocalInterface) : f v Z—T =z A ADY A mBY 7 a—
N AE—T A AETEIRLET,

« — NIP T R L A/4Hi (Server IP Address/Name) : [Server Definition] TR IZIEL U T, SSH —
DIPT FLAEFZDOAROWThNE AT LET,

o« —Y4 (Username) : ZHNiE, V—REDa2—TLZE —FH L TWABLENRHD 7,
e WA T — K (0Old Password) : Z3LiE. ' —NEDONRXZRT—RKE—HLTWAHLERD D £7,

s LUWWRAT— R (NewPassword) : HLVWIAU— K% AJ L. [ConfirmPassword] 7 4 —/v K T*
NEMEELET,

I X7+« .
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AT9 73 [Applyl 27 U 7 LET, SSHY— O/ AT— RNEHEINET,

TCP/UDPH—E X

[TCP/UDP Services] ~<— 3 TlE, 7 /34 A ETTCP £721X UDP R— 2D Y —E A HFHZT
TFET @BEFEX2V T o 0HEBIZEVITY) o

T3 AZIFIRO TCP/UDP —E AR H Y £,
« HTTP : Hifaflifak E TIEA %)
« HTTPS : Hifaflia% & CTlEA %N
« SNMP : iR & TIL D)
* Telnet : HffRERR E TIXA D
* SSH : HifarieaR & Tl Mz

TCP/UDP Y —E R &ZHET D%, ROFIEEFEITLEI,
FIig

AT w71 [Security] > [TCP/UDP #—E % (TCP/UDP Services] #2 U v 27 L £,
RATv T2 FRENTZY—E AT, RO TCP/UDP % — B A &AM FE i ixMmahfb LE 3,
* [HTTP Service] : HTTP % —EARNENIE D EH 512> TWHnERLET,
* [HTTPS Service] : HTTPS $— EANH{ R/ D EH G2 > TV D 0E R LET,
* [SNMP Service] : SNMP % —EZARHNE D EH BT > THWD0ERLET,
s [Telnet Service] : Telnet —EANF /D EE LI/ > TWDENERLET,
* [SSH Service] : SSH #r—/3— —EZANHERIEND EHL HIZRo> TWDHNERLET,

AT9T3 [Applyl %27 U w7 LET, h—EARFE[Tar 7 Falb—rary 7y A VCEZIAENET,
TCP —E A T—7NZIE, =B AT LITRDT 4 —/V RRFRENET,
* [Service Name] : TCP #—E A ZRMLT 2720127 A ABNMEHT 57 7 8 2K,
* [Type] : —EAPMEHAT L IP 712 k=L,
* [Local IP Address] : —E R Z 4244 5 7-DICF A ZARMEHT 502 —H /L IP 7 LA,
* [Local Port] : —E R ZRUET 2 72DICT A ADRMEH T2 7 —J /L TCP &R — kK,

« [Remote IP Address] : #—EZZFR L TWE U E— FFNA ZDIP T FL X,

B tx2U7«
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« [Remote Port] : +—E ZZERK L TW5H Y E— T34 2D TCP R— k,
* [State] : ¥— E X DAKTE,

UDP —E 2 7 —7LICiE, ROERBERINET,
* [Service Name] : UDP H—E R Z LT 572 DICT A AREHT 27 7825,
«[Type] : $—EZMERTHIP 72 b=,
s [Local IP Address] : h—E R Z4RMET L 72DICT A ABMEHT 50 —H /L IP T KL A,
s [Local Port] : —E R &M D 720127 34 ANMEHT 52—/ UDP &R— bk,

* [Application Instance] : UDP —EADH—E A A AKX,

R~ — L 1E
Y

GE) ZoO#RTEIL. [Advanced Mode] £ = —COREHATE £,

TH—REY AR YATFX AR FRERPRA=F Y A N T L—LEZELESA, T
NEDTL—AREFELTND L, TRTORRERHAR—-MIat—nEtEsnEd, oF
V. FEEITIE, BT S VLANIZE L TV D TR TOR— MIEEENET, ZOHIETIE,
1ODANT V=L REHDOFR— MIEESN, 8T 7 4 v 7 A b= LNFEAET D TR 4
ENET,

A h—bhTuTrsvaryEERTLE. TS RIAD 7 L—2EEHIB LT, ZOHIBRIZx
LTHY Y FENAT7L—ALDEEYTEHRTXET,

Tur—REXy XA b vAFHY X ERIFARARI=F Y AT L —ADL— PR PE
EOLIWHID bEWES, LEWELZBALZEY L—AFMIESNET,

=L =
A b—LFHHDHETE

A b= ALl ZERT HITIE, ROFIEEFEITLET,
FE
AT w71 [Security] > [Storm Control] > [Storm Control Settings] %7 U v 7 L £,
AT T2 R—=FE2@ERLC[Edit] 227 Vv 7 LET,

ATV T3 RITA=FZHB AN LET,
o A —T A A (Interface) : A b —IHIEHNAEN/R>TWAHAR— N2 ZBIRL E4,

I X7+« .
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AR =F% ¥ A b A b — AL

o A h— AfHIFEREE  (Storm Control State) : EIRL T, =% ¥ X k X7 v hD A b —AfilfH 2 H
LET,

¢« L— N LEVME (Rate Threshold) : AR NS v MZHEET HRRKLV— M2 AT LET, T OHEIE,
Xy MR R AR RERIEO A~ T -V TANTEE T,

e AN—ATKZ > (TraponStorm) :ERL T, RN— K TAM—AREELILLAICNT v 7 5k
FLES, ZhNBRSNLTWRWEE, M7y 7 IIRES L EE A,

s [ShutdownonStorm] : "— KN CA h—ANFE LT L ZIZHR— 2T v v N T UTHEAITERIRL £
To THBRBERENTOWRWERIE, RE T 7 4 v 7 PHEESNE T,

<L FFX¥ A A b—AHE

o A h—AdilfEIREE (Storm Control State) : FEIR L T, /L FF v 2 k7w DR b—Lfl# %2 A%
W LET,

e ¥NFFx AL F AT (Multicast Type) : A b — Al 2 FEEFT 5~ LFF ¥ 2 b X7y FofEELY
Wit 1 DFIRL £,

T (AID) AR —= P EOTRTOSLFHr X b7y P TR F—LHI#lEZEINILET,

o BERF 2~ LT F ¥ A b (Registered Multicast) : AR— N EOXERFHA~VILTFTFv AR T RLAT
DIHA N— Ll Z2H I L ET,

s REFRDO~NVTF ¥ A b (Unregistered Multicast) : R— b EORBEEDO VLT X ¥ A N TOHRA
h— LI Z BN L ET,
« L— F LEVME (Rate Threshold) : RHAZ/NT v M EHEETHRRKL— M2 AN LET, ZOHEIE,
oty MNEPEIIEATRERSFIEEOS—t T = TANTEET,

e AM—=ALTHKZ > (TraponStorm) : BIRL T, A—FTAM—LBRELIZHEEICNT v I %2k
BLET, TABERENTWRWEA, M7 v FIFERE S ERA,

s [Shutdownon Storm] : "— F CA F—ANFEAE L E XA — 2T Yy MU UTHHAITERRNLE
o TAMBRENTORWEEIR, KRBT 74 v 7 BPEES L ET,

Tu—REy AR R L= Ll

o 2 h—AGI#EREE (Storm Control State) : HIRL T, 7o —RKFv 2~ X7y FhOA M—LHIHEA
Mz LET,

« L— M LEUMH (Rate Threshold) : REAZ/ N7y NEERET HHRANKL— M2 AN LET, ZOfEIE,
oty N EIEATRERSFIEIEO N—t T =V TANTEET,

e AR—=ALTHF7 > (TraponStorm) :ERL T, NR—FTRF—LBBELELREICTNT v T %k
FBLET, ThNBRSNLTWRWES, FT7 vy FIIRESNEE A,

e [ShutdownonStorm] : "— KN CA h—ANRE LT L ZITHR— b2 T vy v MU T HAITERIRL E
To ZHPBEBRINTWRWESIZ, REINT 74 v 7 PMEEEISNET,

. X2 T+«
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ATYT8 [Applyl &2 Vv 7 LET, A P—AMEPERISNT, FTar 74 Xalb—ay 77 A VHREHS
nE7,

A b — LR E R

A b — LR RS2 FR T 012, ROFNEEZFATLET,
FIE

AT 71 [Security] > [Storm Control] > [Storm Control Statistics] DIEIZ 7 U v 7 L7,
ARTYT2 A F—T oA ZAERIRLET,
AT w73 [Refresh Rate] ZIIR L E T, HARERA T v a L IIkD B0 T,

V7 byiail HAHERITET S ES A,

15 % HatBEmIX 15 L IcEHTSNET,

30 B MEHERIZ 30 T L IcEH S g1,

60 F» HatEmiX 0 W L IcEHTSNET,

Tz =%y A b, A FF¥ A b, BLORT = FF v A FA b—LHIENCEET 5 Rk OMRHER %
RENETS,

~NFXxANRT (N FF¥ XA A P —=LHIIZONTDR) T,

TA4 I EAT

HIE L7z MK ZAE Lie A MK,

Roy 7SNl A M| A b= 2HIEDRR T P ey 7Sl A b,

& ey 7 BBEDNSA RS a7 SR,

AT T8 TRCDOA L H—T 2 A ALEDOH T H T T VT 5T, [Clear All Interfaces Counters] & 7 V) v 7
LET, A F—Tz2AALOTRTOI T X% 7 VT T 5I21F, I L T [Clear Interface Counters] %
77Uy LET,

I t*2U74 |}
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rR—rktExal)T4

A\

6=

TeR— b ETIEADCT DL LR TEEE A,

R—hF X2V T 1%, 802IX AN/ > TWABKR— FFE/ITSPANsEsE & L TEES N

Iy hT—27 X2 T 413, HEOMACT RLAZFE S 2 —HF~DR— N TOT 7 2%
HRT 5z &ThETEEdT, MACT RLRIZERICHEETA 26, HOICRETDHZ L
LTEET,

AR—r X207 001F, ZEBIVFEE LYy FE2E=Z LET, By SRR — b~
DT AT, BEDMACT RLAEE > —HFIZIREINET,

R—=F X2 T IZFKD4O5OF—FB3HY £,

* [Classic Lock] : " — b ECHEELZOTXTOMAC T RLApna vy 7 EEd, HLwn
MAC 7 RLRAIFH SNERT A, FEHEHDMAC T RL AL, =— U 7ROHFEE D
SHETIT e TR/ A,

« BRE S N8R v~ (Limited Dynamic Lock) : 7 /3 ATFFA[ SNT2T KL ADRE

HHOHIRETMAC 7 RLAZE LEd, BRKICETD L, T4 ATEnLLE
MAC 7 RLZAZFE L EH A, ZOF—FTiH, FEELDOMACT RLARTZ—I
7L MR OG0 £,

s [EHARE X 2 7] A— MIBEEM T ONTWDIEEDK AT v 7 MACT KL AZ{R
FLET (R¥—hF a7 4Fa2lb—valy 7r7AWIar 7 4Fab— g UIMREF
ENTVWARED) . B— FOHFEREKRT RLAKICETHE T, HTLWVWMAC T KL 2%
MERIRE X =7 ) RHRE L TEETHIENTEET, BFEL—V U T3
7o TCTUWET,

o Uy MDA HIBE (Secure Delete on Reset) @ U & REIZ, AN— MIBHEMT S
NTWAERFOFHIMACT FLAZHIRELET, #HLVWMACT KL A, Delete-On-Reset
T RLAELT, A= FTHASNTWEIRKRT FLAEETEETEET, BFEE L
T IR I o TVET,

R N CHAEINTVARNEHELIMAC Y RLANWLDO 7 L— AR ENTE5HE (753 v
71y 7EF—RTHLWMACT RLANLDO T L—ARNRWZEE)N, REX AT I v s
0y 7 E— RTHFERRKT FLAEZBIE LTZ5E) | RiEA =X LR™MHE . ROWT I
DILFRDNFAT SN FE T,

« T —ADEESIND
« T —ANfREEIND
A= IRy NET T D

. X2 T+«
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tHX 2T MACT RLAMNLEESNE T L—ARROR— MIBWEEES, 207 L —20T
RSN ETN, ZOR—F ETEOMACT FLANEHEEINDZZ E1EHY 8 A,

WKONTNNOBIEIIINZA T, Ty T HRERL, TA ADF—_"—a— K& EHET 5729
Ty TOME EBERIBTE £,

N—brtx2UT7 4 2RETDHITIE, ROFIEEZFETLET,

FIE

AT w71 [Security] > [Port Security] 7 U v 27 LE7,
ATYT2 BRI DHA B =T = A%BRL T, [Edit) 227 Vv 7 LET,
ATY T3 RIA=HEANTLET,

(A H =Tz AR A E—T oA AL EFIRLE T,
(A H =T 2 A AAT—H A B— "2y I TEHE, Fov /Ry A ICLET,

[FEE-FR]:A—FrOryZ FT—RERINLET, 207 1 —/L RZFRET HITIE, [Interface Status]
vy I BRETAHLENRSH Y £9, [Learning Mode] 7 ¢ —/L Kid, [Interface Status] 7 4 —/L KM
7y STV DIGEIZORENZ/Y £9, [Learning Mode] 2 %9 521X, [Lock Interface] % 7
V7T 20ERHY F4, T— REEF L7725, [Lock Interface] ZTTIZRT I &N TEEI, ROA
Tarnbhh I,

[V Tvv iyl ] TTIZFEEN TS MAC 7 RLADEIZ» DT, A—F&27<IZ
2y 7 LET,

[REXATFTIvrmy 7 ]: BUEZOR— MIEWIZREEAS T 5T b MAC 7 R L A ZHIER
L. A—FrZ2uvy 7 LET, R—hI, TOR—=FTHFATEINTWEIRAEETT RLRAEEHE
LEd, MACT RLRADHFEE L~ FOMITRENIRY £,

o X 2 T M THEE (Secure Permanent) : AN — MMZBIEAT T STV A EEDOEIR /L MAC 7
RUREBRFFL, ZTOR—FTHFAEINTWVDET N 2ADHKE ([Max No. of Addresses Allowed]
THRE) FTEELET, BFE L - 7B > TWET,

e Uty NEFOZ 272N (Secure Delete on Reset) : U MEIZ, A— MIEEIT LA TWD
BEOEBBIMAC T FLAZHIBRLET, HrLVWMAC 7 KL A%, Delete-On-Reset 7 KL & & L
T, B—=FTHA SN TWEIHEKRT RLAKFETEE &Y, FFREHLo—U 0 ZI3EMT -
/Cl/\i‘j‘o

SR AT RLAB ] [FEHE—R]CIRES AT Iy rny s JZ@RUESA, ZOoR—b
LETHEETED MACT RLAD EREANLET, HFO 0L, AFT 497 T RLADHA v
H—T =2 ATHR—FENHILERLET,

[EREET 7 ar] vyl SRTWDHR— MW X7y MOEHT B2 RINLET, RO
FFarndHn E9,

s [Discard] : FEH SN TCWRWEEFE LRV Ny NEEELET,

t*2U74 |}
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« [Forward] : REAZREEITEMAC 7 RUAMML RV v F &Rk LE9, MACT RL A [35H
SNEHEA,

¢ [Shutdown] : FEH SN TWRWIEETLOLONT Yy FEKFEL, N— b BHT 77 4 7{bahd
D, THRAANY T —=RENDHET, R—hav vy MU LET,

[ FT T ayI ENTVDER— My EBREWEE X N T v T E2HMNCT D856, BIRL
F9, L. oy ZERICER L £, [Classic Lock] DE, ZELETXTOHFLWT KL AT
BAfR L £ ¥, [Limited Dynamic Lock] D5, FFAI S TWDHT R AE AR L72H LW FLAIZ
B L £,

[N YT Ty T ORERBE AL LET (HAL )

ATV T4 [Applyl 227 Vw7 LET, F—b X2 VT4 NERINT, FTar74Fal—rvary 7740
BHSNET,

802.1X z25IE

802.1X FRFFIZ. KRBATZ T4 T v bIN—fRICT 7 & AATREZR AR — F 226 LAN I[C85e 45 Z &
FHIBBLET, 802X FEEIT T FA T v MP—RNREFALTT, ZOFEFATIH, Xv hT—
T TN ARRDEF DOEF D ET,

I TAT U NERFY T I DR Ry NU—ZIZERHRLEI ELTHDHPCRT v 7 by
TREDT A R,

A=k T 4= BTV A RNEFRy NI MOERERIET 51y U= F N
A A (Catalyst 1200 <> Catalyst 1300 A A v F 72 &) , %7 U H > b EFRGE—/N\—D]T
uuuiET &%) ]/“—L/iﬁ—

« BFEY—/3—  RADIUS Y —RX—72 & F—F T 4 r—EZ b ORI EREZZE L s
BT HEFETEL—N—, Xy NU—F ETHF YU Ik ﬁTfﬂ“‘éM%ﬁ\%éiﬂt o)
D, BEOAAL v FIZxt UCRAET 57 /3 A F 7o —H — | BEH 3 2 KRRl 22 1 &£ 7=
IR EEA—® T 4 F—ZIZEBMLET,

X NI =2 TNRARL, K=" IITAT N T VI v, =T 4 r—%,
FEmFE L TREHATE £,

TAIINT 4
[Properties] ~— 1%, AN— MNT A ARGEE 70— SVICHMCT DI SV ET, 58

AEZBERE S 2123, BBAEZ 70— VIZAZNC T 2 & & BICER— P THEBNCAZNICT S
MR B Y £,

N— F = 2DFEE EFRT DI12E. ROFIAEZFATLET,

B tx2U7«



| %2054
J0/87 4 .

FIE

AT 71 [Security] >[802.1X Authentication] > [Properties] DIAIZ 7 U »~ 7 LT,

ATV T2 RTA—HEALET,
. [ﬂ'f‘—‘ F_— 2R niE] v — h_X— AR uﬁ%ﬁfji 7= iﬁ%jj Liﬁ'o
c[RAEH ] 2= BRI L E S, KOAT v arnbh ET,

* [RADIUS, 7¢L]: £9 RADIUS #— "—%fi ] L CA— FEREZFIT L £9, RADIUS #—/3—
75>%F§%75§f£b‘f757é\ muuﬁkﬁ j:%’/f:féﬂﬁ— yia /Z)‘u#’jéﬂij—

* [RADIUS] : RADIUS #r—/N— ECa—H—ZFE L £9, iR fThnWgGaE, Bty v a vix
PPl S nEH A,

*[None] : 22—V —%FiELEHA, By va iiifFafanEd,

* [Guest VLAN] : KiBA[AR— MHIZZ A N VLAN 2 CTE 5 LI T GBI IRLET, A b
VLAN BT > TV B AT, T X TORBAAR— F A3, MWmWAmm74%WbT@WLt
VLAN [ZHEIZBIN S E T, N— MR % TSN a. £OKR— MIZ A b VLAN S HIBR
ENFEJ, YA B VLAN (X, 1> VLAN & [AEEIC \V4%34/& TxA A (IPT RLANRED
LTHNTWD) ELTERTEET, 7272 L, A N VLANIP 7 R L AEH TIXT /A AEHE)ME
HATxEHA,

* [Guest VLAN ID] : VLAN @ U A hH 547 A h VLAN 38R L £,

* [Guest VLAN Timeout] : [Immediate] % 4R 9~ % 7>[User Defined |22 A ) L CH A A7 U M %2 5%
LET, ZOMEFKRDO IS ITHEHENET,

Uy77y7%z/7hﬁ:?fmzm#7)ﬁ/h#@ménﬁw%é FITERREIC R L= 5
G, FARNVLANZ A A7 7 N CTHRE LI ORIEZIZ, £EOR— MR 7 A VLANIZBN S E
j_o

A— NIRAEAS [Authorized] 2> 5 [Not Authorized] (2253 5356 . [Guest VLAN Timeout] 0 HFfE 23t 4
L. ZFOR—MIF A VLAN ZIF BN E L E T,

[N TRERE]: VT T EAMNITDHITNE, ROA T arOENG 1 DL EABRIRLFET,

* [802.1X Authentication Failure Traps] : ZiR32% & | 802 IXFFEN KM L7 & ZIT b T v I A EME
WET,

* [802.1X Authentication Success Traps] : BT 2 & 802 IX FEFER KT LTz L X2 b T v 7R
SET,

* [MAC Authentication Failure Traps] : 3R 2% & MAC #FENKIL LT & T T v IR S
iﬁ—o

* [MAC Authentication Success Traps] : IR T 5 &, MACRRGENKII LTz & X2 N T v I DRAERI
£7

X7+«
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. ['5_70U 712 NERRERRL N Z /7] BIRT D&, U FREREN KR L 7 & =T
R EAVET,

‘[—H-7OU IV AN ﬁkIjJ]‘7/7] BRI L, 7V b FEREEN Y LT & =1
R EAVET,

t¥auFq |

N iRt &

N iRt &

* [Web Authentication Failure Traps] : 3R 79" % &, Web FGEN KM LT L EIT T v DA SV E

—g_o

* [Web Authentication Success Traps] : IR 25 & Web @FEN KL L7 & T h T v IFRAEK S

iTo

* [Web Authentication Quiet Traps] : iR 25 & | FHEIFHN B E T &SI T v D ER S E

TO

VLAN % nET 7/1/ —’9,«’\‘(@ VLAN 75@%%3% nunftﬁ)ﬁ)‘j] 7&’)'(“%’)%&5##%%3%

jzj—o

ATYFT3 [Applyl 227 U v 7 LET, 8021X 737 4%, Efrar 74 F¥alb—var 77 AL
D

ICEZIAENE

VLAN TORFEOE N/ N A E 4 HI21E,. VLAN 23R L, [Edit] %27 U v 27 LT, [Enable] £7/-1%

[Disable] DWF 3 Z IR L 97,

R— FREE

[Port Authentication] ~X— " Tld, FHR— bDONRNT A —F ERETEET, SRX MEFER DWW
<OMDOFRIEIX, AR — N3 [Force Authorized] IREEDM LINEH TE 22w, A— Ml %
[Force Authorized] IZEHE L THOREXEETHEOICHBEIDO LET, RENTET LD,

Hm NEIEE TORBEICRE LT &,

)

GE)  BOLIXMEREINZA—FNBLAGD A L N—ZDZ LT TEEEA, 802.1X £AF—FDtE
X2 U7 41% FUAR—FNCRFICANNZTHZEIETEEFA, BHAF—T A A LT
R—=rEX 2V T 0 ZAMNLIEEIX, [Administrative Port Control] % [Auto] E—

TEEEA

802.1X FRFFEZRET A ITIE. ROFNEIZHENE T,
FI§

AT 71 [Security] > [802.1X Authentication] > [Port Authentication] DJIEIZZ V v 7 L3,
AT T2 R—=F&2@ERLC[Edit] 227V v 7 LET,

B tx2U7«
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2Ty T3 RTA—HEASLET,
(A H—T A A]: A P AR ET,

o [BIFEDR— MG : BITEO R — FRFIRENFR RSN E T, «H( £/ [Authorized] DAL, £ DR —
R D3FERE S LTS 2>, [Administrative Port Control] 73 [F 78 7] (Force Authorized] k 725 TWET,

SRR BE DY [Unauthorized] D&, AN— FSFRFEZ LTV 73?1/ v/, [Administrative Port Control] 3
[Force Unauthorized] {272 > CWET, SV DL haAf o A —T oA A LTHEMCTD L, BIEDKR—
N AU > BT D £,

o [P — NI ] BRALRRE A IR L ES, kOA T arnbH o 9,

* [Force Unauthorized] : 1 > % —7 = A A& RAGRIREIIBITTHZ LICLD, A1 ¥ —T =R
TIRAEBEELET, TXA AR, ZOA 2 H—T 2 A AEN LTI TAT >V MIREY—F
AERMETAHZLITHY FHA,

s [Auto] : T/XA A TOR— hAR—ZABFEB LRI EZHINILEST, TXARETTAT 2 FOFH
Tﬁc*ﬁéhéwuu lﬁiﬁ \—%OU\T\ /])/g 71/])Z0)’Ij( utuj(ﬁ% fotOf:@*?m’\ﬂ b:fcio
720 LET,

¢ [Force Authorized] : F8FFETNZA v F—T = A AZ KB L ET,

* [Guest VLAN] : RFBA[ZR— MHIZZ A b VLAN 2 CE 2 L 012 T A2 5AITBIN L £,

* [Periodic Reauthentication] : 1R 3~ 2% & | [Reauthentication Period] TF&/E L 7-HIf@ T, A— b OFHFRIER
TN/ 5,

o [ FHRRGEMIM ] - IR L 72K — M A FRGET MR AE A LET (AL )
* [Reauthenticate Now] : R 2% & | RN— FOFEGENTIZAEDC2 D £,
s [FFEIREE ] RESN TV DR — FREARENERINET, ROF T a b £7,
« [0I1E] - R Eh LB
« [Force Authorized] : R— kIR AE I Force Authorized (7 7 4 v 7 &z %) TR ESN TV E

‘3‘0
« [Force-Unauthorized] : fillfl78— R {RHEEZS [Force-Unauthorized] (7 7 4 v 7 OREEE) ([ZREINT
l/ A i ‘a‘o
GE)

[Force-Authorized] C# [Force-Unauthorized] TH 72V 55, A — MIBEIE— N2/ > T\ T,
FT— T4 r—HFIC iﬁf@nun WREENRFRINET, N— FRFRFESND &, REEIX
[Authenticated] & FRINFET,

* [Time Range] : i&RT 2 & | FrEDORRIFLIH~DOFBFED IR A 2N/ F97,

o [REFRIEEDHA ] - [RFfIEEPR] VBN SN TV D 5EEIE. RERIRZ 227 U v 795 & RFR#EHO~—
WV FA V7 RERET, EON—UT, {%Fﬁﬁ“éﬂﬁﬁsﬁ%ﬁ% 2L £,

* [Max Hosts] : ZDA ' Z—7 = A ATIHFAI SN OBANEARA NORREEATTLET,

I X7+« .
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[MEHIFR] 28R L CTIERIRIC T B0, [2—V —EFR] BN L THIRZFHE L E T,
GE)
COMEE LICHRETHE, v L FEyi g T— RO Web X—RWFRTHT LTI LA RA b E—
FR a2l —hFENLET,
* [Quiet Period] : FgRFRIOR A AN LET,

* [Resending EAP] : &7 U >~ (7 FA4 7 ) 25 @, Extensible Authentication Protocol (EAP; J57E
ARERRRE Y 1 k=)L) BR/AD 7 b— MMk DIRE & T A AT DI (RVHEALD) 2 AL E
T ZORFENITISEN WIS, ERPFXREINET,

* [Max EAP Requests] : EAP R D REFEEE A AN LET, ERINTHMNITISE N ZE S v
#ot(%fvﬁyb&4A7?b)%éﬁ\M£7utxnﬁﬁéhi¢

[V TUB L NFIALT RN TV FOXA LT MEREATILEST (BAL: ) , 2O
BIPIZIRE R WNE S, EAP ERNY 7 v MIHEESINET,

s [Server Timeout] : 7 /34 APFEREY— NCER 2 FREE 5 £ CORBIER] (B¥AL) 2 A LET,

ATV T4 [Applyl 227 U v 7 LET, R— b REX, Ffrar7sXal—rary 77 A MIEZAEINRET,

TI_\X I‘j:DJ:U"t"J“/H /n-b\nl—t

[Host and Session Authentication] ~~— " ClE, A— kT 802.1X OEMEE— K & | EIRHEE
CETT DT /v a v EERTEET,

A—FD 802X FEFMIREL EFRT DITIE. WOFINEEZFITLET,
F|§

AT w71 [Security] > [802.1X Authentication] > [Host and Session Authentication] DJEIZ 7 U v 7 L E 7,
AT T2 R—=F&2@ERLC[Edit] 227V v LET,
ATV T3 RITA—HEANLET,

(A F—T A R]: RRNRAEFENNCT HR— I NEFEZANLET,

* [Host Authentication] : W\ T AN DE— REHER L E7,

* [Single-Host] : #FFFI SN2 TA T ¥ bDEET DL AR — FRFASNET, 1 DOKR—KT
L1 ODOFRA NOHFEA I ET,

« [Multiple Host (802.1X)] : #FFf XI7=2 T4 7> ML &b | DIEET DA — N AFFA
SNET,

. X2 T+«
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e [Multi-Sessions] : v Z/VHRA MBIV FTHRA RE—RNEFERY, v TFEY I a o F—FR
DIR— MIFEREAT —F AR H D EFHA, TOAT—H AT, A— MIEHELTWEE T T4
Ty MZHEI Y THOERET,

[Single Host Violation Settings] : A8 A FFBFEAY [Single-Host] DEEIZ D HEINTE 77,

« [Action on Violation] : 7 U > F®D MAC 7 RL A L3872 5 MAC 7 RLAZEORZ Rph, &
YINEYyTaE— RV TNVERA MNE— RTRE LAy MOEAT 50 A IR L £7,
WDAT v arndbnEd,

o [RE@ED)] : Ny PEBELET,
o [HIFR(IEE)] - X7 > M &EIEELET,
[y RE TNy MEBEFEL, A—bEEIELET, A— NI BT 7740 7kshd
T ANA ZRFEBTLET, Uy MU LIREEICR Y £,
[FT o BIRTDE, NT v TBEMIRY T,

* [Trap Frequency] : "R A MZ M7 v 72X ETHHELERLET, ZOT7 44— /L FOELZERTED
DL, BEARA FPMERIT > TV D HETZT TT,

ATYT4 [Applyl %7V v/ LET, REIF, FITar 74 ¥al—var 77/ WMCEZRAERET,
[Host and Session Authentication Table] @ [Number of Violations] |12 &K 3 Fr S E T,

ST)ARILTUOURIL

021X A—k T 4 r—H L L TOMREIZINZ T, A4 v TFHIEEZ, 34 X—=NEDKR—F
77ﬁ2%@%ﬁwémmx%fuwyh&Lfﬁﬁféifo:@#fvahm\MCW%
THE STV 5 EAP MD5-Challenge F &z HA— L E9, ZOoFATIX, 7747 b
B, FOLZETENRAT— R otof.mmé;hi@“ YV SNBRA U H—T oA ATHIZ
o TWDIEE, TDOA U F—T7 oA ZIRBANT/ D £, 802.IXFBIET 7 ANEKINT 5
L AVE =T oA ADREDBAEAIERINET, ZOX—=U T, 802X 7V v
FELTRESNTA VI —T oA ATHATEDL I LT U VXY VEERB L ORETH 2 &
MTEET,

)

(B A v FA L F—T A A%BIxY TV B bELTRETDHE, 7 B FOREL
MAC IZESS ISER Y U — 3R EB VIR L2V LITEE LT ZEW (VXA LY
N ACL°Z 7 — RH[REZ ACL 72 &)

BTV I bOu T A AFREBINT HI2IE, ROFIEZFETLET,

I X7+« .
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FIE

AT 71 [Security] >[802.1X Authentication] > [Supplicant Credentials] DJNEIZZ U v~ 7 L £,
ATv T2 [Add) 27V v 7 LET,
ATYT3 WDOT7 4 —/N FIZASTLET,

[T VT U RN T VT L EBRBIT B T2 D4,

* [User Name] : 7 L7 v ¥ VAICBHESH T b0 2 —F A2 AT LET,

* [Description] : = —HZFHIHTH7F A &2 AT LET,

s [Password] : /XA T — KD X A 7 ([Encrypted] & 721 [Plaintext]) ZZR L, /SATU— R&ZBMLET,

RATYT8 [Applyl %27 Vw735 L, RENFTaLy 74 F¥al—vay 77 A VIRGFSNET,
AT 75 [Display Sensitive Data as Plaintext] %7 U v 7§25 &, 7V B b7 LTy VRTL—0TF A ME
NTERINET,

MAC& l:IlL.\ I:IIE ;QI:I_E

MAC RX— AFBFEX, 802.1X DH 7V 77‘/ MHE AR R 7p W iEE (7Y 2 35 JL OV IP Phone 72
L) ~Oxy NU—27 T 7 BRAEZAREICT S, 802 IXEIFICbh D DT, MACN— X3
FEIE, BEREEOMACT RLAZMHAL TRy NI —7 T 7B AR E23EE LET,

MAC ~X— Xutuu ﬁ::j—}:) EN \/ﬁ(wiﬂlﬁ%iﬁbi?o
F&

AT 71 [Security] >[802.1X Authentication] > [MAC-Based Authentication Settings] DJEIZZ V v 7 L £
AFY T2 WDT 4= FIZASLET,

s IMACRERES A 7] : ROWT DDA T a 2R LET,

« [EAP] : A4 vF (RADIUS 7 74 7> k) & RADIUS —/3— (MAC X—ADY 7V H> h%&
BRET D — =) OO +T 7 4 v Z7IiZx L, RADIUS & EAP 1 72 /U b &2 H L £,

[RADIUS] AA v F (RADIUS 7 74 7> ) & RADIUS —/3— (MAC X—ADH 7V B
ZRRRET DY — =) ORDO T 7 ¢ v 712k LT, RADIUS (EAP W 7 &/ ke L) Z#fEH
L/i‘a‘o

2L DB

. X2 T+«
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MAC RX—ZADFFETIX, 7V o b 22— —Z TV 7V h o b T4 ZADMAC T R A |ZHES
WTWET, ZTOMACR—AD2—F DXL, ROXIICEREINET, 20—V -4,
SEET B RADO—{E LTAAL v F 05 RADIUS — _A—~EHEENE T,

[ N—=TH A X]: MACT FLATXENY SCFTHEN, 2—F—4 & LTHIE S5 ASCIL XFD
i&o

[ZN—TEKEIV]: MACT FLANTERESND XL FI/N—T 2 XI5 0 XFe LTEREND
X

[ RXFNLF] : 2= P2/ NLFETTIRLFTHELET,
MACEREE/R A T — R

« [Password] : A A F23RADIUS #— "—TOFRFEIMEHTHXATV—RE2ERLET, ROF 7T =
CONWT IR £,

[T AN FOFH(E 4] BRI TN == ERAT— L L THEHAT5E
X, 20X a v EBIRLET,

c[iEEAL]  NAT— RERES LR TEE L T,

[T TFARNRAT = RET L= T A MNEATERLET,
¢ [/SAT— FMD54 A = A k] : MD5 Digest /NA U — K& FKR L ET,

ATYT3 [Applyl 227 Vw7 FHE L, RENFTaLr 74 Xal—rvary 774 VIRGFEENET, BEksh
TemAT — RERRTDHITIE, BET —F2FEXTRR 27 v 7 LET,

FRLAHTRA

PRI A — W — D FEHIE &2 2" 5 121E, [Security] >[802.1X Authentication] > [Authenticated
Hosts] DIEIZZ UV v 7 LET,

ZON=VITE, ROT 4 =)V FRFIRSNET,
* [User Name] : %A — F CRIES N2V 7Y 1> S DAH,
* [Port] : N— hF 5,

* [Session Time (DD:HH:MM:SS)] : £ DR — K TH 7V 1 F0FEGER K ORI ST
H#FEEO)E éo

o [FRFEHTR] Oty v a ORI SN, AREIE, [802.1x]. [MAC].
7213 [Web] T,

o [BFEY—,3 (Authentication Server) ] : RADIUS #—/3, ®[HE72{ElX. [Remote]. [Local],
F 7213 [None] T,

*IMACT7 KL A : ¥ FU B FDOMACT RUARERINET,

X7+«
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« [VLANID] : #— k® VLAN,

A\

(F)  [Authenticated Sessions] 7 — 7 NRZ L &7 Vw7 LT, TNA AL H—T = AT L DOFEG
Bty va r OFMERERLET,

Ay FHID AT+

RTANCKREL TRy 7T FENT I TAT V NaeFRR L, vy I ER T TAT VM
1y ZREERT D123, ROFIHRZFEITLET,

FIE

AT w71 [Security] > [802.1X Authentication] > [Locked Client] DJIEIZ 7 U v 7 L &7,
WDT 4=/ RRFRINET,
* [Interface] : © v 27 IHTZAR— kK,
«[MACT RLR]: By ZHEHRAT—aDMACT FLARFRENET,

* [Remaining Time (Sec)] : A" — F23 1 > 7 I £ TOFE Y KEfH,

ATy T2 R—rEERLET,
ATw T3 [Unlockl] 7YV v 7 LET,

WebnrunIEo) jj A 9 7’( A

TDONR—=UTE, SEXFEREFED Web X— AFRFER—T A REHCTEE T,
ERK4ODOSEZBMTEET,

N

GE) HKS5 ADOHTTP =—H% & 1 AD HTTPS = — ¥ 0R[EIIRFIC Web N— AFHFEAZER T £9, =
NEOZ—FRTEEIND &, SIHIZHO—FRWFEL TR TE F9,

Web N—ARREHOSEEZ BT HI121%, KOFIEZFATLET,
FIE

AT w1 [Security] > [802.1X Authentication] > [Web Authentication Customization] DIEIZ 7 U »~ 7 L £,

. X2 T+« I
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ATy T2
ATvT3
ATv74

ATy TH

ATvT6

ATy 717
ATvT8

webBsENH 2471 X ||

[Add] 227 U v 7 LET,

[Language] Ry X7 U A M0 ESiE2 &R L LT,

ZOEFEET 7 4V N EREICT 58A 1L, [Setas Default Display Language] Z#3#R L 3, =2 Rz —H—
MEREZIER L TR WIERIET 74V FSEOR—URERINET,

[Applyl] 227 U v 745 & L, RENFTaLr 74Xalb—ary 774 MVMURESNET,

Web FAES—U % AL~ A X3 H1T1E, IROFNAZHENET,
[Security] > [802.1X Authentication] > [Web Authentication Customization] DJIEIZZ V v 7 L £,
ZOXR=VITE, BWAZ~A XAREREENRERINET,
[Edit Login Page] #27 UV v 7 L ¥ 7,
[Editlabel 1122 U v 27 LET, ROV 4 — /v FIRFRINET,
C[EFE]: N—VOSENARTRISNET,
* [Color Scheme] : WD ary v T AN AT g vaBERLET,
[Custom] 77 7 — AF—APBRINTNDIELEAIEL, ROFT v a v EFEHTEET,

* [Page Background Color] : DD ASCIl = — REZ AN LES, BRLIZANTHFA KN 71—
NV RICFIRSNET,

« [Page Text Color] : 7F% A DD ASCIl = — RZ AN LET, #RLIZEANRTFAN 7 4 —/b
RlZERRESNET,

* [Header and Footer Background Color] : ™~y ¥ —& 7 v X —DOEFOED ASCII = — R&Z AL
F9, BRLICANT AN 74— /L NIZRRSNET,

[

k=100

* [Header and Footer Text Color] : ~v X —& 7 v X —D7F A FDOED ASCII 2— RE AL E
T, BIRLIEZANTHA S 74—V RIZERENET,

* [Hyperlink Color] : 7 F A FDEDASCII 2 — RZ AN LET, BRLIEARTHFA N 74—
FIZERENET,
s BIfEOr TEE]  BEO R JEBE ST T 7 A VOLFINERIIVET,
o [BTEE]  ROWNTNDOA T 3 CEEIRLET,
* [None] : @ TZfEH L A,
[TV T IORTEERLET,
s [Other] : #AZ~A X LTer TEANTHLAITRINLET,
[Other] = = A7 ¥ a UINBIRENTWDLEGAIL, RO T v a v EZFEHATEET,

* [LogoImageFilename] : @ = 7 7 A L4 & AJJ4 % 7>, [Browse] &2 U w7 L CHifg 2 2R L £
R

* [Application Text] : © FIZHWA DT F A H AN LET,

t*2U74 |}
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B weszsonzs<ax

ATFvT9
ATv 710

ATFvI1N
ATy 12

ATy 713
ATy 714

ATy 715
ATv 716

¢ [Window Title Text] : 77 A > X—Y DX A MEATLET,

[Applyl 27 U v 7325 & L, RENFATAL T4 Fab—ar 774 VRESNET,
[Editlabel2] #27 UV v 7 LEd, IRDOT 4 — )V RBERRINET,

s [Invalid User Credentials] : =2 R —H N 7p 2 — 4 713 NAT— REA N LT & XITERRE
NHEAvE—VOTFAMNEANLET,

s [Service Not Available] : FRE —E A ZFH TERNWE ZIZRIRINDIA v E—VDTHFA ME AT
L/iTO
[Applyl] 227 U v 7 F5 & L, RENFTaLr 74Xalb—ary 77 A MVURESNET,
[Editlabel 3] 7 U v 7 LET, IROT 4 — /L FRFRINET,

» [Welcome Message] : =2 R —¥Rua /4 Lzt JIZERENDIAvE—VDTFANEATL
i‘d‘o

* [Instructional Message] : T> R —F|ZFREINDHEREAN LET,

* [RADIUS Authentication] : RADIUS 5BREN AN/ > TV DM E I RSN ET, AR -> T
DHEE. vl A R=VNWC =P L LERRT—-RFE2EOLILERHY 7,

* [Username Textbox] : BIRTH L&, =2 —HPHDT XA b Ry 7 ANREKRINET,
* [Username Textbox Label] : =—FH4 DT F A k7R v 7 ADRICERREIND TV EFIR L ET,
+ [Password Textbox] : SEIRT D &, RAT—FRDTFA Ry 7 AREREINET,
* [Password Textbox Label] : /NA U — RKDOTF A N Ry 7 AOFNIRRIND TV EZBIRL E7,
* [Language Selection] : BR$ 5 &, =2 R —YFRSFEEBINTZDH L2120 7,
* [Language Dropdown Label] : SaEiER N v 77X 7 DT7 )L E2 A LET,
« [Login Button Label] : @ 7' > RE DT~z ASLET,
* [Login Progress Label] : 271 o BB AHFICRRINDETHIFA MEANLET,
[Applyl 227 U w755 L L, BENETa L 74 X2l —Tar 774 MRGFEESRET,
[Editlabel4] 227 U v 7 LET, IROT 4 — /L FRFRINET,
* [Terms and Conditions] : #R$ 5 & | BRFMEDOT F A N Ry 7 ANHENRD £F,

s [Terms and Conditions Warning] : ZZHIEHEATIDIERE L TR RINDA v E—VDTH A M & AT
LT,

* [Terms and Conditions Content] : 5K E L TERENDA vE—VDOTFANEANLET,
[Applyl #7 U v 7 F5H &L, RENFTa Ly 74 X2l —rvary 7y VIRESLET,
[Edit label 5] TlX, KD 7 4 —/V RIRFRENET,

* [Copyright] : BIRT D & FAFHEDOT ¥ A hORBBAILY £

. X2 T+«
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[EHEHEDOT A B FEEDOT XA M2 AN LET,

ATV T [Applyl 227 Vw735 L, REVNETaL T4 Fal—rary 7y A MRFSNET,

AT w718 [EditSuccessPage]l 27V v 7 LE T,

ATV T R—=TCOEMICH D [Edit) 227V v 7 LET,

AT w720 [Success Message] |2, =¥ R —HNRIEFIZa /A L LIz ZIZERRSINDTXFAMEANLET,

RTvT2 [Applyl 227 Vw7 35HL L, RENFETaLy T4 F¥al—rvary 7y A VIRGFESNET,
07 AERIIRIA =TV E T L E 2 —FBITIE, [Preview] 7 U v 7 LET,

GUI A v H—T A ADT 7 4 /v hZilik Web X—AFBFEDT 7 4 /L F Sk & LT ET HITIE, [Set
Default Display Language] #27 U v 7 LE 7,

o e A = I
A\

(¥ Z O EIL. [Advanced Mode] TOAfEH TE £,

AV H =T A ZATHIES Nty v a COFEMAR T 21203, ROFIEELFITLET,
FIE

AT 71 [Security] > [802.1x Authentication] > [Authenticated Sessions] DJEIZIEIR L F 9,

AT 72 [Authenticated Sessions] 7—7 V&7 4 VX VT T BT, Fuy XXy Ama—nhba=y hEA Y
Z—=T A ZAEFTRL, [Gol &7 U v 7 LET,

AT w73 [Authenticated Sessions] 7— 7 WZIL, A VX —T = A A LEOTRTD 02 Ix iBilEFE ot v ¥ a BT 5
DT 4 —)V FBRFEREINET,

s [Port] : TEMMBFE RSN TNDHHR— K ID,

e [User Name] : 2Dt v a V CiGEICEH SN Y7 U > M,

* [Mac Address] : &7V B> b MAC 7 RUARERENET,

o [Status] : &> a OBIED AT —H A, [Authorized] F 7= 1% [Unauthorized] DV F 417>
« [Authentication Method] : &~ ¥ 3 > OFEGEIAE H &7z 7,

 [Common Session ID] : ZDE v g & —FIIHENT Ly 91D,

ATV T8 FFEOE Y v a v ORlEFRRT HI121E, BHOE Yy a2 U ERIRLC, [Details]Z27 U v 7 LET, Ky
Ty NI, AA T =T MR REND T 4 — /L RIZMAZ T, IROT 4 —/)V RNFRRENET,

X7+«
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* [Supplicant IP Address] : 47U 1> FDIP 7 KL A,

* [Reason] : FRAEN KM L= B, &> v 3 A7 — 4% A [Unauthorized] IZF¢E S AV TW A EHEIZD I
TRINET,

* [Host Authentication] : 1 > % —7 = A A|ZEEE SV TV AFRIEE— R,

* [Session Time] : ZD® v a VN7 7T 1 7 7,

s [Accounting SessionID] : 7 AU T 4 Ty arDEy I aID,

«[VLANID] : 20k v a Ik »TA v ¥ —7 = A ZITi#fH S77- VLAN ID,

s [Tagging] : VLANID OF— R%& ¥ J{t& 72134 77 L TERLET,
*[ACLName 1] : 2Dty a rTA U ¥ —7 = A AZHEH SN DHRHD ACL DA,

*[ACLTypel] : 2Dty arTA U H—TxA RTHEHENDACLOZ A7, 74 VZ1ID (U FA
V7 MERIEF Y u— RA[RE) 2 ETCEET

* [Redirect URL] : 2Dk v v a SIfEESNTZY XA L2 N URL, ZD7 4 —/L N, ACL #A 7»
VEA VY NOBEIZOREFREIINET,

(6=3))
FLEyyar THEEDACL #EHTEEd, Z0O%H4E, [ACL Name 2] ... [ACL Name 3] 72 & O8I0 #
NERRINET,

— E R B[ 1

F— 2 GE (DoS) HETIE, Ny W—I3T7 A A 2—FREHTERVIRREICL L D &
L&,

DoS BT, ?N4xﬁ%%®LE£ﬁfﬁtém EXR T 74w IR ETERNE
AT £, ZOBWETIHEE. T3 AD CPU XA —/R—o— K2R £,

TNA R K> THERH &S DoS HEICXHLT 2 HIED 1 Dif, ¥XaT7arsrs / av—
(SCT) ZFIMT2HIETT, SCTIET 7 4/ R THEMI /> TEY, Bk ca i, v
AATNA A, = Ra—% (TCP) F 774 v Z7IZMxT, BHINT 7 v, Fr k=
N RTT7 4w BEOARX—YY T 8T 7 4 v 7 BT HEERT A4 A TT, SCT %
T2 T, TART, ZIETDH N7 740 v 7 ®mICEKRRLS, BHEBIOY e b b
T4 v EZELTUHTEET, L, CPUICKHTDTCP 77 4 v 7 DL— k&l
fR42%Z & CERHEINET,

B tx2U7«
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X1 F4 RS — FERE
A

DII

() DoS Pl = /NI 2RI, R— MLV FENTWLTRTOT 78R a2 va—
Z b+ (ACL) F£72013EER QoS R 2 —%2T 31 v RTHMLERH Y £4, R— kT DoS
BHIEREREDN T 7 7 4 7L EN TV AR, ACL EHE3EQoS AR U »—I3ET 7 7 4 7ib a1,

DoS Bl > 7' — LR EERER L. SCT 2 E=Z9 521, ROFIEEZEITLET,
=S}

AT w71 [Security] > [Denial of Service Prevention] > [Security Suite Settings] %2 U >~ 7 L £,
CPU fRi# A 71 = X & : 550k (CPU Protection Mechanism: Enabled) (X SCT RN AN THDHZ L& LET,

AT 72 [CPU Utilization] DFED [Details] %2 U v 7 2% & CPU i fE~A— 2B L, CPU U Y — A F|H G #
MFERINET,

ATY T3 ZOMEEZRET D21, [TCP SYN Protection] DFEIZH 5 [Edit) 227V v 7 LE7,

AT v T4 [DoSPifl] #7%E L ET,

« [Disable] : TXTOX A SOV —ERYEHREL NI LET (734 X LLdD TCP SYN R#I3FR
<)o

* [System-Level Prevention] : Stacheldraht (43#%) . Invasor (k= A OAS) | Back Orifice (F =1 D
AFE) . Martian 7 R U ANS OKEOFHZHM L ET,

* [System-Level and Interface-Level Prevention] : > A7 A L-~ULDOBGENZINZ T, £ V' F—T = A AL
IVORRE (SYN T 42 Y7 SYN L— Mii#E, ICMP 7 4 V2 D7 1P 7T 74 Mb) &f
L TRETE 7,

ATYTE [VAT ALV OHE] 721X [V AT ALV BLOS, X —T =4 A L~ULDOFLE] 28R LTI-54.
WD [DoSBHfE 47> a D 1 SELITEEEZAMI LTI IEEN,
« [Stacheldraht Distribution] : %15 7C TCP AR"— R~ 73 16660 (2% LN TCP /N7 v M &2 RHE L £,

* [Invasor Trojan] : %85¢ TCP /R— h 232140 122 L <, #{F78 TCP R — R 23 1024 (2% LW TCP /X7 v b
BREEEL ET,

« [Back Orifice Trojan] : 565% UDP AR — h 23 31337 122 L <. %/Z7C UDP AR — b 2% 1024 (24 L\ UDP
Ty NEELET,
ATy 76 MEEUT, UFE27 Vv 7 LET,
* [Martian Addresses] : [Edit] %2 U v 7 9% &Martian7 LA (67 X—3) X—VICBEIL 7,
* [SYN Filtering] : [Edit] #7 V v 7T 5 LSYN 7 4 v HZ V7 (68 =X—) R—=VIZBHEIL 7,

I X7+« .
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* [SYN Rate Protection] : (LA ¥ 2 D&) [Edit] #7 Y v 7§25 ESYNL— MiiE (69 X—) R—
WCBENLET,

* [ICMP Filtering] : [Edit] Z#27 U » 7§ 5 LICMP7 4 VX U 7 (70 _X—) X—=VIZBE L 7,
* [IP Fragmented] : [Edit] #7 U v 7T HEIPT T T AL N7 4 NHZ Y 7 (71 X—) R—=U|IBH)
LE7,

RTv T [Applyl 27 U w7 LET, y—E A% (DoS) Bt X= U T 4 AL — hOREN, £fTar7 4 Fa
L—yay 77 A MCEZSRAENET,

SYN{R#
Fv b —2 R— M, SYNKECTT A ZAEZREST LDy D=L THEHEND
HREMERH D £, SYNKEIZITCP U Y —RX (Rv75) L CPUNRY—EMEELET,
CPUIXSCT#fE L TRRES N TS, CPU~NDTCP N7 7 4 v 7 IFHIBESNET, 7=
FL. 1 OFERREROR— FBEWL— RO SYN 47y TR INT-8E . CPU IZIE
FHONRYY > NOBRZITEA T2 —ERGENFEEL £,
SYN fREEMAEA M L TV DA, CPUIRS Ry hY—7 R— b5 CPUICELND 1BV
720VDSYN ATy y hOAEH T R LET,
SYN fR#ZRET DITIL, ROTFNEEFEITLET,

F|i§

AT w71 [Security] > [Denial of Service Prevention] > [SYN Protection] 27 V v 7 L %7,
RTVT2 NI A—=FEANTTLET,

* [Block SYN-FIN Packets] : #3925 &, ZOBEENSENT/RY 9, T XTOAR—FT, SYN & FIN
DK STDT7 T T fFEOT_XTOTCP Ny h Ry 7ENET,

* [SYN Protection Mode] : kKD 3 DDE— KM HiER LT,
* [Disable] : FFEDA L H—T = A ATZ ORENIENT /20 £,

* [Report] : SYSLOG A v E—V&AMRLET, LEWVEEZBZ-HA, R—FDAT—HF A3
[Attacked] (2 Y £,

* [Block and Report] : TCP SYN BN BoOD o 7oA, AT 255 TO TCPSYN /N7y MI R v
TENT, R—FDAT—H A [Blocked] 122DV £,

* [SYN Protection Threshold] : SYN X7 v b3 7 0w 7 SPLAHETO1IRHSHZY OSYN Ty MMt (TH
53~ MAC % & e SYN Z4E4G ) L— AR — MI#EHINET) .

. X2 T+«
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* [SYN Protection Period] : SYN /S k> 7 &1 v 7 Z g3 2 £ TOBE ( [H4r~DMAC % SYN
B = UIAR— "B oSS U RERR S ET) o
AT9T3 [Applylz 7 V> 7 LET, SYNIRERERIN, FfT7ar 74 Falb—var 7y ANAPREHINET,

SYNRFEA L =T = A 2 T =70z, (2=F DY I7ZAMIUSLT) §TOR— FEZIFLAG I
BT 2KDT7 4 —L RBRERINET,

« [Current Status] : { > % —7 = A AD AT —H A, IROIEATRE T,
*Nomal] : ZDA F—7 = A ATHBEIIMHINETLATLI,
*[Blocked] : F 77 4 v 7T DA U H—T = A ATIHIRESINERT A,
o [Attacked] : T DA U H—T = A ATHENMRHINE LT,

* [LastAttack] : ¥ AT A CHREICHH SN SYN-FINKEBEO HfF L, ZRIZHTDHVATLADT 723
e

Martian7 F L X
~

GE)  ZoOfFEIX. [Advanced Mode] B = —TOAHHTE £,

[Martian Addresses] X— Tld, *v hV—7 L CHERINT-KEEZRTIPT KLAZANT
EET, TNODOT FLANLO/Ty MIERSHET, T3 2, IP7 ' b 2L OB
MBI ARE/R O FHIFE A Martian 7 KL A2 R— K LET, PAR—FZINTWHDTHF
F Martian 7 R L A IR D LBV TT,

* [Martian 7 F " 2 (Martian Addresses) | ~— Y CRIEZLERINTNDHT RLX,

=T Ry 7T RLRRE, 70 ha)VOBENBIIARERT FL A, IROFEHNDOT R
VARZENE T,

©0.0.0.0/8 (=77 LFHETLT RLAELTD0.00032%%<) : 27 ay 707 Kb
2lE. Ty FI—27 FOEETHAA N EZRLET,

¢ 127.000/8 : f »Z—F Y FAAFDNL—TF Ny 77 RLZAL L THEAINET,

©192.02.024: K¥ a2 AT —varBIXWa— R TTEST-NET & L CfEH SN E
—a—o

©224.0.0.0/4 GEEILIPT FLZ2ELT) :IPVA~ILFH¥ AT RLRAE Y BT Tff
AEanE+, VAT (79 AD 7 FLRZER]] LEER TV LT,

©240.0.0.0/4 (7277 L7 RL AL LT?M255.255.255.255/32 %% <) : PRIEART K
LA, VAN 79 A E7 FLAZEM] LFEERTWE LT,

X7+«
I
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DoS B5#EIF O LU Martian 7 RV AZBIT A Z & HTEEJ, Martian 7 KL A& &Te R
oy MIEESNET,

Martian 7 L A2 ERT DL, ROFINEEZFEITLET,

FIE

AT w71 [Security] > [Denial of Service Prevention] > [Martian Addresses] 27 U v 7 L %7,

AT w72 [Reserved Martian Addresses] % %R L. [Apply] %2 U » 7 L. [System Level Prevention] U A MZFHI%
® Martian 7 RV AZEZDET,

AT w73 Martian 7 RLAZBMT 521X, [Add] %27 Vv 7 LET,
ATV T4 R"TA—HEANTTLET,

« [IP Version] : #R— hENDIP A=V g Va2 RLET, BEFS T, IPvd OV R— FOREEEEN T
WET,

o [IP Address] : fE&THIP 7 KL AZ AN LET, IROMENAIHETT,
s [From Reserved List] : PHIFEAV A MMH U x)V ) 7P T RLUAZRRLET,
+ [New IP Address] : IP 7 RL A& AJJLET,

« [Mask] : #Ef5 3 AHIP T KL ADHPAZ EFHET HZDIZIPT RLADY A7 Z AN LET, HITkD L
v TH,

* [Network Mask] : R MI& 10#ERFTLTOR Y hT—T~ R 7,

* [Prefix Length] : ¥— B RIEMBHEIZ G T HRGDIP 7 R LU AfHZERT H720OD P T K
VAT VLT 4w 7 A AN LET,

ATv TS5 [Applyl 27 U v 7 LET,

SYNT 1 LBY2T
)

GE)  Z o EL. [Advanced Mode] B = —TOREHTE £,

[SYN Filtering] ~—Tl&, SYN 77 7 & &, 1 DELITEBEDO R — MIEE S D TCP /¥
Ty NeTA4NEY T TEET,

SYN 7 4 VA ZEFET DI, ROFIEEZFEITLET,

. X2 T+«
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AT 71 [Security] > [Denial of Service Prevention] > [SYN Filtering] 27 U v 7 L £,
ATv T2 [Add) 27V v 7 LET,
RTYT3 NI A—=FEANTTLET,

* [Interface] : 7 A NF HEHRKT DAV F—T = A A BINLET,

c[IPv47 RLA]: ZANAEZERTDIANROIP T RLAEZANTLH0, [TXTOT RLA] @KL
e N

e X hU—2 =227 (NetworkMask) : 7 4 VEZBEN>TWnWAEXy NI—27 A7 &%IPT K
VAR TAD LET, ROWTAN1 D2 AT LET,

*[Mask] : Fv MIZ 10 #ERTLORY NU—T R 7,
[FVvT 4 v 7 AR DoS il AN T 2 RRDOIP T N L AHHEZERT H72DDIPT FLX
VT 4y I AREANTTLET,
« TCP AR— K (TCP Port) : 7 4 L Z AP I TV D505 TCP A— R & EIR L £7,
« [Known ports] : U A h7 6K — h&3EIR L ET,
* [User Defined] : " — FEBEZ A LET,
[TRTOR—F]: TRTDOR— 2T 4 NVFTEHTNE, ZOT7 4 — LV FEBIRLET,

ATy T8 [Applyl 227 U v 7 LET, SYN 7 A AVEBERIN, ETar 74 X¥alb—valry 77 AREHIN
£

SYNL— ~REE
A

GE) Z O EIL. [Advanced Mode] B = —CTOAMMH TX 7,

[SYN Rate Protection] ~~— " Clid, AJJAR— FTZETDHSYN ATy hOFEFIRTE ET,
ZDTS, N7y NMUBO T DTN D LW e — MR35 Z & T, — Tkt
T5SYN 77 v ROEEBELEMTEET,

SYN L — MR#EAZERT DL, ROFIEEZFEITLET,

X7+«
I
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AT 71 [Security] > [Denial of Service Prevention] > [SYN Rate Protection] 7 U v 7 L £,
ATv T2 [Add) 27V v 7 LET,
RTYT3 NI A—=FEANTTLET,

o A X —T7xA4 A (Interface) : L — MRENERINTWNAAS X —T oA A&ERLFET,

« [IP Address] : SYN L' — MR#EZ 22— —ERT HHRO P T KL A% AT 520>, [All addresses] %
BIRLES, IPT FLRAZANTLHGEIT, A7 FEREFT V740 v 7 AREATILET,

* [Network Mask] : Z5fZICIP 7 RLADOH TRy b~ R 7 DR LB IRL, KOWTANLDT 4 —/L R
WZfEE AT LET,

e v A7 (Mask) :BETIPT FLANAIBT 2V 7%y hE2ERL, Ny MtE 10#ERTZETY
TXxy b~ AT BN LET,

ATV T U I AR [TV T 4 v 7 AR AL, RETIPT FLA TP LT 0y 7 Akt
Ly MEEASNLET,

* SYN L — RlBR (SYN Rate Limit) : %135 SYN X7 v hOxE AT LET,

ATv7T4 [Applyl 227 U v 7 LET, SYNL— MREPELZSN, FITar 74 Falb—va yBEHRINET,

ICMPZ 4 LB ) 245

GE)  ZOFKEIL. [Advanced Mode] B = —COAHEHTEX E7,

[ICMP Filtering] X— CTlX, FFEDEEFEILNOLDICMP X7 v ha2T7ry 7 TEEd, 7ay
7452 & T, ICMP WEDORAERFIR Yy NV — 27 OAMAZBRMTE 7,

ICMP 7 4 VA U T HFBRETHITIE, WOFNEEZFEITLET,

FIE

AT w71 [Security] > [Denial of Service Prevention] > [I[CMP Filtering] 27 V v 7 L %7,
ATYFT2 [Add] 227V v 7 LET,
RTY T3 RIRA—FEAHLET,

e HZ—T7 x4 A (Interface) :ICMP 7 A NVH VU ITNREZINTNELAS L H—T 24 ABERLE
ﬁ‘o

B tx2U7«
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PISTAYRTANEY DY .

c[IPT RVA]:ICMP Xy 7y VBV T aT 7T 4 TIZT HRGDIPVAT R L A% AT 5D,

FLI[TRTOT LA ZIERL TTRXRTOFEELT FLAPLDICMP N7y haT7my 7 LE
To BT RVAZANTOHAE, YATERBT VT 4y 7 ARENILET,

* [Network Mask] : Z5fZICIP 7 RLADH 7Ry b~ A7 DX EZRIRL, ROWTALDT 4 —/L K

WZEEZ AT LET,
e v A7 (Mask) :HETLIP T FLARFB T2V 7%y FEEIRL, Ny Mi& 10 &ERTTY
THExy h~ATEBANDLET,

TV T 4y I AR [TV T 4y 7 AR)EBIRL, EEILIPT RLAR VT v 7 AT
HEy MrEALET,

ATV T4 [Applyl 27 U v 7 LET, ICMP 7 4V Z U U I NEFRESN., FfTary 74X alb—varyBniHanx

j‘o

POSTARITANLEYDY

FIE

Y

GE) ZoOREIL. [Advanced Mode] £ = —COREH T £,

P77 A T—avit, 2y NI —FBOT—ENKETEC, 5—FV U I7EEZNLT
—EIGRETERWGEEICBAELET, TO5E,. F*y NT—JEOT—Z BN O OW
(7T AP ICHEENET, 20T ZARNIP 757 AT — g M EnET,

777 A MEENTL P OT g VERBEREL, 7T 7 A MuERE P Ny b ET
7y 745, ROFRZFITLET,

AT w71 [Security] > [Denial of Service Prevention] > [IP Fragments Filtering] %= 27 UV v 7 L ¥,
ATv T2 [Add) 227 Y v 7 LET,
ARTYT3 RTA—HEANLET,

oA X —TxA4A (Interface) (IP 7T T AL T—2 a UNERBINTWNWDHAL LV H—T oA AZEIR

Li‘é‘o

s [IPAddress] : 77 7 A2 MEIP Xy a7 4 VA2V TFTHHBOIP Xy MU —2 &2 A1 50,

F 721% [All addresses] 23R LTI RXTOT RLANLDIP 777 A M ry a7 ay 7 LE
T, IPT RLRAZANTLIEEIE, ~A2FREF T V74 v 7 AREATILET,

* [Network Mask] : Z5[ZICIP 7 RLADH TRy b~ A7 DX EZBRIRL, ROWTALDT 4 —/L K

WZiEZ AT LET,

X7+« .
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e v A7 (Mask) :EETLIP T FLARFBT A2V 7%y FEEIRL, Ky ME& 10 &ERTTY
THxy hwATEANNDLET,

TV T 4y I AR [TV T 4y 7 AR EBIRL, EEILIPT RLA LT v 7 AT
HEy MEEALET,

ATV T4 [Applyl 227 Vw7 LET, IP 777 AT —va v REHRSH

CEfTar T4 Xal—vary Ty AL
PEFENET,

PY—X HH—F
IPY—AT—KiZ, "AMBRKANR—DIPT RVAZEALLY & LIz TR ETH NS
T4V REEHESTZDIHHTED X2 U 7 4 HEETT,

IPY—R H— FREMNTR>TWBEE ., 735 AZ, DHCP AX—VE L 7 RAUF 4o
T—HR=AZEHEENTNDIPT RLAIZOR T TAT U RIP N T 74 v 7 k5 LET,
ZDOTFT—=H_X—=R|Z{E, DHCPAX —E U JIZ Lo TBIMENT RL AL FETBEMLEZT
YRMUDOWEEOT RLAREGEENET, "y "R T—F_X—2ANO=> h) &—&K L7

B TAARAFEONRT y FEBELET, —BLRWES, ~Fy MIFey7ShET,

R—=FTIP V—R T— FBENMNIR> TWEHEE
* DHCP AX—E U 72K o> TR &5 DHCP /37 v EBRZIF AL HIVET,
CEEITLIPT KL R T4 WE ) TR Mlle o> TWAEE

cIPVvd N T 7 4 v AR— MIEEMTONTWAEETLIPT FLAEZRS T 7 4 v
I DOHFRENET,

cFEIPVA N T T 4 v T RSN ET (ARP X7y FEETD)

pAnVAG Pt
IPY—A H—FR&E7a— UGN THI20E, ROFINEEZFEITLET,

FIE

AT 71 [Security] > [IP Source Guard] > [Properties] DNEIZZ U v 7 L E 7,
AT T2 [Enable] ZRINL T, IP Y —RA H—K&E7a—UIEMNLET,
ATY7T3 [Apply] 227 UV » 7 LT, IPY—A H— K&z LET,

B tx2U7«
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AV8—T 14 RADEE .

A3 —T A RADETE

FIE

IP Y —Z H— RMEETERWAR— FLLAG THEZNZ 2> TWADHA. DHCP A X—t' v
ko THFAIEN/ZZDHCP X7y MR EEINET, EFETLIPT RLA 74 AE ) IRE
T T2 > TWBEE, 737y FERBIIKRDO LY IZHF TEnET,

* [IPv4traffic] : FFE DR — MIBIHEMT SN TWDEEILIPT RLAEZELIPvA b T 7 (v
JITREFRSNET,

* [Non IPv4 traffic] : IPv4 LISAND N T 7 ¢ 7 13T X TEFAISNE T,

AH =T 2 A ATIP Y —A H—REZRETDHIZIE, ROFINEEFEITLET,

AT 71 [Security] > [IP Source Guard] > [Interface Settings] 7 U v 7 L £,

AT w T2 [Filter] 7 4 —/V K2 HAR— MLAG ##IRL T, [Golz7 Vv 7 LET, ZO2=v b EOFR—FE72IZ
LAG B DIF#HR E & blIcRRSINET,

* [IP Source Guard] : "— K TIP Y —A A — RRFHI/ o TWENE I NERLET,

«DHCP AX—VY' >V 7 DFFEHTE DA X —7 = A A (DHCP Snooping Trusted Interface) : {EFH T 5
DHCP A v 4 —7 =A AT DINE I DERLET,

ATV T3 F—FELIFTLAGEREIRL, [Edit) 227 U v 27 LE 7, [IPSource Guard] 7 4 —/L K ® [Enable] % 3R 3%
LA VE—T A ATIP Y —AH— KPERTRD £7,
ATV T8 [Applyl 27 U v 7 LT, EZFITar 74 FXal—vary 7y Miat—LET,

RA VT 405 F—BR=Z

IP V=24 — RTI&, BEHINTWRVWR—MnbDRT Yy NaeF = v 73 %7212 DHCP
AR—=VEU T NA T 4 o T T =A== LET, 7/3 AR DHCP AX—E 7 N
AT AT T—=ER=RAEZALIETHZY N OENRETEDLHA, Ry Y
WIET VT 4 TAT—HATHFF SN E T, =2 M UIT Y —2AEFAHIREINIC 22 5 EHIBR S
N30, FET 7T 4T NINRT I T 4TI RDZENHY ET,

[DHCP V L—] &L T 7EE0,

A\

GE) ASA T4 TF—F_R—2D~—ZE, PV — AN — RREN o T-R— N TEFRS N

72DHCP AX—Y > I AT 4T T —=HRXR=ZARNDOT M) OBNERENET,

DHCP ZX—V' v 7% FRr L, HBEEIN- TCAM V YV —2AZHERT 51213, ROFIEEFET
LET,

X7+« .
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AT 71 [Security] > [IP Source Guard] > [Binding Database] 27 U v 7 L %79,
[Supported IP Format and TCAM Resources Consumed] 237/~ SV E T,

ATw T2 DHCP AX—E U I TlI, T—F_XR—ZADEHIZTCAM Y YV —2ABniHENET, TA A THT 7T 41
T2 NVET T 4 TTARITE EOREOE TITH NEBRIRT D702, (AT 77 47
T4 =NV RERELET, ROT T arPDdHhET,

« FRATHE (Retry Frequency) : TCAM U Y —ARNF = v 7 SPLHHJE,
« FAT LAWY (Never) :FET VT4 T7RT RVADHT 77 4 7L ERL 720,
ATYT3 [Applyl 227 U v/ FHL FROEENRETa L7 4 X2 b—ra VRFEESNET, E72. [Retry Now]
7V v 735ELETCAM Y Y —ARKBEINET,
ROZ MY DBERRINET,
«[VLANID] : X7 v F&%2[ET 2 & TS5 VLAN,
* [MAC Address] : @A &5 MAC 7 R L&,
« [IP Address] : RGNS 1P 7 LA,
A2 —T A A (Interface) : X7y FIRTHIENDA L F—T =A A,
c[Status] : A > H—T = A AT I T 4 T ThHNEINEFERLET,
« XA (Type) : T2 NV DXAT @EEITEN) BERINET,
*[Reason] : A ¥ X —T = A ANT I T 4 7 TlhrWGG, TOHMZFR R LET, KOHEBERH Y £,
«[NoProblem] : f v #—7 =A AXT 7T 47 TY,
* [No Snoop VLAN] : VLAN T DHCP A X — ¥ 7 WNEMZ/e > TOEH A,
* [Trusted Port] : "— F2MEHIND K HIZ72 0 LT,
« Y —ZD#E (Resource Problem) : TCAM U YV —ZMEWRI- S E LT,

AT T4 oDz NIV Ty hEFRRTHICIE, Y7y FEBIRL, BET2MBREMHEANLTT—
K7 VA MEE L [RetryNow] #7 U w7 LET,

ARP f AR 3 Y

ARPZFEHT AL, IPT RLAEZMACT RLARIZ~ v LT AILET, LA ¥27e—FK
XY AR RAALUHNTOIPBENTREICRY 9,

B tx2U7«
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ARP 1 v 2R3 TasT 4

WMEOHDL2—WIL, V7T 3y MIEHR SN TWDY AT LADARP ¥ ¥ v a2z hAf A=
TL, 2OV 732y hEOMOFRA NE2HWET DN T 7 4 v 7 2RITZETHZEITED,
LAY2Ry NU—JIZHHEINTVWDEERA N, AL vF, BLONM—FEHES L ENT
EET, TG ARPIE, ARPERZZA(E L TWRWARRA k)b O Gratuitous J&2& & 7 AT
THEDRELET, WERHIASND &, WBEZT T NAADNLD NT 7 4 v 73T
T, WBEOa LV E2—XERHLTL—¥, Af vF FLEFFAMIEEFEINET,

AARMA, B, BEIOCIE, A ¥—7 =14 AA, B, BIOC LIZHD AL v TFICER SN
TWET, ZUHEFTRTE—OF 7 Xy NEIZHY ET, ZRENOIPT RLALMACT
RLAF Iy aNIicRRrSnTC0ET, E2E, FAMAIZIPT FLAIA EMACT R
AMAZBHALET, "AMANIP LA VIZHDHRARB LBETIVNERSDLES, HA
MAIXIP 7 FLAIB @A IT SN TWVWD MAC 7 RLRIZ ARP EsRE 7o — R A b
LET, RAFBIZARPJSZEZMEHLTUSELET, AAM v FLEHRAMNAIL, AAFBOD
MAC E TP ZfiH LT, TNENDARP ¥ v a2 HH L ET,

BRARCIE IPT FLANIA (7213 1B) T. MAC 7 FL 2 MC DA A MIkFT 534
YT AT aFEOMRIE ARP ISEEZ T U — FE XY A M THILITEY AL vTF, BA LA,
BIOKRAINBDODARP X v v ¥ a2 R A R0 T35 EMNTEET, ARP Fv v ¥ a2 R
AR=ZV T ENTZAAMI, IAELFIBSETO NT 7 4 v 712, 58%EMACT RL A& LT
MACT RLAMC #MHLET, 20k, RAMCIEED N T 74 v 7 2 RITZETEE
F. AA R CIZIA BEOIBICBMER T HN7ABO MAC T KL AZM > TS0, EL
WMAC 7 RLA%5EE LTHAT 22T, MITRBLEN T 74 v 722N LDHA b
ICEEETEET, AR CIHAHERANANLHRARBAD N7 4 v 7 A b Y — K|
ALET, Zhp, MEROPHELETT,

ARP £ VAR 3> TJAanNT«

FIE

ARP A U AT v a DT uNT 4 B ET D123, ROFIEZFETLET,

AT w71 [Security] > [ARP Inspection] > [Properties] DIEIZZ U v 7 L £ 7,
RDT 4= FIZADLET,

« [ARP Inspection Status] : ARP A > A7 o q VG T HBEEITBER L £4,
* [ARP Packet Validation] : #RFETF = v 7 Z H T 555 IR IR L £7,
« [Log Buffer Interval] : IROWFNDA T2 g 2 RINL £,

* [Retry Frequency] : K1 v 7 Iz 37w MIBIT 5 SYSLOG A v E—Y DFEEEZHNNLET,
AN LTHETA v =Y RN ESNET,

s Never] : Ru w7z "7 > MIBT 5 SYSLOG A v E—U NI/ £77,

t*2U74 |}
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RTFvT2 [Applyl 27 VU v/ LET, BENERSN, ETa 74 X¥al—var 7oA ARTHINET,

ARP f VARG 3 A3 —T A RETE

BHEENTWRWR— MNLAG)H D37 MEIARP T 72 AL — LT —T N L TF = v
7 &N, EBIZDHCP AX—E VI NEMI > TOIIEDHCP AX—Y 7 XA U5 ¢ v
T T = R=2 X L TCTF =y 7 ENET,

T 74V h T, A— FRLAG X, ARP A VA7 v a U CEfHENTOWERA,
R— F°LAG ® ARP BlHAT — X A2 EET 521, WOFIEEZETLET,

FIE

AT 71 [Security] > [ARP Inspection] > [Interface Settings] 27 V v 7 L £,
RN— b & LAG BLUOZNEND ARP [FH/IEHA T —# ANFRSNET,

AT9FT2 HDHR—NLAGZ MEHTE S| 2 EHETE RV ICRET DI, TDOKR— FLAG %N LT
[Edit) 7 U v 7 LET,

AT w73 [Trusted] F721% [Untrusted] 238N L, [Apply] 7 UV v 7 LT, Effar 74 Fal—rvar 7rALiZ
REZRFELET,

ARP7HUXa> kO—)L

ARP A U AT gy T—=T Mz b U ZBINT 52iE, ROFIEZIATLET,

FIE

AT 71 [Security] > [ARP Inspection] > [ARP Access Control] DJEIZZ UV v 7 LE T,
ATFY T2 = M) EBMTHICIE [Add] &2 Y v 7 LET,
ATYT3 RDOT 4=/ FIZANLET,

* [ARP Access Control Name] : =— —ERk L 7= 42 AT L E T,
* [IP Address] : /X7 v FDIP 7 KL A,

* [MAC Address] : /X7 > @D MAC 7 R L&,

RT9T8 [Applyl %27 U w7 LET, RENERSN, ETar 74 Fal—rary 77 AAVREHINET,

B tx2U7«
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ap7 otz bao—ui—n

ARP7 U tzAXa>r +kA—)L)L—IL

FIE

ATy T

ATy T2
ATvT3

ATv74

VERR D ARP 7 7 A 3y ha—)L Z)—F1— L& BINT 51213, IROFIEEFEITL
i‘j‘o

[Security] > [ARP Inspection] > [ARP Access Control Rules] DJEIZZ U v 7 LE T,
ARP 7 7 A Ay hr—L )b—)L T—=T I, BUEERINTWNWDT 7 B A=A RERRSINET,
RED 7 N—T"% 8RS 2121F, [Filter] Z1#IRNL, 22 br— AL ZERLT[Go] 22 Vv 7 LET,
T N—=TIBIMO =V 2B 5121, [Add] 227 D) » 7 LR,
[ARP Access Control Name] Z#IR L, KD 7 4 —/L RIZASILET,

« [IP Address] : /37> RO IP 7 KL A,

* [MAC Address] : /X7 > D MAC 7 R L A&,

[Apply] 7 U v 7 LET, REVNERIN, FT7ar 71 X¥ab—Tary I AABEHINET,

ARP 4 A% L 3 2 VLAN 27

FIE

ATy T
ATy T2

ATy T3

ATvT4

VLAN FOARP A VAT a v ZHHEMILTC, T7®Aar ha—)v 7 )Lb—7% VLAN &
BT 2121, ROFINEEZFEITLET,

[Security] > [ARP Inspection] > [VLAN Settings] ®NEIZZ V » 7 LE T,

VLAN LD ARP A VAT ¥ a3 a2 FNTT HITIE, [Available VLANs] U A k725 [Enabled VLANs] U &
MZ VLAN 88 L £7,

ARPT 7R a2y hr—/L 7 )L—7 & VLAN Z B#EfT 212i%, [Add] %27 Y v 7 LET, VLANE S %
IR L, EFEFEHD [ARP Access Control Name] Z34R L £ 97,

[Applyl 27 U w7 LET, RENERII, FT7ar 74X ab—vay 77 A VNREHINET,

t*2U74 |}
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B rsor—xrhoTexaussg

IPv6 7 7—X bRy T X2 T4

FIE

IPv6 7 7—A L kRw 7 ®F=2UT 4 (FHS) L. IPV6 AR/ X Yy NU—7 TOEBF 2T 72
Vo7 e R ERT LT DICRE ENTEED AL — T, ZhE, FANN—ER T o
JL & DHCPV6 A v —JICHSWTWET,

ZOMEETIE, VA Y2 AL v T NFEOBANCHES T, A NN—RE T2 har A ye—
Y. DHCPV6 A v tE—Y BLOa2—HW—FT—F A= T74N0 2 T LET,
IPv6 77 —X bRy TEFaYF4DIAVR—FRU b
IPv6 77 —A b Ay 7 X VT 212, ROERHY 7,

«IPv6 7 7 —A M Ry 7 X2 U T o OIEKRE

*RA H— I

eND A VAT g v

o« RA N N U NEESE

« DHCPv6 77—

«IPv6 VY — A I—F
B ayR—3 ME, VLAN THE I3 EIC TE £97, HAEZ &2, vian default
& port_default &\ 5 2 DDZEDHERERFHARN Y O —PFEELET, MAPORY v—iF, =—

PEFRARY —ITHH STV WA VLAN IZEEE S, 2FHOR Y o—F, 2 —PEFKR
U —IZBERENTWARWNWE A v F—T = X & VLAN IZHEFm SN E T,

[FHS Settings] ~~— 2l L T, 5 L7z VLAN 27/L—7 T FHS Hi@tREE2 Fc L., K
Oy 7FENTEAATry hOrF U SO 0 — N UREEARELET, LEISUT, R
U—HBMTEET, o, Ny b Rey T aX U L VAT AERDT 7 AV RRY —
BT EET,

IPv6 77 —A Ry X2V T 4 OIBANRNT A—ZEHTET HIZIT

AT 71 [Security] > [IPv6 First Hop Security] > [FHS Settings] #7 U v 7 L %79,

BEERSNTWALRY V—RNERRENET, R —TLIC, ZNUDBT 74V RRY —ROH)h, 22—
P—ERZDORY =72 Dh %<7 [Policy Type] NERINET,

ATFY T2 WoOr7a—")ar7 4 Fal—vay 74—V RIADLET,

B tx2U7«
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*FHSVLAN U Z  (FHS VLAN List) :IPv6 77 —ZA F Ay F X2 UT 4 ZHNCT S 1OF-1Z
D VLAN Z AT LET,

e X7 v b Rey 7 rX¥ 7 (Packet Drop Logging) :i®IRT 5L, Rrv 77 —A KRy &
FalT7 4 R V—IlkoTRr Yy &7z & XIZSYSLOG MER S E T, Zhud, AU »—n3E
FEINTWRWEED T B — L 77 4L METT,

AT T3 [Applyl 227 Vw7 L, Efrar74X¥al—var 774 VIIREZBMLET,
ATy T4 LEREAEIE, [Add) %227 Vv 7 LTFHS R Y v —&{FRR L £ 7,
RDOT 4= RIZASILET,
* [Policy Name] : = —HEZDRY o —HE AN LET,

s [Packet Drop Logging] : #{R$ 5 &, Xy MR ZORY) —RHNOT77—A KRy 7 X2V T 1 K
=R E LT Rry 7 &z & &2 SYSLOG MER S v E T,

* [Inherited] : VLAN 7237 0 — LR EDOMEAEMF AL £,

e[Enable] : 77 —RA bRy FEX2 VT 4 OFERE LTy FB Fry 7 &7 L X2 SYSLOG
PER SN E T,

s [Disable] : 77 —A MRy X2 T 4IZL> Ty B Fe vy 7 & TH SYSLOG IEERK
SNER A,

AT TS [Applyl 27 U w7 L, FTar 74 Xalb—vay 774 VIHREEZBMLET,
ATFYT6 ZOR)—% A B —T oA RTHERT HITIT

* [Attach Policy to VLAN] : 7 U v 7925 & R v —iiH(VLAN) (92 X—) | X—=V|Zvy 7
L. Z2OKRY ¥ —% VLANIZT X v FTEET,

« [Attach Policy to Interface] : 7 U v 27 325 & TRV —@HER— ) (92X—) | X—=ViZvy 7
L. ZORY =R —=MITH v FTEET,

RAH— FEXE

IPV6 RA 7 — FSRER 5L, Ry hU—27 TARA R T T M7 4 —LICERE LIZARE
FLREFEARERRATN—RAvE—U%, 2y N7 EENRT v v 7 F3HESTEET,
TNAATIERAZMEHALC, Vo7 CAGETF U AL ET, IPv6RA — Ri¥fgid, =
NHDORAZRHEL T, KBEINTORNWT A ZANLEE SN RA B4 LET,

RARME—FTIHE, RAEAV—Z UFA VLT N AvE—VEFAR— M ETT_NTTay 7 SnE
9, RA H— FEEBEIZ, LAY 2 (L2) T\A ADWEKRT —4% %, %G L7-RA 7 L—LKND
F— R LW LET, 2T A AT RAZL—ALEAL—X UKL LT N T L—ADONEEH
EERLLADETRIELIZEZ T, RAZZ=F ¥ A N ELIF LT H v 2 FOSESEITHERE L
T3, RA 7L —20ONEPRIES 2GS, RAIZTRry &N ET

t*2U74 |}
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[RA Guard Settings] — &l L C. #§& L72 VLAN 7 /L — 7 CRA J— FEREZ BN L,
ZOMRED 7 0 — NVEREMERE LE T, RERGEIE. ZON—V TR U —%BINT 5
M, FRFVATLAERDT 74NV FRAT— R R v—%2RETEET,

RA T — F&RET 5121 -
FIE

AT w71 [Security] > [IPv6 First Hop Security] > [RA Guard Settings] #7 U v 27 L7,

BIEERINTVWERY v—BFRENET, RU—TLIZ, TART 74V bR Y —7eDh, 22—
P—ERDRY =72 Dh %<7 [Policy Type] NERINET,

AT w72 [RA Guard VLAN List] T, RA H— RBAHIZ/2->TW\D VLAN % 1 DLLEATI L ET,
ATy T3 wiZ, UTOHEAZRELET,

* [Minimum Hop Limit] : RA A — RAR Y > —3, ZE LTy NORRE Yy FIREZHERT 2089
MNERLET, WOWTHOEFRLET,

s [No Limit] : 78 > 7B v > MRED FRROMGEZ 8hiz LET,
* [User Defined] : 8y 70 MEIIRN Z OELL T TH D Z & 2R L E 7, ®AEROMEIL, K
MR OMEU ETRIFITRY £H A,
* [Maximum Hop Limit] : RA #— RARY > —3, ZE L7y bORKRER Yy FREZHERT L2089
MWERLET, ROWTINMNEEIRL ET,
« Uy 2L (NoLimit) : &y 7AW vy MIBRO LRREDORGEL HHNIZ L ET,
o 2 —H%EFK (UserDefined) : Fvy 7 B0y MIERZOELU T THHZ &R LET, AR
RO, RAEROEL ETRITFITR D £5 A,
+ [Managed Configuration Flag] : Z® 7 ¢ —/L RiZlZ, IPV6RA T — KK U T —HNTDT RANZ AL XE
IREHT FVAREY 77 ORGEELRE LT, ROWTNEERL 7,

o MiFE7Z2 L (No Verification) : 7 RAXZ A XENTZEHT RLVRARET 7 7 OBGFEEZENZ L E
ﬁ‘o

« Ay (On) T RAZARINTZEHRT RVARET 7 7 ORGEE AN LET,

A7 (Off) : 777 DMEIZ0 THLILENRHY £,
* [Other ConfigurationFlag] : Z® 7 ¢ —/L KX, IPV6RA T — RR U v —NTD, 7 RARZ A4 XE iz
DAy 74 Xal—ay 77 7OBIHIOWTIRELET, ROWTI»ERIRL £7,

« Rk 7e L (No Verification) : 7 RNY A XINT=E DMODREE 7 7 7 ORGEE: Bz LE T,

e A2 (On) 7 KNFA XINT-ZEDOMOGRET 7 7 ORGEEZFNTLET,

A7 (Off) : 777 DHEIZ0 THLILERSHY £,

B tx2U7«
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o Ix/NL—H 7 7 7 L > A (Minimal Router Preference) : Z D7 4 —/L KiX, RAGT— KA o —T,
RAHT—R AV —HTRAAYE—VADT RRNF AL XINTT 74NV KN IV—F TV T7 L AD
BMEERFET D EIMNERTE LET, ROWTNNEZERINLET,

« MiZE72 L (No Verification) : 7 RARZ A RENTZT 74/ k )—F TV 77 L ZADTFRIED
REZ mohic L,

A& (Low) : HFBEEINDBT RREAZXENT-T 74N MV—& FUT7 Lo ADEE/MEZEEL
i—é—o

o f (Medium) : HFESINDT RRZAXENET T4V V—F FV 757 Loy ZADE/MEETE
/’_:E’L/i‘é—o

« & (High) :#FRSNDT RREA XENTT 74NV NA—F TV 77 Lo 2ADOR/MEEFREEL
£7.

e g K)L—% U 77 LA (Maximal Router Preference) : 2D 7 4 —/L KiX, RAF— K R 2 —
T.RAFV—FRARIT—HNTRAAYE—VHNDOT RRXZ A ZENTZT 74NV M V—F TV 77 L
ADEBKBEERFET DN E I DER/ELET, ROWVWTNNERINLET,

s fiEZ2 L (No Verification) : 7 RANZ A XENTT T4/ b v—& TV 77 L2 A0 ERED
MREEA HENIZ LET,

& (Low) : HFBEINDT RRNEZARXENTETIHNV I NA—F TV T77 LU AORKEEIEE L
*7,

o1 (Medium) : FEINDT RRAZ AL RENTEFT 74V K —F FY 757 Lo 2A0OKKELYTE
ﬁ_i’l/\i‘a—o

o m (High) :§FASNDT RRF A XENTET 74NV M —8 7V 77 LU AORKEEZEEL
\i—é—()

AT w74 [RA Guard Policy Table] (2R U > —%3B179 5121, [Add] %7 Vv 27 LT, LFDO7 4 —/L RIZASLE
7

« KU > —4 (Policy Name) : =—WEHROKY v —4E AN LET,

« 731 2 @—/)L (Device Role) : RA #'— FOXGAR— MIEHR SN TNDT A 2D —)LEIEE
TAHEDIZ, WOA T arONTNIRFRINET,

e [Inherited] : /34 2 @ —/L{X, VLAN £72133 AT LT 74V h (ZTF7A4 T ) O S
ET,

s [Host] : 734 A v —/LIHRA K TT,

s [Router] : 7 /34 A B—/L{F/)L—& TT,

« FHEFRE 7 7 7 (Managed ConfigurationFlag) : Z D7 ¢ —/L RiZlZ, IPV6RA T — KK Y > —HNTD
T RARGARXENTEET RVARET 7 7 OBGEERHE L E7,

t*2U74 |}
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o {7 (Inherited) : HEAEIZ. VLANF 7213 AT DT 74V~ (54T ) oflEENE

‘g—O
o FRFEZ2 L (No Verification) : 7 RNNZ A XINTZEHT RLVARET 7 7 OBGFEE T L E
—g—O

e A2 (On) 7 KREARXINTZEHRT RUVARET 7 7 OfFGEE AN LET,
<47 (Off) : 7TV DMEIF0 THLMLENRDHY £T,
« ZOMDOFKE T 7 27 (Other Configuration Flag) : ZD 7 ¢ —/L RIZiX, IPV6RA T — R KY > —HNT
DT RNRBAXESNTEDMDTRET 7 7 OfGELEE L E T,

o k7K (Inherited) : ¥EREIZ., VLANFERIZS AT ADF 74V~ (7547 ) ok ENnE
KR

« #RFE72 L (No Verification) : 7 RARX A XINT=ZDMOFRE T 7 7 DRRGEE B LET,
ot (On) : 7 KRRF A XENT-FDOMDERET 7 7 OWGEEANT LET,
A7 (Off) : 777 DfEIZ0 THLIMLENRH Y 7,

*RA7 FL A2 U Z b (RA Address List) : 7 A /VAWHGTEZT7 KL ADY R MERELET,
o [Inherited] : fllZ. VLAN £7213> AT LDFT 7 4/ b (WEE/R L) ORI ET,
* [No Verification] : 7 RN £ ZSIN72T R A IMREES IVE R A,

* [Match List] : BG5S D IPv6 7 RL-A Y R |k,

*RATL7 4y 27 A YURAL (RAPrefix List) : 7 A VHHFT LT RLADY A MEfRELET,
« [Inherited] : ff1Z. VLAN £/ AT LDF 74/ b (BFER L) D&k SHhET,
¢ [No Verification] : 7 RNZ A AENT=T VT 4 v 7 ATMRAES L E R A,
* [Match List] : FRGSINAHA T VT 4 v 7 AU AR,
* [Minimal Hop Limit] : RA 7— FARY 2 =23 Z{F L7~ 7 » bOR/INE y TIREEF = v 75508
I MERLET,

o k7 (Inherited) : ¥EBREIZ., VLANFRIZS AT ADTF 74V s (54T ) oiERESNE
T

¢« U3y L (NoLimit) : Ay 7 vy MEIRO FREDOKEEEZ Tz LET,
o 2 —HWEF (UserDefined) : Ry 7 H Uy MBS ZOMELLETHDLZ & 2R LET,

* [Maximal Hop Limit] : RA 7— KRRV =3, ZE LTy hORKRF Y FIREZTF = v 7 $50E

I MERLET,
o fi#7% (Inherited) : HEEEIX., VLANE/ZIXT AT DT 73V b (T4 T 8 MHOfEKENE
TO
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« JIw L (NoLimit) : &y 7 h v MlRO EIREDORRAEZE BN L5,

o 2—WiEFK (UserDefined) : Hy 7 BTy MERENZOMELL T CHD Z EAMERLET, W5
ROMEX, RALEEROELL E TR0 8 A,

* [Minimal Router Preference] : =D~ 4 —/L FiL, RA #H— RKRY > —T, RAAvE—YHNDOT RA¥
A RXSINTZT T HN I N—F TV T 7 L ADR/MEZRRET 2718 5 a R LET,

o k7K (Inherited) : H4REIZ. VLANE/ZIIS AT ADTF 74V s (54T ) Mok EN=E
—é—o

o ZEZ2 L (No Verification) : 7 RNRXX A XINT2T 74/ h v—% TV 757 L2 AD FIRED
WRAEZ I L E T,

o (Low) :#FBINDT KR AXEINTZT 74NV NV—H2 TV 77 Lo ADE/MEZETE L
F3, WOBERHFESNET : low. medium, XL high (RFC4191 M) .

o1 (Medium) : FEENDT R A XENZT 74NV M v—% TV 757 Lo A0/ MEETE
ELET, WOMNPHFRINET : low, medium, 35X high (RFC4191 &)

« & (High) :§FRSNDT KR A XEINTZT 74NV M NA—F TV 757 L ADOR/NMEZIRE L
T3, ROERHFARSNET : low, medium, XL Phigh (RFC4191 25MH)

+ [Maximal Router Preference] : =7 4 —/L KX, RA H#— K&KV 2 —T, RAA v E—YHNDOT KA ¥
A RENTT T ANV R V=4 TV 77 L ADRKEERGIET 50 E 2 hERLET,

o k7K (Inherited) : ¥EREIZ., VLANFERIZS AT ADTF 74V~ (7547 ) ok EnE
7,

« #EE72 L (No Verification) : 7 RARZ A XEN=T 74V~ v—H 7Y 77 L2 A0 ERED
FRAE & R L £ 9,

X (Low) ::HBINDBT RREZAZXENTET 74N M IV—F TV T 7 LU ADRKREEZEEL
T3, WOERHFARSNET : low, medium, XL WMhigh (RFC4191 25MH)

o (Medium) : FRINDT RARZA XENTZT 74NV K V—4% TV 757 L ZADRKIEL R
ELET, ROMBNHFAESNET : low, medium, 35X Nhigh (RFC4191 #5MH) |

o/ (High) : fFREINDT RNE A XENTZT 74NV NV—F TV T 7 L ADRKIEEIEE L
F3, WOERFARSNET : low, medium, L high (RFC4191 2#5MH)

AT9TS [Applyl 227 U w7 L, Ff7ar74Xal—raly 77 VIHEEZBMLET,
RT9T6 VAT AERDT 74NV bRV v—F R FEFEOL—VFERRF) U —2RETDHITE, A v—T—T
TAHRY —%RINL, [Edit) 27V v 7 LET,
ATV T ZOR) =% A F—T oA ATHERT HITIT
s [Attach Policy to VLAN] : 7 U v 792 & R > —i@H(VLAN) (92 X—2) | X—=JI¥V v 7
L., 2OKRY =% VLANIZT ¥ v F TXE7,

X7+«
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« [Attach Policy to Interface] : 7 U v 7 325 & IR —m@H(R— ) (25—) | _=TV|cvy 7
L. 2ORY v—%R— MNIT ¥ v FTEET,

DHCPv6 /1 — FE%E

[DHCPv6 Guard Settings] ~~— Y Zf/H L T, #§& L7= VLAN /L —7"C DHCPv6 % — RE&HE
L, ZOMREDO 7 a— VREMEEZHRE L ET, LERGAEIE. ZOX—U TR —
ZIBINT 50y, £IET AT LAEFRDT 7 4/ F DHCPv6 H— F R o —& R ETE£7,

DHCPv6 ' — REFRET HITIE :
Fg

AT 71 [Security] > [IPv6 First Hop Security] > [DHCPv6 Guard Settings] 27 U v 7 L %9,

BAERINTWARY O —RNFRENET, R —T2010, FRART 74V MR —7ROH, 22—
P—ERZORY =72 D)% <7 [Policy Type] NERINET,

ATFY T2 ko7o—rvar7 4 Xal—vary 74—V RICAHLET,
* [DHCPv6 Guard VLAN List] : DHCPv6 77— KA H#IZ/e > T 5 VLAN & 1 DLLEAS LET,
s [Device Role] : 7 /34 A — a2 R R LET, BN N—VOERZSZR LTI,

* [Minimal Preference] : Z D7 4 —/L Ri%, ZELI/NT > hOT RAZ A XINT2Hz/NT IV 77 LA
fiiz, DHCPv6 /— RARY v —CTF = v 7 T 2nEInERLET,

« FRFEZ2 L (No Verification) @ A5 L7237 b DT RANZ A X E T/ INEEME O BRE 2 #2012
Li—a_o

o 2—WiEFE (UserDefined) : 7 FANZ A ASNToREMN Z O ETH D Z L 2R LET,
Z DEIFR KRR EERG CTH D LB H D 7,

* [Maximal Preference] : 2D 7 4 —/L RiL, ZE LTy hOT RARZAXINTom KT 77 L
Afl%, DHCPv6 ' — FAHRY v —CTF = v 7/ F20nEI namLET, ZOMTR/IREMELY K&
<TI0 A,

« MREE72 L (No Verification) : v~ 7> MHIFRD FEROMGEE Tohiz LE T,
e 21— Y EF (UserDefined) : 7 RNANF A XEINTZREMBNZOMELL T THDL Z & 2R LET,

AT9FT3 [Applyl 227 Vw7 L, FElfrar7 4 Xal—raly 774 VIHREZBINLET,

PO Y L —RFER I ET, [Policy Type] 7 1 —/ REBMD 7 ¢ —L RIS Flc RS ET, Zhit.
Y S—Ra—FEHLTF T 4L FOEELERLET,

B tx2U7«
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ATy 74 VEILUT, [Add] 27 YV v 7 LTDHCPv6 RV v —Z1ERk L £,
ATV TS ROT 4=V RIZATLET,
« KU > —4 (Policy Name) : =—WEHROKY v —4E AN LET,

o« 734 2 m—/,L (Device Role) : DHCPv6 H'— ROREAR— M ST
FRET 2121, [Server] £ 721 [Client] DWT &R L E 7,

« #k7K (Inherited) : T34 ZADMERRIE., VLAN 72133 AT L DF 7 41 b
MERSINET,

HFNAL ADE—)LE

(7 TAT ) D

e 7547k (Client) :F /A ADa—)E7 FAT > NTT,

o —o3 (Server) : T/NA AD O — UL —3TT,

BT VT 4w 7 A% —F (Match Reply Prefixes) : i8&R9 25 &, DHCPv6 %/ — R KRV o —HNTO%
fFELIZDHCP IEE A v —Y DT RANFAXSNTT VT 4 v 7 ADRRED BN/ £,

« #k7& (Inherited) : fllT. VLAN £33 AT 2DF 7 40~ (BREEAR L) oOl& INET,

s [No Verification] : 7 RNNZ A XASINT2 VT 4w 7 ATRRAES L E R A

» [Match List] : FREEND IPv6 'L 7 v 7 AU A I,

o — 7 R L 2% —F (Match Server Address) : i#IR35 &, DHCPv6 F— KRR Y o —NTOZFEL
72 DHCP & A »E— N0 DHCP U — "B LN L—OD IPv6 7 KL ZADORIENHE NI Y £97,

« #k7% (Inherited) : fElX. VLAN £33 AT 20F 740~ (BRIE7A L) DOE SN ET,

« fRFE7Z2 L (No Verification) : DHCP #— B LY L—DIPv6 7 R L A DFEA HEZNIZ L E T,

e —E U X (MatchList) : —HIHELHIPv6 'L 7 4 v 7 AD U AR,

* [Minimal Preference] : Z D7 4 —/L Ri&, ZAE LI T v hOT RRZ A XS fe/NT ) 77 LA
fliZz, DHCPv6 7 — KRR Y o —CF = v /T HnEInErmLET,
o f#7K (Inherited)

CEODNEREIX, VLANERIZ VAT ADT 74 b (0T34 T2 b)) MO E
NET,

« FFE72 L (No Verification) : {8 L7237 v R DT FAAH A X E T 5/ R EME O K 2 512
LE7,

o 21—V EFHE (UserDefined) : 7 RARAZ A REINTZRE O ETHD T EEMERLET,

Z OMEIT R REEERG CTH o LERH Y £77,

« [Maximal Preference] : 2D 7 4 —/L RiX, ZAFLT2/T > DT RNRZ A XINTHKT 77 L
Al %, DHCPv6 ' — KRRV o —TF = v 7 T50EInERLET, ZOMITRIREMRL Y KE
<RITFNITRD FHA,

« {7 (Inherited)

CEOPNEREIX, VLANERIZ VAT ADT 740 b (T4 T b)) MO E
NEJ,

s MFEZ2 L (No Verification) : ARv 7 v v MNEIFRO FROMRFEE RN L ET,

t*2U74 |}
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o« 21— FF (UserDefined) : 7 FAX A XINT-REMBZDHELL FTHDZ L 2R LET,

ATYT6 [Applyl #7 Vw7 L, FATav 7 4Fal—vay 77 A VCRELZBIMLET,
ATV T ZOR)—% A —T oA RTERT HITIT :

* [Attach Policy to VLAN] : 7 U v 7925 & R v —iH(VLAN) (92 X—) | X—=V|Zvy 7
L., 2OKRY =% VLANIZT ¥ v F TXE7,

* [Attach Policy to Interface] : 7 V v 7 325 & R —HAGER—F) (923—=2) | X=2lc¥v 7
L. 2ORY =R R—MITH v FTEET,

NDA U ANRY L3 UERTE

[Neighbor Discovery (ND) Inspection Settings] ~<— " Z{# f§ L T, & L7z VLAN 7/ /L —=7"CND
A VAR v a VEREEANIC L, ZOMREED /e — UVEREMERELE T, BERGA
X, ZON—=UTRY =% BT D0, ETET AT LERDT 7 4/ F ND A AR
vary R v—ERETEET,

ND A v ART L g VEHRETHITIL :
Fig

AT w71 [Security] > [IPv6 First Hop Security] > [ND Inspection Settings] 27 V v 27 L ¥79°,

BEEDORY o —NFRENE T, [Policy Type] 7 4 —/v RLSND T ¢ — )L KR FICERENET, ZHUL,
RV —Na—VERET 7NV OELLNERLET,

AT korsa— )L a7 4 Xal—ary 74—V RICAHLET,

*ND A A7 2> VLAN U A b (ND Inspection VLAN List) : ND A > A7 23 Y EHNITH
1 DEITEED VLAN Z A L ET,

« T34 21—/ (DeviceRole) : WIZFHHTEHT /A X o— L REREINET,

c BETHRWA Yy —T% K (DropUnsecure) : 3iRT 5 &, IPVOND A L AXRT gV ARY —
WNTCGA /X RSABALA T v a v DRV A =T D Ry TR0 7,

s [Minimal Security Level] : 32X =27 R A v —U B K v 7S WEE, A vbE—UREEInd
TZODFRARROEF 2V T 1 LUV @R L £,

o FRFEZ2 L (No Verification) : ¥ =2 U T 4 L-ULOKGFEEZENIC L ET,

e — Y EFE (User Defined) : HoitTAH5AvE—C0®F2UT 4 LLEIEELET,

« iE{57C MAC ZAE5E (Validate Source MAC) : B|IRT 2 L, V77 RLALME LAEDEEE
TTMAC T RLADF = v 7 BN 7 a— ) LITHENCR Y £97,

B tx2U7«
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RT3 [Applyl 227 U w7 L, Ff7ar7 4 Xal—ray 77 VIHEZBMLET,
RFy T4 BEZEL T, [Add]E 2V v 7 LCNDA Y A~T v gy B o—a ik LET,
ATV TE DT 4 —/LRICATLET,

« RNV —4 (Policy Name) : Z—WEZROKRY > —HEATILET,

iy

=)

o« 74 Zm—/)L (DeviceRole) : NDA AT g DRRR— NIy
NERIBETHICIE, RO T a rOWTHnERER L £7,

« #kA& (Inherited) : 7 /34 ADMHEIRIZ, VLANF /21X AT LDT 74V b (T34 T2 8) b
A S ET,

e R Ak (Host) : T3 ZADa—/)LFHRA FTY,

SNTVDT /A AP —

« JL—% (Router) : T3 ADa— LiI)L—HZ T3,

s BETHRWA Yy E—U% Na v (Drop Unsecure) : IROWT DA a U EBRIRLET,
« k7K (Inherited) : VLAN £721Z3 AT LADF 7 4/ b (8% OMEEMELET,

« 5%/t (Enable) : 3BT AL IPV6ND A > A7 5> KU L —NTCGA F7-1% RSA 24,
FFarDRNA =0 Ra sy FRECR Y £,

o M55k (Disable) :IPV6ND A > A7 3 RY T —NTCGA £/2I1XRSA BL AT 90D
WA yE—U0O Ra y R F9,
« [Minimal Security Level] : JEE 2772 A v —U N e v FENRWES, A v =Y RiRkEND
T2ODRIEBOE X2 VT 4 Lo-UL @R L £,
o {k7% (Inherited) : VLAN £33 AT 20OF 740 ~ (BES) OEZMAL ET,
o fiEF7Z2 L (No Verification) : X = U T 4 L-ULOREFZERNIZ L E9,
o 2 —HWiEF (User Defined) : HEXTAHAYvE—VDEFXFa T4 LLEBELET,
« #{E50 MAC ZFEE (Validate Source MAC) : U v 7 BT LA LRBL LEbEEEETLMACT FL
ADFx v 7T a—rNUWIHENTENE I DERELET,
o« 7% (Inherited) : VLAN £33 AT ADF 7 40 8 (M%) OEEHE L ET,

« 5%t (Enable) : U2 ZJET RLALHL LADETEEEITLMACT RLADTF = v 7 BAEZIC
I FEI,

o ME2h{l (Disable) : V> Z7@7 RLALBE LEDOEHZEETMACT RLADT = v 7 HBIES)
2720 9,

ATFYT6 [Applyl 227 Vv L, FEfFar 74 ¥al—vary 7y A VIR ELZBMLET,
RTFYT] ZOR)—% A B —T oA RTHRT HITIT

* [Attach Policy to VLAN] : Z DR Y 2 —% VLANIZ T & v F 425 FNEICOW UL, R U > —iii FH(VLAN)
(92 =) ZBHLTIZIV,

I X7+« .
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« [Attach Policy to Interface] : Z DR Y > —% A L Z—T = A AT Z v F T HFIMAICHONTIE, R —
BHER— ) (92 X—2) 2ZHL TS,

FAN—INL T 4 VT RE

FIE

FAN—=INA U R T =T L, T3 AEHFE S IV TV D IPV6 KA N—DFT —H R— R T —
TNLTHY, XA N—EFET 7 ha/L (NDP) AX—E 7R EDOE#RY —A b IER SV E
T TOT—HRXR—=R (FTFAVK) T—TNWE, AX—E U7 %L, WEx ) 4 A
V7 T 57Dl &E X2 1Pve U— FEERE T S E 7,

[Neighbor Binding Settings] ~— ¥ Z i L C. fi& L7z VLAN Z /L —7 TR A N — 3o o R
BEAEMICL, ZoWiEO 7 a— VREMEHFELET, LERGEIE. Z0OX—YTHRY
=BT 50, FRIEVATAERDT TV E FANR— R U R R —EHRETE
e

AN AV REBRET A

AT w71 [Security] > [IPv6 First Hop Security] > [Neighbor Binding Settings] 27 V v 7 L 7",
RT9T2 kor7a—"par74Fal—rary 74— VRICAHLET,

FANWN—INA T 4 T | FA RN T 0 VT INENZ 2> TD VLAN & 1 D E 721388 A T L
VLANVY & k EJ a8

Device Role

TNNAADT a—r)VigT 740 ba— (B 2R R-LET,

FAN—NA T 4 T | T RUVARKANR—= N T 4 7 T—TNMIBE LR ORESZANLE
TATHA L R

a¥r

FANR—SA LT AT [BIRT DL, FANR— ST AT F—TADAL AR hDaX LT

A2 £,

HRRE

T RVRAS LT 4w 7 A |BIRT AL, 7T RLADIPY6 V—AH— FRIEBENZ 20 T3,

JO—NILT7 FLRNA VT4 v5arIdqaxal—3y

t¥alT4a
88
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ERN NS ST v |

NDP A v t— B DN
AT 4T

A END T a— )L IPv6 7 KL ADREITIED 7 a— LR E % IPv6 1A
N NA T4 7 RY —=NTEERET DR, ROFT T a DT in
IR ET,

«[Any] : NDP A v B —U MBS v K& a— UL IPve Ioxt LT,
BOREFE (AT — ML ARBIOTFH) ##FTLET,

e 27— hL A (Stateless) : NDP A wvtE—U b A v RENDH T a—N
JVIPVO IZXKF LT, AT — L AR EDLANHF A INFET,

« #50{t. (Disable) : NDP A v E—INBOSA T ¢ Vv RN
F9,

DHCPv6 * v &—U 05
DA TF 4T

DHCPv6 725D 31 ¥ RBRFF SN E T,

FAN—NNA T VTITU M) RE

VLANfEO =T > U 3

ra—rEEERT5EA, 203 = 0 b BICHIRZHE LRWGEA
%, [NoLimit] Z#ZR L EF, ZORY —|TRBIREERET DI,
[User Defined] Z 38R L £ 7,

U

A F =Tz A AgOT 2 | Tu—rVVEEERT 556, £3=2 b BICHIRZRE LW

%, [NoLimit] # IR L £, ZORY —THRREE2RET 521,
[User Defined] # %R L £,

MACT RL 2o V| e —rUMEEZFEHT 28546, £72013 2 FUEICHIRZRE L2 WiGE

%, [NoLimit] ZZR L EF, ZORY —|CRBIREERET DT,
[User Defined] Z &R L £ 97,

ATYT3 [Applyl %7 Vv o L, Ffrarr4Fal—var 77 A VCREZBEMLET,

ATy T4 YIS T, [Add] 27

Uy 72 LTHRANRN—= AV RARY—Z2ERLET,

ATV TS ROT 4 —/L RIZASLET,

[Policy Name]

=P —EZTOR) >—LE AN LET,

Device Role

WDZFT v aODWTFNMEBIRL T, A NX—= RS T 4T R —D
R=PFITH v FENTNWET AL A —LEFELET,

o k7K (Inherited) : T34 ZADHERIZ. VLAN £721E AT LDF 7 )L
c (ZFA4T R DOREKENET,

o 5it (Perimeter) : AR— hiX, IPv6 77 —A N Ky EX2UT 40 %H
A= b LTWRNT AL RICHERSNTOET,

* WEL (Internal) : R—ME, IPv6 7 7 —A M By 7T X2 U T 4 2P HR—
FLTWBT A A SN TWET,

t*2U74 |}
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FAN=NA T 4T
==V

WDOF T arDONTNUNEERLT, eX U 7E2EELET,
o kA& (Inherited) : @X¥ o 7 7> g 0%, ZFua—NUELFE L T,

« A%t (Enable) : NA VT 4T T—TN AL AR bDOaX s
PEMLUET,
« #E5{l. (Disable) : AT 4T T—TN AL AR ORF LT
PN L ET,

TRLVAT VT 4w T A
FRFE

ROF T arONTNEEIRL T, 7 RLADORGELZFRE L £,
« kK (Inherited) : BRFEA T 2 0%, 77— UELFE LT,
« f%)t (Enable) : 7 RLADKEEZ AN LET,
« 25{k (Disable) : 7 F L ADOMIEZ BN LET,

JO—NILT7 KLANA T4 oGarvIqaFal—ay

T RVARAL T 4T
T DA

Ta— )T RVA NS T 4 TEREOHEREFINLET,

NDP A v t—I 06D
AT 4T

FrEibs 7 v —s3 L IPv6 7 RV ADREHIED 7 v — S )VERE % IPve R A
N RA T 4T R —NTEET DL, ROLTT > a rongin
PN L FET,
«[Any] : NDP A v =m0 v RERZZ o — UL IPv6ICk LT, &
BOHRTHE (AT— L ABLIOFE) 23FTLET,

e« 27— F LA (Stateless) :NDP A v b—IU MBS REND T @ —
JVIPVE I LT, AT — R L AHBREDOLNF A SNET,

« #50(k (Disable) : NDP A vt — B0, UF 0 2 N ENZ /2D
*7,

DHCPvV6 A v & —I b
DR T 47

DHCPvV6 75 D/3A > REBFNZT HHEITRINL E7,

FAN—NNA T4 VT M)RE

VLANfEO=T > F Y ¥k

7 a—rUEE T 55413 [Inherited], =2 b U OREZHE LA
WA [No Limit], ZOR Y & — IR E % 3% E T A 5613 [User
Defined] Z 18R L £ 7,

U %

A B =Tz A AEOTY N | 7T a— N UHEEZEHAT 5551 [Inherited], =2 N VEOREZFRE L7

WEA1E [No Limit], DR U o —IZRERRME %2R E T 285 1% [User
Defined] &R L £7,

. X2 T+«
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ey —25— ki ]

MACT RL 2o x U | 7w —2VUEZ S 25613 [Inherited], = ~ U EORE Z5%E L7
WA [No Limit], Z DR Y 2 —{ZRBIZRAME 2 % E 9 5 86 1% [User
Defined] Z#&IR L £ 7,

ATYT6 [Applyl 27 U w7 L, FTar 74 Xalb—valy 774 MVIHEEZBMLET,
AT T ZOR)—" A B —T A AT HITIT

NY > —%VLANIZT 7V w73 5ERY —HH(VLAN) (92 X—2) X=JZ¥v% 7L, Z0D
2T RY =% VLANIZT ¥ v FT&xE7,

RNV =" A2 =T = |7V 7 FTDER)—HHHER—F) (2 _—Y) X=I¥ry 7L, Z
ARITZ T DRY T —%R—MIT Xy FTEET,

IPv6) — X H— FERTE

[IPv6 Source Guard Settings] ~— " Z i LT, $§& L7 VLAN Z/L—7"TIPv6 Y —A JI— K
WREA AT LET, RERGEEE, ZOXR—U TR v—%BINT 20, FEFVATLE
FTOT 7 H NV BIPV6 Y —A =R RV v—ERETEET,

IPv6 Y — A H— RERETHITIT :
FI§

AT 71 [Security] > [IPv6 First Hop Security] > [IPv6 Source Guard Settings] 27 U v 7 L %79,

BEfFDR Y > —nNFREIVET, [Policy Type] 7 4 —/v RUAD T 4 — /L KRR FIZRRSNET, UL,
RY—Ra—PFERLT 7+NV FOELENERLET,

ATFY T2 WOr7a—")ar7 4 Fal—vay 74—/ RIADLET,

¢ [Pv6 ¥ —A H— K VLAN U Z I (IPv6 Source Guard VLAN List) : IPv6 Y —A H— RZHTTH 1
SFEFITEED VLAN Z# A LET,

e R— b DEH (PortTrust) : 7 74/ FTHRY —MEHTERVWAR— FE2RRETH I ENRERS
NET, THUIRY O —ZLIZERTEET,

ATY T3 HLOWREZBEHT 5L, [Applyl 227V v 7 LET,
ATy T4 BEZEUT, [Add]Z 27 Vw7 L CT77—A By F2UT7 40 R —%ERLET,
ATFv TS ROT 4 —)V RIZASILET,

e KU > —4 (Policy Name) : =—WEHROKY v —4%E AN LET,
o R— L DOfEHE (Port Trust) : AR Y L —DR— MEFIRREZ IR L £,
s [Inherited] : ARV > —% KR — MNMIT ¥ v F L7RER T, BEINTWERA,

X7+«
I
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o [Trusted] : RV > —%R— MNIT ¥ v F LIzRE T, [FHEEATT,

AT9T6 [Applyl #27 U v 7 LCARY —%8H LET,
ATl ZOR)o—% A H—T A AT ¥ v F T 5I21L, [Attach Policy to Interface] 27 U v 7 L £ 7,

1) o —3E A(VLAN)

1 SFE 713D VLAN IZR Y o — 584 5100
FIE

AT 71 [Security] > [IPv6 First Hop Security] > [Policy Attachment (VLAN)] 27 U v 7 L %9,

TTITERENTWAERY =D AR, ZORI =2 AT, R —4, BIURVLANY A & &
blizFErrInET,

AT T2 RV T—%7 g VHUPET 521, [Filter] F= v 7Ry 7 AR L, Fr vy 7 ¥ 0 2 =a—5[Policy
Type] Z®IRL T, [GolZ2Z V7 LET,
ATY 73 VLANIZRY —%28ki 3 5121%, [Add] 227 V) v 7 LTRDO T 41—V RIZAHLET,

« RV — Z A7 (Policy Type) : A VX —7 =A AT IR V— F A TEBRLET,
s [Policy Name] : f v ¥ —7 = A AT X v FTHR) O —DL4RTEZFRLET,
* [VLAN List] : R U > —27 % v F S5 VLAN Zi&IR L £ 7,

AT T8 [Applyl 227 Vw7 L, Ff7ar7 4 Xal—raly 77 A VIHEZBMLET,

R —BR(R— k)

1 OFEITEEOR— FEFIT LAGICRY > — 528k 51213
FIE

AT w71 [Security] > [IPv6 First Hop Security] > [Policy Attachment (Port)] %27 U v 7 L ¥9°,

TTICEREESNTWVWAERYI S —DY RN, FOAL LB —T A A, RV —EFA T RIS —4 B
OVLAN U R b & EHIZEREINET,

RATw T2 [Filter) a4 N LTI ANEET 7T 4 7L, Ry T X TR NPLRY U—F A THBNLET,
WIZ, [Gol 227 Vw7 LCT— X574 NZ VT LET,

B tx2U7«
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ATY T3 A= FERITLAGIZARY U—%8ki7 51201, [Add] 227V 7 LTROT 4 —/V RIZATTLET,
s [Interface] : RY > —%T Z v FTHA X —T oA AZRIRLET,
e RY v — % A7 (Policy Type) : AV HF—7 A AT DR >— XA THFTIRLET,
s [Policy Name] : f > X#—T = A AT X v FTHHRI O —DL4HIZRIRLET,
« [VLAN List] : AN U =07 % v F S5 VLAN Zi&IR L £ 7,

RFvTa [Applyl 7 Vw7 L, Effar 74 ¥al—vay 7y A MCRELBMLET,

FAN—INA T4 T T—TI

FIAN=NA LV R T—=T N b ZFERTHITE
Flig

AT 71 [Security] > [IPv6 First Hop Security] > [Neighbor Binding Table] #7 V v 7 L £,
ATV T2 ROT—TN I IVT A7 arO0nTnzi@RLET,

* [None] : It 7 U7 LEH A,
« AXT v DF (StaticOnly) : 7—7NVHNDOTXTCOARALT v 7 = M) a7 VT LET,

« XA+ v 7 DI (Dynamic Only) : 7—TLVHNOTRCOXAFIv 7 = ) &E7 VT LET,

* [All Dynamic & Static] : 7 — 7 /WNZEFENDL XA T I v IR N ERAZT 4y 7 7pm N RT
7 VT LET,

RV =82, ROT 44—V FRFRENET ([Ad]S—VITHFELRNT 4 —/b ROBPRIRE
NET) .

« #6458 (Origin) :IPv6 7 KL AZBML=7a hal (XA Iy 7 = M VICORERAAEE)
* [Static] : FEITEMLIZH D,
eNDP : FANRN—ERT T ha)l A vb—UnbFEEH LE L,

* DHCP : DHCPv6 7’12 k2L A wE—U b LE LT,

* [State] : =2 kU DIRKE,

* [Tentative] : HTLWVARA FDIPv6 7 RLAZIRGET, £DT A 7 XA LI 1KMW TH D20
ZORMMIBIIFR RSN ERE A,

e A% (Valid) : FAFDIPV6E 7 RLANASAL v RENE LT,

« BRIHIBR (B))  (Expiry Time(Sec.)) : #EGRSN2WEA. =2 MU NHIREN D £ TOED OB,

I X7+« .
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* [TCAM Overflow] : [No] D~ —7 2MFiF Hivie=> b Uik, TCAM A —/3N—7 1 —3F[K T TCAM IZ
BINENRroTe b DT,
ATV T3 RV —%BMTHITF, [Add] 227 Vv 7 L, ROTZ 44—V RIZAHLET,
« VLANID : => U ® VLANID,
« [IPv6 Address] : => kU DFEIL IPv6 7 KL A,
* [Interface] : /37 v M &ZAET HAR— £ LAG,

* [IMAC Address] : /X7 > RDOF A /X—MAC 7 RL A,

AT T8 [Applyl 227 Vw7 L, FEf7ar7 4 Xal—raly 774 VIHEZBMLET,

TAN—TLI4vHORT—TIL

FAN—=T VT 4T AT =TI, NDP A= b4 v REN=7 a— L IPve 7
RVADART 47 T T4 v 7 ARBIMTEES, ¥4 T I v 7 MURFEEEIRE
bdAO

FAN= TV T 4o I AT—=T Nz M ZBINT5I120% :
FIE

AT 71 [Security] > [IPv6 First Hop Security] > [Neighbor Prefix Table] 27 U v 7 L %79,

ATV T2 FANR—T VI 4w I AT—=TN%E I VTTHIZE, [T—7 V%27 UT (Clear Table) | 7 4 —/V KT
DHA T arONTNEEIRLET,

* [None] : It 7 U7 LEH A,
« AHZT 47 DFH (StaticOnly) : AFT 4 vV = NI DHEZ VT LET,

« ¥4 FIv 7 DI (DynamicOnly) : ¥ A FIv 7 = NI DOHEZ VT LET,
T RTDOXAFI v & AXT 4 v 7 (All Dynamic & Static) : AX¥ T 4 v 7 = b XA F Iy
7 2 ) &7 VT LET,
AT9T3 BEFOTY FVIZONT, RO 4 — )V RRFERINET,
*[VLANID] : V7« v 7 A5 H &5 VLAN
« [IPv6 Prefix] : IPv6 'L 7 4 v 7 A,
« [Prefix Length] : IPv6 'L 7 ¢ v 7 A F,

o %A (Origin) : = NV IEIHFAFTI v 7 (FEINEZLD) TR EZT v 7 (FEITHRESN
7=Hd) TY,

. X2 T+«



| €254

s otz [

- BEIRE (Autoconfig) : 7L 7 o v 7 AFAT — b LARETHATE £,

« HEHIBR (B))  (Expiry Time (Sec)) : =2 MU ABHIBR S5 F TOFE D B,

ATV T4 [Add] 27V v 7 LCT—7MZH Ly Y EBNML, #FrLnzy U IZOWT ERD 7 4 —/v RIZA

HLET,
ATV TS ROT7 4 —)L REFRTELET,

*[VLANID] : L7 4 v 7 A@EH 3415 VLANID Z i8R L £ 7,

* [IPv6 Prefix] : IPv6 7' L7 1 v 7 A% AN LET,

s [Prefix length] : IPv6 7'V 7 4 v 7 AEZ AN LET,

* [Autoconfig] : A2 T D &

FHS IR RE

AT — N VAR O AEEREN BN/ 5,

FHS #8ED 7 a0 — VR B KT DI -

FIE

AT w71 [Security] > [IPv6 First Hop Security] > [FHS Status] =27 U v 7 L £,
ATw T2 FHS DIREEZ AT DR — ., LAG, F£721Z VLAN =R L £,
ATFYT3 ROT 4 — IV EBREIR LA v EZ—T =2 RATFHREINET,

FHS MikEE

B{EDOVLAN FOFHSIREE

BAED VLAN T FHS WA/ > TWDENE D D,

Nry bRy Zafxo s

HAEDA B —T 24 2 LT (X a—2L80ED LU,
FOALH =T 2 A AT Xy FEINTWELHRY —HNT) =
DOREREDNH N2> TWB N E 9 Dy,

RA #H— FDIKEE

HAEOVLAN FORA G — RiREE

BIfED VLAN T RA J— RI3AZNTIR > TWD D E 9 0,

Device Role

RA T34 ZDE|,

YAV Rarz74¥alb—
varroy

YA—Y RRET T 7 ORERERNNE 9 D

o= 7 4 Falb—ar7
77

MDFRIE 7 T 7 DFRGEDBH N E 5 I,

X7+« .
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RA7 KL AU A b

BAESNDRAT FLAU A B,

RAZVZ7 4y 7 A A B

WMAESNARATL 7 4 v 7 A A |,

/Ny TIRE

/N RA TRy T IREDBRED AR E D

KRBy TIRE

WK RA K v TIRE DL A E 9 0

B—E T T 7 LA

BAINL—B Y T 7 L RAORREEDRENNE D D,

BRNLV—FZ TV 77 LR

WRNV—F TV T 7 L ADRRGENH NN E 5 D,

DHCPv6 H— FMiKkE

B{EVLAN FODHCPv6H — R
BN

HAED VLAN T DHCPv6 H— RWNEZNT 2> TV D E 9 h,

Device Role

DHCP T /34 A1 —/)L

—HV LA T LT TR

DHCP &L 7 4 v 7 ADKRIEDE LN E 9 D,

— Y — =T KL R

DHCP $—/"—7 KL ADIRFENH D E D D,

E/NTY 77 LA

B/NT Y 77 L ADORRIEDRF N DE D D,

HRKTV 77 LR

BRTV 77 L ADRKRGENE D E D D,

ND A4 VARY S 3 VDIREE

HAEDOVLAN ONDA o AT
v a VIREE

HIAED VLAN TND A VAT g NN/ > TWA M E
5 75)0

Device Role

ND AV ART g L DFNA ZAr—/Lb,

=

HEXaTRA =2 Fry 7T 50E 9D,

KEtxF=2VU7 4 L~b

FeXaT A vE—UNNey 7FENWEGEE, N7y bR

RSN DI B KIREX =2 T 0 LUl

YV — ZAMACD I EE

EEITLMAC T R ZAORBRIENH D E S D,

KA IN— NS 2 KDIREE

HAEDVLAN LD A X—3 4
N AP /A NS

HAIED VLAN THRA N—RA UF 4 VI BENT > TWAH )
E 2

Device Role

XA N= R T T TR, ADE—)L,

o P

FANR—=NA T4 T T—=TNDAR OB X L TR
ME D D,

T RVRAS VT 4 v 7 AKREE

T RURAT VLT 4w 7 AOKRIEREDNE D H,

. X2 T+«
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russsttasn I

Ja— L7 RLRAar7 4
Xal—ayv

MAESND A vE—,

VLANfED i K= K

VLAN Z LI SNDEA T I T XA N—=NRA T 4T
T—=TNORKT NS,

AR =T AFORRT
RS

A H =T 2 A AT LIZHREINDRAN= RN T 47
T—=TNORKT I,

MACT KL RAfEDHE KT R
V%

MAC 7 RLVAZ LI ENDRAN—= RN T 40T T—
TIDFERT MU

IPV6Y —RAH— RRAT—2 X

HIAEDVLAN EDIPv6 Y — A
H— RIkRE

HIAED VLAN TIPV6 Y —AH— RBRENT o> TWENEH
Do

AR— k OIEHEME

R—FMEHI LTV DL E I D BELOZDOEFIREDZE

Jiik,

FHS#RET 1B

FHS #5t 2 F=r~3 5120 :

FIE

AT 71 [Security] > [IPv6 First Hop Security] > [FHS Statistics] #7 U v 7 L £,
AT 72 [Refresh Rate] (HEaFHNEHT S 2 F TORBBIM) @R L ET,
ATV T3 ROTa— )L F—_—Tua— B U ENFERENET,

FAN—NA T 4T
T—7 )

F—TNDOY A AREREICE LTI T — 7 GBIt sl |k

U,

IANR—TF VLT 4T A
T—T I

T —TNDY A AP KEIZZE LTI T — T VBN TCE R oo

U %,

TCAM

TCAM A — =7 a0 —RNERKRTEBMTER2hoTo2 MU %,

ATV Td A F =Tz A (R—PFEZITILAG) ZERTHE, ROT 4=V RNERENFET,

t*2U74 |}
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B avzoxx

NDP (A N—fEHE T 1

WDHEA T DA E—IIZONT, ZEFAAE—VEE ey TERA Y
FajiAyg—)

- VHENFRISNET,
*RA:V—F T KRNZAZXA N Ay —V
*[REDIR] : UX A L7 A vE—
e NS : XA N—EFEA v —T
*NA: RAN=T FNIA XA AyE—V
*RS: V—FEFEA v —Y

DHCPv6 A vt — WD H AT DDHCPV6 A v E—IIZDONT, ZEEFHAA vE—IHE Ruy
BHA = VHEPRRSINET,

cADV : 7 RRZ A X Ayt —

* [REP] : Jn&EA v E—

*[REC] : FREA v & —¥

«[REL-REP] : V L —J5& A v —Y
*LEAS-REP: V=R /T V& A vE—
«[RLS]: VU —RAFEHLA v E—

« [DEC] : HESHEHAA vE—

WDT7 4—)VRNFHS Ky 7 X vt — T—7WIEREINET,

F%RE Koy EnzAytv—y0% A7 (DHCPv6 7 — K, RA H— R L) |
Count Fa v FEnzAvtE—0,
i Ayvb—URRay X En-#HE,

ARTY TS X&) T I 5HIZIE, [Clear Interface Counters], [Clear All Interface Counters], [Clear Global Counters]
DOWFnEr )y 7 LET,

ATV T6 W7 HEFHTHITIE, [Refresh) 227 U v 7 LET,

AEBAE DEXE
)
GE) ZoE

I%. [Advanced Mode] & = —CORHHTE £7°,




| %2054

anzoxz ]

CiscoBusiness & v v 2/ h— K7 @ —7 (CBD) 8L QT 777 K7 LA (PNP) ¥HETIL.
CBD 72 1% PNP #—/3— & @ HTTPS {15 & #3295 729012 CA GEFIES ML E T, R ERR
EREREIZE D . 2D T T r—a v b TN A X =T [ TIRO - L B ET X ET,

s EHHEINT-CAGFAZEL A VA N —V L, RE|ZR>T-iFAELZHIRT 5
o« TA ADRERL T 7 A WMITFEHZEZ SBT3
cEHEINTWARWEHEORZYY X M &EHT 5

i

F 7o, EFRAESREMRE A L C. T3 2D HTTPS $— N—3FfEF = — 2 Ek+ 5 H
BIREAEZ A AR — T £9, FEMIC OV T, SSLY—R—3irxE (35 —) &%
BLTLEEN,

\}

GE)

FEHEOARMIRIL, AT LAy I REHEICRVETS, TNV IDVARAT A Oy I
FHLEST, 9 L@t 2merixitftEnEsti, 20D, VAT L7 0y 73T
NWNARZADYTNVEA LT By TIZHASNTNDHI E (PR — SN TWDIEE) | Floidfkk
DY T —HNUBRIZT 7T 4 TICHESINTND Z L &R LET (SNTP H— B 2Ol H &
B8 , AT A7y I PRICIZESWTELT, FiBEOY 77— MRS E SR -o

e, VAT L7 vy 7 BEEAEOAHBHIMN TH > Th, AEHEFEORGEIIEK L £7,

ATV RE

CBDEBLUPNP T 7Y r— 3 %, BIMCEHSNTZGEHEEZ T SA AZAEVITA VA F—
NTEET, £ A M=V ENDHIEHEBIZITIRO BB L TT,

* [Certificate name] : FEBIE Z 557 5 7o O H S 415 SCF5,
* [Owner] : GEBAEE A VA M= LT 7Y r— a4 (PNP, CBD 72 Y)
FEFAEIL PEM BT

TINVIr—a Lo TA VA MV ENTHEDEITTRTOLAF I v 7 iEHEEZH
szt TEFET,

EZEEHE
R SI2DEAFT I v ITEAEE T N RIS VA =L TEET,
e TNRAADY T — MFIZF AT I v 7 HEHEITHIBR SN E T,

A T4 YHE

Uy FLTHHIBRINARWIERAEZELZ Y 7Y r—2 9 U TIBIML7ZWEAE, F23AAL vF D
Z— P —NIEHEEZ BN LIZWEA, T35 2D HTTPS r— —fEHEOZL A SN D
WRFEHAEZ G AX T (v Z7AEHEAZBINTE 9, ZHODIERAREIL, T3 AFE T2
T AKX 2l —va AREENDTZD, A= T v ar7 4 Fal—y g la—Tx%
3

ABT 4 v 7 AEAEEZBMT 5I21E, ROBEZIEET D2LERH Y £7,

t*2U74 |}



t¥auFq |
B crasezs

* [Certificate name] : FIEFAE A G55 5 72 DI H S 405 SUF5 T,

* [Owner] : FEHEZ A VA M=V LT 7Y r— a4 (PNP, CBD 72 &) , =—H#—
DB L7=85A0E Tstatic) 12720 £97,

« ZEAAE)T PEM B T,
EZEEHE
K256 DAXT 4 v JAEBAELE T /N, R VA = T&ET,

s SERREOBNE AT 24508 R2> Ut &7 70 r—va rERERSE—F -0
BT AEEAEIZFE CIcTE £,

= ]
CAGFBRERTE
a—P =%, A VA=A ENTWELTNTOFHAE (@B L) (BT 5 1FRICT 7
T RATEET, GEHEID L ICKROERPNFRINET,

FIE

AT w71 [Security] > [Certificate Settings] > [CA Certificate Settings] DNEIZ 7 U ~ 27 LE T,
ATY T2 HLWVIEHEEZ A VR — 2120, [Add 227V 7 L, ROEHEZADLET,

* [Certificate Name] : sEBAE DA ATZ AT L £,

* [Certificate Type] : REBHED X A 7L LT, [root] (T 7 #/V 1) F7=id[intermediate] (734 A @ HTTPS
P N—FEET = — 2 DO—) ZRIRLET,

* [Certificate] : sEREA PEM JEN TRV 1T EF BRbG~— I — T T~— I —1T2EHET) .

AT T3 HLVWREEZWEHT 21X, [Apply]l 27 U v 27 LET,
ATy T4 BHEOTAEOEMAZFRTTH100E, VA M HAFAELZ BN L, [Details] %27 Vv 27 LET, kD LD

ZFERESNET,

rFoav 5 EA

AL EA AEEOA T E 7L — B OMR 1,

2 AT Ui, [signer]. [static]. F 721 [dynamic] &R T £5,

CA Type [Root], [Intermediate], F 721X [N/A] (BAEEAZOHE) IR T
EET,

Owner Ui, [signer]. [static], [CBD], &7-i% [PNP] Zi®RCTX £,

N—Tg v FEHEONN—T g v,

Serial Number AEAEO Y TLE S,

B tx2U7«
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castmzEsnuz |

A7 av HL:l

Status SFRHED AT — X 2

Valid From RERAE DA IR OB 44 B FF,
Valid To SEHEOB AR O T HEF,

5477¢ (Issuer)

SEAEICEL LT 4T 4 1713 CA,

Subject

SEFHEORYI4Z (DN) &k,

NEAF—Z AT

ABF—D XA 7,

NBAF—F ABF—DEX (By MDD |
Signature Algorithm CA DNEFAEICEBALTAT-DIFEHT ST AT X b,
Certificate PEM D FER E O FHEHM,

ATYTS WOT 4 NBEMHA LT, FEOGENELMETEET,

* [Type equals to] :

IDFzv IRy 7 A%AFNTLT, Ky 7 XU A Rob [Signer], [Static],

%7213 [Dynamic] 23BN L, ZNDHDFEAES A 7 TT 4 L F B L £4,

* [Owner equals to] :

)

AEH#E %2 PEM JENCRED (1T £ (B~ — D — TR T~— I —{T2&h %

ATYT6 1 DELIFEBOEREFELHIRT 2101%, FEAEZ R L T Delete L ET, A¥T 1 v 7 AEHED AR

HIFRCT&E £7

CAREEAZE R X b

A POEE TIEHENMEE TE L oG flL, ==V —F I nro7r 7V 7r—
va Lo TRHY A MIEMESNET, FEAENKDY A MIEEN TV DAL &
RS, 7L ATIIMEHTE <20 £9, KU X MIGEHELZEBEMLTH, KL
REEIRRENET — 2 _XR—2A L HIBR SN EH A, fEFEDO AT —X ZADHH, [Not Valid

(Revoked) | IZHFH SN ET, EHENKZY X 0 bHIBRESND &, TOFEHED AT —H
FREAE T —F X=X CTHBEMICEHR SN E T, iEHELZHA VA M—AT0ETIH Y £8

A/o

AEAEZ RN Y X MTBINE IR Y X R BHEIRT 212i%, ROFIEEZFEITLET,

FIE

AT w71 [Security] > [Certificate Settings] > [CA Certificate Revocation List] DJIEIZZ U » 7 LE T,

t*2U74 |}



FauFq |
S LY DES

ATw T2 [Add] 27 VY v 7 LT [Add Revoked Certificate] ¥ 7 12 7R v 7 A% & £,
ATy T3 ROFMEEHEEL AT LET,

o [Issuer] : FATILAFEET 53055 ( [C=US, O=MyTrustOrg, CN=MyCommonName| 7 &) (0~ 160
X5 o

« [Serial Number] : £%) L7ZGFHED S U 7 AE S, ZHUL 16 HERDOT OXLFHTT (BEE2~40) ,

ATv 74 [Applyl #7 VU » 7 U CERAZEZBEML £7°,
A
« K 512 DREAELZ RN A MTBEIMTE £,
e KWV A POy NI DT R COGERAEIES S AesnEz T GEHET —Z X—ANTH
IRDLETCRIE SNTHATHIRER |

ATv 75 BEAFEOMAFELHIRT D12, R L7 CAGENET —7 LV in bt E LN L, [Delete] 22 U > 27 LE
D

B tx2U7«



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



