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VLAN DO EHE 7-15
etherconfig 3<% > FIZ& 5% L LY VLAN OERK 7-15
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[Cisco IronPort AsyncOS 7.3 for Email =27 v F =z L—2a 2 4 F] T
1. Cisco IronPort Messaging Gateway™ 7 77 4 7 > AD+® v T v 7 Hik,
BHEE, BEOE=F FEICoOW T Li@‘o INHOHME, *ry FU—
IRBAA—NVERICEHT DB EMATRBREE RV AT LERE 2SR E L
TWET,

CDI - TINZEHHEHAIZEBHEIIC

A P RE— N TN TTIAT AN EORMY ) —R ) — EE
FAHALTEE N, _0)7,4;7/1/1i BEENT TIZT II7A4 T o AZBML.
Sv7 ¥y bRy MIRE BIREA LD ERALET,

TTCRT T IAT U AEFRy N =72 —7 VB L 861%, Cisco
IronPort 777 A 7TV ADT 74NV bDIP 7 RL AR % U —27 Lofho 1P
T RUVRAEFALBRNZ L AR LT Z3V, LHHARIZ Management
A= MMIZEY Y THNZIP T RV AE, 192.168.42.42 T, Cisco IronPort
TTIAT L AKTHIP T L AED L CTOREMIZ Wi, [Cisco
IronPort AsyncOS for Email Configuration Guidell @ [Setup and Installation |
BIOMERB (7774 T A~DOT 78A| 2R LTSN,
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FXaAVbkty bk

AsyncOS ® K% = 2> b & v M, [Cisco IronPort AsyncOS for Email
Configuration Guidel. [Cisco IronPort AsyncOS CLI Reference Guidel. [ Cisco
IronPort AsyncOS for Email Daily Management Guidell, 3 L N2 D~v==27 /L
D4 DZHHPNTEY, 2O~ =27 VI EE iR & RTICBT 2 FHR T
WInTnES, ZOv=27 LT, & My 7 OBIMEFRIZE L Tho~
=aTNEBRTLLRHY ET.

CDI=aTILOERL

% 13 [FIPS &¥] Tix. BE{bA&LFL$+ 5 FIPS ¥l N—F U =27 ¥ =
VF 4 FDa— N B—FRELHICCII0O T FIA4T v 2ty T v +57
ot 2O TEHBELET,

F2E VAT —DHAZSA X TR, =2 Z—F T4 XFEF A= 7T —F
VA DREEHETHIrERAZOWTHALEST, ZOETIE, F—hv=x
A RHTEFA—LDX fpé’@ﬁﬁ“éij A VB =T ALY RATFT—EFRE
THEEIMATE D MERBEREIZOVWTIELIHBLET,

F3E —T7 4 VBILUORGHIEDRE] Tl Cisco IronPort 777 A 7
YAEBIEBT HE %f—www—74/7tﬁh:2%%525%%mow1ﬁ
HLET,

% 4% [LDAP 7 = VU — | TiX, Cisco IronPort 77 Z A 7 > A L 4END
Lightweight Directory Access Protocol (LDAP) #— "Z#l T/ = —% %
TL. ZITANDZEE (INV—TDR "=y TEED) OMR, A—/L
N—T 4T T RLVRAEESHZ, ~y X —D~vAHL—F, BLUSMTP #
FEOY R — FELITH HFIEIZOWTHHLET,

5 ETA—NAFRGE] T, TronPort 7774 7 A TE A A —/ViliE & 3%
ELTAF—TNMICT DT EEACOVTEELLSHBH LET, IronPort
AsyncOS 1%, DX A T OB A A —NAVRFEEFR—FLTCWET, Zhic
#18 A —/L® Sender Policy Framework (SPF) &7k, Sender ID Framework
(SIDF) #if. DomainKeys Identified Mail (DKIM) #FF, 8 X U3IE A —L
@ DomainKeys 4 & DKIM B4R’ EENE T,

Fowm (Ave—Y 74 NEEFEHLIEETA— VR U —0O@H] Tl
Ao =Y T4 NVEEFESTE ?%—lv%@@ﬁ”éﬂ/—w%ﬁﬁmfféﬁ{f
WCTHEALET, ZhiZix, T 740 7400 & 0 A A—=U00, 27>
YT rvat) OKEEEEoTAvE—Y a T UV OEERNEENE T,
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87 [EERxry FU—278R Tk, NIC X7V 7, 48 LAN, BX W
ZOMOBEREICBI L CEA L £,

% 8w [ A ) TlX, BT 794 T o A2EHBLORETE D
EFEIRRICOVWTHIA L3, TREFREIERICL T, xy hU—2
WNOEEM., Tk, B2 r—5 )5 onmbEL, va—L R) —%
NESF L7y s 7 a— VBB E{TH) ZEMTEET,

8k A TAsyncOS 7 A v 27 V77 LA A F] T, CLIOIZEAEDa~
VRICETBE Ay VT L AERLET,

1B (77T A4T7 v A~DT 78 A Ti. Cisco IronPort 777 A4 7 > A|Z
77 AL, CiscoIronPort 7 77 A4 TV AD T 7 A )V & 15559 5 FIEITOND
Tl L £,
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E:EELE

s Bk £

AaBbCcl23 o< R4&., 77 A4, |Please choose an IP interface for this
Fovr FU4. EELE Listener.

Darva—z,
sethostname 2+ > N{X, Cisco IronPort 7 7
AT ADLHTERELET,

AaBbCcl23 a—H AN (HimE o= mail3.example.com> commit
P/EF:L“‘§7Hj77&T%THS§ Please enter some comments describing your
ﬂéi}%/f}) changes:

[1> Changed the system hostname

AaBbCc123 |~ =71 DX A k. [Cisco IronPort 2+ > 2 X % — ; 1 F] %%

B LGB EE, RN
T HEEA]l, A~ KT A
VR (EEROAATE
ICEZSHMZONDE)

LA TEE W,

Cisco IronPort 7 75 A4 7 A%, ¥IEN7r v b
EEETHA L H—T oA A —EILRINTE 5
PERH D E T,

Before you begin, please reset your
password to a new value.

0ld password: ironport

New password: your new password

Retype new password: your new_password

IronPort h X 27— HiR— FADBRLNVEHE

WDV R — M,

TEET,

1 F=FRWSTHER, BT A—I, FldA T4 0 TiER

Bt E R CREOKRR ZBR< H~@REH © 24 Kifi) $id. BFHKEOFER
2o 1 REEVNICE D=7 R ZEEEEL LT ET,

Bt EERFFSMIBRAOY R — b 2B L T 5HRRMEZRET 55613,
TREOEFE FICHEZRE N < TZE 0,
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{ﬁ’)"i\ : www.ironport.com/support/contact_support.html
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= CHAPTER 1

FIPS I

ZOET, WONFETHERINLTNET,

o [FIPS EH O] (P.1-1)

» [FIPS HH O (P.1-2)

o MGEHEBLOF—0&H] (P.1-10)

e [DomainKeys 3 & O DKIM OE4 F—&H | (P.1-12)
o [FFAEBLOF—D Ny 77 v 7 LEx) (P1-13)

e [fipsconfig CLI =2~ > KO (P.1-15)

o HSM I — FEMHEH LIZEBEOEFA—N X2 VT 4 TTIAT LV AD
e (P.1-18)

FIPS EEDHME

MR, HELRPVEET LD L TEER N TRVWT — X 2 R#ET D
7o, KRB REENNEIC 25608 D £9°, Federal Information
Processing Standard (FIPS ; HFEMALIRIELE) 140 1, KEIB L OI F X
BUF A LRI CTHRIE L CARICHE LI EERE T, Zhid, EEAHRVW AT
DIZH b b THRERVTRWEREZRET D722, BUFHERIZ X > THEM
ENDLEEBALE Y 2— VL OHEMEEIRTE L T ET, Cisco IronPort &1 A —/L &
X2 VT4 TTTA4T AL, FIPS 140-2 L ~UL 2 BiGEH & D Hardware
Security Module (HSM ; "— K7 =7 ®F% 2 U7 4 Y a2—/L) H— K
BLTHET,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




1=  FIPS BE |

HSM 1 — RiZ, =R TV r— a0 OFPF N F—DEHE2 AN E Lzt
FaT RS Tat O~ TT, HSM I — RIZRF 5% — O RE MR # 1
AshFEd, EFA—NBX2UT 4 TFT7A7T AL, FIPS UL DR 5
{b#EZ HSM 128 &L £7,

Cisco IronPort EF A —/N ¥X =2 VT 4 77747 A0 HSM #— Kid,
CAVIUM Nitrox XL CN15xx-NFBE K 5{b€ = —/L¢9, FIPS it EHE
1360 IC Xk B&, EP2—/MZTFIPS 140-2 L)L 2 a7 5347 v A THRIES R
TWET,

N

GE) BAA—NEX2VT 4 TFIAT L AORRERMY — 221445720
(2, FIPS ¥l HSM 7 — K23} & L T 72\ Security Management 7 77 A 7
VAERMHAT A ZEIETEETN, 2K Y HSM 71— K3 FIPS ([CHERLL 72
<AL H Y £,

FIPS EEDOHME

HSM % — FTiE, 3 XTORSBENFITSN, T XTORS =21 kEE
FOR#ESINET, HSM I — R TIEF —DHPRE Sh, KIS T 5 A EIE R
FESnEHh, AEAETEF ANV X2V T4 TTIA T ADN—F F7
A TIRESNET,

HSM #— RFTIZ, RO VR—F 2 FOXF—PMEESNET,

e SSH, “hiZ. CL1 M LT 7oA T vV AOEHHOEFA—L &
X2 VT4 TITIAT UV AEHRA L E—T 24 ZA~D SSH B v 9 I
A& Ed, SSH ¥—1F, HSM Z#Hb T 2 BIC BEMICARKR S E T,

e WebA U FZ—TxAR, Zhit, WebA ¥ —T oA AEER LT T
AT VADERBHAOET AN ¥X2 VT4 TTITAT UV AEHEA L H—
T2 AA~O HTTPS £y v a VIZEHINET, £/, IronPort A/ N2k
BERBEIOMDIP A 4 —T =2 A~DOHTTPS Ty v a ViZbEHENE
9, fipsconfig > certconfig CLI =< RFE7/ZIEI Web f v X —T = A A
D FIPS BEENR—U 2L T, SEAZEELEF X — X727 v v —NEL
AR TEET,
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(E)

o SMTP DEZEBIVEME, EFA—IL X2 VT 4 TTI7A47T 2 ZADNH
UAF—BLRUE— b AR MO TLS 24t L72EE B L OFED SMTP
BEICEAINET, VATFT—~OFHAEZE VYT, BT A—NLOERE
(Z13) £73%E XE) HIcY AF—0 HAT @ TLS A 3+ —7 /LI L
F9, Web 1 % —7 A A®D [FIPS Management] ~—, F72i%
fipsconfig > certconfig CLI 2=~ K 2 L C, fEAESY— X7 %
TyZua— RFRERITAERTEET,

o SEAEHIME, ZhiX, BT A—NORETEFA—N EX2VT 40 TS 74
T AINBTRTOH(E TLS #ktiICEH SvET, Web A v F—7 A A
@ [FIPS Management] ~X—", 721 fipsconfig > certconfig CLI =+
VREMALT, GEHESCY - XTE T v u— FERIIAERTE T,

e LDAP, Zhid, EFA—NtXx=2VUT 4 7TTA4T7 AL LDAP H—
Mo TLS FZ o7 vaicdfashEd, MPREIEAO LDAP Y— 30
R E&EHET, Web £ ¥ —7 x4 AFET2IX fipsconfig > certconfig
CLI 2~ REMFEHLT, EHESCY— T 27 v 7 rn— RERIZAERT
ZFE 7, RADIUS *— %7 54 MERFEIL. FIPS 140-2 BE{RIZHEIL L
BRNZEIZERELTSES Y,

* DomainKeys £ X ' DKIM &4, Ziid, DomainKeys ¥ X O' DKIM £4
RSN 284X —ICEA S 9, DomainKeys 3 XU DKIM E4 1,
BT A= /VOREITLOMBICEA SN, BRFPIZNENEEINETA, H
FA v =Y DEA4AIC DomainKeys % 721X DKIM 2 A+ 2854, &1
A= X2 T 4 TTITAT VAL TEFESINBREA—NVDEL
W ZIEAB DNS ICRE SN A ¥ —FB X O HSM 7 — RICRE S L ls
F—MNEHINET, Web A ¥ —7 A AF7E fipsconfig >
domainkeysconfig CLI @<= RZHEH L T, fEAERCY— X727 v/
n— REITERTEET,

AsyncOS 7.3 for Email THAR— &2 SSL AN—T 3 UIE TLS N—T 3 ]
DHTT,

FEREA OFf 2% FIPS Officer & LTHRET 24 EMNH Y £9°, FIPS Officer 13,
HSM 7 — FOGEHELB IO —OEHA L L To®REZF7- LET, s
WCiE, TFIPS Officer SAU— K] (P.1-8) #& LT,

AsyncOS for Email ¢l FIPS Management Console M2t & EF, ZhiT &
D FIPS Officer 7 HSM 1 — FOT X TOFEHEL LOF—%2E# L £ 4, FIPS
Management Console (2%, [FIPS Mode] > [FIPS Management: Certificates and
Keys] X—=U 67 7 ALET, #MIT OV T, TFIPS Management
Console ~D 1 274 ] (P.1-6) ZZML T I,
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TRTOERE, F— 7B L OE4 % —I% FIPS Management Console THHE X
N7, Web A > ¥ —7 oA ADMODGATIZIZT v 7o — FERIFERTEE
Hh, 72& 21X DKIM B4 %A X —7 /2T 512i%, £ FIPS Management
Console (2L » TEL X —% A AR — N FE2IFTAERK L TH 5 [Mail Policies] >
[Domain Profiles] X— ICBE L, 20X —%HH L T DKIM B4 %3 L F7°,
[Mail Policies] > [Signing Keys] ~— Cld, BALFX—% A R — b EITERT
EHA,

HSM Hh— FDO#IHA1E

HSM 71— RICRE SN F — 2 HIBRT 258N H 556, HSM I — R 24148
fET& £9, HSM U — F2 84 5123, ROBEZFEITLET,

e FIPS Officer AU —R%# Uty hLET,

e HSM »— RIZRE ENTZT R TOBMEFEOXT—ZHIBRL, TTI7AT 2 AD
N RIATIREENTAET T X TOFRFAELZHIRL £,

o URF—DOF 7NV aeEgird _XTHY XF—D HAT RVJ > —T TLS %
Foe—7 NI LET,

e HAT RV ¥ —® DomainKeys & DKIM E4 B L OHEREZT +E—71IC L
7.

o SEJEHlEO TLS 25 4 E—T NMIZLET,

e Web A ¥ —7 A REHD HTTPS #F 4 & —7/L{Z LT, IronPort A%
LBERIOEOMDA v Z—T 2 AT 4 =T NI LET,

o LDAP 7277 A NLD TLS X7 4 E—7 LI LN T EENY,

o B AN X2 T 4 TTIAT V ADEREL—YPIZEFA—IL T
F— MEERELTHEEERE L ET,

o BIA—NEX2VT 4 TTIFTAT L ADSSHFA N F—52HEARLE
T, FREFMY— 20 FIPS #EH#L HSM % — KD 72\ Security
Management 7 77 A4 7T A EMH L TV D56, EFFEFA—L &
X2 VT4 TTITATVANI TAZNICHDGE, ETRINTH VA A
M ¥—ZHIFRL2WVWE, BTA NV X2 VT4 TTITAT VA%
Security Management 7 7’7 A 7V AE 23T T A X ICHEHR T EE A,

e % L\ IronPort Appliance FIPS Demo Certificate 3 & O SSH 3 2 7
TIATPRIT 7 AT 2D OMIST 2WEF— 2K LET, EWE
X7 T I7AT U ADN— K RT A TIRE S, F—I1L HSM 71— RIZRE
ENFET,
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HSM 71— RE#I#{Ed 21213, fipsconfig > init CLI 2~ REETLET,

FIPS Officer /"2 T — K% 3 [AR>TANTHE, HSM A— KB Ut v b &h
F 9, FIPS Officer /XA U — RiET 7 4 /L MED sopini23 IZEEINET,

BT AN X2 VT4 TTITAT LV RAERINCZ TR -2 & X%, HSM 77—
RBHIFULIREEBIC > COET, 2L, T IFA T A~DSSH KT ¥
TarvEHATSHSSH ¥ =N HSM — RIZEENTND I EEBERLET,
HSM 77— RiZi%, [MronPort Appliance FIPS Demo Certificate| 33X O HTTPS
EHA LT Web £ VX —T 24 ZA~DT 7B AEFHAT D, ®HET D% —
LbEENTHWET, #ET 2T XTOF—2 HSM I — RIZRE I E T,

A vt —VOEMER XL URE LR EDOY— B Ak F % IronPort Appliance FIPS
Demo Certificate O FHITHERE L 5 A,

HSM 51— R b SN2 B4, £ oEZE G U, FIPS Officer 1%
WONWT NN EETLCHOMRAEB LN —%2T7 v v — FTXET,

e CLIZBMLTT 7947224 L, IronPort Appliance FIPS
Demo Certificate Z 3 5DV IZ Web A ¥ —7 = A A~ HTTPS 7
I AEFATLHROMAEL LV — T E2 AV AR— L ET, 2%
1T 9121, fipsconfig > certconfig CLI a~Y R&FEH L £9, iFMic>
WTIE, Tfipsconfig CLI 2~ ROMEH] (P.1-15) 2L TS ZI W,

e Web A X —T7xARZu A LT, SMTP %515, suLHl#E, BILW
LDAP R EDBEFA—N X2 VT 4 TTIAT A = ADGEHFR
LOF— X7 %A AR — FERITERLET, ZNEIT ST, [FIPS
Management Console] ~<—® [Add Certificate] Z i L £, FEHlc oW
Tk, FEAEBL LR —0F ] (P.1-10) 2Z2RL T &N,

e Web A& —T7xAAZrT AL, DKIM BLV DomainKeys BLDE
xR —FA R — NERITEKRLET, ZNEITHITIE, [FIPS
Management Console] ~— " ® [Add Key] F7=1% [Import Keys] #fE/H L £
T, FEMIC OV TiX, IDomainKeys 35 £ OV DKIM D4 % — D 4E B |
(P.1-12) ML TL7ZE W,

HSM 29It S 72856, £7213@ o722 T — RR 3 FILL LA ENTHE.
SSHZ 747 FBE U Web 7 J U d SSH £ 7213 HTTPS #:f5¢7° B BIRYIZ K
bivEd, SSHEZFEH L TR AV — K& 3 EIAD LH4AE, HITP %2 fE
MLTTFIA4 T RCur A LEZ D L9258, 85 HTTPS 12U # 1 L
7 hEINBWIZD, =T — Ay E—URRRINET, TOLIREAIT, F
BENEREZANBELTCT I IAT VA2 FEHTI 7= T H50ERH £7,
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FIPS Management Console ~D O %5 1 >

EHEL—VLLTETA N EF2 VT4 TTIAT AR T A U,
FIPS Officer & L T FIPS Management Console {22 27 A > L, HSM #— R &%
B L2 ENTEET, OTTIAT A Web A v H—T = ZA~DE T A
CEMERF L7223 5 Blli& FIPS Management Console I27 7' A » E72i3m 7T 7
FTEET,

Web A v % —7 = A AOEH A O [FIPS Mode] A = =—7%>5 FIPS Management
Console IZ7 7 A L%, X 1-1IZ [FIPSMode] A ==—%R~LET,

B 11 [FIPS Mode] * =a1—
S
|r\_| J IRONFORT C&TO0 Cptiars —  Help ard Suppart —  FIPS Mads -

Marator Had Pak oy Serviced Mstwark Spdlemn Admenn I S0

FIPS Management Console 7262277 7 hLThH, HFHE2—F L LTT ST
ATl A v Lzt ya R BIH Y F¥ A, 72720, FIPS
Management Console 2°6 FE TR 7 U T2 Web f V¥ —T = A A5
a7 7y b Liz8Ea ., AsyncOS for Email 12 2 - T FIPS Management Console
NHBEEMICe 7Ty hanvET,

FIPS Officer ®F 7 4/ b /XA YU — KX sopin123 TI,

43

AsyncOS for Email Tl&. FIPS Officer /{XJ—F##HALTHSM A—F
ICOJ4 0 EBATERELI-AHBMNERENET, SEEKETAY 1 VIZK
BY 5L, HSM A—FIEMAAlESh, ABEEEShET., 0T 4 VRTHA
KB UBMICZ A LTI MEHY FEA, HSM H— FHRPEE S S 126,
FTS5AT72UAWeb 1 V23— A RIZF VAT BHIAAES L UF—1F%k
bhFET, 3EAT A VKB LI-RIC HSM h— FAimHliE S hi-&E.
SOHIZIZIE Web R—CERRTELGVE VNS — MBI S— A vE—UH
RERSNFET, #MICOLTIE, THSM h— FO#HE]l (P1-4) #8RBLT
(IS,

(G¥) Web 7 7 U o [Back] A% > %M L T FIPS Management Console ® & 7' A >
N—VIRD Z LR STV EE A, 7o T FIPS Officer N2 U — F& A
LTCEDX—=VEEEN, 77 7% O [Back] R % > % L T FIPS Management
Console IZRS723HA. 77V FICE o THUPRR -T2 AT—=RBAS SR TL
EFOVD, m AR 2ERET DL IR ET,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| £1% FIPs g8

FIPS Management Console (&7 74 ' F 5121k, ROFIEEZIFATLE T,

[FIPS Mode] A == —2>5 [FIPS Login (Restricted)] Z &R L £ 7,
1-21Z [FIPS Login (Restricted Area)] *— Y %/ RLE T,

1-2 [FIPS Login] R—
FIPS Login (Restricted Area)

Lesgin attarmets are lienited 1 thren. Tha third and Snal legis Pailure will resull in sewere dpilem Ssneption and lads of date.

Fasswords [

FIFS pawwerd iE Rpacic i the FIPE Ofcer ondy

Firtfreare Wersish: 4.7.1 m

FIPS Officer /AT — RF#& AJjL., [Login] %27V v 7 LET,
FIPS Management Console 23 &R SVE T,

1-31Z [FIPS Management] ~X— <’ ® FIPS Management Console # 7~ L &
j—o

1-3 FIPS Management Console
FIPS Management: Certificates and Keys

Firrmmarns versisn: | 4.7.0
Sanal Nember: | 0300761
Hardware ID: | K3
Labels | Cieco_DrorSart_Label

Add Carshcate . |
Tifrie
Caruhieate CpeRim Name tssued By Sratui  Rermaring Exgaration Diate Cralatn
Sretem Eranfort Apglisnce FIPS Demao Iranfart Apglisnce FIPS Dema Vit | ek duys Jun 23 B6Ad b D20
[ Certificate Certifizate L auT
Add Ky, Import Keye..

Vo Sigring Keys have besn defined,

FIPS Management Console (Z#]® TT 7 £ A J 5454 . [FIPS Mode] A == —
75 [Change FIPS Password] % #&4R L T FIPS Officer NA U — KA AT L7,
FEABIZ DWW TIE, TFIPS Officer /XA U — FOftifl] (P.1-8) 2L T X
U,

[ oL-23081-01-J
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FIPS Officer /X7 — FD{FEH

GE)

HSM % — FOREAERSF — T BLOBAXT 2 FHT HI01E, BEHEL LT
BFA—NEX2VT 4 TTTAT7 AT 7 A > LT FIPS Officer /XA T — R
EASITBHMENRSH Y £9, FIPS Management Console (27 7B X350, £
¥ fipsconfig CLI 2~ K &3 5 12i%., FIPS Officer /XA U — RQAMLBLTT,

FIPS Officer /XA U — NiZ—ERET S L mICET Z N TEEd A, FIPS
Officer RA TV — & ENZHEHE. HSM 1 — RIZT7 78 AT 521 HSM 7 — R
ERET A Lb Y F¥A, YIS L HSM 7 — RTEIH I DT T
DFFFHERLF—IIHESNET,

FIPS Management Console (& v 7' 4 > L7=t41%, M4 Lo [FIPS Mode] #
== —75 FIPS Officer XAV — K& AEH x4,

[ 1-41=. [FIPS Mode] A ==—0OFF v 3 v &7 LET,

1-4 [FIPS Mode] A =a—D#FL 3>

FIFS Management
Certficates and Kéys
FIPS Backups/Resiore

Change NP5 Password
Lizxg Oust FIF'S

FIPS Officer /NA U — REEHT 521X, WOFEEZFEITLET,

FIPS Management Console {2 274 » LET,
[FIPS Mode] A == —7>5 [Change FIPS Password] Z &R L £ 7,
1-51Z [Edit Password Management Settings] ~~— Y %/R L £,

1-5 [Edit Password Management Settings] R—<
Change FIPS password

Change FIPS Password

Currenl Patimsed:
Mew Pasimard:

Ha-Trps Pagemerd: [
| Cameel |
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ATvT 3

ATv7 4

BTED FIPS Officer /NA U — R& AL, W72~ 4 —/L RiZH L FIPS
Officer "XAU—FRFK&Z AL ET,

Y

GE) FIPS Officer ®F 7 4 /)L b D XA YU — KX sopinl123 T,

[Submit] %2 V v 2 L,

PR— b S HAEAEF—DER

ax>y

SSLEtvyva s TRSAF—ZHEALTCWAEEA. F—IXT HSM 71— FCHR#S
NET, SSLEY>aTDSAXF—%2HHLTWHHEA., F—IXFHSM 1— R
THRFESNEHA, Web (¥ —7 = A A2 CLI T, FFE M DSA F— %4 H
TAAELZT v e — R TRy £7,

FIPS BBUCEE T =F — X v —IZ 20T, INFO L)L ® FIPS v 7 % fif
RLTLIZEN,

PREPREE

FIPS YLD 7 75 A4 T AT T A X NS84, o FIPS YLy 7
AT VAT NT T AZIZBIMTEET, fipsconfig CLI 2~ FE L ORE
F—Fw v LULIZHIRENE T, 7 TAFZERBT 2T 7747 2 ATIE,
JTAE LAYLVEII SV —F LUV TR X — 2 LEHE A,

IITABENTT TIT7AT ATHR CGEHELS L O —2FHT 212, T
TOT FIAT VAR THE DAL — X—%ER L, Nv 77 v 7/ Hhie
EHERHLTCENLDT 7734 TV ACGEREEZEF—2 0 LET, v A X —
F—DEBOTEMZHOWTIE, THSM — K& L7 EDOE T A—L &
X2 VT4 TTIAT L ADOENE] (P1-18) 2R L TLEEW, 7 T7AXY
T OFEMIZOWTIX, F 8 F THRERRIER | 25 L T 7Z30,

[ oL-23081-01-J
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REAER L UF—DERE

AsyncOS Tit, itAZEB L OMEX—%2 AL T 7747 AL VE—F &K
A hHO SMTP {5 Z M2 L TE 9, BFORMEHER LT — ~T &7 v~
n—RL7ZY, HOB4AEHEEZARK LY, F721F Certificate Signing
Request (CSR; GEMAEBA TK) A L THRIERICEE L. AFHFEHE 2 I
Bl cxFEd, BARIIWEXF—IZL > TEL INTEETE 2 AMFEHE
ERL, TNET TI7AT VAT vy 7r— FTEET,

F7-. FIPS Management Console Z i L T, FEBIERF — X7 2 EHTE F
T, MEXF—ITHSM 7 — FITREINET, ThEETTHITE, FIPS
Management Console (Z = 271 L T [Appliance Certificate] £ 2 2 a > ® [Add
Certificate] 7 V v 7 L, GEHEL X — T &2 A R —FL70, ACE4LGE
BEL LTERL £,

1-6 1 [Add Certificate] X—Y %R L ET,

1-6 [Add Certificate] R—
Add Cartificate

Add Cortficate; | [Falact an cption T

| Cancel | | neor e |

HEOB4FEHEAERT 5121, [Self-Signed Certificate] 23R L T, kO

WEATDLET,

Common Name SEEERM KA A 4,

Organization Rk oD TR 72 1E 48 R,

Organizational Unit FRE O E 4,

City (Locality) HELAER DAL I 23 B B HL T

State (Province) FRR ORI B DM, AR, F Ty,

Country M ORI B 5 2 XD 1SO H4 =2 — K,

Duration before expiration SEAERHIRUINICA A F TO

Private Key Size CSR HICAERT AMEX— DY 1 X, 2048
By FBLUN1024 By FETBYRE—FER
i j‘o
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[Next] #7 U v 7 LT, iEHEB L OBELEREMRLE T,

HCOBAFERED CSR Zi8iERICE(E T 2% . [Download Certificate Signing
Request] #7 Vv 7 LTr—ANVEITHR Yy hU—2 v |2 PEM BT
CSR #fA1FLEd, [Submit] 27 V v 7 L CIEAEZMRIFEL, AHEEZMEEL F
7, [FIPS Management] ~X— VIZFEMF N R R 41, FEEF—72 HSM 71— RIC
RESNET,

EX —IZ Lo TEBA SNTEETE 2 AMIEAE 2B/ BET &, [FIPS
Management] < — Y OFEHEOARIZ 7 Vv 7 LTRrR—I/V w2 U EIER Yy
NI =2 DT 7 AN~DNRZXE ANT)T 252 LT FHRTEDAMENRELT v
7a—RLET, ZELLEEBTE 2AMAAERN PEM ERXTH S, i
TFIAT AT vy e — R LRI PEM 2T 5 L 5 BT 5K
ThHHI AR LET, RARNLIENAELT v 7 v — K32 &, BEFOFEY
ENREEXINET,

FEERNL OFFHEL L VNF—DA ViR— b D FHERYE, 77747 A THEH
THAEHEORE FEOFEMC O VW TIE, REHEORTE ) (P.2-32) 22 LT
TZE&EW,

SEHEEZT 7T A4 T U AIZBEBMLERIE, RO —EZADOWT N CTREHEAEF
HAT&xEd,

 SMTP O%{EH X O'ELfE, [Network] > [Listeners] ~=—¥ (F7=i%
listenerconfig -> edit -> certificate CLI &2+ R) ML T,
TLS A L7 5 b2 ML §5 ) AT —ICGERELH D Y TET, 1
VHE =Ky MCHTBHY AF—D TLS Oh kA F—T T 50 (ABY
2ZF =) FREFRABI AT 2G0T XTOY A7 —OK ik A x—7
2T 5 (FT7A4_—hF URF—) ZENRTEET, FEMTONTIE, TV
AF— HAT & TLS O A x—7 4] (P.2-38) #SML T 7ZS0,

o SESEHI#, [Mail Policies] > [Destination Controls] ~X— (F 721
destconfig CLI @~ F) ZHL T, B A —NVEEDT X TORE
TLS ###Ic 7a— Uik E & L CREEZEID B TET, T XTOHR(E
TLS #e OFEAE & H 3 2 FIEIZ O WL, TRUERFO TLS 36 L OGEHF
FREED A R —7 k] (P.2-42) ZZH L TS 7E I,

o fUH—T7xA 2R, [Network] > [IP Interfaces] _*— (F 721k
interfaceconfig CLI 2~ > K) #fH LT, BHEHA L FX—T A A2 ED
A2 H—T A ATHITPS +—EZADFHMEL A Z—T M LET, A~
H—7 = A AT HTTPS ¥ —E ADOFERZF LM T 25 I7EIC VT,
THTTPS OREAED A 2 —7 4k (P.2-51) 2L T ZEW,
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* LDAP, [System Administration] > [LDAP] ~X— &l L C, TLS 8%
MELETHTXTOLDAP N7 7 4 v 7 OFEAEZELZHIO Y TEST, ZO7T
TIAT AT, =Y DOIEEEFHED LDAP #4528 b TE £7,
FEANCOWTIE, 7 e — SV REDORE] (P4-10) B T —F DI
FAEDORE | (P.4-60) ZZMLTIEE VY,

DomainKeys # & U DKIM OE& X—DEE

HSM #— R&FEHA LT, BFA— N X2 UT 4 TTIALT L ACEST
DomainKeys F£721% DKIM O A —/VEBLIZL DA v =V OBLITHEH S
NHOMEX—2EFHRTEET, BEFA-NEX2UT A TTIALATLVATD
DomainKeys 3 & O DKIM OE{EOBEIZ SV TiX, TDomainKeys 3 L O
DKIM #&GE : #F% ] (P.5-2) #&B LT &N,

B LWEL X — &9 5121%, FIPS Management Console (27 7' > LT
[Signing Keys] €27 >3 > T[AddKey] #7 V » 7 L£7, [Import Keys] % 7
Uy 27 LT, TFAL TZ7AN0E L THFOBLFT—2A R—FT252L0
TEET,

1-71Z [Add Signing Key] *—Y %R LET,

1-7 [Add Signing Key] R—
Add Signing Key

Weme: | [
| Private Kay: | = Generaba: [Selen Ky Siee..,| | B

O BduPaine: [ynay
Rt

= [ |

B X —OIERIFIZ, ¥ — A XEHFELET, FIPSE—RFOETA—/L &
X2 UT 4 TTIAT AT, 1024 BLT2048 B FDF— P ZDHMR
PAR—bENET, F—OV A XABRREWVZEELEENRL D EL 2D T35,
=DV A APKENENRT 53— RZEEE RITTAREENRH Y 97,
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MO X —% ANT5881%. [Edit/Past] 7 « —/v RiZ¥—%0E0 (fF1F 57215 T
4 (PEM-formatted T& Y. RSA ¥F—THHIMENH Y £97),

AsyncOS TiZ HSM 77— RIZE4 ¥ —0MrEE S E T,

X—2ANNTHE, FAALY TaT7 7 A VTHEMAEIZZR Y [Mail Policies] >
[Domain Profiles] X— V&ML TRAL Y 707 7 A VEAVERE T2 ITHRET
% & =T [Signing Key] UV A MZHF—DERINET, BLEF—F NAA L T
Ty AMIBEET S L. AF—REEND DNS 7H A b La— REERT
TET, INETOIE, ALY 77 40D YU A +® [DNS Text Record]
528 5 [Generate] U > 7 (£721% CLI ® domainkeysconfig -> profiles ->
dnstxt <2 K) ZHEHLET,

DomainKeys 3 & U8 DKIM D% E DFFEMIZ SV Tid, [DomainKeys/DKIM %
2 OF%E (GUDJ (P.5-11) ZZHL T EEVY,

SFBER LUXF—DNNV I Ty TEET

GE)

HSM W — FIZEBR SN DFEAFEE T F—% XML 7 7 A MRy 7T v 7T
TET, RIS, XML 77 A 4025 HSM 1 — R~GER#EB L OF— 20T
TET, Ny 7T v FIE, HSM I — FIZRE SN TV D TR TOREHFE &
CX—DNEENET, F—1TT7 7 A NVITHREINHENCHE LI ET,

TTIAT VAREER T 7 A NVRTFT D56 HSM 71— R CTEH S5
ERBLOF—IIRET 7 A NMIEENEFA, T, EPAECT—IEWMNRE - T
GENTVDLT 7 ANDET T 74T V AREEE LT H8A. AsyncOS Tl
77 A NVOFEHERS L O —HRAEE ST,

FEERCX—% Ny 7 7 FEIIE LT 1T, [FIPS Mode] A ==2—®
[FIPS Backup/Restore] Z &R L £, 1-81Z [Backup and Restore] ~X— %
R~LET,

[ oL-23081-01-J
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1-8 EHEBSLUX—D/IRy I 7y TELER
Backup and Restore

Backup Certificates and Keys

Backup Certibcab and Koys bo Lacal | _
Computers | (50 Use system-genarsted fils names

O vas uner-dafirad e rgme: |

b i i

Restore Certificabes and Keys:
Losd cersficats and key fram bacal compater:

| =

EaAror e

MAERLUXF—DNY I TV T

ATFvFT1

A7y 2

ATvT 3

ATFyv7 4
AFwT 5

HSM W — R CTEBINDFEATBRLF —2 Ny 7 7 v 7421203, REFIHEFE
TLET,

[FIPS Mode] A == —2>5 [FIPS Backup/Restore] Z &R L 7,
[Backup and Restore] ~<— Y NERINFET,

[Backup Certificates and Keys] &7 ¥ 3 76 B S b SN ZFEHER L % —
NTNEEND XML 77 A MR T 27 7 A NA2RIRLET, 77414
IFIMEIZERT D2 &b, AsyncOS IZ L » THEIMICRIREND L HicT 52
L TEET,

[Backup] #27 Vv 7 L&,
T ANMVIHRGETHLIIGERL, [OK] 227U v 7 LET,

XML 7 7 A VEARIESET D —h L <~ DF 4 L7 b &R L, [Save] &
707 LET,

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K

OL-23081-01-J |



| $1% FIPS &8

AEAES L UF—DESR

AFvF 1

ATFvFT 2

AFvT 3

ATy 4
AFwFT 5

HSM #— FCEHINIGEHEBS LV —2 v 7 T v 745 L. F—IRF 51k
SNFET, I LIND7=H, BRIy 7 T v 7 Ui EL L% —
CMOTTIAT A LD RS — F—RRELCTHDIHAE., F—FPDET A —
NEeX2 T4 TTIAT L RZOHRZETLTEET, HSM I — RBFIHHE S
NHE, ~AX—FXF—PEEINDZLIZEFELTLLEXY, 77747 A
D~ AH — F—D A —DFHMONTIE, HSM B — R&2f L= oE+
A= EXa VT4 TTIAT 2 ZA0EANE] (P1-18) 2L T E &N,

XML 7 7 A VTR E STV HREHEB L OF— X7 2ExT512iF. kROF
JlE% 4T L E9,

Management Console ® [FIPS Mode] A = = —2>5 [FIPS Backup/Restore] % 3%
RLUET,

[Backup and Restore] X— U NERRINET,
[Restore Certificates and Keys] 2 22 > T [Browse] %27 V v 27 LE T,

XML 7 7 A VIMRIFENTWDER—HL = DT 4 L7 FVICBEIL,
[Open] #27V v 27 LET,

BT HAAERLL X — XTOF = IRy I A% 7Y v LET,
[Restore] 27 Y v 7 LET,

fipsconfig CLI <> FOEH

AsyncOS for Email 121X, IRD X A7 %3 TF 5 fipsconfig CLI 2~ KA E
FHTWET,

e HSM »— FOFIHHE,

e HSM H— FDOARATF—H ZADFHHIY .

o BAA—NETX2VT 4 TTIAT LAY —E2AHOFEHAEL L OF—
DFEE,

e DKIM 1 X ! DomainKeys A ® % — D% E,

e FEL~VAY— X—%MHTDDOHEED HSM H— KOFEE,

e FIPS /XA U — ROLEWH,

s JUT 4 AN EXaVT 4 NRITA—FZDONRNy 7T v 7EBIOEL,

[ oL-23081-01-J
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a~ 2 K 74T fipsconfig & AT 5 & CLI 7> 5 FIPS Officer /XA U — R
AT D EITERSNET, FEMIZOWVW TR, TFIPS Officer /N AV — R
A (P1-8) R L TIIZEN,

# 1-1 TIL, fipsconfig DY T a~<r KIZHOWTHHAL FT,
= 11 fipsconfig H7a<v > K

fipsconfig ¥ 7a< > F &8

init H—REPELL, EF AN X2V T 4 T
TAT VA& 7T — kK LET,

FEHZOWTIE, THSM 7 — Fo gk (P.1-4)
FERLTLLIEIN,

& HSM ik s iz le . £33 AU —F
WitoT3IMASSNIHE, SSHZ 747 >~k
0) SSH BN kb 556arnH 0 Ed, 20k
Bl EHENEREZANELTT 7747
/X%$@TJ7“—]\@"5M%7))%DiT}‘O

getinfo HSM h— FDRAT—HX A=K LET,

certconfig ROBEA A=V Fa VT4 TTITAT A Y —
EAEEHRTL L, Ex2 )T 4EHELIV
FoARETEDHLITRY ET,

e URAF—®HTTPS #—E 2
* SMTP %56 L OELE

o GaSEHilE

¢ LDAP

IOV T a<w RiX certconfig CLI 22~ K& [F
CEoEEL £,

domainkeysconfig DomainKeys # &£ O DKIM OFE - A — /L &4 D
F—ERELET,

ZDOW 7 3= KX domainkeysconfig CLI =<

FERU LD ITEMEL £,
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x 11 fipsconfig H7a<w > K (&)

fipsconfig 4 7a< v F

‘E-IDII;

B

clonetarget

BEDOHSM I — KB T~ AH — F—%ab—4 35
P2, HOIM A — Rax ot —2e e LTER L 7,
FEAMCHOWTIE, THSM 71— R& A L7
BT AN X2 )T 4 TTI7A47T 2 AOEME)
(P.1-18) #&H LT Z&W,

clonesource

#H4D HSM 1 — R T~ AX — $—%atbt’—§ 5
I, HIM — R&abv—soe LCTER L ET,
FEHIZOWTIE, THSM 7 — R&dH L=EHEo
WA=V X2 T 4 TTI7A47T 2 AOEME)
(P.1-18) #&H LT Z&W,

backup

HSM »— RIZEBH SN iEHEE 2T —%
XML 77 A NNy 7T v 7 LET,
FERCOWTIE, REHEB LT —0 NNy 7 7 v
It (P1-13) 22 LTI,

restore

XML 7 7 A vin s HSM 7 — RIZEEER LW
Izl £,

FERCOWTIE, EHEB LI OF—D Ny 77 >
7etge) (P1-13) ZzZRL TS 7ESV,

passwd

FIPS Officer /XA U — R&LET L F9,

BT AN X2V T 0 T TA47T AN FIPS #HLE— NDYA . AsyncOS
T CLI 2= Rl E T,
* certconfig, certificate W7 a< RTiL, r—ERIZEY Y THNT=
FEAEOERROALEITVE T, certauthority V7 a<= 2 FIZHIBIZH D £

A,

* domainkeysconfig, key V7 2= N, publickey. print, BL N 1ist
O HIBENFE T, profiles V7 o< RTIE, ®EEETxF—%24

BTEEHEA,

e sslconfige, 2D A=Y RTIL, HMREREDEROHLEITWVET,

* loadconfig, AsyncOS Tid, ffIEBLOF— X7, £IT7 vy mr—F
SN XML 7 7 A VTRODP S TZBAFT—DNERINET,

[ oL-23081-01-J
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HSM Hh— FE2EALEEROEFA—IL 52
)T 4 PTS53A4T 2 ADEE

HSM 1 — FZ2#{b3 25 &, HSM I— R Tl L~ 2 ¥ — S —nRAEfR S h
T, ETA—N X2V T4 TTIA TV AMTHERAEEZIFXEL T —%2F
T o5EEe. ETHM IV —F (TOT7FI73A4 T A) hbBlo HSM 71— R

BT TIA TV AR) T AY— =5 HBUTIVERHY FT, BEFA—L
X2 VT4 TTIA TV ATERINIZERAEEZIZXF—1F, HSM 71— FoD
VAR — F—RNEBRLYE OT IIAT UATEELEYA, v AY—

F—ZERTHLICLoT, FAERBLIOF—2EFTEXH LT ET,

TIITATVANT TAXEENTHBHEIL, T TR ELENTWDET 7
F AT AT TLS 3L OHTTPS #%iCA CAEREZMHI 2121, HSM 71—
R CvAX— F—Z2 B L £,

(X)) HSM »7— Rogikii, mEblic~v A2 — F—52 BT 2 L 2R L £,

HSM % — R T~ A ¥ — F—%EHTHI120%, ROT 7 B AEPLETT,

o HHSTEOHSM H— R =3 >~® SSH & vz B LOER LD HSM
=K~ o~DROSSH vy ay, et AxAfid% SSH Yy a v %
BIWZEFIC L TEBLMERHV ET, ALl —hL v Eidho
n—AL <= SSHE Y g v EARFEITTEET,

o BHITHBIUVHEIEDHSM I— R w3 ~DFTP vy v g, BAIT
ITVURIT T s ANE A —TEH LI, Ale—AL <= rnb
FTIP v a v BETTIHIHLENLY £7,

HSM 71— F T~ A7 — F—2 R 51213, ROFIRZFETLET,

ATFvF 1 HEGCTOBEBF AN X2V T4 TTIATADSSH By v a v EHH &,
fipsconfig > clonesource CLI 2~ R&ZFEITLET, ZDa~<wr KTIE
Token Wrapping Certificate (TWC; N —7 v 7 v V> 7FEHE) 77 AL
(twe.file) #ER L $9, CLI =~ KT, partl.file 7 7 A VDA RTE ATTT
LHEOICEREINET, ZOREATIHEMBANLRZNTZIN, CLIEy =
CVERWEEFICLET,

AFwT 2 FIPEHHLT, A7y 7 1 OERTT F5A T L ANLERILEOT 547

YAIZTWC 77 A Va2 E—=LEF, TWC 77 A ML FTP OL—k F 4 L2
FUIZHY £7,
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ATFvT 6

ATy 7T

BREDOBEFA—N X2 VT 4 TTIAT U A~DSSH By v a v EHE,

fipsconfig > clonetarget CLI 2~ RZFEITLET, TWC 7 7 A LDLH]
(FZ 7 # MiZ twefile) # AL, Enter 2L E9, ZDa~r FTiEk, FE
2OEBGLT S ITAT AL a—E T twe.file Z A L T key.file B L O
partl.file # 4 L £ 9, CLI =2~ KT, part.file 7 7 A VOLRETEZATITD

EowwEREnNET, ZORETIIMbANLRNTLLZEW, CLIEy v ar
ERWEEFEIZLET,

FTP M LT, LT 7T 4T v ANLHERGLT 77 4 7 A2 partl file
abv—LET,

BRGTDOT FF5A4 T ADCLI vy v ay (BNTEW-CLI 2= F) (2R
DET, BRUEOT 754725 a— Lz partl file D7 7 A V4% AT
L. Enter L ET, ZHITLY, part2.file 7 7 A VB ERINET,

FTP #{EA L C, HRILT 7T A4 T v ANLHERET 7T 4 7 A2 part2.file
TryANEar—LET,

BRGEDT 54T ADCLLEy v ay (BWTHBWECLI vy R) IR
DET, BRTOT S T4 T v ADat— Lz part2.file D7 7 A V4 & AT
L. Enter Zf L ET, ZHIZL-T, HEGLT T IA TV ADT AT — F—L
—ET LA — = PNFRIET I T A TERSNE T,

[ oL-23081-01-J
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= CHAPTER

JRF—DHREZEIARX

[Cisco IronPort AsyncOS for Email Configuration Guidel Ti%. IronPort
AsyncOS A XL —7 4 7 VAT A TRENDERFETFA—NT— I U=qL
LT IronPort 777 A4 7 A BERE S E 5 HIEIC DWW THA L E Lz, Zhic
LV, A8 =Ry 6O SMTP #ftDFAT. A vE—YOXE, BLUZ
WO DIERUIHRT D UV X T —DF T A F—7 WML L TRy 27 KA v
=V E Y L—F5Z LN TEET,

2RI —=LiF, FEDIP ALV H—T oA ATHESINDIET A — VALY —
ADZ ETY, URF—iZIronPort 7 774 T A, xRy hI—27 DN
WY ATLEFA L E—Fy PO ZETHIETA—ALEFIZEHINET,
IronPort AsyncOS Ti&, VAT —ZMAL T, A y?*?@%f?ﬁi(ﬁ%%ﬂﬁ
ARSDY L—DDDOFMERELET, VAS— BELAIP 7 RL
ADKRFEDAR— N ETHEITT D TEFA—L A //:7 #| £7-1% TSMTP
TEY] ERBRTIENTEET (ATLAREV 4V — FEIX
systemsetup 2¥ Y R THRE LT FL2&2&T),
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ZITIE RONEEZRALET,

o U 2F—ff#] (P2-2)

o IGUI @R LU AF—of%E (P.2-5)

o [CLIZMEALEY AF—0%iE] (P.2-20)

e [SenderBase i%& & HAT A—/L 7u— R —] (P.2-22)
— [HAT Significant Bits f#8E] (P.2-25)

e [TLS #fEH L7z SMTP > _"t— g D54k (P.2-31)

) AF—DH=E

[Network] > [Listeners] *— 3B LTV CLI @ listenerconfig 2 v F&fH L
T, UAT—%AERL, fWE. HIBRTZ F£9, IronPort AsyncOS Tik, A vt&—
VEZEL, ZERAMCEXY MU= OWNEETIZA VF—F v b EOIEHRD
ZEHEOWNTNNIZY L—TF 2120 DFMNEZBET OLENRH D £,
INODOHRLERDLIFEMTI AT —CERINET, KM, ZNHDERERN
—fEINTA—=N Tu—RY —RERIHL, BflSNET, UAF—TIiI,
IronPort 7 77 A TV ATEFA—NEZEGFETOLVAT ALBET D HIELER

SNET,

KU AF—iF, £ 2-LIIRTHERMAETHERINET,

= 21 )y RF—DEH

£4.0) U AF—2iF, IS RTE 2 X9 I —Bo4aia i<
ZEV, URAF—IZERT DARNIRILT E/NLFEREBIE R
F7. AsyncOS TIFBEHDO Y AF—IZM—04uia#fF5 2 &
ITTEEHA,

IPA2i— VAF—IZIP A v F—T = AZED B THNET, IP A~

P 8 H#—7 x A AL interfaceconfig A~ R CEHELET, U A

T2 ERB L ORIV Y TDH A0, VAT DBREY 4 F— 1,
systemsetup 2~ N, F7iX [IP Interfaces] X— (HHW
& interfaceconfig A< K) ZHFEMHLTCIP A ¥ —T = A
AERETHLERNH Y T,

A= BT A— IV DZ(EHT, SMTP £721% QMQP oW hinod
ZJokan A=) 7a barzEfFAHLET (CLI ® listenerconfig I
v REEH L7256 OB ERATRE)
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® 21 VRAT—D&EH @S

IP R— b U AF =~ O CEAT DRED IP A—F, 774/ hT

IX. SMTP TidA— k25 ZfH L. QMQP TixHA— k 628 %
EHLET,

S

.

F—0 n"ITYwy NRT Vw7 JAF—BIOTTA =1 U R
FS5qR—F (TR FEALOREIEHSNETS, K
Wz, 774 _X—=F URF =TT T A _X—}
(NED) v NI—Z IR ESNE T, T
Vo7 YVRAF—IZiE, A& —%y MEHRO
B A—NVDZEDIZDDT 7 4 )b b DFFEN
HYET,

I5399FK—I [[T77 v K= VRAF—IE, TAILLT
Thva—T 47 2ANE LTHEMShE
T 7Ty A= VAT —OIEREEIC,
A=V EHIRT HENCZEDORA v E—T%
TAATIWCEZ AL E ) EBRLET GE
Mz oW T, TCisco IronPort AsyncOS for
Email Daily Management Guide] @ [Testing
and Troubleshooting] Z#ZM L T 7ZE W),
A=V EHIRT AT 4 A7 IZEZ AT
ELZEL—MBIOF 2 —0#HEOHEICH
MHET, AvE—TET A ATITEEZIAER
WY AP —lE, Ay E—VERV AT ANLD
MR 2525 L — FOREICRILLET, 20V
AF—DH A 7L CLI ® listenerconfig =
U REERLIZSEICETRATE £,

i

EJ
(=

LOFMITMAZT, HVAFT—ICROFBBEEITHI> ZENTEET,

SMTP 7 R L 2+ 7 3 a > (SMTP @ TMAIL FROM] 3 L [RCPT
TO| ORFT ST AT a L DOFFE, [SMTP 7 R U R4 7 =
v (P2-12) &)
FERREATVary (VAFT—OMEEZ IR~ A XTHF T a D
E, [EERREF T ar] (P2-16) 25MR)

LDAP 47 v a3 v (Z0 VY 25— |(ZB#fAHT 57 LDAP 7 = U — % il
THF T g v DOFRE, [LDAP 72 3] (P2-17) &)

IR TOURFIZEHT A r— N VRERH Y £T, FEICOWT
(VA F =07 a—rLE] (P2-7) 2B LTLEEN,
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UV 2 F—Z VBT 584, Host Access Table (HAT; AR A b 727 & & 5 —7 1)
ZALTCY AT —ICHRTELRANEIHRELES, TV v2 YRF—DH
&, 7774 7T AT Recipient Access Table (RAT; Z{5H T 7 A 7—7 L)
EERT2720D0A v =V 22T ANDTRXTDORAL UHEERLET,

RAT 37V v 7 VAT —=ZUNCHEAENET, KA N T 782 T=T0EX
OZEET 78R T7—7 v = b OFEMIZOWTIE, [Cisco IronPort
AsyncOS for Email Configuration Guide] @ TConfiguring the Gateway to
Receive Mail] OFEEZZML T Z S0,

2-118, = —TTFTARX T = Uz AL LTHEEINK IronPort 777 A
TUAELEBIFEHATELZ TV 7 VAFT—BLOTIFTARX—F URF—%
RLET, FEMIZ Wi, [Cisco IronPort AsyncOS for Email Configuration
Guidell @ TEnterprise Gateway Configuration] ZZ&M L T 72 &0,
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[ |
= 2-1 IVE—TSAXF—FIZABEDRT Y vI YRF—ELVTS
A R—F YRF—

r“x”‘\
- )
- Internet -« <—
b

<A

¢ SMTP

NRITYysHy YRF—:
lNnboundMail |

IP A >%—27 x4 R:PublicNet(fi:1.2.3.4)
1—9Rry b 428 —J A X:Data 2

IronPort BFA—)L
XayTFq
FIS54F7VR

11—y kL 248—TJ x4 X:Data1

‘ PAUR—Dx(R: ‘
PrivateNet(10.x.x.x # &)

TF3A4R—F YRF—:
FOutboundMaill

' !

Tn—F7 H—n IAE—CERVRAT LA

GUI ZER LY R F—DKRTE

GUI @ [Network] A == —® [Listeners] ~*— Y& H L C, BEXRTINL T
HVRAFT—DYRNMIYRAF—ZEBMLET,

N

(G¥) [ Cisco IronPort AsyncOS for Email Configuration Guide] @ [Setup and
Installation] DFIICHES> T GUI DY AT ARETV 4 P— K (Fida~r R
FA LV AV HF—T A AD systemsetup T~ K) %?ETL/ EHREHE LT
BEIE, D7 Eb 1 DOV AT =BT T I3 TV AZHESNTWDLILEND
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DET (GUI VAT LFREY 4 W— KD [Create a Listener] &7 ¥ 3 > F 721
CLI @ systemsetup 2~ RTCANLTEREEZSZMH), A= E2ZIF ANDIRFE
DT RVABIOENDO SMTP L—h =2 hU L ZORETAD SN TWET,

22 TlE., UAF— AIFY AT LDy T v FEEICER S L
InboundMail & WO LARFIDOART Y v 7 URF—%FKLET, UV RAFT—BIL,
a—PRERR LA T a DT ITAR_R—F U RF—EELET,

2-2 HFLOWTSAR—F YRFT—DER
7747'771-—11:,
IronPort EFA—IL tXa)F4 Z7TS5A4AT7VR

Er———

Y v
= 0 —
I—Fyz7 $—n Ay —TERIRTL
[Network] > [Listeners] ~*— & LT, U X7 —%iBM, HIkk, £7-3EEL
F 9, [Listeners] ~—YTiL, YR FT—D 7o — LREICHT 7 EATEET,

2-3 [Listeners] R—
Listenars
I
Add Ligtanar
Ligtenar Hama Iretariacs Pert Heak Accass Table Raapsant Accats Tabls Drtlats
Iresrraragsd Cogts L [172.99.3.13] n HAT RAT E-1
Cbgaragsd Cogts 2 [172.99.3 11 n HAT Wi E-1

Macmum Corgurent Connechons: 300
Myximam Conourent TLS Connschons: 100
Cachirg Sendpribace Daty:  Alow Senderiface bo determers cache bimes.
Injgchion Counters Repst Pencd:  1h
Turepcast for Urauccarful Irbourd Carnesticns:  Bm
Tokel Turrey Linik far A Irbicared Carnashions:  315m

Edd iHobad Settiregs.
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» S 11 =L

JRF—DT A—/\I)LESE
V2P —D 7 a— LR EX, IronPort 7 77 A4 7V ATHRESINZTXTDY
AF =T LET,
WIZ, 7 a— " EERLET

& 2-2 JRF— Fa—nNILEE

Ja—/LERE ETL)

[Maximum URAF—ICRRHCHR CE DR BERELET, 77 4
Concurrent JL M 300 T,

Connections]

[Maximum TRTOY A F—TOKF TLS #EftOR KK &= E L E

Concurrent TLS |- 57 11 MMiiix 100 T,
Connections]
[Caching SenderBase 1§ # ¥ — A2 L > THEIMIZF v v & =2 B
SenderBase Data] |z 4% (H3R) Z &b, MADOX v v o B2
ETDHIELTEET, Fyv v 727 =70 T
HZEHTEET,

[Injection Az varfliflihorZ2Rnolty NERSNE
Counters Reset |yt x x4, LHDOIP T FLADH VU FZERLT
Period] WEHEBICE =R AT LD, h T X kL

W2 (2 2. 60 I TIEARL 1S 5T Vey b
THEIOWCEHELET, kv, F—FBNEHLRRER
PARXICETHRLEY, VAT LD T 3 —< AT
BEBZT-VTH5Z LxEHECEET,

BUEDT 7 4 /v MEIX 1 T, &b 143 (60 B) 7
LK 4 K (14,400 7)) EToMMEfRETE £,

A= va AAEEIE (P2-27) 2L TLES
Uy,
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® 22 JRF— JA—/ULERE (EE)

SO—/\JLBRE H L]
[Timeout Period  [AsyncOS DHFRIOE S 2% ET 5 &, KK LA G

for Unsuccessful |30 2 ¢, B2 20O E SR CX E9,
Inbound

Connections] %E& Lf:%ﬁi’li SMTP 7:7 ://{’[Z‘—“:/ IV & foe D N Eﬁfoﬁ
A= A0Vl arnNRETAHZ LR SMTP
o< REIZ ESMTP o< > RARITESNFIT £, 15
ESNTZZALT Y NMIBIETDLE, ROLH BT —
EEIh, OEhET,

421 Timed out waiting for successful message injection,
disconnecting. |

ERRA = A0Vl a N ETHET, B
BACRM LI E RS NET,

T Y w7 U RAF—TOD SMTP B¢ O A28 F FTHE T,
F 7 )V MEIX S 4T,

[Total Time Limit | AsyncOS OO E S ZRET D L. RIEEHNHALD
for All Inbound NHET, B2 FOEEHREFTEET,

Connections]

DOFREIE, R LmEIT 2 &ickoT, v
TA YUY —R%RFFTHILEEZAMNE L TVET, 20K
KEEGRICET D L, RORA v E—UBRITESNET,

421 Exceeded allowable connection time, disconnecting. |

X7 w7 U AF—ThD SMTP Bf5¢ D B2 A 6E T,
F 7 x 0 MEIX 15 45 TT,
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® 22

YRF— Ja—n"ILEE (&)

SO—/\JLBRE

B8

[HAT delayed
rejections]

Aot —U%EHE LT HAT G2 E(TT 501 E 50
ERELET, T 740 TiE, HAT THES S -8k
TIL SMTP B o "t —3 5 VORI AT — A v bB—
UMEBRINTHIONET,

HAT ME®] RECTEFA—ADBELTIND &
AsyncOS Tix SMTP >3t — 3 ORI CTiX 7
<, AvE—UZEFEHLV-L (RCPT TO) THEGZHET
TEET, ZOFHETAYE=VEERT L L,
AsyncOS THRTG SN A v & — YV OFEMR RS RFE &
NHeH, AvE—VOEGTBIVOAyE—VDNRT R
DENET, HEE, Ty rInktAykE—Y0T7 R
LABIUOEZEEDT RLANL A=V EFRTEE
T, F7o. HAT HEE ORI L - T, MTA DFE(E AL
bERITIND R b/ NS ET,

HAT BB 2 A X — T 2T 2 & IROBIERFEAEL
£

-- MAIL FROM =~y RRFFAIEN LD, A v b— A
7V x 7 MIERE R,

B A—NVDEEDEZDODOT 7 ANESEINTZLE WD
Ao —UNERIN, T3CTH RCPT TO =2~ K23E
HENns,

-- SMTP AUTH Zf#fH L T MTA EERRIFSNLLE.
RELAY R U U —NRFFRI &, A— V&2 B0 ICEHE
T 5,

EE : CLI ® listenerconfig --> setup 2~ KM H D
HRETEET,
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Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F



F28 YRF—DHRETAL |

BBOIL aO—T1 o TREFND A vE—D DT : localeconfig
Ay E—VIUEFDOR =D~y X =BTy X —DxTa— ROEFE|Z
B9 % AsyncOS OEMEAZFHETE E T, ZOFEIL GUI MHIFITRERFA, 2
H0IZ, CLI D localeconfig ZfH L CTHRETE F7,

JRF—DF O—/NILERE
U RF =D/ m— SVBRERRET 5101k, KOFIEEFTLET,

ATvF 1 [Network] > [Listeners] ~<— <" [Edit Global Settings] %27 V v 7 L %9, [Edit
Listeners Global Settings] X— U MRERINFE T,

2-4 [Edit Listeners Global Settings] R—<
Edit Listeners Global Settings

Mysimum Concurrart Connpctions: (T | [0

Maccimum Corgurrent TLE Conrsctiors: (30 | [150

Caching Sarderfiees Duts: | (3 Alew SenderBaie ta deterrens cache Bt
3 D ret cache Sarderfisns dats
2 spacity resmber of ssconds o cache Senderisns dyts

Injection Courbers Reset Period: (2| [T

Tirneaut far Lin: ful Inbaund & &m
Total Time Limit for A8l Inbound Conrmctions: | [13m

ZFyF 2 BEALEELCT, [Submit] 2 Y v/ LET,
ATy T 3 EEMNKMEINT- [Listeners] X— YV RNERINET,
ATvT 4 EEEHEELET,

) AT —DERK

FHRO U A F—Z2BMNT HI21%, ROFIEZEITLET,

AFvF 1  [Network] > [Listener] ~X—3"C [Add Listener] 27 V v 7 L %7, [Add
Listener] X— U NERREINET,
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ATvT 2
AFvT 3
ATvT 4
ATvT 5

AFvF 7T
AFv7 8

ATv79

ATv7 10

2-5 [Add Listener] R—%
Add Listenar

Maem: [

Trpd of Listener: | (5 pubibe
O privats

Ivinrfecs: | Management » ToPk per: |35
Bourcs Profils: | | Cafaut w

Discluimar Abava: | Nars w

Ciscluimar Below: | Mara

SHTF Autharsication Frofile: | | nams w
Certficate: | Lpstermn Daloult w
SHTF Address Parsing Options: | Optianal settings for oontrolitg parsiteg in SHTP "MAIL FROM" ard "RCFT TO"
Advanced: | Optianal sentings for custeminit tha behavier of the Listener

LD&F Guerins AP Borver Brofled e bedn crested. Proli oo b deied B Sy s A

| Cancel |} | submit |
VA2AF—D4RIEATLET,

WDV AF— ZATHERLET,

V2AF—%ElT B4 0 Z—T7 A4 ZBLOTCP R— F&@IR L 7,

Ny R 7Ia77AN0EEIRLET (CLI D bounceconfig I~ REFHL T
B SN A a7 7 A AR A N THATMRETT, HLL Y2 7
n 77 A NOFERK] (P3-55) &2Z&H),

HAA—NDEFEIT TSR T 20EFREEZRIRL £7 ([Mail Policies] >
[Text Resources] ~X— £ 721% CLI @ textconfig I+ ¥ K CIER S iz CEM
U2 NTEMTRRETT, [Cisco IronPort AsyncOS for Email Configuration
Guide] @ [Text Resources] DFEZHH),

SMTP GBRET v 7 7 A VEFRE L 7,

U AF =~ TLS ##E D72 D OFEME A5 E L £ 7 ([Network] > [Certificates]
~N— U FE 1L CLI D certconfig 2~ RTEBMEINZAEAENY A b CEAH T
BT, [TLS i H L7= SMTP > "t —3 g v oiEEk] (P2-31) 2%
H),

7 ar® SMTP 7 R U AfEAT, FEMsRE. BLWLDAP 47 v 3 vong
NIEZRELET ROETHELIHFALED),

EERERELTHELET,
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SMTP 7 FLR@HfiA T ay

Strict E—F

SMTP 7 RV AT AT > 2 27 78 AF512iE, U A M [SMTP
Address Parsing] 27 Vv 7 LTk va vy zRBELET,

2-6 IJRF—® SMTP 7 FLRf@ifA+Fa>
= SMTP address Parsing Opticns: Addrass Farser Type: Locse W
Allow 8-tnt User Names: | 2 ves g
Allow 8-tit Cornain Names: | & ves O ng

Allow Partial Domains: | & ves ' ng
Add Defaull Doman;

Soarce Routing: | (%) Strip i Repecl

Unknpan Address Literals: | (5 Remyect 0 sccept

Arject These Characters in

Usear Nameas:

SMTP 7 K L AfEHTCTix, AsyncOS 7 R L R g — /L CH SMTP @ TMAIL
FROM| =z~ > RE LW TRCPT TO| =~ RIZXT 2EMED BB M2 H1HE L
£9, SMTP 7 F L AfE#ri2iE. Strict & Loose ® 2 DDE— K& B O
A7 ar (FRUAfErE— FERBERRSRTEEIND) BHY ET,

fRNTE— REZIIT XA T2 BIRT D LT, 77T74 7 2 AH RFC2821 @
U IR ICH LT B 8 D a2 ETE £,

Strict ®€— R}X RFC 2821 ([Z#EL L £ 7, Strict T— FTIX. 7 F L R fi#HT
25 RFC 2821 OBIFICHEM L F 28, ROBISF L VEIEREER SV £ 7,

— MAIL FROM : <joe@example.com>] DX 51T, amrDHKIZAN—
AEFHANTEET,

— RAAL VAT EEATEET,

— IMAIL FROM] == RB LW TRCPTTOJ ==<=>» RTIX, KRXFL
INCFRER S ET,

— BUF NEFBRHRCEHCTCEEEA (728 21X, RFC 2821 Tl
[D.] DX pa—FAEERTEEEA),

WOETHET 2BMA 7 > 3 1%, B RFC 2821 [8EX T 5728,

A =T N TEET,
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Loose E— F

Loose N ZHAMINT AsyncOS DLLRTD/SA— 3 v i b OO EIETT,
BIA—NT RLAD TR ZHREFLL, KOZ LEITVET,

— IAVIOERH, FARENEZIA N (Do ZTHENLTWD) BY
R—hEh, ThHITER SN ET,

— [RCPTTOJ za~w> FB LW IMAIL FROM] i~ RTHRESNT-E
T A=V T RUADOFIRIZIEUSD v aPnRETT,

- B oOFAPENEZS vy aEZFEATEET (KHIEVFRA N UL
BFA—IL T RLARBREREND),

FOHDA T3y
2 OOMENTE— RIZMAZ T, £ 233 TEBMOT AT AOMELEECTE E
ﬁ—o
® 2-3 SMTP 7 FL R DEmA+ T a >
+Foay L TIFNE
[Allow 8-bit A F—TNCT B L, (ZAF—FWB/ L T) |on
username] T RLADZ—HFLESIT 8 By NDO LT A&

Ao,

[Allow 8-bit AF—=TNCTDHE, TRVAD RKAAL UESy  |on
domain] 28 By hoOXFEAHFEHTE £,

[ oL-23081-01-J
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® 23 SMTP 7 FLRARiiDEMA T ay (&)

FFvav A TIAIE
[Allow partial | X —7 iz 5 & #5 FAAL 2 TE  |on
domain] F9, B RAL I ER RAL TR L,

Ry MaLd AL TY,

[Add Default |[ROT FL 2%, &5 KA A OFITY,

Domain] — foo

— foo@
— foo@bar

T T HI D RA L EREE ERICEESE S
720lo, T TV arEaAx—T NI DL
ZNHY FET,

T 7 A ED RAAL L %BIN: BEEM N AA
LTI, T 74NV D RAAL VB A—IL
7 RUAIEEH L E9, [SMTP Address Parsing
options] T [Allow Partial Domains] 731 > — 7 /L
IR TWRWRBY . ZoA 7y aiirs«t—
ZNTT (ISMTP 7 KL AT A 7 v 3 >
(P2-12) &), Ziux [T 7+ hEEHF K
AL V] BEFEEHEDOT FLAR LOELEH KA
AVBEFERVZEEOT RLAILENT 5T
HZEIEST, VRFT—BY L—FTBE LA —
NEEETDHEICHELET (FVlZs L,
VAF—=0 [ZOFEED] T R ADWREIER
AL <A XA TEET),

TERDL AT AT, FEET FLRAIEED R
AA BB () BFICETA— LV EEE
TAHGAE. TNEEHALTT 740 hOERES
FAAL vEBINTEET, & 2F, ko
AT ATIHEBE T A —VOREH L LTHENIC
FH] THoe]l OHENATIENT-EF A —LHN
ERENET, T74NLFOEEEHE RAA V%
I 5L, leyourdomain.com) M [doe] 1T
i, EREMEEEL
joe@yourdomain.com PER S ET,
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||
& 2-3 SMTP 7 FLABHDENA T a Y (#HE)
FFray BT TIAILE
[Source TMAIL FROM| 7 RL A3 K0 [RCPT TOJ 7 |discard
routing: reject, | kL 2 TRFTEA—T 1 v I BRI SN IZHED
strip] BEERE LET, RETA—T 1 V7, B
O T@) XFEEALTV—T 4 7 %5fRET
5L, BT A—N T FLADEKALEATT W
@one.dom@two.dom:joe@three.dom), [reject]
ERETHE, T RLRAFEGSNET,
Istrip] #RET DL, 7 RLADREFELL—
T T MHIBERE I, A= U@ E
BOEAINET,
[Reject User XF (22T %) a8 —FLx2 AN |72l
Names NTnE, HEEINET,
containing
These
Characters:]
[Unknown VAT AT TERWT FLA UT I %% |reject
Address

Literals (IPv6,
etc.): reject,
accept]

fELizt & oEfEExkE L £9, BIEX, IPv4
DS DFTRTTT, 2070, 2L 21X IPv6 7
FL R UFIVDgE, v bz UL TIE
BT D, ZEEHETICN— R AT RAELTH
TENTEET,
VFINANEENDEZEET KL A LRI AN—
KA UZORKRERD ET, HEET FL R
WBEESNDIEENRHV FT, A vE—T%0
FETERWVEE, N— K AT UARN—F Ay
VASINET (ZEANA— R AT R),

EREINZHA. BEHELZEHEDOT RLUANR
7o ha) LT SIERENET,

BARALD, TIFILE FAL D FIEZ MAIL FROM

TN —TREFERIEE A F—T VI LTIEEA.
RUAEHTA 7> a o CTHY RAAL VO 2T 4 =T VT LGS,

F—=DOFT TN RAALUVEREMEH SN2 720 7,
D OBEREIIAR BAZHEMAY T,

F7213 U AF—dD SMTP 7

U
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BELEREA T ay

GE)

BERA T a NCT 7 AT HICE, VA D [Advanced] #7 Y v 7 LT
v varaRELET,

R 2-7 YRAS—OEELEA T ay
= advanced: | | add Received Meader

Clean Messages of Bare CRLLF

E E|E

Use SenderBase 17 Profiling
Tim&gut For Quenas: | |5

]
SenderBase Timeoul IZE'_

per Cannection:

Macamum Connections: 1000

TCPF Listen Quaue Sea; | |50

WIZ, BERBREATVa v ERLET,

* [Add Received Header] : Received: ~» ¥ —%Z{F LT X TOE LA —)L
WZEMUET, £/, VAT 13K A vE—TIT Received: ~» ¥ — 5B
LTV L—FBEEFA—NELETELET, Received: ~v X —NEFENHWN
oz, oA varEHERALCT =7 LET,

Received: ~v #—I%, 1EEF 2 —DUFTIIA vE—JIZBIMENEFA, =
D~y B—IIREDT-DICA v =R X —n b X ITBMERET,

Received: ~v H—% T 4 E—TNVICT DL, AT TARNT T F v DINB
WCEEENDTRTOA y =V THHY— "D IP 7 FLAEEARA B
ANFERINDZLEIZE ST, XYy Y= D MRrURABShRNE D
IZT D2 ENTEET, Received: ~v ¥ —%7 4 £—TWICT HERICITIE
BERLETT,
* [Change bare CR and LF characters to CRLF]: Z OFHEEETIX, DO FEF D
CR XXF8B L O LF 3052 CRLF XFICEHBm I ET,
¢ [Use SenderBase IP Profiling]
— [Timeout for Queries]
— [SenderBase Timeout per Connection]

¢ [Maximum Connections]

* [TCP Listen Queue Size] (SMTP H— 3257 AL 5 HIIC AsyncOS TH&E#1
SNLERD Ny 7 v )
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YRF—DHRETAX

LDAP 7> 3>

LDAP A7 Y a /27 78 AT 5I12i%, UV X F» 5 [LDAP Options] 22 U v 7
LCTersvavrzREELET,

UAF—0O LDAP A7 > a VFHEFX, VAFT—OLDAP 7/ =V —% A Rx—T )b
LCHEALET, 20X 7 v a v 2ERT 512, LDAP 7 =) —%/E L T
BLMERHYVET, 72V —D% %A 7 ([Accept]. [Routing].
[Masquerade]. [Group]) ZiX. @AY 7T a v BHVET, 7=V —D
AT )7 LY TR varEZREBELET,

LDAP 7 = U —{ERDFEMIZ DWW TIE, TLDAP 7 = VU —] (P4-1) &ML T
<TEEWY,

I9T)—DRITAN

7Y —%ZFANDIE, HATE72) -2 X M 6E3IRLET, LDAP
Accept ZF¥EFx = —DRBEPIZFATT 57>, SMTP I 32— g U THEITT
LM ERETEET,

EHE¥ = — DB LDAP Accept #F1TT 256, —BLA2WZEE KT
ZEMELE LT, NUVRAFERE Ry TITHEELET,

SMTP 7 /3t —3 3 T LDAP Accept % 4T3 5854, LDAP H— B
TERVWBBILA—NEUET L HEERELE T, Ay B—VE2FAT 20,
A= RENAZ NRETHERiZ Fry 7T 202 RIRCE £9, &%IZ, SMTP
71 v 23— 3 T Directory Harvest Attack Prevention (DHAP; 7 4 L' 7 kU
AN— AR NBERGIE) L EVWEICE LG EICERE Ry 750 E ) E R
RLET,

SMTP 7 >\t —3 a U TRIEEOKHAEZAT O &, #H80D LDAP 7 =V —fod
BIEZ KT & 3, L7ichi» T, 56D LDAP Accept Z 1 r—7 /L L
ema. T4V 7 M) Y= NOARPEHRT S LICERELTIESVY,

[ oL-23081-01-J
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2-8 1) 25— [Accept Query] # F> 3>
= Accept
Accept Query: | exampleTest.accept | »
| work Queue

Mon-Matching Recipients: I
%1 | SMTP Conversation

If the LDAP server is unreachable:
O allow Mail in

(*) Drop Connection, return error code:

Code: 451

Text: I'Fernporanr recipient validation er
When the Directory Harvest Attack Frevention threshold (maximum
invalid recipients per hour) is reached:
Code:

550

Text: I'I'ou:n many invalid recipients

threshold {maximum invalid recipients per hour) is reached within an
SMTFP conversation.

Drop Connection if the Directory Harvest Attack Prevention
3]

—Ta2T 51—

Rz oW TR, M) (P4-2) 2B L T 72&0,

HDITVY—DIARHL—F

W

IV —%N—T 47T D, VA7) —2RIRLET, FHMICO
WTIE, T (P4-2) 2ZRLTEE,

7)) =< AL —F7520%, VA ML) —2@IRLT, AW b—
F4257 FLAZ@RIRLET,
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29 1) 23— [Masquerade Query] # 7> 3>

= Masquerade

Masquerade Query: | Mone b4

Addresses to Masquerade:
Envelope Sender
From (Header)
To (Header)
CC (Header)
Reply-To (Header)

FEAMIZOWTIE, THEEE)] (P4-2) 2B LT E &,

gn—=745xTy—

72— N—7T 210, VA7) —2RRLET, FEMIOWD
TiE, M (P4-2) 2L TLIZE,

) R — D%
Y RSB IET DI, KOFREERLET.

AFvw7F 1 [Network] > [Listeners] <—Y DU X b6 U A F—DL4HT 227 U v 27 LET,
AFvF 2 VRF—EHEELET,
AFvT 3 EHEEELTCHELET,

) R F—DHIR
Y A2 BB BT, KO FIREET LET,

AFwF 1 [Network] > [Listeners] ~2— Y THIi&d 5 U 25— [Delete] ST 5 Z 45D
TA a7 Yy LET,

AFw7T 2 HIBREERLET,
ATvT 3 EEEHELET,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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CLI ZERAL-Y R F—DEEE

*£ 2-41Z,

U ZF —DOAEpE L OREICEE S 5 2 2 7 2T 2850

listenerconfig "7 a~<> R&E/RLET,

% 24 YRF—EHRT BERY
YRF—EERT B
82% AU RBLUHTARUE BERH

FLWOYRF—DER

listenerconfig -> new

YRF—D5O—\JL

listenerconfig -> setup

() 2F =7 a—i%El (P2-7)

BEOWSE
JRF—DINH VR bounceconfig, listenerconfig |[[#FL W\ R 7F'1a 75 A )LOVERK]
o774/ ILEEE -> edit -> bounceconfig (P.3—55)

JRF—~DRELED
B {1

textconfig, listenerconfig
-> edit -> setup -> footer

[Cisco IronPort AsyncOS for Email
Configuration Guide] TS TUWVE
ﬁ—

SMTP EBRE %8 E

smtpauthconfig,
listenerconfig -> smtpauth

SMTP 7 KL R &t %
®E

textconfig, listenerconfig
-> edit -> setup -> address

JRF—OT I+ b
RFAAERE

listenerconfig -> edit ->
setup -> defaultdomain

Received: Ny ¥ —%
EFA—JLIZERN

listenerconfig -> edit ->
setup -> received

EDFEED CRXFE L
U LF X*F% CRLF X
I<ER

listenerconfig -> edit ->
setup -> cleansmtp

w"AFTFPHER F—TIL
B

listenerconfig -> edit ->
hostaccess

[ Cisco IronPort AsyncOS for Email
Configuration Guidel THBENTWET

O—AJL FAL VFERE
EDO1—H (RAT) ~DE
FA-IDZHAN (RT
vy YURF—DH)

listenerconfig -> edit ->
rcptaccess

[ Cisco IronPort AsyncOS for Email
Configuration Guide] THI SN TWET

JRFT—DEES{Eh 2N
+—< 3> (TLS)

certconfig, settls,
listenerconfig -> edit

TLS ZAE/H L7z SMTP /3t — =
v oAk (P2-31)

HBIROER (TLS)

listenerconfig -> edit ->
certificate

[TLS Z{EH L7= SMTP # v\t —3 5
Ok (P.2-31)
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BT A—NVON—T 4 V7 BLOREREOFEMIONTIL, & 3% (L—7 4
VI BIOEBGEHKEORTE] 2R LTI,

HAT D&/

THA—43

F 2-5TlE, HAT OFMNRT A —F O L EZERL TWVET, KROMETEMET
HY, Bk ZBEBML TR S hTERTH, BITMZBEINLTAH A FTHE
TIENTEET, WFORVEIINA FERBREINET, TAZ YRS (¥)
TY— M SN RT A= TliE, £ 2-5CTRTEEBEINRIR—bahF

D

& 2-5 HAT E#/35 * —2 DX

RS A—4 X & BB
BT L DI RA max_msgs_per session Ffil 1000
-V

A =TT L DK |max_rcpts_per_msg EAgER 10000
SlEE K Lx
HAAyE— YA X max_message_size BB 1048576

20M

J AP — D K[FHF |max_concurrency Ffil 1000
i

SMTP /") — z==— | |smtp_banner_ code Al 220
SMTP RXF— FF R smtp banner text pel Accepted
k()

SMTP &/ F— smtp_banner_ code Ffil 550

a— R

SMTP & /3)— 5 |smtp_banner_ text LFH Rejected
FAL (%)

SMTP /N F— 7R A |k use_override_hostname on | off | default
20D FEX default

override hostname FH newhostname
TLS O tls on | off | on
required
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YRFI—DHRETAZ |

|

® 25 HAT /5 A -5 OBX (HE)

RS A—4 X & BB
anti-spam Ay (D |spam_check on | off off

5

TAINVA AF ¥ D virus_ check on | off off

it

1 Bl $H7- 0 O k= |max_rcpts_per_hour LN 5k

R

1 &7~ 9 o= 5 — |max_rcpts_per_hour_code Ffil 452

a— ROJRRZEHK

1 Bl &7~V »F F X |max_rcpts_per_hour_text LA Too many

F DI KZIEEZ K recipients
SenderBase M fifi use_ sb on | off on
SenderBase ZEAfi 2 = sbrs[valuel:valueZ2] -10.0- 10.0 |sbrs[-10:-7.5
T DETR ]
Directory Harvest dhap_limit BfE 150

Attack Prevention : 1
Wi 7= 0 O E 2%
1HE DR

SenderBase

BREE HAT A —)L 27— K o—

TTIAT U ANDEREDF L TA—IZ (L= MIBAEENIBEEEE
NEWEENRSHD) 7u— KRY —%@EHT25121X. U A2F—D Host Access
Table (HAT) TH®ROFEZHFEML £,

S > REEFETIL—T > A—)L 70— K1) — > L— FHIB

FEHIZ S\ TIX, [Cisco IronPort AsyncOS for Email Configuration Guide] @
[Configuring the Gateway to Receive Email| @ % @ 'Sender Groups Defined by
Network Owners, Domains, and IP Addresses] #Z&H L T 72 &V,

(53] BTl BERFRAFDOIP 7T FLAZEHALT, 7Y v s R
F—TZELE) ZESMTP £y v a v a2 EZE T N—FICNhELET, %3
F N —FICEEM T b A— L Ta— RY —2iE, L— MEIRE A R—
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ATFvFT1

ATvT 2

TNCTHNRTGA=ENHLHEERHY ET (L—FHIRICE->T, By av
TLEDOAYE—VORKE, AvE—VITLEOZEHEORKE, AvE—TV 0K
KA X, UE—F KA IDLEZITAND RGO KENHIREIND),
WH., 207 rEATE, ST HHAMOEEE I NV—TOEEEEICK LT
FBEEAIY M LET, RURHFICEROREEN DA —NVEZE LSS
TRTCOEEE T IZELEORFHENHIBPME L S ET,

ZORY Y FHETE, RITETHLOr0F8 350 £,

Py U= F—F—Z k> THENTONT=%E. SenderBase fE#¥—t &
Kiof?FVX®k%ﬁ7D/7ﬂ¢ék7D/7 BEIMIZ B S ET,

ZOEIBRNERE Ty 7K LT, ZEELZEHL— MIBROS D
rRI & IZEITENET G@E . R24CIDR 7y 27 LREIUTTR, 4L L
LRI TIED Y £HA),

HAT Significant Bits #fe & H T 255G VW THIALET, Z0HE, N
—IZBHE T BT significant bits /XT A —Z ZWHA LT, K&y mvy s 0
T RUAPNS T my 2 iiaElsnET,
ZONRIA=FFIA=N T7r— R ¥— > b— MiR7 = — XZBH L T
WET, EEFEHEINV—TDIP 7T KL ADOHFEIZHEMAT 2 [network/bits]
CIDR #iiiElT, [bits] 7 4 —/N KEITRARY £,

7 7 4/ h TiX. SenderBase iFli7 A VX BIOIP 777 A V7OV KR—
r23, RTV w7 VAF—IZH LTI S F—TT, 774 _X—F URF—|C
$t LTy & — 7T,

SenderBase 7 L) —DA A LT+

SenderBase 17—t A (SenderBase DNS 7 = Y — & SenderBase #Ffi¥-— &
A Z2a7 (SBRS 2a7) OMJ) 1Tk LTYZ =Y —%1T 5 FiEIL AsyncOS O
40 YV —RUBETHEINTWET, ENLRNEL, REFREREREZA LT U
MBS 5 FC, ZD 7= DI SenderBase F# T — B A ICBERRE F 7o 136 H R
RBEIT, AROEWEE D IronPort 77 T A 7 2 AT % A — )LALHE T
ENRAETDZENHY £ LI,

HLWZ A LT 7 MEIL, listenerconfig -> setup I~ REFITL T
SenderBase [EHY —ERA T—X DXy v /O a—NAEEEELTLH
LIZL o THRETE £ T, SenderBase fF#fr— b AL > THEMIZH v »
VoM ERET S (HLE) b, MEBOX Yy v 2 FHEEETLHILEDLT
XET, FyYy oI ET AT NIETHIEHLTEET,

[ oL-23081-01-J
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J 2 —IZ%9 % listenerconfig -> setup 2~ KIZ X - T, SenderBase 1
WP—EATO HREK] 24 RX—T /M LET,

ZOFITIE, ZOENAS XF—T NI oTEY, (V) —ZxT5, BIW
Bl b oI _XTor72) —iZxT D) TNV NDOXA LT U MERZIT AN
HITWET,

Would you like to enable SenderBase Reputation Filters and IP
Profiling

support? [Y]> y

Enter a timeout, in seconds, for SenderBase queries. Enter '0' to
disable SenderBase Reputation Filters and IP Profiling.

[5]>

Enter a timeout, in seconds, for all SenderBase queries per
connection.

[20]>

RIZ. listenerconfig -> hostaccess -> edit I~V RZHFEHL T, A—1 T
LIt —RY =N T, A= Ta— KU =245
SenderBase [ — 2D [HHK] ZF I LET,

Would you like to use SenderBase for flow control by default?
(Yes/No/Default) [Y]>

GUI THRDZ & Z2FEITLET,

2-10 A—J)L 78— R U—[ZxF % SenderBase DA r—TJJLiL
Use SenderBase for Flow Contral: | & an O off

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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HAT Significant Bits ##t

AsyncOS @ 3.83 VU —2LIETIX, K&7Z2 CIDR 7a vy 7 NDO Y A F—0D
Host Access Table (HAT) OX(EEHE I/ N—7 = M) ZEFL2NS, IP 7K
VABN TZEA—LOBHBLIOL— MIRZETTEET, &2 AR
A A b 110.1.1.024) & —HLEZHEA, $XTORF T4 v 7% 1 DOK
ERATZICERNTL2OTIERL, fEANOEBOT LA LT T 4
DEREINET,

(G¥)  HAT RV v —o significant bits =7 ¥ 3 > 2 HMT 5 Cid. HAT 7 v —ifil{H
47 a v ® TUser SenderBase] &7 4 B —7 NMITDLERDHVET (£
lZ. CLI ®¥4& . listenerconfig -> setup 2~ . KT SenderBase [l —t
A A =T MZT B2 OERM [Would you like to enable SenderBase
Reputation Filters and IP Profiling support?] {2 no &[HIZ L EF), 2F V| Hat
Significant Bits #4#E & SenderBase [P 717 7 A U 7 H R — b DA X —T )L
{LITAR B HEf ) T3,

FEAEDEE, ZOKEZHEN L THEE I/ NV—T2A<EREL (DFD,
10.1.1.0/24) = 10.1.0.0/16] DL S7RIP 7 RLADRKRERITNV—T) IP T
RUVADNE IR T N—FI A= 7ua— b— MillRE E<EH LET,

HAT Significant Bits #§f2id. RO L H R AT LD a R —3 2 M LE
T

HAT Configuration

HAT OFEICIEZ, EEZ I N—T A=) Tu— KU —D 2 ODESNHY
FT, BEHFIN—TORETIE, BEEFOIP 7 FLA0 [45HH GEEES
N—TWAND) HiEEERLET, A=V 7e—KR) —FETIHIP 7 N
AHD SMTP By a VOB GEZERLET, ZOMEELEHT D &,
IP7 RLAL ICIDR 7 va v 7 TH¥EIN] (728 21E, 10.1.1.0/24) #EE
TN—=TFLi HxDFRA L (32) ELTHIBESHEY, Zhid
lsignficant_bits] ANV — FELMMP L TFEITSNET,
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Significant Bits HAT Ry >— # 7L a >

HAT #%3C Tl signficant bits % EA 7' a v A2FHTE £9, HAT TF 7 4 /v
h A= 78— R =% 3/ EDA—IL 7a— R o—42RETIHEHR
(f:kitf\listenerconfig -> edit -> hostaccess -> default <2 R&3

1T 28E). WO LI RENERINET,
o L — FMHIBRNA R—T NIZ72 > TN D
— 7o —#liEo = SenderBase DIFEANT 4 B—T/MITi o> TWBE M

— Directory Harvest Attack Prevention (DHAP 7«4 L7 h U »N—~_X |
YRS IE) NA—L 7a— R — (F74/L k8 A—L 7a— R
VoFERIEREDA =L Tr— K ) IR LTAR—T NI o
TV

WOHZEHEBEIZL TLTEEW,

Do you want to enable rate limiting per host? [N]> y

Enter the maximum number of recipients per hour from a remote host.

[1> 2345

Would you like to specify a custom SMTP limit exceeded response? [Y]> n

Would you like to use SenderBase for flow control by default? [N]> n

Would you like to group hosts by the similarity of their IP
addresses? [N]> y

Enter the number of bits of IP address to treat as significant, from
0 to 32.

[24]>

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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F 7. ZO#REIE [Mail Policies] > [Mail Flow Policies] ~—® GUI IZ $ &K
SHET,

2-11 HAT Significant Bits #8014 *—JJL{E

Rate Limiting: M. Recipients Fer Hour: (& Lnlimited
]

Max. Reopenis Per Hour Code: [:52

Mane, Recipients Per Hour Text: | [Too many recipients received this haur

Flaw Conbral: Use SenderBase for Flew Contral:

Grgup by Simlanty of 1P Addrecoes;

7 1 —#l#EZ SenderBase #3547 3 VA [OFF] IZ7e > TWaA 0, £
I% Directory Harvest Attack Prevention (DHAP; 7« L2 b U /~"—~ R N BB
1E) A F—=T W27 5> T D54 Tsignificant bits| fEIL, i L T\ 5 EE
FOIP 7 RLURICHAH S, #ERMIC CIDR RELEN ., HAT NOEFEHE & Dk
BEIN—T—HIELDDO =27 LTEAESRET, CIDR 7y
THENT—FLDOE Y NI, CFHIOERERIC TBafiE] 12207, £0
7o, e IP 7 R LA 1.2.3.4 ) BHESLS 4L, significant_bits =72 3 3%
8 ICRESINTZRY) =L —HT 256, BRELTAELD CIDR 7r vy 7%
1.2.3.024 12720 £9, ZOHREZHEMT 5 L, HAT XEHE I V—7 = Y
(7= & 21, 10.1.1.024) iZiF, ZA—7IZE0 L Ton=RY > —NOEFR
vy bz b (LFEROFITIE, 32) LIZERIEDOXY NT—IFHE Y b
(24) DAL THATREMEDR BV £ 7,

Aoy a UHIEEIRM

A= varvillih 2Nty hENEBEICHETED S u— LR
EA T arNbDET, ZROIPT FLADH T ZEEBRLTWDLIEREIC
B2 VAT ADYE, B E L DI (728 20E, 60 ARk T
15 MRT) VEey hT2EDICHELET, ZNICED, T—FREHAR
MR A RXICETHRLIEY, AT LAONRN T 3 —v L A BELEZ -0 5
ZeEERETEET,

BUEDT 7 4 /v MEIE 3600 # (1 FfH]) TH, &/ 147 (60 B) DK 4 I
M (14,400 ¥) FToOHMAEEETEET,

GUI T/ m— S VRELRMEH LTI oMMz L3 GEmiconai, TV
AF =D u—rOVRE] (P2-7) ZZRLTIZEW),

[ oL-23081-01-J
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F72. CLI ® listenerconfig -> setup 2~ NZfEH L CTZ O 2 {4
5T LbTEET,

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup

Enter the global limit for concurrent connections to be allowed
across all listeners.

[300]>

Enter the global limit for concurrent TLS connections to be allowed
across all listeners.

[100]>

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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Enter the maximum number of message header lines. 0 indicates no
limit.

[1000]>

1. Allow SenderBase to determine cache time (Recommended)

2. Don't cache SenderBase data.

3. Specify your own cache time.

[11> 3

Enter the time, in seconds, to cache SenderBase data:

[300]>

Enter the rate at which injection control counters are reset.

[1h]> 15m

Enter the timeout for unsuccessful inbound connections.

[5m] >

Enter the maximum connection time for inbound connections.

[15m] >

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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What hostname should Received: headers be stamped with?

1. The hostname of the Virtual Gateway(tm) used for delivering the
message

2. The hostname of the interface the message is received on

(21>

The system will always add a Message-ID header to outgoing messages
that don't already have one. Would you like to do the same for
incoming messages? (Not recommended.) [N]>

By default connections with a HAT REJECT policy will be closed with a
banner message at the start of the SMTP conversation. Would you like
to do the rejection at the message recipient level instead for more
detailed logging of rejected mail? [N]>

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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TLS Z{ERA L= SMTP h 2 /\t—2 3 D OEES1E

AFvFT 1
ATFvT 2
ATFvFT 3

TUH—TTFTARX T Tz, (FEIAvE—ViRk=—V b, DFED
MTA) 1%, BHA ¥ — */hhff7)7 I WELET, oF 0., BEIE
BelbahEti, HBHRICL-TE, BEOHDID -V M, BEHEE
%E%Kﬁ%ﬂé:k&<\_@%h%%§¢57 EERH Y F, BIEIEE S
FILL o TE=X INDAHEMESC, B INAFAREHESZH Y £,

Transport Layer Security (TLS; F T > AR— b LA ¥ ¥ = U7 1) 1% Secure
Socket Layer (SSL; ¥ =7 Y7 vk LA¥) 77 /P —28RLIEN—V g
YT, ZHUE, A F =Ky b ETSMTP B2/t — g ORI IR A
HINTNWD A=A LTT, AsyncOS TlL SMTP ~® STARTTLS $i5E (&
¥ 2772 SMTP over TLS) 23R — h I ET, FHEMIZOWTIX, RFC 3207 %
S LT ZEW (ZhE, BEIRIZZ2 > 72 RFC 2487 (2D /3— 3 »TT),

AsyncOS @ TLS FEEE T, BE{LICL > TT T4 RN —D RSN ET, Ih
WXL 5T, X509 GEAIER L OGEAEZREY — EXANL OME X —% A A — |
L=, 7794 T A LCHRATACEAERAESER LY TEET,
AsyncOS Tix, 7V v 7 URFT—BILRTFAX—F URF—|ZHkT 5~
®D TLS #FAE, (% —7 A A LD HTTPS # 7 7 A, LDAP A o % —
TxA A, BIOTRTORE TLS #enhA— b x4,

FIPS #:§il Hardware Security Module (HSM) 51— R3¢t L TV D EF A —/b
tX 2 VT4 TTIAT A% THEHOEEE. FIPS Officer 73, [FIPS
Management] ~*— 3 F£721% CLI @ fipsconfig 2~ REMHHL T, fFEHEL
F— RTEAEKT D0, FHRET v e —RTA230ER’HY £, GEHEELT
TIAT VAREE S, BEF—IX HSM 71— RIZRE SnE4, iEHER X
OF —DFHOFEMZONTIX, 5 1 37 [FIPS HFH| 2B LT ZE0,

IronPort 777 A4 7 AT TLS ZEE L FHTET HICiE. WOFEEZETLET,

FERAEZ RS L ET,
IronPort 775 A4 7 L AIZREHEZ A VA h—L L ET,
ZEBME. ERIEEEEFEITOVATACTLS 24 X —7 VI LET,

[ oL-23081-01-J
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HEEE) e

TLS 23 2121%, TronPort 777 A 7 L Rk 2% 5B L OBUE D= D D
X.509 nﬂiﬁﬂiki’()‘ T AMBE X —0 N T, SMTP TOZER X OBEME DO
FZWXR CGEAEEREHA L, A1 X —T7 =214 A2 (LDAP A > #—7 A R) ETO
HTTPS H— B AR%65E K A A U ~D T _XTDIME TLS #5611 T B D FER & % 4
THIEL, TNHDT TR LTI OmuEiﬂ)ﬂi%ﬁfﬁﬁ“é L TEET,

BEMOFEFER Y —E AN LRAEB L UOME X — 2 A TE £4, #iERHIE, DO
KEER L ORI —DEAAICHE A SN DT VX IVIEHELE RITT 58 = H 1% £ 7=
ITAETT, ZHUCE->T, AITEE TG TICL > GEHENREITEINZZ
EVRIBITRFESNET, IronPort TIE, h—EAOEEBHERI L TWERA,

Cisco IronPort 7 77 A 7 > A Tix, MA OB ELFEHEEER LT, ABKGE
E 2 RS T 5 72 DIZERAE A IZ%E(E 3 2 Certificate Signing Request (TLS; 7k
EBELTR) ZAEKTEET, BRI, MEX—ICLsTEALASINFHETE
DNBHFEAEZIRE L E7, GUI @ [Network] > [Certificates] ~X— T F 721
CLI @ certconfig 2~ R&ZfH L CHEEBAGEAELZ/ER L. CSR 4L
T, BEHTZHAMMAEL A VA N— L LET,

RONCFEEZ RS E 72 IERT 256, 4% —% v N T [certificate

authority services SSL Server Certificates (SSL ¥ — \GEBEA 2L L TV 2R

uEﬁ)J KL T, BERORREO = — X —EAZBRL T 7ES
o W—EROFIEIZIE- T, FEAFLZEIRSG L ET,

certconfig ZHEMH L CREMIE LT E L72% T, GUI @ [Network] > [Certificates]
N=VBLPCLI D print 2~ FEMH L TREAFED V X P &FELFRTEE
¥ print AV FCTEFREEHENR RSNV LITEREL T ZE0Y,

() FIPS #L HSM 71— AR L CWAETFA— N X2 VT 4 7TIFAT AT
L. AsyncOS T [Network] > [Certificates] ~<— Y LN CLI @D certconfig 2+
U RIZEDFEAEFERB L OF— XT OAERB LU AR — EAFIRE W E T, FIPS
Officer 1% [FIPS Mode] > [Certificates and Keys] ~*— 3 LU CLI @ fipsconfig
> certconfig ¥ RZ&MH L CREAESRCY — X7 24K TE ET,

43

IronPort 7 7547 U RIZIE TLS LU HTTPS #EEN TR FEATHSD
LERTTEMHARSARBIATTN, TEAHABNEOY—EROVLWThH
FAR—TNIZT B LIEEXa7TEENSH, BEQOERICIZERTEE
BA. TIHNLFDOTEERENFRBLTLANVTAIDY—ERESR—T
WIZTBE, CLIZELE Ay bE—URRTENET,
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HfEREBAE

Jo— FEEHEOMFEICINZ T, AsyncOS Tii, EPF'EJEEHEO)@EEODE’@% &
A—FEINET, FRFEHECIEETE 5/ — MREERIZ L - THIT S NIZEE
WHETHY | ASHOMBERIIAFRT D 2 LIS &> T, SBMOFEN F 2 {FRR
TLHEDIHEHINET, 22T, BETE 2V — MRRERIC L - TiE#E %
FATT DRI 5 2 57z godaddy.com KJ:o’C?fEEE%iP%ﬁé?ht ELET,
godaddy.com (2 & o THRITEINAEHETIE, BETE 20— MNEREROME
¥ — & [[AHRIC godaddy.com DOFEE X —DREES N D MERH Y 7,

BEERAEDER

BI AN X2 )T 4 TTI7A4T ATHCEAMWAEEERT 521X
GUI @ [Network] > [Certificates] ~—"® [Add Certificate] #7 U v 7 LET
(F721%. CLI @ certconfig 2~ R&EMFEHTS),

FIPS ##L HSM I — R B L CWAEFA— L X2 VT 4 TTITA T A
T.GUI @ [FIPS Mode] > [FIPS Management] ~*—’® [Add Certificate] %27 U v
7 LET (F21F. CLI® fipsconfig > certconfig A< KEFEHT5),

[Add Certificate] ~*—"C, [Create Self-Signed Certificate] Z &R L £ 7,

X 2-121Z, [Create Self-Signed Certificate] 4 7'v 2 D& I 7= [Add
Certlﬁcate] R=UERLET,

212 [Add Certificate] R—
Add Certificate

&dd Cevtificate: || Creste Self-Sugasd Cershicats w

Commurean Mameg

Cargareastion

|

|

Crganiaasonal Urat: | [
City {Locsbty ) | [

|

Shate (Province)

Cauntry: [T

Dnration bafors sxpirston: | [3a5n dars

Privats Ky Sioe: | &) 2odn

[ oL-23081-01-J
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HOB4MRAEIZ, ROEHREADLET,

Common Name

TEREH N A A 4,

Organization

ARk D TEAE 70 TE AL FR,

Organizational Unit

FAE DIES

City (Locality)

KA DAL S & 2 HB 17,

State (Province)

FARR DA B DN, BB, FE 7T,

Country

FAR D AIM 2N B % 2 L5 D 1SO HA4 2 — K,

Duration before expiration

AEPA RGNS /2 % £ TOHE,

Private Key Size

CSR TR % RbfE F— DY A X, 2048
By hBLO 1024 By FEUNIR—FEh
ij_o

[Next] 7 Y v 27 LT, iEHEB LI OEAERZMB L ET, 2-1312, BC

FBAGEAEOH 2R L ET,

213

View Certificate example.com

[Certificate] R—L D FKF

Certficars Hame: | [sample com

Commen Hame: | axampls.com
Organitatish: | Exarmpls
rganitatiah Unit: | O
iy (Locality): | San Francios
Stete (Pravinea):  CA
Ceantry: | LT
Signature [iiued By: | Comiran N [CH): example com
rganitatish (0): Exampls
Qrgancatansl Unk (C41]): Org
lasuad On: Feb 17 F1:35:%3 2010 GMT
Hupires On: Feb 15 TLA5:30 37030 GMT

Uplasd Figrasd Cartficabs

|

b Irbarmadists Carticabes [SpBonsl)] | ks iisrmacists carifioater & sopkosd

= =
FEAEFE ORI Z AT LET, AsyncOS OF 7 4 /b b TiE, F@OAH123E D 24
ThhvET,

H O EAREHE O CSR ZiBRERIZE(ET 5496  [Download Certificate Signing
Request] #7 UV v 7 LCur—BNVEEIFRy hU—7 <2 PEM JEX T
CSR ZfR1FLE 7, [Submit] %7 UV v 7 L CiEAEAZRITFL, £EEZHEELF
R

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K
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EX—IC Lo TEAL SN EHETE 2 AMMREL BRI N RET &
[Certificates] X— Y OFEAEDAFIZ 7 Uy 7 LTr—H L v EITR Y
FI—=2 EDT7 7 ANSDRAZANTTTH I ET, EHTEDAMGEAEL T »
T —RLET, ZELEEETE 220AEAEN PEM EXTH S5, i3
TTITATRZT v 7 a— KT LRI PEM 2725 & 9 IcA | TE 5B
ThHDHZEERERLET (BHY —/LiT http : //'www.openssl.org DIkl Y 7
r 7 =7 OpenSSL IZHEENTWET),

FRRERMNOREAEEZ T v T r— K95 L, BEFOHER EEXEIRET, AL
BAGEAEICEEST S HRFEAEZ T v e — 52 b TEET, T U v
7 VAF—FTTITA_X—F URF— IPA v F—T=AAD HTTPS #—
EA, LDAP A > ¥ —7 = A A, F72I35H KA AL L ~DFT X TDOHAE TLS B2
BICFEAEE AT £,

REBAE DA VR— K

ATvTA1
ATvT 2
AT9T 3
ATv7 4
AFvT 5

AsyncOS TiX PKCS #12 B TIRIESINTZiEAEEZ AV HR—FLTT 7 IF34 7T
CATHEMT AL TEET, EF AN EFX2VT 4 TTITAT AT
GUI @ [Network] > [Certificates] ~*— " F721% CLI ® certconfig 2<% KD
W EHEH LT, SEAEEZ A VAR — N TEES, 77T A 7 RIT FIPS #
W HSM 7 — F23M4E L TV 5384 GUI @ [FIPS Mode] > [FIPS Management]
~N—=y (F£721F. CLI® fipsconfig > certconfig A< F) ZEHLET,

2-14 [Add Certificate] R—
Add Certificate

Bedd Certficate It Cartaficabs -

Impart Certiicate: | | [(Baoee_|

Entwr Passward [
{reguired)

==1 [ Hest v |
GUI i/l L CGREIEZ A AR — b 2121F, ROFIEZFATL £

[Add Certificate] #7 U » 7 LE T,

[Import Certificate] =7 2 » Z&IR L 7,

Iy hI—T EFElidn—hL < 0 OERET 7 A NA~DRAE AN LET,
T7ANDNRAT— REALET,

[Next] #27 U » 7 L CiEBEOIEHRE R R LET,

[ oL-23081-01-J
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ATvFT 6 GEHEOCHEIZASLET, AsyncOS OF 7 4L h Tk, HBEOLFINEID Y
THNET,

ATFYFT T [Submit] #7 Vv LCAEELRFEL, BEEMBELET,

SEBHED I RR— b+

FEAFEZ T 7 AR — M52, RO K 91T GUI 2fM LT PKCS #12 BT
RIFLET,

ATvF 1 [Network] > [Certificates] ~— @ [Export Certificate] %27 V v 7 L £ 7,
[Export Certificate] X— VBT /RINE T,

215 [Export Certificate] R—

Export Cartificate

Cortificate 1o arBorl: || grarmple. oo -

File Marme I

Craate Paddmard
Catfirm Paddmard

=z [Exeon |
AFvT 2 I AR- T HARELBRLET,

ATvFT 3 GHEOCTFANLEADLET,
ATFyFT 4 FEHHEIZIFANALDNRAT—REANLET,
ATvF 5 [Export] %7 Vv s LET,

Web 77 UHIZ, 77 ANERGFTDINE I DEHRT LA T 0 IRy
JANERENET,

AFYT 6 TrANER—AN I UoERIEIR Y N —7 IR ELET,

ATF9FT T SOIGGEHEZZ 7 AR — T 50, £721% [Cancel] %7 Y » 7 LT [Network] >
[Certificates] *—IZRE Y £,

(GF) GFEHELZ I RAR—LTEHF 7T 3 0%, FIPS #EH#LHSM & — R2MHE L T
DBIA—N X2V T4 TTIAT U ATIHEHTE WA, AsyncOS T
. FEAEON Y 7T v P ETEEITTEET,
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RELEDY) A FOEHE

TTIAT L RIIMERTEDANAED Y A RHLNLLHA A b= INT
WET, ZOURRME, VE—F RALUDGHEAEZRIEL T, RAAL O
JVT VR NVERLT DT OIERTLET, 777347V ADEETE S
CADHAZL YA A R=—FLT, HENPLOA A P—LENTND Y
AT L JAREEBIZ, FTETAT A VA MORDOVIZHEHATE LT, GUI
@ [Network] > [Certificates] > [Edit Certificate Authorities] ~— & 721Z CL1 ®
certconfig > certauthority I~ RZMHEHLTY A ME2EHTEE T,

2-1612, HAZLFBIERY A bV AT LI/ Y A b EFHT S GUL O
[Edit Certificate Authorities] ~—Y %R LET,

2-16 Edit Certificate Authorities] R—¥

Custom Lk

 Erakile

Upliad & new o ravided fle

3 Disable

== =
VAT A VA MIEERTOLEETE 2RAER L E AT 51203, [Edit
Certificate Authorities] ~— @ [View System Certificate Authorities] AN
7 LET,

HRELEBRERI R DA R—

1§¥ET%éwunEE@ﬁZ&A )x]\%ﬁzﬁkbf 777’(7/% /(/—J‘D‘_‘]\
TEET, Z77A VI PEMERICLT, 77747 A TEET 5RIEROIE
HERGEENTWILERHY T, GUILZHEH LTI A NE2AL U R—+T5
Wi, #AZ A URALD [Enable] 27 V> 27 L, v— w2 rEiExy b
T— 2 DHAZLE VA RAD T NRAE AN LET, BEEEEL THE
ELET,
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SATLEIERBYAR DT 1 E—T L

HOEMWEDA VA R—=ILINTWNBEVATLABIERDOV A NEXT T T4 T 2 Ad
HHIBRCEEFHAN, VE—F FRXA DL OFERAEORIEICHI AZ L URARD
HEFATEL LI, Ta—TNicT52 813 TEEd, GULAZFALT
ZOVARNET 4 =T MZT 5121, [Edit Certificate Authorities] ~<— D
[System List] C [Disable] #27 U v 7 LEd, AHEEZXEEFELTHELET,

BEIRBVARAFDIH RAAKR—

VAT LANDOEETE DR[OV 72y hOZREHEHT 20, BEFEO D A HX A
VA NOWREEITI>HA. VAR txt 77 A M7 AKR— LT, RiEF%
BMFEITHBRT 2 L2 ICHETEET, VA MNORENETLIEZL, 774
EHAZLN VAN LTT I IA4T AL R —MLET,

2-1702, Y AT L VAMBLOVAZ L VA 227 ZAR— 1425 GUL D
[Export Certificate Authority List] ~— %R LE T,

217 [Export Certificate Authority List] R—
Export Certificate Authority List

Expert Ceriflicate Asthority List
Listio Baport: | | Syptem Cartrhcsts Autharty

== =3
GUI ZEEMLTY X &7 AR — F9 5121, [Export Certificate Authority
List] ~—<® [Export List] 2 U » 2~ L %7, [Export Certificate Authority
List] X—=VYREREINET, T/ AR—F TV AREERL, VA IDT 7
AN NI LET, [Export] 27 Vv 27 LET, txt 77 A& LTY X%
B, FRIIRET D02 MR THIAT R I Ry J ARFRINET,

')XF+—HAT @ TLS O 14 *—7TJLik

B EER BB Y A F—IZX LT TLS 24 X—T7 NVICTHDHERH D T, A
VHE—=F oy MZHTBY RF— (oFY, RXT Vs URF—) [TIXTLS &A1
F—=T M LETH, NV AT LDV A — (DFED, T4 X—F J =R
=) KRS ESYEFAL, £/o, TXTOY ZAF—IZx LT S5{bE A R —
VT2 b TEET,
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UAF =D TLS ITH LT3 ODORBRIBELIHRETEET, £3-192ZHL T
<TEEW,

® 2-6 JRF—0 TLS #E
TLS #|3E =5
1. No TLS CIIEAEHEREITAEE A, VAT =X T 286k T

1T, e bEN SMTP Ao Nt —3 g L Indhy 4
o ZHIE, TTIF9AT VA LTRESNDITRTOY X
F =T BT 7+ FERETT,

2. preferred |TLS T MTA 726D U A F—~DEEHELDARETT,

3. Required TLS T MTA 726 U A F—~DFEEEHRNARETT, 7.
STARTTLS 2~ R&%{53 5 ETlronPort 7 77 A4 7 A
1L noop, EHLO E£720F quiT UAAD T X THa~ NiTx LT
TT— Ayb—UTIRELET, ZOEEIX RFC 3207 I
LoTHESNTWET, RFC 3207 Tix. Secure SMTP
over Transport Layer Security ©® SMTP — & 2 LIRS HLE
INTWET, TLS 2 T3] Thod Z i, #EMTTLS
DR BALEITORWEF A — /), HEIFHIIC IronPort 775
AT VAL THESRSINAZEEZERL, 20, K5
LTI 7 DV T7ICHk S5 Z BRI ET,

FIFNETIE, 7IAR_X—=h VAT =TV w7 YRAF—DEL L E TLS
e LEYA, BT A—NVOEKERE (ZE) £EEE (&E) ©TLS
A X —=TNMCT BT, VAF—DO HAT ® TLS A 2 —T VI T ALERH Y
¥4, Fh. TIAR—DF V2F—BIORT IV v 7 YU RF—DTRTOT
T A= 7ua— KU —FRET tls HEN loff] IT->TWVET,
U2 F—DVERRIFIZ, fx O/RT U w7 U 2F—|Z TLS #EHi O HHOFEAE
BO M THZENTEET, FMICHOVTIE, T RF—D1ERL] (P2-10) 2%
LT EEN,

REBAEDEIY YT

e DT Yy 7 JRAF—=FETT T A=k U 2F—{Z TLS #He O HHOFE
B A E ) 2 C 5121k, [Network] > [Listeners] ~2— % 721% CLI ®
listenerconfig -> edit -> certificate I ¥ Y RoWTFhunzEH LET,

GUI T TLS iEBHEZEZE 0 M THITiE, UV AT —DOIERR £ 7= 3R ERIC
[Certificate] E 27 > 2 ' CTREBEZBINL, £AHEZEELTHRELE T,

[ oL-23081-01-J
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2-18 1) 2> —DEBARDFER

Certificate: | | pvample.com s

CLI TYU RS —|ZFEAEEZEIV B THIZE. ROFIEEZETLET,

I

ATFyvFT 1 listenerconfig -> edit A< REMHALT, HET DLV AT —Z2H=RLE
7

ATFvT 2 certificate I~ R&EMH LT, HHTE2EHELR T LET,
ATYFT 3 Tar T EIRERENTEL, VAT —2HV Y THEHELERLET,

AFv7 4 JRAF—DOFRENTZET LTZDH, commit I~ REEITLT, BEEA X—T )V
WCLET,

TLS RUETHHIZE 5T, VAT —THEHTE WIS, IronPort 7
TIATVARZE>TA— T A VARV ATEMENET, ROFEM %5
LA A=A u RN EHInET,

e URAF—IZx LT TLS # lrequired) LFEEINTWND,

e IronPort 7774 7 > AT [Must issue a STARTTLS command first] =~

v RMMEE I

o EWAZEEDZEETICERSKT L

TLS #&e 23 R L 72 BRI BT 218 WA A —/L v JIZFisk S E T,

GUI o5l

GUI TYRAF—D HAT A—/ 72— K —O TLS REEZZEEL T HITIE, &
DFIREZFATLETS,

AFv 7 1 [Mail Flow Policies] X—YnH R Y V—%2EH T2 Y 27 —%8R L, wET
DRV =DV 7%y 7 LET (FT740 1 KU v— T X—=F b
LHEE)
[Edit Mail Flow Policies] X— Y REREINE T,
AT7w7 2 TEncryption and Authentication] =2 ¥ = > ® [TLS:] 7 4 —/V KT, U 2 F—
D TLS O L~V ZRIRL £7,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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2-19 JRF—DHA—)L 78— K1) o— /85 A—L2 TERSHh B TLS
Encrygticn and Ts: | @ off O preferred O Required
Authenbication;

- - R -
SMTF Authentication: | & o O preferred O Required

EF Both TLS and SMTP Require TLS To Offer SMTR Avthantication
Authenbcalion are enabled;
ATvFS 3 AEEEZEELTUEELET,
BIRL7C TLS RENRKMEINTY AF—DA—/L 7r— R U—DEHFI
WET,

CLI o1
CLI TY AF—® TLS 77 4 /4 MREELHT 5101%, KO FIAEFITLET

AFvT 1 listenerconfig -> edit A FEMHL T, HETDHY AT —ZHRLE
\?AO

AFvT 2 VAF—DFT 7 4V O HAT &€ % MmET DI121X. hostaccess -> default =X
~ v REMFEHLET,

ATvF 3 WOBEMMAFRRINZS, ROBRIEOWTNEZ AL TTLS RELZLET L
£,

Do you want to allow encrypted TLS connections?
1. No

2. Preferred

3. Required

[11> 3

You have chosen to enable TLS. Please use the 'certconfig' command to
ensure that there is a valid certificate configured.

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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ZOFTIE, URAFT—THEATELIHRNRERAER S DLNE I D0 EHRT D
729IT certconfig A~v 2 RZMFEHATLHNE I NEEML TWET, fEHE
EAER L CTWARWES, VAFT—TIET I I7A4 T AZHLNLHA A
F—ENTWEHTEIEAELZFEMALET, 77X NENTTEIEHAET
TLS A X =7 NMZTHZLIETEETR, EXa7 Tz, @%
OFENTITHRETE EH A, VAT —ICEEFELH D K TLHITIE,
listenerconfig -> edit -> certificate I~ R&fH L F 7,

TLS 2 ET D5 &, CLITY A7 —OMBIZRENSKB S NET,
Name: Inboundmail
Type: Public
Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP
Default Domain:
Max Concurrency: 1000 (TCP Queue: 50)
Domain map: disabled

TLS: Required

ATFvT 4 EFEAFX—TNMTT DI, commit I REREITLET,

ERIERFD TLS & & VREBAEREED 1 21— T L1k

[Destination Controls] ~X— 3 % 721X destconfig 2~ R&fEHAT 5 &, TLS %
AF—=TNZL T, BFED RAAL NTEFA—NEERETDLILIOICERTEE
‘j—o
TLS 7213 T/, RAA L OF— FEHEZEORIED ERTEET, ZDORKAA
VEEAEIL, RAAL DI LT Uy VEMNIT BT OIER SN ST VX LFE
HEICHESONTOET, SEH7 e RCIEKRO 2 SOEEREGENET,

o [EETX % Certificate Authority (CA; FiER) &L > THAT SN -FEAE

THHD SMTP £ v a v OHRAERTHEDF = — 1,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| 28 URF—DHRETAX

o FZEVIVUDODNSALEIIA YE—ID50E FAL v OWTNE —FT
DEEAEICE R & 7= Common Name (CN),

F2X

A=V DL RAL U, GEAEOY TV =7 MUEA
(subjectAltName) DHLHED DNS 4 DWF s —H L TW% (RFC 2459
EHMR), 20— Tk, RFC2818 D&/ v a v 3.1 THBHINTNE T A
VR — R R—hrENET,

EHEHTE 2 CA L. ID OMFEE L OARF— Ol MmICER SN DT ¥ ¥ LiEH
HEEFTTH, FEFHWEELIIMETT, ZhickoT, AR CEETE Y
T Lo TREERBITIN L Z LN S DICRFES N E T,

TR =RV IZ TLS #fa2 M LT RAL VA v =V % ERE
T5EIIC TronPort 7774 T U AERETEET, dBMIZ OV TIL, [Cisco
IronPort AsyncOS for Email Configuration Guide] @ [TronPort Email
Encryption] OEZZHRL T 23V,

TRTOFRE TLS #flcxt LT 774 7V ATHAT 25t ELEE & £
9, AFAEAIEET HIIX,. [Destination Controls] ~<— 3’ ® [Edit Global
Settings] 7 Y v 73257, £721% CLI ® destconfig -> setup M L E
T, AEAER R AL T LEOFRETIERL, Z7e—LRETT,

[Destination Controls] ~2— £ 7213 destconfig I~ REMFHL TRAA U %
GOLHE. BESNIZRAAL DO TLSIZS5 DORBRIBREFHETCEET,
TLS D> a— RIZ RAAL  EDOZWMUIEATH DM, FIXTBLEIND DO
BEICMA T, FAL CORGEBLIENE I PHIFE T £, ZEOHMAICS
WTIE, R 2-7TEZRLTLEE N,

% 2-7 EIED TLS B
TLS &% =k
Default T 74/ bD TLS FE T, VAT =05 FAA D MTA

~DOFIZHHeE I [Destination Controls] ~— ¥ % 721
destconfig -> default V7 a~r R&E@EHT S X HICHRE
INTWET,

&M Do you wish to apply a specific TLS setting for this
domain?] T Tno) &[HM%&$ % &, Default] EAREIN
\i ‘é_o

1. No AU —=T x4 ADD RAAL D MTA ~DFIGHATIT,
TLS AT — hSNFEF A,

[ oL-23081-01-J
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® 2-7

BSD TLS BE (FE&)

TLS &%

glpll

B

2. Preferred

IronPort 7 77 A TV A A B —T =2 A ANH RAA O MTA
m@ﬂﬁﬁ?ﬁyi%béﬂiTotﬁb\@mm%%%%#
BHHNZ) TLS xFv=—v 3 KT 5 &, SMTP R 7 W
73 a A 7077 (B {bahiewy) £E T, FEREN
B CTE DRI L » TRITENTZ5HE. ﬁmiﬁbni@
Mo 220 BB ZZIG LTI T —BRAE LTSS, SMTP K5
VW a I VT TRXANMIT ARy éﬂgﬁt“/uo

3. Required

IronPort 7 77 A TV A A B —T =2 A AMNEH RAAL O MTA
~OTLS BRI vm—hINFET, AL OFEHEORGEIAT
binFEtA, rIAvT—a KT DL, B A—IVIED
%ﬁ%ﬁbf%ﬁéhiﬁh I T— g TRt S L,
FeEnfzty v a v ERBALTEFA—APEEINET,

4. Preferred
(Verify)

IronPort 775 A4 7 L AE KA A D MTA ~® TLS 3%
T —hINET, TTITAT U RERAAL DOFEHED
MAEZ AT LE T,

WD 3 ODFERNEZ HNET,

e TLS ATy =— h&h, EAENSRIESN D, BEEAb
Sty a Ml osTA—ARREENS,

o TLSARIvT—hENDHOD, FAEFAEIIMIES /20,
WafbEni-ty s a il o TA—=ADBEEEN D,

o TLS # AL ST, FEEIIMGES e, &
A= A=Y NT L —r TXANTRIEENS,

5. Required
(Verify)

IronPort 777 A4 T L AMEH KA A D MTA ~® TLS 3%
I —FEINFET, FAAOFEHZEORIES ML TT,

WD 3 ODRRNEZSNET,

o TLS HnxI v —— &N, FFAENRIESN D, B
bENT-ty s a ko TEFA—IN AvE—IU0
B b,

o TLS ¥ F I —hENBHLDOD, ZHHTE 5 CA
WZ X - TIEAEBRIRIES L2V, A —/LIEHEME SN0,

o TLS #finsr T m— b &R, A —/UIELE Shev,
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Ty RRAN—= T =T WHEEISNTZEE RAL v OfRESh= Y R R
RN E, ERIMEESATE S P RFEST 2000, £Ox=L P UISHLT
FRE S 47 TLS BREMNIFIE L7254, [Destination Controls] ~<X— Y F 721X
destconfig -> default %72~ K (INoJ, [Preferred. Required].
[Preferred (Verify). [Required (Verify))) %A L TEIEAZRET 2 LENH
nET,

BEREINht- TLS EHESPERBRLIIBEDT 53— FDiE(E

TLS N ME IR RA A A v =V R EETIBICTLS x 3y —va v
DR LTZ5E. IronPort 7 774 TV AWNT 77— b2 kETH0nE 50 %?:I:E/:l:_
T&EET, 77— b A y—UELLEZ TLS xSy o—v 3 D%k R
A AR EENET, TronPort 77 TAT VAR, VAT LT T l\O)&'/r’7
@%%Ejﬁfﬁ L 77— haZET AL OBREINTTRTOZEEIC

— A vE—U%%ELET, GUI ® [System Administration] > [Alerts] e
Y (F721X CLI @ alertconfig 2~ K) ZEHLTT 77— hOZEELZEH
TEET,

TLS ##:7 7 — F& A 32 —7 MIZT 5121, [Destination Controls] ~<— < ®
[Edit Global Settings] %27 U v 7 £721% destconfig -> setup W7 a~v 2 N%
BERALET, Zhid, RAL VBN TERLS, Fr— A RRETT, 7774
T UOAPBEERIT LA v E— Y DOFERIZ OV TIX, [Monitor] > [Message
Tracking] X—Y E7miFA— L v 72 HEHLET,

RAA N TLS BDMETH DTS 0b 59, AT 24, IronPort 7
TFIGAT AL oTA— N 0l L AZ L ATEMENET, TLS #5218
HAT&Zero-BBbi#licnTnET, ROFHFOWT N EHIZTHE.
A=) a SR EFRESNET,
e UE— |k MTA TESMTP NV HR— k&7 (=& zx1E, IronPort 775
AT ANSO EHLO o< > RNEfETX 720,
e UJE—h MTA TESMTP R’¥9HR—FrENndHDD, [STARTTLS] 23
EHLO JE&TT RN A XENBPLEED U A M,

e U¥—h MTA T [STARTTLS] JLENT ]\‘\/“541\‘32]%71%)@@\
IronPort 7774 7 AT STARTTLS a2~ FZEELEBIIT T —0niK
S5,

[ oL-23081-01-J
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CLI 045l

Z OPFITIX, destconfig 2~ REMH LT, TLS #5ktDERIS L Ipartner.com. |
RAAL OB EALENT= T o —2 g U BFITLET, VA RBRFERENET,

example.com DFEHEIL, HOENTUHA VA =L ENTWETEIFHEONDY
W8 TLS #Ei CHER SN E T, 7 A NAMTT EEHETTLS 24 21— 7 /LZ
THZELETEETR, X a7 TERWD, @FEOEMIHRTCE EEA,

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo",
but this will not be secure.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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1. example.com

2. Demo

Please choose the certificate to apply:

[1]1> 1

Do you want to send an alert when a required TLS connection fails?
[N]>

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to limit.

[ oL-23081-01-J
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[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain?

[N]> n

Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred (Verify)

5. Required (Verify)

11> 3

You have chosen to enable TLS. Please use the 'certconfig'

ensure that there is a valid certificate configured.

command to
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Do you wish to apply a specific bounce verification address tagging
setting for this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> 1list

Rate Bounce Bounce

Domain Limiting TLS Verification Profile

[ oL-23081-01-J
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partner.com Default Reg Default Default

(Default) On Off Off (Default)

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

(1>
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HTTPS OIEAED 1 r—TJJL{E

GE)

GUI @ [Network] > [IP Interfaces] ~*— % 721L CLI ® interfaceconfig 2%
YROWTINEEH LT, IP A ¥ —T7 = A AT HTTPS — ¥t XD E %
AR—=TNIETEET, GULEZFERLTIP A V¥ —7 =4 A%BIMT 5545,
HTTPS +— bR HT HiEAEZEIR L, [HTTPS] F = v/ Ay 7 Ax A
LT, K= EBFEZANLET,

WOFH T, interfaceconfig 2~ REZEH LT, R"—F 443 (T 7%/ b
A—1F) ETHTTPS —ER&ZA X—TNVIZTDHRICIP A F—T=A A
PublicNet ZfRE L ET, A1 v F—T =24 ADZTDOMDOTXTDT 7 4 )V hidsz
FANGNEST (Fr 7 M TEnter E AT DL, ALy a THENRLTRRS
NoHT 74N MEBRZITANRSGND),

ZOBTIE, TTIAT L RATHENEUOHA VA P—LENTWLT EIEHESL
FEHLET, 72 MBI TT EFEHETHTTPS Y —E A2 A4 X—TNIZT5HZ
LIZTEETN, X2 7 TIIARWED, @EOERICIIHERTE £ A,

GUI DY AT LR EY 4 Y — FEEH L THTTPS y—E A% A X —7 /LT TE
%9, [Cisco IronPort AsyncOS for Email Configuration Guide] @ [Setup and
Installation] ®F ® [Define the Default Router (Gateway), Configure the DNS
Settings, and Enabling Secure Web Access] #ZH L T2 &0,

DAY RO DOEENPMEESND &, 22—k F% 27 HTTPS @ URL
(https://192.168.2.1) Z{fH LT Graphical User Interface (GUI;, 7' Z 7 «
N 2= LB =T R) IZT IV ERATEEHLHC2D ET,

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)
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Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

[1> 3

IP interface name (Ex: "InternalNet"):

[PublicNet]>

IP Address (Ex: 192.168.1.2):

[192.168.2.1]>

Ethernet interface:

1. Data 1

2. Data 2

3. Management

21>
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Netmask (Ex: "255.255.255.0" or "Oxffffff00"):

[255.255.255.0]>

Hostname:

[mail3.example.com] >

Do you want to enable FTP on this interface? [N]>

Do you want to enable Telnet on this interface? [N]>

Do you want to enable SSH on this interface? [N]>

Do you want to enable HTTP on this interface? [yi>

Which port do you want to use for HTTP?

[80]>

Do you want to enable HTTPS on this interface? [N]> y

Which port do you want to use for HTTPS?

[443]1> 443

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

The "Demo" certificate is currently configured. You may use "Demo",
but this will not be secure. To assure privacy, run "certconfig"
first.

Both HTTP and HTTPS are enabled for this interface, should HTTP
requests redirect to the secure service? [Y]>

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>
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IWV—T 4 2T B UVEREHEEDEE

ZDOFE T, CiscolronPort 7 77 A 7 A% BT H5EBF A —NVDNV—T 1
TEIOBGEHEIZOWTIHALET, VAFT—2FHLTCETA—NVEZET
5EEF = U ABHELIZDL, FHEF M F—Xy b A—NVEZ(E)
EIIE NV AT LB A=V EEE) OWGOLRIBIIHONWT, TTIA4T
ATCEITEINDIN—T A V7 BLIOBEORELE I LICHETEET,

ZOEIT, WONETHRENLTVET,

o To—H RAALVDEAFA—LDN—T 47| (P3-2) ([SMTP Routes]
N=UEBLOY smtproutes A< K)

o [7RL2OEZHZ] (P.3-10)

o =AU TR FT—7LOERWK] (P.3-10) (aliasconfig 2~ K)

o =2 L —FROFE] (P.3-23) (masquerade Y7 a< > K)

o [RAA Y = 7 el (P.3-39) (domainmap 7 <=2 k)

o INYUALTEBEFA— VD] (P.3-48) ([Bounce Profiles] 6 &

bounceconfig 2 < K)

o [FETA—IVEUEOEHL (P.3-60) ([Destination Controls], destconfig =
< R, BILW deliveryconfig A~ Y K)

e [IronPort /N7 > Zf&GE] (P.3-72)
o ETA—NE[FNT A—2DFE] (P.3-78)
e [Virtual Gateway™ 77 / 17— (P.3-82) (altsrchost <2 K)

o [T u— N LVEEEIEEREOM A (P.3-95) (unsubscribe 2 <2 K)
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O—AIL FALAVDEFA—ILDIL—T 1425

FE2E VAT —DIARE~A X TE, T F—TITA X F—F U= A HE
2%t LC SMTP 5 2#ft4 2 L5 17 I/ R_R— b e XT VY w7 DU 2 F—%
HAR<ARXALE LT, ZNHDU A F—F, BFEOEFLZUE L=V (HAT
EHREH), BFERAA DALV EZEFELZY TV 2 URAF—0 RAT
EBHERH) T RAEZ~AL RENTWET,

Cisco IronPort 777 4 7 ATIX, A—N&u—0/ AL fRHET,
[Network] > [SMTP Routes] ~~—< (F721% smtproutes 2 v ) ZfHL T
BEINTEHRR MIV—FT 47 LET, ZOKRRIL. sendmail ©
mailertable HRBIZEL TV E T,

(3¥) GUI T System Setup Wizard (£7ziFa~> K74 A X —T =2 AT
systemsetup 2% R) %3F{TL (FCisco IronPort AsyncOS for Email
Configuration Guidel @ TSetup and Installation] DOEZ &), ZHEZHE L
A, TOLEEICANLIERAT = MY ZIZ, 7774 T 2V ATRYIO
SMTP /b— k = MU BERSNLTVET,

SMTP /L— FOBE

SMTP v— R 2T 2 & K€ B AA L OFT X TOEF A —/L %3]0 Mail
eXchange (MX; A —/VA&ZH#a) KA M~V EA VLT N TEET, 72& i,
example.com 2D groupware.example.com ~D< v BV EERTEEYT, =
Dok, 2o _Ra—7%EET R AT @example.com W& ED
B A =L, 8PV IZ groupware.example.com (ZHRIE I L FE T,
groupware.example.com C IMX| DNy 7T v FRETINTHL, RA K
TTAl Oy Ty 7PRFETINET, Zhid, BEOEFA—NVEFELFREL
TY., ZOREMX AR ME, DNS O MX La— R{ZU 2 h I TV 25 LB
2, BIA—NADBRIFALA LI FINTND AL DAY R—=THOILELH
D £H A, IronPort AsyncOS # XL —7 1 7 A7 LTl Cisco IronPort
TFIAT VATRRATDO SMTP v— b vy B 7 2RETE £ (ISMTP
— R ORIk (P3-4) #ZH),
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ZOBREEEMATLIE, AR NE TOENED Kﬁ”éj TEMTEET,
.example.com DXL H T KAA /@*jﬁ%:}: EL=HBAT. example.com TH#b
LT RTORAAL PO N UIZ—ELET, 71<‘:7L
fred@foo.example.com L WJ_lma@bar.example.com N &75)[5%):@'771103/

Z—EHLET,

SMTP /b — b 7 —T WMZHR A MR 720 EE1E, DNS 2EH L TMX vy 7 7 v
TFWFEITENET, FERIZ, SMTP L— ks F—7 NI LTHF = v 7 SE
A, foo.domain ® DNS MX = bk U /3 bar.domain D¥E . foo.domain (T
EEEINDTRTOEF A —/VIA bar.domain (ZEME SN F T, bar.domain 7>
BMDORA F~D~ v B T EAER L7256, foo.domain ~iEE SN DE
A=V BEZ ST EH

SFEV, R PV X EH A, a.domain 205 b.domain (ZU XA L7
FENDZZ MU RHY ., b.domain 25 a.domain (U XA L7 & b= b
UNRZFDRIZH DG, A—NLDOL—FIIHER SAFEAL, ZOBE,
a.domain (5 ENBEF A —/IE, b.domain THE I MX & A MIEAF
SINET, KFT, b.domain IZEFEINDHET A —/VIE, a.domain THEIN
7= MX & A MIEUE SN E T,

SMTP V— |k 7 =7 iE, BEF A=/ OREO7=NT LS IEICE szkimi
T vy B S —HT ARG AKNRT Y 7)!1%% ENFET, Lz
SMTP /— kb ¥ —7 /L C hostl.example.com & .example.com D] FIZDOUVT
~ o BTN DAL, hostl.example.com DT KU NEHINET, A
RE)TIX 720 cexample.com =2 MU OBICHB LB ETH-TH, 2O
Y DI BEEHZR= ) THLHEDTT, 95 ThRVWEARIZ, =vXn—
TZEED RAAL L TEEDOMX VY I T v TRETISNET,

FI2+I D SMTP JL—

Bk x —U—RaL A LT, 74/ F®O SMTP b— M b EFHRTEET,
RAAL VPN SMTP — bk URARTHIO v B 7L =K LARWGAEDT 7 41
MI, aaL = P THESINTEMX FAA MIUAA VT FENFET,

SMTP v— |k = MU R ATD5E, 7744 D SMTP b— M atL: & L
THERINET, T74L 5D SMTP L — FMIHIBRCTXEHA, AN LTESE
JVTTBHIEDHRAETT,

7 7 4V k@ SMTP /b— b ZFET 5I121L, [Network] > [SMTP Routes] ~X—
F2X smtproutes 2 ¥ 2 N PREHLET,

[ oL-23081-01-J
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SMTP /L— FDES

Jo— N ST 5121%, [Network] > [SMTP Routes] ~<—¥ (£721%
smtproutes ¥ R) ZEALET, HLWLL— FEERTBHIZE, £F°. K
W7 — R EAERT D RAAL VEZIE R AL O—EERET IHENRDH D £
T, WIT, SR A MEBELET, siEFR R ME, EREMF A MM EIX
IP7 FLATANTEET, FkRSEERA b /dev/null ZFEEL T, = b
VIZ—HT DAy E—VEEETLHLELTEET (0FY, 7740 5 b—
MZ /dev/null ZHETHIET, 7T 74 TV ATZEINIZ A —VDREE
EINBRNEITTHZERTEES),

ZEMDO KA AL ANBEOBHEFA N ERETEET, MX La— R ERERIZ,
FNENOHEFA NMITT TAA VT 4 B ERE DB ToNTWET, KIEE
BNE Y Y THENIEF A M, ZEMRAAL DT T~ VR AARNTH
HILERLET, “BILHAMDIEEFR A MI, Ny s T v FL L THEAEN
ij—o

TIAF VT 4o MEILsEEIE, 90 Feey) FCHEAENET, T0 v
R e B, SMTP /i Ic ST T, B PTLH A v E—2IciES3< b
DTIEHY EHA, Fo, 1 DLLEDOSEEFRA FBIRE L WEAIL, BlEATEE
ROVTINDORARA MIA Yy E—UBNEEINET, FEINTWNDTXTOSI
RARDPIRELRWGEE, A= VIIZEMRA AL o OF2—|Z ANV, s85EH
A FA~DOEENRETRAONET MX La— ROFH~D 7 = — 14— —(%
ThhERA),

CLI T smtproutes A< REFEHL CV— FEHEET L L XL, AR MNER
T IP7 RLRITHT T /pri= LZDRIZT TAA VT 4 2ED U THIZ0DHE
Bo~65535 (0IXTTAAVT qixm) AL T, KHERR MNTTTAF
VT 4 ZRECTCEET, 72& 21X, hostl.example.com/pri=0 D7 7 A 4V

7 4 1E. host2.example.com/pri=10 LV H &< 720 £9°, oz N 2
ETHHEIE, W~ TRED £,

SMTP /L— DR

Jb— k% 40,000 ECEFXTEET, ALL I K DREHIRT 740k b— NI,
ZORIBICEENE T, FDD, ERTEDHDIE 39,999 HDH A X L — k
L. Bk —U—FRaww 2EHTL 1 >OLr— N TT,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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N—T 4 VT E S VEERBEDRE

SMTP /L— + & DNS

FEER72 ¥ — U — N usEons AT DL FFENAAL L ORDE Y THRET S
MX NV 7T v TNTTI7A4T U ATIITSNET, Zhud, ¥ 7 FAA 500
A= NWEREERA MNV—T 4 V7T H0ER D DH & ZITERITT, =& 2,
example.com 36D A —/L % £%1.D Exchange % — NICEET2HE1E, RO XD
72 SMTP /L— b & fEH T& £,

example.com exchange.example.com

7L, SESERYT RAAL Y (foo.example.com) 560D A —/LDEFAIX, K
D& 97 SMTP /b— h ZBIL £,

.example.com USEDNS

SMTP L—hrET7Z—F

[System Administration] > [Alerts] ~<—" (£721d alertconfig 2~¥ 2 K) T
ESNET RVRIZT FI3AT UV AMBIEEINTZT 77— ME, Zhb D55k
U CER SN2 SMTP b— RMZHEWET,

SMTP /L—Fk, A—JLERE. BLUVAVE—DHEA

FE 1 ODA =2 10 AOZAEENNT, 28730 U Exchange ¥—/3
BT 558, AsyncOS Tid TCP #fez 1 SPE, A—/b X FTITIE 10 D
BMarDAy =T TER, AvkE—V%2 1 DOLBEELET,

AT WEIXFERRTT R, 1 2OA v =Y R 10 DRRD AL D 10 AD%
FEHICEE SN DHE . AsyncOS TiE 10 ® MTA (Zx19 5 10 O#e 2 Bl & |
ENEN 1 SDOETA—NVEEELET,

B ODBFEREA v =T 10 ADZEENNT, EENHI X DEHEERY
=7 —7 (10 Z7v—7) IZRT 556, 10 A\OZEZREMNFEL
Exchange — SMIZBLTWTH, Ave—VEHRINET, 2D, 10D
B2 DFEA A=W 1 2D TCP #k: THUAZE S ET,

[ oL-23081-01-J
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SMTP J/L— k & 3{§ SMTP ZE&E

F{g SMTP $BFE7 0 7 7 A VDMER S 7= 5, SMTP v— RMZEHTE £,
HIZEHST, Fy hT—F =y VT %5%—NJV~#~A® EH 1T

IronPort 7 75 A4 7 v ANEE I N TW A CREA—NLERIFCTXET,
F4g SMTP FRFEDFEMIZ >V TIL, 313 SMTP BRE) (P4-58) =&ML TL
72EW,

GUI z#/A L1 SMTP JL— FDEHE

Cisco IronPort 7 77 A 7 > 2D SMTP /L — k ZE#§ % |21%, [Network] >
[SMTP Routes] X—V %A LET, 7—T7 A Tv oy 70BN, £E, B
JOHIFEATEXET, SMITP b — bk =2 h U&7 AKR— FERIEA AR —F

TEFET,
31 [SMTP Routes] R—2
SMTP Routes

SHTP Roaulis Lisl
_Add Route... | _import Routes... |
All
Racereing Droamam Destmateon Hosts Drodiebax
.example.cam axchanged.axamgle.com E
Al Other Domainsg
Export Routes... | Delate |

SMTP /L— DB
SMTP /L — k& BT 5i2i%, RO FNEIZHENFE T,

ATv 7 1 [Network] > [SMTP Routes] ~~—3’® [Add Route] 27 V v~ L %9, [Add
SMTP Route] — T BNFEREINET,
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A7y 2

ATvT 3

ATv7 4

AFwT 5

3-2 [Add SMTP Route] R—<
Add SMTP Route

SHTF Roubte Settings

! Reotiving Domasn: (1 [
‘ T o s
=i =
AR R A A LSRR PR AN LET, BROsEF R N BT 5121,

[AddRow] Z2 U v 7 L, # LVMTIZKRD5ER A P2 AT LET,

V4

GE) A FEFEREETDHITUL, s8R R NS i< A= ,FEEF>] ZBINL
iT (WJ : example.com:ZS)o

BEO5IEERA N E2BINT 2581, FAMNDTIALF VT 4 2EVETHED
12, 0~ 65535 DEFA AN LET, 0 Wi EALOEHRL LT, FHEMIZoON
TiE, ISMTP v— Lk DiEFE] (P3-4) 2B LT ZX0,

[Submit] 7 V v 2 L%9, [SMTP Routes] X— U NER S, ZHENLME

nEJ,

RHEEMEELET,

SMTP /L— F DS

AFvFT A1

A7y 2
ATvT 3
ATy 4
ATvT 5

SMTP v — b+ ZfR&ET 2121, IROFIAITHENE T,

SMTP v— b+ DV A R T, BEFED SMTP v— FO4HTEZ 27 ) v 7 LE3, [Edit
SMTP Route] =— U NERENET,

N— b ERELET,

[Submit] 27 V v 27 LE T,

[SMTP Routes] ~— I MRERRF S, EEAKBENFET,
EEEMELET,

SMTP /L— + DHIBR

SMTP /b— b+ ZHIERT 2121%, ROFIZHENE T,

[ oL-23081-01-J
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AFvFT 1
A7y 2

HIBR4 2% SMTP V— FOEMCH D TF = IRy 7 A F N LET,
[Delete] #27 U v 7 LET,

FRTO SMTP b— k& BT 121, [All] £ 9 TR NEF = v 2
RNy 7 A%F LT [Delete] 27 U v o7 LET,

SMTP L— DT Y AR—k

AFvFT 1

AFyF 2

Host Access Table (HAT) 35 & U Recipient Access Table (RAT) D4 & FHEIC,
Ty ANET I AR—FBIOAS VA —=FLTSMTP b— h v v B 72 A H S
5ZEHTEET, SMIP L— &7 AR — M T 2101E, WROFIRIZHENET,

[SMTP Routes] ~~—’® [Export SMTP Routes] %7 V v 7 L£7, [Export
SMTP Routes] X— Y NEREINET,

77 A NDA4RIEAS L, [Submit] 22V v LET,

SMTP JL— kDA viR— k

AFvFT 1

A7y 2
AFyvFT 3

ATv7 4

Host Access Table (HAT) 35 & U Recipient Access Table (RAT) D54 & FAEIC,
T7ANET I AR— b BELOAS VR—FLTSMTP L — F vy B VAT
5L TEET, SMTP L— b & A U AR— M52, ROPIAIZENET,

[SMTP Routes] ~*— @ [Import SMTP Routes] #7 V v 27 L£7, [Import
SMTP Routes] X— Y NFREINET,

T AR—FENTE SMTP b— FREENTWDL 7 7 AL EERIRLE T,

[Submit] #7 Vv 7 LEd, 4 F—MILVBEFD SMTP V— s 3T _CiE
BEINDZEERTEENFRENET, 7TFAF 77 A LHNDOTRTD
SMTP LV — F A v BR—FENET,

[Import] #27 U » 27 LET,

TrANMIT Ta A b ZRETEET, [# XFTHELS1TIE. AsyncOS 12
FoTar s rThriRhshTERINET, ROFEZSEIZLTIEIN,

# this is a comment, but the next line is not

ALL:
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ZORRT, BFA—N T = bV =2 A OREFTRO L HI1T2D £,

3-3 NRITY vy YRF—RIZERS T SMTP IL— |

« Internet <

¢ SMTP
RTY v 1) RF—:InboundMail
Host Access Table (HAT) :
WHITELIST: STRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: SACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT smtproutes ¥ . R LT,

251.192.1. TCPREFUSE o .
Vw1 —
169.254.10.10 RELAY X7 Y w7 U A — InboundMail

ALL: $ACCEPTED TZIF AN B2 example. com
Recipient Access Table (RAT) : FRD A —)VEIRA

example.com ACCEPT exchange.example.com {Z/L—
newcompanyname.com ACCEPT — N N
ALL REJECT 7 A /& Li‘j—"

IP A4 >%—7 x4 X:PublicNet(#l:192.168.2.1)
1—9Rry b 428 —J A X:Data 2

IronPort BFA—JL
tXaUFqa PTS4ATPVR

T {—H%yh A25—T T4 R:Data T
‘IP A4 % —7 14 R:PrivateNet(fl: 192.168.1.1){

-
-

exchange.example.com

[ oL-23081-01-J
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FRLADEZHRZ

AsyncOS Tlix, BT A—N AT T4 T2 _Ra—TEREHEBLOZEHED
T RUVAZEESWZ D2 HEPEESV 3, 7T RLRAOEXH L, & xR

N—=hFF—= FAALNZERBEINTZA—NEZ VXA LT ST DHEE0. fENA v
T7IANT 0 FXERRT (AT D) BEICERTEET,

#3112, FEEBLIOZEEOEF AN T FLRAZEZIMZ L 72OIEH
INLEEEROMEL T LET,

® 341 7 RFLAOESMRA TR

DT FLR | EE#® Hae FREAR

*@anydomain user@domain TA YT A FT—T o TLRu—7EFE
N (Tlmg Y72 DI

F— 7 DVERR ) . s
. — Nz

(P3-10) %) 7a
« TAUTAZET

A—)L T RLAFET

oA U7 R

S A

*@olddomain *@newdomain RAAf Y = | ¢ o _Ru—72EH

7 (TRAA D

~ v THHE - en

baae sem |1 UFTTIEEER
*Q@olddomain *@newdomain ~ANHL—FK o T Ru—SiEE

(I~2H1L—FKD #. BLOV To:,

El (P3-23) % From:, ¥721% CC:

Z) ~y H—

e URF—TCLITHEH

IAY) TR T—TILDER

TAVTRAT—=T ML, 1 N EOZEHIZA v E—V5 VXA LT N5 R
H=RLWMibo> TWET, TA VT ANLZ—=FLRLMDT A ) T A~D~v v
vy =700, —8® UNIX A7 A CTsendmail 2> 7 4 ¥ 2 b—3 g v
D Jetc/mail/aliases HERE & [RIRED HFiECIER & £,
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(E)

(E)

VAF—=NZEFELEEFA—NLDOTXu—7%(53% (Envelope To F721%
RCPT TO & BIFENET) NZA U T A T—T AL TEEIN TS A YT R L
—HTBEE, BFA—NDOT L Ru—TFZEET RLAREEZHBZONET,

RAT F =V DENPEEA = TANFDOFIETIZ, VAT —FA VT R
T—TINeF v L, ZEEEEELET, [Cisco IronPort AsyncOS for

Email Configuration Guidel @ TUnderstanding the Email Pipeline] &ML T
<TEEw,

TA VT AT—TNUEEEICEY, BT A—AOT X —7ZFHENERICE
M2 ONET, ZHUE. BFA LD LR —TZEHFFEXRIT. B
A—=NVEREINTZ AL NZFHN—T 4 7T 572D sntproutes I K
(TG A LB A— VDM (P3-48) #BM) LITRRD F7,

ARV R SAUNBIA ) TR T—TILDHRE

TAVTRAT—=TNE, B a VTERINET, &7 v a v oEIIE
FAA Y avTFH R (FO® 7 a  BETE RAL DY ZR) BZHY .
FOHIZYy TDY A MR E ET,

ALY avTHRANMI, 1 DUEDO RAAL ERITHD RAAL DY AT
T, BU~TREIY, AHya () IO 1)) THAET, RAALE, X
FLHE M Ty BEXOVY A RTHER SN S CFESITY (RFC 1035, &
7 v a v 23.1. ® [Preferred name syntax] &), o KA A~
(.example.com 72 &) 1%, ¥ UA RTHESL KA AL T, #0 FAAL iZ—%
TEHVTXFINTHRDDEIDBRTRTORAAL I, B THDERRISNE
I, 72l zE. FAAL Y a2 THF AN .example.com IX. mars.example.com 3
X M venus.example.com & —H L FT, RKAALY U THFAXMOHITIE, v v
T (A VTAEZEFEEHYARN) OUVANBHYET, v v 7L, RO X HITHE
RS ET,

& 3-2 IAYPRT—TILOHEX

£33 (LHS) R Y XX=F A2 (RHS)
—&T5 12U EOTA VT oo XE 1 2L EDZEHET FLX
ADY AR (r:1) FFTAVTADY R b

[ oL-23081-01-J
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EADxA YT AT, ROBAZHEHTE £,

username —HT DAYV T RAERELET, XIT7TD TFRAAL) R
PR T —T NV THRESNTWAILERHY £, 2T
A—HRIpWNE =T ET,

user@domain — T AIEMRETFA—I T FLAZRELET,

D 1TV EREOA VT A%~ TR > TANTEET,

ED DK ZIEF L. user@domain B DTBEZRE A A —I/L T KL A, £72135
DA VT AERETETET,

TA YT AT AL, BRI RAL D [Za—)uip) =g )T
A (BERAA TR, Za—ULZ#EASNEA VT RA), =4 VT R
W21 DU EOBERR AR RAA L OHD RAAL Y 2 TH AN, FRIETZFOEES
BEDDHIENTEET,

TAYTAD [Fx—r) (FIRORTFY) 2ERT S L1 TE E428,
FEERETA—IL T RUATERDAILERDH Y F7,

sendmail 2> 7 4 2L — g OarTxA M AHMEEELE L2012,
A=V EBERETDHOORRRTEIETHD /dev/null HHAR—F I T
1. TAVT A T=TNCE->TAYE=VR /dev/nmull IZv vy BT SR
LE. EEEHI Y B LET ([Cisco IronPort AsyncOS for Email
Daily Management Guidel ® 'Managing and Monitoring via the CL1] %),
ZEFIIZTANOGNETRN, F2—IJTAD EEA,

IAYTFRT—=TILDIYRAR—FEELVA R— b+

TA VT A T—=TNEAR—FTDIT0E, BIHEB (77747 A~D
TIRA] BHRL, TTIAT VAT VEBATEDLLICLET,

BEfFO=A VT A T —7NVERFETHIZIE, aliasconfig 2~ RD export ¥
Tavwry FeERLES, 7700 (T 7ANVAITASTHEE) 13, VAT—0
/configuration 7 A4 L7 MUIZEXRAENET, ZOT7 7 A% CLI DA T
EHEL, A VAR—FLETIENTEET (Z7ANMIHEANRRERLZ FUN
HOGEE, 77 ANDA VR MR TR INET),

TA YT RAT—TI) 77 A)V%& /configuration T 4 L7 ks UITHELE L,

aliasconfig 2~ KO import V7 a~r REHFEHLCZ 7 A V&2 T v 70—
]\\\L/ij‘o
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T =T NVDITORIATH o N—FlE #) #FHTLI L, Z20THRa A T Y
FENET,

AT 4 X2 b=V a Y OEERRREND LI, =AU TR T—=TNV 77
ANEA LR —FLTEHE T comnit 292 REFRITLTLLEEW,

IAYTFRT—TILDOIY ) DOHEIE

Command Line Interface (CLI; 2~> K 94 A F—T A R) #EHLT
TA VTR TF—=TNAhbxy b ZHIBRT AGAIE, BIC KA T A—T%
BIRT DL 2k bET, TALL (any domain)] =¥ b U Z&RT 2D &, 7
RTCORAAL VICHEAENDI A VT ADFSHMNEY A MRERENET, O
#%. HIRT22A4 U7 ADFSZENL £,

IAL)FTRT—TILOH

N

(E)

ZOT—=TNFDOFTSRTOEMIE, 2 AT SR TOET,

#

#

#

sample Alias Table file

copyright (c) 2001-2005, IronPort Systems, Inc.

Incoming Envelope To addresses are evaluated against each

entry in this file from top to bottom. The first entry that

matches will be used, and the Envelope To will be rewritten.

Separate multiple entries with commas.

Global aliases should appear before the first domain

[ oL-23081-01-J
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# context. For example:

# admin@example.com: administrator@example.com

# postmaster@example.net: administrator@example.net

# This alias has no implied domain because it appears

# before a domain context:

# someaddr@somewhere.dom: specificperson@here.dom

# The following aliases apply to recipients @ironport.com and

# any subdomain within .example.com because the domain context

# is specified.

# Email to joe@ironport.com or joe@foo.example.com will

# be delivered to josephlexample.com.

# Similarly, email to fred@mx.example.com will be

# delivered to josephlexample.com

# [ironport.com, .example.com]

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:

# partygoers: wilma@example.com, fred@example.com,
barney@example.com

# In this example, mail to helplexample.com will be delivered to

# customercare@otherhost.dom. Note that mail to help@ironport.com
will

# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.

# nobody@example.com: /dev/null

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:

# [example.com]

# all: sales, marketing, engineering
# sales: joel@example.com, fred@example.com, mary@example.com
# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com,
chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig <> FDOHI

ZOFITIH, aliasconfig 2wV REHHLTCZA VT A T—TARERIN
F9, F9. example.com D R A AV a T FAMPMEEINE T, KIZ,
customercare DT A U 7 ANERK X H, customercare@example.com [ZIE(F &
NI=T _XTDOEF A —/V) boblexample.com, frank@example.com, 33N
sally@example.com (Z U XA L7 hENAH X H1IZLFT, &HIZ, admin DT
02— A U T APMERLE I, admin I[ZFE SNIZEF A —A0
administrator@example.com [ U XA L7 hEa s L HrIcLFET, &EIT, T
BACZA VT A T—T AR SNET,

T =7 )VOHAREIZ, admin D7 @=L =4 Y T R, example.com DEAID
RALY arTX A MOFRHBE L ET,

mail3.example.com> aliasconfig

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| #3F N—T+1YIBSIURIEBEDRTE

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.
- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context

[11> 2

Enter new domain context.
Separate multiple domains with commas.
Partial domains such as .example.com are allowed.

[1> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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Allowed aliases:

- "user" - This user in this domain context.

- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare:
bob@example.com, frank@example.com, sally@example.com

Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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[1> new

How do you want your aliases to apply?

1. Globally
2. Add a new domain context
3. example.com

(11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "@domain" - All users in this domain.

- "Q@.partialdomain" - All users in this domain, or any of its sub
domains.

[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




BIFE N—T4VTBSIUVEREREDRE |

[1> administrator@example.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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There are currently 2 mappings defined.

Choose the operation you want to perform:

NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

COEET, BFA N T =M oA DREITIRDO L D2 1,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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|
3-4 FISAT7VRICERESNIIAIYTR T—TIL
Internet
¢ SMTP
7Y v 1) RF—:InboundMail A UT R T—T)LEEEEIX, kD
Host Access Table (HAT) : AV T AEERT D12 DICRE SN
WHITELIST: $TRUSTED E
BLACKLIST: $BLOCKED admin:
SUSPECTLIST: STHROTTLED administrator@example.com
UNKNOWNLIST: $ACCEPTED
spamdomain.com REJECT [ example.com ]
é?;a:]r-:g;m?in.com REJECT customercare: boblexample.com,
. .1. TCPREFUSE
169.254.10.10 RELAY frank@example.com,
ALL: $ACCEPTED sally@example.com
Recipient Access Table (RAT) :
example.com ACCEPT — S o — -
newcompanyname.com ACCEPT TA VYT R T—=TNE, TTAX—
ALL REJECT FERXRTYV IOV ZAF—00T
TAT o Ax@EETL (7747
VATEEENS) FRTOE
IP A >%2—7 x4 R:PublicNet(f1:192.168.2.1)| A —/LIZiH SN FE T,
1—HPRy b A28 —TJ (4 X:Data 2
IronPort BF A —JL
XalT4 FTS5ATVR
| A—%%vr4v8—TzqRDatat B

‘IP £ >5—7 x4 R:PrivateNet(#l: 192.168.1.1)‘
754 R— |k 1) R+—:OutboundMail

Host Access Table (HAT) :

RELAYLIST: SRELAYED
ALL: $SBLOCKED

T 7 4V FDEFEE K AA 2 example.com
Received: ~ v % — : DISABLED

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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TRAL— RDBRE

(E)

(E)

AFvFT A1
AFyvFT 2

T AHL—RiE, Bk LT — 7 - T, = _Xe—7%ESE (EEEEE
X MAIL FROM & HIFEINET), BLOY A F—TUBINDE T A —/1LD To:,
From:, CC: ~y ¥ —%EXM 2 AHEHETT, Z OFEARE D BRI 70 SEHEF] 1T
MEAE R AA ] T, B—DV A "B EBED AL ERANTEET, b
5 —oOMII I EE T, BT A= Ny X —NOLFHINST T RAL V%
MRS 2& T, XYy NIT—2 AV TFA NG F ¥ % (G4 2 & T,
~ AN — X, I A =K VRF—ERTY vy U RF =D TH|
fAcxxd,

< AN L— FHBEIL, VAT AR L TRESNDI AV T A T—7 L%
RELIZRRD, VAF—HI THRESNET,

U 2F—i%, LDAP ZEEZ T AN =) OEHZTLDAP V—FT 17 7=
DR, A v =V EEF 2 —NICH DI, ~ AWV — R T—=7 LT —H%
WL CZEZEEEELET, [Cisco IronPort AsyncOS for Email Configuration
Guidel @ TUnderstanding the Email Pipeline] &ML T 7230,

v AHL— NI, 2o R_Re—TREEBIVZELEZEFA—LD
To:, From:, CC: 7 4 —/V FOT RLUAREFEICEEHBZ ONET, 1ERT D
VAF—=Z LR DAL —R RTA—FEHRECTEET, 22H2DHIED
W EERLET,

B LT~y B T ORET 4 v T—TNEEH, £z
LDAP 7 = U ZfH [,

ok va TR AET 4w T NEMERT L HIEICOWTERA L E
9, T—7NDOEAIF. —#® UNIX A7 AT sendmail =227 4 ¥ o L —
3 VD Jetc/mail/genericstable FEAE & AT AMENH Y £9°, LDAP < X
H—R 72 OFEMIZONTIE, 5 4% [LDAP 7=V —| 2L T7E
SV,

[ oL-23081-01-J
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T AH L—F¢& altsrchost

—RIZ, T ABL— FEBETIIm o R —FEEENES BRI LN, AvE—D
THEITENDENUKREOT 7 v a vid, ~ADL—RENET RLANS TR
H—] ZnFJT, 7272 L., CLI 75 altscrchost 2~¥ 2 REFEITLIZHA.
altsrchost ~ v B I w7 RLANS MU H—ShFT (DF W EFHO~
AAL— RENTT RLATEARW),

FEABIZ W TCIE, [Virtual Gateway™ 77 2 v —] (P.3-82) BL O [H§ERE -
WA= AT T 4] (P3-101) Z2ZRLTIZEN,

ARBETFALYY RRARAL—FK TF—TILDOHKE

YYVEUTDART 4y v AHL— R T =TIV ERET DI,
listenerconfig 2~ R edit -> masquerade V7 a~ > R&EMHLET,
Flo, Sy BV IREEND T s ANEAL VR—FTEET, [FAHL—F
T=TNDA A= (P3-260) ZBML TS, ¥7a<w N2y,
ANT RVA, a2—¥4, BLORRAALS U EZHLWT RLABXORA A I
Ty T T LT T AMPMERB LOHERFENE T, LDAP v AL — K /=
UDFEAIZOWTIE, 8 4% [LDAP 7 U —] &L T 7ZEV,

A=V NVATLHASIND L XX, T—TARBREN, ~v X —IT—
BRROMNDEA v E—URBXHRZI ONET,

RAAL DA VL—F T—=7 0, RO LIRS ET,

= 3-3 TRAAL—F FT—TILOEX

Zd (LHS) B Y XF A (RHS)

—HT 212U Eoa—¥4 |EBALE (AX—R |EXBEIBOZ—FLR
RRAL DY X | F T X T XF) RAA v

WROFRIZ, vADV—=F T=TVTHY = b ZRLET,
i (LHS) £i0 (RHS)

username username@domain

oy IR, BT AV L4ERELET, EUO—FLHIZ—FKT D
BREEFA—N AvE—0F, —FHERY, AUOT RLATEIHBZONE
T, HFHIE, BT RLATHALERL D 9,

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K
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£33 (LHS) £l (RHS)

user@domain username@domain

IOy MIIE, BT AEMLRT RVAZERELET, EUDOELRT FL
ZIC—ETAHAEEA =1, FUOT RLATEEZBz bET, A
X, B2 T RLATHHIULEND Y £17,

@domain ‘@domain

IO RV BESNERAALACODEEDT RLAEELET, £Z00D
D RAANE, FAD RAA VTEEHRZONETE, =2—FLHEFELLLE
A,

@.partialdomain ’@domain

IOV BESNERAALACOEEDT RLAEELET, £Z00D
D RAANE, HFAD RAA VTEEHRZONETE, =2—FLHEFELLLE
A,

ALL ’@domain

ALL T MUE, FOFFEOT RLAIZ—HKL, AOT FLATEIHRZE
T, AL, RAAL COELFAIZ Te) 2T D20ERHVET, 2O Y
W, T VNOALEIZBfR R < FICEEERKRICZ Y 97,

GE) rr=x=rhUE IIAN—F VAT —DRITHEHTEET,

o JL—LE, ¥AAL— R T—T NV TOHBIEFIZES> T—FLET,

o T 7 )V N TIEZERFIZ~Y X —® From:. To:, BLW®CC: 74—/ FHN
OF RLANR—HL, EEHIONET, o Xo—TEEFHIC—HKLTE
EWMRZDLEICA TV a v ERETHIELTEET, T Nu—T%EH
BLOESHI S~y X —I%, configh 7 avy REFEHLTEL & E
DETBEZLET,

o T—TNDITORIATH Y NN—FET (#) ZEHTHE., 2OTHRaA b
TUONINET, ITOKRKET+ MOHIBELIH DL, T XTaA L NThHDE
RicsnTERSNET,

o XAUL—F T—=7MF, &K T 400,000 =2 U TH, ZHUE new 7
av Y REFALESEL, 77 A0 R— M LEHAEBRLTT,
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T3AR—+ YRFT—ATRAL—F T—TILOHI
# sample Masquerading file
@.example.com @example.com # Hides local subdomains in the header
sales sales_team@success.com
@techsupport tech support@biggie.com
user@localdomain user@company.com

ALL @bigsender.com

YABL—FK F=—T1LDA VR—k

WD sendmail D /etc/mail/genericstable 7 7 A V& A VAR — b TEFET,
genericstable 7 7 A NVEA VAR — FTDI20E, 8B (77747 A~
DT IR BZHBL, TTIAT VAT I BATEDLEIICLET,

genericstable 7 7 A /L% configuration T4 L7 FUIZHE L. masquerade W
7 a<v RO import W7 avw U REFERLTCZ 7 ANVET v 7R — RLET,
a~v o RiE, ROIEFCTHEHLET,

listenerconfig -> edit -> injector _number -> masquerade -> import

F72d, export W7 a~v o REMFEHL TCHEGFO Y 74 FXF2b—va a2y y
YR—RTEET, 77440 (77 A VAIXASTHE) X, configuration
FALZ PVICEESRAENET, ZOT7 7 A% CLIOAMETERL, A~
A—PNLETIENTEET,

import 47 A~y REMHATH L XL, 77 A NMTHDRT Y N OBRNEE
NTHNBEICLTLEE Y, By Y (BEERH > THABRVEE R
L) BbsrE, 77ANVDA R — FRFIZ CLI THX= 7 —2AELET, 1
VIR— NI T —BRETLE, 77 ANVEETYy B TBA AR — b
ShEHA,

VRAF—Dar 74 FXalb—alOFENRMMIND K DT, genericstable
Tr7ANEA A= L7EHE T commit 32 REBITLTLLEIN,
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TRAHhL— FDH

Z O T, listenerconfig ® masquerade V7 a2~y R&fEH L T,
PrivateNet A > % —7 = A A EiZ& % [OutboundMail] & \WHHETOT T A
N—h URF—HIZ, RAL Y ~ADVL—R T—=TNVEERLET,

F9. vAH L —KRIZLDAP 2T 247 avrNESENET (LDAP <~
AHL—RK 72U DOFEICDONTIE, ZBRLTLIZE, LDAP v AH L —F
I Y QFAIZONWTIE, 5 43 [LDAP 7 U —] #BH LTI EZEWN),

KIZ. @.example.com D[Sy KA A U EKFLH @example.com (27 v B 7 S iLE
T, ZHIZEY, T RA ALV example.com WIZHDIEE D~ U nbHiEE SN
DT _XTOET A=/ example.con IZ¥ Y BV 7 INET, X512, 2—H4
joe 73 KA A joeRexample.com |Z¥ v B 7 INET, MiHDOT L N &R
FTAHEDIZRAAL  ~ABD L — K T—TUHRHITEIN T, masquerade. txt &\
FZEDT 7 A NNIET AR— N ZNET, configVh T a~wr FEFEHLT,
CC: 74—V ROT RV ADESHZ NN /RY | BICEENHESNET,

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit
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Enter the name or number of the listener you wish to edit.

[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.
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- BOUNCECONFIG - Choose the bounce profile to use for messages
injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a
recipient address should be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or

recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[1> masquerade

Do you want to use LDAP for masquerading? [N]> n

Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

[ oL-23081-01-J
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- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

joe

Usernames like are allowed.
Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as
"username(@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.

Hosts like @training and Q@.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.

[1> Qexample.com

Entry mapping @.example.com to @example.com created.
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Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

joe

Usernames like are allowed.
Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as
"username(@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.

Hosts like @training and Q@.sales are allowed.

[ oL-23081-01-J
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[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.

[1> joe@example.com

Entry mapping joe to joelexample.com created.

Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> print
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@.example.com @example.com

joe joelexample.com

Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade. txt

Export completed.
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Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?

[N]> y

Do you wish to masquerade From headers?

[Yl>y
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Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?

Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

(1>
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Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

BOUNCECONFIG - Choose the bounce profile to use for messages
injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
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- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a
recipient address should be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

(1>

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

(1>

mail3.example.com> commit

INTZH—TTARX = T oA OFREITRO L I/ 7,

[ oL-23081-01-J
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TI3AR—+ YRF—RICEREA=IRAL—F

Internet

# SMTP
7Y v 1) XF—:InboundMail
Host Access Table (HAT) :

WHITELIST: STRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 REIAY

ALL: SACCEPTED
Recipient Access Table (RAT) :
example.com ACCEPT
newcompanyname . com ACCEPT

ALL REJECT

IP 4 >%—7 x4 R :PublicNet(f:192.168.2.1)

L—HRYy b 42— x4 R:Data 2

A=Yy b A2 —TJ x4 X :Data1

‘ IPA25—27 147(:PrivateNet(W‘J:192.168.1.1)‘

754 R—+ ) X+—:OutboundMail
Host Access Table (HAT) :

RELAYLIST: SRELAYED

ALL: SBLOCKED

T 7 4V FDOEEFEH KA A example.com
Received: ~ % — : DISABLED

~ AL — K

@.example.com @example.com

joe joelexample.com

IronPort BFA—JL
XalyF4 PTS5APUR

ZDTTAN—]F JRF—H
2, ¥AHL— K T—71iZ
250y MUBBIIENEL
7o 1EDOT U FYIE, Ry
M= DFTRTOHT KA
AvE~A7 LET (] :
exchange.example.com X
example.com [(CEXHZ B
F), 2FDOT L R UIE,
FDEEDT R A joe &
joe@example.com (ZE X 1%

£,
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KALY

(E)

GE)

< v THEE

VAF—HIZ TRAAS Y =v 7| ZFRETEET, FETDHI A F—T LI,

RAL YV =T T—TNVEERTEET, RAAS L =T T—TNE, RAA
VL T =T NANADOT— TNV —HT HA v —UDZEZF LI, =R
n—7ZEEEEIBRAET, ZOMEIL, sendmail ® [ KA A2 T—T )|

BERE E 721% Postfix @ MEIET —7 0] BEREIZEITWE T, Z oM TIE, =
R —TZEHEOHRNEEEZT, [To:) ~y X —3EEHBIONEEA,

RAA Y~y THREOWERIL, RAT OERFITT 7 4L b KA A OFHEHE %I
W4 LE T, [Cisco IronPort AsyncOS for Email Configuration Guide] @
[Understanding the Email Pipeline] #&M L T 72 &0,

ALY =~ THRETELS BHDIEETIEH, BEOLV I — FAALDHEEFEA—
NEZITANET, 22, Sadnthostz 8N L7842, Cisco
IronPort 7 77 AT VAL RAAL v v THERLTCEILIE RAAL DA Y
T—UEZITFAN, X TR EEERHOBIED AL CEEHBZ DT
ENRTEET,

—EDRA Y =y BT HRRT 1500 HRETE ET,

% 34 FAMY 29T F—TILOBEIOH

=l afl aAAV

username@example.com |username2@example.net | 13524727 KL ADI

user@.example.com user2@example.net

@example.com user@example.net ERRT RUVA, £7201%
E1(F SER(EHT KA A 4
@example.net

@.example.com user@example.net
EFEE

@example.net
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DB TIX, listenerconfig I~ R domainmap V7 a3~ R&EMHHL T,
N7V v JZxF— [InboundMail] HDO RA A v =~y PR ERENET, =
DRAA 2, BED oldcompanyname.com DH T RAAL DA —)LE, KA AV
example.com I ¥ Yy BV 7 ENET, vy B 7L MEROT-DITH SN E
T ZOBNE, WHDRAL %Y AT —O RAT IZRETHa 074 FaLb—
arEIFRRVET, FASY vy THEEICEY . BRI RXe—T%fF
* joe@oldcomapanyname.com i joelexample.com WCEEHBmZONET, A,
J 2F—@ RAT NIZ K A A > oldcompanyname.com Z &< & .
joe@oldcompanyname.com DA —/LNZ T ANGLNT, =X —7Z(FE%2E
EWMATIIN—T 47 3NFET, £, TAVTRAT—TNREE L EARY
FT, A VTR T—=TNTiE, WRNRT RLRIRRS D Z L3 LZT
T, 1EED2—H % edonain] & [/A Lz —#% enewdomain]| I~ v B 79
LRI TEERA,

mail3.example.com> listenerconfig

Currently configured listeners:
1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
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Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

[ oL-23081-01-J
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- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages
injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[1> new

Enter the original domain for this entry.

Domains such as "@example.com" are allowed.

Partial hostnames such as "@.example.com" are allowed.

Email addresses such as "test@example.com" and "test@.example.com"

are also allowed.
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[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified
such as "@example.domain.com" or a complete
email address such as "test@example.com"

[1> Qexample.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.

- CLEAR - Clear all domain mappings.
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[1> print

@.oldcompanyname.com --> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.

- CLEAR - Clear all domain mappings.

(1>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
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Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages
injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

[ oL-23081-01-J
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- DOMAINMAP - Configure domain mappings.

(1>

RAL Y R T T—TILDA VR— I EEUVITHVREKR—F

RAA Y =T T—TN&A R —bbEFRIED 7 AR— MT5120%, BIohre
BI77TI9AT L ANDT V2R R L, TTIAT AT VEATED
oL ET,

VT TBERAALA DO NINEENDTIAN 77 A NVEERLET,
T MY RLEAYTE (X T LFEIIANR—R) TRV ET, T—TLOITD
WEETH U AN—FET #) Z2HEHTDIE, ZoOfTHRar Ty hEnET,

7 7 A /% configuration 7 4 L7 h VIZEE L, domain 7 a3~ KD
import %7 a~  REHEHLTCZ7A V2T v 7 u—RLET, a2~ N,
RONEFTHEHLET,

listenerconfig -> edit -> inejctor _number -> domainmap -> import

F2d, export W7 a~v  REMFEHL CHEGFO L 74 X2 —val a2y y
veR—=RTEET, 77A4 (77 A VAIXASTHEE) (X, configuration
T4 MICEXAENET, ZOT77A0% CLIOAHTERL, 1~
A—FNLETIENTEET,

import 47 A~ REMHATH L XL, 77 A NMCHEDRT Y N ORI EE
NTNBEICLTLIEE Y, By Y (BEERH > THABRVEE R
L) Bbod L, T7ANVDA R — FRFIZ CLI THX= 7 —PEAELET, 1
VAR PRI TR BET DL, Ty AN EBERETY Y BT A AR — |
ShEHA,

VAF—Dar 7 4 X2l —valOEERNMINDE LT, FASLV =
T T—=TN Ty AN, R — N LEHE T commit 22 RERITLTLES
AN

INTZU I =T ITA X T—= b U =A DREIFKRD L HIZ720 7,
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3-6 RIYvY YRF—RBIZEEShIEZFALY T T
1FY v ¥ 1) XF—:InboundMail
Host Access Table (HAT) :

WHITELIST: STRUSTED
BLACKLIST: $SBLOCKED
SUSPECTLIST: S$THROTTLED
UNKNOWNLIST: $SACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: SACCEPTED

Recipient Access Table (RAT) :

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT
N7V w7 JAF—
RAAS Y =7 BR) [nboundMail] O KA A v <
@.oldcompanyname.com 75){/'552 sh& L/f:O
-—> @example.com oldcompanyname.com FAALUBE

REDYT RAA 5D A —V1%,

IP £ &4 —7 x4 X:PublicNet(#:192.168.2.1)] example.com N A A IZ< v B
éﬂi‘j‘o

A—Y2y b L2 —TJxA X:Data 2

IronPort EF A —JL
Xal)Fq4 7TSAT7UR

| A—%xyrArs—TzsRData B

‘IP 1 ‘/9—7141:PrivateNet(ﬁl:192.168.1.1)‘

754 R— | ) RF+—:0utboundMail
Host Access Table (HAT) :

RELAYLIST: SRELAYED
ALL: $SBLOCKED

774 FOE(EE R AA 2« example.com
Received: ~» % — : DISABLED

VAT L— R
@.example.com @example.com
joe joel@example.com
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| oL-23081-01-J .m




BIFE N—T4VTBSIUVEREREDRE |

INDQURALT=BFA—ILDOINIE

N ALTEEBFA NI, HHOLEF A —ABEIZBNTRLE/{FRN DD
T9, CiscoIronPort 7 75 4 7 L A Tld, FHEMICRETE L S ESERFE
T, NYUALEBETA—NVELBETEET,

ZDOEY v a T, IronPort 7774 7V ATHEEA—NMIESWHTRENY
VAEART D FIEOHBENZ OWTEE LEd, IronPort 777 A 7 ARG
A= UZEADNWTEFB AT R EHIET 5 HFIEICOWTERLT A121%, TronPort
Ny ARGEER#H L E3 (TTronPort /N7 > ZfEFE] (P.3-72) 2FMR),

EIERFIRELREF A —/ILONE

IronPort AsyncOS AL —F 4 7V AT A TL, BUERATREREF A —/b
(IR RALTEAyE=)) 1, RODT FVITHESLET,

Thonte—sarm)] 1v90R

BHIDO SMTP honE—L 30T, YE—F FAMIUDRA Y E—DFINHY
ALET,

VAN — I BMERTFIRER A v —, 2L 21T, 2—HFDA—1
N R Ry 7 ZARN2ENTT, ZNbDAvyE—Ui%, THRTT
XFET Bl : SMTP4XX =5 — 22— k),

N— R KRN EAE R ATRER A v —, 2L 21T, FOa2—HFZED
N R RAANZIELIBHFELER A, ZNHDO A vy E—Uik, BT
SNFEHA Il SMTPSXX =5 — aa— ),

MBRE| (FiE Thont—23vThlN]) NHUR:

JE—F FASVIEK, 2 9yE—CZ2BETIEOHICRIFANT, BTOHNY
YALET,

AN — I BMERTIRER A v —, 2L 21T, 2—HFDA—1
N R Ry 7 ZARN2ENTT, ZNbDA vy —Ui%, % THRITT
XFET (Bl : SMTP4XX =5 — 22— k),

N— R KGEHNCEUE R A[RE/2 A v —, T2t 2, ZOa2—PITFD
N R FALATIEDIGFEELERA, INHDOX v —0F, BHRIT
ENFEHA FH SMTPSXX =5 — aa—R),
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N—T 4 VT E S VEERBEDRE

GUI @ [Network] A == —® [Bounce Profiles] ~*—<" (F721% bounceconfig
avyR) ZEALT BT 2 AT —TLiin—FEBXY 7 FOI A
T—var N RO FEERELET, NUUR e T s A VEERL
72 5. [Network] > [Listeners] ~~—< (£721% listenerconfig 2 ~¥ 2 F) Z{f
MLT, 7n77Aaf ) 25 —ICEALET, Avb—y 7007 2
LT, BEDRA Yy E—VIIANAY A T 77 A VERHVETHI L TEET
GEMIZOWTIE. B 6 B (A vbE—Y T4V FEFEHALEETFA—L RY v —
DEA ] ZZRLTIEIWN),

YIRINYURBEUN—R N\HORIZETREE

o L NRNk—vzgr VT h /\"7‘/20)%:.\ VT h NG UA AR M
BE~OREN R T 27N ERINET, B—D% fu%f)l%giﬁ
DT RTUAAR MR LEEAIELZENDHY FT,

[Bounce Profiles] ~~— ¥ 7213 bounceconfig ¥ REZHEHL T, &£V 7
FARTUAANR DRI A=ZERELET (N2 TuT7 7 A LD
NI A=4] (P3-50) &),

o TITFNPNTIE, "R AU VALEZBEHEILICAT A A vE—UR
ARSI, TOEREHEICEFEINET A yE—VF AvE—v =X
O—FDZ_Ra—FEEET FLATERESNEZT FLACEESRE
7, Envelope From HBH = "o —7 X EELZERLET), ZOWHEL
74t Tz, bVt n— K Ny RICHETAERER S T A

WA Z b TxET ([Cisco IronPort AsyncOS for Email Daily
Management Guide] @ TLogging] %% MH),

o Fa—NTORKFREIFIHAMTORKEEO ELLNICETHE, V7
NEAVAS Y F AT A VS St /R 3 a8

[ oL-23081-01-J
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NIOR TATF7ALILDING A —4

NYUA T Ty A NERETDHEEF, RONRTA—=FZFEHL T, A v
=Tl —v g R RABNET D FEERIELET,

® 35 ROV TAT 7L LDINT A—4

Maximum VT b AT A LR v —VEEME LET I, ~—F
number of NYYA Xy =Y e LTHDND LR DRI, ZIEH
retries DA A BN RS DN B, 77 40 kO FRITE

% 100 7T,

Maximum Y7 EANRYUALEA =V ERE LET 2D, ~N—F
number of RYUA LAy E—Y L LTHDbNRD LSRN, %
secondsin (2o k2 MIEHEEAS A HILD OICHL I DN, 7
queue

7 4V hiE 259,200 ¥ (72 KFfH) T,

Initial number
of seconds to
wait before
retrying a
message

VTP NRGUALEA =V RAICEE LET £ TOR
BRI, 7 7 4L ME 60 BT, FIEIFRITR 2 K 2 W i
WCRETDE, Y7 N AU Z2ORITHEMETFTLES, W
WHREZ BT 2120, S VEIZLETS,

Maximum
number of
seconds to
wait before
retrying a
message

VIR AT A LTEA =V EREUE LET £ TIOAET 5
BARKER], 7 7 4L ML 3,600 2 (1 BEfE]) T, Ziud, &
OFRITE COMIBETIZ/2 <. BRITEHCZ I 5 7212
ATE2H9 12507 A—=2TF, FEHERITHREO LR
13, RRERITHRBICHIR SN E T, FHE S ERITRIE
DR RKHFRTHRZ B X 2561, R RERITHBRAER S
nET,

Hard bounce
message
generation
format

N=RNRNTUR A=V DERPA R—TNVNT 4 E—T
APEEELET, A X—7LDOBEEIT. XA vE—Y0FA
EBIRTEET, 774V FTE, BRSOV R Xy
£—CDNS #X (RFC 1894) NEHINET, Ny R
Av—VIHATH AL ZEMT T L — FEBIRTE
F9, FEMICOWTIE, [Cisco IronPort AsyncOS for Email
Configuration Guidel @ [Text Resources] &L T 72
S,

N7 RGEN D DSN O status 7 o — /L REfRITT 20 E 9
PEBRTLHZ L TEES, NIV OEAE. AsyncOS i
DSN 25 —# A =— K (RFC 3436) #HBEL, #HOa— K
ZEUZE AT — X A O Status 7 4 —/L FTHEALET,

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K
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® 35 ROV TAT7LINDIRTA—E  ($FE)
Send delay BILOEEZERETHINEIDERELET, 13 —7 LI
warning LeHaid. Ayt =Yoo/ R, B LO0RET 2K
messages BT EEELET.
LR = VI AL A@IT T L — b AR
TEET, FEMIC oW TIL, [Cisco IronPort AsyncOS for
Email Configuration Guide] @ TText Resources] %% L
TLIZEN,
Spef:ify A=V ONRY U AELELTT 74 O Ro—F %k
Recipient for |z 7 ML 2T, BIOT FLAICT 5 ENTEET,
Bounces
Use NGV ARAyE—VEBBIORBIEA vE—VOBAIZERTS
DomainKeys | DomainKeys 7' 7 7 A /L 4% T & £ 4. DomainKeys O
signing for M SV TIE. [DomainKeys 35 & O DKIM F8E : 51
bounceand | (psy) rmmL T A,
delay
messages
Ja—RILERSE

ChoDEREZESTS(CIE. [Bounce Profiles] *—L ® [Edit Global Settings] ') >
9 &{ERAT 3. £=I1% CLI T bounceconfig AV Y FTF I+ bD/AH VR FO
I7AILVERELET,

Initial number
of seconds to
wait before
retrying an
unreachable
host

TAT LAPBEARATREIRAR A O FFRAT 2 T D R,
T 7 4V ME 60 B TT,

Max interval
allowed
between
retries to an
unreachable
host

VAT ANBIEARAREZR AR A b ~DERIT 2 T D e Ky
M, &7 4/ bE 3,600 (1K) T, "AMRNEDT L
TV TEDICEEDRRINKRMT 5 & FRTEO R/ N
TR L., #72 LImAR A MOHT 5% D% 0 ERIT Tl

MR ZIR 2T L CTWEET, AT, ZORKPEIC]
D EJ,

[ oL-23081-01-J
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N—F INDIRE status AT KR

IN=R NG URA Ry B—=TDERNA X—T VDA, 77T 74T ATEE
HDON—=R RN R Xy —URERINDTZNI, status BEW status
detail AV Y FOWRDH T IR TWEET,

Counters: Reset Uptime Lifetime
Receiving
Messages Received 0 0 0
Recipients Received 0 0 0
Gen. Bounce Recipients 0 0 0

FEHIZ DWW TIE, T Cisco IronPort AsyncOS for Email Daily Management Guidel
@ TMonitoring and Managing via the CLI] Z#ZH L T 7230, N—RF Ny
R A=V DERBT A £ —T MO, RAFE T A=K AT LRI L
Th, INHLDOA T ZEER A EE A,

GE) AvkE—vaxrRo—FOxrRo—FREET FLRE, AvkE—U Ay
Z—® [From:] &13%720 £, IronPort AsyncOS TiL, N— K N7 2R
AyvE—VhExT X —FREET FVRALIZRRDLEFA—L T RLRITHE
BTaLoCRETEET,

" &

oNnNtE—2a3 0 N9V ABEUSMTP IL— FDAYE—D T4 ILE TH
=

SMTP V— | = v BV I BIOMA = T4V E T U aii, B3k —
ar RNUUVADFRLELTCT I IA TV ATERENT SMTP R Z2 Ay
=Yoo= 4 7 IZiFEAENER A, IronPort 77T A4 T 2 ATH VN
=T alr ROV R AyE—URZEINDE, TOAyE—VOT R —
TEEEIRET S SMTP NT 2 A v —UNERENET, ZOBA. 7
TIAT UV ATIIEBICA v E—URERSIND D, VL —HIZHEAIN
AvE—VICEAEINDTRXTO SMTP L— MIEHA I NLEE A,
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NIVR TAT7AILOH

B 2O00HTIZ, BARHLANT LA Fa T AL NT A= EHEINET,

% 3-6 Bl1:XHOR TATFALIN IS A—4

NG A—A &

Max number of retries 2

Max number of seconds in queue 259,200 # (72 W¢fH])
Initial number of seconds before 60

retrying

Max number of seconds to wait before |60 #

retrying

Bl 1 Tk, ZEE~ORIOEEFIE, t=0 TEITShET, Zhid, Avk—
UM Cisco IronPort 777 A4 7V AT A SN E®XR TT, 7 7 4/4 FOW)EIF
AATHERIZ 60 B TH A 720 P DOFRITITN | %D t=60 TEITEINET,
FHRITHIRAHE SN E T, BRITHRIE. RRXFERITHR TH 5 60 B2 4
LTIRESNET, 2070, 2EDOFERITIZ. t=5 120 TEITENET,
BRERITEEL 2 THHD, ZOFHRTOERIZZDOZEED N—FK ¥
VA RAvE—UnEREINET,

® 3-7 Bl2: 892 R TATFALIL IS5 A—4
NTA—4 E
Max number of retries 100
Max number of seconds in queue 100 £
Initial number of seconds before retrying 60 >
Max number of seconds to wait before 120 #
retrying

B2 TiX, HAOEEILt =0, HYOFRITIL t=60 TEITSNET, 2HEOD
BfE (t=120 THEATHLIITAFZVa—)L) DEFNIIA v = — R A
JUAINET, BRERL, TORE TR —NTORKEMTHD 100 2%
B L TWA 2 TT,

[ oL-23081-01-J
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BER T—% A@HAEX

VAT AR o THEMRINDINY VA Ay E—UF, 774NV FTEIN—REYT
kD5 D317 2 2T Delivery Status Notification (DSN; BtfE A7 — & Ai@H)
X&EMFHLET, DSNiE., RFC 1894 (http://www.fags.org/rfcs/rfcl1894.html
M) THESNTWAEXRTHY, T2 vyt—U% 1 AU EOZEHRICERE L
L XORFEE LA — M 57291, Message Transfer Agent (MTA; A » & — Vs
TV ) EIFEFNRA =NV T—= U oA THEMATE 2 MIME 27
HATHREER] LET, 7740 Tl BUEAT —Z AWHZITEE AT —F R
OB, BLORA v E—=VOF A XN 10k LD H/NEWHHITTED A v =V 0E
FNET, AvE—Y P A XN 10k LV b REWVGE, BEAT —F A@EITIT,
A= Ny T —DHENEENET, AvE—Y ~o X =010k ZBZ2 256
. BUE AT — &2 ZA@M T~y X =0 ETonET, DSNIZ 10k £V K&
WA = (F7EA =Y ~v & —) & D55 1L, bounceconfig I~V
R max_bounce_copy /37 A —Z ] TE£F (ZD/XF7 A—=FILCLINHDH
FHTEET),

BIEEE A vt—

VAT ATCHEREN S Time in Queue Message (GEIE@RA A v&—) ThH,
DSN EARHEAESNET, T 74/ b T A—FEEFEF HI21E, [Network]
A == —® [Bounce Profiles] *— (¥£721% bounceconfig 2 v ) ZfEH L
T BEFOART Y2 T a7 7 A )V ERET D FBUCIER L, LFORT A—
FOT 74V MEEZERLET,

o BIEEE X v — UNRE SN D RADFIR,
o BHEELA v —UNEEINDOIREELTLY ORKE,

BEZEAyEZ—ULN—FR NAHUR

[ o2 —NTORRKIFRH) REE NBIEEE X v —UNEKEIND) KR
BEDOM ST I EFITNSWVEFIZEE LIS EE. U XA vbB—UCx L TRIE
L L N— R RO RO & [fICZET D2 LN AHETY, IronPort
Systems Tld, BIEEERA v —VDOREEEA RX—TNMITHHAIE. ZhbD
BREDT 7 4 MEER/NFEEL LTHHATS Z &2 #EL £,

EBWIE, TTIAT VAL LS TERENDBIEELE X v —VB LAY R
A=, WEHPIZHR KT IS BETLIZENH D 7,
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HLILWVNDVR TAT7AILDOER

WoHITIL, [Bounce Profiles] ~— T %M H L T, bounceprl & W I LARITD/N Y
VA TR Ty ANNBERINET, 2OTrT A LTIEH N—R AT RS
NTETRTCORAyE—URRET KLU ATH D bounce-mailboxlexample.com
B SIS, BB A 5t — DA F— T TT, RIEEDE A
E—UN 1 OREFEINET, BEXAvE—TUHOT 7 40 MEIX 4 FiE (14400
) TY,

3-7 INHUR FTaT 7L IVOER

Add Bounce Profile

Add Bounce Pradile

Prafis Neme: | [Boenzeps
Mamimum Humber of Resries: | [168

HMaxifresfn Tene i Juaus IS0 Sooreds

s (F gt DO

Intisl Time to Wit per Meseages |50 secands
(Betan &0 ang S0
Maximum Tirs o Wait par Message: | oo secands

Bptaran 60 ang SEA30,
Fiard Bourcs snd Delay Waming Meprages: | 5end Mard lioence Messsges:

O wpe Dafusk (res) @ ves Dhng

Ui DR frrmmat for beusen sassages

P

O ipe Dafusk (res) @ ves Dhag

Heddage Compaiimas

Hessage Fubjact [Bebrvery Statd mothication (Fadure)
Farse DM "States” Seld (D) i Gutault (Me) 'O ves Mg
fram Bownos respenEes
Roshzation Tesplate Spibem Generated
Frevew Heiiage
Send Delay Warsisg Messiges

O uise Defash o} T ves & o

Hessage fompranan
Heddage Sabject [

Kosfication Templite:  Spstem Ganarsbed

v Fagngs &
Mpspma= Dotervnl Brbmees Hediages: |— —
Mymimus Humbar of Hassages o Sand: [T
Fpapeant for Dosnos snd Wamang Messsgs:
) Mesiage rendes
O oamermare [

Use Droeman Key Sxysing Sor Bouscs and Delay Messages:

]

E uise Defash (o} O ves O

o METEEpeR Wl rof
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TIFILEDINHIUR TAT7A4ILORE

N UA TR T 7 ANVERETDIZIE, XU A TaT 7 A0 Y A NTHRETE
Vw7 LET, TIFNIDNRNG AT 7 7 A NVERETDHZ EHLTEET,
ZOBITIE, TTZANE Ta Ty A VERE LT, BEERAEERE A F~OFRIT
TR D RN EE 3600 (1 FFRE) 205 10800 (3 BERE)) (2L 7,

3-8 FIAXILEDIIVR TOT 7L ILDERE
Edit Bounce Profile

Profile Marme: | Celaull
Haximum Number of Retries: | [jqn
(batwean O and 10,000)

Maximum Time in Queave: | [Bgaan sacands

A

(batwean O and 3,000,000

Inatial Tirme to Wait per Message: | [zq spennds

(Batwaan &0 and BES00)

Maxsmwm Tirne Lo Wail per Message; 103[:0 vecands

(hatwean 50 and 88.400)
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minimalist /X9 > X A7 74 )LOH

WOHITIL, minimalist EWIHIZEIDONT R Fa 7 7 A VPERINLET,
IOTRT7ANTIE, AvE—URAT 2305 LEICHRITENT (&K
FRATEES 0), T2l 2 R EEESNE T, "— K v 2R
AvE—VIET 48— THY, V7 b Ny REETREINEEA,

3-9 Iminimalist] /A9 X 70774 ILDER
Add Bounce Predile
Profls Nsma: | [
Masimum Humber of Retries: [ros
Masifrasin Tene i Queus W <p-'\:n:< )

Intial Time to Wit par Meseages | 50 secands

Bty ) @nd' B

Mareaiusty Tarfel Lo Wil par Mekeaga: | |5 nang awoands
batwwan &0 wra GEE00

Fiard Bourcs and Delay Waming Meprages: | 5end Mard lioence Messsges:
O wpe Datwek (res) O ves s
Ui DR frrmmat for beusen sassages
Use Dpfash (Tes] * Tes Mo

Heddage Compaiimas

Heddage Sebjeet I

e Dedau (M2]  Tes " Mo
shoe reapsnbes
an Templte Sysbem Gensrsbed

Fravese Massags &

Send Delyp Waming Merrages
O wipe Dafwsk (Wal T ves & Ho

Hediage Compaiitas
Hassags Fubjuct

Heshication Tesplate:  Spites Generabed

Misimyem Inberval Bebmasr Masssgen:  [T5i00 seconds
Manismas Fusber of Meddages 16 Sand:
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JRF—ADINHIR TAT7A4ILDEH

Ry A 7a7y A VvEERLEZ D, [Network] > [Listeners] ~— Y F 7213
listenerconfig <Y REFEHL T, TO7ua 77 A% ) A F—|T@H T

\ij‘o

WOFITIL, bounceprl 7' B 7 7 A /LA OutgoingMail V 2 F—IZiHH & E
j—o

3-10 Fminimalist] /S YR 7O 774 JLOFR

Edit Listeanar

Lislaner Sallings
MName: EL‘.QD ngMad

Tyoe of Lelaner: | prvale
Interface: | | nata 2 w TCP Por: |:'~5

Bownce Frafile:

Fooler: | | Hone
SMTP Authenticalan Profile: | | gone w

b SMTP Address Parsing Optians: | Opticnal settings far contralling parsing in SMTP “MAIL FROM® and "RCPT TO®
b Advanced: | Opticnal settngs Ffor customizing the behavior of the Listensr

b LDAP Quenes; No LOAP Sarver Pr

Spwhem Administa

les have beed crealed, Profiles can be delir
» [DAR

e [ Seoeme |
ZOMRT, BFA—N S b OREFROL I LY ET,

&
[
L
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N—T 4 VT E S VEERBEDRE

3-11
1RFTY v s 1) RF—:InboundMail
Host Access Table (HAT) :

WHITELIST: STRUSTED
BLACKLIST: $SBLOCKED
SUSPECTLIST: STHROTTLED
UNKNOWNLIST: SACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: SACCEPTED

Recipient Access Table (RAT) :

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

KAAY =T A%

@.oldcompanyname.com
-=> @example.com

IP 4 >82—7 = A X:PublicNet({:192.168.2.1)

A1—9*xv b 4258 —7 x4 X:Data 2

TSAR—F YRF—ADNIVR FOT 74 IILDER

() o7V yr URAF—IE,
EERINEH A,

IronPort BF A —JL
tXal)Fq4 FISATUR

1—YRry k28— 14X:Data1

|

‘ IP A >%—27 x4 X:PrivateNet(#l: 192.168.1.1)‘

754 R— b 1)y R+—:OutboundMail
Host Access Table (HAT) :

RELAYLIST: SRELAYED
ALL: $BLOCKED

T 74V hOEEE KA AV example.com
Received: ~» % — : DISABLED
<~ AHL— K

@.example.com @example.com

joe joelexample.com

Z DY AF—|X, bounceprl &£V 9
ZHIDNT A Ta T 7 AR
THEOWEHINELE, ~—FR
N UAF, T RLA

bounce—mailbox@example.com(:f&

CEXCEXR

[ oL-23081-01-J
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EFA—IEENEE

KEDOBTA—NADRELTEREIND &, ZEE AL TRILAAELD Z &
NV ET, AsyncOS Tix, 77 T4 7T A TR BEREST 774 T VAT

B RAA VHIZERBINDIA v E—VEEERTHILICLY, AvE—
FE Z el E I £,

56 Je I RE  (GUI Tl [Mail Policies] > [Destination Controls], CLI Tl
destconfig 2<% R) T 5L, ROHEBAZHIHCTEET,

L— MR
e [Concurrent Connections] : UV E— R RA ML TT 7 T4 T AR
9 &3 2 RIRFHERLAL

e [Maximum Messages Per Connection] : 777 A 7 » A% L\ Bt & B bh
FTHRMNC, F80E RAA VICEET DA v =V,

* [Recipients] : 777 A4 7 AR EOHIMITHED Y E— bk RAZ MK L
THET 2 ZEEE

e [Limits] : 58567 & . BLOMGA & A b4 T2 ic, HIRAZ#EHT 5 5k,
TLS

e UE— bk AR NMIKT5H TLS #fc a2 A, AlEE, LHOWTIIZT D)
(ITLS »&EH ] (P.3-64) &),

o TLSEmMMAMLELRVUE—F FZAPMIKHLTRA vE—UMNEIEINS & XIZ,
TLS X A3 x—2a UIRRIMLTZB BT 7— FaEET 21 E 7. 2
L, FAAL VHEMLTIERL, 77— LR ETT,

o UE— bk FRANMIHT DT XTORIE TLS #F CHHI 2 TLS GEHEOE
h Y,

N U R IREE

e IronPort XUV ARFEEZMHAL T, 7 KLV RA XX T HFLTTENE I D
(MronPort /N7 Af&GE) (P.3-72) & 5H),
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RYUR FATZ7PAIL

o BFEDVE—KFAMNIKLTCT FIAT U ATHASNDEI AN R T
TrAN (TT7AN DO R T a7 7 A%, [Network] > [Bounce
Profiles] *—Y TREL £7),

KIEED RAAL NKT DT 74V FREEAHIEHTHZ L HTEET,

A—IVEEICERT A3 —T 14 ADRE

WA % —7 A A% deliveryconfig 2~¥ 2 K, Av&—T 7 4 ¥
(alt-src-host), ELIIEETS— MU =A ZFEH L TRELRWVWEGEAIX, HA
A H—T A AL AsyncOS v —T 4 V7 T—T M Lo TE RS NET, H
AEZIX, THEN ZEIRT 5D & AsyncOS IZ L » CEIRENET,

IR O LB T, v—I T RLAE, A ¥ —T = ADXy hv R
T Z—TxAAOIP 7 FLRAZHEHTHZ ETHRIIESNET, EB5LH,
[Network] > [Interfaces] ~2—" £ 7213 interfaceconfig I~ R&EMA LT
(DI AT LDy b7 v 7RIZ) RESHET, 7 FUAZEMMAERD
Baid., X0 RN Ry b A BNMERINET, smEN T —ILDOgEE, 3
Ty MI#EE =AU F—T oA ARBTEFEINET,

SEER B — IV TIER WSS, Ny MET 744 ho—% ([Network] >
[Routing] X— T F£721F setgateway ¥ REZHEH L TRE) IZXH L TERES
NES, 74NV A—FZDIPT FLAZe—hALTt, A F—T x4
AlE, B—IN T RLVADOHAAL v F—T = A ADBIR)L— VIHE> TR ED
F9, & xiE, AsyncOS TiX, 774/ F L—FDIP 7 RLAREEN T
TIBEMBHRIP 7 RLABI Ry b A7 BBIRSNET,

N—T 4 7 T—T ML, [Network] > [Routing] ~X— (F721% routeconfig
a<wR) #EALTRESNET, V=TT T—TNLT—HT I b
UNR, 774N F =R BBEINET, L— FREEMICRITLE, B
FEREL R ET,

T 74 )L FDEEFHIRE

FBEWIE RAA LT EIZ, HHOBREX =2 —RNHVET, 20D, FAAL T
LB 2 O [RIFEREREHI PR ([Destination Controls] 7 — 7 /L CHE) 2"H Y £7,
& 512, [Destination Controls] 77— 7 /L TEARNTREN T ARNW—ED KA
ATk, T NTEELERO Default) HIRA#HEHLET,

[ oL-23081-01-J
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[Destination Controls] D&

GUI T [Mail Policies] > [Destination Controls] ~—<", %72 CLI T
destconfig 2 ¥ R LT, sukhl#—= b U Z/Epk, WE. BLOHIER
LET,

AL VIS B8R, *vE—Y, ZEEORDOEE

TFIAT U ATEFA—NVERET D HEEHRTL L2k, 77947
YAMBDEFA—NERI Y E—F RRANCMAOHNI V=TT =T P —
NIZARRPPDBERNE S ICTEET,

RAAL T, BEOHRIZS AT ATHBB LWL 2 ICT 28, BEA Y
TV, ZEEORREEH VL CEENTEET, 20 [Fy R R 3—]
F— 7 UiE, FESEHIEERE ([Mail Policies] > [Destination Controls], %721
destconfig 2 ¥ F (LLAT®D setgoodtable 2~ K)) ZHEHLTEZRLE
Ty FAAL B ERETDHITIE, ROMLEAHFERLET,

domain.com

F2X

.domain.com

ZOWEMEMRT S &, AsyncOS C sample.server.domain.com @ L 9 7247 K
AL OGEEHMERETED LRV ET, MRy T RAL L T RLA
EEBNCANT 20 IXH Y EH A,

Befie, A vE—v, ZEFICONTL, €FT HHIRAS Virtual Gateway 7 N
VAL VAT ABEOELLIZH L CHAIND O %R ELET (Virtual
Gateway 7 RV AHIRTIZ, IP A v ¥ —T = AT L ORGEREZE L E
T, VAT AEIEOHIRTIL, Cisco IronPort 777 A 7 A THF A S 5 Bt
DOAEFEEEELET),

Flo, BERETDIHBEPBESINTZRAAL U DODEMX La—RE RAAL U2k
ELoICk L THASND DO EHRETHI LB TEET (DAL VI
I, EFA—NVOZTFANCELTEEDO MX La—F3Rdb 0 £9),

BAEDV AT AN T 74 NI, RAL U HT20 500 Hefge, HEfed7z v 50 A v
’IZ“—‘:/\‘VC“@‘O
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INHOMEIZDNTIE, £ 3-8 EZRBLTLEIN,

® 3-8

[Destination Controls] 7— 7LD {&

Z4—ILF

Bl

[Concurrent
Connections]

Cisco IronPort 7 754 7 A Lk o THED KR A MIX LT
TONDREEROEKRE (KAL 2K, NI —T T =
TORANEEDDZ ENTEET),

[Maximum
Messages
Per
Connection]

FLWEER B SN D £ TIZ, IronPort 7774 7 2 AMND
FEE DR A MIxPT 2 B—REHERIC L THRIEND A v
=Y DRI,

[Recipients]

FEE ORI SN D ZEE O, None) 1%, Hi%
RAAL AR LT, ZEHOHIBENR 2N 2R LET,

Cisco IronPort 777 A 7 2 ANZAEE OB A 2 % e/
(1 ~607%y), #MEIC 10) ZfETDE. ZOMENT 1 E—
TN Y F9,

GE) ZEHFHRZ2EETLIE, FTCICFa2—RNIZHDL T
TORA Y=V E2Rn )y hahxd, 77
TA TV AZ, HLOZEERIRICE SN TA v E—
CEEELET,

[Apply
Limits]

HIBRAS KA AV BIKEZD RA AL NHRESNTZE A — VA
IP7 RLADELLIZHEHSNLZONEHRELET (ZL<DOF
AL TEBOMX La—RB3H 0 £3),

ZOREF, . Avie—V, ZEFOHIBICEN S E
TO

HIBRAS > 2 7 A4fR L 4% Virtual Gateway 7 KL AD EH 5T
WHESNDONERELET,

GE) IPT7RLADIN—TZEZRELTH, KBS — o=
A ZRELTHWRVGEAE, B — v =a T8I
HHHIRAZRE LN TLZIn, ZOREIF, KA
T=br 02 AZERTLEICRESNT VAT LD
HERMBIZLTWET, KBS — T =1 ORES
\Z2WTHE, [Virtual Gateway™ 727 / 1 ¥— |
(P.3-82) ZZML T EEV,

[ oL-23081-01-J
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|
Y
GE)  IPRZS Virtual Gateway 7 KL AZ LICHEA SN EETYH, VAT A2 OH]
RARARS — N U = OFTERE L7 % Virtual Gateway OHIRIZEET 5 Z
LILE~T, VAT A BRORIRE R RN FEETEET, f’&zi\ 450
Virtual Gateway 7 R L AN E I TWT, NAA ¥ yahoo.com (2% LT 100
X0 %< ORIREHEREAZ RNV X 9129 H121E, Virtual Gateway Ol R % [F]IRf
%ﬁj& 25 \—&hﬁi—‘ l/i‘d—o
N
GE) delivernow A< R&ETRTD KA AL NIx L THEITTH L, destconfig 2%
U RTEMENTWDITRTOI T ZRn )y hEnET,
TLS OEHE

N A A Bfi7 T Transport Layer Security (TLS; T v AR — Mgt F= )
T4) BHRETHIEHLTEFET, [Required) RENVFESINTHE.
IronPort 77T A 72 AD Y AF—nb KA A D MTA (2% L C TLS £k 28 %
dyvr—hEnET, RIvEI—va L CRRT L, B A I ORERE
ML TEFESNERTA, FFICONTIE, TEUFREO TLS 3 L UFEHERFED A
x—=7 k) (P.2-42) B LTS,

TLS BN MBI KA A A v =V EEETIEICTLS f 2 vm—v 3 v
DR LIZEA. IronPort 7 XA TV ANT 77— 2R E3T 508 ) nafiE
TEET, 77— F Ay EB—VEFERKLE TLS 2T —3 g VOIS R A
4/%75&2.?2%?73“ IronPort 7 7T A 7V AlX, VAT LT T— ]\0357/1’7
H:Ej(r L)L 77— b 7"511;:7;—5 XK Ogm%éhﬁ_j—’\‘(@ ,TIII%.

F—hMAvtE—T%EELET, GUI ® [System Administration] > [Alerts] A
Y (F721X CLI @ alertconfig 2~ K) AL CT 7— FOZEZEZEH
TEET,

TLS 8t 7 7 — b % A X — 7 WIC T 5HIZi%, [Destination Controls] ~<—®
[Edit Global Settings] %2 U v 7 £721% destconfig -> setup ¥ 7 A< K%
EALET, Ziux, RAASVHEATERLS, ZFr— L RRETT, 7774
T UAPBUR AT L2 A v B — Y DOFERIZ- OV T, [Monitor] > [Message
Tracking] N— Y FE72E A= a7 EHEHLET,

T RTOFEE TLS IR FEHELRET O MERH Y £,
[Destination Controls] ~— <" ® [Edit Global Settings] F721% destconfig ->
setup 7 a~<wr REMFEHLT, EAELHEELET, (EAEOREFIEIZON
Tk, FEAEORSE) (P2-32) #ZML T &N,
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77— N OFERIZ DWW TIE, [Cisco IronPort AsyncOS for Email Configuration
Guide] @ TSystem Administration] Z#ZM L T Z IV,

IronPort A\ RARKREEF XV T DEE

FEEEINDA =NV ARIED Z X2 T TONENE I D ERETEE
T, 774N MIHLTIEETDHZ b, FFEDSEEICH L TIEETSHZ BT
ETFET, TTAN MK LT AREEE A X —T M LT T, BRI 7B
ShRtFRE U CH LWSBIEEERT 2 2 &R L EJ, iz Tid,
MronPort /X7 v AKGE] (P3-72) #ZML T 7Z& W,

INDRADER

VE— K FAMEMETOIHERCZEETOREFETE 57210 TR, 20K

AATHEASNE RNV A a7y A VERETDH I L TEET, FBHET

HENRYURATHET 7 AWK destconfig AT RD S5 BEOD N T LIIERS
NEd, "2 7a7 7 A NVERELRVERIE. T2V ORI R T
o7y ANAMERAESHET, FEHICOVWTE, THLWAY R a7y A 1D
Bk (P.3-55) #ZMRL T a0,

FLUOSEERBET > b1 DB
O OFEIEHE T N Y 2B 512, ROFIEEZFETLET,
A7Twv7 1 [Add Destination] %27 U v 7 L7,
AFyFT 2 UMV ERELET,
AT9T 3 EHEEFEELTHRELET,
FEEFIE LT M DRE
SuSEHlf= o b Y ARRET DI, ROFIEEZEITLET,
AFw7 1 [Destination Control] ~X—® [Domain] 77 L TRAAL V&% 7V v 7 LET,

AFwT 2 EHERETVET,
ATvFT 3 AEHEERELTHEELET,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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SESCHIE T > 1) DHEIER

1 DLl Eosafelil= t U ZHIERT 51213, ROFIMEZFITLET,

ATFvF 1 EMOITFLEDF =y IRy 7 REA AL T, 2Oy M) () &R
LET,

ATvF 2 [Delete] #7 V7 LET,
AFwF 3 HIBREERLET,
F 7 v hOsiHET 2 b U ITHIBRTE A,

BEFHIVR) AV T74FXaL—2a3 DA R—FEEVITHIRER—F

DO RAAL L EFEBLTWAEAIEL, TXTO KA A v o5kfilii=r b %
ERTAE—-DaLr 74 Xal—ay ZyAAEERLT, 775347 R
WA VR—=FTEET, 374 Falb—vary 774 L0OEXIL, Windows
INI=2> 7 4Falb—vay 774 0ERTHWET, FAAL L DONRTA—FiTk
svavicEldon, B varAELTRASVABERENET,
X, B2 v a3 4 [example.com] ZfEM LT, FAA  example.com D/37

A—=REIN—TICLET, EBEINRNVTRTONRTA—ZL, T T4V O
SESCHIE T R U DB ENET, T AN hOSEERIET S Y DT A —
HEEFRT HICIE, a7 X2l —v3 77 A/VZ [DEFAULT] B 3 v
AEDET,

a7 4FXalb—vary Iy ANNEAL L R— TDE, TTI3A4T 2 ADMEH
HEz N BT RCEEEZINET, 2L, a7 Fal—var 7y
A JVIZ [DEFAULT] BZ ¥ a U DNEENTWARWES, F7+4 b = MU E
EBEXINFERAL, TOMTRXTOREGFOSELHIE T Y THIBRSVET,
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AT 4 Xal—vay TrANTIE, FAALICH L TRDNNT A—H & 5E
ETXFET, KD [DEFAULT] BV 2 a v TlE, T _XTHO/NTF A—FZBNUHETT,

® 39 EEFBEaIL I« XaAL—2a3Y T7MIILDINS A—4

RTA—R 4%

Bl

max_host_concurrency

Cisco IronPort 777 A 7 > AT & o THE
DA A M L TIT 4 D 3815 Hakt DI K
RAAL UK LTI DONRT A= 2 EEETD
LA, limit type BIO limit apply A
TA—ELERTDMNENDHY 7,

max_messages_per_connection

L WEE B X D £ T2, IronPort 7
TIAT VANDREEDR A MIxd 5 H—
G IR LTSN D A v =V Dk
KIK,

recipient minutes

Cisco IronPort 775 A4 7 v ANZAZH DK
Bz DHIM (1~ 60 4y), 215 HIR %
HALARWE S IZT AT, REEROEEIC
LET,

recipient limit

e E DOMWIRINICEF Al S 2 Z A58 D EKREL
ZEEHIRZEA L 20K I 2561,
REZEDEEIZLET,
RAANZH LTI DONRT A—F EEHT D
e recipient minutes, limit type.
BIO limit apply INTGA—HHLERT D
VBN H Y £,

limit type

HIRD KA AL U RIREZFD KA AL IZHRE S
NFEZA—NLZHIP 7 RLADEL 52
HENDZONEREELET,

WONWTNNDOEE AT LET,
e 0 (F7mlThost) : RAAL L OBGE

o 1 (FE/mlTmuxip) : A—NAZHLIP T R L
A DA

[ oL-23081-01-J
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% 39 FEFHIL 74 X21L—2aY T7ANLDIRSA—5  (#E)

NS A—4R % H L

limit apply HIBE A v 2 7 A4k & & Virtual Gateway 7
RLADELGICEHAIN DO ERELE
‘j‘O
WOWTNNDOEE AT LET,

e 0 (F72iL system) : AT AEKROGH
o 1 (F£721F ve) : Virtual Gateway D4

bounce validation NG UARRGET RV A XX T a4 124
LEMEIMERELET,

WOWTNLOEZEATILET,
e 0 (F71Toge)
e 1 (¥721d on)

table tls RAA D TLS FEEFEL 9, S
SWTIE, TEMERF D TLS 3 L OVGEBA B0 FE
DA X —T k] (P2-42) ZHRLTL
W,

RONTNIDEEZATILET,

e 0 (FE7iZofr)

e 1 (F721% on) : Preferred] DA

e 2 (F71F required) : [Required| DGE

e 3 (F7iXon verify) [Preferred
(Verify)] OBFE

4 (jﬁf:ﬁi requireiverify) :
[Required (Verify)] D&
LEFHNTIE, RXFE/DXFOXRFNITH Y £
A,

bounce profile fEHT AT R a7y A VD4R, 7

0— L F T4k RN RRERFEAT
) iﬂ%/ﬁ\fi‘ default,
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® 39 EEHREIAL I X2L—23 Y T7MINONRTA—F (#HE)

NS A—4R %

B8

send_tls req alert

WD TLS N KM LT BB Ie T 7 —
BEETDNE DD
RONTNIOEE AT LET,

e 0 (F7iTorr)

e 1 (F7iF on)

I e — N LERETH Y . [DEFAULT] 50
SEHIET s b ) TORMERTE 9,

certificate

F15 TLS Bt TEH SN DEERAE, Zhid
Ja— VR ETH Y. [DEFAULT] %6 5¢HIE
T MY TORFEHTEET,

GE) FEHEEZRELRZWVWEEIL. 7O
AEHENEID S CHENETR, TE
OFEAELFHT LI LFEXaT
TR 20, SE O I I3
T&EHA,

K * 4 > examplel.com, example2.com, 3L T 7+ /L b OsiseHliE= b

VoFl 2RISR LET,
[DEFAULT]

max_host concurrency = 500

max messages_per_connection =
recipient minutes = 60
recipient limit = 300

limit type = host

limit apply = VG

table tls = off

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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bounce validation = 0
bounce profile = default
send tls req alert = 0

certificate = example.com

[examplel.com]

recipient minutes = 60
recipient limit = 100
table tls = require verify
limit _apply = VG

limit type = host

[example?2.com]
table tls = on
bounce profile = tls_failed
FEOFITIX, examplel.com 35 L T example2.com (22 TR D% S il — >
FUDBERESNET,
examplel.com
Maximum messages per connection: 50
Rate Limiting:

500 concurrent connections

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways

TLS: Required (Verify)

Bounce Profile: Default

example2.com

Maximum messages per connection: Default

Rate Limiting: Default
TLS: Preferred

Bounce Profile: tls failed

[Destination Controls] ~~—"® [Import Table] /8 % >, F£721X destconfig ->
import A< Y REMEH LT, av 74 FXalb—vary 774 VFR—FL
F 9, [Destination Controls] ~—"® [Export Table] 8 % >, £721%
destconfig -> export 2~ R&EMEH LT, sEkHll= Y % INI 77 A /v
WCE I AR—=PTH2LHTEET, =7 AR=FSNEINI 7 7 A /VIZi
[Default] RAA VEHT U MY HEENTHET,

SESEHI{E & CLI

CLI T destconfig 2~ &AL T, smLHll- N 2R ETEET, 2
DAz RIZDOWTIE, [Cisco IronPort AsyncOS CLI Reference Guide] TitH
LET,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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IronPort /3™ > X 1&EE

(R Z] Av—U1%, ZEMO MTAICL>TEEENRDIHFHLVA v E—
VT, TOBEBFA—NOT N —TEEERF LT X — 7x1u%kbf
ﬁ%éﬂiﬁo_@ﬂﬁ/xi JED A =V BREE AR & X (@
ZEHET RUVARFELZWEYD), BFIIEO= R —T%ES
(MAmanm<>)TI/«m TEEHEICEYIRSNET,

ANRDEEET., Bolsi LB C LN AR BIZEDABEBF AN A7
FTARNT I F v ~ORBEFTETHOLTCNET, 20X RIBE, RO
EHER A=) =N LoTEEEND, BRENT LA XAy E—UIZEoT
ITovEd, ERMIZ, ANRNAREENMERT I mEATEH, —7
L—BIO Vo] Xy N7 5RBBLTIEIER FA AL U TEYRAEE
WOHBHT RLVA (o Xa—7ZEH) CETA—NVEERELET, 20X
A vE—VU T, TR =R EEMEEIND 2D, ARNLTEYR R A
AVMHBEFEINZLIICRZIET (ZHUE Joejob (YPa— var)) LI
W Ed),

WIZ, Whlex "o —TZEHRICLIEFETA— LT LI, ZEMOA—

= NZLoTHLWETA =L (NT R Ayt—) DERIIL, I

MER ALY (2 _Xa—TREET FLARBEINTZNAALY) OF

A= VIEEFEBICEB SINET, TORR, Z0¥—F v b FAAL 03, o

AN ESNZ) RN U AEZELET, TONRTR % /Jz*“/“
. BEFCLBESZENHY £, DX D 2458 DoS W . E
*/1/4’/771 N F¥MEO LT, #—Fy FPRIEYRE %%%/W)

ZAEEAT AL D 7,

RO TR B AR E LoD o AT HALT D728, AsyncOS (21X TronPort /3
U UARGERAE SN TWET, £ X —T7 2T B L, IronPort /X7 > ARRFEIC
YoT, FOIronPort 77 I A TV AMBLERENIZA vE—V D Ro—
TERET FLRIZE TR T onET, WIZ, TronPort 7774 7 A TA(E
LRIV A RAyE—DT, ToR_Ra—TZEHEIZZOZ TR TNENE
IMBTF =y ENFET, ELRATUR (ZOZTHFNTND) ThiZ,
ZITPIEINTEREEINET, 7B THRNART R X yE—UF, J
DRI EATZE T

IronPort /N7 > ZRFEZEFEH LT, FBIGA—NIZHE SOV TERB AT R Ay
=V EFEHCTEET, IronPort 7774 T 2 ATHEEA—MIIESWHTREN
U AEERT BITEOHIENZ SN T, R U A LEET A —/LOMLE
(P.3-48) #ZML T ZE,
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BWE . X245 & IronPort /379 > R#REE

NGV ARRREE A F—T WV L TETA—NVEEREFET DL, IronPort 777 A7
VALK AvE—YOrrRe—TREET FLARFEHEZONE T,
L iﬁi\ MAIL FROM: joelexample.com 7 MAIL FROM:
prvs=joe=123ABCDEFGRexample.com [Z725 & LET, ZDOHID 123... £ H
XFHNE, (R U ARFEX 77 ) TH Y, IronPort 7774 7 2 A2 X - TiEfE
SNDHLET, moNn—FREHICBMESNE L, 20X 7%, NU U
FERECERESINEXF—2HEHALTAEREINET (F—DEEICSW T,
lMronPort ® [Bounce Verification Address Tagging Keys]J (P.3-74) #ZM L T
KFEEW), ZOAvE—URARATURATHE, NYUVANOTZ R —T%(F
FET RUVAIZBFILZONY VARGEY 7B EENET,

T I AN R TEH VAT ABERTAY VAL X T oA F—T VEET 4
=T TEET, FFED RAAL IR LT T VARFEXY X T oA 2 —7
NEZET 4 =T NMITHZELTEET, FEAEDHA, T 74V FTA
F—T ML TEE, BRIV 2 ERM e R A 1 % [Destination Controls] 7 —
Tz HIZE LE T ([[Destination Controls] O H | (P.3-62) & &),

A=W ITREDOT RLVARTTICEEFINLTWAIEAIL. BloZ 7 HREM
ENFEHA TronPort 7 7T A T UV AN A A vytv—T% DMZ RO
IronPort 7 7 A4 7 v ZIZEAET B HE)

BENIVUR Ayte—DDONE

BN 2 TREENTODI AT U RFEREIRET, ¥ 7 PBHIBRSh, =X
0—7ZEENETINET, Tt BTA—NL LT IFTALA D RAL Y
<~y THHEOERICEAELET, IronPort 777 A 7 L ATH T O WNTWNRN
N ARE T REGA NN o A EE LT, ERT DD, Fh
LU DAE D Ny F—F BT DO0EEHRTEET, FEMTOVTIE,
MMronPort /N7 > ARRER E DR E] (P3-77) Z#ZR LTI LIV,

NV ARRAEY T LR WEE, X 7 OARICER SN —0NEE Iz
A, $EAYE—UN T HLYD HEWEE, O RA v E—1 IronPort /3
VARRFETCER SN EITME - THRbIET,
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=& 20, DO A—)v a 2L, IronPort 7774 7V ATHEGENTZNT
A A yBE—=UIRENTHET,

Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192
Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce,
rcpt address <bob@example.com> rejected by bounce verification.

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving
aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted

GE)  FERDR A—NEMEDONA—L P —3 (Exchange 72 &) IZEET 256
X, 2O KA A 2% LT IronPort /N7 > AEFEX ¥ 7% T 4 —T )L
IZLTL SN,

AsyncOS TliZ, NT U ANRX O MAIL FROM 7 RL2 (<>) BRESNL

A= THDHERRINET, ¥ I/FEOT R —TZEENEG TN D5 ATRENE
DBHDHIEAT A A=V DEEIEL, LOBECHRRY o —NEHINET,
FOLOBRGE. T HTOXF—RKIEE I, hnF—LD—HbLFIONE
7T

IronPort @ [Bounce Verification Address Tagging Keys]

XTI, NUUARGEY T ERAERT D L XIZ TronPort 777 A4 7 A
THAEINDTHFAFLFTINTT, RALUNDLEEEINDITXTOA—LIZIE
—BLTH ™ fHiFondizd, 3TO IronPort 777 A4 7 ATH LF—
AT ZENEBENTT, 2OLOIZL T, D IronPort 7774 7 2 A
TREA VDo _Rua—7EEEICY IR T 6554, B3O IronPort
TIITATUVANBRT U AEZIELTH, TOFERFENNT L ANMAEE L OEUE
EhEv,

X037 BEOMTFHE NS 9, 22X 7T HEO Y bt X F F—
AEHEEETCEET, TOHA, IronPort 7T 7 I A7 A7 BLY BEH LW
INETOTRTOF—2FEHLT, 7O\ Ave—VERIELELY L
*7,
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IronPort /N > R{&REEE HAT

AsyncOS {21, IronPort /N7 > ZMRFEIZEIE LT, ¥ 7 OfF Ty
AEHNETHENE I DERFNTD HAT R ELHY £9, 774/ bEEIR
NNz THY, 27O NTHRNARY AT TH D L RSN ET,
Z 512, [Mail Policies] > [Bounce Verification] X— Y TER SN 7eT7 7 v a v
ilﬁéof AvB—UREEINDID, FREAAT L~y X =R fHnEhE
T TV Z@IRLTZBE, X 7OF TR U RTIEHTH D & R
S, P ANLGRET, ZhiX, ROXHSRFIVATHEHATEET,
BIA—NEA—Y 7 VA NMIEET DI LEZRFHL T2 =P RN D L
LEF, LML, A=V 7 UARNTIH, = _Xo—7EEFOBEE Y b»
bOAYE—=VOHEZFANTHET, 20X REGE., 2—Fhb0X 7t
ERAE—VIEZITANLNEEA (X ITEHMICEFRESND D),

ZDOEI Ipa—FERET D101 WOFIEEFEITLET,

AFYT 1 a2—FRA—NVEHEEFELLI ET 2D R AL % [Destination Controls] 7—7 /L
BINL, 2O RAAL VKT XX T E2T 4 E—T VT LET, TOREE
T, 2—VIIMERL A—VEREFETEET,

ATFvT 2 UL, ZORALUDEDORT LV AIZY TP NTORN T, N7 A%
WYY R — T DL, FTDORAAL LV OBREETN—TZERK L.
[Accept] A —/L 7 r— KU I —® [Consider Untagged Bounces to be Valid] /¥
TA—=L A R—=T M LET,

3-12 [Consider Untagged Bounces to be Valid] HAT /85 X —#4
Soam Dwtechon: | (=) ppy Dafesk (ond O on O off
Wiruz Protechion: | (5 Uge Defask (0nd O on O o
Ercrp phon, wndd TRE! | & yge Cedug (0f D o D pradermed O Reguired

St oo - - - -
SMTR Aisheshicahicn 5 Unw Dadault (O] 0 08 L) Pradermed LU Raguared

¥ Bgth TLE and SMTF | paguirs TLS To Offer SMTP Authantcaton
Aumestizaban are eabled

Dermnasn Kay/DEIM | {2 Lige Delwalt (0} Con 008
Tagrerg

DE M Verfication: | (& yise Datask (08 Chon O o
EPFYSIDF Verficaton: | {5 s Dotuet (o) Olon O o
Cardarmancs Lavel

Domngreds PRA vanfication remlt i © gs Delault (M8] o Ve

Wil Tarules s o Midosl-Fros
=are uped;

FELD Tenk e Dedu [Omi) off on
Boyncs Verficabon Carpder Untsgoed Baimces 32 be () e Dedeu® (421 T ves Ohs
Wik
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IronPort /\7) U X BEEDfEF

IronPort /XD AMEFEZ R ET HIZiE. WOTFNEZEITLET,

AFyF 1 ¥X 7 F—% ASLET (I[Bounce Verification Address Tagging Keys] Mgk
E1 (P3-76) 2BH),

AFwFT 2 NUZARIEREEZRELET (TronPort N7 v ARFERE DT (P.3-77)
5,

AFw7 3 [Destination Controls] ZfifH LT, NU v ARFEE A 1 — T M LET
(MDestination Controls] fEH ] (P.3-62) &),

313 IronPort @ [Bounce Verification] R—%
Bounce Verification

Bounce Ferdlicalion Setlings
Atian when invalid bounce recsived: | Reject

Smart sucephions b teggng  Tnaslsd
Edd Sethrgs |
Bounce Yerdication Address Tagging Ceys

Ardress Taggng Keye Status

seample com's baunce | Current
kay .

| Kot wied in ore mankh v |

Key cansn [ Preveasky aned |

[Bounce Verification Address Tagging Keys] M%7

[Bounce Verification Address Tagging Keys] @V A hiZi, HEOF—, IOV
BEICHEH L TERLHIBRS AT RN =N RINET, FioXF—%2 BT 5
WZiE, ROFIEEFATLET,

AFwv7 1 [Mail Policies] > [Bounce Verification] ~*—"C,[New Key] #7 U v 7 LE7,
ATvT 2 TXANLTHIEASL, [NewKey] 27 Vv LET,
ATvFT 3 EEERELET,
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F—0HIR

HWT RLRA 22X Z—%HIRT 21203, TAFT 0 A=a—nbHIRT 5
= V&R L, [Purge]l 227 YV v 7 LET,

IronPort /A7) > R REFEREDERTE

N ARRERRE TR, WY R B E L L SIIFETT LT 7 a vk
BELET, N ARMGEREZHET DITIE, KOFIREZFATLET,

AT7wF 1 [Edit Settings] %7 U v 7 L%7, [Edit Bounce Verification Settings] ~— 23
RRINET,

ATF9T 2 EHRNTUREBEETDEON, HAZ LNy F—% X =BT 50
DEBRBRLET, ~y ¥ —2BINTH561E. ~y & —DAREEE AT LE
\?AO

ATy T 3 MEZLEUT, Av— MMEREEZ A X—T7 M LET, ZOREEFEHTS
L. BREANEREA—NVOHEFT1IOOY AF—%2FHLTWDHHAT
HoThH) BEA—IN Avt—T BIOHARA - = TEREINE Y
VARV ENT S ARGELE NS BBIRICERIATE S LI LET,

ATv7T 4 EHEEXELTHELET,

IronPort /x> X#&5E& CLI

CLI T bveconfig ¥ REB I W destconfig 2~v 2 FEMFHL T, NU AR
MEEHETEET, IhbDa~wy RZ2WTiE, [TronPort AsyncOS CLI
Reference Guide] T#WL £,

IronPort N\ U RBEEE IV SRR KRTE

N ARGEE. W70 IronPort 7 77 A 7 ATRHRIL TR VR F—] &
ALTWBRY, 792A% a7 4Fal— g TEIELET, RUF—%

AT L2HEE, EHE0DOVATATHIEYRAY U RAEZITF AN LD LER
HYES, BEEHEDO~vF— Z T /X —1X, % IronPort 7774 7 > AIZEHA T
TH 0 EFHA,
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BFA—ILEE/INTA—R2DERTE

deliveryconfig 2+ K&, Cisco IronPort 777 A4 7 LV ANLES A — /L&
BfET 2L EIHHINDEINNTFA—FERELET,

Cisco IronPort 7 77 A 7 > AiX, SMTP & QMQP & W5 D A —)L Fu h
ANEFEALTA—NAVEZELET, 2L, TXTOREET A —/VIE,
SMTP ZH L CTHRMEENE T, D=, deliveryconfig 2~ KT 1
NIV DIRENRRETT,

GE) ZoHETHHTIEESa~Y FOW ONE, v—T 1 v 7 OEEICEES
BRELEY, V=T 4 T OBEENOREEZZITIZ LET, 5O NT
&, [ Cisco IronPort AsyncOS for Email Configuration Guide] Df}#% B
lAssigning Network and IP Addresses] #Z L T 72 &0,

FTIFILEDEEIPAVE—T (4R

TI7HNVETC, B A—NEBIIEIP A H—T 2 AEEFIP A F—T =
AATN=TBEHENET, BERESNTWDLEDIP A X —T oA R F
FIEIP AL E—T A A TN—TTHRETEET, HEDA L F—T xR
DIESINZ2WEAIT, ZIEFHFRA MLE@EET D L (T surp HELO 2 ~< 2 R TT
TANNOBUEA v F—T oA R LB DT R MABER I NLET, IP
AU H—T 2 ABRET HITIL, interfaceconfig 2~ R&ZEHL E9,

BIA—NREA L F =T =4 ZAOHBHRIREFE T2 L 2O —WTKRD LB
nTY,

o VUE—DFDEFA—NH—N"RREFHAE—T A ZADNT N EF
CH7xy b EZHDHBE, FT7 74 73— B2 —T = A L%
M ET,

e auto-select IZFRE L7723 A . routeconfig ZHH L TRELIZAZXT 4 v 7
— NIWEZ/D T,

o ZTOTHRWEE, 774NV N F— b oA LRI TRy N EZHDA
Z—T oA ANEHENET, T XCTHOIP 7 FLATRLIIHTH0— b
NEEOSE, FEHAEER S bR LIRNA VX —T oA ABFEHINE
K
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Possible Delivery ##E

Possible Delivery #RES 1 Fr— 7 W72 5 &, AsyncOS Tlk, A vE—YAKRIL
NEEINTOLOZEBFRANRIRA v —VOZEEZHRT D ETORIZH A A
TUNTLZTRTORA =% [FEAREEHY ] THDERRLTHRVWE
T, COMEEAFEAT L, ZEHERA N THET 5T —I2L 0 %Z(EOMBN
HFONAHMAIL, Ave—Y0a b —5EHZE LR CTELET,
AsyncOS Tlk, ZOZEEZFRERREEHY L LTA—L v JIZiEkL., 0
AvE—UEETLELOL LTRZLEY, Possible Delivery #fEI%., A % —
TNOEFIZLTEBLZEEHELEL 9,

T 74 )L F DR KRIFFESRER

TTITAT VARFEA v =V ORME THLT 27 7 4V N O KRR
LIRETEET (VATAEEDT 74V MEIRAA 2 Z &2 10,000 #5: C
T)o ZOHIRIE, VA FT—H7 D ORKEIREFGE A v —VEEH (VAT —
STV DOT7HNME TTA =K URFT—T 600 Hfi, 7V vr R
F—T 1000 ki TT), T 7 AN ML O LI WVEEFRET D . Cisco
IronPort 7 — h D = A RPN FR Yy NV —F7 2 XELARNEIICTHZ N TEE
T, I 2, BEDT7 7 AT U — A PNRKEOFEwREZ VR — N L2WEE,

D X 5 728255 CiX Cisco IronPort T Denial of Service (DoS; ¥— b X E4) %%
ENSIERZIENDZERH ET,

deliveryconfig 4l

WDOBITIHX, deliveryconfig I~ REMHHLT, 774/ DA H—T =
A A% [Auto] IZL, [Possible Delivery] %A x—7 /M LET, VAT AL
KOIKRIEE A v 2—VEUZIL. 9000 Hft T,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[ oL-23081-01-J
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[1> setup

Choose the default interface to deliver mail.

1. Auto

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)
5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y

Please enter the default system wide maximum outbound message
delivery

concurrency

[10000]> 9000

mail3.example.com>

INTEFA N T = Tz DaL T4 FXal—2a 3 kOE IR E
\?‘O
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N—T 4 VT E S VEERBEDRE

HBEBLUVERE/SA—2DERE

187Y v ¥ 1) XF—:InboundMail
Host Access Table (HAT) :

WHITELIST: STRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: S$THROTTLED
UNKNOWNLIST: SACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: SACCEPTED

Recipient Access Table (RAT) :

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

RAAL Y =7 AR

@.oldcompanyname.com
-—> @example.com

IP £ >4 —27 A X:PublicNet({:192.168.2.1)

A=Yy b L2 —TJ x4 X:Data 2

IronPort 8F *—JL
2XalF4 FTSAFVR

A—YRYy b 4V82—T x4 X:Data 1

(;KJK kN small-isp.net M

’IP £ >5—7 x4 R:PrivateNet(#l: 192.168.1.1)’

754 R— | 1) F—:0utboundMail
Host Access Table (HAT) :

RELAYLIST: SRELAYED
ALL: $BLOCKED

T 74V FOEFE KA A : example.com
Received: ~ % — : DISABLED
v AHL— K

@.example.com @example.com

joe joel@example.com

destconfig T2 MU LT,
RIRERERE L 100, & 721X Virtual
Gateway 7 N L 2 Z i ] L Tkt
P 10 ICHIBR S v E 9,

deliveryconfig 2~y R&ffEfH L
T, BT A—NVEEHA V52—

T A ADOHBEREHEHL .,
Possible Delivery #re% 1 *— 7
M LFE L, VAT A2EKORK
KEEEA v E—VEEIZ, AFFT
9000 [FIRFHERE T,

[ oL-23081-01-J
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Virtual Gateway™ 74/ Ao —

Z OIETIL, IronPort Virtual Gateway™ 727 / 1 ¥ — & ZOF| A, Virtual
Gateway 7 R LU ADFEHE, L O Virtual Gateway 7 L ADE=Z B LW
BHFECONTHHA L ET,

IronPort Virtual Gateway 77 / 2 —TiX, A M T BT XTD KA A %t
LTHRARDIPT VAL RA MM BEORAAL 2 LT:L/&? 774
A A=V = U= ZREL. HL%E@T7747/XV\] LTV

BHTH, TNHD FAAL Zx L TAICREDE ?7‘*11/1') o— il 3
FOANRLH RIS 2 AFRRTE £ T,

G¥) A TE % Virtual Gateway 7 KL 20%iZ, M35 IronPort 775 A 7 > A
WCEoTERVET, —EHOTTI7AT A ET TR, HEESF—2EHLT
%< @ Virtual Gateway 7 RV A2 H KR — b TH X7 v 77 L —RNT&F
T, HHT 2T 7747 L ATO Virtual Gateway 7 KL 2D ET v 7 7 L—
R3 532V TiE, IronPort BRFEARBEEICBMWVEDELZI W,

M=

BERIAS v —LBFA—NTEEEOGVII 2= —2a VEFEBTED
X5z, A ® Virtual Gateway 77 / 2 U—3BFE Xk L7, Virtual
Gateway 77 / v V—%fi 3% &, Cisco IronPort 777 A 7 > A %’i’f@iﬁ@
Virtual Gateway 7 KL RAIZ3EI L, Z0O7 RUAZFEH L TET A — L&k
fEC&EJ, % Virtual Gateway 7 N L ZIZiE, BllxDIP 7 KL A, RA ]\Z.\
RAAL YV, BEOBE ANV Fa—PE26NET,

Blx DIP T KL A ELARA N, %4 Virtual Gateway 7 KL A IZHID ¥ THZ LI
O, F— U2/ BRHETEREINDIETA—NABZEHEFRANTEL# X
., BEREBEBTA—ANARLERRENTT Ry 7 SNDIOESZENTE
%9, Cisco IronPort 777 A 7 > A|Zi%. Virtual Gateway 7 KL X Z & (T
SMTP HELO 2% RTIELWARR N Ef G TELEERERENHY £5, 0O
728 . {5 ® Internet Service Provider (ISP; 4 ' #—% v k —E X 1
A=) BWDNS V> 7T v T %FE[TT 5 &, CiscolronPort 7774 7 2 A
Tld, £ Virtual Gateway 7 F L 2 THESNTZEFA—LDIP 7 R I/X
L—HEIEAHZENTEET, Z<DISP TIIREEBE A — L ERET L7201
WDNS vy 7 7 o7 HFEH LTS 0, ZOKREIZIEFEIZH H T, ¥ DNS
NPT 7T TOIPT RUAREEMAARNDIP 7 RLRE—HLRWEGA,
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ISP Tld, REHENRETHHERR LT, BFA—NEAWET LHEENEL
Y 9, IronPort Virtual Gateway 77 / 17— TiX, # DNS /L v 7 7 v 73k
FROIP 7 RV A LFIZ—EHTH720, AvE—VURERET 7o v 7 T
LEIDOEBTET,

% Virtual Gateway 7 FLATO A vyE—VH BlxDA vy =T F2—(2HY
BCoHNET, ZEHBF A NTRED Virtual Gateway 7 RV ANLDOES A —
NETay 7 LTWAEE, TORA MIOA vE—IVFF 2 —I105k S, K&k
BIZIZZ A LT U R LET, LaLT7 Ry 7 SRLTHWRNWEIO Virtual Gateway
Fa—NICHLFAL RAL VFEOA vy =V, EXCEEINET., Zhbo
Fa—id, BEETEIObLOL LTHRONETR, VAT LE], X/ L
N— N OBERETIX, BIRBYRBLE 5§ T Virtual Gateway ¥ = —23— KD
HDE L THEDILET,

Virtual Gateway 7 FL ADHRTE

IronPort Virtual Gateway 7 KLV A ZfREST DENT, BFA—LDOE[FITLE LT
FRHINAIPT FLADOEy FE2FEIDV S THXERH Y £9 GEEMIZ OV TR,
[Cisco IronPort AsyncOS for Email Configuration Guidel @ TAssigning
Network and IP Addresses| #ZM LT 7Z&W), /=, IP 7 RLARHFHR
BRA NGRS ND LS DNS =R ELSEESNTWAMERDL D £
¥ DNS #—"BELEEShHTOWIIE, ZEEFRAFTHEDNS VY 77 v
TWNFEITIND & AR P/ AR M OXTICER S ET,

RET—FI A TERTSHFLWLIP A 2—T x4 ADEK

IP7 RLUARLARA NN L7 D, Virtual Gateway 7 KLV AEZFRET 5728
2y ETEZDOIP/BAMLDORT THLWIP A —7 =4 AZfERl L ET,
FhiZiE, GUI @ [Network] > [IP Interfaces] ~—3’, F72i% CLI ®
interfaceconfig 2~ F&EMFEHLET,

PALH—T oA RERELLDL, BEOIPA X —T A A H—T =
AR TN—=T~NLEETEET, 2T N—T1F, BT A —/VORMEIFIC

oy R rey) FXATIEFICER SN S Virtual Gateway 7 KL A ZE D X4
THIENTEET,

WFERIP A X —T oA ZAEER LIZD, 2 DD LT Virtual Gateway 7 R L
AEBREL, HIPA L H—T oA AEIFA v FZ—T oA A TN —TF B EE
INDEBFA—IN FY o= EBTERLET,

[ oL-23081-01-J
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ATFvT A1 altsrchost 22 REFHTL L, FFEOXREHFIP 7 FLAE T o Xe—
TERET FUADERNOHRA MO IP A > % —7 = A A (Virtual Gateway 7
FLR) FHEFAE—T oA A TN—FIZEFA—NEw v 7 LTEE
TEFET,

ATFYT 2 A=V 74N EZEEALT, BERARDIP A % —7 =4 A (Virtual
Gateway 7 KL R) FlidA v A —T oA A TN —T2ERLTCT7 77 f&D
AvE—VEBETIREDOT7 4 NV EEFRETEET, EEFEILH AN (Virtual
Gateway 7 RV R) BET 7 v a ] (P6-87) #BML T ZIW (ZDHE
WRIR DO FEX Y FREERH Y | 3877TH),

IP A5 —T A RAEVERRT DEEMIZ DWW TIE, [Cisco IronPort AsyncOS for
Email Configuration Guide] Of}#k [Accessing the Appliance] #ZM L T 72
SV,

ZZET, IS5 ICRT LI ERINTKRDA V F—T = A AT, &
FA=NV = T A OREEFEHLTEFE LI,

3-15 NIV G AVE—TIARETFAR— b A28 =T 4 2Dl
IP £ % —27 14 R:PublicNet 192.168.2.1

A—H4Rry b3 —T A X:Data 2

IronPort EF A —JL
X2 VT 7TSAT7UR

| 4—%%vb428—Tz42:Datat |

‘ IP £ 24— 4 X:PrivateNet 192.168.1.1 ‘

WOFITIL, [IP Interfaces] N — Y TEHEHA VX —T =2 ZADOMIZ 2 DDA >
4 —7 x4 A (PrivateNet 33 L O} PublicNet) 2 ESNTWNDH I L R TE
E3rpe
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3-16 [IP Interfaces] X—2
IP Interfaces

Helwork Interfaces amd IP Addresses

asdd [P Interfaces... I

Hame TP Address Hosmame Dreleze
MAnSgEmMant 152,160 42 4224 maild.&cample.cam =
Provalafel 152.168.1.1/24 mald.examgle.cam ﬂ
Fublichies 152.168.2.1/24 maill.example.com - |

W2, [Add IP Interface] X—Y %A L T, Data2 A —H*xy b f ¥ —T =
A A _EIZ PublicNet2 & WHATOHF LA v F—T = A ZAEERLET, IP T
KL A 192.168.2.2 MEMA Z4, A M4 maild.example.com NHEE I LTV
F9, &5, FTP (F— |k 21), Telnet (A—k 23), BLO'SSH (K—k
22) WA X—=T M2 £7,

317 [Add IP Interface] R—
Add IP Interface

P intertace Sett0gs |
hame: | [Fotacetz
Exfiermont Paet: | | Cupta 2 et
O e T a—
memask:  [mEastoene -
L T errp———

Serviees:  Tereoe
= Fre
[ Tataen

2l

171

=] s5n

Baghance Manageimen
O wrere

O werres

[ edirece HETP regquests 8= HTTIS {HTTP and HTTIS Services wil be turmed £n)
IrariPort Spam Juarantne

[ trissirarn Saam Guarastiog HETH

17

[ trissiarm Saam Guarastios HTTHE
[ edurece HETP regquests 8= HTTIS {HTTP and HTTIS Services wil be turmed £n)
] i i the defarsht sterdais Sor IranPont Spam Guarsntng
SO fopa I RoRPCRtanT well Grigingfe on Shir inderiss
AL Biplaped is Wothcatisns:
mastriame

|

T Bl rpaml oy, MED T L R

WEmingr -*  FRES ST8v0Ans SO mhan disbling or henping thene MEme, Br ANE could Sirupt Batis COnechiong o B BEpRnos e CRnGEE

== =
INTEFA—N = T2 DaLr T4 FXal—a 03 kD L2720 %
j‘o
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3-18 AMDIRT) v A 8—T x4 XDEM
PLY3—T14R: PAY3—T14R:
PublicNet PublicNet2
192.168.2.1 192.168.2.2

,f_-ﬂ.*“} ~ 4‘/’5‘—7141:Data2

IronPort EF 4 —JL
2XalyF4 PTSAF7VR

;T A—HFy k428 —T 14 Z:Data 1 F

‘ IP { > —7 x4 X:PrivateNet(#l: 192.168.1.1) ‘

Virtual Gateway 7 FL A 2T 5 & X 3-19 I RTE5Q2ar7 4 F¥ab—
va B ARETT,

3-19 1204—YFRY b A 28—T 4R LIZHSB 4 DD Virtual
Gateway 7 FL-R

Internet <

T
y smTP
Public
JRF—:

InboundMait |4 smTP 4 smtp A smrp A smrp
P48—7242:| [P48—T242:| [P428—7242:] [P4s—7242:
PublicNet PublicNet2 | | PublicNet3 | | PublicNets
192168.21 | | 192.168.2.2 | | 192.168.2.3 | | 192.168.2.4

{—4%y b {28—7 x4 R:Data 2 |

\ £—4%y k £ 8 —7 x4 R:Data 1 ‘
‘ IP 4 >4 —7 14 X:PrivateNet(#l: 192.168.1.1)‘

4ODIP A v 2 —T 2 AFFNFNA—NAEEIHEHTEETN, A X —
Zy R B DA— L EZTANDLEIICEHESNDLDII AT v 7 JxF—1
DT TY,
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2 t—UHSEERIPAVE—TIAAADIVEVY

altsrchost 2~V R&fif9 5 &, % Cisco lronPort 7774 7 v A%, &
A—NVOEIEILE R DEEDIP A % —7 = A A (Virtual Gateway 7 R LX)
BT A MET D2 LR OEMTHEIDEARGIETT, EL, Ayvk—v
ZREE D Virtual Gateway I[Zv v B2 73 BRI S 5T ST TR FIENLE
THIUL, AvE—Y 74 VFOFEHERF LTS, GBIV T,
FBOE Ayt —V 74 NEEFERALEEF AL R) O —0@H] 23RL
TLIEEN,

altsrchost 2~ REMFEHATLE, WOWTINIZESNT, & A—I/LORE
EHRICHEHTDIPA X —T oA AETEFIA L F—T =2 A TN—TEEFHT
xFET,

o EEHZEDOIPT FL X

e TUARE—TEREHET FL A

B A—NVDORETICTDIPA v Z—T oA ZAERIEZIA L F—T = A X T )L—
TEEETAHICIE, ZHEZEOIP 7 FLAEFRIZT R —FEREZET FL 2%
IPALH =Tz ARAFETRFIA L HF—T =2 A A ITN—T (f X —T A AL FE
T NV—T4THRE) LX_XTICTD~vy 7 F—%2ERLET,

IronPort AsyncOS Tix, IP 7 KL A Lo _u—7%(EFET KL ADW 5 %

Ty B Rl LET, IPT RLAELFT N —TEEET FLA
PDONTNPOF—L =BT 225G, ST D IP A ¥ —7 A ZADRRERAFIC
FRHENET, —HLBRVBEEIE, T 74V FOREA X —T = ABRFEH X
nET,

—HT DR H D F — 2 BEIEITRLET,

EEED EEHFDOIP T FLALREE R TAHILERHD £7,
IP7FLX

5] s 192.168.1.5
L E S = A0) TR —FEEEIT. T R AR EE T o0
ToRa—7 NHY £,
RiEE

5 : username@example.com

1—H%E T RE—FREEZFT RLAD e REETOHSITR LT
2—PHELE —BITET, e LEEZEZOILERHY
F 9, #l: usernamee

FALY TR —FEEZET RLAD e 5 THE LESICx L
TRALS VA E —HEEET, e LFEFOLLEN
b ET, fl: @example.com

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
| oL-23081-01-J .m




BIFE N—T4VTBSIUVEREREDRE |

(E)

Y ZAF—If altsrchost 7— 7NN TIHERET =v 7 L, ~A DL — NEHR%E
Fxzv I LEBENPOA Y=Y T4 NVENT v 7 SNDATETIZ, EFA—
IWENREDA VB —T = A ZTEEE L ET,

altsrchost 2% RNOH 7 2~ R LT, CLI T Virtual Gateway {2
vy BT EERLET,

B’X B

new L~y v r 7 2FBTERLET,

print |~y UV OBEDY A M ERRFLET,

delete |F—7 byt 7% 1 DHIBRLET,

%“:

altsrchost 7 7/ ILDA > 7R— k

HAT. RAT. smtproutes, ¥AHL—K F—T )b A UT R T—7)LL[EEE
IZ. altsrchost T NV X7 7 A V2o AR— b BIOVAA VA —FLTEH
T&EET, ROFIEEFATLET,

ATFvT 1 altsrchost 2~ R®D export V7 a~r RaH LT, BEfFo= > bV %
TrAN (77 ANAITESTEE) IC=2 AR — b LET,

ATFvFT 2 CLIOHET, 77 A VERGLET GEICOWTIE, (1B 77747~
ANDT 78 A] ZBRLTIEZIWN),

ATYT 3 TXAMNZT4XEMERHLCT, ZryA0ZH LT MY EERLES, L—
JUDY altsrchost 7 — 7 WVICHBR T ANEFNEE CTT,

AF9T 4 TrANERELTA L Z—T A A laltsrchost] 54 L7 b UICEE L.
A VR—=FTEDLIHICLET GEHIZOWTIL, (B (777447 2 A~D
TR BBRLTIEEWN),

AFvT 5 altsrchost @ import YTav s FEHFEHLT MELE7 7 A E A KR—
FLET,

altsrchost O #IR

K 1,000 5D altsrchost =2 h U ZBINTXET,
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altsrchost A< > FARIZESIGIYEVSRREFH EIN--TFAF 7274I1LD
51

# Comments to describe the file
@example.com DemoInterface
paul@ PublicInterface

joe@ PublicInterface
192.168.1.5, DemoInterface

steve@example.com PublicNet

import B & Wexport 47 a~<w> Rk, 1fTHM TEITI N, BEHIP T L
AFE o RNe—TEEFEET FVADITEA VA —T oA A/ v BT L
F9, AXN—RLPAOLFNH72D 1 FEDHOTa v 7 R3F—, AX—RPINDL
FNLRD2BEDODOT Ay IR, B =T A ALY Ao~ () Fl2Z
AR—=Z () TRUVES, a2 MTTFo =S ) THED, BHEHS
nET,

CLI 2 L 1= altsrchost ¥ v E> 4 MiB/N

WOBITIX, altsrchost 7—7 AR ENT, BEFEO~y B NN L
DRENET, TOH%, 220> b BERESNET,

o UN—T T xT P —/37RA I Rexchange.example.com 25D A — L,
PublicNet £ > #—7 = A4 A~ v BT INET,

EBEHIP 7 FL R 192.168.35.35 (& xE, ~— T 427 Fx o —
VA=V T VAT L) IPBDOA—/iE, PublicNet2 4 X —T = A
Al v rrEnxET,

MBI, HERDT-OIT altsrchost v v BV IR EINT, ZENHEEINE
‘j—o

mail3.example.com> altsrchost

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you
want to set up a Virtual Gateway mapping. Partial addresses such as
"@example.com" or "user@" are allowed.

[1> @exchange.example.com

Which interface do you want to send messages for
@exchange.example.com from?

1. PublicNet2 (192.168.2.2/24: mail4d.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]> 4

Mapping for @exchange.example.com on interface PublicNet created.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope

From address or client IP address for which you

want to set up a Virtual Gateway mapping. Partial addresses such as

"@example.com" or

[1> 192.168.35.35

Which interface do

1. PublicNet2 (192

2. Management (192.

3. PrivateNet (192.

'user@" are allowed.

you want to send messages for 192.168.35.35 from?

.168.2.2/24: mail4.example.com)

168.42.42/24: mail3.example.com)

168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 1

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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Mapping for 192.168.35.35 on interface PublicNet2 created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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- CLEAR - Remove all mappings.
(1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Added 2 altsrchost mappings
Changes committed: Thu Mar 27 14:57:56 2003
ZOBNCBITSar7 4 Fal—va rOETEK 320 I RLET,
3-20 Bl EATZIPAVE—TARFLRFAVE—T AR TIL—TDOER
PAY8—Tz4R: PAYE—Tz4R:
PublicNet PublicNet2
192.168.2.1 192.168.2.2 X R .
INLDOYy B T EERT D K
1—493ry b A58 —Jx4(X:Data2 512 altsrchost 7 — 7 L NZE

HEhELT,
@exchange.example.com N D
AvE—VIFA v F—T A A
PublicNet ZfffH L.

* * 192.168.3535 b DA vE—Y

exchange.example.com 192.168.35.35 EHL &

Virtual Gateway 7 FLADE=4

Virtual Gateway 7 R L XA Z EIZMB OBUEHBET A —/L T2 —0H 0 34,
VAT LEH, n¥ s LAR— FOBEETIE., 2RNRBLENDLTRTO
Virtual Gateway ¥ = —28—{kD bt D & L THfbiE$, Virtual Gateway ¥ = —
TLIZEERANDAT —H A FE =43 HI21E, hoststatus BL
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hostrate 2~ R&fEMH LEF, [Cisco IronPort AsyncOS for Email Daily
Management Guidel] ® [Reading the Available Components of Monitoring| %
ZIRLTIESN,

hoststatus 2~ R, RFEDZEERA MIEETLET A —/VALHEIZRE 3
HE=HZY T EREELET,

Virtual Gateway 7 7 / 2 ¥ — % L T\ 55413, 4 Virtual Gateway 7 K L
AT HERbFERINE T, ZOavr R, BENDHKA MERO KA A
CEANTEVERHY £, AsyncOS F ¥ v 2 [T STV S DNS 1F
W, BLIOZEESA MPORINTZHEDT T —bRaNET, BKENDLHT—
AL, HiElD resetcounters A< KHDRFETT,

BINDHFERIZ. W25 —T ) 2000 7TV V—TbEi
ET, IHIT, BENAMOT—XIZiE, BHEOT 774874, MX La—
B, BEDSXX =T —=0dH Y £,

Virtual Gateway 7 FL R Z L DEEEFOEE

—ERD VAT L NT A—FITiE, VAT L LoUL b Virtual Gateway 7R LA
VAL TCREDLETT,

7ol 2, —OZFEHEISP TlE, 7747 b AR MIFFR SN TV D HE
W EHIRLCWET, 20D, FICET A —/LBEEO Virtual Gateway 7
RUATREENTND L XIZ, ISP L ORBBREFHT L Z EAKLETT,

destconfig 2= K, B L Virtual Gateway 7 K L ZITH9 B BT ONT
X, TEFA—LEEOER] (P3-60) #ZRLTIEIW,

Virtual Gateway 7 KLV 2D [ 7 —7 | ZAEKT DL 7 —77 254 fD 1P
7 RUVATHERINTWDEE TH->TH, Virtual Gateway D27 > K R A /N—
TTNVREN I N—TICHEBESNET,

Tl Z1E, 254 HORIEIP 7 RLAD I NV—TZ{EHK LT, [T Rre v
FACTIEFIFERAT L L IcEy N7y FanTns e LET, £,
small-isp.com D7 v K RAN— F—T )T, [RIEHEREN T AT LDOHAIT
100, Virtual Gateway 7 L ZADHE1T 10 THHELET, ZDar74¥ =
L=y arTid, O V—7HNO 254 D IP 7 R L AF_TIZH LT, &FF
TI10 X0 EL OERHPH Z LT H IV FHA, 7V —T1F, H—o Virtual
Gateway 7 KL A & LCTHbhE9,
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7 O0—/NIVEEFILBEEDEA

e DOZEER., ZEHEFAAL Y, £720FIP 7 KL AN Cisco IronPort 777 A4 7
VAND Ay E—UEZELRWE ST SITiE. TronPort AsyncOS D 7 m—X
VB IEHERE 26 ] L £ 9, unsubscribe 2~ RZHEHATH L, Fua—r3L
BEfEMEIEY A MZT RLRZBM/HIBR L= . ZO#iEEx A 2 —T /T 1 & —
TCT B ENTEET, (Vo — LTRSS o2—F, FA A,
BFEFA—LTRLZA, BIRIPT RLADY Z T, TRTDOZEEFET FL AR
Fxv 7 ENET, ZEEBVAMOT RLRAL—EKTIHE5, ZEHEF
2y 7 ENDHN— K R XS4, Global Unsubscribe (GUS; 77— /L E
Bik) By U ERET (vl Ty A, BT AZEEN K YT
SINTZDPN— RN U RAINTOPBEEFSNET), GUSDOF =7k, &
FA—NEZEHEICERTHHEANATOND D, VAT LATEEFEENDLTRT
DA E—VUPREINET,

= UEEEIEREEEIR. A=V 7 U R ENDDOLRIOHIRRA—Y 7
U A NDOEBRRETFICRDD LD THED D FHA, ZOBEEIL, RlEto
TATAWLBLFA—NADBEEEINZNEICTE 72— =T Ah=X Lk
LCEET A E2HMELTET,

Jua—"NVEMEEIEEREL., 7T A= VA F—BLORT Y v 7 U RF—

Wi S ET,

Ja—N"NLVEEEIEIZED D EDTE AT KL AL 10,000 4T3, =

DR % B9 121%, TronPort BB R ICEB WS bEL IV, Zue—31
BEIEIEIZIEMENTZT FL R, RO 42D LT ORRE &0 ET,

% 3-10 Ja—/)LEERIE DR

username@example.com |SZLEXOBTA—/IL 7 N1 X
ZOEXIE, BERAA VDBEZEEE T o v
TLHDIHEHENET,

username(@ :L‘—"d‘%
a—HFERETIL, TRTO RAA » THEL—H4

EROTRTOXEEEZ7w Yy 7 LET, B,
A—=PHDRIZT v b~v—2 (@) 2T ET,

[ oL-23081-01-J
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& 3-10

TJa—EEFLOEX ()

Qexample.com

RFAA
RAA HESTE, BE RAA VDT X TOZEH

EUuay b0 ASET, B, Bk
MR R AL ORNCT v h~—7 (@) =T ET,

@.example.com

oy RAA v
HOY R AL SR, RFE R A A V58 LD
RCOYT RAA DO TRCOZEEET vy
ToHEOICHEHENET,

10.1.28.12

IP7 FLA

IP7 FLAMIE, BEIP 7 L2500 _TDE
BEETey 7 THOIERHENET, H—1P 7
RLATEERAASL LV EZRARLTWAEHEIC, =

ORECIMERTT, UL, KR Ry FXEID

DA T NPT RLATT,

CLI Z#R L= O—/\ILEEFLEADT FLADEM

ZOBITIH., 7 FL R user@example.net 7 B — NLEMEREIE Y 2 MBS
. AvE—UEN—R AT U RTEHIHICHEREIREESNET, ZOT FL
ABEEND A v e VEAT L ASHET, RIFOWRNICA v — V537

YASHhET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.
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[1> new

Enter the unsubscribe key to add. Partial addresses such as

"@example.com" or "user@" are allowed, as are IP addresses. Partial
hostnames such as "@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




BIFE N—T4VTBSIUVEREREDRE |

2. Bounce

[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe

Changes committed: Thu Mar 27 14:57:56 2003
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gAa—NIEBEEBLEI7FAILDIIAR— FEELEVA VR—

ATFwT 4

AFvT 5

HAT. RAT. smtproutes, AXT A v AN L—KFT—T)N A UT R
T—T), KAAL Vv ~v 7 T —T )b, altsrchost T bV E[EIREIC, 7 m—
MEEEIEZ Y NI T 7 ANV ET I AR — R EBXIS v AR— L TEETEF
T, WOFEEETLET,

unsubscribe 2¥ 2 KD export V7 a~r R&EfEH LT, BFEOZ MY %
Ty AN (77 ANVEITESTHRE) =7 AR—FLET,

CLI OB T, 77 AV ERELET GEIZOWTIE, (8B (77947
ANDT 7R #HRBLTIEEN),

TXAN T4 ZEFALT, Z7AMZH LW Y RERLET,

T7r7ANMATZ Y N EZXELICE, WITLET, HH0EAL—F ¢
7 VAT AOBATEBREEHTEE T (CR>, <LF>, F72i% <CR><LF>),
AL MTIET U RA—E5 (1) THEY., EHESRET, & XE ko

Tr7ANTIE, B—DOZEFEFA—/1L T KL A (test@example.com). FF
ERAAL L DTRTCDOZ(EE (Rtestdomain.com). 33X KA A > TR C4Hi
FRFOTRTO—Y (testusere), BLOKFEIP 7 NV ADEEDZIEH
(11.12.13.14) BERASINFET,

# this is an example of the global unsubscribe.txt file
testl@example.com

@testdomain.com

testuser@

11.12.13.14

T 7 ANERELTA »Z—7 =1 AD configuration 7 «+ L' 7 b U ICELE L
AVR—=FTEDLIIICLET GEHICOWTIE, B 77747 v A~D
TR ASRLTIIZIWN),

unsubscribe @D import YT av s REFEHLT MELE7 7 A VE A U R—
FLET,

INTEIA—N = Tz A DI T 4 Fal—a A3k k512780 £9,

[ oL-23081-01-J
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3-21

J 0—/\)LEEFLEDHI
187Y v 1) XF—:InboundMail
Host Access Table (HAT) :

WHITELIST: STRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: STHROTTLED
UNKNOWNLIST: SACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: SACCEPTED

Recipient Access Table (RAT) :

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

RAAL Y=o 7 AR

@.oldcompanyname.com
-—> @example.com

IP £ >4 —27 A X:PublicNet(:192.168.2.1)

4_#*vb4>9—7142ﬂMa2

7 KL A user@example.net
DT a— N VEEEIET > b
UBNMERESNE Lz, 20T
RVARSED A vE—TF, 7
FAN—hK JRF—F 3R
TV v JAF—IZLo T
FANLNTZ A=) B 3T
VAINET,

IronPort EF 4 —JU
2XalF4 FTSAFVR

1—YRry A2 —Tx1X:Data1

.

‘ P4 ‘/9—7141:PrivateNet(ﬁl:192.168.1.1)‘

754 R— b+ 1)y R+—:OutboundMail
Host Access Table (HAT) :

RELAYLIST:
ALL:

SRELAYED
$BLOCKED

T 7%V FDEEE R AL 2 example.com
Received: ~ v % — : DISABLED
<A L— K

@.example.com @example.com

joe joe@example.com
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R - BF AL I TS5/A4 Y

# 3-11 BEOE 3-12 12, HENOBEE~DNV—T 4V TET, BFA—NADBY
AT LTCN—T 4 VT ENDEEFOMEE R LET, FHEEIL RO OIHICHEITS
NWET, T TIEMBEICRIALET, 3-21 OHLFFEBIL, FEF2—NTH
BT ERLET,
ZONRATIFTAIRBITHMRED L 7 4 F 2 L—T a3 U, trace AV NE
FEHLTEEALEZT A MTEET, FEMIZSWTIE, [Cisco IronPort
AsyncOS for Email Daily Management Guidel ® [Debugging Mail Flow Using
Test Messages: Trace] #ZH L T 723V,

N
GE)  BIEA—NL DAL, RSA Email Data Loss Prevention 2% ¥ =2 7B 7 A )L &
BY T 4 VB AT —VDORBICETINET,
 3-11 IronPort 7TSAPUADEBEFA—IL 14 TS54 Y BFA—ILS{E#EE
#aE HL
Host Access Table (HAT) Bsi > ACCEPT. REJECT. RELAY. 71X
"R b+ DNS #{EERET TCPREFUSE
EEEIN—T SN AR 73 T
I ARO—TFEEER IP 7 R LA H 7= 0 O KIFIFEE B
EEERIEMANT—TIL BRA =V AR, BLIOEEROHIZVDA v —T%

A=) 70— RY—

Ave—UHv ., BREHEY ORKZIEER
TCP U v Ay Fa— WP AKX

TLS : 72 U/ / 228

SMTP AUTH : 72 L /#8578

A RIEA FROM ~ v S — OB F A=/ %Kiy 7
LET,

EAEHEREEFIINT — T ANOZ Y U DS DA — L%
T ANEITHES LET,

SenderBase 4> /47 (IP Fu77A U/ /7 a—#liH)

[ oL-23081-01-J
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[ |

 3-11 IronPort 7PT7SATPTUADEBEFA—I 14 TS5A4 Y BFA—ILZEME FE)

Received ~v ¥ — Received ~v X —%%ZIF ANT=E T A —/VIZEBMLE
T A/ AT

FIHIE FASY (ZDFEFD] 22— T RLADPEEDTFT 74/ F R A
A EBMLUET,

IR U RREE BENRT VA A=Y RELREDTHINE Ik
MEEL F7°,

FrAqy <y A=V TRASL LV v~ T T—TNLHNDRKAAL L
—HTAEZEHICONWT, o RN —TREFELEEX
Wz £,

Recipient Access Table (RAT) (T Vw7 URF—DI) RcPT TO BI O A X L
SMTP IGA CZEFEZ T ANELITES L ET, Rk
REZFEENRAT Y N U TR RNRATELLIICLE
7

IAYFRT=TNL TN =T ZEELEEIRZAET (AT ABIKTR
ESIVET, aliasconfig |d listenerconfig DH 7 =2
<~ RTEHY EHA),

LDAP ZE&EZITANL ZAEF =T A LDAP WEEIL, SMTP >3t — =
VINTRELET, ZEENLDAP T 4+ L7 FUKNTHR
ONBRVWEES, AvE—VIERe y FERIIAT R
EhExd, fbvic, fEExa—NTRETDHIHI
LDAP HFEZ R ETE ET,
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£ 312 IronPort 77SATPURADBEFA—I L TS5A4 Y b—TF 1 VT B EUEIEHEE

LDAP Z{EEZ AN ZAEHZ T AN LDAP Bk, {E¥E¥ 2 —
WTRELET, SEHENLDAP T4 L7 K
UNTRODDRDRWGEA, Ay E—UER
By ZTERIZEATRERET, bV,
SMTP o "t —2a VN TRAT R LT
LDAP kxR ETE £,

RRAL—F VAN L— R, fFEEXR2—NTRELET,
*1-[X LDAP XA L— K I.\/’\\‘l:’“—‘7oj‘ié'f§%\ To:. From:. CC: ~v
B —% ABT (v T—TNVEIZLDAP 7
TYUMNLEXEXET,

LDAP IL—F 1 > 5 Ao —=VON—FT 4 TEZEFET FLAD
EEHZIZKI LT, LDAP 7 = U RETE N
F9, JIL—7LDAP 7 = V|, AvE&—
7 4V H )L —)b mail-from-group 3 L N
rept-to-group & & HITHEHEINFE T,
AyE—Y T4 A* Ao —=Y T4 NEE, Avkv—TD [4
) MTbnsmiicEAINET, * A v
TV ERETZY TICEFETEET,

T OFRISL ** TUVFANRK AFy Ly VT, Ay
—UEREEAELT, OB TEA LI
FDOHTREREZ R LET,

FOFILILR* TUFIANA ZAF YL TlE, AvE—JIC

DANVARDDLNE I DEFELET, A v
=T AF Y I, BEISUTHHEET

Q HNTEESNET, * A vb—CRET
& |V TICRETEET,

AVFUY T4LE* g STV T4 AR EASRET, F Ay
| B | VERRER Y TICRETEET
ﬁ[ﬁ4»x@%74»9* ﬁ ANV T VAR RT S &L
H wo | VABRNORECTEET, * Ayt —
& W |2 HET ) FICRE TR ET,

RES— b, a BEDIPA L2 —TxA A, 7713 IP A

H—=T A ADTN—TZFEHL T, A—IL
BEELET,
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[ |
£ 312 IronPort 7 7S A7 VADEBFA—IN RLTSA4 Y : L—FT 1 VB LUEREMRE )
EofE HIR 1.7 74NV hOBRGEA v FX—T = A AEKE
LET,
2. REPEEOSHOEREARTELET,
RA AL VR—ZDHIE RAA T ECKBIET — N T = A DFRRKFE

B8RE,. VAT LR THAT I AT R
a7y AN, BLIOEFED TLS #ERHK : 72

U /B W28

RALVR—ZADI—F 45 R —TEEEEEIHRZITIC, NAA
NHEASNWTA— NN EAL—F s T LET,

Jo—/\LEEEL BRI ) 2 b (VAT AEERTHRE) 12
fE-T, ZEHEEZ Fuy 7 LET,

NV Faa2r74L BEERA[EE/2 A v E—VDOME, A vE—

TA4NEEFEHLT, YAFT—T¢, BLWY
SESEHIE T Y T EICRRETEET,

* I B OBRETIE. THE Y 7] LIEENAEHRRF 22—l A v =V %%
fEex T,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |



= CHAPTER

LDAP 7 T')—

Z—WFRBRY NI =7 AT FTANTIZF¥NOLDAP T4 L7 b
(Microsoft Active Directory. SunONE Directory Server, OpenLDAP 72 &' ®
?4V7F))’%Méhfwé%éﬁ\%y?—9®§ﬁﬂh\w—?47
7 BIORIEDTZDHIZ LDAP H— N2kt L T7 =Y — 2 F1T79 %5 X 91 Cisco
IronPort # 3 E T& iﬁ“ IronPort 7 77 A4 7 > A%, 1 DE 13D LDAP
P NEHEESEL LI ICHRETEET,

ZOEIZ, WONETHEREINLTWET,

o [HfzZ) (P4-2)

o [LDAP =1 7u 77 A OERK] (P.4-6)

o [LDAP 7= U —IZBAT21E¥) (P4-17)

o AN (ZEEMIE) 7= )—] (P4-27)

e =T 47 x4 V7 RAPEK) (P4-29)

o =27 L—F] (P4-31)

o [ZV—FLDAP 7=V —| (P4-32)

e [KAAf =2 =Y —] (P4-38)

e [Fx—r 7xV—] (P4-41)

e [LDAPIZLDT 4 L7 bU =2 NEEBGIE] (P.4-43)
o [SMTP FBFEZAT 9 720D AsyncOS D% | (P.4-47)

o [ —VOIERBIEDOFHE] (P.4-60)

o [ ANALME~DOZY Ra—HRFED 7 = U — ] (P.4-64)

o [ZARLBEDOTA YT AHEAD 7 =) —] (P.4-66)

o [AsyncOS # %t LDAP #— LS T 570 D% E] (P.4-68)

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




$4% LDAPHTU— |

=

ZIZTIX, BE{TTESLLDAP /=Y —DZ A 7. LDAP & IronPort 7 75 A4 7
/Z&ﬁlL%L’C} v — /@uunE %“f]\*b /I/‘—?’I)/yé‘f?j—‘ﬁb<%k b
FOVLDAP L3EHEST B L 5T IronPort 777 A 7 2 AR ET 5 HIEOMES
A~LFET,

LDAP ¥ T 1) —D#E

Z—WFRBRY hT—7 AT FTANT 7 F¥AD LDAP 7 4 L7 b U ITHE
‘f?‘]éﬂ“(b‘é‘ia/\i WO HB)TLDAP — NIk LT ) —%FE79 5 &
IZ IronPort 7 7T A TV AERETEFET,

e ZFIFANIZY—, BEIFOLDAPA V7T A NIV F v 2EHLT, &HE
Avt—Y (RTYU w7 VRAF—TD) OZFEZHEA—L T FL2AOFKNS
FEFRCTEXET, IO VTE, IZFAN (ZEEHIE) 7>V —)
(P4-27) #ZHL T EE,

s N—=T 4T (A YTV T), Xy FT—=ZHNDLDAP 71 L7 hUIC
SN TOWLOIFERICESNTRA v =V ZWEYIRT FLARA—/L KA
=T 4 T FTHEIT, TTIAT U AERETEET, FEMITHON
T, =T 4 7 =4 U7 APEIR] (P4-29) 2L T EIW,

o RRAAVL—F, BEA-NOHHETT X0 —TREE, EEA VOGRS
IEA v E—Y ~vy&— (To:, Reply To:, From:, CC:72 &) %#~AH L —
RT&ET, vAHL—ROFMIONTL, [v2AHL—F]) (P4-31) %
ZIRLTLIEEN,

o IN—F Y —, LDAP T 4 L7 NUKNDIIL—FIZHEISNTRA v E—
VKT DT a v EFEITTH L0, IronPort 777 A4 7V ARFKET
EET, ZOXIIEET DI, 7/1/_7 7I)~<‘12‘ ve—Y 7 4
Z L BT ET, EREHAD LDAP J N —T10 8T DA v -
SHLTIER, Ave—Y 740 ZIERATX 6&'%‘\0)7{ =Y T av
FFEITCTEET, I HOWTIE, T v—7LDAP 7=V —] (P4-32) %
ZHRLTLEEN,

e AL R—R IV —, NALUR—R I —%{EfKTHE, LY
AF—ETCRAAL LTI R 7 ) —%RF(TTEET, BEF A&
a2 VT 4 TTITATUVABRRKRAAL LV R—R J ) —%BETTDHLEEIX
EOr Y —Z2EHT 0 E RAAL NZESWTIRIEL, FDORAA ICH
HAT 5 TWS LDAP — 2kt LTor7 =) —%2 3T LET,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| $4% LDAPYTY—

Frz—r IV —, Fz—r 7Y —%{EFET DL, IronPort 77747
VAW —HO 2 —FEFICETSIELIENTEET, F—r

V—NREFEHD & X1, IronPort 7 7 I ATV R Iy—r ARND I =

U—% 1 2F2FEITL, LDAP 7774 T VAL HEEMRERPEI D
LETEMELELET,

F4VZ Y N—_ZX KBk, LDAPT 4 V27 N EFHLIEZT 4 L2 b
U=~ FNEEBEZE5< X 512 CiscoIronPort 7 77 A4 7V A RETE F
T, T4 V7 FU N—_ZKHIEIZ, SMTP o "kt— g U279 2

%\W¥%:—@¢Tﬁ5_k%T%if ZEEHENLDAP 4 L7 b
UW?EO#%&WFA PBIE N L RAEFTT DN, FOAvE—T%
K% Koy 7T 50% ZE”C% FT, TOMBER, ARLEEFEEHEIIA LT
]\“1/175”5@7‘0&?6@7338 IEXBITERL Y ET, TLDAPICLDT «
V7 bYA= R IE (P4-43) #ZRLTIZI0,

SMTP 383k, AsyncOS Tix, SMTP BN A — kI ThEF, SMTP
Auth 1%, SMTP % — ICHfi T 27 74T v b EBIET D A B =RALTT,
COBEEEFIATAE, 2 —VIXVE— MERT DL E (L ZIFAHERH
REICWVDEHR) Th, A=A P—N"EHHLTCA—NLERETEDLLD
2720 E9, BSOSOV T, TSMTP 5BFEA1T 9 729 D AsyncOS DFEE
(P.4-47) ZBWL T EE W,

SR FRALE, IronPort'J’774’7/X 07 A oFHa—YFORE LY LDAP
T4 L7 M) EERALTITY L1, IronPort T IIGAT AEBRETXE
T, FERZ OV T, T2 — T OAHFRREORE] (P.4-60) 5L T2
X\,

ANRBRBE~D T R —FFBIE, — o Fa—FREmHEIC e 71 15

2—VERIAET DL, TTIAT VA Efﬁiﬁoﬁﬁ ZOWNT

W, TARLRE~DT Y R —YEEED 7 = — | (P4-64) 2L <L
7230,

ANRBREDTA YT AFER, ANLIEHTHEF A — VB EHE T 55
A, o7z )—EFERAL Ty Ra—HFooA VT AEHETEE, =
Ra—HFRzf VT ZADA—)L T RLRZ LB EZZ RS 2 L
R FET, FHEMIIOWTE, [ARNLREOZA Y T ATED 7 = —|
(P.4-66) #ZHL T ZE,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




$4% LDAPHTU— |

LDAP & AsyncOS & DEHED A

LDAP 7 4 L7 hU L IronPort 7 774 T v AL il x5 & ZIEHEZT
A, Ave—Y =T 47, BLUONyF—~<AHL—KIZLDAP 57 1 L
7 R) B—REFHTEET, LDAP I/ V—TF 72V —% A vtE— T4 VH
LEBIERTAE, AvtE—UN IronPort 7 774 TV ATZEENTZ L X
DB PN —VEERTE E T,

4-11Z.Cisco IronPort 777 A4 7> A L LDAP R ED L 5 10T 2 &R
LET,

41 LDAP D&5E

Z*=fE MTA

IronPort 7 7547V A

TFLTIA—) A | (Lpap s1x—T0)

SMTP 7P ‘ﬁ’

AN

ors

7
HELO "’

® ®

DC=example, DC=com

o ZEFEHA—NLT RLA (m—A0)
o A—/Lk A MEH

o A— N—F ¢ TIER

o IN—7tER

e« SMTP AUTH

ATFvFT1

A7y 2

EE MTA 2687 Y v 7 URF—TAIIZA vE—78 SMTP f&RHECTiEE SN
i‘?—o

Cisco IronPort 7 75 4 7 > A%, LDAP +— IR LT/ = —%23F{FLF
9, Z® LDAP #—/ 3% [System Administration] > [LDAP] ~— (FE7137
2 —/ %)L ldapconfig 2 < K) TEFRINFET,

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K

OL-23081-01-J |



| $4% LDAPYTY—

ATYFT 3 T—HNLDAP T4 L7 MU bLEZEEINET, VAF—CHEHATI LI
[System Administration] > [LDAP] ~X—<" (F721% 1dapconfig 2~ F) TE
BEINZI7Z) =TT, ROLENETSNET,

— Ay E—TUEHLWZEET RLRICA—F 47T 30, kay7rE

[ = AN S a3

AvE—VEHLOZEEDA—NVEANIN—T 47 T5%

- AvtE—Y ~y ¥ —From: To:, CC: %7 VU —|TRKOSNTEXHID

Awyt—T 7 4 )VH )L—)L rcpt-to-group F72IE mail-from-group C

ERENTZ, ThUBROT 7y ay (Iv—TF 7z —LlBnabET

)

GE)  TIronPort 774 7T AMBIE, #HED LDAP 4 — N ICHfm T4, HEO
LDAP —NZHHL T, B— RN XTI 7 o— A —R_—%4795 19
\ZLDAP a7 7 A VEFHETEXET, B D LDAP Y— N LS5 ik

DOFHNZ DT, [AsyncOS % #%(D LDAP Y— S LB S 5720 D% E |
(P4-68) ZBMML T Z&EW,

AsyncOS # LDAP L EESIEH-ODERTE

ZFAN, V=T 4T, A VT T BIOYAIL— KD
IronPortT774’7’/X%LDAPT% L7 Y L BT, UTa)%EllIE
ST AsyncOS 7 79 A TV A RETHLERH Y £,

ATFYT 1 LDAP YV —ANTnI7r7AVERELET, =X 70774 VORRIT
AsyncOS 75 LDAP #—NZHfid 720D RD &9 e fFH T,

- 7x ) —KFR LD —"DOLHETE A= b
‘H‘—/\/\O)/\/r N ]\@f_&)@uuu :%‘g&:‘ﬁ%%&

Y= Tu T 7 A NVORETEDFEMIOWNTIE, TLDAP — 7Fn 7 7
ANDER) (P4-6) ZZML T EEW,

LDAP =N 7 a7 7 A VEHET DL XIT, AsyncOS 25 OEHREIE & 72
% LDAP ¥— % 1 D E 213G ET%&#

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
| oL-23081-01-J .m




$4% LDAPHTU— |

AsyncOS 7 HLEH DOV — T 5 K 9 IZRET D HFIEIZ OV T,
[AsyncOS ### D LDAP h— LB XE 5720 0% E] (P.4-68) %%
LT EEN,

ATvT 2 LDAP /Y —%RELET., LDAP /= —(L, LDAP H—~ Tr 771
THRELET, T THRETDHZ U —F, EBRICHEM TS LDAP OFL L 2
F—FICHEDLETHEL T EEN,

fERTE S LDAP 7 = U —D X A FITHOWTIE, [LDAP 7 = U — O3k
(P4-2) 2B L T2V,

7Y —DFEFEICOWTIE, [LDAP 7 = U — 2B+ 51F¥%) (P4-17)
EHRLTLLIEEN,

AFYFT 3 LDAPHV—NTuTdryAn e T V7 VRAF—F72ETSTFTA4—F ) RF—
WWXHLTAR—T A LET, LDAP V=R Tu 77 A& A F—IZx LT
AFX—=TNZTDHE, TOYRAFT—=ITEoT, AvE—VOZIT AN, L—T 4
VI FTRITEEDEZIZLDAP 7 2 —RFEITEINB KO0 FT,

SOV TIE, [LDAP, LDAP 7 = U —_ BXOYU 2 — L 0|
(P4-10) #&RL T IZ&EW,

GE) 7/1/~7 J LY —%RET DL XL, AsyncOS & LDAP — L 2 S w5
CEDICREEENLETT, IV —7 7Y —OFREFEITONTIEL,

Fﬁw—7Lm97IJ~J@4&)%ﬁ%bf<tém T N — PR
FFIANRLBAFAED 7 T — &R ET D L Eid. IronPort A/ AREHERE~
D LDAP = Ra—W 77 R %A X —T VI THMENH Y £F, IronPort
AN BRI DFEIZ DWW TIL, [ Cisco IronPort AsyncOS for Email Daily
Management Guide] @ TConfiguring the IronPort Spam Quarantines Feature
EZRLTLLTZIN,

LDAP —/\ 7O 77 A4 ILDYERK

LDAP 7 ¢ L7 FU AT 5 X 51 AsyncOS ZZET 5I21L, LDAP H—
Ia T ANVEERLET, ZOHIZ, LDAP —NIZBT D IERMPEM I N
E3 e

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| 4% LDAPHIU-—
||

LDAP ¥— 77 7 A )V EERT AT, ROTFIRIZHENE T,

AT7w7 1 [System Administration] > [LDAP] ~X—<"® [Add LDAP Server Profile] % 7
U w27 L%EJ, [Add LDAP Server Profile] X— YR FranE 7,

4-2 LDAP 4—/R 70771 ILDBRE

Add LDAP Server Profile

LOAP Tarees Profile Rasa:

Haat hamels): | [

Fially qualfad boripmes or IF, DADArSts multinds Snfrer with B Comims

Regthricaton Mathed: | @Ansnymeus
e Passwond

¥ Bdvanced: | Tyites defachts for Bt 1oTngd are suitebls for masl wer.

Server Amribote Tedling! | Tew Server(s)

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F

[ oL-23081-01-J



$4% LDAPHTU— |

ATvT 3

ATv7 4

AFwFT 5

& A

AFyvFT 7

AFyv7T 8
AFyvFT9

AFv7F 10
AFv 7T 1

LDAP #—"OFKRAX N EATILET,

BEHOBRA B AT DHE, LDAP V=D 7 = — )L F— "= — R
NIV TN TELEHCRVET, B O N 2 BET %A,
A= TREIY F£9, FEHIC OV T, TAsyncOS %D LDAP H—
CHPEXE LD TE] (P4-68) LML T EI N,

FAE T IR L4, EARGEEZMEN T80, 2— PR E AU — &l
ETHILEHTEET,

LDAP #— D% A 7% [Active Directory]. [OpenLDAP]. [Unknown or
Other] 7 HFIRL 97,

R—bFEZZ AN LET,

T 7 4V~ AR— MX 3268 TT, ZHE Active Directory D7 7 /L~ AR—
FCHY, EEP—NBRED T 0 —/V hZu T ~DT 7 & AR
DET,

LDAP #—D~X—2 DN G&Al4) # AN LET,

2—PHERRAT = REH LU CRAET 2561, NATV— RBKEMI T
WHTZY hUADFEEDN B2 —FHRIZEEN TV DLILERHY £3, =&
I, =TT IA—=TIBL TN 2—FDEFA— T R A

2 joe@example.com THDHELET, ZO2—FOTr ML, ROLD

2720 £,

uid=joe, ou=marketing, dc=example dc=com
LDAP —/"E D@12 SSL T 51 E 9 ha@RLE 7,

[Advanced] T. F¥ v = DffferlieRZ AN LET, ZOMEIE, ¥v v
Vo HARFET DR O R X T,

RETLFry v = M) OBREEASLET,

RIFFEERE DI K E A LET,
O— R RT3 T %T9) LI LDAP — R a7 A LV ERE LTS
A%, HBEENZ LDAP — NI IO OEENRD SiFonEd, =&
ZIE, R E 10 EHEL, 3 B0 —R_"E2HHLTEROr— K X
T T EITIHAE, AsyncOS 12X o TH— S~O N 10 T >ERL
S, EROKREIL 30 &7 £9,

N

GE) [FEESEORAHICIE, LDAP 7 ) — |2 &5 LDAP # b & £
NWEF, 7272 L, IronPort A/ X AREMEREIC) L C LDAP F8REZ 7
DHEEIE. INEV L EL OBRARIND Z ERNH D £,

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K

OL-23081-01-J |



| ®aE

LDAP ¥ TV —

2ATvF 12

ATv 7 13

27y 14

AFvFT 15

N

GE)

Y= RO E T A M T DD, [Test Server(s)] R¥ %27 U v 7 LET,
D LDAP Y — " ZHE LI2HaiE, T X TOF =07 X FRFEfTIhE
9, 7 A b OFERA [Connection Status] 7 « —/v RIZFE /RSN E T, FEMco
WL, TLDAP — D7 & b (P4-10) #ZR LT &N,

7 —ZAERLET, U TDHDTF =y IRy 7 REAFITLT, 74—/ FIZ
ADLET, BRTESDIE, [Accept]. [Routing]. [Masquerade]. [Group].
[SMTP Authentication]. [External Authentication]. [Spam Quarantine
End-User Authentication]. [Spam Quarantine Alias Consolidation] T,

N

GE) Avb—VEZEFFIIHETDLEEXICIronPort 77T A T AN
LDAP 7 = U —%F{TTE A LT AITIE, #%HET5HU 2 F—1ZxL
TLDAP 7 ) —% A X =7 NVICTEHHERDH D 9, FFHICONT
X, TLDAP. LDAP 7 =V — BI QY AF—L o] (P4-10) %
ZH LT &,

7Y —%TANTDHEDIT, [Test Query] R¥ %27 U w7 LET,

TANNRTGA—=2Z%ZAJJLT[RunTest] 227 Vw7 LET, 7 A FORFER
23 [Connection Status] 7 4 —/V RIZE RSN ET, 7o —DERLEM
WERZMZT-%5A1E, [Update] 227V v 7 LEJ, FEHIIZ OV TIE,
[LDAP 7 =V —D7 Z ] (P4-25) #ZML T3V,

N

GE) ZERRU—RTONAL Y REHFATSH L DI LDAP — "R ESINT
WHEAIT, NAT—FRK 74— )L FRETHL7 ) —DT A MIAK L
w0 FET,

EHERAFELTHELET,

P— NFEEOEIZHIBIZH Y FHAN, FRETED 7Y —L, =1 HICD
EZEEZTIAMNL D, V=T 4T 1D, ~AHL—FR1>D, Ir—7F =
JU—120HTT,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




$4% LDAPHTU— |

LDAP H—/\DT X k

[Add/Edit LDAP Server Profile] ~2— " ® [Test Server(s)] =~ % > (£ 7=1% CLI ®
ldapconfig 2~ KD test 7 a2~ K) ZFEH LT, LDAP Y — " ~D#
fea 7T AN LET, =N R — MO LR L2 %R~ T Ay

U BRERINET, HED LDAP — BB EINTWHDIHAIL, & —
NOT A MPRFETENT, MRPMENCERSNET,

LDAP. LDAP /T —, 8&UVY) RFT—LDEE

Ay —UBZAEFIIEET S E EIC IronPort 7 77 A 7 A5 LDAP 7 —
V—%FTTEDLOICT DI, #H4T2VAF—IZxLTCLDAP 7/ = VU —
EARX—TNCTHHERLY 7,

Fa—nNILEBEDERTE
LDAP 72— S LRETIZ. TXTDOLDAP NI 74 v 75T T34 T VAN

EOLCH|INEERELET, LDAP D/ u— LR EXFBET LTI, &
OTFNEEFEITLET,

AT7w7 1 [System Administration] > [LDAP] ~<—® [Edit Settings] %7 V v 7 L ¥ 7,
[Edit LDAP Settings] ~— YB3 ERENET,

4-3 [Edit LDAP Settings] X—2
Edit LDAP Settings

Interfuce for LDAF traffic: | | Auss aF

Carshizate: | | Symem Oefautt

==n =1
AFwT 2 LDAP I 74 v IR TDAIPA X —T oA AEBERLET, A F—
TxAAD 1 ONREEFNNCT 740 FE L TERENET,

AT797 3 LDAP A ¥ —7=A XHEHT D TLS iEAEZRIRL £ (—HIcERSh
% TLS FEWE 1L, [Network] > [Certificates] ~*— % 721 CLI ® certconfig 2
~V REFERALTEBMISNZbDOTY, ITLS M L7z SMTP » v /3 E— =
YOREEL) (P.2-31) #ZRLTLEEW),

AFvT 4 EFEFELTHELET,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| $4% LDAPYTY—

LDAP H—/\ 707 7 4 IL{ER DB

W9 ClE, [System Administration] > [LDAP] X—V2H LT 774
TUADNA v R ETRD LDAP b= aER L, ZEHEZT AN, V=T 4
VI B AR LRI =) —ERELET,

LDAP #fifiTD & A4 A7 7 M 60 #TH, ZORMIZIZ, DNS vy 77 v
LEHRFDLDITMAT, 77547 v ZAAKRDHIAAL B G4+ 58548)
LEENET, ARIOKKEZIZ, U= HORIOKRA MIxd 28708772
HIITbnET QOUEOKRA N2 ~XKYY U X NTHELEELES),
P—SNIZAR A R 1 D ULRWEETE, ZORA MOV IR LTS
nET,

® 4-4 LDAP 4—/3 70774 LOBRE (1/2)

LIAP Server Seflings
Gerver Atbributes

LEAP Servar Prafile Mafe Fubhcl DAF

et Mame(sk: | [yidapesresr ssampls com
Falle puwitied Fogtrams or [P, SEperits moliphs ardnsy wiEh § oo

Authanboshon Mefiod™  [Theony=an

Eluse Paddmercd

Usemame:  [on e anonpemou
Priimerd:  [rasnen

Sorver Trpe: (B | [ fewve Dorectory a0

Port= (B | hzen

[TEL L S R Fee——rr p——

Conneion Protscol: | [ uge S50
= Advasced: | Cache TIL (Se-te-ive ) 0 Secords

Hcrrem Eataned Cacke Tranes [eosa

Hairrem susber of jimulateus cenfeond for sech bast: [10
Phaltiple Bodt ptiosd
(3 Rowd-talncs conmactons smong ol hoats lated

(0} Fadower cosnectisns n e srder kited

Tarver Aribate Terng Tait Server{i

#H1Z. TPublicLDAP)] &9 =v 7 X*— A% myldapserver.example.com
LDAP $— N2 B2 F7, Bkt 10 (F 740 ME) ICRESNTEY, ¥
B LDAP H— (RA ) Ou—RRFURAF T a 3T 74V FDEE L
o TWET, ZITHEDOKRA bOATHTZ, Br~<XEYOY A ML LTHEE
T&FEJ, 7V —OFEFHRIT, A—F 3268 (F 74V MHE) TF, SSL I,
ZORA ORI B haLl LTHEA R —T MR TOER A,
example.com DX—A DN NEFIN TWET (dc=example,dc=com), F ¥ v
¥ o OTFERE FTREREREIIEL 900 0, ¥+ v = =2 b U O KT 10000 (12 E S
NTWET, BFEHEE, AT —F2E/R) IRESNTHET,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




$4% LDAPHTU— |
|

ZEEZTAN, A=V =T 47 BIOAIL—=FDr ) —NEE
SNTWVWET, 72U —£4TiE, KXFENXFEREAEINET, ELWFERERN
BEND LT DT, EREC—FHLTVWDIEERDH Y 97,

4-5 LDAP H#—/8 7O 774 ILDRE (2/2)
Murme: Al gl
Rl | Prrrrr r————r Test Guary |
Murme: Al Ay
R | v r———"y Tt sy

Reapeant [mal 62 ﬁwnhl #
. e 3B et Bddeess

Awemabi s Mok Rondte: Fmg

G Masquerade Query

Marre: Al marguerade

R | ey r——rry Tt sy
Atrbute Carkaning Daemally Viskie ol Imasl Lo caleadeess
Address:

B pios wafl the redults of the reburned attibeate (= yep
B replace the sntire frisrdly particn of e | T gy.
erignal recaimr

NI)vH YJRF+—ED LDAP 4 T')—D 4 +— Ik

ZOFEITIEX, T Y v s Y ZAF— TInboundMail] TZEEZ T ALK LT

LDAP 7 =V —%HT2L5ICEHLET, 5L, ZEHEZITANOHE

Z SMTP 1 o\ E—2 g UHIIZAT ) KO ICRELET GERICOW TR, =10
At (ZEFEMEE) 7=V —) (P4-27) #SRLTIIZSW),

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K

OL-23081-01-J |



| $4% LDAPYTY—

4-6 Y ZF—TOBHFANEL—TF 1 2T DY TY—DA F—TNE
= LDAP Quéries: | = Accapt
Accept Query: | exampleTest.accept »
O | wark Queue
Mon-Malching Reapiants; |_
& | sMTP Carversation
If the LDAP server is unreachable:

f:".- Allavw Mal 1n

l? Drap Sannechon, relurm ermes code;

Coude: [35;

Text: |T-.-rn:1nrnr',- recipient validation er

‘When the Direclory Harves! Allack Prevenbion Lhreshald {masimurm
invalid recipients per hour) is reached:

Code: [gon

Teadk: rr:u many invalid recipients

E Drop Connechion il the Direclory Harvest Allack Prevenlion
threshald (mandmum invalid recipients per howr) is reached within an
SMTF conversation.

b Rmuting

B Masquerade

F Group

T34 R—F JXF—TOLDAP ¥ T1)—D 4 x—T Lt

ZofITIEH, 77 A4 X—F U AJF— TOutboundMail] T LDAP 7 =V —%{fi [
LTvABL—FRETILIICEHLET, 2D L —FdRO7 4 —/L RiE,
From, To., CC. Reply-To 72 ERH Y £,

4-7 JRF—TDRRAAL—FK S T)—DA4 F—T )Lk
= LDAP Quéries: | b Accépt
b Reubing

* Masquerade

Masquerade Query: |exampleTest.masquerade |~

Addresses to Masquerade:
O envelape Sender
[¥] Froam (Header)
[¥] To (Header)
[ ©F (Header)
[¥] feply-Te (Header)

b Group
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Microsoft Exchange 5.5 233 3 #iiEHR— b

AsyncOS {21, Microsoft Exchange 5.5 # % 7R"— N 2720 OREA T a
BHYET, 2LV HH LVI— 5 D Microsoft Exchange % i [958
Bl ZOF T armA X =T NI T OXLEITHY FE A, LDAP b— %
ET H L =12, Microsoft Exchange 5.5 ¥ " — & A 32— 7 MZT B0 E H D
ZBRTEET, BIRT DL, CLIZEHT206ER H Y £9, KRITRT LD
. ldapconfig -> edit -> server -> compatibility 7 a3~ R&EFEITL
T, BT Ty) EERET,

mail3.example.com> ldapconfig

Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to
edit.

[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389
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Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be
accepted or bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a
specified group.

- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

[ oL-23081-01-J
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- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility
mode? (This is not recommended for versions of Microsoft Exchange
later than 5.5, or other LDAP servers.) [N]> y

Do you want to configure advanced LDAP compatibility settings?
(Typically not required) [N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute
"objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.
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- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

LDAP 7 V) —ICRH9 H1E%

LDAP =R 777 A LN, E{TLIZWLDAP 72U =D& A 72 LT 1
SOy hY ZERLET, LDAP 7 =V —%41ERT 5 & &%, EEICHEAT
5 LDAP =7 = —XTCANTARERH Y £3, 1EkT57 ) —
I, EBRICEMTSLDAP 7 4 L7 Y —EROEEIZE LT TGRESLE
ThHZLIZEBRE LTI, FFlo, MEERO=—X &l 3 L 518 L
FTCx I N I TARBYERT L7 FUICBEBMERTHWEHAETT,

LDAP Y T)—0D4% 47

ROBIAT, HEATOr ) —DOFlZR L, REFEEZFHFLIBHHALET,

FANI =Y —, FEHICOWTIE, R AR (ZEERIE) 72U —)
(P4-27) =&ML TLTEEV,

N—F 4T 7)) —, FEHMZONWTIE, N—FT 47 =4V T YL
Bl (P4-29) LT EEN,

2AHV—FK 72—, FEMONWTIEL, 2B L —F] (P4-31) #5H
LTLK7EEW,

Tn—F rx)—, FMo>\TiE, 72— LDAP 7 =V —] (P4-32)
EHEBL T I,

RAALVR=Z Y —, FZOVWTIE, [RAAS L R=Z 7] —)
(P.4-38) #ZML TLZ&EW,

Fx—r 7V —, FMIOVWTIE, [F=—r 72— (P4-41) &5
BLTIEEN,

[ oL-23081-01-J
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KOHWIODIZ 7 =) —ZHETHIEHTEET,

o T4 LT FY N—RXKHIE, FEHMIZOWTIE, [LDAP 7 = U — D3|
(P4-2) 2L TN,

o SMTP FFE, FEMIC DWW TIX, [SMTP FBFEAAT 5 729D D AsyncOS DR E )
(P4-47) ZZMRL TS 7ZSVN,

o HAMEREE, FEMICOWTIR, T2 —F OSMIRRAEOKE ] (P4-60) Z#ZML
TS,

o ANRABRE~DZY Ra—PRIEDZ = U —, FEMITO VT, [TALH
EADTy Ra—PFEFED 7 =Y —] (P4-64) 2L T ZE0,

o ANRAMREDOTA VT RHEED I =) —, FMZHOWVWTIE, [ARLHED

TAVTAREDI7 = —| (P4-66) 2L T X,
BELEMRZ ) =X, VAT AETHREFHDTRTOY RAF— AT
9,

~N—R#HA4 (DN)

TA4VZ YDA —b Lok [XN=2] LIFOET, X—204HiIT DN
(distinguishing name) T3, Active Directory (3 U RFC 2247 (TH-2 < A%
##) ORX—ZADN D74 —~> FTIE, DNS AL URRAL L 2 R—R
b (de=) &M ENFET, =& 21X, example.com ®~X—Z DN X
dc=example, dc=com| T7, DNS & DK ONIEFRICEHRIND Z LICEHER
LTL &, ZThITiX, ERBED LDAP RENKBEND Z b, ST
bbbV ET,

EEIHERAT27 4 L7 FVICEBDO RAL UREERNTWDLEAEIE, 72U —
DHRDORX—2% 1 DETFTANTLOTEAHETHLI LoDV ET, £D k&
O EIE, LDAP b — "BEEEET D & &IC, ~—A%Z INONE] IZHE
LEY, 2L, ZOXITRET D EMBOIRMITLETS,

LDAP 7 T 1) —DEX

LDAP NAWTAN—ZAzfT& £3, 5IAFCHOLETH Y FEA, CN
& DC OELTIX, RCFL/NCFIERBI S ER A,

Cn=First Last,oU=user,dc=domain, DC=COM
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LDAP ¥ T 1)—
||

(E)

7Y —ZANT BEEL TIEIAXFEE N FPEFIAEDOT, ELEES
HHITIE, BT 5 LDAP 28I RS EDHILENRH Y 3, LLrlE, 7'n
> 7" hC maillocalAddress & ASJ L7 & ZIZEfTEIND 7 =V —i%,
maillocaladdress & ASJ L7 & X &AL 7,

WD h—2 % LDAP 7 =) —NTHEMTE £,
o {a} 2—FH@ AL U4

o {d} AL LA

o {dn} #H4

« {g} /=74

o {u} =—¥4

+ {f} MAIL FROM: 7 KL %

N

GE) {f} P—2 Z2EATELDIE, T AN Y —DHTT,

T2 & ZIE, A= EZITAND T2 O Active Directory LDAP ¥— NZxf9 % 7
TV —iF, MOLHITHD FT,
(|(mail={a})(proxyAddresses=smtp:{a}))

fEf L7zZ =V —iZ, [LDAP] ~—® [Test] #4AE (F 7213 1dapconfig 2~
RO test 7 a<wr R) 2HALTT AN & EMmIHERLET, #FEL
TEBYVDORENEIND Z EEHERLTHL, UAFT—IZ% LT LDAP ##E
EAF—T ML TL EEW, oW T, [LDAP 7= —DF A k|
(P.4-25) #ZMLTL7ZEW,

++217 LDAP (SSL)

AsyncOS & LDAP ¥— L DiE(FIC SSL A3 2 L 9 ICiETE £9,SSL
T 5L DI LDAP = T 07 7 AV ERRIE LTS OBEIIRD X5

2720 £,
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|

e AsyncOS I%, CLI ® certconfig Ta% & &4 72 LDAPS FEMAE A H L £
(TR CEAREIEOMER (P2-33) 2Z2H),

LDAP #—NZ k- Tk, LDAPS GEIEDOEHZ IR — b 45 & 5 IR E
TOEREN LB £,

o RIEWHAHD LDAPS GEFAENRWIGEIT, TEEHEMEMN S E T,

—Ta2T HxT1)—

LDAP V=7 4 7 72 —OHIFOHIRITIH D A, V—T 1 7I35%ER
W27 —4% KU T TffhbivET, 72720, AsyncOS IZiE, V—T 1 V7 DKA
N—T%HIET DT OIIERBIROFEE TR DHENDH Y £,

ERIT!)—

MR Lok, BAZ =) =2 T2 L5 CLDAP T4 L7 N H—n%
RET LI ENRECRYET (BELI =V —52FATHE. 7747 MAE
BTH = NIAAL  RL T/ ) =2 FTTELRITRVET), BELI =

U —%FFal9 5 & 512 Active Directory % #% &3 2 BRI 22 FIAIZ OV T,
Microsoft R — M EEATE# 320528 S LT 7Z2& W, URL IEKRDEFBY T
R

http://support.microsoft.com/default.aspx?scid=kb%$3Ben-us%$3B320528

Froid, BREL 7 = —FITHEHoa—FE2 1 DHELET, ZokoicThn

I EBEDI 7A4T v b bEA Y ) — %2 T D X9 LDAP 7 4 LY

FU = NERHBRT 2 MNEITH Y A,

2T, ROFIFEIZOWTHBLET,

o [E4) RFEEFFAIT D X 5 1Z Microsoft Exchange 2000 ¥— 3% % » |
VA YR

o B4 /NA K] ZFFAT 5 X 512 Microsoft Exchange 2000 ¥ — /3% & »
N7y T DIk,

e TIronPort AsyncOS 7% LDAP 7 —# % Microsoft Exchange 2000 — 326,
FE%/<4}\/ ]\J L ”E%J ntqu@ﬁ]ﬁjiffﬁiﬁH L/VCHAX?:HJ‘#7 iy 7 Zty k
VA RV R
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2—FET AL T RLRAEMNEDED LW BT MES4) E2id TEA4
NA VR RBFEEFFAIT 5 I2IE. Microsoft Exchange 2000 W — /N2 5% L CHEE
DT 7 BAFAERETHMLERGY £7, 2O LI RENIEFITENLOD
I, SMTP 7' — b U = A ZxT DHEE A= A v =V OFENEERIET 572
DIZ LDAP 7 =V — %+ 256 7,

ELFTNOEY r 7Y TS

ZIZTEMATLEEY N7 v IFIEEFEITT S L. Microsoft Windows Active
Directory N® Active Directory —~33 L T Exchange 2000 Y — NZxtd™ 5 K
REED 7 =) —TCREOT =X ZHHTED L5127V £7, Active Directory
~O LA R ZFFRIT 5 FIEICONTIX, [Active Directory DA /N
A ROEY NT v 7] (P4-22) 2BRLTIZEWN,

YD X 9 7 Active Directory 7 7 ¥ AH R DNLETH DN EHRT D,
ADSIEdit AF v AV E-ZLDP 2—F 4 VT 4 AL T, BLTD
Active Directory 7Y =7 FNORBMICK T DT 7 B AHF A ZELET D ME
B0 FET,

— IV —DHBETHDL RAAL LD, RAL VAR THFA D
V— 1k,

- BTA—NERI ) —ORBTHLIZ—FRBELTND OU BLW
CN A7 2= T,

WORIZ, BBERaATFTIRXTUIHEHAINTWAREDH DT 7 & AFFH]

R LET,

a—¥ 75 & R G

FISzH b+ |ER e & neA47

Everyone NAED TR AVTF AT b (AT V=T b

Everyone NAED TR MR A T P2/ b (AT V=2 b

Everyone RTY 7 A T7F |2—=F FTV=7 b [ TrnTg
A= a3 VERAREY

Everyone BFLA—LDFTS |2—F FTV s b T T 4
va v OFAEY

[ oL-23081-01-J
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ATwF 2  Active Directory 7 7 ¥ AFF A R ET D,
— Windows 2000 Support Tools 7>& ADSIEdit B & £3°,

— [Domain Naming Context] 7 AV Z &% ROFE4, ZO7+AFIZ, K
AA D LDAP AR H Y £3,

— [Domain Naming Context] 7 # /v % %47 VY » 7 LT [Properties] & 7
Vo7 LET,

— [Security] %27 UV v 7 LE T,

— [Advanced] %7 V v 7 LET,

— [Add] &7V v 7 LET,

— 2= FT7 = K [Everyonel 7 V> 27 LT[OK] %227V v o LE
T

— [Permission Type] # 7% 27 VU v 27 LET,

— [Apply onto] 7R v 7 A® [Inheritance] #7 V v 7 LE T,

— [Permission] 7 7 E AFFA[ D [Allow] T = v I/ Ry 7 A4 LE
\?AO

AFvF 3 IronPort A v =7 F—h U= AZRETD

Command Line Interface (CLI; a2~ RIA4 v A X —T A A) D
ldapconfig ZH LT, LDAP V— X = MY Z{E L FT, ROFHRE
BELTLZEEN,

— Active Directory ¥ 7213 Exchange %r—/ D HR 2 F 4

— R— |k 3268

— RAAL VDL — R AR a2 TF 2 M—%T5~X—2 DN
- WRREZA T [EH

Active Directory DEZ/N1 Y FDEy b7y T

ZIZITHMHAT Ay M7y TFIEEFETT S L. Microsoft Windows Active
Directory N® Active Directory ¥ —/33 £ OF Exchange 2000 —/SZxt3 2 &
GNA R 7 —CREODT—FEHEHTEDL LD £, Active
Directory % —/"DEL/SA o FEMEHT 5 & &id, 2 —H¥4 anonymous &7 F
YT DNRAT— FREEESNET,
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N

GE) EANA U REFRITT D EEIALNO/ AT — R Active Directory $—/3Z
HEEINDE, BACKRT 22 03BV 7,

AFvF 1 DX 57 Active Directory 7 7 E AFFAIBME TH 2 0 iR T 5,

ADSIEdit 27 v 7 A V7L LDP =2 —FT 4 VT 4 LT, BAFD
Active Directory 47 ¥ =7 NOJEMEICKHT D7 7 B AFFAIAEIET HME
Wi ET,

— VT —DHBETHD KA D, RAL VAFITary 7% bo
JL— K,

- BFANERI ) —DOHRTHL—FRBL TS OU BLV
CNAT7 Y=z F T,

WORIZ, BT FTIT_XCUTHEHA SN TV DIREDH DT 7 & AR

PR LET,

TOEREHF
A—HFTOzH b+ |ER R AhRA 7
ANONYMOUS N D —EE TR arvFF AT (AT
LOGON DR/ b
ANONYMOUS NED —EFRKR HERR BT A FT s
LOGON DE/ lA
ANONYMOUS NIV o7 LT F A— |2 FF T T
LOGON T VERLIRY ER/ N
ANONYMOUS FFHEELA—NADOF T g |a—F 47 TaRT g
LOGON OB DR/

AFw 7T 2 Active Directory D7 7 ¥ AR ZFRET D,
— Windows 2000 Support Tools 2>% ADSIEdit % B & £ 9,

— [Domain Naming Context] 7 # VX % BROF £+, 207+ AFiz, K
AA D LDAP RXARNH Y £,

[Domain Naming Context] 7 + /v 4 %42 Y » 7 LT [Properties] % 7
Uw s LET,

[Security] 27 U v 7 LET,
[Advanced] 7 VU v 27 LET,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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[Add] 2 U v 7 LET,

— 2—# #47Y =2 k [ANONYMOUS LOGON] %% U v 7 LT [OK]
%70 v/ LET,

[Permission Type]l # 7% 27 U v 27 LET,
[Apply onto] R > 7 A @ [Inheritance] 27 V v 7 L7,

[Permission] 7 7 £ AFFa[ D [Allow] T = v 7Ry 7 A& AN LE
\?AO

AFw 7T 3 TIronPort A vt —I 07 F— U ERETS

[System Administration] > [LDAP] ~<—<" (£721L CLI ® 1dapconfig) %
AL TLDAP —" = R U ZERR LT, ROBEREFEL T ZE
AN

— Active Directory %7213 Exchange %—/ DR X M
— R— |k 3268
— RAALVvDOL— MAHEIfTIT 2T F 2 M+ 5~X—2 DN

— BFEZ A7 XAYU— K X—R (cn=anonymous &1 —H & L CfEH
L, NMRT—FRE777)

Active Directory ORI T 58

» Active Directory ¥—/328 LDAP ¢ % %= 1F i) 2 R — M, 3268 & 389
T, Fa—L hZual~D7 78 AHDOT 7 44 b "— L 3268 T
j‘o

» Active Directory ¥—/3%% LDAPS 8&fi &\ 715 5 R — &, 636 & 3269
T¥, Microsoft 8/ T LDAPS ¥R — k&5 Dik. Windows Server
2003 LI kT,

e CiscoIronPort 7 7T A4A 7T AZ, 7 a—\ )L A Zua 7 THLHDL KAAL V2
VhRr—ZICERLTLEEN, 2L, BEo—xicxtT sz —%
MUY —R_EHEALTCETTEDLLICTHEDTT,

o 7Y —HIEFIZEITT BHITIL, Active Directory DF T, T4 L7 RV %
TV MIHT DR A #FA] & 7 v— 7 Everyone (2T 592 LB B
DET, ZHUTE. RAAL VARIITar 732 boL— b EERET,

o —RMIIZ, %< @ Active Directory 33 CTld, mail BE=Y MV IZ—EKT 5
fE® TProxyAddresses) BTy MU BRFEELET,

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K
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LDAP ¥ TV —

e Microsoft Exchange BREENF LA 7 T A T 7 F ¥ NICEEH Y. A%
Rtk LTV DAL, Exchange REDM TA—NEL—T 4 V7T 5 L&
(2 BETT MTA (TR D o — MIdHFIILEH Y A,

LDAP VT —®DTAR+

[Add/Edit LDAP Server Profile] ~X— " ® [Test Query] A% > (F72i% CLI @
test Y7 a<w U R) 2EHLT, 7=V — XA 7Tk, E LT LDAP ¥—
N 2272V =T AP LET, fMRPRRINDET TR, 72V —§%
BT A PDBEAT—VOFFMObERRINET, TANMEI, 72— 24T DE
NZNH L TITD ZENRTEET,

ldaptest 2 <Y K&, ROBIDO XL H NNy F a<w FE LTHEHTEET,

ldaptest LDAP.ldapaccept foo@ironport.com

LDAP % — gD Host Name 7 o —/V FIZEEDOHF R & AT LI=EE1T.
% LDAP — R LTI/ = —DOT A MR {ThbILET,

F 4113, TAMEROEKTT (ldaptest A~ FEEHTAIZ LT F

)

= 41 LDAP Y T—DTFR bk

H9TY—DRrALT ZIEEN BT D56 ZREEN—FHL2WGEE

(PASS) (FAIL)

ZEEZ AN AvtE—UEZTANE |[ZEEVNED . o E—

([Accept]. 7, Va UVETITRBEANY X E

ldapaccept) TiEAvye—vVE ey
(VAF—REILLD),
DHAP : Fr v,

W—Fq Y —DOREICES | ZD R vE— VDM AT

([Routing]. TI—FT 47 LET, LET,

ldaprouting)

IRAL—F s —NTERESNEZ | Z0RA vE— VDM AT

([Masquerade]. B~y T~ T | LET,

masquerade) Ny X —FBELET,

TIW—TF A 28— A= T UK — (A bE—T T g K — )L

L v 7 ([Group]. MZxE LT Ttruel &R [I2xf LT [false] #iR L F

ldapgroup) LET, 7

[ oL-23081-01-J
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* 441 LDAP Y TY—DFR b+ (HE)

9TY—DRALT ZEEN KT IHE ZEEN B LR2NWGE
(PASS) (FAIL)

SMTP Auth LDAP =2 6iEEN | —HT 53207 — FE o

([SMTP TemRAT—FREMHLT |52 LiFTEEtEA, SMTP

Authe|'|'|:ica'|:io|r1]~ %‘géﬁ%??b\ié—o Oi D N ﬁﬁ?ﬁ@gﬁﬁbiﬁ%ﬂﬁ Lij‘o

smtpauth) SMTP FBFENTTHILE T,

SMEBEREE NAVE, 2—HF La— | N4 R, oa—%F La—Fk,

(externalauth) R, BLOa—FDs BLOa—HF0rL—7 2

J—T R N—y FIT
st L C{ERBNIZ Tmatch
positive] 2RI LET,

N—=y FUTR L TERINS
Imatch negative] 23R Z4UE
\?AO

ANLBEEADIVF
1—YEREE
(isqauth)

Ty Ra—H 7hv b
(2% LC Imatch
positive] NIRENET,

—HF B RAT— &R S
CLETEERA, B e
PIRGEOMTITR L £ T,

ANLBEOIAYT
A#E (isqgalias)

A SNIZ AN LB D
EBEETHDIET AN
T RUVARKENET,

ANRKBHOKE T TEEE
Ao

7 ) = ANT DEEAL TCEIACEL N FEPESHEDT, ELEES
2T, HHT 2 LDAP EEIZ—HIEILENHY T, t& xiX, 7'
> 7" hC maillocalAddress & AJJ L7z & ZIZEfTEIND 7 =V —I%,
maillocaladdress E ANJ L2 X LIFA LRV ET, /B LT XTI =) —
IZ2W T, ldapconfig I ¥ RD test V7 a~r REEHLTTA ML, EL
WRERDIEIND Z L2 MERTHZ L 2MHELRELET,

GE)

LDAP H—n~ADEHED FZ TN a—T1 20T

LDAP =T T I7 A T U ANLEFERETHIHEIEX, KO T —DWNT

NDPINRREINET,
® FError: LDAP authentication failed: <LDAP Error
"invalidCredentials" [O0x31]>

® Error: Server unreachable: unable to connect

® FError: Server unreachable: DNS lookup failure
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F—=SREEARICRDIRA & LTI, V= "RETATINIZA— DAY
R, T7AT U= TR= RN TWRNI EREZHNET, LDAP

P — NOBEITIT T, F— b 3268 7215 389 BEHINE T, Active
Directory Tix, YV —NBRETOIa— )V I Z 0 T ~DT 7 & ATiTR—
k3268 M S ET GEMIC OV T [Cisco IronPort AsyncOS for Email
Configuration Guide)] @ TFirewall Information] # &ML T 723 W),
AsyncOS 4.0 T, LDAP #— & SSL R TEET S (EFITA— b 636 &ff
) EENBMENE Lz, sEic >V Tix, 2% =7 LDAP (SSL) |
(P.4-19) #sRLTIZEN,

P NREEARICRDIRA & L TIXZEOMIS, AT SHToAR R M D gk A AT
BTHLZENEZLNET,

[Add/Edit LDAP Server Profile] ~X— " ® [Test Server(s)] (£721% CLI ®
ldapconfig ¥ KD test Y7 a~<w R) 45L&, LDAP h—3~D
B A T 2 T ET, EHIIHOWTIEL, TLDAP — 1075 2 | (P4-10) %
ZHLTIES,

LDAP H— "N FERETHDHELE -

o LDAPZ I ANFRIFZ~AIL—RELRIFIN—T 4 VT IMEEF 2 —IZx% L
TA F—T NIRRTV DEARIT, A—WIIEEF 2 —NITEE D 7,

e LDAP ZIJ ANIIA X—T NI R->TELT, hor=)— (Fo—L
RV —F xRl D74 ALZNTHEAESNTWDIESIT, TDT 4
IV 2 DAL R false (12720 £,

ZITAN (ZIEEREE) VT —

BEfFDO LDAP A V7 FA N7 7 F ¥ 2 MHL T, HEEAvE—Y (XT U7
VAF—TD) DEEHEA—N T FLAORO T2 ERTEET, 7417 b
VNO2—W F—ZZxt3 H5EH X, KA Cisco IronPort 77 Z A 7 > AR
T4V R = RNIZHH LTI/ —2FIT L EIERINET, v v
v a®DY A XL, Cisco IronPort NEUF L7=T — & Z{REFT DR O I3 E
"HETY,
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(i¥) Bl 7ez 534 (7= & 21E administrator@example.com) (2% L C LDAP &} A
NIV =N NRATEHIEHTEET, TOLHCHETDHITIE, ZEET
78R 7—70 (RAT) 2ERALET, ZOREDHFIEIZONTIE, [Cisco
IronPort AsyncOS for Email Configuration Guidel ® [Configuring the Gateway
to Receive Email] #ZM L T 7Z& 0y,

ZITANS T —DH
% 4200, ZHANS =Y —OflE R LET,

= 4-2 —fi&k9%: LDAP R% T LDAP 2 T ) —XFH0OH : F(+Ah

JIT)—DORR ZEHRI

OpenLDAP (mailLocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory 7 F L Xk (I (mail={a}) (proxyAddresses=smtp:{a}))
Microsoft Exchange

Sun ONE Directory Server (mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

Lotus Notes (I (I (mail={a}) (uid={u})) (cn={u}))

Lotus Domino (| (ShortName={u}) (InternetAddress={a}) (FullNa

me={u}))

Z— %%(E@)ﬁ@ﬂ%ﬁﬁ:&%f%if DT ENFEITILODIE. T+
L7 FUIEBHENTOARNWRAL DA —LEZIFANDL LI LEVWEST
R x77\%’b7i) % (uid={u}) IZEREL T E &0,
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Lotus Notes DIFEEDRITANYI 1) —DHRTE

LDAPACCEPT ¢ Lotus Notes & Z#HASLELEEIL. EENLETT,
Notes LDAP 12N SN TWB 2 —FDOBHENKDO LI ICHREINTWAE LE
7,

mail=juser@example.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

Lotus liZZ D —HF~DEF A —N%, BESNTET FLRUADEAX (7L x
i¥ Joe_User@example.com) TdH-Th, LDAP 7 ¢ L7 b VIZIFELRWIZ
LhbbTRITFANET, Lz -> T, AsyncOS (. ZD2—HFDHZ):
=P A= T RV RZTXTRDOTLZEIETEERE A,

CORRED 1 o, MOBEROT RLADOAST Y v vabBAELEND DT
T, FEAMIZ OV TiE, Lotus Notes HHAICHI WA bE T Z &V,

W—T 429 : T4 )T RUE

AsyncOS TiX, =4 U7 ALE (Y —7 v 8 7 RLA~D LDAP V—7 «
V7)) YR —=FENET, AsyncOS IZL - T, JEOA—/L A vE—I Iz A
VT7AZ—=5y LI LNWA -V TEESBRIONET (L& 2.
recipient@yoursite.com ~® A v —I1X, newrecipient] @hotmail.com X
recipient2@internal.yourcompany.com 72 & ~D, ZNENMIL LT A v —T
TEIHBAONET), V=T 47 72V =3, HOEF A —/VILE D AT L
T AV Ty 7 72 —LIFHTND 2L bd 0 £7,

[ oL-23081-01-J
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=TT H5xT1)—DHl

% 4-3 —j%i97; LDAP X TO LDAP 4 V) —XFHOHl : L—F 4 T
VTY—DRER MDA —IKRR FADI—TFT 4 VT
OpenLDAP (maillocalAddress={a})

Microsoft Active Directory 7 KL Xk FEM LR W HREME D 0 2

Microsoft Exchange

Sun ONE Directory Server (mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

a.Active Directory D 3E%EIZ K - TiX, proxyAddresses BEO =2 N BNEHGFETHZ &
N0 ETH, ZORBRMEDIEIX Active Directory 12 & 5 T smtp:user@domain.con &9 B
THRMSND T2, ZOT—HIELDAP V—T 1 7 | oA V7 ZLRICIFHEHATE EH A,
H—y b T RLRAFZENENBIOD attribute:value XTIZHEETHMLERH Y I,
Microsoft Exchange BREENE LA > 7 T A T 7 F vy NICBEHEDH Y. EVWERH#HEL D
A%, Exchange BBEEDMI TA—NEN—T 4 795 & &2, EIETT MTA TR S HHO
J— MIBEFIIMNEDH D THA,

JL—T 4 >% : MAILHOST & MAILROUTINGADDRESS

N—F 47 7 ) —DOH4A 1%, MAILHOST OfEIZ IP 7 RL 2Tt fif
WAME/R R A P4 T H 2 EABETY, ZAICIE, N7 DNSconfig 252
T2 B DN — KT,

MAILHOST X, V—F 4 v 7 7 =) —TI3EK AT,

MAILROUTINGADDRESS (X, MAILHOST 238 E S TV WGHITHET
B
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NAAL—

e

Y AHL—REIL, BFA—NDT R —FKEE (IREE] £-1T
IMAIL FROM| EFEENSZ &0 H VY £9) LW To:, From:, CC: DF~v
H—Z, EHBEBO7 ) —[ZHESNTEE ML AHEETT Z OBRED — kA
RREEF D 1 O A RAAL V] THY, ZNICE>THEEDORAS V%2 1D
DYV A IEMBEBEAT 4T TEHLEIITRYET, MoO—FMpEEL LT
Iy hNT—=0 AT FANT I Fx% BT 2OlL, BFA—I ~vZ—D
XFHNDOEY T RAAL ERVERS (AN v T)) EWHI5003H0 F
T

IRABWL—F ox)—0f

& 4-4 —fi&897% LDAP & T®H LDAP 2 T U —3FFDHl : IXRAL—F

ST )—DORE TRAHhL—

OpenLDAP (mailRoutingAddress={a})

Microsoft Active Directory 7 F L RE | (proxyaddresses=smtp: {a})

Sun ONE Directory Server (mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

Lo k&l ORRAAL—F

a—HWEEICL->TiE. LDAP 74 L2 FY =R 2F—<DF|2, A—/L

=T 4T T RLRRa—Hh)L A—)L 7 RLALIMNZ T7 L RU% | NG
EFNTVWDEZENRHY ET, AsyncOS Tik, =N —7kEH (BEA—V
DHE) RAvE—Y N~y FX— (ZEA—NVDHE, To:. Reply To:. From:,
CC:72&) %, 2O 7L RNV4)] TRAAL—FRT&EES, 7L RU T
FL2Zid, AR EFA—N 7 RLATIREFITTT S NRWEECT (5]
HE, A= =72 l) BEENLTVTENENEREA,

LDAP 7 =V —RH T~y X —%~v AN L —RTHEXIZ, 7LURY A—
CFEHN R E LDAP = "0 L ORRCEEBRZ D0 E D M ERERICEINT
xFET, ZOBERAS X =T NS TN TEH, TN —7EEHICIE
user@domain 3 OHMERINDL Z LICHERBLTLZI W (ZL U FU AR
=TT B T28),

[ oL-23081-01-J
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|
FRYER 72 LDAP ~ A L— RO & & L[ARRIC, LDAP 7 = U —OfiRMA %2 (K
SN0 FZFTRTHRYA b AR=R) OFHIFT, v AHL— R fTbhEE
Moo
ZOWREE A X —T MZT HITIE, LDAP R—ADvAHL— K 7 —%Y
AF—IZX L TRET D & 212 ([LDAP] ~— U F 7214 1dapconfig < N),|
KOGz LT Ty) ERIZLET,
Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]
e zE WOE I LDAP = U RBHLH & LET,
Rt &
mailRoutingAddress admin¥@example.com
mailLocal Address joe.smith¥@example.com
mailFriendlyAddress "Administrator for example.com,"
<joe.smith¥@example.com>
ZOBRENA X — T W5 TV DHAEIZ, LDAP 7 = U —)8
(mailRoutingAddress={a}) T, v A L — NEM:A (mailLocalAddress) 72 51X,
ROEHICEEHBZHNET,
FTD7 FLR (From, TRAL—FEhizzoROo—7F
To. CC. Reply-to) TRAAL—FEhizAy 45— EIEE
admin@example.com From: "Administrator for MAIL FROM:
example.com," <joe.smith@example.com>

<joe.smith@example.com>

J)L—7 LDAP Y T 1)—

AFvFT 1

LDAP 74 L7 hUNTERSINEZI NV —TIZZEENBL TN DENE Dk,
LDAP — x4 %7 =) =2 M L THIETE £,

LDAP 7/ Vv—7 7 = U —DFEIL, IRD 3 DDRAT v T TITWET,

Ave—Y T4 VB EERLET, ZOPFT, Ay e—VIEATHL—L L
L C. rcpt-to-group F72I% mail-from-group A L FE T,
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KIZ, [System Administration] > [LDAP] ~X— (&£ 721% 1dapconfig 2 ¥ R)
EHERALTC, 7774 T U ADNA 2 Rk 725 LDAP y— &2 EHKL, 7
N=T ANRN= T (b7 ) —2RELET,

[Network] > [Listeners] ~~—< (£ 721% listenerconfig -> edit -> ldapgroup
VTavrR) ZEHALT, 2OV —TF 72 ) —% ) ZAF—Zx LTA F—
T LET,

G—7 9T —nH

® 45 —f&897% LDAP RET®O LDAP 2 V) —3 D : SIL—7F
VT —DHR agn—7
OpenLDAP OpenLDAP TiX, memberof BIEILT 7 4L b TlxH

RN—rEhE¥A, LDAP BEHEICL-T, ZDORE
MEIZEUOBER AT —<IZBMEN TS Z

ERBH ET,
Microsoft Active Directory (& (memberOf={g}) (proxyAddresses=smtp: {a}))
Sun ONE Directory Server (& (memberOf={g}) (mailLocalAddress={a}))

722X LDAP T 4 L7 NUT == T 00 TA—TDRA L R—)
ou=Marketing EEHINTWDH ELET, ZOpEEFEHLT, 207 r—7
MIEZIET HA— NV ERNRFIETROH S ZenTExET, A7 7 1 T,

Ay —VIEHTA A=Y 74 V2 EERRL, AT v 72 L 3 TLDAP
N T T T AB=ZALEAF—T NI LET,

GW—F 9T ) —DERE

WIZARTHITIE, ~—rT 4> 27 Z—7 (LDAP 7 /v —= [Marketing] & L
TER) DAL RNR=INHD A=V ERIFEA—NVEIEHR A b
marketingfolks.example.com (Cﬁﬂ{% bi‘;‘o

MDOIZ, TN—T Ao N=y P L THEMIC 8T 2 A v E—VIT/EM
T2, Ave—Y 74T EfERLET, ZOBITIE MERT D745 0H
T mail-from-group L —/LEFEHLET, AvE—VD5EL, = Na—7 %
5% 73 LDAP 7 /v —7 [marketing-groupl) IZELTCWNWD Z ERHBLZH D
T _T, RBEGEFA MIEFEENET (74 F D alt-mailhost 77 =
e

[ oL-23081-01-J
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TN—"T Ao R=w 7 74— REH (groupName) (X, A7 v 72T
ExzLET, NV —T7 B TgroupName| OfEIE, marketing-groupl &iE
BINFET,

mail3.example.com> filters

Choose the operation you want to perform:
- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new
Enter filter script. Enter '.' on its own line to end.
MarketingGroupfilter:

if (mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com') ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.

[1>

Awyt—T 7 4 )VH J—)mail-from-group & rcpt-to-group D ikl
Wik, (Avt—=y 700 L—)v) (P.6-3) 2B L TL7ZE,

AFwF 2  W&IZ. [Add LDAP Server Profile] X—YZEH LT, 774 T L AD/AA >
KoL 7225 LDAP —NE2ERL, F—T A=y TERRDEN OV
T —%EHXHLET,

4-8 FLWLDAP 7Oa774IETN—T H ) —msBMN

LESF Servar Profie Name: | Fophmmaps

et Mame(s): | karver? suampls com
Fully it Bogtrams o [F, SEperste molips srimsg with § oomme

Mashods | (@A A

Sarver Trpe: (B | Caction Directary &
Fort= (F) | Bizey
Base O (¥ waample, domcam
¢ Advanced: | Sysem defaults for theds setasgs are dudable for medt users.
Tarver Attnibate Tedting: | Teat Server(s) |

W Accept Query

e conigured

B Eewting Query

e conigured

B Mssquerade Query

e conigured

B Group Query

LU ST e peeaa
ey : [rimemzancd={g} eraapAdérasans=amiz- (a1} Tt Chuary
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wiz, %7 Y » 27 U 25— [InboundMail] TLDAP 7=V —%fEHL T/

N—T V=T 4 T %ITH L HICHEFH LET, [Edit Listener] X— Y%A L

<.

HIORAT v 7 THELLZ LDAP 7 =) —% A X—7 VICLET,
o) —=REITIND L,

JAF—NZIFANTZA v E—TIZL - T

LDAP =427 2V =R MV T—ShT, JA—TF Ao nR"—Ty
THEEE EIVE T, PublicLDAP2.group 7 = U —X 7 TIZ, [System
Administration] > [LDAP] X— Y CTERIN TV E T,

4-9
Edit Listenar

YRF—TDIN—T HT)—0DiERE

Mame:

Type of Listansar:

Interface:

Bownce Profile:

Foolar:

SMTP Authentication Profile:

B SMTR Address Parsing Dpticons:
b dvanced:

= LDAP Quenes;

[ivcormengMasd

pubke

Liata 1

| TCP Part: |25
Default |w
Homne =
Mons W
Dptignal settngs for controlling parssng e SMTP "SAIL FTROM™ and "RCPT TO"
Optinnal settngs far cistamizing the hehaviar of the Listener
b Accepk
b Rparking

b Masquerade
= Group

Group Query: | PubliclDAPZ . gramp

ZOBEITIX, BEZAECT HITIE commit ALETHDHZ EICERLTL

EEW,
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Bl: GN—T HOT)—FFHALTRINLEDSILADF Y
DERAXYTT S

A=Y TANZIEINL T T OHODFTEITENDEDT, INA—T 7
U —ZFEHTHE, BEODITNL—FIZONWTIANALZANRLDTF = I & A
X TEFET, LExE RO IT F V=7 ~D A v =250 TIE, A
NEETANADT = v 7 EAFy T LTIRTZEFELEVWEWVWSHEBERDL S L
LET, LDAP La— Koz, DN 7 A—74 ¢ LTHHAT2 7 0—7 =
YRYUEBEHRLET, 2OV —T741F, RO DNV ) CHERESNET,

cn=IT, ou=groups, o=sample.com
LDAP = Fu 7 7 A VEAER L, ROTNV—T 72 ) —2ELET,
(&(memberOf={g})(proxyAddresses=smtp:{a}))

Wiz, 2072 —% Y 2AF—IZH LTS F—TNMZLET, 2T, AvE—
UNREOV AT —TREINZLEXIZ, ZOAV—T 72 —RN R ) H—&h
ij‘o

IT 7 NV=TDAN=ZONTIETANAL ANRNLDF =y 7 2 A% v 745
72O, MDA 2=V 74 VEEER LT, HEAYE—T% LDAP 71—
T LTRAELET,

[]> - NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
IT_Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck() ;

deliver () ;

[ oL-23081-01-J
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1 filters added.

GE) ZoAvyE—Y 70D rept-to-group (21, FNA—T&ELTATEREZ
DN (cn=IT, ou=groups, o=sample.com) BNXMINTWET, A vE—T 71
NERNTHEALTWDL V=T EZRELWI EE2ERLTLIZIN, 74520
FEITHIZ, LDAP 7« L7 FUKNTZDOLRTIE ORERHEFEICITTbND L9
T5EDTT,

VAF—=NZ T ANTZA Y=L > TLDAP 4 —RZx+5 27U —3 b
VH—=ENT, INV—F A=V o TPRBEINET, A vE—UZEEN
ITIZN—T DA NR—=DEET, A= T4 NVHDERIKESTTAILA
EARLDTF 2w 7 BPNTNHAF vy 7 ENT, A vE—URREHICERE S
*£9, 74X TLDAP 7 =V —OfR%F = v 73 5121F, LDAP H—Z
%925 LDAP 7=V —%{Ek L. TDOLDAP 7=V —% U ZF—Zxf LA

F—=TNWNZT HHERH Y 9,

FASUAR—=X HT)—

RAAL o _—=RA 72 —&E, LDAP 7 =) —%& ¥ A THNZ 7 V—T{L L, %
FED RAAL ANBEEM T 729 AT, HEOY 2T —=IZHD ETZbDTY, FA
A R_N=2 72 ) —=pMER SNDDIE, HED LDAP y— "B ZhZh R 5
RA A ACBHEAT 5TV DA, TXTD LDAP — N2d 357 = U — %[
LY RF— ETEITTLHETY, 72k xiE, Bigfishy &9 &tk
Redfish) & [Bluefish) ® 2 #h&BIN$ % & LEd, Bigfish (ZAD FAA
v Bigfish.com (212 T Redfish.com 3 & U Bluefish.com ® A & EH
HLEbIT, FAL L TLITHIO LDAP Y— "2 M LT, & FAA TBE
T ONTREBDOEREZHEMNL TOET, ZD3 DD AL DA =L ET N
TZTFANDTZOIZ, Bigfish i RA A _R—RX 72U —%{EKLET, Zh
T. Bigfish % Bigfish.com. Redfish.com. ¥ X T Bluefish.com ® A —/ L% [F]
CUARF—=ETRIFIANDZENTEET,
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RAA Y R—=R 72 —%FHET DI, ROFIEEZFEITLET,

ATy 1 RAAYR—=R 72 —THEHTLZ AL T L2l 2FTD, =" Tu7ry
ANVEERLET, 2OV —NT a7 7 LOETNTIUIH LT, RAL Y
NR—=R2 72 —IfEAT572) —%2RELET (ZTFAN, V=T 477
), EEHIZOWTIL, [LDAP — 2 a7 7 A VOER] (P4-6) 2B LT
TZ&EW,

ATYFT 2 FAAUR—RA T2V —%ERLET, FASVR—R 72 —%EfTDL
EE, BN T T AN 2 —E@IRLET, £, Forxl —
% F2479 % 3% Envelope To 7 4 — /v RIZESWTRET S L 512, IronPort 7
FIAT U AEZRELET, 72 —OERFIEOFEMICOWTIE, TRAAL
N—2 72 —DEK] (P4-39) 2L T EE0,

AFYFT 3 KA R—R IV =% TV I FERFTTAR—FDY ZAF—IZx LT
ARX=TNMZLET, VAT —OFEFEOFHEMIOWTIL, [Cisco IronPort
AsyncOS for Email Configuration Guide] @ [Configuring the Gateway to
Receive Mail] #ZH L TS 7Z&E 0,

(¥) RAA v _R—2 7 =) —Fhic | IronPort A /S AfREHKFED LDAP = K
D= T IR ARANLBEHOTOIEHTE ET, FEMIZOWTIE, [Cisco
IronPort AsyncOS for Email Daily Management Guidell @ TConfiguring the
IronPort Spam Quarantines Feature| ZZ M L T &\,

FALUR—=R 1) —DER

FAA X=X 7Y —{%, [System Administration] > [LDAP] > [LDAP
Server Profiles] ~— Y TER L £,

4-10 FAAVR—X HT)—DHE

Meme: | iahon_teeapt
Quary Trpe: || Aceest -

Damisin Assigranants

Ghimen = Partinl D= Gy Add e
[t cam [T ——— ]
et com [ — ]

Dafaakt Guery: | Mene e

Test: | _Tast Gy
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ATvTA1
A7y 2
ATvT 3
ATvT 4
ATFyFT 5

AFv7 6
ATYTT
ATvT 8
ATv7 9

AFv7F 10

27y 7 11

ATv T 12

[LDAP Server Profiles] ~X— Y ® [Advanced] %7 V v 7 L&,
[Add Domain Assignments] #27 U v 7 L ¥,

[Domain Assignments] X— VU NERINFE T,
RALR=2 72 —D4HTZ NI LET,

IV —DHA T HBRLET,

N

GE) RAL L R=Z 72 —2fflT 2 Lx, BRI 572 —DF AT
BT RTHELCTRINERY XA, 72— ZAT2EIRTLH L. £
DEATOI7 Y —=PREHBPIC, =" a7y AhbRGEINTY
T)— 74—V FO—RIZERINET,

[Domain Assignments] 7 4 —/L RKiZ, RAAL > Z AN LET,
ZORAANCHEMNIT D7 2 ) — 2RI ET,
I Y =D RAALUPTRTEMENDET, TEEMLET,

ED/7 ) —ilb—H LWL EIZETTDH, 7740 D7) =& ASJTE
FY, T7ANV IO =Y —E AT LRVHAIE, [None] 238K L £,

7Y —%TANLET, [Test Query]| R¥ v %27 Vv s L, TAMTH2—F
0y A L ENRRAT— REZIZA—/ 7 KL A% [Test Parameters] ® 7 ¢ —/L K
WAL ET, RN [Connection Status] 7 1 —/L KIZFRRENET,

(BIEATHE) {f} b—2 v %% ANh 7 =) —NTHRATIHAIF, =oXe—

TEEET FLVAET AN 7 —l2BINTEE9,

~

(i) RAL L R—=2 72 ) —DEERPETLIEZL, 2072 —%23T71 v
JEFIFZTTAR—= DI A F—|ZHEEMITALENRD D FT,

EHERAFELTHELET,
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Fr—2IT)—

ATFvF 2

AFvT 3

(E)

Fx—>r 7Y —%, IronPort 777 A4 7 2 AT L > TIEFZRIZETHNAITES N
5—#H@ LDAP 7 = U —TH I Ed, IronPort 7774 7 v AL, ZD
[Fxz—r] OFDK 7 =) —DFETEZRITL, LDAP H— "5 HEMNRL A
R ANEEIND E (F2F [Fo—r ] OEBEDOI Y —CTEHEEHRL AR
AMBEEND KT D E) EfT2EELEST, Fo—r 72U —BEILOD
iZ. LDAP T 4 L7 UKWDY MUIZBWT, SEIERBMHICELED (F
721ZFE—D) RN EN TWBIEE T, 72& 21, JBM naillocaladdress
L nail P—FBETA—/L T FLAOKEMIZEA SN THWEELET, 2O
FORMIZR U THEEIZZ 2 ) —2FTTH100F, F=—r 72U —%FHL
9,

Fre—r 72 —ERET DT, ROFIEZFATLE T,

Frz—r 72 —NTHEATIZZ/=) =Tk, =X TFu 77 AL ZERKL
EFT, ZOYV—NTa T A LDENEIUIZHONT, Fx—r 7 —|ZfEH
THI/TY)—EFRELET, MOV TIE, TLDAP 4 — 717 7 A L DAE
%1 (P4-6) #BLTLZE,

Fr—r 7Y —%ERLET, FMIZOWTL, [Fx—r 7 ) —DEH
(P4-41) =L TIZEN,

Fz—r 72V —% TV w7 EREFTITARX= b DY A F—1Zxt L TA F—
T LET, U AT —0OREFIEOFEMC W TIE, [Cisco IronPort
AsyncOS for Email Configuration Guide] @ [Configuring the Gateway to
Receive Mail] #ZH L TS 7Z&E 0,

RAAL L _R=2 72 —(FftiZ b, IronPort A /X AfEEHEEED LDAP = K
2= TR RARLANLBMOIDIERATEET, GOV T, [Cisco
IronPort AsyncOS for Email Daily Management Guidell @ TConfiguring the
IronPort Spam Quarantines Feature] ZZ&M L T 72 &0,

Fr—2 9T —DEK

Fx=—r 72U —|%, [System Administration] > [LDAP] > [LDAP Server
Profiles] ~*— ¥ TER L £4,

[ oL-23081-01-J
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ATFvFT1
A7y 2

AFyvFT 3
ATy 4

AFvT 5

&

AFyFT 7

AFv7 8

4-11 FI—2 9TY—ORE

[LDAP Server Profiles] ~X— " ® [Advanced] %7 V v 7 L&,
[Add Chain Query] 27 U v 7 L,
[Chain query] ~— U RFERENET,
Frz—r 7Y —O4HTE AT LET,
7Y —DF A TERIRLET,

Fro—r 7Y —%ERTDHEEIZ, BRTDHI7 U —DOF A TIXT T
FICCRITFNE D EHA, 7V — XA TE2RRTDE, TOXATD
JT Y —=mNEBINIC, YA T Ty A ARG ENRTI =Y — T 1 —
v F‘V)*%&:i‘%ﬂ?éhiﬁ“o

Frx—r 72 —=TBEMT 572 ) —2@RL £,

IronPort 7 7S A4 7 A2k » T, ZZT3 ELK!ILE 72 —NETIN
FT, Lo T, o/ —%Fo—r 72 ) —ITEBMT 2561
KX OREM R ) —DH%TK UlK%ﬁfiﬁIU—ﬁ§3“%ﬁ5ﬂ5iOiﬂlllﬁr
TAHZEEHLEL T,

7Y —%T7ANLET, [Test Query] ¥ %7 Vv L, TAMTH2—H
a7 A4yENRAT— REFITA—/L T KL R % [Test Parameters] @7 ¢ —/L R
WCAS LET, #5582 [Connection Status] 7 o —/L RiIZERENET,

(AR ATRE) {f} b — 7/%;4&)\“71) WCHATSHAE, =vsm—

N

GE) Fx—r 7z )—0ERBKRTLEL, 2072 ) =270 v 7 E7-
7 T7AR= b OV A F—ICHEM T DZHLERDH Y 97,

BEHZRE L THEELET,

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K
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LDAP [Z2&BT14 LY M) IN—ARX FIXER5IE

TA4LYZ MU N—_RNEBT, BEOLLIEEEN., L bDLAMEFFOZ
EEZSBICA v E—VhEETAILICLSTHALEST, BT A—NL F— L

U AR, ZEENETOHEFICAN A —IVR Y I Ao TWDENE I D EH
NOSEEZRLET, TNEREIZETTLE, BEEOHLIEEZIX. EOT R
VRZANRLEZFETUZ LV %, A7 FL2o TI#E (h~—2 )]

WE-oTRHETEAL LIV ET,

IronPort EF A=/ X =2UT 1 77T A7 ATi&, LDAP % ANMRGEY
T Y —%fH9 % L. Directory Harvest Attack (DHA; 7 4 L' 7 kU /»"—2
FIE) MU CHIETE$9, LDAP R ANEZRETHEEIC, T4 L

7 R N—=_Z NEERIEE SMTP B2 "t —3 g VI T 5, EEx = —
DOHTIT I D EFRIRTEE T,

SMTP hont—arddF4 Lo b)) IN—RX FRE

y;pla

DHA %#B51E9512i%, R AA 721 % Recipient Access Table (RAT; Z15# 7
TR T—=T)) AN LTEE, LDAP ZIF ANMIEE SMTP & >\ t&—

varNTEITLET,

SMTP 1o \tE—va vyHiZA vy —V% Ku vy 7925121, LDAP %5 Ah
DI=HD LDAP =N T 7 7 A VERELET, KIT, LDAP ZiF AL =
Y—% SMTP 1 o\ t—va VHIZEIT T LI R —%2FELET,

H 4-12 ZHFANITY—% SMTP Aunt— 3 V=TT KSICRE

[ oL-23081-01-J
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UAF—THEITT D LDAP ZIF AN = —%BELZDL, OV A F—ITH
WA ONTEA—L 7a— RY S —0OF O DHAP (4L 27 F) N—_Z LK
BEGIE) BREERETDILENDLD £,

413 SMTP hont—Sa vtz Foy 733 &5I1c4A—)L 20—
RYS—%#BET D
PO

Rate Limiaieg Ha, aciiars Por et | oL
- [
Hax, Macipiars Wor howr Cofe: | [y |
Man. Reopeets Per Hour Text: | 7y many rotpeesty recerved this hour
Figw Carkrol Use Serdechiase for Flom Comtral; - e
ol i
Grensp by Savalanity of OF Addraddes:  Tha Fedture tih oily B ured f Tondectade Mow Costrad o o
L
' |
Directery Harveit Smack Man. Pavabd Recsients Fer Hoer: . .
Pravenion [CHAF] Urkmibed
&[5
Dren Comnetion ¥ OHAP Sredhald is Beatked o .
within 45 SHTP Cosvaresbion on o
Migu. [k Bacigiengs Far Hosr Code:
. Ivval Racioinnts Far Howr Code: | prm———]
. Troealid Recipensts Par Bigur Tea:
Tea many nwabd recy,

V2 F—IZBEfT i oz A—nL 7a— RIS —DF T, T4L 7 MY N—x
A MR IEDOTZODORDIEB ZHELET,

* [Max.Invalid Recipients Per hour], Z®D YV AF =RV E—F RRAX P03
FE D SN2 5E O 1 B H 720 O KRETT, ZO L EVMEIL, RAT
R ORBAERLES, ZE, #2722 LDAP ZIEE 56 T D2 SMTP 7
PRE—va vl Ray PENREA v E—VOREE fFEX a2 —NTA
VORISR A vE—VORFTT, X, LEWEEZ S EERELLES
BT, B & 407z RAT #4523 2 T, #5072 LDAP ZfEH5 COzd K
Oy TENTEAYyE—UR3IETHDLELET, ZORERT, IronPort 77
TAT VAT UEWEICBEIE L E BT LT, Eite Fkany 7S®ET, 7
TANRTE, TV 7 URF—TO 1 KD 72 0 OZEHE ORI
25 TY, FTAN—F VU RF—DBREIE, 1 b OZEEORKEK
17 7 4V h TIRERIRTT, ZOHx K%K % [Unlimited) I[ZRETH &
FDOA—) 7ua— KU —|Z% L TDHAP IZIA x—T /W70 £H A,

e [Drop Connection if DHAP Threshold is reached within an SMTP

conversation], 7 4 L7 FU N—_ZX B EO L X VMEICELE &L X
\Z IronPort 777 A4 T VALK o CTHfGi A Ry 7S AREEZ LET,
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* [Max.Recipients Per Hour Code], ##fii% Nu v 7SH 5 & EITHEHT 5
a—-REHEELET, 774/ bOa— FE550 TT,

* [Max.Recipients Per Hour Text], K& v 7 L7z#ficx L CHAT T F A
FERELET, 7740 FOTF A ME [Too many invalid recipients
T,

LEWEIZELZSEIE, ZEEDPED TH-ThbAyE—YDx o —7%
BEICAT A Ay E—UNEEINDZEEHY £HA,

BEX1—ATOTALY B N—RX NHEHIE

F 4 L7 FY N—_A KB (DHA) OIEE AL, FAA 7% Recipient
Access Table (RAT; Z1E&T7 7 A T—7)V) ICASILTEE, LDAP %IiF A
TR A EEE X 2 —NTEITTH LI Lo THHIETEE T, ZOHEEZFERT
LE, BREOBLEGFEN., ZEEPEDE > D% SMTP h 3 E—a v
FIZHD Z X TERLZVET (T AN =T —REREINTNS & XL,
VAT AIA v =V EZIFANT, LDAP Z S ANKRGEEEE S 2 —NTHE
TLET), 27 L. AvkE—Yox o Ru—FHEZFICT. ZEENEHTH
DRI T A A=V RNEEENET,

EEX 1 —HNTTALY FY N—RZX FREBIET B-HDBRE

T4 LT M) N—_ANKEEZIET 51213, HIDIZ LDAP — 77 7 A
NEFFHELTLDAP ZiF A& A x—7 i LEd, LDAP ZiF A7 =Y —
EAF—=TNMIZLTEL, ROX I, ZOZTF AN =Y —%EHTDHLH12V
AF—FBRETHELBIL, ZEED —HLBRVGAEIZA—NVEANAT 2T H L
I ELET,

%IPII

4-14 REEN—HBLEVVBEREZTANIT) -2 A vE—DENAIVRT
SE|E
L -"t;.;.eu'. Query; | TeslLDAP, accept |+

51 | work Queur

Wrn-Matching Aecipients: | Baunce (W

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
| oL-23081-01-J .m




$4% LDAPHTU— |

WIZ, A= 77— R —%2HELET, ZORY —TlE, FrEDOKRKMN
CEEIP T RV ARSI ERET DN RZEET RV A& AT L3I A
NEZNEERELET, TOREBELXD L, VAT AXZ0REEN DHA (57 4 L
I RY N—_RANKE) THHEHMLTT 79—k Avt—Y&EEELET,
DT T—F AvE—VICEENIERITIKRO LB TY,

LDAP: Potential Directory Harvest Attack from host=('IP-address',
'domain name'), dhap limit=n, sender group=sender group,

listener=Ilistener name, reverse dns=(reverse IP address,
'domain name', 1), sender=envelope sender, rcpt=envelope recipients

A= 78— R —THRESNTEZLEWVHEIZETLZETEH, VAT AITLE-
TAYE—=URRT U ASNETN, TNUBIISEEZETZ ERL<ZTARD
nNTraey7a3nEd, LER-T, EEREEHITET RLAOFRDY @M S
NETH, BEOLLIEEEIX, COZEEDZTANLN N ZHEICX £
oo

COBMZAEE S T X OBE X, BUE AsyncOS IZFEHE STV D L — MR
BEREICEICWET, 2F 0, BEHENZOMELZ A x—7 LT, ERMEZE R
Ty 27 UAF—DOHATHDORA—)L 77— RY > —HRTEELET (HAT
DFTZHNVEDA—) 77— KIS —5ET),

72eziE, TV vy URF—=OD HAT IO A —/L 77— R —% CLI CTIE
REIIRET 2 L E X RO XD REMPRFSINET (listenerconfig ->

edit -> hostaccess -> default | new I ¥ K% %17),

Do you want to enable Directory Harvest Attack Prevention per host?
[Yl>y

Enter the maximum number of invalid recipients per hour from a remote
host.

[25]>

ZOBREIX, A= 7r— R —% GUI THRET D LEICLRRSINET
GG 2 Y 2 F—IZx LT LDAP 7 =V — M MERFE DB E) .
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4-15 GUI @ DHAP #8e
Dirpcknry Harve st Attack Max. Invalid Recipisnts Per Hour: | 7y
Prevention (DHAF): L} Use Cofault (25)
JUnlinbed
&E———

1 BRI 720 OBEZEEREANTDLE, TDOA—L Zu— KU T —IZkL
TDHAP (T4 V7 hU ™= NKERGIE) A FX—T 02D ET, T
TN ET, RNT Y v URF—=TIE 1 BRH 720 &K 25 OB ZEE 1%
TANGNET, "TA4X— K U2AFT—0HEF, | Kb OEHZ(EFK
137 7 4V b CIERIR T, 2Rk AKH%E [Unlimited) IKRETHE, £D
A=) 7u— R T —Z% LT DHAP i34 2 —7 M2 D X A,

SMTP ZB5E%1T 5 =D AsyncOS DELE

AsyncOS Tik, SMTP FBFENH AR — F I TWEF, SMTP Auth (£, SMTP
Y= NI T DI TAT v bERIET DA D= AL T,

DA =X LEFATD L, FEOHBRICHTET 22—, ZOMD A —
=RV E— R TERL TS (ABRHELZEND) &b AL
P—REFHLTA— L EEFETEDL L1270 £7, Mail User Agent
(MUA; A=) a—%F =—T x> b) &, A= VOREGFERITT D L X ICRGEE
K (FrlL P/ VARV R) BRITTEET,

SMTP oAl i %\é'fm A —)L U V*—ﬂ:;ﬁ’bf%{fﬁﬁ’f‘%iﬁpo :ﬂ%%”ﬁﬁ—g«é&\
IronPort 7 7 A TV ANX Yy NT =7 DT vy P TIERWEEIL, T4 TV
AMNB Y L= = R~DY X o TR AL TE T,

AsyncOS 1L RFC 2554 |[ZHEHLL Tk, ZOH T SMTP B2 E— 3 VNT
Wifa~y REFEITTHHE, x3 2 —2 a0 ~DLVARV A BLXOERT
HLT— a— RKRHEEEINTHET,

AsyncOS TiE, 2—% 7 LF v ORISR E LTHRD 2 OBV H— &
nNTVWET,

e LDAP 7 4 L7 MU ZfMH$ %,
o B SMTP % — %M 2% (SMTP Auth #53% & SMTP Auth %15).

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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4-16 SMTP Auth ®47H— bk : LDAP 71 L% b X b7 EFlE SMTP 4—/%
UE—F WA Z54FUh

<R
SHTP E2EE LDAP & xi)— —
o AH=Z L Ty
= SMTP « PLAIN « LDAP
+ TLS + LOGIN + LDAP,/SSL

M Shit

el
SMTP hrwie—3i3s —
B8
« SMTP I —\ELTHREET S
+ TLS SHTP H—1

SMTP FRGE N &aRE Lz, HAT A—/ 7u— RY v—RNTHEHAIND
SMTP Auth 7 vr 7 7 A /1/%\ smtpauthconfig 2~ RZEH L CTIERL £9
(r U X‘)‘”—VC\\@ SMTP Aty thE@/])Z‘ 7/]/’”3J (P4-54) %é}ﬁﬁﬁ)o

SMTP 2EEDEXTE

LDAP $— "2 H L CRILEZIT 2 %5 1%, [Add LDAP Server Profile] % 7213
[Edit LDAP Server Profile] ~<— (i 71 I¥ ldapconfig I~¥ 2 F) T/ —
4 A 7 & LT SMTPAUTH %#3&IR LT SMTP RiE7 =V —Z/Ef L £4, &E
925 LDAP — D ZFNZENIZHONWT, SMTPiBiE7 v 7 7 A L& LCHEAT
%5 SMTPAUTH 7 =V —% 1 DiRECTx £7,

SMTP #iE7 = U —{Zi%, [LDAP XA v K] & X2 —F%&@EMEE L CTH
B O2FENRDHY i@’ [(R2T—F&EMEE L TEE 2RI L&
Cisco IronPort 7 75 A4 7 AL > TLDAP T4 L7 FUND/RRAT — I\
T4 RO HENET, TONRRT—RE, =2 TXARTH, B
AL EZ ANy Vb FATHEHISN T THEENEE A, LDAP /X1 K
FEHT D L &L, IronPort 7 7T A T AT IA4A T " RRELIZZ LT
VX NVEMHEHALTLDAP b—R~on r A v ERITLET,
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NRAT—FzREiELE LTEE

OpenLDAP OME (RFC 2307 (23-3<) Tk, a—F 47 D4 A T&H
H v aTHB, TOHBIZT Ly a— RENTNRRAT = REFITDHZLIZh-oT0E
F (=& 21 T{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=1), Z OfITiE,
NRAT — RE3IE 7L —2 THFR A RD/ARAY— R SHA @A LT o
base64 = a—F 4 7 LicbDTT,

Cisco IronPort 7 75 A4 7 AWMNAT — REEET 5R1IC. SASL A =X A
ORIV — MR MUA L OB TIThiL, 77747 2L MUA IXEDHiE%
FEHT20ERELET (PR —FINTWVD A D =AL1F LOGIN, PLAIN,
MDS5. SHA. SSHA. CRYPT SASL C9), TD#H T, 77747 A&k
LDAP 7 —#RX—R 957 2 —%FTLTARRAV—RERGLET,
LDAP NTix, Ay aTHENEZT LT 4 7 ARRAY— RIZHFWNWTNE 2
ERHY FET,

o LT 47 ABFNTNZRWNEAIL, LDAP NIZKMH SN TWVE/RAT— R
NTL—r THXRAMNTHDERBENET,

o TV T4 TABMNTWEIERIL, TTIA T ATZED Ny v afb/3R
T—REREL, MUA K> THRESNZa2—F4 L AT — RO 5 b
DNIELLENDNY Va2 FETLT, Ny v atDONRAT— e L E
3, CiscoIronPort 777 A4 7V ATHAR—bEZND Ny va XA T71E
SHA1 & MD5 T®H V. RFC 2307 OEIZIKSNT, NAT— K 7 0 —)b
RN TIE N Y V2 bR T — ROFHI Ny Va2 A= R LD H A T I
SnFET,

e LDAP — 3021, OpenWave LDAP ¥— 3D L 512, BE{LEhi-
NRAT— RORNZKESLZ A TEAM L2V Db H 0, b v ickE B b4
A 7 0H]0 LDAP Bt E LTHRMSNTWET, 2ok 25H13, 8
ENBELEZT 7 4/ D SMTP AUTH B 5k F K ThH D & AR En T,
FONAT—RE SMTP B o\ t—> g 0 THRE SN ANAT— RE AL
BENET,

Cisco IronPort 77 Z 4 7 > A%, SMTP Auth ) SEE 22—V 4 &%)
HoTLDAP 7= ) — (I8 L, 20/ —%2HHL T/ U7 TFA £
Iy Va2 b ENTZRAT— R 74— )V RERSG L £, KIZ, SMTP Auth 7
LT UV VTHRESNTE/NRAT — RIZX LTy v a BRERIEAITFEIT L,
ZORERE LDAP O DRAT—REWELET (Nyva XATOX TR
BHOEED <), B LA, SMTP Auth % 2 St —3 o L 86T S
9, —HLARVWEGEEF, 27— a— KR EINET,

[ oL-23081-01-J
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SMTP =23V T 1) —DHRE

SMTP @BAE2 = U —ZRET 5 & Eix, ROEHREZIEEL £,

% 4-6 SMTP Auth LDAP 4 T)—D 74— K
Name 7 = U — D4,
Query String HiF% LDAP A o REEBHTIT I H, NAU—F&EEs L THRE L TfT

IMEBRBRTEET,

[Bind] : LDAP #— S~ 1 7' A LRATICIE, 7747 > Mo ko TIRES
nNrEsLVFr v A RERLET (2 We [LDAP /31 > k) LIFEOET),

SMTP Auth 7 = U —CEH SN D RIMEROR KB ERELE T, 20K
1. E® LDAP —_"EHETHEE L HEB2 Tk A, XA UFR
FRAERRICKREDEy v ay XA LT U MRABRAETHOEESIZIE, 22T
BET2RBEROR R EERES LET (I, %ﬁm&afa‘&‘f
% SMTP Auth [IZEI VS CTHZ ENTEET), XAV FRFET LT, HLW
ey 1 >IN ET, RV oL, thos 170 LDAP 7Tl —T
HHEENET,

[Password as Attribute] : /32U — RETfS L CREEZIT O IZIX, T
[SMTP Auth password attribute] 7 4 —/L R T/XA U — K &45E L £,

BN -HE O T 5 LDAP 7 =) —2HELE T,

Active Directory @7 = U — D4 :
(& (samaccountname={u}) (objectCategory=person)

(objectClass=user))

SM'I.'P Auth Password |[Authenticate by fetching the password as an attribute] % #4R L 725413, /3
Attribute AT — Ngta Z ZTHRELET,

W OB TIE, [System Administration] > [LDAP] ~=— % L T LDAP #% /&
(PuthLDAPJ i L, SMTPAUTH 7 = VU —%B/MLTWET, 7V —
SCFF (uid={u}) iX. userPassword JBME & i d 2 L 5 IT/E SN TWET,
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4-17 SMTP ERE/ T ') —

& sMTP Authentication Query

Authentication Method: |« gyehenticate vis LOAP DIND

Rarme ! |Puh|icLLmP.srn!puuth

Cpumry String: [oa=1an]

Usar Identily tor Tesl Guenes; I Tast Quary
Test SMTF Authentication Password: I— o

Macirmum number of concurrént connectons For this query: Il

i authenticate by Fetching the password &5 an attribute

SHMITF Authentication Password ARtribute: Iu-mri"n::wnrrl

SMTPAUTH 7'm 7 7 A VDORENTETTH L, £D 27 = —% SMTP FRGEIC
AT DL AT —aRHETEET,

% 2 M SMTP Y—/\{ZHT®O SMTP 5t GuEZHERT S
SMTP Auth)

ATFvFT1

ATFvF 2

SMTP BFEAN v =2 a VDD EINT -2 —F 4 L XA T — K& J
D SMTP H—NEFHLTRIAET DL IICT T IA T UV AEZRETEET,

PRRAEEAT O Y —NF, A —/vfféiiiéa“é*)‘~/w: o LDTHY, SMTP 38
FFELRA~DISE I T 2TV ET, WREECRBI LIz E 2 X, FEHA - =
LB A—=LD SMTP $EEZHATCE E T, ZOMRRIL, MEXELZEHT 2 SMTP
Auth] TR AZEEHVET, ZLF oy LOLBBRIO SMTP — 2
if\')ié' (7013 3’\"\/) éh(mu nﬁﬁ)??bﬂ%)ﬁ‘%"caﬂ

SMTP RBREHRIE 7' 0 7 7 A NV Z AR 21213, RO FIEZFATLET,

[Network] > [SMTP Authentication] ¥V > 27 %27 U v 7 LE9, [SMTP
Authentication] X— Y NERRINET,

[Add Profile] YV 7 %27 U » 27 L%7, [Add SMTP Authentication Profile:
SMTP Authentication Profile Settings] ~— VN HR R IV E T, SMTP FEFE7 =
Ty AND—EDLRIE NI LET, [Profile Type] T [Forwarding] % &R L %
‘a—o

[ oL-23081-01-J
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4-18 % SMTP B0 774 LDEIR
Add SMTP Authantication Profila

SMTP Aulhenlication Profile Sellings
Profile Name: |

Profile Type: | (%) Farward
(} Gutgaing

AFYFT 3 [Next] R¥> %27 VU7 LET, [Add SMTP Authentication Profile:
Forwarding Server Settings] ~X— VBN E R I ET,

4-19 Bk Y — /S DB
Add SMTP Authentication Profile

Furwarding Server Sallings

Hastname [ LF: | Part: IH

Interface: | | ayuta salact i]

Haximum Simultanecus Conneciions; | [15

Auhenbication & Secunlby: F Require TLS (issse STARTTLS)

F Use SaSL LOGIN mechanism when contacting forwarding server

R U=e BASL PLAIN mechamssm when contachng forsarding server

| Cancel | =
R —RNOKRRA ML /P 7 RLAER— 2 AN LET, RIFERDERE
WCEAT DR V=T oA AEEIR L ET, RGO KEERE L
FT, WIS, TFIF9AT VAN BEEEF — " ~OEEICR LT TLS % %74
LTEMNEIMERELET, #HTS SASL A 4 =X24%, [PLAIN] &
[LOGIN] MHBINTEET (FHTEXZ2ELE), JOBRT, Bk —~T

LITRESNET,
AFyFT 4 EEEFRELTCHELET,

BEET 7 7 A NVOIERNE T TDHE, FTOTuT7 7 A N0E Y A F—IThL
TA F—T M TEE T, FEMTHOWVTIEZ, [V R F—TD SMTP F#HIED A
F—7 k] (P4-54) MR LT IEEN,
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LDAP Zz{&H9 % SMTP 23l

LDAP ~—2Z D SMTP #it 7 v 7 7 A VEAVERKT 2 121L, SMTP @Gk =V —
% LDAP #—/N Fu 77 ALk & HIT [System Administration] > [LDAP] ~—
TTHLNUDER L TELBERHYET, ZOoT7m 77 A LEHFEHLT
SMTP BiE7' v 7 7 A W EEMR LET, LDAP 71 7 7 A L OVERITIEDOFEH
IZOWTiE, TLDAP 7 =V —oifg) (P4-2) #ZRLTIZEV,

LDAP Zf#ifI4 2% SMTP RBRE7' 1 7 7 A V& ET D12iE. IROFNAEFITL
£,

AFwF 1 [Network] > [SMTP Authentication] V> 27 %27 U v 27 LE¥, [SMTP
Authentication] X— Y RERINFE T,

AFwvF 2 [AddProfile] V> 27 %27 U v 27 LET, [Add SMTP Authentication Profile:
SMTP Authentication Profile Settings] ~— YR FE I E T, SMTP §BiE~7 =
Ty AND—EDLRIE AT LET, [Profile Type] T [LDAP] &R L 9,

4-20 LDAP SMTP BBSE 70 7 7 1 LOER

Add SMTP Authentication Profile

LMITF Authentication Profile Settings

Prafile Name: Ilcap smitp suth tesd

Praofile Type: = LDAP
¢ Frrward

= Dutgoeng

[Cocer’ ==

ATF9F 3 [Next| ®¥ %27V >27 LET, [Add SMTP Authentication Profile: LDAP
Query Settings] ~— U NRERRFSINFET,
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4-21 LDAP SMTP ERE7O0 274 JLD LDAP /T ') —BREDIETE
Add SMTP Authentication Profile

LOAR Query? | | | oaP_Test smipauth A

Defaul Cnoryption Methed: [Hl Mone _\.-_'
["Conee" | i |
ATv7 4 DRBIET 07 7 A NVHEMT 2 LDAP 7 =V —%RIRLES, T 741D

%ﬂ:ﬁﬁ% KRy 77X A=a—pbBIRLET, BIUKIIE, [SHA]L
[Salted SHA]. [Crypt]. [Plain]. [MD5] 754 0 £3. LDAP #—/ NIz & - Ch§
BB DNRAT — RORNCKE SL X A4 7R &N 5841, [None] 2R L
TL 7SV, LDAP H— N2 X » THE %{K§74775)EIJI/7‘4’7‘4' L L TRTF
ENaHAIE (72 21E OpenWave LDAP H—%) | BB b FE A =2 —0 D
BIRLCLLEEN, T 740 FOREBLREL, LDAP Z4==) I VA O G /N
RSN ESIIMEH SN EEA,

AFyF 5 [Finish) R¥ %20 v LET,

ATv7 6 [CommitChanges] R¥ %27 Vv 7 L, MEIIJEU T2 Ay MNEEMLTH
5. [Commit Changes] #7 U v 7 3% &, LDAP SMTP BiE7' v 7 7 A L DB
MmAzET LET,

FET R 7 7 A NVDIERMNRETTDE, FOTa 77 A NE Y A F—IZkLTA
F—=T NI TEET, FEHICOWTIE, TY A F—T®D SMTP LD A Rr—7 /L
b1 (P4-54) 2B LT TEEWN,

)R+ —T®O SMTP ZEED A *— T It

[Network] > [SMTP Authentication] ~— 3 C, EITT DD X 1 7 (LDAP
NR—Z2FE 21X SMTP #5156 —R) ZE LT SMTPFRIE (7' 7 7 A V] &1E
% L7- 5., [Network] > [Listeners] ~X—3 (F 7% listenerconfig I~ K)
EEHALT, 2o7a 7y A g ) A S =TT A2 0ERDH Y £7,

GE) FTAHEHIO—FIE, 2—FDEDEHEDA—L 7ua— RY T —DHFT
RELAY #HEMENT RIS E T,
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LDAP 4 xTY—

1 >O7 a7 7 A NVHNTEEOEEY —RERETHI L TEET, SASL X
#1 =X CRAM-MDS5 & DIGEST-MDS . IronPort 77 F A 7 2 & L #inik
P — RO TIIYR—FENEFA,

WOFITIE, U AF— [InboundMaill T SMTPAUTH 7' =u 7 7 A A 0¥MEH &
% & 51z, [Edit Listener] ~X— Y Ci%E L TV ET,

4-22 SMTP Z5E 707 7 1 /L% [Edit Listener] R—Ti#iRT 3
Edit Listener

Name: I]nmmionniI

Trpe of Listaner:  pubhc

Interface: | pata 1 ¥ TCP Port: |29
Bounce Profile: | oafaule s
FEOter: | mone &

SMTP Authenbcation Profile: | forwarding_based =
¥ SMTP Address Parsing Optinns: | Optianal settings for conteolling parsing in SMTP “MATL FROM® and “RCPT TO®

b Advanced:  Oplonal sethings lor custommamg the behawvior ol the Listensr

FLDAF Quenes:  Optonal settings for controlling LOAP queries associsted with this Listener

[ Subnit |
Tu Ty ANEHEATLEOICT AT —FRELESL, DY AF—TD
SMTP BFEEZFFA], 281k, FHREIMALTHILIICEHEA N T IR T—T 1D
TIANVINREEERCEET,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




$4% LDAPHTU— |

|
4-23 A—JL 7A—RY —TD SMTP BIED A +r—TIL{L
Encryption and TLs: | O e Defoault (OF) & o O Preterred O Regquired
authentication: -~ - . -
@ SMTE Authentication: | & Use Default (00 O ol O Proefered O Required
@ If Both TLS and SMTP Require TLS To Offer SMTP Authentication
Authenbcation are
enabled:
&5 e
L. [SMTP Authentication] 7  —/L K Ti%, V Zﬂ‘— L ~YL T

SMTP BFEZHl# L£9, [No] iR LI=HE1T, SMTP%E
AEWZ BT 2O BT b 5T, _0))1% TILEREEIZ A
F—=T NI Y T A,

2. 2&SDOT a7~ ([SMTP Authentication]) T [Required]
AR LG G1E. AUTH ¥—U — R 817 S 15 D1d TLS
WA A T— 1\ Shie (7747 b3jlo EHLO 22w R
EIATLE) RERVET,

SMTP SBiE& HAT RY —DESE

EEHEIFIEEEIN—TLLTELDLIL, ED%T SMTP BiExr 2> = —
va UHBREET A DT, Host Access Table (HAT; "A ~ 727 &R 57— 1)
DREICITHBIROEEAL, VE—F A=V KA MBRERT DL EIC, 77
FTAT LV AEFHDICEDRBEE I N —T R4 T 505 REL T, ZOREES
N—=TDA=N R —2@WALES, LT, VE—F MTA
lsuspicious.com] 7% SUSPECTLIST &\ 9 EEH 7L —F @ L TWAHHEE
i%. Tsuspicious.com] ® SMTPAUTH X == — a v DR & IXHERRIC
THROTTLE AV >—2 @ S hvE 7,

7272 L. SMTPAUTH % H L CRIEEZ T 2 EEH 0L, THE D] %15
H L7 £9, SMTPAUTH & v v 3 VR LE=5E O8EFEIEX
[RELAY | IZEBE S5 DT, FEEMIZ Recipient Access Table (RAT; Z{5# 7
7R FT—7)) & LDAPACCEPT I3 A4 XA &ENFE T, FOME, BEHIT
A vE—T% IronPort 7 774 7V ARBTY L—T&FE7, LEN-T,
HAEnsL—HMilRPLAa Yy N I BH DA, 5l&Eaahician £9,

HAT BEER
HAT BIEHE SRR EF LD L X213, HAT EHEZE I/ V—TL A—)L 77— R

UV DBRENWCTESNTAE R LIX Fe y 7END L. BRIk L,
RELAY A—/L 77— R Y > —NHFASNET,
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PBIEE R 23X ET 52k, CLI ©

4, ZOBEX. T 74NV KT

listenerconfig --> setup A~ RZzfEA L
X7 4 B—T Mo T ET,

ROFNT, HAT OBIEES Z3ES 5 Hikaml L £,

example.com> listenerconfig

Currently configured listeners:

1. listenerl (on main, 172.22

2. listener2 (on main, 172.22

Choose the operation you want

.138.17) QMQP TCP Port 628 Private

.138.17) SMTP TCP Port 25 Private

to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup

Enter the global limit for concurrent connections to be allowed

across all listeners.

[300]>

Cisco IronPort AsyncOS 7.3 for

[ oL-23081-01-J
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By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do
the rejection at the message recipient level instead for more
detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to
finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

3{8 SMTP 23L

SMTP #BiEiL, BEA—ILV Vb —%a—PLERRU—FNEMHHL THRIET S
LEICHLEHTEET, 1E) SMTPFERET R 7 7 A VE/ERKL TG, 2O
T Ty ANELERNAAL D SMTP A— MZBEE T ET, A —ABRERITO
7=ONZ, TronPort 77T A TV RAIMER I LT oo VEFERLTT v 7 A b
U= A=) VL —cuZ 4> LET, PLAINSASL 74—~ v houa s A
DHNFR—FENET,
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AFvT 3

ATv7 4

SMTP #BilE%E T X TORE A —VITFEHAT HI2E, ROFIREFEITLET,

[Network] > [SMTP Authentication] V> 27 %27 U v 7 L£9, [SMTP
Authentication] “X— Y RERRINE T,

[Add Profile] V > 27 %2V v 27 L %9, [Add SMTP Authentication Profile:
SMTP Authentication Profile Settings] <X— VMR FE RSN E T, SMTP FEiE~7 =
77 AND—BEDLFIZ AT LET, [Profile Type] T [Outgoing] % &R L &
. [Next] B¥ %27V v LET,

4-24 F{E SMTP BEET0 771 IILDEM
Add SMTP Authentication Profile

Profile Marme:

Prohle Type: | o~ Farward

F Qutgding

BAET 2 7 7 A NVORFERA L —HF 4 £ XA T — K& AL ET, [Finish] &
2% 27V w27 LET, [SMTP Authentication Profiles] ~— 2 Hi L35
B7u7 7y A NVPRRRFRINET,

[Network] > [SMTP Routes] UV 27 %27 U » 7 LE3, [SMTP Routes] ~<— I M
KREINET,

4-25 518§ SMTP JL— +DiEm
Add SMTP Route

Receiving Domain: ﬂ I

Destination Hosts: [ Chestination Host Asdd Row
L}
Outgoing SMTF Authantication: Mane w

[All Other Domains] Y > 27 %27 U » 27 L £, [Edit SMTP Route] ~X— V3 HK R
ENFET, SMTP v— hDs6%EH A D4 REi% [Destination Host] (2 A L&
T ZHUE, BEA-NOREBIERINDAEHEA—L VL —DFRA M TT,

[ oL-23081-01-J
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AFYT 5 BESMIPRIETa 77 A NVE Ry 7Ty A=a—00BIRLET,
[Submit] R¥ > %27V v 7 LET,

ATvT 6 EHEEMHELET,

AX>45 & SMTP 25E

SMTP BiEA B =X A (LDAP ~X— R, SMTP #igitth—/ 8 XR—2  F721%
SMTP #158) N7 774 T v A LETRESINTWDLHEARIE., LTFDA X2 B2
IronPort A —/L o Iz SN E7,

o (IEH) SMTP FBFFRT) : RGEES Nz —P L, HHASNEZA D= AbE
FENET (FL—r THFAMDORRT—FRFEFEINDIZLITHY 8
Ao

o (If#) SMTP RERERAL : WGEShca—F L SN AT =X LB
RS E+

* ) REEY — NICBERIARTRE YA L A h =X A b Risk SN E T,

o (BE) XALTUBMAXRV N i EEY—N (T AN —20D, AV
Vv arEIT) IronPort 77T A T A LEIE) MERFEER A FFOMIC
ZALTYU ML EE,

d1— -Ugo) %ﬁB nn‘.\n.l.—ta)ggi

Fy hU—2 EOLDAP 74 V7 R EHEHL C2—HFERFET 2L 91
IronPort 7 7/ A TV ARBRETEET, ZOXIIHET DL, 3-*"5‘73‘%5
D LDAP 2 —HH L RRAT—FEHLTr A TELLOITRY ET,
LDAP — NIZxt 325857 = U — &R E LD, 77747 2 AL 548
FRAEDOMHEZ A 2 —7 M LE T (GUI @ [System Administration] > [Users]
NR—UF7201% CLI O userconfig 2~ R&EHEHL E9),

:L**‘*j_@%uﬂuuuft% Eﬁ—é j: &@%J”Eé’%??bij—

AFwT 1 a—PFTHATUNE2RDTZDDI7=) —%ERLET, LDAP — 7
77 ANLT, LDAPF 4 V27 NVNODZ—F T AT N BBT L7007
V—%ERLET,

ARFYT 2 TN—F A=V F 7o)V —ZERLET, 2= R TEOT L7 MY
TN—=T DAL IN—=INE S EHMT 572007 =) —%=ERLET,
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LDAP ¥ —RZERT 2 X 5 IAERiELZ Y b7 v 7 LET, 2O LDAP
PN a—PRIFEM T2 LT T IA4T7 o REREL, 2—F n—
% LDAP 7 4 L7 FUAO 7 =KD HTES, FEMIC OV TR, [Cisco
IronPort AsyncOS for Email Daily Management Guidell ® TAdding Users] %%
LTS,

[LDAP] ~_—>® [Test Query] A %Z > (F£721% 1daptest 2~ K) ZfHHAL T,
J Y —POHRSNDERPFE LBV THDHZ LB LET, Mo
Wi, TLDAP 7 =V —®OF7 A k| (P4-25) 2L T EEN,

A—HYTFTHAIOUE T —

SN — P ZFEIET H 72D, AsyncOS 1Z7 =) —% AL CZxD=2—H DL
A—R&ZLDAP 74 L7 FUNTRIEL, 2—F D7/ =AM E T
LREMERSTES, FHENER LY — N Z A 72T T, AsyncOS 12
FoTTF 74N D72 =T 74N FOBMERATIESNET, THU YRR
KHL T 2—PFIIHERTHLICT I IA TV AR ETH b TEE
T, FHUTIE, RFC 2307 CTHE SN TV A EMD LDAP = —¥ L 22— KNT
ﬁé%éﬂfk\é%%ﬁi‘%bi’g" (shadowLastChange\ shadowMax, ¥ LN
shadowExpire), L —% L a— RN{EET D KA A2 L-ULDX—Z DN 2N\
HTT,

# 4-712, AsyncOS B3==—H 7 H o k% Active Directory —/3 L TR T
LHEEIMEMENDT 74N FO 72 —XFF| L a—F DTV x—LEME
~LET,

& 4-7 TIANLEDA—Y FTHOUF VT —XFHLEM : Active
Directory

HY—n4a47 Active Directory

~A—Z DN (77v7) (=¥ La— N2 R0 HICITER

HJ72X—2Z DN Z T 0B R H D £77)

HIT)—3=FF (& (objectClass=user) (sAMAccountName={u}))

A—HDTIJL R—LH & |displayName

hTW3EH

[ oL-23081-01-J
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# 4-812. AsyncOS N—H 747> k% OpenLDAP ¥ —/ 3 LTI 5 &
XWHEHINDGT 74NV bD 7 =) —XFFN e a2 —F DTV x—LEMEEZRL

7,

® 4-8 TN EDI—Y ThHhoY b 2 T)—XF5 LEH : OpenLDAP

Y- a2a47 OpenLDAP

~—Z DN (770 7) (=% La— & Ao0 523 EK
HI72~~—Z DN i 2 LE R H Y £7)

HIT)—3=FF (& (objectClass=posixAccount) (uid={u}))

A—HOTIL R—LHEMES |gecos

hTWBEH

HIW—F Aon—ywTHTy—

AsyncOS 1%, =—VFDRHEDT 4 L7 b TN—T DAL N—=08 5 D%l
THEWHIHMNTH 7V —%2RALET, 4L 27 b I N—TF A R—
VY TRADAN=2 y FIZE ST, ZDA=F DY AT ANDT 7 & AFFAIH
HFEY ET, GUI @ [System Administration] > [Users] ~X— (F£721% CLI ®
userconfig) THMHFIEZ A K —T MIZTH & &IZ, =2—H m—/L% LDAP
T4V FNINOTL—=FIZEDYCTEST, =a—F r—ickoT, ZO=2—
PRV AT ANTREOT 7 B AFFRAIBRE D 5, INEEIE SN2 —FDHE
X, r— i3l x D2 —FTIERLS T4 LI MY ZA—TIZED B THRET,
eI ITEVWSIT L2 bY Z—TFNO2—FIZ [Administrator] &\
Iu—NEEY YT, [Support] LWHF 4 L7 b FA—FDa2—H(C
[Help Desk User] &9 v —/L&ED B CTEF,

1 NOZ—F0Hi# D LDAP 7 v —7 2B L TR, ZnETha—H% o—/»n
RIpDHAE, ROBENRE—NADT 7 AFFAHN AsyncOS IZX > TZD
a—WiftEsnET, ExE, HE22—FRBLTNDE 7 AL—TD 1 DI
[Operator] 7 7 & AFF R[5 34, Bl 7 —712i% THelp Desk User]
DT 7/ ARG I TV BEEATE, F0a—WIZiE THelp Desk User)
= DT 7 AFANNESET,

TN—T A N—=y TEHNVEDEDLTOD LDAP 70 7 7 A VERET D
LEWL, =T La— KRS Tnas7T 47 b LeLbdX—Z DN
EANDL, TN—T Ao NN—Da—FLRKEMENTWBEREMNE, TV —T74
DEMENTWDENEEZ AT LET, LDAP —X 707 7 A )Lk L GRIR
SN — R Z A FNZHEDSNT, 2=V L EITN—THZDOREDOT 7 4V MA
EF 7NN 7Y —3CFHN AsyncOS I k> TAh SN E T,
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Active Directory — SDFEIEL, 2 —FNFEED TV —T DR L R—=3E 9 /n
ZHIBTH-0ODFT 7 L D s =) —FAF

(& (objectClass=group) (member={u})) CT9, 7272 L. Ef3 25 LDAP A% —
<IZBW T, memberof] @V A b Ta—H4 TERL@BILBHEH SN TS
LA, (dn)} & (uy OOV ICERATEET,

7 4-9 12, AsyncOS 2% Active Directory h—/ N E T/ L—7 X2 N — o 7
WEMBTHEXIERAINAT 74N 07 ) —XFH e BEE R LET,

% 49 TIANLRDTN—TF A= 9F T —XFH LR : Active
Directory

HY—n4a47 Active Directory

~A—X DN (770 7) (Fr—F La— RFER2F5I1I2IFE

K72 ~_X—2 DN AT 20 ER’H Y £7)
A—HABEDTIL—TD A | (& (objectClass=group) (member={u}))
YN=RESDEHET S1= () 42 LDAP A% —< |28\ T memberof Y

HOY LY —XF3 2 R DT Tl AR < I A8 S T
WAHEAIT, (u) DD VIC {dn} ZEACTEE
¥,

BAUN—DAL—HL (F}= |member
IXEQA—FDLa—FD
DN) MEMEShTLEIENE

TN—T2REMEhTLD |cn
B

7 4-10 12, AsyncOS 7% OpenLDAP $— N E TV —7 A nN—2 o FiEWR%
MBETLEXHEHENDGT 74V b7 =) —FH L BHEE R LET,

% 4-10 TIANRDTN—T A=y T HTY—XFHERBK :
OpenLDAP

Y- a2a47 OpenLDAP

~—Z DN (770 7) (I—7 La—REzRoF 510134

A2 _X—ZX DN ZfEHT A4 ERH Y £7)

A—HRRBEDTIL—TFDA | (& (objectClass=posixGroup) (memberUid={u}))
IRn—hEShEHERT 1=
HDY T —XF5

[ oL-23081-01-J
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£ 410 TFTIANMDTIN—TF A Rk—Y9 T HTY—XFF LB :
OpenLDAP (#%)

BAN—D1—H4 (Fl= |memberUid
FEDI—YDLI—FD
DN) MEMEShTLIENE

TL—F&HBEMIhTNS |cn
Bt

ANLBEADIY FA—YEED/ ) —

ANBFEE SO T Ra—FFBFED 7 = U — LiE, = —% 7 IronPort A /S A%
TEHREIC R 7 A VT D X IZa—WERGIET 27200 =) —TF, b—r
Wi, =2—¥&2 L ET (=2—Fours/f 42K LET), b—7 > {a} i1,
2—FDOEFA—N T FLRAERLET, LDAP 7 =V —iZ k> T [SMTP:]
MWEFA—I T RUANGREINDGZ EEFEHY WA, 72721, AsyncOS X
ZOESET FLANBEBRELET,

IronPort A /X AMERSRED = R —F 7 7 & ARRGFEIC LDAP 7 =V — %A

9 5121%. [Designate as the active query] = v 7 Ry 7 A& 42 L TLEE
Vo TTIET VT 4707 —=Rbo%HE, £07 ) =37 4 E—7 NIk
D ¥4, [System Administration] > [LDAP] X—Y & Wt &2, 77747
7Y —DRUCT ZAZ D X7 (%) BRBFRSNET,

PR LA FIZESNT, ROT 74V~ 72 —XFHRT Y R —PE83
g —|ZEHENET,

e Active Directory : (sAMAccountName={u})

* OpenLDAP : (uid={u})

e Unknown or Other : (77 7)
T 74N T, TIA4~ Y A—VEMIT Active Directory —/ DG 1X
proxyAddresses, OpenLDAP ¥ — D5 X mail T, MO/ =Y —&

A—NEEE AN TEET, 7=V —% CLI TIERT 5121, ldapconfig 2+
V' R®D isqauth 7o~ RaffHLFET,

GF) =2—VorlAUFIEADA—NL T RLA2KEATSEL561L.
(mail=smtp:{a}) ¢WH 7= —CFFEHEHL ET,
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AN DIRIERERE IS T D = v R —WREREZ A R — 7S D HIEIC OV T,
[Cisco IronPort AsyncOS for Email Daily Management Guide] @ TConfiguring
the IronPort Spam Quarantines Feature] &ML T 7230,

Active Directory T FaA—HEBEEDERTEDH

OpenLDAP TV

Z ZTiX. Active Directory — 3Nt =2 R —HFEFEY = U — O E Dl % 7R~
LET, ZOBITiX, Active Directory — MZxf L T/8A U — RERGE% i
L. A—/VEMiE nail & proxyAddresses Z{H L. Active Directory —/3Z
XT“‘}'@:’:/ F=— ‘ﬁ-muu j:7‘7j_/1/ fdr =l — i%&”%{%ﬁﬁbiﬁ_

= 4-11 LDAP H—/R& R/IRLBREADI Y FA—HBEDRES : Active
Directory

BiEA= SAT— KEHH BRI Ko7
D DOARFFED 22—V HAERT 25>, E4 MR
ERETOHLEND D £T)

HY—n4a47 Active Directory

R—F 3268

~R—2X DN (77 7)

EHIoran (7Z7v7)

HTY —XE'F—EIJ (sAMAccountName={u})

*2—ILEE mail,proxyAddresses

N 1—H RN TE DF

Z ZTiE, OpenLDAP #r— bz Ra—HiiEs = —DOREDOH Z R L F

T, ZOFITIX, OpenLDAP ¥ — NZxt L CHEARBREE A L A —ME PEIE

mail & mailLocaladdress ZffiHl L, OpenLDAP #— NZxf3 5= R —H

PAEZIXT 7 AN b ) —CFHEER L E T,

& 412 LDAP H—/ & R/ILBEADT v FA—YEEIEDHEN
OpenLDAP

A A

VAR X OpenLDAP

R— b 389

[ oL-23081-01-J
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= 412 LDAP H—/RE RIRLBRBEADIT Y FA—HRIDORES :
OpenLDAP (#%)
A—2Z DN (770 7) (HOAF—< TIHEAENRR—
2 DN OfFEHPEREND Z DD FT)
Ex7oranl (F7Z77)
5 T —XF5 (uid={u})
A—LEM mail,mailLocaladdress

ANLIREDIA YT AREDI ) —

ANDIBERZERT 25615, ANLBEOTA YT ARG =) — &4l L TE
FA=NTA VT A% 1 DICFELDHD L, EENTA VT A D LI BME
TED Z L3 ET, Iz, HIZEENA—NL T RLA
john@example.com, jsmith@example.com, I3 X T\ john.smith@example.com ®
A=NEZTWDE LET, =/ VT ARG EMEMT D2 L, ZEHENZTID AN
LENE LEZT LR £, FERIEL, 0Oz Y 7T AT RTITEE S
NEAYE—VDOTTA<Y A= 7T RLAL LTERINEZT FLATT,

AvE—VERGLTTIA~Y A= T RLRICHET DITE, ZEHFOR
BRA=NVT RVAEMRT D207 ) —EER LT, ZEHEDTTA
~ U A—/L 7 KL A% [Email Attribute] 7 4 —/v RIZATI LET,

IronPort A/ LHREEHERE D AN LB ENC LDAP 7 = U — &4 51213,
[Designate as the active query] 7= v 7 Ry 7 2% A 2 LT EEW, T TIC
TOT AT ) —=0bL%GE. TOI Y =X T 4 B—T IR £T,
[System Administration] > [LDAP] X—Y %Wt &2, 777 47k =
U—DRIZT AZY AT (¥) BERRINET,

Active Directory 4 —"DEEIT, T 74N DT =Y —LFHT

(| (proxyAddresses={a}) (proxyAddresses=smtp:{a})) <. T T F I RDRA—
JVIEBPEIL mail T, OpenLDAP ¥ — DA, T 74/ DT = —3FF|
1T (mail={a}) T. 774N FDOA—VEM,IT mail T, MAEDI7 TV —L
A—VENEZERTDH LB TEET, BUEIEROBEIT, I~ TXYID %
To ANTDA—NVBUENEHS 25813, RO A—VEELE LT, ZET5
AREMED B DE B EME (2 20X proxyi—\ddresses) TiE7Ze<, E%x 1
DEFHEHT 5 —EORE (72é 2iE nail) ZANTDHZ EEHRLET,

7 =) —% CLI CIERT 5121%, 1dapconfig 2 <2 KD isqgalias W7 <y
FEEHLET,
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||

Active Directory T4 ') 7 RS DHFE DHI

OpenLDAP

Z ZTiE, Active Directory B—"b A UT A E 7 = —OREDOH 2R L
F9, ZOFITIL. Active Directory #— 3Zxt L CEAGRIELZ A L. Active
Directory — Mkt 35 A V7 AFEAEHDO 7 =) —XFFNEH/EL, A—L
B nail ZEHLET,

® 413 LDAP H—/ & R/ISLIREDT A 7 A& DHREH : Active
Directory

ZEiEAX 4

Y- a847 Active Directory

R—F 3268

~A—Z DN (772 7)

ExEI7otan Use SSL

9 1) —3F35 (I (mail={a}) (mail=smtp:{a}))

A—LEHE mail

ITAY)TRAREDHREDH

Z ZTliX, OpenLDAP h—NE A U T AHET =) —OHEDOHZRLET,
ZOFITIE, OpenLDAP H— N2kt L CEARIEZ MM L. OpenLDAP #—
W32, VT ABEERO 7 =) —XFFNEEE L, A — VBRI nail Z24£

MLET,

* 414 LDAP H—/RERNLBREDI A ) 7 REFEEDREH : OpenLDAP

BEAR &4

Y- a2a47 OpenLDAP

R—k 389

~_—2Z DN (772 7) (HnARF—~ TIEEEH g~ —
Z DN OERNERSND ZENHY £F)

EHEIokan Use SSL

9 T —XF5 (mail={a})

A—LEH mail
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AsyncOS ##E# D LDAP H—/\L BT 51-
HDELTE

LDAP 77 7 A NV ERET S L &I, IronPort 777 A 7 2 A0 b DG &
251850 LDAP — "% U X | & LT;&T@T%&% #H D LDAP $— %
EAT 2121, LDAP 4 — NITHEM I N TV D EHRAE—IZ27/2 D L) ICRET
LZMERHY ET, T, HELR—T, FHITRE rﬁiﬂﬂ T a‘;h (B
DFEHAL (La—REHRAETE2HENY—F RX—=FT 4 bittInTnE
7).

TLEAL L7284k LDAP ¥ — NZ#ft 95 £ 912 IronPort 77 5 A 7 2 A% 5%
ETBHELDAP D7 2 — VA —R_—F 2 dn— K ATV TEHRETEE
7,

D LDAP Y — "2 l4 25 &, RO LBAEEIZRY £,

o Tx—JLF—nR_—, Tz LA —NR—DFHD LDAP 07 7 A N ERE
LTHL &, IronPort 7754 T v ANEHID LDAP — NITHEFE T 72
{Tpol=t &z, UARHNDKRD LDAP H—/3~D 7 = — /L4 — R—73T
bivEJ,

e B—RKRRFUIVT, u— R RT3 7DF8HD LDAP a7 7 A V%
RELTEL &, IronPort 7 77 A4 7 AN LDAP 7 =) — % E{79 5 &
X, TTI9AT U ANLO#ERFILZY 2 FNO LDAP — A ichiEah £
7,

JLE LDAP #— "% E T 521X, [System Administration] > [LDAP] ~<— %
721X CLI ® 1dapconfig 2~ R&fEA L ET,

Y—nNEHGT)—DTR b

[Add (F721% Edit) LDAP Server Profile] ~~— @ [Test Server(s)] ~ % > (F
721X CLI @ test ¥ 7 < F) M LT, LDAP ¥ — "~D#fHia7T A L
£, D LDAP y—NZEHT 5581, & — DT A MRFEITINT,
Y —N"OFRERMEAMIERTIINET, & LDAP —_"TO/ =Y —D7 A |
HLEITINT, EEBEBICERINET,
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Jx—I)LA—/\—

LDAP 7 = U —HEEITIRSND L 22T DL, 72— F— =Dz

DLDAP 777 A VERELET,

T T4 T AL, LDAP —3 U A NNOBHI DY — ~DH#i %, FiED
A RIET A5 ETRITLET, IronPort 7 75 A4 7 A0 Y 2 NHNOKRFID

LDAP H— N C#Hm TEX R WAL, U A RNDOKRD LDAP H— S ~D#Hgs
BITENET, T7HNVDEITIE, T7I7A4 T AEHEICY A MNORYIOF—
~DERERIT L, FNUEDOE I — " ~DEsE 2, UAMNTHEESNATWS
NEZFRAT LET, IronPort 7 75 A4 7 2 ADKEFEIZ T T A4~ U D LDAP #—
27 7 40 b CHEET 5 £ 12T BTl O —/328 LDAP F—3 U X b0
FHHICANENTWA Z L HER LTI ZE W,

IronPort 775 A 7 AN 2 HZeb LIKED LDAP Y— N8k L= 5A1E. ¥ 1
LT NORFRICET A E T, ZOYV— NG LZEFFICRDEST, XA L7T
7 NOFRFRNZET D L. VR NADORAOY — S~OHERIFITINET,

LDAP 7 x— LA —/A—D1=D IronPort 7 754 7V ADEETE

LDAP 7 = — VA4 —R_R—%179 X 5 IronPort 7774 7V A& RET HITIE,
GUI CLLTFOFREEZFITLET,

AFv7 1 [System Administration] > [LDAP] _—C, #ifE+ 2 LDAP +—» a7y
ANVEBIRLET,
ARTF9T 2 LDAPH—ANTuaTrANnh, ROBEHERELET,

LOAP Server Sellings

Sprver Attributes

LDAR Server Configuration Mame: | Lo nn oo

@ Host Hame(s): |I'\dapstn-er1.t:-c-:mp’e.com, |dapservers acarmale carm, |dapserverd example.com
Saparste moltiple antres with commas

Mazirmurm numnber of sumaltaneeus connectons fer all hosts: Ill-' @

Mulhiple host oplions;
= Load-balance connections among &8 hosts listed

@ = Falover connmeclons m the order hsbed

5 HIL:]

LDAP 4 — DU 2 kT,

KRG ARELET,

T z—bA—N— = REBEIRLET,

wl\)»—tm

AFw7 3 fio> LDAP REAEE L CEHAMBEL E7,
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$4% LDAPHTU— |
|

A—K NS> oVy

LDAP e % 7 /v —7 WO LDAP — IS E512iF, v— K RNF7 v
VI DD LDAP e v A VEHELET,

0—R RT3 7DD LDAP 77 7 A LV ERELTHL &, IronPort

TTITAT AN DOEERITY A FNO LDAP ¥ — 2ot S E 4, #kiC

KLz & &RF A LT 7 b LIz & &L, IronPort 77 F A 7 > A3 F Al 72
LDAP — "ZHWr L C, #HARTRER Y — NI #¢ L9, IronPort 777 A
T AL, EEENRE LI RRK BRI DWW T, FIRFICHENL T 2 HEFE D
BERELET,

UZX NTHEEINT LDAP — 130 1 ONSEE L7 L 72> =34 1%. IronPort
T FIGAT VAND DGO ARILEY O LDAP $— 3] ’/\%ﬂzéhif

A— K NS0 5D=860 IronPort 7 7547V ADHRTE

LDAP v — R RT3 7 %179 X9 IronPort 77T A4 TV AR ET DIT
1. GUI CULTFOFRIEEZFEITLET,

AFv7 1 [System Administration] > [LDAP] ~—C, i+ % LDAP — 1 777
ANERRLUET,

ATYF 2 LDAPH— 1T u77ANhnb, ROHEHEZBRELET,
LOAP Barver Conliguration Name: W

@ Husl Narme(s): I||ih|'|'=|'.l'w‘.r| example.com, Mapserver? sxample com, [dapsereerd.examale com
Teparals mantbipds selries willh covivngs,
Maxsrnwm number of ssnuitanecus connections for 8l hosts: (10 @
Multiple Biost options:
@ i Losd-balance connectons armang all hosts listed

¢ Fadover conmechions i L ovder hsbed

&S B L

1 LDAP +— "D Y 2 KT,

2 R R ELET,

3 T— R NRZ v E— RE@ERL
£7

ATw97 3 o LDAP REAHFEL CEAHEAMEL E7,
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BF A —ILRBEE

IronPort AsyncOS % SPF (Sender Policy Framework) . SIDF (Sender ID
Framework) . DKIM (DomainKeys and DomainKeys Identified Mail) 72 & D
KOMDBEARDE A A —NVBFEE I AR—F L TWET,

DomainKeys & DKIM (F#EMCTEDLNIZEL F—IZHESNWTE A —LDE
FEME 2 58 L £ 97, SPF & SIDF (X DNS TXT 1/:(* FIZESWTEFA—LO
BN EZMRFET 5 H1ETY, SPF & SIDFIZEYD, A F—Xy N AL D
FTAEEIL, RO DNS La— REHEH LT, 2O RAAL VB A—L
ERETOHBOS L~V U EEETHIENTEET,

ZOEE, WONETHRSINTHET,

o BT A—NEFEOHZE] (P.5-2)

e [DomainKeys 3 & O DKIM #FF : #%3 ] (P.5-2)
e [DomainKeys 3 & 8 DKIM E4 0% (P.5-5)
o [DKIM MFEDFKE] (P.5-22)

 [SPF i35 X O SIDF kO (P.5-26)

e [MronPort ET A—/N X2 VT 4 77747 ATOH SPF O#IE)
(P.5-28)

e [SPF & SIDF A %—7 k) (P.5-29)
o [SPF/SIDF WFEH I+ A — /K LCEITT BT 7 > a v oikE] (P.5-39)
o [SPF/SIDF fEH D7 A ] (P.5-43)
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%%j _}l/ -c\nIEo)mg

IronPort AsyncOS 1. BT A — NV DBEEIET 572012, W D0hDHE
)z“—/l/uuuﬁ@ﬂ:/ﬁ%ﬁ—j_“—‘ }\L/le\ié_ %{n ~/V’§E$ﬁ§$?‘éfiﬁ)é’
AsyncOS 1 SPF (Sender Policy Framework) ., SIDF (Sender ID Framework) .
DKIM (DomainKeys Identified Mail) # ¥4 — F L TWET, EEA—VICE
A3 572912, AsyncOS (X DomainKeys & DKIM %% AR — kL TWET,

DomamKeys 7213 DKIM & T A —/ViBFETiE. EE 2 AR 5 —8 B &
MLT, BFA—NICEALET, ;a”b LV BREEHD FA A affif L
T, BFA—/LD From: (F721% Sender:) ~v X —D KA LR LT, 4
WEEMRHETEET, AsyncOS OHIED/S— 3 > CiE, DomainKeys DE
A—NELEYR— L, DKIM OEF A —/VEL L RGO G 2R — KL
’Cb\i‘é” DomainKeys & DKIM OFEHIIZ-DWTiE, [DomainKeys 3 L O
DKIM #BGE : #2) (P.5-2) &ML T 7E I,

SPF BXO'SIDF B A —VRBFECE Y, A v F—F v b RAL OFTAEIT
¥epl7e O DNSTXT La— REFH LT, TNHDO RAAL IZETA—NLVE
EETHIMEROL I~ VU ERRETIZ LN TEET, WL A—LZEMN
T, X7V a2 &N SPF La—REEHL T, A=V b F 7 gk
W, BEEMOA—NVEEET— 2 b ID OWHERZT A M LET, SPEFBID
SIDF DFEMIC oW Tk, TSPF B L O SIDF Mk o) (P.5-26) Z&BMWL T
<TEEW,

DomainKeys & & U DKIM E23E : #I%

AsyncOS [3FE T A — VDA EZ L LT % 72912 DomainKeys 3 X O DKIM #3
ZHAR— L TWET, DomainKeys & DKIM (= E'—?%)‘~/I/®J£{n71:§: A
T VONEN, BETICERE IR TN 2R T L0 fbhd A0
=ALTY, DKIM iZ, DomainKeys {142, DKIM (DomainKeys Identified
Mail) &M DHEET v Fa v Z2ERT 2729 @ [IM (Identified Internet
Mail) Ol & fAADE Lk ~7' v b 20 T9, DomainKeys & DKIM i,
BL ERFED 2 DO FFEI P OHER SAILE T, AsyncOS DEIEDNN—T 3 >

TiX. DomainKeys @ [E4 ) HHyo 7wt 2A% 4R — KL, DKIM OE4 &
BEEDOW &2 R—FLET, N AL IO A v — T DomainKeys
BELODKIM B 2T 252LbTEET,
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DomainKeys F 7213 DKIM Btz 32 & EEMIIETARX —K Sz M

BT A—VIZEALET, ZHIZEYD, REEHEAD RA AL C2H LT, &
%7‘ —/A® From: (F72i% Sender:) ~v ¥ —D RA A LB LT, %k
HcxEd,

5-1 BID—5 70—
AR AL

Q*%“fﬁg;@“’! —#

DNS

ey
s

B

ATFvT 1 EHE (FAALUFTEE) NARF—% DNS LRIZEFIIC A7) vy 2 LET,
ATFyT 2 BHEBIZEEA—NEEZ -z MTA) KHEX—Z2o— RFLET,

AT97 3 %@F‘f%‘/@?l%ﬁﬁ@&‘oén~4f Lo TEBEENDET A NN, SHEx—
R TCTVENELINET, B41E DomainKey % 721X DKIM B4~ v
H—L LTEFANTHASH, BFA—ANEEINET,

ATv7T 4  ZEM MTA (X, EFA—/LD~y X =755 DomainKeys i?i X DKIM E4 & .
R SN EM R A1 > (Sender: £721% From: ~v ¥ —I2X->T) &ML
%7, DomainKeys 7213 DKIM E4~v ¥ — 7 1 —/L F bl Sh 7o 2K
INTZEBL RAAL U, ARF—AEGSNET,

ATFvF 5 A% —iL, DomainKeys F 7213 DKIM 4 23 72 ¥ —C L o THRR S
NTNDINE D DEERT DD fbhEd,

%%{% DomainKeys &4 %7 A M9 5Z1%, Yahoo! F72i% Gmail 7 KL A& %
9, INLOY—ERATMEEC, DomainKeys B& SN TWDLERBA v E—Y
DIFEZATVET,
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AsyncOS M DomainKeys & & U DKIM £4

AsyncOS @ DomainKeys 35 £ O DKIM B41L, FAA v Ir 77 A& -
THREISN, A= Tu— R — (—RIZ, BE [V1—] RY—) I
Lo TAx—TnMzENET, FEMIZOWTIL, [Cisco IronPort AsyncOS for
Email Configuration Guide] @ TConfiguring the Gateway to Receive Mail] @
BEzZRLTESY, AvE—YOEAL, AvE—VEERNCT 7747~
AN L > THFATSN D IREDERIETT,

RAL a7 7 A NI RAAL & RAL Y TR (B x— L BHEER)
ZREAHT £, T A —/iE, Cisco IronPort 777 A TV AT, A—/b 7
H—RY) =l LoTHEESN, WThPD FAL Y T 77 A VBT 5
EEWEFA—NL T RLAR, ALY TuT 7 A VHRESN TN LES
F—% il L T DomainKeys B4 S $£9, DKIM & DomainKeys O )7 DF
B A =TT DH &, DKIM E4 M E T, DomainKeys 3 & T
DKIM 7'& 7 7 A /UL, domainkeysconfig CLI =~ RE 721X GUI ® [Mail
Policies] > [Domain Profiles and the Mail Policies] > [Signing Keys] ~<X— 5
FELET,

DomainKeys 3 £ O DKIM 43k D & H ITHEEEL £, FA AL VAR
7Y v 27 DNS (Z0D FAA AZBEATT Hiv7z DNS TXT L a— ) (2 S
NDRHF—E, TTTAT UV RTHMNIINL, EORALUNDHEGFEEIND A—
NV (BIEIND A=) OBRIMEDONDOIWEF—D 2 OOF—%EMLET,

AvE—=URAyE—VORE BE) fEbhLD ) AF—TZEIND &,
Cisco IronPort 7 77 A4 7 AlX, RAAL Y a7 7 A AWFETDNE I D%
W_EF, TTIAT AR SN (BELOA— 77— RY T —HIZE
WISNTZ) RAAL Y TuT 7 AVPFEST DHE, A vy E—Y DA% Sender:
FX From: 7 RLARAF vy SLE T, EHLLLIFET D56,
DomainKeys (Z(Z Sender: 23 £ ¥, DKIM E4 (21, From: 7 F L 23
b ivE T, FNLSOEEIE. B From: 7 RLARMEDIVES, H%
BT RUVABREDNRLRWGA, AvE—VIFBAINT, AV R

mail logs ([ZFREk SN FE T,

(3¥) DomainKey 3L O DKIM a7 7 A VO G E#{ER LTz (BXUOA—L 7
n— KU —TELEARX—TMILTWVD) BHE. AsyncOS L DomainKeys
& DKIM O DELTEEA Yy -V E2BALLET,
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HNREEMT RVARRON-GE, BEMT RVARBREO KA A v 7
a7 7 A NMIHLTHREINET, —HLTWDILORE o726, Ay

VB LAESNE T, RonbRnEsE. Ave—VEBARLTEEERT
T, A vE—TIZBEF® DomainKeys ([DomainKey-Signature:| «~ v #—) 23
bBYGE. AvE—UIE, TOBLAORBITH LWIEEMT RLABEMS TV
LEGEICDOIR, BHINET, %/ﬂ JICBETF D DKIM BA R H D56, ¥
LW DKIM 2418 A v —JIZBMEnET,

AsyncOS [X RA A NZHESWTETA—IIELT DA D=ANIMZAT, BL
F—%EFHTD FLOF—DIEREIBETFEOX—DANT)) FikzRk L ET,

OV =aT DAL T 4 Fab—va OB, B4 L BEEOR S — KA
HAFEEZRLTOVET, HEA—LDA—L 77— K —T DomainKeys
BLODKIM B E2A F—TNMITEHZLE, BIEA—LDA—L 7u— R
v —TDKIM HiiEa A 2 —T7 NZTHZ b TEET,

FIPS ##Lo> Hardware Security Module (HSM; "— RV =7 X =2 U7 ¢ £
Ya—N) B—=F %‘:ﬁﬁﬁ LIEBF AN X2V T4 TTIAT AT, B4
F—IXFIPS #7 4 ¥ —I2 K> T, FIPSEH = Y —AnbEHINET,
AsyncOS T [Mail Policies] > [Signing Keys] 3 & U} domainkeysconfig CLI =<
VRIZEBEBEAF—DEREA VAR IBFIRENET, BAF IR S
Hardware Security Module (HSM; "— RD =7 %2 U7 ¢ EVa—/IL) I—NK
(KIS AVE T, SISOV TIE, 5 1= [FIPS HH) 22 LT E3W,

7T AN B ]\)‘4’/7D774’/V&%A%*r ZRET H%HE. [Domain

Key Profile] 7 ;E}_* [Signing Key] XENY 7 LTWAZ LITHEELET, £
D=, BAX—har—, BHE), EITHIBRLZEGE. R UERENEE T =
77 AWK L THTDILE T,

DomainKeys & & U DKIM E4 DE&E

EAH¥—

B4 % — | Cisco [ronPort 7 7 F A 7 LV AT EN TV AREX—TY, B4
X —DOFERIFIC, ¥— VA XEZHEELET, F— A ABRKENVIEEEF2Y

TADAELETHN, T p—v RIS HAREM S H Y £97, IronPort T
12512 ~2048 By hDOF—%2 PR —FLTWET, 768 ~1024 £y FDF—
YA RFLETHDHERLSH, BEIZEALORERATHEDNLTHET, K&
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RN — B RSN T2F— IR T =< VR ET D RREERH D720,
2048 By FEBZ DX —ITYFR—F SN TWET A, BLFT—DOERFTEICS
Wi, THLWEA X —OER] (P5-16) 2L T &N,

(;¥) FIPS#EWO HSM A — FE2HERALEEFA—NV X2V T 4 TFI9AT AT
. BAF—I121024 By & 2048 By hDF— YA XAOHERATX F9,

BEHFEOX—%2 ANTDHHE, TNE 7+ — LI T2 T, BEFOEA
X— @%@ﬁ%ﬁ&i\% ETFXRARNTrANELTA LV R—FT52LT
T, BFEOBLF—OBMOGEMICOVWTIE, [MFOBELF—OA VKR—
T EATI) (P5-17) #BHLTLLIZE0,

F—ZANTDHE, AL TuT 7 A VTHATELLSIZRD, ALY
717 74 /)V® [Signing Key] U A MZERRINET,

5-2 [Add Domain Profile] *—2 (DomainKeys) : & %—
Add Domain Profile

Profile Mame;
Domain Mame:
selactor;
Cangnicalization: | 2 nofws (ne forwarding whitespaces)
L simple
Signing Key: | |unassigned ||
unassignead

Add Llsers Current Lisers
Emanl Addressies): Al
[ ' Add s
= Ramoyve
hd
S|
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BHEX—DITYAR—r&A R—F

B X —% Cisco IronPort 7 "I A TV A FDOTFHARN 77 A T T AR—
FCEFET, ¥—%2T IV AKR—bTDL, TTI7A4AT VARBIEGFET 5T T
DX —NTFAN T7AVIHASNET, F—DxTF AR— FOFEMOV
T, BAF -0 AKR— K] (P5-17) 2ZRL T &N,

T AR—=FEINIEF—ZHA R — b TDHZLHTEET,

(G¥) F—FAVR—FTHE, TTITAT A LOTRTOBREOTF—NEXHZ D
nEJ,

FEMICHOWTIE, TBEEDEL X —DA v R— FE-IIAN] (P5-17) 258 L
TLFEE,

ABRE—

BhX—" AL Ta 77 A VZBEEMNT 5 & AF—23E %15 DNS 7
FAL La—REERTEET, ZiUT. RAS T 740D Y X O
[DNS Text Record] #7 7 A ® [Generate] V > 7 226 (F721% CLI @
domainkeysconfig -> profiles -> dnstxt nH) FATLET,

5-3 [Domain Profiles] X—® DNS 7%X b LO—FO&ERKY VY
Add Profile... Imiport Profiles...
all
Fraofile Name Dinsmiain Selectar | Lsers Signing Key | DNS Text Recard | Test Profile | Delete
CxampleProfide  axample.com  test Awamgle.com | oy Tesiay FEnErate Tast El
Expart Profiles...

DNS 7% A b L' a— FOAERDOFEMZOWVTIX, IDNSTFA R La— R4k
Bl (P5-19) #ZWL T2,

[Signing Keys] ~*— @ [View] V> 7026, AF—%2FrR-THZ L TEF

o
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5-4 [Signing Keys] R—COLAM¥—DERTFY V9
Signing Keys
fald Key.. m Irnpark Feys... J
All
_— : Cl
Hame Key Size (Bits) Fublic Key Domain Profiles Drelese
Tastiay 768 Wiew ExampleFrafile M
Expart Keys... m

KA A2 74A4)L

RAAL L TaT 7 A VTEEN RA L 2BLIBLERTOMONER & ILIE
AFxF—ICHEMITET, ALY a7 7 A VZROERP BRI NET,

o KAA Y T a7y A N4

o FAAH (Id=] ~vF—IZEEND FAAL V),

e L F (BL I FITRMAF—DI =) =K T DDA INET,
DNS 7 =V — XA 7Tk, ZOMEMPEEMRAA 0 [_domainkey] 4 Hil
ZEHORNZAHT BALET),

o EHUEHE (BATNA TV ALNIRRT DO~y X —ENERERI L
5H51%), AsyncOS 1% DomainKeys (Z%f LT [simple] & Tnofws],
DKIM (Zxt LT [lrelaxed] & lsimple] %A — K~ L THET,

o BAX— GEMIZoOWTIE, B4 F—] (P5-5) 2ZRLTIEEIWN),

o BATDH v —DIUANLALDORS (DKIM OF),

o BAOAMHE (DKIM D &) FE4 OFEMMIRMAGIN S E TORH (FH
fr) #RELET,

o FuTrAN 2—FDOV AL (BAMICNALY T 0T 7 A VOB %7
a7 RLA),

GE) TurvrsAna—PHREEINZT FLAD K AA 0% [Domain] 7 4 —/V i
BESNIZ AL B LTV OIRENRDY 7,

BHFEDOTRTORAL Y 77 ALV T, BEOHEEZMBTE ET, FHMIC
ONWTH, TRAAS Y a7 7 A vOFE ] (P5-21) BB LTLEIN,
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KAALY TAID7AILDI I RAR—REA VR—F

BED RAA > 777 A/V% Cisco IronPort 7 77 A 7 A LDTF A b
Tr7ANMIEIT AR—=FTEET, A TnTdZr AV AR—bT5H
L T TITAT VAILFET DT R TCOTa 77 AN DODTFHFA K 774
JHASINET, TRAA Y TrT7 74 VOT7 AKR— K] (P5-20) 2R L
TLIEEW,

PURNZ= I AR—=F LI RAAL Y TuTdZ s A VEAL VR—FT&EET, AL
T e ANEALR— T AL, vV FOTRTOBEDO RAAL Y I
TrANVMNEEZBRZONET, [FASL T 774D A KR — k]| (P.5-21)
BB LT ZEN,

FEEA—ILDELZDA R2—TILE

DomainKeys 35 X O DKIM B4 IEHEEFEA— LD A —)L 7a— K > —TA F—
T LET, BRI DWW TIE, [Cisco IronPort AsyncOS for Email
Configuration Guide] @ [Configuring the Gateway to Receive Mail] DEZ %
L TIZE W,

FIGA—I T7a— R V—TEBLEA F—T/WIT DL, KOFIEEEITL
9,

AFwF 1 [Mail Flow Policies] ~<—° ([Mail Policies] * ==—7/5) T, [RELAYED]
A= 7a—RI— (FE) 27V v s LET,

AFwF 2 [Security Features] 7 = > 225, [On] &R L C, [DomainKeys/DKIM
Signing] A X —7 MIZLET,

B 5-5 DomainKeys/DKIM E£& 0O 1 *— )Lk

Digmasn Key DK 1M
SEning:

AT97T 3 EHEEXELTHELET,

T use Default (OF) % Oon T OF
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NIVRABEVEEA Y E—CDERZDA 2—TILE

ATFvFT1

A7y 2

FIEA v —VIZEBAT LRI TR, NRUVABIOBIEA vy E—DVIZEA L
TEWBERHY ET, THICKY, SHNPLRETINT VAB L ORLEA v
T=UNEYRLOTHL I LaZEEICEELLVWEARHY 3, AU R
BLOELE A »E— D DomainKeys 3 L O DKIM F4 % A X — 7 T 51
T, BV 27 —IZBEMS T ONTNT X T T 7 A D
DomainKeys/DKIM E4 % A 2 —7 /WVIZ LET,

Ny ABIOBIEA v =P DEL A F—T /T HI2IE,. ROFNAE FAT
LET,

BAHINTEREA v E—VEERET LAY A S —ICBEMT TN ENT
A 7w 77 A)LT, [Hard Bounce and Delay Warning Messages] (28 L 97,

[Use Domain Key Signing for Bounce and Delay Messages] %A *— 7 M L FE
\?AO

B 5-6 NOVRABEUVEBEAYE—SDELDA R—TILE

Use Domain Keéy Signing for Bownce and O&lay Messages:

T wse Oefault (No) ™ ves O Mo

Elfechive ol when Domain Keps are inwse

Ny ABIORIEA v —DI2EA T 2121E. [DomainKeys/DKIM E4: D%
& (GUD ) (P5-11) WRENTZTRTCOFIEEZZET LTV DILERH Y F7,

KAAL Y Ta77Av® [From:] 7 KLV AL, AU UVRRET RLRAIHAIRT
WAHT FLAE—H L TWARERHY ET, TNHDT RLAZ—HEHHITT,
NG LA TaT7 7y ANVOBRIET FLUA%ZFEEL ([System Administration] > [Return
Addresses])., RAA > 7’7 7 A L® [Profile Users] V A k C[R U4 RiZ2MH L%
T, 72& ZE, N U ARIET B LA MAILER-DAEMON@example.com 03%/E
T RVREREL, FAS L TRrT7 74T 0T 7 A 2a—HL LT
MAILER-DAEMON@example.com %38/ L £,
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| 5% EFA—LEE

DomainKeys/DKIM E£ D E (GUID)

AFvFT 1

ATFvFT 2

AFvT 3

ATv7 4

AFyT 5

ATFv7T 6

GE)

AsyncOS @ DomainKeys/DKIM E4 OEARY —27 71—

FROWE X —E1ERT D0, BFEOMEX—%2 A F—brLET, BLF—OD
TERRE T3 A AR — M oW T, TELF—) (P5-5) 2L TIEEN,

AL TaTdrANVEEHR L, F—% AL a7 7 A VIZBEEMS T ET,
RAAL Y a7 7 A NVDERICONWTIE, [RAASL Y 7710 (P5-8) %
SZHLTLEE0,

DNS 7% A b La—RF&EMLET, DNS TF R b L a— ROIERKIZOWT
iZ. TIDNS 7% Xk La— RFROAR] (P.5-19) 22 L T EI0,

FIGA—=NDA—)L 7a— KRY —T, DomainKeys/DKIM E4 % £ 724 % —
T LTORWGERIE, A=V LET (EEA—LVDOELDA 12—
bl (P5-9) #ZHRL TSN,

EE T, N U ABLONELE A v+ — 0 DomainKeys/DKIM B4 % A F—
MZLET, NV VABIORBIER v —YDBL DA F—T MEIZ DN T,
(R ABLCRIEA v =V DELDA =T k] (P5-10) 22 L TL
73V,

BFA—NEEELET, ALY 7077 A MIC—FTD AL U6 %E
ST A ﬁ/lxiDomamKeys/DKIM%‘%éﬂiﬂ“ IHIT, AT AL IUE
A=V DOELAERELESGAIE. AUV RAELTRBER vE—VICER S
nET,

DomainKey 8L O'DKIM a7 7 £ VO T ER L7z (BXOA—L 7
0— R —TELEAFX—TNMILTWND) BAE. AsyncOS ¥ DomainKeys
& DKIM DOiiJFDELTEEA v =V E2BEALET,

DomainKeys E2D KA ALY O T 74 ILDER

2AFvF 1
A7y 2

DomainKeys B4 DH LW KA A > T a7 7 A )VEERT D IZIE, KOTFIEE
FITLET,

[Domain Profiles] ~—"® [Add Profile] %7 V v 7 L £,

TuTrANVDLETE ALY ¥ — Z 47 (DomainKeys) # AJJLET, F
ALV F— H AT EFINT D L. [Add Domain Profile] _— Y RNERINET,

[ oL-23081-01-J
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& D ]
2AFyv7 4

AFvT 5
ATFvT 6

ATy 7T

AFvT 8
AFyvFT9

AFv7F 10

5-7 [Add Domain Profile] *—< (DomainKeys)
Add Domain Profile

Profile Hame:
[ T T T e e————
Domain Hame: | [
Selestar; (¥

L R
T Garele

Figning K7 | | o ey {profle daatied) W

Al LiarE Curvesl Udar

== =
RAA X2 AN LET,

vUL 72 EATLET, BL 7 ZiX, [ _domainkey) 4 RIZER DRI TT b D
EEOAFIT, FEMRA AL H2) HHORKAMF—%2 I R— 57201
EbhEd, BELI7¥EERSIT, DNSARIZEMEETA—N ~y X —THZ)
THOIHRERDY, ZNHICEIaa 2 DD ENTERNEN I HENE
MENET,

EHE ([no forwarding whitespaces] & 721% [simple]) ZEIR L F,

BLFX—2BRRLET (TTIZEAT—ZMERL TV D56, FlRLTH RN
Bl RMOFIEETAF Yy T LET), BAF—2 U A MPLRBIRSE L7202,
Dl Lb 1 DOFELF—ZAERT D (F72B3A A= 1T2) BEPHY F
To DLW ELAF—DEMR] (P5-16) 2ZR LTSSV,

BLHDRAAY T T 7 ANEFRAT a2~ (ETA =T KLA, AA L
nE) BEANLET,

[Submit] 27 V » 27 LE 7,

[Commit Changes] A% %27 Vv 7 L, REIGE U TEEO A FMEBL
T, [Commit Changes] 2 U v 27 L, HILWRAAS L T 077 A LOBMNZE
TLET,

ZOREE T, %fE A=/ 7a— K Y —T DomainKeys/DKIM B4 % A ¥ —7

MZLTWRWEEIFA X =T NICTHEMERDH Y £ (IEEA—ILDELD
A x—=7 k) (P5-9) 2FBRLTLEEW),
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| 5%

EFA—JLRREE

DKIM ZEZDOHLWFAASY TOT7 74 IILOER

DKIM B4 DH LW FAA > T a7 7 A VEERT 51213, ROFINEZEITL
i?—o

[Domain Profiles] ~2—<°® [Add Profile] #2 V v 27 L%,

TuT A NDLAFE RAL Y ¥— 2147 (DKIM) #AJJLET, RAAL Y
X— XA T ERIRT D &, [Add Domain Profile] X— Y RFRENET,

5-8

Add Domain Profile

Ty
Protis Names: I—
Camain Key Tres: | | DiM w
Dromaan Naymes I—
Falpoinr [T I—

Cangnecaklshion:

[Add Domain Profile] X*—< (DKIM)

Hgadery:
Cinalazad
{E5imol

By
Cinalaxad
S 5imoly
Sigrirg K#v: | | Na Ky [prafle desbled) w
ek & by 82 el DA v
Haaders 1o Sign: (7 e
=1 5eardsrd
addniensl Hesdars:[
PR Friar bawder naman papaTated BF comma

Bady Langth to Sign: | J'wihals Body Imgbed

it Brthen rromd s Rt 1 Sr e

sCilwisaky Besdy Buto-datecrrand

ADERrlineg CORtant iE SOR RO

O tign fen [ brted
Wapiration Tima of Signature:  [12938000  seconds
244 Lars Currert Users
Ak »
Btreavs

(. el el b, aatle i, rarnedn conl T S S Y T
== [ Subeit |
FAA 22 AT LET,

[ oL-23081-01-J
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ATv7 4

AFyT 5

& A

AFyFT 7

ATFvFT 8

vl 2B AN LET, BL 2 XX, [ domainkey| 4RIZEROFNIAHT S5
EBOLARIT, EEHURAAL U HEVEREORFARY—%2 )R — 57D
fibhtd, BL 7 XELEE ST, DNSARTZEMEBT A —/V ~v X —THD)

THLIHLERDY, ZhbHllEIanraB0n I ENTERVEWV I HENE

mEnEd,

Ny X —DIEBYLERIRLEST, ROFT T a UhoBRIRLET,

e [Relaxed], lrelaxed] ~v &#—1EHLT L2 Y X hid, kEFETLET,
Ny F =L B/PNLFICERL, ~y X —%EHAL T, @ LZZHE 12D
ZEEICHEM L, HEHERKBOEATRBREET,

e [Simple], ~y X —ITELEINEH A,

AXDOERMEZBIRLET, ROF T a o NHBIRLET,

e [Relaxed]. [lrelaxed] ~v & —IEH /T VTV X 2%, WEFITLET, K
NKREDOZEOITEROVRE, [THDZEAZ 1 DOZERIZEM L, ITOEXRRED
ERERYREET,

o [Simple], ASCREDZEDITEERY BRE £5,

BAX—EFRNLET (TTIZBLIT—ZMERLTWDEHA, ERL TN

Bt ROFIETAF v 7 LET), BAF—% Y X FRLBRSEHEDIC,

L7l b 1 2OELF—EERT D (FEFAF—1T2) DERHD E

T (B LWEAFT—OER (P5-16) 22 LTI EEW,

BLHT LAy X—DUANERIRLET, KO~y HX—NLBRTEET,

o [All], AsyncOS IZBAFFICFET 2T X TO~Ny X —IZBALET, #E
Ty X —OBIMRHIBRD PRI NRNIGEIE, T TO~y ¥ —I0E4
THZENBZLNET,

o [Standard], FETIT~y X —DBIMPLHIBEA TR ENDHEIT, EE~
H—%TIRTH T ENBZHNET, AsyncOS TR DEEHE~N » X —|ZD H
BLHLET (Rt —VICZ2O~y X —0FELZ2WIEE, DKIM B4 1%,
FD~Ny X —IZXNMEE R LET),

— From

— Sender. Reply To-
— Subject

— Date. Message-ID
— To., Cc

— MIME-Version
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GE)

2AFv7 9

AFv7 10
27y 7T 11

N

(E)

ATFyvF 12
AFv7 13

— Content-Type, Content-Transfer-Encoding. Content-ID,
Content-Description

— Resent-Date, Resent-From, Resent-Sender, Resent-To,
Resent-cc, Resent-Message-1D

— In-Reply-To. References

— List-Id. List-Help. List-Unsubscribe, LIst-Subscribe, List-Post,
List-Owner, List-Archive

[Standard] ZER LI2GEG, BELATH Ny X —&BINTEET,

A —VRTINICEBLTHHEZEELET, A v —VUKRTICELT I, &
BT HNAL NEERBIRTEXET, ROFT T a OV TRAEZRIRLET,

e [Whole Body Implied], AXDOE I 2§ 57-0I2 =) ¥ 7 &HH Lk
WTLZEW, Ay E—URKIZEA L, BEREEZFATLEE A,

e [Whole Body Auto-determined], A v &— Y ARILBEIZES L. EEHITK
XOKRB~OT —X OBMEFAILET,

o [Sign first bytes], fREL7=/NA FMIET, AvE—VRXICELLET,
BLOFHIHR WEAL) ZHEELET,

BHDRKAA Y T T 7 ANEFRAT a2~ (BETA =T KLA, KAA L
e mAILET,

RAA Y TuT7 7 A NVEERT DHE. FEOL—FICHEE 5 7 e 7 7 A
NOPFFEIZBNT, BEEFERTAZ LICERLTLEIN, 2L 2,
example.com O 7’ 1 7 7 A )L L joe@example.com DFID T 1 7 7 A V% VERKT
%L LET, joe@example.com 75 A — L NEE SN D LA
joe@example.com D717 7 A ARfEDLNET, LHrL, A—/LR
adam@example.com 7 H %15 S5 A L. example.com D7 1 7 7 A LA
bivET,

EEFEEZEELTCHELET,

Z OB T, BfEA—V 7u— RV 32— DomainKeys/DKIM B4 % A x—7
MZLTWRWEEIFAR—TNICTHIRLERDH D T (IEFEA—IVDOELD
A4 Fx—7 k) (P.5-9) #ZBLTLLZEW),

[ oL-23081-01-J
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N

() DomainKeys & DKIM OGO 7 a7 7 A LV EEKR L TWEEHE,
AsyncOS 3%/ A —/LiZ DomainKeys & DKIM Oili 5 DEL % FE(TL
jz ‘j_o

FLOERT—DER

ATFvFT1
ATFvF 2
2AFvT 3

ATFvT 4
AFwFT 5

GE)

FIPS L CRWEBEFA— N X2 VT 4 T T4 7 ADEAIX, [Mail
Policies] > [Signing Keys] ~— > ® [Add Key] M L T, # LW BEL X —%1F
RLET,

FIPS ##Ll HSM A — FZEH L7ETFA— NV X2V T4 TFITA4 T AT
i%. FIPS &7 ¢ ¥—7% [FIPS Management] ~<—"® [Add Key] Z{#H L T, #i
LWEA X —%ER LE 7T, AsyncOS TiL, [Mail Policies] > [Signing Keys]
NV TOHLOELF—OERDBHIRENE S, FIPS OFEMIZ OV T
[DomainKeys 3 X O DKIM OB 4 F—0&H | (P.1-12) 2R LT &N,

HLWELX—HERT 2121, ROFIEEETLET,

[AddKey] #7 U v 7 LETF, [Add Key] ~<— U 8%E7RSET,
XF—D&AHEADLET,
[Generate] 27 V v 7 L, F— A &R L ET,

F— A XM RKREVNFEEEXF 2T BMELETH, N7 —v 2 RIT
BT L AREMEAR H Y £, IronPort TIX, X2V T 4 T4 —< R
DNRTUANBNTE8 By FDF— P4 ANHEREINE T,

HSM #— REFEH LEET AN X2 VT 4 TFI53A4A T ATIE, B4
F—121024 B & 2048 By DX — VA ADOREHTE ET,

[Submit] %2 V v 2 LE+, F—nEgSnET,
EREMELT, HLOBLAF—0BEMEET LET,

F—ZEVYTERAAL Y a7 7 A NVEREL TWARWESITL., WETIHL
EAHLIBAENH Y £T,
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| 5% EFA—LEE

EBHAX—DIHYRAKR—F

2AFyvFT 1

A7y 2

Y

(E)

BHX—F% T AR — T 5 &, Cisco lronPort 7 77 4 7 o ATBAEFET D
TRTOF—NELEDOT1IODTFFARN T A NI AR—FEnNET, &2
X —H T/ AR— T HIZIE, ROTFINEEFITLET,

[Signing Keys] ~<—® [Export Keys] %27 V v 7 L %7, [Export Signing
Keys] =—UBRERENET,

5-9 [Export Signing Keys] R—<
Export Signing Keys

Export Slgning Keys to Flle
Expaort to File: |

[Cancel | [Siiome |
T 7 ANDLRTEZAS L, [Submit] 27V v 7 LET,

B X =D AR— ML FIPS #EHLHSM 7 — R A LB FA—L ¥ =
VF7 4 TTIATVATET v a ICEENETAD, BLAF— 2NNV I T v
TLTC, HILTHIERTEET, REAZELL R —ONNy 77 v 7 L0
(P.1-13) 2L T EEN,

BEDERZFX—DA vR— FEEEFAS

FIPS #LCHWE T A=V X2 VT 4 TT T4 T L ADOHE, [Mail
Policies] > [Signing Keys] ~X— ® [Add Key] #fHH L T, BEFOEL T —% A
71U, [Import Keys] ZfH LT, BEFOT7 7 A VinbF—% A R—FLET,

FIPS #fl HSM /1 — R&fEA LIZEF A= X2 VT 4 7774 T AT
i%. FIPS # 7 ¢ % —7% [FIPS Management] ~<—"® [Add Key] #{EH L T, BE
TFOELX—% AL, [Import Keys] ZHEHA LT, BEFO7 7 A Vinb ¥ —%
A AR — b LZET, AsyncOS TiE [Mail Policies] > [Signing Keys] ~<X— < TD
AR —= NERIIBRFEOEL X —DANBHIRSET, FIPS &EL X —Off
A IEOFEMIZOW T, [DomainKeys 35 & OV DKIM O E4 % — D4 |
(P.1-12) 2L TL7E &V, XML 7 7 A VInbEL X —%E LT 2 B
WTIE, EAEB L O —0Ny 77 vy 7 i) (P1-13) 22RLTLEE
AN

[ oL-23081-01-J
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2AFyvFT 1

ATFvFT 2

AFvT 3

2ATFyvFT 1
ATFvT 2
ATFvFT 3

AFvT 4
E4F—DHIBR

ATFvT 1
ATFvFT 2

AFv7 3
ATv7 4

ATFvT 1
ATFvFT 2
N

GE)

BFEOX—2 AT 21213, ROFIEEZFETLET,

[AddKey] 27V v 7 LET,
[Add Key] X—URERRINFET,

[Paste Key] 7 4 —/V FIZFxF—% 050 117 £ 79 (PEM 7+ —~ v h &L, RSA
F—DHRTHILERH Y £7),

EHEEFELTHELET,

RO ZAR—F Z7ANDOF—% A A= T 50T, ROFIEZFET
LET ((BAaF—0xs 2R— 1] (P5-17) 251),

[Import Keys] #27 U v 7 LE£¥, [Import Key] ~—INRRINET,
T AR—RFENTEBLAFT— 2B 7 7 ANVERIRLET,

[Submit] %2 U v 27 LET, A v HF— FMZLo>THRTOEFDELF—NE
EHZOND DL PEESHET, THFAN 77 A AOFTRTOF—451 >
H— b ENET,

[Import] #27 V v 7 LET,

BLF—DY A MPOREDOF—ZHIFRT 21213, KOFIEZFETLET,

[Signing Keys] ~— T, HIRT 2K BA X —DEDTF = v IRy 7 X F 12
LET,

[Delete] #27 U v 7 LET,
HIbR A2 MR L E
BRI N TWETRTCOELX—ZHIBRT H121E, ROFIEEZFEITLET,

[Signing Keys] ~*—® [Clear All Keys] %7 U v 7 LET,
HIBR DR KD 5N E T,

HSM Z#— R&EH LB A— NV X2 VT 4 77547 AT, FIPS &
T4 Y =N FIPS B Y —VEFEHAL CELT—ZHIBRL X,
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| 5% EFA—LEE

DNS 7%X b LO— FODAER

A7y 2
AFyvFT 3
ATv7 4

AFyT 5

DNS 7% 2 b La— RN&2AERT HI2iF, ROFINAZEITLET,

KIET B KAA L Tv 757 A0 [DNS Text Record] 77 7 5D [Generate] U
2% 27 Y v 27 LEF, [Generate DNS Text Record] ~— U NERREINFE T,

5-10 [DNS Text Record] R—<
DNS Text Record: ExampleProfile

Genarale DNS Texl Record

Lice i fornn bo penerals & sample DNF Text Becord for s dormain profile,

|:| "G" Tag (Constrain Local Part of Sending Address) ﬂ

Leseal Par: | Fevampls sam

fLa, usarmams)

1 "W Tag iNctes): @ I
"= Tag (Indicates that Key Type is asa) @
|:| *T™ Tag (Tasting M:de]ﬂ

ons Texe recors: [EITRTYEITN

mest._domainkey.example.com [N TAT “kersa;
g=MFwwDOTIEoL [hveNAQEBBA DS wAWSABANONGSCn+w I USI T riOOF L GMIpLSf +5
SWuDeldyBIW2pbeyedEsjgnZgipmmgL G TIEkBay 1M1 dhghg SUCAWEAAD = ="

DNS 7% A b La—RIZEOLRMEDF 2y 7Ry 7 241 LET,

[Generate Again] #7 Vv 7 LT, EEEZEZDTX—2HEKLET,

DNS 7% A h La—RFRRTF X2k 74— /L NICFERENET (ZZTENE
E—T&xE9),

[Done] 2 V27 LET,

AL FAT7AILDTRE

BLX—FER L, FNERAAL Y 077 A VICHEMNIT., DNS F% X %
LT, HIEDHS DNSIHEALESL, RAL Y a7 74V ET A FTX
£, TOEDITIE, WOFIEEEITLET,

[ oL-23081-01-J
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ATFvFT1

[Domain Profiles] ~X—® [Test] #27 U v 7 LET,

5-11 FASLY FAIZPLILDTR B
Domain Profiles

Bearch Domasn Prohibes for; ﬂ | m

Dwrmeain Profiles

add Profile... Impert Profies... I
All
Frafile Mame Caarnain Celactor LsErs Signing Kay | DNS Text Record | Test Profile | Delate
ExampleProble | example.com | sanrmales  examplecam | leclExample | Generale E .
Export Frofiles... |

Ky
N ETNTRBMZRT A v =V RX=T 0 EIICR T ENET, 7 A MK
LicHa, 27— TX A MG 0EEA v —VBRFRENET,

5-12 KBLEFACY TOT7A4IL TR
Domain Profiles

waming — DNS lookup failure for san.mates._domainkey.example.com: ONS Hard Error looking up
sammatec._domainkey.example.com (TXT): NXDomain

RASL> TOT7AILDITH AR— b

ATFvFT1

A7y 2

KrAA4Y Tuar7r A NVEx AFR— T 5 &, Cisco IronPort 775 A 7 > AT

BEGETITRTCORAL Y a7 7 A ANELDT1IODTHRA 774
SN AR—FENET, ALY FurdyAvE g AR— 51T,
WROFNEEFEITLET,

[Domain Profiles] ~~—<"® [Export Domain Profiles] %7 U v 2 LE7,
[Export Domain profiles] X— YRR RINET,

77 AADLHEASD L, [Submit] 22 U v LET,
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| 5% EFA—LEE

KAALY TAIT7AILDA VR—

AFvFT 1

ATFvT 2
ATFvFT 3

AFvT 4

BfFOT I AR—K TZ7ANDERAAL Yy a7 7 AN EA R — MT D20
WO FNaZE FITLET,

[Mail Policies] > [Domain Profiles] ~<~—<"® [Import Domain Profiles] 22 U v
27 L%7, [Import Domain Profiles] _X— Y RNHE R INET,

T AR—=FSNIE AL Ta Ty AN G077 7 ANV EZRIRLET,

[Submit] #27 Vv 7 LET, A VR —MILoTTRTCOPEFDO ALY T
TrANVNEESHBRIOND I ENEEINET, 7TFAF 774 LOFTRTO
RAL Y TaTdrANnA R —bFENET,

[Import] #27 V v 7 LET,

KASLY a7 74IILDOHIEK

AFvF 1

AFyvFT 2
ATFvT 3

AFvFT 1
A7y 2

RAL 7o T 7 ANDY XA NPBEFED RAAL Y a7 7 A NVEHIFRT DI
X, ROFIREZFITLET,

[Domain Profiles] X— T, HIBRT & KAA Y a7 7 A VOLEDF = v
Ry 7 RA~—r %A LET,

[Delete] 7 U v 7 LET,
HIERZ s LE 7,

BB ENTWATRTO RAL Y a7 7 A VEYIERT 2120, KROTFIE
FEITLET,

[Domain Profiles] ~<—"® [Clear All Profiles] %27 V v 7 L ¥ 7,
HIBRDOHER RO B ET,

KASLY T7AT7A4ILDOBE

AFvFT 1

TRTORAALY T 77 A NVTHEDOHE (—RICZ—FLHORA N4) &
MBETHICE, ROFIEEZEITLET,

[Domain Profiles] ~*— " ® [Find Domain Profiles] 7 « —/L RIZHEREEEHE L
F7,

[ oL-23081-01-J
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AT7w7 2 [Find Profiles] 7 VU v 7 L&,

AT9FT 3 BMBTHE, ERAALY 7077 A/L0 email, domain, selector, signing key
name D7 4 —/L RBAF ¥ INET,

GE) MBEEANLZVEAS, MBZ OV UVIETRTORAL Y T 774V EIK
L/ij‘o

FASY F—&OFxY
DomainKeys B4 FFHIIL, RO K S RITHAA—L v ZITBEMENE T,

Tue Aug 28 15:29:30 2007 Info: MID 371 DomainKeys: signing with
dk-profile - matches userl23@example.com

Tue Aug 28 15:34:15 2007 Info: MID 373 DomainKeys: cannot sign - no
profile matches userl2@example.com

DKIM EARFTIE, RO XD RATHR A= m 78BS E T,

Tue Aug 28 15:29:54 2007 Info: MID 372 DKIM: signing with
dkim-profile - matches user@example.com

Tue Aug 28 15:34:15 2007 Info: MID 373 DKIM: cannot sign - no profile
matches user2@example.com

DKIM #REEDERTE

EEA—NVDOELIIINAZT, DKIM 2 H L TZEA— IV ERIETE £,
DKIM HMGFEEZFHET DL, WEETTIHILERLY £7,
o ZEA—NDA—) Tur— RYI—T, DKIM BiEx A x—7 W LET,

o {EET. DKIM #BiEStt 2 L <. DKIM REEFAEF A —VIZkd 5
T arvEIETFTAELOOaALTYY T4 NAEAERELET,

DKIM #FEAIZ AsyncOS 7773 A T UV AERETH L, ROTF = v 7 BFEITS
WEJ,

%
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ATFvFT1

A7y 2

(E)

AsyncOS 13515 A —/L® [DKIM-Signature] 7 ( —/V K, B~y X —OHE,
Ao s THE, MRS T2~ ET, BABINLOWTNPOF = v 7 TRK
95 &, AsyncOS i permfail i L E7,

BHT = v 7 DFATHR, 2B DNS L 22— R b AHF —2AEfS &, TXT b
a— RBRFIEESNET, ZOTrREARCT I BB EN % &, AsyncOS (%
permfail %R LE ¥, AF—0 DNS 7 = —TIR& 2B TE WG4,
tempfail BHELET,

AR —OFE%, AsyncOS 3Ny v afizF v r L, BRERIELET,
ZOFIEFICE T —BRAET S L. AsyncOS X permfail iR L ET,

F oy ZIZTRTEKT D &, AsyncOS I pass ZiK L ET,

AvE—VRIPBEESNTEEI LV EVWGA, AsyncOS IZIROHEIEEIE L F
7T

dkim = pass (partially verified [x bytes]

I TXIIRREES NS P ERLET,
IACIREERE FUZ . Authentication-Results ~> % — & LTCASNET, 72&x
T, RONTUIPDO L) R~y F—%Z WO EBHY ET,
Authentication-Results: examplel.com

header.from=From:userl23@example.com; dkim=pass (signature
verified)

Authentication-Results: examplel.com

header.from=From:userl23@example.com; dkim=pass (partially
verified [1000 bytes]

Authentication-Results: examplel.com

header.from=From:userl23@example.com; dkim=permfail (body hash
did not verify)

BED DKIM MEEIR OB N2 B4 TEIE L EY, RBICHRESNZE4 %
EALT, BMIFCE A, ZOMWAEIZ. OV Y —XATHEATELLIITRD
HEEMERH D FT,

[ oL-23081-01-J
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A—)L 20— R —T0 DKIM REEDHTE
DKIM #EEIEX, ZEA—NADA— 7a— RY I —TA X—7 NI LET,

ZEA—) 7ua— R U—TRHiEE A F—7 /WIZT DITiE, RO FIAEZFEITL
9,

AFwF 1 [Mail Flow Policies] ~*—" ([Mail Policies] X ==—5) T, BiEZFE(TT 5
VAF—DZREA—NV R)—% 27 )7 LET,

AFwF 2 A=) 77— K —0 [Security Features] €7 > = > C, [On] Zi&IRL T,
[DKIM Verification] % A x—7 /LIZ LET,

X 5-13 DKIM #&&ED 1 *— T )Lk

DKM Verifichtion: | yep ppfaukt (0F) 5 on O Off

AT97T 3 EHEEMELET,

DKIM #&if& 0¥ >y
DKIM MFERIZIL, RO £ 5 RIFH A= v ZICENSLET,

mail.current:Mon Aug 6 13:35:38 2007 Info: MID 17 DKIM: no signature

mail.current:Mon Aug 6 15:00:37 2007 Info: MID 18 DKIM: verified
pass

DKIM {&REEFEAH A —ILDT I 3 VDERE

DKIM A —/VEZIRFET D &, A —/WIZ Authentication-Results ~ > Z — )N BN &
hij—ﬁ‘\ HALEIEF:% Eﬁ"j'f‘f‘fc;:< A —)l| ix j’]\ﬂ%hiﬁ—o x—h%@uuuﬂz{t%
WCHSWTT 7o a vy Z2RETHITE, arT oY 700 Z 2ER LT,

DKIM BFEF A — KT DT 7 v a v Z2FTLET, 2L 2, DKIME@
uEﬁ’ﬁ%E&Ltfﬁm\ A—VEERE, NUURA Fry 7 EREHRE=Y TIC
LHEICHRETHIENTEET, TNEFETTHITIE, 2070 74»57
HEHALC, 77V a v a2RTETHALERHY £7,
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EFA—JLRREE

2AFyvFT 1
ATFyvFT 2
ATFvFT 3

ATFyv7 4

AFwT 5

& A

GUI BT 7 v a vz BT 512k, ROFINEEZFEITLET,

[Mail Policies] > [Incoming Filters] 725, [Add Filter] 27 UV » 7 L¥7,
[Conditions] €7 2 > C [Add Condition] 27 V v 7 L&,
[DKIM Authentication] #3E% R L £ 7,

5-14 DKIM BBREa > T2 74 L2 DEH

M a8 oy o AtaRmant
Message Body
M aE e

DEIM Authentication Help
I5 CiIM Autheriacaton Passed?

ARtgFmant Contert
Atachmant Fila [nfo
ARtaFmant Protichon

1M dasthariication Resul

I+ W Pads ¥

St ey
Cthor Heador

[ rrenkps Saveer

[ rrepkeps Bt
Faceiving Listenor
Famate 1P
Bapa L ation Geonk
[owim sehentication
AT vnhcatacn

DKIM &2 2BIRLET, ROA T a rOWFRri2BIRLET,
e [Pass], AYE—VIIIFIET XA MCABLE LT,
e [Neutral], * v —VIEEBL SN TVERA,
EERRE/R =7 —NRELE L,
e [Permerror], EEARAEER T T —NFALFE LT,
e [Hardfail], #FE7T A MR LE LT,
e [None], BFEDETINEFATLT,

FARICEEMT AT 7 a vAEERLET, 28 21E. DKIM BEEN K L 7=
e, ZEHICEAL, AvbE—VEaARATURSELZ LN TEET, £
DKIM HFEIZAH LizHmA . AL FEEFIZ, A =% 3 IICEET
HILENTEET,

HLnwarrF oy 7402 EEELET,

e [Temperror],

[ oL-23081-01-J
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RTFYT T WURZEA—NAL R —TarsFrY 74V v X—T I LET,
ATFvT 8 EFWuEfETLET,

SPF £ & U SIDF 1RIIDME

IronPort AsyncOS (%, SPF (Sender Policy Framework) 35 O SIDF (Sender ID
Framework) k% ¥4 — K L CWE$, SPF & SIDF |X DNS L 22— R{ZHSW0
THEAA—VOEEMEEZMREET 25715 TY, SPF L SIDF (&Y, A & —x v b
RAA v OFTEFEIE, FBI72ERO DNSTXT La— RE#HEH LT, 20O KA A
VICETA—NEEETOMBROS LV U EBETHZ N TEET,

SPF/SIDF #EAEZMFH T2 &, FEMIZNSDLRTOEHNHFR S DA A B
ERETHSPF La— REAT7 Y vyal, LT H A — L2 EGEMIEATY ¥
vaINSPF La—REFEMALT, A= T ¥F 7 va rFICEE/O
A=A T~ b ID OHERET A L ET,

(GE) SPF F = v 7 Tid, T LA LETH D7D, AsyncOS DT 3 —~
CHETLIHERHVET, SHIC, SPFF =y 22k >T, DNSA 77 A
N7 F v DAMMPEZ D Z LICERELTLEZ N,

SPF & SIDF %Z#:4E4 5434 . SIDF 1% SPF IZELTWET A, W D0 DEWNA
H E4, SIDF & SPF DT _RTOEVDFHIZ OV TIZ, RFC 4406 # &M LT
CEEW, 2= T VO RMOE=D, 202 SOMEEIL, | DO X A FOMGE
DOHEFEHT DHAEEERWVT, ikbfﬁ%bfwiT

(GE)  AsyncOS Tit. ZfEV L—IZKHLTSPF A — L TELT, IPv6 IZx LT
SPF Z ¥ R—F L TWEHA,

A% SPF La—FICET 5=

IronPort 77 A 7 A SPF B X O SIDF %% 5 i2i%, RFC 4406 L
4408 12> T, SPF L2 — F%&/X7 U v =2 LET, PRAID OREFIEDE

FITHOWVWTIL, RFC4407 FHER L TL &y, &5IZ, SPF L=— K& SIDF
La— REERTAHEAICTL LT WVRE D IZOW T, RO Web 4 F 2R
LTL &,

http://www.openspf.org/FAQ/Common mistakes
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APL SPF La—F

SPF HELO ¥ = v Z IZE#T HITIE, FiREM MTA IZ (R A A > &13BID)
lv=spfl a—all] SPF La—Fz&®HET, ZDOLba— Regdiwe, HELO
F = » 71X HELO ID {Z None HE% FTJ AN H Y £3, KA A L ~D SPF
EAEMDRKED None HIEZ K L7286, 26 OREMNIEAEEM MTA 12
lv=spfl a—all] SPF L' a2 — R&ZEOHTWRWATEEENRH Y £7,

A#4 SIDF La—F

Y
()

SIDF 7 L — AU —7 %R — b+ 52iE, Tv=spfl] La— K& lspf2.0] L
a— ROEFENRT Y v vaTHM8ERHYET, 7L 21X, DNS La— Rix
WOFDE5I2720 7,

example.com. TXT "v=spfl +mx a:colo.example.com/28 -all"
smtp-out.example.com TXT "v=spfl a -all"
example.com. TXT "spf2.0/mfrom,pra +mx a:colo.example.com/28 -all"

SIDF |2 HELO ID ##FE L7228, ZOHA. £EEM MTA 12 SPFv2.0 L
a—REANAT Vo aTHMNEETHY EHA,

SIDF ##A— bk L2R2WEEIE, Tspf2.0/pra~all] La—K%E37 ) v valF
‘j—o

SPF La—FOTRX b+

RFC OHEFRIZIN Z T, IronPort 777 A 7 > AT SPF Wik & F23E3 DR
SPF La— FR&ET7 R T2 L&HLELET, openspf.org Web 1 KTk, \»
KOMDT A V=R ENTWET,

http://www.openspf.org/Tools

WY =V afEHL T, EFA—ANSPF La— R Fx v 7 ICRRLHEL
HWr T £,

http://www.openspf.org/Why

52, 7A KM URF—TSPF %A 3x—7/Z L, IronPort ® trace CLI 2+
VREMEHALT (£ GUI NS FL—R2%EFEITLT), SPFEREZERTEFE
T, ho—R&MHTDIE, SEIERBEMIP 2HEHICT A N TEET,

[ oL-23081-01-J
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IronPort EFA—JIL X )FTa FTSATY
ATO SPF DOk

IronPort 775 A 7 . A SPF/SIDF Z i3 2121k, WOFIEEZFEITLE T,

AFv7F 1 SPFSIDF Z#A4A X—7NMZLET, T74VFDA—L Ta— KU =i,
Z(E Y AF—® SPF/SIDF # A4 X — 7 WMIZT B0, SEXERZEA—INL R
V—TENEAR—TNMICTEET, FEMIZ OV TIEL, [SPF & SIDF O A X —
TAb) (P5-29) 2L TS &N,

AFw 7T 2 SPF/SIDF BRAEFEAA —NMIH L TEITTET 7V a v 2R ELET, AviE—
CEEIFaCT Y T4 F M LT, SPF BRFEF A — LI L CEITT
277 variHlT s LN TEET, FEMIC OV TIE, [SPF/SIDF MRk
BA =K L THEITFTHT 7 arolE] (P5-39) 22 LTLEEN,

AFv7T 3 SPF/SIDF EREZ7AMLET, Mk, SEIERE A VRIS IENE
b TE Y, &M T SPF/SIDF O FEN R Z b b (T2 21X,
SPF £7213% SIDF &R U > — DO ¥ERLT 2 HIME N H72 %) 72, SPF/SIDF R %7
ABLT, HBOBHLEEENOLDBEBFA—NERNTLALED, Fery L
DLARVWEICTAMERNDLYES, avTyY J4LE, Avk—Y 740
% . Content Filters L7 R— k ZflA & T L. SPF/SIDF fii%%75 A T
& %9, SPF/SIDF #RDT A h DFEMNIC W TIL, [SPF/SIDF fER DT A b |
(P.5-43) #ZHL T EE,

» b

IronPort Tld, BF A —LEBEZ T O—/NLIZERSEBRILTWVETN, £/ T
DERAFEEIZH SIS TIE, SPF/SIDF ZREEOLKIZx L TIEELNEET
SEIRELTVWET, SHICZDEBTHALEDA—ILEESN VTSR

FSOFrDHMEADRR LT H5ETIE. IronPort 5 L TEF A —ILD
NOVREEBEL, K YIZ SPF/ISIDF REEICKBRLI-BF A —IL2BETE
E3 8

AysncOS Command Line Interface (CLI; 2~ K 54 A F—T A X) T
X, Web £ > —7 =4 2L L5 SPF L L ORI E 234t L T\ E
4, SPFHIEICHEASNT, TFFA4T7 A%, U RAF—HAMT SMTP &I
WTCAyE—VEHFAEITIESR TEE T, listenerconfig I~ R&ZEHL
T VAF—DFRAN TIERATFT—TADF 74V NOBRELTET HHBE.
SPF FEZLAHTE£¥, REDFEMIZONTIE, ICLI 24 L7~ SPF B LW
SIDF &A1 x—74k) (P.5-31) &L T EEW,
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SPF & SIDF @4 x—7JJL{E

SPF/SIDF Z# A3 5121, %5V AF—TA—/L 7a— KUY —@ SPF/SIDF
A FX—TNVIZTDUERHVET, 774NV EFDOA—L Ta— K —ni,
J 25— SPF/SIDF # A % —7 Wz B, BEOZEA—NL RY o —To
W SPE/SIDF %4 X—7MCd B2 ENTEET,

GUIIZE 5T, F7HL D A— 77— R Y L —T SPF/SIDF # A1 %x—7 /L
W2 DI, ROFIEZETLET,

ATw7 1 [Mail Policies] > [Mail Flow Policy] #72 U v 7 L &7,
ATwvF 2 [Default Policy Parameters] 227 U v 7 L &£,

ATYFT 3 FTIHNVIORY — T XA —% T, [Security Features] ¥ 7 v a v EFRLE
‘?—O

ATv 7 4 [SPF/SIDF Verification] ¥ 7 3+ a > T, [Yes] %2 UV v 7 LE7,

5-15 *—JL 78— iR >—0 SPF/SIDF O A *—J Lt
Spem Dabachien: | (= on O o8
Wings Probechani | (3 on 0 o
Ererypbian and TS | B o O erefered O Reguired
sl SHTE RathenscaSon: | &1 off 1 Brafered ) Reguired
IF B TUE and SHTP | Bwgeirs TLE T Céfer SMTF duthenboshsn
EeAheifeaten are enhalied
|| Dernasn May/mecti Sigana: | 0 o B on
| DT werdication: | (0 o =) o
SPIAEI0F Wenficatian) | @ on O o
Confermance Lews: | [ apy "
WL Test: | o =on
Eaunce Wanhoghon Coouider Unksgged hn.n.‘c<vm b | Owge @ o
i
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AFwT 5 HEROL~NVEHRELET (F 74/ MISIDF BE#), 2047 a9 o &2fH
LT. 9% SPF F£7-1% SIDF MaF OHK 2 ¢ x £ SIDF ¥EHUTHI %
C. SPF & SIDF ##l#& 7z SIDF A#iZ @R TE £,

# 5-1 SPF/SIDF ##LR)L

ERLAI B8

SPF SPF/SIDF #RFEix RFC4408 (2Ht > CEMEL £7°,
- PRA (Purported Responsible Address) ID fRiEIFAT
bivEHE A,

#:HELOID IZxf L CF A h 4B, Z OHERF
Ta VERIRLET,

SIDF SPF/SIDF #:3Fi% RFC4406 (=9t~ TEVMEL £,

- PRA ID IZHIBEA~DER BRI L > CHIBr SN E T,

- SPF v1.0 L =@ — Rid spf2.0/mfrom,pra & L T
ESUaN

- FIEL72 W0 R AL RN - 72 ID 12DV T,
Fail DHEPRENE T,

SIDF Compatible SPF/SIDF #FEIL, KOEW % fr&, RFC4406 (ZHE -
TEMEL £,
- SPF v1.0 L =— KL spf2.0/mfrom & L CifbirE
T

- FFAEL 7R R A A RGN RS 72 ID IOV T,
None OHIE R EIET,

E: ZOWRLA T 9 1, OpenSPF 23X 2= ¢
(www.openspf.org) DOERIZJE L TEAINE LTz,

S

GE) CLIZHIESHIZEORELMLEMTE £, FEMIco>VTIE, ICLL %
i L7z SPF B X ' SIDF DA *—7 1k (P.5-31) #BMRL LS
VY,

AFv7T 6 SIDF HHOBENML ~)L 28R L72EAE. A v —I2 Resent-Sender: £ 7213
Resent-From: ~ # —MFET 2412, MFET PRA ID @ Pass #5 %% None
WE T T L —RTANEINERELET, 20X Fvarzexa2lT 1A
MCEIRTEET,
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SPF O¥ERLL ~ V%R L-85A. HELOID IZx L CT A & ETT 50 E D
MWEFRELET, ZOFTvarE2FEHLT, HELO =y 7 %27 1 &—7 /b
WTAZLILEoT, NI —< U ANRAETAZERNHY T, i,
spf-passed 7 A V& )L—/L T, PRA F£721% MAIL FROM ID D@l F =~ 7
ENBH, HBRIRGERHY 3, 777 A7 2 A% SPF #EHL L~z 5t L
TOHHELO F=v 7 #EITLET,

CLI M L= SPF & U SIDF O 1 r—7J L

AsyncOS CLI T34 SPE/SIDF ¥l L~ X 0 M2 Bz E 2 R — L
TVWET, YAFT—OKRANTIEAT—=T VDT 74V bOREET DHA.
U ZF—o SPF/SIDF ¥l L ~)L & 775 A 7 AH SPF/SIDF KiiEfs i 2
SWTHEFITT S SMTP 77 v 2> (ACCEPT %7213 REJECT) %#®IRTE %
To TTTATUANA =V 2EGT 25EITHRET 5 SMTP IGE % E%
THIEHLTEET,

PEPLL LR CC, 7774 7 A1X HELO ID, MAIL FROM ID, %72i%
PRAIDIZH L CF v 7 2FITLET, TTTAT VAR, KOKID F =
7 D4 SPF/SIDF BGERERICK L. &y a raffT9 %5 (ACCEPT) 7.
tyiarE&TT S (REJIECT) MEiEETEET,

e [None], HHROREDI-D, HiFE2ETTE EHA,

e [Neutral], FAA VFTEHIL, 7747 MIEESNE ID 2T 5
RRHEZNEINETH—FLERHA,

o [SoftFaill. KAALFIHHIL. &R FAHEE SN ID £ H3 5 HERA 72
WEESR, MIEXRTWnWEEZ TWET,
e [Faill, 774 7> M, HEINTZID TA—IEERETIHHERENRD Y £H
Ao
e [TempError], fRFEHIZ—HF7e =T =0 FAE L E LTz,
o [Permerror], MFETIT KK 2T T —R3FAELE LT,
TFIAT A, A v E—IZ Resent-Sender: £ 7213 Resent-From: ~ > % —
DIFET 2A1Z, PRAID @ Pass fi % None X 77 L— KT 5 L 91
SIDF HHAHEHLL ~ V%2R E L TWRWIRY | Pass R D A v —U2Z AN
F9, 77747 AL PRA F =7 TNone DiESN-HBITHEESINTE
SMTP 7 7+ a 2 EFTLET,
IDF=vZICHLTSMIP 7273 ar28HLTOWARWES, 77747 A
I Fail 253 X CORGERREZ BEICZ T ANE T,

[ oL-23081-01-J
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A F =T ENTZWFTD ID F = v 7 O ID HEERE R REJECT 77 ¥ =
NE—BTDGE. TTIAT ARGy v a v ERTLET, e 2E. B
FiX, T_XCOHELOID F= v 7 fiRIZESNTA v =V EZITAND LD
2V A F—%FELETH. MAIL FROM ID F = v 7 725 @ Fail fERI12x LT
A E—VEEETDHILICY AF—2RETDHELET, AvE—UN
HELOID F = v ZIZKL T, T7I7A TV AFLTOMEEZITAND D,
tovarRNEiTLET, RIS, A v E—U2 MAIL FROM ID F = v 7 TXhlL
L7ela, VAT —dkty v ar&#& T L, REIECT 77 v 2 »® STMP it
iR LET,

SMTP JR&L, 7774 7 v AD SPF/SIDF MGEfE I ESWTA v —V %4
BY HHFAIGET a— FEREE A v&—YTF, TempError #&Ri%. Mo RAER
RERD SMTP JEE %K LE4, TempError DA, 57 4/ hOIEEa—
RiX 451 T, T 74NV DA vyE—Y TF XML [4#4.4.3 Temporary error
occurred during SPF verification] T9, MOT X TORIEMEIEOLHEDT
TANRDIEE T —RiE 550 T, T 74NV EDA Yy E—Y FTHARME I45.7.1
SPF unauthorized mail is prohibited] T, TempError <ofth O FERE 1
MADREa—REA =Y THFRAMNERETEET,

fEE T, Neutral, SoftFail, ¥ 7z1% Fail fRFEAESIZxF LT REJECT 77 v =3 »
NEITENTZHAIL, SPERT U vy RAL D, = RKX—=F 1 OIRE
FIRT IO, TTIA TV AERETHIENTEEYS, 774V NT, TF
TA T AFKRDIEEZ R L ET,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>
N5 d SPF/SIDF REA A X — 7 WIZ T HI20E, listenerconfig -> edit ¥
Ta<w U REEHL, VARAF—Z2IR L E9, &KIZ, hostaccess -> default ¥
Tavwry REMALT, RARNT27E8ATF—TLDTF 74V FORELTREL
FT, KOT BT M yes EEA T, SPEHIHZREL £7,
Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes
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RAN T 78R T—7/NTiE, kO SPF HlHREEFEHTE £,
& 5-2 CLI %M L 1= SPF %I 5E

EHWLRIL

(EFATRIREZ: SPF Hlf#EE

SPF Only

HELOID F = v 7 #F(T4T 250 E H

WD ID F = v 7 OFFRIZHESNTHEITS
N5 SMTP 77 v a v

— HELOID (A X—7/VDHHE)
— MAIL FROM ID

REJECT 77 v a Ik L TREND
SMTP &= —F&FF X |

BN ORFES A 57 U b

SIDF Compatible

HELOID F = v 7 ZFAT3 20 E 5 )

A & —IZ Resent-Sender: F 7213
Resent-From: ~ v & — N FET HHAIT,
3L T PRA ID @ Pass #5534 None |24
7T —RT50E S0

KD ID F = v 7 OFERITIESNTEITS
N5 SMTP 727 v a v

— HELOID (A x—7 /VOHAHE)
— MAIL FROM ID
— PRA Identity

REJECT 77 v a Ik L TREND
SMTP &&= —F&FF X |

BN DORFES A 57 U b

SIDF Strict

KD ID Fx v OFERICHESNTEITS
"L SMTP 77 2 a v

— MAIL FROM ID
— PRA Identity

SPEFREJECT 77 ¥ a v DHEAITIREN
% SMTP j&&a—K&Tx 2 b

BHRALDOREES A 57 7 b

[ oL-23081-01-J
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WIZ, = —H SPF Only ¥l L~ /L% {EH L T, SPF/SIDF fRFE% 3% E 5 2 6l
ZRLET, TFI7A4 T AXHELOID F = v 7 %547 L. None BXW
Neutral MFEfER 2% 7 AL, TOMOFEREEHEELET, SMITP 77 3D
CLI 7u v 7 MIT_THID # A4 7THLTY, =—HL MAIL FROM ID ®
SMTP 77 a v ZEHR LERA, 77747 A%, £DID OFT X TORREE
REREHBNCZTIANET, 77747 2 2134 _To REJECT iRk L
T, 774NV MOERFa—RETFANEEHLET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF
verification? [N]> y

Would you like to change SMTP actions taken for the HELO identity?
[N]> y

What SMTP action should be taken if HELO check returns None?

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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1. Accept
2. Reject
[1]1> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept
2. Reject
11> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept

2. Reject
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What SMTP action should be taken if HELO check returns PermError?

1. Accept
2. Reject
[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM
identity? [N]> n

Would you like to change SMTP response settings for the REJECT
action? [N]> n

Verification timeout (seconds)
[40]1>
WIZ, VAT —=DFT 74/ bDKRY 2— s37 2 —H|Z SPF/SIDF fEN ED X
RSN ERLET,
SPF/SIDF Verification Enabled: Yes

Conformance Level: SPF only

Do HELO test: Yes

SMTP actions:

For HELO Identity:

None, Neutral: Accept
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SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes

Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF
verification.

Verification timeout: 40

listenerconfig ¥ ROFEMIZDOWTIX, [Cisco IronPort AsyncOS CLI
Reference Guidel] =ZRL T IZEW,
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Received-SPF A w 4 —

AsyncOS T SPF/SIDF #FEa R ET 5 &, BT A —/LIT SPF/SIDF ik~ v
#'— (Received-spr) DEREINFET, X 51T, Received-SPF ~ v ¥ —{Z13,
WOBmNEENET,

RRALAE R © SPF Muibfts R (TRGERE SR (P.5-39) 2B L T EEW),
ID : SPF $FECF = v 7 &4172 ID : HELO, MAIL FROM, PRA,
L= REET DR A M (F v 7 2 FETT D),

2547 FIPTRLR:SMTP 7547 FDIP 7 FL X,

ENVELOPE FROM : x> ~_u—7%EFEH A=Ky 7 2 (MAIL FROM
ID (FZE2F 2 2 &M TE RV, Zild, MAILFROMID L #7225 Z &
B ET),

x-sender : HELO, MAIL FROM, %7z1% PRA ID DOfi,

x-conformance : ¥l L~ ([SPF/SIDF #E#HLL L] (P.5-30) Z&MR)
LPRAF = DHE T T L —RBRETINTZNE I,

WOHNZ, SPF/SIDF F = v 7 IZHEH LI A vy E—VITBINS L~y ¥ — %R
LET,

Received-SPF: Pass identity=pra; receiver=box.example.com;

client-ip=1.2.3.4; envelope-from="alicel@fooo.com";

x-sender="alicelcompany.com"; x-conformance=sidf compatible

GE) spf-status B L W spf-passed 7 4 L& Jb—/ L TlX, received-SPF ~v ¥ —%
i/l LC. SPF/SIDF faE D IRRE M v E 3,
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SPF/SIDF #&iEFHA A —ILICK L TETT ST
a3 VDRE

REEFSR

SPF/SIDF ik & iz A — V% %59 %A . SPF/SIDF MGEDHEFIC L - TR

RABT 72 ara2F T2 NREICRZBANHVET, KOAvE—VB

Tavrry 74 vx v—)L &M LT, SPF/SIDF #FEH A — L DIRTE

ZHIE L, MERERICE SN TA v E—UA~ADT 73 a v EFEFTEET,

e spf-status, Z D7 /¥ JL—,1iL SPF/SIDF RAEIZFESNTT 7 g
ERELET, H#h7 SPF/SIDF RV EZ LICR AT 7 a v ANTE
E3x

e spf-passed, ZD 7 4 )VH jL— L SPF/SIDF %R % 7 — A L L T—H%
tLEF,

N

(i) spf-passed 7 A VX L= LFA v —T T 4NV X TOREHTEET,

E 0B RE RIS 2 B B DA, spf-status — VAL,
B 7 — EEERT D2 HLERD DEET spf-passed — VB TEET,

spf-status 7 A /VH V— IV EMEHT DHEE, RO EMHH LT, SPF/SIDF
BAERE R L CTF v 7 TEFET,

if (spf-status == "Pass")

1 SOFMTEEOREHEICH L TTF =y 7 T25H6. WOBIL AT E
R

if (spf-status == "PermError, TempError")

SHIT, RO ZEM LT, HELO. MAIL FROM, PRA ID (% L THEGERS
ReTFzv 73252 LHTEET,

if (spf-status("pra") == "Fail")

[ oL-23081-01-J
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(3)  spf-status Av&—Y 7 4% L—)LiE, HELO, MAIL FROM, PRA ID I
LU CHRET = 7 T5EICORMGHTEET, spf-status 2T Y
T4 E = UL, ID IR LTF =y 7T 5BBEIHEATE LA,

WDONT NN ORFEFE R % Z TS ATREER H D £7,
e None : fFHOREDT=O, BIEEFEITTETERA,
e Pass: 7 TAT v NI, FBESNTZID TA—IVEXETHHERNH D £ A,

e Neutral : RAA VFTEHEIL, 7747 v MIEEEINZ ID 2EH T DHERR
MNHDBNEIIETH—FLERHA,

o SoftFail : KA A VATAEHIL. FBESINZ ID ZEHTAHERI KR M7
WEBIR, MERBT-VWEEZTVET,

e Fail: 7747 MM, FHESNZID TA—NERETDHHBRRIH Y THA,
o TempError : REFFIC—K 2T T —2NRAELE L,
e PermError : MRFFFIZKFERI LT T —NRAELE L,

CLI T® spf-status 7 1 /LA JL—ILDEH
DB, spf-status A v E—2 74 VX DOFERFIZRLET,
skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;

quarantine-spf-failed-mail:
if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| 5% EFA—LEE

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

} else {
if (spf-status ("pra") == "SoftFail") {
if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"
or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

[ oL-23081-01-J
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# permanent error - stamp message subject

strip-header ("Subject") ;

insert-header ("Subject", "[POTENTIAL PHISHING] $Subject"); }

GUI T®D spf-status A>T Y T4I)L3 JL—IL

GUI Tar Ty 7 4 VHE D spf-status b=V E A F—T NI THZ L H
T&FE9, 7272 L. spf-status I T VY T4 NZ —VEFEH LIZGEA.
HELO. MAIL FROM, PRAID IZx L CHEREETF = v 7 TEEH A,

GUI 2°5 spf-status T Y 7 (VX JL—)L&BMNT 5121E, [Mail
Policies] > [Incoming Content Filters] #27 U v 7 L £¥, ®KIZ [Add Condition]
AT alRy 7 Ah b, [SPF Verification] 7 4 V& L— /L EEBEMLET, §F
Rz, 1 DU EORGRERS R EZfRE L £7,

5-16 spf-status A>TV T1I)LE IL—IOMER

M a8 oy o AtaRmant
s -2 Bty

M aE e

SPF Verlicaton Help
what are the SPF Werfication resuks ko match?

ArtERmanG Coners
Atachmant Fila [nfo
AR Pritese

SPF Werfication

ts w (I Mone

] Paig

it e ] Moutral
Other Hoader O] Setef il
CIFad
L] Temediree
m

[ rrenkps Saveer
Erreilopsl Risapeir
Eacgang Listenar
Fmate 1P
Fapatation Soone
DKM griication

[=#F venticanon

_Cancel | ak |

SPF MRFESMFZ BN L7 6, SPFRRBICESWTEITT LT 7 v a v Z2EL
F9, 72& 21X, SPFIREEL SoftFail e, A v bE—VEBRELET,
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spf-passed 7 1 /L& JL—ILDfEMA

spf-passed /b— L1 SPF RAEDFERE 7 — /M E L LTRRLE T, ROFIZ,
spf-passed & ~—7 SN TWARWVWEF A — L ERETHDIHEHTD
spf-passed L—/V &R L E T,

quarantine-spf-unauthorized-mail:
if (not spf-passed) {

quarantine ("Policy");

GE) spf-status /b—/L & 72 V) spr-passed /b— /L1 SPF/SIDF i EfiE % fff B 72
T — VB ML U E T, IROREERE RIX. spf-passed L—/MIZEHE L TR
WH DL L THbIET, None. Neutral, Softfail. TempError. PermError,
Fail, K VFHEMRMERICESNWT, Ay —V~DOT 7 v a U &2FTTDHITIE,
spf-status L—VEFHAL E T,

SPF/SIDF f&R DT X +

#H#KZ & > T SPF/SIDF O3S ERN R 572, SPF/SIDF MREEDRE R4 7 A
ML, 2NHOREREZMHEH LT, SPF/SIDF QRO HFIEEZREL £, =
TV T 4 )vE . AyE— 7 4%, Email Security Monitor - Content
Filters LR — M &4 G CTHEH L, SPF/SIDF BEEDORRET A M LET,

SPF/SIDF MFEDUAFEEIZ & - T, SPF/SIDF R4 7 A 3 236 L~ L 23k
EVET,
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SPF/SIDF fERDEXRDFHMED TR

A5 A —/L D SPF/SIDF GRS R D AT EELZ G 2720, a7y
7 4 V4 & [Email Security Monitor - Content Filters] X— & H & 4, =
DT A R TiL, SPF/SIDF BGEFERD X A ST LIZZEINTZA v E—VHMRE
RENET,

LA SPF/SIDF BGGET A b & FATT 21213, ROFIRZ FEITLET,

AFwT 1 ZEIVRF—T, A—L 7u— KY —0 SPF/SIDF #WiE%E A F— 7T L,
AT T NEEERALT, 77577 v arERELET, SPF/SIDF
A F—T M T D IFEICOWTIE, [SPF & SIDF @A % —71{k] (P.5-29)
EHRLTLLIEEN,

AFwT 2 SPF/SIDF MiFED # A 72 LT spf-status 2T Y 74 NV Z Z{ER L E£7,
A HEHHA LT, MIEO XA T2 LET, =& 21X, SPF/SIDF #iEIZA
& L7z A v—I2i% [SPF-Passed] #fA L, BRiEHFO— N7 —D7kdH
WA Lol A v —2id, [SPF-TempErr] i L $£9, spf-status
AT T 4 OERIZ OV TIE, TGUI TO spf-status =7 Y 7 ¢ )b
2 =) (P5-42) 2B LTI,

ATy T 3 %30 SPF/SIDF Wik A v & — Y D4LHL#% . [Monitor] > [Content Filters] %
7V w27 LT, % SPF/SIDF WiEFEHa T Y T4 VB E N H—LE Ay
U EHRRLET,

SPF/SIDF #ER D E W EFHED TR b

SPF/SIDF fEFER O L 0 al¥EM e i a 155 121X, BHEHZORED T NV—T0
SPF/SIDF k% A F—7 Mz L, N6 D/EEDOREEOEREMRT D72
T, RIZ, TOHFEDITIV—T DA =)V RY —%AER L, A—L K I —
T SPF/SIDF #i7E% A x—7 W2 L ¥ 9, [SPF/SIDF R OIEADTEME DT
AN (P5-44) TEHBIT DL, 2Ty 7o & &ER L. Content
Filters LA R— F 2R LE T, RIEDADITHLZ b osab, ZOREE
LIeEEEDOIN—TOEFA—NE Ry T T 500 2T 50O RE O3k
#e L LC. SPF/SIDF #iE%a A Cc& £,
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ATFvFT 3

AFvT 4

#ff 72 SPF/SIDF MRET A b 2 FATT 2121%, ROFIMEZFATLET,

SPF/SIDF BRZED A —N 7 — RY —2{ER LET, ZEV AF—T, A—
)b 71— R —d SPF/SIDF #iiE % A %2 —7 M2 L¥d, SPF/SIDF %1
F— TN T B HIEICHOWTIL, [SPF & SIDF A x—7 k] (P.5-29) &%
LTI,

SPF/SIDF REEDFEEEH 7 V— 724 L. a4 #AIZ 68 LT, SPF/SIDF i#
FEERLET, BEF I NV—TOERIZOW T, [Cisco IronPort AsyncOS for
Email Configuration Guide] @ TConfiguring the Gateway to Receive Mail] ®
HESZRLTLEIN,

SPF/SIDF MiFED Z A 7 Z LT spf-status 2T Y 7 4V H B L £7,
A HAEHERLC, MO XA T2 R LET, =& 21X, SPF/SIDF #iEIZA
¥ L7c Ay ®—I2iE [SPF-Passed) ZfEA L, MEEHF ORI F —D7=
WA Lol A v —i2id, [SPF-TempErr] %A L %4, spf-status
AT T4 E DIERICOWTIE, TGUI T spf-status =227 7 4 L
Z =) (P5-42) ZZHL TSN,

%% » SPF/SIDF MAEHE  #A v & — 3 DULE% . [Monitor] > [Content Filters] %
7Y w27 LT, % SPF/SIDF MGEEA LT Y T4V ZE N Y=Lz Ay
- UHKEMIBLET,

[ oL-23081-01-J
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= CHAPTER

Ayt— T4 V2 EFERLEEF
A—JL R —miERA

Cisco IronPort 7 7S5 A 7 > AX il a LT AX v U BLOA vE—Y
TUNZ )T T )ad—%H2TWbHd, 2HoRy NU—712&8IE
T2 L X, SHOR) U —%2HEH LT, FFEDOA vE—T &I S
ZENTEET,

ZOETEH, RV —DBEHAOTOIZHEHATERBERE (27 A%y =
VUV A= TN T AN T B 2T T 4
FVU) OBALLEAEDEICOVWTRBALE T,

ZOEF, WOAFETHERINLTNET,

o 2L (P.6-2)

o [ A=V T 4nZoOariR—x2 b (P.6-3)

e [ Xyt—y 7420 (P.6-5)

o [ Xy¥w—Y 7404 L—)1] (P.6-14)

o [ Aoytv—V 74N H TIvar] (P.6-62)

o TIRfI77A4NDAF v (P.6-97)

o ICLIZHEMLIZA Y= 742 D% (P.6-112)
o Xykt—=v 742Dl (P.6-142)

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




BOE Ayb—Y IS EFEALEEFA—IL KR O—0ER |

=

Il Cisco IronPort AsyncOS 7.3 for Email E#ffa> 24 ¥alL—va v A4 K

Ayt—Y 74 FIZEV, CiscolronPort 7 774 7TV ATRA v —U k%13
Lz &io, TN AT 5 HikE il L2 fhl e — v 2Bkt £,
Ayt —Y T4 VFIE, FREOTEDOET A —/L A vE—VITHEDR 7oL
AT LEND D Z EEEELET, IronPort A vt—Y 74 L XL,
A=V ONEDIREL-HEEEZ ARy LT, 2EOEFA—L RY 2 —
FHATAZELTEET, ZOEE, RONAETHE SN THET,

A= TA4NEZOAVR—=RU b, AvE—Y 740 HI2ED, Ay
=V OZERICENS BT S HIEE LR LR e v — L E BT E
FI, TANNE =i, A=V ERITRN T A NVORE, X v b
T— 72T 5EHR, AvE—Y zr_o—7 AvkE—U Ny H—,
AvE—VRILIZESNWT A=V EHILEST, 74V T T a v
XY, BaMEAERLEZY, AvkeE—YDOFRuay S RNUUR T—hA
T TITAV R I—Ry a— BRE{To-0TH2 B TEET, 7
oW TIE, TAve—Y 740 0vZ0arR—x2 ) (P6-3) 2L
TLTEEW,

Ave—T T4 NE DB, AsyncOS B A v — 7 4 VX 2T 535
4. AsyncOS N AF v T HNE., WHOIEE, EITSNDT 7 v a i,
Aot —T T4 NBONER, A v —YVONEEET L= wREMEDH 5 HE
RTOME, A v —T0O MIME #i&E, 2270y vy Fr7RHICRESH
ELEWMER2T /=) —OfiER EOV ONOBERICESE 9, 3%
FMZONWTIE, TA v ®—2 740 LV FWFRE) (P6-5) ZBRLTLEE N,

A=Y TA4NE NV—)b, BT 4NZITIT. T4 NE TUTEX 5 —#
DAVE—VEERTDHLV-ABLVET, AvE—T 74 VEZEERT
DE. ENLONL—NVEEZRLET, FEMICONTIE, T Avte—Y 7 ¢
B —v| (P.6-14) 2L TIEEN,

A=Y TANEDOT I a, K7 4/VFZITIE, —/LT true I &
NIZBEIL, Av—VIH LTCETTHT 7 aribh 4, ETTE
D77 va iR, BT/ vay (AyeE—VORG, Fay 7, Noyv
2R E), FRIFEA VR ELICME TELRERERT 7 ay (N X —
ORERLITFALRE) O2O0XATOT I arRNbbE3, ZEHICONT
I, Ay —Y 74008 773 ar] (P6-62) #BRBL TSN,

W7 74NV AR A= T4NVH, R T7 740 AF v Ay
=Y TUNEZEHEHALT, ORY = LBEAELARNA =I5
W7 7 AN ERETEFET, TOAvE—VIIZOFFRETHZENT
XFEF, W7 7A0IE ENLOREDEZAT, T4 H—TV b KN
RIESWTCTANVETEEST, A A= TFIAFEHEHLT, £ A—
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VRN T AN EAX Y T EIE L TEET, A AT T T A VI,
Mota, KX A X, IREZMEL T, VT 7 4 v 7 ICRBEYRNENE E
NTOWBATEEMZ WS 57 0T ) XAEMER L £, SOV TI,
T 7 7 ANVDAF X ) (P.6-97) BT ES0,

e CLIZBERALEZAY®—Y T4V ZDOFH, CLIIZ, Avk—Y 744
ERIET Ao av s ReIFANET, X, AveE— 740
DU RANEERR, WOEZ, fVR—F, T AKR— TE2LERD LY
ENRBHY FET, FEMZONWTHE, ICLIZHEH LAy E—Y 74 VXD
) (P6-112) 2L T XN,

o A= T4NEDOHl, DI a TR, EEOT 4 VEZOHE R
L. 7 A NVZICOWTHBEICHBAL X, SO nTiE, (A vk—
74 ZOFl] (P.6-142) B LT ZEW,

Ave—9 J4L20a0KR—R2 b

Ayt—

ryt—o

Ao —2 T4 NZICEN, AvBE—VDOZERRICENLS 2T 5 HFEZE
WU RN — NV EER CEET, Avt—Y 740X F, AvbE—T 74
IWE =)L E Ry =T T4 NHE T arhbi#ERENET,

Z4ILE IL—L

Ay —=U T4 NVHE L= Lo T, Z4NVETUITE A =2 L
F9, =L, WERSAS T AND, OR, NOT #fiH L ClAGDLED Z & T,
BHERRT A P ERERTEET, L—ARiF, Do ZE2HEHL T =T 5
L TEET,

43 7Oy

A=V T4 NVZORME, BRENTA Yy E—DICHLTT 7 a v &%k
FrszLct,

T asliFz, WD 2ODFATNHY £7,

o BT 7 a (deliver. drop. bounce 72 &) I A vE—T DB EZKT
L, BOT7 A NFIZLDIORDMBETFAILER A,

[ oL-23081-01-J
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o KTV valE AvE—VESHIIUHT LI LEHFAT LT Ve
CEFITLET,

N

GE) FEEKAvE—Y T2 T a 0%, BEATE, K7V ENR
RHT I arEBETAEBOT ANZIIA =R —8BT 548
G, ITR_RTCoOT I a rpnBREIN, mHESNET, ZEL, FLT 2
TavERETAERO T A VFICA v —U RN =T B4, BT
JrarvnbEEXIN, KEOT4NE T varyBNERAEINET,

2 yt— T4 L3 DEH

7 4 VRO BEBRRERIIRO L S IZRY £,

A=V BN— N T EH5, IRFZT 7 a Pl ENET, else
BINTFET AEE . A v B—IUBI— U —Z L2 0BREIC else AIND T 7
Ta UnNETEINET,
BELETANBLIZE ST, 74N 22T 0547, 775747, HlIRTH
A, 74 NVERERLRLTL Y 9,

Aov— 7 4 )VF TIHROMCEFERLET,

3l B

expedite: 7 4 IVE L

if (recv-listener == 'InboundMail' or JL—ILDIFE
recv-int == 'notmain')

{ TV a v DRE

alt-src-host ('outboundl');
skip filters();
}

else EEORET 7 ard
{ e

alt-src-host ('outbound2');
}
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I ytr—

RBT7T 7 a 3B TEDLZLICERLTLIEEND,

- 3°80] B i

expedite2: T 4B 4

if ((not (recv-listener == JL— L DIE

'InboundMail')) and
(not (recv-int == 'notmain')))

{ 77 a v ORE
alt-src-host ('outbound2');

skip filters();

}

D7 4 NV EEINEFIZ 1 DT OWRT1IODTFAK 77 A MIEEDHDH T
ENRTEET,

Hg| A ELIZHEIAB T, 74NV ZOEEBHDLERS Y £9, H—FH
FELFZEFAMFL. BEOMMICE LIHAEDLEINERHY T, L&
ﬂi\ Atnotify('customercare@example.com') L
notify("customercarel@example.com") ﬁi&ffﬁ?)%)%§§ﬁ7?ﬁAﬁ§\ it
notify("customercare@example.com')ﬂiﬁgjtiif5*‘ﬁ§§§§£L&i7ro

M) LFTHEDITIZTAMERRSA, BEINET, 2L, ZbiT
filters -> detail LXK S TT7 4 NV FERRFLTHEFRTE 5 L 512, AsyncOS
TREESNERA,

O 74 L3N

AsyncOS 1A v B— 74 NV ZZWET 5856, AsyncOS BAF ¥ T 5N
K, REDNEE, FTT27 7 a i, ROW OPOBERIZESE ET,

e RAuEB—Y TANEZDIEE, AvtE— 74 AXE, EFEMFTONEZY R
FCHEFFSNE T, A v B—TOMBKEIZ, AsyncOS IIH A vE—Y 7 4
NEEZNENY A MIEREINTWDIEECTHEHALET, k77 va v
PIThONTHE, TOAyE—VIZR LT, FNEEDOT 7 v a3 VFFETE
NEEA, FECONTIE, TAvE— 74 L ZDIEE] (P.6-6) 2BH
LTL7IEEN,
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o EFTLE, AvE—V T4 NZRFTIISILDAINIC, AsyncOS A v E—IIC
KLTHEITENDT 7 ailkoT, ~yX—mBINEEEHRENLS Z
ERHY FEF, AsyncOS i%, WHEFFIZ A v B —JIFET D~y X —Ioxt
LTAvE®—Y 74 0% Tuv 22T LET, SO NTIE, TX Yy
T Ay X — =B IO (P.6-7) #ZRL T &N,

o AyE—Y®O MIME ##, A vt—T® MIME f#i&iZ iof‘Fﬁija
LTWbNDA =T8S 7740 ELTHbDILD A vE—
OB HWINET, Z<DOAvE—Y T4 NAFIEF, AvE—VOR
S DB, ETRRRA T 7 ANV ORHEAT D L) ICRESINE
T, FEIZOVWTIE, Ay E—UARLEA v E—VRIGTZ 740 (P.6-7)
BB LT ZEN,

o ERRBUCRESINDLEWER2T, ERERBIC-HIEL5E6. 711
2T arNITINDETIC, —BRRELRTNERE 20 EEE
HitT o (227 %37 ”E”Liﬂ‘o ChIZRY, SEIERMFHICHT D06
BORMITEZTHIENTEET, MO VTR, a7y Xk y
YO—EDLEWE] (P.6-9) ZBRLTIZEN,

o I U —DHEE AvE— 74 FKNT, AND £721% OR 7 & b % 2
T 5% 6. AsyncOS (ZIAREZRT A MM LEFA, IHIZ, VAT AT
ENLHEICT AN LN LICERBRT DI ENEETT, b
AND B L U'OR 7 A MGl EN 256, K BMIEOIKRNT A N B3RP
P s E T, BEHICOWTIE, Ayt —Y 74 ZNO AND 7 A b &
OR 7 A ) (P.6-12) ZZHL T EEN,

7243 DIEE

Ay —U 74V HIFERTT SN Y A NMSHERR S, VA RNRNOZERLOD
PMEICL > THEBFMTENET, AvE—VORBFIC, AvE—Y 7404
NEVIRONTZFESECEASNET, TOEH, 9BOT A NVERA -
WKL CT TR T 7y ay (RO ARYE) 2FTLERE. 30 BD T 4
NEF, AvE—VOREBEILFA NEELETHIEREINHVEFA, VAIDT 4
NEDONMEL, VAT A 2= A F—T 2 AL TCEETEET, 77
ANNDHAVIR—FEINTZT A NEIT, AV FR—bFEINTEZT7ANVHNDOZENLLD
B IC S & 9,

BT 7 varvth, FORXyE—UIKHLT, ENLLEOT 7 a LIEFEITIN
¥ A,

AYE=VRTANE A= MZ=HL TV ThH, KOWFRANOBET, 7 4
MEBED R =kt LTER LR 2 L8 0 7,
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Ayt —

ryt—o

o TUNENIET I T 4T ThD,
o T 4NLENELTHD,

o TUNEN, A —VORKT 7 a B FEITLIERIOT 4V EITHE - T
o bz,

U ANy HE— JL—ILE & Ui

T ANEE, Ny E— =V EERT A, TTDOA =D~y X —T

Z72 <, TVRE ) ~y X —%FMiLET, 2F 0,

o HNZEATENZT 7T aitdkoT, Ny X—NEBMENTHE. Bod
RCONyH— =)L L->T, TNERETEXE X120 £9,

o HIZEITENET 7y ailioT, Ny X —NRYBERINTZGE. BFED
TRTCO~NYHX— b—L T, THERETE R ET,

o HIIFEATENLET /v avillkoT, " —NEHEINIBRE, #HFEOT
NRTCD~Ny X — JL—)L T, TDA =Y Ny X =TI, BHEEHD
~y X —PNEHE S ET,

ZOEEIZX. AvE—Y T NFLarT Y T4 ZOMmFICHETT,

AXEAvE—OFMHT7AIL

Eﬁ?)‘—/l/)‘/*’z Vik, BEOBy oK S ET, RFC T, A vtE—

VDN X —DHRIHEL TR TOHDENALF N~k [XyB—UKRL] LLT
HELTWETN, 2L 0a—PEEFA =0 [RK3) & RN 7 74
V] ERIADHOEHEZ TWET, body-variable £ 7213 attachment-variable
L9 TronPort A v&— 7 4 M F EFEHT B84 Cisco IronPort 7774 7
VAIE, FEAEDZ YR TR & TIRfT 77 A0) ELTEZDLHD %,
<< DO MUA BRZENLEAIZL YA YT LES ERADDEFLT L D ICXHI
Lo ELET,

body-variable ¥ 7-1% attachment-variable * v — 7 4 V% L—L%2ELH
T, AvE—Y N~y F—DHEDODTXTOLONRA vV ALE R I,
ZONFITARIANICH D MIME E55 OFAIOT F A Moy & R EhET, £
DaALTYDHEDTXTOLD (DFV, BN MIME #%5) 13757 71
e RRENET, AsyncOS (T A v —I D & £ & %72 MIME §84y & 584 L |
W77 AN0ELTREEIND 7 7 A NVOES Al LET,
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=&z, 6-1 12, Microsoft Outlook MUA O A »tE—Y%/RLET, ZZ
Tl Document attached below.|] EWISTENRTL—2 TFAIDRA vE—
UAXELTHERREN, F¥=2 A2 b IThis is a Microsoft Word
document.doc)] WFF 7 77 LTEREINTWVET, £ O—FNE
A—VEZDEIHRZTND (FHIOHENT L —r TF A MT2HEDOH
BISNNATFTY T3 ANTHDLNTN—F AvyE—UL L TTIERL) 2o,
Cisco IronPort i%, A >vE&—v® R (RHIOTL—r TF A MN5) L%t
Rz, doc 7 7 A VERsy (SREMIC 2 HFH @ MIME #47) % X5 L CALE
BI—IVEAERT DI, AvE—Y T4 AET R Z 740 209 H
FEEMEHLCOET, 7272 L. RFCS 1521 B L V1522 Tl TV HEEIC &
L. Avt—TOAITTO MIME 5550 Bk S v E 3

6-1 IBEI74IV) OHBAVvE—

B Microsoft Word document attached - Message (Plain Text)
: i Bepdy i Pephy o A | |- Forard | AN N N 3':’3“'!-'550!"

DBk ER ¥ew set Fgme Took  Adies Hep

From: Serk:  Thu 42212004 1:52 PM

To:
L4
Subjecl:  Micresolt Word document allacded

Artachiers: ﬁﬂ‘l’l"ﬁ- B & Mioresolt Wiord Dooument, dec {30 KB

Documenrn atcached helow.

Cisco IronPort 777 4 7 A%, w/VF/NN— K X —VDAXEL IFF 771
I RBIL TV B 729, body-variable ¥ 721X attachment-variable * v & —
TANE = NEHEALT, MIFFT2EMERZERT 572010, ERTHLEN
BN ONORMNRBH Y FF,

o TEXANMEHN1I SDORAyE—T (-2F Y, IContent-Type: text/plain] F
721X TContent-Type: text/html] O~y X —%Gie A vt —) BNdHDHE.
Cisco IronPort 7 77 A4 7V AF A v —VREKEARLE R LES, =
F Y BATRELBEA . CiscoIronPort 775 A 7 A, ThaH—
O 77 AN ERBRLUET,

e T a—REXN=T77A/V (uuencoded 72 &) ITBETF A=V A vE—TD
AILICHEENET, ZNUBRELTEELE, = a— RS 7 7 A VLIRSS
TrANELTHDLL, MBI OAFYy SN, BOVOT XA MR TFHA
AL E L TRAREINET,

o H—DOTF XX NISNDEHSIHICH 7 77 e RigENET, 72 & 2,
Zip 77 ANDHRTHEREIND A yE—Ii%, M7 7 AV ERBINE
T
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ATV AX v oD—HDOLELME

S

GE)

LZLMEDEX

A=V ARLERIZTNN T 7 ANNONRE = BRBTDH T 4 VE —L %
BT 2%, NEZ—VRARORDLRERHLHEROEYO LEWVEEZIEE TE
EF7, AsyncOS 1FA v E—VEAFy o308, AvE—VEBICRMNT 74
R DI T —BOED T2a7 ) &G LET, K/ LEWEICHTZRVE
A EHEFRIUL true LFMMINETA, TOLEVEITKRO T 4V F L—LIT
HETEET,

¢ Dbody-contains

e only-body-contains

e attachment-contains

e every-attachment-contains

e dictionary-match

e attachment-dictionary-match

drop-attachments-where-contains 7 7 ¥ 3 VIZLEWMEZIBEETHZ LT
TET,

Ny BE—F oo R —TOZEFLEEE ATy T EH T 4NE L—)L
WLEWEERETE 8 A,

RN O LEVEZIEE S D12iE, ~F =L true LRl 572244
B —BORNEEELET,

if (<filter rule>('<pattern>',<minimum threshold>)) {

7= & %21, body-contains 7 4 /L% JL—/L T, fE [Company Confidential] 73
D7 EH 2MRAONDIMERH LT L EBET DI, RO EFEHLE
D

if (body-contains ('Company Confidential',?2)) {

[ oL-23081-01-J
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F 7 4 h T, AsyncOS N LT Y AFx ¥ v T 4 VA BRGETHHE. T4
NBEEIUNANLL, LEWVERED Y TOHRTOZRWEAE, 1 OL X W EZHE
DY TET,

AT T4 vaF VOB LT, RE—r vy FORNERET S
ZEBTEET, arT Y T4 7 v at U OFMC oW, [Cisco
IronPort AsyncOS for Email Configuration Guidel @ [Text Resources] DF %
ZRL T &N,

AYyt—UARXEFNIT7ZAILDLEMERTT

BT A= AytE—IF, HEOTEDIHOMEREINDEIZERHY ET, Ay
T VUARLELIWS T 7 ANVNONE — B RERTHT 4 VE L—LDLE
VMEZRET D &, AsyncOS 1%, A v E—UEGLIRG 7 7 A NVDO—FK DK%
AT RLT, LEWE 227 ) HILET, AvEt—Y 74 VZ THRE
® MIME ¥4y #+8E L2V RY (attachment-contains 7 A4 /L& JL—)L72 &),
AsyncOS 1[I A v =V DT RCOFHTRON-T—FELF L. —K0EF
DLUEVEIZELTWDEINE I hEHBLET, &2, LEWER2 O
body-contains A v —Y T4 NEZNHHELFET, KL 1 2O—ERHY
W7 7AMZ 1 2O—BEBHDHA v E—T%%FELET, AsyncOS 232
AvE—VERALESGA, BB 2 20—%KlZ/0, LEWERaT &z L
TWD EHBTLET,

FRRIZ, EEORMS 7 7 A VB3 H D56, AsyncOS TR 7 7 A LT EIZ A=
quLT\ —HoRaT7TEHKLET, &2, LEWER 3 O
attachment-contains 7 A /WVZ JL—IB3HBELET, 2 ODOFNMN 7 7 AN

HHEA =V EZEFEL, RN T 7 ANV 2 2O—ERNEENET,
AsyncOS IZZ DA v —V% 4 5O—FEHRAL, LEVWERA TSR
TS &ML ET,

LEMERT7 <TIILF/N— M E MIME &%

B NOBEBETH-O, RLarsryn2 o0xRE (FL—r TF2
k& HTML) 75%5%@\ AsyncOS | 1@@%7‘*4& IMED—HEGFLEY
o ROVIT, HFHHYO—HE L T, KEfEE2ERLET, AsyncOS 1T
DA %3_»'\711/7’“/\%]\ Ay z— /@{m®+ﬁf\75>60)xs7 BIMLT, AitA=
T EAERLET,
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7= & 2 1%, pbody-contains 7 A VX L—LEREL, LEVWVEZ 4 IZHRTELE
T, L=y 77X A, HIML, BL V2 SORM 7 7 A vagdiet v —
EZELET, AvE—VIIRO L) fEEEZEHLET,
multipart/mixed
multipart/alternative
text/plain
text/html

application/octet-stream

application/octet-stream

body-contains 7 A /L& Jb—/LE, A v E—T O text/plain F L T text/html &
SEBIICEEALT, 20X vE—Y02a 724 LES, KIZ, 2AHDX
ST OFEREAHB L, SREPOREDORA T EEIRLET, b, ZOREL
BERAA 7 7 ANNDEDRATITEML T, HERAaTZHELET, AvE—V
WCIKROEDO—BRH D ELET,
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

AsyncOS I3 text/plain & text/html 5 O —E ALK T D72, Aa7T7 3 2L
F9, ZhiE, TanF = m )T RN LEVEZZ L T ER A,
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ATV T4 aFYEERALEELEVMEORA T VT

arFeY T rvatrVEFERATSE, HRED TEA] #%ELT, L0H
B EOHBETTIANE T varvk b TTEET, 28 21E, Tbank) &
WHOHGETIIA Yy E—Y 740 v % MY AEF . Tbank] D#%IZ laccount] &
WO HERDH Y, EHICABAN—T 4 V7B ENEEN TN, 74NV E T
JarviE NI HTHIRERSDELET, TNEEHTDHIZE, EAZREL
ToT 47 vaFVEFERLT, REOHEELITHEOMAEDLEOEEEZ E
SLET, avsy Y T4 7vaF a2 ve— TNV ERT 4 LH
=L D—BEFMT LGS, avT oY T4 vafYOELRZHENL TR
WA aT EZRELET, exiE, ROarF Y b EAEZEELTCarsT
VY T vatVEEKRLIZELET,

% 6-1 AVTFUY T4 23T OH

Term/Smart Identifier FH
ABA Routing Number 3
Account
Bank

ZoaryrTyY 54273 aF V& dictionary-match £ 721E
attachment-dictionary-match X v & —3 7 4 & jL— ) VIZBHEN T 5 &
AsyncOS IFA v =V N TR ENTZ—FT DHEOEA v A X ADEF
(2a7) iz, ZTOHFEOEALZEBMLET, & 2L, A vE—URITHFE
faccount] OA LV AX VAN I DEENTNDHA v E—VDORFFAITIT, [H6
PDEMENET, AvE—2 T4 NAZOLEWVED 6 IZHEINTWDHHE,
AsyncOS IZZ D LEVWMERA 27 B3z Shiz LB LE3, i, £AED
AVAZ AR T DOTOFENTVWDIGEEHAFHMEIL 61T, ZDoRaTI
FoToan2 7rvarnrITENET,

Ayt—T TJ4ILEZHD AND TR FEORTXR B

Av—Y 74 VHNT, AND £721X OR 7 A F ZiFli+ 5 %4 . AsyncOS
FEARERT X M2 LETA, LER-T, 72&21E. —HD AND & R bR
false DA, b —HFOT A MIFHMiENEE A, 7 A MIEDBH T S
NPT TERWEZD, EELTLIEEN, b, ANDBELWROR T A K
DIl S 55, KOBMEDERWT X FRRICHENE T, =& 2T, Kk
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D7 4 IVH TIE, remote-ip 7 A BT HRANCFHE SN E T, EOEHIE,
rept-to-group 7 A LV 2 X EAEWNWTZHTT (—MKIZ, LDAP 7 A hD
FONRaA RSB ET),
andTestFilter:
if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

{ ...}
RbIARMDERWT A SREANCETIND D, HEDIEFZ ANEZTHE
BlIbVEFA, 7ANOETIAFZRIETDLERNH DHEIE, it LEXR
FERTLEIN, ZOHEX, TELRY aX FOENWT A NEBET 57291
HHESEL E4,
expensiveAvoid:
if (<simple tests>)

{ 1f (<expensive test>)

{ <action> }

KIS, b OD LB THII L £,

if (testl AND test2 AND test3) { ... }

VAT AMIEPSHEICRE SN T 5720, DX DTy £,

if ((testl AND test2) AND test3) { ... }

DA, WD (testl AND test2) DT A & test3 DI X M&HHEL TH
b, AT 2FEDD AND iffiL 9, 3 DOFT A FF_XTTRLU =X F23H
DDA, test3 DRMICFATSIVET, TAUE. (testl AND test2) DA K
M2 EICI BT TT,

[ oL-23081-01-J
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(yt—C T4 NS EBERALEEFA LK) O—0EA |

Ayt—2 TJ4I)L2 J)L—IL

BEA =T T4 NF N, 4N FEBHTED Ay E—VDalLr7 gy
BEHZRTHLV—ANEENTVWET, 74 L% L—LEEFHRZRL T, true ZIKT
A=V ~ODT4NE T aryEEELET,

T4ILE8 IL—ILDBEDT

621, AvkE—Y T4 VFTHATEDIL—LEELDET,

& 6-2 Ayt—T T4NE -

L= B L

Subject Header |subject g~ B —WEEDO R — 2 b —F L TWD
2 Mg v—) (P.6-31) ZBRLTLES
AN

Body Size body-size RKILDOY A RI—EDFMND, AL A X
=] (P.6-35) ML T IZIV,

Envelope mail-from T _n—7%(EE (] : Envelope From,

Sender <MAIL FROM> 72 &) BfRE LI F— &
—HLTWBED, [mo_Nog—7%EE/L—))
(P.6-34) Z#ZH LTI EE,

Envelope mail-from-group T Nn—7%(E%E (Envelope From, <MAIL

Sender in Group

FROM> 72 &) 2, $8E L7= LDAP 7 v —7WH
WCHFEET A, [T —T R _n—F%ES
=] (P.6-34) ZHL TN,

Sender Group

sendergroup

EOEEHE T N—TH, U AF—0 Host
Access Table (HAT; A s 727 & A T—7 /L)
=BT 20, EEEHEITLV—T L—1)
(P.6-35) ML TL7ZE W,
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® 6-2

F2yt—C TJ4048 IL—IL (HEE)

L=l

X

B

Envelope
Recipient

rcpt-to

T Nu—7%fEF%F (] : Envelope To,
<RCPT TO>) MRE L= Z—v & —FKL T
WBMD, [mo_Ro—7ZEHFL—1] (P.6-32)
FHEBLTLIEEN,

& : rept-to —VE A v EBE—TUR—ZA T,
Ayt —=VIEBOZEEPREIN TN DY
. 0Tl ADZEHEN/ILV—LE LT
WILIE, BBE LIZAE RN T R TOZEHEITHT
HAyw—VIZ@EHENET,

Envelope
Recipient
in Group

rcpt-to-group

T ~Ro—7%{5% (Envelope To, <RCPT
TO> 72 &) M, #8E L7 LDAP 7 v —7RHIZ
FET B, [T —T RN Xo—7FZEH
=] (P.6-33) LTSN,

1 : rept-to-group —/UE A v E—TR— 2R
T, A v E—VIHROZEENFET 2%
BURELET 2 a0l A—TFIC 1 ND%
BENREENTHEET T, TXTOZEHE~
DAy e—VICEBLET,

Remote IP

remote-ip

VE— R FRAMPLEFEEINZA BT,

FBELEZIP 7T FLVRAERIZIP 7y 72—
LTWbh, TVE—hKIP L—/] (P.6-36) %
ZIR LTI,

Receiving
Interface

recv-int

A=, ?E”Eé:ht fBA v 2 —7xA
ARHE TR\, [ZEIP A v F—T =4 A
—v] (P.6-37) %%Sﬁﬁ LTL &,

Receiving
Listener

recv-listener

Av—UiE, BEINZY AF—HEThWv
7=h, [Z{E) 2F— L—| (P.6-37) %5
LT &N,

Date

date

BAEREZ3 S E O B EF ORI [H AV —
v (P.6-38) BB TLEEN,

[ oL-23081-01-J
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|

® 6-2 AyE—T TAUE L—IL ($iE)

= L1 3°4 2L

Header header (<string>) Ao —UITHED Ny X —NEFENLTNBD,
Ny L —DERFFEDNNE— L —FHLTH5
e T~y H——)) (P.6-38) ML TS
=N

Random random (<integer>) S H AR BT EOGEAND, [HEL—
(P.6-40) =&ML TIZEV,

Recipient Count |rcpt-count DETA—NVDOZEZD Nk, T2ZF L —
wJ@&M)%%%LT<téwo

Address Count |addr-count () Z(ZH O BFE,
IDOT 4 NVHE, ToRa— 7@ ZlEE T
KAV EB=VURILD~y F—ITx L THERET
S8 rept-count 7 4 /LA }I/~/I/ LR FT,
7 Fr2for—n) (P6-41) #ZRL T
S,

SPF Status spf-status SPF MRAEA T — X A D, Z D7 4 /VH L—)b

ZREH LT, &% &% 7% SPF BEEMRE Rz >\ T
BWabEszencxEd, A%k
SPF/SIDF RV EZ L ICRR DT 7 a v & A
1% £+, [SPF-Status L—/v] (P.6-51) %
SR LT IEEN,

SPF Passed spf-passed SPF/SIDF BRAEIZAHE L= Z DT 4 VX
JL— 1% SPF/SIDF #E % 7 — i e LT—f%
{t.L %9, ISPF-Passed v —/v| (P.6-54) %%
LT EEN,

Image verdict image-verdict ARA=Y AX ¥ COFHIORER, ZO7 4 1F
N—VEMEALT, SEZEht A—IHHO
FHEICOWTRIWEDES Z ENTEET, I
A=Y O (P.6-100) 2B LT EEW,

Workqueue workqueue-count VE¥EXR o — K LISE LB O SRS (L,
count £, D7), Tworkqueue-count /b—/1 |

(P.6-54) ZZM LTSSV,
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m. 0L-23081-01-J |




| B6F Fyt—Y J4M8EBERALELEFA—IL KRYI—DERA

® 6-2

F2yt—C TJ4048 IL—IL (HEE)

L=l

X

Bt

Body Scanning

body-contains (<regular
expression>)

WBELE A= —#T57F% A MERIEIR
77 ANNRA v E—=IIZEGEENTNED, X
= OFEEEN., LEVWVETEE L&D
B ETHELERDH Y 97,

TV, BIEAT—F AERSY L EET DU
7y A nEAxy o LET,

[RILAF ¥ —)] (P.6-42) 5L TL
7220,

Body Scanning

only-body-contains (<regular
expression>)

BELENNZ = —HKTDHTIFAINA Y
T —UARTIZTEENTWE D, N — D34t
EA, LEWETHE Lck/hEEL ETh
HUENRHY ET, 7 7 AT AF Y &
NEREA, TALAF v (P.6-42) 2B L
TLIEEW,

Encryption
Detection

encrypted

et ani=T — 4 2&0T ¥ A b FERITHR
T7ANVNA vy E—VIZEENTND D, K
bt —n ) (P.6-43) #ZMBL T IE&E,

Attachment
Filename?

attachment-filename

BELIENE—2 b —&KT D7 74 VDRSS
T7ANVNA v E—=IZEENTOD D, R
77 AN L—v) (P.6-45) B L T
v,

Attachment
Type?

attachment-type

HED MIME 2 A 7O 7 7 A VA v —
VIZEENTWD D, IR 7740 AT
—v| (P.6-44) ZHRL T EEW,

[ oL-23081-01-J
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# 6-2 F2yt—C TJ4048 IL—IL (HEE)

L= B HL

Attachment File? |attachment-filetype T4V H—F Y v MCESSEED A — b
Type KT DT AN A TOERNT 7 ANBA
T—VIZEENTWND M (UNIX O file I <
R &R, W7 7 A 2 Excel £ 7213 Word
R XA NTHLIEGA, HORALT 7 AV &
A4 7D .exe, .dll, .bmp, .tiff, .pcx. .gif,
Jjpeg. png. 3 L% Photoshop A # — Y &K
THZELTEET,

Hhie 7 4 VB EERT HIIE, 7740 ZA
TEBIAGTCHODYLENH Y £9, —EHBIHF
FFTESI M EERCEET, L 2R
exe I 7 7 A VERBT DITIE, ROWEILE
FERLET,

if (attachment-filetype == "exe")

PR OWTIEL, 7 7 A VD AF v
Ave—y 742 0H (P.6-108) ZHHL
TLIEEW,

Attachment attachment-mimetype BHED MIME 2 A4 7O 7 7 A LR A v EB—
MIME Type® CICEEN TS D, ZDL—/LiE
attachment-type /L —/ LI TV FE T A,
MIME &7 7 A )V CHE &z MIME # A
TORNFHl SN D SN R 3 (BRI
T AN ZATRERESNLTWRNES, 77
SATLVRET FANDIETFINE T 7 A LD
AATEHHLED ELETA), IR 7 74
NDAF Y A= T 4 HOH)
(P.6-108) ZZML T EEW,

Attachment attachment-protected NRAT— RSN ERN 7 7 A ABA v —
Protected VICEENRTWA D, RESNTZRG T 714V
O] (P.6-111) ZZB LTIV,
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® 6-2

F2yt—C TJ4048 IL—IL (HEE)

L=l

X

B

Attachment
Unprotected

attachment-unprotected

attachment-unprotected 7 ¢ /L # §41%, R

ENTVRWRNZ 7 A LV EAF vy =y Py
DR L2 AT true 2K L £, AF v =
CUVBEBN T A NERSPRD ZENTE
B, TOT7 7 ANMIRESATORNE R
SNETF, zip 77 A MR STV A

VAR=BEENTWDHEAE, T D zip 77 AV
RSN TRV E AR SET,

I : attachment-unprotected 7 1 /L& 5f: &
attachment-protected 7 « /L& §ffi%, FAEIC
P TIEH Y £, R 7 7 A 1% A
Xy oToL, WMEDT 45T true 23K
ENDHERDY EF, i, =& xE, zip
TrA MRS A A= LRSI LT
IRNA U NR—=DRS R EEN TV D HAITHE
LET.

MR SN TVRWIRAT T 7 A L O H |
(P6-111) ZZMML T ESVY,

Attachment
Scanning ?

attachment-contains (<regular
expression>)

BELEAZ—r bt —%KT57F A2 MEIFH
DI Z7 7 ANNB, Ave—VOIRMNT7 7 A1
WCEENTWD D, RE—ORERED, L
TVMETIEE LI/ hNEE UL ECTH A LR H
D E9,

Z D — Vi body-contains () /L —/LIZELTW
FTN, AvE—TD K] DIEOZAX v
BT HEHIRBET, 2FD, = —VFITHA
T7ANE LTRRENDINEDHRE AX X
LESELET, IRF 774 LD AF ¥
Ayt —y 74 ZOHF) (P.6-108) &ML
TLIEEW,
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A= T4V EHEALEEFA—) RYS—0ER

B

BELENAZ = =BT HAF U T—4N0
TETAI RN 7 7 ANBA v E—IZEENT
W50,

Z DJ)L— /¥ attachment-contains () /b—/b
WEITTWETR, XA F U T—FNORE—
DHERRBFLET,

TDA =T RTORNMNT 7 AV, F
EDONRY—2 b —HKTDHTXFAMBREERLTH
200 RBOT XA NPT RTORMNT 7 AV
WICHET HZRERH Y £3, oF 0 EHFICE
TENDT 7 v a s, HIRfMET7 7 A st
% lattachment-contains ()] DimF AND J&
HTT, AXIAFvyrENETAL, RF—V
DIEEEHED, L EVWETHE L 7zfi/hEE L
ETHDIVENRDHY T,

A7 7 ANVDAFY L AybB— 7 LK
DOl (P.6-108) &L T 7ZEW,

Ay —VICEENTWDIRMNTZ 7 A LDYA
RN EDOFPANICULE > TWDD, ZDL—
JUIZ body-size L —/VIZERITWETR, A v

B—TD TRX] BEOAX ¥ U EBET D LD
RAFET, 2FD, 2—VFIKRMF7 71 EL
TEREINDIARDOHLEAXF Y LLHELE
T, 2OV A X, T a— RTBHRNTFH S
¥, IRfFT 77 A4 VDAFY > A vE—

T A4NHOH] (P.6-108) BT EEW,

EEFEOIP T RLARST Y7 7597
2k %—,% (RBL) NIZHFEET D0 [DNS U
AR =] (P.6-46) ZZMML T ZEW,

¥£6E
|
* 6-2 AvE—T T4LE L—)L (FFEE)
L= B
Attachment attachment-binary-contains (<
Scanning regular expression>)
Attachment every-attachment-contains (<r
Scanning egular expression>)
Attachment attachment-size
Size?
Public Blacklists |dnslist (<query server>)
SenderBase reputation
Reputation

%154 @ SenderBase FFAl A = 7 D,
SenderBase #¥li/L—/L| (P.6-48) ZZHIL T
<TEEW,
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® 6-2 AyE—T TAUE L—IL ($iE)

= L1 3°4 2L

No SenderBase |no-reputation SenderBase L' =5 —3 3 A [None] D

Reputation A LET, [SenderBase sl — /v |
(P.6-48) ZZHL TSV,

Dictionary® dictionary-match(<dictionary |X v —ARIIZ, dictionary name THE L

_name>) TARIOa T Y T sy at Y OIEHRE

FLIIHBEBREENTOENE S NEHRILE
o NE = OFAERBS, LEVETHEEL
Tel/NELA ETH D LERH Y £5, THE#E
—k] (P.6-49) ZZWLTIIZEW,

Attachment attachment-dictionary-match |J{f} 7 7 A /WIZ, dictionary name THE L7-

Dictionary (<dictionary name>) %Hﬁ@ gLy _3—:4 7aFY @Eﬁ%fﬁﬁ

Match GENLTVENE I DEHUBILES, S2—r
DOFAERELAS, L& W THE L7/ NaE
ETHOIMERDY £, [FEHL—L]
(P.6-49) ZZMML T 7ZS W,

Subject subject-dictionary-match(<di kg~ v & —(Z, dictionary name CTHE L1z

Dictionary ctionary name>) ETiDaLFY F o aF ) OEHFREE

Match ERERAEENTVENE I D EHBILET,
MEEEL—v) (P.6-49) 2L T &Y,

Header header-dictionary-match(<dic |f8F L7=~v ¥ — (KXFL/ITFEXR]D) (12,

“Dnicttiznary tionary name>, <header>) dictionary name THE L4077

atc

T4 va T VOERRREZIHEIEGEN
TWDNEI YR LET, MFEEEL—IL)
(P.6-49) =&ML T Z&EV,

Body Dictionary
Match

body-dictionary-match (<dicti
onary name>)

TDT 4 NVHEET, FHEOHBRA v E—
AXICEENRTONIE true ZIRLET, 20
TANEDORBRIREIRDDIL, 7741
L RSN TWARW MIME #4450 HiETT,
Fo, 2—FREZLE LEVERRZ SNz
LBhabtrue 2 ELET (T 740 O LEWE
X1 T, TFEEL—L] (P.6-49) 2B LT
<TZEW,
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* 6-2 AvE—T T4LE L—)L (FFEE)

L= B £

Envelope rcpt-to-dictionary-match(<di |x > Np— 7T, dh%ionany_nanuzTF?E

Recipient ctionary_name>) ELEANOD Ty Fa s 3T TR

Dictionary FHEFHERE TN TNDNE S 5 a7

Match LET, [EEL—L) (P6-49) ZBBLTL
7230,

Envelope mail-from-dictionary-match TR u—FREFRIC, dictionary name TH

Sender (<dictionary name>) FELELHIOaryF Loy F 7\/;_)_9 DIEH

Dictionary FHEFABESEENTNDNE D gl

Match LT, MEERL—L (P6-49) #BMLTL
k=LA

SMTP smtp-auth-id-matches (<target> | Xpg—FEEFDOT NL AL A vE—

Authenticated [, <sieve-char>]) Ny B —DT R AN, EEF DOREEF I~

User Match SMTP = —# ID & 8§ %7 E 5 i HlEl L
¥, [SMTP Authenticated User Match /L —
) (P6-55) 2L T EEW,

True true TRTOA =V~ LET, ltrue L—
V] (P6-30) ZZHL T,

Valid valid A — DI RE £ 72 13 SN 7 MIME &5y
N DHHAIC false I L, TNLUNOHEIT
true #iK L %£9, lvalid v—/1] (P.6-31) &%
L TLEEN,

Signed signed AvE—UNBLEHATHLINE I MEHHBIL
F9, [Signed v—/) (P.6-57) &ML TL
72 &0,

Signed signed-certificate (<field> A v— VB EF 1T X 509 ZEHERITEN

Certificate [<operator> <regular BEEDNRE— b —FT 509 nZ R L £

expression>])

9, [Signed Certificate L'—/L| (P.6-58) %%
L TSIZEN,

a7 7 ANDT 4 B TITONTIL,

TLTEEWY,
b. 2Ty F 4 aF ) OFMCOWTIL, [Cisco IronPort AsyncOS for Email
Configuration Guidell @ [Text Resources| D THH L TWET,

WRft7 7 A NVDAXy | (P6-97) ML
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Ay—C T4 NVAEFERLEEFA—IL R) O—DER

IronPort 7 77 A4 7V AIZEEEND A v =0T s, T_TDORA vE—
VI ANETIBFICNBEENETH, BT 7 a v ERELESRIZEDOT

JvaslinAyt—

TANE T a]

DI T B LUBEOLERMELESNET (A yE—
(P.6-3) ZZHMLCTLKZEW), T4 NZEFETRTDOA
r—JIcEATsZ b TE, L—b

IFEm Rt (AND, OR. NOT) %f#

MLTHET2ZEbTEET,

IW—ILTHERATHIERKR

N—IDERICHERT AT NI v TR MO TIR., EHEBHESRITOE
T, EREBIITEMICRI2GA0™DY T, KOEFZ, Avk—Y 740 H
N—VTCERERZEATIHEOHLE LTHALTIEEND,

#* 6-3 IW—IITCHEATIERKH

EHRKHE (abc)

T 4B = VD EBRBN LTI E BT D Lo
SINDHDIFE, EHKREO—HOERBLFIDONT N
PO L —B B AT,

7= &z, EMRFEI [Georgl 1E lGeorge Of The
Jungle]. ’—Georgy Porgyl. [La Meson Georgette],

[Georg] DEILFHNE—FKLET,

RASERE ($) 2ETel— T LTI ORBEDI L —
BL, ¥x¥ 7> b (1) 25— WIS THOIEE
DIHxE—FHLET,

7= & 2 0E, IEREFR [~ceorgs) 1TXFS| lceorg) D
Bl —EHLET,

ZED~y B —Z BRI HITE, Trrsn) LEELET,

XF. ZH. 7y b7—
9 (@)

F EAH, Ty he—7 (@) BETLNA—NIT, Y
HOXTAKE BRI R LUET,

7= & 2 0E. ERFEHR Georgefadming] 1L LFF
[George@admin] D& & —FH L F7,

EUAF ()

EUF R () el — U EED 1 37 (BT
FR<) &—FHLET,

7-& Z20E, T~ .. admins | EW O IERERIX
Mmacadmin] XL Tsunadmin] DOFILFHE 1T
LET2, Twin32adnmin] &IF—HLEFA,

[ oL-23081-01-J
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E6E AvtE—Y I EFRALLEFA—IL RY—DER

® 6-3 W—ILTERYTSERRE (H)

FRBEYRY (%) FAXY RS (») BEteL—E, TEENCEEESNT
WA CFN 0 B2 & T B ORI K STV AL
T E—HLET, CUTRETREZY R B3 BE
(%), EEOXT (HfT2RL) E—&LET,

7= & 2%, T~p.*Pipers) & WO IEHFHIL,
I—PPiperj\ Peter Piper]. (P.Piperj\ |—Penelope

Penny Piper] D EDILFHNEH—FHLET,

MR SIS R T X o= LET, TDT=
O, Ty, ] IXFLLTOEYF RO, Tvs] 13305
ELTORAREDH, yr] TXFELTOF Yy
Ty hRREOHREEZNEN—FLET, =& 2L,
[~ik¥.acY.uks] 13X Tik.ac.ukl &WI LFHDO I E
—FHLE T,

&
Jn
K

HE : M5 3R——Tb = A —7 3 F L
LCTHERALET, 2o, ERFHECHEESZMHH
THEE. 2 OO ENLETT, ki 1E
BiC) SN 2MEE 1 DORNEY | EHFHRS
AT RZESNET, EFROFIZBRAETIHET
[~ik¥¥.acy¥.uks| EANTDHI LTV ET,

AXFEMXFERBL | b—7 > (21) 1, ERRBLOED O TRILF- &
ZLy ((?1)) INCFERERIENZNWZ EERLET, 2O —7
. KXFENXFEXBT 5 ERKHEOLEHEICEE
T5E. RXFE/NLFENR G SR WA NTT
bihvET,

7= & 2%, T(?i)viagral & WO IERFHRIL,
lViagral. [viacra), lviacra] & —E L £,
RYUELEH ZOEREFROERTLIL, EATO h—7 &Y iKF [
{min,max} %(;5‘,2% [_/ij*o

728 Z20E, Tf0(2,31) 1E Tfool BED Tfoool &I
—FHLEITN, o) R lfofo) EIF—HLEHA,
if (header ('To') == "~.{500,}") £\ H AT — KA
VREL 500 SCFRLEREH S TWD [To) ~
H—"RBELET,
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® 6-3 W—ILTERYTSERRE (H)

£ (1) R, oFD Tor) EFICTHYELET, A L BAE
HEHOBES, a8l 1T A & BTN —ET
HXFHNE—FLET,

7=& 21X, lfoolbar] &WIHIREIT lfoo) X [bar)
I LETN, Tfoobar] EIT—HLFEHA,

AyE—CDT 4B ) T TOERKRBEOER

T4 NBEHERALT, ASCHUSOER T a— RERTHDE A v E—CORE
(N F— LRI OLFFNENRY = BRFTEET, BEMICIE, RUAT A
TIRRDOGHTIZ S % IE ASCH SUFEMREET 2 IEBFDL (regex) HERATEET,

o Ayt —U Ny H—

e MIME &7 7 A V4 D CFEF

o AyE—URL

— MIME ~ v & =272 WAL (ERDIEAXDE T A —/L)

— T2 a— K%RT MIME ~» Z—2% Y, MIME #5323 722 WAL

— L a— R RREEENRTVWSEwILF — | MIME % vt&—

- EROAXD IS, MIME ~y F—Txra— RBFESN TN RN D
A=V ERERIOMEEDOH Y (BT 7 A V&2 &) ORAICERKIZ
FHTEET, W77 A4 VvDHF A4 7L L THTML, MS Word, Excel 72 &%
DA TEMBIZTEET, ML RHFEY FE LT, gb2312, HZ,
EUC, JIS. Shift-JIS., Big5. Unicode 72 En3dH 0 £9, EHHEKBEZHHT D
A=Y T4 NE =V EERT DR, 2Ty 7 4% GUI 2R
55 ([ Cisco IronPort AsyncOS for Email Configuration Guide] @ T[Email
Security Manager] # &), E72ETFA N =T 4 ¥ TT 7 AV E/ERLTH
BYATAIA AR— b LET, MoV TIE, ICLIZERALEZA v E—Y
T 4B OER] (P6-112) BIWN T2Ax v XTI A—HDEF| (P.6-125) %
ZHLTLLIZEN,
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ERFBHROERICETHH, K514

TVUT 4 7 ATEH R XTFHNEEERAET 25681, ERERROLHEIIX YLy
(M), KEIZKLVERES (8) ZZNEFNERETOIMLERHD £7,

N
GE) ZOXFHEMETLHAIC 1) 2RI DL, RERITIT TN TOXFIINR 5

Liﬁoﬁbw’fsJ%E%LiTot&z\f#%w%»Jm6ﬁ)®2
BDOOFIN IS LET,

Flo, XFéELTOY )71’]\75:'3@/\“4‘5 L, ERKRBE T A N2 27—
THMERHY T, 72 213, sun.com &9 EHRERIIL
lthegodsunocommando] & W9 XFH|E—E L E T2, ~sun¥.com$ &9 IEM
FHIUL Tsun.com] EWIHILFHDOIHE—FKLET,

HEIRMICiE, 2 2 CHERT 2 IEHKRBELO A X A VX Python re £V 2 —/V A X
A NVDOIERFBR T, Python 24X A VOEREROFEHNIT >V TiL, Python
Regular Expression HOWTO] (http://www.python.org/doc/howto/) % ZHf
LTL7EEW,

IERKRB EFE ASCH XFEY

—EBOERE T, THER) R THEEER, [ROCF L30T L0 O BEEMNFAE
LEH A,

BN T 20T (EREHRT Tvwl ERENDZT) OMBIR ENKLETR
HEMRERARE T, ey —ABARARGE, ooy a— FRRHLRYE
A, BERBAELET,

nTXFk

EREBHOBAET A NI, V—F v R == b= 2 1= ZFEHLTITY 2 &M
T&EFET, RKOFZEBHIZLTLIEIN,

rcpt-to == "“goober@dev¥¥.null¥¥....$" (matching)

rcpt-to != "“goober@dev¥¥.null¥¥....$" (non-matching)
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RKXFENMXFORXA
FRICHIRE SN TV DA ZRE . EHRBTIIRIF &/ CER KB SN ET,
EMRFHT Tfoo)] ZMETIHE. Troo)] X° Trool IF—HLEHA,
BhEHLE T 1 L3 DYERL

WOFNL, R CAEEZLITH 2 20T 4 V2 TTN, wHIOF DI H CPU O
RNEL RV ET, 2BDDOT7 4 VEDOFFPRIRARIERFHRZMHEH L T E
\?AO

attachment-filter: if ((recv-listener == "Inbound") AND
ceeeeecccccccccccccccccccccccccccceeceeecc(((attachment-filename ==

"Y¥¥.3863$") OR (attachment-filename == "¥¥.exeS$")) OR
(attachment-filename == "¥¥.ad$")) OR (attachment-filename ==
"¥¥.ade$")) OR (attachment-filename == "¥¥.adp$")) OR
(attachment-filename == "¥¥.asp$")) OR (attachment-filename ==
"¥¥.bas$")) OR (attachment-filename == "¥¥.bat$")) OR
(attachment-filename == "¥¥.chm$")) OR (attachment-filename ==
"¥¥.cmd$")) OR (attachment-filename == "¥¥.com$")) OR
(attachment-filename == "¥¥.cpl$")) OR (attachment-filename ==
"YY¥.crt$")) OR (attachment-filename == "¥¥.exe$")) OR
(attachment-filename == "¥¥.hlp$")) OR (attachment-filename ==
"¥¥ hta$")) OR (attachment-filename == "¥¥.inf$")) OR
(attachment-filename == "¥¥.ins$")) OR (attachment- filename ==
"¥¥ . isp$")) OR (attachment-filename == "¥¥.js$")) OR
(attachment-filename == "¥¥.jse$")) OR (attachment- filename ==
"¥¥.1nk$")) OR (attachment-filename == "¥Y¥.mdb$")) OR
(attachment-filename == "¥¥.mde$")) OR (attachment-filename ==
"¥¥ . msc$")) OR (attachment-filename == "¥¥.msi$")) OR
(attachment-filename == "¥¥.msp$")) OR (attachment-filename ==
"¥¥ . mst$")) OR (attachment-filename == "¥¥.pcd$")) OR
(attachment-filename == "¥¥.pif$")) OR (attachment-filename ==
"¥¥.reg$")) OR (attachment-filename == "¥Y¥.scr$")) OR
(attachment-filename == "¥¥.sct$")) OR (attachment-filename ==
"¥¥.shb$")) OR (attachment-filename == "¥¥.shs$")) OR
(attachment-filename == "¥¥.url$")) OR (attachment-filename ==
"¥¥.vb$")) OR (attachment-filename == "¥¥.vbe$")) OR
(attachment-filename == "¥¥.vbs$")) OR (attachment-filename ==
"YY¥ . vss$")) OR (attachment-filename == "¥¥.vst$")) OR
(attachment-filename == "¥¥.vsw$")) OR (attachment-filename ==
"¥¥ . ws$")) OR (attachment-filename == "¥¥.wsc$")) OR
(attachment-filename == "¥¥.wsf$")) OR (attachment-filename ==
"¥¥.wsh$"))) { bounce(); }
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ZOFITIE, AsyncOS IFEHEHR =% 30E 77 A2 4T L
recv-listener O FNFIZ 1 BT D) EETIMLERH Y 7,

MOV, ROE IR T A NFHERLET,

attachment-filter: if (recv-listener == "Inbound") AND
(attachment-filename ==

"¥¥. (386|exelad|adeladplasplbas|bat|chm|cmd|com|cpl|crt|exe|hlp|htali
nflins|ispljsljsellnk|mdb|mde|msc|msi|msp|mst|pcd|pif|reg|scr|sct]|shb
|shs|url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)S$") {

bounce () ;

EREFRT Y roEBIEEE 2 F7ZH T, 1)) OBMLAALOFERY 2o
TOERTANENRRLS DD T 4 LZOEES RIBICHEEICRY £4, F/-,
A DOHNZE~RT CPU A— "=~y FREKTLET,

PDF & IEERRKRI

PDF OAERFIEIC L » TE, AR—AREITR 2N ERHV ET, Z0LD
RGEE, AX Xy DU, NV NOHBEOMBIZESX, fREMNR A
R=ALBATOAZRAET, e 2E, 1 DOHEEOFIZEBED 7 0 0
T2 b A XNRETDEA, AEND PDF a— Kb AF vy 2Py
NHFELWITZHRT2ORHE LRV ET, ZOX Ak S PDF 7 7
ANTERERICEZBEEITO L, AF XY 2V UIETPHILAWER AR
THAENRDHY T,

7= & 21X, PowerPoint SCEIZHIA LI HEEO I, BFENO LT [ R
Tk hRT 4 b YA XRE Eéﬂfwé%@ﬂ&é&bifo_@77j

= a VD LEMSNTE PDF # AX v TV U RHAIRD & BRI A
R LBATRFAINE T, PDF OENFEE T, lcallout) &5 HEER

lcall out)] X° fcallout)] EFFIRINALERHV ET, ZOL XU U IR
ZIEMEB lcallout] TRAELEI T2, —HALLHBInET,

AY¥—FID

AvE—VONEEAFY L THAYE—Y L—LEFERTIELS, A~v— |
ID AT 5T —FNORFEDNY =V ERHTE E7,
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A~v—hFID T, 7—FNORDONZ = ZHRETEET,
s J LTy bk A—NEE

o CKEHESIRES S

e CUSIP F v /3—

e ABA Fu—

T4 NETA—MID ZHERT DT, ALERTHFHF 77 A vDarT7 2y
EAX Y LT DT ANE L— L TROF—T— REFHLES,

# 6-4 Ayt—2 T4 IEDRAI—FID

¥—7—F AI—FkID Bl

*credit 71V y h h—FKES |14, 15, BIW16Hior L
Vv b = FEEEHILE
‘j‘o
(&) A~—DHF 1D TiX
enRoute B XN JCB 77— NiZ
A S ER AL

*aba ABA %4&%& 5 ABA £eE 5 A2 L ET,

*ssn T RES = KE R RER S 2B L E
9, *ssn A~v— M ID ¥ v
Va, BUA R, AL=2ZRN
b AR RER S E AL E
kR

*cusip CUSIP &= CUSIP FH = %A LET,

AZ—F ID OEX

TANE = TA2— b ID ZFHTDHBE, ROFIO X 52, RICUTEM
Tr7ANEAFRY T HTANE L—LDPTZ<— kD F—TU— FZ23|HE
TPHHAE T,

ID Credit Cards:

if (body-contains ("*credit")) {

[ oL-23081-01-J
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notify("legaldept@example.com") ;

}

o, arTrYy T vatrlo—HELTarsT Y T4 AN NTAY—
NID #FEHAT AL TEE T,

(GE) A~¥—bFIDF—U— FZBFHOERARBCMOF—U — R EfAEDE T
T&EFEHA, BlzIE, Trcredit|*ssn)] EWVWIHINRNE—FTATIEDH Y A,

GE)  *ssn Av— M IDICKDBHEZPI T2, *ssn A~ — M ID FhoO 7 1 L2 5
e bbETHERT 2 LAMRGERHY £3, 2L 21X,
lonly-body-contains] 7 4 V2 &MpafEHT 22 L3 TEET, ZDHA.
HBICFHNN A v — P ARILDOFTRTO MIME S5 AFIET D85 D HAD true
ThdLHEINET, LLE KOO RTANFEFERTEET,

SSN-nohtml: if only-body-contains ("*ssn") {
duplicate-quarantine ("Policy") ;}

Aut—T T4I)LE IL—ILDHI

WDEIarTld, Ave—Y 740 ZOEHAfIEZRESLE T,

true JL—JL
true b—ME TR TORA v =T —HLET, 72L& 21E. ROAL—/VTT R

FRARERDTRTORA v E—=TIZHONT, IP A ¥ —7 = A A% external IT
EHELET,

externalFilter:
if (true)

{
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alt-src-host ('external');

valid JL—JL
valid b—/UiE, A v — VI AREE S 72134 72 MIME #8038 £ T
DA false IR L, ZNLIAOEET true ZIRLET, 72L& 2 iE, koL —

WET A PRREDA =20 ) BT ARRER A v 2=V &2 F T ey 7 LE
ﬁ—o

not-valid-mime:

if not wvalid

drop () ;

HaIL—I
subject b—WE, A~y X —OENEE LT ERRBLE —HTEHA -V
IR L ET,

7L 1T, RO T 4 FiL, 4D TMake Money] & WIEBEA]TIHAE 59T
DAy —VEFEHELET,

scamFilter:
if (subject == '“Make Money')
{
drop () ;
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Ny X —OETHFET 2 ASCIL LFZIHFET L LN TEET,

~y X —ICETAREEITOHRE. ~y X —OBIEOEICITAE P T4
B (RAyve—YO~yX—0BI, HIBR, BEEZITH 7 4 VZNERE) BEF
NTVERICEELTLLESY, EMic>WTiE, TAvE—Y ~y ¥ — L—)b
BILOFHM) (P.6-7) 2L TSN,

WDT 4 VZ X, Ny X —REOLE, TR vE—UIl~y X =R G5
IZ true 23K L £,

EmptySubject To filter:
if (header ('Subject') != ".") OR
(header ('To'") != ".") {

drop () ;

DT 4V H X Subject ~v X — & To~ v X —RNZEDOHFEIT true I L E T,
Ny X =N VEES true FIRLET, SBELLE~SYy X —DBA vE—URNITAR
WIHEATH, 2074V Hid true KL E T,

IoRAO—TZEEHEIL—I

rept-to b= LiE, WD o R —TZEENEE L ERFHRE 84
LAy E—VEBRRLET, L& xiE, ROT 4 V21X Tscarface) &5
PG ETA—NANT RLABTICEFEEINZTRTOA =TV R Ry 7L
*7,

rept-to /L TR HIERELB TIE, RXFLNLFIXXHSTHELA,

scarfaceFilter:

if (rcpt-to == 'scarface')
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gN—7RTY

.

GE)

drop () ;

rept-to —UFA v —JICESVTVWET, A vt —JICEHBOSZEENH
EINTWDIEE, W1 NAOZEEBLV—LVE—FLTHE, lBELE
WEN TR COZEFIZHTIHIA v E—VICEREINET,

AO—TZEHEL—L

rept-to-group b—/UiE, WITNNDZ L X —TFZEENIEE L7 LDAP 7
N—TDAN=ToHAyE—VERINLET, & 2T, WOT 4 LI
[ExpiredAccounts] &5 LDAP 7 A —7HNDET A —/NT KL 258 TIZEF
ENETRTOAvE—VE Ry 7 LET,

expiredFilter:
if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;

rept-to-group b—/UFE A v B —IZE SNV TNET, A vEB—TIlHEO%
BEDREINTVAEAE, W 1 AOZEEHENL—L & —E L TV,
BELICAUER T X TOZEEICHTHA v E—VICHEHENET,

[ oL-23081-01-J
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IoRAO—TJEEHFEIL—I

mail-from b— /UL, moNuo—7EEENMEE L EHERRE T DA
T—UVEBRRLET, 22X RKOT A NMEEFATTDHE
admin@yourdomain.com IZ L W EFINTETRXTORA v =V REBLITHE
ET,

() mail-from /L— /L THEMTHIERKR T, RXFENLFEI X EIAEEA,
WOFITIEX, VA RPN R =TI TWET,

kremFilter:
if (mail-from == '“admin@yourdomain¥¥.com$')
{

skip filters();

}

TIL—TRIVAO—THEEHEIL—IL
mail-from-group /L—/Li%, T _u—TFREENEREFOAELTHRELE
LDAP /W —7IZR LTS (R —HEMRETHHEIL. FEEOETA—L
T RUAREE L LDAP Z A —FIZB L Ter) Avte—Ua @R LET,
T ziE, o7 4 V2% FEITTH L, [KnownSenders| &9 LDAP 7 /L—

TOEBFTA—NALT FLRAZLVERFEEINTZTRTORA =Y b &
nEd,

SenderLDAPGroupFilter:
if (mail-from-group == 'KnownSenders')
{

skip filters();

}
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EEEIN—T L—IL
sendergroup A vtE— 7 4 /L X, U A} —D Host Access Table (HAT; 7~
ANTIERAT—=TN) TEDEEHEIN—TN—ETHNESINT, Ay
t—VEBRLET, ZON—T =] (—TEHBRTILHE) £721F M=
(R—BExMmBRTH%A) #FHL T, HELZERAERR (Kofhil) Lto—
ETARNLET, 2E2E ROA v E—Y T4V L—JLiE, AvE—TOD
EEHE I NV—TPNIEREKB lnternal) & —KT 555 true ZIK L, ZOHE
FIA v E—VEREA—L RA MIERELET,
senderGroupFilter:

if (sendergroup == "Internal")

{

alt-mailhost ("[172.17.0.1]1");

X4 X JL—IL
EXHARLIFAE—CDOY A RADZE T, ~v X — LR T7 7 AN bEHE
T, body-size b—ILE, FEEICHEVARIL OV A X% FFE OEE % bbig L £ 7,

T2 Z21E DT 4 VEIARLY A XN S AHANA NEBIDHTRITDORAyE—
CENRNY A LET,

BigFilter:
if (body-size > 5M)
{

bounce () ;
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body-size ZMEHT 2 LD L 9 72BN TEE T,

Bl =450k ]
body-size < 10M I/ hEn
body-size <= 10M PIF
body-size > 10M I kxn
body-size >= 10M 2Lk
body-size == 10M AN
body-size != 10M §§L/< VAQA

YA ZIREZNTY 7 4 7 ZAZAEHT 5 LERITT,

HE B

10b 10 34 K (M10J IZRL)

13k 13 ¥ 1k

5M 5 ATNA R

406G 40 ¥ H 34 bk (3 : Cisco IronPort TIiX 100 A H A M &2 D
A=V ENHETEERTA)

JE—HFIPIIL—I

remote-ip b —/VIE, AvE—TVEEEFELIEARANDIP T FLADRFFED
B =BT ENEIDEHERTHEOOTANEFETLET, IPT RLX
D3z —21%, [Cisco IronPort AsyncOS for Email Configuration Guidel @
[Sender Group Syntax] T#thBi L T\ % allowed hosts 7 (sBo, SBRS,
dnslist OFRILEFHEF—U — N awL 2B<) AL THRTESRET,

allowed hosts £FL CTlZ, IP 7 KL &2 (BRA A TiE7AW) DOIERF & EHETOHR
FHOLEEETCXET, 2213 WOT7 4 X1 10.1.1.x (x X 50, 51, 52,
53, 54, 55 DWT D) OBRXDOIP 7 RLANLERFE SN THRNTRTO
Aoy—TENRTUALET,

notMineFilter:

if (remote-ip '!'= '10.1.1.50-55")

{
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Ay—C T4 NVAEFERLEEFA—IL R) O—DER

||
bounce () ;
}
R2EEVRF—IL—IL
recv-listener L— UL, ZARIfIE VA F—TZELEZAvE—VERIRLE
T, VAT =4, BIEVATALETRESNTVWA Y AT —D0nTnro=y
7*%Af%éﬂ%#%@i¢otkzi\ﬁ®74»&%%ﬁ¢5&\
expedite EWVWIAFIDY AT —MOZFELIETRTORA vy E—U R BHICH
NENET,
expediteFilter:
if (recv-listener == 'expedite')
{
skip filters();
}
ZEIPAUE2—T( R IL—IL

recv-int b—/UE, BRI EA L H—T 2 A ARBATZE LA v E— V%
WLET, /1 F—T oA A4F, BIEV AT ACHEESINTWAAS VF—T =
AAZADNTINDD =y 7 F— AT%%M%%%D&# e xiX, ko7 40
I, outside EWILHIDA U H—T 2 A ANEZELETRTOA Y-V %
Ny ALET,

outsideFilter:
if (recv-int == 'outside')
{

bounce () ;

[ oL-23081-01-J
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B{tL—Ib

date /L— Vi, BEO BB LFBE L7-RFZ 2 ME L9, date L—/1id
MM/DD/YYYY HH:MM:SS L WO FEXD X A LAK TN D X TFH & DLk
EITWET,

MM/DD/YYYY hh:mm:ss. = D/V—/ VT, FFEO B CRER) ORiIE2I13%
WCFATT D UBEEZIBET HHEICER T CREBRXUANAOEREFEH L W5
Ay —VERBTIHHRIIMENRET I ERHVET), KOT 4 VH T,
2003 &£ 7 H 28 HOF# 1 L v #&iC campaignl@yourdomain.com NHIEE S
NETRTORA =V AT A LET,

TimeOutFilter:
if ((date > '07/28/2003 13:00:00') and (mail-from ==

'campaignl@yourdomain¥¥.com'))

bounce () ;

N

GE) date —/L% spate A vt — T 4 L FMBEHKLEBERI LA NESIZLTLE
W,

AYS— )L—)L

header () V—/LiE, A v b= Ao X —BnoZNTHHEINTWDAEED
Ny H— (TN =) LT BN EINEMRLET, Zo—id
subject /L L RFRICIEBR KRB L KT 5 2 & TEXETN, HBEE{THTIC
AT TEET, ZOHA. AvE—VIZEONYy X =BT
ltruel, 7Zeiud Malsel &7e0 £3, & xid, KOFITIE~y ¥ —
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X-Sample DA BINZI DO~y X —0DHIZ [sample text] &9 LFEFIN
BENTVDINE I DEERLTVWET, —HTH561F. AvE—VRAAT
AENET,

FooHeaderFilter:

if (header('X-Sample') == 'sample text')

bounce () ;

Ny X —OIETHET 2 ASCIL LFEIRET LI LN TEET,

WO T, EEEITOTIC~Ny X — — L E@mH L TWVWET, ZDHE,
N H— x-DeleteMe WEDOMB L, TN X —NRA v —UNHHIRENE
e

DeleteMeHeaderFilter:
if header ('X-DeleteMe')
{

strip-header ('X-DeleteMe') ;

~y X =T HEMEEIT O LA, ~y X —OBEOMEICITAI T IIT b4
B (AyE—YO~y X—0BN, HIBR, BREITH 7 4 VXN E) BEF
NTWVAEICEELTLFEI N, IO NWTIE, Ayt —Y ~oX— L—/L
BLOFHM) (P.6-7) 2L TLIEEN,
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EABIL—IL

random /L —/L1E, 0205 N-1 (N TNV — VA DHEDI)> Z THRE SN 5 EBHE)
ETOREKEERLET, TON—/L T header () /b—/b & [ARICHIRZAT 9
ZebTEETA, THE) BRATHEMEAT 2 &b TEEd, BHEBRTIL
RSB 0 TRWIGAIZ true EFHliENE T, & 21X, ROT 4L
ZITWTFNHARF L LTUIRE L DT, 240 1 OfESRT Virtual Gateway 7 K
LA A PEIRES N, 58V 257D 1 Ofg=R T Virtual Gateway 7 F L2 B 23%4R
SINET,

load balance a:
if (random(1l0) < 5) {
alt-src-host ('interface a');
} else {

alt-src-host ('interface b');

load balance b:
if (random(2)) {
alt-src-host ('interface a');
} else {

alt-src-host ('interface b');
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ZEFHIL—IL

rept-count /L —/UIE, body-size L—/L ERIERIC, A v =TV DOZEFOEE
BEEEBELET, ZOV—AVEHENTLL, 2—FR—EIZZHD2—FIC
BFA—NEZRETD L2 TE, FRERHABRA—LVEEF Y =R
KFE D Virtual Gateway 7 FL AREHTITOND LT HIENTEET, K
OHITIX, ZEZEN 100 28 2 5\ A —/LHFEE D Virtual Gateway 7 R
VAZREHLTHEINET,

large_list filter:
if (recpt-count > 100) {

alt-src-host('mass mailing interface');

7 KLAEIL—L

addr-count () A vy EB— 74 & jb—id, 1 DL ED A~y X —CFEL % b5
W2, FITOZEEREZHEL, TEHFORBELELA—MLET, 20741 H
I, =N —TOZFEETIIRLAvE—VERIO~y X —IZ% L THEIEET S
R rept-count 7 A NH L— L LRI FEF, ROBFITIE, TDOT 4V
N—Z LW EWZEFEHEY A 2% Tundisclosed-recipients] &\ H A U T AIZ
BEXHZONTWET,
count: if (addr-count ("To", "Cc") > 30) {

strip-header ("To") ;

strip-header ("Cc");

insert-header ("To", "undisclosed-recipients");
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AXAx¥ > JL—IL

body-contains () /L — /WX, ZIETDHEFA—NEZORMNT7 7 AV EAF X
VL, RIRA—H TEREINTEHFEDONRT L OFEEHERLET, ZIICITA
EARRE CEE T DI 7 7 A Vb EENE T, body-contains () /b—/L T
FEBEITERE LRSI ITPRLERYA, AX YOy v 7% CLIOD
scanconfig A~ RTEET LI LIZLD, AFXxyxy OB ERD, F2EA
X v VOB LERIAT D MIM 4 A THEERTEET, $/2, 2Ax v Ui s
true ERHET D72 DICHRHT 2L ERNS 2 —HOR/NNEERETH L TEE
e

T 7 4 b T, MIME # A 7' video/*, audio/*. image/* LA TH DT
TOBS 7 7 ANBAF Y v ENET, BHEOT7 7 A VPFENTND .zip,
.bzip. .compress. .tar. .gzip DKT —HA TR 7 7 A NVIRAF ¥ 1
FT, AX xRl Rns, [(RANINT] T—HATEMT7 740 (Lzip i
BHEnTnsd .zip E) OBEFRETETET,

scanconfig A¥ Y FEMH LTI 7 7 A NV DAX v VB EZRET D HFIED
B72 EOFERCTOVWTIE, [AF v T A—FDOEH] (P.6-125) 2HWL T
<TEEWY,

V. 7 & ~E

AsyncOS WAL AF v &2 FRAITT D286, ERRBEZMA L TAILOT F A h
EBRN T s AN EAF Y LET, RERNLEWVEEIEET 22 LR TX,
Ax XYy VR ZORNIBIZTEREIR L O —BERHT S L, ZOX
1T true & ngﬁﬁ S ﬂi‘j_o

AsyncOS IEA v —VDKFED MIME #4542 Mi L, 7% 2 MEXIZ/ > T
59 _TOMIME #1532 2% v > LET, mHIOFS T MIME Z A 7517 F A
MIFEE SN TV D EE. AsyncOS 17 X A My Z# 5 L E£9, AsyncOS iE
Avb—VTHESN - a—RZESWTZya—RE2REL, TF X &
Unicode (ZZE#t L %9, T D%, Unicode fEIi CEMREREMBLET, A v
TV Tm o a— FBRHEEIN TV WAL, scanconfig 2¥ 2 RTHRES
Nz ra—RFiRfHSET,

A =T DAF ¥ VT AsyncOS 78 MIME #47 %& ##4li 9~ 5 HF{EOFEMIZ D
T, A=V ARILERA Y E—VHMT7 741 (P6-7) SR TLIES
A
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MIME #8438 7 % A2 b TRWEE . AsyncOS (X .zip F721% tar WH 7 7 A L%
20, Efsne 77 A v EfELES, 7—F 2L L%, A%y
TV UET FANDT A= REBIL, 77 A NVDFT —% % Unicode JEZ
TRLET, ZTDO#%., AsyncOS iT Unicode fHIk CIEMEIREZ MK L9,

WROFITIE, AXDT F A ERMT 7 40T [Company Confidential] &>
LFHNERBELTWET, ZOFITIE, R/ LEWVENR 2 HFICRESNTNDTZ
D, AX ¥ TV UNIOLFSNE 2L BT S L, AT HA v E—
PEaTRTAT AL, EFHHMAIEmM L £,
ConfidentialFilter:

if (body-contains ('Company Confidential',2)) ({

notify ('legaldept@example.domain');

bounce () ;

A=V DORILDIEAF ¥ T DAL, only-body-contains #fEM L E
R

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {

notify ('hresource@example.com') ;

BEE{EREIIL—IL

encrypted b—LiE, A v B =Y ORNFICHE LT — 2 BIFETEINE I &l
HELET, ZOLV—VEMELT -2 0OF a— FITbTP, A vE—YONAIC
B RALT — 2 BIEET DN EI DOHREZFHELET, ZO—F, =—F 5K
FILENTET A — L ERETERVE ST HHEEICHA T,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
| oL-23081-01-J .m




BOE Ayb—Y IS EFEALEEFA—IL KR O—0ER |

(GE)  encrypted /L—/L 13 PGP 5 X 08 SMIME s 8L7 — % DA & B L £+, <2
U— RCHREINTZ ZIP 7 7 A VR0, BB L SN 7= NE % & £» Microsoft Word
B L O Excel XEFHRHLERA,

encrypted |& true W — L E[RERIZ, /NT A —F ZEHAET, HKRHITWEREA,
BB SN T —Z PR SNTCHAIT true. M INRD 2 T28HEIT false

PIRLET, ZOWEEZFEITTDHZNEAYyE—TVORAF Y U BSRBIZ/RD728,

scanconfig 2~V RTCEEINT-AXF Y VRENEHEINET, A7 a D
RIEDFHEMCHONTIE, TAF v NI A—ZDOEE] (P6-125) 2L TL

k=N

WRDOTZ 4N Zid, VAT —RBHTEFESNIETNTOEBS AL ZHRL, A
TV B L ENTET —EBREENDHAIL, EETHAvE—UMNBCC T
BB TICERE S, AT ASRET,

prevent encrypted data:
if (encrypted) {
bcec ('legaldept@example.domain') ;

bounce () ;

BEAITFANEZAT L—IL

attachment-type /L —/LiE A v =TV NOKIRE 7 7 4 LD MIME % A 7 % W
BL, HESINIARY = —FT2nEHIEHRILET, ZORF—0F
scanconfig A< Y FCHEHT IR ([A¥v > T A—XD%EH ] (P.6-125)
M) LREULBATHLILERDY, AT vyva (/) OEAD—FHTT AL
VA7 % TAN K= RELTHATEEST, AvkE—VOBRMNT7 7 A AN Z
THELZ MIME ¥4 7 & —ET 2846, ZOA—01T ltrue) ZIRLET,

O EFEITTDICIEA Y E—VDAF Yy NN LD 72D, scanconfig
g RTHRESNEITRTOLF Vv ay ([RAXxyv o RITA—F DR
(P.6-125) &) DA I ET,
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A=V T AN EBIET DD TEDIA v - T 4L H
=L DFEMCHOWTIE, BT 7 7 AV DRAF v ] (P6-97) #BBLTLZ
S,

WDT7 4 HZiE, VAT —RBHATERFEINTZTRTOEBEBT ANV EHERL
MIME # A 778 video/* THAWHMN 7 7 A VB X vt — 77éiﬂ5iﬁ/\i
FUTEA =V RN R ENET,

bounce video clips:
if (attachment-type == 'video/*') {

bounce () ;

A FAILEBIL—IL

attachment-filename /L —/UiZ A v B —VNOKRSL 7 7 A NV OLFZHER L.
BEINZARY = =T HNEI DA LET, Tl TIIRTF L/
WFIIRBIENE T, ZOHIBRTIIAN—2ADOFELXENLT-D, 7714V
HORBIZANR—=ARHHIRETZra— RENTWE &, 7 4 VZIFZZDRN
Tr7ANEZAXy T LET, AvE—VDFRM T 7 A NLDONTNBIEE LT
TrANLE—FTHE, ZOL— T true IR LET,

WO RIZIEE LTSN,

o FBIRfTT7 7 A NDEAFINEMIME ~v X —bXx vy 7F v InET, MIME
Ny B —=ZHDBT T ANLDORRBIIIAN=ADGHGENHY £,

o T FANNT —H A4 T DA, Cisco IronPort 1X 7 — A 7 ONE N D
Ty ANLERFS L, scanconfig /L—/b (T AF ¥ /NT A —H DIH |
(P.6-125) #&M) Z#EMHLET,

- 77 AN I BOER 7 740 JLiETE2HbT) ThoLHEE.
T—=AATTHDEEFRRENT, ZOEMT 7 A VOARNITEG S
FHA, DFEV, ZTDOT 7 A/VIE attachment-filename /L —/L CliIAL
HENEtA, ZOLIR 774000 E LT, gzip THEM S
FATARET 7 A )V (exe) R ENH Y £,
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- 7 7 ANVDBEMDIERE Y 7 A NV THDHEA (foo.exe.gz 72 &), IE
BERRAMEH L CTEMR T 7 A VNOREED 7 7 A N H A T EHRHFE L E
T RN 77 ANBET—H AT 77 A NVNOEIMDIERE T 7 A /v

(P.6-46) ZZMML T 7ZS W,

A=V ORMN T 7 ANEBRET DO TEDLA =Y T 4L H
L=V DEEICHOWNTIE, [T 7 7 A VDAX ] (P.6-97) #BRL T

W,

WDT7 4 L, VAT —RBRETERFREINTZTRTOETA—NVEHERL, 77
ANEN * mp3 THIWRMN 7 7 ANBRA v E—VICEGEENDIHEIL. #ZST5
A=V MMARTAEINET,

block mp3s:
if (attachment-filename == ' (?i)¥¥.mp3$') {

bounce () ;

BRIFANBET—HA4T I7AIVAQEBROERI 7ML
WIS, T—=HhA 7 (gzip THERRLIZ b DR E) 12D HMDEH 7 7 A LD
AT W ERLET,
quarantine gzipped exe or pif:

if (attachment-filename == ' (?1i)¥Y. (exe|pif) ($].9z$)") {

quarantine ("Policy");

DNS JR k JL—JL

dnslist () /b—/biX, 7 UIZ DNSBL A (lipdr /v > 77 v 7| & ST
*9) 2EHTAH37Y 27 DNS U R N B—R"EZREL T, EEEHFD IP
7 R RIS (IP 2 1.2.3.4 O%AI1L4.32.112720), o ZHNDOH—N
LTV T 4 7 AL LTEMSNET (=" OEENPE Y 4 RTRhWVWGA
i, =R LT VLT 4 7 AERYDEHOOE ) A RBNBMENET), DNS 7
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Ay—C T4 NVAEFERLEEFA—IL R) O—DER

T U BNER S, VAT AL DNS KREULE O IP 7 RLVARY— D Y
A RIBNWZ EERT) FEIPT FLA (T RLABRRODoT=Z L &2RT)
DEINFET, WEINDIP T RUARF@EH, 127.0.0.x (x 1L 0~255D95HiF
ET_ToOHE) ORI £+ P 7 FLAFHIZFTEATWERA), —
oY —NF, VA MMBOBAICESWTERLFNRRLIHEEZIK L ET.
FNLUNDOT— I FT_RTCO—FHIZH L TRICHERZK L ET,

dnslist () {&, header () — L ERFERIC, BHIEEZIX HEBKCHEHATE £,
B CIE, IWEEZETDE true IR L, JWENRWIES (DNS 9 — 8855
REEDOEEE) 1T false ZIR L E1,

WD7 4V &F 7T 5 &, (58D IronPort Bonded Sender fF# ¥ —t 2 7
075 LR FERNTWBEBE, TOA v —UREEbICHSNET,

whitelist bondedsender:
if (dnslist('query.bondedsender.org')) ({
skip filters();
}

FFva T, B (=) £REAERX (10) AHEHLTHRRE ST E
TH5Z L TEET,

WDT7 4 NVZiE, =05 [127.0.0.2] DENBEAvE—VF Fay 7L
FI, IWERZEZNLUANAORNETHIIE, ZD— Lid false KL, 7 4V HX1T
WEINET,

blacklist:

if (dnslist('dnsbl.example.domain') == '127.0.0.2') {

drop () ;

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




BOE Ayb—Y IS EFEALEEFA—IL KR O—0ER |

SenderBase

FE@/IL—IL

reputation /b—/ L1, SenderBase Al A = 7 A DfE & Hoifit U CREFR L £ 47, >,
==, <= R EDOTRCOUKEE 2 Tc& £9, £ v&—IC SenderBase T
AaAT PN GAE (INFETRAaTNRE ST HER I TV, SenderBase
Y —E R 7Y — =\ DREERE TE R 12548) . iR =T &
DOHBIIT N TRRLET FEDIWTAUNOMEL Y KEWEZIT/hEn, WT
NHOEEZELWELIFELL 2V EWV I HBINTEERFA), WIZEHAT D
no-reputation L—/VZfEHT 5 &, SBRS A= 77 lnone] THDHNE D%
MR X ¥4, OB TIiL, SenderBase L B2 T —3 g —EAMHIREND
LEaT—Yay Aa7NLEVED -7.5 2 FTRIZEAIC, Avk—T0
[Subject:] 1TDHEFAIZ [+** Badrep ***] WAMINET,

note bad reps:
if (reputation < -7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation ***
$Subject') ;

}

FEMRIZ DWW I, [Cisco IronPort AsyncOS for Email Configuration Guide]
[Reputation Filtering] & [SenderBase Reputation Score (SBRS)] #Z&M L T 72
EWV, [TUFANK VAT ADNARA T 73] (P6-94) bBEBLTL
S,

SenderBase L' =5 —3 g > Jb—LiZ L AEIE -10 ~ 10 T35, NONE &\ D
EPNRENDEHEE D H Y £9, NONE I DWW THRICHESR DS LB R EE 1,
no-reputation JL— )L L E 9,

none_rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');
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TE)L—)L

dictionary-match(<dictonary_name>) )\ —/ViX, dictonary name THE L1z
ZHIOFEICH D5 EREBHEITHEN A v B —VARLZH UL true LAl L
ET, HEENEELRWEAIT. 20— false LFHMIILET, BEHEOE
# (RXFLNLFOKBIRHFFEREROBRER L) OFFMIZ OV T, [Cisco
IronPort AsyncOS for Email Configuration Guide] @ [Text Resources] D%
ZRLTIIEE,

WD 7 4 v # 1%, Cisco IronPort 2% [secret words] &\ 5 FEEIZH L HFEL S
DAY E—VEAXY T HE, BREITIA VR IRy at—%&#EL
7.

copy codenames:
if (dictionary-match ('secret_words')) ({
bcc ('administrator@example.com') ;
}
WOBITIE, A vE—UARIIT Tsecret words) &) FHEOHFENRD HHA .
Policy Lt WHZDBRET I TIZA vE—VURNEEFEINET,
only-body-contains %1¢& ﬂi;ﬁ\:foﬁ N body-dictionary-match %fq:fﬂié_’\f

DALT VB ENENIHEE L B LTV OIBETHY £HA, 3T
VESDAAT (FNFA= /RIS LEESNET) TEFSNET,

quarantine data loss_prevention:
if (body-dictionary-match ('secret words'))

{
quarantine ('Policy');

}
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WRDT7 4 NETIE, HANRELERHECHDHELE BT 2 LMEINET,
quarantine policy subject:

if (subject-dictionary-match ('gTest'))

quarantine ('Policy');

WO TIE, [To] ~v X —DETA—L T RLAZBAL, BHZEICITITM
Fabv—%2%EFLTWnET,

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))

bcc ('administrator@example.com') ;

attachment-dictionary-match (<dictonary name>) /b —/L{X FFRD
dictionary-match /L— L & RIRRICHERE L £ 908, MBEIIZIXHAN 7 7 A LT
‘j—o

WDT 4V ZTE, A yE—VDWMNT 7 A /WIT Tsecret_words) &9 FFEIC
BOLNTHUPOHENREENTVD L, ZDA v =N Policy &\ ) ET
VTICEEShET,

quarantine codenames_attachment:

if (attachment-dictionary-match ('secret_words'))

{
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quarantine ('Policy');

}

header-dictionary-match (<dictonary name>, <header>) /L —/ Ui EEROD
dictionary-match /L — /L & [FIERICHERE L £ 9728, M43 <header> THRE L
Tesy X —TF, ~y X —ZDORILFE/NLFIEIRBIE NN izd, =& 203
lsubject] Tt [Subject] THAEREL £,

WDT7 4 VZTE, AvyE—TD Tee) ~v & —IZ Tex_employees| &9 &
FZHDHNWTHOOHEREENTWVE L, TDORX v E—T2 Policy &5 R
Er ) TICEE S ET,
quarantine codenames_attachment:
if (header-dictionary-match ('ex_employees', 'cc'))
{
quarantine ('Policy');
}

HEMBENTIA N = RelT 52 enTEEd, EF AL T LR
PEVF Faex Ay —7F 20ETHY A,

SPF-Status /L—J/L

SPF/SIDF ffE & iz A — V%259 235A . SPF/SIDF MRAEDFERIZ L - TR
WAHT I arEBFITT D ENMBEIIRDIGENH Y £3, spf-status /L—/L
TS & B SPF MEEE R & OMRENTEREIC 2 £9, FEMIc->NT
W, THRERE R (P.5-39) 22 L T E &,

SPF/SIDF MGEREH & DG 24T 91213, RO L £,

if (spf-status == "Pass")
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1 SOFMETEEOREHEICH L TTF =y 7 T25H6. OB TEE
R

if (spf-status == "PermError, TempError")

SHIT, RO ZEM LT, HELO. MAIL FROM, PRA ID (% L THEGERS
ReTFzv 7325 LHTEET,

if (spf-status("pra") == "Fail")

WD, spf-status 7 4 VX DFERGFIZRLET,
skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;

quarantine-spf-failed-mail:
if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {
# completely malicious mail
quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");
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} else {
if (spf-status("pra") == "SoftFail") {
if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"
or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {
# permanent error - stamp message subject

strip-header ("Subject") ;

insert-header ("Subject", "[POTENTIAL PHISHING] $Subject™); }

[ oL-23081-01-J
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SPF-Passed /L—IJL

WORFNZ, spf-passed & ~—7 TN TVWRVET A — AV ERET H7-OICHHT
% spf-passed b— NV ERLET,

quarantine-spf-unauthorized-mail:
if (not spf-passed) {

quarantine ("Policy");

GE) spf-status /b—/L L B72 U spf-passed /L—/L1Z SPF/SIDF FiFiF(E % fif ¥/
T VI EHE L E T, IROMGER R, spf-passed b—VIZEHE L TV
WH oL LT E T, None, Neutral, Softfail, TempError. PermError,
Fail, LV FHEMARERICKESNT, Avb—V~DT 7 v a v 2374 51208,
spf-status L— A EFEHL FET,

workqueue-count JL—JL

workqueue-count /L—/Lit, {EEF 2 —HEREDEELEMELET, >, ==, <=
BREOTRTOREBHEF2HATEET,

WDT 4 VZIE AEREF 2 — e fB L, f5E LML Y 2T IR S A DOHER
ZEMLET,

wqagfull:
if (workqueue-count > 1000) {

skip-spamcheck () ;

SPF/SIDF ®##ic >\ Tk, [SPF B8 XU SIDF MizEoMsE | (P.5-26) 5 W
LTL7EEN,
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SMTP Authenticated User Match /L—JL

IronPort 777 A4 7 U AN A v —VOEEIIC SMTP FBiEEHEH L TW A4,
smtp-auth-id-matches (<target> [, <sieve-char>]) /L —/VIEA v E—T D~y
H—bxo_n—TREHEREED SMTP it —H ID LRE L., A7 —
T4 T INTE~y =2 FREEA vy E—VEBIILET, 207 4 VX E2H
HA32& ROVTELOHEMEOHIA v E—VEREELITTry 7 TEE
R

smtp-auth-id-matches /L — L%, SMTP FZGE ID Z &k O ikt g & i U7,

HBxER HL

*EnvelopeFrom SMTP s&ED T " —7%E
HDT KL A (MAIL FROM)
i L ET,

*FromAddress From ~ v % —M LN 72

7 R A& L EF, From

Ny X —ZIIEBEOT FL A%
EHTE D7D, 20H5H 1D
i I AW G T AR V=S

‘j—o

*Sender Sender ~v ¥ —THREINTW
HT7 R Az L FT,

*Any ID b b3, BFEHE A

SMTP & v g v FIEREN
"AvE—VE—HLET,
*None FRREFE A SMTP & v v 3 v iz
EREN ol A vkE—DL
—%LET, BiEBRA 7z v
OHFEIEF] T (HESE),

T4 NAZEDREITETIIH D A, KLFE/NLFIIER SN ERE A,
7 a T sieve-char 737 A —Z BIRE SNV TV DHHE, *#ﬁ@ii@fﬁﬁi%ﬁ
{7 RUVADEBOEHSITIERRFCERENE T, & 21X, T A—ZI|Z T+]
NEENTWAEEA. 7 FL X joetfolderfexample.com D2 H [+] KD HDES
DN T 4 NH TIIERINET, 7 FL AN joetsmith+folder@example.com 9D
Brald, T+folder] OAHPER S E T, SMTP GBFEL— W ID U547 Hidi /e
=YL T, BREME A —/V T RLUATRWEAIE, HBHSRO 22— 45
DOBPBEINET, NAAL IO — L THGET A LERH Y £7,
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|
F72. $SMTPAuthID 4% i L T SMTP #ik=>—% ID &~ v ¥ —ITHfi AT
HIENTEET,
WDF 1L, SMTP #BFEID & EF A — NV DD T, smtp-auth-id-matches
TANE =R DB T—HT 20 EINERLTVET,
—Bo
SMTP R2EE ID ASBVWXF EBETEHETELR AE
someuser otheruser@example.com No
someuser someuser@example.com Yes
someuser someuser@another.com Yes
SomeUser someuser@example.com Yes
someuser someuser+folder@example.com No
someuser + someuser+folder@example.com Yes
someuser@example.com someuser@forged.com No
someuser@example.com someuser@example.com Yes
SomeUser@example.com someuser@example.com Yes

WD T 4 H %, FBAEFEH SMTP o ¥ a VHIIER ENT-TRTOA v —
CEMER L, From ~y X —DO7 FL R Lz Ro—7%EH0) SMTP RGFE>L—
YID & —HTHPMIELET, TRLAEID N —EHTHE, 74X ITRR
AVEHFALET, =B LARWEGE, T7I9A TV AEIA vy E—VEBRELE
7

Msg_Authentication:

if (smtp-auth-id-matches ("*Any"))

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "$SSMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and
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smtp-auth-id-matches ("*EnvelopeFrom", "+"))

# Username matches. Verify the domain

if header('from') != "(?i)@(?:example¥¥.com|alternate¥¥.com)"
or
mail-from != "(?i)@(?:example¥¥.com|alternate¥¥.com)"
{
# User has specified a domain which cannot be
authenticated

quarantine ("forged") ;

} else {

# User claims to be an completely different user

quarantine ("forged") ;

Signed JL—)L

signed V= UIA v E—VDOEALAEZHR LET, ZONL—NF, AvE—TD
BLDOEEERT T —NMMEEZIRLET, ZO/N—Lix, B4 ASN.1 DER =
A—FT 4 T =TS TV DD, BEUNCMS B4 7 — 2 A8ME (RFC
3852, B va v 5.0) ICHEHLL CWAnEMEL T, BLNa Ty E—
BT 20 E 2 NIIMREsS T, IEHEOFIME LR INER A,
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W OFITI, signed =V L T~y X — 2B F A /‘E_V(:Tﬁj\ L
7

signedcheck: if signed { insert-header ("X-Signed", "True"); }

WOHFITIE, signed b— L ZEZFEH LT, FFEDEEE I/ N—T M O2E LR
BLDA v E—VOUMN T ANV E KRy T LET,

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment size > 0)

drop_attachments("");

Signed Certificate JL—JU

signed-certificate /L— /L1, X.509 GEAERITE L2 IEA v E—VELFH
B ELEERKRRE —BLTWD SMIME A vy E—UVEBIRLET, Z0
= LR LTV B D1E X509 GEBED AT,

ZDN—/V DT signed-certificate (<field> [<operator> <regular
expression>]) T3, FHHOHAFIIKRD LY TT,

o <field>: BIFHBFCH ENTZ LT vissuer” (GEITH) FT721E "signer"
(BELE),

e <operator> :==F7=IF 1=,

® <regular expression> : FITEETITBLEBLRET 72D DA,

Ay —VIEEOBABFERINTWDIEHAE, WTThORITE EIZIBLE

DIEMBRHRE =BT 2 & true PIRSNET, 20— L% —FHNET

signed-certificate ("issuer") BLIOD signed-certificate ("signer") D X

INTHRET D L. SIMIME # vt — 0 ITE UTBLENRESNLTWSS

AT true DR ENFE T,
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BLE

®TE

Ay —UBLFEICEH LT, 20— iE X509 GEHED subjectaltName YL
MO rfcg22Name DY —7 A EMH LE T, BAGEHEIC subjectaltName
T 4=V RBR WS, 70013207 4 —)L RIT rfe822Name & D372 WIEE .
signed-certificate ("signer") /b— Ui false I L FET, FNTIEH Y £7
M. rfc822Name L NEHHEH SN TWABEE., ZONL— X T X TOL4H[ % IE
HERBEBAEL LD &R, BMIC—E LIZFREA T true IR LET,

FATHE T X509 FEHEOZE TR WVikEI4 T, AsyncOS (TFEEN S 3ITH & 1
% L. LDAP-UTFS8 Unicode 3UFHNIEH L F T, ROBFESBIZLTLEIN,

e (C=US,S=CA,O=IronPort
¢ (C=US,CN=Bob Smith

X.509 FGEHIETIIRITHE 7 4 —/V RBLERTZD |
signed-certificate ("issuer") X S/MIME A V'E_yﬂz X.509 %E%%?ﬁi‘(%‘é
MEIMEFHELET,

ERRETOIRy—TNE

LDAP-UTF8 Ti, EHEHRTHEATEZ 2R —7HADBRERINLTWET,
LDAP-UTF8 TOXFDxT Ay —F MO FEMIZ 2V Cidk, [Lightweight
Directory Access Protocol (LDAP): String Representation of Distinguished
Names] (http://www.ietf.org/rfc/rfcas5l4.txt) #ZMML T ZEW,

signed-certificate /L —/L TOT A7 —7 JL—/)LZ, LDAP-UTF8 CTEZRINT=
TR =T =V EFRRY | 2R =TSSR DB = A —T L
9, LDAP-UTF8 TiX, = A/ —7WE L TR RTE LN Fa AT a T

TRG—TFTHIENTEET, 2E2E RO 25OXFHE, LDAP-UTFS

DZRr—7 = TIEWTF b [Exampl, Inc.] ZELETHLOEINET,
® Example¥, Inc.

® Example¥,¥ Inc¥.

—JFC. signed-certificate /L —/L Ci% [Example¥, Inc.] OHN—FH L F

Ty A=A U A4 RO X7 —7 8% LDAP-UTF8 Tl ST\ E

TR, BRETHEHRWZH, ERBHTITFFT SN EY A, signed-certificate
=TT 2 ERRBEELFERT 2561, =25 —7 AR THRART
EDXLFIHZAT =T LRNTLIEE N,

[ oL-23081-01-J
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$CertificateSigners 7 > 3 VE#

T U a B scertificateSigners 1L, BAGEHED subjectaltName HHE
MOEG L, W~V BADELEDY A ST, 1 ADEALAEZITELD
BEFA—NLT RLARHLIGE, BEEEARELZ ETY X MIRERSNET,
72L& z1E, Alice PP 2 DOFEHEBETA v —VIZBLA L LET, Bob
EEZD 1 DOFFAETA v E—VIZEA L TWET, TXTOFEAREIT 1 o
FHEABEBIIC LD BITSNTWES, A v =2 S/IMIME 2% ¥ > 2 @ity %
L HIHENAT XX 3 o0EEREENE T,

'issuer': 'CN=Auth,O=Example¥, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}l
{

'issuer': 'CN=Auth,O=Example¥, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}l
{

'issuer': 'CN=Auth,O=Example¥, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

SCertificateSigners EEIIRO XS IhrEsnE 7,

"alice@example.com, al@private.example.com, bob@example.com,
bob@private.example.com"
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7l

ROBITIE, FEAERITE D KREICW DSBS, FrLn~sy X —RNHASLET,
Issuer: if signed-certificate("issuer") == " (?21)C=US" {

insert-header ("X-Test", "US issuer");

WORFITIEL, BLED R AA 2D example.com TRWEE, EEHEFIGEMINET,
NotOurSigners: if signed-certificate("signer") AND

signed-certificate ("signer") != "example¥¥.com$" {

notify("admin@example.con") ;

KOFTIE, A= XS0 FGEHERH DHEE. ~v X —BMENET,

AnyX509: if signed-certificate ("issuer") {

insert-header ("X-Test", "X.509 present");

ROFITIL, Ay E—VOFEAFICBELERRWGE, ~y X —BBINENET,
NoSigner: if not signed-certificate ("signer") {

insert-header ("X-Test", "Old X.509?");

[ oL-23081-01-J
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AvEe— D42 THOITY

A= T4 NVEZOHE, BIRENTA = LTT 7 a a8

17952 &T9,

T a I, D2 ODEALTRHY F3,

o RT3 al (deliver. drop. bounce 72 &) 1T A v — VDM EFKLT
L, %D 7 4 NVZICEDELRDMBEHFTLEREA,

o HERMT I VaiF, AvkE—VEEILICUETAZ LEFATAT Vg
CEFEITLET,

EREA = T4V T va v, BREMCT, F 74 LEINRLDET

I avERETAIEBEO T ANZIIA =R KT IHEE, TXTOT

varRBEEsh, WHshET, 2FEL. RCT7 7y a v EEETHEKD

TANGZEA =V BT HHE, fiOT 7 v arpd bEEEh, ZEo
TANE T va rNEASNET,

T4 TFHaV—ER

Ao —T T4 NETIIRDFE 6-5\R"T T 7 aBBFA—IN AyvkE—U

WCHEATEET,

® 65 AyR—C T4 NETHOYaY

THoary |#EX B

BEEFTARR b |alt-src-host Ay =V OREIET H%E LA R b

NEE 4 & IP A % —7 =4 A (Virtual Gateway
TRUVR) EEELET, HELAA R
(Virtual Gateway 7 KL R) BHET 7 =
»1 (P6-87) ZBRLTIIEENY,

REEQLE |alc-rept-to Aye—VOREEREELES, [%EH
EHT7T 7 ar] (P.6-85) H#HMLTLE
S,

A—JL KRR |alt-mailhost A=V ORERA -V RANEEREL

FOEE 9. MBERANEET 7 va )
(P.6-86) #ZML T 7ZEW,

EEN notify Ay —UICHlT MG LB OZEEITE
BLEY, BB IO —@my 7 v a
v (P6-77) #BHLTIIES N,

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| 6%

Ay—C T4 NVAEFERLEEFA—IL R) O—DER

% 6-5 Aye—Y 42 TOVIY (FHE)

FToary |[BX L]

JE—@#@H |notify-copy notify 77 ¥ a » &[FEIERTT A3, bec-scan
DEOICa—EFELES, NRAB IV
abE—W@EHT 7 v ay] (P6-77) =&ML
TLFEEW,

BCC bee Ayvk—Vhkavr—L (Avk—v L7V
r—a ), ZOav—rELHLTHOZE
FICEELET, 77914 R A=A =
v—77var) (P6-81) #HL T
S,

BCC pec-scan A =k B T FEIER L

(RF¥ > EDAyE—VEHLNA v E—VThHS

nEHY) POXIEEFa—CUHLES, [T
AV R =Ry avt—T7r7 3]
(P.6-81) ZZWL T EEVY,

F7—Hh4 7T |archive Ayt —T% mbox BERD T 7 A /WIZT —
HATLET, [ T—IAT 7 av)
(P.6-83) ZZWL T EEV,

BRE quarantine quarantine_name TIEE LT-BET Y 7

(quarantine name) R /‘TZ‘—:/%?%{%?L%) is 5 75 7;&5&;@ L
FT, HEBIOERY 7 v a )
(P.6-84) ZZWL T TEE VY,

HE (%) |duplicate-quaran |JFEINTMRETY TIZAvE—TVD =
tine (quarantine l:°~—75:52é1§ Li"?‘*o r*ﬁ&c%; U‘%ﬁ@é? Vi
name) vav) (P6-84) ZBMLTIEEL,

AyH—0@ |strip-header A=V ORI, FBE LT~y ¥ —%

{]73 A=V bHIRLET, T~y 2 —HlkT
7 var] (P6-89) ZBMMLTIIZENY,

ANy F—0 insert-header A v —VORMERIC, ~y X — CfEOX &

wA Ay—VIHALET, [~y X —fAT
7var) (P6-90) ZBRLTIEENY,

AyH—F |edit-header-text }REL/T~AYHF— TXF AL, 74 VESE

*2 - OfR% fhe UCHE Lz SOrdilc & ez £,

[~y X — FTXANMRET 7 a )
(P.6-91) =&ML T ZEV,
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% 6-5 Ayk—L J4NE THIaY (HE)
7HLar |[BX Bl
AXOmE  |edit-body-text () | X v — VRN D IEMKRIIZ BT 555
ZHIRL, HBELET XA MBS E
T, TDOT 4 NVHF, A vE—URIAD
URL R E D EDa T Y ZHIREB L O
BT AR CTEET, [ASURET
7varv] (P6-91) #5HLTLIEEN,
HTML @ html-convert () A v—=UARIHES HTML % 7 % HIBR L.
ri Ayb—VDTL—r FHRRANEYEEL
9, ZDOT4NEE, AvE—TYNDOT
NRTOHTML 7% A &L —2 TF A B
WCEBTDGAICER LES, [HTML &
W7 72 ar) (P.6-93),
N9 R TF  |bounce-profile |RFEDNDU LR FRT 7 A NEAyE—Y
A774IL® WZEIY B TES, (N2 Ty AL T
BAYHT 7av] (P6-94) EBML TSN,
7 UF R/, |skip-spamcheck IronPort AT DT L F A/NL AT A
DRATLDN WA ye—VicEAsSnRNE i LET,
EAYS [T FAIND VAT DA INA T
va v (P6-94) ZZBLTLEEN,
FUF )4 IV |skip-viruscheck |[ronPort ¥ AT LADT LV F T A )LA VAT A
R VAT LA MAyE—VICEA SAROESICTLET,
OZAY FAVS [FUFTANA VAT DDA, INA TV
Tar) (P6-95) =#ZRLTIEIN,
A JWABEFE |skip-vofcheck DAY= NIANAEYGT 4 VX T
TLILEDAR AX vy B IRV E I LET,
XrZogm [FUFIANA AT LADNAINA T
BEOR¥v T var) (P.6-95) EBRLT S,
BT 74 |drop-attachments | Xy —TOIRMT 7 A LD 5B, FHE LT
O FayTF | bymnane ERERE 8T DAHIDT 7 A VAT _T
(&RA) FayFLET, T—hA THROBMN T 7

AV (zip, tar) NIZEEETH7 7 AR H D
BE. ZOWRM 7 A MiE ke y FERET,
W7 7 ANDAXYy s A= 7 4L
ZDOf) (P.6-108) ZZIL TN,
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Ay—C T4 NVAEFERLEEFA—IL R) O—DER

% 6-5 Ayk—L J4NE THIaY (HE)
7Hvay BX EL]
HMATF7AI)L |drop-attachments | A v —V DY T 7 ANLDHH HBELE
OFAyJ |“by-type MIME % A £ 72137 7 A MERFIC3% 41
(5473 5 MIME %A 707 7 A Va3 _RTRay
TLET, T—0A4 THERXOBRMNT7 714V
(zip, tar) WICEEAT D7 7 A VDo D5
H. IO T AT Ry FENET,
Rt 7 7 ANDAFY Y AvE—T 7 41
2 Of]) (P.6-108) ZHML TS EIW,
HMATF7A)L |drop-attachments | X v —V DR T 7 A LDHE, FEEL
HrayF |-by-filetype 27 7AND (T4 T—=FV k] &—
(7740 % By 577 ANETRTCRry 7 LET,
A 5 T— A FHAROEN 7 7 AL (zip. tar)
WIZRZUT D7 7 A ADNDDHGE. DU
ff7 740 Fey7EnEd, FMico
WTiH, TR 7 7 AV DAF ¥
(P.6-97) #BML T,
F#AIT7A) |drop-attachments | X B —IJDRMNT7 7 A LD L BED
®FRAyZF |~by-mimetype MIME % A4 7D 7 7 A V& _TRFa v/
(MIME % 1 LET, 2OT7 7 v arTik7 7 A kg
7R T2 £ 5 MIME % A 7 OHBNEFTF DT,
T—HA T ONEORHERS SNERFA, [T
77 ANVDAFY > AvE— 7 4 )LH
DOl (P.6-108) ZHMRL T 7EEW,
F#AEIT74A4) |drop-attachments | X ¥ —IVDFRN 77 A LDH5H, v — =
DFAyT | bymsize va— FETHRE LIc A X (3 b E
4 X3 fi) Y kDY A AT %7 7 A VT RTR

0y FLES, T—0ATREMT 7 AL
Ba. 20T sy a r TIIEEMRRETOY
A ZFEHIIE T, 73— F&E1T 9 BIO KR
D7 7 A NDY A APRFHAII S ET,
W7 7 ANVDAFY o A= 7 40
2 DOf] (P.6-108) #HML T IZIW,

[ oL-23081-01-J
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® 6-5

A= 4N THAY (HE)

Tovay

B

g!l‘:

AR

wmEI27AL
OoFrFayJ
(REA)

drop-attachments
-where-contains

Ave—VORMT77ANVDH L FBELE
ERERHEZEL7 7 ANV ETXTRrY T L
FT, NE—COFREREN, LEVETHE
ELTE/NREU ETHIMERH Y £,
T—=NAT 77 AN (zip, tar) X, FIZH
FNTNDE T 7 A LDONT IR IERER &
—HTLHEAIC ey T EINET, TR
T7ANVDAF XY AyE— T 4 HD
) (P.6-108) #ZML T ZE W,

FFaryTCANTEDaA L ME, F
0y TINTERMN T s ANVEBEERZDT
FRAMNOEFIFHATEET, 774
DTy —F, BHIZA v E— B
SNBETTT,

0 e ]
DroyvS
(HEED—
Rl

drop-attachments
-where-dictionar
y-match

FEOHFELO—FUIZESWTRMA T 7 4
NEHIBRLEST, RG7 74V THD &M
Wr X415 MIME $#4y O HEE S #EE O GG
—HT A5 (o, 2—FEZEOLZWV
EIZZELTWAEE), IT7 7 A V&
A= bHIRENET, TIRTZ 741D
AX ¥ Av—T T 4 LH OB
(P.6-108) ZZML T EEV,

PAE Eal0)]
B

add-footer (foote
r—-name)

Ty B —%AyE—IEMUET, M
\Z2WTIE, [Cisco IronPort AsyncOS for
Email Configuration Guide] ® TMessage
Disclaimer Stamping] 3 X O Text
Resources] OFFEEZZHL T EE W,

BRSERD

E& 1L

encrypt-deferred

FEHFIC A v —VEREBLLET, A v
=3 FOFEFEFROUIICELR, T
DIFNTE T LR TR B{L S v, B
EhEd,
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Ay—C T4 NVAEFERLEEFA—IL R) O—DER

% 6-5 Aye—Y 42 TOVIY (FHE)

FTHovary |#EX Bl

ry—o tag-message (tag- |RSA Email DLP RV v — 7 4 L& J 7T

27mEm |nane) T 20 A8 LRAFEE A v E— B
L£79, RSAEmail DLP R U v — %% E L
T, AX XY iR E A= ¥ IBHD
AvE—VIZRETHZENTEET,
Ayt —U X 7IIZEEHEMTIEIRRINE
Th, (Avt—U ZTEBMT Vv a)
(P.6-96) ¥ X [Cisco IronPort AsyncOS
for Email Configuration Guide] @ TData
Loss Prevention] OFEAZSZHL T 7ZE W,

AY Tk |log-entry HAL <A X LT=TF A %, IronPort 7

1) ®EM XA KM A—)L v sz nF0 LoULTBANL
FT, TOTXFANMNIFET 7 v a VEEKE
T ENTEET, v/ = MU
Ayt— b X TICERENET,
e/ = NYBIMT 72> (P.6-96)
EHEBLTLEEND,

*HBYDAy |skip-filters Ao—TIZR LTHD A vE— 7 4 4

=210 CEDLEIAITONT, A v E—VITE

5EAXYT A= RA T IR ZOEERBLET,

MY DAY= TANEEBAR YT T
7 var) (P6-75) ML TLIEEN,

*Ayg—y |drop AvE—VE Ry 7L, BEELES, [F
oroyF 0y 77 var] (P6-76) #ZMRL T
72E0,

*Ay—  |bounce Ayt —VEREHEIRLET, (XU
DINI VR T var) (P6-76) #BHLTIIEEN,
*3 CICHES  |encrypt IronPort Email Encryption Zf#H L T, %
£ L CEfE BAvE—VERFLLET, KT

var] (P6-77) ML T,

*REFO Y

[ oL-23081-01-J
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BETZFANTNL—T

WEDTZ 7 AN Z A7 (Texe] I2E) RN BRIRMN T 7 ANDITN—T%
attachment-filetype /L —/LX° drop-attachments-by-filetype /b —/L CHIE
TEEJ, AsyncOS ITIR{S 7 7 A v & £ 6-6 ITRMS LTV D I N—TITHHR

LET

* 6-6 BNV TL—TF

BEI7A4N TIL—T4%

AEXvOREDITIFAIL 84T

Document

® doc
* mdb
¢ mpp
® ole
¢ pdf
® ppt
®* pub
® rtf
® wps
® x-wmf

® xls

Executable

® exe

® msi

® pif

((¥) Executable 7V —7% 7 4 VZ Y 7T
AHE, dll 77 ANt secr T ANVH A

FyrrInET, IO T AN XA
TIEERNC AT ¥ o TEERHA,
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* 6-6 A7 TL—T (FE)

BMEIFANTL—TB RXvoR/EDIT7AIL 24T
Compressed * ace (ACE T—HANEMZ 7 A V)

o arc (SQUASH JEMiT—H A7)

* arj (Robert Jung ARJ EMT —HA7)

® binhex

* bz (Bzip JEMETZ 71 V)

* bz2 (Bzip M7 7 A V)

®* cab (Microsoft ¥x¥EXxy b 77 A)
* gzip* (JEMi7 7 A /v - UNIX gzip)

® lha (EM§7—Hm A7 [LHA/LHARC/LHZ])

o sit (EMF7—HM A7 - Macintosh 77 AL
[Stuffit])

o tar*x (M7 —HA7)

* unix (UNIX JEMET —HA 7)

o zip* (JEM§i7 —#HA 7 - Windows)
* zoo (200 EMT—HAT 77 AN)

*INHEDOT AL TR AF Y ] OREZIC
THZENTEET,

Text *  txt
® html
® xml
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® 6-6

A7 TL—T (FE)

AMIIFAN TL—T4

AEXYOREDITIFAIL 84T

Image

bmp
cur
gif
ico
jpeg
pcx
png
psd
psp
tga

tiff

Media

aac
aiff
asf
avi
flash
midi
mov
mp3
mpeg
°gg
ram
snd
wav
wma

wmv
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| 6%

Ay—C T4 NVAEFERLEEFA—IL R) O—DER

TOarvEHR

bce () bece-scan(). notify (). notify-copy (). add-footer ().
insert-headers() DET 7 v a itk 77 a vV OEITRHFIZTEOXA vE—T
OEBRICHBMICE S B ONIFTEOEREZHEHL TWAERTA—=2RHD F
T T DFFRIRERE 72 g AEH EVWnET, Cisco IronPort 777 A
TUATIHRDT 73 a VEERYR— SN THET,

& 6-7 Ay— J4NE TOVIVER

i B Bl

All Headers $AllHeaders A=~y A —ERLET,

Body Size $BodySize A=V DY A XE A NEAL
TRLFET,

Certificate $CertificateSigners |B4 f}xZEHED

Signers subjectAltName BFZN L&A L
TEBAFEERLET, Iz
Tix, l$CertificateSigners 7 7
va vk (P6-60) #HMLT
STEEN,

Date $hate BIfED A% MM/DD/YYYY
ATELET,

Dropped File $dropped filename BRI Rey FPENE77A4 L0

Name LETDOHEIRLET,

Dropped File $dropped filenames Fevy =774 100 A K

Names ZHRABWLFET (sfilenames & [Al
BT9),

Dropped File Sdropped filetypes Fay7FEInN7r7A4NVDE A7

Types #FRLET ($filenames & A

BT,

Envelope Sender

SEnvelopeFrom

A=V DTy No—TEEE
(Envelope From, <MAIL
FROM>) #ikL %7,

Envelope
Recipients

SEnvelopeRecipients

Ay—=VDFT_RTOT N —
7'%1§% (Envelope To, <RCPT
TO>) #RLET,

[ oL-23081-01-J
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% 6-7 Aut—T TJANBE T aAVER E)

£ 3 BiEA

File Names $filenames A ov—TOERM T 7 A L D4R
DYAPED <R TIRLE
¥

File Sizes $filesizes Ao —OFRMN T 7 ANVDYA
APV AR NETr~<RED TIRERL
£

File Types $filetypes A=V ORMN T ANDE A
TOYRANE XYY TKL
£,

Filter Name $FilterName MERH D7 4 VX DLFTEIELE
R

GMTimeStamp $GMTimeStamp A v ¥— D Received: {TIZE TR
SNDBIED HFEZ GMT JEAT
ELET,

HAT Group Name |$Group At —DOEEFRICEEENRE

LCWEREHE I LV—T D4R %
ELET, EEH I NV—TI4H
N7 WEEETE. [>Unknown<] 23
AEINET,

Matched Content |$MatchedContent AX XL T ANH L—)L
(body-contains 78 ED 7 4 L X
=R T Y T4 a )
Vagte) Z N T—LeNE%E
ELET,

Mail Flow Policy |[sPolicy Ry — ORI R EEICE
HEn= HAT RV o — D4 | %
EBLET, EBHEHLORY —4
R & TV WA,
|—>Unknown<J ﬁ‘f@]\éﬂijﬂo

Header S$Header['string'] BIRAGCHENT-~y X — D%
BELET Goo A vE—IIli%Y
ToH~NyHE—nHLHEE), _HE
HEMERHEN 256800 £,
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% 6-7 A=Y JANE TOLaAVER (HE)

£ 3 BtE

Hostname $Hostname Cisco IronPort 777 A 7 > A D
BRAMLERLET,

Internal Message |$MID NI CA v E—REBT 3728

D BRI TND A vy E—2 ID
(MID) #IEL £7, RFC822 @
Message-1d] DfE & TR 2D DT
EREL TSN (2ol B
F%121% $Header 2 L £3).,

Receiving $RecvListener Ao —VEZELEY A F—0

Listener = I R —AIIEEHbD> TWE
K

Receiving $RecvInt Ao —CEZELEA VX —

Interface T2 AAD=y 7 X —LEIRLE
R

Remote IP SRemoteIP Cisco IronPort 777 A 7 R|Z

Address AvE—VEERF LIV AT LD
IP7 FLAZIRLET,

Remote Host $remotehost IronPort 775 A4 7 L AL A v

Address TV ERELE VAT ADFA
MM EZIRLET,

SenderBase $Reputation {23 @ SenderBase Fifi 2 2 7 &

Reputation Score WRLUET, M2 3 7R RWEE
1% TNone) ITEEHZX HNET,

Subject $Subject Ayt —0M44 R LET,

Time $Time BLAEH D IR [ 45 C D BITERF ) A i
LET,

Timestamp $Timestamp A v —V @ Received: {TIZFR
SN D BUED H K & BLE 1 D g i
- TRLET,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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EASCUXFEY FEAvE—D TR 7O aVEH

ZDOVAT AT, ISO-2022 AX AN Fa— R (Ny XF—ETHEHSh L
I—RORZA)N) ZEFLT 7Y a VEROIEEEZY R — L TWET, £z, il
HMNTEESETIA M TEET, ZROONERHES SN TEMAAER S

L. UTF-8 JEX D, SIHM CHFENZERIAIAE/R A v — L L TERENET,

HaAVTUYDRT

W7 740 3T oYM, Av—URLEZEFRMNT 7 A VEME, Ay

T ORI, FEREA T AN 2T VR —ET A A v E— T
MLUTHRIET 7 v a v BRREINTVWAREE, ~HT2a 0TV ERERA Y

-V TCERTEET, AvE—VARXEZRTTDHE, FY=T Y RHEET
WHFR S £, $MatchedContent 727 ¥ a3 VA EHHA L T, &Y= T

VY ERAyE—VONLIIAND I ELTEET,

Ay —FRFarT oy T4 E V=L E NI T LAy —Chn—
HIORBET Y 7 THRRTBHEE, GULITITEBRICIZT 7% v—1%& R
H—=LTWRWNWa TN (AN =B NI H—LTcarToredh
bET) BRENDIFENDY £9, GUI OFERIL, ESar T oY e
D700 BZELTHATLIHLOT, ZEa Ty YOREERYANTHD LT
B FHA, ZOBRELNREATHOIE, GUI T T oY OBRAICHEALTWH
50V I NI 4 NE EWRTEETRWEHTY, ZOMETA Y-V AR
TORBIZOWVWTORFELET, A vE—T0KEHITHOHNT, —FT 505
FILBET AT 4 VZ L—LD Y A NP INT-RITEMTT,

%I:
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| £6F Avyb—Y 402 %2HBERALEEFA—ILKYO—0ER

P - —

Avte— T4 IL2 7O a2 nH

[BYDAYvE—D D4V FERXTY T 7Oy

skip-filters 77 v a Y2 FfTTD L, AvE— 74 NZILDAYE—D
DN ARy T I, Ay E—VIFEFA N AT T 2BEBLET,
TIIALTVATT VFANRD AFX Y T UV FTANA Ay UBMERTE
DA, skip-filters 77 v a v R LA v E—VIEINLDAF ¥ /D
SE LMD F9, skip-filters 77 ¥ a i, Avk—Y T4V EDF 7 5 )b
NORIKT 7 v a T,

WD 7 4V H X, customercare@example.com |JiBHI % 1%{E L. boss@admin %0
TOAyE—VEEELICEELET,

bossFilter:
if (rcpt-to == 'boss@admin$')
{

notify('customercare@example.com') ;
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skip-filters();

}

KAy 793y
drop T/ avEETTHE, Avb—VERESNPICEESLET, A v

T VIR EERICERE ST, A vt —VORKOIERICHERFINT . FhLL
HORE L —INTOREE A,

WD 7 4 VA1, £79 georgefwhitehouse.gov (A ZXE L., FDO%M4AN
[spamM] TIEEDA v E—VHFEELET,

spamFilter:
if (subject == '"~SPAM.*"'")
{
notify ('george@whitehouse.gov');

drop() ;

INDUR T3y

bounce 77 ¥ a UE, AvE—VEERFEE (moXun—7EEH) ITEL, #
NLBED IR IFAT WV EH A

WD 7 4 VHZIX, @yahoo¥¥.com CHRDODIETA—/N T RLANLEFEINET
RTCOAyE—VHERLET (Ryr2LET),

yahooFilter:
if(mail-from == '@yahoo¥¥.com$')

{
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bounce () ;

EESt7ovay

GE)

encrypt 77 v a it RESINTK BT e 7 v AV EEH LT, B8FA—
ZEHCEELENZA Yy E—VE2RELET,

WD 4 VHIE, A v E—V D4 [encrypt] & WV I BB EEN TV DB
W2, TORA v E—VEEESLET,

Encrypt Filter:
if ( subject == '¥¥[encrypt¥¥]' )
{

encrypt ('My Encryption Profile');

DT 4NE T varEfRT 5. £y MU —2 12 IronPort Excryption
TIFIAT U ARDDLD, FARN F— P —EARBESNTVHILERDH Y F
To Tl ZOTANE T aryEENTLICE, BT T 7 A O
TENBETT,

BHSLCaE—@F@HMT7IaY

notify BX RN notify-copy 77 v aid, FAELTZEFA NI LT, Ay
-V OMEEE S A — /L TEEFELET, notify-copy 77 ¥ a UL,
bee-scan 77 v a v ERERIC, SEDOA vy E—YOa b —4RE L ET, @A
BITIIRONENEENET,
o Ayt —TUDA—NERET T N NKFENOHRE Lo N — TR EEB
L= R —7%(FE (MarL rroM B LW repT TO) FEEDONE,

o AybE—TVD~NyH—,

[ oL-23081-01-J
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o AvE—UEBRHLIEAYE—Y T 4 VH DL,

ZAEE. AT, BELT RLVA, BT 7L —F2BEETEET, KOV ¢
AT, VA AN 4MB 225 A v E—UE2BIRL, T2 Avk—VDF
NEZNIZ DWW TIEN A » ¥ — % admin@example.com (ZiEE L, BT A v
T—UEREELET,

bigFilter:
if (body-size >= 4M)
{
notify('admin@example.com') ;

drop () ;

Eele
bigFilterCopy:
if (body-size >= 4M)
{
notify-copy ('admin@example.com') ;

drop () ;

TN —TZFEENTA—FZ L LT, AIRMEEDEFA—IL T RLA (E
DB TIE adminGexample.com) ZIHECTEET, T/, AvE—VDTNTO
TR —TZEEERET DTV ¥ a 4K sEnvelopeRecipients ([ 77
va EH (P6-71) 25 AFRETLHZLELTEET,

bigFilter:

if (body-size >= 4M)
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notify ('$EnvelopeRecipients') ;

drop () ;

notify 7273 a Y CIIm KT3I 204 T v a UEIEEFEATE, e~y ¥ —.
TR —T7REE, BAAvE—VIHEATAIERELT AN V=2
BETEET, TNOLDONRITRA—HITIZDIEFTHEET HDUENS DT, =
RO —FEREFELRTETIHHEECENT VT L— "2 BETHHEEIIHA4 BT
TAHLENHY 7,

B RT A= ZT 7 a2tk 77y a &8 (P6-71) #5R) i
ETEET, TOEBITDOA v =V NblRELET—F TEEHBZONE
T, T 74 b Tk, M4 1E Message Notification] ICEREINTWET,
TN —TEEFEHENRNTA L L LT, AORTEEDOETA—NVT NURAEZIEE
TEET, F, AvE—VDOYVF =0 RXREJTDA Yy E—VLFECICRET S
$EnvelopeFrom 7 7 ¥ a VEHERRET HZ b TE ET,

WHT T L— b NT X=X, BEfFO@EMT 7 L — FDOARNI Y £7,
FERIZ oW, [EEn) (P6-107) 2R L T ZEW,
WOFNIFT OB ZYEE L2 DTN, 45 TbigFilter] Message too
large] E7RDEIIWTETL, VH = R ETLOEEFEHITHE L.
Imessage.too.large] 7> 7L — &AL THET,

bigFilter:
if (body-size >= 4M)
{
notify('admin@example.com', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');

drop () ;

[ oL-23081-01-J
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|
F 72, $MatchedContent 77 > 3 VA AEFEA LT, #EHF UIEHAEFICa
T TANEN NI TSN E2EMTHI L TEET,
$MatchedContent 7 7 > a3 Y BHIL, 74 AZE N H—LzarTFrYisE
RLET, L E KOT 4V Z L, B A=V ABA TH U v MEBRNE
ENLHEIC. FHEIZEMLET,
ABA filter:
if (body-contains ('*aba')) {
notify('admin@example.com', ' [$MatchedContent]Account Information
Displayed');
}

BHTYIL—F

[Text Resources] ~—3 £ 721% textconfig CLI 2~ R&ZMHEH LT, notify()
BE O notify-copy() 77 a V THEATITHFAN UV —RL7RDHAH L
WHT 7L — hERETEET, VAXLBHT T L— &R LRV
HBTITANIOT T V= IRMERENET, T4V OT T L— M
A=V Ny X —RNEENETH, T 74V NTIEIRAZ ABNT VT L —
MIIFAvE—Y Ny X —FEENETA, DAZLABHIZA v E—T ~
H—% b HIT1E, sallHeaders 77 ¥ a U EHAEFEAL F9,

FEHIZ S\ TIX, [Cisco IronPort AsyncOS for Email Configuration Guide] @
[Text Resources] DELZZBHL TSV,

WOFITIE, AvE—VOH A ARKENGEIZIROT 4 VER NI =I5
L BROZEBITH LT, AvE—UNKRETEDLZL2RTE S A —NLPBE
FanET,
bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',

'$EnvelopeFrom', 'message.too.large');
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drop () ;

IS4V F A—RY aE—79 23>

bece 77 aid, Avk—Y0HEEL oY —%, FBELIEZZERICEELE
T, TOWHETA -V LTV r—varELEENRTWET, T A v
i3 a -l EMEE ENT., BE4A I —RREHICAAT RS
NAEZ LIRS, AvE—VDTOREELZEHIZa—REE SN
LRI LWGEERH D £,

DT 4V ZIE, sue D johnny ICIERFBIND A v E—VDOZENENIZONT,
774 K —R a2 —% momehome.org IZIEFE LET,

momFilter:
if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))
{

bee ('mom@home.org') ;

bce 7273 arTRERTI DDA T a vl BaffTtE, at™—LizAy

v —VIHERAT AL~y F = RN —T%EH,. B L alt-mailhost & 5
ETEFET, INHDONRTA—HF T ZDNEFTHRETAILELRH DD, =X
O—7EEEERET IR ML EZRBET OLERH D £7,

L RTA—=2EZT I a v B (77 v a8 (P6-71) =5MR) %=
ETEET, TOEKIITDOA v E—U NG LT — ¥ CEEBEZONE

To T 74NV ETIE, EDA Y E—VDHES ($subject & LAE) MERES
WET,

TR —TEEEFENTA =L LT, BRI EDOETA—NVT FLAZIEE
TEXFET, 7. AvE—VDI X = A2 EZ DA vE—VLREICICRET S
$EnvelopeFrom 7 7 ¥ a VERERETHZ L TEFE T,
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ROBIIRTOB ZPERE L= b DT, B4 [(Becl <moffs>] ICREIL. VU
A — /N ZA L badbouncelhome .org (\ZFXE AL TWET,

momFilter:
if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))

{

bece ('mom@home.org', '[Becc] $Subject', 'badbounce@home.org');

4 FHD YT A—H T alt-mailhost T,

momFilterAltM:
if ((mail-from == '"“johnny$') and (rcpt-to == '"sue$'))
{
bcec ('mom@home.org', '[Bcc] $Subject', 'S$EnvelopeFrom',

'momaltmailserver.example.com') ;

}

» b

Bcc (). notify(). bounce() DEHE I AR FHavEERTTRE, 2y b
T—ORNIZOAMINABRBATEHEERHYET. T5A1VF H—KRY aE—
F4NE3 FTHoaviE, DA VvE—CORLEAE—THEIAVvE—C%H
HIERLET, BHIIZAILE 7o aviEk, ‘ROAvE—SDOANYF—%EL
Fyt—SHEHFRERLET, TENICTERHYVETA. AYF—ITOS AN
BENATWRBELRHYET, INIVR T4ILE THOavIE, TDOAvtE—
COBRVIO 10 X0/31 FEEBL A vE—CEHREFZLES, 3205507
hDBEIZDOVTEH, FILWAYE—CETFZUOFIMNILAR RAX v P77 VUFR
N REXvoONBREETLEY FHA,
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BEOBRA MIRET 2HEIE, bec() 77 ¥ a V2 EHEEIFOHT LA TE

ES RN
multiplealthosts:
if (recv-listener == "IncomingMail")

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4"');
bcc ('S$EnvelopeRecipients', '$Subject', '$EnvelopeFrom', '10.2.3.5');
bcc ('$EnvelopeRecipients', '$Subject', '$EnvelopeFrom', '10.2.3.6');

bcc-scan() 7o a3
bee-scan 77 a idbec 77 a LAARICHEEL 9, FHEESNDI A Y
E—VIEH LA =T LTRSS, BT ANV XA T T4 2K
PREBLTEEINET,

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))

becc-scan ('mom@home.org') ;
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RESLUVERTI VY

quarantine (" BET VT4 ) T/ a i, BWET D T EMEIND F 2 —IZA
NHAyE—VICT7 77 2RELET, BETY T OFEMIHOWTIE, [Cisco
IronPort AsyncOS for Email Daily Management Guidel] @ TQuarantines] %%
L TL7Z &V, duplicate-quarantine (' BET Y74 ") T/ v a r EFEITT
DL, AvE—VOabt—>REESNTWVWIREZY TIZEELICRE S E
T RET Y THOKRILFE/NLFIERBI S E T,

WHETZ 7 TRBRESNTA vy E—VIE, BTA—N LT TA DY OES
EEXEOFEFBEBLET, AvE—VURAALTTALORRBIZEETHE, Ay
T—=IC 1 DU EORFICET 27 7 7V BREEINTOIIE, %4 T5F 22—
AV ET, TENUSNOHEREEINET, AvE—URALT T A4 ORREIC
Bl L iud, Y TICIEE S VEE A,

L7=NoT, Ayt —Y 7 4V Z|Z quarantine() 77 ¥ arNhH ., TDHIZ
bounce () £72iT drop() 77 ¥ a VB HE, KE\EDT 7 a i Ay

TV T TAVORBIZHEELRWZD, AvE—VIFRET Y TICEE
ENFERA, AvE—2 T4NZITHRET 7 arNEaEN53 B8 bREETY

N, AvE—VIET Vv FARLERIEIT VFUANA Ax Y, £ T

YV TANFITEY Fry T ENET, HED skip_filters() 77 ¥ a T K
D, AvE—VIFERVDRA Yy E—Y T4 NEERAX YT LETH, 2TV

TANZIZZOEFTHEASNDIBAERNDVET, IE2E Avk—Y 741

BNAvE—ICHRIET 7 7 %FE L, RIRFIZKREZD skip_filters() 77 ¥ =
VHBREL TS, BT AN ST ITALODMOT 7 a itk h Ay

E—UBRRNay TEINDIGEEERE, AvE—VIIEVOAyE—Y 7 4K

EIRCAFy 7 Lz ECHEINET,

WOBITIE, A vE—TIC Isecret word] &V I FEIZH D WVFT IO HGEN

GENLTVEE, £DA vE—F Policy BE= Y TIZEE SN ET,

quarantine codenames:
if (dictionary-match ('secret words'))
{
quarantine ('Policy');

}
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WROFITIE, HHEI mp3 77 A NVERDIRMN 7 7 A VEFT TR v /g
BRARBY =052 bDEELTHET, ZEA vy -1 mp3 BROEK
77 ANRELGE. ZORMNT 7 A MTHIBREN, BOVDORA vE—Y (KX
EMOIRM 7 7 AN) WEARKOZEHEICEEEINET, TOA v E—VIZT T
DEFMN 7 7 A VBEAEN TN D 2 =% (Policy BE— U 7ICEE) &h
T, Tyl ENEERMNT s ANV EZETDOLERD DA, AROZIEEI
AvbE—VERETY T NOMBETHEOERTHZENTEET,

strip all mp3s:
if (attachment-filename == ' (?i)¥¥.mp3$') {
duplicate-quarantine ('Policy');

drop-attachments-by-name (' (?1) ¥¥.mp3$"') ;

ZEBLERET7Ia Y

alt-rcpt-to 7 Z v a vidk, AvEB—VORERFICA v =D T XRTOZIEHR
ERELEZEEHICELLET,

WDT7 4 NEE, 2o _Xa—TZFEDT FLAIZ . freelist.com NE ENT
WOLTRTOAYE—VEEEL, TORAvE—VOXEEHE%E
system-lists@myhost.com (:WE bi‘;‘o
freelistFilter:

if (rcpt-to == '¥¥.freelist¥¥.com$"')

{

alt-rcpt-to('system-lists@myhost.com') ;
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BE7RR FEEFTY V3

alt-mailhost 77 ¥ a if, BIRLT-A v E—VDITRTOZEFEEDIP 7 L
2% FEELEMEIP 7 FURAEIEAA RICERLET,

N

(GE)  alt-mailhost 727 ¥ a V& RITTDHE, TVFANRA AXy LD AL L
DHEEINTZAvE—URREIN VI LT A ENRTEET,
alt-mailhost 77 3 a VIIWIET 7 a VITELE L TEITEN, FHELEA—
JARARMIA =% %EELET,

WDT 4 NBFE, TRTOZEHFIZONWT, ZEEDT RLAERA b
example.com (ZEE LET,

localRedirectFilter:
if (true)
{

alt-mailhost('example.com') ;

ZHIZE D, joetanywhere.com [ZIE(E &4 D A v &— D Envelope To 7 R L
AWM joeRanywhere.com (2720, A v E— 1 exanple.com D A — /LR A M
B SIVET, smtproutes A< FTHREINZEBINLV—T ¢ > Z71E#RIT, 5l
EFEAve—vON—TFT o TICEAINET (le—aLr RAAL L DFE

A= DN—F 47| (P3-2) #BH),

GE) alt-mailhost 727 v a v ClEEAR— MEEZHRETETETA, ZOBEEZITOIC
1. 720 SMTP v— M ZBInL £,

WDT7 4 NVZE, T_RTOA =TV % 192.168.12.5 VXA L7 FLET,
local2Filter:

if (true)
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alt-mailhost('192.168.12.5'");

#EETARRX b (Virtual Gateway 7 FLR) EEF7 3>

alt-src-host 77 ¥ a i, AvbE—YORETLHAARA NERELEZEETICE
WLET, RETHRAMI, AvE—VORETERBIPA LI —T oA R,

FLEFIP A E—T 2 AA ADTA—TIZLVERENET, PA L F—T A
ADTN—TNERSNTZGE, VAT ALE A —NVOERERIZ, 7V —T7R
DFRTDIP A E—T oA RAEFEETA L F—T A AL UTHERT L0
EHOKRLET, 2FE0, ZHIZLY 1 BO IronPort B A—A X2V 7 ¢
T 7 TAT AL O Virtual Gateway 7 KLV AZFHETE £9, o0
Tix, [Virtual Gateway™ 77 / m ¥ —] (P.3-82) ML T &,

IPAYE—TxAAF, VAT LATHERESINTWDIPA X —T oA RFE
TFA v E—T oA ADTN—T LD ERTEETAL, ROT 4 AF i, TP
T RUVAN1.2.3.4 THHVE—F FRAIDPOLZELETATOA -V
stLT, 31E BME) IP A v ¥ —7 = A A outbound2 3% Virtual
Gateway Z1ERc L £,

externalFilter:
if (remote-ip == '1.2.3.4")
{

alt-src-host ('outbound2') ;

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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WDT 4 NEE, IPT FLAN1.2.3.4 THDAIVE—F RZX ML ZELET
RTDA =K LT, IPA X —T A ADT)V—"7 Groupl ZfEH L F
K

groupFilter:
if (remote-ip == '1.2.3.4")
{

alt-src-host('Groupl') ;

F—hA4T F7oay

(E)

archive 77 ¥ avid, TDOA vt —Y (FTRTDRA = ~vF—LZE
FEEEL) Oav—k, TTI5A4 7 A LEO mbox BERO 7 7 A WITIRIEL %
T, TOT7arTiE, AvE—VaEETEIOS 77 A NVOLFINNT
A—FLELTHERENET, VAT L7 4 VX ORI, FEELLET 7 AL
£ CTHEBMICe Y TR Y T a vEERLET, 2 BBEOT7 4V Z B
T ITr7ANERETDIELTEET, Z4NVEEToNE vl T7A4LDE
I, filters -> logconfig VW7 a2~ R TCT 4 VH at A7 g ZfReE
TEFET,

logconfig 2 < KNiE filters DY T a< o T, 2OV T a<wr FOREE
ROHIZOWTIE, ICLI 2R LA v —Y 740 V2 OEHE] (P.6-112) %
SZHLTLZE0,

mbox FUFTAZEYED UNIX A — VR v 7 AFERT, A vb—U5fHEICERT D
TODO2—FT 4 VT A BEHABE SN TWET, Koo UNIX A7 AT,
lmail -f mbox.filename| L ANJ13 2% L7 7 A NERRTEET, mbox B
TU—V TXARNTHDHED, FBEOTHFAN T 4 X E2HEHLTAyE—Y
ONEERRTDHZENTEET,
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WOFHITIX, =X —7E{EF N joesmithlyourdomain.com & —EH T 5HE
12, Av =YDt =)0 joesmith W IH a FIZRFESINET,

logJoeSmithFilter:
if (mail-from == '"“joesmith@yourdomain¥¥.com$"')

{

archive('joesmith') ;

Ny S—HIRT I3y
strip-header 77 ¥ a Vi, A v =Y ORBED~y X —%HH, BET BRI
WS T AITEA Yy E—UDOHIBRLET, ~v X =D EEHI LA, ~>
H—=DF_RTCDA AL A ([Received:] ~v & —72 ) BHIRESNET,
WOFITIX, T_XTHOA v &—V TEFEANT x-DeleteMe ~v X —MNHIER S L E
7

stripXDeleteMeFilter:

if (true)

strip-header ('X-DeleteMe');

~y X =T HEMEEIT O LA, ~y X —OBEOMEICITAI I T O -4
B (AyvE—YO~y X—0BN, HIBR, BREITH 7 4 VXN E) BNEF
NTWVAEICEELTLFEI N, HEHIZONWTIE, [ AyvtE—Y ~oX— L—/L
BLOFHM) (P.6-7) 2L TLIEEN,
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AYF—EATIa Y

insert-header 77 Y a f. A vE—JIZH LW~y X —ZFE AL E7,
AsyncOS I, AL~y X =K ZMZ L TWANE I NERGEL £H A,
ERREND Ay E—UNEFA—NDA U Z—Fy MUEEZHTZLTWDINE D
ML, —FREDTHRRTLILERS D 7,

WDFITIX, x-Company & W) Ny X —RRA vE—UZRNVEEIZ, TO~y
A —|Z My Company Name & W I EHMNFHREINFET,

addXCompanyFilter:
if (not header ('X-Company'))
{

insert-header ('X-Company', 'My Company Name') ;

insert-header() 77 3 2 ' Clt, ~v X —0O7 F A MIIE ASCII XF%2FEHTE
FT, IEL, Ny X —AIE (BUSESTOZH) ASCH XFLMEHATE F
A, AHEERKBIZED DD, T U AR—F = a—RiE
Quoted-Printable & 729 £,

GE) strip-headers 77 3 =9 > & insert-header 7 7 ¥ a YV EMAGDLESB Z LIT
X0, TORA v E—VIIHBILEEDOA vE—T Ny X — 2 EEXHRZIHENT
TET, HAHICE o T, AL~y —32BHEERT LR TEETH
(Received: 72 &), ZFNLSDOLGEIXR U~y X —52EHEEHEHT 2 & MUA
RELT28HA 0 H Y £ (Subject: ~v ¥ —2EHKIERT 5G4 E),

~y X —ICET A EEEZITO SRS, ~y X —OBEOEICITAE P I IThh -4
T (Ave—YO~y X —0E0, Hlikk, BEREETI 7 4 VFLERE) NEE
NTWLEICEELTLEE Y, #FMico\WTiE, T AvE—Y Aoy F— L—
BLOFEM) (P6-7) 2L TLIEEN,
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AYE— TXXMRET I3y

edit-header-text 77 ¥ a U EFETTH L, EREKBOELEMEREZMHEH L T,
BMELEAY A — TXANEEBEWBIDIENTEET, ZOT 4NV iT~y
F—NTIEHRELE —HTL7FAMERKRL, HELLERRTICESI R
K

e ZE BFA—NCRD LS b~y X —=NbHDbDE LET,

Subject: SCAN Marketing Messages

WD 7 4 2L, I[SCANJ W57 F A h&HIBRL, [Marketing Messages| &
WO THRR N~y X —NITELET,

Remove SCAN: if true
{

edit-header-text (‘Subject’, ‘~SCANY¥¥s*’,6’'’);

TANZFIA Yy =D EWLH LI, RO~y X —ZRLET,

Subject: Marketing Messages

AXwWETIay

edit-body-text () A v EB— 7 4 /L ¥ OMAEIY Edit-Header-Text () 7 A4 V¥
LRIBETT N, AvE—UD~y X —Tld7a < RPN RI 5T,

edit-body-text () A v E— 7 4 VX ITROWILEFERALET, BHID/T
A—ZIIMBOTZODIEHRI T, 2FBDDONRNT A —FXEBRDIZODT F A K
/C“ﬁ—o

Example: if true {

edit-body-text ("parameter 1",

"parameter 2");

}

[ oL-23081-01-J
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edit-body-text () A vEB— 7 4 /L ZTA v — VRO B NIRRT ST,
BED MIME #5308 A vE—U D TRL) LRRENDID TIRGTTZ 7440 &
RIINDPOFEMZONTIE, Ay E—VRILERA v E—VIRA T 711
(P.6-7) LTI,

WOFTIE, A vyE—T75 URL AEI: &4, TURL REMOVED] &5 T %
A MIEEXHZ O TWET,

URL_Replaced: if true {

edit-body-text (" (?1) (?:https?|ftp):// [ ¥¥s¥">]+", "URL REMOVED");

}

WOBITIEL, A v =Y ORI HALRER S HIER S .
[XXX-XX-XXXX] WO TFHFRAMMIBEXHZOENTWET,

ssn: if true {

edit-body-text (" (?2!000) (?: [0-6]¥¥d{2}[7(?2:[0-6]1¥¥d|7[012])) ([
=12) (?2!100) Y¥d¥¥dy¥¥1(2!0000)¥¥d{4}",

XXX -XX-XXXX") ;

}

GE) B S T, edit-body-text () 7 A /WX TldA~—hID 2 TE WA,
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HTML £#7/ 3>

RFC 2822 TIXEF A= A vE—YOTFTF A2 MERBHESN TWET N,
RFC2822 A v E—YHNOMDa LT YD T v AR— Na2FERTH200HE
EHEE (MIME 72 &) 3%V £9°, AsyncOS IE html-convert () A »vtE—¥
T4NEEFERALT, ROMLIZEY HTML 27— 7% A MIEHBTE £
7

Convert HTML Filter:
if (true)
{

html-convert () ;

}

IronPort A v — 7 4 VX%, HED MIME 008 A vE—YD AL T
LN TS T7 7 A40) THDINEHPILET, html-convert () A v &—
TANBIEA Y BE—VRLDOB PR TS, AvE—VDORILERMT 74
OFEZONWTIE, A=V ARLERA v E—VRGTZ7 740 (P.6-T) %
ZHLTLZE0,

html-convert () 7 A VA NLENO HTML 2425 HFL, Blick-T
B ET,

Ay—URTL—r TF AL (text/plain) THIHE, A vE—VEILHRX
nNFIE7oge@BLET, A vE—UREMZ HTML A vE&—
(text/html) TH LG, TXTO HTML # 713 A v £ — Vb HIBRS L, 580
DARIN HTML A v —IiZhb Y ERESNET, ETOH7+—~ v MIT
PP, HIML 37 L—2 XA ML 2 EEH Y 8 A, #HiED MIME
(multipart/alternative #1%) T, R U =27 > VIZ text/plain ¥4 & text/html &5
DWEENTVDHE, 74 ZIEA v =T O text/html #1532 HIBR L T
text/plain ¥y 27 L£d, T DM MIME # 1 7 (multipart/mixed 72 &) T
X, TXCTO HTML RIGH 00X I BHIBRS ., A vyt —VICEfAShET,

Ayt — 7 4 )VZ TIL, html-convert () 7 A /VHE T 7 3 a IR D
AvE—VIZE T ERETDHIET T, Ave—UBEOERII - HIZII TN
FHA, AvE—VOEEL, TRXTOMENRET LE-BIIThbILET, il
ko, BERNMMDO T ANE T I aNEDOA =% AHET 52 LNT
xE7,
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WNIVR TAITFAINTIIaY

bounce-profile 7 7 ¥ a Vf, REFHDNNT LA I Ty A NVEAyE—
CEIDHTEST (INTALEFA—VORE] (P3-48) Z22H), A v
T=VEREETERVES, NV A TR T F AN TRESNIZANT R T
arMEHENET, ZOMEEX. VAT —ORENLEV ETHATNDA
DA TrTZ AN (EVYTHEATHDIEA) ICEELCEASNET,
WRDOT 4 NVZOFITIE, EFEINIBETA—NDIL, ~yF—IC
[X-Bounce-Profile: fastbounce] NHDTXTDETFA—I/IIINT R T
7 7 A )b Tfastbounce] 23E VW Y THIET,

fastbounce:
if (header ('X-Bounce-Profile') == 'fastbounce') {

bounce-profile ('fastbounce');

FUOFRINL SRTLDINAIRR 73y

skip-spamcheck 77 v a Vid, VAT AUIRESINTZa T U YR—=ZADT
FANRK TANZ Y ToeFT XRTNANATHEI VAT A RLET, =
VTR ADT VFANRL T4 NE Y T RERESN T RWEAE, £
A Y E=URNHONEOARNL AF v VOMBIIRE SN TORWEAIL,

IOT I varEFTLTHEAyE—VICEETHY THA,

WOFITIE, A »E&—T? SenderBase §li A 2 7 RN EWIGEIZ, A vE—VIZ
KT AT YR—ZADT UFANRE T4 LB Y TR RZAEINET,

whitelist on_reputation:

if (reputation > 7.5)

skip-spamcheck () ;
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FOFIDAINR DRATLDINAINRA O3y

skip-viruscheck 77 ¥ a Vif, VAT AIIREINTZ U ANV AR#ES AT A
%avvfﬂ4/3r¢éiﬁsax?b’?&rbia‘t?/%ﬁ4ﬂo</XTiw>
BE IR TV FFA v E=—URHOD O TS NVA ZAF ¥ Oxt
% Lﬁﬁﬁéé’b'(b\iib\iﬂ/\&i DTV varEFITLTH A vy e—UIIHEIX
HYEHA,
WROBITIL, lprivate listener] &9 U RAF—TZELILA vy E—VITK LT,
TUFANRK VAT LET VFIANA VAT KM EDHNBENRAAL RZ2ENT
WET,

internal mail is safe:

if (recv-listener == 'private listener')

skip-spamcheck () ;

skip-viruscheck() ;

DAINARRBRETLILEDAZT VYO TNBEBINA A FTH Py

skip-vofcheck 77 ¥ aid, AvbB—YDUANVAREGT 4 VAL DHA
FX =V TRIRAANASND L) VAT MR LET, VA NVAEGRT 4
WEDAX ¥ = TR A R —T Wl o TWRWGE, ZOT7 7y a v awk
ITLTHA Y E=VICHEEITHY £H A,

WOHITIL, Tprivate listener] &5 U AF—TZE LA v E—IITX LT,
TANRERT 4 N FDAF ¥ = TP AL NRZINTWET,

internal mail is safe:

if (recv-listener == 'private listener')

[ oL-23081-01-J
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skip-vofcheck () ;

rytw—T AGEBMTOVaY

tag-message 7 7 ¥ 3 &, RSA Email DLP RV o — 7 4 v U > J AT
HHAAZLHFEELEEA Yy E—VIHALET, RSA Email DLP R v — %
ELT, AR Y A BEA =V FITRHDHA Y E—VIZRETHZENT
TFET, AvE—Y FIVEZEEMTIEIRAFINETA, ¥ 74T,
la-zA-20-9 -.] DHFADLFD > BEEDO LD EMAG LT THEATEET,
AvE—=VDT 4 NE Y I T D DLP AR Y & —ORIEDOFEMIZ SV T,
[ Cisco IronPort AsyncOS for Email Configuration Guidell ® [Data Loss
Prevention] DEAZHL T ZE W,

OB T, 42 T[Encrypt]) BEEND A v E—VIZA vE— ¥ 7 &
AL TWET, IronPort Email Encryption MM T& 235415, A v E—T DR
BHNCA vy =V 2 DA vy ®—Y Z 7 THZLT 2 DLP R Y & — &2 TX
ES RN

Tag Message:
if (subject == '""Y¥¥[Encrypt¥¥]')
{

tag-message ('Encrypt-And-Deliver');

oy T o hY)EM7ZISa Y

log-entry 77 ¥ a vid, BAZ~A X LT FA K%, IronPort 7% X |
A= v 7T inro oYL TIEIILET, TOT7TX A MILT 7 v a VB A
AT E0nTEEY, 20T 7 arzldTsE, Ty FRFIERR T *
A LR, AvE—Y TUNENT a2 ET LEHEAICET A ERE A
TEET, v 2 M) EAvE—Y FI o R U SICLERENET,
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ROBITIE, A v —VICREOBEFRAZENTVD LRSI A Y
t—URRNyRINEZ R T R 2 R RRASRE T,

CompanyConfidential:
if (body-contains ('Company Confidential'))
{

log-entry('Message may have contained confidential
information.');

bounce () ;

BT F7AILDRA T

AsyncOS 1ZEFHERY O —IZH#EHLL TW WA v —T DA 7 7 A LV EZHIFRT
E, —HTROAYE—VEZOEERET L LN TEET,

W77 ANDTANBY T RFEDT 7 AN BEAT, T4 H—T Vv
b 7 7 ANVORNFIZESNTTIZENTEET, 740 -7V b %
FERALTIHM 7 7 A VOERERBELHHNTAZLICLDY, =2—FITEEOL S
W7 7 A NVDYEET (Lexe 72 E) & —fXMIZRIEET ((doc 72 &) IZEAHEL

T, AHIDNERENTZ T 7ANADEMN T 7 A4 T4 A ZEZBBTESHLHI12T
HZEMTERIRDET,

W77 ANDarT oY EAFx v 358, Stellent v 7 7 AL AF v =
VUV T AL T =X 2L, ERBIIC I DMREFITLET,
W7 7 ANDT =2 EAZT—ZOMWFVPRAENE LY £F, Excel F721%
Word LEEZAF ¥ T BE, S 7 740 AF v =P 0E exe. dll.
Jbmp., .tiff. .pex. .gif. .jpeg. .png. Photoshop Hi{DKHHIAL T 7 A L1
BHTEET,
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#F6E

(yt—C T4 NS EBERALEEFA LK) O—0EA |

BT 7ANVNDRXY OTERAT I IAYE—D T4 A

F O6-SICFHHINTVWDIRA v —Y T4 NVFIIRETLVT 7 a T (6
Mf7r7ANE Rey 7SN, A vb—YO0EBPGEITSNET),

FTrardOaRrr Mt Ty —DEINTAvE—VITEBMENDST F A |
T, AvkE—V 74N Tr7varEH RG77ANVDAFY > A vE—

T 4V E D)

® 68

(P.6-108) =ZM) ZMEHT L& HTEET,

BMEITPANDRXY o TCHEATIAVE—D TR THIY

Tovay

X

A

0 e ]
NroyS
€2 0p:1M)

drop-attachments-by-name
(<regular expression>[,
<optional comment>])

AvE—VORMT7AND DB,
BELEERRBLE —8T 5400
D7 7ANETXTCRryFLE
T, 7T—0A4 THRROBMN 7 741
Jv (zip. tar) WIZEEST 57 71
AR LG, ZOWMT7 7 AL
ey 7FanEd, G774
IWDAFY L Ay — 7 4K
OfF) (P.6-108) &ML L2
S,

BwEFo27A4L
I =B
(24 73

drop-attachments-by-type
(<MIME type>[, <optional
comment>])

AvE—VORMNT7 74N H,
HBELIZMIME 4 7%72137 7
A NWALETIZ3%4 5 5 MIME # A
TOT7rANETXTRay 7L
F9, T4 TERXOHRMNT 7
AV (zip, tar) WIZEEMT 577
ANBBLEGE., ZOBRMNT 7 A
Mikeyvranxd,

HwEo27a4L
norayF
(Z741L %
14 73

drop-attachments-by-file
type (<fingerprint
name>|[, <optional
comment>])

AvE—VORMT7 7 AND B,
BELETZ7ANLD (740 H—
TV =BT BT ANE
FT_RC Ry LET, 7T—IA
TR 7 7 A4 v (zip., tar)
WIS T D7 7 A NVDBH DA
IO T rANMEI Ry TSR
F9, FEHICOWTE, RN 7 7
AN Z—"7] (P.6-68) ZZML
TLIEEW,
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Ay—C T4 NVAEFERLEEFA—IL R) O—DER

% 6-8 BAIFPANDRXY o TCHERATEIA Y E—D T4 02 TPy BiE)

7oay |@X H7L:)]

#BmfFI27A) |drop-attachments-by-mime | X /«Iz»—/a){,)ﬁﬁ‘7 7AILD D ‘k)\

1)) FEI“jj type . (<MIME type>[, q‘%'ﬂf@ MIME % A 7D 7 7/]»/1/;2

(MIME % A -5 <optional comment>]) ﬂ"\f Ko ‘Y7obiﬂ‘o -7y

Al varTCRT 7 ANMEETICLS
MIME % A 7 OHRNFAT DT,
T—AA T ONEDHEE S S E
A,

BT 74) |drop-attachments-by-size |2 v —IDORAT 774005 5,

1)) Fl:l“Jj (<number>[, <optional g—T) a— Fﬂ'ﬁiﬁf?ﬁ"ﬁfbfl‘y‘

(B RB) | comentz]) AR (S B DL EOY o R
Thdr77ANVETXT ey
LET, T—HATREMT 7 A
NOBE, ZOT 7 v a Tk
JEAEIRAE COY A XM ST,
EEOWS 7 7 A VEEDOT A X
REHH S E T,

&7 74 |drop-attachments-where-c | X v — DRSS 7 740D H 5,
DRAF¥v > ontains Krfg“lar | BELIERAKRREEL 7 7 AV
expression>[, <optiona . . 5

comment>]) %fATFDy7Li¢O?—ﬁ

A7 77 A (zip, tar) I&, H
WEENTWDETZ 7 A LDWTH
PN IEREBR & —BT H25EI1C R
"2y FEINET,

#EI74) |drop-attachments-where-d |Z D7 )L ¥ T 7 v g ik, FEE

nkrO ‘yj’ ictionary-match (<diction @ﬁﬁ%k @*ﬁ(l%’jb\’(‘%ﬁ'

il R T A LR E T, BT 7

I

ANTH D EHWr &b MIME #
NOFENFEOHEL —%T5
e (o, a—PEZOLE N
BIZELTWAHEHE), 7 7 A
IVEA A=V LHIBRESNET,
77 ANDAF Y Ay
=y 74 Z0H] (P.6-108)
AR TLTEEN,
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1A —=SOD5H

Av—VIZLoTUIA A=V Z2ELLONRHY, WY TRV T YN0
MAXF YT DHIERMBIZRDGBENRDVET, A A=V v 2 H
THL, EBFA—NHNOBI TRV T UV ERRBRTEET, £ A=
. TUFIAAARABLEOT VF AL AF vy TP OmMiEE RIS
HRET 2D TEHY FX¥A, ZOHREIZ, EFA—VHNOE TRV LT
UV ERBETL LY, FEHECOFHEZRET SO0 DT, A
A—TUHBHAX Y DU ERERT D E. A= VORE L SHT. B X OMEM
OBFNTEET,

AsyncOS CTA A=V aETDHE, A A=V 7 4 V¥ —VEHERL
T, BOLWETA—ARHEYTRVE LAWK LTT 7Y a a2 775
ZENTEET, £ A=Y A% ¥ TliL. JPEG, BMP, PNG, TIFF. GIF,
TGA. ICO. PCX DEUT 7 7 ANDEA TEAF Y L TEET, /{1 A=V T
FIAWIE, AXY B T— REYA X, HEEZHET L7 VIV X L%
L., HBICEY TRV a T Y REENIAEEEEZHTELET, 1 A —VIRM
T ANEAF YT DHE, IronPort 7 4 v H—FV v MZED 7740 XA
THRREESN, A A=V TFIAVFREFA AT 2T Va0 T57 13V
ALEFHLET, A A—TUDBHOT 7 A VTHODIAEN TV SHEE ., Stellent
AFx XY TV ED Ty AR S VE T, Stellent AFx L =T
lZ. Word. Excel. PowerPoint XELR EDKFED T 7 A )V XA ThHhbHA A=
EHMECEET, A A—VUNTOMEIT, AvE—VR2ERTHEINRET, A v
TN A=V N WEE, AvbE—ORa 70 ER0FET, TS
FERN TClean) THDH I L ERLET, TDEH, A A—UBNnAvE—T
W2 Do iE SiE TClean) & 720 £97,

GE) PDF 77A410DA A—=V3HIHER T A,

GUI oA A=Vt A F—7 M bT 21203, ROFIEZFEITLET,

ATwF 1 [Security Services] > [IronPort Image Analysis] PIEIZ A F T,
ATvF 2 [Enablel %27 Vv 7 LET,
A LT Z & E2RT Ay E—VUNRRRIIN, OB REBEENETRINET,
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6-3 IronPort £ * — S HDIFE

IronPort Image Analysis

IranPort Tesspe Analysis Desresew

| freabart imags Analpsi:  Enabled
| tinage Analvii Senskivity: 4%
Ship [mages: | Erabied, 100 piesls
Wardict Rarges: CLEAN SUSFICT | [NAPFROFRIATE
0-d8 50 - T4 75 - 100

AA=DHGIT AN F =BT 5 L ROFHIRERICESNTT 7

a v ERETEET,

e [Clean] : £ A —VITHYI TRV a LTV EH 0 AL, 4 A—THHO
FERIIA v E—VRERTHAESNDZD, A A—VURR2N0AvE—VE R
Xx 75 MR [Clean] & 720 £,

o [Suspect] : £ A=Y TRV LT Y NHLAEEND Y £,
 [Inappropriate] : £ A —VICHUI TN LT UV RBD 7,

INLOHBERBIZIE, A A=Y TFIATFOT LI XAZLY ., #HwYI TR
Wa TRk L AR E R T HENE D Y THNET,

ROMENHELES N ET,

e [Clean] : 0 ~ 49

* [Suspect] : 50 ~ 74

e [Inappropriate] : 75 ~ 100

WBEEZRETAZLICINA A=Y 2y 2R TcxEST, 2Tk,
HIEEZWMOTZENTEET, e zE, BBHENREEL TWAEAIT. BE
FRLSLET, #HZ, A A=Y AF v U THY TRV T Y BRRHENRT
WRWEAIE, BEZESERELET, BEREZO (—WHELZRY) & 100
EENEETHD) OBOETT, T4/ FOKSED 65 ITRET D2 & 2
[LFET,

Ax v UEDRTE

Ax ¥ VMEERET DI2IE. ROFIEEFEITLET,

ATwF 1 [Security Services] > [IronPort Image Analysis] PNAIZHEA FE T,
ATwF 2 [EditSettings] %27V v 7 LET,
[Edit IronPort Image Analysis Settings] X— Y NHERINFET,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F

[ oL-23081-01-J




BOE Ayb—Y IS EFEALEEFA—IL KR O—0ER |

6-4 [Edit IronPort Image Analysis Settings]
Edit IronPort Image Analysis Settings

[=] Erstde Trarfort Image Analyus

Image Analyrs Sensivtr: 1 g5

Sk baged: (Y [F] slop image ssatyes for images smaller S [100 picals
wesduit Hasged
CLEAN SUSPECT INAFPFROPEIATE
i bo A% 50 ko T 75 ko 100
2
; . |
[

@ 13 N 3N 4 S 4 N s W 1M

| Claan Swipact Inappropriste |
The imags i given a verdet of "Clesn.” The The Feage o green & verdit of "Sedpect”. Use Tha whisie is grveh 4 verdet of "Inagprapriate”
recomuTenedasd rang® i 0-49 Ehip weerdhct to orests & nele in conbent filters to Uas thig werdict to crests & rule in conbsnt
Franage Bee Mmeidages. The recosmended filtesd o fratags thaie meddapes. The
range i S0-T4 recommiendsd rangs B 75100
— A== A==
ATFYT 3 A A—TUPNOREEZHRELET, T 74/ FOED 65 IZERETHZ & &

,{j_é-l/ij—o
ATwF 4 [Clean]. [Suspect]. 3 & O [Inappropriate] DFFAli %% E L E 7,
EORHEAERET 2HE. ERERLRVEIICLTIES Y, iz,
TREZHEHL T I,

AFvFT 5 ALET. B/ A ROBEMEMIZERNA A=V DAF X L ENA NATHED
(2. AsyncOS #ZE LET (1E), T 740 b T, ZOFREIL 100 B B
BMEINTWVWET, 100 B BILRBOA A=V Ay T 5 L, BBBRAMNIE
AT DAREMNENH Y FT,

imageanalysisconfig ¥ FEFEHALT, CLINGLA A — V00
R=TNMCTHIEHTEET,

ExA

R

test.com> imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
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||
Skip small images with size less than 100 pixels (width or height)
Choose the operation you want to perform:
- SETUP - Configure IronPort Image Analysis.
[1> setup
IronPort Image Analysis: Enabled
Would you like to use IronPort Image Analysis? [Y]>
Define the image analysis sensitivity. Enter a value between 0 (least
sensitive) and 100 (most sensitive). As sensitivity increases, so does

the false positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN
range by entering a value between 0 and 98. The default setting of 49 is
recommended.

[49]1>

Define the range for a SUSPECT verdict. Enter the upper bound of the
SUSPECT range by entering a value between 50 and 99. The default setting
of 74 is recommended.

(741>

[ oL-23081-01-J
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|
Would you like to skip scanning of images smaller than a specific size?
[Y>
Please enter minimum image size to scan in pixels, representing either
height or width of a given image.
[1001>

FHEfERORT

REEDA =T OFMIER 27 ZMERT HIIE, A—N el 2SR ET,
A= B TNNEIA A=V ETRT T 7 A NG, FFEDA =DM T 74
NDAATPNRRINET, £lo, v IZET7 7 A VADA A=V N AF ¥ H]
RNEIDICOVTOHERDBERINET, ZorJigiE, &4 A=Y Tidhk
KV BAYE—VORMT7 7 ANORRIZETHERREREINET, &%
£, A vE—UICIPEG A A—VE & zip 7 7 A ARHEM SN T A, 1
7 Ox FYIZIZIPEG OARITTIE R L, zip 7 7 A VOARIRERINET,
Fi, zip V7 ANMTHEEDOA A=V NEENRTWEEA, 7 = MUY
RCDOA A=V DORRKAITNEREINET, lunscannable] D@L, \WWT i
MDA A=TUNAFY U TERVWIEEERLET,

a7, Aa TR ED XS ITKEDOFHEN ([clean]. [suspect]. 72l
[inappropriate]) KBRS DNZHT HERITH Y A, 2EL, A— &
TEMERALTHEEDA vy —VORBELZBIFTE 57D, A v =TIk LTHE
TENTT 7 avilioaT, A—MIAREG A A=V FETITED LA A —
UREENR TN E I hdsbrh 9,

7EZ2E, ROA—=NL a7 TE, A A—VBW AR VOFR, A vbE—2
TANE V=V EoT Ry PENTH/AS 7 7 A NVERLTHVET,

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image
'Unscannable.jpg' is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis:
attachment 'Unscannable.jpg' score 0 unscannable
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Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£f-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

A A=A VvE—Y D4 IL2DFER

ARA=TEA F—T NI LD, AvE—Y 74V ZEERLT, 3FE
FRA v E—VOFMMICH L TEESERT 7V a v 2T THLENDY £
T, ez, MERW LRS- A v —VA2RMEL. AEdlharsoy
EEL EHIEINTEA -V ERMETOIVNENLDLE LET,

IronPort Tix, AEUIE D LW ERMI SN A v E—V% Ry 7P ERIT
N UALRNWZ EZHEIELET, bV, % THRELTHLY ROHICHOW
THRT 7010, EXLEAvyE—VOabt—2RELET,

RD7 4 NVFIE, 2T YR RBEIEZITRED LWGEICY 72T ens
Ay —VERLTWET,

image analysis: if image-verdict == "inappropriate" {

strip-header ("Subject") ;

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" {

strip-header ("Subject");

insert-header ("Subject", "[suspect image] $Subject");

[ oL-23081-01-J
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A A=AV TUY T4 L 3DEA

ATvTA1
ATvT 2
AFv7 3
ATvT 4
ATFyFT 5
ATFvT 6

AFvTA1
ATvT 2
AT9T 3
ATFvT 4
ATvT 5
ATvT 6

AA—VRHEAR—TMIT DL, AT oY T4 NZEERLTA A—V0)
Fr ORI SO THEST 7 7 A VZBIBRT 57>, SESERA v — VORI
HLTCSESERT 72 a v eFTT0L0ICT7 A VI ERETEET, LR
. RWYR AT oY R EDA v e — VR RIET S Z LITELE L LET,

A A=V ORI IE SO TIRAT 7 7 A LV ZHIBRT 51213, RO FNEEZEITL
ij‘o

[Mail Policies] > [Incoming Content Filters] #7 U v 7 L £,
[Add Filter] #27 U v 27 LE9,
ATV T4 NEDLRTEATILET,
[Actions] T, [Add Action] 27 V » 27 LE7,
[Strip Attachment by File Info] T, [Image Analysis Verdictis] #7 V v 7 L £,
DA A =T 53Hr OFFA > BB L £,
* [Suspect]
e [Inappropriate]
e [Suspect or Inappropriate]
¢ [Unscannable]
¢ [Clean]
A A=V OFHBIZEDSL T 7 v a VERET DI, ROFIRELFETLET,

[Mail Policies] > [Incoming Content Filters] #7 U v 7 L £,
[Add Filter] #27 UV v 27 LE7,
AT UV T4 NEDLRTEATILET,
[Conditions] ¢, [Add Condition] %2 U v 7 L¥7,
[Attachment File Info] T, [Image Analysis Verdict] 7 Y v 7 L £,
WO RN OFHE 2 2R L £,
e [Suspect]
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A

* [Inappropriate]
e [Suspect or Inappropriate]
¢ [Unscannable]
e [Clean]
[Add Action] 27 U » 7 LE T,
A A=V OFHICESNTRA v =D LTETTLT 7 v a U aERL
ESSR®
EREXREFLTHELET,

GUI @ [Text Resources] ~*— F721F textconfig CLI a2~ REFEHL T, &
ABLEINT T — R ETHFARN VY —RLLTHRETHILHTEET,
b, T ANDT 4 VE —L L RS THEAT S L ER Y —
NVTE, BT 7 L— MEIE ASCH XFEFR—FLTWET (T 7 b—
FMeERT 25L&, mra—RERIRT LI ICERINET),

WOHITIL, BAINT textconfig 2~ REZEMA LT, strip.mp3 & WD ZARHID
WHT o7 L= FEERLET, Jiud, BMA v E—YORTIHEASE
T WIZ, W77 ANDT 4 VE V=V EERR L, mp3 77 A NVBA v E—
UBHIBRENTZHGE . TEL TV EES TIZ .mp3 7 7 A LB HIBRE T
TEEBHTAETA—ANEEINDLICRETEET,

drop-mp3s:

if (attachment-type == '*/mp3')

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed',
'$SEnvelopeFrom', 'strip.mp3');

}

FEAIZOWTCIE, TEamB L av—m@mm7r 7 v a ] (P.6-77) &L T
X\,

[ oL-23081-01-J
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BAITFZ7AILDRTYY A yvE—D T2IL2DOH

WIZ, W7 7 ANCHRH L TEITSNDT 7 v a oz LET,

Ay —DHEA

ZOBTIE, W7 7 ANMTEE L2 T Y REER TV AGLAID,
AsyncOS 23~y X —%FAL ET,

WOFTIE, HEIF—T—=RFRBEENDINE I, A vE—V DT RTOWRN
T7ANEAX Y LET, TXTORMNT7 7 ANV —T— RBGFEIET D8
A B AZ LD X-Header BNIEA SN ET,

attach disclaim:
if (every-attachment-contains('[dD]lisclaimer') ) {

insert-header ("X-Example-Approval", "AttachOK");

WORFITIL, FEDNA TV T—=FDONRE—=PBHENE I, 7741
AX ¥ LET, 74/ HI attachment-binary-contains 7 A /L ¥ JL—)L
ZHA LT, PDF F¥a A2 bR SILENTND Z L 2mRd 72— 2 R#
LET, XA T Y T—FNIZZDORE = PWHEET DHE, DAZ L~y F—
DIFEASINET,

match PDF Encrypt:

if (attachment-filetype == 'pdf' AND
attachment-binary-contains ('/Encrypt')) {
strip-header (‘Subject’);

insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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T7A4NL 34 FI&BFHFI7274 00Oy T

WOBITIE, B$ft7 741D Texecutable] 7 /v —7 (.exe, .d1l, BILW
.scr) BA v E—UnLHIBRSIL, HIBRSITZ T 7 A VDA EFIZET ST X
A RMRAyE—VIZEMENET ($dropped filename T 7 ¥ 3 VB &
H). drop-attachments-by-filetype 7 7 ¥ 3 VIl 7 7 A VAR L
LFDT 7 A MLETFTIERLS, Z7ANMDT 4 o H—T 1 2 MIESWTHMS
Ty ANEAIBRLET, 1 2077 A0 ZA4 7 (Impegl) ELED. HD
T AN BZATDTRTOA L N— ([Media)) 2R L7 TXET,

strip_all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed
attachment: Sdropped filename”);

}
WOFITIE, =N —TEKEEN N AA 2 example.com WIZEE LR A v

T —U 5, [U lexecutable] Z Vv —7FDOHfT7 741 (Lexe. .d11. BILW
.scr) M, HIBEESHET,

strip_ inbound exes: if (mail-from != "Q@example¥¥.com$") {

drop-attachments-by-filetype ('Executable');

WOFITIE, =X —TEEEN AL example.com WIZIFE LW A v
=MD, Ty AN FATORED A = (Twmf]) BLUFET
lexecutable] Z /v —7 DS 7 741 (Lexe. .dll. BLW .scr) DHIBEN
ij‘o

strip_inbound exes and wmf: if (mail-from != "@example¥¥.com$") {
drop-attachments-by-filetype ('Executable');

drop-attachments-by-filetype ('x-wmf');
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WOFITIX, A7 740D lexecutable] FHTEFR I/ NV—T2, L0 %L DR
N7 7 ANVDLETIEGELLEIICIESNLTWEST (0727 > a T, T’AF
Tr7ANDT 7 A XA TIIHRINETA),

strip all dangerous: if (true) {
drop-attachments-by-filetype ('Executable');

drop-attachments-by-name (' (?1) ¥¥. (cmd|pif|bat)$');

drop-attachments-by-name 7 7 ¥ 3 > Cl&. F ASCII XF %R — K~ LT
ij—o

(5;) drop-attachments-by-name T = ‘/ﬂi\ MIME “\/&_T:"r’v7§"“\’ éﬂ
77 7 ANACK L TERERRELETLET, MIME ~y ¥ —26% ¢/
T v N7 7 ANVAIE, BRBICAR—=ANGFETLHHER/H D £7°,

T3 F)O-BRIEDEHEMF7274 00 FrkOy S

Z @ drop-attachments-where-dictionary-match 7 7 3 3 Cl&k, T4 7
YaFVOHEED-BIZESWT, RFT7 7 A NVEHIBRLET, BT 741
Th s LW Ehd MIME # OHEEDNFEEOHGE L — BT 255 (0o,
I—PEHED LEWVEICEL TV DHG) . IRTT7 7 A VRET A=A BHIBR
SNET, KOBITIL, (secret words] 7« 7 ¥ a T UV NOBGENIEAST 7 7 A
NATHRIEEND L, BT 7 7 AADBHIBRSNET, —FHDO L EWEIE 1 ICHE
INTVLRICERELTIES VY,

Data Loss_ Prevention: if (true) {
drop-attachments-where-dictionary-match("secret words", 1);

}
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RESNE-HFAIT7MILDBRE

attachment-protected 7 A VX Tld, A v EB—VHNOWRE 7 7 A VPR RAT —
RSN TWDED, FREREE LI TWANET AN LET, ZEA—IIC
FHLTZOT74NVEEFEHLT, W77 A VB AF X VAN E I DEHEET
TFET, ZOERIKED, 1 2O LIz A v "= EHDORE L ST
WAV N—%E T zip 7 7 A VI, BREIN TV L RARINET, KIS,
F—=T 0 NAT—= RRRESN TR PDF 7 7 A Lk, =2 E—CHIRIA SR
T— REESN TN LTH, RSN TV A LRSI ERA, KROFIT
%, RESNTIRMA 7 7 A VBBIET Y T [Policy) IZHEEENET,

quarantine protected:
if attachment-protected
{

quarantine ("Policy");

}

RESNATOWVEVWRR 774 ILOBE

attachment-unprotected 7 A VXL, A vEB—VWNOWMNT 7 A NVHBRI/INAT —
REEFE S LTV, B EEN TR ET A RNLET, ZOR vE—V
7 4 VX%, attachment-protected 7 4 V& EMiEERIZHY 3, ZD7 ¢
WEBFFEA—MHERA LT, RESNTVRNWA—LERINT &N TEE
T, IROFITIL, AsyncOS DNEFE Y AT —THREINLTWRWRMEZ7 7 A L%

BMHEL, AvE—CE2BRELTWET,

quarantine unprotected:
if attachment-unprotected
{

quarantine ("Policy");

}
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CLIZERLIAvytE—Y T2 DEH

CLLEZEHLT, Avb—Y 74 VZO8BM, HIR, 72774 74L/¥ET 7T 4
T, A VB =N/ ZFAR—b, vl AT a VORENARETT, ROK
T, avry REYTavwr RigonWTE D THRBALET,

® 69

Ay—2 T4 )8 HTavT R

#X

B

filters

AA v m LK, Zoa Y RGBT, A A
THEIFEREINET (72& 21, new. delete, import mE),

new

FHLWT A VEEERLET, HBITEEELRWEE, BIED
VT VAT M REBMENE T, JBETERTE LZGA,
V=V ADRFEDBINZ T 4V E BREAINE T, FEMizoW
T, H LA ytE—Y 7002 OEMR (P.6-114) 2L
TLTEEW,

delete

ARTETNI— T VAR S EZ/EL T, 74 V2 ZHIBRLET,
PRz OWTIE, A yE—Y 74X OHIBR] (P6-114) 2%
L TLL7EENn,

move

BEfFO 7 4 W E B ~BZET, FECOVWTE, TAyE—Y
T4V ZOBE (P.6-115) 2L T,

set

TUNBET 7T 4 TEIITIET 77 0 TIREBISHRTELET, §F
HZOWTIE, (Rt — Z4NEOT 0T 4 _— gk
TAT I T 4= ar] (P6-115) 2 LTI EE,

import

TANZDOBIEDE Y N, 77 AN (TTIFTATAD
/configuration 7 4 L7 hU) WIZBRFESNTHEH LIE Y k
WCEEHBRZET, O VWL, (A=Y 740 HDA
A—1r1 (P6-120) LT EEW,

export

TANEDBEDE Yy v (777 AT 2 AD /configuration
TALZ FIAD) Ty A M ZAR— b LET, FHzoN
Tk, T Avte—Y 740027 AR —F] (P.6-121) =5
LTL7EE W,

list

12U L7 A V2T E#RE BRI LET, sEMIZOW
T, (A=Y 740082 URMOER] (P.6-122) #BML
TLIEEWY,
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||
% 6-9 Ay—T F40E2 HTaTUF (FE)
B B
detail REDT7 4 VT DFMER (74 Vv Z L—L BIEROARI

8 AHALET, F#EMICHONWTIE, (AvEe—Y 740050
PR OZoR] (P.6-122) Z2ZH LT &N,

logconfig |7 1L % ® logeonfig 7 A ==2—% AJJF % L archive()
TUNE T I varpbul $TR7 VT a v ERETEE
T, FEMZOWTI, 740 Z ol TR 7 )T a Dk
£l (P6-122) ZZRL TS ZEL,

GE) 74N ZEADTTDHITE, comnit A2 REFRITTLIMLENDH D F75,

NI A—=ZIZE, D3 ODDFATNHY £7°,
% 6-10 T4 LB EEIRSA—4

seqnum |7 (L Z DY A FNOMLEIZESNTT 4 L Z 2RKTEHETT,
&L seqnum B3 2 DFE, VA MHNDO 2B DOT 4 NEERLE
R

filtname |— ;) % DFE R4,

range range 1X, EEO T 4 NV EERTEEIHERT L2050, [X-7)
OB TRINET, X & Y X, fALHEET D700 HY] &Kk
D seqnums TT, 7o & zIE, T2-4) 1%, 2, 3, 4 BOOEICH D
TANEERLET, XELEZY OWTRNEEKET D L, HEHIIR
DYRARNERLET, &L, T-4) FEIIPB4OD7 4 V4
ERL, T 1%, LEUANOTRTOT 4 V2 2R LET, F—
U—FRall ZEHLT, 7445 URAMNOTRTOT 4 V& EF
TILELTEET,
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FLWAYE—D T2 ILEZDER

new [seqnum|filtname]last]

LT A NEEFATOINEELRELET, BT 20, F—T— K last &
BETHE, ANENETANERTANE VR FORBICBEMENET,
V= VAR FILER S L MERS Y ET, BEOY A MOHHE B Z 5
seqnum [ IAT)TEEHE A, AR filthame Z ANJ13 2 & AR filthame,
seqgnum, FET7-1E last T ANTHEITKDONET,

TANZEANNI LI, FEBITTZ4NVE A2 VT Ve ANTLHRNERHY £,
AN T Lizb, TOTERICE Y F R () ZANL Tz M) 2T LE
R

WROEMFTIET T —BRELET,

o VU UAFRGNBED Y =T AR ZOHMEBZ TS,
o T ANEIT T filtname H3—TE TIXIRVN,

o T ANEIAT T filthame INTHIFETH B,

o TANFITHEXE T =NEAELTVD,

o AUHA—Tx2AARE, GELBRWIV AT A VY —ZRE2BRTAHT 73
VEEITTH T 4 NVH,

Ayt— T4 L3 DEIR

delete [segnum| filtname|rangel

FRELEZ7 A VZEREIBRLET,
WOFEMTIE T —BRAELET,

o RELEARIDT 4 VEBNFEELR,

o FRELIEY—HF U ABFTDT L INEPNFIELR,
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Ayt—

74 IL3DFEE

move [segnum| filtname|range seqnum|last]

WHID/INTA—FTRELIE T 4 VE &2, 2TDD/NT A—X THE LIEHIC
BE#LET, 2FODONRNT A= NF—T— K 1ast THIHE., 74V F1E
TANE VA NOERBIIBEIINET, HEO7 AV ZEBET 55, T
BDOT 4 VE OHEMPIRNEFITED Y E4 A,

OGN T T —NEELET,

o FRELARIOT 4 VEBIEELR,

o HWELEY—F U AFBBDT 4 LENFEIELR,

o VU UARENRBIEDY—F U AREOFMMEBMZ TWVWD,
s BEILTHLI—F U AREEINR,

A= JA4WEBDTFITAR—=230ETATIT4

N—3Y

(E)

BESNDH A vE— 7 4V Z1X, active £7213 inactive DTN THY | &
5 valid F721% invalid DWTNNTT, A v®—T 74V FIX, active &
valid DS ORETH 2 HAICOBRLBIHEH S ivES, CLL ##@ U T, BEF
DT 4 VA % active 75 inactive ICEE LET (FD%, FORLET), FF
L7 (FREHIBRENE) VAT —F3 A v —T oA AR L TW5H
&, FO7 4 ZF invalid T,

7 4 V27 inactive THHNE I i, X SHWTTE £9, AsyncOS Tid,
inactive TH D7 A NF DT 4 VEHITHES ar i, BREMFIZEEINRET,
TANBZEANNEILIFZA VA= T 5L X OB EERTS &, AsyncOS
i$7 4 V¥ % inactive & L C~—7 L7,
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72 2E, R K HICEE, Milterstatus] EWIHLRIO T 4 VX &AL E
T, filter -> set W7 a2 FEMFEHL T, ZD7 /L ¥ % inactive IZ L F
Ty TANAOFEMNEREN, au rBNREFIZED> THDAICERLTL
ZEW (BLTFofIT, KRETRINTHWET),

mail3.example.com> filters

Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip filters();}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.
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- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> set

[ oL-23081-01-J
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Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:
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[1> all

Num Active Valid Name
1 N Y filterstatus
filterstatus! if (true) {

skip filters();

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>
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A= TA4NEADTITARN—23VFRETATIOT4R—2ay
set [seqgnum| filtnamel|range] active|inactive

FRELIE T AN F 2 RE LICREBICRELET, REOL—/VFTKRDLEY T
R

e active : IR L7727 4 L FZ DIRREE active IZRE L 77,

e inactive : IR L7z 7 1 )L X OIREE% inactive IZRRE L £,
KOFMETIEZ T —=NRELET,

o FBE LTz filthame O 7 4 V¥ NFAE L2V,

o BELEY—HF U ABBEDT 4 VENEIE LR,

(¥)  inactive TH D7 4 A H T, XL LHBTEET, T30 (T4 V¥ 4) O
Boav Ry, B (1) CEAEINET, CLIbFHTATINL, X
A VA= FENTZT A A FICZOEINEEN DS, BEINIZ inactive &
~—27 ZINFET, 72& 2, mailfrompm! 23, mailfrompm: DIV IZERE I
7

Ayt— T3 DA R—

import filename

WEREIND T AN EEFTLT7 7 A NVDAFITY, ZO7 741X
T7TAT v ADFTP/SCP v— | 7 4 L7 U @ configuration 7 4 L7 k1
WICIFET D2 HENDH Y £9 (interfaceconfig I~ REMFEHLTA ¥ —
72 A ADFTP/ISCP 778 A% A F—T M LTWBEHAE), 77 A VTHD
RAENTHT SN, =T —DEETEEREINET, BIEOT7 4V H £ b
PICEET AT RTDT A NEZE, A VR—FENET 4V ZICEESHBRDY £
T HMICOWTIE, B (77947 0 A~DT 7 8A] 5L TLIIEE
W BIEDO 7 4N EZ VANV ZAR—FL ((Avt—Y 74 0EDT 7 R
A—1r] (P6-121) #5H), TOT7 7 A NVEMELTA U AR— b TDHZ L&
[LET,

A=V T4 NBef R — T84, T = ya—RE@®RTLL
IROLENET,
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ryt—o

WROEMETIET T —BRELET,

o T 7 ANDBIFELIR,

o T ANEEN—ETIER,

o T A NKIAT T filtname B TRIFETH D,
o TANFIHX T —NEELTND,

o AVH—TxAARRE, FELBRWIVAT A VY —REBMTBHT7 73
VEEITTHET 4V,

TJ4ILEDITHRKR—F

export filename [seqnum| filtname|rangel

BEOTANE ¥y " o, TTIA T ADFTP/SCP V—F T4 L7 MUIZH
% configuration 7« L7 N UND 7 7 A WICFHTEDEATH I L £, FEMIC
ONWTIH, fHEB (7794 TV A~DT 78 A] ZBRLTLLEEN,

A=Y TA4NB T AR— T 554, TS a— RE2&IRT 5
kokowbhnEd,

WOFHETIIZ T —BRELET,
o FRELIEALRIDT 4 VZBFLE LR,
o BELEY—HFUVAERRDOT 4 VENFE LR,

JE ASCIl XXFt v FORTR

IOV AT A TIE, CLI T3 ASCII X578 UTF-8 THEARENET, BFEVLD
Z—=3F NV /F 4 ATV AN UTF-8 ZH R — L TWARWEES, 7 4 /L ZNIER
ICRRINEREA,

7 4 VENOIE ASCH XFEEFHTLIRORBWVFTIEIL 74X ETFA L
T7ANTREL TS, TOTFAN T7ANET T ITAT VAL ViR—
r52:TF ((Ave—Y 740D KR— 1] (P.6-120) ZHH),
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Ayt—T T4 5 VR RDRR

list [segnum| filtname| range]
HBELETZ AN Z ORI ZMNETIC, BEAREATRRLET, RIND
HHRIZIKDO LB Y TT,
o T ANEA
o TUNE =T U REF
e 7 4 JLX® active/inactive JKHE
o 7 4 ¥ ® valid/invalid K HE
WOFEMETIE=T —NHELET,
o HIFHOIEENANETT,

Aut—Y T4 IILEDFEHDERT

detail [segnum| filtname|rangel

T 4V E OERITRLEBMOREF R E, BELL 7 A NVZOERETSTRRL
ij‘o

TJ40E3 AT YTRY YT avDERE

logconfig

YT A=a—% NS L. archive() 727 ¥ a ko TERENTZA =LK 7
A TFANDT 4NE 0l FTarz2RETEET, ZhoD4 T a
X, BHE D logeconfig A~ > RTCHEHINEGL v a & L<SBITWETR,

0 ESRT L7 4N FEEMELETHRT LI EICLoTOH, v V2 ERE
TITHIBRCTE £9,

KT A4NE v g BTRI YT a NUTIROT 7 40 MEPREINTHWET,
Z OfElX. logconfig W7 a~r FEHEHL TEETEET,

o Hif5J514 : FTP Poll
o 7y AN YA X:10MB
o TrANDERKE 10
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SR DWW T, [Cisco IronPort AsyncOS for Email Daily Management Guidel
@ [Logging] #ZMMLTIZI,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- EDIT - Modify a log setting.
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[1> edit

Enter the number of the log you wish to edit.

(1> 1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

Please enter the filename for the log:

[joesmith.mbox]>

Please enter the maximum file size:

[10485760]>

Please enter the maximum number of files:

[10]>

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |



| B6F Fyt—Y J4M8EBERALELEFA—IL KRYI—DERA

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll

Enter "EDIT" to modify or press Enter to go back.

(1>

AX e NTA—2DER

N
()

scanconfig 2V RlZ, AFXx ¥V TARAX v I THXA T E, KX EHRMNT 7
ANDAX Y CEMELHIE L £,

Zip REDIEMET7 7 A MIZEEND MIME # A T2 A% % T B85 A% v
U 2 MZ Tcompressed| F721% lzip) F721% lapplication/zip] UV A F&&®
LRERHY ET,

scanconfig D fEFA

DB TIHX, scanconfig I~ RTIRDNRT A—HEBZELET,
* video/*, audio/*. image/* ® MIME # A 7%, 27TV EAX ¥ &
NEE A,

o RAMNENTE (BB T—IATEMN 774 01%, K10 LLET
AR YU ENET (F7HMIS L),

o AX Y UENDUMNT 7 ANDERYA XiT, 25MB T, Th kb k&
W7 7 AT TRTCRAR vy TEINET (F 74/ Md 5 MB),

o U TZFANDAEZT =2 ZAF% ¥ L BAFX—T NI LET, AXyr =
CUNRG T AN ARy T EEE AT HEERBHTAT Y
L¥d, ZHIETFT 740 FORETT,

o U7 ANDAXFY L DEA LT U ME, 60 BICRESNET, T 74
U M 30 T,

o AX Y UENRDOTTRMN T 7 ANMT, BMBRE— B LWL RARS
NWET (F740 FOEME),

[ oL-23081-01-J
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e A vE—TD application/ (x-)pkcs7-mime (FFEILETS) #O I,
multipart/signed (7 U 7 &4) WA S, AyB—VOar TR
WBLSNET, 7740 P T, FobBAShA vy —VI3EBRENLE
NEA.VR

> L

(G¥) [assume the attachment matches the search pattern]éerJluuxﬁEjA§>&\
AXY YTERVAYE—VEA Y=Y T4 F V=L 5T true LRI
ENES, ZhiCkY, 7427 aF Vi —HLARVAyE—VORERY, T
BAOBERRETLZENRHVET, ZOLIRAYE—=VIF, arT YR
ELLAF Y Y TERVEWHIHBTHRESL TR L,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be
SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup
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1. Scan only attachments with MIME types or fingerprints in the list.

2. Skip attachments with MIME types or fingerprints in the list.

Choose one:

[2]> 2

Enter the maximum depth of attachment recursion to scan:

[5]1> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> ¥

Enter the attachment scanning timeout (in seconds):

[30]> 60

If a message has attachments that were not scanned for any reason
(e.g. because of size, depth limits, or scanning timeout), assume the
attachment matches the search pattern? [N]>

If a message could not be deconstructed into its component parts in
order to remove specified attachments, the system should:

1. Deliver

[ oL-23081-01-J
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2. Bounce
3. Drop
[11> 1

Configure encoding to use when none is specified for plain body text
or anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)
5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>
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Scan behavior changed.

There are currently 5 attachment type mappings configured to be
SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]> SMIME

Do you want to convert opaque-signed messages to clear-signed? This
will provide the clear text content for various blades to process.
[N]> Y

There are currently 5 attachment type mappings configured to be
SKIPPED.
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Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

1. Fingerprint Image

2. Fingerprint Media

3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

There are currently 5 attachment type mappings configured to be
SKIPPED.
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Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

(1>

Avte—ONDI a—KFOEE

localeconfig A<y REMFHALT, AvE—VHUHFDORA vE—V D~y F—
BTy &=z a— FOEFRIZET S AsyncOS OEELZ R ETE E T,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Only try encoding
from

message body

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1> setup

If a header is modified, encode the new header in the same encoding as

the message body? (Some MUAs incorrectly handle headers encoded in a

different encoding than the body. However, encoding a modified header

in the same encoding as the message body may cause certain characters in
the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and

is being used or modified, impose the encoding of the body on the

header during processing and final representation of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in

an undefined way. Some MUAs handle headers encoded in character sets

that differ from that of the main body in an incorrect way. Imposing the
encoding of the body on the header may encode

the header more precisely. This will be used to interpret the content of
headers for processing, it will not modify or rewrite the header

unless that is done explicitly as part of the processing.) [Y]>

Footers or headings are added in-line with the message body whenever

possible. However, if the footer or heading is encoded differently

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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than the message body,and if imposing a single encoding will cause
loss of characters, it will be added as an attachment. The system will
always try to use the message body's encoding for the footer or
heading. If that fails, and if the message body's encoding is US-
ASCII, the system can try to edit the message body to use the footer's
or heading's encoding. Should the system try to impose the footer's

or headings's encoding on the message body? [N]> y

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message
body. Behavior for mismatched footer or heading encoding: Try both

body and footer or heading encodings

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

BOIOTa 7 ME, ~yF =B (274 VFI2L-TC) BESNTWE
Bh. AvE—VU ANy FA—0DOxnra—REAyvE—VARTIZ—HTDHLIICE
HIanEIMERTELET,

2F/FDOT T ME, SNy =0Ty MBAWUNCY VS THRESRL TN
BE. ~v A=l L TA =V ARX DT a— REBAT2HERH LN E
I EHIE L E T,

[ oL-23081-01-J
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3FOOTE T NI, REFEHOAL VT (BLOEHEOTa2—F) BAy
T—UARLTED LD ITHREET 202 T 272D S ES, FEMzOV
T, [Cisco IronPort AsyncOS for Email Configuration Guidel] @ [Text

Resources] ME? [Disclaimer Stamping and Multiple Encodings| # & L C

<TEEW,

BTV Aye—T T2 DIERK

WOBITIE, filter I~ FEMFHALTH LT 4L % 3 SERLET,

o EHWIDT 4 /VZ DATINL, big_messages TJ, Z iU body-size L —/L%
BHALT, I0MB XY KREWAvE—V% Fry X LET,

e 2FBDDT 4 NFDARIE, no_mp3s TT, T attachment-filename
N—VEFEHLT, .mp3 7 7 A VIRET DB WIZRMA 7 7 AV EET A v
t—YE Fey 7 LET,

e 3FHDT 4 /VHFDLHEINL, mailfrompm T3, Z UL mail-from /L—/L %
ffifl LT, postmaster@example.com 2H D A — /L& T TN,
administrator@example.com D7 T A ' K —R> ab—zERLET,

filter -> list W7 a<> F&EFEHL, 74 VZDY R NEERRLT, 74V
BWT I T 4T THENTHDZ L aiB LET, KIT, move V7 a~w 1 Raff

HLT, I EBBROT A NZDOMNEEANRLET, EIC, BEEZMHELT
TANEERENLET,

mail3.example.com> filters

Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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big messages:
if (body-size >= 10M) {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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no_mp3s:
if (attachment-filename == ' (?i)¥¥.mp3$') {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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mailfrompm:
if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name
1 Y Y big messages

2 Y Y no_mp3s

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:

(1> 1

Enter the target filter position number or name:

[1> last

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name

1 Y Y no_mp3s
2 Y Y mailfrompm
3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:

[1> 2

Enter the target filter position number or name:

[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name

1 Y Y mailfrompm
2 Y Y no_mp3s
3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

[ oL-23081-01-J
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- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[r>
mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no_mp3s, mailfrompm, big messages

Ayt—2 T4 ILZ2DOMH

OB a TR, EEOTANZOHERL, KT 4NN ZITOWTERIZH
%Li‘é—o

A—TUL—HiET s LE

TDTANEIE ROEDIT, 50 Kppe. BIO 1 XFREFA—NLV T L
ALEEND A =TV ENAT U ALET,

® user%otherdomain@validdomain

® user@otherdomain@validdomain:

® domain!user@validdomain
sourceRouted:

if (rcpt-to == "(%|@|!) (.*)Q@") {
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(E)

bounce () ;

IronPort 777 A 7 > AL, #EKD Sendmail/Qmail > 27 AETERT 572901
I<FERAEND, 20X — K RX—=FT 48O Y L— Ny 7 OEBEZITE
HFh, TNEDREFDEL (s 72F) FELYREFA—INL T RLAO—HTH5H
AEEMEN B DT, IronPort 7 7 I A4 7V AIINDEFRT KL 2% L LT
ZIFAN, REFAOZEHY A NEBRAL, ORI —NIZELET,
IronPort 7 7’7 A 7 AlE, ZNHDRA o=V Z4AEIC) L—LEH A,
TDXEIRTANEZE, ZOEZATDA =%V L—TX B L) IC#E-
EE&NA—T =2 MTA AL TN D 2—F 2 # T 57 DICHTE
AT ESNET,

T
2%

IDEIBREATOT FLAZMEST LI, VAT —%2HETHI L HTE
F9, MOV TIE, [SMTP 7 KL A g4 7 2> (P2-12) 228 L T
<TEZEW,

R —e&Hl T4 LA

BRICEIZTEMNTE714/1L5

DT 4 NEE, HAIEEORHENREENTOVDNE I ISVl & %
FELET,

search for sensitive content:
if (Subject == " (?i)plaintiff|lawsuit|judge" ) {

notify ("admin@company.com");

[ oL-23081-01-J
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BREMLICEEINIZA—ILDO BCC EXURFr >
TDT 4EE, BAMAICEFESREA v E—YEAF YL, TTA UK
ab—%{ERLET, T 172+ U & header-dictionary-match() /v— /L % i F

LT, FHEOmWBEAMED Y 2 FEfEETE £ (T§EFL—1) (P.6-49)
=ZM),

competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {

bcc-scan('legal@example.com') ;

BEDL—H%#JAv9 335744

D7 ANEERENTDLE, HEDT RUANLOEFA—NET Ry 7 LE
B

block harrasing user:
if (mail-from == "ex-employee@hotmail¥¥.com") ({
notify ("admin@company.com") ;

drop ()

Ay—CDT—h4TELUVrOY T T1ILA
T7ANBA TR —HTHA v E—VOHhER TEBION R Yy 7 LET,
drop attachments:
if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)¥Y¥. (asplbas|bat|cmd|cpl |exe|htalins|isp|js)$")
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| 6%

archive ("Drop Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: S$MID");

drop-attachments-by-name ("¥¥. (asp|bas|bat|cmd|cpl|exe|htalins|isp|js)s$");

RKEW [Torl Ny F—DT1L5
[To] ~y X —NIEFIZRENVWA v E—VERRLET,
archive () T L C#b/27 7 v a v EMREEL. drop() 4 Fx—7 NV F 21X
TAE—T ML TREMERDET,
toTooBig:

if (header ('To') == "~.{500,1") {

archive ('tooTooBigdropped') ;

drop () ;

B0 From:l] 74/L%

ZZHO [From] ~vy X —%RELET,
ZDT7 4 NZF, Mfroml 7 RVANEATHL SEIERBERICHISTE

j‘o

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == "~$|<¥¥s*>")

drop ()
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F7-. Envelope From BZEMD A v E—T% Ry 7T 5541F, ROT7 4 V57
ERHEALET,

blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == ""$|<¥¥s*>" OR
header ("From") == ""$|<¥¥s*>"))
{

drop ()7

SRBS 7 1L %
SenderBase ## i 7 1 /L~ :
note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep $Reputation *** $Subject');

SRBS 7/ L2 DEE

¥ D K A A > @ SenderBase Reputation Score (SBRS; SenderBase ##4ffi 2 =
7) LEVWEEZEHELET,

mod_sbrs:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain¥¥.com$") AND (reputation
< -2) ) A
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drop ()7

I7MILVBDERKRT 1 )LE
DT 4NEF, AvE—URILOY A AOFEMEEE L, EHRERBIC TS
77 ANEBRBBRLEST (ZORF =T D57 74 VAR,
readme.zip). lreadme.exe]. lattach.exe], 72 &),
filename filter:
if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?i) (readme|attach|information)¥¥. (ziplexe)$")) {

drop ()7

Ay S —KND SenderBase R ATDRFEI 4 ILE

ANy =D T RFEFRINDLDT, A= v TRRTEET ([Cisco
IronPort AsyncOS for Email Daily Management Guide] @ TLogging] % %),

Check SBRS:
if (true) {

insert-header ('X-SBRS', 'SReputation');

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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R —DAYFT—~DEAT 1A
EDOA— ) T7u— R r—RNEREZ T ANEPERLET,
Policy Tracker:
if (true) {

insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy
applied."');

ZHOZEED/INDUR T4ILA

3OULDEARAL D 50 N2 DZEENIRESNTODIHEEA—L
A=V EFTNTAYALET,

bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "@example¥¥.com$") ) {

bounce-profile ("too many rcpt bounce"); bounce ();
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W—TFT 4 TBEUVFRAMY RT—04004

KBS —brozA4 743D EA

BAESF = 2 2 FERALTEN I 74w 7 %K LET, VAT AIZ2DODA
4 —7xA A Tpublicl] & lpublic2] WHEETHELET, T 744 FOBUE
A v H =7 x4 A% Tpublicl) TF, ZHiZEV, BIENT 7 4 v 71 TTT
2B/BODA L H =T A AENTEIICHHISNET, AU ABLOZOME
BROZATDRA—=VET 4 VEEEB LW, ZD X H 7% A —/1iF publicl
M HEUE SN FET,

virtual gateways:
if (recv-listener == "OutboundMail") ({

alt-src-host ("public2");

BIEEA20I a3 DI RFT—MELT1ILE

BfE & ZEICR LY A F—%2EHLES, ZOT74AFZTEH, X7V v 7 UR
J-— Tlistenerl] TZELIEA vy E—V %, A ¥ —7 A A [llistenerl] 256
BETEET BELEAAT Vv 7 A0 P20, BEDT 4 VE %
Ty NT T HLERHY 7).

same listener:

if (recv-inj == 'listenerl') {

alt-src-host ('listenerl');

[ oL-23081-01-J
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B—A2PzHR T4)LA

BV AT =TT 4V EZEBEESEET, 2L 2E. VAT LALKTETTS
DT, AvE—V T4V EENETIEHOY A S —%2HBELET,

textfilter-new:
if (recv-inj == 'inbound' and body-contains ("some spammy message")) {

alt-rcpt-to ("spam.quarantine@spam.example.com") ;

RT—=T4205 FAq42O AT T4I)LE (B—DY RXF+—)

AT =T 47 RALY (NEOT RLANLTHD LB, B0 2A)—
THRET D) BMEH SN TV AEFA—NLE Fry P LET, UFTOIP 7 N
AlE, BR22D K A A > (mycompany.com) &3 L CWFET,

DomainSpoofed:
if (mail-from == "mycompany¥¥.com$") {
if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

RT=T4F FALDRAYT 72418 FEHDY) XF+—)
Ak &R U TR, EEo U 2 F—%4H L TEELET,
domain_spoof:
if ((recv-listener == "Inbound") and (mail-from == "@mycompany¥¥.com")) {

archive ('domain spoof');
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drop ()7

BDRT—T7405 FALORAYy T T4IL4
WME . ALV AT —T 4V TXRT 4 VH

reject domain spoof:

if (recv-listener == "MailListener") {

insert-header ("X-Group", "$Group");

if ((mail-from == "@test¥¥.mycompany¥¥.com") AND (header ("X-Group") !=
"RELAYLIST")) |

notify ("me@here.con");
drop () ;

strip-header ("X-Group") ;

LW—E VT DEHT 1 LS
TOTANBEERHLT, A=V V=T %2FESHETODLERZRE, #FIE,
BXOHELET, 207 4L &%, Exchange — F 213 NS OEHTT
FAEL TV O ORMEZ BT 5 72D BB £,
External Loop Count:
if (header ("X-ExtLoopl")) {
if (header ("X-ExtLoopCount2")) {

if (header ("X-ExtLoopCount3")) {

if (header ("X-ExtLoopCount4")) {

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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if (header ("X-ExtLoopCount5")) {

if (header ("X-ExtLoopCount6")) {

if (header ("X-ExtLoopCount7")) {

if (header ("X-ExtLoopCount8")) {

if (header ("X-ExtLoopCount9")) ({

notify ('joe@example.com');

drop () ;

else {insert-header ("X-ExtLoopCount9", "from
SRemoteIP");}}

else {insert-header ("X-ExtLoopCount8", "from S$RemoteIP");}}

else {insert-header ("X-ExtLoopCount7", "from S$RemoteIP");}}

else {insert-header ("X-ExtLoopCount6", "from S$RemoteIP");}}

else {insert-header ("X-ExtLoopCount5", "from S$RemoteIP");}}

else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}

else {insert-header ("X-ExtLoopCount3", "from S$RemoteIP");}}

else {insert-header ("X-ExtLoopCount2", "from S$RemoteIP");}}

else {insert-header ("X-ExtLoopl", "1"); }

GE) T 74V T, AsyncOS IZHEMICA —LOA—TEKRH L, 100 [BL—7
LAy E—VER Ry LET,
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BELERY FO—Y R

ZOFETIX, NIC 27 U 7, VLAN. Direct Server Return 72 &, —#&iZ
etherconfig A< Y F&-o TRIHTEX 2@mERR Yy MU — 7 #KIZ DWW THLH
LEY, ZOFEF, RKONETHR I THET,

o M=V Ry N AL E =T ADAT 4 T#RE] (P.7-1)

o (XY NI AU B =T A A H—KOXT Y7 /F—27) (P7-5)
e Mgfm—Jin =7 xv hU—2 (VLAN)] (P.7-12)

» [Direct Server Return] (P.7-21)

A—HYRY NS VEB—DTITAADAT 4 THRE

A—=HFy N AU —=T 2 A ADAT 4 THEILT 7 AT HITIL,
etherconfig I~ R&EMHEHLFT, Hx DA —Y Xy b A B —T A AN
BIEOREL LI RBRRENET, A1 VX —T = ZAZBIRT D L. ATRER
AT A TERENERINE T, FlIzOWTIE, TAT 4 TREORwESF ) (P.7-3)
EHHRLTLIIEEN,

etherconfig o=/ —HY Ry kA E3—T L XD A
T 4 TREDWE

etherconfig A~ Ko, A —V XYy h A FZ—T a2 ADT a1y
7 AFE (/) FEE (10/100/1000 MbpS) ERETEET, T
THNVDBTIE, A F =T = APEEICAT 4 TREZRRLETR, HE
LTI ZOREE LEEZTHLERDHY £7,
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(G¥) [ Cisco IronPort AsyncOS for Email Configuration Guidel @ [Setup and
Installation] OFHICHES> T GUI DV AT AREY 4 F—F (Fizida~r K
FA v A H—T 2 A AD systemsetup A~V K) BET L, BEEHE L=
BEIE, 774NV IO =P Ry N AV H—T 2 A ARENT I T4 T VA
TCICHESNTNET,

GE)  —EB® IronPort C3x, Co6x. X10x 7 7T A4 TV AIZiF, K77 A4 %y hU—
JAVHE—T AR T T a rPEMINTOHWET, EifINTWDIIEAIE,
ETTITAT U ALOFERARERA VX —T =2 A AD U A M2 2O8MA —
Fv b A F =74 % (Data3 & Data4) BNERENET, ZHOEDOXT
By MET 7 AN A0 —T oA RAE, BIEREMSK CHM (Data 1, Data 2,
B LM Management) | VX —T 2 A ALNTIZTHIENTEET, Xy b
V=0 A B =T 2 AR N—ROXT Y7 /F—=I07] (P75 2ZRLT
<&,
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AT 4 TEREDRES

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> media

Ethernet interfaces:

1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6d

2. Data 2 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6e

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.

[1> 2

[ oL-23081-01-J
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Please choose the Ethernet media options for the Data 2 interface.

1. Autoselect

2. 10baseT/UTP half-duplex

3. 10baseT/UTP full-duplex

4. 100baseTX half-duplex

5. 100baseTX full-duplex

6. 1000baseTX half-duplex

7. 1000baseTX full-duplex

[1]1> 5

Ethernet interfaces:

1. Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6d

2. Data 2 (100baseTX full-duplex: <100baseTX full-duplex>)
00:06:5b:f3:ba:6e

3. Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

(1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
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*‘y kD —
0 F—

- PAIRING - View and configure NIC Pairing.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

(1>

DA23—=Tz4 R A—FORT)

=
—

NIC X7V T T2O0WHT —% R— b elArfdbEdZ Lickb,. NIC »
57 v T ARN)—LDA =P Fy b B— b ~DT—F RRAEENEE LTS
Bl NI Tl A=V Xy b A F—T = AR TEET, TV
TTE, BRNICE S VX b A v H =T 2 A AT TA~) L F—T =
AABIONY I T v A F— 7I4X<ELT XELET, T4~V A
H—T o AEENREELIZHEES (DFV NICET vy 7 AR —A /J—F
ﬁ@#&U?ﬁﬁﬂht%ﬁ)u\ﬂy77yi4y&—7l4zﬁ77%4
TR0, 77— FREEFEINET, IronPort O~ == 7 /L TiL, INIC _7 VU
v L INIC F—3 7] IXRFEETT,

+03 50T —% F— bRHIL, BEED NIC X7 Z2ERTEET, T %{E
KT BHEEZ, EEOT—F FA—befllAHEbELZENTEET, ROHE
BEIZLTLIEE N,

e Datal & Data?2
e Data3 & Data 4
e Data2 & Data3

o T
CIXTFIAT LV ALEM YN —=XTTFI7A4T AT, MC&7)/7%E%
TEXFEHA, —8D C3x. C6x, XI0x T TAT AT, 7743 % |k

T— A B —T A A FTTF g0 Wéﬂfwi#D EHINTWHIEE
3. BT T IAT A LOERARER A VX —T 2 AD Y A M 2 DDEM
A—HYFxy h A ¥—7xA A (Data3 & Datad) BERINET, ZNLHD
XAy MET 7 AN A F—T oA A%, BRAEREMK CTHR (Data 1,

Data 2, XU Management) f >4 —7 oA RELXTIZTHIENTEET,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




RTE EEGRyY FI—V8E |

NIC R7 1) 2% & VLAN

VLAN ((Mg#e—Hn1 =7 % hU—2 (VLAN)J (P.7-12) &) I3,
TGN A B —T 2 A ATDHBRETEET,

NIC X7 D4Rl

NIC RT &ZERT 5 & XX, ZTOXT 2R 2 LT IMEAT 402 EET S
WENRH Y ET, N—T 345 1D HHETO AsyncOS TIERL L7z NIC X7 I1Zi%,
T w77 L— RE, BEIBIC Pairl) WO T 740 NERRESNET,

NIC X7V 7L TAERINTZT 7 — ME, FFED NIC X7 24/ TR
LET,

NICRZYUTIF—IOTDEREETA b

A=YV Ry F"DORATFT 4 TREZ R L7256 .etherconfig 2~v Y R%&ff- T NIC
X7V T EFRELET, XTE2RTHEZIERTILHMEANTH LI
RKOLNET,

TIT AT A B—T 2 A AV EZ DI, failover W7 a~ 2 REfEH
LET, 774U NICHBAY T4 U REIZES>TH, BEIMIZT 7 A~ YU NIC
WZIZEI0 by £ A, TOEAIE. (failover 2~ REMMA L T) WHRAIZ
7T A4~ U NICIZYIVEZ D, N7 T v 7 NICIZBEENEAETDHET, Ny
IT T A E=T 2 A ANT 7T 4 TIRREEHFFLE T, INIC <7V 7T
x4 % failover 7 a~> FOEH] (P7-9) #&BL T 7EEN,

NIC X7 ZHIBET B2, delete W7 a~ o FafEHLET,

NIC X7 VU T HRETHE XL, failover R TR TOREL T THEEMN
METHD I LITERE LTI ZEN, failover 2% FiE, NIC <7V 7D
BEEME L% 1S BT ITbNER—U v 7 OROEECHEtlimc T = —
WA —R—%FETLET,

NIC R7 Y VT EBFEDY) RF—

U2AF—NREDYTCHNFEA L H—T 2 ATNIC 2TV T EAR—TNIC
THE, Ry T v A F—T oA ZZEYYTHNTEEY 2T —DOHIE,
FEHOYET, T 2—TUbOWTRrZRIRT LI ITkdboET,
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etherconfig A< > FZ#E 2= NICR7 ) 5 DA F—T )ik

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:

Choose the operation you want to perform:

- NEW - Create a new pairing.

[1> new

Please enter a name for this pair (Ex: "Pair 1"):

[1> Pair 1

Warning: The backup (Data 2) for the NIC Pair is currently configured
with one or more IP addresses. If you continue, the Data 2 interface
will be deleted.

[ oL-23081-01-J
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Do you want to continue? [N]> y

The interface you are deleting is currently used by listener
"OutgoingMail".

What would you like to do?

1. Delete: Remove the listener and all its settings.

2. Change: Choose a new interface.

3. Ignore: Leave the listener configured for interface "Data 2" (the
listener will be disabled until you add a new interface named "Data
2" or edit the listener's settings).

[11>

Injector OutgoingMail deleted for mail3.example.com.

Interface Data 2 deleted.

Paired interfaces:

1. Pair 1:

Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.

- DELETE - Delete a pairing.

- STATUS - Refresh status.
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N
(i)

mail3.example.com> commit

NIC T &#EH L6, BFTF 2 R LTLE &V, FEMIc W TIiE, INIC <=7
Vo 7ol (P7-12) 221 TLIEE0,

NIC R7 Y VT IZxtd 5 failover 3+ Jav > FOFEH

ZOFITIER, FEIOT 2 — A —N"—%FITL, Data2 f V' F—T =1 A%
#7774~ £ Z—T7 x4 R LET, CLI TEEZMERT DI,
status V7 a~ v REFETTAHILENRD Y £,

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> pairing

Paired interfaces:
1. Pair 1:

Primary (Data 1) Active, Link is up

[ oL-23081-01-J
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Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.

- DELETE - Delete a pairing.

- STATUS - Refresh status.

[1> failover

Paired interfaces:

1. Pair 1:

Primary (Data 1) Active, Link is up

Backup (Data 2) Standby, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.

- DELETE - Delete a pairing.

- STATUS - Refresh status.

[]> status

Paired interfaces:

1. Pair 1:

Primary (Data 1) Standby, Link is up
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Backup (Data 2) Active, Link is up

Choose the operation you want to perform:

- FAILOVER - Manually failover to other port.

- DELETE - Delete a pairing.

- STATUS - Refresh status.

(1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

LOOPBACK - View and configure Loopback.

(1>
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NIC X7 Y 2T DORER

NIC RT7 U IREFICEIEL TWDL I EEMRTILERH Y £F, Z0D7
DI, ROFIEEFEITLET,

ATFvF 1 CLI®Dping A~y FEEST, XTI R->TWHA X —T = AA A%T AL
F9, NICXT LREUY 7Ry b EICFFEL, ML L2 Y — R &> T ping 2
LT EPHERINIZIP 7 FLRIZK LT, RO K DIZ ping ZFEITLETS

mail3.example.com> ping x.x.x.x

P

Zv'-‘yj’ 2 failover 2~ R&ZFEITLET (etherconflg -> pairing -> failover), 15
MR L £,

AFYFT 3 RN ITvINICHT VT 4TI v B —T A Ao T=5, HE CLI D
ping A~ R&EE-T, XTIZR>TWDHAS X —T x4 AT ANLET,

AFvT 4  FHIZ, BHE failover #FEITLTCNIC X7 2T 740D (FTF7A4~Y A
B—T oA ANT 7T 4 77) REIZRLET,

FEO—AL V7 %2y kT—% (VLAN)

VLAN X, W#T—% F— Mo v FENRBENRa—a0r =) 7 2o b
7 —27 9, VLAN %§ Tf‘ﬁ“é L2 LV, Cisco IronPort 775 A 7 2 AN
MTEDRY NU—T O %, fFéa”L’Cb\é%fjﬁ,E’]fotff VE—=T A ADH KL
D LT Z LN TEET, =& 2iE, IronPort Cé6x 777 A 7 2 A|Z1X Data
1. Data 2. & &0 Management @ 3 ’30)4’ VE—=T A ARHY E£T, VLAN
o T, BEFOY 27— 550 TAR— K RiZEMORy FU—2
EFERTEET GEHHIZOWTIE, 8B (7794 TV A~DT 7R 25
LTS ZEW), TEOYMHE Ry hU—7 F— NMI#HEHD VLAN 2% E T

£7 7-112, Data2 A v % —7 = A AZHEED VLAN ZRET HH &R L
£7,
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= 7-1 VLAN 2B L7754 7 XA EOEATRELG R v F 77— 80
m =S VLAN1.VLAN2.VLAN3 Bz % & ht= IronPort 7 754 7 VR
2

VLAN1

VLAN2
VLAN3

VLAN 2> Cxy NU—2 %2 58T 52 L2k, %2V T s 2mESE
o0, FEHEELZRBLIEYD . WRIEZIER LY T&F£9, VLAN I,
['VLAN DDDD] & W HBRDART&ZFF &R 5 —% K— K] & LTER
ShET, 'TDDDDJ iZfH K 4 #0 ID T7 (=& 21X, VLAN 2, VLAN 4094
72 8), AsyncOS 1%, #& KX 30 @ VLAN ZH# 4K — bk LEF, [ U Cisco IronPort
TIIAT A LETEET D VLANID ITERETE £H A,
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VLAN &EEAR— k

MR — F % VLAN [SBIT 5720 IP 7 RLAZHRETLILEITLH Y £4
o VLAN Z1ER L7-#R— M2 VLAN DS D 57 4 v 7 %535 IP
T RLVAEZRETED7=0, VLAND 7 427 VLANUSAD FT 7 1 v
I DOW SRR CA v E—T oA ATZETEET,

VLAN X, —#8® IronPort X10x, C3x, BEL W C6x 77T A 7 > ATl "l HE
T 7 ANT—F F—br2EFLTXTO [Data)] R—FBLDY
[Management| A— h BIZfEET& £,

VLAN X, NIC X7V 7 (RTIZ7>TWwWb NIC TEH AHE) <° Direct
Server Return (DSR) &t & iz TE £,

7-2 X, VLAN OHIRFEEO 7 DICEBEBRIFE TEX 2N 2 A0 A —/L H— 3208
IronPort 7774 7V ARHTED L HIZA—NERETE20ERITHEHHIT
T, FUORIL, B¥ERy hU—27 (VLANL) 02677547 v RZEESHE
A=NERLTWET, TTIAT VAL ZOA—)VEET EBV ML, &
fEHIZ VLAN OIE#RE STe X 7 &3 v MGBMLET GROVLER),

VLAN [2& 37 TS5A47 o RAMBENER

=== VLAN1.VLAN2.VLAN3 A=
o ma H®E &Nz IronPort 7 7547 VR

I?DMa24>9—714Z
VLAN
X4 vF]
E/=FS
NL—4
[ ]
VLAN1
=Tl
VLAN3 BRY—
VLAN2

———— - B
@ MEY—
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VLAN O'EH

VLAN O1ERK., M. 8L OHIBRZT 5 121X, etherconfig I~ &ML
F9, fEk L7= VLAN (. [Network] > [Interfaces] ~— Y F£721% CLI ®
interfaceconfig A¥ Y REoTHRETETET, LTI RTOELEEEZMEL
TLZE,

etherconfig 27> FIZk %L L) VLAN O1ERL

ZofFITIE, Datal A— b EIZ 220 VLAN (VLAN 31 & VLAN 34) #{EAk
LET,

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

[ oL-23081-01-J
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VLAN ID for the interface (Ex: "34"):

[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

(11> 1

VLAN interfaces:

1. VLAN 34 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):

[1> 31

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management

(11> 1

VLAN interfaces:

1. VLAN 31 (Dbata 1)

2. VLAN 34 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

(1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

LOOPBACK - View and configure Loopback.

(1>

[ oL-23081-01-J
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interfaceconfig 27> FIC&5 VLAN LD IP £ 32— =4 ADERK

ZOFITIE, VLAN3L A =V Xy b A v F—T =24 A FIZHFLWIP A % —
7oA AEERLET,

~

GE) AVHF—TzARIEFEMZDE, TTITAT LV ALDOERENHALDLZ RS
nEJ,

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Data 1 (10.10.1.10/24: example.com)

2. Management (10.10.0.10/24: example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> new

Please enter a name for this IP interface (Ex: "InternalNet"):

[1> InternalVLAN31

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
m. 0L-23081-01-J |




| g7%

EELRY FO—J @R

IP Address (Ex: 10.10.10.10):

[]>10.10.31.10

Ethernet interface:

1. Data 1

2. Data 2

3. Management

4. VLAN 31

5. VLAN 34

[1]> 4

Netmask (Ex: "255.255.255.0" or "Oxffffff00"):

[255.255.255.0]>

Hostname:

[1> mail3l.example.com

Do you want to enable FTP on this interface? [N]>

Do you want to enable Telnet on this interface? [N]>

[ oL-23081-01-J
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Do you want to enable SSH on this interface? [N]>

Do you want to enable HTTP on this interface? [N]>

Do you want to enable HTTPS on this interface? [N]>

Currently configured interfaces:
1. Data 1 (10.10.1.10/24: example.com)
2. InternalVLAN31 (10.10.31.10/24: mail3l.example.com)

3. Management (10.10.0.10/24: example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

mail3.example.com> commit

[Network] > [Listeners] *— %> C VLAN #RET L L b TXET,
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7-3 GUITHLWIP AL 32— x4 R&EHKTHLEICVLAN AT S
Add IP Interface

Mame; | ([[rdermalfLANIL
Ethernet Porg: | VLAN 31 b
[P address: IW
Nelrmask: W
Hinstnams: m

Bervices; | Service Bare

Orre T

O] Telnet l_

[]55m B

CHrTe T

[Jures e

Redirect HTTF Requests to MTTPS: [ | Enable Redirect (HTTF and HTTES Sarvices will be turned an)

B

Direct Server Return

Direct Server Return (DSR) 1%, [6 U Virtual IP (VIP; 48 IP) %2 i:GF4 2548
¥ ® Cisco IronPort 7 77 A 7 A CTARMEZ DM T 272D OWRBEAR /A B
= AL &V R— T BHHETT,

DSR /%, Cisco IronPort 7 75 A T2 AD [N—F Ny 7| f—H Xy AV
H—T oA ALITERRENTZIP A v 2 —T =4 2% LTEEISNET,

s

EFlE., 2O~==2 7 ATIERY -

it

(GX)  CiscoIronPort 7 77 A4 7 > AD AL LD
FERA,
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Direct Server Return O 4 %*— )Lt

DSR #A X =7 MZT HITE, BIMLTWEET T I7A TV AD [I—T Ny
T A=Y Xy h AP =T 2 A% A F—T M LET, &I, CLID
interfaceconfig 2 <Y RE 721 GUI ® [Network] > [Interfaces] ~*— T % ff >
TN—T Ry 4 Z—TxA A LT Virtual [P (VIP; (K48 1IP) Z D IP A
H—T A AEERR L ET, wHEIZ, CLI O listenerconfig 2~ REiX
GUI @ [Network] > [Listeners] X— & ffio THLWIP A F—T = A X LIT
VAF—%AERLET, BT TR TOLEEEMEL T EEW,

GE) N—TNRNv I Ao Z—TxAREFERH LGS, 7T 73A T RXEDA >
H—T7x A AD ARP JEEZFITLEE A,

DSR A X—7 VD& &, ROV—APEHAINET,

— TRTOYV AT LMNE L Virtual IP (VIP; B IP) 7 RL A &AL %
\?AO

— TRTOVAT AN =R RN P LERICLAASL v TFBLOY T2y b E
WCHDVERDHY 9,

7-4 DSR #FRALI=RALRS v FICHEHZ S I-EHO IronPort 7 75 4
7 ORADER DS
| [— |7'-’77r»|~ e N

|
_';% 2497
A l A
A—F NS5 Y9
VIP 1.1.1.1

e . & w5
o I T o JER T

IronPort 7 7547 VX 1 IronPort 7 7S A4 7V 2
VIP 1.1.1.1/32 VIP 1.1.1.1/32
A:B:C:D:E:1 A:B:C:D:E:2
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etherconfig A< > FIZC&BINL—TNRv Y £ 3= A ADA F*—T )Lk

AR =T NNl TV —=T Ry LB =T =2 AT, DA H—T = A R
(Datal 72 &) EEIC X IcHbhEd,

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

[1> loopback

Currently configured loopback interface:
Choose the operation you want to perform:
- ENABLE - Enable Loopback Interface.

[1> enable

Currently configured loopback interface:

1. Loopback

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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Choose the operation you want to perform:

- DISABLE - Disable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

LOOPBACK - View and configure Loopback.

(1>

interfaceconfig A< > FICKBZIL—TNRNY I LDIP AL 25— =4 ADER
N—=T Ny LB =T 2 f ARZIPA v Z—T = A ZAEERLET,

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Data 1 (10.10.1.10/24: example.com)
2. Internalvl (10.10.31.10/24: mail3l.example.com)

3. Management (10.10.0.10/24: example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.
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- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> new

Please enter a name for this IP interface (Ex: "InternalNet"):

[1> LoopVIP

IP Address (Ex: 10.10.10.10):

[I]> 10.10.1.11

Ethernet interface:

1. Data 1

2. Data 2

3. Loopback

4. Management

5. VLAN 31

6. VLAN 34

[1]1> 3
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Netmask

(Ex:

"255.255.255.0" or "Oxffffff00"):

[255.255.255.0]> 255.255.255.255

Hostname:

[1> example.

Do

Do

Do

Do

Do

you

you

you

you

you

want

want

want

want

want

com

to

to

to

to

to

enable

enable

enable

enable

enable

FTP on this interface? [N]>

Telnet on this interface? [N]>

SSH on this interface? [N]>

HTTP on this interface? [N]>

HTTPS on this interface? [N]>

Currently configured interfaces:

1.

2.

3.

4.

Data 1

InternalVvl

LoopVIP

Management

(10.10.1.10/24: example.com)

(10.10.31.10/24: mail3l.example.com)

(10.10.1.11/24: example.com)

(10.10.0.10/24: example.com)
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Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

mail3.example.com> commit

HFLWIPAUA—T AR EDY RF—DERL

GUI £/ CLI 2o THLWIP A v ¥ —T = A A EIZY A —Z4Ek L E
9, =& ZIE, T-50R" TR, HRIERLEZEIP A v F—T = A A%
GUI @ [Add Listener] ~— Y TEIRTE £,

7-5 FLOL—TNRY Y IPLUE—T A RLD) RFT—DERK
Add Listener

e —
Wamme: [

Type of Listenar: | (5 pybilic

2 Private
Interface: | (Daen 1 (10.10.1.10/24: evample.com) Jal| TCP Part: o5
Crata 1 {10.10.1.1072¢

example.com)
Bawnes Prafile: P

Internalvl (10.10.31,10024; mal 31 example.com)
LoepWTP (10.10.11.10/24: madl 1.example.com)

Footer: | "Management [10.10.2.10/34: axampla.cam)

SMTP Authenticalan Profile: | | gone w

b SMTP Address Parsing Optians: | Opticnal settings far contralling parsing in SMTP “MAIL FROM® and "RCPT TO®

b Advanced: | Opticnal settngs Ffor customizing the behavior of the Listensr
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= CHAPTER

PRE|EPREHE

IronPort O H1YetE h RIS PREERE  (B¥RE =+ — & f > TIATWIEE) A0 L CTHEED
TTIAT A RRHICER, RETDH I LICL D FHICE S 2 R A
L. Xy U=/ 2R THREDO—BWNEZMHRTLIENTEET, BEOT 7T
AT P AEERT DDA — Ry =7 2 BIEAT 2X6EIH Y FEA, TR
EPREHERICE > T, Xy P =7 NOEEM, Rkt BXOAFr—7 1
U7 4Rl v—h0 R —%IEF LN S 70— VIR 2T 5 2
LBTEET,

7 FX&LF. REFRYILET I —HO~ DI ETT, 7T AXZDOHNERT
X, v (ronPort 7 7T A T R) NZA—ATHEENET, POV TR
ZIZH 1 DU O V—TRH0 3, lxDv 0k, eTWVTFahro s i—
TDOANR=Z 0 FET, BEEL—FIE, VAT LOIEIEREFRE I TR
YN, TNV—THL, FRE~v Y VB TRETCEET, Znicky,
IronPort 774 T v A%, Fv NU—7 i, 5%, 7235 RERIC
EoONWTHBEITEES,

JITARNIE T —E T T —F%7 7 F ¥ TREINDTZD, 7 TAXHITT A
H— | AL —TORRIITFELEFA, EOviirsZ A LThH, 7 TRAK
OFIE L EHEZITHO LN TEET (7L, —Hoar7 4 Fal—i gy
a=r REHRsNET, (HREa~> K] (P8-21) #BB LTI,
22— F=HR=RF 7 T RAINDOTRTCO~ VU ETcganEd, 29,
a—Hoty b EFEHE (BIOMETH/RAT—RK) 37 F7AFL2KT1 oL
MDHEELERA, 7 TAFZZEBNMTHTRXTO T 1 DOFHEZE AT — K
FELET, TNET TARAIDEHNI T — FEFFOET,
COEONEFIL, KO LB TT,

o [ 22DEMH] (P.8-2)

o [ 220K (P.8-3)
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17 F 2% DIERLE 7 T A2 ~DBM] (P.8-5)
(7252 o%e) (P.8-15)

[GUI Th 2 7 A% D& (P.8-23)

(72 24558151 (P.8-27)
(RANTT77 742 L HDTERM (P.8-34)

VS5RAZDEH

7T ALNOA~ T 2L, DNS TR ATRE/R AR A M AL BT, b
DIZIP T FLAZMAT 22 L b TEETR, MFBLZRESEDLZLIET
TEH A

DNS &K A N4 DOfiEk) (P.8-27) MM LTIV, 7 FAX DG
1. BE, v DO DNS AR N AEF - THRIBESNET,

12507 FAFF, 2L LTRERLSY =D  THEERENTWADNLE
NHVET XTI —XE CUI—XIITHEBERH Y F9),

7= & 21X, IronPort X1000, C60. C600, C30. C300. BLU'CI0 77 F
ATV ARRBUIZ TAXZIZGODHZ LIZTEETN, C60 & A0 T 7T A
TUARBUZ ZJARICEDDZ EITTEEEA, BBHEORNWT 7T A4T
VAEBGEO ZAZIZEBMLEY ETDHE, FEOTTIAT U AET T A
ZICBMTCERVWHEBAZRTZI— A v—UREREINTT,

1 o027 F7A2K1%, &KL LTREAA—=Y 2 D AsyncOS ZEITLTND
VU THERENTWARLERH Y £9°,

TTGABDA L N—%T v T T L—RTLHHECONTL, [ TRAFXANOD
DT v T T L— K] (P8-17) &ML TLIIZEW,

£~ 0%, SSH GEFEILAR—F 22) & Cluster Communication Service

(CCS) DWW TNnEfE->Tr 7 AZIZBMTE £,

77245 (P.8-27) #ZML T &,

7 TAZIIZEBMLT=~> 0k, SSH £721X CCS B ClmfEca 4, 4
TR — MIREFHETT, SSHIT@EFEAR—F 22 ETA x—T7 il -T
BY, CCSIEFT 74/ hTHR— b 2222 ETA RX—=T W72 > TWETH,
EHE50H—ERAHLBDOR— MIRETEET,
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TTIAT VA LTS MERHDBED T 74T U4 —/L iR— hZ
Mz T, 7FA2bENT-~ )N CCS B THRIET2HAIL. K~ v
N CCS R— MRETHAEICER TEILERLY £1, (77 X ZE(E]
(P.8-27) ZZMRLTLK &,

o UTRAEDIERK, 7T ALX~DOBM, BLOY T AXDOHREEIT I IZIL,
Command Line Interface (CLI; a2~ RIA4 v A X —T A A) D
clusterconfig 2~ REMFHATAILERNH Y £9,

7T AZ BB LT RIE, 7 T A Z LS OREZ GUI %7213 CLI 2~ 5 E#
TEET,

(72252 DERE 7 T AZ~DEM] (P.8-5) BILOY IGUI TOY T AHX
DEM) (P.8-23) #ZHML T LI,

9 2R DIEK

7T AR TR, BEFBWNR 3 DO NL—TF (L) ITHPITWET, i BAF
LARUIE Y T AEDFRE. AL E TN —TF DHRIE. i ML ~bit~ v
TEOREETNTENFRLET,

J—7F LAp
canada

AW TOYLAN

Cwyork example.com losangeles.example.com toronto.example.com

B 81 VS RZDLAIVBERE

DSRE LRIV
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FIHAERE

B LTI, BRIENATRERA L R—=N 1 DU ERFEELES, 2hbxd =— L
FEOVES, T— FIIBED LIV EENBARON N2 A R—2F LET,
7=&ziE, Tusal ZV—7REMIORLEZE2 DO Vv—7 FT— KD 1 >TY, L
SOV —RRHFECTT A, E— NI EANR b2 RLET, T— FIEEICA
AICERanET, 8-1IZ R L7 TAZIZIT 6 ODDE—FRH Y 9,

HETHEDL VL TERESNET TN, TNOEFICHENT— FIIH LTHRTE
SNET, TRTOE— NZKTIHREZ 1 DOV THRETHLETHY E
Hh, 7 TFAE B— NERRRr— 2T, 75 AFF 1 D UIMEE LW
W, VITAX T—ROREFTRATIITAL LULTRESND EEZLET,

WE., \FEAEDOREILZI TAX LUV THRETHLENHY £, 72771,
TR~V TEBNZRE S NTZREIX LML V"V TRESNTZRELY L ALS
NET, LER-ST, 77AX E—RNOREEIN—T E—FPv > E— R
OFETELEEETTEET,

T2, RN TAR FE—RTT Yy RAANR—=T—TUVEHREL, 7T A
FHOTRTOR Y TEORELHEMNTHLLES, RiT, 20T —T e~
T E— RT¥ Y newyork HICRELE T, ZOHE. 7 7 AXHAOMMOT
NRTOV VNI EFE I TAX LYV TERSNTEZS Y B R A = F—T )L
A LETHN, v newyork 137 T AKX DREE~ T T— ROEB D
ETEEZLET,

BEDIN—T o~ VAL T AZDFEE LEXTHHEEICL > T, EFIC
FRBRENATRERICR D 9, 2L, 2L DOFREL~ VY T— KR CTHEBICEH
ETHE, 7TRAXOYUPIOBMTHLIEHOLLTENKRESARDNET,

FEAEDHEREICOWTIE, HTLWE— R TREEZBRDTEEZDT 7 4L b DA
IR EITZE T, BENETHL I L LE— FOREVBFEELRW T &IXHKIC
RKAIESHET, flE LT, 1 207 A—FL 1 BEO~TUrnbibIERICHE
JITAEEEZFET, LDAP 72U —NT TAX LAYV TREINTND &L
Ft, I—F Loy LNV TR B RESNTOEY A

7T AL (tpaPp 7= VY—:a, b, ¢)
T—

vy
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ZIT, =TI LTHLWLDAP 7 = U — DR EEER LIZE LET,
FORRIRDOL ST F7,

7T AR (Lpap 7Y —:a, b, ¢)

TN—7 (tpap 7= Y—:72L)

~

THE, VTAZ LAULDOREN T N—T L~NLORET EEEZ I NETR,
LW =T REIIOIRETIIZE T, A —7 — FiZiX, MAICHRE
EN7ZLDAP 7 = U —DNEBIZIFELERA, O NA—THNO~ i,
ZO 250 LDAP 7 =V —% J A —T bk LET,

WIZ, ZOTN—TIZRKDE 572 LDAP 7 = U —%BIMLE7,

7T AR (Lpap Z7xVU—:a, b, ¢)
TN—7 (LDAP 7 U — :4d)
v

INT, A LUV THRESINTZZ U —LFHNc, Fr—7Ich o

V—MHRESNE L, =33 —70 7 ) —%HKLET,

VDIRIDERE I SR EFIADEM

(E)

7T AZDIERNE 7 T AZ ~DBANE, Graphical User Interface (GUL; 7 Z
TATAN 2= B =T R) NHITTEERA, 7 TFTRAEZOERK., 75
AE~OBM, BLUY T AZDOFEEIT 9 121X, Command Line Interface
(CLL, a~ > RIA4 v A B =T =AA) ZHEMTLOLERDHY T, 7T AZ
OERLIE, GUL & CLIOEL LN bR EE AR T E7,

7T ABENERRT B gric, M3 RERTRUEIIEREYX— % 4 X —T7 I LT E
S\,

A O IronPort 7 7T A 7 2 AGTIE, I JuAE TR AR BB BE O FEAT X — 13 8
LTWERA, TREPHEHBEELZ A X — 72T 52X, 30 H F’ﬂ@nﬂﬁ%
BRI 0 F—EWMATHILERDYET, F—% A =TT BT

CLI @ featurekey 2+ RE72|% [System Administration] > [Feature Keys]
NR=UEEHLET,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




F8E HREPUEE |

clusterconfig A< > F
v BT TRAEDIERSC 7 T AL ~DEIMNEAT 5 IZ1E. clusterconfig I
VREHEHLET,

o WLWIITRERIEMTAHE, TDOVFAZOTRTOYMBEIZIED Y 5
AL R LIz~ bR ENE T, v BT TIZ [AX U RFTr
V] E—=RTRESNTWDIHEEIT, 7 ITAXEER LZEEICEDORAZ
K7eroOFENMERSNET,

o WUUMITARIZEBYTDHE, FDOYI DT RTDY T AZLARER R
EWT TAE LN LIRRESNET, 2FV, ZO~ UVEARADORE
(IP7 FL AR L) ZBRSTRTORENDHERL, TO~T U BEMLZY
FARE TN—T FRIFTEOHFOREICEE DY E9, v NI4T
W RZ U RTrYy ] BE— RTCHESNTWDIHEAIX, 77 A2 %2ERTD
LXWZEDAZ U RT Yy OBREMEA I, w2 LV OREILREF
INFEHA,

BEO~YURNERE T TARAZIZEEFN TV ARWEAIE., clusterconfig 2~ K

EFEITTDHE BEFEO I ZAZICEMT o0, HLWT TAXEERT DDA

TvaryRNERENET,

newyork.example.com> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[11> 2

Enter the name of the new cluster.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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[1> americas

New cluster committed: Wed Jun 22 10:02:04 2005 PDT

Creating a cluster takes effect immediately, there is no need to
commit.

Cluster americas

Choose the operation you want to perform:

ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- LISTDETAIL - List the machines in the cluster with detail.

- DISCONNECT - Temporarily detach machines from the cluster.

RECONNECT - Restore connections with machines that were previously
detached.

- PREPJOIN - Prepare the addition of a new machine over CCS.

(1>

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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[ |
CZOWRT, BrLWI TAF Y 2BINTEET, Zhbo<wid, SSH
F72IXCCS #FEAL @ T £,

BEFEDI S RAI~DESM

BEfF D7 T AZICBINT HICiE, 7 7 AZIZEBMTLHHRA N ET
clusterconfig 2~ F&EEITLET, SSHE CCSODELLAFEHLTY 7 X
ZIZBMT DN ERINTE £,

WED 7 FAZICEA FEBMEELHITIE. ROBHZWH-THERH Y 9,
o JITAANDIUDSSHAA N F—%RIETEDHZ &

o JIAZNDOD~YUDIPT FLAEHSTEY, £O~ 02 (SSH X
CCS#&HT) HiTtxsrZ &

o UITARRIBT AV EOEHA—TOEMENRRAT—FE2M->TN5EZ
&

GE) 77RAFIZ=T BT LHHEIZ, BIMLES ELTWETRTOV v Rk
EFREREREY—Z2 A VA ML THOMERHY ET, HHUHHRERFE
B OMEEX—N VAT AMIA VAN L EINTEY, 75 RAZBTTICHEET
DA%, CLI @ systemsetup 2~ RIZE DBV AT AREY 4V — Faflio
THFEDOI TAZIEMTHZELTEET, BHESRAU—FOEHE, 77V
F—=alrDFRANLORE, BLOFRYy U=V A F—T 24 AL IPT K
VADBREDKR T, 7 T7AZOIERE V7 T AZ~OBIMDONTNINERINT ST
oy hRFERENET,

SSH Z#E>=BtF YV 5 XA & ~DZMm

WDFRIZ, SSH A7V a &> T~ llosangeles.example.com] &7 T
AZTBEINT D6 &R LET,

losangeles.example.com> clusterconfig

Do you want to join or create a cluster?

1. No, configure as standalone.
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2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.

[1]1> 3

While joining a cluster, you will need to validate the SSH host key
of the remote machine to which you are joining. To get the public
host key

fingerprint of the remote host, connect to the cluster and run:
logconfig -> hostkeyconfig -> fingerprint.

WARNING: All non-network settings will be lost. System will inherit
the values set at the group or cluster mode for the non-network
settings. Ensure that the cluster settings are compatible with your
network settings (e.g. dnsconfig settings)

Do you want to enable the Cluster Communication Service on

losangeles.example.com? [N]> n

Enter the IP address of a machine in the cluster.

[1> IP address is entered

Enter the remote port to connect to. The must be the normal admin ssh

port, not the CCS port.

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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[22]1> 22

Enter the admin password for the cluster.

The administrator password for the clustered machine is entered

Please verify the SSH host key for IP address:

Public host key fingerprint:
XXIXXIXXIXXIXXIXXIXXIXXIXXIXXIXX XX XX XX XX XX

Is this a valid key for this host? [Y]> y

Joining cluster group Main Group.

Joining a cluster takes effect immediately, there is no need to
commit.

Cluster americas

Choose the operation you want to perform:

ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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- LISTDETAIL - List the machines in the cluster with detail.

DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously
detached.

- PREPJOIN - Prepare the addition of a new machine over CCS.

[1>

(Cluster americas)>

CCS Z&E =BTV SR Z~DBN

SSH #ff i CT&aWiGaix, b Ic CCS #EH L EJ, CCS OME—DF|
X, EOR—FTIEZ 7 AZBE LT (=—%F 271 L SCP 2 &
b)) ZETF, CCS Zflio TREFED 7 7 A I~ BT 5T
IZ. clusterconfig ® prepjoin V7 a~ R&aflioTr 7 AXIEBMNTH~ Y
VO EITWVET, ROBFITIX, ¥ Thewyork] LT oprepjoin 22 K
é’%ﬁi LT, 7 ?X/}’GZJEJJM‘%S’?“/‘/ |—losamgelesj @Z%{}%%??O'Cb\iﬁ‘o

prepjoin AV Y REFATLTD, 7 FAZITEBMT 54K A D CLI T
[clusterconfig prepjoin print] E AN L, BES T AXZIZEENTNDHEHE R
FDASU RIAVIF—%a—FT5H5ZLICLY, 7FRAZITEMT HARA
Oa—Y X2 B LET

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.
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- LIST - List the machines in the cluster.

LISTDETAIL - List the machines in the cluster with detail.

- DISCONNECT - Temporarily detach machines from the cluster.

RECONNECT - Restore connections with machines that were previously
detached.

- PREPJOIN - Prepare the addition of a new machine over CCS.

[1> prepjoin

Prepare Cluster Join Over CCS

No host entries waiting to be added to the cluster.

Choose the operation you want to perform:

- NEW - Add a new host that will join the cluster.

[1> new

Enter the hostname of the system you want to add.

[1> losangeles.example.com

Enter the serial number of the host mail3.example.com.

[1> unique serial number is added

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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Enter the user key of the host losangeles.example.com. This can be
obtained by typing "clusterconfig prepjoin print" in the CLI on
mail3.example.com. Press enter on a blank line to finish.

unique user key from output of prepjoin print is pasted

Host losangeles.example.com added.

Prepare Cluster Join Over CCS

1. losangeles.example.com (serial-number)

Choose the operation you want to perform:
- NEW - Add a new host that will join the cluster.
- DELETE - Remove a host from the pending join list.

(1>

(Cluster americas)> commit

VUMDY T AAITBIMENT- %L, clusterconfig AV R&EESTT T AKX
DEF X ERBERATETT,

(Cluster Americas)> clusterconfig

Cluster americas

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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Choose the operation you want to perform:

ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- LISTDETAIL - List the machines in the cluster with detail.
- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously
detached.

- PREPJOIN - Prepare the addition of a new machine over CCS.

(1>

FIL—TFDEM

FTRCOITAZZE L DU EOIT V=T RNEENTWALENHY £, HL
W7 T AEEAERT D L. [Main_Group) &WHARIDT 74V kDT )V—TF

NEHBPICERSNET, L, 727 AFZRNICBNDO I V=75 B+ 52 &
HLTEET, ROFNE. BBEDOZ FAZRNITENMO 7 V—F%ERK L., £DJ

N—FZw B Y THHEERLTVET,

ATFyvFT 1 clusterconfig 2~ REETLET,
ATwF 2  addgroup V7 AU REEIRL, HLWI A —TO4HTEZ AT LET,

AFyvFT 3 setgroup M7 a2~ REMFEHL T, HLWIL—FIZE Y B TEH~ v &R
L/ij‘o
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DS RAEDEH

CLITODYVSR2NEHR

7 TABCEEND~ YT, CLLEZR 2D E— MUV BEX D2 LN T& %
T, T—REHDZ VNI EENDIHED (BHIOF W) A R_A—E2F LT
HZEEBRVHLTIZS N,

CLIOE—RIZIE LT, RENERIND EMERGINREVET, T 7411
W, 2—na s Llizvry (74 KRAN) 239 [wvr)] £—FK
<7,

BIOF— NIZH Y 2 AIZIE. clustermode I~V RZEHALET, ROHEZS
EZlIZLTLIEE N,

= 8-1 VI REDEE

a<wy Rl B7L

clustermode 7T AR FT— R~DY]h
BMRAEHRT DT
FRFIRSNET,

clustermode group northamerica 7' )— =7 [northamerica |
Hor7n—7 %—Ricy)
DD ET,

clustermode machine losangeles.example.com ~ rlosangelesj H
D~y E— RIZEIY
DYET,

CLIOZn 7 FPERESN, ROXIICHEDE— RRFRSNET,

(Cluster Americas)>

F2X

(Machine losangeles.example.com) >

v B FRTHE, Tar T MIv T OREEH AL AP RRENET,

[ oL-23081-01-J
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BEDIE—LBE

TRTCOFEHRa~ B (R~ K (P8-21) &) 1T, #HLWEREL
L T CLUSTERSHOW & CLUSTERSET MBI UE L7z, cLusTERSHOW (£, < K
BREOE— RERTTDHEXHEHLET (THicB8msnz#iE (P.8-20)
#2M), crusteErseET #EIX, (BIfEOa~< > RTHRETEZ D) HEOHKESE
E— FEELIEI VAT (20X, BDEv U hodbd 7 v—T~) BEE
Ildae—35 L EITERHLET,

copy ZEHATHE, BMEDOET— FORENRFEINET, move AT &
BHEOT—FOREN VY b (Z7U7) &hET, 2F0., BEHL-HKIT, B
TEDOE— FIZHEDHKE SN 2D T,

72 & 21%. (destconfig 2~ KT) Z/—" [horthamerical 127 v K XA
NWNe T —TNEFREL, 7 T7AXEERIZZOREEZFEHT 25E61E.
destconfig 2~ RN T clusterset &> CTHEDRELZ 7 7 A X £ —
Ficav— (£2388) T4 (HLOREDHER) (P8-16) 2ZM),

43

REEBBFELFOE—THEER, KERRICFENMELLEVKSITERL
TLESW, EAF, RERHEOR 2 v TIRRESNEVRFT—2FOTY
VICBEBFEEEFAE—LTH, ZOH LI D VICRLRBRENRESNT
WEWMES., HILLWI D UTRABRSEDORY VIS R—TILITRY FEA,

# L LERE DERER

7T AL DL NBRERGED 1 2l HILWHREZERT DL LT, £
PSS NIZRET, vV BE— R TOEREE{TWET, KIZ, #EICRIE
NRTNIE, RELFZ D7 T AX T—RIZBEH L, T XTO~I 2
FALET,

KOFNL, HDH~ TV AT —OREEERL, ENTEXLZOREE Y
FTAEDEY D~ NN T ) vy aTHFRIEERLTCHET, @E, VAT —
37 7 A2AZ LV TRESNDTZH, ZOFTERINICRELZHDL~Y D~
VY E—RIETITFLThL, REODEHLZITW, TAMLTWVWET, ZDOX
HIREBRMIRET X, 7 T AXANOMO~ L TRILEEEZITORNC, 1 2D~
VY ETTANTAMERLY T,
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ATFvFT1

AFvT 5

2AFv7T 6
AFyvFT 7T
ATFvT 8

AFvF9

clustermode cluster 2¥ Y R&EfHi~ T/ T AX T— FIIEFELET,

clustermode 2~V KX, T—FZ2 /7 7R %Z, JL—7 B~ L
NJVICERT D LTS CLI 2~ R T,

listenerconfig #FITL T, 7 FAXIIREINTZV AF—DOFREEFRLE
7

EERT D~ U HBRO, clusterset A<V REfESTRELE Y T AXMNE FL
DO~y ET—Rcav—LET,

WD X ST clustermode I~v > REfoTEBE~I O~ T— RIZBITL
£7,

clustermode machine newyork.example.com

KR~ D~ F— KT listenerconfig I~ REFITL, FEhp~
BEAOEEEZITVETS,

EHAMELET,
Ep~ o EORELFEOFERZHATL, LT EEZMELET,

FLWVREEMOT X TO~ T NZHHAT DU N TE/Z 5, clusterset I+
VREMESCREREE MDDy 724 T— BB LET,

RHEEMEELET,

DI RAEhoDEE (RIER)

TV E T T AL D LKGERIZHIBRT AIZ1E. clusterconfig @
REMOVEMACHINE #RIEZFEA L 4, v~ &7 7 AZ DL KEEICHIRT S &
%®&EiV$WMJéh FTOTNIT TAFIZEENTWZE X LEL L
HIZEMELET, el xiE, 779 AX E— RO u— "\ VEEEIET—T VL
MIPWGRIC~ Y v BT TRAEINBHIRT D E, D7 a— UEEEIET —7
DT —EZNvrOa—HLVEREICa—EnEd,

DSRZHADRI VDT v TIL—F

7T AL, BIpDH A=V 2D AsyncOS ZFEIT L TV HY U U 2 EfiE TE
FtH A, AsyncOS T » 77 L — R&1T I HIIC, clusterconfig I<¥ L N%&

o T ITAXNDOHE~ L 2O T HLERDHY ET, TXTOYL U E2T v
7L —RL75, clusterconfig I~V K& T T AX BZHERLET,

[ oL-23081-01-J
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(E)

ATv7 4

AFvT 5

& DA

<V UERMUANA=Y g Ty IS L= RT5/IE. 2 0D 7 T AKX ERHHEICK
S5 LM TEET, F7-. GUI @ [Upgrades] X— Y T2 7 2 &L hi-
U ET v TITL—=RTAZ b TEET,

I IRAENBEA D= o EBGIETARNCT v 77 L— K avy FEEHT5
L AsyncOS IZ &k » T/ FAZANDOFT XTO U RElahEd, v %
Ty T L= RTBEHC, K~ BT TRAENLUINT S Z & aHELE L F 9,
B~ UEYILTCT vy 7L —RLTWAHE., tho~T 38l &k s 7 A%
ELTEMELET,

CLI Zfio T TAXNO~ Y& T v 77 L—FRT521d, WOFIEEFETL
iﬁ—o

7T AZND< Y ET, clusterconfig @ disconnect BAEZEH L £, 72¢&
ZIEX, ¥V losangeles.example.com ZHIKT3 5 IZ1%, clusterconfig
disconnect losangeles.example.com EANLET, commit (THEHD FH A,

VBT UC, suspendlistener I~ K&~ TT7 v 77 L— RHEtho#
LWERROA vt =V OZEZEIE L £,

upgrade 2~ RZEFT LT, AsyncOS #H L=V a2 2T v 77 L —FK

LET,

Y

(F) J77AFRAO~TETXTYHW TS5 LD ITRODEEFE/ITMHERA »
T—VIFEHL TSN, BN T TSN TWA D, 20
KA T AsyncOS IC L »ToZ FAZNDOMDO~ > 38l sind Z &%
HYERFA,

D AsyncOS D= a Vv EBRIRLET, Ty 7T L —RBRETT DL,
<~ rNYT—rLET,

Ty T T L —RENTE~Y ETresume I~ REFSTHLWA v E—TD
ZEEHBLET,

TIABNDI T EICAT 71 ~5 2#0RLET,
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N

GE) 772~V rEYGIWTAE, TOCY U EHo T~ D%
EELFECEXERA, VITAZDBRELLEETA LI TEETR, &
EDRBINENGRL 2570, = U RSN TWAMIIRELEH
L7Z2nTL ZE,

RO~ 2T v 77— RLEBRT,. Ty 77— Fahlk~vr T i
clusterconfig @ reconnect HFZ FATL T U EFBER LET, T2& X <
v losangeles.example.com BT BT, clusterconfig reconnect
losangeles.example.com E AN LET, 7 T AXIE/RTEHDIE, [L
W=7 ® AsyncOS ZFATL TWAH 21T TY,

aAVI74F¥alb—3>r 774 aARUR

(E)

EDYEY k

%I?"

BREBRIT, 77 AZNOMLE2 DY AT MR EFEESNET, ([System
Administration] > [Configuration File] ~— £ 721X exportconfig ¥ N%
{iof) vV E—RTary 74 Xal—ay Iy ANV ETT AR— T 5

BEREFO O —HN T 4 AT T 7 AINVIRTET AR— N EINE
ﬁ“o 7 AL F— RERLIEIIN—T F— T, BERT A LTNnD Vv
W7 7 ANPRIESNET, 77 A NVDT I AE— R p~v it 2—F
WA I ET,

[System Administration] > [Configuration File] ~*— " $£ 7213 1oadconfig 2 ¥ ¥
FaioTr IR 24 (£72137 FREZILENTE~Y V) DREEZHLNLD
RELTEBE, BTEORTEE O (RIUCERITRRD) v~ BT TLHH
BRI AR—bhShTWHWERA,

I TARILEENDLw Y ET (= w2y E— FRET), ([System
Admlnlstratlon] > [Configuration File] X— < F£721% resetconfig I~ K&
flEioT) MEZYV Y FT 5L, %@7//&I%mﬁﬁ®77¢W$ﬁﬁ IR
DNET, TOTTVURENET T FAZICHFENTWIEEAIE, &EZ Y By b
THIELT, ZORENY 7%575*%%5@9‘]6:%%3%&?0

[ oL-23081-01-J
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CLI o< Y FOYHR—F

FARTDATY KDY SRR
AsyncOS OF_TPH CLI 2~ KRBT T AXMIGITRD £ L, —#Hoa<wr
RiZ, 7 AX FE—RTETLEEEOEMENRCRRERD ET, & 21E, &K
Da<wy R&E 7 FARIIEEND v ETEITTHE, a~wr FOBMEREE
SNET,

commit & U clearchanges 27w > F

commit

commit 2= N, HEDET— NIZEFRZRL, TRXRTOERE I TAXD 3D
DL YLDFTXTTHEELET,

commitdetail

commitdetail I~ Kid, 7 7 AXHNDODT R TCOV I VKM EINT-RELF
DO ER R LET,

clearchanges
clearchanges (clear) 2~ R, HEDET— FIZEFERL, IXTOEEL
JGAEAD3ODLNALDTRTTY VT LET,
FrzIEMESh - 84E
CLUSTERSHOW

Ko< NiT, a<r FREBEDOE— FE2F T 5 cLUSTERSHOW FRAEN BN &
nwE L7,
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TR~V DOBEFORE T EEE SNOHBELZETT D CLI 2~ FE AT
DL EHMAyE—VREIRENET, LLAE FTAY = FTavr b
EANNTHE RO RBIMA Y E—UBRRRINDIENDHY FT,

Note: Changes to these settings will not affect the following groups
and machines because they are overriding the cluster-wide settings:

East Coast, West Coast

facilities A, facilities B, receiving A

IN—7 = FOREELMELZHEL, ALLI Ay E—URERRINE
ﬁ—o

HEa<TUKR

FLAEDCLL 2a~xr FEZITHET D GUL R—ViE, £EDE—F (77
AL TN—=T, wvV) TETTEET, L, —#Hoavr FE~—=UIF
1 2OE— REFICHIB SN TWET,

VAT LA E—T 24 AL (GUL & CLIOELHBIZE), 2~ ROHIBR
SINDHZE, BEOEDESITHIREND DB LTIRENET, a~v Fae®R
ET DO OWEY) 2T — FICHBEICYU D FEZADZ LR TEET,

e GUI Tix, [Change Mode] A == —F 721X [Settings for this features are

currently defined at:] V > 7 Z{i> CTE— FZUI W H 2 £,
e CLI TlX. clustermode 2~ R&flioTE— KZU Yz F4,

Woa~r Fix, 7728 F— NCHIRSNET,

& 8-2 9522 E—FICHBEhHaTUF
clusterconfig sshconfig
clustercheck userconfig
passwd

tERoa~wr Fearsn—7 = RFEHiE~y >y = RFTEITLEI ETB L,
BE Xy —UNERSN, WURTE-NICU OB ENTEES,

Cisco IronPort AsyncOS 7.3 for Email t#a>24¥aL—v 3> A4 F
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N
GE) passwd 2~ RNiX, YA 2—FRXMFEHTE 2 LT 220086 T+, 7
Ak 2—YPNRTTRAINDO~L FTpasswd A~ REFETTHE, EHE Xy
t—YiEFERSNT, - FOE—FE2LEETICI TAZ LLOT—HIT
R UTEENTONE T, LoT X Cox—HFicxt LTiE, EiRo (oflRs
nNpar74F¥al—varyavwry NERLD) BIENMTORET,
WD~y NiE, v == MHIRISNET,
antispamstatus etherconfig resume suspenddel
antispamupdate featurekey resumedel suspendlistener
antivirusstatus hostrate resumelistener techsupport
antivirusupdate hoststatus rollovernow tophosts
bouncerecipients interfaceconfig routeconfig topin
deleterecipients ldapflush sbstatus trace
delivernow ldaptest setgateway version
diagnostic nslookup sethostname vofflush
dnsflush quarantineconfig settime vofstatus
dnslistflush rate shutdown workgqueue
dnslisttest reboot status
dnsstatus resetcounters suspend

tFRoa<w L FE2 I TR T— RERIIIN—T =R TEITLELS ET5 L,
Xy —UNEREN, WURT NIV EZL N TEET,
WDa<wr R, Eblcr sy X p (=R /L LT0nEvIy)
WHIBRENET, chbpa<wy REHFERT L, e—bL 7740 VAT
DT IV BATEDMLERHD 79,

% 8-3 AJ4 v KRR+ E—FICHIBEAZITUF
last resetconfig tail upgrade
ping supportrequest telnet who
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GUITDY SRA3DEHE

GUI TiZ, 7 FAX D, 7 T AZ~DEIM, BIWY T AKX [EEFDOHED
B (clusterconfig I <2 RERZEOERIME) 2179 ZEIXTEEHEAN, 7
TALZNDO~ T DER BEDIERPHIER, BT 7 AZH, 7 —7TH,
<V UBTORED I —CBHE) (DF V., clustermode B LN clusterset &
FEDOEIE) 21T5 2N TEET,

GUI icwplica 74 >3 % & [Incoming Mail Overview] ~X— U NERR I FE
T, BIED~ Y VN TAZ DAL R=L LTRESHL TV AEAIT, FREF
T PEREDY GUL T XA —T7 Mo TWDH Z & bl SN E T,

[Incoming Mail Overview] X— 1%, RARLTWAA—)L 7 — F=F Y 7
DT —EZBRa—H) <= M ENDTed, vl A RAMIHIREN S =
<~ ROBITT, Blo~ > ® [Incoming Mail Overview] LR — k& FR"7 5
Wik, 2o~ oo GULICE 7 A T H0ERH Y £7°,

TTITAT VAT ZAZY VT RAF—=T NI TWDEEIE, 770
DT KV A 74—/ RO URL IZERBE LT E &V, 20 URL IZE, #£EIZES
U < machine. group. F721% cluster EWIHHEENEGENTWET, 72& 2

X, mYlica 74 > LTz & & O [Incoming Mail Overview] ~— @ URL kD
Lo RENET,

https:// 7% } 4 /machine/ #75 /monitor/incoming mail overview

(GE) [Monitor] A == —® [Incoming Mail Overview] ~*— " & [Incoming Mail
Details] X—ViX, v/ A v vV ZHIBRENET,

[Mail Policies]. [Security Services]. [Network]. [System Administration] ® 4%
Z7NE, v v AACHIR I N WA=V RRFINE T, [Mail
Policies]| # 7% 27 UV v 7325 &, GUI WO REFRIEHFERNET I NET,
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8-2 GUI O RERTIFEMEE . RENRAE SIATLERIMES
Incoming Mail Policies E—FA205—4

IH-:-de - Ha:hlnt:u-mﬂ-.m4 g |l_'|'en:e Hode... d
inherking sesiags fram Cluster: smercas: LEE L
= Ovarnde Sallings Eﬁ':'yox
Settings for this festurs are currently defined st
BRSO
|
FLEa—
Hr
8-2 TlX, T~V OBIEOHRRICE T OREN 7 7 A H £— FinbHifkk
INTVWET, HERISNEREITHE N L —CTHRR (FLba—) SNET, =
NODOREEZRFET Db, 772 LYUVOREEZ IOV M EEE
LTEETLHZ L HARETT,
N
GE) MR INIERE (FLEa—FRKR) QX FIZ7 T AZ0OHMK LICRENRR

SNFET, TN—T LT TR LRLOBTIKGFET 2 —E R %A X —
TNERITT 4= 0T B EEFFEBRELTLLEE Y, FMicOWTIE, MR
EDabt—LtBHE)) (P8-16) 2L T EEW,

[Override Settings] V> 7 %27 U v 7325 &, ZOBEBICHHET 28 Ln~"—Y
NERENET, ZOX—ITIE, w20 F— FOHLOVREEIERTE £,
TI7ANIREEZOEEEMTHLHTEXETR, HIOE— RTT TIIHE
LTWBEAIE, TRAODORELZ IO~ Ilabt—F5Z b TEET,
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8-3 GUI O REhRIEIEHEE | 3 L LBREDER

Mode — Machine: example.com [Change mode.. ]

= Centralized Management Optiens
Creating Mew Settings for Machine: example.com

Mote: Cresting néw settings for this maching will overrsde the settings currently inhented fromn Cluster: americas.

& Start with default settings

T Copy from: mﬂ

[Canl”

Flid, M 82T RT L ST, ZORENT TICHES N TWDE— RIZBEIT
52 TEET, INLOE— NE, FREFREHKR 7X®Tj[5 ’%5
[Settings for this feature are currently defined at:] ICFR/RINFET, T 22X, &
ENEBICHESN TS E— REFRERINET, FlOE— ]\T%ﬁméﬂt
BIOT—FbEKESNTE) BEON—VERRTEHE, A=V EZZNLD
RENFRTFINET,

ForEINTWFNIrDOE— R (72 2i1E, K 8-2 127”7 [Cluster: Americas] V
YI) B U v ITHE, FOT—FOREEERLTEHTEDIHLNA—D
MERENFET,

8-4 GUI DR REMBIETBEE . ERSHE

HMode = Clusler: americas | Change Hode., =1

b Certrabized Mansgement Dphione

BWEDE— R TRELHET D &, PREPRERR Yy 7 ART X TOR—V|
oMb iR TR RS E T, [Centralized Management Options] V > 7 %
7V w7 FHE By 7 ARERASH, BIEOE— FTEREON—VIZH L TH
ETELATY a0 A MBRRSNET, [Manage Settings] R ¥ > & 7
Vo7 35&, BMEOREZHOE—RNIZat—F3BE#HL-Y, RELZEE
WZHIBR L7 T £ 9,

7= & 21X, X 8-5 TiL, [Centralized Management Options] V 7 B 7 U v 7
., REFRERA T a ryBERENTWVET,

8-5 GUI O R Eh B ERHAE : REDNEE

Hode = Cluster: americas | Changes Mods.., =l

= Canlrahred Hanagamanl Splons
Lettings are defined:

Delete Settings for this feature at this mode.
You can alsn Manage Settings.

[ oL-23081-01-J
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Ry 7 2AOAMIZIE [Change Mode] A == —NHRREINFET, ZOA=a2—|C
FBREDOE—RRFREN, ZOA=a—2fioTWHWOTHLHOE—F (7T 2
. TN—TF Flidwr) KBEITEET,

8-6 [Change Mode] # =a1—
Incoming Mail Policies

Mode = Clusler: americas Changes Hode,, _;I
Change Mods...

* Chusbay AT G Lourrent modea]

o BROUDE MaAIN_Group

.. ... Machine ! mail3oecample . com

b Canlrabrad Hanageameant Oplions

Find Palicies

Lrnail Address: & Recipient Find Policins g

T Zander

MOE— RERTX—=VIIBEIT L5 L, FREFRERER Y 7 2DOLEMNCH D
[Mode —] £V 5 7 HF A MR —IFHIZHEATHRIBEL, T— FBLERI Nl &%
MHEET,

BEDXTIZEEND —HORX—=VIL, v E—FIZHBRELTHET, 7=
2L, BfEORrZ A AR MR ENS) [Incoming Mail Overview] ~—
LIFRRY, INHOXN—VE I TAXADEDOY O THEATEET,

8-7 RREFUEEME : T UICHIB S SHEE

Mede — Lroup: Main_Group [L‘hnnq: Made... _-I

= Centralized Management Options

Resbricled Lo Machine Level:
This frature is anly available at the Machine level. Please use the Mode meno to select a machines.

[Change Mode] A =2 —nbEBET LIV VU EZRINLET, T7F X MR —IFD
IR L, E— RBREEINTCIEEZMbEET,
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9 S RAEEE

JTABNDO~ U NE, A vz Ry A2 F>THAEICEELEST, 7
T4V ETE, TRTCOIV PO TRTCO IR LET, 1 >0V >
IRYWEINTEH, MO~ U RNHEHEZETE R RDI LEHY EFHA,

FT7 I NTIE, 7T AINOTRTOBIEN SSH 2> CTR#EINET, &

<V = TN DOa =& AT URNIZEEL, U7 Ok L R
WKISLTAEYNDT—TVEEELET, £7-. 73%5’aihém®fN

TOv i ﬁbfmﬁmp(lFWWOFm@Jéiﬁbiﬁo_h
Uy s ORFIRIERTER L., L—F R NAT 8% A L7 ¥ b Li=5a T%@m%
e L £,

DNS &7RR FRDREER

~ YT T AXICHET HI121E, DNS WM ETYT, 77 AXOEER., #HE.
(v EDAVE—T 2 ADKA ML TIE/2LK) v~ D DNS KA %
fEo>CBthENET, TR MEMRETE RV~ i, BRWIZIEZ 2241
BENLTHTYH, EBRIZIZZ TAXZNOMMO~ v EBETEEY A,

RANBINT T T7A4T A LD SSH F£721% CCS # A4 X —T/WMIZ LIZIE LW IP
AVH—T oA AEHFET LI, DNS ZRETHLENRH Y 9, ZHUIIER
[ZHEZTY, DNS 23 SSH 7213 CCS A X —7 /ML TWRWEID IP 7 F L
AeBWTDHE, FAMRROMY T A, FTREFAEH T, /X —7 =
AATEDHEA LTI <, sethostname 2~ RTHELE A4 KA
o] BDEHIET,

IP7 RLAEF - TI T AXRNOMD~ 2 TR T 2858 1F. #Eifto~
VINBERITED IP T RLRADWi NNy 7T v T FETTEHLENSHY £9, DNS
PIZEDIP T RLARBRWEDICHi LYy 7T v TFTREAL LT T RTEHE, FD
T UNTT TR R TEE A,

VSRRV Y, REEiFAL VA, BEUTYTSTL—F

AsyncOS #7 v 77 L— K325 L, DNS OEHIZ L o THERNKDbND Z &M
HVET, UITRAIADY YU EDA U E—T 2 f ADKA M TIERL) 7
FAEXNO~Y L DEREH RAA VA EZEETINEND ZHET

AsyncOS 7 w77 V— KT DF[IZ, sethostname & ff > TH A ]\%@ % E &
EEL, 2O~ O DNS La— R2EHTOIMLERHD Z LICERELTLE
S,

[ oL-23081-01-J
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DR BEDEXL) T4

Cluster Communication Security (CCS) %, #E#ED SSH — v R (2Pl F% o
7 v x)b =B A TT, IronPort IZ CCS BWEREENT-DIL, 7 7 A X BEITHE
¥ SSH 242 Z LI+ 2SI A 5720 TY, ~ v Ho SSH @5
TiE, ACAR—FT (FHERLED) MEOn /A v 2RE T, 2 OFEHE
X, 7722 bante~v v ETEEOR A4 U ERS 2L R GAERE A,

B2 b CCSIET 740 hTTN, 772X {LENTZ~ Y U HOKR— |k 22 O#EE
NI 7 AT A= MIE>TT vy 7 INBRWEAIE, CCS &2 x—7 L7
WTLEEW, Z7FRZY T TER, TXTOYVUMTIN Ay 2? SSH b
v (R—F 22 F) BMERAEHRET, W0~ T TIZ CCS A 20—
T ULEBEIE, 7R EZNLT_XRTOY I U ZHIBR L, RN bLRVE LTL
2V, 7 TAFZNOERED~ VU EHIRT D E, 7T AZBHEIBRESNET,

CCS iZ, BHEMN CLI ~Ou /A > TIERL, 77 AXBEEZHMBTED LD
SN TWET, 774V bTIE, 2OV —EREIT =TV TT, 77
TAT ADORRETRIEHBEEL A 2 — T I T 5 &, interfaceconfig &
2V RTHOY—ERE A X —TNICTHOOT a7 "RFRENTE X
W2, CCS A RX—TNITHMEINORRERDONET, ROFIEZSHEIC
LTL7ZEN,

Do you want to enable SSH on this interface? [yi>

Which port do you want to use for SSH?

[22]>

Do you want to enable Cluster Communication Service on this
interface?

[N]> y

Which port do you want to use for Cluster Communication Service?

[2222]>

Cisco IronPort AsyncOS 7.3 for Email tfa> 24 F¥alL—¥ 3> A0 F
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DS REZDES

LM | B

CCS DF 7 x NV hDOFR— FNFEE1X 2222 TF, LEREAIL. ZEMoBWT
WAHRBEBHOFR— MEFICEETEET, vV VOMMPETL, ML~y
NI TALDTRTCORET—FBEHEND L, WOBHNFRENET,

Do you want to enable Cluster Communication Service on this
interface? [N]> y

Which port do you want to use for Cluster Communication Service?

[2222]>

A

FREFRHEEL A X—T T DL, [T TRAERIE) O 37 T AXA
DD~ ~DFy NI — T RGRICHER L E T, ZOmRIX. 7T A
ZRNOfD~ 2 x5 EN A Tpingl (k- TIrbh g1,

BED~Y EDBEORITNTXTRET L L, BEzIT L~ 3
F— b ARRIBEENTZZ L EZRT Ay E—VE R ICRELET, VAT
LDFVE—F RAIBF UL R T 77— FEaBEHREITEELET,

= UWMA T LThH, HERAD ping I EMEREENET, v VN s T
AEDF Yy NT—=ZIZHOSMTHE, TNETE T TS Vol VN EH
AU a—RTEL LI, Afla~r RREfTENET, ZORPAa~F
i, — O~V VICEENDIEERL ) O~ U IZEENDENE I ML HE
LET, GFEN20EAIE, TNETHE YU LTV~ UREFHEYT A L2 b
THyrE—FLET,

VAR, I TAENBEIRTEET, EEE, AU ET TS
L— R0, ~V U 2BRNICOIT2ZE0”b0 9, Ui, =& %
FEESLY 7 V2T 3N R 2T O T — DD ERMRED L
bHVET, 7 ITAEINLUM SN~V NCEET 7 EA LTI Y U A2RET
HZEFTEETN, UIShiz~y r2HERTHIETIE. 7 7 AXNOMO
TV NIEERKM S ER A,

[ oL-23081-01-J
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VBRI TARZICHERTDHE, TO VAT BT RTO~ U I EHRE
MLEELET,

HEREICIE, 7 7 AZMB 2 B0V Yy EOB LSRG, AU LS REFRA~
roa—RN F—F_XR= R RRICHEE I NLDRERS D T, b0
NI ERITAZICEERT DL, TNOLOEEORMIARITINET, BAEN
HHGEIL, RFOLERLHEINET (MOETET T THESNET),

TIIAT AT, BREENDL TR TCOLKEHEERICF =y 7 LET, BT
T, N—T a3 VIER, HE ID, TOMOLERRERIERNSE ENE T,
EHELEIIELTWET—ENLURIOERLEHET LD EBbhoT2GE6F. &
WEMWEST HA S arBNRRINET, Lz, ROXLHIBRA Y E—UNRE
IRENET,

(Machine mail3.example.com)> clustercheck

This command is restricted to "cluster" mode. Would you like to
switch to "cluster" mode? [Y]> y

Checking Listeners (including HAT, RAT, bounce profiles)...
Inconsistency found!

Listeners (including HAT, RAT, bounce profiles) at Cluster
enterprise:

mail3.example.com was updated Mon Sep 12 10:59:17 2005 PDT by
'admin' on mail3.example.com

test.example.com was updated Mon Sep 12 10:59:17 2005 PDT by
'admin' on mail3.example.com

How do you want to resolve this inconsistency?
1. Force entire cluster to use test.example.com version.

2. Force entire cluster to use mail3.example.com version.
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3. Ignore.

[11>

EEEWEL - 72856. BFEIT ETSNETEAN) RS ET, £F %
HIEOHRTIZHES LTHERL, TOBROAUHFEERDODLZENTEET,

F72. WOTH clustercheck A< REF-TI T RAXNEFIZEEL TS
TEERERTEET,

losangeles> clustercheck

Do you want to check the config consistency across all machines in
the cluster? [Y]> y

Checking losangeles...
Checking newyork...

No inconsistencies found.

BWIHREFT HKE

BRI HIEREE ClX, VNIRRT T AR EN R D E— FTRESNDHZ &
NHOET, BEETADOENVEIRMEIZ L > THEHBODE— FTRETXE72D,
Hlx D~ TEOBRENERA SN D DITMADEANCESHTIRED 4, L
L, —EBORTITMOBRTITEFELTE Y, IKFET IR EOEAFMEIZFE T

F— FORTICHIBENEEA, LER-T, ALV THED~ Y HICH
EESNTEBREESRTAREEZRDOL )L TRETAHI L LAFETT,

HWIEGFET AREDOE S KRR ENIE, =Y EORDr T 2% 7y a v
MET—H BT BN 4 — /L RIZBT 2D TY, =& 2iF, kOBRE
IFNENEGELE—FTRETEET,

* LDAP 7 = U —Dffif
© TArvaTVERRTEAL Y Y RO

[ oL-23081-01-J
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e NULVATuTZyANERIE SMTP BIAE7 1 7 7 A LD

R E R A E X, HIfRa~r REFERIBa~ RBRH Y 9 (THIR=~< >
F1 (P.8-21) &), FHEHIRa~ Nk, %, 7 7 AR THEFTE L2
V74 Fal—vary avwy RTY,

listenerconfig 2 <Y Kif, Z 7 AZANOTRTOT I VIIRETEHavy
FofI<TT, FEHRa~> FiL, 77 AXZNOTXTO Y AIKRTE ST
O, vV T EIET A EERTOINER N R T,

—J7, #lfa~r R EoT— REJCEfASh a2~ R T, & 203
A—PEETEOY U RIICHRET D ZEIITEETA, 2—FT 7 7 2 FZ 2RI
1)@&75\ RETEXERAL (FHL20nE FLrsZ A4 TIE—F v
a7 Ay CERSRVET), ALEIIC, A— NV Ta— E=4DT—X, ¥
AT IEDO D T B BIOR T T 7 A, VU BEALTLMMERF SR
72, ThbDawy FRR—=IJE~ P U EIFICHIRT A LERH Y £,

EWLAR—MIZ FRAFZRETHRCICRETEETRN, LAR— ]\0)2%/71 X~
Bz AThbIvET, L7z > 7T, GUI ® [Scheduled Reports] X—iL 1 D Th,
BREILZ TAZ E— FTTWV, LR—FOERREVI Y E— FNTITHILERD
nET,

[System Time] DX—1ZIL, settz, ntpconfig, settime DI~ NREE
. HilfR =~ REFHRIRa~ Y FRREIEL TWET, ZOHA, settime I
(FFOBRER I VICEHAEO LD THDT20) vy T— REFIZHIRT 54
FERH Y FT M, settz & ntpconfigdy FAY T— RRELIII/NV—7 F—F
TRETEET,

WDOFNZHDNTEZ THET,
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||
8-8 BEW&FT SREDH
Edit Listener
| Hade — Cluster: amercas | |l'.han|;|r. Mnde... |

b Centralizad Hanagemant Options

Hamet | [ieearningmail

Type of Listener: | public

Interface: Ium 1 =| TCP Fort: |25
Bownce Profile: [H Iuefault .I

Fooler: | | None =

SMTP Authentication Paafile: B

disdamimear { - Unayaillsbls on Madhine

" and "RCFT TDN

B SMTF Address Parsing DED Cphicnal sethings Tor contralling Carsing in s TF  FA
b advanced: | Optinnal settings far custamizing the hehaviar of the Listener

P LDAPR Spbons: | Cphional setbings for controling LDAP guenes assogabed with thes Liskensr

o’
ZoOETIE, U AF— lncomingMail] B~y L-ULTORRESI N
ldisclaimer] Lt WHAFID 7 v X —% B L TWET, EHARER7 v & — 1
V—=AD RayFFU VANMIX, 7 7AXTIHHERATE DI
buttercup.run] TIHEATE VW T v X —NFRINTVET, ZOTV LU~
T DI, RO 2 ODFERH Y £,

o 7w H— [disclaimer] 2~ LULINL T T AL LAYLITKK BP9 5
o URF—%=vr LYLZH T LT, MAKTFEZFENETD

FREFRHEE I N2 AT AOREZRKBIZIENT 2O, 1 20 HE
BHIRLEG, FITRIBENT~IUDOREZTHEST L L XL, REMOHA
REFEICEELTLLEE N,

[ oL-23081-01-J

Cisco IronPort AsyncOS 7.3 for Email Fa>2s¥alb—2arv 4 F




F8E HREPUEE |

RAM TSV T4 REXLHHTEM

RAb+TS59T4R

IS AZ T AL, BEO A LTS~ U RNHBNICHEID~ Y v &
LTZ 7 AZIZEBMS L, Main_Group ICbHBIENFET, v ro~vwy v b
~ULOBEIT., TXLHRY 7 FRZ L_AVIIBHIESNET, Z1—7 LL)
RETFEET, v~ 0 LULIZERSNTEZREIX., 77 AZ LUV TIEEKE
SN DTY FAZTEEFA, HlE LT, IPT FLACHEKIEEX—72EN
HYES,

BREFXTEDRD I FAL L_VZELET, 7 T7AZAND 1 2O~ il
FERRDBRENMBERERIE, TOIITRAIREETDTI DYy LyL
Wabv—LET, ZoHAIE REEZBEILARNTIESY, LGHAREOT
7 A MER 2 WERE (HAT 7—7 /L, SMTPROUTES 7—7 /L, LDAP #—
NTaTZrANRE) 28T, JIRAIBREEMWEKT DV AT LITZED
FT—TIANEREN., BFA—ADLHEINRL REBENNH Y T,
VN TAAREEHEMASIEDIE, CMOBRTEEHRL, v~V O
EEHRLET, vV BRI TRAZREE EEEXTIHEINEINE, ROA v E—
URFERENTZEXIThbMY £,

Settings are defined:

To inherit settings from a higher level: Delete Settings for this
feature at this mode.

You can also Manage Settings.
Settings for this feature are also defined at:

Cluster: xxx

FIE, ROA -V RERRINET,
Delete settings from:
Cluster: xxx

Machine: yyyy.domain.com
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aAEF—EBEH

35_#5%%ﬁ%5%%:7ﬁxﬁu&ﬁ%ﬁmb TN—TFEiI~ T
M%E%W%LQMW\%@%E%WW¢5

BT OSLERHLHE 7 7 AZITRELAFLE TS, F—TFE i~
LE;’ETE%VFEJZ*TE)*E'/:}

Y7 CM DA E
LISTEBECCM v~ DY A b2 T20E ROXLIITFEREINET,

cluster = CompanyName
Group Main Group:
Machine labl.example.com (Serial #: XXXXXXXXXXXX-XXXXXXX)
Machine lab2.example.com (Serial #: XXXXXXXXXXXX-XXXXXXX)
Group Paris:
Machine lab3.example.com (Serial #: XXXXXXXXXXXX-XXXXXXX)
Machine lab4.example.com (Serial #: XXXXXXXXXXXX-XXXXXXX)
Group Rome:
Machine lab5.example.com (Serial #: XXXXXXXXXXXX-XXXXXXX)
Machine lab6.example.com (Serial #: XXXXXXXXXXXX-XXXXXXX)
BELAEL TWADLANAEZENRNEIICERL T ZE N, =& x0T,
(RENAMEGROUP % i > ) Main_Group D4R ZH LcHElE, kDO LD
WCFERShET,

cluster = CompanyName
Group London:

Machine labl.cable.nu (Serial #: 000F1FF7B3F0-CF2SX51)

L. PN 70— L~ T London DY AT LAEEFTIHE, 7T RH
VLB AR EEITO D OBFEOFREL )V E LTHEHA LR 2257
O, TOL)BRBRTCITEHREIZLE > THELDITTTY,

EVh IN—T I TAZ ERICARIEZMTDZ L (75 A% TLondon) &
72— TLondon] 72 &) FHER L EHA, FJNV—T%E LTHA ML EGH
TDHHE. 77 AXICHGAERT AR EMNIT D2 EITHEELEEA,
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ELWHER, i k512, TELFETELOREET T AKX LYLITIERET
ZETT, IFEAEDHE, TTA4~ YA NOEHEL U UHE
Main_Group 1255 L., Z/—7%EMOY A4 MAICEHA LTI ZIn, i,
WO A e TR%E] ICEIBEICHLHETIEVET, CMIZIETT T4~/
BHHY) YRR RAY— [ AL —T =N I TR EINTZTA
TOSYNETICRAZEEEOVH LTI,

EVh  BNMOIN—TE2ERTDGEIL. ~v &7 T AXITBMNT DRI
N—T I E TX 7,

FIF: HoFIL ISR EDETE

OV T T AR EHRET HITIL, clusterconfig ZEITT AT, T3
TOYy ETIRTOGUI noun 7o RLET, 774~ A bOWVT
O~ BT clusterconfig #FATLET, WRIZ, lior—h L <k
VE—h~vvrDih, (IPT7T RLAREDYVUVHHORELZRNWT) TXD
FHE2<ORELILETINERS D~ U FETE2 D7 T AXITENLET,
clusterconfig A~ R&E- TV E—h v %27 TAXIZEBMTEERA,
Vx—h v D CLI 25T clusterconfig (BEfED T T A X ~DH)N)
EERITTHOMLERD D F7,

AR OB T, labl (v 7' A > L. clusterconfig % 31T L C CompanyName
EWSAHTD T T AL R L TWES, RLCEFEO= AT 1 S Lo
T, lab2 ita 7' 14 L. saveconfig CEEEORTEEZMELET (ZORTIL
labl OFREDIFE A EEMA L TRIBICEFINET), KT, lab2 =T
clusterconfig ZfE> CTEEFDO V7 JAXIZEMLET, MIZHREIC K S5 2ERY
VoLl REEMELET LV UNIOYA M LEEIE. ERROFIEEE D IR
LET,

CONNSTATUS Z#347L T, DNS THRZX FANPE LR END Z L 2R L
F9, vUURTTRAFITBMEND L, HILT DT EALEDBREI
labl 22HfK SN, HTWREITHELET, BIMERE~Y U RNEA~I T
HDIGEIE, TNETOREDORDVITH LOVREE M > TA—/AD5| & &AL
BENDEZNEIDETUNTILERHDET, vV B TAXNLHIERLT
Hh, TOXVURHEWEHAORTICED Z E1Eb Y FEA,

Wiz, Biskt i~ 0EBAET, BISNR 1 E LNV ERIE, v
LRVOBREEWL O0BMTIUEL L, 2O~ VHIGBINO 7 V—7 % (ERR
TAHLEIEHY FHA, TOY BT TAFIZENML, FTEE~<T Y LUV
WCabt—3 A3FEE520FT. 2O UoREFEOEA~ L THALEAIE, &
EENY 7T v T L, BDOLIICEFA—NVABEOLEFE LB TISLERH Y
7,
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BRR OB D X 512, FINN 2 BULEHIHEEIEL. TNEDO~T U RNT T AKX T
HINBRWREEZHXFETENE I NEHWLET, HHETLHHLEIE. b0~
YOI N—T% 1 DU FERRLET, EHELARWEAIE, v Ty iy
VAULOBREEERTIVUZELS, BMOI NV~ %ERT 5 46EBEH D FHA,

AR OFITIX, 7 ZAZIZTTICEEFRLTWANnTho~  ETCLI O
clusterconfig é"iﬁi L. ADDGROUP IRIRT HMERH Y iﬁ—o :0)(]5%
% 2 [TV E 9 (Paris (2% LT 1 [Al, Rome (ZxF LT 1 [aAl]),

INT, GUIL L CLI 2> T IJAXHDOREELE TR TOIN—F (i~
VNI N—THET) HOREEZERTEET, v o~ EHAE DK
EERERTEDLIICRDIDIE, v %27 FAZITEBM LI ZTYT,

EEE B HOBGEEZERT 2 &ERGIET, Eiiv~L (772270 0)
MO LU~V (TN—T 7 L) ICREEZAE—FTDHIETT,

72T, 7T AZHER L7214 D dnsconfig OUIHIFREIIRDO L 1T F
L7z,

Configured at mode:

Cluster: Yes

Group Main Group: No

Group Paris: No

Group Rome: No

Machine lab2.cable.nu: No

ZODNS OFEER [T —Filabt—] 5L, ROXIITHRY ET,
Configured at mode:
Cluster: Yes
Group Main Group: No
Group Paris: Yes
Group Rome: No

Machine lab2.cable.nu: No

Z 2T, Paris Z/v—7 L~L®D DNS OREEMmET D L. Paris 7 /L— 7 Dih
D=V AAIZDREEMHALET, Paris ZV—T SO~ L, ~V U EA
DEREDBIRNRY . 7 F7AZOREEMHALET, DNS OREICIMZ T,
SMTPROUTES D% EH 7/ —7F Lo-UL THERLT 5 DR — R T,

[ oL-23081-01-J
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1: ~ b :CLI @éiévifoﬁfva:n—f CLUSTERSET #4325 & &%
REZTXTOITN—=TIZa =T 554l A 7 a v eHTEEY, 204
7/a/imﬂfiﬁﬁf§iﬁM

By b RSN AL, =T F 030 T A X0 BEICHR SR
D720, BEITI TAZNORONDYV AT A ETOHRY AF— %W%Li? Z
M E > TEEBIEENKIBICERB SNET, 72 L, TOEDIZIEI 2 —TF /=
ﬁi?Xiéﬁf%y&—71/Xhﬁbﬁw%ﬁﬁ73%%£0iﬁ

REEITN—T LUV TIEELLEELIERIZ, v~ a7 7 2XTEML, 2
DITN—FIZEDDLENTEET, THITIFKRD 2 DO FERMLETT,

FTEBOVDLODVAT LRI FAXZICEBMNT A0, £ AFT A ET
clusterconfig #FEITLET, KRESEHR T T AXIFE, BINALEIZHND
WL ELS 2D, BorndZ E8H 0 £9, LIST 8 XX CONNSTATUS H7
awy REfo GENLBEOETRREZE=F T3, BINLENET Lz
5. SETGROUP % f#i» C~ > % Main_Group 7> Paris 35 X 0" Rome (2 8)
LET, Z7I3AFITEMENTZTRTOY L U NEVIC Paris X° Rome D E T
i%72 < Main_Group D% EZMWEKT 2 Z LFRToNEFA, Thix, FrLn
VAT ANT TIBEHT THIEA., A= 70—D K 77 4 v 7 ITEET S
"REMENH D F T,

BV U RER Y LRI T AZIZEDRWNWTLIEE Y, AR
%/ZTA WBH LW FRAZLEER LT ZSN, 2l L-»T, FHLA
WETE (72l 21, PN RBH AT AREFT L, Bo GERAA— LA ET
57 8) kT ARMEE B EhE T,

GUITYSREADT 4IPSO CM REEZFERATHIBEEOA T a oD
B8

BEDLEEX (T 74NV FOERENLRL), 72 & 21E. SMTPROUTES % E®
T 7NV NOREFEOT—TNTHY, T—TNVERANLIERTE 7,

BREDO LEEX (2L, 772X Ixxx] I 70— Tyyy] 5 BUERKK
LTWAHREDaE—5H1R), 72& 21X, SMTPROUTES 7—7/LDH L\
a—% I N—7 LXULTHERTEET, 207 —7 Vi, @%h% W=/
ABDT—TNEFESTLFELUTT, (SETGROUP T) R L7/ —7IZEBME
ﬂf_’%‘f\‘fﬁ)lronPort'/’j’?%?/Z& ZOT—=TANEHINET, ZDT
N—TWEENRNT T, BIERRE 7 TAE LLOBRENER S E
T, ZOMSE LT —7 T SMTPROUTES #ZF LTH, 7 v—7 7
TAZDOREEMEKT D, BEAWMEAx D~y LYULTREDBE SN
TWDLV VAT BLEYAL, 200 KD —KRI7ZR2RINTT,
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P ERRIE I 7 9 DY 7 A =2 —Tdh 5 [Manage Settings], = D A
—a—Ti., FEOLSICHREFZ IV —TXFTN, BEFLBIE-ITEIKRT S
Z Ly TE XY, SMTPROUTES 27— %73~ LULICBEIT S &
=K T=TME T T AE LAYV TIRZET R D L0 BRI L~V EAE T
HZ LT ET,

[Manage Settings], [F U SMTPROUTES O #ICHIRA 7> a v &M L7-5G4E
. 275 AX® SMTPROUTES & —7 /L3282 72 0 £9, SMTPROUTES % 7
N—T LrULE T~y LUV T TIIERE L TV A AT, Zh TS
DEFA, 7FAF LXLVOBREFHIKRL, JA—TF i~ v ORERLT
WRTET A Z L IIHER L E A, 7 FAXREOREIL. HLBMLE~Y v
T DT 7N R E LTHEHATHY, ZhaRETs2 ko T, T3
VENDD I N—T L1203 A FOBREOEN 1 2D £7,

ty b7y TEREICET S ERM

Q. ot PR BB OMAE® — % Z S 1212 & 5 T L BT,

AlronPort 7 /7 A4 7V A% 7 T AZIEBIMT LR, TXTOTFITA4T

VA REPTRERHO—EOMEY—% A VA ML T HNERH Y F

T, ¥—% AFT DL, IronPort DA A X ~— PiR— MEFE L TL S

W, Jx DF—% A A F—/)LF BHIZIL, [System Administration] > [Feature
Keys] ~—< (GUI) £720% featurekey =¥ F (CLD ZEHLET,

QRERENETL, I AT —R2—PFDnBA—NEZFELTWNDLAX L KT
DT TIAT LV ARHY E£3, PREFHEROHEEF—FZHEHL, HTLWI T
AFEERTDE. TNETOREILE I 720 T,
ATTIATUANTTIZ [AF TRy ] T— R TRESNTVWHIEA
. VIORAREER L L XICEDORAZ L RT ey OB ENMEBINET,
DF V., clusterconfig -> create cluster X< R&flio THLWI T A
HEERT D E, RPINCTRTOREN T TAX LUV TREINET, K
W27 TAZIZEM LT~ oid, ZROOREE TR TZITIY F97,
QINETARXLVRTu L E LTRESN TV U BHY, BEfFDY T X
ZIBMLELE, ZRNETOREIZE I RY 3D,
A ST UNITRARZZEMTHE, ZOT > OFTXTODT T AL ATHE
TRREMN T TAE LN LKESINET, 7 7 AZIZSM LU TR T,
02— HVTERESNTZR Yy NT—Z UANAOREFIHELEL, 7 7R F0ET
L7 N—TORETLEEZINET (ZZEZ2—F/ XA T—RDT7—7
NEEFEN, RATV—=RLa—W37 I 2AZNTEEEINET),

[ oL-23081-01-J
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Q.77 AZLENT~ YU RHY, Tae s T AZ D OkkIIZ) HIBRL
L7ce TRETOREITE S22 30,

A w2 BT TAZNLKEEMICHIBRT 5 &, TOREREIL Al

SN, TOVUFBIERE I TAXICEEN TV EE LREIL LD ICEME
LET, v IR ENTZTRTOREN, AZ RT7ryE LTHRES
Nz iz snEd,

e ziE, 7T AF T— RO v — U EEEIET =TV L WiEEIC
vV EITTAIDLHIBRT D E, O a— R UEEEIET T DT —
ERw O —hIVREICI—INNET,

'—ﬂﬁmﬁtﬁiﬁi

Q. hREGAEHINDI U HTrY 77 A MTENINE T,

AVnz, B 77y A MEGIEREEA D~ o T EICRFFSNET,
IronPort ® Mail Flow Central ¥ 7 b7 = 7 Zfli» THE DO~ D A —L
07 EEHL, FTyRSRLR— MERICFIHTE £,

Q.a—F 77 EATEI R ETH,

AlronPort 7 75 A 7V A X7 TAXEBRT 1 ODT — X _X—2 & HEFLFE
T, FFIZ, admin TH T MIZ TFAXEBIKT1 HOL»dHY FHA,

Q7—4% vy —%s 7 AZT 2T E > THTIWTI D,

A T—4% o X=X, TNEEE I ZAXZETIT, JTAXND 7
N—T ] T HONRBEHETT, LL, T—% B ¥ —RTET D%
ENELBRVWERIE, BT —% B2 —%23HD 7 I A X2 LN 9 £
SWKEHEAERDY £,

QAT IALVDUVAT LAEHERTHELEI RV ETD,
AT TARZVAT LEEERTLE. VAT ABORPNEITEINET,

2y FI7—2IZB9 5B/
Q. PRENABSHEMAEY 7Y —7 ] 7—F%577F v & [wRAZ— /AL —
T T =T 7 F¥DELLTT D,

A TRTCOZVNCTRTOY U HOH L9557 —4% (EHIN W~
VUVBEREOBREEGT) BH DI, FREFRFIERET 87y —F
T T—X%T I F xR T I ENTEET,
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hREHRER

Q. ETIZRLRNWEIRT IIAT U A%y N7 v 735121382 TIE L

WTTh, [RL—T7 ] VAT LAERETHLERD £7,
A ZDOT7—FF7F¥TlE, KD (AL —7) v VIR ETETEHA,
LrL, =¥ UL THTTP 77+ 2 (GUI) & SSH/Telnet 7 7 & %
(CLD) #7574 —7 N3 52 LIEAEETT, 2D L HiZ GUI 77??@?3
CLI 7 7 B AR TE R~ X, clusterconfig =+ > KT DA IE AIHE
#(Oib nyA Y ARARTIEHRLSBRDET), THEAL—T 52 ET

WETWETR, ul Ay 778 AEHESX—TLICTHE, 20O

%*jﬁm 70 ET,

QEHDET Ay MEENTZ I T AZEAFMLTEET D,

A7 TR % TB] OXIIIHBETHZ EIXFEETT, EEE. =& 2iF
T —~ A LOBBAGBET, TOXINRIT TR EERTD2ONER Y
AbdHET,

QI IFTAXNENTT TIAT U ADIEL, 1 BEOIP T RLALHRRA N EFH
BELIZVWOTTRN, FRELLZHE, V77— h av> REFETTEEHLO
R AHNC GUI/CLL B v o g U & T LEREAD,

WD FNEZEFEITLET,

HLUWIP 7 RLUAZEML £,

YRAF—ZFH LT FLRCBEILET,

7T AR EMIBLET,

KA NG EERELET,

EDO= bR LT clusterconfig DY A MZH, W= o4
DERINLNZ EEHERLET,

FTRTOGUI By YarBZal 7y MLl LR LET,

dg. (interfaceconfig ¥ 721X [Network] > [Listeners] #ffi~>T) EDA ¥ —
7 x2A ATH CCS DA X—T W7o TN & 2R L F7,

h. v~V 2BOY FAXITEBMLET,

Q.5uHtHtEER 7 T A X LAV THATEE T2, Thedb 2 OiEiin —
T =y LAULE T,

I AL LAYV THRETEETH, HIRBII~Y VA TEA SN ET,
L7223 -> T, #fix 50 [ IR 5L, 77 AXZNOENETNLO~ T I
ZOHIBNRERESNET,

o 2 0 T o

=h

[ oL-23081-01-J
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BT & BRE

N

Q7 I7AREEEy NT v T5HLEIT, BERERKRIZ

M2 21232 T I NTT

e, R & i/ MR IS

1. WIHIOFE

— TEXDETELLDERZ2 7 T AHX LULTHRELET,

— S DL T~ CEAATERLET,

- T =P EEHDIHEARE. R IA—TEESTT TR
LW THL VAR THLRWEEE A L E T,

— BT TITATVADA L F—T 2 A AL U AF—IZR LAHTIAFERLE
7,

HR < FIZHEEL T 7Z &,

HEMOMAEMBEICTEE LT IEE W,

7= & 21X, listenerconfig 2~V FNiE, (F7AHX L)L TH) w0 L

SV UDMETELE WA VX —T o RAHKIELE T, 7 FAZADED~

NTE TV LRADA A —T 2 A ANFEIE LR WS, FD U A

F—lF A X =TT Y T,

A B2 =T A ADHIBED listenerconfig (ZHEBEL F I,
BREICERLTLIEEN,

TTIREEINTWVEC Y UNI TRAXIIZENTEE, TO~ Y HMOR
EIFMHELET, AMCRELEREDO—H2zHOEHT 258X, 77 A
WZZMT DRMCT R TOFREE AT L TLIEEN,

Giranriz] ~> 3, 7 92X ICEENTWET, v 0 2 e
TDE FATTA HIATOTEEEN T T AZ OO~ v LRSI E
ﬁ-o

YU ET TAENLKBEINCHIERT AL, EO T UNLT TAZ DA N
LLTHTWETRTOBREERFELET, LrL, Bx2E2 CHOYL
D=Ll TAATEMTDE, ZOIV U DAZ Y KT v OREFT
NTHELET, Z0%HE, BEFEXLIIREBICETT 2 2 S13IFERA
RET,

saveconfig ¥ REME - TREDREE B> T X,
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AsyncOS 74y VI27L >R

Ak

OGO I A vy VT 7 LR TA RiL, @87 CLl 2~ FEZDOHNE

MR EEFIHEHLET,

= A1 CLIaT Y F (BREMNTFTELLD)
antispamstatus Anti-Spam A7 —H A EFK R LET,
antispamupdate ANRLNEHZE FETEHFLET,
antivirusstatus Anti-Virus A7 —H A% FK R LFET,
antivirusupdate DANAERZEFETEHLET,

bouncerecipients

Fa—NHRAyE—VENTALET,

clearchanges F7/=/£
clear

BHEE27 VT LET,

commit RHEEEELET,

commitdetail Bt OB DREmifE e R LE T,

diagnostic N=FRT 2T BRIV 7 =T ONT TN —
TAYT Aa=T 4T 4T,

deleterecipients Fa—MnHRAvE—FHIBRL ET,

delivernow A=V DAT Y 2—)VEIEE FHICHRE L
£,

dnsflush DNS ¥ % viambd_Tozr N2 )7 LE
D

dnslistflush

BEODNS VAN Xy v vabk 7Ty ialEzd,

[ oL-23081-01-J
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* A1 CLIavw YR (EENAFTELLD) (HE)

dnslisttest DNS RX—ZD YA KN B—EADDNS Vv I T v/
T AMLET,

dnsstatus DNS #atiE®aE £ r L ET,

encryptionstatus

PXEx L P Ut RAL LV =BT 774D IN—
VarERRLET,

encryptionupdate PXE =PV OWHzZZERLET,
featurekey VAT AMEREF—ZEHLUET,

help F/&/t h F//£?

VT ERERLET,

hostrate

BEDRANDT VT4 T 4 2ET=HLET,

hoststatus BEDKRANLDAT —H AR LET,

last VAT AIEEe A v Ll —YEFRALET,

1dapflush FyryyaSNTWD LDAP OfRE7 T v al
jz‘d_o

ldaptest 1 DO LDAP 7= — T A RNEFETLET,

mailconfig REOREEBTFA—NL T FLAZEELET,

netstat Xy NU— IR, V—T 4T T—T ), BLW
WS ONDIR Yy b= A U F—T = A AfEFHER
ERRLET,

nslookup F— LY — NS bhEE T,

packetcapture Xy N = BETEZEINTATy FefFEx L
TERRLET,

ping FXy b7 —27 FAMIx LT ping #EITLET,

quit FEE q FEE

exit

TLET,

rate AvE—VDAN—Ty NeE=X LET,
reboot VAT LETFEHLET,

resetconfig THHEMEEOT 7V FREEE T LET,
resetcounters VAT LANDOTRTCOI T2V Yy FLET,
resume ZEERELZHRALET,

resumedel FfE 2B L £

resumelistener ZEEHHELEY,
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® A1 CLIavT Y F (BENTELLD) (HE)

rollovernow

as 7y ANEOo—)L F—_"—L% T,

saveconfig RELET A ATITRTFELET,

sbstatus SenderBase 7 =V —DAT— X AR R LET,

settime VAT Ay 7 EFEITRELET,

showconfig TRTCOREEERRTLET,

shutdown VAT ATy RE DU LUTCEREZYY 9,

status VAT N AT —HRAERRLET,

supportrequest IronPort DB AKX <— HHR—MMIRX vE—TEEE
LET,

suspend ZEEREELTHLET,

suspenddel BLfE & il L E 9,

suspendlistener ZEA P LE T,

systemsetup BADV AT Lty 8T v 7 H2EITLET,

tail 177 7 A VDR & I R L E T,

techsupport IronPort O W A X ~w— P —E AR AT AT 7 &
ATEDLEIITLET,

telnet UEe—h FAMIEHFLET,

tlsverify UE—h AR MIT HIE TLS Bk 2 L L.
TLS #keDMEE T N> 7 LET,

tophosts Fa—DV A ADNEIZ ENORA M EERRLET,

topin EEEHROBDIEIZ LML DR A FEFRRLET,

trace VAT ATFBRTAA v E—OT7u—2 B L F
D

traceroute JE—hF FKARMETORY NT—Z7 JL—FEFERL
£9,

upgrade T TL—FREA A= LET,

version VAT LADN—T g UEREERLET,

vofflush Fr o aEINTWEIREL—ILEZYTLET,

vofstatus WHEDRENL—VEFRLET,

vofupdate TANWAEYGL T 4V EZD)— )V BHLET,
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= A1 CLIavwY R (EENFTELLOD) ()

who a4 rohoa—YFoY 2 NEFRRLET,
whoami BEO2—FID #FRLET,

workqueue VEEX 2 —D—IHEILLAT —Z R ERITBLOLERE

LET,

#£ A2ITRTav RO
HMLENRH Y F7,

sy

FAT

HEREZHENIT AL, comnit 2~ REETT

£ A-2 CLIaTY F (EENSRELLD)

addressconfig VAT WERK A=/ From: 7 RV AZ#HELET,

adminaccessconfig Fy hNT—2 TI7EAVRANENF— T A EE
ELET,

alertconfig BIFA—NLTIT— M ERELET,

aliasconfig EBFA—N A VT RAEHRELET,

altsrchost Virtual Gateway™ O~ v £ 2 7 2% E L £ T,

antispamconfig Anti-Spam R U > —EFE L E T,

antivirusconfig Anti-Virus R Y v —%EELE T,

bounceconfig N ADEMEEZRELE7,

bvconfig IronPort X7 ARRFEAZ R TE L £,

certconfig X2V T s OFEAELF—ZHTELET,

clusterconfig 7T AR BEEOREMERELE T,

deliveryconfig A—NLEREEZHELET,

destconfig SESEHIEZRE L £7,

dictionaryconfig arvFrY Fa4rvat ) ERELET,

dnsconfig DNS Dty v 7 v 72 RELET,

dnslistconfig DNS URA K #—EADYR— ERELET,

domainkeysconfig DomamKeys DY R—hzRELET,

etherconfig A —HXy NOREM[ERE L ET,

exceptionconfig KA A /fﬂ%T TNERELET,

filters A=Y T g VERTELET,

incomingrelayconfig |3{Z U L —Z&E LET,
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£ A-2 CLIaTY F (RENARELLD) (HE)
interfaceconfig A =% Xy NPT RLAZZRELET,
listenerconfig A=) JRAF—%HHRELET,
ldapconfig LDAP #— "z E L 7,

loadconfig BETrANEO—RFLET,
localeconfig LERBRICORTEMERTELET,
logconfig 0y 77 ANDT I AEERELET,
ntpconfig NTP # A & b —R"EZHZELET,

password ¥ 72lX passwd

HODNAT— REERLET,

policyconfig

ZEHHEMNETITEEEN—ADRY v —%REL
*7,

quarantineconfig

VAT AOBEERTELET,

routeconfig

IPA—T 420 T—TNERELET,

scanconfig

W77 ANV DAFYy R —%2RELET,

senderbaseconfig

SenderBase O ik EEZHTE L £7,

setgateway TN = oA Ob—F) EHRELET,

destconfig FEERA POHIRME L BEOREMERELET,

sethostname <V UDLARIERELET,

settz B—W) ZA LS = ERELET,

smtpauthconfig SMTP BFE7 a7 7 A VERELET,

smtproutes KR 72 RAA CHREERE L ET,

snmpconfig SNMP #&ELE7,

sshconfig SSH ¥—%HELE T,

stripheaders HIfRT 2 A vE—Y Ny X —2RELET,

textconfig THANYY—RERELET,

unsubscribe 7 a— s UEEEIEY A N EEH L ET,

updateconfig VAT LABEHNRTA—ZERELET,

userconfig a2—H T h T b ENOFEIEY — A~DHHi &
HLUETS,

vofconfig TANVAEKYE T 4 NV EZEBRTELET,
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TFISATVOARANDT IR

TIIAT VANER LA v —T =2 A AL, SF8ERY—ER2Z@ELT
T REATEET,

T 7 H /N NTE, UTFTOF—EARE A L F—T = A A L TA =T NVETE
27 4 B—T7 MR EINET,

% B-1 AVE—T A RIIHLTTIFIV T R—TNITHERY—ER
TIHIETLR—TIIZHED
T+ R ST

Y—ERX |KR—F BEEA A —TA4R? A08—T1x4R
FTP 21 No No

Telnet 23 Yes No

SSH 22 Yes No

HTTP 80 Yes No

HTTPS 443 Yes No

a. ZZIRLT A V¥ —T7 oA A OFRENE, IronPort C150/160 7
FGATVADT =B N A LB —T 2 A ADT 7 /L METHH D 77,

e 777 A7 »AIZ Graphical User Interface (GUL, 77 7 ¢ Hb 22— A
F—=TxzAR) BATT 7 EATIERE, A0 F =T =24 AKH LT
HTTP & HTTPS O— L E i3 ii A X —T N T 0 ERH Y £,

o TITFIATLUARIIT 7 BATAEMN A T4 X2l —ay T7A4LD
Aooma—REFIIT vy Fa— FOBREIL A F—7 A 2% LT FTP
¥ 721X Telnet A X — T WICTHLERNH Y F4,
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o TFANDT v u—RRA T rua— I, EXx a7 at— (scp) HfEM
LTI e Tcasd,

FTP 77X

TFIAT A FTP BREATY 7 BAT5FIHEIT, KO LB TT,

ATy 1 [Network] > [IP Interfaces] ~~— " £ 721% interfaceconfig 2~ F&MH L T,
A F =T 2 A AR LTFTP 77 8 A% A X =T M LET,

#gih . Y — VA% interfaceconfig I¥ Y RTT 4 B—T/WZT D&,
CLI & DERBERSIND T ERHV ET, ZHUX, TTITAT LV AIZED
FOICERL TV AN L s TRRVET, ZOoa~v 2 FEHEALTH—F
AEF 4 =TT EEAE. MoFa har, YU T A E—TxA
A, FRFEEAR - NOT 74V NOBREEERLCT T T4 7 v RIZTHE
BCEDHZLEMTHERLTITEEN,

BT, FTIP 727 822K —1K 21 (F74/VEDOR—R) 2R LTA
F =TT BB XA —T oA ADBRESHTWET,

B-1 [Edit IP Interface] R—
Edit IP Interface: Management

I Interface Settings

Mamea;
Ethemet Port:
1P Address:
HMetmask:
Hostnama:

Services:

Rechresct HTTP Resquessts to HTTRS:

Mamagemeant

Service Pont

[=Fe Er |
[«] Telnet B
gSH Bz
FHrie o
ez

[*]HTTPS

Enabile Rediredt (HTTR and HTTRS Servces will bae turmed on)
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N

GGE WD AT FIZELHNZ, BT EHD commit ZEITLTLEEWN,

AFwT 2 AHZ—T2ARAZFTPRATT 7B ALET, A X —T =2 ZADELWIP T
FLAZEH LTS Z EE2HRLTIEESY, ROFIZBEICLTLEE N,

S ftp 192.168.42.42

N

GE) Z<<DOTFUHETH, A X —T oA RAZFTPRHATT 7 EATXE T,

ATF9T 3 FEFLEIOELTWDHHARAIDOT 4LV NIETBEILET, /¥ —T AR
(2 FTP #&HCHEfe L 72213, —EhBUTOTF 4 b7 P ZRIRLTT 7 A1
D= =B (GET & PUT) %179 ZLATEET, ROKXKEZML T

éb\o
%A WE: EL
/configuration PUTFoa<wy Ko T—2RNZ07 47 hJizx

JAR—=RNENDD, ZOT 4 L7 RS T—ZN
(oH— b WD) SnET
 Virtual Gateway ¥ v E> % (altsrchost)
e XMLEKXDa>T74F¥aL—>3Y T—4
(saveconfig, loadconfig)
e RR b+ 77U ER F—T L (HAT) (hostaccess)

c ZIEFTVER T—TI (RAT) (rcptaccess)

¢ SMTP JL—F T2 k') (smtproutes)

e IAYF7RT—TJ (aliasconfigq)

e YRAAL—FK F—T ) (masquerade)

o Ayt—Y J4NE (filters)

o JB—/NLEEFIET—4 (unsubscribe)

e trace ARV FADTAL Ayt—o

s E—TJURKN/TAYIYRMNRYITYT T7AIL (slbl< &
STLREZ > T>< 2 FAEE > csv B TRE)
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[ oL-23081-01-J .m




i B TFISAFUAANDTIER |

T4LYMUB

Bl

/antivirus

Anti-Virus =Y ou s 77 A ANREEND
T4V MITY, ZOT 4L NIICHDHRT
TrANERET DL, VANVAERT 7 AV
(scan.dat) DX 7 a— RIZHIEIKL L7003 0nW->
ThHDLHPEFETHRDLZENTEET,

/configuration

/system_logs

X OO BEIIZ, logeconfig I~ KRB X
O rollovernow 2<% RiZX o THERENET, &
o 7 DFE L WHBIZOWTIE, [Cisco IronPort

/cli_logs AsyncOS for Email Daily Management Guidel @
/status Logging] &ML T EIW,

/reportd_logs
reportqueryd_logs
/ftpd_logs
/mail logs
/asarchive
/bounces
/error_logs
/avarchive
/gui_logs
/sntpd_logs
/RAID.output
/euq_logs
/scanning
/antispam
/antivirus
/euqgui_logs

/ipmitool.output

vy 7y AN ZATOENIONWTIE, [Log File
Type Comparison] ZZMRL T 7ZE WY,

EEDOFTP 70/ I L&A LT, 77 ANV EEYUT DT 4 L2 MIICT v
B—= R0 T4 L7 FUnbHyru—RLET,
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FISATUVAADT IR

X7 aE— (scp) 77/ ER

TIATV "OARL—=FT 4 VT VAT APEF 2T abt— (scp) A~ K%
PAR—=FLTWDEHAIE, MORIRLET L7 MY EDRITTZ 7 A VD=
E—aETTEET, LEATROHITIE, 7747 F D77 A
/tmp/test.txt M, HRA N mailld.example.com DT I T AT 2V AD
configuration 7 4 L' 7 U iZa ' — S E T,

Zoavwry REFETTLE, 22— (adnin) ORRAT— RO AWZEREHE
T, ZOHIE. B2EORLEZEHMNE L TRTHDTT, BFaT7 2 —0FEE T,
FRU—F 4 VAT AL TREBZENHY 1,

% scp /tmp/test.txt admin@mail3.example.com:configuration

The authenticity of host 'mail3.example.com (192.168.42.42)"' can't be
established.

DSA key fingerprint is
69:02:01:1d:9b:eb:eb:80:0c:al:f5:a6:61:da:c8:db.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'mail3.example.com ' (DSA) to the list of
known hosts.

admin@mail3.example.com's password: (type the password)

test.txt 100% ‘****************************‘ 1007

00:00

o°
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ZOBTEH., RCUTZ7ANANNBT T IAT U ANL I TAT U vy ilat’—
SNET,

% scp admin@mail3.example.com:configuration/text.txt .

admin@mail3.example.com's password: (type the password)

test.txt 100% ‘****************************‘ 1007

00:00

3
S

¥ 27 abt— (scp) I&, FTP 2D FE L LT Cisco IronPort 775 A4 7
VALDOMTT 7 ANEEETHOIEHTEET,

X7 at’— (scp) EHEALTT T IAT L RIT 7 ERATEL2D1F, A
L—¥ [EHE TN —T D2 —FDOHRTT, G2V TIE [Cisco IronPort
AsyncOS for Email Daily Management Guide] @ TCommon Administrative
Tasks] ®#E® [Adding Users] 2L T 72 &0,

DT IVESREBRDT X

TTTAT AT Y TR Tt 95 ([ Cisco IronPort AsyncOS for
Email Configuration Guidell ¢ TConnecting to the Appliance] %% M) &5 D
VUTNAER—F aRx I ZOEUEZITONTEK B2, YU T R—hk ax7
ZOELFNYTES U F =T 2 ZFHITONVTIEE B2 2R LTS
AN
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B-2 DYTFL R—FOEVES
5
oliige
& B-2 YTV R—FOEVEIVET
Ev &5 e} bt -
1 DCD I F—4 Xx U TR
2 SIN I YU TV
3 SouT 0 U TV
DTR 0 T8 Z—=IFN
4 s
5 GND n/a 158 = Mz
DSR I TF—4 kv kL
6 v
7 RTS I R ER
8 CTS 0 PEAZ T
9 RI I Vo AT —4
Yl |na n/a VXY—v IR
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/dev/null, =A U7 A FT—7 /LN 34,
3-12

/etc/mail/aliases 3-10

/etc/mail/genericstable 3-23

B

1 K1Y 72 0 DR AEH K 2-22
XX 2T — a—F 3-48
S5XX 27— a—F 3-48

A

Active Directory  4-30
3-12, 3-16
3-24, 3-84

aliasconfig 2~ K
altsrchost 2 ¥ K

auto-select 3-78

Base DN 4-18

bounceconfig I ¥ K 3-55

CLI
clonehsmassource 1-18
clonehsmastarget 1-18
fipsconfig 1-15
HSM % — FoFIHHE 1-5
clonehsmassourc 2 ¥ R 118

clonehsmastarget 2~ KN 1-18
CRAM-MD5 4-55
CSR 2-32

D

deliveryconfig 2 ¥ N 3-79
destconfig 2~ K 2-46, 3-62
Direct Server Return (DSR) 7-21
DKIM

DNS TXT L =— | 5-7

E4 5-4

RAAL Y Tazr AL 5-4

A= 7 a—RY L= TOL XTI
ft 54
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H Index

DKIM D ik 5-24
Authentication-Results ~ v % — 5-24

DNSBL 6-46

DNS TXT L =2a— R 5-4

DNS Wiy 77 v 7 3-82

DNS U &% | 6-46

DomainKey-Signature -~ > % — 5-5

drop-attachments-where-dictionary-match 6
-110

DSN GEIE@HID A v tE—) 3-54
DSR 7-21
AR TP (VIP) 7-21
N—=T RNy f =T xA R 7-21
RV A &Y

E

Envelope To  3-11

Envelope To, =4 U7 XA F—7 /)L TOEXH
z 3-11

F

fipsconfig 2 <Y K 115
FIPS Management Console

asA 1-6
FIPS Officer

TITH N NAT—F 1-6
FIPS &5

FIPS Officer 1-8

HSM 71— K 1-4
HSM 51— RO 1-18
M 11
YR—FINDFEAEFEDOZ AT 1-9
FEAEB LR — 0B 1-10
FEAERB IO —DNNy 7T v 113
A 1-2
T 74Nk RAT— R 1-6
#E o HSM 1 — K’ 1-18
== SN/ 1-9
= N 1-6

FTP B-1

FTP 77 & A B-2

G

genericstable 7 7 A /b 3-26
global unsubscribe

commenting 3-99

H

HAT
PEIEEAT 2-9
HAT delayed rejections  2-9
HSM 71— F
LK 1-4
HWEAE T 2356 OBE 1-18
B 1-18
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HTTP B-1
HTTPS B-1
FERAE 2-51
|
inithsm 2 ¥ K 1-5
interface 2 v N 3-78
PAE—Tx AR
listenerconfig 2+ Y K TODEFHR 2-2
IP &~ — |k
listenerconfig 2~ K TDEFE 2-3

IronPort A /X A%

LDAP 7 = —® TSMTP:] Ol
B 4-64

L

LDAP
LDAPS FEE 4-20
Microsoft Exchange 5.5 %7~ — h 4-14
OpenLDAP 7 = ) — 4-28
SSL  4-19
SunONE 7 =1 — 4-28
T A U7 AYER 4-29
TA VT AREE =Y — 4-66
TV R —FRFED I =V — 4-64
S ERERR 4-60
gxl)— b—=r v 4-19

Index H

JxY—DF A b 4-17, 4-25
TN—T 7= — 6-33, 6-34
P—ROF 2k 4-10

Hlir ) — 4-20

Al — 2-17

Pt 4-24

Pt 7 — v 4-50

Fz—r 7Tl — 4-41

7T AR = 4-10

s 7= — 4-20

RAA Y R=2D 7 Y — 4-38
Tz — )V —/N— 4-68

HEH— 4-68
~N—Z DN 4-18

n— RN 4-68
LDAPS FEBE 4-20
LDAP =5 — 4-26
LDAP %R =V — 217
listenerconfig A~ K 2-2

mailertable #4E 3-2
MAIL FROM 3-23, 6-14

masquerade 7 < K 3-27
mbox = 6-88
Microsoft Exchange, LDAP 7 — V) — 4-30

MTA 2-1, 2-31
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N

NIC F—3 7 7-5

NIC =7 U 7 7-5
Ty 7T v— RO 7-6
7Z7—h 7-6

P

PEM JE, GEME A 2-34
Possible Delivery  3-79

R

RBL 6-20

RCPTTO 6-15

RCPTTO =2vw > R 3-11
Received: ~» & — 2-16
Received: ~v & — 7 4 —7 1k
RFC

2-16

1035  3-11
2487 2-31
2821 2-12
S
SBRS
none 6-48

scanconfig

W77 ANVDOEF{LLDAFX ¥
N 6-125

scanconfig

AX X INDT 7 ANVDERRKY A XD
E 6-125

W77 AN EZATDAF T 6-125
scp Aw UK B-5
Secure LDAP  4-19
SenderBase  2-22
IP7ur7rAU 7O 2-16
Pt Sl DX A LT U b 2-16
SenderBase 7— X DO ¥ ¥ v U 2-7
SIDF #ik
L~ L 5-30
SIDF Df&FIE 6-16
A F—7 Ak 5-29

(=L S 5-39

RIE 5-26

s 5-43
SIDF L =2— R

7 A b 5-27

A 5-27

SMTP 7 K L A fighr
Loose E— K~ 2-12, 2-13
Strict €— K 212

SMTP i&{5H @ LDAP 7% 217

SMTP #7 4-3, 4-47
DIGEST-MD5 4-55
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MDS5 4-49
SHA 4-49
TLS 4-56

PR—FSNDBFEA T =X L 4-49

SMTP #BiEE AL —YDO—EHT D7 4 V%
JL— )L 6-55

SMTP #HiE7 7 7 A /L 4-54
SMTP /L — b 3-2

USEDNS 3-5

Rz R Y 3-3

TRTOHIBR 3-8

il PR 3-4

BWEAA RO Y 34

A—NVEUE R LUV E 3-5
SMTP v — ., &K 3-2
SMTP +— K~ & DNS 3-5
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