CLIICKBEEBEIUE=2Y) VT

Cisco IronPort 777 4 7 > AZiX, v 7 2T TICET A —LVEIWEE E=X
TH700a~vy KRABEINTWET, CiscoIronPort 777 A4 7 L ADE=
421X, Command Line Interface (CLI; =~ K A4 AV H—T A R) &
Graphical User Interface (GUL, 77 7 4 iy a2—HF A X —T =2 A R) OWT
NHEFEATEET, ZOETHEH, T=XV U I7BLO0EH o~ RiZonT,
FCLI 2o TENLDaA~Y NIZT 7 BATHHEICOWTHBALET,
aAVR=2 FOEZLIIGUI BT 22 TEET, GULIZOWTIL,
% 7% IGUI TOZDMOIEE] 2L TS EIN,

ZOEIZ, WONETHERINLTWET,

o MEMARERE=F Y LY aLR—32 FOFLEY | (P.6-231)
e ICLIIZXZE=%V 7] (P.6-239)

o BT A Fa—0EH (P.6-263)

e [SNMPE=%#1U 7] (P.6-280)

FERAELRE=42) > A R—322 FDB
Y

VAT LADE=Z Y UTIZE, RO 3 ODFEEaR—F 2 MRBHY £,
s U E

. [/~}\
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N3 DFEARY

BT HT, VAT ANOEFEA N NOBIIEETORHEZRLET, Iy ¥
Tz, F0Av Oy N, BEOVAT A YT — MU, BLO
VAT AOFEBMIBICRE LA X bORFHEEFRRTEET,

BT HE, AN IR ETDHTEITHEINL, RO 3 OONN—T gV TRRS
nEJ,

Reset resetcounters 2~ RICKBHxEDOH U 4 Utk v MK

Uptime |B#os 254 V7 — oK

Lifetime |Cisco IronPort 777 1 7 > A O {Ffc i o & &t

%% 6-112. CiscoIronPort 7 75 A T vV AR E= R TAHALXITHEHTEXD Y
X EZFOFAERLET,

GE) Zhud, 2R Y AT, RENDLV T ZE, BRLIEERTRA TV g >~
Flolda~vr FICEoTRRYET, ZOUV XA MIBRFELTHEMAL TS
AN

& 6-1 hAovE

Hiat
Receiving
Messages Received e a—ICZESRIA Yy E—D,
Recipients Received ZESINETRTOA Yy =V DOXEE,

Generated Bounce AT AL S TAT U ARERSIN., BEF2—
Recipients A SNERROZEL,

%II

B
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CLICKREBLLUVE=S) VY

EATELEE=42 )Y avR—3 toxaRYy B

% 6-1 hovs (HE)
st H LT
Rejection

Rejected Recipients

Recipient Access Table (RAT; &7 7 A 7—
TN) Ko T, EFRHERE TR EDOTH L
e hal xIdvr—a Uk o TERIE
Fa—~DOREEESINTZESE,

Dropped Messages

TuNE Fay T T varo—HLkoTEE

X2 —~DOZEEESINEZA -V, 23T
T I I Fa—A T VRAF—ILL o TREX
nNizxAve—v, =4 V72 T7—=7/LHND /dev/

null T hUSBTHORA =T, Fry 7Sz
AvE—UERBRENET, TUVFANL T4 NVH
Vo (VAT AT RZ—=T N> TWBEHE)

ZEosThkryanfcAve—C8, ZOAT
IR EEnET,

Queue

Soft Bounced Events

VIR AT A AR NOE, EHEY T~ N
ALTEAyE—=VIZE, BEROY T N Ny R AR
VEMBEINET,

Completion

Completed Recipients

N R AN RSN EE B S ZEE,
BLOHIBRSNIZZEEOREGE BEXF=2—05
HIBR SN 72T N TOZESE,

Hard Bounced
Recipients

DNS "— R Ry R 5XX/— R RJ R T4
JVE =R Ny R R N— R N R B
L OFOMDN— K R 2DREF, ZEEHE~D
A=V OREICERR L, BENZEBIZKT &
Rol-bDaEFRLET,

DNS Hard Bounces

ZEE~DA yE—VORGHITTICHEE S
DNS =7 —,

5XX Hard Bounces

ZEHE~DRA v =V ORERITHIC, Bk A —L
= [5XX] IGEa— RREINZHDEE
L¥E7,

Expired Hard Bounces

BEF 2 —ICHFBE SN TV A RKIEEM, 213K K
BERTRHEZB 2 TWAH A v — U5,
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* 6-1 hoor &E)
#hat By
Filter Hard Bounces —8 7 4 V¥ D bounce T/ vailioTT U=

VT NINEZEEORIE, TTFANL TANH
Vo7 (VAT LATAR—=T NIRRTV DHHE)
WZEoThkryanfcAve—8, ZOhU
ZZH EEINET,

Other Hard Bounces Ayt —VEETO TP LAV T —, 70T

A v —TUZ(EFH N bouncerecipients 2% K|Z
Yo THRMICARAT 2SN b0 EFELET,
Delivered Recipients A E—UNEFICEE SWE2EE,

Deleted Recipients deleterecipients 2~ Y NIZ X > TH/RAICHIBRES
NizAve—U%EHE, 37— ULE(EEIE
VANIEET A vE—UZEHEOER.
Global Unsubscribe Jua—LUEEELEREE O LV EIRS

Hits Ao —U%EH,
Current IDs
Message ID (MID) BEX a—ICASNI- A v E—VIZEID Y THN

Tt DA v+— 1D, MID (. Cisco IronPort 7
TIAT VAL TEZEINLLTRITORA v E—
VICBEEIT O TEY, A= rn S THEHIFTE E
+. MID i3, 23! c¥nricUty h&hET,
Injection ConnectionID | J 2 — L & —7 = f ZA~DEHICEI D B THR
(Icip) Tl DA Y s v a UEHE ID, ICID 1 23! ©
02— F—n"— (ErizVkey ) ShET,
Delivery Connection ID |55 5 A — /L H— S~OEEFFICE Y L THIT-HEEZD
(DCID) FfE#4% ID, DCID 1% 2“Tm~w?~ﬂ~(fﬂ
WUty b)) SnET,

F—IDHEAEY

F—=E, ATV, TARY A=A FEBTIT 4 THERREDY AT A
VY —Z20BIEOHEHAREZRLET,

# 6-2 12, CiscolronPort 7 77 A T vV A2 E= AT HLEFEHTE R —
LZEORBHERLET,
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ICEZ2EBEIVE=SYVY

EATELEE=42 )Y avR—3 toxaRYy B

GE) T, MR Y R FTY, RSNV, BIRLERRA 7 v a %
7eida~r RICkoTERRYVET, 2OV A MIZEHELTHEHLTIZES

W,
% 62 =9
#at B

System Gauges

RAM Utilization

VAT AT X DB Random Access Memory
RAM; 7% L 7 7EA AE)) OFMAE,

CPU Utilization

CPU fi# =&,

Disk I/0 Utilization

T 4 A2 1/0 ORI,

(G¥) Disk I/O Utilization 7' — 221, BEEOfE D
WETRREINETFA, ZOF—I2iF, 2
NETILVAT LATHRRIN, HEOY 77—
b LABE D B KA 6 L CHllliE St /0 A
BNFREINET, LEnoT, F—TIZ
100 % EFRENTWVWABEA., VAT AT
EEBE S EW L0 VO HHENRFAEL
TVWET WMFLL, VAT A2KD 100 %
OMELT 4 27 1/0 KT HOTIEH Y £+
Ao

Resource
Conservation

0~ 60 721 999 D, 0 ~ 60 DEMEIL, EE /R
AT A5V Y —ADOREBREREEIIET D720, v
AT ENMA =T OZIF ANEHES L THWBHES
WERLTHET, BESKEWIZE, 2T ANRE
BOHTEAVRREL R ET, ¥uld, T AN
O NR I N L EBZRLET, ZOF =TT 999 &
FRENTWEBRE, VAT AF 1Y V—RFHiK

F— R IZR-oTEY, AvbE—VE%TANLLN
TR, VATEANY Y —AFHKT— RN E D NI
Bt/ 79— h Avb—VIEREINET,

Disk Utilization: Logs

BZIERENTWDT 4 A7 OFlG, AT =2 A
2 7121 LogUsd, XML A7 —# ZIZ{X log used &

LTERFENET,
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® 6-2

7= (\E)

et

B8

Connections Gauges

Current Inbound
Connections

Y AF— A B —T x4 A~DOBUEDFEHEGE,

Current Outbound
Connections

R A — I P — N~ OBIEDIRIE B,

Queue Gauges

Active Recipients

FEF 2 —ND A v —%/E#H, Unattempted
Recipients & Attempted Recipients D &7t

Unattempted
Recipients

Active Recipients O 7 7 IV, BEN £ 725847
INTHRY, Fa—HNDORAyE—UZER,

Attempted Recipients

Active Recipients D773V, FITSNicb D
D, VT b ANTURA AR MZE o TRIL 2B
DHRLIRH>TND, Fa—NDORA vE—UZEE,

Messages in Work
Queue

X a2 —IZADHNS, TA VT A T—TNIRE, v &
HL—K, TVFARAL, TUVFTANVA RAF Y,
Av—U 740 ¥ BLOWLDAP 7=V —i2 &b
WEZFRFO A v E—TV D,

Messages in
Quarantine

BET ) 7NICH D A v —T, BECE T I3EIR

SNTEREBEOWENEZITHOIL TRV A vE—

VERLE—EDH, =& 21X, Outbreak 753X
TORIERR A v E— V%S 5 &, Outbreak @
BFFA v E—=VHIIEEBICE el £, 2

DT 4=/ KT, BRICERE SN D TOREL

BRAyE—UNNMENET,
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EATELEE=42 )Y avR—3 toxaRYy B

% 6-2 F— (fE)

#hat By

Destinations in AEYNDSLE R AL LD, A vE—YDORMELE
Memory LRDHERAL K LT, $ikAT Vs MR

TYNIERENET, O RAAL TxT BT
TOA—VREE SNk, 84TV =7 ME3

FEFRFE SN E T, 3D b, O RAAL I
FHLTHLWA v E—=U083 1  RENRITE,

AT MEIHREIAE A2V . 58481 (tophosts
Oy RRET) WEINRL RV ET, 1 DD KRR
AVIETIZA—NVERET 25, 200 T 21X
My IV ET, AvE—VEEFLEZ LN
(F212, BVWEBT 7794 TV AIZE»TA vyE—
VNI TR BE, AU r2E 10 1272
£,

WS — N oA ZEHA L TV AHE, KIS —
b A DFEGE R A A ANTRE DS AT Y = 7
FOAERSILET (T2 X, 3 DR LS —
ko = A /5 yahoo.com (ZEME L CWAHA
yahoo.com 73 3 DDFHEAT V2 b LTHD
FENET),

Kilobytes Used FHENDFa2— A ML= (A FHEALD,
Kilobytes in Quarantine |fjis ki A vt — VI SN D F 2 — A b L—,
Ay — A XL LFLO Messages in
Quarantine IZH 7 > F STV ERAFE T L1230
A F&2RLEMHEICRY £, ZoFHRTIT@E,
MENDAR=ANHAIZLZIE S 5HET,
Kilobytes Free BODFa— 2 RL—Y (Foq FE),

L— kDAY

TRTOL— NI, 72V —PMER SN EDORSRICBIT S, 1 FEH=0 0
SEBJA R REAEL— FERLET, L— MO, BETHE. SHOR. BLO
157 ENS 3 50MBTIEMBEZYOFEHL— MRFHREINET,
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GE)

72 & 21X, IronPort 7 77 A4 7 AN 1 43T 100 DZEEEZIET S L. 140
fEloetd 5 L— M 1 B H729 6,000 &2 9, 5 HRMRICHT S L— M
1 BRI H7=0 1,200 & 720 15 ERICRT2 L — X 1 Bl H 720 400 & 722
DEFT, L— M, 1 SHEOL— B LIZSHAO 1 RS OFHL— b
ERTEIOKEHEINET, LEBR->T, 15 TI00HDOA Yy E—UDIEH N
155T100 DAy tE—R0 B L— MIEL R £9,

#% 6-312. Cisco IronPort 7 75 A4 T v AR E= 2 TAHLXITHEHTXSL— |
LZOMBEERLET,

ZhE, EERRY A RTY, FRENAL— M BRLEFRLS 7V a0 F
7Flida~r RickoTRAVEST, 20V A MIBZRHALELTHEHRALTLIES
AN

® 6-3 L—+

#iat A

Messages Received || [i§fifjd 7= 0 IZEUE ¥ = —ITHAISND A v E—V D
L—h,

Recipients Received || 57 D ICEMEX o — A SNATRTOA v
VKT EREEEO L — I,

Soft Bounced Events || b0 DY 7 F N7 A A Xy RO L— |k
(EHEEY 7~ N2 LA yEe—I2iE, EEO
VIR R UA AR IRBREEINET),

Completed Recipients | ~— | %o 2 S22 4. BUE SNT-Z(EH. B
LIRS R EEORATOL— b, BEF 2 —
MOBIRS N SEHE, S THAERRShET,

Hard Bounced 1 3729 D DNS "— K X7 2 5XX n— K RN
Recipients LR T ANE N— R AT R BRI N— R

N A BEXORZEOMD N—F Ry 2OMEFD
L—he "R AN UREEF, ZEHF~ODA -
OBEEFITICRI L, ZOERENZEBLICKTENS
ZlEVWET,

Delivered Recipients | {Z4 (2 EHICEUE SN 1 FEIH -V DX vE—
HKor—1§,
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cuizkzr=4y>5 N

CLIIC&kBE=421Y Y

Z 2T, ROAFICOVWTHALET,

o [BFA—IN AT —FADE=FY 7| (P.6-239)

o FEMREF A= AT —FADE=HY 7] (P.6-242)
o A=V AKRAMNDRTF—=FADE=FV 7| (P.6-247)
o [BEFA—IV Fa—DOWMOMRER] (P.6-253)

o UTNEALTIT 48T 4 DER] (P.6-255)

o [BREBEFA—NEHROET=2Y 7] (P.6-258)

e [DNS A7 —#% 2Dfk#] (P.6-261)

o [BEfA—NFE=XIV LT By ZOUEy b (P.6-262)

BEFA—IWRT—ERADE=ZYY

Cisco IronPort 7 7’7 A4 7T AZBITDEAF A —NVEIHEDRT —H A EE=H T
HILEDMEIIRDZENHY 9, status I~ FiE, BF A —VEMEICH
WTE=Z ENBEROY Ty 2R LET, BENTHEAERIZ, hoo¥
L= ONTNNOIBRTRREINET, DU, VAT LANOEKFA X
VEOBEETORHERLET, IV AT LI, TOHTUEDY Y R
B, DOV AT L )T — MUFE, BEXOV AT AOFEGBIRICEA LA~
VINOEHBERRTEET, F—UIE, ATV, T 4RI A=A F£2Z
TIOT A TR EDV AT L) Y —=AOHEOHEARE R LET,

FHEAOHFIZHOWTIE, EAWEERET=2 ) 7 arviiR—x2 hOFA
] (P.6-231) =&ML T EEW,

% 6-4 A= RAT—4ER

#HrEt Bl

Status as of WHEDOV AT LHEFEEFRRLET,

Last counter HENERFBIZ)EY FENTERAER I LET,
reset
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® 6-4 A= AT—BR (HE)
#xat BieA
System status online, offline, receiving suspended. F7zi% delivery

suspended, A7 —#& A} receiving suspended (2725 DI,
FTRTDY ZAF—=B—FHEIE LB EDH T, 7XTD
VRS =TT 2%ELRMEL—FELLEND &, AT —
Z A% offline 1272V £,

Oldest Message |+ 25 AL DEMEZEFFD, b WA v -V EFRL
ESSR®

Features featurekey AV Y RIZEL DTV AT AIZA VA F—/VE
TR 72 RE R KR L E T
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&

mail3.example.com> status

Status as of:

Up since:

Last counter reset:
System status:

Oldest Message:

Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients
Current IDs

Message ID (MID)

Thu Oct 21 14:33:27 2004 PDT

Wed Oct 20 15:47:58 2004 PDT

Never

Online

cuizkzr=4y>5 N

4 weeks 46 mins 53 secs

Reset

62,049,822

62,049,823

3,949,663

11,606,037

2,334,552

50,441,741

Uptime

290,920

290,920

11,921

13,598

332,625

(22h 45m 29s)

Lifetime

62,049,822

62,049,823

3,949,663

11,606,037

2,334,552

50,441,741

99524480
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Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)

Gauges:

Connections
Current Inbound Conn.
Current Outbound Conn.

Queue
Active Recipients
Messages In Work Queue
Messages In Quarantine
Kilobytes Used

Kilobytes In Quarantine

Kilobytes Free

mail3.example.com>

HMEBEFA N AT —RADE=S) YT

Current

14

7,166

16,248

387,143

338,206

39,458,745

51180368

17550674

status detail I~y Rit, B A —IVEMEICOWTE=F SN EM7R S H
PIRLFET, HRENZHHERIZ. v ¥, L—h, BIOF =00 hn
DAT I TERINET, IV UZIE, VAT LHNOEHEA XV FOBEET
DEFHERLET, WU 2L, T 200y UK, HEOV R
Fh YT = UK, BEOYV AT LAOFEGHICEAE LA Xy oS %
FRTEET, F'—VF, ATV, T 4RI AR—R, EWET 77 4 THHL
REDVAT A VY —ADOBEOHERAELZRLET, TXTOL— R, 7=
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U—DMER SN FEORSICBT S, 1 FlH B0 O A R MEEL— b
ERLET, L= M, ®E1SH, SaM. BEXO1I55MEWD 3 5D
T 1LY OFEHL— FRFHESNET, FEEORBICOWLTIE, [ff
AR e =2 ) 7 a v iR—x%r FOHEHZEY | (P.6-231) BB LT
X\,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m



FO6E CLIICKREELELIUVE=SULY |

W cLic&3E=42U>Y

&

mail3.example.com> status detail

Status as of: Thu Jun 30 13:09:18 2005 PDT

Up since: Thu Jun 23 22:21:14 2005 PDT (6d 14h 48m 4s)
Last counter reset: Tue Jun 29 19:30:42 2004 PDT

System status: Online

Oldest Message: No Messages

Feature - IronPort Anti-Spam: 17 days

Feature - Sophos: Dormant/Perpetual

Feature - Virus Outbreak Filters: Dormant/Perpetual

Feature - Central Mgmt: Dormant/Perpetual
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2,571,967 24,760 3,113,176
Recipients Received 2,914,875 25,450 3,468,024
Gen. Bounce Recipients 2,165 0 7,451

Rejection

Rejected Recipients 1,019,453 792 1,740,603
Dropped Messages 1,209,001 66 1,209,028
Queue

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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cuizkzr=4y>5 N

Soft Bounced Events 11,236 0 11,405
Completion

Completed Recipients 2,591,740 49,095 3,145,002
Hard Bounced Recipients 2,469 0 7,875
DNS Hard Bounces 199 0 3,235

5XX Hard Bounces 2,151 0 4,520
Expired Hard Bounces 119 0 120
Filter Hard Bounces 0 0 0
Other Hard Bounces 0 0 0
Delivered Recipients 2,589,270 49,095 3,137,126
Deleted Recipients 1 0 1
Global Unsub. Hits 0 0 0
DomainKeys Signed Msgs 10 9 10

Current IDs

Message ID (MID) 7615199
Injection Conn. ID (ICID) 3263654
Delivery Conn. ID (DCID) 1988479
Rates (Events Per Hour): 1-Minute 5-Minutes 15-Minutes
Receiving
Messages Received 180 300 188

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m



FO6E CLIICKREELELIUVE=SULY |

W cLic&3E=42U>Y

Recipients Received 180
Queue
Soft Bounced Events 0
Completion
Completed Recipients 360
Hard Bounced Recipients 0
Delivered Recipients 360
Gauges:
System

RAM Utilization

CPU Utilization

MGA

AntiSpam

AntiVirus

Disk I/O Utilization

Resource Conservation

Connections

Current Inbound Conn.

Current Outbound Conn.

Queue

Active Recipients

300 188
0 0
600 368
0 0
600 368

Current

[
o°

o
o

o
o°

o
o°

o
o
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GE)

cuizkzr=4y>5 N

Unattempted Recipients 0
Attempted Recipients 0
Messages In Work Queue 0
Messages In Quarantine 19
Destinations In Memory 3
Kilobytes Used 473
Kilobytes In Quarantine 473
Kilobytes Free 39,845,415

I A VA=V ENEZT FTIAT AT, HbEWA v E—Y AT X
WAV B—UIRENDIHERH D F90, EBIIIH U U IR ENDZEHE
XHo A, VE—F ZAMBERINLTBY, AvE— /0) ZIEMMIEF I
B (DFED, Avv—VEZETIETITESD»ND) HEICE, ZESHE
ZEHEID X To) ERREIN, HHBEHTWA vE— /770/5’@1 M) &%
IREINBZERBVET, T, HbEFTWA Y E—Y B ZIZHITHFO
AvE—UNERINDIZHTT, Eunkikic kayr7ans e, 1oy %
Tty hahvET,

2—I)L KRR FDRAF—ERADE=RYY

REEDZIEERA F~ORMGICHERH 5 E b a6, KBS — by = A
T RLRICHET D EREINET D EITIL, hoststatus I~ REEITTDH L
FNODEREFR R TEET, hoststatus 2~ Rk, %E@%E%TX$
M3 28 A—NEEOE=4 Y U IERERLET, 2~ FIZiE, BiST5
RARNERD FAAL L HANTLDUNENRS Y £3, AsyncOS ﬂ?ﬂ?//:n CHEAN
INTWS DNS HF#RE, ZEEFRA FPORFBIGRENZZ T — b RRINE
ﬁ—o J@éﬂé?“—&li\ %?&(Cgﬂ%ﬁibf: resetcounters A< Fﬁ’%@?{i*ﬁf
T, WSNAHHEERIT, hv 25 —202 0087 T VICRRENET,
FHAOBRBICHOWTIX, MERARERE=2Y 7 a K- bOFHH
D] (P.6-231) #ZMLTLZSW,
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F72. hoststatus A< NIZEADOEDOMDOT —H HIRENFE T,

£ 6-5 hoststatus A< > FOEFDDT—4
et HL
Pending BT D BB R O3 & 1T RN 72, sEE A — L R A

Outbound | | ~oofpegrf, %721 [#)M) 66, Pending Outbound
Connections | connections 14, 77 F 2D Y —F 1 v 7 DEBHC E 15
LWk T,

Oldest TDORAALNCHTIEEF2—NTROBEWT 77 1 7515
Message HORBEER, OB, VT R ARNT R AR RRR
A2 NOEIFICE > TERETER Y., Fa2—HNOA v E—I0RK
W REFE] 2 B9 2 OIS £ T,

Last Activity :0)74—/1/ RiZ, ZOFRAMIA v E—VEGERRAALLOND
NICEHFH EnET,

Ordered IP D7 4 —/FiciE, IP 7 KL 2® Time To Live (TTL; f&f:
Addresses | mggif), MX L a— RIZE U7 [P 7 R L 2 O#KEIER,
FOEBEOT RUARFRINET, MX La— Rix, RAA
NHTBEA—=L =D P T RLAZIBELET, 1 DO K
AAVPEBEDO MX La— REROZENTEET, 4 MX L
I— RO A —)b F— N ZIHBEIEMAE D S ConE T, B
B DEE N B B/ EZ WV MX L a— R anEd,

Last 5XX DT 4=V RIZiFE, RAMPLREINTZEFHFO [5XX] A
error T—H A a— REREABRERRINET, TDO7 10— RBFER
ENDHDIE, SXX T —RNFETDHHEDHRTT,

MX Records |MX L =2— RiZ, RAA T HA—/L =D IP 7 KL A
ZIRELET, 1 DO RAAL B EEO MX La— RzHEH-H>Z

ERTEET, & MX La— KD A —/b P— NITESLNEM 2
HoYCTonEd, EEBRMOKMESKL/NSWVWMX La—FR

DEEENET,
SMTP :o> RAAL TR LT SMTP bv— F B EFRI N TWAESIT
Routes for CZICERENET,
this host
Last TLS TOT =)V RiZiE, EFOFEE TLS itz 7 —0mH L, 7
Error TIAT AR AR T TLS P D % 4 T RFRENE
T ZOT7 4=V FNREREINDDIF, TLS =T —NFEET D
BHDHTT,
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RET—broxA

WICRTRABS — by = A ERIT. RS — b =Af 7 RLRAZRELTVD
BaosEzrENET ([Cisco IronPort AsyncOS for Email Configuration
Guidel] @ TConfiguring the Gateway to Receive Email] # &L T2 &),

% 6-6 hoststatus A< > FOZDMDEES—+o 4 T—4

et H L

Host up/ [l C4RIDZ 8 —/ 3L hoststatus 7 4 —/b RERIUER, K
down HA— R Yo 7 RLAZ LGB SN ET,

Last Activity | U4 R0 2 @ —/ 3L hoststatus 7 4 —/L RERIUERE, K

BT TRLRAZLIZBIESNET,

Recipients D7 4=/ R, 1 —s3L hoststatus I ROERIC

St UE T, Active Recipients 7 4 —/V N R — F D = A

T RLAZLITE SN ET,

Last 5XX ZDOT 4=V RIZIE, RAMDLRENTZERKHTD SXX AT —4
error 2 a— REFANKRENET, Z2OT7 44— L IKREREIND
DL, 5XX =7 —WNFEETHHHEDHTT,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m



FO6E CLIICKREELELIUVE=SULY |

W cLic&3E=42U>Y

&

mail3.example.com> hoststatus

Recipient host:

[]> aol.com

Host mail status for: 'aol.com'

Status as of: Tue Mar 02 15:17:32 2010
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients 1
Hard Bounced Recipients 1
DNS Hard Bounces 0
5XX Hard Bounces 1
Filter Hard Bounces 0
Expired Hard Bounces 0
Other Hard Bounces 0
Delivered Recipients 0

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Deleted Recipients

Gauges:

Queue

Active Recipients

Unattempted Recipients

Attempted Recipients

Connections

Current Outbound Connections

Pending Outbound Connections

Oldest Message

Last Activity

Ordered IP addresses:

Preference

15

15

15

15

15

15

15

IPs

64.

64.

64.

64.

64.

64.

64.

12.

12.

12.

12.

12.

12.

12.

No Messages

Tue Mar 02 15:17:32 2010

cuizkzr=4y>5 N

(expiring at Tue Mar 02 16:17:32 2010)

137.

137.

137.

138.

138.

138.

121

89

184

57

57

89

.121

64.

64.

64.

64.

64.12.

205.188.156.154

152.163.224.26

12.

12.

12.

12.

138.89

138.152

137.89

136.153

137.152

64.12.138.120

152.163.224.122

64.12.136.57

205.188.156.122

64.12.136.89

64.12.138.152

64.12.137.184

[ oL-23080-01-J
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15

MX Records:
Preference
15
15
15

15

64.12.138.120

TTL

52m24s

52m24s

52m24s

52m24s

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN:

Hostname

mailin-01.

mailin-02.

mailin-03.

mailin-04.

(at Tue Mar 02 15:17:32 2010 GMT) IP:

Last TLS Error:

TLS required,

(at Tue Mar 02 15:17:32 2010 GMT)

Virtual gateway information:

Required - Verify

mx

mx.

mx

mx.

10.10.10.10

.aol

aol

.aol

aol

STARTTLS unavailable

IP:

64.12.137.152

.com

.com

.com

.com

DNS FAILURE

10.10.10.10

64.12.137.121

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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example.com (PublicNet 017):

Host up/down: up
Last Activity Wed June 22 13:47:02 2005
Recipients 0

BT — U =A 7 FLAE#IE, altsrchost BEREAMEH L TW O HEDHFE
RENET,

BFA—IL X2 —DEROTESR

B AN Fa—ICHTHBEOHFERZBG L, FEOZEHF A MIEIED
B (F=2—0HEKeE) BHH0E D EHET 521X, tophosts T~v 2 K
ZHH L FE T, tophosts I~ R, Fa2a—WND AL 20 DZEEZFDOY A F &K
LET, VAMI 7774 7%EE. BESER. REFAIZEERE. Y7 A
TUAARY R BEUN— R AT U RASNEZERR Y, S EMEHE
WAz Yy — h & Ed, FHAOBMRAIZOWTI, EAFRERE=4%1 7 2
VIR—R v b OFEARY | (P.6-231) ZZH LTI LI,

[ oL-23080-01-J
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mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients
4. Soft Bounced Events

5. Hard Bounced Recipients

[11> 1
Status as of: Mon Nov 18 22:22:23 2003
Active Conn. Deliv. Soft Hard
# Recipient Host Recip Out Recip. Bounced Bounced
1 aol.com 365 10 255 21 8
2 hotmail.com 290 7 198 28 13
3 yahoo.com 134 6 123 11 19
4 excite.com 98 3 84 9 4
5 msn.com 84 2 76 33 29

mail3.example.com>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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JPIVEBALTIT4ETADRT

Cisco IronPort 7 7"F A TV ATIZV T NAE A L EB=F Y U TRAEETHY, v
AT LIBTDELA—N T IT 4 ET 4 OEBRIZHERTEET, rate =
7/]\& BT A—NVEMEICET 2V T AE A L =) 7 EREERLET,

OFEHRIL, 2 —FRNHEE LB CEMMICEHFINET, rate a7 %
FJJ:ﬁ‘E) 1T, Ctul+C ZfEHA L £7,

#£ 6-712, BRENDT—HErRLET,

£ 6-7 rate Av Y KOT—4
et B
Connections In EERHG DI,
Connections Out | {Z#:6: D%,

Recipients VAT MIZAG SN ZIFEE DA
Received
Recipients BT L= EHOAHE,
Completed
RthOT—4% 7T v 77— NAKEZL L2, Received %
Delta {58 %% L O Completed ZEEFDER,

Queue Used

A=Y Fa—0OW AKX (FuAf NN,

[ oL-23080-01-J
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mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1

Hit Ctrl-C to return to the main prompt.

Time

23:

23:

23:

23:

23:

23:

23:

23:

~C

37:

37:

37:

37:

37:

37:

37:

37:

13

14

15

16

17

18

19

21

In

10

11

Connections Recipients

Received

41708833

41708841

41708848

41708852

41708858

41708871

41708881

41708893

Delta

13

10

12

Recipients

Completed

40842686

40842692

40842700

40842705

40842711

40842722

40842734

40842744

Delta

11

12

10

Queue

K-Used

64

76

64

64

67

64

79

hostrate 2~ KL, 8 ED A —)L KA MIET VT AL A LDE=H

IERERLET,

OIEHIT. status detail =2~ ROV T2 T3 (T34
RETFA—IN AT—ZZDE=2Y 7] (P.6-242) #HM]),
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% 6-8 hostrate A< > FOT—4%

et

Bt

Host Status

FEDKRA NOBEDO AT —H A (up, down, F7=
IZ unknown) .

Current Connections
Out

RA MRS % BUEDR(E L.

Active Recipients in
Queue

Fo—NOEEDKRA MIXHTHT 7T 4 T22H
DAL,

Active Recipients in
Queue Delta

BBEDOBEMDOKRA N AT — X ALIBEL LT,
X2 —NORFEDKRA MITET 7T 4 TZEHE
DOEFHH DAL,

Delivered Recipients
Delta

B DDA A b A7 — 2 XBEAE LIz,
% 2 — NOFFE DR A M B BG4 (54 0
BEHBOER,

Hard Bounced
Recipients Delta

BHOBEMORA N ATF—& ZALLEEL LT,
Fa—NOEFEDHRA MIKTHNAN—K Ny &
N2 GEHEOARFHEOER,

Soft Bounce Events
Delta

B DBEMODAR A N AT — 52 ZLIREAL LTz,
%2 —NOBEDRA MIXTHY 7 b AT s
NEZEEOARIHEOAER,

hostrate 2 R&EIET 5 (21, Ctrl+C 2EH L £7,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1

Time Host CrtCncOut ActvRcp ActvRcp DIlvRcp HrdBncRcp SftBncEvt

Status Delta Delta Delta Delta

23:38:23 up 1 0 0 4 0

0

23:38:24 up 1 0 0 4 0

0

23:38:25 up 1 0 0 12 0

0

~C

BEBFA—LEROE=S2) Y

KEOEEFHEZ#HNT D720, FHEF VAT LA~OEFEEERE N T Ty a—
T4 7T 5=, Cisco IronPort 777 A4 7 2 AR L TWDHHEA MDE
=ARMBBEIRDEENRH Y £, topin T2 R, VAT AZERLTWD
VE—FFRAMDRAF vV ay barLlET, ZTORF vy 7Ty I,
BEDVAF—IZ8HELTWVWDIE—FIPT RLAZT LIZ 1 DOfT&2FF2T —
TNANERENET, BCIP 7 RLADLRARD Y A —~D 2 DOPERFIK

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
m. 0L-23080-01-J |




| 6% CLIIz&

PEBLLUVE=SFUVY

%

cuizkzr=4y>5 N

L T, — T2 ODITBNER SN E T, £ 6-9 1T, topin I~ &
Lzé & Li'*:zﬂ“éﬂ/b574_/]/]\@nfﬁwq%:ﬂ“bi'§]

£ 6-9 topin A%y FOT—4

et L]

Remote VE—RFKRARNDKRA L, UN—ZADNS Ly I T7 v
Hostname Lo TG EnNET,

Remote IP VE—hKF HFARDIP 7 FL A,

Address

Befoe 72215 LT\ %, Cisco IronPort 7774 7 A LD Y
listener A F =Dz J F—

aw Yy RRFETENTEZICHNTW T, REDIP T FL
Connections In | 2 %> U E— | &R kH b ORIRHESEL,

VAT AE, UNR=ADNS Ly /T v Ik o T E— R KA MERELT
Mmb, 74 T7—=RKDNS Ay 7T v IC Ko TCEDARIERIELET, 747 —
RNy 77 7 THROIPT RLALRBRWEGS, £721EY N—ZX DNS vy
T TR LTS E. T—FNVDFRA NI T HZIEIP T RLARFRS
NET, BEEMRGEY 1t AO5EMIZ >V TIE, [Cisco IronPort AsyncOS for

Email Configuration Guide] @ TSender Verification] ZZR L T 72 &1,

mail3.example.com> topin

Status as of: Sat Aug 23 21:50:54 2003

# Remote hostname Remote IP addr. listener Conn. In
1 mail.remotedomainOl.com 172.16.0.2 Incoming01 10
2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10

[ oL-23080-01-J

Cisco IronPort AsyncOS 7.3 for Email BEEEH/ F i



FO6E CLIICKREELELIUVE=SULY |
W cLic&3E=2YVY
3 mail.remotedomainO3.com 172.16.0.4 Incoming0O1
4 mail.remotedomainO4.com 172.16.0.5 Incoming02
5 mail.remotedomainO05.com 172.16.0.6 Incoming01
6 mail.remotedomainO6.com 172.16.0.7 Incoming02
7 mail.remotedomainO7.com 172.16.0.8 Incoming01
8 mail.remotedomain08.com 172.16.0.9 IncomingO1
9 mail.remotedomain09.com 172.16.0.10 Incoming01
10 mail.remotedomainlO.com 172.16.0.11 IncomingO1
11 mail.remotedomainll.com 172.16.0.12 IncomingO1
12 mail.remotedomainl?2.com 172.16.0.13 Incoming02
13 mail.remotedomainl3.com 172.16.0.14 Incoming0O1
14 mail.remotedomainlé4.com 172.16.0.15 IncomingO1
15 mail.remotedomainl5.com 172.16.0.16 IncomingO1l
16 mail.remotedomainl6.com 172.16.0.17 Incoming01
17 mail.remotedomainl7.com 172.16.0.18 Incoming01
18 mail.remotedomainl8.com 172.16.0.19 Incoming02
19 mail.remotedomainl9.com 172.16.0.20 Incoming01
20 mail.remotedomain20.com 172.16.0.21 IncomingO1
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DNS R 7—% A DHEER

dnsstatus 2~ KiZ, DNS Vv 7 7 v 7B I 0F v v ¥ 2 FROKH 2 FE R
TAEITUEERLET, WUV ET LI, FOHT U XDEEDY Y N
e, IOV AT A YT — UK, BIOY AT LAOFGMBFICRAE LA
Xy hOGHEERRTEET,

F 6-1012, ARV X ERLET,

% 6-10 dnsstatus A3 >Y FOT—4

et % BA
RA A B EfRIRT B T20D Y 2T 5 DNS F ¥ v = |2%t
DNS Requests |43 Ffi7 L~ L DIERE TR,

Network DNS E#aE G+ 5720 0xy hU—2 FEr—HL) ~
Requests P

Cache Hits La— FAKRE SN TRENTZ, DNS v v ¥ a~DERK,
Cache Misses |L o— F3fa & 72d o772, DNS F v v oo ~DER,

Cache La— RBREENTZLDOD, RALVBAHTH D,
Exceptions DNS v v ¥ 2 ~DER,

La— R S 47z, DNS v v o2 ~DEER,

Fryva TR, EHREPEESHh, 575 1a— i
BEINET,

Time To Live (TTL; f&fe flRERFR) #x T\ TH, £<
DT NI BRX Y vV alIFETIHAPHVET, b
Oy M UIEERESRNRY . HRIN A U v 21T E &
NEHA, FxvraPhr7Ivradnbde, Bz b
yrmsh ((59E5) = N omAEREIRENEST, 7

Tyova@fRickoT, IR DV EFNRETIND &
Cache Expired |25 0 £ /4,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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mail3.example.com> dnsstatus

Status as of: Sat Aug 23 21:57:28 2003

Counters: Reset Uptime Lifetime
DNS Requests 211,735,710 8,269,306 252,177,342
Network Requests 182,026,818 6,858,332 206,963,542
Cache Hits 474,675,247 17,934,227 541,605,545
Cache Misses 624,023,089 24,072,819 704,767,877
Cache Exceptions 35,246,211 1,568,005 51,445,744
Cache Expired 418,369 7,800 429,015

mail3.example.com>

BEFA—IEZRYDT A3ty b+

resetcounters I ¥ NiX, BETLIE I A N ET=F VT I Z% Y
ty FLET, Vky MI, Za— UL A0 ERA NBLOR 7 v ZITE
BLET, ViEy MI, BFRITAZ Y2 —VICEETAEREF 2 —HND X vtE—
O AT ELER A,

GE) GUIT, #vrFu Uty bT5Z24bT&E9, [[System Status] ~2—)
(P.2-66) #ZHL T EE,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003

BFA—IL o1 —DEHE

IronPort AsyncOS Tif, BT A —/L ¥ 2 —HND X v—iZxtd 2E{EE F4T
TEET, EFA N Fa—HNOAyE—=UIE, kR, XU A —FeFIk,
FRFVEAVI P THIENTEET, £, Fa—HNOEWA v E—T %K
R, HIER, BLOT =4 7F52 L TEETS,

F1—ADZEEDHIRR

BEDZEENRE SN TVRWEER, EFA— L Fa—%22 V772556
{213, deleterecipients ¥ FEfEHLET, deleterecipients 2 ¥ N
T, BEZFHFOREDZEELHIRTL2Z2LICE-T, BFA—AEEF=2—
ZEMTEET, HIRSNLIZEEIT. ZEFEDOHETHLIZEERA ML
T, £201E,. A vyE—Y = ~Xa—70 Envelope From fTIZFEE S W= FFED
T RLATHI SN D A v E—VREFICL > TSN ET, i, BE
Fa—HNOTRTDOAYE—=Y (TRXTOT VT 4 TZEE) % EITHIRT S
TEHTEET,

GE) deleterecipients HEREZ (T T HI2iE. IronPort 77" I A TV A2 A7 T4
F A E— I OWRBEIC T B T L A HEE L ([TronPort 7 75 A 7 o &
BAVTFUARREICT D) (P8-317) 2BMH),

GE)  COBEIICORETLHEATE ETH, BMEOETRIC—BO A vt — VR
EShn TR DY £,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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ZEEFRANBIOEEEDO L, R—XFHO—HTHILERDH Y £7,
TANE I—RIIFEHTEEE A, deleterecipients 2~ RNix, HIFRS D
AvE—VOGRHEERLET, £/, A—A vl BTRI Y Tay
(IronPort 7 ¥ A MERDH) BREINTWDLHA, A v E— OHIBRIZHME
DITE LT ZIZitikshEd,

%

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

(11>

Cisco IronPort 7 7°7 A 7 2121, HEIZS L TREHELZHIBRT 2720 OAFHE
DAT L aYBHESNTHWET, RIS, ZIEHBA MIOZIEH OHIER,

Envelope From 7 R L 22 X DHIBR, BELOF 2 —HNOTXTOZEEDOHIBRD
Bz R LET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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BREE F A VICK BHIER

Please enter the hostname for the messages you wish to delete.

[1> example.com

Are you sure you want to delete all messages being delivered to
"example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L RIZ & %4l

Please enter the Envelope From address for the messages you wish to
delete.

[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Are you sure you want to delete all messages in the delivery queue (all
active recipients)? [N]> Y

Deleting messages, please wait.

1000 messages deleted.

F1—ADZEFED/INIVR

GE)

GE)

deleterecipients ¥ K & [AlBEIZ, bouncerecipients 2~ RTIX, B
EROREDZEEELN— R AT AT HZLICL>T, BEFA—LEE
Foa—EREFHCTEXET, AvE—TDONNT XX, bounceconfig A~ KR
ESNZBEDONT A Ay = VREICENET,

bouncerecipients *ﬁ%ﬁg %ﬁ@‘é’)&:&i\ IronPort 7 7 A T LV A% XA T T4
FTERE—FHELLORBICT 2 Z L 2R L ET ((TronPort 77747 A
wAT I AREICT D) (PR-317) =B M),

ZOKREIZEDIREBTHHMTE E928, MEEOETHIC DA v -V NE
FBENDAEENRDH Y £7,

ZEHERAMBLOEEEO T, F—XFHNO—BTHLINLERHY £7,
UANK I—FRFfEHATEXEHA, bouncerecipients <> Fif, NU LA X
NTEAvE—VORHEERLET,

bouncerecipients HEAETIZ U YV — ANRNMEFENIEH S, BT F T D00
DEAEDRDYVET, A7 TA U ELIERGE HEIEORECE AT, NT R
A=V DOEBEOFEE (O— K NN RERNE L DOBE) X, resume 2%
¥ R%&{EM LT IronPort AsyncOS %4> 7 A REBIC L2 TORBA SN %
R

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[11>

NV AINDZEEL, SEEZEEFAMILST, FRiFAyE—Y =
~ 1 —7® Envelope From 1TIZHE SNIZREDT RLATHMNIND A ¥
T UREHRICL o THNENET, FE, BEXF2—HNOTRTORX vE—
VBN AT LI EHLTEET,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to
"example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FLRIZ& B/ VR

Please enter the Envelope From address for the messages you wish to
bounce.

[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Are you sure you want to bounce all messages in the queue? [N]> Y

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Bouncing messages, please wait.

1000 messages bounced.

EFA—ILEEED—HEIL

(E)

AVTFUAR KT TNy a—T 4 VT DIZDITEBL A — NV OFME & — R I8
195121, suspenddel 2 ~¥ 2 RZMHH L E£7, suspenddel ¥ RiX,
IronPort AsyncOS Z Bii& —REF I OWRIBIC L E¥, ZOIRBEICIT, kD K57
DR H 0 £3,

o REBTA—NEEIXELINET,

o HEEFANEFRIIZTANLNET,

o B JEREIIRITLET,

o CLIRZT ZBAABEDE£ITAY £,

suspenddel A=Y REFETTDH L, BHONTWIREEENHE L O, Fillos
FelIBE I E R A, suspenddel T~ RIZ77EBIZBAB I, fEXL L TWH T
RTCOERE EFICHALUS Z ENTEET, U5 —RHE L OIRRED & @ OBE
IZRTIZIL, resumedel <2 REMFHL E9,

ldelivery suspend) IREEIX, VAT 2%V 7 —F L TCHRFEINET,
suspenddel 2~ REMHEH L TOLT 774 T v A% 7— T 55413,
resumedel A< REMHLTY 77— ML T LEREZHATILENDL D F
\?AO

[ oL-23080-01-J
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mail3.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

EFA—ILEEDEH

resumedel =¥ N, suspenddel 2 ~¥ ¥ ROl 1412 TronPort AsyncOS % il
WOMFIREICR LE T,

#3C

resumedel

mail3.example.com> resumedel

Mail delivery resumed.

ZED—FFILE

FTRTOY AF—IZH LT E A —NOZEE R IET 2I120E,
suspendlistener 2 v REFH LET, ZEN—FELINTWDHRHE, VX
T BEY AT —DRFEDKR— h ~DEERE L T ANEE A,
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GE)

X

BFxA—L xa1—0EE N

ZhE, 2oV U —ZD AsyncOS TER ENTEHETT, LD Y J—AT
I, VAT ANFEREZ T AN, RO XS ITEE LT LERMRL TEL
7

e SMTP: 421 hostname Service not available, closing transaction

channel

* QMQP: zservice not available

lreceiving suspend ] RFEIX, v AT 4%V 7 — ML CHRFFENET,
suspendlistener 2 REFHLTHOLT I 7470 2% U 7 — T 584,
VAT —TRAvE—VO%EEFHT HICI1X, resumelistener 2 ¥ R&EMHH
THEMLENRDY 7,

suspendlistener

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.

Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Enter the number of seconds to wait before abruptly closing connections.

[30]>

[ oL-23080-01-J
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Waiting for listeners to exit...
Receiving suspended.

mail3.example.com>

ZIEDHEHH

resumedlistener 2 < KlX., suspendlistener 2~ 2 KO f#IZ IronPort
AsyncOS % il OB ERBEIC R L ¥,

3L

resumelistener

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Receiving resumed.

mail3.example.com>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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RIES X UZEDHEH

resume 2~ NiL, BB EZEOWMEFZHLET,

L

resume

mail3.example.com> resume

Receiving resumed.
Mail delivery resumed.

mail3.example.com>

EFA—IDARKERERYa1—I

delivernow 2~V R&MMHT AL, B CTHETHILIICAFT Va—NLENT%
fELHRAPEEBLICHRITCE 7, delivernow I~ RTIEL, F=—WHND
BT A= VICHIEREZ A Y a— LT 52N TXET, down D~v—27 R
MWETRTORASL b, ATV a—LENEAYE—VFRITY 7 F AY
VASINTA v E—UR, AIFFEEO X 2 —IC ARG E T,

delivernow 2< Y K, Fa2—HNDO (RAFrVa— L3Ik, BIO®T 7747
) TARTCOZEHEELITHREDOZEETITH L THRHT Z &N TEET, FiE
DZAZHRIRT AT, AIREZ A P a— LT BZEED FAL 4 &2 AT
TOHLERDHY T, VAT AL, XFFREROLFERIERELET,

#3C

delivernow

mail3.example.com> delivernow

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Please choose an option for scheduling immediate delivery.
1. By recipient host
2. All messages

[1]1> 1

Please enter the domain to schedule for immediate delivery.

[1> recipient.example.com

Rescheduling all messages to recipient.example.com for immediate
delivery.

mail3.example.com>

EEX1—DKIE

LDAP %f5E7 7 A, v AB L —F, LDAP fL—F (7 Avk—v
TANE TUTANRL, BIXOT UV TFTANVA AFyr T VOB,
TRC ME¥EFX2—) TEITINET, QBT 2 —25W L [Cisco IronPort
AsyncOS for Email Advanced Configuration Guidel @ [Configuring Routing
and Delivery Features|, 3 X' Messages in Work Queue] 77— DD
WTCIEE 6-2 (P.235) 8L TL &V, workqueue 2~ 2 K& L C,
EEX 2 —HBOA v E—VWUREFEH TIRILT L2 LN TEET,

e ziE, L DAy E—URMEERF 2 —NIZH D L X2, LDAP — D%
EEERTHINERNSDELET, BZHLL, LDAPZEET7 7R 72U —
WZEDSWT, Avte—VaNY AL ey ICh0EZLZ LS ELEST, £72
I, Fa—ZRIELT, HHOTVFUANARAF Y UV UDERT 74
NV FENCHER (antivirusupdate 2~ R&{HH) 5L H Y £9,
workqueue 2 ¥ REMMHT DL, F¥EF2—%2RIELTHALHERTHZ LT,
IR AAFIE LT2RREE TR EELEEZITO LN TEET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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EEX 2 —2RIELTOOERTIE. T4V PR JICEESINET, K
ZHlE R L ET,

Sun Aug 17 20:01:36 2003 Info: work queue paused, 1900 msgs S

Sun Aug 17 20:01:39 2003 Info: work queue resumed, 1900 msgs

WOHITIE, FEFa—BFIEIhET,

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:02:30 2003 GMT
Status: Operational

Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- PAUSE - Pause the work queue

- RATE - Display work queue statistics over time

[1> pause

Manually pause work queue? This will only affect unprocessed messages.
[N]> y

Reason for pausing work queue:

[1> checking LDAP server

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Status as of: Sun Aug 17 20:04:21 2003 GMT
Status: Paused by admin: checking LDAP server

Messages: 1243

(G¥) BHOANIMEETT, B HE A LRV E ZDOBHIT [Manually paused by
user] & L TR ZICFEEEKINET,

WOBITIE, 1E¥F 2 —DHHASNET,

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:42:10 2003 GMT
Status: Paused by admin: checking LDAP server

Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- RESUME - Resume the work queue

- RATE - Display work queue statistics over time

[1> resume

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Status: Operational

Messages: 1243

HWAYE—SOBREELUVT7T—H17T

Befr, W< Ro7e A v E—UMEETETIC, Fa—IlBEF-TVDLZEBHY
FT, INLDOAYE—VIIFHIBRLIZD, T—HA T LI2DTHZENTEE
T, ZTHIZiL. showmessage CLI 2~ K& LT, fTEDOAvE— 1D I
T HA v E—V%2FERLET, oldmessage CLI o~ REHHTH L, &
AT A EORLIHWIEREA v =V NFREINET, TOKIL, [EET
removemessage LT, fIEDA vE—V IDIZKIETH A vE—VhLsE
CHIBRCTE £9, Zoavwr FTE, EExa—, #aliTda— 7235k
Fa—HADOA Yy E—VDHREHIRTEET, AvE—VRIRALDF2—DWNT
NI HRWEEIE, BIFRTE £ A,

F72. archivemessage[mid] CLI 2~ FZHEHAL T, fiIED A vtE&— 1D I
SETHA v E—VEar 74X alb—vary T4 7 bUKND mbox 7 7 A
NMT—=NATTHZEHTEET,

oldmessage 2 <V RZHEHAL T, VAT LBENDOA v E—TD A vE—T ID
ERGTLHZ L3 TEEEA, EEL, AvE—=YID D> TWLHAE,
BEDRA Yy —VERRLIED, T—AAT LN THIENTEES, Ay
T UMEEF 2 —, FBRITX 2 —, FREFEEF—ITRNE,
removemessage A ¥ R TA v —UZHIRTHZ EIETEERA,

S

GGE IronPort A/XAREND A v =TIk L Tid, 2hbDFa—EFHa~v K%
FITTEERA,

#3C

archivemessage

example.com> archivemessage

Enter the MID to archive and remove.

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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[0]1> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration
directory

example.com>

oldmessage

example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from example.com ([172.16.0.1027)

by example.com with SMTP; 14 Feb 2007 22:11:37 -0800

From: userl23@example.com

To: 4031@test.example2.com

Subject: Testing

Message-Id: <20070215061136.68297.16346Cexample.com>

SRATLADA vE—DDRIvRUT

findevent CLI 2~ KiE, ARy 7 ADA— vl 77 A VEHFEHLT,
VATFLARDA =D T xS GBYF) TubtRERSICILET,
findevent CLI a2~y F&EHTAHE, AvtE—YID OMHK, 37V
TR~y H— mo_u—TREE, e -7 GFEICRT D ER
FHO—HHBICL->T, A= a0 nOBEDRA v —V2RRTEET,
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HiEOu T 774007 _XCony 77 ANVOREERTDHEL, BT
T ANEAMBTERT LI ELTEET, vl 77 A4 0% BRI TERT
AT, BEO B, B O#REAZEETE £,

07 ERRTDHAyE—TUEFHNLIZ%IL, findevent Iv 2 FIZXK o T,
B (DHELEaS Avk—Y "YUV R BIOV AT LERA vE—Y)
Eie, TOAyE—YIDIHT o0 VERERRFTEET, KIT,
findevent CLI 2~ FC, 7Y =7 § ~v & —|Z lconfidential] & & %
Ay —TORE LRIELBSHT 62T LET,

example.com> findevent

Please choose which type of search you want to perform:

1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11> 3

Enter the regular expression to search for.

[1> confidential

Currently configured logs:

1. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
Enter the number of the log you wish to use for message tracking.
[1>1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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[3]1> 3

The following matching message IDs were found. Please choose one to
show additional log information:

1. MID 4 (Tue Jul 31 17:37:35 2007) sales: confidential

11> 1

Tue Jul 31 17:37:32 2007 Info: New SMTP ICID 2 interface Data 1
(172.19.1.86) address 10.251.20.180 reverse dns host unknown verified no
Tue Jul 31 17:37:32 2007 Info: ICID 2 ACCEPT SG None match ALL SBRS None
Tue Jul 31 17:37:35 2007 Info: Start MID 4 ICID 2

Tue Jul 31 17:37:35 2007 Info: MID 4 ICID 2 From: <user(@example.com>
Tue Jul 31 17:37:35 2007 Info: MID 4 ICID 2 RID O To:
<ljohnson@example02.com>

Tue Jul 31 17:37:35 2007 Info: MID 4 Subject 'sales: confidential'

Tue Jul 31 17:37:35 2007 Info: MID 4 ready 4086 bytes from
<user@example.com>

Tue Jul 31 17:37:35 2007 Info: MID 4 matched all recipients for
per-recipient policy DEFAULT in the inbound table

Tue Jul 31 17:37:35 2007 Info: ICID 2 close

Tue Jul 31 17:37:37 2007 Info: MID 4 interim verdict using engine: CASE
spam negative

Tue Jul 31 17:37:37 2007 Info: MID 4 using engine: CASE spam negative
Tue Jul 31 17:37:37 2007 Info: MID 4 interim AV verdict using Sophos
CLEAN

Tue Jul 31 17:37:37 2007 Info: MID 4 antivirus negative

Tue Jul 31 17:37:37 2007 Info: MID 4 queued for delivery

Tue Jul 31 17:37:37 2007 Info: Delivery start DCID 0 MID 4 to RID [0]
Tue Jul 31 17:37:37 2007 Info: Message done DCID O MID 4 to RID [0]

Tue Jul 31 17:37:37 2007 Info: MID 4 RID [0] Response '/null'

Tue Jul 31 17:37:37 2007 Info: Message finished MID 4 done

SNMP =41 4

IronPort AsyncOS A XL —7F 1 7 27 A%, Simple Network Management
Protocol (SNMP; f&§i%r > N —2FH T o haj)) EES AT A AT —
ZADE=LY T FEYR—FLTWET, ZHUZIE, IronPort D= ¥ —75F
A A MIB, ASYNCOS-MAIL-MIB "&£ %4, ASYNCOS-MAIL-MIB %
FEHTLZ LT, FEEIL VAT LOREZE=F LT RV ET, £k,
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6-280 OL-23080-01-J |



| £6% CLIICEPERSLIUVE=SLYVY

sNvP £=41y>5 N

ZDV U=, RFC 1213 B L1907 ITHE STV D MIB-11 OFEAH Y
HAOY 7y FREEINTOET (SNMP OFEMIIZ W TiL, RFC 1065,
1066, BLUN1067 2L TLEZEV), ROEICEELTLIEE,

e SNMP X, 74/ FTHTZITRY 7,
o SNMPSET#iff (74 Falb—tal) FEEINEEA,
e AsyncOS iZ SNMPvI, v2, BLO V3 ZHF—FLTWET,

o DU —EREAF—TNMCTTBHITIE, AT — FFEEEL DES BBk % £
5 SNMPv3 O A ME TS (SNMPv3 DFEMIZSW T, RFC 2571 ~
2575 L CTL7ZEW), SNMP VAT L AT —HADE=Z Y T %
AF—=TNCTBITEF, D &b 8 T D SNMPv3 /XA T L — X% 3 E
THMENRH Y 7, I SNMPV3 RNRAT7 L—X% ANJ19 2 & &1,
BOTEDIZEFDNRAT L —=XEFANTHIMLERH Y £7, KIT
snmpconfig 2~ REFITTAHL X, a~vr NIZZo7 L —X0 [FEE]
EhTnET,

e SNMPv3 = —H%# 4% v3get T,

> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 ironport mail.example.com

¢ SNMPvl 721X SNMPV2 OAEZMFHT25HI1E, 2I2=FT 4 ANV T
ERETHULERHVET, 2I2=27 4 A ]\)/7 X, public IT 7 #
VR RESIER A,

e SNMPvl B LU SNMPV2 DA, EDXRy MU —7 560 SNMP GET %
ReZFANDDERETDLENDY £,

o "Iy T EMHTLHIZIE, SNMP v —2 % (AsyncOS IZIXFZFEFNTWVE
) BETFTHY, FOIPTRLAR NI T Z—F v hELTAD
SNTVAEMERSY ET (FA MEFERTEETN, 208G, FTv
71X DNS BREMELTWD L EIZRY B L £9),

snmpconfig A< REFEHA LT, 7774 T AD SNMP VAT L A7 —X

AEBRELET, A0 F—T 2 ADEERIRL, FRELKZDE, TTI7A4T
VAL SNMPv3 GET ZRIZISE L ET, ZboN—Ta v 3 Zkicix, —#
THNRAT—=RBREENTVDOIRLERDH D 7, 7“‘71'11/ FCix, "—=v=ar1
BIXO2BERIIESEINET, A X7V TDHHEIE. A—TYar 1 BIU2
FRIC—FKTBaI2=F 0 ARNY ‘/775‘&.%%'@/\52%73‘350 £7,
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MIBZ27A4IL

IronPort ¥ A7 AIZIL, [Structure of Management Information) (SMD) 7 7 A
NELT T2 =754 2] MIB B3 S TWET,

¢ ASYNCOS-MAIL-MIB.txt : IronPort 7 77 A 7V A DO= Z—F T4 X
MIB @ SNMPv2 Hi#D i,

o TRONPORT-SML.txt : IronPort ® SNMP & Bkt S8l iz 61T %
ASYNCOS-MAIL-MIB »#&E#E % L E£7,

hbD7 7 A iX, Cisco IronPort 777 A4 T LV A BDO KF¥ a2 A T —
va vy CDICEESNnTWET, £72, IronPort ¥ AX~— H R —hrZE LT
N7 7 ANEERTHIEETEET,

N—Fhz7 AT H b

Intelligent Platform Management Interface Specification (IPMI) LD ~— K
TxT B —MRE, 77 A=, BIOEREY 2 — L AT —F X%
WMELET,

F£6-1112, EOETATEDNN—FRU2TIREA TV 27 baxe=2 ) U 7Z
FHATEA2NE2RLET, BRINTVWIEFIT, T=FTEDLIA TV D
A VABE AT, 22X, CIO T 7I9A4A T AD 3 5D 7 7o, BIW
C300/C600/X1000 7 XTI A TV AD 6 2O2DT 7 N ONWTCI ) —%KETE

iﬁ—o
& 6-11 IronPort 7 7SA 7R EDN—FYzT7 TS xH FOK
nyH
CPU @ERE |FL—Yr SqA4Y— BEX |Ta4RY
ETIL BE BE BE BE T7Y | T—RR | RT—42 R NIC UY%
C10/100 |1 1 0 0 3 0 2 2
C30/C60 |0 0 0 0 0 0 2 (C601x4) |3
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= 6-11 IronPort 77SAFPUARZEDN—FY97 AT FO# ()
nyy
CPU @@ |FL—Y |SA4Y— BRERX |[T14RY

ETIL BE BE |BE BE 7Y |[T—HR | RT—4 R NIC YY)

Cc300/ 2 1 1 1 6 2 4 (C3001%2) |3 (777 "—

C600/ A — Tz

X1000 o R EHGD
C600 & X1000
DBGEIT5)

C350/ 2 1 0 0 4 2 4 (C3501%2) |3 (7ra"—

€650/ S S =T

X1050 o REHD
C650 & x1050
DLFENL5)

WTFNOEFTALTH, SNMP 2L TT 4 A7 FIATDORELE R Y FT—
I AVE—T 2 A ADY VI AT —FARE=FTEXFET,

N—FHx7 rSu7

#6-1212. "—FRu=7 M7y TBREEINDIREBION— Y =7 DM,

R LET,

# 6-12 N—F9z7 +rSv T BEBLUVN—FOz70&HE

BiR 2R &R Ny BR (3 727y |BR
ETFI (CPU) [(EH) |[FL—2) A=) [EBEE E£2a—)L [RAID yvy
C10/ |90C |47C |NA NA ORPM |[25F—% 2 | RF—H R |AF—H R
C100 v d ZEH ZEH
C30/ |NA NA  |[NA NA NA NA AF— B A | AT —H
C60 PAr AT
C300/ |90C  47C |72C 62C ORPM |(25—¥%2 |[2F—HF R |AF—H R
c600/ £y 3y E3y
X1000
C350/ |[90C |47C |NA NA ORPM (25 —% 2 (AF—H A | AF—H R
C650/ EH vy vl
X1050
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AT —BZAEFE N T v L, AT —HAREFEIND EEEENET, 77 Uk
EBIOEENZ 7T, SBITEICEFEERET, TOMO NT v TR, BE
FETT—A N Ty T T, INHDNT L, AT —H AN (BIFHSE
EA) BHEINEXI—ERTEFEERET, "—RU=xT AT —F R T—
TN =V 7 &G LT, BB iz e 2 RNZIEBETEN o— KD = 7 &
EBEMBNTHZEEMELES, ERMED 10% UNOREEZRLZHRKNEEZ D
ZENTEET,

EELIET S —2 Iy AL, lrxDarR—xr FOBMMREELRLE
TN, VAT LAEROBEDRKIZ/ARD EIFRY A, 7-E& 21X C600 77
FTATVATLI OO 7 EIITEREY 2 — VICEERRAELTH, 7794
T2 ATENE LT T,

SNMP +5 v 7

SNMP (21X, | DERITEBOEENH I INE EIERT SV r—va v
(@A X, SNMP BH oy Y —)L) [ZMbE5700 7 v (F-i38Em) %
EETOIHENEDLTWET, " Ty 7 &, FT v 7T E2RETHVAT LD
aVR—R MIBET AT 2 EELrxy hU—2 Ny hTT, b T v T,
SNMP =— = b (Z DA% Cisco IronPort 777 A 7 2 A) T B FMEN
Wl INTBAICERINE T, FENHIZENDE, SNMP =— Vx> ME
SNMP %7 v F &L, EH#ED SNMP F 7 v 7 R— FTHDHHR— b 162 #&H
TI@H% l/\i—;_‘o D/(@{@J’(“ﬂi\ k 7 ‘770 5‘—/7/ k snmp-monitor.example.com
BLORNI vy T aia=7 4 ANV VITRATINTVET, ZhuL,
IronPort 777 A4 7 A b SNMP k7 v 7 %553 % SNMP H# = Y — )b
V7MY THEFITLTWDHERA MTT,

A H =T 2 A RAIKLTSNMP &A1 RX—TNIZT 5L &2, SNMP v v~
ERE BED NI v T oA RX—TNEREZT 48T NIZ) TEET, T
T E—Fy NOANERDONTZEXIZ, BEONT T ¥—F v NERET
H10F, B~ TRU-7=IP 7 L AZ 10 fHETALTEET,

CLI o1

WK DOHFITIX, snmpconfig I~ REMFHAL T, AN— 1 161 @ [PublicNet] 1 >
B —=Tx A ATSNMP A X—TMIZLTWVWET, N—=T a3 3DNRATL—
AWAN S, FERDOTZDIZHEATSNTWHET, VAT AE, X—TVarlk
L2 ERAZMHESTHELHIICHERESNTEBY, ZhHDNA—Var 1 BIU2 H
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50 GET BRIk LTaia=T 4 ArY 7 public PASTEIHTWVET,
N7 7 % —% > b snmp-monitor.example.com MAS)ZINTWET, KEIZ,
VAT LOGET EEEEFRAA T ENTVET,

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.

1. Data 1 (192.168.1.1/24: mail3.example.com)

2. Data 2 (192.168.2.1/24: mail3.example.com)

3. Management (192.168.44.44/24: mail3.example.com)

[11>

Enter the SNMPv3 passphrase.

Please enter the SNMPv3 passphrase again to confirm.

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?

[192.168.2.0/24]>

Enter the Trap target (IP address recommended). Enter "None" to
disable traps.

[None]> 10.1.1.29

Enter the Trap Community string.

[1> tcomm

Enterprise Trap Status
1. RAIDStatusChange Enabled

2. fanFailure Enabled

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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highTemperature Enabled
keyExpiration Enabled
linkDown Enabled
1inkUp Enabled
powerSupplyStatusChange Enabled
resourceConservationMode Enabled
updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple
numbers with commas.

[1>1,8

Enterprise Trap Status

1.

RAIDStatusChange Disabled
fanFailure Enabled
highTemperature Enabled
keyExpiration Enabled
linkDown Enabled
1inkUp Enabled

[ oL-23080-01-J
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7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack
#31, position 2

Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.

SNMP v1/v2 Community String: public

Trap target: 10.1.1.29

Location: Network Operations Center - west; rack #31, position 2

System Contact: Joe Administrator, x8888

mail3.example.com>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
6-288 OL-23080-01-J |



	CLI による管理およびモニタリング
	使用可能なモニタリング コンポーネントの読み 取り
	カウンタの読み取り
	ゲージの読み取り
	レートの読み取り

	CLI によるモニタリング
	電子メール ステータスのモニタリング
	例

	詳細な電子メール ステータスのモニタリング
	例

	メール ホストのステータスのモニタリング
	仮想ゲートウェイ
	例

	電子メール キューの構成の確認
	例

	リアルタイム アクティビティの表示
	例
	例

	着信電子メール接続のモニタリング
	例

	DNS ステータスの確認
	例

	電子メール モニタリング カウンタのリセット
	例


	電子メール キューの管理
	キュー内の受信者の削除
	例

	キュー内の受信者のバウンス
	例

	電子メール配信の一時停止
	例

	電子メール配信の再開
	構文

	受信の一時停止
	構文

	受信の再開
	構文

	配信および受信の再開
	構文

	電子メールの即時配信スケジュール
	構文

	作業キューの休止
	古いメッセージの検索およびアーカイブ
	構文
	構文

	システム内のメッセージのトラッキング

	SNMP モニタリング
	MIB ファイル
	ハードウェア オブジェクト
	ハードウェア トラップ

	SNMP トラップ
	CLI の例




