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19:56:22 2003 Info: New SMTP ICID 5 interface
(10.1.1.1) address 10.1.1.209 reverse dns host
.com verified yes

19:57:20 2003 Info: Start MID 6 ICID 5
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20:10:58 2003 Info: Message done DCID 8 MID 6 to RID

20:11:03 2003 Info: DCID 8 close
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10.1.1.209 2~ 6B SN E Lz,

2, 74T FEB MAIL FROM v 2 RWET SN2k, A v
T — 12 Message ID (MID; A »E— 1ID) 16) &I YT
HIVE LTz,

3. EBEET FUARER &, T ARLGNET,

ZIEE DB S, Recipient ID (RID; Z1§%# ID) 0] 23E]
DHETHERET,

5. MID 5 NZIFANGIL, T4 AZIZEZIAEN, KRINE
7,
ZAEICRII L, ZEERN 7 e —X L E T,

7. W, AvtE—UEMET g ANBBINET,

192.168.42.42 7»% 10.5.3.25 ~DOEAFIZ, Delivery
Connection ID (DCID; FefE#5#c ID) 18] 2EID ¥ THNE

‘j_o
8. RID 0] ~D A v —VEUENBRBENET,
9. MID 6 2>5 RID 0] ~DOFEFIZATI LET,
10. BEmNR s v — X L ET,

TEIAM A= BT TV DG

WIT, SEIEFRRBUCESW WL Dot el = M) ERLET,
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AvE—S0L00 Y avBEIUVER

1 ANDZAZHITHT 5 A » & —7 Cisco IronPort 7 7 A4 T Al P =V
FENET, AvE—VIFEFICEEINET,

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface
mail.example.com (1.2.3.4) address 2.3.4.5 reverse dns host unknown
verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None
Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From:
<someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To:
<user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9s$5uvbhe@mail.example.com>"'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from
<someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative
Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface
1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID
200257070 to RID [0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID
200257070 to RID [0] [('X-SBRS', 'None')]

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Wed Jun 16 21:42:38 2004 Info:

o447 M

MID 200257070 RID [0] Response 2.6.0

<37gvad9$5uvbhel@mail.example.com> Queued mail for delivery

Wed Jun

EELAvtE—IIE

LBRLIEAvE—SEE —F

Mon Mar
address

Mon Mar

Mon Mar

Mon Mar

16 21:42:43 2004 Info:

31
63

31

31

31

20:10:58 2003

.251.108.110

20:10:58 2003
20:10:58 2003

20:11:03 2003

INIUR)

Info:

Info:

Info:

Info:

DCID 2386069 close

New SMTP DCID 5 interface 172.19.0.11

Delivery start DCID 5 MID 4 to RID [O0]

Message done DCID 5 MID 4 to RID [0]

DCID 5 close

2 NDOZEEWNREE SN A v —% Cisco IronPort 77T A 7 2 AIZA v~
V7 bENET, BLERIZ, SBEFRA MR SXX =7 —%2RLET, 2O
T—E, AvE—VEVTNOZEHFICHLEETERNI &R LET, Cisco
IronPort 777 A4 7 AL, HEEHICEML T, F2—0b2ZNbD0ZEHEZH
L £,

Mon Mar 31 20:00:23 2003 Info:

address 64.81.204.225

Mon Mar 31 20:00:23 2003 Info:

1]

Mon Mar 31 20:00:27 2003 Info:

- Unknown address error
denied'])

Mon Mar 31 20:00:27 2003 Info:

[]

- Unknown address error
denied'])

Mon Mar 31 20:00:32 2003 Info:

[]

('550",

('550",

New SMTP DCID 3 interface 172.19.0.11

Delivery start DCID 3 MID 4 to RID [O,

Bounced: DCID 3 MID 4 to RID 0 - 5.1.0
['<george@yourdomain.com>... Relaying

Bounced: DCID 3 MID 4 to RID 1 - 5.1.0
['<jane@yourdomain.com>... Relaying

DCID 3 close

[ oL-23080-01-J
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VI b ROV ADEDERELGERE

A & —U Cisco IronPort 7 I AT L RAZA =V FENET, RO/
EEATTC, Av k=Y 7N R UALT, FOHDOEGEF 22— AL
F9, 2EOORITTA v E—VITEFICREINET,

Mon Mar 31 20:10:58 2003 Info:
address 63.251.108.110

Mon Mar 31 20:00:23 2003 Info:

1]

Mon Mar 31 20:00:23 2003 Info:

- Unknown address error

('466"',

Mon Mar 31 20:00:23 2003 Info:
Mar 31 20:01:23 2003

Mon Mar

Mon Mar
address

Mon Mar
[0]

Mon Mar

Mon Mar

scanconfig AT Y FD A vE—Y X¥ v UHER

31 20:01:

31 20:01

172.17.0.

31 20:01

31 20:01

31 20:01:

28 2003

:28 2003

113

:28 2003

:28 2003

33 2003

Info:

Info:

Info:

Info:

Info:

New SMTP DCID 5 interface 172.19.0.11

Delivery start DCID 3 MID 4 to RID [O,

Delayed: DCID 5 MID 4 to RID 0 - 4.1.0

['Mailbox temporarily full.']) []

Message 4 to RID [0] pending till Mon

DCID 5 close

New SMTP DCID 16 interface PublicNet

Delivery start DCID 16 MID 4 to RID

Message done DCID 16 MID 4 to RID [O0]

DCID 16 close

scanconfig A< Y FEFEH LT, A vEB—VOMEREREZNETERNWES
(7 7 A NVEHIBRT A5E) OVATLAOMELZRETEES, 7 a v
lX. Deliver, Bounce, F72I% bDrop T,
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WRIZ. scanconfig % Deliver ([Zf%/E L7- IronPort 7% A k A —/L 1 7 OF %

R~LULET,

Tue Aug 3 16:36:29 2004
<test@virus.org>

Tue Aug 3 16:36:29 2004
<joelexample.com>

Tue Aug 3 16:36:29 2004
'<137398.@virus.org>"'

Tue Aug 3 16:36:29 2004
#22"

Tue Aug 3 16:36:29 2004
<test@virus.org>

Info:

Info:

Info:

Info:

Info:

MID

MID

MID

MID

256

256

256

256

256

ICID 44784 From:

ICID 44784 RID 0 To:

Message-1D

Subject 'Virus Scanner Test

ready 1627 bytes from

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem:
Continuation line seen before first header

Tue Aug 3 16:36:29 2004 Info:

Tue Aug 3 16:36:29 2004
'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004
antivirus

Tue Aug 3 16:36:29 2004

Info:

Info:

Info:

ICID 44784 close

MID 256 antivirus positive

Message aborted MID 256 Dropped by

Message finished MID 256 done

KIZ. scanconfig % drop (ZFRE L7- IronPort 7% A b A—/L a7 OF%#R L

ESUaN
Tue Aug 3 16:38:53 2004
Tue Aug 3 16:38:53 2004

Tue Aug 3 16:38:53 2004
<joelexample.com>

Tue Aug 3 16:38:53 2004
'<392912.@virus.org>"'

Info:

Info:

Info:

Info:

Start MID 257 ICID 44785

MID 257 ICID 44785 From: test@virus.org

MID 257 ICID 44785 RID O To:

MID 257 Message-ID

[ oL-23080-01-J
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Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test
#22"

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from
<test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem:
Continuation line seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by
filter 'drop zip c'

Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

EREFEEEYSA RS AvE—JIIddH0T5 TR

VI3 M UEA VI N TIvarRElO—OWAE (alt-rept-to 7 A /LA,
T FANRARCPT UTZA M, beec() TZval, T7VFTANR UFAL LY
varil) ILLoT, LAy E—URNERESNET, rICHEEZ®L TRH
REMEL, LEIZSUTMID X, HEICE> T DCID #B8MLET, KD
Loz U RARETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by
bcc filter 'nonetest'

EJ S
Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by

alt-rcpt-to-filter filter 'testfilt'

lrewritten] = F U IZ2OWTid, 2 Z7ANTH LW MID O H %2 R~31TD#%IC
FREINDHIZEHLTL XN,
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IronPort X/SLRBEL) FIZEEShFzAvE—D
Ave—VERETY TIZEETDE, A— u /' Tlix, RPC #ai#ud4 25
RPC Connection ID (RCID; RPC ##¢ ID) 2fH L T, M=) 7 L oMo

MBS NET, RKOA—L a7 TE, ARLELTHE BT onzAy
& — U0 IronPort AN ARIEIZEE SN TVET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From:
<HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<W1THO5606E5811BEAO0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.
chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream
home - Now make it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from
<HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for
per-recipient policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam
suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine
Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative
Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID
2317877 to local IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

IronPort BE2{E0 7 D{FEH

BifE e 712X, AsyncOS OET A — /VEUMGEIEICE 2 EE R HFMA e I
T, vl AvE—VF [AF—1F VL R] TF, 2F 0, HETLZTTOF
WMARE DT A y—VICHEREND DT, 2—HiE, HEORERITICET S
FHRICOWTHIOR S A v —VEBRTILERH D HA,

FfEr 71, ZEHEZT OB T A — VEEIEICEET 5 X TOIF R T
SNET, TRTOFERIT, REMIZ 1//1’7'7 I\é?h IronPort DIRPES 5 2 —
T4 VT MU TERLZRIT, ANTEDHAIY BRI £, A
Y= Lid, ROEGFIZH Y £,
http://support.ironport.com

BEw 713, VY —ADMRMEERDOTZDITAA F VBN TRES L, IHBES
FI, KORIZ, BER JICRESINDEREZRLET,

& 5-8 B{E 0 Y O#fEHER

#rEt B

Delivery success (A v E—VIXIEFICEE S E L) F7203 bounce

status (Ave—VFN—R AR 23nELE)

Del_time B {5 IRF R,

Inj_time A=V a UM, del time - inj time = Z[FHE A v —
UMNX 2 — T FE o TR,

Bytes Avl—y A4 X

Mid A vtv—T 1D

Ip ZEERAFNIPZEEA v E—VE2ZEER I XL
RARDIPT RLA

From Envelope From (Envelope Sender % 723 MAIL FROM & L T
b ET)

Source_ip EETRANIPEEAYE—VDRAFDIP 7T FL X

Code ZAEHRA B O SMTP & =2 — K

Reply ZIEHERA RN DLD SMTP WA A v —

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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& 5-8 EIEO0J O%EHIER (KE)

et 2L

Rcpt Rid ZAEH ID, ZEH ID 1L <0> NHAAE D £, HEOZEHEN
fRESNTA yE—VI2iE, BEOZEE ID BMFE £,

To Envelope To

Attempts BCAE AT

BifE A 7 — % A73 bounce TH - 728HE1E. ROBMIERNDEE v ZIFE I

£,
® 59

BEQT D/ U R1ER

At B

Reason |fi/{Z#> SMTP %12 %4 % RFC 1893 Enhanced Mail Status Code

DFFEIR

Code |Z(EH KA FHb D SMTP JS&=a— R

Error  |Z{ZF KRR R 5D SMTP & A vE—

07~y X —%FHEL TS ((AyvtE—V ~yX—0uX 7
(P.5-218) &), ~y X —HRIIEGHEROBICETRINET,

& 5-10

BEENT DAy F—I58R

iRt

g!l‘:

AR

Customer_dat
a

B ICRE SN DNy X —DIEE Y 273 XML % 7

Header Name

~v X —D4H]

Value

n RSN DNy = DRE

BiEQT T ) ofl

TITI, SEISERREr S = MY ol ERLET,

[ oL-23080-01-J
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EELAvtE—DIE

<success del_time="Fri Jan 09 15:34:20.234 2004" inj_time="Fri Jan 09
15:33:38.623 2004" bytes="202" mid="45949" ip="10.1.1.1"
from="campaignl@yourdomain.com" source ip="192.168.102.1" code="250"
reply="sent">

<rcpt rid="0" to="alsdfj.ajsdfl@alsdfj.d2.ga25.ga" attempts="1" />

</success>

BEXT—2RNIVR

<bounce del time="Sun Jan 05 08:28:33.073 2003" inj time="Mon Jan 05
08:28:32.929 2003" bytes="4074" mid="94157762" ip="0.0.0.0"
from="campaignl@yourdomain.com" source ip="192.168.102.1 "reason="5.1.0 -
Unknown address error" code="550" error="["Requested action not taken:
mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

OJAyHd—fFZ0ERERST T Y

<success del time="Tue Jan 28 15:56:13.123 2003" inj_ time="Tue Jan 28
15:55:17.696 2003" bytes="139" mid="202" ip="10.1.1.13"
from="campaignl@yourdomain.com" source ip="192.168.102.1" code="250"
reply="sent">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />
<customer data>

<header name="xname" value="sh"/>

</customer data>

</success>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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IronPort /A" > X A5 DOFEH

NG A B TIE, N RAENTEEZEEICET ST ToFRriiEksh
FT, K S5-1LIC, RUrR o IS s ERER"LET,

% 5-11 "YU R O OEHER

et HL
Timestamp |7 2 4~ KD
Log level ORI R alOEEI L)L

Bounce Bounced %7z1% Delayed (/N— FARNDU U RETY 7 PR R
type )

MID/RID A vt—VID BLURZIEHE ID

From Envelope From

To Envelope To

Reason BfEHFD SMTP & 2% 3 5 RFC 1893 Enhanced Mail Status
Code DRt

Response |Z(5# 7k F /6 SMTP JG& = — RBL A v —v

Fo, v R TEIA =V VA ZERBELTWVDEN, BT~y X —%ik
FLTWDS ((Ayvb—T ~o X —puaXr 7] (P5-218) 2B BE. A v
VBN F—FRIIANT O AFROBICERENET,

%= 5-12 IRV OFTDAy X —IER
Header N H—HBL O~y X —Da T,
Message 0 JICRESND A v E—YDarT v,

[ oL-23080-01-J

Cisco IronPort AsyncOS 7.3 for Email BEEEH/ F i



E58 A¥yY |

W oysq7

N2 A5 T ol
VI MO URSN-2EE (IR 247 =Delayed)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451"',
['<user@sampledomain.com> Automated block triggered by suspicious
activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is
in error'])"

N—FNRHOUREN-ZEE (IR 24 7 =Bounced)

Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0
From:<campaignl@yourdomain.com> To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no
such active account.'])"

A ytE—VERXBLIUVATAY T —(FEDIY R OY

Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers:
['"xname: userID2333']' Message: Message-Id:

<lub5jak$eblyourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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T %A P FFIN015\012 1%, dfTEFKRLET (CRLF 22 E),

IronPort R 7—42 X O D{EHH

AT —H A Dy‘ﬂ:ﬂi\ status, status detail. ¥ X dnsstatus 75_’./%\@ CLI
AT —H A a=wy FCHRIH SN AT AGHERNSTLER S NV E T, FoskHif

L. logconfig @ setup W7 a~> R&EMHL T

RELET, AT—H AT

WCRESNDEN T ZEIFTL— NI AV ERREIZ) Y FESRThS

DIETT,

ATF—R R A5 DFEATY

K 5-1312, AT —=H A urZ F9vE | —HTLVAT AfGHEREZ R LET,

® 513 AT—4 R O DOFEHER

st §% B8R

CPULd CPU f 1%

DsklO Disk I/0 fi Jf] =

RAMUtil RAM fitf fI =&

QKUsd EHINTVDF2— (Fr/1 FEAL

QKFre ZENTWNDF2— (Fr3A [HNL)

CrtMID Message ID (MID; £ > &— ID)

CrtiCID Injection Connection ID (ICID; A ¥ =2 v 3
e ID)

CRTDCID Delivery Connection ID (DCID; EifE ##5¢ ID)

InjMsg AoVl FENfc A=

InjRcp AV FENEZEE

GenBncRcp HERRENT- AT v AZEH

RejRcp | W =23

DrpMsg Faey7FInizAvye—v

SftBncEvnt VTR R UREINTEA N b

CmpRcp e T LI EHE

[ oL-23080-01-J
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% 5-13 RATF—A R AT OHHER (%E)

st H LT

HrdBncRcp N R R ARSI

DnsHrdBnc DNS N— R N7 %

5XXHrdBnc S5XX =K "z

FitrHrdBnc TAINE N— R N7 A

ExpHrdBnc R N— K N7 R

OtrHrdBnc FEOMD/N— R N R

DIvRcp BOiE SNT=Z(EH

DelRcp HIbR SN2 E#H

GIbUnsbHt 7a—"AREFEIEY R N EO—BHK

ActvRcp TIT 4 TZEH

UnatmptRcp KRITZEH

AtmptRcp AATAEE

CrtCncin HAE D E1E B

CrtCncOut BUE DRAF Heke

DnsReq DNS Z:k

NetReq Fy hU— 7 B3R

CchHit ¥yrvi= By b

CchMis Fyrvia IR

CchEct X ¥ v vt

CchExp Xy v a2 BRI

CPUTTm TV = a YMER LTCARE CPU RRH

CPUETm T = a U ST B ORI R

MaxIO A= Tt AT D 1ILBHY ORKRT + A7
I/0 B

RamUsd BB THELDOATY (O34 FHL)

Swin AT A ENTZAEY

SwOut AUy FTU RSN AEY

SwPgin R=TV A ENTAEY

SwPgOut NR=UT U I AEY
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% 5-13 RF—R R OF OHEER (#HE)

#iat HL

MMLen VAT ANDOEF A v E— %

DstinMem AEYRNOREAT V=7 Nk

ResCon U Y —ZRFFD tarpit [l (KEDO T AT LAATRTIZ L
D, BEA—INOZIFTANDZ ORI IRIE L £
7))

WorkQ B¥X 2 —ICHIHED A vE—V%

QuarMsgs VAT IRIEICH L& DA v -V (BEOR
B TICHEET DA A =1k —EZFH T~ b
EnxEd)

QuarQKUsd VAT AEA v —VIC ko THEREN S Fr A
Ak

LogUsd FHENSZa Y R—F ¢ 9 L OEE

AVLd TUoFUOANLA ZFy o THHAENS CPU OGS

CmrkLd Cloudmark 7> F AN A A% v U THEAEN D
CPU 0#|&

SophLd Sophos 7 > F A/ h A% ¥ T &5 CPU @
E 5

McafLd McAfee 7> F 7 A LA AF ¥ > T X5 CPU
DOFEE

CASELd CASE A¥ vy CfifH &5 CPU OEI&

TotalLd CPU OAEHHE &

LogAvail 0y 77y ANHERTEDLT 4 A7 AN—2A

EuQ IronPort A/ X ARENOHETE A v —T8K

EuqgRls IronPort A /X ARIEFEILNF = —NOHEE A v —

%

[ oL-23080-01-J
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Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd O
QOKFre 8388608 CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp
14230 GenBncRcp 12 RejRcp 6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813
HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc
0 DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp 0 AtmptRcp 0O
CrtCncIn 0 CrtCncOut O DnsReq 143736 NetReqg 224227 CchHit 469058 CchMis
504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350
RAMUsd 21528056 MMLen 0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd
0 LogUsd 3 AVLd 0 BMLd 0 CASELd 3 TotallLd 3 LogAvail 17G EuQ 0 EugRls 0

IronPort ALY T/\v S OS5 OER

RAA v FoNy 7 a2 iZid, Cisco IronPort 775 A4 7 v A LIBEDZIZEEH &
A RNE D SMTP K55 TH I 74T > b —"O@ENRTEHEINET, Z0n
T EATIIEIL, FEOZEERA NMIETAIMEOT Ny IS E T,

% 5-14 FA4 > FiivJ OJo#kiHER

frat E LT

Timestamp Ny A AR S DOEEH

Log level TONRT A a T OFEMRL L

From Envelope From

To Envelope To

Reason BL 5D SMTP JRZ2%t9 2 RFC 1893
Enhanced Mail Status Code Of#fR

Response ZAEZRA N HEDO SMTP & =2 — FE LW
Ayt—v
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Sat Dec 21 02:37:22 2003 Info: 102503993 Sent: 'MAIL
FROM:<daily@dailyf-y-i.net>'

Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'

Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'RCPT
TO:<LLLSMILE@aol.com>"

Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'
Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'DATA'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '354 START MAIL INPUT, END
WITH "." ON A LINE BY ITSELF'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '250 OK'

IronPort 1 x93y F/A\vy adnEH

AV vary Ty aZlZid, CiscoIronPort 775 A T AL, VA
T LR L TCWDIEED R A MO SMTP £3ENfieEnNE T, /v V=7
vary Ny aliF AU —Fy N OEREMGET I TAT RN E
Cisco IronPort 7 77 4 7 L AMO@BEICHAT AMEE N7V a—T 0 7
THDIHEIMNBET, 2ORTTHE, 22900V AT A TREESNIZTRTON
A MAFEERS AU, [Sent to] (HEfiA A MIZ{E) F72iE [Revd from] (e A
B EZAE) ICHEEINET,

FLERT DR A NOSFEERETHITIE, IP 7 LA, IP#iH, A M, £
ISE R A ML EIRET AHMENH Y T3, IP WHANTERL TNBIP 7 KL
ANTRCEEEINE T, WO RAALCHDOERA PR TRTEHREENET, v R
TAFEHLTWDIP T FLAZK LTI N—=ZADNS V> 7T v 7 %FTL
T, FARIZEHRLET, DNS IZx9 25 PTR La— RQBARWIP 7 KL R
T, mAMLIZ—FHLERA,

kT oty v a VELIEETDLERDH Y £,
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AV vary TRy T a ZHNOKITICIE, £ 5-15 IRTIHERPEENE

7

% 5-15 Aoy ay FRvY 0YOHmEHER

et L]

Timestamp INA R NIE(E S IV RRA,

ICID A2 varEREIDIZ. ol 72710 FaT

[ Bt lC BE AT 2 2 3 TE B EAFHRAIF T,

Sent/Receive |[Sentto| &7l &HI7ZATIE. BEfEAR A MICRE(E SR EEED R
d 4 FT9, Revd from]) &R E&NT72471%. BEiAR A b &ZA5
L7=FEEDONRA FTT,

IP Address | #if5ih A RO IP 7 FL %,
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Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '220
postman.example.com ESMTP\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO
mail.remotehost.com\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250

postman.example.com\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL
FROM:<sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 sender
<sender@remotehost.com> ok\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'RCPT
TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 recipient
<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'DATA\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '354 go
ahead\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject:
Test Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the
content of the message'

Wed Apr 2 14:30:04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'
Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'QUIT\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '221

postman.example.com\015\012"
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IronPort X574 A5 DOER

SRTL agof

& 5-16 LRT L O OEHER
#hat EL

Timestamp | /<7 k3 24{E SN2 RH,
Message o JIZRRER S T A X2 b,

WDV AT 5 v ZORE, commit 2FE(T LIz —FOL4RTE AT SNiza A
rEETe, WL OO commit = kU AR L TWET,

Wed Sep 8 18:02:45 2004 Info:
Wed Sep 8 18:02:45 2004 Info:
Wed Sep 8 18:02:45 2004 Info:
Wed Sep 8 18:02:49 2004 Info:
Wed Sep 8 18:02:49 2004 Info:
Wed Sep 8 18:13:30 2004 Info:
SSW:Password

Wed Sep 8 18:17:23 2004 Info:
Completed Web::SSW

Thu Sep 9 08:49:27 2004 Info:

Thu Sep 9 08:49:27 2004 Info:
a second CLI log for examples

Thu Sep 9 08:51:53 2004 Info:
Removed example CLI log.

Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

Time offset from UTC: 0 seconds
System is coming up
bootstrapping DNS cache

DNS cache bootstrapped

PID 608: User admin commit changes:

PID 608: User admin commit changes:

Time offset from UTC: -25200 seconds

PID 1237: User admin commit changes:

PID 1237: User admin commit changes:
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»
IronPort CLI 5045

% 517 CLI & n ¥ ot

et H L

Timestamp | ¢ L 3RE(E &= A,

PID a<w Y NP ANTENTEZRHEDCLILEy a7 ak X 1D,

Message Ayt —IF, ABE&N7=CLla~> R, CLI A (£
Za—, VR NRE), BLOEREND T v T N THER S
nE4,

CLIEE&EDJ Dfl

WD CLIER o 7 Of)it, who BX W textconfig CLI 2~ RABA AT ST
PID 16434 Oz~ L TWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who';
prompt was '\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered
'textconfig'; prompt was '\nUsername Login Time Idle Time Remote Host

What\n \nadmin Wed
11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM Os
10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt

was '\nThere are no text resources currently defined.\n\n\nChoose the
operation you want to perform:\n- NEW - Create a new text resource.\n-
IMPORT - Import a text resource from a file.\n[]> '

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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IronPort FTP —/\ 045 A

%= 5-18 FTP H—/X 05 O#HEHER

et H L

Timestamp XA N IRIEE ST REA,

ID Pz 1D, FTP #fi = L ORIED 1D,

Message o/ N DRAyE— a0, el T AL R

T—2 XEW, EIFFTP #filER (n /A0, Ty 7u—
R, #yrua—F, as 79 RE) k)£,

FTP 4—/\ o5 ofl

WD FTP H— N v Z7oflizix, #kF (ID:1) Ni&EsncnEd, HEERO
IP7 RLADIEMN, 77T 4T 4 (Z7A4NLDT vy Tu—ReA o ma—R)
BLOw 7T RBRRENTHVET,

Wed Sep 8 18:03:06 2004

Wed Sep 8 18:03:06 2004
00065BF3BA6D-9WFWC21

Wed Sep 8 18:03:06 2004

Wed Sep 8 18:03:06 2004

Fri Sep 10 08:07:32 2004

Fri Sep 10 08:07:32 2004
172.19.0.86

Fri Sep 10 08:07:38 2004

Fri Sep 10 08:08:46 2004

Fri Sep 10 08:08:57 2004

Fri Sep 10 08:09:06 2004

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Begin Logfile

Version: 4.0.0-206 SN:

Time offset from UTC: 0 seconds

System is coming up

Time offset from UTC: -25200 seconds

ID:

ID:

ID:

ID:

ID:

1

Connection from 10.1.3.14 on

User admin login SUCCESS

Upload wording.txt 20 bytes

Download words.txt 1191 bytes

User admin logout

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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IronPort HTTP A5 D {E A

% 5-19 HTTP 0¥ O#EEtER

#hEt e

Timestamp INA R IRIEE SRR

ID vy g 1D

req B~y DO IP 7 RLA

user Bigia— Yoo —P4

Message FITEN=T 7 v a BT A ER, GET 2~ K, POST =
<V R, FHREVAT L AT A AREREEINILENDHD
F9,

HTTP B4 DOfl

WD HTTP 0 7 oflix, FFE2—V L GUL OxEE (VAT AREY 4 P— K
DEITRE) ZRLTWET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting
to https port 443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: reg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg POST /system administration/system setup wizard
HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: reg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /system administration/ssw _done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /monitor/incoming mail overview HTTP/1.1 200

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Wed Sep 8 11:18:45 2004 Info: reqg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET

/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin
&height=190 HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET
/monitor/classification_graph?injector=&width=325&interval=0&type=recipie
ntsin&height=190 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reqg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /monitor/quarantines HTTP/1.1 200

IronPort NTP 045 0 {E

NTP B 0 fl

& 5-20 NTP O4 OfiatiEd

frat BTLL]

Timestamp |1 | 2384(E S L7 i)

Message A vE—=U0F, =3~ Simple Network Time Protocol
(SNTP; fliZ % v hU—2 ZA L Fu han) s —F=iZ
adjust: A v E—Y THEK S ET,

WD NTP 2 ZOWNEL, T FF5A T A NTP ARA F~D 2 EOR—Y 7%
RLTWET,

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset
-652

Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us
next poll: 4096

Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset
-1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us
next poll: 4096
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IronPort 7 > F X/NLDEEHA

& 5-21 T UFRINL OY O#EHER

st EY

Timestamp | <{ | 3245 SN 7= Wil

Message Avbe—VF, TUFARL T T F— FORER LR (=
CUERIET VFANRA N—NLDT v T T — N RUETH T
MEIMRE) THRERINET,

7 OFR/RL BT OH

DT VFANRL aZ OB, ToFARANRL N2k b, ARXLEHZRD
T 7T BELOCASE 7 v 75— FORERER L TWVET,

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103)
case-daemon: server successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111)
startup: Region profile: Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy:
Fuzzy plugin v7 successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110)
uribllocal: running URI blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config:
Finished loading configuration

[ oL-23080-01-J
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IronPort 7F A4 IR O DEHR

* 5-22

FUFOAIILR O OiEER

et

SiEA

Timestamp

SRR S T

Message

AvE—lI, TUvFUANLRA T v T — FNOMREER (=
VUVETRIRUANAEREDT v T — FRBETH o nE
IMIRE) THEREINET,

TFUOFI4IILAR A5 DOf

WOT > F A NA v T OFIX, Sophos 7o FIA VA PNl L D, UA
WAGEF (IDE) L=V AROT v 77— Oz~ LT T,

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update

Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine

update needed

Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update

needed.

Zonu 7% —KERIZ DEBUG L-YUVIRET D E, TV FUA LA V0N
FIEDA v = I ONWTHEDH R 2K LB EZET20ICE YL ET,
DEBUG v X 7f#IITTETY, HHOBIZEEL T ZE N,
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IronPort R/\LEREOQS DOFEA

IronPort X/%L O O#FEHER

* 5-23

o447 M

et

SiBA

Timestamp

O B S ERY a2

Message

Aot —IiF, BETENET7vary (Ayb—V0RE, K
XY TLOfRKRE) TR S ET,

IronPort X/{.LEEQ S OH

wor 7 OFlL, HEH S admin@example.com (2 A »E— (MID 8298624)
DERENTNDZ LR LTHET,

Mon Aug 14 21:41:47 2006 Info:

all

Mon Aug 14 21:41:47 2006 Info:

(skipping work queue)

Mon Aug 14 21:41:47 2006 Info:

admin@example.com

Mon Aug 14 21:41:47 2006 Info:

(skipping work queue)

Mon Aug 14 21:41:47 2006 Info:

admin@example.com

ISQ:

ISQ:

ISQ:

ISQ:

ISQ:

Releasing MID [8298624, 8298625] for

Delivering released MID 8298624

Released MID 8298624 to

Delivering released MID 8298625

Released MID8298625 to

[ oL-23080-01-J
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IronPort X/\Lt&%E GUI O DA

% 5-24

IronPort R/%.4 GUI 04 O#tsHER

et

SiEA

Timestamp

SRR S T

Message

ShET,

Ao —=ViF, 2a—VPRHAREDEITENEZT 73 a o THER

IronPort X/ L& GUI O4 DFl

wowZOFNE, K LIERRRE, nr A BRUn 7Y bR L TnET,

Fri Aug 11 22:05:28 2006 Info:

82

Fri Aug
port 83

Fri Aug

Fri Aug

session:

Fri Aug

session:

Fri Aug

11

11

11
10

11
10

11

22:05:29 2006

22:08:35 2006

22:08:35 2006

.251.23.228

22:08:35 2006

.251.23.228

22:08:44 2006

Info:

Info:

Info:

Info:

Info:

ISQ: Serving HTTP on 192.168.0.1, port

ISQ: Serving HTTPS on 192.168.0.1,

Authentication OK, user admin

logout:- user:pqufOtLevyI5StCghCfO

login:admin user:pqufOtL6vyI5StCghCfO

Authentication OK, user admin
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IronPort LDAP 7/3v4 a4 DA

* 5-25 LDAP F/3w ¥ 05 O#ataE#R

#hat £
Timestamp | ¢ F B3 S N7
Message LDAP 7 N 7 X wE—,

LDAP /3w 4 05 Ol
~

(i) 0y 7y ANOETIE, BENEIVYTONERA, 22 TR, BT
A ELTERSNE Y B TERTHET,

1 Thu Sep 9 12:24:56 2004 Begin Logfile

2 Thu Sep 9 12:25:02 2004 LDAP: Masquerade query sun.masquerade
address employeelrouting.ga to employeelmail.ga

3 Thu Sep 9 12:25:02 2004 LDAP: Masquerade query sun.masquerade
address employeelrouting.ga to employee@mail.ga

4 Thu Sep 9 12:25:02 2004 LDAP: Masquerade query sun.masquerade
address employee@routing.ga to employee@mail.ga

5 Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache

6 Thu Sep 9 13:00:09 2004 LDAP: Query
' (& (ObjectClass={g}) (maillocalAddress={a}))' to server sun
(sun.ga:389)

7 Thu Sep 9 13:00:09 2004 LDAP: After substitute, query is

' (& (ObjectClass=inetLocalMailRecipient) (maillocalAddress=rroute.d000
02b.loc@ldap.route.local.add00002.ga))"'

8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server

9 Thu Sep 9 13:00:09 2004 LDAP: connected

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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10 Thu Sep 9 13:00:09 2004 LDAP: Query
(& (ObjectClass=inetLocalMailRecipient) (maillLocalAddress=rroute.d0000
2b.loc@ldap.route.local.add00002.ga)) returned 1 results

11 Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

Rk r 7 77 A NV aRHHPWMATDDOHTA FELTHEHLTIZE N,
& 5-26 LDAP 7/3v ¥ OJ OHl D

~
1

&5 HL
s 77 ARG ENET,

U 2F—i%, BAfEIZ Tsun.masquerade] &9 LDAP 7 =V —
IZkoT, vAH L —KIZLDAP 2T 2 Lo IcixESN T
WET,

Pobd=

7 KL X employee@routing.qa 23 LDAP — S TR i, —
B ShEd, TORPEDOTABDL—F 7 RLRE
employee@mail.qa THYH, AW L — FOREIC LI ->TZD
T RUVABRRA =V ANy F— mo_Xu—7REE, £
ZOWMFIZEERAENET,

5. 2 — WL FHE) T 1dapflush ZFEITLTVET,

6. 7=V —iX, sun.ga, "— b 389 ICKEENET, 7=V — T
> 7L — MX (&(ObjectClass={g})(mailLocalAddress={a})) T
‘d—o

{g} 1T, FBIEM~ 4 L% (rcpt-to-group F 721
mail-from-group /L —/V) THIE SN/ NV —THICEBR S
ij‘o

{a} 1T, BEOT FLRICERINET,

7. TR B ERY) NEITEINET, LDAP H— N
8. ERESNDHAO7 ) = FZ DX I 7,
9. P RA~DERN E TSN T RND T, Rt L E7,
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& 5-26 LDAP /v 5 O OHOEME (HE)
TES B
10. P—NIZEFENDET—FTT,
1. FEFRIL, FERICEICRVET, 2FED, 1 DO a— FRRE

NEITN, 72— F 74—V REERLTWHRNDOT, T—
ZiIFHmEINERFAL, DL, T—FRX—RI—EIBH D
EIYDEI72)—TF =z /35X, IIN—T 77—
HAl =) —OWFICHERESNET,

+—2JYR M TAYHYR M OTOER

#£ 5272, B=7 VAN Tuy YR aJiIliiEkINsMEHERETRLE

+.

*® 5-27 —2UX KM TOYH YR+ OTOFHIER

et i

Timestamp | <( | 78(5 & U2 4,

Message Av—U, 2—VFIAER E, EITENT=T 7 v a > THERK
SHET,

—2YRM/TRYHVYR+ OATDOH

D=7V AN/ Tay 7 YA aZoplE, 77747 AL -T2 K
TEIT A R=ADAT v T ay FIMERESN TS Z EERLTWVET,
EEENT —F_R—R BN ENHA b FRENET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007
Info: Version: 6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007
Info: Time offset from UTC: 10800 seconds Fri Sep 28 14:22:33 2007 Info:
System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been
created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been
created.

[ oL-23080-01-J
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Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been
created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been
created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been
created.
Mon Oct 1 14:16:09 2007 Info: SLBL: The database snapshot has been
created.
Mon Oct 1 14:37:39 2007 Info: SLBL: The database snapshot has been
created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database
failed.
Mon Oct 1 15:32:31 2007 Warning: SLBL: Adding senders to the database
failed.
Mon Oct 1 16:37:40 2007 Info: SLBL: The database snapshot has been
created.

LiR—T 429 O DR

#* 5-28 12,
® 5-28

ViR—T 4 v 7 v itk SnssatEw ez~ L E7,
LR—TF ¢ >F oFo#HaHsH

#iat

Bl

Timestamp

NA B DIE(E S T REE,

Message

AvE—UF, 2—VRFERE, FITENT 7 ¥ a > THR
ENET,
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LR—F 127 005

WDOLVR—T 47 aZOplE, FHRe 7 LXIWWIERESINEZT I3 T A
R L TWET,

Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at
2007-10-03-13-40

Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not
found: 1692

Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)
Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533
seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at
2007-10-03-13-41

Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not
found: 1692

Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)
Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at
2007-10-03-13-42
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LiR—FT 427 VT )— OyJnER

£ 52902, VAR=T 4T 2 — n SRR ENSMEMERE R LET,
& 5-29 LiR—F ¢ 2% 9 TU— 0J oOffaiER

#Hrat B
Timestamp [, K33%(E S 7=,

Message Aot —Uid, PR L FAITSNT 7 v a TR
ShET,

LR—F427 2x)— 070kl
ROVIR—FT 47 72V —aZoFlix, 777347 A& ->T, 2007 4 8
H29 0725 10 A 10 HETOHMTHEADREA—N FFT 47 72—
DEITEINTNAZ L ERLTNET,
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229
for ['MAIL_OUTGOING_TRAFFIC_SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN

T _FILTER', 'MAIL OUTGOING TRAFFIC_ SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29
to 2007-10-01 with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM']
returning results from 0 to 2 sort_ascendin

g=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230
for ['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES',
'"MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',
'"MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range
2007-08-29 to 2007-10-01 with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES']
returning results from 0 to 2 sort

_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

Tyv7T—4% nJ0EA

& 5-30 7y FT—4 0J oEER

#hat EL

Timestamp AN EE S TR,

Message A=, VAT AP —ERX T v TTF— MERDIZD,
AsyncOS I &2 7 v 7T — FOMERE . ATV a2a—1ENTHD
WET v FTF— O AR THEKEINET,

7y F7T—4 aJop

WRoa T ORNL, T34 T ANHED McAfee 7o F IA NV AERZBTT v 7
F—hFENTNWEZ EEZRLTWVET,

Fri Sep 19 11:07:51 2008 Info: Starting scheduled update

Fri Sep 19 11:07:52 2008 Info: Acquired server manifest, starting update
11

Fri Sep 19 11:07:52 2008 Info: Server manifest specified an update for
mcafee

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Fri Sep 19 11:07:52

Fri Sep 19 11:07:52

manifest

Fri Sep 19 11:07:52

Fri Sep 19 11:07:52
"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info:

19 11:12:52 2008

Fri Sep 19 11:08:12 2008 Info:

Fri Sep 19 11:08:12 2008 Info:
"mcafee/dat/5388"

Fri

Fri

Fri

Fri

Fri

Fri

Fri

Fri

2008

2008

2008

2008

Sep 19 11:08:17 2008

Sep

Sep

Sep

Sep

Sep

Sep

Sep

19

19

19

19

19

19

19

11:

11:

11:

11:

11:

11:

11:

08:17

08:17

08:18

08:18

08:18

08:18

12:52

Fri Sep 19 11:12:52
19 11:17:52 2008

Fri Sep 19 11:17:52

Fri Sep 19 11:17:52
19 11:22:52 2008

2008

2008

2008

2008

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

with method

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

mcafee was signalled to start a new update

mcafee processing files from the server

mcafee started downloading files

mcafee downloading remote file

Scheduled next update to occur at Fri Sep

mcafee started decrypting files

mcafee decrypting file
"des3 cbc"

mcafee started decompressing files

mcafee started applying files

mcafee applying file "mcafee/dat/5388"

mcafee verifying applied files

mcafee updating the client manifest

mcafee update completed

mcafee waiting for new updates

Starting scheduled update

Scheduled next update to occur at Fri Sep

Starting scheduled update

Scheduled next update to occur at Fri Sep
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cSyx245 ad2ovT

7 wx 7 v 72t AsyncOS OET A — /VEHEICET AEWMATEE I E
T, BT AvyE—TF, A= el EInNiEAvyEeE—Yoyr Ty hTT,
cNoovXxrralZid, AveE—Y T oX T T—F_R—REERT D7D,
Ayt —Y NTyXr s arvif—xr hCERHENET, vs Ty ANMETT —
A R—ZADIER 7B BEATHESNDDOT, hTyxr 7 aJEF—@atosto
W0 ET, FTuyXr s aloFRIL, NS DFARY T2 B E L
7mEREHC AR o T ER AL

FSudo s arid, U Y — RO R T IS U R TR S,
BREINET, BRI, MEMICLA 7 U I4L, IronPort 2T 2 2 —F ¢
V7 4 2R L TEB L2 RIIANC K D53AID BAeRICR Y £, By —L
X, k@ URL iZH Y £,

http://tinyurl.com/3c518r

OS5 DEA

FEEQ T DB

FREE %, I Llca—F v A R LTcn 7 A4 UEAT RSN E
R

* 5-31 BRI O O#isHER

ikt 500

Timestamp |/ | 433505 & b7 I,

Message Aoye—ViE, TTIATARRZu A LY ELIza—FD
a—HVL L, TO—YREFICHIEISNTZNE I DLWV EHRT
HERR S £,

wove 7oflix, Tadminl, ljoel, BEW ldan) W) =2—HFicXdmr o1 v
RITERLTHET,

Wed Sep 17 15:16:25 2008 Info: Begin Logfile

Wed Sep 17 15:16:25 2008 Info: Version: 6.5.0-262 SN: XXXXXXX-XXXXX

[ oL-23080-01-J
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Wed Sep 17 15:16:25 2008 Info: Time offset from UTC: 0 seconds

Wed Sep 17 15:18:21 2008 Info: User admin was authenticated successfully.
Wed Sep 17 16:26:17 2008 Info: User joe failed authentication.

Wed Sep 17 16:28:28 2008 Info: User joe was authenticated successfully.
Wed Sep 17 20:59:30 2008 Info: User admin was authenticated successfully.

Wed Sep 17 21:37:09 2008 Info: User dan failed authentication.

Qg IRy FTay
ZIZTE, ROBERIZOWTHBHLET,
o v 727V FvaroREl (P5-212)
o IGUI TR 7227 Y7 a O] (P.5-214)
o Ta¥r7izxtd 57 m—ikE] (P5-216)
o m 7 Y727 Fvarpun—iL F——] (P5-220)
o [RAL F—0%E] (P.5-225)

07 TR T3 vDRE

[System Administration] @ [Log Subscriptions] ~<—<" (F721Z CLI ®
logconfig A< K) ZFEHL T, v/ ¥7 27 V7 a 2R ELET, H
T H TRV T alloT, =7 —%ET AsyncOS 727 7 1 7 1 DIFH
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ERFETHORT T ANABMEREINET, u s BT R7 VT ax, Bloa
VEa—ZIEE (Fyva), FREMNOaCEa— NS (RK—U )

SNEY, —KIC,

0y BT A7V T g AIROBERDH D £,

® 5-32 Yy 774 L0OEME
B H L
Log type B EINBEROX AL, vl BT 20U P a DRk

FEFZLUET, FEMIZTOWTIX, £5-1 a2 147
(P.162) &ML TLIEEW,

Name SHOBRIMERT 20/ T 27 Fa D=y 7 x—
'L‘o
Log level ay TR T a D EICFEMOL NV EHRELET,

Retrieval method

u s Y7 R7 Y F v aw CiscolronPort 777 A 7 2 A
HIRET B HEEERLET,

Log filename

TAATICEZIADEEDOT7 7 A NVOYELITHEH S E
T, %D Cisco IronPort 7 774 7 A& H LTV 5
B 0T TrANEERLEZVAT L@+ 520, o
T ANLEBEREICTOILERD Y FT,

Maximum File Size

T ANDEKRYA X, ZOWAXZBESTLE, v —U
T A== ET,

a7 LU Lo T, aZIlEFEENLEHEREMRELET, 2 72iE, 5250
L ANLONWTNUDERETEET, L LEELITIEEREVRS

T ANADEREN, VAT ADORT F—< U ANMETLET, S5HlL L5
WEREICIE, R LV OROBREICRFSNDI TR TORA =V L ZOfh
DA yE—VbEENET, FHLNE LTDIEE, VAT LONRT 53—

AFETFLET,

[ oL-23080-01-J
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(i) a7 LU, TRTDOA—) vy Z A ST L TRRTE F9,

% 5-33

n4g LRIL

o4y LKL

g&

B

Critical

uifﬂi LV DR BIEWVRE, =7 —7ZFne Z\IZisInEd,

DEEIZTDHE, NIV AREOMOEERT 77 4
1:7‘/1’%3:\? FTEXFEHEAN, vd 77 ANABNT IR KY
ARZELRLS RV ET, Zous LULE, syslog UL
lAlert] & RI% T,

Warning

VAT AL o TERENETRTOT T — LB = O E
T 2E, NI =~V ARZEDMDERERT VT 4T 1 %
FT=HTEEHA, 20Oy UL, syslog L-Ub
[Warning| & RI% T,

Information

BHRRETIE, VAT LOBBEMO;MERF ¥ 7F ¥ INET,
& xR, BRoA—7 o RRhUMERTT72 £ T7, Information L
AT, B ZITHER SN ORETT, Z0Or 7 LULT,
syslog L'~ lInfo] &[RI% T,

Debug

=TT —DFNEMHRD L &IX, Debug v s LUV EMHLET,
COBEF—HRFIER L, BTT 740N LNVIZRLET,
Zou s Ly, syslog L~Ub [Debug) & RIS T,

Trace

Trace 1 7 L~ULE, BRFICOLMERERSINET, Z0oL-UL%k
FERT2E, AT LDONRT 3 —< U ANKELIKTTEHDT,
eSS hEHA, Z0us UL, syslog L~UL [Debug)

L RSETY,

GUI TORYT Y TRV T a DER

ny 7RV Fa e BT HIIE, ROFIREZFATLET,

AFwF 1 [Log Subscription] ~*—"C [Add Log Subscription] #27 U v 7 LE¥, KD
[New Log Subscription] ~— YV NFRENET,
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5-1 Oy $7R9 YT a vOHBRIERK
New Log Subscription

Log Subscription

Log Type: | Select a log type... v |

Log Name: I

(will be used to name the log directory)

File Name: I

Maximum File Size: I]_DM

(Add a trailing K or M to indicate size units)

Log Level: (O Critical (The least detailed setting. Only errors are logged.)
() warning (&ll errors and warnings created by the system.)

(® Information (Captures the second-by-second operations of the system.
Recommended.)

() Debug (More specific data are logged to help debug specific problems.)

(O Trace (The most detailed setting, all information that can be is logged.
Recommended for developers only.)

Retrieval Methad: | & | FTP on test28.eng

Maximum Mumber of Files: I]_g
O | FTP on Remote Server

Maximum Time
Interval Between
Transferring:

seconds

FTF Host:

Directory:

Username:

Password:

O | 5CP on Remote Server

Maximum Time Interval
Between Transfering:

seconds

Protocol: SSH1 S5H2

SCP Host: I

Directory: I

Username: I

Enable Host Key Checking

Automatically Scan
Enter Manually

[Concel |

AFwF 2 nr 2ATERRL, us/s% (v T4 NI Ewns 7y A VAKDS
Az AN LET,
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ATFYT 3 HRI7AN VAR d LV ERELET,
AFyvFT 4 v lOBEREEFRELET,
AFyFT 5 EFEEXREL, REFELET,

O TR YT arnEsE
g TR )T g ERETAHIZIE, ROFIEEZFEITLET,

AFw7F 1 [Log Subscriptions] ~X—® [Log Name]| # 7 Achdbu /4% 7 ) v 7 LE
9, [Edit Log Subscription] ~<X— Y RERINE T,

AFvF 2 wmrHTRIVTva s EERLET,

AFvT 3 EHEEHEEL, RIFLET,

AFX > JICx9 59 0—/NILETE
VAT AL, IronPort 7% A2 kb A—/L v /B LN IronPort A7 —#% 2 1 7 NI
AT LDOREE EHIZFER L £, [System Administration] > [Log

Subscriptions] ~—® [Global Settings] &7 > a > 12 & % [Edit Settings] R ¥
v (F721%. CLI @ 1ogconfig -> setup 2~ F) ZfHL T, IROEFEHRE X

ELET,

o VAT LOWEHE, TNIEX. VAT ARAEEZFTRET D F TRET D KA

(FPHAL) TT,

o Ayk—VID Ny X —ERLEKTDHNE DD

e UE—NEERAT—H A a— RERETDI2NED M,

o DAY E=VDOY TVl b Ny X —EFET DNE D M,

e Ayt—UIZlitu JICFERT H N X —DU AR,

T RTO IronPort © 7I2IE, IRD 3 DOTFT —H Z{LE TRk TE E T,

1. Message-ID

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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COFTvarvERETLE, TELRBAEEITRATOAYyE—VDRA vE—
VID S~y X =Rl InNET, 20X yE—YIDIEF, ZELE
AvE—UnbEEENHA L., AsyncOS BIETERSNDIHERH Y
F9, KOFESEIZLTLTEE N,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

2. Remote Response

OFA T avERETHE, AIRREAITITRTOAYyE—YDY E— |
JGEAT —H A a— e Z S ET, ROFIESEIZLTLLES
VY,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as
9C8B425DA7"

U E— MGEFHNE, SMTP EGRUERFO DATA 21~ > R~DIGE#ZIC
ZEIND, ABFAMDZLDTEL7FAMNCTT, ZOFITIE, Bk
A b data A~y REFEITLE%O D E— MEEMN, queued as
9C8B425DA7] &7¢0 £,

[...]
250 ok hostname

250 Ok: queued as 9C8B425DA7

IFFNDOIIAIZH H2EHRMFLR (BEO, 250 JREDEEIEL OK X5 1%
BrESNET, XFTHNORRBIZONTIHE, ZATLTRREINRET, 2Lz
%, IronPort 7 77 A 7 > A5 7 #/ b T, DATA =< R{Zx LT 250
Ok: Message MID accepted &9 SLFFITIRELET, Lieno>T, Y
E— kAR IBBIO IronPort 777 A4 7 ATH DAL, LTS
[Message MID accepted) 23v ZIZFk SN E T,

3. Original Subject Header

[ oL-23080-01-J
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DX T arEAX—TNITILHE, EAvE—VDTXOY TV 7 b
N~y HF—pmu 2 iligkshEd,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joelexample.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44ed4n$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Iyt—U AySF—noxry

AL THE, AvE—UNUVATLAZBEBRTHEXIZ, AvE—YDAy
L —DFEENRERET H2LENRH Y £9, [Log Subscriptions Global
Settings] ~— (F 721X, CLI ® logconfig -> logheaders 7 a2 R) 1T,
LT 5~y X —%&fELET, Cisco lronPort 777 A 7> AL, fEESNT=
A vt—Y ~yF—% IronPort 7% A b A—/L 1/ IronPort BfE 7', B &
W IronPort N7 U A B 7k LET, ~v ¥ —PBHEETIHE., VAT AT
N~y —DARTEEERELET, ~y X —BEFEELRZNWEEIEL, 27 bid
FINFEHA,

VAT A, XTI E LSy AR, Ay =V ORBEAEF
IR, A v B —VICEET DT RTONy X — %5 L £,

SMTP 7'u bk z2/LiZ 2\ Tod RFC i,
http://www.fags.org/rfcs/rfc2821.html IZH Y £3, Z® RFC 2%, =—
PEZRO~Ny X —DNHRESNTNET,
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logheaders I~ REMFH L Ty X —2ua JIZRBTDHILHICEHELTWND
e, ~y X —ERITEEHEROBICRRTINET,

& 5-34 Ag Ay s—
Header name ~ =D
Value a IR SND Ny X —DAR

el 21X, v /R D~y #— L LT [date, x-subject] ZfETD &,
A=) v JITIRDITRRRSIVET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this
header')]

GUI ZERALE-OX 505 O0—/NILERE

AFvFT 1

BT DT —NVEREELT O IR, ROFIEEZETLET,

[Log Subscriptions] ~~— <’ ® [Global Settings] & 7 > = > iZ& % [Edit Settings]
AN¥ %27 Y v 7 LET, [Log Subscriptions Global Settings] ~=— VR E R Eh
ESc N

[ oL-23080-01-J
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B 5-2 Ay $IRYYFoavnio—LEE
Log Subscriptions Global Settings

Edit Global Settings

System measurements frequency: |45 seconds

Logging Options: Message-ID headers in Mail Logs:

Original subject header of each
message:

Remote response text in Mail Logs:

Headers (Optional): | List any headers you want to
record in the log files:

date

®-subject

[ Cancel |
ATvT 2

AFvT 3
ATFwT 4

VAT LPERE, A=V BT AyE—V DSy X —EMDENES N Y
T MSBEEMADINE S I BEOEA v E—VDROYT V=7 b~y
F—aMAHNEIMERELET,

o NIMABFEDMD~y X —2 AL ET,
EHEERFL, RELET,

Ay 4IRSy Joarna—)L A—/—

IronPort AsyncOS %, [Log Subscriptions Global Settings] ~—< (& 721 CLI
@ logconfig A~ K) TOREWHESWTeS 77 A vEa—L F—_—L
F9, F7=. [Log Subscriptions] ~*—® [Rollover Now] A& > %27 U » 79
B>, rollovernow A~ REMHATAHZ LICL - T, BB LTrY 77
ANEa—)LA—"—T&FEJ, IronPort AsyncOS 23’12 7 7 A L&k —)b
F—=N—=F25&L, RO EPITTONET,

o T—)LF—NR—DEALAZLTTHHEOa 7 77 A VR ER S, XF
le] DIERTICESTHIEO 7 7 AL E LTHRRAINET,

o BEDOR T Ty AND, RIFFEHRERT LT [s) ORI S ITHATEE
SNET,

o WIRITREENT-u S T AANYE—F KRR MIEEEENET (Fy

Ya N—=ADEE),
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o MUY TRZUTvarnbliiickilizans 77 A APlinkdhEd
(Y va R—=2ADHE),

o EETHTFANDERFAKEBAT- AT, v/ BT 27 P 5 HND
BbHEWTZ 7 ANARHIBRENET (R—V 7 X—=2DH),

GUI #FRLE-045 YRS YT a>rno—)L +—i—

0y TR Y Fvarkn— A== 2%, ROFIEEZFATLET,

AF97F 1 [Log Subscriptions] X—Y T, B—/b F—N"—F50 7 DHFMUOF v 7Ry
I AEFATLET,

AFvFT 2 FET, [AN] T =y IRy 7 A%F NI T, §XCOr T 2o —)Lt——
*g L LTERTEET,

AFyT 3 m— AR LT 1 D3O n 7 2R IRT 5 & [Rollover Now]
RE A F—T N7 0 £9, [Rollover Now] R&¥ %27 U w7 LT, &R
LieaZda—) F—_"—LFET,

CLI #RAL-05 TR HS Y Faroo—)L #—/\—

rollovernow 2% R&EFHT 2L, —ElZTXToOrS 77y LEr—)L
F—=N—F 5, UARNNOREDOR Y 77 A NVERIRTHZENTEXET,

GUI TOZEDRYT TV Y DERT

GUI #frLCTr Y 77 A4 V&R T LHIZIE, [Log Subscriptions] _X—L D7 —
TND [LogFiles] 7 Ko bu s 727V Fvarvwzr )y 7 LET, B
TY TRV Trara0) k7Y v T L NAT—=RFDOAT & KD

SNTHhE, FOYTR7 )Xo g iikttdun s 77 A VO—ERFRIN

FT, WL, WIThhor s TrANE I )y 7 LT, TITUFICRRLEED,
TAAZIZRFELIEDTHZENTEET, GUL AT L Tr V2R 7T HITIE,
BEHA =T 2 A ATFIP $—EREA X—T VL TEBLERHY £7,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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5-3
Log Subscriptions

Configured Log Subscriptions

Oy $I7R9 YT arniga—RILEE

Add Log Subscription...

Log Mame
antispam
antivirus
asarchive
authentication
avarchive
bounces
cli_logs
encryption
error_logs
euq_logs
euqgui_logs
ftpd_logs
gui_logs
rmail_logs
reportd_logs
reportqueryd_logs
sCanning
slbld_logs
sntpd_logs
status
systerm_logs
trackerd_logs

updater_logs

Type

Anti-Sparn Logs
Anti-Virus Logs
Anti-Sparmn Archive
Authentication Logs
Anti-Virus Archive
Bounce Logs

CLI Audit Logs
Encryption Logs
IronPort Text Mail Logs
IronPort Spam Quarantine Logs
IronPort Spam Quarantine GUI Logs
FTP Server Logs

HTTP Logs

IronPort Text Mail Logs
Reporting Logs
Reporting Query Logs
Scanning Logs
Safe/Block Lists Logs
MTF logs

Status Logs

Systermn Logs

Tracking Logs

Updater Logs

Log File

ftpiffesalfantispam
ftpiffesalfantivirus
ftpi/ffesallfasarchive
ftpiffesatlfauthentication
ftpiffesadlfavarchive
ftpi/fesadl/bounces
ftpidfesadlseli_logs
ftpiffesadlfencryption
ftpi/ffesadlferror_logs
ftpiffesalfeuq_logs
ftpiffesadlseuqaui_logs
ftpi/fesanlftpd_logs
ftpi/fesalfgui_logs
ftpiffesadl/mail_logs
ftpiffesailfreportd_logs
ftpidfesall/reportqueryd_logs
ftpi/fesall/scanning
ftpiffesanl/slbld_logs
ftp:/fesadl/sntpd_logs
ftpiffesall/status
ftpi/ffesall/systemn_logs
ftpi/fesatlftrackerd_logs

ftpi/fesadilfupdater logs

Mote: To wew log files wia FTE pou must enable the FTE service on the ‘Management’ Interface.

pod

|
O

over

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

Ro

Delete

El E E E} E} E E} B E E E E E} E}E E} E E E E E} E} ED

CLITOREMRY TV h)DFRT (tail A< F)

AsyncOS T, 7774 TV AICHRESNIZu 7 OH=r b 2H£RT5
tail <Y FEVR—FLTWET, tail 2~ FE2EFTL, BEREEINT
Woprarsmnohb, RrdTr2a/70FEERIRLET, Cirl+ C 2 LT, tail =

v RERTLET,
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WIZ, tail aw Y REFALCVAT A vl 2R R3320 R"LET (ZonR
713, FFZ commit aw Y RiIZk b —Hoa XA hE2EHFLET), £/, tail
A RTE, NI A=ZELTHRRT L7 OHAHET tail mail _logs AT A
nonTnET,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP
Poll

11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

[ oL-23080-01-J
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15. "reportd logs" Type: "Reporting Logs" Retrieval:

FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP

Poll

17. "scanning" Type: "Scanning Logs" Retrieval:

FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval:

20. "status" Type: "Status Logs" Retrieval: FTP Poll
21. "system logs" Type: "System Logs" Retrieval:
22. "trackerd logs" Type: "Tracking Logs" Retrieval:

23. "updater logs" Type: "Updater Logs" Retrieval:

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

FTP Poll

FTP Poll

FTP Poll

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes:

Automated Update for Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes:

Updated filter logs config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes:

Receiving suspended.

“Cmail3.example.com>
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KA b F—DEKE

logconfig -> hostkeyconfig 7 a3~ R&HMH LT, IronPort 777 A4 7
AMBOYF—NCr 72Ty aTHEEIC, SSH THEHTLIARA N F—%

BELLE 9, SSH ¥— N2id, X — AT —D 2 DOFR A N F—RN0E
T, MEHRAL F—LSSHY—NZHY, VE—F v U nbairlid 2 &
IXTEERA, AAA N F—i%, SSH YV —NEHFETHIHLEOH HLED Y

FAT P v ICRESRET,

GE) =2—¥XF—%FETDHL, X227 =L (SSH) F—0EE] (P.8-357)
ZZRLTLLEEN,

hostkeyconfig V7 a~< > NIiZ K- T, ROMENFEITINET,

% 5-35 KRR M F—OBEER: TV EOYR

avwy kR e

New FLF—%BMLET,

Edit MHFEOX—%2EELET,

Delete MFEOX—ZHIBRL £,

Scan AARN ¥—FEFRICEY Y e—RLET,

Print *—EFKRLET,

Host VAT AL FRAN F—EFRILET, ZHE, UE—K VR
7 5@ Tknown_hosts| 7 7 A /VICELE SN LETT,

Fingerprint VATABRAN XF—DT 4 H—T VU EFRLET,

User VE—h w2 iinl a7y v adT bV AT A TATL b
DA% —%F R LET, 2L, SCP Py v a 727
V7o a R ETDHEEILERREINDIF—ERELTT, Z
nix, VE— b A7 LD Tauthorized keys| 7 7 A /LT
Bl & B E T,
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OB TIE, AsyncOS IZL > TAHRRA b F—BAF ¥y Ih, A MHIZEMS
nEJ,

mail3.example.com> logconfig

Currently configured logs:

[ 1ist of logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:
- NEW - Add a new key.

- EDIT - Modify a key.

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.

[1> mail3.example.com

Choose the ssh protocol type:
1. SSHl:rsa
2. SSH2:rsa
3. SSH2:dsa

4. All

SSH2:dsa
mail3.example.com ssh-dss

[ key displayed ]

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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SSH2:rsa
mail3.example.com ssh-rsa

[ key displayed ]

SSHl:rsa
mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>

Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]

3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1>

Currently configured logs:

[ 1ist of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

(1>

mail3.example.com> commit
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