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M7 4V EZ ko T TRy s ENTEA v E—=DiF, ERICIIEES 2 —ICAD
BRODT, TTFI7AT A, BREAVvE—VOZEHEDOY A MBI T 7 ®AT
XFEHA, ZOBRE, BEEFHLCZEHEOEBFRIEINET, ZOFKT
IronPort Systems, Inc. IZ &> TR IN/ O T, BEFOBE T — ¥ O KXHE
P TR E ST ET,

® 2-2 &Eifwwﬁijtﬁvu—?—jw

Time Range: Cray

W

11 Sep 2006 10:00 to 12 Sep 2006 10:45 (GMT -0700)

Massage Category o Messages
ik
Stopped by Pepulaban
e | Filtaring 17.6% 78.6k
24,08 Stopped as Invahd
I I Recipients 6.8% 304k
2108
- || Spam Detecled 37.1% 165.2k
BA0k 4 |
g o B virus Qetected 0. a
120k S_!uuﬂed by Content 2.1% 9,500
- Filter
0,000 - ninlal- =
5000 - Total Threat Hessages LI 7% 2030k
000 n Clean Messages 36.3% | 1620k
e L i ™ 11 i1 Tolal Altempled Hessages 445.6k
1000 Ra 1500 I2on 0xo0 D600 A0
Fupn...
Export...

BEFA—ILDHEE

[Overview] ~X— 8 L O [Incoming Mail] X— Y THE SN A vE—T1F, &K
DEITFEENET,

[Stopped by Reputation Filtering] : HAT R Y v —iZ X > Ty a v 7 ST
TOPERBICEERE (ET ANV X2V T 4 T=F TORA v —VHEFHC
B4 2EEFE] (P2-16) 22M) R UMBICZERHEICI--TTny s &
NIl T X TOZEHERZMA T,

[Invalid Recipients] : f€k D LDAP HERIC L » THER SN2 T X TOZEELK
IZF T D RAT HEGEE N Z 71,

[ oL-23080-01-J
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(E)

(E)

[Spam Messages Detected] : 7> F A/XA A¥ ¥ o =V Ttk 72135
WhhELTHRIENTEA =Y, BERASRAE TA L ADM S THE &R
HENTZA vE—VDE,

[Virus Messages Detected] : 7 A VW ARGHEIEN AN L TIZR W ERHE T2 A >
=V oBREB LUEIG,

AX ¥ VCERWVAyE—VELIIR I LINTA v E—VEEREET LT
VFUALNABREEITOTZHEA. INLDA vyt =T, YA AVRBEELTT
W<, 2V —r Ayb—vb L TEHINET, ZRUSNDERIE, A
=V U ANV AL LTEHESNET,

[Stopped by Content Filter] : 2> 7 Y 7 4 A Z X THIESNZA vE—
[Clean Messages Accepted] : T AILDHIL, VANV ATHANLATHRWVE R
RENZA I, ZEHBMOAXT Yy T vay (fxDA—L R v—T
WEINDRH LAy E—URE) 2FBELILLEICZEINLI ) —

Ay —VEERHEMIIELIEZLDTY, 2L, VA NVAGHEEZIZA L
L L Tvy—2 ENTITHEPPDOLTEE SN A vy -3 o
T, BEOA v t—VORMERLE., ZO7 )= XA vb—VORITR D FTHE
HRHY FF,

A t—=2T 4N —BL, 74NV ZICkoT Ry 7rEn-n, "y
ENZYVLANA =D, 7V —r L LT ENET, Avk—Y 74
IWEIZX o T RayXENENn, RUVASNEA =1, BEICEENRE
A,

A yE—SONESE

A B—VIIBFA—N AT T BB TDHOT, BEOIT I VITEY
TOHHEDRHY ET, e 2iE, ARNAGEERITITVANVABEE~—7 Sz
AyE—UNR, ATy TANEZL BT ERHY ET INLOEE
=TI T, A NG T 4 V2 2L D (ZOBREAE. Avt—U0 K
BENDIREESN D ETEFINT, EEF 2 —ICLAUHRFEMTONLET) ©
WIZANNKLG M, DA VARG, BLO—HToarT70y 74 2R EsE
FRHENMTONET,
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T2z AvB—UNRARAGEE~—T END E. TUFANRLEREN AN
AGHEORA =% Ry 7T E5LICHEINTWVAEAIZIE. 20Xy

=R Ry &N, AL B TUEABRESLET, 5T, ANABMED
A=V EBIERENALST T UTUHL, BEOa T2 74V ERZ

DA yE—VERay T NUUA FERET DL LT U F ARLEEDN
BRESNTWVBEEICHL, AL BT 23S LET, A vE—IURNANL

BtEET XU ANV AGE TR WIEE, 2Ty 740 vZ BT MRS T
BT,

[Incoming Mail] R—<

[Incoming Mail] X—Y T, BEWOT F 74 7 AHHKET 5T _TDY
EFE— R RANDEFA—N EXF2UT 4 E=FEEBICL > TEENTZY TV
A A LERICE L TREZITI) A=A L8RS hET, 2hicky, A—n
EEHEDOIP T RLVA, ALY BLOHEE (Xy NU—27 F—F—) (ZBET
LRFMZINETEET, A—EEHEDOIP 7 RV A FAA 2 MkcONT
I, REET w7 7 A VIR EEITTEET,

[Incoming Mail] ~*—IZi%, [Domain], [IP Address]. 3 & O [Network
Owner] D 3 FEHOEL 2 —BHEINTEY, VAT AIERT LIV E—F KX
DAY T gy NRBIRLIZE 2 —CRftshE T,

2-3 [Incoming Mail] ® E 2—
Incoming Mail: Domains

[ IF Addreszez | Domains | Metwork Cwners]

TTIAT VATHREFHDOTRTONRT Y v VAF—Z A=V EEELE

R RAA Y (Ba—IZuUT, IPT7T RVAEREFERY NY—F F—F—) @O

# ([Incoming Mail Details]) &R RINET, F'— bV AT AT XTD

A=NDT7H—%F=FTEET, fFED FAAL LV /IP/ Xy NV —7 F—F—

7V LTRINMETYL, BEETR 7 7A=Y (Z Vw7 LER

AA NP/ Y b T —27 F—F—IZ[EA D [Incoming Mail] <—) O Z DG

FHWCETHEMCT 7B ATEET,

[Incoming Mail] X, —E#EDX— ([Incoming Mail], XEFE T 771, B

FOEEEIN—T LFR—F) 280X 5CIETL b TEET,

[Incoming Mail] X—Y Tk, ROBIEEZFATTEET,

o A—NEEEDIP T RLA, RAAL V| FREFMME (Ry hT—2 F—
=) ITET MR EFATT D,

[ oL-23080-01-J
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o REFEIN—T LIR—FE2FRLT, BEOEEZEIN—TEBLOA—L
Ta— RV =TI va il KAEREMIET S, FEICOWTIX, [8E
FHIN—T LAR— K] (P2-32) 2B LTSN,

o HITENTZbOD, EX 2V T 4 —bv R GHEZ 4 NVZ VT, TUF
ANRN, TUFTANARE) Lo TTuav s ENiZA =087
L A= VB ERICHET DM RHE R 2 MR T 5,

o TUTFANRLEFEFT VFIUANRA BEXa YT 4 —ERICE > THIES
N5, KEOANLAELFZTANAE T A=V ERELEEEEINCY — |
T 5,

e TIronPort SenderBase fEflir —E A ZHEH L CHREED IP 7 KLV A, KA A
V. BIOHBEOMOBERO KU ALE T ENTEITVD., BEFICET 55
METST 5,

o FEDREFEHEZ KU LZ T LT, %KD SenderBase gFfix =7, K 2
A VUNEFIC—FH LTZ%EH 7 V— 772 £ IronPort SenderBase #Ffi - — &
APHEEHEICHET 23MEERET 5, BEHEEZEEFEE 7 V—TITBMT
Do

o TUFARLEERT VFUANA EF 2 )T 4 F—ERT Lo TRES
D, REODANRLEFLIZVANVABT A=V EEE LEREDEEEL R
VVWED T 5h,

o FAAVICHTOERENELLEZS, (LWEIHELUT) AL IPT R
A, FEEFRY VU= F—F—DT a7 7 AL =TI 05 [Add to
Sender Group] #7 UV v 7 LT, BEFDEFEE I/ V—TIZIP 7 R A, R A
A v, FTTMEEENTE £9, [Cisco IronPort AsyncOS for Email
Configuration Guide] ® TConfiguring the Gateway to Receive Email | O
EHRRL T &N,

[Incoming Mail]

[Incoming Mail] 2= TlE, AT A TREFHDTRTONRTY v 7 J R
F—=DYVTNEALTIT AT 4 ~DOT 7 ARSI, ZERO AR
ALYy (BEA vy E—VORBNB IO Y —r Xyt —V0RER]) BIWY
[Incoming Mail Details] Y A b &\ 5 2 2Dk 7 ¥ a3 » CHERINET,
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24 BEA—NDTZT : BEA Vv E—DCOBREELVI)—2 AytE—
SO
Time Range: Cray b
05 New 2006 12:00 to 06 Nov 2006 12:40 (GMT -0800)
iy Dromain infurmation .1 No Domais Inbermation [ |15
charter com chamergom [ 1150k
comtasLiel LIS —
maum wanadook [ ] 1Dk
wardoa ool net T4
Ibyunder.couuk Buendecosk [ 17321
e, et shaweablens [ 7021
shawabie, et belscuthne [ ] 5510
wesizon. el comcastoe [ 15,132
byt et Betmaicom [ 15,108
!III;.L"A. TE0.0L i ] 100k 2004 !-le{I 400k
Wesages
Ewpaort... Evport...
2-5 [Incoming Mail Details]
ttems Oisplayed 10|
Summary I all
Cender Massageas
Slopped
Stopped by | Stopped as by
Tatal Reputatson Inwakd Spam Wirus Content Total Clean
Carman Ablermpbed Fllanng Fecpments Detacled Deleched Fillar Threal -
W Domain Infarmation 1711k &83.8k 10.5k 421k 438 435 1374k | 337k
charter.com 348k 2,905 2,304 14k 9 iB7 227k | 12.2k
shawcablenat 23.3k 2,986 1,415 9,952 &1 169 14.6k | 8,678
Fr.Com 24.0k 2487 1,519 5,573 a4 100 18.7k | 8,288
hiotrmigal. com 1r.dk L] 1,118 BFrl [0 LX) ik | 7R
wurcast.nel 31.9k 14.7k 2,031 B,409 a7 i 25.4k | 6575
wanadon. fr 17.4k 2,755 1,146 7,137 Gl Tl 1L.2k | 6,177
groxed. et 14.5k 3008 Sy =008 =3 Il 2,093 | 4056
blueyander.co.uk 1.4k 3,369 884 5,431 30 B3 9,797 | 4,600
dsl-werzan.net 10.8k 1,840 B84 4,451 126 a7 728 | 3700
Export...

[Incoming Mail Details] ¥ A MZEEN LT —Z OFPIZ OV TIEL, [[Incoming
Mail Details] V A k| (P.2-22) 2R LT E &N,

[ oL-23080-01-J
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A—IL LY R T35 7128 HMEREICEY 5 FEFE

BT A— N X2 T 0 TE=FHEREE, T — 1\?14’ MAT D A — VB9
DT —HEHICEk LET, T XX 60T LITEFINETN, VAT A
ﬁ%éné?~&m\ﬁﬁ@yz%Aﬁ%iw%uoﬂﬁniﬁoH%ﬁ@
Ea—hh [ A=A 7o) LT, LT —Z%&BENMN, BHEAMN, BIOAR
MNMOE2—TERTEET, T—F RV TNEALTE=F ) TINTNDID
T, BHITEHMICETRTS L, T2 _X—2THEH IR ET,

E@%)‘ﬁ/l/ X2 VT 4 BE=FBERIT. R 2-1 1R T K O ITHReE O RFfRIHEH 2

FTLET,
& 21 BFA—L XU TF ¢ ESABETER SN -EMHE
GUI TER L f-FsfH#EE EH
[Hour] EITD 60 4y
[Day] B D 24 B[] & BLE D 60 43
[Week] ESED 7T HEELEOH (R HAL)
[Month] BT 30 HEEROH (FEREAL)

[Incoming Mail Details] ') X k

TTITAT U ADNRT Y vy JRAF =8k L= EALkE# 723, [Incoming
Mail] R=Y D TFHIZHDZAEINTISINBRAAL 2 VXA FORITER L2 =2 —
TRRINET, T— &%/ﬁ]\ﬂ‘é X, BT LRHMLEZ Y v LET, &
FEDOAT IV OFIZONTIEL, TEFA—AORHE (P2-17) 2L TLE
S,

S ZWDNS b2 7 TDFIFICE T, VE—F RARDIP 7 FLA (D
EV, FAALY) BEGSH., BRERKRIESNET, ¥7/VDNS Ly 7T v
7B LOREGEE ORIEDFEMIZ OV T, [Cisco IronPort AsyncOS for Email
Configuration Guide] @ TConfiguring the Gateway to Receive Email] O FE %%
L TIZE 0,

REEHOFEMO U A MZIX, [Summary] & [All] ® 2 2O 2—08HY £7,

[Summary] £ =2 —Tix, FEEEVBRITLIEA v E—VORBEBREN, BT
FYVBIONRBEENE T, F7 2V IX, [Overview] ~<— @ [Incoming Mail
Summary] 77 7 ERIU (7 V=2 Avk—V FHMli7 o & V7LD
1k, SR EH . ARLERE, BXOa 7Y 74 XK SO
<7,
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[Stopped by Reputation Filtering] Offil%, kOO BEHRICE S TR S E

S ZOREENLD RSN AvE—V0K
- R ENTZE 720X TCP EE O BEFisk Gl omicEi S E¥)
BRIV OA v —VHICHER SN D, RS RIED o R

TIITA TV AZEWVARBNT BN TWEIEA, HE SN0 B s
KEHEINCHEFRFTE ERA, TORDYIC, RSN EROEIT. KRR
TIROBEEFELSTZEEHFICOVWTORMRI SNE T, ZO%A. RRINLHEIT
[FIR), 2F VR L Z0HEDOA vy E—UNRHIEEINZ EBRTE ET,

[Overview] ~<—® [Stopped by Reputation Filtering] ®#a%kix, T X TOIEAR
ENTBHOTRREFMEICHICE SN TWET, BEHENOBEREKIZTR, A
T DT DITHITBRERTT,

[All] B = —i2i%, EEHE OSSR ([Accepted]. [Rejected]) BLUH T Y
BIOWNRARENE T, BMOA Z L [Stopped by Recipient Throttling] (21,
I NTZEENRRTRSINET,

ZOVANMI, ATLABLI 2727 ) v o35y —FEhET, Y—HEA
%, [Summary] B =—¢& [All]] E=—®Dl 52V — bRHEDOH T ABNFIET D0
EIDITrbbd, ThbDbEa—2U 0 B2 THfiFfishvEzd, Sz
X, ¥~V — U F% [Total Attempted] TY— F LT 5 [All]] E=—IZ8]Y
Bz T-H6E. T4 TIEZoY— MNERMMERRES N ET,

T —H DRDIBINH T 2OV TIE, [All] B = —® [Sender Details] 7— 7 /L2
FEOLNTHET,

[Connections Rejected] : HAT AR U v —(2 L - T u v 7 S XTOHER,
TTTAT AZEVARRNT DN TWAEGEA, HE I8RO Eia i E
EEHICHER T EEA, TORDYIC, EEINEROBIL, AR
TROLBEEL >EEEH IO VWTORMERSET,

[Connections Accepted] : 5 {F AL BTz 3~ T D,

[Stopped by Recipient Throttling] : [Stopped by Reputation Filtering] & = > 38—
F 2 FTY, HAT ERRME (1 RS20 ORKRZEER. AvE—YHEV D
RRZEEH, ERTERSTLVORERA vE—%) OWThhEz@B2 7720
W2, FIEENEZEA vy E—VoHMERLET, ZOEE, EESL72h, TCP
R ORI T 5 ZEA v —YOTHIE & NAEF ST, [Stopped by
Reputation Filtering] 2HH S v E 7,

[ oL-23080-01-J
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[Total Threat] : (FEAMIZ L W BHIE S 47z, WEIRZEER. AL BLXOU AL
2L LTHILEEINE) BEA Yy E—Y DR

[No Domain Information]

HHoOELEhE

7—_"

am

TIIAT VAR LI=b DD, X7V DNS VY 7T v 7 THAECTE Ripo
72 RAA %, BH R A4 2~ [No Domain Information] {2 HBIRIC o I E
T ZTNHOBEEDORIESNARVAR M, EEFORIEICL > THEHTEE
9, [Cisco IronPort AsyncOS for Email Configuration Guidel @ TConfiguring
the Gateway to Receive Email)] OEAZSMML T Z X,

VA MIERENDEEFEEOHKIL, [Items Displayed] A == —0HBIRTE &
7T

B A= N EX2 VT4 FE=FOY <Y — T =T NNIIRRINTCIEEHFIZOV
TiE, £O%EEH (F721% [No Domain Information] UV > 7) #27 VU v 7 LTh
EOEGFHEICHET23ME2 NI AX T LET, #REIEEE a7 741
AR—=NZF /R E N, IronPort SenderBase #HHli—EAGD Y 7% A AMEH
NEENET, %1%%7"1: T AN NX=UnbiE, BEOIP 7 RUAEIT
Fv NU—27 A—F—ICBT 5% RV AL o TEET ([F—FPRFiAii
FNDLHESR—T EKEE T T AN = (P2-24) BBH),

[Incoming Mail] ~—® F#BIZ & 5 [Sender Groups Report] U7 %227 U v 7

T, DOV ER—=F (FEEHEINV—T VR—b) 2FRTDHZEHLTEET,
BEEH I NV—T UAR— hOFEHIZ O N TE, [EEHF V-7 LR — b
(P.2-32) 2L TL7ZE W,

EAAFENZBER—D  ZEHETOI77MIL R=D

[Incoming Mail] ~—IZFKRE N5 [Incoming Mail Summary] 7— 7 V% 7
Voo d2E, TOMBE L CHEGFE T 77740 N=PNERRENET, 2
DR—=VIZE, FEDIP 7 KL A, RAL Y FHEMHE (Fy hU—7 F—
F=) OF=EREENTWET, EEHFT 0T 7 A0 X—=VIiF, #MEED
PSR ENE T, EEOR Y NU—F A—F—F7EIP 7 L 2DE(F
HT7a 7 7 AN =L, [Incoming Mail] _X— Y E IR EFEE T2 7 7 A
VRV THEDCIEAEZ 7 ) v 7 LTT 7B ATEET, Xy U= F—
F—it. RALVEGLT YT 4T 4 THY, RAAL L, IP T KL AZET
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TUT 4T 4 TT, T OBMRE LU SenderBase FHAMY— B A & OBLROFEAIC
DWW TIiE, [Cisco IronPort AsyncOS for Email Configuration Guidel @
lConfiguring the Gateway to Receive Email] OEEZZML T EEW,

IP7 RLVA, 2y hU—F F—F—BIORRFAAL VICHLTRRINDIEES
TaT7 AN NX=F, ZVREDET, ENEFNOSN—TZE, ZOEREE
MOEDEEA—NVIIEHTE T 7780~ — FT—TANEENET, /7
TO T, ZOEBHICEETDE RAL LV ERETIPT RLAZERTHE
(ffl 2D IP 7 RVADREEFEE T 7 740 X—=TiE, #7202 MIEER
FHA) . BLOZOEEEDHIED SenderBase . HEEH 7V — T HHR.
BLOXRy NI EREEGELEREZ v a b £,
o Xy MU= F—F—T TN N=DIZF, Xy NU—7 F—F—,
BILOZOXy NU—7 F—F—IZB#T 5 KAL CIP 7 KL AIZET
DIEMMAEENET,

* FAALY TRT7 AN N=VIZF, TORALBRIURZORAL ITH
YD IPT FLRAICHET D HERN/EENET,

e IPTRLA B T77 AL X=U21E, IPT FLADORICET ABERNE F

EI,
B 2-6 2YRT—D F—F—DEAL YR+
Domains
Irems displayed | 10
. Invahd Spam Wirus Soppad by Claan
Dinsmiain frjected | Accepted | Throttled | Recipients Detected Dretectedd | Content Filter -
Cxample.com [a] 2,70 1,0055 1,952 121k il Eaz 12,4k
example-org.com a 1 a 1 g a 4 85
Fxample-com.com a 3 a 2 77 0 & 75
Cxample.nat [a] L 2 5 az il 4 (L]
example-parnafiew.com a & a & % 1] [ Gl
Mo Cornamn [nforrmation -] 36 8z 14 34 ) -] 56
ruamplefartner. com a 3 a 3 12 a F] 44
mail 3. &xample.com a 1 a 1 14 1] a 44
mail2.exarmple.cam -] 1 -] 1 35 ) -] 41
mail.examiplecom a 1 a 1 11 a F] a7
FREBFET T 7 AL X=VIZE, R—=V O FROBIEDERT — 7 MR D
TAPNEENET,

e SenderBase Flflitr—E A5 D m—rUIER, 728 2 X, ROHHETT,
— IPT7T RLVAR, RAAL VL, Eidrxy NT—F F—F—
— Ry TS A—F—DHF Y (R hT— AT —DR)

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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— CIDR #iJ (IP 7 L AD )

— IP7FRVA, FAASL Y, FFHERY FY—F F—F—DHHENI~ T =
Fa— RBLOHHM~/=Fa—F

— ZORBENOLERODOA v —VEZELTHLO A

— BBOREEIN—TL DNS BHEESHIZNE 922 (IP 7 RLR%E
FIOT AN R=TDH)

HHEf <7 =F 2— RNi&, B 24 FHICRAAS UBREELIEAyE—VD

BoHEHETT, ﬂﬁ;amﬁﬂ WHEHENS Y B ¥ — 27— L L RIERIC

SenderBase ¥ 7/ =F 2. — F‘ 10 BEE LT OB AR L CTREX

NHA Y E—VDOBEOEHETT, BEORKHEHRMEILZ 10 IR ESNET,

ZhiE, HRDOBFA—L AvE—U0R 9 100EA yE—2/H) ICH

MLET, IEEEEZHEHALEEA, 1 "MV b~ T =F 2— RO

I, EEOED 10 FOEMMIFEY LES,

HEMN~ 7 =F 22— Fid, B30 BEICEESNTEZET A —LOEIZHES

WTHEIANRH SN EEBRNT, BB~ =F 2 — FERUGEEEH

LTHEHEINET,

- v T =Fa—F (IP7 FLADORK)

- RBEREEBOBORE IPT7 FLA 7R 7 7 AL X=VDH)

— Bonded Sender A7 —#% A2 (IP7 KL A a7 7 AL _X—=I D)

— SenderBase §lizr =7 (IP7 KLV AR a7 7 AL _X=Y D)

- BHIOA =V o0RE (Fy NU—0 A—F— T aT7r A
N=VBLORAAL L T T 74V =T D)

- 20Xy NY—7 FA—F—ZBHHETI KA O (Fy NT—7
F—=F =TT AN RXR=UBILORAS Y T T 7 AL X=TD
)

- ZDOFRY M= FA—F—DIP T RLADE (Xy NY— F—F—
TaT7 AN R=UBLORRAAS L TR T 7 AL RX=T D)

- BFANORBEASNIZIP 7 FL 2O Ry bT—27 A—
F— R—VOH)

SenderBase i r —E 2 L > TREIN DT X TOERE R T X—T%
FoR4 5121, [More from SenderBase] V v 7 %27V v 7 LET,

o A—JL 7u—iHEHR, BEBIT OV TUE I/ EIT 1 R, 138
M. 1A, BXO1HEDOEF AN EXF2UT 1 = &fa#&%ﬁaﬁiff
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o IDXy M= F—F—ICXoTEBEND FAAS UVBIOIP 7 KL A
WA, Ry N =2 A—F— T a T A NV RREINE
Fo RAALAADIP 7 RLRAICET 25MIL, FAA L R=VIcRKRIh
ESUaN
RAL Y TuT 7 A X=UnbREDIP T RLAZ R AL T T 50, F
ILT 7 L TH#T e 7 7 AL X=V %R RTEET,
VAT LOEHREOLEIE, ILHDHEN—TT (WMBEIISLT) T T 4T 4
DF IRy A% 7Y w7 LTHhH [Ad to Sender Group] %7 U >~ 27 L,
EEEIN—TICHRy NU—2 A —F— RAAL L E72EIP 7 R A %80
TLZELTEET,
Fo, EEFOBREDERT — T VOREBEHE I NV —TIHFERO TIZH D [Add to
Sender Group] Y > 27 %27 U v 27 LT, MEEIN—TITHEELBMTHZ L
LTEET, BEHINV—T~DOREEEOBMOFEM OV TIL, [Cisco
IronPort AsyncOS for Email Configuration Guidell ® [Configuring the Gateway
to Receive Email] WEZZBMML T ZEW, YRAENS, BT LLETEITH
PMEIHD EFHA, EX2V T 4 P—ERICEFEFA N EZUBIELZ LT
EFET,

v bT—9 F—F—OBRAEDER

® 2-7

Current Infarmation from SenderBase Sender Group [Information

Hetanrk Cwner Category: NSP
Daily Magnitude: 7.8
Menthly Magnitude: 7.5
Last Sender Group: UNENOWNLIST
Cays Since Fired Message [ram Uns Nebwark Owrer: == days
Humber of Domans Assooated with s Neltwark Cwer; 1,928

Numbrer of [P Addresses Used lo Send Mad; 3.7M

Add to Sender Group...

Mare from SenderBase LT

EEETA T 7M1 ILOBFE
BEDREH ZHFET 521X, [Quick Search] R v 7 ZIZIP 7 KL A, RAA
V. ETIEMBA E A LET,
BEHETE T 7 AN R=UREEEOEHER L LICEREINET, [T BNHEA
AENDIRER—V  REE T T 74 R=V ] (P2-24) 2L CLEE
W,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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2-8 FrALY TaI7400 R—=2 (1/2)

Sender Profile: rr.com Frintable (FOF)

Time Range: Cay w

11 Sep 2006 14:00 to 12 Sep 2006 I.;I:II {GHT -0704)

Incoming Mail Irem Lhis Domain

Messages hy %, Mrssages
2000 Category
1800 ! Stopped by
1800 B Reputatian 7.7 1,750
Filt&ring
L300 [ ]
u Trwalid
1.200 Rec pierts .50 1,516
1000
Spam Detected 54.0% 12.5k
B0
oy - ﬂ B virus Detected 0.0% ]
400 Stopped by = .
i ” Coantent Filber 2% an
=1 WL | |
@ Claan 29.4% oAL0
I L DL L
Poiad  Dhad ) G50 Gy RO M Total Attempted: | 100.0% 233k
Expart. : .
Connections by k- Connactions
Calegory
Rejected 0.0% o
Accepled 100.0% 2,310
Tolal Conneclivns:  100.0% 2,310
Expart...

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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| £2F BEBFA-LEFaUT+1 E=LOERAFHE
BEFA-N X2 )Tq B R=D
2-9 FASY FRI7M4IIL R—T (2/2)

Mrssages

IP Address
24.173.61.70
24.100.19.142
65.32.5.134
24.162.6.167
24,105, 129.12
24.26.237.55
24.167.87.7

| Sender
Inlfermatan

Zendar Hessages

Total Sxopped by Inwald Spam

Haslnamsa Allarmgbed Repulakicn Recapments | Deleched
<059 biz.rr.com L0z 1] F 2a
.west.biz.rr.com ua o z 21
walBrTIEabaY . rr.Cam 123 a 5 {1a]
<SPS, O aa a F 27
con iy BHE. FF . COM 95 [a] 1 Ja
oa BB B TG 102 -] +] 34
<SPS, O 101 a 3 51
o2 WILPESIT.COM 129 o 3 -
mzb.bz.rr.cam 73 -] i 24
...tral.hiz.rr.com a8 1] F 52

Drarys Since F

More from SenderBase O

Current Information for re.com

Current Infarmation from SenderBase

Sender Greap Infarmation

Diaily Magnitude: 8.1
Menthly Magnitude: 7.7 Last Sender Group: ALL

irst Message from this Camain: 2521.1 days

add to Sender Groug...

r———
Stopped by
Virus Content
e

Ceteciad Filbes .:m
1 el a8
o z =]
o 2 56
1 el L1
o & G4
o 2 46
1 s 45
o L] a5
o 4 44
1 1] s
Export...

Hetwork [Information
Network Owner: Aoad Ruenner

[ oL-23080-01-J
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2-10
Sender Profile: Road Runner

XY MI—=P A—F—TFOTFPALN R—T (1/2)

Printable (FOE)

Time Range: Cay w

Incoming Mail Irem Lhis Helwoerk Owner

1000
1500
L0
1400
100
Lo00
B0
[21]
400
200
L]

11 Sep 2006 14:00 Lo 12 Sep 2006 14:43 (GMT -0700)

Messages by L3 Mrssages
Category
Slopped by
B Aeputation A3 1,484
Fikering
Irrvalid
Racipht ks B.4% 1,155
Spam Detected 55.8% 0.0k
B virus Detected 0.0% o
Stopped by = g :
Conlent Filter 24t s
Clean 27.1% 407k
Total attempted:  100.0% 10.0k

Connedtons by

Calagory
Rejected 0.0% 1]
Aucapted 100.0% 1,820
Tolal Conneclivns:  100.0% 1,820

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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2-11 2y RI—=P A—F—TFTOT7AI R—T (2/2)
Irvalid Spam Wirus Stopped by Clean
Carman Repacted | Accapled | Thooikled Fecpments Cralached Craleched Canbant Filber
Fr.Coim 1] 1,811 1,273 1,151 10.0k 1] 438 4,868
mybrghthouse.com ] 3 L] a 1L [ ] o [
Mo Domain Informatien o ] 11 1 1 . o o 2

Current Information for Road Runner

‘

Current Infermation from SenderDase Sender Group [nfarmation

Neétwork Owner Category: NSP
Ciadty Magnitude: 9.2
Menthly Magritude: 9.0
. . . Lasl Sender Group: UNENOWNLIST
Days Sinee First Message from this Network Owner: -« days
HNumber of Domains Associated with this Netwark Owner: 334

Humber of [P Addresses Used o Send Mad: 5.7M

More from SenderBase O Add to Sender Group...
2412 IP7FELR FOI74)0L R—=2 (1/2)

Sender Profile: 65.32.5.134 ms-smtp-04.tampabay.rr.com

Pringakds (POF)

Time Range: | Day ~

11 Sep 2006 14:00 to 12 Sep 2006 14:46 (GMT -0700)

Irecarmuingg Mail Irom Lhis TP Address

Messages by Category % Messages
50
Stopped by
45 n Regulabion Fillermg % @
At =
Lnvalid Recipients 4.1% 5
5
10 Spam Delecled 48.8% [ 1=]
i' 5 B virus Detected 0.0% ]

Stopped by Content

15 M D Filter 1% i
i Clean 45._5%, L1
H Tatal Attempted: 123
I e e N Ry e ey
(Tt LR 2200 0200 ) 100 14001
Fxport...
Expost...

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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2-13 IP7FLR FAT7AMIL R—T (2/2)
Current Information for 65.32.5.134
Current Infarmation from SenderBase Sender Greaip Infarmation Netwark [Information
SenderBase Reputation Seore (SERS): 3

Bonded Sender Status: 0
Craily Magnitude: 5.1 Last Sender Group: ALL HNetwark Owner: Road Runner
Hanthly HMagnitude: 4.6 DNE Verified: Yes Ciamain: rr.com
CIDR Rangs: 14

Average Magnitude: 5.8

Mare frorm SenderBase O add to Sender Group...

EEEITIN—T LKR—F

EEHEIN—T VR— NI BEEIN—THBLOA =L To— R v— 7
7 va OGO~ ) — &t L, SMTP il LA —L 7 — K
V=D LV FEMBTE 5 X HIZLET, [Mail Flow by Sender Group] V A
MZiE, FEEH I NV—T7DOEEB L OEREN RSN E T, [Connections by
Mail Flow Policy Action] 77 7%, £ A —/L 7a—AKRY o — T 7 v a Ok
DEIGERLET, ZTO—IZi, Host Access Table (HAT; A h 727 & &
T—=7N) R —OFEIEOBEP RS E T, HAT OFHMIZ OV T,
[Cisco IronPort AsyncOS for Email Configuration Guidell ® [Configuring the
Gateway to Receive Email] OFEAZZML T 723V,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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214 REEEIN—T LR—F R—=

Sender Groups

Frintable (FOE)

Time Range: | Day w

10 Sep 2006 14:00 to 11 Sep 2006 14:20 (GMT -0700)

Conneclions by Sender Group Conmneclions by Mail Flow Policy Aclion

15.0%

A [ e
unkncweaLsT [T e BE.0%
BLACELIST ] 1Sk

SUSPECTUST [ 400k Aceept (RS 0%) Renrt (15 0%)

o wos s Export...
Cofmeclions
Expiart...
L —

Sendar Graup W% Connechions
ALl 20.0% 234 4k
UEROAWNLLST 0.0% 34 0k
BLACKLIST 15.0% 129.0k
SUSPECTLISET S.0% 43.0k
Toelal Incoming Conneclions 100.0% B&0.5k

[Outgoing Destinations]

[Outgoing Destinations] ~— 121, A —/VDOEFH KA A BT D EHIR
ENET, ZOXR=UE, 220087 va rTHERSNET, =T 0 B,

BAGHEA v 2—VRO AR LOREI UV —2 Ay —V0 Bfsiks

AT T 7 TR INET, X—UOTHIIE, BZEZTEINCY — 3k

(F7 4V bRE) &I T LERTENFRENET,

UAR— bxtGeorFdE (. B, B8, F723A) #RRCEES, FI97F
FIEEEMY X hoTF—2 X, XTOLAR— b &R [Export] U > 7 ZEH
LTCSVERICZZ AR—=FTEET,

[Outgoing Destinations] X— Y&+ 5 & KOFREAFTEET,

[ oL-23080-01-J
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B =5t t¥1yFq T2 R—

IronPort 7774 7 v AD A —)Lik{g %

o HFRAAVITEEFEIND A—NLDFE
o T U=V, ANRARGME, EiFarT Y TANXICE DDA —LD
G
e BEENTA v E—VEBIUREY—NIZLoTA— KT 2INTERA Y
=T 0¥
2-15 [Outgoing Destinations] X—<

Qutgoing Destinations

Fraoviabily (PDF)

Time Range: Month (30 days] =

1 2l 2007 00:00 15 20 Aug 200T 10:48 [SHT ATH0)

Top Destisstions by Tetal Threat Peeassges

gald.ge I 101

qalt.gs 14
gald.ga I a2 qaliga Lt
tish.gs | 18 bilgh.qa | 7ER
1B R LS dge 8 (T R T R T~ BT
MEdiages Maiseget

Irdfg... | Expart. Infa... | Export

Delgoing estisations Detasd

Detingtian Maspaget

Dialivery
Spam Virus Stoppsd by Contant Toksl Tatsl Frocessed Hard Toksl Mettages
Demain Detacied Detacted Filtar Thrast | Clean * Beured | Dalkverad Delrvered
qallge L] 2,mr o 17| 2EM FL L] 104 12M EE L]
qalbga L] ELH o a5 | S68.Tk 5.1k 449 Ak o 449 Ak
blshga L] 11 o 11| 1AM .57 7,580 o 7,580
Infa... | Expert

[Outgoing Senders]

[Outgoing Senders] X—YTix, *y FUV—ZHNDIP 7T FLABIVRRAA
PDHEREEND A—NVORBIOHEBICHAT AERRRENET, ZOX—V%
BRI DE. FAALUVEZIZIP 7 RLABNCHEREZRRTEET, AL
VCE o TREFEEINTEA—NVOBREHRT IHEICIE RAA VHORE, &b%
WA NVA AyE—VEFEEFLTWS, FidmbEarrry 741V 8%
MU T—=LTWBIP T RLRAERRTHLEITILIP 7 N RABOFERERRT
LT ENHERERINRET,

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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BEF A tXxal) T4 E=SOBEALZE

EXA—NLEFaUTs =42 ~—v N

TOR=VIE, 200k 7 v a r THERSNET, R—Y0LMIE, REREA v
B —TBO LR EFEERT T T 7T, REBA v E—TIZiF, ANAH LL
ETANVABED A v —2 FFar Ty Z40EB NI H—L7EA Y

E=UREENET, X=VO LEHOLMIE, 7V —r A yE—UR0 Bk

BEERRTHITTT7TT, X=VOTFHIZIE, BA -V — MR
72 (T 7HNVIERE) 2T LERTRBERINET,

SOR—VITE, A v —VREICET AR SN E A, BED F AL
YINBEDARY RSN A v =Y O EORMETEHIL, [Delivery Status]
NV AL TETE £,

UAR— MR oG (KM, B, @, £7213H) 2BRTEET, Y9 7F
TATEEY A hOF —Z L, TXTO LAR— b LRI [Export] U > 7 &4l ]
LTCSVERICZZ AR—FTEET,

[Outgoing Senders] ~— Y ZH+2 &, kOFREAFTEET,

o MHEDUANAELIFIARLGHEDE FA—NVEFREFELZIP T LA
o KROLHEBEIZaALTUY TA4NFERNIT—LZIP T RLA

o LB DA—NEEETDLRAL L

[ oL-23080-01-J
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216 [Outgoing Senders] R—< (IP 7 FLRZE&RH)
Qutgeing Senders: IP Addresses

[ Damans | ¢ Addresses]
Fraoviabily (PDF)

Thser Rasmepes | Marth (30 dars) »
18 Jul 10T 00:00 ta 14 Aug DOOT 11:0% (OMT -0P00)

Top Semders by Totsl Theest Hessages Top Senders by Chras Messages

17323411830 I 173214908 1AM
172211110 | 7l 1722111100 s
17230301 0 R i 173214900 Liad
155011 I 1FEE1411.a e L]
17230001 5 I 173214387 ML
1720107 | ! 172214118 Lol
17230101 5 I (i 173214905 L]
172211114 | 14 17214112 5L
L7300 2 . 173234904 M
1722110 [ | 172211113 - =g

1 m ] ] mn o
Mediages Maiseged
Infa... | Hxpert Infa... | Export

Tems Digplayed L0

Sendsr Masraget
1P Address Hastnams Spam Debected | Virus Datsctsd | Stoppsd by Content Fiter | Totsl Thrast | Clesn | Toksl Meteges =
172211918 | unkrgwn domsin a 0 a 61| 1M EEET T
1722113130 | urkrgwn domsin [ oA [ 0 | 335 EHTT
172211900 | unkrgwn damsin [ FT%] [ 03 | 23Ok EYFETS
172211311 | unkrgwn damsin [ 9% [ 26 | 20k Ak
172211307 | unkrawn damsin a 233 a 232 | 2033k RISk
172211306 | unkrgwn domein [ 9% [ 206 | 2600k FTE
172211905 | unkrawn domsin [ 216 [ 216 | 25K T2k
172211903 | unkrawn domsin [ 19 [ 139 | 2aAk I Ak
172211304 | unkrgwn damsin [ T [ 1M | 273K 213k
172211313 | unkrgwn domsin [ 119 [ 119 | 214.3% Tk

Irfa... | Export

[Delivery Status] R—

REEDZIEE AL T ABUEORMEE -7 (KBTS — oA 7K
VAT D IEMINEZIT 720 T 586 121E. [Monitor] > [Delivery Status
Pagel 27 Vv /45 L. FFEDZEE N AL CET 5 E 1 A — VERIEICE
TRHE=F Y U TIERPREINET,

[Delivery Status] ~2—1Z1%, CLI T tophosts 2~v ¥ REMA LIZGAE LR T
HHAFRSNET GEIZOWVWTIE, % 6 % ICLLICK2FHB L OE=41
Y7 O TEFAL XFa—OMROHRE] 2L TIEIWN),

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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GE)

BE{EDHRATT

EXA—NLEFaUTs =42 ~—v N

TON—=UITE, B 3 VNIV AT AL L s TRE SN A vyE—Y D |

A7 20, 50, F721X 100 DZEH RAAL DY R MRFRENET, FHEHER

DATZLERHLDY 2 %7 ) w7 FTBHZLICE>T, BFDOHFAN AT —X

AL T I T 4T RZEE (F7H ), Ul L, BUE SN ZEE. Y

TERGUAAR R BEONA—F AU U RZEFRNCY — FTEET,

o FFED KAA U ZRHFT HITiX. [Domain Name:] 7 4 —/V RIZ KA A 4
ZANJJL., [Searchl 227 V v/ LET,

o BIREINTWDRAAL L ERINAZT LT HIZE, RAALALDY T %D
Vo7 LET,

[Delivery Status Details] ~— VIZfER D EFRINE T,

ZEHERAAVTEEDT VT4 BT 4 BBETHE, ZORAAL N [T

T 471 E72b . [Overview] N—JICFRENET, & 2E, BEORBEN
HDOTEDIWICA—NANRIEX2—I2EEEDE, ZOZEHERAL T, gl&Fix
FHAFA =NV OWEIZRTRENET,

BTEEINDELICAT Va2 —AREINTND A vE—TF, [Retry All
Deliveryl #7 U v 735 &, I2EHICHERITTE EJ, [Retry All Delivery] T
i, F2a—REENDIA v E—VREBICEEENDI L ICAT Va2 —LEE
HCTEFET, o] LLTw—7ENTETRTORAS VBIOAF YV a—
MBREESNTWNWDEN, Y7 h RN RAENTEA =R, EELICERESN
HEDICFa—lZANGNET,

FREDFLIE KA A AT TORE 2 HHATT 2I121E, RAAS 4D Y 7%
Vw7 LEJ, [Delivery Status Details] ~*—C, [Retry Delivery] #72 U v 7
LET,

CLI T delivernow 2~V REEH LT, 2EBICRETDH LI A v E—VD
AT a—NVEERTHI EHTEET, MO VTR, BT A — LNk
BEA Y a—] (P.6-273) B LT IEE W,

[Delivery Status Details] X—

FEDZAEE FAA BT 2HtEHE @ a #E 9 51214, [Delivery Status
Details] X—Y%FEHLET, ZDO_X—|ZiF, CLI NT hoststatus I <2 K
EHEALEBELRICER (A= AT —FR A4, BIOF—Y) 2

[ oL-23080-01-J
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FARINET GEHIZONTIE, & 6 % ICLIICL2EFHB LI NE=XY 7
DIA=VHKANDAT—HADQE=F ) 7| ZBRLTITZEN), FFED
KA A &R T 52k, [Domain Name:] 7 4 —/V RIZ KA A 4 &2 AT L,

[Search] #2 V v 27 L9, altsrchost #EfEZMHH L CWAHA. (RKAEF— b
T A DT RUAERBERINET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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217 [Delivery Status] X—2
Dalivery Status

Frintabils [PDF]

[Ran e

Dastnation Damain Latest Hagt Slatus | Actve Recipients w | Comnestions Out | Delivered Resipients | Soft Baunced | Hard Beuroed
wal.om A1 4812 48 Diemty &2.0k o o L] 868k
L e Diemty 8,654 o o L] 161k
earthbink ratdl ga18.60 Diemty 4,266 o o L] 3
warldnet s reldl.gal8.g0 | Dewn 3,59 o o L] A0
Tt oo d1.6414.60 Diemt 3,195 o o L] 141
o .com.dl.galh.gn Diown 2,847 ] ] L 5,7
mrirdgpring com 41 qaligs | Down 455 ] ] a 5,0
oo dl.gelE g8 =l 23N o o a 5053
bighact cam .4l qaléqs =l 2455 o o a 4, 53%
jung com 41 qsleas Diown 2,07 ] ] L 4,463
Irfq... | Export...

Search far | Qubgoirg Daman Delvery Sistus Tt m L

2-18 [Delivery Status Details] XR—<

Delivery Status Details: ironport.com

Frirviabile [FDF)

Heri® TRatui Ciebevery afanmation
Hadl UpDawn: Domn Lt Activity: 19 Feb 2010 61:14 (GMT)
Stabus s of: 19 Feb J050 32:1% (GHT) Kaut Dalevary: WA
Enpiration Tt Tor Srderad 11 e e Mesage: 19 mifd 32 detd
Bddreppag: 17 FAb T0L0 303 (GHT)

Rast GEE Drrar: HAR
wirtual Gatewapi: M Vitual Gatemars defined Ladt TLE Ervar: WA

Deliwery Stabus Dedails

firdered IP Addresars

b Addrads
10| 172211181 L
Fatt hoyrced [varks L] Lnsttempred Seciienie
Anssmpted Recgients
DH5 Hard Baunces [
XK Hard Bauiies ]
Fikar Fard Dources [
Expared Hard Baunced s
rthesr bard Bcarcss n
Hard Bounced Recipiens: 5084
Deliversad Rscipienta: o
Dlgtnd Ruciplomty | o
Cempleted Becipions: s,094

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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[Internal Users] R—o

[Internal Users] ~X—Tlx, W= — I Lo TEZEENTA—VIZET S
BN, BF A= T FLRTEICHERNSHET (B—a—TOBEHDE
A= T RUAR, URANMIBRINDLGAERHY ET, LA—FTE, &1
A= T RLAFELOLNETA),

ZOR=UF, JIV—VERAvE—VHBIOZ UV —REA v E—URIOE
Ma—VERT 7T Tea—Y A=) 77— 2 2Ok 7 2 a3 » THER
SINFET, LAR— bR oiFM&EE (K, B, 8, £72138) 2®IRCTEE
To Z77FEIIEFEMY A bOT—HIE, TRTOLAR— b &FEFKIC [Export]
Vo2 &HLTCSVERICZ AR—FTEET,

[User Mail Flow Details] ¥ A h Tix, #EZEFEA—NAPEFA—NL T FLRATE
IZ [Clean], [Spam Detected] (G518 D #). [Virus Detected]. 35 & U8 [Content
Filter Matches] 23 &N E T, ZDOUV A KMI, ATLHRHLEZZ Y » 7 LT
Y—bFTEET,

W2 —% LAR— b 2T 5L, ROFREAFTEET,
o BLEDIMBA—NEEEFE L2 —F

s HLES DI Y —VEFANEZELLA—Y

e RHLZBIDANRLEZE LIz —Y

© AVTYY TYABEPI LA EOI LT Y T4 VSO
A

o BAA—NEBIALTLUY T4 NETHIESN 2 —

BREWH—Y L%, Rept To: 7 RLRAIZHESNW T AT ATET A —VE%(F
THHGE—P D LTT, BENBL—HIE Mail From: 7 F L A TSN T
BY, ARy R =27 NOEEENEE L TV LEF A —/VOMEZ BT 5
AL L ET,

—HOFEA =N Ny 27 E) OFEEIT, null TT, ZhbOFEEEIL.
EEBLO TRHA IZEHINET,

Wi = —4 @ [Internal User Details] <X— Y % FRT 5 I121E, ZONHL—F %
7V LET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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[Internal User Details]

[Internal User Details] ~— TliX, &#7 2V ([Spam Detected]. [Virus
Detected]. [Sopped By Content Filter], 35 LU [Clean]) DA v&— V& RT
EZEA =V ONRZERE L2 —FIZET 23RS R I ET, &
ZEaAVTUY TAAEBELODLP A v—0—HbRENET,

2-19 [Internal User Details] R—2
Internal User: admin@example.run

Prantabile {PCF)

Time Range: Day L
10 Sep 2006 0%:00 to 11 Sep 2006 09:06 (GMT -0700)
Incoming Messages Uutgoing MHessages
Sparn Detacted: [a]
Wires Detected: 1 Wires Detected: o
Stopped by Contant Fllbar: 1 Stopped by Contant Fllbar: [a]
Claan: o Claan: o
Total Incoming Messages: ] Total Dutgoing Messages: [1]
Expiart... Expiart...
Cantent Filber Munsages v N dala was found in the celecied lime range
allFilter 1
Srarch for Internal User: hdminsrvnmp‘r.nm exnet match

AT T4 NEOFEMERE SIS T 2T Y T 4 A FEFRAA— VIR
RYBIIE, F0aryTry 74 nE248% 27 ) v LET ([[Content Filters]
=] (P2-46) M), ZOFEEFEHTHIE BEOa T T4 LH
W= LA =V EEZELa—YFD) X F b EEGTE £,

FEDABL—FDIRFE

BEONE 22—V (BFA—/L 7 FL2A) i, [Internal Users] X— B L
[Internal User Details] X—Y D FEICHHMBE T A — LW DRBETEXET, M
BT XA BNERIC—HIEDIN, ANNLETXANCTHELHB ZMET 50
(7z& ziF, Tex) TIHELHAZMRT 556, lexample.com) 23—H L £7)
EIRIRLE T,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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X 2-20 RB1L—YTREOER
Search Results

Prunkalile {FCF)

Search for Intarnal User: |mail@exampbe run exact match | m

Time Range: | Day »

10 Sep 2006 09:00 to 11 Sep 2006 09:14 (GMT -0700)

Search Resulls fur Internal Users
1 wem faund matching “mail@examale.run”

Incaming Culgomng
Spam Wires Cantent Filter Clean wirus Coantent Filter
Intarnal User Detactad Diatectad Matches P Detacted Matches Clean
mal@example.run Q i 1 ¥] o a =]

[DLP Incidents] R—

[DLP Incidents] ~— i, %{F A —/LTF 4 L 7= Data Loss Prevention
(DLP) KU v —EA o7 > MBI D HRP RS ET, TronPort 777
A T ATIE, [Outgoing Mail Policies] 7 —7 /L CA x—7/LIZ L= DLP &
A= RV —ZEHLT, 2—FREELHET—F2HmE LET, DLP
RYV—IGERT DRERA v E—URRET LI, AT e LTHE
SNET,

DLP A 7 v b LAR—FEEMT DL, RO LI RIERZBUFTE ET,

o Z—YNREE LIHET — & OfE

e ZNHDODLP AT v FOEKE

s INLDRAyE—VDIL, BESNEAYE—TOH

o INBLDAYyE—=VDIL, FryTEINTEAYyE—VDEK

e INLDRAYE—VDREH

[DLP Incidents] ~—1%, kD 2 SO EARE 7 a3 THERSNET,

o« HEXE ([Low]. [Medium], [High]. [Critical]) Bl® Efif DLP A > 5
FBEORY v—D—BEEE2ENTHDLP A>T MOV R T 5T

e [DLP Incidents Details] U & k
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UAR— MG oG (R, B, 8, £7213R) 2BINTEET, V7 7F
FIEEEMY X hoT—2 X, XTOLAR— b &R [Export] U > 7 ZHEH
LT CSV Rz 7 AR — ~3 %2>, [Printable (PDF)] V > 7 % L T PDF
il 7 AR —FTEE7,
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2-21 DLP £ L7 k 57 : [Top Incidents by Severity]. [Incident
Summary]. $&U [Top DLP Policy Matches]

Time Range: Dap -
26 Jul 200% 06:00 1o 2T Jul DHOF 0809 {IMT +0:30} (D i e FaRe3E: 10000 % comiplets
P Severdy . Meiiages
(o bl 5% A%
o 4 u
1 righ a59% 3,518
P
1 W Hadum 194% 1550
2801
i Law 0% 2484
4 Tatal LT1H
ara 1308 i e i) g1e
Infa... | Export
Irde. | Exgot
Faprrant Card Irduitry Data S || 11712
Wespons |IE 150
HMadka Filas | ] Laaa
Traramission of Conbect Inds... I 101
Suspicious Trammissen = S [0 1%
Dwnign Dacumants. [1 1
] 0w 00w
Marrages
Trédz. | Export.
2-22 [DLP Incident Details]
Traidanhs Messape Diepashion
Teral Dwhwersd Dialevared
DL Pakey Lew | Medormn | High | Critical | o {eserypted) {ehear) Drapped
Fayment Card Dndustry Data Security Standard (PCI1-D4S) | 1,39 hd | a2 252 B2 ] ] L]
Waipens 0z sz -] 0 14 ] ] L]
Macka Filss @ 01,348 0 5240 [ [ [
Transmessean of Corkact Informatan 1 H im ™ a 1251 a a a
Supkacus Transmigsian - Zig Fles @ [ A [ 139 [ v [
Dosign Dosumants @ 0 e [ 1 [ [ [
Irdg... | Expart.

RY L —ICLE o THRIBEENTZ DLP A > o7y MBT 28 @A R7ET 51
1Z. DLP R > — D427V v 7 LES, ZOHEEEMRTL L, KU o—

Lo Tt aEnz, BET— 2250 ANV EEE L= U X &2 HE
TEET,
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[DLP Incidents Details]

TFIAT v ADEFE A= R o —THEA F—7 A DLP KU > —iF,
[DLP Incidents] ~—® F#FiZ & % [DLP Incidents Details] 77— 7 /MZ KR &
NET, HEHERERTRT B, DLP AU > —040i2 7V v 7 LET,

[DLP Incidents Details] 7 —7 /W iZix, AU —Z& D DLP A 7 > D%k
WMZ T, ERELVABIONR, A vE—=D0T0R 7 ) 7 IChE Ik
2, S LSRN TR SNed, Rry SN hnrREnET, 7—F %V —
FEHICE. AT LRELEZ Y v 7 LET,

[DLP Policy Detail] R—<

[DLP Incidents Details] 7—>7 /2 DLP RV > —D 4% 27 U v 7 Lizfae,
ZOfER L L TE/REND [DLP Policy Detail] ~—IZZ DR Y > —I2BT 5
DLP A > o7y b F— 2 BEFRSNET, OV, BAECESNE
DLP A > > T v bD T T INRERENET,

ZOR—=UIZE, DLP RY v —|ZEX LIz A v —T %% E LEENHB2—
BRRTDH, =V TFENCH D [Incidents by Sender] UV A hbEENET, ZD
UZMZIE, ZORY =BT 22—F LD DLP A ¥ 7 > FoRHI
2T, BRELLBIOWNGR, A vE—O0NT R s U 7ICEGE Sz,
B b SN TEE Sz, Rry SRR REivET, [Incidents by
Sender] V 2 b &M T 5 &, MkOWET — 2521y MU= 4D —FITik
FBLEFEEOS D2 —FERRTEET,
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2-23 DLP R L —D##45 S 7 : [Top Incidents by Severity].
[Incident Summary]
Thmr Baages: | Day -
i Il OO D600 ko 37 Jul 2009 06:T7 (GHT #3533 Diaks in tme rangs: 7993 % complsts

Incident Summary

-y Faverty Met1ages
g: W criesl T
. High kL
f‘:’: : W =scum 0
(P b

(4] L 1%
P Sy — p—

B Tatal arin

ores 1568 e Pl i (18-
Irdfg... | Expsrt
B8l | Bxpent
2-24 [DLP Policy Incidents by Sender]

Istidents by Sender

Toprra Dipplaged | 10 v
Inadenss Measape Dicpaskion
Lgw | Madiem | Migh | Crticel | Totsl = | Dabversd [srcrypied) | Delwersd (cear) | Droppsd
w0 451 480 37 1050 [ [ a
171 @ [ 57 I [ [ [
144 @ [ [ 154 [ [ [
o 1z [ [ 112 [ [ [
o [ 7 57 [ [ [
o 57 [ 57 [ [ [
o 57 [ 57 [ [ [
o 57 [ 57 [ [ [
o 57 [ 57 [ [ [
[ [ [ 57 [ [ [
Irdg... | Expart.

EEE A% 7Y v 7325, [Internal Users] ~X— U2 & £97, FEMIcOVT
L. MInternal Users] ~—<"] (P.2-40) &ML TS ZE W,

[Content Filters] R—

[Content Filters] ~— 2%, EZfEar 7Y 74020 Bi—H Rb%<

DAyE—VIZ—HLiarTry 74 0%) [ZHETH1EHRD 2 EEOKNX

(777 Y AR TERENET, [Content Filters] X— T & HHT 2L, =

VT TANBE T L E I T L ICR¥ERY L — 2R L, RO RE

B CTEET,

o ZEA-NFERITEEA—NICEST R H—SnEFHEOEZ VI T
Y T 4NE

o BEDaLTUY TANEE NI T =L A= VEEZE L Eiia—
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VANDarTsoy 74n0828% 27 v 734 2%5&, [Content Filter Details] ~—
VILZDT7 4N FICHT DM ER R TEET,

[Content Filter Details]

[Content Filter Details] (ZiZ. = D7 ¢ L% ORI 72 —Ed L OWNE = — 55l
D—BRRRINET,

[Matches by Internal User] ¥ 2 v 2 > Clid, =2—%4% 27 U v 7 L TN =—
(BT A—/ 7 FLRA) @ [Internal User Details] — Y% £ /R TE T
(MInternal User Details]) (P.2-41) #%[#),
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2-25 [Content Filters] R—2
Outgoing Content Filter: free_stuff

Frintable (FOE)

Time Range: Haur »

12 Sep 2006 0F:20 to 12 Sep 2006 08:22 (GHT -0700)

Malches Over Time

20
134

imﬂﬂﬂwﬂmug |

I
L] F-50 0740 0750 0k 10 0820

Expiart...

Matches by Internal Uiser

Intarnal User Metcages

userl 23@evample.cam 7

[Virus Outbreaks] R—¥

[Virus Outbreaks] ~— 21X, HBEVD IronPort 777 A 7 AD U A )L A&
W7 4 NWFDBIEDAT —F AL LOBIEITMA T, BRI DFAERIL Y A LA
YT 4 NI Lo TRESNIZ A v =PI 2 W R ShEd, 20
N=VEMMLT, VA NVAEBIIHT O zEe=2 TS £7,

[Current Status] €27 > 2 > CTiE, BITEO U A NV AERLT 4 VX OFREIZET S
THRPBERINET (FABVAZEAFHLTHY . A NVAEGET ¢V 2R
DA X—TNOEE), 7a— L3 AET — XX, IronPort Threat Operations
Center 226 HENNIZ (1 BEFIIC 1 [H) ¥ orm—REhET, ZOX—JTT—
TNEIE L GtAALe oI, BEWD IronPort 777 A 7 2 AN
downloads.ironport.com &EIE TE L MENH D 7,
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[Outbreak Summary] (ZiX, 7' B — U7 AB L —h L TORENERE
NHOT, a—HNV Fy NIT—=IDIA)LA ML RETr—rL FL U RE
gTEEd, Fu— S REY R M, TRTORED EEETT, Zhil
XLT, m—RVFAEE, BEWVO IronPort 777 A 7 A% 5 2 125
CIRESNTOWEY, 7r—UL@YedgA7 —# (3, Outbreak fifE TEER
EENTWD LEVWEAM X7, IronPort Threat Operations Center {2 & > TH
HENFETRTORYPEEZELET, o—hVERFEAET — 23, Outbreak Wi
THERESNTND LEWVMEZBERTZ, 2077747 ATRIES LT~
TORY %3 LE T, [Average Protection Time] 1%, IronPort Threat Operations
Center IC X DBBBEOBH L, FERUH—IZRDTVTFUANA VT =F
D& DIFFZZICHICESVTVET, BT LT RTO7 B — L RAED,
BHEVD IronPort 777 A4 7 AEEE 52 H5DTTEHY £EA, -] E
I, BRERFBNTFIELR VD, Ty FUANRA RXUE =006 v 7 =F X I %
AFTERVWI L 2R LET (O F =3, v =F viFfz@E LEE
Ao THUE, RERHPER THD Z L AT OTIEARL, RERFFORHIC
VHEREREAFCTERNVWILERLET,

[Quarantined Messages] £ 27 > a ' Cld, VA /VRRERT 1 L ORREERILOBE
FEPRRENET, TN, TANVAREGRE T ¢ VX DR LT BTER B A >
TV OEEIRET HDICHENLORETT, REINTA vE—0%, ik
HEHEINET, BFEA Y E—VF, TVFUA LR V7 =F v &AL
DANCHESNET, Ay E—URRRsns s, 70FUANA VT FT =

Lo TRy S, UANVRGHED 70— hEfESRLET,
IronPort 7 7 A TV ATT VFUALNA VT T =T BAFX—T N TERND

B BMEINTZUA VRGO A vEe—HiX, HICERIZRVES, VAR
BERNT X TOBMMEEICELY, AvE—VURRETY THNICHDHEET
b, AvE—TVOREL—L (BLOEEMTONDFE) DEBRINLIHGEN
HVET, BREZY TICASTZRERTIERL) BBFIZA v E— V52 4EFT 5
ZEITkY, HEROEENIC L DIRILENIEET,

[Outbreak Details] U A ~ZiZ, ID, FEAENHO T m— ILicfti Sz H
Be, VANVAERT ANZICED =R ZA L BEISNEA yE—VORR
EREDFAICET 2FERIFRINET, EMOA==2—2FHL T, Fr—
PSNAFEAF T = AREONT N, BEOERT DA v =TV OHERIR
T&EY, ZOVRAMEL, AT7L2RHLEZ Y v 27 LTY—=bFTEET,

[First Seen Globally] OEfEIL, AR KDOEF A — VB LR Web €=V 7
* v T —27 Toh % SenderBase D7 — X ZH-S\T, IronPort Threat

Operations Center (2 &> TRESNE T, VANV ARKLT ¢ /L% O [Protection
Time] 1%, IronPort Threat Operations Center | & 2 K& B O &, FE
F=lZLDT v FUANR V7 =F X OfFIE DRFFZEICHICESOTVET,

[ oL-23080-01-J
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M) X, REFERFELRWD, TV F A NA XU =D T =F
R ZAFTERNZLEZRLET (O X —1T, V7 =F v FE %2 HE
LEHA), REFHANREe THLILERLTVEIDITTEHY A, oL
A, REFHORHICHERIEREATTERNI EEZERLET,
[Virus Outbreaks] X—Y &3 2 &, ROERERGTEET,

o UANAEKPET 4 NE L— Lo THREINTA vE—Y O EFEH S

ni-—iv
o UANADIEIIKT D, UANREGHERED Y — F XA A
o T u— UL UANRIEELIER LT a—HIv AV ADFREARD
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2-26 [Virus Outbreaks] *—2
Virus Outbreaks

Prunkalile {FCF)

Threat Level Threshold far Quthreal Quarantine: 1
wirus Outbreak Filters: Enabled

Cuthreak Quarantine Release Time: 12.0 hears
Adaptive Rules: Enabled

Last dawnload of Glabal Quibreak Data: n'a

Wirus ODutbreaks in Past Year

01 Sep 2005 00:00 ta 21 Sep 2006 14:10 (GMT -0700)

Uutbreak Summary Quarantined Messages

Global Qutbreaks: 725 Rule Type Messages
Adaptive Rules 4
Local Qutbreaks: 1
. Outbreak Rules 14
Average Frotection Time: 1.6 hours . 1

Tatal

Global Outbreak Details

ftems displayed 10+ || Glohal Guthreales
CDuthreak Name Dutbreak 1D = First Sean Globalhy Protection Time Duasrantingd Meascages
Trapan vanam 915 | 01 Sep 2006 03:12 (GMT) a
Trajan variant G414 | 31 Aug 2008 DE:54 [GMT) 1]
Troy/Dlcadr-amG G913 | I1 Aug 2006 03:22 (GMT) 5.6 hours o]
Trapan vanam 912 | 31 Aug 2006 00:38 (GMT) a
Sxratinn variant G110 | 30 Aug 2006 18123 [(GMT) 1]
Troi' Dowdac-o 910 | 30 Aug 2006 1639 (GMT) 3.4 hours [a]
Bronkek vananl 00% | 30 Aug 2006 16:29 (GMT) a
Trap'Smbldr-M G08 | 29 Aug 2008 20055 [(GMT) 12.5 hours 1]
wWwomble. B BO0F | 29 Aug 2006 1936 (GMT) o]
Haxdaar.DB 006 | 29 Aug 2006 16:19 (GMT) 2.1 hours a

[Virus Types] R—

[Virus Types] X—Y Tk, *v NI —ZIZRALEVANVABLIRFR Y hU—
T INHIEE SN T AN ADEN R INET, [Virus Types] ~—VI2id, B
END TronPort 7 77 ATV ATHBENT O VA NA AF vy P lioT
BHENTZTANZARERENET, COLR—FE2EAL T, FEOTA LA
W LCHEDT 7 v a v a2Erd 52 NS nE Y, =& x1E. PDF

[ oL-23080-01-J
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T ANVICHBIRAEND ZENHAL TWE A LA EZKREICZEL TSI
&, PDF BRI ENTWEA v =V BIETDL T 4 VK T Uy a v BT
LT ERHERINET,

BEOTANA AFX Y 2V F T LTV DHYE . [Virus Types] ~<— VI
. A F—=T MR TVDET_RTOTA LA A%y =D DR NE %
nNET, V=VRERENDIVANADLARINT, VANLA ZF 2 2 PUC
Lo THESNELRTITT., BRORAX Yy =P Uit 1 SO WA LA ZHH
L7estr. MUUA N L TEEOT N BIFIET D AR H Y £7,

[Virus Types] X—IZiE, *y hIT—ZIZBALTZ VAV ABIRNRy hT—
J CEZEINTE AN AOBENRIILET, [Top Incoming Virus Detected]
7 vavilid, xRy NU—JICERINTE VA NVADT ¥ — b B — KA
TEREINET, [Top Outgoing Virus Detected] £ 7 3 »IZix, X hT—7
MBEEINTETANADTF ¥ —F Ea—PRIETRRINET,

) TANAER L2 A=V %Ry NT—JICEELIEARRA NERRT HIT
i%. [Incoming Mail] X—IZB#E L, W UREHHEAHEEL T, VAL AN
ACY — R LET, ARk, Xy hT—7 NTUA VRGO ET A — L%k G
L7=IP 7 KL A% FKRT 5I21E, [Outgoing Senders] X—V % FK R L, VAL
AEA v E—TRNZ Y — N LET,
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2-27 [Virus Types] *—>
Virus Types
Tims Range; Wesk w

07 Aug T007 00:00 t2 14 Aug 3007 10:5T (GMT -0708)

HTMLTbecam — 2]
wiziee-H I
WITHakrky-F l 1
MalBahavoiag § 2
MaliLingsg-C I 1
TrajFujt-cen 2

WMt kp MM ! { I I I WA -H — b
4 » - “ - 8 MG 4 W0 e
Meiiages Hassaged
Irdz_ | Hxport Infa... | Hupert
e ]
Wings Trps Incameng Massager Tufgng Meisagss Tokal Infacted Maggager =
W le - ¥ 52 ™z
WML Thecam 2 [ &7
W Mtk -B 1 [ 3
Mgl Bphy- 05 [ T
Ml Liresg- [ T
TrayFupf-Gan [ T
W taky MM [ H

Irfa... | Daport
[Virus Types Details] U A Mk, BYPELZEZEA -V BIOEEA v
TV OREBBR ERED YA N ACET HERNERINE T, BYE LG
Ay E—VOFEMY A ML, VANVADAFBIOZ DT A NV ATEGE L%
BAYyE—VORBNRFRINET, FFKIC, FEAYE—VDFEMY X MC
X, VANV ADARTB L ORZ DU AV ATEG LT2KE A v ' — VORI LR
SINFET, VANV AOEOFEMIL, [Incoming Messages]. [Outgoing
Messages]. ¥ 721% [Total Infected Messages] 5liZ Y — h T& £,

[TLS Connections] R—

[TLS Connections] ~X—IT1&, A —/VOEZEITHH S5 TLS #5502
RN FRENET, ZOVR—FTIE, TLS #matHALCA—1%
EETLH AL OFEMIZOVWTHRSNET,

[TLS Connections] ~— Y ZfEM+ 2 &, ROBEHREPETEET,
o WEEEEERICLD. &M TLS OEHEIA
o TLS BEfEIiCHI L/ S— b —

[ oL-23080-01-J
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o TLS HElcilEh Lo z/8— hF—
o TLS FEFEICED H 53— hF—
o N— RhF—MNTLS ZMH L= A — /L ORI REE

[TLS Connections] ~— 1%, 2 oD% 7 v a v (FE#ERICHETI 7T 7 L%,
BRORGEEGRICHET L2777 LK) 20N TWET,

7770, B0 1R, 1 B, £ 1 EBICBT S, 2%3%%1(F TLS O =
fban B KO B LS N e WERO E o —RE R SNET, 77 712,
AvE—UORE, BEIn/ B bannwA vyt —T o, )/ KK
L7 TLS Bk A v e — Y oBNEFRENET,

L, BB ENTZA v =V B EZETD FAL VOFHINFERENET,

K RALUNZHOWT, OB, BEINTEAvyE—Y, BLOWE/ KL
72 TLS #it D2 FR TEET, &K AL NTONT, KLh/ B L= Bk o E|
BEFRTHZLEHTEET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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2-28

BEFA-N X2 )Tq B R=D

TLS E#LKR— | : BEER

Thase Range: Doy w
26 Jan 2008 18:00 ta IT Jan 2008 18:10 (AT 0830]

a0
»or |
101
.
o

R0 1200 L2 [ (L pLE LR00
Frlg,., | Expsart..,

Required TLS Comnetions

Dafrain Faslad Suttasghl Faded

W Bherman Infarmatien o 1 o
trenet e ] a o
gy dermenmerks am o 1 o
jrrid v ] L] ]
sakura e ] L] o
sumitarrmsgeld am o 1 o
oLz netil o 1 o
frEarer—— o 1 o

Optienal TLE Contectisn

(el i e rafeje: F0ED W complets

Iscoming TLS Cesasctisas Summary

Comnetion Calegory

B Succeaful - Regiersd Q.0 o
Buceediul « Gptanal 0.5 10

W Faied - TLS Raquired 0.0% o
Faded - Optienal LR ]
Lingncrpphed Conracang LT 1,38
Tetal Connsetions | | 2788

Iscoming TLS Mrasspes Si

Massage Cabagary

TLs Ererypted T% 1
Urrcrypted | . | 3,878
Total Messages Er

ifda... | Eapeet...

ful % & Tetal & w | Tohal Mediagei

a0 4
a0 2
1063, % 1
1063, % 1
a0 1
1063, % 1
a0 a
a0 a

e e e .
2 E e ek

[ oL-23080-01-J
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2-29 TLS B LHR— F . REER

Oulgaing TLS Connections Summary

- Connechion Catagery
—| Sugeediful - Reguied Qb a
4 Suyccassiul - Dpsonal 1000 ”
X4 W Faded - TLE Begquired LR a
= Fadad - Cphignal 0% a

154
) UnenerrEted Confetand Qb a
#q Tatal Conneckions m
" Irdo... | Expart
14
o _ma - - o= n n Bulgaing TLS Messages Summary
1508 it 18 T ] e rm Mprage Cabsgary =
s | Bxpenrt LS Bscrppred LELY 157
Usancrypied ¥R Tk
Tatal Messages 2.8k
T | Exparn
Itsma Daplayed 10+
Rpqured TLS Carnachons  Opbianasl TLE Consstons

Diomasin Faded Sccariil Faled Sccapriel % Connachions | Tobsl Connaclions w  Tokal Matiages
M3 Campin [nformabian o [ o a4 000 & Lo
E-prabemE cam o [ ] & 00.0% 4 F]
wrargioetdr o [ ] 3 00.0% 3 [
Igrdabhett cam o [ ] 3 00.0% 3 ]
haadbschnology e o [ ] F] 00.0% T ]
a-thar adysg o [ [ 1 000 1 1
BCOUETE.COm o [ ] 1 00.0% H 1
avarksc.ch o [ ] 1 00.0% H 1
avl.com.cn o [ ] 1 00.0% H 1
Bmeax som o [ [ 1 I00.0% H 1

Irdg.... | Expart.

[System Capacity] R—

[System Capacity] X—¥ Tl fFEEF=a2—NORX v -, F¥EF2—TH

XL BRG], BZEA v E—Y (B, 1 X, 50 . 27 CPU A

. ORAERID CPU B, A€ ) N—¥ 2T v FIH#RARE AT LAAR O

BRENET,

[System Capacity] <—L &4 2% &, KOERZHE TS £,

o IronPort 77/ 7 AT VAR X ¥ XU T 4 B AT, REDKMEE I
BINT 7T AT 2 APMEN T2 o TR

o F AU T o OMERSRRET D TR E AT S AT DEBOBED b L
R

o BbLEL DY Y—REMHEH LIV AT LOMY (K7 TNy a—T 4 v T %
XHET H720)
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BFEWD IronPort x =2 LT, AvE—0ORICH LTI v 2307 ¢ Nt
THDHI L HMERT D2 ENEETT, BT, BEORBICHE> THFHEMLE
T, WENCE=Z Y 7 LTI, BINF Yy o7 4 EITERELE A T
BICHEHATEET, VAT A Ty N\ T 4 2B 2T RGN FEIL,

IR E, EEXF2—HNOA -V BIOY Y—=2F{T— KDL T
v hNEBHTAZLETT,

e B:MEW OAyE—VEBLIRENTO R ZHENZEETL 2 &R
HETT, REFAICZOT —Z BB LT, EOMMAERIE L ET,
[Incoming Mail] ~¢— 2% & O [Outgoing Mail] ~— P &35 & | RN
WCEZBICE T, M2 OV CiX, [[System Capacity] : [Incoming
Mail]) (P.2-59) # L' [[System Capacity] : [Outgoing Mail]| (P.2-61)
AL TLIEEN,

o MEEXa— FEXa—T. ARAKEBOWE T A NAE Y LT BTV, F
EA -V ORERBEINEAET S, FEEEE) & L ERFShTnE
T LD IEETF=—1F, ATMODPN-o TND VAT AERTHREDIEET
by, B, HEREEX 2 —DON v I 7 v AL, F¥y 0T 4 OfEE R
LW AR H Y 4, [WorkQueue] ~— T &M HT 5 &, {E¥%
Fa—NTAyE—UNEL L EYRMB L MEEX 2 —HNOT 27T 4 E
T4 A BHTE T, FEMIZOW T, [[System Capacity] : [Workqueue]
(P.2-57) #ZHL T EE0,

o UY—REHWE— R : IronPort 7 7T A4 T L ANA—_"—u— RZhd L,
[Resource Conservation Mode| (RCM; U ¥ —ZFifE— K) 12720,
CRITICAL ¥ A7 A 77— "BREFEEINET, ZOF—FiX, 71 X%
REL, RUFLSGORA vV EUITZ DI ICERFINTHET, BE
WD IronPort 777 A 7 Ald, HBEIZ RCM (X725 D TidZel, A—/L&
DIEFIZENBA EITERFITHM L =HAICOH RCM X2 5 0ERH Y
F9, HELRRCM 77— M, VAT LARA—"—a— NI 20h5%
ZEEFLTWVDOARMERS Y £3, U Y —AHifE— FiE, [System
Capacity] <— Y TITBIFCE EH A,

[System Capacity] : [Workqueue]

[Workqueue] ~X—IZid, EEXF 2 —NTA v E—IUREC LI R
(IronPort A/S ARRPE E 7213 T AT LR CHC L7 IERR <) BEREINE
9, 1FERi2 5 1 A FCoRM#EEL R R TEET, B, A —NVEEERBIE
SEEEHABOA R PBI RV AT LA LOAWOEW L RO )5 2i#n 4
DD L ET,
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N

GE)  BIEMNDIFEF oo A v — UM S N AE A . {FEF o — Mo THIRE

ARY 7 TRIORHEPERSHES, Tk, BEERES LRETESS
NIERFEHIC X D MFFOEAZERETE £,

ZOVR= T, FHEHHOEEF 2 —ND X vt —Y0RE LUREBIHOME
(X2 —NORRA vy E—VHbRENET,

[Workqueue] 7' 7 iZBIFHREMD A4 713, EFTH Y, LT D THEME
WY ET, AL 7 ORERERGEGLS 20 REIMIZH > TRKOKRED it
<HBE, Ty T 4 OREE TR LTS AMREERH Y 9, [Workqueue] ~<—
VEMRTLEXE, MEEX2— Ny T v TOHEEAZRE L, 10,000 A >

T UEBIZAEEX 2 — RNy I Ty FICERTHZ ERHER SN E T,
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2-30 [System Capacity] : [Workqueue]

These Rasge: Hour w0
28 Jan 2008 12:15 vo 39 Jan 2008 1317 (AT 0830)

Dt i s rafge: .41 % complets

Secards

coEEXEREEYE

g
5
:
o
E
8

F ]
Irdfg... | Expart.

TR Ty
Y
!

p15. ] {58 -] e (54" 1hos 18

Indg... | Expart.

[System Capacity] : [Incoming Mail]

[Incoming Mail] ~—II2id, EHEHR, SEA vE—V OB, FHA v &—
YA R, BREAE—TVORY A XPNTRENET, ZOREIE, 1R, 1
He THEB, £7203 1 AICHIRTEET, THFOREICK T 2EHEDOA vt —
VEEARA IO ML REHFELTHEL I ENEETT, [Incoming Mail]
N=UERMHT DL REFICA —VEOHMZBH L, AT A F ¥/
TADFBAELTDHIENTEET, HERA-NVT—FLEERETBT7AL
T—HEHEBE LT, FFEDRKRAALAVDPLRY NT—JIZEFEEINDBTA—LD

BO RNV RERRTHZEBHERINET,
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(GE) AEEREEOBINX, LTLLVAT AAWMICEELZ 525D TCEHY £
/Vo
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2-31 [System Capacity] : [Incoming Mail] (1/2 R—2)
Tisse Raspe: Marth [0 daps)
21 Jud DOOT D0:00 ta D) Aug DOOT 19:24 (OMT 0700

Trfe... | Expare

2-32 [System Capacity] : [Incoming Mail] (2/2 R—2)

Infa... | Hapert
Tadal Inceming Mesvsge Sire (Nybes]
[T
pree —
a1 s
g / [ f~
noc i/ v
S IIIII,-' VS
LBG \
LG ¥
0 et _'_,-" ',u
T — - .
FN Y LY [ LB By mA
infa... | Expiet

[System Capacity] : [Outgoing Mail]

[Outgoing Mail] ~—IZiE, BEHEK. BEA v -V ok FHX v E—
CHAR, BREA VORI A XBRENET, TOMRIE. 1R, 1
H., 1 @M., £72131 AICHRTEET, THHOBRRIZBITH2EBHEDOA vtE—
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VEEANRAL IO NV REHRLTEL Z ENEETY, [Outgoing Mail]
R=VEFEAT DL, BRI A — L BOBEMZEHL, AT A F v /30
TADOHBENLTAZENTEET, BEA—N T —F EREHEET — X%k
LT, BEDRAALVETIFZIP T RLADLREINDIETA—NLDOED

Vo RERRTHZEBHERINET,
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System Capaciby
[ Wark gusus | Incoming Ml | Dutgoing Fall | Spsiee Losd | A5]

EXA—NLEFaUTs =42 ~—v N

[System Capacity] : [Outgoing Mail] (1/2 R—2)

Prirtable (FOF)

Thase Ramge: | Marth (30 daps) »
21 Jul T007 000 ke 3 Aug 2007 161N {GMT -0703)

Tetal Detqgaoing Messages

e
18508 -
1308 +

2-34

L ey o
18fa... | Expert

>

L ey o

>

[System Capacity] : [Outgoing Mail] (2/2 R—2)

ot T
3

s | \
m:-l / Il'.ll I|III IIII
NI;- ¥ "|_

[System Capacity] : [System Load]

VAT LA LAR— MZIE, BEEWO IronPort 7 77 A 7 A THOH# CPU
RHARENE T, AsyncOS 1L, 7 K/LRRED CPU Y VY —R&fHHLTA »
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=Y AN—Ty bEMEXEDS X ICREILINTWET, CPU EHENE
KTH, BFLBVRAT A Ty T 4 OfEEZTRTOITTIEHY /A,
CPUHRENEL . 2OEARY 2—LbDAEY X—2 ZU S LU IREAET S
BE, ¥V T 4 OBBEOFREENRSH Y £, ZO_N—=I T, A—/LALEE,
ANRLBIORTANA =Py LiR—h, BLXORKER LS SESEREIEIC
rXoTEHENS CPUDEEF T DT T 7 HnENE T, MEER CPU 07
T, VAT AETRLEL DY Y —AFEMATAEOEEE RS RWEET
T TTIFA T ADREIENVNERIBES, 2075 71, H%2LFT 1 &—7 1
LD LB ERE A2 HIBr T2 DITR S B £ 7,

AEY N=P RT Yy ELT DT T TNE, VAT ACEDT A AT ~DR—T
TN 2R LET,
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2-35 [System Capacity] : [System Load]
Tiser Raseges | March (30 daps)

21 Jul TOOT (0:00 ta DY Aug D07 16:08 [OMT 0708

L ey oA
1nfa... | Expert

AEY R=U RADYEVHICEATIEIESEE

VAT AT, B AEY EAY T HEIICERF SN TWDHDOT, —HO
AEY AU U TIFRIVEDILDOTHY, TTI7A4T U AOMEEZRT B
DOTEHYETA, VAT EANEIZEHRY 2a—LDAEFY AT v EL T EITH
BALMME, AV R EUITIEFTHY . BIVEIEEHTT i
CCL150/160 775 A4 7 v ZADBA), 1-& 2%, 2-36 12, HARY 2— LD A
T AT U T BT VAT LERLET, X7 4 —~v A& n L&Y
HIZ1E. Ry MU= IronPort 7 77 A 7 v A& BIMNT D0, REZTFEL
T, RRKDAN—T"y NEFERT DI ENMEREELH Y 7,
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2-36 [System Capacity] : [System Load] (BEFHDOSRTL)
System Capacity e hedrave qun

16 g ST B o T e 1T L T

EEERANEE

FAFTRRANATT
|
|

s E¥

EEEREERR

FAFFRRIRRRD

aE¥

[System Capacity] : [All]

[Al] 2=V TlE, THETOTRTDOIRAT L F4 0 F 4 LR— 2B
NR=VIIHAEL, 3 FSFR LA — N LOBEFRERRTLIZENTEET, =
LI, WERAEY AT ORAELFERPIZA vE—Y Fa—REHN
TEERMERTEET, ZhE. ¥ T 4 OREDOKETH D AREMENH Y E
T, TON—T% PDF & LTIRIFL, BTEMT L7200 (FiFEHFR—F &
BT EIEFTHEDIL) VATA RT A= ADAF v T ay N ERLE
THZENHERINET,

[System Status] X—

[System Status] X—IZiE, VAT LDTRTOUTIVHE A L A—LEBLN
DNS 7277 4 BT 4 OFMNEREINE T, TrIndEHRIL, CLI T status
detail 2 < FB X WNdnsstatus I~ FEZEH L TCAFTEAEREFLT
7, status detail 2= > FOZEMICHOWTIE, 4 6 3 ICLIIC L AEHEB LOE
=2V O TFEMREFA—N AT =X ADE=Z Y 7] ZBRLTL
72 &\, dnsstatus I~ ROFEMIZOW T, [AED IDNS AT —H A DR

Rl BBRLTIESN,
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[System Status] ~~—<"i%, [System Status]. [Gauges]. [Rates]. ¥ L
[Counters] ® 4 DD& 7 v a vV THEKINET,

[System Status]

[System Status] & 7 > = »/IZi%, [Mail System Status] 3 & O [Version
Information] 23/R Z L E T,

[Mail System Status]

[Mail System Status] &2 ¥ = Zi%, ROFEERNEENET,

o VAT L AT LA (VAT H AT —HADFEMIONTIE, (AT —#
A (P2-14) =&ML T 7ZEW),

o AT — X ANHIE I N TR AKEEL,

o TTFIATUVADT v T HA L,

o VATLANDERLBEWAvE—Y (BEHICELEF2—IZ A TWNRNAY
ﬂzh—f/\‘%)/él\@)o

[Version Information]

[Version Information] = 7 3+ 2 2%, ROEEBREENE T,
e Cisco IronPort 7 75 A4 7 2 ADET V4,

o AU APM—=AENTWD IronPort AsyncOS A XL —F 4 7 VAT LD
N— g EENVRNH,

e TIronPort AsyncOS XL —F 4 7 VAT LADA A F—/LH,
o EHEEDI AT ADLY T AER,

Z OfE#Hi%. IronPort Customer Support (ZfiWGHE DL EITEIL L ET
(ITronPort Customer Support| (P.1-7) #Z&M),
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2-37 [System Status]
Madl System Status Version Information
Systern Status: Ondine Mudel: 600
Status as of! 36 Oct 2006 09:15 (GMT -0704) Operabing System: 5.0.0-132
Up Since: 26 Ot 2006 23218 (GMT -0700) Buwild Date; 24 Ot 2006 00:00 [GMT -0700)
(9h 53 J68) Install Date: 25 Oct 2006 23:20 (GMT -0700)

Oldest Message: 3 days 23 mins 40 secs

Serial Number: 00000000000 - X000

[Gauges]

[Gauges] IZ1X, WO LI IZF 2—BLOYY V=R EHAFIZONVTRENET,

[Mail Processing Queue]
[Active Recipients in Queue]
[Queue Space]

[CPU Utilization]

A=V =R 0z TTT74T AL, AsyncOS 7 uat ARNHEE L TWD
CPU %M L E*+, CASE L. IronPort 7> F AR h AF vy =P
BLOUANWRAEYT 4NV F T R EEBOT AT 225 B LET,

[General Resource Utilization]

[Logging Disk Utilization]
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2-38

Gauges

[Gauges]

EXA—NLEFaUTs =42 ~—v N

Mal Processing Queus

Currant [ncorming Connections 24
Currant Qulgomg Conneckions 34

Ative MEssages in Work Quayse B0
Active MeEssages in Quaranting 20,7k
Active Destinabicn Objects in Mamicey 11,7k

Bctive Recipients in Queus

Urattempeed 8,611
artermpeed 28

Tolal Aclive Recipienls: B,639 |

Quaue Space Used by Quaraniing S36957E
Tobal Queus Space Used 520898
Tobal Queue Ubihzakion 0.8%

CPU Uahzatan
Hail Galeway Agphance 47.0%
Symantes Brightmail Anb-Spam 0.0%
Anki-iras 5.0%
Canlexl Adapbve Scanmng Engine [CASE) 47.0%
Total CPU Utlization:  99.0%

General Resource Utilization

RAM Liilizatian 0.0%
Disk [0 Lilizatian 14.0%

Logging Drisk Utilization
Logging Disk LEilizatian 8.0%
Logging Disk Available | 1505

[Rates]

[Rates] £ 27 2 3 /1TiE, ROZEFICHTDLEENRENET,

¢ [Mail Handling Rates]
¢ [Completion Rates]

[ oL-23080-01-J
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[Counters]

2-39 [Rates]
Rates (Fwents per Hour)
Mal Hamdhrng Pales Event Type L=Mirndea SeManules 15-Minubes
Becayeng | Mescapes Recenved 28,6k 27.8k 28.2k
Recpens Receved 1.3k 464k 46.6k
Queus | Scll Bounce Evenls 857 754 791
Completed Racipiants | Mard Bounce Racipeents n: Jom a4
Celivarad Racipsants 23,3k 24.7k 25,9k
Taotal Campleted Reciplents: 1.5k 328k 6.3k

AT AREERAORBEEFA N =XV T o E BV N L, B
TUEDORE Y NARERRTHZENTEET, Uy ME, VAT A
HIUEBIORAAL L ZEDHI T ZICHEBLEY, Viy MI, BRITAY
Va— WIEHETIREX2—HNOA vE—COh T U XITIIHELEEA,

BHE SN —TERIIAN—F TNA—T BT 22— Th T S DI,
Ao E )y FTEET, AN ZTA—FNTERLEZ2—Y 7H oo b
T, Ay E&E) -ty hTEEHEA, IOV TE, T2—F DB
(P.8-333) &ML T &,

B E &Yy 5L, [Reset Counters] 227 U v 27 LET, ZORE
1. CLI @ resetcounters 2~ R & [EREDHEREZ TR L 9, FEMIIZ OV T
W, (B ANV E=XV T o200y b (P6-262) #28RLTLE
S,

¢ [Mail Handling Events]
e [Completion Events]

e [Domain Key Events]

e [DNS Status]
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2-40 [Counters]
Lasi Counter Resel:  Newver &
Mal Hamlling Evenls Evernl Typa Reel Uplima Ldalema
Receving | Mescages Recsrved 17.4M 234,55k 17.4M
Recpents Recerved 33.6M 409.4k 33.6M
Gaperated Bownce Recmeanis 98,1k 10,6k 99,1k
Fejection | Rejecied Recpments 10.4- 114.3k 10.4M
Dropped Messages 78Tk 2,492 787k
Queue | Sofl Baunce Evenis 293.1k 9,251 B93.1k
| competongvente
Hard Baunce Recipeenls | DNS Hard Bounces 1,155 114 1,155
5¥ Hard Bownces 535.5k 5,534 535.5k
Expired Hard Boaunces 7B.8k i 78.8k
Filter Hard Baunces +] -] -]
Other Hard Bouwnceas +] -] -]
Tatal Hard Bounces: £15.5k 5,649 6155k
Deleted | Deleted Recipients 14.4M 1224k 14.4M
Glakal Unsuhserihe Hits o 1] 1]
Defivered | Delivered Resspienes 2300 r43.9k 23.0M
Tolal Completed Recipienls: 38.0M 3719k 38.0H
Sagried Mescages | Sxygned Mescages Daliverad ] a a
DNS Status | DNS Requests 55.4H 575.5k 55.4M
MNetwork Requests 55.8H 567.5k 55.8M
Cache Hits 53.AH 6.2M 534.4M
Cache Misges 248.2H 2.6M 248.2M
iCache Excaplhions .6 70,0k B.6M
iCacha Expired 1.2 2,763 1.2M

CSV T—2 DHF

BT A— N X2 YT 0 T=F TR T 7OERICHER ST — &I,
CSVIERTHATEE T, CSVF—FIZT 7 RT3 HEF, kD2 5T,

o BFA—NIZED CSV UR—POEME, B A—NLTRIESND., £20T
T—=HhA TIN5 CSV LAR— bR TEET, ZORELET BT
A= X2 VT 4 F=2F NV FIRSNDERITET DM LR — b

EREETDHHEA.

FRENE R Y T —2ICT 7B ATE RV 2=V

CSV 7= 254 256 ITEM T,

[ oL-23080-01-J
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Comma-Separated Value (CSV; 7 v <=XEJV) LAR—k XA 71X, A7

Va—VERESNELFR— MOREXT X E2EL ASCIL 7% A~ 77 A4
NTT, & CSV 77 A4 MZIE, K 100172850502 NTEET, L

A— MIBEOBBEOERNEEN %G, FRICH L THED CSV 7 7 A
APMERSNET, B—DLHR— FOEEHD CSV 7 7 A /ViE, B—0 zip
T ANVCEMENT, T—IAT 77 A NVDRGEFT T a v 2B+ 5
2, fEABOBTF AL A v =PI ENTETFA— L TRIESNET,
AV a— VRESNZVR—MERZIZA T~ K LAR— hOZEMICH
WTIE, TvAR—=7 ¢ 7 o2 (P2-74) #Z2RL T EEW,

e HTTPIZELEB CSV 77 ANVDEIE, ETA— N X2V T 0 =i
TR 7 7OERICHER ST — %1%, HTTP 2 L TG T £
T, ZORMEFEE, oY — LV EHERAL T — X OFEMONT 2T 5T
EDOZHIHENBLET, ZE2E, RNLT—20FXyra— R, U B
FOMD T AT A TORREREZITOBEAZ VT ML ST, T—HX D
BraEfbTEET,

BE70tRI2kB CSV T—2 DMG

VL5 HTTP 7 =V — %K b ARG ICEET 5 Hikid, HEREEOT —#
ERFTHLELIICEF AN X2 VT 4 F=F X—VD 12K ETDHI L
T9, WIZ, [Export] V7 2ab—T&E+, “hn¥vru—KURL T

T, 2OXICT—FEGEHBL LSS, £V 22— K URL NO/XT A —
AEEEL, ZELARAWZ ENEETT (T2 H),

Zvrrm—RKURL iZz2— M b0 T, (GEY7Z HTTP #7BiE2H L T) [
L7V —%FfTL, FOT—% v 2B TE D427V 7 M=
P—T&Fd, Z2DRAZ Y FTIL, Basic HTTP #BiE £ 72137 v ¥ —3BAE &
AT&FEd, BBV e ATCSV FT—4 2B T254 1., ROFHIIEET
LMENRDHY ET,

* URL O FAIHRCE Y 2 RGO GHE 1R, 1 B, 1ERZRE).
URL Z=abt'—LTl#E 1l Hl O CSVF—4 &ty h&BRETHA, 20
URL 2T % & 1213, URL OfFEERNS NHE 1 B 2858 L
THOHLNT —F by MERMG L £, RO BRI S, CSV
72V —=3FH (2L xiX date_range:current_day) WCRRENET,

o T—H vy DT 4NE ) UTBIOGHEOELINEN, 7 4 N F IIRERS
n, 72 —XXFINZERRINET, LR—FTIX, 740X FIFEALERE
AanEtdhi, 1 20l LTE, VANVAEAELR— MBS [Fa—
Nufa—hn) BERLIZ ZRETFONET,
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URL OH% > 7L

EXA—NLEFaUTs =42 ~—v N

e CVS #vurm— KT, BRLAEBMEEIZOWTERADT —F DT T
DITHRIEINET,

e CSVTIE, A4 LAX U TELOF—THERINZENOT —X DITHIK
SINET, ATV RU— TV r—va v affT2572E8 0T, BilE
DAT > FTTEIZY— FTEXFET,

o FHDOITIZIE., VAR— MIREINDIERAIZ—BT DI T LAHE LG EN
TWET, A 2220 T (x4 L1227 (P2-73) #5) BLO
F— (I%—) (P2-74) #BMR) LFRENET,

http://example.com/monitor/content filters?format=csv&sort col ss 0 0 0=M
AIL CONTENT FILTER INCOMINGRECIPIENTS MATCHED&section=ss_
0 0 _O&date range=current_day&sort order ss 0 0 O=desc&report def id=mg
a_content filters

Basic HTTP &25EY LTV ¥ v ILMiEM

2714IVER

BALREVT

URL T Basic HTTP #EE 7 L F o o ¥ VAR ET A6 2 IR LE T,

http://example.com/monitor/
IO L DI £,

http://username:password@example.com/monitor/

Fora—REnNb77AMECSVERTHY ., 77 A NWIEETIE .csv TT,
TrANVRHEUIE, TV D T ANLTHY, LR— NOAFNTHEEY
LiIR—bDEBT Va1,

T=HDA LY =T HEITHTT AR— ML, SITORRM TRIE 2o\ T
BRIGZ A DAZ L TB LK T EA LARAZ TR RENET, 2 EEOBESZ A
DA TBIOET A LAL2 7 BEFES LA 5 3055
X)) NiRtahEd, ¥4 22X A X GMT Bffc4, Zhicky, 777
AT VAP EEORMTICH H5E. e 7 OERNBREZ IR £T,

[ oL-23080-01-J
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N LR—Fs F0BE

HFEVRNZETTN, T—2NROY —ADT—% L~v—T INDHEAEITIE.
T AR—=F Z7ANIEA DAZ L TIIEERE A, 22X UALA
RAEOFHMOT 7 2K — h T, LR— F®F—4# L Threat Operations Center
(TOC) T—EBw—V N, A LAZ U TRAREYNZD 3, Zid, B
FREBSIFTE L2 TF,

;F_
Vﬁ—%ﬁ%~ﬁ%%éhﬁw%éf%of%\l7xﬁ~bﬁﬁ\Vﬁ—%
TN F—NEENET, F—DERINDE LiR— MIERENDFE
IR T AR L E L THEMAISET, %ﬂu%@ia/\b . TkeyOJ. Tkeyl]
REOH T ARHBLAERSNET,

RArY=325
KD AR—FTE, 7—F %7 TA T MIAMNI—I I TRLE

T IhiE. T — &;75}#% WCREWAREERH S0 HTY, L, —#Hox
JAR—=FITIE, ANV =07 FT—=FTiER<#ERty MEKREZIRLET,
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3-4 (ve—Y FSYRVT VT —ORR

[ ibess per page [EE|

Besplirying L = 368 3 deri

1 1% A 00T 13:55:41 (AMT LP00) 13 elray.mun [17519,0.11) Sherw Dtnits BF
pareth B amak gom
ra@mad.n
Test?
M

2 OL% A 20T 130400 (AMT £000) ey [1FL19,0.11] _——
parreth B amak gom
JeEhmo @ Fonpstcem
Tests
M

313 Aug 3007 13:43:08 (AMT L0 18 elray.ru [17519,0.11) Sherw Dtaiks B
pareth B amak gom
ra@mad.an
Test remssage
M

Displwying L — 3 of J bame.

ATy T 3 WEINATOHED [Items per page] 7 « —/V RITIHE SN /-fE% ERIS &, Zh
LOFRITEBR—VItbleo TRRINET, X—VHMEBTTHITE, U R
O ESMELIITHICHEIN—VFEZEI Y v 7 LET,

ATv7 4 REIELT, HLOVBREEEZANT D IRV mREeRELL, 720 —

EHFITLET, HDIWE ROHEDOHIIZHE- T, Rty FEKVALZ &
WL VBRREHEEILT Db TEET,
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W gr/T)—0%FTF

ERty FOKYAH

) —ZFETTH L, MRty NIREU EOFERPEENLTNDLZLNRHY
FT, LW —Z2ERLRSTH, THOEEZ2Z Vv 7 LTHRE Y b &
ROIRDES, BE7 Yy 7 TDE ZONRTA—ZENBEROSEMEL L TE
ShET, L2 7o) —fRICEEDOAMNDORA vy =Y BREEN TV
B ATADREDO AN Z 2 Y v 27 LT, TORAMICRZESNIZA v =V 2T %
KRTEET,

fiRtE Y P A IALIZIE, ROFIEZETLET,

ATFyFT 1 FELTENTAHED LIZh— Y V2B LET, EREATHRFARSINE

D
WO A —HfEEFER LT, MEEEHRLTEET,
— HAF LI
— Message ID (MID; A »&— ID)
- EEHFO—TA4
- EEEDORRAA
- ZEHFO—T4

- ZEEORAL
- AvE—YOMALT
RFvF 2 fE\E7Y v LT, BRERMELLET,

[Results] 27 g /2, D7 =V — "5 A—=2 LBINL 728 LWEARIC
—HT DA vE—VURERENET,

RFYT 3 REGLT, HRENOMOMEE S Y v LT, ML S bICHELLET,
S

GE) 7=V —FMEHIRT I, [Clear] RZ %27 Y v 7 L, HLWE
ToX T ) —%FEITLET,
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FSwx T o) —HEIZTDOT

(E)

Foodr 7 7 —FERIE, Ny T s —ITHRESI NI AR
BTH5T_XRTCOAvE—UR—-EINET, [Message Event] &7 3 v %R
&, H7 Y —ZMF TAND) HEFTBEMSHES, MRty FADOA Y
=k, Zbd TAND) &2 T TRz TRERH Y £3, 2L 21X,
TR —FEEFIL T THEY, AL T CTHREDIZEERETH L, 7
U—i%, WMEFOEGEHLZT Ay =V TERELET,

Aye—T T LT, AT/, REE. XEEHE. 4. BEORE, BIO
IronPort Message ID (MID; A v & — ID) BNFERENET, # vE—V 0
MEMERTT DL, KA v E®—0 [Show Details] V27 %227 U v 7 LE
o FEMIZOWTIE, X vy B—U 0] (P3-91) 23RLTIEIN,

X2 VT4 EHT T TAT o ANPBIE, H&HO 10,000 TETOT —F NIRES
NET, THUBEOLa— Ry 7 82T 251203, 7=V —ZWEL T, HLn
7 ) —&FTLTIIEE,

Fyt—S DA

Ay —=U Ny L RO L HxDEF A=V Ay —VICHT S
PP 2 RoR T 5121%, [Show Details] Y > 27 %227 U v 7 LET, Avk—¥
DFMERARLIEFH LT UV v o FURREET,

[ oL-23080-01-J
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W rSuxoyd sTU—RECONT

3-5 A yt—T DM

Message Tracking

Message Detaads
Envelope and Hoador Semenary

Recerved Tiet: | 14 Aug 2007 10:33:00 (ST «3550)

MDD | 18
Message Sive: | 1369 [Sye)
Subgect: | Testl

Ervelepe Sarder: | jsrmth@amih.com
Envelops Respients: | jeeBrmad.oe
Message 1D Header: | DOOOOLETdeals X341 1005451 fblafirenpartayalemd.com
IrenPart Host: | elrey.run [172.19.0.11)
EMTF Auth User D: | WA

Ravares DNF Mogtrama: | Hone (unvended]
I Address: | 10.351.30.172
FIAF Foore: | Wone
Procesuing Dotsds

seall, BELIEY “DEFAULT waTCHES TRl RECIFENTE josBmailgs
b g 3007 B1:30:03 (GMT -0700)  Meseags L0 matchad par-recpsnt policy DEFALAT for inbound mad poboess.
18 Aug 200T 11:35:02 (OMT -0003)  Message L0 procekeed by At Spam engne CASE vender: defniely regatiee
bl Aug 00T L1:E0:03 (GMT -0700)  Meseage L0 procesoed by Ant-virus @ ngene Fophos. WYendet: CLEAN
18 Aug 200T 11:35:02 (OMT -0003) | Vi dtan verthel: negatnve fer 10
b Ruyg 3007 B1:30:03 (GMT -0700)  Msseags L0 qususd for delraey.
14 Aug 2007 11:35:02 (ONT -0703)  Message processing complebe. [CI1D 0) Meisage 10 10 fe@malas unirawn,
b g 00T 11:30:03 (GMT -0700)  Messags L0 bo joa@mad.gn recerved remcte SHTP repones denul,

A =V OFMIZIL, [Envelope and Header Summary]. [Sending Host
Summary] ¥ & O [Processing Details] D& 27 > a UBNEFENET,

[Envelope and Header Summary]

DB Va i, R TR EESCZEERE, Avk—YDxT
NRo—F b~y X—OFRNFRENET, WETHHFRIIKOLED T
?—0

[Received Time] : BT A — N EFXa VT 4 TTIAT VAN A =V %k
ZAE U 7o IRefH],

[MID] : IronPort A v &— 1D,

[Subject] : A v E&—TDMHATT,

A =V LB e WE . £721E IronPort F %)‘—/I/-XZ%:.)T4 7
TFIGAT AR T Ty A NVIHAITETIRT DR OICREI N TR
BE. T yx o IRERNOM4TTIE T(No Subject)] EWHEIZARD Z &
NHY ET,

o~ X —a X 745X 512 %%—1»?%;)74 TTIAT
AEBRETHHEOFHEMZONTIE, B 58 aX 7 22 LTEs
A

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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[Envelope Sender] : SMTP = _u—7FHNOEFEHEDT KLA,
[Envelope Recipients] : SMTP =R —7HNOZFEEHEDT KL A,

[Message ID Header] : & T A —/b A v E—T % —BIZHBIT 5
Message-ID:] ~» ¥ —, Ay EB—UREIN/ERIND & EITHASN
£, Message-ID:] ~v & —i%, FFEDA v —VERBT DKL
OHENH Y F T,

[SMTP Auth User ID] : 2{5# 2 SMTP f8FF2EH L TEF A — LV EERF L

f;ﬁl:l N SMTP Tum nﬁéhf_ f{m%@:’-“ﬂ‘}j‘% %ﬂu%@iﬂ{:\ \_@1§
[N/A] 12720 £,

[Sending Host Summary]

[Processing Details]

[Reverse DNS Hostname] : #£EJ0A A FOKRZ M4, U s3—Z DNS
(PTR) Vw7 7 v 7 THREAESNET,

[IP Address] : iZfEEH A D IP 7 KL A,

[SBRS Score] : SenderBase #Fffi 2 =27, #FHIX, 10 (Hi‘bﬁ?ﬁ’(% 550
F) ~-10 (AL ANLEGFE) T, 127i)> [None] D&, D

Ay — VPRI NI RAIZBNT, ZOKRA R E@‘ﬁ“éfﬁiﬁf)ﬂ“f L7
MmoleZ L EEWRLET,

ORI ValiF, AvE—VONBERIIaX S ENEEEIERA
F—HB A AR SPRFRENET,

TRV, A=V RV —DBE (T U FANRA AFy R8T T U
ANAZ AF YL E) LA vEB—UNEREOMD A X MIBET D IER,
BIORarsoYERIIAvE—Y TANARICE > TEMEND T AH A
o/ o NINRNEENET,

Ay —VUNEMEINZGE, BECHMNZ ZITERINET,

B INTHBHOA N2 M, LAEHOFEMAN THRFARRINET,

[ oL-23080-01-J
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= CHAPTER I

LT, AvE—VEREL, LT LHDIMEHIND RS = —F 721X
UARY b TT, IronPort AsyncOS Tid, FEELEFIREDOA v -V % 2
HOBE (125 5] & TMronPort A234]) DI BLOWTRNITAND Z &M
T&EET,

BETY T7HOA =13, REZEFIIHIBRATE £, B, Ek. &
T, BLOHIBTE 4, WEQIZ2—V 2B bhET, ThEnokE
OARFEFRRLIZD, BEZ) THRICEED A v —U R0 B LD,
A=V Oav—%EELEY TEET,

ZOEIX, WONKFTHERINTWET,
o BEOME| (P.4-95)

o (VST 4N a—WF A2 —T x4 A (GUI) ZHEHLIZY AT LHED
EH | (P.4-98)

o [V AT ABEND A v —20HE] (P4-105)
o [IronPort A/ N AMREMREOR T (P.4-120)
e =7V R LTy VA NDORHA] (P4-147)

REDHE

A= IronPort 7 794 T Rk o TR ENA L &, SE8EhT
JrvarvniEHENET, TR A veE—TICEAINTEY . ARNAERIX
TANVARIRNINA v E—URAF YIS, UANVREYET ¢ )V X BEREIC
EoTAYE—VRAFY L ENEV LET, INHDOT 7 a ik, #E
WS> TA Y=V BETEET,

[ oL-23080-01-J
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E4E  BE |

N zzof=

BREDES

IronPort A/ X AL, =2 R 22—V DOANRLELITZFDERNDOHD A v
- UERETLHLDIEA SN AR RFEEORE T, = F 22— X
A= 2—HFDZ & THY ., AsyncOS DINHBIZIFIEL £, IronPort A /S Ak
I a — B ZERE L, IronPort 7 794 7 A BICEE T x4, £7-.
A= &SRO IronPort AN ABIEIZIEE LT, BD TronPort 777 4 7
VA RIZRETHZ L b TEET, IronPort A/ XARFEIZIE, AsyncOS FHLF
BLO= L F 22— (AsyncOS =—H¥TERW) OELLNHLHET 7 EATE
£7

VAT LR (FION—Ta U BERERL) X, AsyncOS IZ X o THEEI
LEFSERTIvay (FANEV T TUFIALNLA ARy, AL
ABYPT 4 VR E) WZHEANWTA v =V EET -0 S ET,

AT LIRE

WE., AvE—VET7A4NE Ty ailio TV AT ABEICANONET,
IBIT, UANVREG T 4 VABEEEIZ LD . AR5 A & —1F Outbreak #iE
WCREINET, VAT IREIL, A vy e—U2HEBINICAET S X ) ICERES
NTWET, 2FD, AvE—UF FEEOMEOHKE GERIZ OV TIL,
[V 2T AREDOHKE] (P4-99) 25M) ISV CEME R ITHIBRENE T,
HElfbsh7z 7 ek 2offic, fESza—) (XA —E8E, NS
FH. IEBEM 72 &) PRESNTENEZHER L, & A v —T 0k, HikR, £
FIda e —0REEZFEITILHELTEET, Iz A =21, AL
ANER SN TWVRNDAF Y U ENET (FOKHEDA—IL KU —IZk L
TT YT IANANAL F—=T N2> TWDBER),

VAT ARREIR, ROBMICE L TWET,

o RYT—0OFEN : A vE—UNEME I NDENIC, NN E 2 IXIEB SR
FNHICARR R BEROCMEFERP S EN TRV HER L E T,

e VirusBifZE : 7o FTUANRA AF ¥ TVl Lo>TAF Y U RATHE
=7 INTEA =Y (FTREEERA v UG R v — T L)
PIRELET,
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| 4% &%

N

GE)

paogs B

o UANAEYET 4 VAIERED T2 DFMEOIRME © T AV RYEHBEIE T 4 L&
WHRICK ST 77 BRESNTND Ay E—VE, UANA T v 7T —
FRY U —=ZRENDETHRELET, VA NVAELRET (L HEREOFEMIZ S
WX, [Cisco IronPort AsyncOS for Email Configuration Guidel
['Virus Outbreak Filters] ZZM L T 7230,

IronPort 7 7 A4 7 2 AIZiE., T4 B AESN TV AERISIE L TW L OOk
JENERNCRESNET, B, Policy BiEIX, 714 B AR RIT 7 41
N CERENE T,

e Outbreak : VA VAEGT 4 VEAREIZ L > THEH S 2RETT, AL
AREGe T 4V EBERE T A B A F—PAEIME SN TV DG A ITER S VE
ﬁ-o

e Virus: 7o FUANA DNk THRASNIHBETT, 7ToF UL
WA TARYA F=DEIMEEN TN DIHEEITER I NVET,

e Policy : T 74/ FOBETYT (e 2IiE, HBELELTIA Vv E—V%
ST A DI ORERFERALET).,

FOMOIEZEIM, EH, HIBRT 2 FEOFEMC WL, 777 1 v
=Y =T A (GUD) ZHALIEVAT AREOER] (P.4-98) %
ZHRLTLZE0,

VAT AR T DT 7 A8 L OHEIZIL, Graphical User Interface

GUL, 7o 740N 22— 4 X —7 x4 A) F7-1% Command Line Interface
(CLI; a~> KI9A4 > £ H—T x4 A) O quarantineconfig 2~ K&
LET,

VAT LK O Command Line Interface (CLI; =<2 K74 A H—T =
A A) TiX. GUI T A AlRERBERED — ARtk &£ (T Cisco IronPort
AsyncOS CLI Reference Guidell % %),

IronPort A /\LI&E

AsyncOS X, ANXLBLRZDOEVWDOH D L D% IronPort A /S AEIZAET
LHEICHRETEET, £, ARLBLIOEORVOH L A v E—VURHRES
Nl lrma—WIC@AT 28T A—NVEEETDLILIC, VAT LERETD
ZELTEEY, ZomaciE, IronPort AN ARYEIZHIEA > TNDE DL —
PFHOA =V OBEKINEGENET, 2—FlL, AvE—VZHERL, T b
RO OZERICEET S0, THLE BHIBRT 2 hE2RETEET, . HBE

[ oL-23080-01-J
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B 557402 108—Tx4R (GUI) ZBALELRATLARENEE

ENTWDEAyE—V2RERKXTIHZLLTEET, ==X Zo@EMEFH
LTCHEIZT 7 8ATEETN, Web 7 7 UV OEET 7 ®8ATHZELT
TFET (ZOHAIFRAERLETT, (=2 R 2—FRE~DT 7 EADHRIE]
(P.4-128) &),

VAT AE, BRAYTFUATLHREOICHRETEET, 2FEV ., REDOAS—
AEFENRIT Z RV E 21, EHHIZ ITronPort A/ S AREND A — /L%
HEhHIBR L £ 7, IronPort AN AT, =0 F 2—PHEDOARLB L OED
SBVOHDHA -V ERETLIEEENE L THEASRET,

IronPort A X AHEDOZERIZ DWW TIE, [TronPort AN AREND A v &— 0
EHL (P4-144) 2SR LT,

G5224hN 21— L28—Tx/(4R (GUI) %
FERALEORATLBREDER

Graphical User Interface (GUIL, 77 7 4 iV a2—HF L o H—T (X)) ITrn
A~ L., [Monitor] # 7% 27 Vv 7 LET (GULIZT 7 & AT 5 HEDOFEMIZD
WX, [Cisco IronPort AsyncOS for Email Configuration Guidel @
lOverview] #ZML T2 &), EMlD A =2 —0D [Quarantines] 2 =3
WIZ# % [Quarantines] Vv 7 %27V » 7 LET,

41 [Quarantines] R—
Quarantines

Cuarantine Mrssages Default Actian Sratus Settings
' - - aa |
[ranPart Spam Cuarantine & 0 | Retain 14 daye then Delets — Exhik
Citbreak ) I—
. ' ; Q| Retain 12 hours Lhen Releace — Exit
[Manage by Rule Summary] % Ful
Palicy 0 | Retain 10 days then Release I—' Edit
Wirus * 0 Regain 30 days then Delete W Edit
"o
This Quaranting cannat be usad unt! the related sacurily sénvice is anablad.

[Quarantines] ~—IZix, TRTOBRFICHONT, TRENIHEE SN TNS
AvbE—=UOM, T7ANN T vary (REHE. BLXOZEOROHIBRE
WSROI T 7 a V), HRARREDEENFRENET, FHE (A X,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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| 4% &%

FS5o4hLa—4 L08—Tx4X (GUI) #FEALEATLEEOEE A

R, T4V T vay, A—R_"—Tu— Xy —TUONIGE, B
JORZEICEEMST O TWD2—H) X, [Bdit] Vo7 2FH L CRETEE
T GEHICOWTIE, [V AT ABEDORE] (P.4-99) #2R LT ZEWN),
Fo, BE#ETLIEX2Y T 4 =B R (Virus REOHEHIET VF I A LA A
X v >, Outbreak BIEDBBIZIT AN ARG T 4 LV F) DA FZ—TNIZENT
WD E DD, BRIEONENBEFEATRENE I 0/ E, RIEOAT—X 2}
RRINET,

7T TAT A LT IronPort A/NARIENR A R —T AT STV DAL,
IronPort A/ XABELHRED Y A MIRRENDZ EICHERLTLLEZN, 20
BEIImy R 2—VRE T, =2 F 2—VPRIEOMHE A FIEOFEMIC W TIL,
MronPort A/ N AREHREDRE] (P4-120) #ZML TS EE W,

VAT LIREDRE

Mg ICiE, BMERCICESOTA v — V04 5 BEL S 7 o 2350
HPIAENTWET, BEOH* OEELZIET 272DIC, BHORENEH I
FT (AX=REFY YT, REHH, 77V N T var, A—N—Tmr—

Avt—V, BLOa—V), REEZAE LLAEIL, [Submit] R¥ %7 U v
7 L, LIS U TAMEAIRE/R 2 A R & BN L, [Commit Changes] %7 U v
J L TERZRFLET,

VAT LBRERDAR—ADEIYHT

AT AREIL TronPort 7 7T A4 7 v ABAKRICER SN A DT, VAT LE
WA TE 2 AR=RIIRONET, B LW I ATRE 7 A~ — A3,
[Manage Quarantines] X—VICR R SNET, REZV T O A IHRED B TH
NTNHRAR—=RIETHE, A vE—J3ET Y 72 5mEINICHIR S L E
T FRMICOWTIE, [T AT ABEDORE] (P4-99) 2L T EI,

® 441 IronPort 7 754 7 VA L CREIZERATRELRAR—R

IronPort 7 754 7R |fefElE DA IVARRBRET 4 IILE DOREEE
X1050/1060/1070 10 GB 3GB

C650/660/670 10 GB 3 GB

C350/360/370 4 GB 2 GB

C150/160 2.5GB 1 GB

[ oL-23080-01-J
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RFHRE

* A NAEYT ANV EEREE T A B A LTS A DB AN —R
1 DOWED /N A X% 250 MB T,

BEMMEIE, A=V REx ) THICEETARBORE ST, g
THNDOA =, ZORGHENIRATLIE, T4 Tr7vay (IF
AN T ar] (P4-100) 2SR NREITINET, HA v E—IJITE,
ENENVMAOF BB H Y | BEDO U A MIEREINET,

Ay —UiE, A—NVEHE (Fi3oa—9) Lo TRETREIND

M, BEICERE SNV A ZHIRICELRWIRY . FBE SN -HMARET 5 £
THREINET @FOHREIN), A XHIRICETDE, HA =0
LA INET (REIOHIREIN), METY 7 OV A X8 A X RATHIZE
LET, HFEAYvE—VICHLTCT 74 T2 aryRETENET, ZOR
Y > —i&, First In First Out (FIFO; e AN EH L) TF, E=V T O A X
HIBR DS EHFEDOZEMIZ O T, [V AT AEOER] (P.4-102) #HHR L
TLEEWN,

A=V OFHRIL, FFEBREDO U X ST [Select Action] A = = —%ff
ALTCELED EESHED) ZENRTEET, AvE—YOAMHIREESE
22 LF, ATV a—VENEESHREBLX THREZ) THORED A vt —
VERFRTAOMERDLDGEIIHRNLLET (X, BEHENRA vE—VEk
BT HREMEZFER LY, FEDOT v F VANV X IDE RARESNHETILEL
=Y LE),

FIAILETHOaY

FIFNRN T ariiF, WO2ODRRONTNIABE o7- L X0, B
BT THORA v E—IZH L TEITEINDT 7 a Dl L TT,

o WHOHIRGIN  ET Y THDORA =N RIFHHZH 7258 TT
(TMRAEHIH ) (P.4-100) &),

o REOHIREIN  BET Y 7OV A ZHIRICEL TA v 2=V RREED T
MHIRHECHIBR SN DHETT, BET ) 7O A ZHIREZRES 2 ik
DFFIZONTIR, [ A7 A OER ] (P4-102) Z2ZRLTIZEN,
¥ o — AR D T DRET U T bifkEn s A v —Y (REOHIR
i) ok LT, thofEE234T9 5 2 L TEET, FEMIC OV T,
[[Overflow Messages]] (P.4-101) &ML T E &0,

FIFN N T I aF20ob0 FT,
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FS5o4hLa—4 L08—Tx4X (GUI) #FEALEATLEEOEE A

e Delete: A v E—UNHIBRENE T,

e Release : X v — UMK SN THEE SN ET, R, X vE—T0,
FORBEDA—IL RY =K LTT o TFIALNANBAL F—T I35 T
WHIE, DAL ARIZEE L TOARWDLEAFy U ENET, VAR R
Xy U BLOREZY TOLMREIND A ve—VOFMIC O NTIE, v
AT LBEETANA ZAFx ¥ ) (P4-117) 2SR LTLEE0,
N
GE) BEINEAYE—TVDIURINNTIE, 2B 2O00FT 75V T 7 asll

Mz, B3 DA vE— 773 (Delay Exit) % [Select Action] A = = —7»
LRIFATEET,

[Overflow Messages]

[Overflow Messages] £ 7 v a Ui, Ay E—URA—_"—T7n0—{Z Lo THE
T YT LR ENDLE, FNOEEDO LIRS ENERET H20ICE
ALET, b0 EIDIE, 40X 74T, X-Header ®iBEM, W7 7 A

WVOHIERIR ENR DY £,

HE2042 T+
¥ a2 —DNFRREED - O RE T ) T bR E - ITHIBREN D A v —2iT
(RHIOMBYINOIL) ., BEEREFZIIER LZBIEELETFA FTER
LOMWLIZE T EMATOENET,
HTX, =P EBRBOLFTHITHY . TOHL~y X —DRITEZ13H% AIZBINT
xET,
N

GE)  FEASCH X Fzadfff z E LS FRT D701, 413 RFC 2047 (24t~ T
KLSNTWOHRERH Y £,

X-Header ;&N

X 2 —NEHIRBED 72D RE T ) T B EZITHIREN D X v E—DI2iT
(RHIOHBEIN D A) . X-Header ZEMTE E T,

X-Header D4 FIB L MEEFREL T,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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BRET7 74 ILOHIER

F a2 — PR BOZOBE T ) TR ETITHIRSND A v =TT L
(BB OHIRYINDOR), ENHITMNETLRMN 7 7 A L ZHIFRTEET, Zh
T VANVRITERGE L2 T 7 A ADBRIET Y T SIS LS aTREME 2 AR %
eI TE £,

A—4H¥ELVA—YF S)IL—TF

Administrators 7V —7 1T 52 —VIE, T 74/ N THRIZEILT 7B ATEE
9, Operators, Guests, Read-Only Operators, 35X O Help Desk Users 7' /L—
TICBT 22—V, BREICEDV YT TEETN (FRICEY, REZVTAHD
Ay —UORR, WHE MENFERIZAD E9), BEORE (A X, R/RFfF
72 L) 2RFE LD, BEEZEREZITHRLZY TE A,

VAT LIREDER

HLWS AT ARBREERER L TA v — VRS TEET, MEEZRET LD

ORI T — 27 7a—[FRO L BYH TF,

1. BT 782 T50—hL 2a—FEERLET, BEO2—F J X T
X, Administrators U DOFT X TO2—H J L —THNO B —h )L 2—HF RN
AV FE4, Administrators 7 /L — 7RO —HE, WIZHEEICH L TTXT
DT 7 AMEREFEL £, FEMICHOWTIE, T=—5 o) (P.8-333)
EHBLTLIEEY, £/, IronPort 7T 7 I A TV ANHET 4 L7 MU %
AL Ca—FZIEL, BRFILT 7 EATE2—% I —T%EIRT
X5 E0TH L TEET, M OWTIE, THMBERAES (P.8-340)
BB LT ZEN,

2. BROFNEIZIES T, BELERLET,

Ay —VEREZYTIIBIT L7 4V FE2AFRLET, 7 40 Z DOFERL
FEOFEIZ W TIX, [Cisco IronPort AsyncOS for Email Configuration
Guidel @™ [Email Security Manager] 3 & O [Cisco IronPort AsyncOS for
Email Advanced Configuration Guide] @ TUsing Message Filters to
Enforce Email Policies] #Z ML T &0,

VAT MR AR T 2121E, RO FIRE FEITLET,

Z2Fvw7F 1 [Quarantines] ~3—"C [Add Quarantine] %2 U » 7 L %7, [Add Quarantine]
NR=UNRRRINET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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| 4% &%

AFyvFT 2
AFvFT 3

ATFyv7 4

AFwFT 5
& A

ATvFT 7T

ATFyvFT 8

AFyvFT 9

2Fv7 10

ATy 7 11

FS5o4hLa—4 L08—Tx4X (GUI) #FEALEATLEEOEE A

B DA EZANTT LET,

FREIZE ) Y TH A= (HffZ MB) 2 5ELET, #FMiconTix, I
XTMﬁFﬁHODXN—zaﬁM)éTJ (P4-99) =z LTSV,

RIFHIE (A= I LTF 740 N 7739 URETFEINDRNINTA ¥
TV EEET D) ABIRL 9, FEMc oW, TRFBR (P.4-100)
L TLTEE0,

TI7ANN T arERIRLET ([Delete] F 721X [Release]).

BEBIZL > TUHEINDI A v =V OMLE2EETIHAE,. BNT57FA K
BASIL, TEOTFXAPETDORA vE— /@@%@mk%%@E%%KEM?é
NERIRLUET, sElC O WL, (A0 & 7)) (P4-101) 2L T<
7ZEW,

X-Header #8013 28540k, AiEEE AN LT, FEMICONTHE,
[X-Header @& (P.4-101) #ZMML T E&E W,

F—=R—=T =D T F ANVPREZ D T Bk END & & (RO .
FDT 7 ANDIRM T 7 A NVEHIRT 2561, [On] ZBIRL 4, FHMICO
Wi, IR 7 7 A4 L OHIBR] (P.4-102) 2L T ZEW,

ZOBEICHEHEM T - E, 2—FAE I Y v LTERIRLET, O
2—WEBRTDHGEAIL, Cul F—Z2HLRETIZ Y v 7 LET, BRED2—
# U 2 MZIX, Administrators A O TR TO2—H FL—TFNOr—H )L
—YNAY £9, Administrators 7 /L— 7 NO 2 —H L, IR LT
RCOT 7w AEREFHELE T, FHIO VTR, 2—FBLO=2—F 71—
71 (P4-102) 25 LTL7Z3, 2—FREL 1 2HIERSN TR WVWES
I, BERERINET,

MBS U T, BZ I BIEAH T 24— o2 —F v — LIl 3 2
Frxv IRy AeFd Al LET, ARGE—WIL, EHEBEINRGEY R
FTLEFEHA LT IronPort 7 75 A4 7 L A X VRSN ET, FEMICO VLTI,
MOVEFERE] (P.8-340) ZZHL T 7EE W,

EHAEFEL, RFLET,

VAT LIREDMRSE

WS RETE 50I%, Administrators 7V — 7@+ 5 2 —F 721 T3,
BEORIEZRET 5105, WOFIEEZETLET,

[ oL-23080-01-J
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B 557402 108—Tx4R (GUI) ZBALELRATLARENEE

AFvFT 1 EFETHHEICK LT [Settings] 77 LND [Edit] Vo2 %27V v 7 LET,
[Edit Quarantine] X— VU RERINFE T,

4-2 DRT LIGEOERSE

Edit Policy Quarantine

Delste Guaranting
Gusranting Mama: | Pakcy
Space Mhacston FL;_- 2]
(e Sime S22 M)
Dl Bitiedic | ppsgin f12 Days ™ then | Dwiste =
when Allacated Space i Exceeded Send Maddy Sebjest: | [ [
Hyssager and .
Add werteater: | pame: [T
e T
Sinp Amschmanh ™ Yas
R salyble Lisre Authorged Laers [T
pabcvaniaroar, Operaler
A &
e Inciude aierrally suthantcated wisr:
] Gesgts
[ opsrators
] Rsad-inly Oparators
[ vslp Dok

AT97T 2 WEORELEELET,
AT7wF 3 EHEEXREL, RFELET,

AT LBREDHIER

BEAF O 2 BIBRT 21213, RO FIEEZ FEITLET,

AFwF 1 [Edit Quarantine] ~*— YN ® [Delete Quarantine] V> 7 %27 U » 27 LE7,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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B%E

SRAFLBREADA ve—SniEte B

4-3 LR T LG DHIER
Edit Palicy Quarantine
Settings

[Celete Guarantine

Quarantine Name: | Falicy

Space Allacation: | [jq24 ME

[Maximwm Sica JO72 ME)

Defaull Action: | getam I:_[:- :Da-,r:.. 'b': then :R:Ium.z b

When allocated Space is Fxceeded Madify Suhjeor: e & I

Sernd Massages and:
Add X-Header! | s m

walue: P'_]“,ﬂu“,

Serip Artachments: | (Dhye ) e

Yow hawve no ‘adminidralor” or ‘opevalor’ users defined for your sysbern,
Ga fa System Administration » (lsers fo canfigurs users.

["Carcel| e | Subemit |
AFvT 2  HERAVE—URFREINET,

4-4 LR T LGEDHIFRORER

Confirm Delate

A you Sure you want bo delete "Poboy™?

E=1 [ Celete |
ATvF 3 [Delete] 27 Vv 7 LET, REDHIBRINET,
AFvT 4 LEEERFELET,

VATLERERAD A vE—DDRE

[Quarantine Overview] ZfEH L T, BET Y THNOA v E—V % HBIEL ET,
IZIZT 7 EATE 22—V DORE, ROEELFATTEET,

o MEBTUTHNDORAYyE—VDERTR
e Ayt —VIZHTEAYE—Y T I arDFET (A vE—DNH)
e AvE—VORHMNTFANLDE T -

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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W S XTFLBERDA vy E—S0BRE

o MEZYTHDORA vE—T0KEK

A

(i) I THBEEN SR, GULICOARY TITED 9,

DATLRERADA ytE—ODRT

[Local Quarantine] X—Y A LT, BETY THIZA v =V R A-TVD
MEIDEHEBLET, IROBITIL, Policy IIEIZ 241 DA v E—T R A-

TWVWET,

4-5 A—AILiRE

Quarantines

fald Quarantine,..

Quaraniing Meccages Defaull Ackion Slatus Setlings
IranPart Spam Quarantine & 110 | Ratsin 14 days then Delats 0% Fu d £dit
Cuithreak i
[Manane by Ruls Summany] 0 Relain 12 howrs then Realeass o Fu Edit
Palicy 241  Retain 10 days then Delale T Edil
Wirus @ Relain 30 days then Delale - Edil

BEOLETEZ 27V v 7 LT, REZYTHORA =R RZLET, 20—
U, BEDA v E—VEFRRLED, 1 DFHEFEHOA v —V 2 0HE L
720, AvbE—VEERERRKLEY TEXET,

BEI)TADAvtE—20NE
A=V, BB GBEEEEREOBMREN £ FHOVThChiE
TYTHLRE (RIFELTHE) TEET,

FHTRA v =V AT 58551, [Message Actions] X— UMb A v tE—Y
DAyEe—=V TV varz2PET@RRLET,

[Quarantine Overview] X—Y THEA %7 Vv 7 LT, RETIY THAD A v
t—-UEERRLET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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SRAFLBREADA ve—SniEte B

4-6 BEIYTHDOAYvE—DDY R FORTE
Policy Quarantine

Faavch Quany” AN marcages

Cl e From

[ randchngigiemr: upert TIfexmpie o | Tas

[ eohnensncries... upert T3exmple oo | Tasting | 13

[0 anabebe_ngbsgd useridiPenasple ot | Tedlig | 11

[ eaters.taypbar2 useri 2 MPenasple st | Ted

O sgwudasl.com. enanple s | useri2iBesa=ple s | Tes

O ekssgierpmas... user 12 MGenasple o | Ted

O uphytemBughbens... user 12 MGenasple o | Ted

O | eybearergasle uber 1 PP Ennmphe o | Testing | 11 o T ob | 1
o | Salect Atioen... ~ E=3 |

BETITHOTRTORA v E—YR—ERRINET, FAvE—TIE, %0
Je. FEHAL 4. ZEHR, 272 — L ENTREHBOK T HEE, 4
R, BIY MMOBRZIZEENDZDE S D BRRINET, [Previous].
[Next], _—YF 5, £F ERXHIOV V7 2HERHLT, VA FO{HER—=V %
BEyTxES, ZERAZEMRTLE. VA MOKE ([<<]) Tkt
>>]) o= IiZBE LET,

HHAYE—IBO 1 DOELITERORET Y THRICHLFELTWHHEA, %
NOEOBEIZT 78 ATEDLNE I DITERRLS, DA »E—T O [In other
quarantines] 7 7 A [Yes] BDERINE T, MOV TE, [wLrFa—F
TIRALBEHOBEZY THDO A vE—) (P4-115) 2L T EEW,

ATLERMLEZ Y I FTHZ IR0, 20N T LAONEDOHIAE - IXEIRIC
fEHR%Z Y —  LE9 ([In other quarantines] /7 7 A< ),

VA MDEMZHETF =y 7Ry 7 ADFNSRIETEF = IRy 7 2%

Vo352 L2k, AvE—UVERIRTEET, VX MNIBEERIALTY
5T RTOAvE—VEBRIRTHICE, REHLNO [Al| Ay 7 RE~—27 LE
T (VA MDO—FE, KEAYE—-VEDHE), ZhE, HERRERLTHA
Av—UIZETEAIND Z EICEELTLEIY, BEOR—JIZE RSN
TWARWA =3B L2 8 A,

UAMNTERIRLEZTRTORA v E—VIZ0 LTT 27 v a > ([Delete].
[Release]. [Delay Scheduled Exit]) ##MHT&Ed, VA MDODFHIIHD TV
gy Ama—noT7 7 a @ RU, [Submit] #7 U > 7 LET, BIRN
BEMRTHAATRI Ry 7 ANERENET, [Yes] 227V v/ LT, ~—
T ENTTRCOAyE—VIZH L CT 7 va v 2FTLET,

Outbreak %% ?® [Manage Rule by Summary] YV > %2 Y >~ 7 LT, Outbreak
BET Y THNOR =D& — W TR LES, s >VWTiE, o
A NVAREGT (V2 FERE L Outbreak ff% | (P4-118) ZZML T K S,

[ oL-23080-01-J
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W S XTFLBERDA vy E—S0BRE

BEZhEAYyE—CBEUVEEBXERY
Aot — YO EBE T v b (2 54 b, AIZEE. 35509 ASCI 0%

Bb) OXFNEENHEA. [System Quarantine] ~X— Y Ti, FE ASCII X7
OHELTTRE T LI TRRINET,

Avte— 7o avELEUVAvE—CRBORR

AvE—VORAREERRLIZY | [Quarantined Message] X — 27 7 A LT
DT HITIE, AvE—VOM4TE 7Y v LET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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SRFLBEADA ve—Coie B

4-7 [Quarantined Message] R—¥
Quarantined Message

Puarastine Delails

Tima Bacarvad | Time Schaduled 1o Buit
0 A 1635 (GHT +05:300 | 07 dup L35 (GHT +05:30)

Fend ot TO! | gpaal Bdiresbed, commi insarated! Ea
Envabsps Seader | ssentes.com
Raciplaris | userldnast o
Subpesd: | DLPTEST

AMinchirank Mume | Matchad Content | Sondition
FFL.3 ket # M5 JERI0 ISR Faciiter 602-606-0520 jeamesionfaomacsng com WLTTE & DAF Clygefisr: Contast Infarmation
AL IIOTONLITLO Aome Corp Irafe Cabla 508 Sofmier Street Oreafmend

M5 W90 LISA Pubbshing 63l 6- 0527 ighbe@acmecorn com LTT
mu:mmhm Berme Corp Wathy Loser 808 Susner Sireet

ragnmacd M5 M3 USA Merkesng (62 -ilh- 0L Moge sl scmscom com
HLN!‘ ATLEIMEBETE10090 Aome Corp Manty e Mﬂ Switeand Sirest
rasnaned M RN |ISA Fannamnen Gh7-GbE-50 =

H-lrarPort-A: [=5ophas; l'l' AN R 0
dm et Thean D" am" 1 B2

Recived: from. d2. M?Jﬂﬂim (ML vnesdZ )-bac sbgah 0]172.32.207100
by ed80g00 . Bage with ESHTP; 28 Jol 2009 16:15:03 + 0853

Maprage-I0: <TI0 SLE0I 0I5 sendl mad@vmedd 1-Saddd

Frofm: "userPlest oom” «userPleit sams

';c: 'mrl.m‘flpm' <userloest.coms

Doste: Tua, IINWH‘?IL*—M

wWerlaslar: dendEimad-1

MIM -dgren: 1.0

Cartant: Trpa: Multgarlimioed; boufdary =" MIME defimmer o serfBasyl SIS Padl iea”

Meiiage

Mesiage Parts

Hame Taze Detpdy
[Frieddags bady] & ASCH test, mth CHLF bhe torrenaton:
L e 1K AETEE pest

= Back ta Msscage st |

[Quarantined Message] (Z(%, [Quarantine Details] & [Message Details] @ 2 -2
D7 varnby T,

[ oL-23080-01-J
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[Quarantined Message] X— 026, A=V EFHATLY, AvkE—T T2
ara@ERLEYD, Avk—Y0ar—%2RXEFELLY VAN AREEZFETL
O TEET, F. AvE—VRRETY T 6MEK IS & X2 Encrypt on
Delivery 7 4 V4 77 2 a ko THEBILENDINE I D EMHRTHZ L b
TEET,

[Message Details] 227 v a 12X, AvE—UARL, AvkE—Y ~yF— B
T 7 7 A VRERENE T, A vE—URIEND 100 KB 721 1 FR
SNET, AvE—URERID BRVWEAIE. KO 100 KB RERS, £
DHBIZAMTLE () PFEFET, BEOAyE—UBNUINHB ORI Z LEH
DERA, ZONBIIFRRBBOTZDETICI TN E T, [Message Details] @
THBIZd % [Message Parts] £ 27 3 a2 > N® [[message body]] 27 Vv 27§52
LIk, Ave—VRIXELFU R RTCEET, £, RFT7 70T 7
ANGET Dy 7 THIEILEY, AvE—VDLEORMN 77 A NVEXT
n—RK¥5ZLbTEET,

TANADEEND A vE—VEERTIHHEEG, ZHEAOa s Ya—HIZT A7
N T TUoFTOANA YT RNT 2T BA VA R—LINTWNWDEE, FOT T
TANVA T T2 T b, VA NVARKRE SN EBEINIGEAERHY £

9, Ziud, TEAO B —ZIIx L TEB TR izd, BE L T RE
HFEHA,

GE) A7 Outbreak ME DS, BMOMELFIHTE E4, FEMIONTIE, TY
A NWVAEY T 4 VX HERE & Outbreak 9% | (P.4-118) &ML T2 &0,

—BL=RBDORT

Attachment Content 5:{:, Message Body ¥ 7213 Attachment 52/, Message A&
AR, E 721X Attachment WASME L —ET 2 A v —DICk L TRIET 2
VarvERELLEGA, BRESNZA vE—VHNO—B LIEAFE2ERTEE
T AvE—VERNERFT LA, DLP XY V—BRO—HERE, —HL
TTARNEETHRAR RINET, £/, sMatchedContent 77 ¥ 3 VA%
HEHLT, AvE—=YO—BLENERLI LT Y T4 VIO —HEAyE—
TOMBIZEDDH L TEET,

—HLTENERNRMN 7 7 A MZEENDGAHIE. ZOHEFREMN DLP RY v —
HEX, T T VEGE A= T g v E G E Xm0
WTIIZ LD b ONCERRL . M7 7 A VONENEORAEHB & & HITR
RENET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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SRAFLBREADA ve—SniEte B

Ao =Y T4 NEFERITI T T4 NVEDN—VE R H— th:r il
AREND A v —C%FoRmT D0, TA4NE T arZEERICIENY H—
Lol NER (F4NE T vavikz b i— LtWﬁ&&% )GHT
FRENDZENDY £, GUI Rz, NEO—EERE28ET D800 A
RSA e LTHHRENETR, NAEO—HU X & IEREICKIRLTWS &ITIR
DEFA, 2T, GUL THEAINIANE e Yy 78, 74X CERS
NHLDOIFEFETIERWEZOREZY 3, ZORMEE. A vE—YRINTO
BHETRICH L TOLYETTEV ET, AvE—VDFK A~ VRO —E LT %
FRCHIGT 27 4 =Lt L HIL—ERRT DT —TVEFE LS FRE
nET,

[Message Parts] & 7213 [Matched Content] €2 ¥ a VIO 7 7 A LD T 7 A
NI ) w7 THLIEY, AvE—VORMN 7 sANEL T 0 — RTE
%9, AsyncOS 725, REDEE T D DOERMN 7 7 A MTIEZTA L ABREEN
DAREMEN D D Z LA TRTEENRRIN, BATTH0E I DIRALNET,
[Message Parts] £ 7 3 2 »N® [[message body]] 27 Vv 79252 L2k v,
AvbE—VARXEFX T 0 —RTHZ L TEET,

[ oL-23080-01-J
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W S XTFLBERDA vy E—S0BRE

4-8 Policy %% T ) TR TRRESh:=—HAR
Er———

Avt—2 7oL a3 UDER

ERAREZR T 7 v a vid, A v E—V0HIR, A v Ev—U0fifik. BLOVERY
[ROIERED 3 FEEH Y F9, FEMZONWTIE. [F74L b T2 a ]
(P.4-100) #&MR LT TE &V,

ATFYT 1 WHBERDAvE—TVORy I A~—7 LET,
AFYF 2 [Select Action] A==—nb7 7 v a L ERIRLET,
ZFyF 3 [Submit] #7 U v LET,

GE) Avyb—Uik BEROBEICANOGNDIGZENRSHY 9, EEOBEIZEL TV
B A=V DOMBFEOFEMIZOWVWTIX, I~ Fa—% 77 R EEHEORK
BETUTHDOA =) (P4-115) 2L T ZE,

Ay —S0T E—DkiE

A v E—I0ar—%, Administrators 7 /L —FIZE L TWD 2 — W= 0N %G
TEFET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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A4 ILADRKRE

SRAFLBREADA ve—SniEte B

AvE—Y0av—%ikET 212, [Send Copy To:] 7 4 —/ RIZETF A —/V
7T RLVRZADL, [Submit] #27 Vv 7 LET, AvkE—YOavr—z&E[EFL
THh, TOAvE—VICHLTEOMOT 7 v a U REITENDZ LEH Y £
oo

A=V RNTANVREREL TR E I DERET 511X, [Start Test]
7)o LET, TVFIANARA VT =F v RNEFTOLDOTHD Z L 2R
TXDHET, Avb—VOREIHRELERLET,
TANADRETIE, TV TTADORAye—VTERLS, AvE—YOar—n)
TUFUANA DD CHEEENET, TUVTF VAN =P OHER R
I%. [Quarantines] =V 7 ® LIZRRINET,

B 4-9 TAIWVR REx v D ORER
Quarantined Message

Success— AntiVirus scan result was "Clean”

RME727ALDFIA—F

W7 7 A NVEF D a— R9 510, [Matched Content] F 721 [Message
Parts] €7 2 a VINIZH DI/ 7 7 A NVDT7 7 A NK &I ) v 7 LET,
AsyncOS 725, RHDEEF TN D DUH 7 7 A MTIL T A IV ANE £ 5 FHE
PR D Z &R TEENRRRIN, FITTL20EI pFRLNET,

VAT LIREDIRS

AFvFT A1

1 SF - BEBOBEED A vE—VIC oW THRESRZT AT, kOFIEEE
FLET,

[Quarantines] X—YWNIZH HMEOHFIZ 2 Y v 7 LET, [Search
Quarantine...] #7 Y v 7 L £7, [Search Quarantine] X— VN RINET,

[ oL-23080-01-J
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4-10

BEOBRR

Search Quarantine

Search In: Palicy £~
For Messapes Recerved: | [ past day w
Envelape Sender: Contains hs
Envelupe Reapment(s)i | | contains b
Subject: | | Contains b l—
Casplay: 20 M | Per page

ATvT 2 BREEZADLET,

[Search in] : MEsRXI R DM & IR L F 7,
[For messages received by] : # A4 A 7 L — A% EIRL £,

[Envelope Sender] : [contains], [starts with], [ends with], [matches
exactly]. E£7213EN 5D ldoesnot) RAEHEIRL, 7F A ME AL
i j‘o

[Envelope Recipient(s)] : [contains], [starts with]., [ends with],
[matches exactly]. E£721ZFN 5D ldoesnot] AZIRL, 7F X K
EANNLET,

[Subject] : [contains]. [starts with], [ends with]. [matches exactly].
Fli3EN B0 does not) IRARIRL, 7F A &2 AN LET,

[Display] : 1 R—UICRRTHITHEZBINLE T,

FITESNDHHFEIL TAND) MK TT, MK 7 4 —/V FICHEESI =T
TOREAMETHRLETNIRISNET, & 21X REZ7 4 — L RT
[Envelope Recipient] & [Subject] ##8&E7 % & . [Envelope Recipient]
WZHEE L7 E & [Subject] ICHEE LIZHBE OB FIZ—HTH A v&—
CIETPRRENET,

AFvF 3 [Search] 27V vZ7 LT,
ATy 4 R BESNETRCOLE—HTIAvyE—) BERINET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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INOOBRBAERIT, MEOV A MNEHEHT O LRERICEHRATEET, .
MEFEAREROV X MI, ATV a2 — NV EINTHRmEMBOKTHRTIENEx 52 &
HTEET, FHIZONTIR, HEZV 7RO A vy E—T O/ (P.4-106)
R T TEEN,

IINFA1—YHF FHOERREVRATFLIRE

AsyncOS TiE, MEEHOZRENY R — F SN TE Y, Operators 7 /L —78 &
O Guests 7/ —7 D2 —FEFEL T, METVTHADA v E—T 20N LT
HHITENTEET,

WOHEHEIZ LT FEEN,
o NFEEF DT — A2 L B Policy W O & &L
o EWEFH O F — 12 L 5 Confidential Material i D& #

BFEICT 78 A T& 5 Operator & Guest D —HW|L, TOMELY THTA v
E—TVERBELIED, TORBEZITNHAvyE—U R LTZY (FHE HIBR
OWFhrERLIEm ) TEEY,

INFL—HF FHORADEKE

Il —TFEBMNT5120%, BINTA22—FR T TIFEELTWALERH Y
F9, 2—VOEROFEMICON L, T=—F DB (P.8-333) Z&ML T
TZEW,

La—PiF, TRTCELIFTHWORBIZCT 7 ERATXALICTAILEL, £
7T IBATERNEDICTAHIELTEET, RIEOMELZFFTIN TV
W —FIH L TR, GUI £7213 CLI OBE D ) A M RIRT, £ OREDFTE
oRTREITUERINET A,

YINFA—F FORREBROBET) TRDA v E—2

BHOBEZY THICTFET DA =V, TXTOBRET ) TobfEiisn
PR ITHRIE D D DR FF AT S &0 D R T TRSFRYZR ) R Y 2 — Tl
HEhET,

1 DDAy =V REROBETY THNICHFET 256, BRETZY T b Ay
T=VEMHLTH, DAy E—UDREMESND LITMY FEAL, AvE—Y
T, BEAPFET DT XTORETY T oSN LENH Y £,

[ oL-23080-01-J
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W S XTFLBERDA vy E—S0BRE

EHOBREZ) TRIZHEETAA vE—JiF, BEOKREZY 7T LHIBRENT
b, OBETY THRIIIFELEZEFICRY 9, ZoaThoE) 7
MHBAvE—UERHELTYH, ZOA v E—VIdREINTEEA,

Ay —=VIFEEORET Y TICFETEETN, TOAXA v —T %KLL S
LT B a—PFITENLDBREDO—EIZ LN TV EATERWEERNHAT-0, K
O—LEH S E T,

o AvE—UIX, BEBNFETLTXTORETY THBMKINDET, &
DOFET ) T bR SIVERE A,

o Ayk—UiE, WThrOBRETY THTHIRERLALE~—7 END L, fho
BRETV 72D LEECE 2L 2D ET, I ceETNn, BEINEY
/Vo

L7=BoT, Ave—URNEHEHOBEZY) THIZX 22— 7SN, 22— NRZ

DHIBED 1 DERITEBOBEILT 7 B A TERWEAIR, ROZENXEID F

\?_0

e Z—HiX, Z—VNT I/ BATELEMEIIOVTEDRA v E—UNFET
HME S B ENET,

e GUILIX, 2—VRT IV EATELREDAY Y 2— VIR O
THRHOARZERLET (FAUA = LT, BIEZ ST 2 DK T
HEERHFIELET),

e GUIIZ, ZDOA v E—UPLOBFEICHHREINTVANE I NERRL
i‘?—o

4-11 BREOKRE

Quaranlined Messages Ilems per page

Eearch Query: Al messages Wiew Al Hessages ] Search Quarantines... |

Displaying 1 — 20 of 525 ibems. Page 1 of 27  Previous |1]2)3]4|5] Nest =

all
r .
Select  To Friem Subgect Recsvved » | Bcheduled Bl | Swe | Quararines]

o I—WF, FOAYE—VEEEFL TV AMOBBEOLRIZE L SN EYE
/Vo

o Avt—UOfElkiE. 2—FNRT I/ EATEXAEX 2 —CFTERHY F
j_o

o Z—WNRT IV EATERVMILOREZ Y TIZHE A vE—UNRFa—( LS
NTWAEA. BOOREIZT V7 EATELa—WF Lo TRBIEN S F T
(AT R E - I1T@E OMBYINIC L - T TIERIC) iisn b E£7T),
FOAvE—VREAEAFEINTICHRET Y TNIZEY £,
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SRAFLBREADA ve—SniEte B

DATLBEEDAILA RxXrv Y

BEMTONTZ TR TOF 2= OERBICHIT THESNIZA vE—0, BIE
DA ENAFNC, TANVARTELEL TR E S DHFHAF Yy EanET (%
DA—=JL RV —=IZH LTT Vv FUAILANA, T =TI > TWEEE),

Ayt —=ViR, BED)TRLBRSNDLE TOFIANA 2D UZ
Lo TUANAELEL TWRWONEIDAXY VENET (T FUA AN
A F—=T N2> TV D EE), HERR (CLEAN, VIRAL,
UNSCANNABLE 72 &) 23iEZ DA v — V2 0B L7z & & OHER R & —
BT 256. TOAyE—VEHRESNLETA, 2, HIERRERL L, Z0D
Ay —VF Virus BIEICEE SN D WREERH Y £7,

FHEMIZ, A v =V ORBENERICHEYIEIND Z TR NE SR sTNE
T & ZIE, AvE—URBELENTWT, ZOFE, Virus MEIZ%RE S
nNadELET, BHENRZORA v E—VEMBHELTH, TVFUANLA =Y
NEFEFEFEORA =V EERLTEETA, LNL, FOX vE—THBRE
SN WVWHLENRS D FT, AREIND ENL—TRELRD, 20X vE—U
BETU 7L Eo RIS 2 £9, 2 mE HHEIERE CHKRIC/RD
DT, VAT A2 HHIZIE Virus FBE % 85 L x4,

VATLREET S —F

BET ) 7 OFEN T5% UL EBIN95% UL Rz d b 77— FREEENE
T ZOF =y 7, AvE—URBET ) TICANONIZ L EICETINE
T, LT, AvtE—U0 Policy B IZBIMEN/2L &, WEY T O
A APHRERRED 75% L EIZEINT 2L, ROES5RT7 I7— bR EESNET,
Warning: Quarantine "Policy" is 75% full

77— R OFEHIZ DWW TIL, [Cisco IronPort AsyncOS for Email Configuration
Guide] @ TSystem Administration] ZZMR L T Z &\,

DATLREEOXDT

AsyncOS IZX V| MESNDLITXTOA vy =Y RMERlIcn T 7S ET,

Info: MID 482 quarantined to "Policy" (message
filter:policy violation)

[ oL-23080-01-J
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W S XTFLBERDA vy E—S0BRE

FEMICIE, A v —V2RESEEA Y=Y T4 VX £ A L R &Y

T4 VEBEREDONV— AR ENE T, A v E—URANLNDHRE D LT
Lizue s = MY BRERINET,

Fo, AsyncOS IZX V., BREZ U TLRESND A vE—VHEblIcr X

TENET,

Info: MID 483 released from quarantine "Policy" (queue full)

Info: MID 484 deleted from quarantine "Anti-Virus" (expired)

Ay BE—=UNTRXTOBREY THoREIN., BRICHIBRESN D, BEERIC
AT a—ENDE, ENOLDAyE—VFITVAT ATL - TKROD L S IR
ZeXr73nEd,

Info: MID 483 released from all quarantines

Info: MID 484 deleted from all gquarantines

Ay E—UNHEAINEE, HTLOMID 2O LWA v —2 7027
RV AT AL > THERENET, 2O, DX [BLHAY] O
LWMID £ 9B fFon s A vt—UaFHLTeXr FEnEd,

Info: MID 483 rewritten to 513 by System Quarantine

DA ILABEEED 4 L3 BERE & Outbreak &%

Outbreak 1%, VA NVARYT 4 VHBEEDHZNIRT A B A F=NAN &S
NTVWLHBICHFELET, VA NVAERET (L ZEETIE, LEWEE Y M
o TRA wt—U Outbreak MRFZIZHEE SN E T, FMIZOWTIE, [Cisco
IronPort AsyncOS for Email Configuration Guidel @ [Virus Outbreak Filters]
EZHRLTLEE N,

TANAEPT 4 N ERERED T A B ADEIHIEREINDE &, A vE—T%
Outbreak RZIZFNLL EBINTE /<20 £9, HRFET Y THNICEEFET S
A o=V OREME AT LT Outbreak BEMNZEI/2 b &, GUI ORE Y 2
MZ Outbreak Mz IxF R I N2 2D 7,

Outbreak ##21%, MOBE L FKEOEREEZRDL, A vt —T 2B LEY,

Ay —VEMFRETITHIFR LY TEEF, Outbreak IZFIZANDILTZ A >
=V LK ARSI — Lo THHIBB TRV E R Ihd L
HERICR S ET,
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SRAFLBREADA ve—SniEte B

Outbreak MIFITIL, MOME CTIIEH TERVIBIMOBERER S Y £
([Manage by Rule Summary] UV > 7, Ay E—VOFHMERTLTND L ED
IronPort ~DEFHERE. BL VAT P a— L ENTRFEHBOK T BEEFTY — K
FRNOA =V EW_FEZDA T a V),

T 7T AT A TronPort 7 2 F A LBERE £ 7213 Intelligent Multi-Scan 68
BEFENTND ﬁu\ Outbreak RBEN LM IN DT XTD A vE—VIF,

FNOEDAyE—VICHEHEND A= 77— RY = 2K 3N TT o F AN
b AFy L 2P ARy U ENET,

[Manage by Rule Summary] ') > %

g U A b T Outbreak 5 OfEIZ &% 5 [Manage by Rule Summary] U > 7 % 7
Uy s LT, [Manage by Rule Summary] X—Y%2RR<LET, WET Y THND
TRTDOAyE=VITKH L, ENOEDRA v =TV ERE S BTGP L —i
HONWTAyE— 72732 (Release., Delete. Delay Exit) #EITT& %
T, 2L, Outbreak MIENHRKED A v —V 2T H5HGITHE L TVWE
9, FEMZ DWW T, [Cisco IronPort AsyncOS for Email Configuration Guide]
@ [Virus Outbreak Filters] # &R L T 7Z&W,

IronPort ~M:%1E

AFvFT A1

Outbreak BEHND A »EZ—IZONTRA v E—VOFEMEFTRLTND & X,
FDAyt—T% IronPort ICHETHZ b TEET, Zhid., BEEERE
THEEEIEARER A v —T% IronPort 1T T 2 EITITWVE T,

A= O3 —% IronPort ICEET2ITIE. ROFIEEZFEITLET,

[Message Details] ~~—""C, [Send a Copy to IronPort Systems] A v 7 X &~ —
y L/ ij‘o

412 BEDORRE
Test for Viruses: Start Test
Send Copy To: | [] g.mail Address: |
||:| Send a Copy to IronPort Systems I

[Send] #7 V v 7 LET, AvE—YDa b= IronPort & AT AZEE SN
7

[ oL-23080-01-J
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W ironPort X/ LBEMEEDETE

IronPort A/ \LREBEEDETE

% IronPort 775 A4 7 A TiX, IronPort 7 & F AR ANRA F—T W8> T
LYE. m—J D IronPort A/NLEE A F—TNMZTH I ENTEET,
F72. % IronPort 777 A 7 > AL, #MEED IronPort A X AREE BRI 5 Z
L TEET, ZoRBEIE., B IronPort T 77 A T A L TRESNET
GEH L M-Series 7774 7 > A, FEMIZDOWTIX, [Cisco IronPort AsyncOS
Jfor Email Configuration Guide] @ TThe IronPort M-Series Security
Management Appliance] Z#ZHL T 723 W),

. m—H )L LA O D IronPort A/ SLRREN A 2 — T N> TN 5
e, =D IronPort X NABREPREH I E T,

ANRLEFINIFDERND B D A v —% TronPort ASABE (m— LV ET-
IZANER) IS ET D L DT, IronPort 7 7T A4 7 v A& RET DI, IROFIH
RV ET,

AFv T 1 FEEO IronPort A/ AR & BIN9 20 (T80 IronPort A /X AREE DR E
(P.4-132) #&M), v —H/L® IronPort A/RLREE A F—T7 /WL TREL
F9 (T —H /1O IronPort AR ABREORIE] (P.4-125) 2&H), a—A 10
IronPort A/ S A ZRET D5E . BEOT 7 & X /A% /EE @, 83k,
BEO AsyncOS o—H 77 ¥ A CBE LR EL R ETE £7,

AFvT 2 11— ® IronPort A XABEEZFRETHHEAIE. IPA Vv F—T = A A %iwE
L. IronPort A/ SAaffEd HTTP £721x HITPS y— Y A% A X —7 VI LET
(MNP A > % —7 = A A_LT? IronPort A XAk HTTP/S —E A DA R —7
k] (P.4-134) & M), IronPort AN AKED HTTP/S y— b 2% A X —7
NMITDE, ZORBICT 7 BATEL LRV ET,

AFvF 3 m—Hh1® IronPort A/XARIENBIMERD IronPort AN AIEICBATT 2856
. TUFARMREZREL, LVEOVARDMIBREZHREL., v —IABENIC
HoTWDHTRTORAyE—VEHIRLET (Ta—H/1® IronPort A /S L%
DO ORIE~DOBIT) (P4-122) #5H),

ATFYT 4 ARLFEREFZORNOHDH A vE— (F7213E ) % IronPort A/ Lk
WWEETELEIIC, RV —DFT v FRARARF Yy AT a v ERELET
(TA—= RV > —d TronPort A/ NAED A X —7 4k] (P4-136) = 5M),
ZOFEZX, ANRLFERITZFORNOBIA vV ERETHLIIC. VAT
LERERBIIRETHHEDO DT,

A7w7 5 [EALOBEHRE] (P4-137) 2ZRL TSV, ZOEEQREITIE, EBAH,
FRE, BAE T 5> AsyncOS HERED R E 72 £ TronPort AN ARRFEICEIT 238
MOHA X oA LEFRPEF RSN T ET,
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IronPort /3 L&EEEDEE W

H—AJLD IronPort A/INLBREDA +—TIibE T4 —
JILiE

i —71 /@ IronPort AN LG % A X — 7 /WIZF 5 L AsyncOS 1, SMBD
IronPort A/ RAMENHREINTH, 72— /LD IronPort AN AfE 2 H L £

j‘o
7 —H /L ® IronPort ASAREZE A X — T MZT HITE, KOFIEEZFEITLE
j—o

AFw7F 1 [Monitor] > [Quarantines] ~*—3 T, [Enable] %7V v 7 L &7,

4-13 A—AIL®D IronPort R/SLIRED A r—T )L
Quarantines

Add Guarantine...
Cuarantine Messages | Default Action Sratus Settings
LranPort Sparm Quarantine (disabled) - - -
Culbreak

utbrea 0 Retain 12 haurs then Releass I.. — i I Cdit
[Manage by Rule Summary] 0% Full
Palicy 1  Relan 10 days then Delele % Edit
Virus 0  Relan 30 days then Delele % Edit

ATwF 2  IronPort A/RARIENA F—T W7D £, IronPort AR ARIEDERE ST
W WA X, [Edit IronPort Spam Quarantine] X— YR F RSN Ez T ((vn—
J1v® TronPort A S ARIE DR E] (P4-125) #5H),

AT9F 3 EEEXREL, RFELET,

O—AI)L®D IronPort R/SLBEDT 14— ILiE

1 — 4 L ® IronPort A/ RAWIEE T  B—T /T BHI1201%, ROFIEZEITL
F4 (M-Series 7 7 IAT7 v A LTIIERTEERA),

AT7v7 1 [Monitor] > [Quarantines] ~X—"C, IronPort A /X AfJE D [Settings] 77 7 LN
O [Edit) %7 Vv 27 LET,

ATw7 2 [Spam Quarantine Settings] £ Z > = . N T, [Enable IronPort Spam Quarantine]
DF =z IRy A%A7ICLET,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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W ironPort X/ LBEMEEDETE

ATFwT 3 EHEEXREL, RIFLET,

12— V@ IronPort ANLRIENT 4 E—T Mo TWNDH L E, ZOMET
UTNIZA = BFEET 53%A 1%, [Quarantines] ~*— @ [Delete All] U v
JERERALTCTIRTORA Yy E—VHHIRT LB TEET,

4-14 [Quarantines] R— ) [Delete All] ) > 9
Quarantines

Aald Quaraning,.. |

Cuarapiing Mescages Delaull Adion Slatus Satlngs
[ranfart Spam Quarantine (disablad) Retain 14 days then Delete Enahle
Cuthresak

; _ 0 Retain 12k then Release — Era
[Manage by Rule Surmmary] 0% Fu

Paliey 0 Retain 10d then Delste -.|—| i
virus 0  Retain 30d then Delste ._—I Era

(GE)  [Delete All] V > 2 i, IronPort M-Series 7754 7 > A LTI T& £4
Ao M-Series 77T A4 7 A _L® IronPort A/XABENSLTXTOA vE—
ZERYERICIE, TOBETZ Y T ~OANLOREEZEILEL, BESH TS
Ay E—URNHIRONC D ERLET,

T 4t—TILIZ&ht= IronPort R/SLEEE A—)L K)o —

IronPort A/ NARENRT 4 =Tz END L, ANRLERFIZORVNOH D
Av—VERETDOLIICHREINZA =L R —F, A vE—V%EE
THEIICHRENEEINET,

O—AJL®D IronPort R/NLBRENSHEDBREADBEIT

71— 7L ® IronPort C- £721% X-Series 7 774 7 A L CHEMFHA T oo —%
L@ IronPort A RLREE, DR —ANREND A v —JILT 7 BATE
HE 9 LizF E, IronPort M-series 77 7 A4 7 LV A%EKRA N ETHHEHD
IronPort A /S ARIEIZREATT A6 1L, IROBS O H A2 M L £,
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IronPort 2Ll SE M

o TUFANRLREDHKRE : M-Series 77T AT » AR & LT
FLT, A=A B —IC T v FARARELRELET, ZOMLEICL
D, B—INBRIEIZT 7B ARREREE, B LA RNIIBORIEIZEE
EhEd,

o K VHEWHBMIRORE : v — D VREEIZHR LT Schedule Delete After 3% &
ELoEVWHIRICERELET,

o Ko TWAERTRTORA Yy E—VEHIR: 2 — I BENICE > TWAET T
DAy E—=VHHIBRT D%, TOREET 1 E—T ML, B— L%
D_X— T [Delete All] Y 27 %27 U 27 LET (MronPort A/XARHEN G
DA ve—V ORI (P4-147) 25H), ZOV U 71F, A vE—Y
N> TWDHE—H )LD [ronPort A/RLKRENT 4 £—T Il o>TWW5B L
ZIETEATRRICR D £,

IHT, BITHITH LWA v =R a — I ABEICA LRI DI LN 5,

O —ANREDT 4 B —T WL ENBORIEDOA F—T NWbETEH X 5172

E N

IronPort R /S LEEDETE

ARINLREDEE

WA X, HIBR/RTFERY >—, T 740 b FiE. B L IronPort i@EID A
F =T ETZFT A =T b ERELET, T 74NV T, a—hAL0
IronPort A X AREITH CE BRI AR > TWET, 2F V., ZORERAS X —7
M D e BESNEBEZIC A SADNHBICYIRISNET, BRET Y 75
WARIZ 7 5 723/ E, O A RLADLHIBRE L E T, IronPort A /X ARE OSME
BXOEMEL, #AX L vdlunl Ay =Y Avb—VORELED, #E
BIOD R~ X T&FT, [m—B/1D IronPort A/XAHHEH O AR L FjE
BE] (P4-125) 2L T E&E,

2 — /L ® IronPort A/NARERNICH DA vE—T %R RLIZD, B{ELTZY
92 AsyncOS Operator = —H ZFE L £ T, AsyncOS IZ/ER S 72X TD
Administrator L'~V O —% (F 7 4/L b® ladmin] = —H¥ 72 L) %,
IronPort AR ARIEIZK L CHEMIZT 7B ABLOEETEA L5120 F
7, Operator 1%, MFEONELR T TEETH, BMEORELEETE RV
HEWH Y ET, [TronPort AN AREDOER 2 —FOKE] (P.4-127) #ZHL
TLTEEW,

[ oL-23080-01-J
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W ironPort X/ LBEMEEDETE

IronPort X/ \LRBREADT VX

#x o B 2—%0 IronPort ANLRENICH DA RO A vE—T% Web 77
TR UNCT 7B ABLOERT LI AT LET, T/ ERAEZFASN
ca— WL, ARDBEMEZELENE I IR, REZ U TNBA Y
- UERR, MR, R, BLOHIBRTE A2 L2V ET, A vE—TUARX
ERRTHM, FERRICTEINERELET, FHINA= N 2 — W%
fRECT& %7 (LDAP. Active Directory, IMAP/POP, F7zid7s L), = R
A—PRE~DT 7 & ADF EJGMI%)%%%LT<ﬁéuxF&LJ%%
ETHE, =R a—PE, BHAYyE— }’aiﬂé)/7ﬁmfbﬂ
IronPort A/NARRIEIZT 7B A CTE R0 BREEfEA SRR ET
(2—PHLERRT—=REILEH Y FHA),

® 4-2 IVFA—YDRBEETFTIER

SR A—YDT7 I EREE

LDAP URL, 1&@%n

A—ILR v 7 A URL, @40

(IMAP/POP)

L N D Fr

b3 7B ARARE GRHINA R —T NIl o TV D

4. [Spam Notifications] =7 ¥ 3 > TRE SN

72 [Deliver Bounce Messages To:] @7 K L A |Zif
FIDNIEE S ET)

VY YAVR: 111

\EN &%, IronPort ANRNAENICH DKL —FSDOFH LNVANRL XA v —
EERLIELOTYT, ANRNLEMEAFX—TMIL, TORNFEZHRELET, A
SNLABHONFIZIE, ZHAT RVA fF4, AvbE—VUKRL, AvE—VK
K, AT UZA T RLR, BAAT Y a— LR ERHY £9, IronPort A /S Ak
YEANDT I BANA F—=T N2> TV BEAE. 2—W L, LDAP X —/b
Ry 7 ZADFEEZEH LR TH, A X THEDIOBRBE SN A vE—
T 7 ATEAXH1270 £, @aE, EFA—APRESLTWAKET
Nu—7ZEH A=V 7 VRANBIOZOMOT A Y T AEET) ([ZKEEF
SINET, FA—V T VRAMI, B—0BEHNEZRBELET, 2EH, HA—
Vo J U A NOEREIL, ééﬁﬂb BMEZETDHI LR, TOMREIC
a7 A  LTAye—VEBHRLIEZY, HIRLIZY TExET, Z0HE, =2—W
PRBIZT 7 BA LT, WA REINTZAvE—VEFRRLEDELTH, Th
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IronPort 2Ll SE M

S5DAyE—VEMMO2—FIZ Lo TTTICHIBREN TV DAL H Y £,
BWHEOZA VT RZBLTWEY, HEOBTA—L 7T RLAZFEALEZD L
TWba—WE, BHommz%E Ly ((EEommoz(E) (P4-141) %
M), [ANLBHIORE] (P.4-130) Z2BRL TSV,

ARNBIBHNBA R —T VT2 > TV T, [ronPort ARARE~DT 7 & A0A
F—T NI TR UE, @A [Deliver Bounce Messages To:] @7 KL
ZIZEESNET,

A—AJLD IronPort R/ SLREDETE

7 — AL ® IronPort A/ SARIENA X —T Mg >72% (o —H /L ® IronPort
ANLBFIEDOA F—T b & T 4 B—7 04k (P4-121) 2B, RIEORE
FHRE L T, IronPort ANRXAEL, ThEaa—PRNED L IITEBIET IO E
WETEET,

12— /L3 TronPort A /N A FEPE A5 E 3 2 121X, [Monitor] > [Quarantines] ~X—
¥ C IronPort A/X ARE D [Settings] 77 LAWNICH D [Edit] 227 UV v 7 LET,
[Edit IronPort Spam Quarantine] ~X— Y NERINE T,

O—AJLD IronPort R/NLBRERD R /NLREDRE

o —H L@ IronPort 775 A 7 > A E® IronPort A XA Ha#Z I, IronPort A
NABERELERET DX, WOFIEEZFEITLET,

[Monitor] > [Quarantines] ~<— T IronPort A /X A& #E D [Settings] 7 7 ANIZ
» 5 [Edit] #27 Y » 2 L7, [Edit [ronPort Spam Quarantine] X — ¥ NER S
ET,

[ oL-23080-01-J
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W ironPort X/ LBEMEEDETE

AFvT 4

4-15 IronPort R/\LBRERTEDRE

Spam Quarantine Sellings

[¥] Enable TrenPort Spam Quarantins

Quarartine Size: | Total: | go (88| (20.0 GB maximum)

When storage space is full, autamatically delete cldest messages first

Schedule Delete After: | 3 |'M days

) Do not schedule delets

Default Language: | | EnghehiUnitad Slales an-us
Metify TronPort Upan Message Release: | [] Send a copy of released messages o IronPoet for analysis{recommended)
Spam Quaranting Appearance:

Current Loge: @ IRONPORT Spam Cluarantine

@' Use Current Loge

) Usa fronport Spam Quarsnting Logo

2 uplead Custam Loga: [ Browse...
Maxirmurn size 500w x 50k pixels

Login Page
Meccage;

Adminislralive Users

Four have no ‘aperater’ ssers defined in pour syshem.

Go to Systam Adminigtralion = b5 configurns Users.
Members of the Adminiziralor’ proug have ful saccess fe Quavanitines and wil awlomalically be granbed accass o the
franpart Spam Quarantine.

[Spam Quarantine Settings] 7 > 2 VN T, BET Y 7T ORKY A XEHE L
£7.

BET Y TR 72 ST T WA =V 0HIBRT D L) ICHREEZHE TS
FT, Fov IRy 7 RAEA 72T E, MHROKREZ) TIZH LA vE—Y
ITEME7e< 720 9, TronPort TIE, MEZ U TRWMRIZ/R D ETT 77
AT VA LRICA v B—UOREBITH (M) NTEDHTERNEHIT, T
BEAF—7 NI D ENfERSNET,

Ay E—UEHIBRTAMORE HEEAEELET, HDHVE. BEHIRE R 7
Ja—L LT k%:l%?ﬁ’s’“é Ly TEEJ, IronPort TiX, BB U TOR
BN DRSO, 0 A v =V NOHIRT D X O ITHIEERE
THZENREREINET,

TI7HNVENOEEEEBELET,

RSN A v =20 a =248 i IronPort’\ii@1§?“%>J:5 \ZHR P B i
FETExE9, IronPort TIE, MIEEZZTDOLHIICHKETHZ EnHEREINET,
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AFv7 8

ATv7 9

Y
)

IronPort 2Ll SE M

TV R 22— RREEHERT D EEICRTRINDIRN—VE AT A A LET,

NAZLBITRT vy 7a—RLET (TR, Zovdid, =2—FrRer 1L

T*ﬁr%ﬂt% v =V EERT D L X2, IronPort AR AREDON—T 0
WCERINET,

— ZourIE, HRKRKTS550X 50 7LD jpg. .gif. £721% .png 7 7 A
VIZT 2R H Y F7,

— nd 7y A ERELRTNIE, IronPort A/ RABREDT 7 /L D n
INfERESNET,

N
GE) HIARFXALAvIERETDE. IronPort v FFHIRESINE T,

0y A4y R=Y Ayv—VERELET, TOAvE—ViL, BEEZERTD
A, =V R =PIl rA o 2ERTLHLEIICRIRINET,

ERAEEFEL, RFLET,

IronPort M-Series 777 A 7 2 A &R ET DG OFMIZ DWW T, [Cisco
IronPort AsyncOS for Security Management User Guide ] %S L T30,

IronPort R/\AREDER1—HFDIRE

IronPort A X ARIEDOEBR—PFEIFETEET, Z0HHD EH] LT
IronPort AN ARE~DL—F DT 7t AMEZRLET, BH—FOU X MNZ
iF, AN —F a—¥FEFErBNTEES, FEELLO2—Y (T 7+ b
k@ admin =—% & ETe) 129X CT, HEWIZ [ronPort A /X A fRHE O E B2 —
PThsrEARINET, LEERoT, b DO—H (X, [Available] 77 7 A
<> [Authorized Users] 7 7 AMIRRINER A,

IronPort A XABENICH DT R TORX v —VE2FRTELZ—FDY R MZ
% LT AsyncOS AL —% 22—V 2B E 2 ITHIBRT 21213, RO FIEE FELT
L7,

[ oL-23080-01-J
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4-16 IronPort R/ALBREOEEIL—YDIRE
Avadable Lisers: Autharmed Users:
quar_sdmin, Dparator
Add »»
<< Remave |
Cperators may view all messapes in the guaraniine bl may nod chanpe guarandine sellings.

Membars af the “Administrsbar’ growp have il access to Quarantines and will sutomabically be granted access to the
Ironport Spam Quaranting.

ATF9T 1 FHUTHIAIALL—FERINL, [Add] £72i% [Remove] #27 U » 7 LE
‘é—‘o

AFwF 2 BRL7Za—VR, KMo Y 2 MBE) L9, Operator L~L D= —H i,
IronPort ANLFEEND A vt —VERRTEETH, MEORELRETE R
NWZEIZERLTLLEE N, BHa—WIE, Ave—VEFRL, REEZEET
xFET,

ATwFT 3 EHEEREL., RELET,

IR A—TRE~NDTIEADEHRE

T K a2—H73 IronPort A/ X ARREICHESE (BRMZLELETIZ) 77 EAT
&5 &L 9127 25121%, [Monitor] -> [Quarantines] ~~— T IronPort A /X A%
@ [Settings] # 7 LANIZH B [Edit]) 2 UV » 2 LE9, [Edit IronPort Spam
Quarantine] X—YNFRENET,

AT7w7 1 [Enable End-User Quarantine Access] & EN-TF v IRy 7 Ak A LE
9, Administrator t—H%, ZOF = v IRy 7 ANRE U NT TR ARL

BB T 7 B ATEET,
417 IronPort R/ISLBREADT V L RABRTEDHRSE

[Z] Inable [nd-User Quarsntine Access

End-User Authentization: (X | [ nap -

Thia et upet B LOWP Fndd Clirar duthantiontion Suary confipunsd st SpEism Adminiitration > LOAFR

s Massage Bades: | [] Do nat deplay masssge bodes to srd-users untl message is relassd

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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| 4% &%

ATvT 2

ATFyvFT 3

IronPort 2Ll SE M

A v —URNERENDENC, A v E—VRLERRTINDEIDERELE
T, TOF 2w IRy I RAEFNITHE, 2—PiL, IronPort A/ S AHE~N—
UMH A=V AL ERRTERI RV ET, bV ELT, ESNAY
=TV ORLERRT DL, TORAvE—VEMBBLTHLL, 2—FDRA—/
77U —v 3y (Outlook 72 E) THRARTAHMLELRH Y £3, ZHux, T

OB EINTZBE T A—ANT —hA 7 ENRTERbRWEEoary o747
CADRIEE FRIZBR L TWET,

Ty R (T A VBRI TR Web 7T 997 b B & (80
FRLED LT BBAIC, ZNGOTY Fa—F ERAT 5 72 I 5 2
BHELET, A—AK 7 ARIEE 1L LDAP § ﬁ%@%f%if

BFEE A F—T M2 L72< Th, IronPort A/ SARE~DT Y K 2—HF DT
JRAEFFATED ZLICHERLTLLZEN, ZORE, 2—F@EHmA v
VI EENDV VI RATHREILT 7B ATE, VAT A F2—VFOR
HEEAITWER A, BIER LD R a—F 77 REA X —TNITT 5
#1%. [End-User Authentication] K= v 7% 7 X =2 —T [None] % &R
LET,

LDAP FiE : LDAP 4 —REEIT 7 T4 TRV R a—FRiEr7 =V —
BERESINTVARNWIEEITX, [System Administration] > [LDAP] V > 7 %
7Y vy7 LT, UMP#—A REL T K a—FRIEI/ =V — A Y7
ERELET, LDAP SBIEDORE HFIEDOFEMIZ OV TIX, [Cisco IronPort
AsyncOS for Email Advanced Configuration Guide] @ TLDAP Queries] %
ZHRLTLTZIN,

A—NVARy 7 AREL : WAL LDAP 74 L7 MU BEH LY A S0
B, BELX, 2—HFOEFA—NL T FLALERRATU—ROEYHE, Zh
g@:—ﬁ@x—wf/yx#%ﬁéﬂfwé%ﬁN—xwmMPikm
POP H— NIk L THFET A2 &b TEEJI, WebULIcur 7oA 45 &
E, 2—VEFEHORERBTA—IN T RLALEA—JVR Y I A INAT —
FEANLET, ZOFREFEHL T, A—LR v 7 X = NTHRED
a—HLlLToulArRn’diTanEd, vl A LRI HIL, FDa—
47‘ IRIEENFET, T, =B s/ T U b TA5DT, 22—V OZER
ﬂbfﬁbméﬁﬁi%wiﬁhof—wf/ﬁzmﬁmﬁﬁi LDAP
TALVIZ MNIEBH LR A MIBELTWETR, ETA—NL A VT
ZEIZEDLDNTETEA =V A— VR y 7 AR Ca— PR TEE
A,

247 (IMAP 721X POP) Z®IRL E9, — 4 &, BELPERIZ

SSL AT 20 E2 0% EELEST, Y—OFR—  NEFEADNLET,
RIEH D2 —V 4 DB AITEMNT S KA A (example.com 72 &) AL
ij—o

[ oL-23080-01-J
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W ironPort X/ LBEMEEDETE

POP #— "N NF—HNT APOP 4 R— %27 RAZ AL XL TWHLEA, &
X2 UT 4 FOFHENS (DFD | NAT— RRE L TEE SN DD 5 [a5H0
T 57=12) . IronPort 777 A 7> AL APOP Ozl L4, —&#8%
7T _RToOa2—FITx LT APOP ¥ R— k&R TWAWEAIL. APOP
T RNRZAXL72NE I POP —RERETILENDD T,

ATvT 4 EHEEXREL, RFELET,

AR LBHDERE

AR LGB L X, TronPort ASLARENIZA v —UNIFEET D E X, = F
2—PFIZEEENDIEF A= AvE—TOZ LT, @A, TO2—F
%6 (LDAP |2 X 52 —VRIEDOHEIL, LDAP VAT MU NTZE D2 — TR
BT ONTWDELA—IL T RUAGE, [ K a2—WFRE~DT 7B ADE
] (P4-128) #BM) ORESNTEANRLELIFZDORVDOH DA v E—TD
VARNBEENET, ST, E2—VFRENENOREINTAvE—VER
RTBHTEODIEAT I 7 bEENET, @BHIT, A Rx—T SNk, Z
ITCEREINIEAT Y 22—t TEEEINET,

ASNLEINZ LY | = Ra—PRREI e 74 o F D OREFIES Rt &
NET, 2—VE, ZELEEFA—VBBHEN L THREICT 78X LET (2
DIRFEITKT L TIBENA X —T MR o TWAER), A ve—Y0hs % s
Voo 35E, 2=V, TOBHMNEEFEEINZEFA—NL T RLADKREZED
UliceZ 4> LEd, ZDOHEICE D IronPort A/SABE~DT 7 & A1,
LDAP #FiEH A — VAR vy 7 ABFEL ML EH Y XA, ZOFEZLDIa T A
T, 7T I9A TV ARBE A=V ARLREA VT ARG =) —%
FERALTWARWRY | =0 Fa—¥REiF T 2o A Y 7 ASEOMPBEXNR A »
T VEEREINENWI EIZHEELTLE XV, IronPort 777 A 7 0 A THLER
L7-RICEB SN DEA U A MCEMAEE SNEEE, BROZEENZDY
A MZHT HECRIEIZT 7 EATEET,

IronPort 777 A4 7 L ALK D AL OERFETIZ, EFA—L A
TAEETH2—FREBEOBEF A=V T RLAZERT 52—, B
DANKEMEZET DN H Y £9, BEOBHIT, =41 U 7 AFHEAEHERE
EHAHLTMOREEZE S ENTEET, LDAP V—RNEHEFT 7547
REALVTRAFEI7 2V —BEy b7 o7 ENTOARNWESIX, [System
Administration] > [LDAP] V> 27 %27 Y » 2 LT, LDAP ¥ —REL =AY
TAFEI7 TV — AP U TERELET, il OVTE, ZO~v=2T 1
W BEA EOEEHFEE] (P4-137) & THEEO@EMOZE] (P.4-141) 12m
z.+ [Cisco IronPort AsyncOS for Email Advanced Configuration Guide] @
[LDAP Queries] HbZRL T &0,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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IronPort /3 L&EEEDEE W

TR a—PITEREINDANLBHMERET DT ROFIEZETLET,

S

A7w7 1 [Enable Spam Notifications] & ENNT=F = v I/ Ry 7 A% AN LT, AL
WHZ A X —T VI LET,

4-18 RS LBERDRE
[soam voticsnions |

[l Ensbila Spam Mathestion

From Address: | “Prisrdly rme” (opbiansl] cygsramaPha gt
|_'_LDD_I— . |_'—.p =

srmpds: “Frmsd Adminiratar <nofr@asmpsny com s

Sutgect: | renPart Spam Guarantine Natficatien

Ttk | frenbor Spam Guarantine Natification

Bady: (7
Marage Bady The meddage(i] bebamw have bean blackad by pour &

[ [
wdrriragtrytoe o Epacied EpAm. e T

Maw Meddags Count
Toksl Mestage Count

Thirs Sr8 Sre_ o EEAgH,_COUNEY: ndw MEEREE in
wour Emal Quaraising snce Tou receved pour las

[renPark G i . I the O ——
babawe afe §parn, peu o9 Fl Ped 1o taka any actish. s irek LI

Masgages wil be sutamatcally remoeed from the Juacaniifs UKL
guarartne afer %edayi_uvtl_arpres darpls). L miam

Mew Meddape Table
IF afry of the mesapes bakim are fot spam, dick the
Faleygs bk ba hawe tham paré ba your [nbax. To oes
ol GUATEREREE MELERGHE vidw Tedubratbng_urts.,

-

Fravem Metiags
Messagh Formats | | L (recormmendad) o

Dabvar Baunce Massage Ta: |

0.4, i b Gty
Carabdate Rathiatons: \'.nn:nhdml rratiheaticns $6n1 1 the $ams DA wir st Sfecent ebdeesies
This settng Fitems ddmandpirmtion + LOAP.
Notfication Schadla: | () Markhly (Sens the 15t of pach month ot L7em

B waekly | Morday 8| [fent ae Liwe

AFwT 2 H@EOEHAT RLAZAALET, 2—HFiF, ZOT7 FLxEd, HHOET
A=V I FGAT VRN THR—FENBEED [FTA R RN ITBMTEE
3 (FEAEOZESFRE] (P4-137) 25H),

AFw T 3 @EmoLEANILET,
ATFvT 4 WHODAZ<A XS ZA M EATILET,

ATYFT B AvE—VURNLEDIAZ~AAXLET, AsyncOS TlE, A vE&—IARILIHA
Snd e, lx oy K a—FZRHES LEEROEIZER SN0 200
Ay E—UEERYR—FENTWET, 72& 21, susernames 1, =—HIZ
LU CTHEMPERIND L&, ZO2—VOEBEOAFICERINET, ¥ R—
MED Ay E—VERITIE, ROLORH Y 97,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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W ironPort X/ LBEMEEDETE

ATFvT 6
AFvF 7T

AFv7 8

ATv79

2797 10

- [NCW Message Count] (snew _message counts) : —HFD{FRHFEOT S
AV UBOF LV R v - 0%k,

— [Total Message Count] (5total message count%) : T2 R —
WNIZHDZD2—PHD A vt —T DR,

— [Days Until Message Expires] ($days until expires)

— [Quarantine URL] (%quarantine url%) : REICa A4 L, A vE—
VhRRFT DHT728HD URL,

— [Username] (susername?)

- [NCW Message Table] (snew _quarantine messageS/) BETY TN
LhDIDA—FHDOFLNA vy E—TDY A K,

INBHDRA yE— U, [Message Body] 7 4 —/L KOT ¥ X FNIZE

BATILT, AvE—VERLHATEET, HHWE, EREFAT LS

FTic A — Y v EBlE LT, Al [Message Variables] U 2 NHNIZH 5

ERO4REI ) v 7 THIEHTEET,

AvtE—UEA (HTML, 7% A b, £72IEHIML/ 7% A 8) ZERLET,

RUUAT RURAZRELET (S RASAEBMAZOT FLAICKES
nET),

MBS LT, BR57 FLATHE U LDAP 2 —HIZEEENIZA v —V%
f*/\f%ia“

WAV a—VEFELET, @BAEAIC—E, BIC—E, £HEHIIE 1 EEL
ERXETLEIIC BEROFELEZDT) RETEET,

EHERFEL, RFLET,

SEBD IronPort R/ LIBREDERTE

ANRLBIRZEDOENDH B A vE—%BIO IronPort 777 A4 7 2 A LICR
E SISO TronPort AR LEIZIEET 2 K 912, TronPort 7 77 A4 7 A
%’?:% FETEET, IronPort M-Series 777 A 7 A, FICZ 0&EEIZH S X

INFEFFE N TWEF, IronPort M-Series 777 A 7 > ADFEMIZ DOV T,
FClsco IronPort AsyncOS for Email Configuration Guide] @ [The IronPort
M-Series Security Management Appliance] ZZMH L T 7230,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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IronPort 2Ll SE M

S D TronPort AN AREEEHT 2856, MEOREX. £ O IronPort 77
FAT A ETITWET, IronPort 7 774 7 A LETua—J /L EHED
IronPort A/ RAMEZW H & b A x—T M LT=E. 2 —H /10 IronPort A /X
LRRENZTOREL EBICERESNET,

M-Series 777 A4 7 A (AWEBRIE) oSNNS A v E—U1E, RAT. F
AA UG, 2 VT T BRI ANE, v ADL— R, NU AR, B
JOMEEx 2 —%2AF v T LET,

NERD IronPort R/ LRED BN

ATFyvFT 1

ATvT 2

ATFyvFT 3

ATv7 4

SLER D IronPort AR AKEE Z BN HI121X. ROFNEEZEITLET,

[Monitor] > [External Spam Quarantine] ~<—<"2>5 ., [Add Quarantine...] % 7
Vw7 LEJ, [External Quarantines] _X— Y NERRINLET,

4-19 SOOI Y R 1—HREDEM
External Quarantines

Add Quarantine...

srmal quarantines defined

MDA IEANTILET, ZOLARICERITIHY FEAL, ZRENTORFEHS
ET,

IP7 FLALR—FESEZANLES, ZOIP T FLRAER— FESIT,
M-Series 777 A 7 > A T [Spam Quarantines Settings] ~— Y NIZIRE S
TWET GEMIZ DWW TIL, [Cisco IronPort AsyncOS for Security Management
User Guide ] #ZRL T 7Z&EW),

EHzkFE L, REFELET,

588D IronPort R /N LBREDRE

AFvFT A1

ATvT 2

BEF DA TronPort A /XA RIE ZfRIET HI1TIE, RO FIEEFEITLET,

[Settings] # 7 AWIZdH 5 [Edit] 2 V v 27 L£7, [Edit External Quarantine]
NR=UNRERINET,

WIEELELET,

[ oL-23080-01-J
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W ironPort X/ LBEMEEDETE

ATFwT 3 EHEEXREL, RIFLET,

558D IronPort X /S LBEDOHIE

IronPort 7 7' 7 A 7 > AIZIE, SME D TronPort A/ S A% 1 D LEE TE &
A, AMTO TronPort A /S AfRJEDOHIBRTIX, ZOBEBERDHIFRIND Z &
272K, ZOREY THNOT—X IV LEERINRNT LICERLTLES
VW, R vic, FOSES IronPort AN ARIEICKT T ABBR T —H )L =
LHIBRENET,

58D IronPort A /X AEZHIBRT 51213, RO FNEEFEITLET,

ATwF 1 [Settings] 77 LNIZH S [Edit] #27 U » 7 LEF, [Edit External Quarantine]
R=UNRRINET,

ATwvF 2 [Remove Settings] %27V v 7 LET,

4-20 54D IronPort R/ LBEDHIE
Edit External Quarantine

Exlernal Quarantine Sellings

Remeve Settings

Type:  [ronPort Anti-Spam

Name: Ih.ua:u_qualu:llu'e

g spam_guarantine]
IP Address: I:_i_J__d
Fart | feoes
Cancel [Sibrmit

ATvF 3 [Delete] #7 V> 27 LT, HIRZ#RT LI IICKRDONET,

IPA 22— 124 XLETO IronPort R/ LtEE HTTP/S
H—EXDAMA 2—T Ik

o — )LD IronPort A XARRIEE A X — 7 M L7z . IronPort A /X LARED
HTTP £7-1Z HTTPS +—t 2% I[P A v Z—T = A A L TA F—T M LET,

IronPort A XD HTTP £721X HTTPS +— v 2% [P A ¥ —7 =1 A |
TA F—TWZT DI, RO FIAZFEITLET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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ATFvFT1

ATFvF 2

AFvT 3

IronPort /3 L&EEEDEE W

[Network] > [IP Interfaces] X—Y T, A V' F—T =2 A A4 %7 U7 LET
(Z O fTix, Management { > % — 7 = A 2 Zffi i L £9°), [Edit IP Interface]
AT PNERINET,

4-21 Management € >4 —27 =4 X ETO IronPort R/ LBHEDA r—
Tk

Edit IP Interface

Namea; IFL.MHT
Ethernet Port: Management W
1P Address: [W =
Metmask: IW'
Hosiname: W

Services: | Serviee Port
[rre I
TelrlE'. 123_
S5H 2~ -
Appliance Management
HTTP [eo
HTTFS 243 =
|| Redirect HTTF requests to MTTPS (HTTF and HTTES Services will be turned an)
IranPart Spam Quaranking
HTTF

171

[#] HTTES
|:| Readirect HTTP reguesls bo HTTPS [HTTF and HTTPS Servicas wll be Lurmed an)
[#] This is the default imerface for Ironfort Spam Quarantine

Quaranbing lagin ang' narifiatisns will ariginste an bhis inferface.

UAL Displayed in Netificatians:

=) Hastname

<

{axamplas: hifp: ffspamilur, Rt 101, 0. 0:82F )

* Warming - Please axarclss oare when dissbiing ar changing these itemes, a5 this cawla' disnapd active conneohians b
this apphance whan changas b0 thasa ifams ara commiliad.

== [ Submit |
HTTP <° HTTPS T2 E 2%, TN Db T AR — bEF L LI
BELET,

HTTP %k % HTTPS ICV A A L7 b9 20 E I NERINL £,

[ oL-23080-01-J
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E4E  BE |

W ironPort X/ LBEMEEDETE

ATFv7T 4 IronPort ANRNLREILT V8 ATHIZDODT 74NV DA H—T =4 A (B
BXOWEa 74 o N0 X —T oA A LETHBINET) 2T E> 0
ERELET, URL NOFA NAEFEMATLN, b bW AF¥ A URL 24 E
TOHNEERLET,

AT79F 5 EEEXREL, RFELET,

A—JL R —®D IronPort A/NLBEDA *—TILL

72— # /L ® IronPort A/ X ARIEE A X —T7 W LTtk (F 721395 D IronPort
Z IR BIN LTS . ARAEIZARADRENDH DA v —U% 2D
BETYTICERFETLILIIC, ANV A —%2FECTEET, A—%E
IronPort A X ARIEICIEETE B L H12T B7-HI2. TronPort 7 2 F A/8h A
FroNA—NV R —TA R =T MIINDUERD D Z EICERLTE
AN

ANRLETINIFDERNDB D A v —% TronPort AN ARIEICEETH LD
WA=V R —%2RET AL, ROFIEEZFEITLET,

AT7w7 1 [Mail Policies] > [Incoming Mail Policies] ~<—C . %HET 5 A —/L R > —D
[Anti-Spam] # 7 2NIZH BV 7 %7 Vw7 LET,

4-22 RISLE IronPort R/SLBREICSEET 50D A —IL K O—DOEE
Incoming Mail Palicies

Email Adkdress: o] Recipsent
- Sender
Aald Palicy...
Crder | Poboy Name Anl-Spam Adbi=Vorus Canlenl Filkers | Virus Culbreak Fllers  Delale
Drefault Policy  |iron Repaired: Deliver Disabled Enahled
Positive: Drop Encrypted: Deliver
i i DT Unscannalbde;: Deliver
H Wires Positive: Drop

AFw7F 2 [Mail Policies: Anti-Spam] ~X— Y BNHE RSN FET,

ATwF 3 [Positively-Identified Spam Settings] £ 27 > 2 > NC. [Apply This Action to
Message] 47" a 12 [IronPort Spam Quarantine] %R L £ 97,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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IronPort /3 L&EEEDEE W

4-23 B & A S hi=-X/8AD IronPort R/NLBEADZEE

Mail Policies: Anti-Spam

Paolicy:  Dafauk
tmmﬁm‘m ) Upe selectad Anti-Spam pervicels]
= trarpert ars-tpam

O Deabled

Apply This Achion to Mesrage:  [Daiee w

Celreer e
[

{i

Add Text 1o Subject:
b advanced | Cutanal sttngs bar dustem hiader and metiags debvery,
Swipected Spam Settings
Enabls Suipect Spam Scanning: Opg  @ovgg
Apply Thi Achion o Mettegs: | Daliver -
Send b ARarmate Hedt {eptanall: |—
Add Text to Subject: |praperd w0 [[SLGPICTOD SPAM]

¥ Bdvarced | Cptisnal setings Par custem hasder and meddags delvary.

Toath 0 kodred o & II00 ioade. The Mgher the ioone, Dhe Midos Shaly & Meliaps 0 § ipaM,

lranert Anti-Spamt | () Lss the Dalault Theesholds

O U Cudterm Settiregs:
Fagptively [denbfiad Spam:  foos o (88« 208)

Busphetsd SpM!  Soone > B (minimom 5, canoat snossd ponitue ipem goone)

==
AFvT 4 HEIGUL T, ARLADORVOHIA v =V L THZOREZHEVIKLE
‘?—O
ATYT 5 EEEFEL., RELET,

BALDEREIR

Z ZTlE, IronPort A XAREZEBAT HERCER T NE, SFSEher b
HRERME L £,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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W ironPort X/ LBEMEEDETE

TARY AR—R

#4312, BT T T4 T AT IronPort ARXALRIEICHHATRERT 4 A7 A
NR—=2A%ERLET,

= 4-3 IronPort 7 754 7R EIZ IronPort R/SLKREICSEFARIREL
TARY AR—R

FARY AR—X (#
EFIL {if : GB)
C150/160 5
C350/360/370 15
C650/660/670. 30
X1050/1060/1070
M650/660/670 100
M1050/1060/1070 200

IronPort A \LBEIZ7HVLRT BTV K 21—

TV K 2—%E, ZELEEMANO Y > 78 HE T IronPort A/SARIEIZT 7 &
ATEET, ZOFETHREILT 7 A9 5854, LDAP RBiEEX° IMAP/POP 58
FEESESH D FRA (R 2—VIIHDEFEZRETILERNH D THA),
WA v E—VNIZTFET DY U ZIIEAEDHIRN 2N EICEELTLES
W, TR a2—=%FEF, ZhonU 7 E2FERTE FBELe< TH, BO%E
ORBINTAVvE—VEERTXET,

a—PE, BOD Web 77 UHICU 7 ZEBEAN L THIEICT 782352
LHbTEET, Web 77 UHIZ AT L7z URL BRHI CHIEICT 7 AT 554,
2—WIEFRAEEAT O LERH Y £3, #BFEHXN (LDAP E£72iE TA—ARy 7
Z] (IMAP/POP)) X, ®/Zs%E® [End User Quarantine Access] 2 > a VN
TERINET ([ F a—PRE~DOT7 7 v 20RE] (P4-128) 2ZMH),

LDAP 525E

LDAP OFBGE7T v A TEKD LB TT,

AFYFT 1 2—FREHOZ—FLHLERRAT—FKE WebUl v s A X—=JICAHLET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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ATvT 2

ATFyvFT 3

ATFvT 4

IMAP/POP &Z5E

2FyvFT 1

ATFyvF 2

ATFvFT 3

IronPort 2Ll SE M

IronPort AN AL, BAMBREIATT DL O, FREFHEEINT TH—2
a7 A>] DN &/\"XU*—F‘LCJZE)uqu:L—"j‘E L/T FRE S 7z LDAP ¥ —

\ZHERE L £ 97, Active Directory O34, —fRIC [7m— L ¥ vl KR—
k) (6000 FE) Lﬁﬁ—/ﬁ?ﬁ%ﬁ%ﬁ%ﬁﬁ”é%\gﬁ% D, MBEEFETT LD
(2. IronPort A/ X ARRENRNA v RTE DKW LDAP =2 — Y 2 E T 2 &
EHRH D ET,

WIZ, IronPort A/ S AkEIL, fEE SNz BaseDN &7 =) — X kU > 7 %&Aff
ALTa—VE2HELET, =2—¥ D LDAP La— FRE-5235% &, IronPort
ANLKEE, £DOLVa— RO DN #f#iti L, =—% L a— Ko DN & HEAI
2= RANLTERRAT—REFEALTT 4 V7 P ~ONRA v RERkBET,
ZONRRAT—R Fou 7l T5E, 2—PFITELLFBIEINET, Ll
F 72, IronPort ARAHIEIX, TO2—FIZH L TEDA—ILR Yy 7 AONEE
FRTDLOMNRET HLERDH Y F7°,

)‘ vE—UlE, REHEDT X —F 7 KLU ZA&ZEH LT IronPort A /X A
IREESNE T, 2—HPD/R2TU— K28 LDAP 2% L THiFE S 1u7=%. IronPort
ANRLEE, (774~ VB A—VEME] % LDAP L a— R B S L T,
Eox o _Ru—7F 7T RLVAOBREESNIZA v —VE2ERTILERD D DN
RELET, 774~ VETFA—IEN ITIX, BT A=V T KL ABREEK
MENTWBEAERHD, INHLDOT FLAZHEHL T, BENL D~
0—7 7 RUANRIEL =TI L TRRENDILENS D ODRESNET,

IMAP/POP OFFIEFat A TRD LY T,

R Y SREITIE LT, 212, BADA—Fh (o) E AT A—
V7 KL A (joelexample.com) &, /NATU—FK%Z WebUl 271 X—TIZ
ANLET, 2—=PFZEFA =N T FLRET VAT LHENH DD,
2—VEZETFEANTHIEZLVODPMLED DIz, vFA4y X—=T XA yt—
VEEFETEET (I R a—PRE~OT 7 ADERE] (P4-128) %%
H),

IronPort A /XA 1%, IMAP V— "F 7213 POP — N8 L. A &hi-
A4 (=YL FEITEFA—INL T RLRAR) EXRU—FREFEHLT
IMAP/POP H—R_~DOu /A v e@®AHET, NAU—RKRZIFANLND &,
FO—WIFFRFEE Tz & B2 S 4, TronPort AR ARIE X7 BT
IMAP/POP — b /7o b LET,

2—PNFTIEI N2, IronPort A/ XML, =2—VFDOETFA—L 7T KL A
WCESNWT, ZO2—P5DOEFA—NLDY A MEEHRLET,

[ oL-23080-01-J
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— IronPort A/ XAREDERTEIZEBWT, BioRN2—F4 (Foe 72 E)
BT 2 RAL VEBELTVDEEIE. 20 RAL &% AITEN
LCCEDREEBMETA—L T FLAEERLT, =) THNO—
HBTirzo_Re—FRBREINLET,

— ENLSDOYA . TronPort AN AREEIX, AN ENIZETA—NL T RL
2EFEHLT, ~HTsrzr_n—7ERmBALET,

IronPort R/RLBREIZOS A 2T 51=60D URL DRE

x> K 22— TronPort A/ S ARIEIZEET 78 AT 5720 fEHTX % URL
X, ¥V DERA N E, BIENA RX—TNMIZRo>TWAIPA v E—T oA A
Lo E (HTTP/S LR — hEE) DOERINET, ROBIZEEIZL T
S,

HTTP://mail3.example.com:82

EEH
POP/IMAP D&EH :
IMAP B8 X POP DA (H—RAA )
o H—rHZEANLET,
o H—NTSSLEZHEHTDHLIICHEEL TWDIEAIEL, SSL &4 X —7/1iZ
LET,
* [Append Domain to Unqualified Usernames] %A % —7 /2L, =2—FDnr
TAVAIZZ R =T D RAAL B ZNICRELET,
IMAP OFEMIC DN TIE, Ty b RKFD Web A4 FEZHL T E S0,
http://www.washington.edu/imap/
BRIDOTAX +

BF AN EFX2VT 4 v X=X TTAMNOA—NL R v —2RETDHZ
LIZRY, @METARNTEET, ZOHA. B—0ax—WITRLTRET, AN
LERESEET, TO%., IronPort A /S AHYE OEMFEE T, [Enable Spam
Notification] &= v 7 R > 7 A% 412 L, [Enable End-User Quarantine

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Access]| T = v 7 Ry 7 A4 7I2LET, 2LV, [Deliver Bounced
Messages To] 7 4 —/V FICRE SN HFHE LT, BENDOH L AR A
DNTEMENFET,

IR AP TOEMDEERGZE

T2 N 2—HIZ% LT, IronPort A /S AREN S OBRMET A —NLDOEHNT
FLRAZZEBEDA—)L 77V r—3 5 (Outlook, Thunderbird 72 &) DK
A—NBRELDHD [HRUA R AN ~BNTHZEE2HERLTIEEN,

FEROBMNDZE
a—HE, EHOBFA—NL AV TZRTBLTWED, HEOETA—IL T

NL2ZEFEHLTWD &, HEOBMEZELET, $72, BT A—NEZET
5 LDAP ZJ—7 2B L TWh—YH Z Y CidEn £7,

® 4-4 7 LRI YT7RICHE C@BNE

A—Y BFA-LTFFLZR IAYTFR R

Sam sam@example.com 1
mary@example.com dev@example.com, |4

ga@example.com,

Mary pm@example.com
joe@example.com, hr@example.com 3

Joe admin@example.com

(GE) LDAP ZHEHLTWARWEET, = K 2—¥FREHOE A —/ViEME %G
TAHZERRNE YT HIXNERD LHGEIX,. BHNET A E—TNMITHI L%
B LEY, ZoBE, bV LT, = K a—FRREICEET 78 AT
x5k 9512L., LDAP $£7-13 POP/IMAP T#HiF L £,

BA1—HISHLTHFEET A v E—CDHER
SREED SR L - TiE (LDAP %7213 IMAP/POP) ., == —#iZ%F L T IronPort A

NUGIERNCEEDEF A =V T RUASED A — L PFET D AN H Y £
R

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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LDAP @Gtz AT 556, LDAP 7« L7 hUNTT 74~ VBT A— V&
PCHEBOEPRESN TS L, TRABOME (7 FLR) OF~THRa—FiZ
BRI D EF, LIea->T BT ) 7AICIE, LDAP 74 L7 ) T=x
YR 2 =PICBEMT DTN TOET A=V T N ASEORE ST A
T VAMFEL T

L L, 2—FRBEARE CHREZEICERET 78 AT 25848, &2 WIERGES AN
IMAP/POP D4, MFIZITZFDO2—FDE A — T KL A (FiT@mn
EESNET RLR) S0 A v —Y LR RENEEA, =0 F 2—HP3EE
OENEDFERIZ DWW TIX, TTronPort A/ ARIEICT VR T AT B o2—H)
(P4-138) ML TLIZ&E,

IronPort A X ARFENTIX, BT A—/L 7 RLRADOKRILFE/PIUFREES N
TRNZ LICEBE LT EE Y, & xiE, Admin@example.com 3G &
admin@example.com 5EDE T- A —/ViL, @ &b ladmin@example.com] 2
B b/ —FORET ) THICHFELET,

BEXMZDA—ILDOT FLRZHIE

DA = RV v —%H LT ([Mail Policies] > [Incoming Mail Policy]) .
A—IVORERN BN ORINT 2ZEET RLAOV A MNEEETEET, 0
AL KUY L0 T o F RN BB RET BB, BIEONRD Y I [Deliver] %7213
[Drop] &R L £,

FIAIETaA—=—FTa4 Y

AsyncOS TlE, AvE—Y Ny —lfiESNTTrya—FT 4 L 7IZHE ST
AvE—TvOX Ty PBRRESNET, LNL, N~y X ESNTZT Y
A=T 4 VITBEEDOTHFA L —HEH LTV RNE, TOA Y=V,
IronPort A/ XN AMENTHE SNABICE LS ERENETA, 20D L5 kN
1. AL A=A ETHZENILS BV £,

FIFNLE Toa—F 1 TDOIE

EFRBIA—NDONF—IIXFEYy hOZ v a—F 4 VI BREEINLTHRND
BA. IronPort 7 77 ATV ARREL T, T 74NV mva—5 4 7 &g
ETEET, £97THZLI2LED, FOXI7e A v E—T% TronPort A /S AR
PENTIELLSRRTHDICHEINLELET,
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L, TIAND =T 4 VT ERETHE, MOXTFEY PO Y

T—UNELS RRENRLRDARMENRH Y £9, Zhid, AvkE—Y ~y
F—llora—FT 4 VIIRERESN T RNA vy =k L TOREH S E
T, —fRIZ. TOHTITVICABZA—=NLDEL N | DO ED T a—F 7
WD L TRIENDGEICIET, 774V s mva—T 4 VT ERELET,

Tz BESNDIA—NADIE, AyvE—V Ny —lXFEy Oz
A=T A T BRESN TR DDZE 3 AAGFE (ISO-2022-JP) DFA
(F® scanconfig->setup A7 ¥ 7 IV T) [configure encoding to use
when none is specified for plain body text or anything with MIME type

plain/text or plain/html.] D7 BT IRFRINTZEEIC, 7 a2 12
R LET,

AvE—V Ny F—llxra—F 4 7 EBELTVRNA v E—IZk LT
TN a—FT 4 T ERET DL, CLI 25 scanconfig->setup
<~ REHFHLET, ROFITIE, 774/ L LTUTF-8 NEESINET,

mail3.example.com> scanconfig

There are currently 7 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

[1> setup

[ oL-23080-01-J
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Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

[ ... list of encodings ... ]
13. Japanese (EUC)

[1]> 2

Encoding set to "Unicode (UTF-8)"

IronPort ANLBERDA vEz— NEE

TR, BEHEOHENS, a—H IV FETIISAERD IronPort A 2R L KIENIC
bHRA B —OEEFE _Ob‘fﬁiﬁﬁﬂ LET, BHENBEZRRT 55,
FOBBETITICEENDTRTORA v E—VZ2FHATE £9,

FEHE L LT, IronPort ARABEND A v —JIZH LTHKRDOT 7 v a iR
ITCEET,

o AybE—TVODHER
o Avk—YORMUE
o Avut—VOHIKR
o AvE—VDOMHR

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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4-24 IronPort R/LBEDRFBER—D

Onast 7 daye

IronPort R/NLBRERTDA v E—PDERE

ATFvFT1

A7y 2

ATvT 3

ATv7 4

M7 +— L% A LT, IronPort A/SABERNDT R TDOA v E—JIhl-o
THRELET,

TN —TZEEERELES, T RVRAEESICANT LI b TEE
To ANTUTEZEBEITRBERDPEE I BT 20ERH L0, HDHNTIATIL
TAEDBHRRER DT RV AD—#, JeH, T RBOWTRE —8T 5 85ENRN
bHINERRLET,

BBORMEMMEAN LES, WV X —TAarz7) vy 7 LT, Hff&iE
RLUET,

ZHANT FUAZIE L. AN LIZEPBERROT L 20—, 2k, %k
BH, FLEIREBOVTNLE BT OUEPRH LN EZBINLET,

[Search] #7 V v 7 L¥73, RRBREEIZ KT 5 A vE—VBR2—T 0 [Search]
7 a D TFICRRSNET,

RKEAVE—SORE

IronPort A XABENICKEDO A v —UPIESN TV EES. BLUOBHKRSE
1¢75%§:Uﬁiﬂflﬂ7‘£b\%é\ 7Y —DFERINREND F TITHEEITE VR
MWD AEEME LR H Y | CXoTiFEHEA LT R LET,

TOHE, MBREFEITTHINE ) DHERINET, REOBRRIERFICEEE
TTéﬂZ) k\ IronPort 77T A T LV ADINT g —~ L AT B R 5 2 2 A HelE
NHDHZLIZTEELTLIEEN,

[ oL-23080-01-J
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IronPort R/SLBRERAD A vtE—PDRT

AyE—UDU 2 MZLY ., IronPort A/RAIEND A v — U RNERINE
T, —EIZRTRINDIA v E—VOHEERIRTEEST, VZ720HLEZZ Y
IFHZEICEY, RAREY—NTEET, RILATL2E2HONI Vv I 358,
WY — FEnET,

Ave—VOWLE 7Y v 7 LTAyE—VERRFLET, T, AL
~y X —=REENRET, A vE—I%, [Message Details] X—VIZRKRINFE
T, AvE—VORND 20KB BERINET, AvE—VUREALDBEEWN
e, RIT20KB THHEIO, AvE—YORBIIHDLY I DAY
t—UEF R RTEET,

[Message Details] X—U b, A vE—T%HIBRLEZY ([Delete] Z3iN) |
[Release] #IRL TA v E—VEMKELIZY TEXET, Ave—T%MiKkT 5
L. EDORA v E—VIREME ST T,

BEAIT7AINEECA Y E—CDOFRTE

BMI7 7 ANEEG0A =V a2FRTHE, AvE—VOARXNPERENT
B, W7 7A40DY R SR WNTERRESNET,

HTML A v t&—C0O%RT

IronPort A /XA CTlid, HTML R— 2D A v — 3Rl R RrENET,
TR REINERA,

FEEEShIAvE—DDERT

Base64 TH LI/ A vy =T, HE kSN THhrLRRINET,

IronPort R/XLIRERD A vt— DEME

A=V ERMBLCERET IR, T 2 1 DERIFEEDO A v —Y Dk
WZhHhHrFey IRy 7 2% )y L, FRY XU X=2—)1b [Release]
EBRLET, £0%, [Submit] 227V v 27 LET,

NR=VIHERTENTNDETRATORA v =V 2 HEI BRI A120E, RHL
BT =2y IRy I A% 7Y v 7 LET,

RS ic A v E—F, ENLUBEOETA—IV A4 T T4 VNOEEF 2 —
DL Z A X » 7 LT, s8EF o —~EEELET,
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IronPort R/SLIBEMNLSD A vE—DHIR

IronPort A X AMETIE, A v E—V N —ERMZICHE CHIREIND L O ICik
ETExET, £/, IronPort ANRAIENRKRKI A RTELEZL, 0L OG5
JEIZ A v 2= BNHBTHIREIND X OWCHETHZ &L T&EEJ, IronPort A
WNEBENO A vy =T 2 FETHIRT 22 L b AT,

RO A 2=V EHEIRT B2, HIBRT A2 A v —VOBRICH DT = v 7 Ry
I A&7V v L, Ray XXy A=a—n25 [Delete] & RLET, 0D
%, [Submit] %7 U w7 LEF, ~—UICHERESNTNDTRTOA
t—TVEEEBTERTSICE, RHULITIZH2TF =y 7Ry 7 2% ) v 7 LE
7T

IronPort A/ XAENO TR TO R v —TEHIBRT 2I2IE, TOREEZT «
t—7 2L (Ta—H L d IronPort AN AEDTF 4 v —7 4k (P.4-121)
&), [Delete All Messages] V> 7 %27 Vv 7 LET, VU7 ORRBIZHD
FEIMAN OHFIE, TronPort AN ARERND A v 2 — T OHHTT,

4-25 TRTDA v E—T#EIRT DY

Add Quarantine...
Qusrantins Messages Ceefault Actson CRatus Gatings
IrgnPort Spam Quarantne (desabled) Retain 14 days then Delate == Crable

t—2JRrETRYV YR FDOFA

Ty R a—PIZkbe—T7I0 A eTry 7 YR NOMERERFEIZLT, ED
BT A—INANRLE LTI SN2 L0 EYICH B cEEd, E—7 U X
MZED, =P, BFEOZ—FELIE AL VB ANRLE LTRE IR
XolkTEEd, TRz LTTZ7ryZ U R MTIR, FEOZ—VFELITRAA
UNFNZANRLE LT EIND L TEET, =TV R ETuy 7R
rOFREIL. IronPort ARXLRENSLRESINE T, TD7=8, IronPort A/ A
BEZA =T ML, ZOBBEEFERT LI IOCRET L2LERDHVET,
=7V AN/ Tuy s YR MEENRSRF—TNMIEND L, = K a2—F
i, BODEFA—NL THT M LTE=T7 VAT Y7 U R NEH
FTEHL212RET,

[ oL-23080-01-J

Cisco IronPort AsyncOS 7.3 for Email BEEEH/ F i



E4E  BE |

M t—>yxreJoys Uz oA

N

(E)

T—T UV ANETaY I YARNI, A=ADBANRLE L TUHBEINDDERHIEL
720, A—NVNARAE LTUEEINDZ LR HRIELTZY LET, 272, &—
TIYVAMTRYy 7 YRAREFELTH, BTFA—NICHTDIVANLADAFR ¥
R, BRI LA — L RY > —DHEELR A v — VN T8 9o
HEIX, TronPort 777 A4 7TV ATETEINET, AvE—TF, B—7 U X |
WY LTH, MOAF v VEEIE > CTEHREINRWEERH Y 7,

t—2JUYRNMTAYI VR T—=ER=X

2—FRtE—T7 VA EREF Ty VRN NI EEBMNTDE, T
U iX IronPort 77T A 7 2 A LDOF — X2 _— 2 [fEE ShvE T, M-Series &
AT LEHE., ZOT —ZX—RXX, M-Series 7 77 A 7 > A LIZHRIFES N,
BEE 54~ TD C-Series 7 774 7 v A L TEMBICHH L RMAITbnE
3, IronPort A/ XAEN C-Series 7 7 T7A TV A LIZKRAT 4 v T ENDH
H. =7 VAN TRy VAN TFT—=HX=R L, ED C-Series T T4 T
VA LBICHER RS NE T, B3 C-Series 7T XA 7 . A% M-Series 7 754 T
VARLTHATIEAS, TR AL REZFEHTRMTILERHY £
T, B=T7 VAN Ty VA NOEREBIOT —F X—R% 8725 C-Series
TFIAT AMTREMT 2 HEOFEMZOWTIE, =7 R T r Y
VA NDEEET—HX—2ADRH] (P4-153) 2S5 L T EEW,

Ny 77 w7 CSV T —=FR=2A%FBATHHFEIZONTE, =7 VX NT
By VANT—=HR=2ADNy 7T v 7 0] (P4-152) #BRLTLE
I\,

=7 VAN Tm Y7 YURNE M-Series 77747 A ETRIAT 2 HIEIC
DWW TIE, [Cisco IronPort AsyncOS for Security Management User Guide | %
ZIRLTIESN,

t—JVRFETAYIIVRMDIERELUAVTFUR

t—7 U2 Ty Y RANMI, 2R a—W ko TERBLOA T T
VAINET, L, Zo#EEAr—T7 ML, Try 7 UA MO b
VIC—HTHEBTF AN A vbE—VORERELRET HOITEHE T,
=TV ATy 7 VR NEERL, AT AT, FEELET S
Ra—HFRROEEEFEITLET,
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o EPHFIEE EPE L. IronPort A NNARIEDA X—T L EBRE. BE—7
VAN Ty 27 R MEEDOAS F—T L, E—T7 VR N/ Tuay 7R
N T —=BR=Z2ADNNy 7T v, BT T IAT A TOE—
TZIYVANTayZYANT—=EX=2ADRY, BLUOwns, 7I7—hr F
AL D~y L=l E D=7 VA RNETRY 7 YA NMIETHMED T
TNy a—T 4 T RITVWET, BHEEEEOFEMCOVWTE, =7
ArETay 7 A RNDERBERA LT F U RABITHIT-ODEHREEE)
(P.4-150) &L T L&,

. I/Fn~$¢¥ Ty Ra—PFiF, = Fa—3 20KEICL->TH
NOE—TUARNET Y7 U R NOREEEKRLET, i/%n—%
E TO®—=T VAN Ty YURRNREILT 7 AT DHEDIT, (IronPort
X/\Aﬁfﬁimj\]@) IRy THRDVIZ) vsA ‘/1’E¥7§§JZ\%6:

RODBERDHN ET, = Ra—% ARARENS, =2 Fo—FF
[Options] A == —%fEH L Tk— 7)%]\2:7D/7)Z]\%1’EEJZ“C%E
T, HDHNIE, BRESNTEZE T A—ADY AL, B—7 U A NREEE
MTEET, = Fa—PFEEDOFEMICONTL, E—7 VR T mrYy
JIYVANERETDHIOOT K 2—WEE] (P4-154) 2L T
A

t—2JUYRbETAOYI VR DAy E—DEME

=TV ANETO I VAL X—TNMIZTHBE, ItonPort 7 77 A4 T 2 A
X, T FRANRL Ay U OEFNICE—T7 VAN T7Tuy 7 YA T—HR—2R
WL TCAy =V Ay LET, hm%ﬂ?ﬁ?%?/xﬁlyPl—
YOt—T7VRARN Ty 7 VR RNEEIZ—HTDHEREEELIENAL 2R
L7EBA. ZEEMEEGEETDIE (BLIOKZEFEOE—T VAN Tay s
kaﬁﬁhﬁﬁéb\%mfy?—ym“wbi¢ mexiE, ZEHEA L
ZIEH B OWMFICEEENDIA v E—URNbDE LET, ZEHADODE—TY

A M :,t DA vt— ‘/“0)%1:%0)1/ FUBHY T2, ZEHBIZITE—
TJUVARNMIbT Ry VAL NI RHYEHA, ZOBA, AvE—Y
iZo@%/t /quzo@f/t IEpEISNET, ZEH AITEEE
N3AvyE—VF, =7V XA P& LTWDZ &M X-SLBL-Result- +— 7
PYRP Ny Z—=lEoTv—0 &N, TVFARAARAX Y U EAX T LET,
—F. ZEEBHDOA vE—VF, TUFRARL ZF v 2P LoTR
Xy rEnEt, TDOH%., EFHLoDA =V UM T T (T UFIANR
AFx Xy, arFrY R —72E) EHRITL, RESNTVWAITXTORE
WZREWET,

[ oL-23080-01-J
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M t—>yxreJoys Uz oA

AvB—VOREEELIIRAL RN T ey 7 A MIEENDIHA. BIEOH)
B, Zey 27 02 s 7273 arREICE-sTEVET, E—7 VU X DR
FOHAELRHKIC, E—7 VRN Tury 7 )R NREDORRDLEROZEEN
TFIETDE, TOAYE—VEBRLET, PHLIEAYE—TVDI B TR Y
VRARMIEENDZHOIEF, 7oy 7 VAN T72a ryREXSLTHRESRS
MRy 7E3NEdT, 7ry VAN T 72 a  OREVRIEEZETTDHLD
W TWABBE. TORA v =V ATy &, REWICHRESNES, 7
2y URARNTIZarPRay FICHREINTWAEEA, TOXA vyE—UF,
=T VAN Tay 7 VAN AXr OERZKIZNR Yy ENET,

t—7 U2 &7 ey 7YX ME IronPort ARARERNTEHINTWATZD,
BL(E OEMEIX, DT v FARAREICOELAENET, L xE, TrF AN
A AX XY U EAFX Yy T THL9ICHAT T TAccept)] A—/b 77— KU —%
BETDHE, TOYV AT —ETA—NEZETLI—WE, BHoOE—7U X |
L7y 7 VA NDERENEDY AF— ETZEINZA—IZHEA SR
DET, BRI, —BOA v E—VZEHFIZONTT VF AL AF ¥ &R
%/7¢5f~w7m—fj/~%ﬁﬁ¢6k ETNHLOZEFHRIT, BHO
=7 VA NETrYy 7 URNORENBEHINRL LY ET,

—JYRFETAVYI VR MDEREELUVA VT FUORE
ST-ONEBEEE

=7 VAT Ry YR MEFERT L0, BEREFZROEELZFETTD
VERHY £,

e Ironport A XLEEDA X—TMELLERE, T—T7 VAT YU R

X IronPort A/ XARIENSL T 7 B A INDT2H, E—T7 VA e Tuav s

M AT DT OBEEER A 2 —T NICT DX ERH D T, FEHIIC

DN TIE, MMronPort AN ARBEKEEDRR E) (P.4-120) 2L T ES
l/\

o E—TURKN TrYIURMEREDA X =T NLERE, IronPortX/\A
REEAF—T M LT%, E—T7 VAN Tay 7 )X MEREEA T —
MZL, HRELET, 7oy 7 VA NDETA—VIZ ﬁ¢77n/7)xk
T vay (REELIZHIER) LERETHILENRDY £9, FEMIZONT
. Te—=Z7 VRN Tay 7 A REDA F—T WAL ERE] (P4-151)
L TLTEE0,
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o B—TURKMNTEYIIVRNT—ER—RONR I T eET, Tv7
JL—FKT25L&x, =7 VAN TRy IURNT—=FRX=R% Ny
Ty 7L, BT AEENRKLEICRY £, FFcOVWTE, [B—7 U 2
NZ7ZayZUANTF—=ERXR=ZADONRy T v 77T (P4-152) 5K
LTL &,

e B—TURN/ TRy I VAN T—HFR—ZADREH, = F a—FRk—7
VAMEZEF Ty VA NOZ NI EANTEE, TNOLOREETT —
HR—=RRFEEINET, 20T —XX—RX, AsyncOS WET A —/L %
PR DRI AT DT — 2 _X—X & EHMICFEP S EJ, IronPort A%
LHED M-Series 7754 7 v A RIZHERE SN TWA S, EHE I
C-Series 77 7A T v A LR+ H L IcE—7 YV AN/ Tuay 7 Ak
T—HR—AERETILENRH Y T, FEHICO L, =7 U 2 b
LT7uy 7 YA NORELTFT—EZX—20FH | (P.4-153) 2L TLF
N,

o =T UYRINETuYIIRNDIN I TNV 2—TFT 40T, =7V R L
Ty I YANE NI TN a—T 40735, vl 77— &k
WTEFET, FMIcOVWTE, TE—7 U X eTay 2 VXD FTT L
Va—T vV (P4-154) LTI EE,

2—2JUYR M TAYHI YR IBEDS R—TILLHTE

[Quarantmes]/\»*“/?ﬁ%’z TZIVRARETRY YR NDOREEA X —TIIT
L. BRETEET,

AFvT 1 CSeries77I7AT VA LETE—=T7 VAT I VR NELF—TNIZT D
ZiX. [Monitor] > [Quarantines] (28 L £3,

N

GE) ET—7VAMETavZURRNERETDHEINC, IronPort A/ AR %
A F— 7»0L\&Ebfk<z%ﬂ%bi¢o

ATw7 2 [End-User Safelist/Blocklist] %7 C. [Edit Settings] #i®&R L 7,

End-User Safelivt/Blocklist (IranPort Spam Quarastine)

Safelist/Blocklist Settings
End-1peer SafabiyBlocklise:  Enabled
Blockhsh Acbon: | QJuaranl bing

Edit Sattngs. .

ATwv7 3 [Enable Safelist/Blocklist Feature] Z3&R L £,
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ATw7 4 [Blocklist Action] |Z [Quarantine] F 7= 13 [Delete] Z &R L 7,

ATw7 5 [Maximum List Items Per User] Z#5E L9, ZOfEIX, =2—¥FnR3FKFkE—7Y
ARETRYZYVANMIBEDLZLEDTEDLT RLAERIE N AL VORKEE
KLET,

AFwv7 6 [Submit] #2 VU v” LET,

—2VRAMNTAYHIGYR N T—ER—ADNNYI Ty TEER

=T VAN TRy I IVRANT=FX=2ADNNy 7T v T ERFET DHITIE,
IronPort 7 75 A 7V ATF—H_X—2% CSV 77 AL L TIRELET,
.CSV 77 A WiZ, TronPort 7 X5 A4 7 ADBRENDKMENS XML 27 4
Fal—rvary 774 NERNRE SNET, IronPort 7 7747 2 2%
Ty T T =R RTDHHE, EFREA VA =N U4 P — REFITTIHHE,
=7V AN/ Tury I UARANT—=EX—=R% CSV 77 A NNy I T v 7T
HUERHY T,

Ty ANENy I T T BHE, ITronPort 777 AT AL ST, .CSV 77
A VDR DL BKINCHE S T /configuration T A V7 M U ITIREENE T,

slbl<timestamp><serial number>.csv

GUI 06, ROFEEMA LT, F—F 2Dy I Ty T LR &%
fFeEET,

AT7w7 1 [System Administration] > [Configuration File] 7%, [End-User
Safelist/Blocklist Database] 27 & 3 BB L £,

End-User SalelistfElecklist Databaze {Irenlferl Spam Quarantine}

Backup and Restore Database

Bask: | g | e

Railers: Enlnct Fils 1o Badbors. .

AFwT 2 F—HN—R% CSV 77 ANy T v 74 5I2i%, [Backup Now] & 7
Vw2 LET,

ATFyFT 3 FT—E_X—2EHETT HITIL, [Select File to Restore] 7 U v 7 LET,
IronPort 7 7S A 7 AICkY, av 7 4 Fal—vary T4 L7 hUICHE
BENTODENRNY T v T7ANDI) X SBRERSNET,

ARTYvT 4 HRT2E—TIVANTry I VAN I T T 77 A NVERRL,

[Restore] 27 Y v 7 LET,
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T—JYRFETAOYHI VR MDBREET—EFR—ADRH

TR a—¥Rt—T VX ERIEIT ey 2 U X NERERT S L. FORET
F e B R— 2 RFEENE T, TronPort A /S AHEPED M-Series 7 75 A4 7 > A
LIZFEETDIHAE, =TV RN/ Ty 7 VR NRENVEREA—NMIEH S
BHEIC, ZOFT —H_—RZ% C-Series 7T/ T7A T VA LDOFT—2_—2 L[l
TAHNLENH Y £3, IronPort A/S LA C-Series 777 A 7 v A LICIHFAE
TOHHEE. ZOT—F_X—R% A—)b Fa—%0HTLLEIEHEIND
ARV EHT = _X—=2 LT IHLERHY T, TNOHDOT—FX—2 %
HEICRIBT A DI BERIL, 77 I7A TV ADET ML > THRARY F
T, ROKIZ, E—T7 VAT mry 7 URXRNOFEHFIZONWTOT 7 4L h DK
Exn~LET,

® 4-5 t—JUYRFETOYI IR FDEREDRY
FISATUR IR0 3 B

C150/C160 10 9

CC350/C360/C370 15 43

C650/C660/C670 30 4
X1050/X1060/X1070 60 %

MM660/M670 120 43
M1050/M1060/M1070 240 4y

C-Series 7 /A TV AD I NV—"T% M-Series T 77 A 7 > Al LTHAT D
Ba. E—=7 VAN Tuy 7 ) A MORELT —FN—R (T oM TR
LLENRDHY T,

HEPEFIRE 2 L CHEEO IronPort 7 74 7V AR ET HHA1F. 4
HEBZEH L CERERELRECEET, fHEFHRLFEHLR2WEEIT, <
VVMTRENES L TNWA I L2 FETHRRATE ET,

FTP 2 LT 794 7 > AT 7 ¥ 2 5 HEOFHEMZ S\ TIE, [Cisco
IronPort AsyncOS for Email Configuration Guidel %7213 [Cisco IronPort
AsyncOS for Email Advanced Configuration Guidel] O\ ZFigi Sz
[Accessing the Appliance] Z#ZH L T 7230y,
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T—2JYRFETOYHYRMD CS TV aA—Fa 25

Ky R a—PE, TNEFNMEDOE—7 VA e Ty 7 U A MEHELE
T, BHEZ, 2 P a—F T HT L NIFEOA—FDOu A 4 LAY —
RCTar s A v LiEHEIcoHRh, = Ra—Fot—T70 A NEE7ay Y
ARNIT 7 ®ATEES, E—7 VAT 7 VA NMCHETLIMEZ TV
NS a—T 4T THEHDIT, vl TrANVERIFVAT LA T 77— &R RT
xET,

BTA—NANE—T VAN Ty URAMNREIZL-TT Ry 7 ENDE, £
D77 varNnISQ_logs FIT v TF AR BT Ty Al o SE
T, BE—T7 VA MNIEENDIEFA =ML, B—7 VA MZ—FHLTWDHZ LN
X-SLBL-Result- t— 7Y X p ~y X —|ZXoTC~—r3NFET, 7uv s A
MIBEENDETA—NME, 72y 7 VA NMI—HLTNDL I EMRN
X-SLBL-Result- 7'z > 2 U X p Ny X —|ZLoT~—7 INET,

TI—RMI, T IR=ZAMERELITEFEINTLY, T—HRXR—ZADOEFE=
Tt —7 VAN Tuay 7 UAN P 2A0EFTICBWWTCZ T —RRBELEZY T
LEEEINET,

7 Z— b OFEHMZ SN T, [Cisco IronPort AsyncOS for Email Configuration
Guide] @ TSystem Administration] ZZMR L T2 &\,

0y 7y ANLOEMIONWTIE, B S5E X7 22RLTLIEEN,

t—OVREETOYI YR MNERETHEHDIVF 21—

PAGES

TR 2P, FEOREENLDA v =% ARLOHENLRINT D
72OlZ, E—T7 VA MNEBERTEET, T, BEOEFEEILDA v E—T%
WIZANLDE LTI DL, 7y 7 VR MEEHTEES, 2E20E, =
Fa—E, L2802 A=V 7 VA INNLEFA—NLEZEFELTND
LBAERHVET, FOLoa—WE, ZOA—V T VA INNLDOETA—
BB OZEFITEEINLNVEIIC, TOREEEZBHIOT Y7 U R NI
BMCTEEd, M T, =2 K 2—FF, AL TIERWEEOEEHE
HDEF A —/VNBE 5O IronPort AXLRFICEEFEIN TS Z EIZR S 2
ELEHVET, CNHDOREENLDBAA—LBBESNRNEICTDHED
2, TR 2—PFEFENLOREEEZEHOE—7 VA MUEBMTEET,
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=7 VAN Try 7 URAIRET. VAT LAEHRENRKET DMOREDE
BEZITET,

=7V R METRy 7 YR NERIAT L0, =0 F a—FEIROEEE
FTTHLENDHY £,

e E—TURMETuY I VR MNITI/7RALET, BIEOFRTEIZ L > T,
TR 2—PITHSD [ronPort ARARIET UV Moa Z A T 508
NHYFET, FMZHONWTE, =7V A Ty 7 VA M~DT 7k
A | (P4-155) LML TLEIN,

e T—TURPMUFYEEMLET, =—Vi, IronPort A/XABRIEND
[Options] A ==a—FZITHEESNTEA v E—VDY XA b bE—7 U 2k
T MU EBMLUET, MOV TE, [E—7 VA b~z h) DB
) (P4-156) #HH LT E&EW,

e JuyZUAMMYEBMLEY, =2—HX, IronPort A/ AMBENO
[Options] A==z—M"H7 vy 27 AN MY ZBMLET, FHMIZOW
TiE, ey 2 VR b~ MY OB (P4-159) 2L TLZX
AN

t—OVRMETAYIYRIDTIER

LDAP ZBFEFE 7213 A —R v 7 A (IMAP/POP) #iFEfEH LTI v MR

SEEENLT U R a—WE, t—7 U R T ry 7 URNIT 72 EBAT ST

I, IronPort A XRARIEICKI L TCHYDT ATy Mua Z A4 o $A0ERDHD
9, ZhHDT R a—PiE, BFIFASNBEARBETHSD X vE—DI1IC

TIZEHZALTWDELTYH (ZOBEITRIGEIEZMLEELE LEEA). BHD
THhHyRNIa A LRTFIERY FH A, = F—VFEEEN [NONE] 12

BRESINTWEIHE, =V Fa2—WFF, =7V AN Tavy 7R NEREILT
TR ATHBICEDOT h Uy Moua A4 T 508IH0 8 A,

+t—JUYR I hYETAYHYR IV F)DOEX

K bV, ROBRTE—7 IR Ty 27 U X MOBNMTE T,
e user@domain.com
e server.domain.com

e domain.com
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TR a—PFE AUFEEEELENAAS 2 E—T VX NeTry 7 YR b
O FIZFERFICITEBMNTEETA, HEL, TV R a2—¥R3H5 FAAS %
=7 YR MBIL. 20 RAL BT 22— FOEFA—L T FL 2
7oyl YR RNMGEMLESE. IronPort 775 A 7 2 AL 5 DL— )V & i
HALET (HoBAELREETT), & X, =2 8 2—3%0 example.com %
'—7 U R MNMIEBML., george@example.com =7 v v 7 U A NMIEMT 5 L,
IronPort 777 A 7 > A, example.com 225D DT XTDA =L ZA/RADNE S
MAF v ETITEUE LE T, george@example.com 1>H D A — LT AL L
LCMBEL 7,

> R 2—PIL, domain.com DL 5L EHFER LT, 7 RAAL D&
EHFAILIZD, Try 7 LehidcEEdhi, 2L, = F 2—FF,
serverdomain.com DX 5 BRREXLAHHL T, BED FAAL VAR 0 v
79 HTEIFITEET,

=YX FADIY M) DIEM
T R a2—HE, RO2HOOFETEEEEZE—7 U X MIEBNTEET,
HiEA

AT7v7 1 IronPort A XAf&EN G, [Options] Ka vy 77X Ty A=a—2&RLET,
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4-26 IV RF1I—YREAOE—TYRFFTaY
wiakiaten: rinscgamar@renld.oap
@ IRONPORT Spam Cuarantine - Help -

Talfeleit

Spam Quarantine

Languages

Destach [da-de]
Ereghehylirated Statas [wr-ux]
) . Espafial [e4]
Saech Messages: [ Advaneed Search
[ Search | Frangais/France [fr-tr]
[E1 ] Lial
rossges [ e
Bisplaring 1 = 7 of 7 term. e Le-b]
BECEER [rul
Salct Action... - mAmE [eh-en]
= e re
O | Fraem Subject Date w
[ | “rraegpaman® drma... [5PaM] mediags b wad, OF Nav 200 Log Dut
[ “rracgaman” srima... [5PAM] migdiacs b... Wed, OF Mav 200y 1eoua ran | aam
1| “rmacgasan” <rma... [SPEM] mstesge b Wd, 07 Mow 2007 L4:00 PET | 006
[ | “rmacgaesn” <rma... [5PAM] matsage b... Wied, OF Moy J00T 14:04 FET | 0.0
1 | “rmacgasan” <rma... [SPEM] mstesge b Wed, 07 Mow 2007 1330 PET | 0.0
L[] | “rmacgarsn” <rma... [SPAM] mavrsgs b... Wed, OF Nov 2007 13:00 FET | 8.06
1| “rmacgasan <rma... [SPEM] mstesge b Wed, 07 Mow 2007 1302 PET | 0.0
Salct Action... - “
Cisplaying L — 7 of 7 ke,

AFwF 2 [Safelist] Z&R L F 7,

AF7wF 3 [Safelist] ¥4 T 0 IRy s ANE, BEFA—L T FLAEIERAL L EAT
LET, RAS L EBTA—L T FLAE, ar~TRE-> THRANTE £
‘é-o

AFvF 4 [AddtoList) 227V v LET,
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4-27 IV RF1—YBEADE—TYX T
=TTTR & A Thie sersdeer Lmaroe@yafioo.com bas Beesn adced to the Sofelst.

Email addresses or domains addad to this list will not be identified as Spam.

Thea folowines fovinals carr be wied
(RN ot T N e

FErPEr IOMEIN, CONT

ST

4 tbarme in kst

Add b List

exchange . yahon .com
friends@yahon.com

Laura@yahao som

valwosam

Weaw Spain Quarantine

AHik2

TR a—PEF, AvkE—UNRZ R a—PRBICE ESN TN TH, T0%
EFxrtv—71) X MBIMTEET,

ATYT 1 T Ra—PRENS, AvE—VORICHIF =y IRy 7 A4 2 LE
‘?—O
ATFYFT 2 Fuy7FFvr A=a2—b5 [Release and Add to Safelist] Z &R L £,

4-28 I F1—YREADE—TVR

Displaying 1 = 3 of 3 items.

SelmctAcbun., ~| e

Select action...

Subjnct

Aedrase

iedpase and Add ta Safelist [FPam] This is spam

[SUSPECTED SPAM]
[EPAM] This 15 soam

: Eedect Achon... bt m

Displaying 1 = 3 of 3 items.

BELEA— VDT Re—TEEHFLE R ANy X =D G EbE—T7 U 2 b
WZIBMENET, BRI A =V, TENUBROETA—N LT T4
VINOEEF 2 —DUEEAX v 7 LT, ST a2 —~EEELE T,
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TRV YR ADIY ) DEM

TR =P, Ty VA REFALT, HELEEEENPLDA—LE
ZELARNE ST TEET,

ATy FT 1 =2 Ra—FRENS, [Options] KRy 77X T A=a—%BRLET,

4-29 IV FaA—HYREAOIOVHIYR N ATLay

- Weltiere g andresdl seb
@ IROMPORT Spam Quarantine v -
- Lafekir
[ o ]
Spam Quarantine
Lanpiiges
Dk |ie-da]
TaghihUndud Tearen [em-ut]
Lowrth Peisagen [ ran [N Lipafal les]
Frarpe L Frars [P}
ara Lil
. - =
Caiglayrny 1 = 7 o ¥ dwrma. Fitrgud o e aid [e-be]
Pro— ru]
Ealect kehion - = ans (-]
n L= L] {eam]
[} trem Tyt '
[ “renbegomn” <rma | SRR rasage & wed, 0 e 200 Lo ol
1| romingmm” st [Zram] ravibage b e, 97 M 2000 sacon Fan | mam I
1 revungmni” s e [P en] rarninge 8 wd, 07 M 200F B4c8 PET LN
[0 “revscgomien” srma | = am| maainge wed, @7 MEv J00T 2408 FET | 00w
O “rergm” srvm [E#dn] mwasage b wed, 0 e S0BT 130 PET | diw
[ “rmicgomn” <rma |=Pa] mavenge b e, 07 Mg 2007 53500 PET | AL0W
“rrcgosan” armia [ERaS] maanags & wad, 07 Naw 2067 1203 FET | 0N
o o -
Coiglaying 1 = 7 of T dmren.

ATFvF 2 Try UANIGENTD RAA CERETETFA—L T RLAEATLET,
RAAVEBT A=V T FLAF, a2 TR > TEBEANTEET,

A7TvF 3 [AddtoList)| 227V v LET,
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4-30 TavH ) R FADREEZEDEM

Succass — The sender georged@mailinghst.com has been added to the Blocklist,

Emall addresses or domains added to this st will always be ldentified as Spam.

3 ams n st

exchangemadinglist.com

aearqe@mailinglist.com

rreailiniglist, e

Wimw Sparm Quarsnking

IronPort 7 754 7 v A, 7avZ UANANDOZY N L—HKTBRELFA—L
T RUVRAFETIERAAL U DODA—NVEZIETDHE, TOA—VEANRLELT
WHELET, ZOA—E, E—=7 VRN Try 7 YR T 73 VREIC
UTC, RSN, BEESNET,

s

() =7V ANz N EFRRY, Ty VAN MNYE, v Ra—F
BIEMN O [Options] A == —n 52T BMNTE £,
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THEREN H D T, AsyncOS 1EZ< pu s XA THERL, SESERIAT
DI RELETEET, B 77 A MIE, VAT AOFFHEa L R—3 2 MMC
LXPBEEOT VT AT 4 LT —ORBEPREINET, ZOERIZ, Cisco
IronPort 7 79 A 7 LV ABE=FTHLER, N7 53—~V ADIT TN a—
TAVTERIT =y 7 EITH & ZITESLOELERH Y £7,

ZOEIL, WMOPARFTHERLINTNET,

o ) (P.5-161)

e s %47 (P.5-172)

e T/ Y7271 TFar) (P5-212)

Z 2T, ROEBICOWTHALET,

o nZ JrA4BLOu s 727 YTy a o) (P5-162)
e 7 %147 (P5-162)

o o7kl (P.5-169)
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AT 274LEEUVAS5 HYTRH ) T3 ozDdVT

ayg 247

2 7%, AsyncOS OFE T A — /VEHEICET A EEREREZINET 5, HETH
R FETT, Zhboa ZiZiX, IronPort 7 77 A TV ATOT 7T 4 &

T AT AERPFEINE T, HRIL. ANV UR rOREERIRE &
RTHa I Lo THRRY 9,

FeALon iz, Fr—r FF AL (ASCI) EATRERSNET R, BfE
g 73y Y —RADBEHEMEERDToOIINA T VA TR SN ET, ASCIL 7
FAMERIZ, EEDOT XA 2T 4 X THHAWMD ZENTEET,

IronPort i%. 3D IronPort 7 7T A 7 U AMBDa FIZxkinT 24 7Ry 7 A
DEFIVR—=TFT 4V ITBION T v 7 Y — 2R LW ET, FEMIC
DWW TIE, TronPort D YFIZEBMWEDLELTZI N,

g BT AI VT arTiE, vl A TIC4HL, B XS LL BEOE
DOMOFFIFE (A A5 FRAR L) ZBEfTET, Mtuas ¥4 71
MLUTEEOY T 27 Y Fya BN ahEd,

0y A4 TNE, AvkE—Y TF—F, VAT LHKFHER, NAF Y ERIET R
b F=2l ARENTe I EOERPREESNDINERLET, BT ¥
A7, v YT R7 VT a pEERT D EZITERLEY, MoV T
I, a7 727V 7Fvar) (P5-212) 2ZRLTSIESN,

IronPort AsyncOS for Email Tix, kD v 7 ¥ A4 TRAERSINET,

# 51 nyg 447

g B
IronPort F¥ X b |TF% Xk A —/)L a Z2i%, EBFA—I/L V2T LOEEIZE
A=nnyd THERBEFEEINET, HLxE AvbE—VDZE,

A vt —VOEERIT, BERioF—7 & —X Ny
VA, TLS #fi7z £ T9,

gmail B A—I)L |qmail BXROEME 2 7121, ROBER 7 LRI ET A —
=k74 v VAT LAOMEICET AR SN E T, R
qmail JETY,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
m. 0L-23080-01-J |



| 58 n¥yy

sz A

& 5-1 Ry 547 (&)
= &8
EiEDY Bifs v 7123, IronPort 777 A 7 A DEF A — /VELEB)

EICET 2 EEARFHRMGLEINE T, 2L 2 iF, AER
ITRED A ZEHE DGR T  AICET HE#R R ETT,

a7 Ayt—UViF (A7 =LA T, 2F 0, BEff
T ONTETRTOERRER S XA v —VICEESIND D
T, 2—WiE, BEORERITICET 2 ERIC OV THIO
0y Ayt—UESRTDIUERDY EXEA, BER 7T,
U Y —ZADMEEER DT DI A F VR TidgkshE
7+, EfEn s 774 1% XML ¥ 7213 Comma-Separated
Values (CSV) BRUCEMT HIiE, Bt =2—TF 4
UT 4 i L CHEBRLHT IMNERH Y 9, By —
MEL ROBATIZH Y £,

http://support.ironport.com

NHoz a4y

NG A BT, NT U ASNTZEE OFERNGLE S
NWET, NU U ASINEZER T LIRSS LD HERICT,
A vtE— 1D, %15% ID. Envelope From 7 KL A
Envelope To 7 FL A, ZOZEFEHEDONNT L AOME, B &
OZEHERA PPOOIGEa— R ERGENET, £/,
N VASINTEZEEA v E—VO—EREHEHT D X
JIIBIRT 22 LB TEET, ZORIFIANA FTERS L.
T 7/ MIErTY,

RTF—4Z2 045

v g 77 ANZIE, status detail 3B LN dnsstatus
REDCLI AT —H A a<wy RTREENTZV AT LD
FHERA e S NV E T, eI, 1ogconfig D setup W
Tav U REFERLTHRELEST, AT —F X v 7 0@t
INDEI T FEZIZL—MI. AU U E R EBICY
vy FENTOHLOETT,

RASY Tk
(=174

RAA v FNy 7 1 iZid, Cisco IronPort 7 75 A4 7 v
A EHREDZZEH R A RO SMTP £5ETD I T A4 7> b
LY —ROBENFEEINET, Zoa s XA 7E, FE
DZAFEFRA MCBETREOT Ny ZIHEHTEET,
aJ 7y ANMIEET S SMTP vy v a VoA HEERETE
THVENRHD FT, By a Btk ndizon, =
OEITFY L CnExd, vns 72707 g w2k
FRFMET D LITE ST, TXTHOE Y a UG
SNDHNCRAAL Y TNy T HEIETEET,
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Ay 247 (HE)
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B

AooxHay
Fiwyg og

A=y vary T2y 7 urZix, Cisco IronPort 77
TAT AL, VAT ATERH L TV DHIEEDR A MO
SMTP &FENFLRSINE T, A V=2l var Ty 1
JiE, A v 2 —> > b E® Cisco IronPort 7 774 7 A L
AR NEOBEICETAIMEEZ N T TNV a—T 4 T F
DD B ET,

SRAFLRY

VAT A v ZiZiE, 7— MME#HR, DNS 27— X X fF#H, B
YW commit A~ FEHFEHLC2—FRAL LIZa A b
Nk shFEzT, VAT 0 liE, 77747 ADHER
MI7RIRBER R T TNy a—T 4 VT T HDIEMN L ET,

CLI®EEDJ

CLIE®EH o 72X, VAT ALEDT_RTHOCLIT /T4 &
T BRESIET,

FTP 4—/i 0¥

FTP v 2%, A v 2 —T = A A TA F—T N> TWH
% FTP —EADERN LRI NFE T, O E 22—
YT IT T RNEEINET,

HTTP RY

HTTP v 72, A v H#—T =4 ATA F—TNIZHR->TW
5 HTTP —tE R, X% =7 HTTP —E R, FiZZD
W5 DY — AT DR LE S LE T, Graphical
User Interface (GUL; 77 7 4 iV 22—W L L H—T = A
) WX HTTP 2/ LCT7 7 A4 50T, HTTP v 7%
F£lECLIEAr 7 LR%D GUI TF, GUI TV 7k A X
NnNickevyvay =% Fityrar, HROLE Y
vayv) BLOXN—=UnNEHEINnET,

NTP B S

NTP v 7 \2i%, #E S TV A HEE O Network Time
Protocol (NTP; *> hU—2 Z A4 A 7 r hajin) $—4%
TTIAT U AMOZFENRLERESNE T, FEMIZ OV TR,
[Cisco IronPort AsyncOS for Email Configuration Guidel
@ [System Administration] %@ [Editing the Network
Time Protocol (NTP) Configuration (Time Keeping

Method)] ZZM LT 7ZE 0,
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LT, a2 722710 7L g v OERORELZITORNRSL 0 ha )L xR

ELET,
® 53

AJ&EE 7o ran

FTP R—1y >y

COFETIE, BHEL -V ELETANL—F 2—FD2—
PHENRAT—REHRALT, VE—KNFTP 27747 b
5 Cisco IronPort 7 7 I A T VAT 7k A LT s 774
NEBRSELET, FIP A=V 7 HEEERATLI Lo cn s
PTR7 VT arERETHIHEX. RETLH RS T A
NORREERETOIVLERSY 7, RXEIET DL,
LHWT A AREIRESE T,

FTP Fya

ZOFHETE, VE—F 2 Ea—% EO FTP — NI EH
Wize 7 7y ANvETyalEdT, PTRAT7 VT a
X, VE— b arvta—FEoa—F4 R2ATU—-F BX
VST 4 V7 NYRKETT, =T 77 A0, 2—FR
RELIEZO— LA —R— R 2 — VI ESWTIRE SN E
T, (o BT 27 FoarORAT— ROa— RiZHNT
DOEFEE] (P.8-351) LML T EE,

SCP Fvy¥a
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EF—h arta—% EOx—H4, SSH F—, BLU%EL
T4 LI NINKETT, s 7y A, 2—FRHREL
Fa— A — e ATV a— LI HESNWTIEE SN E T,

syslog 7v

a

ZOFETE, al AvtE—U% Y E— RO syslog —C
EELET, ZoOFEIE, RFC3164 IZHERL L TWET,
syslog = "DARA M EEEFE L, v 7 DI UDP £721%
TCP M2 KO ICRIRT 2MERH Y £, EHTS
R—=HME 514 TT, R D77 )7 I EERTEETA,
0y ZATDT T AN NIRRT H T A=a—Thbn
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ALARZ LT BEOH-XFORAT—Z A a— N CHEREET, 270

T AT, ROBRTERESNET,

/LogSubscriptionName/LogFilename.@timestamp.statuscode

AT —H A a—KRiE, .c BEOE) £7203F .s REFEHOE) I £,
saved (fRTFHEH) AT —H 200l 77 A NEITFEEETHLIICLTLES
AN
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WA —R—=) LET, FTP K=V U 7k A B =X N ESW e 7 TR

V7oa T, Z7AAVMMERSIND L, ZNOHDOT 7 A VRESH SN DD,

VAT ATHRYT 77 A NVHIZEBIZAN—ZARNNEIZ/ D E T, Cisco IronPort
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XoT, Zothor Z7REREINIHENH Y £9),

& 54 EMCEESABOT YITRI YT 3y

ay g 4$4IxyyF

&S Yavd ay 447 miGA&

1 antispam TUFANA Tl FTP &~ —V » 7
2 antivirus TUFIUANA s FTP R—V > 7
3 asarchive TUFANRK T =47 |FTP K—U 7
4 authentication =07 FTP A—VY v
5 avarchive ToFTANAT = AT |FTP R—V 7
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6 bounces Ny A vy FTP A—V 7

7 cli_logs CLI E#no s FTP R —V > 7

8 encryption mE Bt FTP ~"—V > 7

9 error logs IronPort 7% A h A—,L |FTP AR—V 7
=74

10 euq_logs IronPort A X AR 7 |[FTP A—U 7

11 euqgui_logs IronPort AN A% GUI  |[FTP R—V > 7
=74

12 ftpd logs FTP H— g FTP R—Y > 7

13 gui_logs HTTP = 7 FTP &~"—1V 7

14 mail_logs IronPort 7% A h A—/,L |FTP AR—V 7
=74

15 reportd_logs ViR—FT 4 al FTP &A—V 7

16 reportingqueryd_logs |LR—F 4/ 7=l — FTP A—V 7
=74

17 scanning Ax vy a s FTP R—1V v 7

18 slbld logs t—7 U AN/ TV FTP &~"—V 7
VRSN =34

19 sntpd_logs NTP & ' FTP A—V > 7

20 status AF—RZA ay FTP A—V 7

21 system logs AT LA ayg FTP R—V 7

22 trackerd logs A VA=V FTP A—V > 7

23 updater logs T ST a FTP A"—V > 7

TR EEND LI T IZRE I I error_logs ZFRE ., FRICEHE S
NHZ¥y_RCousZ 3727 ) Fvaron s Loylid 3 sk £, FEico
WTiE, T2 L) (P5-213) 2B LTLLEEN, Hillon s 72271
Ta Ok, ETREBETEOR S TR YT a VOEFIZONTE, =
T HTR7 Y Tar] (P5212) #5RLTIES N,
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MronPort 7% A b A—/L u ZOH] (P.5-173)
lMronPort FifE = 7 D] (P.5-182)

MMronPort /N7 > 2 v Z O] (P.5-185)
MronPort A5 —% 2 11 ZOfEM ] (P.5-187)
MMronPort KA A > 7y 7 u 7O (P.5-190)
MronPort f > Y=/ vay Ty 7 a7 oM (P.5-191)
MronPort ~ 27 & 1 ZOfEH] (P.5-194)
lMronPort CLI B#E = 7' (P.5-195)

lMronPort FTP #—/% u 70| (P.5-196)
MMronPort HTTP = 7 O/ (P.5-197)

[MronPort NTP v 7 dfti | (P.5-198)

lMronPort 7 v F A/NALDOfEM ] (P.5-199)
MronPort 7 > F 7 A L Z v ZOfEM | (P.5-200)
lMronPort A S AfgfEw 7 O (P.5-201)
lMronPort A X AfFE GUI v 7 OfEAH | (P.5-202)
lMronPort LDAP 73 7 a 7O (P.5-203)
t—7 U2/ 7mry 27 UK~ aZOER) (P.5-205)
(ViR—T 47 v 7o) (P.5-206)

VR —T g7 72— v Z7oOfH] (P.5-208)
777 —4% aZoH) (P.5-209)
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wouy 7y ANliE, n 7 BEROBEHE & TH, AsyncOS DX—V 5 |
BLXOGMT A7k y b (BB TE V7 DBEVICORITR) BDEENET,

s TUFUANA BT
e LDAP m 7

o VAT LTS

e A—jlus

IronPort ¥ X k *—)L O DA

kng@uﬁ L R ERLEHY FHA, IRb0r T B A —IL

ZA5. %%%w@ﬁh k;oﬂv/x®ﬁﬁ#£ﬁéhi¢ AT —H R
ha%&?b 1 T8I A= aIcEBEERAENET, ZhbDua L, FFEDA v
+— /@ME%@%L\/XTAA7¢*7/X%AWT59KTﬁ§ﬁEﬁ
BRE7RD ET,

#5510, TRAN A=) g FICRRENDBERERLET,

# 5-5 FER N A—IL 0T OHEHER
#xat BieA
ICID Injection Connection ID (| >V =7 ¥ 3 »#ki ID), VAT

DAZKT Bl 2 > SMTP #éfi e £ T HUE ID TH Y, Z DO
BT LENSETMEDOA v E—VREEEINET,

DCID Delivery Connection ID (FefE 46t ID), BIDOH— 2545
f#l = > SMTP 8t %R THME ID TH Y. ZOEH T 1 HH
LETMEOA v E—YBNEEINET, 1 2OX vE—V%

ET—#EIxEE O RID N —HEICEE ShE T,

RCID RPC Connection ID (RPC ##¢ ID), IronPort & /X AHE#EEIC
x4 5 4 D RPC #fii 4 K34l ID T4, Z @ ID Zf/H

LT, IronPort A NNLE L ORI TEZEINDA vE—Y

B L £9,

MID Message ID (A v&—YID) : 2O ID 2FHLT, v/ %
WRTHIA v E—TEBHFLET,
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& 55 TR A—)L 0T OHEER )
Bat Bl
RID

Recipient ID (3%{%& ID) : &% A v &£ —UZEHITID »HY
BTHNET,

New

HRLOHERE D BRMG S T E LTz,

Start

HH DA —UnBEBENE LT,

IronPort 7% X b A—)L O QOER
0S T A NERIRT B OHA RE LT, kOF L FAEER LTS

AN

G¥) 0y 7y ANOEITICE, BEENEIDYTONERA, 22 TIE, Bl
NVHLELTESREY Y TN THET,

% 5-6 FEXF A—)L O O

1 Mon Apr 17
Management
remotehost

Mon Apr 17

3 Mon Apr 17

4 Mon Apr 17

5 Mon Apr 17

Mon Apr 17

Mon Mar 31

8 Mon Mar 31
RID [O0]

9 Mon Mar 31
[0]

10 |Mon Mar 31

192.168.42.

19:56:22 2003 Info: New SMTP ICID 5 interface
(10.1.1.1) address 10.1.1.209 reverse dns host
.com verified yes

19:57:20 2003 Info: Start MID 6 ICID 5

19:57:20 2003 Info: MID 6 ICID 5 From:

<sender@remotehost.com>

19:58:06 2003 Info: MID 6 ICID 5 RID 0 To:

<mary@yourdomain.com>

19:59:52 2003 Info: MID 6 ready 100 bytes from

<sender@remotehost.com>

19:59:59 2003 Info: ICID 5 close

20:10:58 2003 Info: New SMTP DCID 8 interface
42 address 10.5.3.25
20:10:58 2003 Info: Delivery start DCID 8 MID 6 to

20:10:58 2003 Info: Message done DCID 8 MID 6 to RID

20:11:03 2003 Info: DCID 8 close
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fiikow 7 77 A N EFGFEHLMDT=HODHA L LT, £ 5-72#HHLTES
AN

= 5-7 TERE A=) AT OHOEM
TES e
1. AT DASOF LW B AR S 41, Injection ID (ICID; A

voxZvarID) 15 REVLBTERET, ZOBHIL,
BHIPA LA —T oA ATEZEEN, VE—F FA L
10.1.1.209 2~ 6B SN E Lz,

2, 74T FEB MAIL FROM v 2 RWET SN2k, A v
T — 12 Message ID (MID; A »E— 1ID) 16) &I YT
HIVE LTz,

3. EBEET FUARER &, T ARLGNET,

ZIEE DB S, Recipient ID (RID; Z1§%# ID) 0] 23E]
DHETHERET,

5. MID 5 NZIFANGIL, T4 AZIZEZIAEN, KRINE
7,
ZAEICRII L, ZEERN 7 e —X L E T,

7. W, AvtE—UEMET g ANBBINET,

192.168.42.42 7»% 10.5.3.25 ~DOEAFIZ, Delivery
Connection ID (DCID; FefE#5#c ID) 18] 2EID ¥ THNE

‘j_o
8. RID 0] ~D A v —VEUENBRBENET,
9. MID 6 2>5 RID 0] ~DOFEFIZATI LET,
10. BEmNR s v — X L ET,

TEIAM A= BT TV DG

WIT, SEIEFRRBUCESW WL Dot el = M) ERLET,
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AvE—S0L00 Y avBEIUVER

1 ANDZAZHITHT 5 A » & —7 Cisco IronPort 7 7 A4 T Al P =V
FENET, AvE—VIFEFICEEINET,

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface
mail.example.com (1.2.3.4) address 2.3.4.5 reverse dns host unknown
verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None
Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From:
<someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To:
<user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9s$5uvbhe@mail.example.com>"'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from
<someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative
Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface
1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID
200257070 to RID [0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID
200257070 to RID [0] [('X-SBRS', 'None')]
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Wed Jun 16 21:42:38 2004 Info:

o447 M

MID 200257070 RID [0] Response 2.6.0

<37gvad9$5uvbhel@mail.example.com> Queued mail for delivery

Wed Jun

EELAvtE—IIE

LBRLIEAvE—SEE —F

Mon Mar
address

Mon Mar

Mon Mar

Mon Mar

16 21:42:43 2004 Info:

31
63

31

31

31

20:10:58 2003

.251.108.110

20:10:58 2003
20:10:58 2003

20:11:03 2003

INIUR)

Info:

Info:

Info:

Info:

DCID 2386069 close

New SMTP DCID 5 interface 172.19.0.11

Delivery start DCID 5 MID 4 to RID [O0]

Message done DCID 5 MID 4 to RID [0]

DCID 5 close

2 NDOZEEWNREE SN A v —% Cisco IronPort 77T A 7 2 AIZA v~
V7 bENET, BLERIZ, SBEFRA MR SXX =7 —%2RLET, 2O
T—E, AvE—VEVTNOZEHFICHLEETERNI &R LET, Cisco
IronPort 777 A4 7 AL, HEEHICEML T, F2—0b2ZNbD0ZEHEZH
L £,

Mon Mar 31 20:00:23 2003 Info:

address 64.81.204.225

Mon Mar 31 20:00:23 2003 Info:

1]

Mon Mar 31 20:00:27 2003 Info:

- Unknown address error
denied'])

Mon Mar 31 20:00:27 2003 Info:

[]

- Unknown address error
denied'])

Mon Mar 31 20:00:32 2003 Info:

[]

('550",

('550",

New SMTP DCID 3 interface 172.19.0.11

Delivery start DCID 3 MID 4 to RID [O,

Bounced: DCID 3 MID 4 to RID 0 - 5.1.0
['<george@yourdomain.com>... Relaying

Bounced: DCID 3 MID 4 to RID 1 - 5.1.0
['<jane@yourdomain.com>... Relaying

DCID 3 close

[ oL-23080-01-J
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VI bRV ADEDERELERE

A & —U Cisco IronPort 7 I AT L RAZA =V FENET, RO/
EEATTC, Av k=Y 7N R UALT, FOHDOEGEF 22— AL
F9, 2EOORITTA v E—VITEFICREINET,

Mon Mar 31 20:10:58 2003 Info:
address 63.251.108.110

Mon Mar 31 20:00:23 2003 Info:

1]

Mon Mar 31 20:00:23 2003 Info:

- Unknown address error

('466"',

Mon Mar 31 20:00:23 2003 Info:
Mar 31 20:01:23 2003

Mon Mar

Mon Mar
address

Mon Mar
[0]

Mon Mar

Mon Mar

scanconfig AT Y FD XA vE—Y X¥ v UH#ER

31 20:01:

31 20:01

172.17.0.

31 20:01

31 20:01

31 20:01:

28 2003

:28 2003

113

:28 2003

:28 2003

33 2003

Info:

Info:

Info:

Info:

Info:

New SMTP DCID 5 interface 172.19.0.11

Delivery start DCID 3 MID 4 to RID [O,

Delayed: DCID 5 MID 4 to RID 0 - 4.1.0

['Mailbox temporarily full.']) []

Message 4 to RID [0] pending till Mon

DCID 5 close

New SMTP DCID 16 interface PublicNet

Delivery start DCID 16 MID 4 to RID

Message done DCID 16 MID 4 to RID [O0]

DCID 16 close

scanconfig A< Y FEFEH LT, A vEB—VOMEREREZNETERNWES
(7 7 A NVEHIBRT A5E) OVATLAOMELZRETEES, 7 a v
lX. Deliver, Bounce, F72I% bDrop T,
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WRIZ. scanconfig % Deliver ([Zf%/E L7- IronPort 7% A k A —/L 1 7 OF %

R~LULET,

Tue Aug 3 16:36:29 2004
<test@virus.org>

Tue Aug 3 16:36:29 2004
<joelexample.com>

Tue Aug 3 16:36:29 2004
'<137398.@virus.org>"'

Tue Aug 3 16:36:29 2004
#22"

Tue Aug 3 16:36:29 2004
<test@virus.org>

Info:

Info:

Info:

Info:

Info:

MID

MID

MID

MID

256

256

256

256

256

ICID 44784 From:

ICID 44784 RID 0 To:

Message-1D

Subject 'Virus Scanner Test

ready 1627 bytes from

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem:
Continuation line seen before first header

Tue Aug 3 16:36:29 2004 Info:

Tue Aug 3 16:36:29 2004
'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004
antivirus

Tue Aug 3 16:36:29 2004

Info:

Info:

Info:

ICID 44784 close

MID 256 antivirus positive

Message aborted MID 256 Dropped by

Message finished MID 256 done

KIZ. scanconfig % drop (ZFRE L7- IronPort 7% A b A—/L a7 OF%#R L

ESUaN
Tue Aug 3 16:38:53 2004
Tue Aug 3 16:38:53 2004

Tue Aug 3 16:38:53 2004
<joelexample.com>

Tue Aug 3 16:38:53 2004
'<392912.@virus.org>"'

Info:

Info:

Info:

Info:

Start MID 257 ICID 44785

MID 257 ICID 44785 From: test@virus.org

MID 257 ICID 44785 RID O To:

MID 257 Message-ID

[ oL-23080-01-J
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Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test
#22"

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from
<test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem:
Continuation line seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by
filter 'drop zip c'

Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

EREFEEEYSA RS AvE—JIIddH0T5 TR

VI3 M UEA VI N TIvarRElO—OWAE (alt-rept-to 7 A /LA,
TUFANRARCPT YT A4 b, bec() TZVay, TVFUANVAR VEAL LT
varl) ILLoT, LAy E—URNERESNET, rICHZ®L TRH
REMEL, LEIZSUTMID X, HBEICE> T DCID #B8MLET, KD
Loz U RARETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by
bcc filter 'nonetest'

EJ S
Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by

alt-rcpt-to-filter filter 'testfilt'

lrewritten] = F U IZ2OWTid, 2 Z7ANTH LW MID O H %2 R~31TD#%IC
FREINDHIZEHLTL XN,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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IronPort X/SLRBEL) FIZEEShFzAvE—D
Ave—VERETY TIZEETDE, A— u /' Tlix, RPC #ai#ud4 25
RPC Connection ID (RCID; RPC ##¢ ID) 2fH L T, M=) 7 L oMo

MBS NET, RKOA—L a7 TE, ARLELTHE BT onzAy
& — U0 IronPort AN ARIEIZEE SN TVET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From:
<HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<W1THO5606E5811BEAO0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.
chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream
home - Now make it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from
<HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for
per-recipient policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam
suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine
Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative
Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID
2317877 to local IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

IronPort BE2{E0 7 D{FEH

BifE e 712X, AsyncOS OET A — /VEUMGEIEICE 2 EE R HFMA e I
T, vl AvE—VF [AF—1F VL R] TF, 2F 0, HETLZTTOF
WMARE DT A y—VICHEREND DT, 2—HiE, HEORERITICET S
FHRICOWTHIOR S A v —VEBRTILERH D HA,

FfEr 71, ZEHEZT OB T A — VEEIEICEET 5 X TOIF R T
SNET, TRTOFERIT, REMIZ 1//1’7'7 I\é?h IronPort DIRPES 5 2 —
T4 VT MU TERLZRIT, ANTEDHAIY BRI £, A
Y= Lid, ROEGFIZH Y £,
http://support.ironport.com

BEw 713, VY —ADMRMEERDOTZDITAA F VBN TRES L, IHBES
FI, KORIZ, BER JICRESINDEREZRLET,

& 5-8 B{E 0 Y O#fEHER

#rEt B

Delivery success (A v E—VIXIEFICEE S E L) F7203 bounce

status (Ave—VFN—R AR 23nELE)

Del_time B {5 IRF R,

Inj_time A=V a UM, del time - inj time = Z[FHE A v —
UMNX 2 — T FE o TR,

Bytes Avl—y A4 X

Mid A vtv—T 1D

Ip ZEERAFNIPZEEA v E—VE2ZEER I XL
RARDIPT RLA

From Envelope From (Envelope Sender % 723 MAIL FROM & L T
b ET)

Source_ip EETRANIPEEAYE—VDRAFDIP 7T FL X

Code ZAEHRA B O SMTP & =2 — K

Reply ZIEHERA RN DLD SMTP WA A v —

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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& 5-8 EIEO0J O%EHIER (KE)

et 2L

Rcpt Rid ZAEH ID, ZEH ID 1L <0> NHAAE D £, HEOZEHEN
fRESNTA yE—VI2iE, BEOZEE ID BMFE £,

To Envelope To

Attempts BCAE AT

BifE A 7 — % A73 bounce TH - 728HE1E. ROBMIERNDEE v ZIFE I

£,
® 59

BEQT D/ U R1ER

At B

Reason |fi/{Z#> SMTP %12 %4 % RFC 1893 Enhanced Mail Status Code

DFFEIR

Code |Z(EH KA FHb D SMTP JS&=a— R

Error  |Z{ZF KRR R 5D SMTP & A vE—

07~y X —%FHEL TS ((AyvtE—V ~yX—0uX 7
(P.5-218) &), ~y X —HRIIEGHEROBICETRINET,

& 5-10

BEENT DAy F—I58R

iRt

g!l‘:

AR

Customer_dat
a

B ICRE SN DNy X —DIEE Y 273 XML % 7

Header Name

~v X —D4H]

Value

n RSN DNy = DRE

BiEQT T ) ofl

TITI, SEISERREr S = MY ol ERLET,

[ oL-23080-01-J
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EELAvtE—DIE

<success del_time="Fri Jan 09 15:34:20.234 2004" inj_time="Fri Jan 09
15:33:38.623 2004" bytes="202" mid="45949" ip="10.1.1.1"
from="campaignl@yourdomain.com" source ip="192.168.102.1" code="250"
reply="sent">

<rcpt rid="0" to="alsdfj.ajsdfl@alsdfj.d2.ga25.ga" attempts="1" />

</success>

BEXT—2RNIVR

<bounce del time="Sun Jan 05 08:28:33.073 2003" inj time="Mon Jan 05
08:28:32.929 2003" bytes="4074" mid="94157762" ip="0.0.0.0"
from="campaignl@yourdomain.com" source ip="192.168.102.1 "reason="5.1.0 -
Unknown address error" code="550" error="["Requested action not taken:
mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

AJAyHA—fFZ0ERERST T NY

<success del time="Tue Jan 28 15:56:13.123 2003" inj_ time="Tue Jan 28
15:55:17.696 2003" bytes="139" mid="202" ip="10.1.1.13"
from="campaignl@yourdomain.com" source ip="192.168.102.1" code="250"
reply="sent">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />
<customer data>

<header name="xname" value="sh"/>

</customer data>

</success>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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IronPort /A" > X A5 DOFEH

NG A B TIE, N RAENTEEZEEICET ST ToFRriiEksh
FT, K S5-1LIC, RUrR o IS s ERER"LET,

% 5-11 "YU R O OEHER

et HL
Timestamp |7 2 4~ KD
Log level ORI R alOEEI L)L

Bounce Bounced %7z1% Delayed (/N— FARNDU U RETY 7 PR R
type )

MID/RID A vt—VID BLURZIEHE ID

From Envelope From

To Envelope To

Reason BfEHFD SMTP & 2% 3 5 RFC 1893 Enhanced Mail Status
Code DRt

Response |Z(5# 7k F /6 SMTP JG& = — RBL A v —v

Fo, v R TEIA =V VA ZERBELTWVDEN, BT~y X —%ik
FLTWDE ((Ayvt—T ~o X —puaXr 7| (P.5-218) 2B BE. A v
VBN F—FRIIANT O AFROBICERENET,

%= 5-12 IRV OFTDAy X —IER
Header N H—HBL O~y X —Da T,
Message 0 JICRESND A v E—YDarT v,

[ oL-23080-01-J
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N2 A5 T ol
VI MO URSNI-2EE (IR 247 =Delayed)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451"',
['<user@sampledomain.com> Automated block triggered by suspicious
activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is
in error'])"

N—FNRHOUREN-ZEE 9V RX 24 7 =Bounced)

Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0
From:<campaignl@yourdomain.com> To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no
such active account.'])"

A ytE—VERXBLUATAY T —(FEDNY R O

Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers:
['"xname: userID2333']' Message: Message-Id:

<lub5jak$eblyourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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T %A P FFIN015\012 1%, dfTEFKRLET (CRLF 22 E),

IronPort R 7—42 X O D{EHH

AT —H A Dy‘ﬂ:ﬂi\ status, status detail. ¥ X dnsstatus 75_’./%\@ CLI
AT —H A a=wy FCHRIH SN AT AGHERNSTLER S NV E T, FoskHif

L. logconfig @ setup W7 a~> R&EMHL T

RELET, AT—H AT

WCRESNDEN T ZEIFTL— NI AV ERREIZ) Y FESRThS

DIETT,

ATF—R R A5 DFEATY

K 5-1312, AT —=H A urZ F9vE | —HTLVAT AfGHEREZ R LET,

® 513 AT—4 R O DOfEHER

st §% B8R

CPULd CPU f 1%

DsklO Disk I/0 fi Jf] =

RAMUtil RAM fitf fI =&

QKUsd EHINTVDF2— (Fr/1 FEAL

QKFre ZENTWNDF2— (Fr3A [HNL)

CrtMID Message ID (MID; £ > &— ID)

CrtiCID Injection Connection ID (ICID; A ¥ =2 v 3
e ID)

CRTDCID Delivery Connection ID (DCID; EifE ##5¢ ID)

InjMsg AoVl FENfc A=

InjRcp AV FENEZEE

GenBncRcp HERRENT- AT v AZEH

RejRcp | W =23

DrpMsg Faey7FInizAvye—v

SftBncEvnt VTR R UREINTEA N b

CmpRcp e T LI EHE

[ oL-23080-01-J
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% 5-13 RAF—A R AT O#HHER (HE)

st H LT

HrdBncRcp N R R ARSI

DnsHrdBnc DNS N— R N7 %

5XXHrdBnc S5XX =K "z

FitrHrdBnc TAINE N— R N7 A

ExpHrdBnc R N— K N7 R

OtrHrdBnc FEOMD/N— R N R

DIvRcp BOiE SNT=Z(EH

DelRcp HIbR SN2 E#H

GIbUnsbHt 7a—"AREFEIEY R N EO—BHK

ActvRcp TIT 4 TZEH

UnatmptRcp KRITZEH

AtmptRcp AATAEE

CrtCncin HAE D E1E B

CrtCncOut BUE DRAF Heke

DnsReq DNS Z:k

NetReq Fy hU— 7 B3R

CchHit ¥yrvi= By b

CchMis Fyrvia IR

CchEct X ¥ v vt

CchExp Xy v a2 BRI

CPUTTm TV = a YMER LTCARE CPU RRH

CPUETm T = a U ST B ORI R

MaxIO A= Tt AT D 1ILBHY ORKRT + A7
I/0 B

RamUsd BB THELDOATY (O34 FHL)

Swin AT A ENTZAEY

SwOut AUy FTU RSN AEY

SwPgin R=TV A ENTAEY

SwPgOut NR=UT U I AEY

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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% 5-13 RF—R R OF OHEER ()

#iat HL

MMLen VAT ANDOEF A v E— %

DstinMem AEYRNOREAT V=7 Nk

ResCon U Y —ZRFFD tarpit [l (KEDO T AT LAATRTIZ L
D, BEA—INOZIFTANDZ ORI IRIE L £
7))

WorkQ B¥X 2 —ICHIHED A vE—V%

QuarMsgs VAT IRIEICH L& DA v -V (BEOR
B TICHEET DA A =1k —EZFH T~ b
EnxEd)

QuarQKUsd VAT AEA v —VIC ko THEREN S Fr A
Ak

LogUsd FHENSZa Y R—F ¢ 9 L OEE

AVLd TUoFUOANLA ZFy o THHAENS CPU OGS

CmrkLd Cloudmark 7> F AN A A% v U THEAEN D
CPU 0#|&

SophLd Sophos 7 > F A/ h A% ¥ T &5 CPU @
E 5

McafLd McAfee 7> F 7 A LA AF ¥ > T X5 CPU
DOFEE

CASELd CASE A¥ vy CfifH &5 CPU OEI&

TotalLd CPU OAEHHE &

LogAvail 0y 77y ANHERTEDLT 4 A7 AN—2A

EuQ IronPort A/ X ARENOHETE A v —T8K

EuqgRls IronPort A /X ARIEFEILNF = —NOHEE A v —

%

[ oL-23080-01-J
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Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd O
QOKFre 8388608 CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp
14230 GenBncRcp 12 RejRcp 6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813
HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc
0 DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp 0 AtmptRcp 0O
CrtCncIn 0 CrtCncOut O DnsReq 143736 NetReqg 224227 CchHit 469058 CchMis
504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350
RAMUsd 21528056 MMLen 0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd
0 LogUsd 3 AVLd 0 BMLd 0 CASELd 3 TotallLd 3 LogAvail 17G EuQ 0 EugRls 0

IronPort ALY T/\v S OS5 OER

RAA v FoNy 7 a2 i2id, Cisco IronPort 775 A4 7 v A LIREDZIZEH &
A RNE D SMTP K55 TH I 74T > b —"O@ENRTEHEINET, Z0n
T EATIIEIL, FEOZEERA NMIETAIMEOT Ny IS E T,

% 5-14 FA4 > FiivJ OJo#kiHER

frat E LT

Timestamp Ny A AR S DOEEH

Log level TONRT A a T OFEMRL L

From Envelope From

To Envelope To

Reason BL 5D SMTP JRZ2%t9 2 RFC 1893
Enhanced Mail Status Code Of#fR

Response ZAEZRA N HEDO SMTP & =2 — FE LW
Ayt—v

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Sat Dec 21 02:37:22 2003 Info: 102503993 Sent: 'MAIL
FROM:<daily@dailyf-y-i.net>'

Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'

Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'RCPT
TO:<LLLSMILE@aol.com>"

Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'
Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'DATA'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '354 START MAIL INPUT, END
WITH "." ON A LINE BY ITSELF'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '250 OK'

IronPort 1 x93y F/A\vy adnEH

AV vary Ty aZlZid, CiscoIronPort 775 A T AL, VA
T LR L TCWDIEED R A MO SMTP £3ENfieEnNE T, /v V=7
vary Ny aliF AU —Fy N OEREMGET I TAT RN E
Cisco IronPort 7 77 4 7 L AMO@BEICHAT AMEE N7V a—T 0 7
THDIHEIMNBET, 2ORTTHE, 22900V AT A TREESNIZTRTON
A MAFEERS AU, [Sent to] (HEfiA A MIZ{E) F72iE [Revd from] (e A
B EZAE) ICHEEINET,

LT AR A NOSFEEBET HI1iE, IP 7 KL A, IP#H, &AM, £

ISE R A ML EIRET AHMENH Y T3, IP WHANTERL TNBIP 7 KL
ANTRCEEEINE T, WO RAALCHDOERA PR TRTEHREENET, v R
T AL B L TWBIP 7 FLRAZH L TU/NR—=ZADNS Ly 7 7 v 7 EHEITL
T, FARNIZEHRLET, DNS IZxfitn9 2% PTR L=— RB372 0 IP 7 R L&

T, mAMLIZ—FHLERA,

kT oty v a VELIEEETOLERDH Y £,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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AV vary TRy T a ZHNOKITICIE, £ 5-15 IRTIHERPEENE

7

% 5-15 Aoy ay FRvY 0YOHmEHER

et L]

Timestamp INA R NIE(E S IV RRA,

ICID A2 varEREIDIZ. ol 72710 FaT

[ Bt lC BE AT 2 2 3 TE B EAFHRAIF T,

Sent/Receive |[Sentto| &7l &HI7ZATIE. BEfEAR A MICRE(E SR EEED R
d 4 FT9, Revd from]) &R E&NT72471%. BEiAR A b &ZA5
L7=FEEDONRA FTT,

IP Address | #if5ih A RO IP 7 FL %,
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Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '220
postman.example.com ESMTP\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO
mail.remotehost.com\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250

postman.example.com\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL
FROM:<sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 sender
<sender@remotehost.com> ok\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'RCPT
TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 recipient
<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'DATA\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '354 go
ahead\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject:
Test Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the
content of the message'

Wed Apr 2 14:30:04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'
Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'QUIT\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '221

postman.example.com\015\012"
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IronPort X574 A5 DOER

SRTL agof

& 5-16 LR T L O OEHER
#hat EL

Timestamp | /<7 k3 24{E SN2 RH,
Message o JIZRRER S T A X2 b,

WDV AT 5 v ZORE, commit 2FE(T LIz —FOL4RTE AT SNiza A
rEETe, WL OO commit = kU AR L TWET,

Wed Sep 8 18:02:45 2004 Info:
Wed Sep 8 18:02:45 2004 Info:
Wed Sep 8 18:02:45 2004 Info:
Wed Sep 8 18:02:49 2004 Info:
Wed Sep 8 18:02:49 2004 Info:
Wed Sep 8 18:13:30 2004 Info:
SSW:Password

Wed Sep 8 18:17:23 2004 Info:
Completed Web::SSW

Thu Sep 9 08:49:27 2004 Info:

Thu Sep 9 08:49:27 2004 Info:
a second CLI log for examples

Thu Sep 9 08:51:53 2004 Info:
Removed example CLI log.

Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

Time offset from UTC: 0 seconds
System is coming up
bootstrapping DNS cache

DNS cache bootstrapped

PID 608: User admin commit changes:

PID 608: User admin commit changes:

Time offset from UTC: -25200 seconds

PID 1237: User admin commit changes:

PID 1237: User admin commit changes:

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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»
IronPort CLI 5045

% 517 CLI & n ¥ ot

et H L

Timestamp | ¢ L 3RE(E &= A,

PID a<w Y NP ANTENTEZRHEDCLILEy a7 ak X 1D,

Message Ayt —IF, ABE&N7=CLla~> R, CLI A (£
Za—, VR NRE), BLOEREND T v T N THER S
nE4,

CLIEE&EDJ Dfl

WD CLIER o 7 Of)it, who BX W textconfig CLI 2~ RABA AT ST
PID 16434 Oz~ L TWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who';
prompt was '\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered
'textconfig'; prompt was '\nUsername Login Time Idle Time Remote Host

What\n \nadmin Wed
11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM Os
10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt

was '\nThere are no text resources currently defined.\n\n\nChoose the
operation you want to perform:\n- NEW - Create a new text resource.\n-
IMPORT - Import a text resource from a file.\n[]> '

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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IronPort FTP —/\ 045 A

%= 5-18 FTP H—/X 05 O#HEHER

et H L

Timestamp XA N IRIEE ST REA,

ID Pz 1D, FTP #fi = L ORIED 1D,

Message o/ N DRAyE— a0, el T AL R

T—2 XEW, EIFFTP #filER (n /A0, Ty 7u—
R, #yrua—F, as 79 RE) k)£,

FTP 4—/\ o5 ofl

WD FTP H— N v Z7oflizix, #kF (ID:1) Ni&EsncnEd, HEERO
IP7 RLADIEMN, 77T 4T 4 (Z7A4NLDT vy Tu—ReA o ma—R)
BLOw 7T RBRRENTHVET,

Wed Sep 8 18:03:06 2004

Wed Sep 8 18:03:06 2004
00065BF3BA6D-9WFWC21

Wed Sep 8 18:03:06 2004

Wed Sep 8 18:03:06 2004

Fri Sep 10 08:07:32 2004

Fri Sep 10 08:07:32 2004
172.19.0.86

Fri Sep 10 08:07:38 2004

Fri Sep 10 08:08:46 2004

Fri Sep 10 08:08:57 2004

Fri Sep 10 08:09:06 2004

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Begin Logfile

Version: 4.0.0-206 SN:

Time offset from UTC: 0 seconds

System is coming up

Time offset from UTC: -25200 seconds

ID:

ID:

ID:

ID:

ID:

1

Connection from 10.1.3.14 on

User admin login SUCCESS

Upload wording.txt 20 bytes

Download words.txt 1191 bytes

User admin logout
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IronPort HTTP A5 D {E A

% 5-19 HTTP 0¥ O#EEtER

#hEt e

Timestamp INA R IRIEE SRR

ID vy g 1D

req B~y DO IP 7 RLA

user Bigia— Yoo —P4

Message FITEN=T 7 v a BT A ER, GET 2~ K, POST =
<V R, FHREVAT L AT A AREREEINILENDHD
F9,

HTTP B4 DOfl

WD HTTP 0 7 oflix, FFE2—V L GUL OxEE (VAT AREY 4 P— K
DEITRE) ZRLTWET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting
to https port 443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: reg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg POST /system administration/system setup wizard
HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: reg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /system administration/ssw _done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /monitor/incoming mail overview HTTP/1.1 200

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m



E58 A¥yY |

W oysq7

Wed Sep 8 11:18:45 2004 Info: reqg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET

/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin
&height=190 HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET
/monitor/classification_graph?injector=&width=325&interval=0&type=recipie
ntsin&height=190 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reqg:10.10.10.14 user:admin
id:iaCkEh2h5rZknQarAecg GET /monitor/quarantines HTTP/1.1 200

IronPort NTP 045 0 {E

NTP B 0 fl

& 5-20 NTP O4 OfiatiEd

frat BTLL]

Timestamp |1 | 2384(E S L7 i)

Message A vE—=U0F, =3~ Simple Network Time Protocol
(SNTP; fliZ % v hU—2 ZA L Fu han) s —F=iZ
adjust: A v E—Y THEK S ET,

WD NTP 2 ZOWNEL, T FF5A T A NTP ARA F~D 2 EOR—Y 7%
RLTWET,

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset
-652

Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us
next poll: 4096

Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset
-1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us
next poll: 4096
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m. 0L-23080-01-J |



| #5% n¥x>

ny 447 N
(o]
IronPort 7 > F X/NLDEEHA

& 5-21 T UFRINL OY O#EHER

st EY

Timestamp | <{ | 3245 SN 7= Wil

Message Avbe—VF, TUFARL T T F— FORER LR (=
CUERIET VFANRA N—NLDT v T T — N RUETH T
MEIMRE) THRERINET,

FUFR/IRL BT OH

DT VFANRL aZ OB, ToFARANRL N2k b, ARXLEHZRD
T 7T BELOCASE 7 v 75— FORERER L TWVET,

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103)
case-daemon: server successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111)
startup: Region profile: Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy:
Fuzzy plugin v7 successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110)
uribllocal: running URI blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config:
Finished loading configuration

[ oL-23080-01-J
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IronPort 7F A4 IR O DEHR

* 5-22

FUFOAIILR O OiEER

et

SiEA

Timestamp

SRR S T

Message

AvE—lI, TUvFUANLRA T v T — FNOMREER (=
VUVETRIRUANAEREDT v T — FRBETH o nE
IMIRE) THEREINET,

TFUOFI4IILAR A5 DOf

WOT > F A NA v T OFIX, Sophos 7o FIA VA PNl L D, UA
WAGEF (IDE) L=V AROT v 77— Oz~ LT T,

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update

Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine

update needed

Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update

needed.

Zonu 7% —KERIZ DEBUG L-YUVIRET D E, TV FUA LA V0N
FIEDA v = I ONWTHEDH R 2K LB EZET20ICE YL ET,
DEBUG v X 7f#IITTETY, HHOBIZEEL T ZE N,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
m. 0L-23080-01-J |



| 58 n¥yy

IronPort R/\LEREOQS DOFEA

IronPort X/%L O O#FEHER

* 5-23

o447 M

et

SiBA

Timestamp

O B S ERY a2

Message

Aot —IiF, BETENET7vary (Ayb—V0RE, K
XY TLOfRKRE) TR S ET,

IronPort X/{.L&EEQ S OF

wor 7 OFlL, HEH S admin@example.com (2 A »E— (MID 8298624)
DERENTNDZ LR LTHET,

Mon Aug 14 21:41:47 2006 Info:

all

Mon Aug 14 21:41:47 2006 Info:

(skipping work queue)

Mon Aug 14 21:41:47 2006 Info:

admin@example.com

Mon Aug 14 21:41:47 2006 Info:

(skipping work queue)

Mon Aug 14 21:41:47 2006 Info:

admin@example.com

ISQ:

ISQ:

ISQ:

ISQ:

ISQ:

Releasing MID [8298624, 8298625] for

Delivering released MID 8298624

Released MID 8298624 to

Delivering released MID 8298625

Released MID8298625 to

[ oL-23080-01-J
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IronPort X/\Lt&%E GUI O DA

% 5-24

IronPort R/%.4 GUI 04 O#tsHER

et

SiEA

Timestamp

SRR S T

Message

ShET,

Ao —=ViF, 2a—VPRHAREDEITENEZT 73 a o THER

IronPort X/ L& GUI O4 DFl

wowZOFNE, K LIERRRE, nr A BRUn 7Y bR L TnET,

Fri Aug 11 22:05:28 2006 Info:

82

Fri Aug
port 83

Fri Aug

Fri Aug

session:

Fri Aug

session:

Fri Aug

11

11

11
10

11
10

11

22:05:29 2006

22:08:35 2006

22:08:35 2006

.251.23.228

22:08:35 2006

.251.23.228

22:08:44 2006

Info:

Info:

Info:

Info:

Info:

ISQ: Serving HTTP on 192.168.0.1, port

ISQ: Serving HTTPS on 192.168.0.1,

Authentication OK, user admin

logout:- user:pqufOtLevyI5StCghCfO

login:admin user:pqufOtL6vyI5StCghCfO

Authentication OK, user admin
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IronPort LDAP 7/3v4 a4 DA

* 5-25 LDAP F/3w ¥ 05 O#ataE#R

#hat £
Timestamp | ¢ F B3 S N7
Message LDAP 7 N 7 X wE—,

LDAP /3y 4 05 0fl
N

(i) 0y 7y ANOETIE, BENEIVYTONERA, 22 TR, BT
A ELTERSNE Y B TERTHET,

1 Thu Sep 9 12:24:56 2004 Begin Logfile

2 Thu Sep 9 12:25:02 2004 LDAP: Masquerade query sun.masquerade
address employeelrouting.ga to employeelmail.ga

3 Thu Sep 9 12:25:02 2004 LDAP: Masquerade query sun.masquerade
address employeelrouting.ga to employee@mail.ga

4 Thu Sep 9 12:25:02 2004 LDAP: Masquerade query sun.masquerade
address employee@routing.ga to employee@mail.ga

5 Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache

6 Thu Sep 9 13:00:09 2004 LDAP: Query
' (& (ObjectClass={g}) (maillocalAddress={a}))' to server sun
(sun.ga:389)

7 Thu Sep 9 13:00:09 2004 LDAP: After substitute, query is

' (& (ObjectClass=inetLocalMailRecipient) (maillocalAddress=rroute.d000
02b.loc@ldap.route.local.add00002.ga))"'

8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server

9 Thu Sep 9 13:00:09 2004 LDAP: connected

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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10 Thu Sep 9 13:00:09 2004 LDAP: Query
(& (ObjectClass=inetLocalMailRecipient) (maillLocalAddress=rroute.d0000
2b.loc@ldap.route.local.add00002.ga)) returned 1 results

11 Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

Rk r 7 77 A NV aRHHPWMATDDOHTA FELTHEHLTIZE N,
& 5-26 LDAP 7/3v ¥ OJ OHl D

~
1

&5 HL
s 77 ARG ENET,

U 2F—i%, BAfEIZ Tsun.masquerade] &9 LDAP 7 =V —
IZkoT, vAH L —KIZLDAP 2T 2 Lo IcixESN T
WET,

Pobd=

7 KL X employee@routing.qa 23 LDAP — S TR i, —
B ShEd, TORPEDOTABDL—F 7 RLRE
employee@mail.qa THYH, AW L — FOREIC LI ->TZD
T RUVABRRA =V ANy F— mo_Xu—7REE, £
ZOWMFIZEERAENET,

5. 2 — WL FHE) T 1dapflush ZFEITLTVET,

6. 7=V —iX, sun.ga, "— b 389 ICKEENET, 7=V — T
> 7L — MX (&(ObjectClass={g})(mailLocalAddress={a})) T
‘d—o

{g} 1T, FBIEM~ 4 L% (rcpt-to-group F 721
mail-from-group /L —/V) THIE SN/ NV —THICEBR S
ij‘o

{a} 1T, BEOT FLRICERINET,

7. TR B ERY) NEITEINET, LDAP H— N
8. ERESNDHAO7 ) = FZ DX I 7,
9. P RA~DERN E TSN T RND T, Rt L E7,
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& 5-26 LDAP /v 5 O OHOEME (HE)
TES B
10. P—NIZEFENDET—FTT,
1. FEFRIL, FERICEICRVET, 2FED, 1 DO a— FRRE

NEITN, 72— F 74—V REERLTWHRNDOT, T—
ZiIFHmEINERFAL, DL, T—FRX—RI—EIBH D
EIYDEI72)—TF =z /35X, IIN—T 77—
HAl =) —OWFICHERESNET,

+—2JYR M TAYHYR M OTOER

#£ 5272, B=7 VAN Tuy YR aJiIliiEkINsMEHERETRLE

+.

*® 5-27 —2UX KM TOYH YR+ OTOFHIER

et i

Timestamp | <( | 78(5 & U2 4,

Message Av—U, 2—VFIAER E, EITENT=T 7 v a > THERK
SHET,

—2YRM/TRYHVYR+ OATDOH

D=7V AN/ Tay 7 YA aZoplE, 77747 AL -T2 K
TEIT A R=ADAT v T ay FIMERESN TS Z EERLTWVET,
EEENT —F_R—R BN ENHA b FRENET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007
Info: Version: 6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007
Info: Time offset from UTC: 10800 seconds Fri Sep 28 14:22:33 2007 Info:
System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been
created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been
created.

[ oL-23080-01-J
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Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been
created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been
created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been
created.
Mon Oct 1 14:16:09 2007 Info: SLBL: The database snapshot has been
created.
Mon Oct 1 14:37:39 2007 Info: SLBL: The database snapshot has been
created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database
failed.
Mon Oct 1 15:32:31 2007 Warning: SLBL: Adding senders to the database
failed.
Mon Oct 1 16:37:40 2007 Info: SLBL: The database snapshot has been
created.

LiR—T 429 O DR

#* 5-28 12,
® 5-28

ViR—T 4 v 7 v itk SnssatEw ez~ L E7,
LR—TF ¢ >F oFo#HaHsH

#iat

Bl

Timestamp

NA B DIE(E S T REE,

Message

AvE—UF, 2—VRFERE, FITENT 7 ¥ a > THR
ENET,
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LR—F 127 005

WDOLVR—T 47 aZOplE, FHRe 7 LXIWWIERESINEZT I3 T A
R L TWET,

Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at
2007-10-03-13-40

Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not
found: 1692

Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)
Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533
seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at
2007-10-03-13-41

Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not
found: 1692

Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)
Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at
2007-10-03-13-42
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LiR—FT 427 VT )— OyJnER

£ 52902, VAR=T 4T 2 — n SRR ENSMEMERE R LET,
& 5-29 LiR—F ¢ 2% 9 TU— 0J oOffaiER

#Hrat B
Timestamp [, K33%(E S 7=,

Message Aot —Uid, PR L FAITSNT 7 v a TR
ShET,

LR—F427 2x)— 070kl
ROVIR—FT 47 72V —aZoFlix, 777347 A& ->T, 2007 4 8
H29 0725 10 A 10 HETOHMTHEADREA—N FFT 47 72—
DEITEINTNAZ L ERLTNET,
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229
for ['MAIL_OUTGOING_TRAFFIC_SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN

T _FILTER', 'MAIL OUTGOING TRAFFIC_ SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29
to 2007-10-01 with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM']
returning results from 0 to 2 sort_ascendin

g=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.
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Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230
for ['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES',
'"MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',
'"MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range
2007-08-29 to 2007-10-01 with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES']
returning results from 0 to 2 sort

_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

Tyv7T—4% nJ0EA

& 5-30 7y FT—4 0J oEER

#hat EL

Timestamp AN EE S TR,

Message A=, VAT AP —ERX T v TTF— MERDIZD,
AsyncOS I &2 7 v 7T — FOMERE . ATV a2a—1ENTHD
WET v FTF— O AR THEKEINET,

7y IT—4 aJnh

WRoa T ORNL, T34 T ANHED McAfee 7o F IA NV AERZBTT v 7
F—hFENTNWEZ EEZRLTWVET,

Fri Sep 19 11:07:51 2008 Info: Starting scheduled update

Fri Sep 19 11:07:52 2008 Info: Acquired server manifest, starting update
11

Fri Sep 19 11:07:52 2008 Info: Server manifest specified an update for
mcafee
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Fri Sep 19 11:07:52

Fri Sep 19 11:07:52

manifest

Fri Sep 19 11:07:52

Fri Sep 19 11:07:52
"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info:

19 11:12:52 2008

Fri Sep 19 11:08:12 2008 Info:

Fri Sep 19 11:08:12 2008 Info:
"mcafee/dat/5388"

Fri

Fri

Fri

Fri

Fri

Fri

Fri

Fri

2008

2008

2008

2008

Sep 19 11:08:17 2008

Sep

Sep

Sep

Sep

Sep

Sep

Sep

19

19

19

19

19

19

19

11:

11:

11:

11:

11:

11:

11:

08:17

08:17

08:18

08:18

08:18

08:18

12:52

Fri Sep 19 11:12:52
19 11:17:52 2008

Fri Sep 19 11:17:52

Fri Sep 19 11:17:52
19 11:22:52 2008

2008

2008

2008

2008

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

with method

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

mcafee was signalled to start a new update

mcafee processing files from the server

mcafee started downloading files

mcafee downloading remote file

Scheduled next update to occur at Fri Sep

mcafee started decrypting files

mcafee decrypting file
"des3 cbc"

mcafee started decompressing files

mcafee started applying files

mcafee applying file "mcafee/dat/5388"

mcafee verifying applied files

mcafee updating the client manifest

mcafee update completed

mcafee waiting for new updates

Starting scheduled update

Scheduled next update to occur at Fri Sep

Starting scheduled update

Scheduled next update to occur at Fri Sep
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cSyx245 ad2ovT

7 wx 7 v 72t AsyncOS OET A — /VEHEICET AEWMATEE I E
T, BT AvyE—TF, A= el EInNiEAvyEeE—Yoyr Ty hTT,
cNoovXxrralZid, AveE—Y T oX T T—F_R—REERT D7D,
Ayt —Y NTyXr s arvif—xr hCERHENET, vs Ty ANMETT —
A R—ZADIER 7B BEATHESNDDOT, hTyxr 7 aJEF—@atosto
W0 ET, FTuyXr s aloFRIL, NS DFARY T2 B E L
7mEREHC AR o T ER AL

FSudo s arid, U Y — RO R T IS U R TR S,
BREINET, BRI, MEMICLA 7 U I4L, IronPort 2T 2 2 —F ¢
V7 4 2R L TEB L2 RIIANC K D53AID BAeRICR Y £, By —L
X, k@ URL iZH Y £,

http://tinyurl.com/3c518r

OS5 DEA

FEEQ T DB

FREE %, I Llca—F v A R LTcn 7 A4 UEAT RSN E
R

* 5-31 BRI O O#isHER

ikt 500

Timestamp |/ | 433505 & b7 I,

Message Aoye—ViE, TTIATARRZu A LY ELIza—FD
a—HVL L, TO—YREFICHIEISNTZNE I DLWV EHRT
HERR S £,

wove 7oflix, Tadminl, ljoel, BEW ldan) W) =2—HFicXdmr o1 v
RITERLTHET,

Wed Sep 17 15:16:25 2008 Info: Begin Logfile

Wed Sep 17 15:16:25 2008 Info: Version: 6.5.0-262 SN: XXXXXXX-XXXXX

[ oL-23080-01-J
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Wed Sep 17 15:16:25 2008 Info: Time offset from UTC: 0 seconds

Wed Sep 17 15:18:21 2008 Info: User admin was authenticated successfully.
Wed Sep 17 16:26:17 2008 Info: User joe failed authentication.

Wed Sep 17 16:28:28 2008 Info: User joe was authenticated successfully.
Wed Sep 17 20:59:30 2008 Info: User admin was authenticated successfully.

Wed Sep 17 21:37:09 2008 Info: User dan failed authentication.

Qg IRy FTay
ZIZTE, ROBERIZOWTHBHLET,
o v 727V FvaroREl (P5-212)
o IGUI TR 7227 Y7 a O] (P.5-214)
o Ta¥r7izxtd 57 m—ikE] (P5-216)
o m 7 Y727 Fvarpun—iL F——] (P5-220)
o [RAL F—0%E] (P.5-225)

07 TR T3 vDRE

[System Administration] @ [Log Subscriptions] ~<—<" (F721Z CLI ®
logconfig A< K) ZFEHL T, v/ ¥7 27 V7 a 2R ELET, H
T H TRV T alloT, =7 —%ET AsyncOS 727 7 1 7 1 DIFH
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ERFETHORT T ANABMEREINET, u s BT R7 VT ax, Bloa
VEa—ZIEE (Fyva), FREMNOaCEa— NS (RK—U )

SNEY, —KIC,

0y BT A7V T g AIROBERDH D £,

® 5-32 Yy 774 L0OEME
B H L
Log type B EINBEROX AL, vl BT 20U P a DRk

FEFZLUET, FEMIZTOWTIX, £5-1 a2 147
(P.162) B L TLIZ&E W,

Name SHOBRIMERT 20/ T 27 Fa D=y 7 x—
'L‘o
Log level ay TR T a D EICFEMOL NV EHRELET,

Retrieval method

s Y7 R7 Y F v aw CiscolronPort 777 A 7 2 A
HIRET B HEEERLET,

Log filename

TAATICEZIADEEDOT7 7 A NVOYELITHEH S E
T, %D Cisco IronPort 7 774 7 A& H LTV 5
B 0T TrANEERLEZVAT L@+ 520, o
T ANLEBEREICTOILERD Y FT,

Maximum File Size

T ANDEKRYA X, ZOWAXZBESTLE, v —U
T A== ET,

a7 LU Lo T, aZIlEFEENLEHEREMRELET, 2 72iE, 5250
L ANLONWTNUDERETEET, L LEELITIEEREVRS

T ANADEREN, VAT ADORT F—< U ANMETLET, S5HlL L5
WEREICIE, R LV OROBREICRFSNDI TR TORA =V L ZOfh
DA yE—VbEENET, FHLNE LTDIEE, VAT LONRT 53—

AFETFLET,

[ oL-23080-01-J

Cisco IronPort AsyncOS 7.3 for Email BEEEH/ F i



E58 A¥yY |

WM os5497x507vay

~

(i) a7 LU, TRTDOA—) vy Z A ST L TRRTE F9,

% 5-33

n4g LRIL

o4y LKL

g&

B

Critical

uifﬂi LV DR BIEWVRE, =7 —7ZFne Z\IZisInEd,

DEEIZTDHE, NIV AREOMOEERT 77 4
1:7‘/1’%3:\? FTEXFEHEAN, vd 77 ANABNT IR KY
ARZELRLS RV ET, Zous LULE, syslog UL
lAlert] & RI% T,

Warning

VAT AL o TERENETRTOT T — LB = O E
T 2E, NI =~V ARZEDMDERERT VT 4T 1 %
FT=HTEEHA, 20Oy UL, syslog L-Ub
[Warning| & RI% T,

Information

BHRRETIE, VAT LOBBEMO;MERF ¥ 7F ¥ INET,
& xR, BRoA—7 o RRhUMERTT72 £ T7, Information L
AT, B ZITHER SN ORETT, Z0Or 7 LULT,
syslog L'~ lInfo] &[RI% T,

Debug

=TT —DFNEMHRD L &IX, Debug v s LUV EMHLET,
COBEF—HRFIER L, BTT 740N LNVIZRLET,
Zou s Ly, syslog L~Ub [Debug) & RIS T,

Trace

Trace 1 7 L~ULE, BRFICOLMERERSINET, Z0oL-UL%k
FERT2E, AT LDONRT 3 —< U ANKELIKTTEHDT,
eSS hEHA, Z0us UL, syslog L~UL [Debug)

L RSETY,

GUI TORYT Y TRV T a DER

ny 7RV Fa e BT HIIE, ROFIREZFATLET,

AFwF 1 [Log Subscription] ~*—"C [Add Log Subscription] #27 U v 7 LE¥, KD
[New Log Subscription] ~— YV NFRENET,
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5-1 AT $TRI YT a v OFHRER
New Log Subscription

Log Type: | | Select a log type.. =|

Log Name: |'

(it be used fa name the lag directary)

File Name: |'

Maxirmum File Size: | [gm

fadd a trailing K or M o indicate size unifs)

Log Level: | 7 Critical [The least detailed setting. Only errors are logged.)
’::J ‘Warmng (Al errors and warmngs crealed by the syslem,)

) Informaticn (Captures the second-by-secand operaticns of the system.
Recamrmended. )

) Debug (More specific data are logaed to help debug specific problems. )

) Trace (The most detailed setting, all infeematian that can be is lngged.
Recaommended for developars galy.)

Retrseval Methad: | & | FTP an besi2E ang

Maximum Mumber of Files: I-_E

) FTP an Bemcte Server

Mamimum Tirme I__ 1 Eecands

Interval Betanen
Transfersing:

FTP Host:

|
Directary: I
Username: I

Pazsward: |

) | 5CP on Remate Sarver

Maximum Time Interval | [0 sacands

Belween Translenng:

Fratocal: SEH1 '* 53H2
SCP Host: ]
Directary: ]

Username: ]

Enable Host Key Checking
Autarnatically Scan

Enber Manually

AFwF 2 nr 2ATERRL, us/s% (v T4 NI Ewns 7y A VAKDS
Az A LET,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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ATFYT 3 HRI7AN VAR d LV ERELET,
AFyvFT 4 v lOBEREEFRELET,
AFyFT 5 EFEEXREL, REFELET,

O TR YT arnEsE
g TR )T g ERETAHIZIE, ROFIEEZFEITLET,

AFw7F 1 [Log Subscriptions] ~X—® [Log Name]| # 7 Achdbu /4% 7 ) v 7 LE
9, [Edit Log Subscription] ~<X— Y RERINE T,

AFvF 2 wmrHTRIVTva s EERLET,

AFvT 3 EHEEHEEL, RIFLET,

AFX > JICx9 59 0—/NILETE
VAT AL, IronPort 7% A2 kb A—/L v /B LN IronPort A7 —#% 2 1 7 NI
AT LDOREE EHIZFER L £, [System Administration] > [Log

Subscriptions] ~—® [Global Settings] &7 > a > 12 & % [Edit Settings] R ¥
v (F721%. CLI @ 1ogconfig -> setup 2~ F) ZfHL T, IROEFEHRE X

ELET,

o VAT LOWEHE, TNIEX. VAT ARAEEZFTRET D F TRET D KA

(FPHAL) TT,

o Ayk—VID Ny X —ERLEKTDHNE DD

e UE—NEERAT—H A a— RERETDI2NED M,

o DAY E=VDOY TVl b Ny X —EFET DNE D M,

e Ayt—UIZlitu JICFERT H N X —DU AR,

T RTO IronPort © 7I2IE, IRD 3 DOTFT —H Z{LE TRk TE E T,

1. Message-ID

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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COFTvarvERETLE, TELRBAEEITRATOAYyE—VDRA vE—
VID S~y X =Rl InNET, 20X yE—YIDIEF, ZELE
AvE—UnbEEENHA L., AsyncOS BIETERSNDIHERH Y
F9, KOFESEIZLTLTEE N,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

2. Remote Response

OFA T avERETHE, AIRREAITITRTOAYyE—YDY E— |
JGEAT —H A a— e Z S ET, ROFIESEIZLTLLES
VY,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as
9C8B425DA7"

U E— MGEFHNE, SMTP EGRUERFO DATA 21~ > R~DIGE#ZIC
ZEIND, ABFAMDZLDTEL7FAMNCTT, ZOFITIE, Bk
A b data A~y REFEITLE%O D E— MEEMN, queued as
9C8B425DA7] &7¢0 £,

[...]
250 ok hostname

250 Ok: queued as 9C8B425DA7

IFFNDOIIAIZH H2EHRMFLR (BEO, 250 JREDEEIEL OK X5 1%
BrESNET, XFTHNORRBIZONTIHE, ZATLTRREINRET, 2Lz
%, IronPort 7 77 A 7 > A5 7 #/ b T, DATA =< R{Zx LT 250
Ok: Message MID accepted &9 SLFFITIRELET, Lieno>T, Y
E— kAR IBBIO IronPort 777 A4 7 ATH DAL, LTS
[Message MID accepted) 23v ZIZFk SN E T,

3. Original Subject Header

[ oL-23080-01-J
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DX T arEAX—TNITILHE, EAvE—VDTXOY TV 7 b
N~y HF—pmu 2 iligkshEd,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joelexample.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44ed4n$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Iyt—U AySF—noxry

AL THE, AvE—UNUVATLAZBEBRTHEXIZ, AvE—YDAy
L —DFEENRERET H2LENRH Y £9, [Log Subscriptions Global
Settings] ~— (F 721X, CLI ® logconfig -> logheaders 7 a2 R) 1T,
LT 5~y X —%&fELET, Cisco lronPort 777 A 7> AL, fEESNT=
A vt—Y ~yF—% IronPort 7% A b A—/L 1/ IronPort BfE 7', B &
W IronPort N7 U A B 7k LET, ~v ¥ —PBHEETIHE., VAT AT
N~y —DARTEEERELET, ~y X —BEFEELRZNWEEIEL, 27 bid
FINFEHA,

VAT A, XTI E LSy AR, Ay =V ORBEAEF
IR, A v B —VICEET DT RTONy X — %5 L £,

SMTP 7'u bk z2/LiZ 2\ Tod RFC i,
http://www.fags.org/rfcs/rfc2821.html IZH Y £3, Z® RFC 2%, =—
PEZRO~Ny X —DNHRESNTNET,
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logheaders I~ REMFH L Ty X —2ua JIZRBTDHILHICEHELTWND
e, ~y X —ERITEEHEROBICRRTINET,

& 5-34 Ag Ay s—
Header name ~ =D
Value a IR SND Ny X —DAR

el 21X, v /R D~y #— L LT [date, x-subject] ZfETD &,
A=) v JITIRDITRRRSIVET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this
header')]

GUI ZERALE-OX 505 O0—/NILERE

AFvFT 1

BT DT —NVEREELT O IR, ROFIEEZETLET,

[Log Subscriptions] ~~— <’ ® [Global Settings] & 7 > = > iZ& % [Edit Settings]
AN¥ %27 Y v 7 LET, [Log Subscriptions Global Settings] ~=— VR E R Eh
ESc N

[ oL-23080-01-J
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5-2

Oy $7R9YFoarnso—EE
Log Subscriptions Global Settings

Cdit Global Settings

System meaaswrements freguancy: 45 seconds
Logging Options: | [ Message-10 headers m Mol Logs:
[ Original subject header of each
messagea:
] Rt rospore bext m Mo Logs:

Headers (Optional): | List any haaders you want to
riecard o thee log hiles:
date
x-subject

ATvT 2

AFvT 3
ATFwT 4

AT AMEME., A=A v Il AvE—VID AN X —FMZHNE I, U
= NMIBEEMZDMNEI I, BEOEA v E—VOIEOH T V7 F ~y
= NZDNEIDERELET,

o NIMABFEDMD~y X —2 AL ET,
EHEERFL, RELET,

Ay 4IRSy Joarna—)L A—/—

IronPort AsyncOS %, [Log Subscriptions Global Settings] ~—< (& 721 CLI
@ logconfig 2~ K) TORTEICESIWTRS 77y A/l Ea—)L F—"—L_L
F9, F7=. [Log Subscriptions] ~*—® [Rollover Now] A& > %27 U » 79
B>, rollovernow A~ REMHATAHZ LICL - T, BB LTrY 77
ANEa—)LA—"—T&FEJ, IronPort AsyncOS 23’12 7 7 A L&k —)b
F—=N—=F25&L, RO EPITTONET,

o TB—F—N—DHEALNAZ LT THHOR T 77 A ABERIN, XF
le] DIERTICESTHIEO 7 7 AL E LTHRRAINET,

o BEDOR T Ty AND, RIFFEHRERT LT [s) ORI S ITHATEE
SNET,

o HIEEENTZu S T AANRYE—F RA MNIGEENET (Fy

Ya N—=ADEE),
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o MUY TRZUTvarnbliiickilizans 77 A APlinkdhEd
(Y va R—=2ADHE),

o EETHTFANDERFAKEBAT- AT, v/ BT 27 P 5 HND
BbHEWTZ 7 ANARHIBRENET (R—V 7 X—=2DH),

GUI #FRLE-045 YRS YT a>rno—)L +—i—

0y TR Y Fvarkn— A== 2%, ROFIEEZFATLET,

AF97F 1 [Log Subscriptions] X—Y T, B—/b F—N"—F50 7 DHFMUOF v 7Ry
I AEFATLET,

AFvFT 2 FET, [AN] T =y IRy 7 A%F NI T, §XCOr T 2o —)Lt——
*g L LTERTEET,

AFyT 3 m— AR LT 1 D3O n 7 2R IRT 5 & [Rollover Now]
RE A F—T N7 0 £9, [Rollover Now] R&¥ %27 U w7 LT, &R
LieaZda—) F—_"—LFET,

CLI #RAL-05 TR HS Y Faroo—)L #—/\—

rollovernow 2% R&EFHT 2L, —ElZTXToOrS 77y LEr—)L
F—=N—F 5, UARNNOREDOR Y 77 A NVERIRTHZENTEXET,

GUI TOZEDRYT TV Y DERT

GUI #frLCTr Y 77 A4 V&R T LHIZIE, [Log Subscriptions] _X—L D7 —
TND [LogFiles] 7 Ko bu s 727V Fvarvwzr )y 7 LET, B
TY TRV Trara0) k7Y v T L NAT—=RFDOAT & KD

SNTHhE, FOYTR7 )Xo g iikttdun s 77 A VO—ERFRIN

FT, WL, WIThhor s TrANE I )y 7 LT, TITUFICRRLEED,
TAAZIZRFELIEDTHZENTEET, GUL AT L Tr V2R 7T HITIE,
BEHA =T 2 A ATFIP $—EREA X—T VL TEBLERHY £7,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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5-3 Oy $I7R9 YT arniga—RILEE

Log Subscriptions

Configured Lag Subscriptinns

add Log Subscripkicn... ]

Lng Name
artispam
anbrvirus
asarchive

authentication

suggui_logs

repartquaryd_logs

Type
Arti-Spann Logs
Anb=Yirus Logs
Anti-Spam Archive
Authentication Logs
Anb-Yirus Archire

[ranfart Text Mail Logs

avarclave

hoanee s Bounce Lags

el lags CLL Audit Logs
ancryphon Encryphon Logs
arror_lngs

eug logs

tronPart Spam Quaranting Logs
tronPart Spam Quaranting GUL Logs
FTP Server Logs

IramPort Text Mail Logs

P _legs

gui_lngs HTTP Logs

gl lGogs

reporbd_logs Reporting Logs

Reparting Query Logs

SCARMANG SCanning Logs
slbld_bogs SaleBlock Lists Logs
sntpad_logs NTP lags

status Status Logs
sysbeim_logs Syslam Logs
trackerd_lags Tracking Logs
updater_logs Updater Lags

Lng Files

B

0

Delete

fep: Slesallantispam

i fresallsanbvirus
frpedfesanllasarchive
fip: Slesanlfauthentication
i ffasalllayarcluve
frpeAfesanl haunees

fep: lesanrleli logs

i frasalllfencryplbon
frpeAfesanllerror_logs
frp:flesallfeug logs

fep: Slesallfeugqui_logs
g ffesallMpd_logs
frpeAfesanl/gui_logs

fep: Slesanlmail logs

g fresallfireportd_logs
frpedfesanlrepartquaryd_lags
fep: Slesall/scanmng

Mg frasallsalbld_logs
frpeAfesanl/snepd_logs
fep: Slesal/status

i ffesallseyshem_logs
frpedfesanlrackerd_lags

frpofesall fupdater logs

Mot To waw log flas wa FTP pou must enable the FTE serwios on the Managemant’ Intarfaoe,

OOOojoDOo|o
Ll

Oooooa

OOoooaoooo
oo Do D DD e oD D e oD e

CLITOREMRY TV h)DFRT (tail A< F)

AsyncOS TiX, 77734 T VRAICRESINT 0 7 OEH~ L M) 2R FR-T5H
tail A~ REHR—FLTNET, tail I~ REETL, BUEREINT
Woprarsmnohb, RrdTr2a/70FEERIRLET, Cirl+ C 2 LT, tail =

v FERRTLET,

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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WIZ, tail aw Y REFALCVAT A vl 2R R3320 R"LET (ZonR
713, FFZ commit aw Y RiIZk b —Hoa XA hE2EHFLET), £/, tail
A RTE, NI A=ZELTHRRT L7 OHAHET tail mail _logs AT A
nonTnET,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP
Poll

11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:
FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

[ oL-23080-01-J
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15. "reportd logs" Type: "Reporting Logs" Retrieval:

FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP

Poll

17. "scanning" Type: "Scanning Logs" Retrieval:

FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval:

20. "status" Type: "Status Logs" Retrieval: FTP Poll
21. "system logs" Type: "System Logs" Retrieval:
22. "trackerd logs" Type: "Tracking Logs" Retrieval:

23. "updater logs" Type: "Updater Logs" Retrieval:

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

FTP Poll

FTP Poll

FTP Poll

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes:

Automated Update for Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes:

Updated filter logs config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes:

Receiving suspended.

“Cmail3.example.com>

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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KA b F—DEKE

logconfig -> hostkeyconfig 7 a3~ R&HMH LT, IronPort 777 A4 7
AMBOYF—NCr 72Ty aTHEEIC, SSH THEHTLIARA N F—%

BELLE 9, SSH ¥— N2id, X — AT —D 2 DOFR A N F—RN0E
T, MEHRAL F—LSSHY—NZHY, VE—F v U nbairlid 2 &
IXTEERA, AAA N F—i%, SSH YV —NEHFETHIHLEOH HLED Y

FAT P v ICRESRET,

GE) =2—¥XF—%FETDHL, X227 =L (SSH) F—0EE] (P.8-357)
ZZRLTLLEEN,

hostkeyconfig V7 a~< > NIiZ K- T, ROMENFEITINET,

% 5-35 KRR M F—OBEER: T2V EOYR

avwy kR e

New FLF—%BMLET,

Edit MHFEOX—%2EELET,

Delete MFEOX—ZHIBRL £,

Scan AARN ¥—FEFRICEY Y e—RLET,

Print *—EFKRLET,

Host VAT AL FRAN F—EFRILET, ZHE, UE—K VR
7 5@ Tknown_hosts| 7 7 A /VICELE SN LETT,

Fingerprint VATABRAN XF—DT 4 H—T VU EFRLET,

User VE—h w2 iinl a7y v adT bV AT A TATL b
DA% —%F R LET, 2L, SCP Py v a 727
V7o a R ETDHEEILERREINDIF—ERELTT, Z
nix, VE— b A7 LD Tauthorized keys| 7 7 A /LT
Bl & B E T,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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OB TIE, AsyncOS IZL > TAHRRA b F—BAF ¥y Ih, A MHIZEMS
nEJ,

mail3.example.com> logconfig

Currently configured logs:

[ 1ist of logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:
- NEW - Add a new key.

- EDIT - Modify a key.

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
m. 0L-23080-01-J |
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- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.

[1> mail3.example.com

Choose the ssh protocol type:
1. SSHl:rsa
2. SSH2:rsa
3. SSH2:dsa

4. All

SSH2:dsa
mail3.example.com ssh-dss

[ key displayed ]

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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SSH2:rsa
mail3.example.com ssh-rsa

[ key displayed ]

SSHl:rsa
mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>

Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]

3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1>

Currently configured logs:

[ 1ist of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

(1>

mail3.example.com> commit

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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CLIICKBEEBEIUE=2Y) VT

Cisco IronPort 777 4 7 > AZiX, v 7 2T TICET A —LVEIWEE E=X
TH700a~vy KRABEINTWET, CiscoIronPort 777 A4 7 L ADE=
421X, Command Line Interface (CLI; =~ K A4 AV H—T A R) &
Graphical User Interface (GUL, 77 7 4 iy a2—HF A X —T =2 A R) OWT
NHEFEATEET, ZOETHEH, T=XV U I7BLO0EH o~ RiZonT,
FCLI 2o TENLDaA~Y NIZT 7 BATHHEICOWTHBALET,
aAVR=2 FOEZLIIGUI BT 22 TEET, GULIZOWTIL,
% 7% IGUI TOZDMOIEE] 2L TS EIN,

ZOEIZ, WONETHERINLTWET,

o MEMARERE=F Y LY aLR—32 FOFLEY | (P.6-231)
e ICLIIZXZE=%V 7] (P.6-239)

o BT A Fa—0EH (P.6-263)

e [SNMPE=%#1U 7] (P.6-280)

FERAELRE=42) > A R—322 FDB
Y

VAT LADE=Z Y UTIZE, RO 3 ODFEEaR—F 2 MRBHY £,
s U E

. [/~}\
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N3 DFEARY

BT HT, VAT ANOEFEA N NOBIIEETORHEZRLET, Iy ¥
Tz, F0Av Oy N, BEOVAT A YT — MU, BLO
VAT AOFEBMIBICRE LA X bORFHEEFRRTEET,

BT HE, AN IR ETDHTEITHEINL, RO 3 OONN—T gV TRRS
nEJ,

Reset resetcounters 2~ RICKBHxEDOH U 4 Utk v MK

Uptime |B#os 254 V7 — oK

Lifetime |Cisco IronPort 777 1 7 > A O {Ffc i o & &t

%% 6-112. CiscoIronPort 7 75 A T vV AR E= R TAHALXITHEHTEXD Y
X EZFOFAERLET,

GE) Zhud, 2R Y AT, RENDLV T ZE, BRLIEERTRA TV g >~
Flolda~vr FICEoTRRYET, ZOUV XA MIBRFELTHEMAL TS
AN

& 6-1 hAovE

Hiat
Receiving
Messages Received e a—ICZESRIA Yy E—D,
Recipients Received ZESINETRTOA Yy =V DOXEE,

Generated Bounce AT AL S TAT U ARERSIN., BEF2—
Recipients A SNERROZEL,

%II

B
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CLICKREBLLUVE=S) VY

EATELEE=42 )Y avR—3 toxaRYy B

% 6-1 hovs (HE)
st H LT
Rejection

Rejected Recipients

Recipient Access Table (RAT; &7 7 A 7—
TN) Ko T, EFRHERE TR EDOTH L
e hal xIdvr—a Uk o TERIE
Fa—~DOREEESINTZESE,

Dropped Messages

TuNE Fay T T varo—HLkoTEE

X2 —~DOZEEESINEZA -V, 23T
T I I Fa—A T VRAF—ILL o TREX
nNizxAve—v, =4 V72 T7—=7/LHND /dev/

null T hUSBTHORA =T, Fry 7Sz
AvE—UERBRENET, TUVFANL T4 NVH
Vo (VAT AT RZ—=T N> TWBEHE)

ZEosThkryanfcAve—C8, ZOAT
IR EEnET,

Queue

Soft Bounced Events

VIR AT A AR NOE, EHEY T~ N
ALTEAyE—=VIZE, BEROY T N Ny R AR
VEMBEINET,

Completion

Completed Recipients

N R AN RSN EE B S ZEE,
BLOHIBRSNIZZEEOREGE BEXF=2—05
HIBR SN 72T N TOZESE,

Hard Bounced
Recipients

DNS "— R Ry R 5XX/— R RJ R T4
JVE =R Ny R R N— R N R B
L OFOMDN— K R 2DREF, ZEEHE~D
A=V OREICERR L, BENZEBIZKT &
Rol-bDaEFRLET,

DNS Hard Bounces

ZEE~DA yE—VORGHITTICHEE S
DNS =7 —,

5XX Hard Bounces

ZEHE~DRA v =V ORERITHIC, Bk A —L
= [5XX] IGEa— RREINZHDEE
L¥E7,

Expired Hard Bounces

BEF 2 —ICHFBE SN TV A RKIEEM, 213K K
BERTRHEZB 2 TWAH A v — U5,
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* 6-1 hoor &E)
#hat By
Filter Hard Bounces —8 7 4 V¥ D bounce T/ vailioTT U=

VT NINEZEEORIE, TTFANL TANH
Vo7 (VAT LATAR—=T NIRRTV DHHE)
WZEoThkryanfcAve—8, ZOhU
ZZH EEINET,

Other Hard Bounces Ayt —VEETO TP LAV T —, 70T

A v —TUZ(EFH N bouncerecipients 2% K|Z
Yo THRMICARAT 2SN b0 EFELET,
Delivered Recipients A E—UNEFICEE SWE2EE,

Deleted Recipients deleterecipients 2~ Y NIZ X > TH/RAICHIBRES
NizAve—U%EHE, 37— ULE(EEIE
VANIEET A vE—UZEHEOER.
Global Unsubscribe Jua—LUEEELEREE O LV EIRS

Hits Ao —U%EH,
Current IDs
Message ID (MID) BEX a—ICASNI- A v E—VIZEID Y THN

Tt D A v+ — 1D, MID i, Cisco IronPort 7
TIAT VAL TEZEINLLTRITORA v E—
VICBEEIT O TEY, A= rn S THEHIFTE E
+. MID i3, 23! c¥nricUty h&hET,
Injection ConnectionID | J 2 — L & —7 = f ZA~DEHICEI D B THR
(Icip) Tl DA Y s v a UEHE ID, ICID 1 23! ©
02— F—n"— (ErizVkey ) ShET,
Delivery Connection ID |55 5 A — /L H— S~OEEFFICE Y L THIT-HEEZD
(DCID) FfE#4% ID, DCID 1% 2“Tm~w?~ﬂ~(fﬂ
WUty b)) SnET,

F—IDHEAEY

F—=E, ATV, TARY A=A FEBTIT 4 THERREDY AT A
VY —Z20BIEOHEHAREZRLET,

# 6-2 12, CiscolronPort 7 77 A T vV A2 E= AT HLEFEHTE R —
LZEORBHERLET,
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N

(E)

EATELEE=42 )Y avR—3 toxaRYy B

ZhiE, &R A MTY, BREnL 75—V, BRLEERA T v a v E
7eida~r RICkoTERRYVET, 2OV A MIZEHELTHEHLTIZES

AN
% 6-2 F—=o
Bet &8

System Gauges

RAM Utilization

VAT AT X DB Random Access Memory
RAM; 7% L 7 7EA AE)) OFMAE,

CPU Utilization

CPU fi# =&,

Disk I/0 Utilization

T 4 A2 1/0 ORI,

(G¥) Disk I/O Utilization 7' — 221, BEEOfE D
WETRREINETFA, ZOF—I2iF, 2
NETILVAT LATHRRIN, HEOY 77—
b LABE D B KA 6 L CHllliE St /0 A
BNFREINET, LEnoT, F—TIZ
100 % EFRENTWVWABEA., VAT AT
EEBE S EW L0 VO HHENRFAEL
TVWET WMFLL, VAT A2KD 100 %
OMELT 4 27 1/0 KT HOTIEH Y £+
Ao

Resource Conservation

0~ 60 721 999 D, 0 ~ 60 DEMEIL, EE /R
AT A5V Y —ADOREBREREEIIET D720, v
AT ENMA =T OZIF ANEHES L THWBHES
WERLTHET, BESKEWIZE, 2T ANRE
BOHTEAVRREL R ET, ¥uld, T AN
O NR I N L EBZRLET, ZOF =TT 999 &
FRENTWEBRE, VAT AF 1Y V—RFHiK

F— R IZR-oTEY, AvbE—VE%TANLLN
TR, VATEANY Y —AFHKT— RN E D NI
Bt/ 79— h Avb—VIEREINET,

Disk Utilization: Logs

BZIERENTWDT 4 A7 OFlG, AT =2 A
2 7121 LogUsd, XML A7 —# ZIZ{X log used &

LTERFENET,
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® 6-2

7= (\E)

et

B8

Connections Gauges

Current Inbound
Connections

Y AF— A B —T x4 A~DOBUEDFEHEGE,

Current Outbound
Connections

R A — I P — N~ OBIEDIRIE B,

Queue Gauges

Active Recipients

FEF 2 —ND A v —%/E#H, Unattempted
Recipients & Attempted Recipients D &7t

Unattempted
Recipients

Active Recipients O 7 7 IV, BEN £ 725847
INTHRY, Fa—HNDORAyE—UZER,

Attempted Recipients

Active Recipients D773V, FITSNicb D
D, VT b ANTURA AR MZE o TRIL 2B
DHRLIRH>TND, Fa—NDORA vE—UZEE,

Messages in Work
Queue

X a2 —IZADHNS, TA VT A T—TNIRE, v &
HL—K, TVFARAL, TUVFTANVA RAF Y,
Av—U 740 ¥ BLOWLDAP 7=V —i2 &b
WEZFRFO A v E—TV D,

Messages in
Quarantine

BET ) 7NICH D A v —T, BECE T I3EIR

SNTEREBEOWENEZITHOIL TRV A vE—

VERLE—EDH, =& 21X, Outbreak 753X
TORIERR A v E— V%S 5 &, Outbreak @
BFFA v E—=VHIIEEBICE el £, 2

DT 4=/ KT, BRICERE SN D TOREL

BRAyE—UNNMENET,
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EATELEE=42 )Y avR—3 toxaRYy B

% 6-2 F— (fE)

#hat By

Destinations in AEYNDSLE R AL LD, A vE—YDORMELE
Memory LRDHERAL K LT, $ikAT Vs MR

TYNIERENET, O RAAL TxT BT
TOA—VREE SNk, 84TV =7 ME3

FEFRFE SN E T, 3D b, O RAAL I
FHLTHLWA v E—=U083 1  RENRITE,

AT MEIHREIAE A2V . 58481 (tophosts
Oy RRET) WEINRL RV ET, 1 DD KRR
AVIETIZA—NVERET 25, 200 T 21X
My IV ET, AvE—VEEFLEZ LN
(F212, BVWEBT 7794 TV AIZE»TA vyE—
VNI TR BE, AU r2E 10 1272
£,

WS — N oA ZEHA L TV AHE, KIS —
b A DFEGE R A A ANTRE DS AT Y = 7
FOAERSILET (T2 X, 3 DR LS —
ko = A /5 yahoo.com (ZEME L CWAHA
yahoo.com 73 3 DDFHEAT V2 b LTHD
FENET),

Kilobytes Used FHENDFa2— A ML= (A FHEALD,
Kilobytes in Quarantine |fjis ki A vt — VI SN D F 2 — A b L—,
Ay — A XL LFLO Messages in
Quarantine IZH 7 > F STV ERAFE T L1230
A F&2RLEMHEICRY £, ZoFHRTIT@E,
MENDAR=ANHAIZLZIE S 5HET,
Kilobytes Free BODFa— 2 RL—Y (Foq FE),

L— kDAY

TRTOL— NI, 72V —PMER SN EDORSRICBIT S, 1 FEH=0 0
SEBJA R REAEL— FERLET, L— MO, BETHE. SHOR. BLO
157 ENS 3 50MBTIEMBEZYOFEHL— MRFHREINET,
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GE)

72 & 21X, IronPort 7 77 A4 7 AN 1 43T 100 DZEEEZIET S L. 140
fEloetd 5 L— M 1 B H729 6,000 &2 9, 5 HRMRICHT S L— M
1 BRI H7=0 1,200 & 720 15 ERICRT2 L — X 1 Bl H 720 400 & 722
DEFT, L— M, 1 SHEOL— B LIZSHAO 1 RS OFHL— b
ERTEIOKEHEINET, LEBR->T, 15 TI00HDOA Yy E—UDIEH N
155T100 DAy tE—R0 B L— MIEL R £9,

#% 6-312. Cisco IronPort 7 75 A4 T v AR E= 2 TAHLXITHEHTXSL— |
LZOMBEERLET,

ZhE, EERRY A RTY, FRENAL— M BRLEFRLS 7V a0 F
7Flida~r RickoTRAVEST, 20V A MIBZRHALELTHEHRALTLIES
AN

® 6-3 L—+

#iat A

Messages Received || [i§fifjd 7= 0 IZEUE ¥ = —ITHAISND A v E—V D
L—h,

Recipients Received || 57 D ICEMEX o — A SNATRTOA v
VKT EREEEO L — I,

Soft Bounced Events || b0 DY 7 F N7 A A Xy RO L— |k
(EHEEY 7~ N2 LA yEe—I2iE, EEO
VIR R UA AR IRBREEINET),

Completed Recipients | ~— | %o 2 S22 4. BUE SNT-Z(EH. B
LIRS R EEORATOL— b, BEF 2 —
MOBIRS N SEHE, S THAERRShET,

Hard Bounced 1 3729 D DNS "— K X7 2 5XX n— K RN
Recipients LR T ANE N— R AT R BRI N— R

N A BEXORZEOMD N—F Ry 2OMEFD
L—he "R AN UREEF, ZEHF~ODA -
OBEEFITICRI L, ZOERENZEBLICKTENS
ZlEVWET,

Delivered Recipients | {Z4 (2 EHICEUE SN 1 FEIH -V DX vE—
HKor—1§,
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cuizkzr=4y>5 N

CLIIC&kBE=421Y Y

Z 2T, ROAFICOVWTHALET,

o [BFA—IN AT —FADE=FY 7| (P.6-239)

o FEMREF A= AT —FADE=HY 7] (P.6-242)
o A=V AKRAMNDRTF—=FADE=FT 7| (P.6-247)
o [BEFA—IV Fa—DOWMOMRER] (P.6-253)

o UTNEALTIT 48T 4 DER] (P.6-255)

o [BREBEFA—NEHROET=2Y 7] (P.6-258)

e [DNS A7 —#% 2Dfk#] (P.6-261)

o [BEfA—NFE=XIV LT By ZOUEy b (P.6-262)

BEFA—IWRT—ERADE=ZYY

Cisco IronPort 7 7’7 A4 7T AZBITDEAF A —NVEIHEDRT —H A EE=H T
HILEDMEIIRDZENHY 9, status I~ FiE, BF A —VEMEICH
WTE=Z ENBEROY Ty 2R LET, BENTHEAERIZ, hoo¥
L= ONTNNOIBRTRREINET, DU, VAT LANOEKFA X
VEOBEETORHERLET, IV AT LI, TOHTUEDY Y R
B, DOV AT L )T — MUFE, BEXOV AT AOFEGBIRICEA LA~
VINOEHBERRTEET, F—UIE, ATV, T 4RI A=A F£2Z
TIOT A TR EDV AT L) Y —=AOHEOHEARE R LET,

ZHAOHFIZHOWTIE, (EARERT=4 U v 7 aiR—x2 hOFA
] (P.6-231) =&ML T EEW,

% 6-4 A= RAT—4ER

#HrEt Bl

Status as of WHEDOV AT LHEFEEFRRLET,

Last counter HENERFBIZ)EY FENTERAER I LET,
reset
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® 6-4 A= AT—BR (HE)
#xat BieA
System status online, offline, receiving suspended. F7zi% delivery

suspended, A7 —#& A} receiving suspended (2725 DI,
FTRTDY ZAF—=B—FHEIE LB EDH T, 7XTD
VRS =TT 2%ELRMEL—FELLEND &, AT —
Z A% offline 1272V £,

Oldest Message |+ 25 AL DEMEZEFFD, b WA v -V EFRL
ESSR®

Features featurekey AV Y RIZEL DTV AT AIZA VA F—/VE
TR 72 RE R KR L E T
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mail3.example.com> status

Status as of:

Up since:

Last counter reset:
System status:

Oldest Message:

Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients
Current IDs

Message ID (MID)

Thu Oct 21 14:33:27 2004 PDT

Wed Oct 20 15:47:58 2004 PDT

Never

Online

cuizkzr=4y>5 N

4 weeks 46 mins 53 secs

Reset

62,049,822

62,049,823

3,949,663

11,606,037

2,334,552

50,441,741

Uptime

290,920

290,920

11,921

13,598

332,625

(22h 45m 29s)

Lifetime

62,049,822

62,049,823

3,949,663

11,606,037

2,334,552

50,441,741

99524480
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Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)

Gauges:

Connections
Current Inbound Conn.
Current Outbound Conn.

Queue
Active Recipients
Messages In Work Queue
Messages In Quarantine
Kilobytes Used

Kilobytes In Quarantine

Kilobytes Free

mail3.example.com>

HMEBEFA N AT —RADE=S) YT

Current

14

7,166

16,248

387,143

338,206

39,458,745

51180368

17550674

status detail I~y Rit, B A —IVEMEICOWTE=F SN EM7R S H
PIRLFET, HRENZHHERIZ. v ¥, L—h, BIOF =00 hn
DAT I TERINET, IV UZIE, VAT LHNOEHEA XV FOBEET
DEFHERLET, WU 2L, T 200y UK, HEOV R
Fh YT = UK, BEOYV AT LAOFEGHICEAE LA Xy oS %
FRTEET, F'—VF, ATV, T 4RI AR—R, EWET 77 4 THHL
REDVAT A VY —ADOBEOHERAELZRLET, TXTOL— R, 7=
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U—DMER SN FEORSICBT S, 1 FlH B0 O A R MEEL— b
ERLET, L= M, ®E1SH, SaM. BEXO1I55MEWD 3 5D
T 1LY OFEHL— FRFHESNET, FEEOMBICOWLTIE, [ff
AR e =2 ) v 7 a v iR—x%r FOHHZEY | (P.6-231) 28R LT
X\,
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mail3.example.com> status detail

Status as of: Thu Jun 30 13:09:18 2005 PDT

Up since: Thu Jun 23 22:21:14 2005 PDT (6d 14h 48m 4s)
Last counter reset: Tue Jun 29 19:30:42 2004 PDT

System status: Online

Oldest Message: No Messages

Feature - IronPort Anti-Spam: 17 days

Feature - Sophos: Dormant/Perpetual

Feature - Virus Outbreak Filters: Dormant/Perpetual

Feature - Central Mgmt: Dormant/Perpetual
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2,571,967 24,760 3,113,176
Recipients Received 2,914,875 25,450 3,468,024
Gen. Bounce Recipients 2,165 0 7,451

Rejection

Rejected Recipients 1,019,453 792 1,740,603
Dropped Messages 1,209,001 66 1,209,028
Queue
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cuizkzr=4y>5 N

Soft Bounced Events 11,236 0 11,405
Completion

Completed Recipients 2,591,740 49,095 3,145,002
Hard Bounced Recipients 2,469 0 7,875
DNS Hard Bounces 199 0 3,235

5XX Hard Bounces 2,151 0 4,520
Expired Hard Bounces 119 0 120
Filter Hard Bounces 0 0 0
Other Hard Bounces 0 0 0
Delivered Recipients 2,589,270 49,095 3,137,126
Deleted Recipients 1 0 1
Global Unsub. Hits 0 0 0
DomainKeys Signed Msgs 10 9 10

Current IDs

Message ID (MID) 7615199
Injection Conn. ID (ICID) 3263654
Delivery Conn. ID (DCID) 1988479
Rates (Events Per Hour): 1-Minute 5-Minutes 15-Minutes
Receiving
Messages Received 180 300 188
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Recipients Received 180
Queue
Soft Bounced Events 0
Completion
Completed Recipients 360
Hard Bounced Recipients 0
Delivered Recipients 360
Gauges:
System

RAM Utilization

CPU Utilization

MGA

AntiSpam

AntiVirus

Disk I/O Utilization

Resource Conservation

Connections

Current Inbound Conn.

Current Outbound Conn.

Queue

Active Recipients

300 188
0 0
600 368
0 0
600 368

Current

[
o°

o
o

o
o°

o
o°

o
o
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cuizkzr=4y>5 N

Unattempted Recipients 0
Attempted Recipients 0
Messages In Work Queue 0
Messages In Quarantine 19
Destinations In Memory 3
Kilobytes Used 473
Kilobytes In Quarantine 473
Kilobytes Free 39,845,415

I A VA=V ENEZT FTIAT AT, HbEWA v E—Y AT X
WAV B—UIRENDIHERH D F90, EBIIIH U U IR ENDZEHE
XHo A, VE—F ZAMBERINLTBY, AvE— /0) ZIEMMIEF I
B (DFED, Avv—VEZETIETITESD»ND) HEICE, ZESHE
ZEHEID X To) ERREIN, HHBEHTWA vE— /770/5’@1 M) &%
IREINBZERBVET, T, HbEFTWA Y E—Y B ZIZHITHFO
AvE—UNERINDIZHTT, Eunkikic kayr7ans e, 1oy %
Tty hahvET,

2—I)L KRR FDRAF—ERADE=RYY

FEEDZIEGERA F~OEEICHENSH S &b a%HEa0, KBS — by oA
T RLRICHET D EREINET D EITIL, hoststatus I~ REEITTDH L
FNODEREFR R TEET, hoststatus 2~ Rk, %E@%E%TX$
M3 28 A—NEEOE=4 Y U IERERLET, 2~ FIZiE, BiST5
RARNERD FAAL L HANTLDUNENRS Y £3, AsyncOS ﬂ?ﬂ?//:n CHEAN
INTWS DNS HF#RE, ZEEFRA FPORFBIGRENZZ T — b RRINE
ﬁ—o J@éﬂé?“—&li\ %?&(Cgﬂ%ﬁibf: resetcounters A< Fﬁ’%@?{i*ﬁf
T, WSNAHHEERIT, hv 25 —202 0087 T VICRRENET,
FHAOBRBICHOWTIE, MEHAAERE=2Y 7 a K- bOFHH
D] (P.6-231) #ZMLTLZSW,
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F72. hoststatus A< NIZEADOEDOMDOT —H HIRENFE T,

£ 6-5 hoststatus A< > FOEFDDT—4
et HL
Pending BT D BB R O3 & 1T RN 72, sEE A — L R A

Outbound | | ~oofpegrf, %721 [#)M) 66, Pending Outbound
Connections | connections 14, 77 F 2D Y —F 1 v 7 DEBHC E 15
LWk T,

Oldest TDORAALNCHTIEEF2—NTROBEWT 77 1 7515
Message HORBEER, OB, VT R ARNT R AR RRR
A2 NOEIFICE > TERETER Y., Fa2—HNOA v E—I0RK
W REFE] 2 B9 2 OIS £ T,

Last Activity :0)74—/1/ RiZ, ZOFRAMIA v E—VEGERRAALLOND
NICEHFH EnET,

Ordered IP D7 4 —/FiciE, IP 7 KL 2® Time To Live (TTL; f&f:
Addresses | mggif), MX L a— RIZE U7 [P 7 R L 2 O#KEIER,
FOEBEOT RUARFRINET, MX La— Rix, RAA
NHTBEA—=L =D P T RLAZIBELET, 1 DO K
AAVPEBEDO MX La— REROZENTEET, 4 MX L
I— RO A —)b F— N ZIHBEIEMAE D S ConE T, B
B DEE N B B/ EZ WV MX L a— R anEd,

Last 5XX DT 4=V RIZiFE, RAMPLREINTZEFHFO [5XX] A
error T—H A a— REREABRERRINET, TDO7 10— RBFER
ENDHDIE, SXX T —RNFETDHHEDHRTT,

MX Records |MX L =2— RiZ, RAA T HA—/L =D IP 7 KL A
ZIRELET, 1 DO RAAL B EEO MX La— RzHEH-H>Z

ERTEET, & MX La— KD A —/b P— NITESLNEM 2
HoYCTonEd, EEBRMOKMESKL/NSWVWMX La—FR

DEEENET,
SMTP :o> RAAL TR LT SMTP bv— F B EFRI N TWAESIT
Routes for CZICERENET,
this host
Last TLS TOT =)V RiZiE, EFOFEE TLS itz 7 —0mH L, 7
Error TIAT AR AR T TLS P D % 4 T RFRENE
T ZOT7 4=V FNREREINDDIF, TLS =T —NFEET D
BHDHTT,
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RET—broxA

WICRTRABS — by = A ERIT. RS — b =Af 7 RLRAZRELTVD
BaosEzrENET ([Cisco IronPort AsyncOS for Email Configuration
Guidel] @ TConfiguring the Gateway to Receive Email] # &L T2 &),

% 6-6 hoststatus A< > FOZDMDEES—+o 4 T—4

et H L

Host up/ [l C4RIDZ 8 —/ 3L hoststatus 7 4 —/b RERIUER, K
down HA— R Yo 7 RLAZ LGB SN ET,

Last Activity | U4 R0 2 @ —/ 3L hoststatus 7 4 —/L RERIUERE, K

BT TRLRAZLIZBIESNET,

Recipients D7 4=/ R, 1 —s3L hoststatus I ROERIC

St UE T, Active Recipients 7 4 —/V N R — F D = A

T RLAZLITE SN ET,

Last 5XX ZDOT 4=V RIZIE, RAMDLRENTZERKHTD SXX AT —4
error 2 a— REFANKRENET, Z2OT7 44— L IKREREIND
DL, 5XX =7 —WNFEETHHHEDHTT,
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mail3.example.com> hoststatus

Recipient host:

[]> aol.com

Host mail status for: 'aol.com'

Status as of: Tue Mar 02 15:17:32 2010
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients 1
Hard Bounced Recipients 1
DNS Hard Bounces 0
5XX Hard Bounces 1
Filter Hard Bounces 0
Expired Hard Bounces 0
Other Hard Bounces 0
Delivered Recipients 0

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Deleted Recipients

Gauges:

Queue

Active Recipients

Unattempted Recipients

Attempted Recipients

Connections

Current Outbound Connections

Pending Outbound Connections

Oldest Message

Last Activity

Ordered IP addresses:

Preference

15

15

15

15

15

15

15

IPs

64.

64.

64.

64.

64.

64.

64.

12.

12.

12.

12.

12.

12.

12.

No Messages

Tue Mar 02 15:17:32 2010

cuizkzr=4y>5 N

(expiring at Tue Mar 02 16:17:32 2010)

137.

137.

137.

138.

138.

138.

121

89

184

57

57

89

.121

64.

64.

64.

64.

64.12.

205.188.156.154

152.163.224.26

12.

12.

12.

12.

138.89

138.152

137.89

136.153

137.152

64.12.138.120

152.163.224.122

64.12.136.57

205.188.156.122

64.12.136.89

64.12.138.152

64.12.137.184

[ oL-23080-01-J
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15

MX Records:
Preference
15
15
15

15

64.12.138.120

TTL

52m24s

52m24s

52m24s

52m24s

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN:

Hostname

mailin-01.

mailin-02.

mailin-03.

mailin-04.

(at Tue Mar 02 15:17:32 2010 GMT) IP:

Last TLS Error:

TLS required,

(at Tue Mar 02 15:17:32 2010 GMT)

Virtual gateway information:

Required - Verify

mx

mx.

mx

mx.

10.10.10.10

.aol

aol

.aol

aol

STARTTLS unavailable

IP:

64.12.137.152

.com

.com

.com

.com

DNS FAILURE

10.10.10.10

64.12.137.121

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F

OL-23080-01-J |



| £6% CLIICEPERSLIUVE=SLYVY

cuizkzr=4y>5 N

example.com (PublicNet 017):

Host up/down: up
Last Activity Wed June 22 13:47:02 2005
Recipients 0

BT — U =A 7 FLAE#IE, altsrchost BEREAMEH L TW O HEDHFE
RENET,

BFA—IL X2 —DEROTESR

B AN Fa—ICHTHBEOHFEREZBG L, FEOZEHF A MIEED
B (F=2—0HEKeE) BHH0E D EHET 521X, tophosts T~v 2 K
ZHH L FE T, tophosts I~ R, Fa2a—WND AL 20 DZEEZFDOY A F &K
LET, VAMI 7774 7%EE. BESER. REFAIZEERE. Y7 A
TUAARY R BEUN— R AT U RASNEZERR Y, S EMEHE
WAz Yy — h & Ed, FHAOBMRAIZOWTI, EAFRERE=4%1 7 2
VIR—R v b OFEARY | (P.6-231) ZZH LTI LI,

[ oL-23080-01-J
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mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients
4. Soft Bounced Events

5. Hard Bounced Recipients

[11> 1
Status as of: Mon Nov 18 22:22:23 2003
Active Conn. Deliv. Soft Hard
# Recipient Host Recip Out Recip. Bounced Bounced
1 aol.com 365 10 255 21 8
2 hotmail.com 290 7 198 28 13
3 yahoo.com 134 6 123 11 19
4 excite.com 98 3 84 9 4
5 msn.com 84 2 76 33 29

mail3.example.com>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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JPIVEBALTIT4ETADRT

Cisco IronPort 7 7"F A TV ATIZV T NAE A L EB=F Y U TRAEETHY, v
AT LIBTDELA—N T IT 4 ET 4 OEBRIZHERTEET, rate =
7/]\& BT A—NVEMEICET 2V T AE A L =) 7 EREERLET,

OFEHRIL, 2 —FRNHEE LB CEMMICEHFINET, rate a7 %
FJJ:ﬁ‘E) 1T, Ctul+C ZfEHA L £7,

#£ 6-712, BRENDT—HErRLET,

£ 6-7 rate Av Y KOT—4
et B
Connections In EERHG DI,
Connections Out | {Z#:6: D%,

Recipients VAT MIZAG SN ZIFEE DA
Received
Recipients BT L= EHOAHE,
Completed
RthOT—4% 7T v 77— NAKEZL L2, Received %
Delta {58 %% L O Completed ZEEFDER,

Queue Used

A=Y Fa—0OW AKX (FuAf NN,

[ oL-23080-01-J
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mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1

Hit Ctrl-C to return to the main prompt.

Time

23:

23:

23:

23:

23:

23:

23:

23:

~C

37:

37:

37:

37:

37:

37:

37:

37:

13

14

15

16

17

18

19

21

In

10

11

Connections Recipients

Received

41708833

41708841

41708848

41708852

41708858

41708871

41708881

41708893

Delta

13

10

12

Recipients

Completed

40842686

40842692

40842700

40842705

40842711

40842722

40842734

40842744

Delta

11

12

10

Queue

K-Used

64

76

64

64

67

64

79

hostrate 2~ KL, 8 ED A —)L KA MIET VT AL A LDE=H

IERERLET,

OIEHIT. status detail =2~ ROV T2 T3 (T34
RETFA—IN AT—ZZDE=2Y 7] (P.6-242) #HM]),
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% 6-8 hostrate A< > FOT—4%

et

Bt

Host Status

FEDKRA NOBEDO AT —H A (up, down, F7=
IZ unknown) .

Current Connections
Out

RA MRS % BUEDR(E L.

Active Recipients in
Queue

Fo—NOEEDKRA MIXHTHT 7T 4 T22H
DAL,

Active Recipients in
Queue Delta

BBEDOBEMDOKRA N AT — X ALIBEL LT,
X2 —NORFEDKRA MITET 7T 4 TZEHE
DOEFHH DAL,

Delivered Recipients
Delta

B DDA A b A7 — 2 XBEAE LIz,
% 2 — NOFFE DR A M B BG4 (54 0
BEHBOER,

Hard Bounced
Recipients Delta

BHOBEMORA N ATF—& ZALLEEL LT,
Fa—NOEFEDHRA MIKTHNAN—K Ny &
N2 GEHEOARFHEOER,

Soft Bounce Events
Delta

B DBEMODAR A N AT — 52 ZLIREAL LTz,
%2 —NOBEDRA MIXTHY 7 b AT s
NEZEEOARIHEOAER,

hostrate 2 R&EIET 5 (21, Ctrl+C 2EH L £7,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F

[ oL-23080-01-J



FO6E CLIICKREELELIUVE=SULY |

W cLic&3E=42U>Y

&

mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1

Time Host CrtCncOut ActvRcp ActvRcp DIlvRcp HrdBncRcp SftBncEvt

Status Delta Delta Delta Delta

23:38:23 up 1 0 0 4 0

0

23:38:24 up 1 0 0 4 0

0

23:38:25 up 1 0 0 12 0

0

~C

BEBFA—LEROE=S2) Y

KEOEEFHEZ#HNT D720, FHEF VAT LA~OEFEEERE N T Ty a—
T4 7T 5=, Cisco IronPort 777 A4 7 2 AR L TWDHHEA MDE
=ARMBBEIRDEENRH Y £, topin T2 R, VAT AZERLTWD
VE—FFRAMDRAF vV ay barLlET, ZTORF vy 7Ty I,
BEDVAF—IZ8HELTWVWDIE—FIPT RLAZT LIZ 1 DOfT&2FF2T —

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
m. 0L-23080-01-J |



| £6% CLIICEPERSLIUVE=SLYVY

cuizkzr=4y>5 N

TANRFRENET, BLUIP T RLANGRRD Y 2 —~D 2 DO
LTI, 77— M2 2 SOOI RMERENE T, £ 6-9 12, topin T~ R&fE A
L7z EILRREND 74—V RO ZRLET,

£ 6-9 topin A%y FOT—4

et HL

Remote VE—RFKRARNDKRA L, UN—ZADNS Ly I T7 v
Hostname Lo TG EnNET,

Remote IP VE—FHRAMDIP T FL XA,

Address

Pifgi & =15 L C\ 5, Cisco IronPort 777 A4 7 A ED Y
listener ZF—D = 7 F— A,

oy RREFEINELEXICHONTW ., BEOIP T L
Connections In | 2 %> U E— | &R kH b ORIRHESEL,

AT AE, UN=ADNS Ay I T v LTI E—F AR MAERKLT
nH, 7+ T —=RDNS VY277 v FICR->TEDARIERIELE T, 74+ U —
Ry 27y 7 TROIP T FLRIZRGRWEE, £7213 ) /3—Z DNS /Ly
Ty TR LT/, T—TNVNDERARNH T BZILIP T RLARFERES
NET, BEEMRGEY 1t AO5EMIZ >V TIE, [Cisco IronPort AsyncOS for
Email Configuration Guide] @ TSender Verification] ZZR L T 72 &1,

%

mail3.example.com> topin

Status as of: Sat Aug 23 21:50:54 2003
# Remote hostname Remote IP addr. listener Conn. In
1 mail.remotedomainOl.com 172.16.0.2 Incoming01 10

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10
3 mail.remotedomain03.com 172.16.0.4 Incoming01 5
4 mail.remotedomainO4.com 172.16.0.5 Incoming02 4
5 mail.remotedomainO05.com 172.16.0.6 IncomingO1 3
6 mail.remotedomain06.com 172.16.0.7 Incoming02 3
7 mail.remotedomainO7.com 172.16.0.8 Incoming01 3
8 mail.remotedomainO8.com 172.16.0.9 Incoming01 3
9 mail.remotedomain09.com 172.16.0.10 IncomingO1 3
10 mail.remotedomainlO.com 172.16.0.11 Incoming0O1 2
11 mail.remotedomainll.com 172.16.0.12 Incoming01l 2
12 mail.remotedomainl2.com 172.16.0.13 Incoming02 2
13 mail.remotedomainl3.com 172.16.0.14 Incoming01 2
14 mail.remotedomainléd.com 172.16.0.15 Incoming01 2
15 mail.remotedomainl5.com 172.16.0.16 Incoming01 2
16 mail.remotedomainl6.com 172.16.0.17 IncomingO1l 2
17 mail.remotedomainl7.com 172.16.0.18 Incoming01 1
18 mail.remotedomainl8.com 172.16.0.19 Incoming02 1
19 mail.remotedomainl9.com 172.16.0.20 IncomingO1l 1
20 mail.remotedomain20.com 172.16.0.21 Incoming01 1
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DNS R 7—% A DHEER

dnsstatus 2~ KiZ, DNS Vv 7 7 v 7B I 0F v v ¥ 2 FROKH 2 FE R
TAEITUEERLET, WUV ET LI, FOHT U XDEEDY Y N
e, IOV AT A YT — UK, BIOY AT LAOFGMBFICRAE LA
Xy hOGHEERRTEET,

F 6-1012, ARV X ERLET,

% 6-10 dnsstatus A3 >Y FOT—4

et % BA
RA A B EfRIRT B T20D Y 2T 5 DNS F ¥ v = |2%t
DNS Requests |43 Ffi7 L~ L DIERE TR,

Network DNS E#aE G+ 5720 0xy hU—2 FEr—HL) ~
Requests P

Cache Hits La— FAKRE SN TRENTZ, DNS v v ¥ a~DERK,
Cache Misses |L o— F3fa & 72d o772, DNS F v v oo ~DER,

Cache La— RBREENTZLDOD, RALVBAHTH D,
Exceptions DNS v v ¥ 2 ~DER,

La— R S 47z, DNS v v o2 ~DEER,

Fryva TR, EHREPEESHh, 575 1a— i
BEINET,

Time To Live (TTL; f&fe flRERFR) #x T\ TH, £<
DT NI BRX Y vV alIFETIHAPHVET, b
Oy M UIEERESRNRY . HRIN A U v 21T E &
NEHA, FxvraPhr7Ivradnbde, Bz b
yrmsh ((59E5) = N omAEREIRENEST, 7

Tyova@fRickoT, IR DV EFNRETIND &
Cache Expired |25 0 £ /4,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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mail3.example.com> dnsstatus

Status as of: Sat Aug 23 21:57:28 2003

Counters: Reset Uptime Lifetime
DNS Requests 211,735,710 8,269,306 252,177,342
Network Requests 182,026,818 6,858,332 206,963,542
Cache Hits 474,675,247 17,934,227 541,605,545
Cache Misses 624,023,089 24,072,819 704,767,877
Cache Exceptions 35,246,211 1,568,005 51,445,744
Cache Expired 418,369 7,800 429,015

mail3.example.com>

BEFA—IEZRYDT A3ty b+

resetcounters I ¥ NiX, BETLIE I A N ET=F VT I Z% Y
ty FLET, Vky MI, Za— UL A0 ERA NBLOR 7 v ZITE
BLET, ViEy MI, BFRITAZ Y2 —VICEETAEREF 2 —HND X vtE—
O AT ELER A,

GE) GUIT, #vrFu Uty bT5Z24bT&E9, [[System Status] ~2—)
(P.2-66) #ZHL T EE,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003

BFA—IL o1 —DEHE

IronPort AsyncOS Tif, BT A —/L ¥ 2 —HND X v—iZxtd 2E{EE F4T
TEET, EFA N Fa—HNOAyE—=UIE, kR, XU A —FeFIk,
FRFVEAVI P THIENTEET, £, Fa—HNOEWA v E—T %K
R, HIER, BLOT =4 7F52 L TEETS,

F1—ADZEEDHIRR

BEDZEENRE SN TVRWEER, EFA— L Fa—%22 V772556
{213, deleterecipients ¥ FEfEHLET, deleterecipients 2 ¥ N
T, BEZFHFOREDZEELHIRTL2Z2LICE-T, BFA—AEEF=2—
ZEMTEET, HIRSNLIZEEIT. ZEFEDOHETHLIZEERA ML
T, £201E,. A vyE—Y = ~Xa—70 Envelope From fTIZFEE S W= FFED
T RLATHI SN D A v E—VREFICL > TSN ET, i, BE
Fa—HNOTRTDOAYE—=Y (TRXTOT VT 4 TZEE) % EITHIRT S
TEHTEET,

@ deleterecipients HEREZ (T T HI2iE. IronPort 77" I A TV A2 A7 T4
F A E— I OWRBEIC T B T L A HEE L ([TronPort 7 75 A 7 o &
BAVTFUARREICT D) (P8-317) 2BMH),

GE) OB CORETLHEATE ETH, BMEOETRIC—BO A vt — VR
EShn TR DY £,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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ZEEFRANBIOEEEDO L, R—XFHO—HTHILERDH Y £7,
TANE I—RIIFEHTEEE A, deleterecipients 2~ RNix, HIFRS D
AvE—VOGRHEERLET, £/, A—A vl BTRI Y Tay
(IronPort 7 ¥ A MERDH) BREINTWDLHA, A v E— OHIBRIZHME
DITE LT ZIZitikshEd,

%

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

(11>

Cisco IronPort 7 7°7 A 7 2121, HEIZS L TREHELZHIBRT 2720 OAFHE
DAT L aYBHESNTHWET, RIS, ZIEHBA MIOZIEH OHIER,

Envelope From 7 R L 22 X DHIBR, BELOF 2 —HNOTXTOZEEDOHIBRD
Bz R LET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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BREE F A VICK BHIER

Please enter the hostname for the messages you wish to delete.

[1> example.com

Are you sure you want to delete all messages being delivered to
"example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L RIZ & %Al

Please enter the Envelope From address for the messages you wish to
delete.

[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Are you sure you want to delete all messages in the delivery queue (all
active recipients)? [N]> Y

Deleting messages, please wait.

1000 messages deleted.

F1—ADZEFED/INIVR

(E)

GE)

deleterecipients ¥ K & [AlBEIZ, bouncerecipients 2~ RTIX, B
EROREDZEEELN— R AT AT HZLICL>T, BEFA—LEE
Foa—EREFHCTEXET, AvE—TDONNT XX, bounceconfig A~ KR
ESNZBEDONT A Ay = VREICENET,

bouncerecipients *ﬁ%ﬁg %ﬁ@‘é’)&:&i\ IronPort 7 7 A T LV A% XA T T4
FTERE—FHELLORBICT 2 Z L 2R L ET ((TronPort 77747 A
wAT I AREICT D) (PR-317) =B M),

ZOKREIZEDIREBTHHMTE E928, MEEOETHIC DA v -V NE
FBENDAEENRDH Y £7,

ZEHERAMBLOEEEO T, F—XFHNO—BTHLINLERHY £7,
UANK I—FRFfEHATEXEHA, bouncerecipients <> Fif, NU LA X
NTEAvE—VORHEERLET,

bouncerecipients HEAETIZ U YV — ANRNMEFENIEH S, BT F T D00
DEAEDRDYVET, A7 TA U ELIERGE HEIEORECE AT, NT R
A=V DOEBEOFEE (O— K NN RERNE L DOBE) X, resume 2%
¥ R%&{EM LT IronPort AsyncOS %4> 7 A REBIC L2 TORBA SN %
R

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[11>

NV AINDZEEL, SEEZEEFAMILST, FRiFAyE—Y =
~ 1 —7® Envelope From 1TIZHE SNIZREDT RLATHMNIND A ¥
T UREHRICL o THNENET, FE, BEXF2—HNOTRTORX vE—
VBN AT LI EHLTEET,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to
"example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FLRIZ& B/39 VR

Please enter the Envelope From address for the messages you wish to
bounce.

[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From
address of "mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Are you sure you want to bounce all messages in the queue? [N]> Y

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Bouncing messages, please wait.

1000 messages bounced.

EFA—ILEEED—HEIL

(E)

AVTFUAR KT TNy a—T 4 VT DIZDITEBL A — NV OFME & — R I8
195121, suspenddel 2 ~¥ 2 RZMHH L E£7, suspenddel ¥ RiX,
IronPort AsyncOS Z Bii& —REF I OWRIBIC L E¥, ZOIRBEICIT, kD K57
DR H 0 £3,

o REBTA—NEEIXELINET,

o HEEFANEFRIIZTANLNET,

o B JEREIIRITLET,

o CLIRZT ZBAABEDE£ITAY £,

suspenddel A=Y REFETTDH L, BHONTWIREEENHE L O, Fillos
FelIBE I E R A, suspenddel T~ RIZ77EBIZBAB I, fEXL L TWH T
RTCOERE EFICHALUS Z ENTEET, U5 —RHE L OIRRED & @ OBE
IZRTIZIL, resumedel <2 REMFHL E9,

ldelivery suspend) IREEIX, VAT 2%V 7 —F L TCHRFEINET,
suspenddel 2~ REMHEH L TOLT 774 T v A% 7— T 55413,
resumedel A< REMHLTY 77— ML T LEREZHATILENDL D F
\?AO

[ oL-23080-01-J
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mail3.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

EFA—ILEEDEH

resumedel =¥ N, suspenddel 2 ~¥ ¥ ROl 1412 TronPort AsyncOS % il
WOMFIREICR LE T,

#3C

resumedel

mail3.example.com> resumedel

Mail delivery resumed.

ZED—FFILE

FTRTOY AF—IZH LT E A —NOZEE R IET 2I120E,
suspendlistener 2 v REFH LET, ZEN—FELINTWDHRHE, VX
T BEY AT —DRFEDKR— h ~DEERE L T ANEE A,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
m. 0L-23080-01-J |



| £6% CLIICEPERSLIUVE=SLYVY

GE)

X

BFxA—L xa1—0EE N

ZhE, 2oV U —ZD AsyncOS TER ENTEHETT, LD Y J—AT
I, VAT ANFEREZ T AN, RO XS ITEE LT LERMRL TEL
7

e SMTP: 421 hostname Service not available, closing transaction

channel

* QMQP: zservice not available

lreceiving suspend ] RFEIX, v AT 4%V 7 — ML CHRFFENET,
suspendlistener 2 REFHLTHOLT I 7470 2% U 7 — T 584,
VAT —TRAvE—VO%EEFHT HICI1X, resumelistener 2 ¥ R&EMHH
THEMLENRDY 7,

suspendlistener

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.

Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Enter the number of seconds to wait before abruptly closing connections.

[30]>

[ oL-23080-01-J
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Waiting for listeners to exit...
Receiving suspended.

mail3.example.com>

ZIEDHEHH

resumedlistener 2 < KlX., suspendlistener 2~ 2 KO f#IZ IronPort
AsyncOS % il OB ERBEIC R L ¥,

3L

resumelistener

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Receiving resumed.

mail3.example.com>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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RIES X UZEDHEH

resume 2~ NiL, BB EZEOWMEFZHLET,

L

resume

mail3.example.com> resume

Receiving resumed.
Mail delivery resumed.

mail3.example.com>

EFA—IDARKERERYa1—I

delivernow 2~V R&MMHT AL, B CTHETHILIICAFT Va—NLENT%
fELHRAPEEBLICHRITCE 7, delivernow I~ RTIEL, F=—WHND
BT A= VICHIEREZ A Y a— LT 52N TXET, down D~v—27 R
MWETRTORASL b, ATV a—LENEAYE—VFRITY 7 F AY
VASINTA v E—UR, AIFFEEO X 2 —IC ARG E T,

delivernow 2< Y K, Fa2—HNDO (RAFrVa— L3Ik, BIO®T 7747
) TARTCOZEHEELITHREDOZEETITH L THRHT Z &N TEET, FiE
DZAZHRIRT AT, AIREZ A P a— LT BZEED FAL 4 &2 AT
TOHLERDHY T, VAT AL, XFFREROLFERIERELET,

#3C

delivernow

mail3.example.com> delivernow

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Please choose an option for scheduling immediate delivery.
1. By recipient host
2. All messages

[1]1> 1

Please enter the domain to schedule for immediate delivery.

[1> recipient.example.com

Rescheduling all messages to recipient.example.com for immediate
delivery.

mail3.example.com>

EEX1—DKIE

LDAP %f5E7 7 A, v AB L —F, LDAP fL—F (7 Avk—v
TANE TUTANRL, BIXOT UV TFTANVA AFyr T VOB,
TARC ME¥EFX2—) TEITINET, LWE T v —Z5W T [Cisco IronPort
AsyncOS for Email Advanced Configuration Guidel @ [Configuring Routing
and Delivery Features|, 3 X' Messages in Work Queue] 77— DD
WTCIEE 6-2 (P.235) 8L TL &V, workqueue 2~ 2 K& L C,
EEX 2 —HBOA v E—VWUREFEH TIRILT L2 LN TEET,

e ziE, L DAy E—URMEERF 2 —NIZH D L X2, LDAP — D%
EEERTHINERNSDELET, BZHLL, LDAPZEET7 7R 72U —
WZEDSWT, Avte—VaNY AL ey ICh0EZLZ LS ELEST, £72
I, Fa—ZRIELT, HHOTVFUANARAF Y UV UDERT 74
NV FENCHER (antivirusupdate 2~ R&{HH) 5L H Y £9,
workqueue 2 ¥ REMMHT DL, F¥EF2—%2RIELTHALHERTHZ LT,
IR AAFIE LT2RREE TR EELEEZITO LN TEET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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EEX 2 —2RIELTOOERTIE. T4V PR JICEESINET, K
ZHlE R L ET,

Sun Aug 17 20:01:36 2003 Info: work queue paused, 1900 msgs S

Sun Aug 17 20:01:39 2003 Info: work queue resumed, 1900 msgs

WOHITIE, FEFa—BFIEIhET,

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:02:30 2003 GMT
Status: Operational

Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- PAUSE - Pause the work queue

- RATE - Display work queue statistics over time

[1> pause

Manually pause work queue? This will only affect unprocessed messages.
[N]> y

Reason for pausing work queue:

[1> checking LDAP server

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Status as of: Sun Aug 17 20:04:21 2003 GMT
Status: Paused by admin: checking LDAP server

Messages: 1243

(G¥) BHOANIMEETT, B HE A LRV E ZDOBHIT [Manually paused by
user] & L TR ZICFEEEKINET,

WOBITIE, 1E¥F 2 —DHHASNET,

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:42:10 2003 GMT
Status: Paused by admin: checking LDAP server

Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- RESUME - Resume the work queue

- RATE - Display work queue statistics over time

[1> resume

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Status: Operational

Messages: 1243

HWAYE—SOBREELUVT7T—H17T

Befr, W< Ro7e A v E—UMEETETIC, Fa—IlBEF-TVDLZEBHY
FT, INLDOAYE—VIIFHIBRLIZD, T—HA T LI2DTHZENTEE
T, ZTHIZiL. showmessage CLI 2~ K& LT, fTEDOAvE— 1D I
T HA v E—V%2FERLET, oldmessage CLI o~ REHHTH L, &
AT A EORLIHWIEREA v =V NFREINET, TOKIL, [EET
removemessage LT, fIEDA vE—V IDIZKIETH A vE—VhLsE
CHIBRCTE £9, Zoavwr FTE, EExa—, #aliTda— 7235k
Fa—HADOA Yy E—VDHREHIRTEET, AvE—VRIRALDF2—DWNT
NI HRWEEIE, BIFRTE £ A,

F72. archivemessage[mid] CLI 2~ FZHEHAL T, fiIED A vtE&— 1D I
SETHA v E—VEar 74X alb—vary T4 7 bUKND mbox 7 7 A
NMT—=NATTHZEHTEET,

oldmessage 2 <V RZHEHAL T, VAT LBENDOA v E—TD A vE—T ID
ERGTHZLIFITEERA, L, Ay =V ID B> TV DHEEIE,
BEDA v —VEFRLIED, T—HATLEVTLHIENTEET, Ay
T—UMEEF a2 —, FRITF a2 —, AT IR0,
removemessage 2 R TAvE—UHHIBRTAZ EITTEEHA,

~

(GE)  IronPort A/XARBEND A v =R LTE, b0 Fa—FHa~vr K
FITTEERA,

#3C

archivemessage

example.com> archivemessage

Enter the MID to archive and remove.

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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[0]1> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration
directory

example.com>

oldmessage

example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from example.com ([172.16.0.1027)

by example.com with SMTP; 14 Feb 2007 22:11:37 -0800

From: userl23@example.com

To: 4031@test.example2.com

Subject: Testing

Message-Id: <20070215061136.68297.16346Cexample.com>

SRATLADA vE—DDRIvRUT

findevent CLI 2~ KiE, ARy 7 ADA— vl 77 A VEHFEHLT,
VATFLARDA =D T xS GBYF) TubtRERSICILET,
findevent CLI a2~y F&EHTAHE, AvtE—YID OMHK, 37V
TR~y H— mo_u—TREE, e -7 GFEICRT D ER
FHO—HHBICL->T, A= a0 nOBEDRA v —V2RRTEET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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HiEOu T 774007 _XCony 77 ANVOREERTDHEL, BT
T ANEAMBTERT LI ELTEET, vl 77 A4 0% BRI TERT
AT, BEO B, B O#REAZEETE £,

07 ERRTDHAyE—TUEFHNLIZ%IL, findevent Iv 2 FIZXK o T,
B (DHELEaS Avk—Y "YUV R BIOV AT LERA vE—Y)
Eie, TOAyE—YIDIHT o0 VERERRFTEET, KIT,
findevent CLI 2~ FC, 7Y =7 § ~v & —|Z lconfidential] & & %
Ay —TORE LRIELBSHT 62T LET,

example.com> findevent

Please choose which type of search you want to perform:

1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11> 3

Enter the regular expression to search for.

[1> confidential

Currently configured logs:

1. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
Enter the number of the log you wish to use for message tracking.
[1>1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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[3]1> 3

The following matching message IDs were found. Please choose one to
show additional log information:

1. MID 4 (Tue Jul 31 17:37:35 2007) sales: confidential

11> 1

Tue Jul 31 17:37:32 2007 Info: New SMTP ICID 2 interface Data 1
(172.19.1.86) address 10.251.20.180 reverse dns host unknown verified no
Tue Jul 31 17:37:32 2007 Info: ICID 2 ACCEPT SG None match ALL SBRS None
Tue Jul 31 17:37:35 2007 Info: Start MID 4 ICID 2

Tue Jul 31 17:37:35 2007 Info: MID 4 ICID 2 From: <user(@example.com>
Tue Jul 31 17:37:35 2007 Info: MID 4 ICID 2 RID O To:
<ljohnson@example02.com>

Tue Jul 31 17:37:35 2007 Info: MID 4 Subject 'sales: confidential'

Tue Jul 31 17:37:35 2007 Info: MID 4 ready 4086 bytes from
<user@example.com>

Tue Jul 31 17:37:35 2007 Info: MID 4 matched all recipients for
per-recipient policy DEFAULT in the inbound table

Tue Jul 31 17:37:35 2007 Info: ICID 2 close

Tue Jul 31 17:37:37 2007 Info: MID 4 interim verdict using engine: CASE
spam negative

Tue Jul 31 17:37:37 2007 Info: MID 4 using engine: CASE spam negative
Tue Jul 31 17:37:37 2007 Info: MID 4 interim AV verdict using Sophos
CLEAN

Tue Jul 31 17:37:37 2007 Info: MID 4 antivirus negative

Tue Jul 31 17:37:37 2007 Info: MID 4 queued for delivery

Tue Jul 31 17:37:37 2007 Info: Delivery start DCID 0 MID 4 to RID [0]
Tue Jul 31 17:37:37 2007 Info: Message done DCID O MID 4 to RID [0]

Tue Jul 31 17:37:37 2007 Info: MID 4 RID [0] Response '/null'

Tue Jul 31 17:37:37 2007 Info: Message finished MID 4 done

SNMP =41 4

IronPort AsyncOS A XL —7F 1 7 27 A%, Simple Network Management
Protocol (SNMP; f&§i%r > N —2FH T o haj)) EES AT A AT —
ZADE=LY T FEYR—FLTWET, ZHUZIE, IronPort D= ¥ —75F
A A MIB, ASYNCOS-MAIL-MIB "&£ %4, ASYNCOS-MAIL-MIB %
FEHTLZ LT, FEEIL VAT LOREZE=F LT RV ET, £k,
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ZDV U=, RFC 1213 B L1907 ITHE STV D MIB-11 OFEAH Y
HAOY 7y FREEINTOET (SNMP OFEMIIZ W TiL, RFC 1065,
1066, BLUN1067 2L TLEZEV), ROEICEELTLIEE,

e SNMP X, 74/ FTHTZITRY 7,
o SNMPSET#iff (74 Falb—tal) FEEINEEA,
e AsyncOS iZ SNMPvI, v2, BLO V3 ZHF—FLTWET,

o DU —EREAF—TNMCTTBHITIE, AT — FFEEEL DES BBk % £
5 SNMPv3 O A ME TS (SNMPv3 DFEMIZSW T, RFC 2571 ~
2575 L CTL7ZEW), SNMP VAT L AT —HADE=Z Y T %
AF—=TNCTBITEF, D &b 8 T D SNMPv3 /XA T L — X% 3 E
THMENRH Y 7, I SNMPV3 RNRAT7 L—X% ANJ19 2 & &1,
BOTEDIZEFDNRAT L —=XEFANTHIMLERH Y £7, KIT
snmpconfig 2~ REFITTAHL X, a~vr NIZZo7 L —X0 [FEE]
EhTnET,

e SNMPv3 = —H%# 4% v3get T,

> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a MD5 ironport mail.example.com

¢ SNMPvl 721X SNMPV2 OAEZMFHT25HI1E, 2I2=FT 4 ANV T
ERETHULERHVET, 2I2=27 4 A ]\)/7 X, public IT 7 #
VR RESIER A,

e SNMPvl B LU SNMPV2 DA, EDXRy MU —7 560 SNMP GET %
ReZFANDDERETDLENDY £,

o "Iy T EMHTLHIZIE, SNMP v —2 % (AsyncOS IZIXFZFEFNTWVE
) BETFTHY, FOIPTRLAR NI T Z—F v hELTAD
SNTVAEMERSY ET (FA MEFERTEETN, 208G, FTv
71X DNS BREMELTWD L EIZRY B L £9),

snmpconfig A< REFEHA LT, 7774 T AD SNMP VAT L A7 —X

AEBRELET, A0 F—T 2 ADEERIRL, FRELKZDE, TTI7A4T
VAL SNMPv3 GET ZRIZISE L ET, ZboN—Ta v 3 Zkicix, —#
THNRAT—=RBREENTVDOIRLERDH D 7, 7“‘71'11/ FCix, "—=v=ar1
BIXO2BERIIESEINET, A X7V TDHHEIE. A—TYar 1 BIU2
FRIC—FKTBaI2=F 0 ARNY ‘/775‘&.%%'@/\52%73‘350 £7,

[ oL-23080-01-J
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MIBZ27A4IL

IronPort ¥ A7 AIZIL, [Structure of Management Information) (SMD) 7 7 A
NELT T2 =754 2] MIB B3 S TWET,

¢ ASYNCOS-MAIL-MIB.txt : IronPort 7 77 A 7V A DO= Z—F T4 X
MIB @ SNMPv2 Hi#D i,

o TRONPORT-SML.txt : IronPort ® SNMP & Bkt S8l iz 61T %
ASYNCOS-MAIL-MIB »#&E#E % L E£7,

hbD7 7 A iX, Cisco IronPort 777 A4 T LV A BDO KF¥ a2 A T —
va vy CDICEESNnTWET, £72, IronPort ¥ AX~— H R —hrZE LT
N7 7 ANEERTHIEETEET,

N—Fhz7 AT H b

Intelligent Platform Management Interface Specification (IPMI) LD ~— K
TxT B —MRE, 77 A=, BIOEREY 2 — L AT —F X%
WMELET,

F£6-1112, EOETATEDNN—FRU2TIREA TV 27 baxe=2 ) U 7Z
FHATEA2NE2RLET, BRINTVWIEFIT, T=FTEDLIA TV D
A VABE AT, 22X, CIO T 7I9A4A T AD 3 5D 7 7o, BIW
C300/C600/X1000 7 XTI A TV AD 6 2O2DT 7 N ONWTCI ) —%KETE

iﬁ—o
& 6-11 IronPort 7 7SA 7R EDN—FYzT7 TS xH FOK
nyH
CPU @ERE |FL—Yr SqA4Y— BEX |Ta4RY
ETIL BE BE BE BE T7Y | T—RR | RT—42 R NIC UY%
C10/100 |1 1 0 0 3 0 2 2
C30/C60 |0 0 0 0 0 0 2 (C601x4) |3
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= 6-11 IronPort 77SAFPUARZEDN—FY97 AT FO# ()
nyy
CPU @@ |FL—Y |SA4Y— BRERX |[T14RY

ETIL BE BE |BE BE 7Y |[T—HR | RT—4 R NIC YY)

Cc300/ 2 1 1 1 6 2 4 (C3001%2) |3 (777 "—

C600/ A — Tz

X1000 o R EHGD
C600 & X1000
DBGEIT5)

C350/ 2 1 0 0 4 2 4 (C3501%2) |3 (7ra"—

€650/ S S =T

X1050 o REHD
C650 & x1050
DLFENL5)

WTFNOEFTALTH, SNMP 2L TT 4 A7 FIATDORELE R Y FT—
I AVE—T 2 A ADY VI AT —FARE=FTEXFET,

N—FHx7 rSu7

#6-1212. "—FRu=7 M7y TBREEINDIREBION— Y =7 DM,

R LET,

# 6-12 N—F9z7 +rSv T BEBLUVN—FOz70&HE

BiR 2R &R Ny BR (3 727y |BR
ETFI (CPU) [(EH) |[FL—2) A=) [EBEE E£2a—)L [RAID yvy
C10/ |90C |47C |NA NA ORPM |[25F—% 2 | RF—H R |AF—H R
C100 v d ZEH ZEH
C30/ |NA NA  |[NA NA NA NA AF— B A | AT —H
C60 PAr AT
C300/ |90C  47C |72C 62C ORPM |(25—¥%2 |[2F—HF R |AF—H R
c600/ £y 3y E3y
X1000
C350/ |[90C |47C |NA NA ORPM (25 —% 2 (AF—H A | AF—H R
C650/ EH vy vl
X1050
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AT —BZAEFE N T v L, AT —HAREFEIND EEEENET, 77 Uk
EBIOEENZ 7T, SBITEICEFEERET, TOMO NT v TR, BE
FETT—A N Ty T T, INHDNT L, AT —H AN (BIFHSE
EA) BHEINEXI—ERTEFEERET, "—RU=xT AT —F R T—
TN =V 7 &G LT, BB iz e 2 RNZIEBETEN o— KD = 7 &
EBEMBNTHZEEMELES, ERMED 10% UNOREEZRLZHRKNEEZ D
ZENTEET,

EELIET S —2 Iy AL, lrxDarR—xr FOBMMREELRLE
TN, VAT LAEROBEDRKIZ/ARD EIFRY A, 7-E& 21X C600 77
FTATVATLI OO 7 EIITEREY 2 — VICEERRAELTH, 7794
T2 ATENE LT T,

SNMP +5 v 7

SNMP (21X, | DERITEBOEENH I INE EIERT SV r—va v
(@A X, SNMP BH oy Y —)L) [ZMbE5700 7 v (F-i38Em) %
EETOIHENEDLTWET, " Ty 7 &, FT v 7T E2RETHVAT LD
aVR—R MIBET AT 2 EELrxy hU—2 Ny hTT, b T v T,
SNMP =— = b (Z DA% Cisco IronPort 777 A 7 2 A) T B FMEN
Wl INTBAICERINE T, FENHIZENDE, SNMP =— Vx> ME
SNMP %7 v F &L, EH#ED SNMP F 7 v 7 R— FTHDHHR— b 162 #&H
TI@H% l/\i—;_‘o D/(@{@J’(“ﬂi\ k 7 ‘770 5‘—/7/ k snmp-monitor.example.com
BLORNI vy T aia=7 4 ANV VITRATINTVET, ZhuL,
IronPort 777 A4 7 A b SNMP k7 v 7 %553 % SNMP H# = Y — )b
V7MY THEFITLTWDHERA MTT,

A H =T 2 A RAIKLTSNMP &A1 RX—TNIZT 5L &2, SNMP v v~
ERE BED NI v T oA RX—TNEREZT 48T NIZ) TEET, T
T E—Fy NOANERDONTZEXIZ, BEONT T ¥—F v NERET
H10F, B~ TRU-7=IP 7 L AZ 10 fHETALTEET,

CLI o1

WK DOHFITIX, snmpconfig I~ REMFHAL T, AN— 1 161 @ [PublicNet] 1 >
B —=Tx A ATSNMP A X—TMIZLTWVWET, N—=T a3 3DNRATL—
AWAN S, FERDOTZDIZHEATSNTWHET, VAT AE, X—TVarlk
L2 ERAZMHESTHELHIICHERESNTEBY, ZhHDNA—Var 1 BIU2 H
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50 GET BRIk LTaia=T 4 ArY 7 public PASTEIHTWVET,
N7 7 % —% > b snmp-monitor.example.com MAS)ZINTWET, KEIZ,
VAT LOGET EEEEFRAA T ENTVET,

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.

1. Data 1 (192.168.1.1/24: mail3.example.com)

2. Data 2 (192.168.2.1/24: mail3.example.com)

3. Management (192.168.44.44/24: mail3.example.com)

[11>

Enter the SNMPv3 passphrase.

Please enter the SNMPv3 passphrase again to confirm.

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?

[192.168.2.0/24]>

Enter the Trap target (IP address recommended). Enter "None" to
disable traps.

[None]> 10.1.1.29

Enter the Trap Community string.

[1> tcomm

Enterprise Trap Status
1. RAIDStatusChange Enabled

2. fanFailure Enabled

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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highTemperature Enabled
keyExpiration Enabled
linkDown Enabled
1inkUp Enabled
powerSupplyStatusChange Enabled
resourceConservationMode Enabled
updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple
numbers with commas.

[1>1,8

Enterprise Trap Status

1.

RAIDStatusChange Disabled
fanFailure Enabled
highTemperature Enabled
keyExpiration Enabled
linkDown Enabled
1inkUp Enabled

[ oL-23080-01-J
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7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack
#31, position 2

Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.

SNMP v1/v2 Community String: public

Trap target: 10.1.1.29

Location: Network Operations Center - west; rack #31, position 2

System Contact: Joe Administrator, x8888

mail3.example.com>

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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GUI TOE DD ESE

Graphical User Interface (GUL;, 77 7 4 i)y a2—HF 4 X —T = A R) X, ¥
AT LEDF=LY T BIOREHO—#® Command Line Interface (CLI; =

v~V RIAL A E—T A4 R) avr RIIfip2D Web X—ADA L F—T =
AATYT, GUI T 25 Z £I12X Y. IronPort AsyncOS =~ REXLZ 15

2 ThH, HfliZe Web X=X A VX —T oA AEFEH LTV AT LAEE=HFT
xFET,

ZOFET, RONETHER SN THET,
e [CiscoIronPort 77 7 4 1) 2—H% 4 X —7 = A A (GUID)J (P.7-289)

o [TAKN Ay EB—VEFEHLEA—L 70 —DF Ny F + FL—RA]
(P.7-296)

o IGUI b XML A7 —% ADIU4E ] (P.7-312)

CiscolronPort 5 74A) 12— 4 48—
x4 R (GUI)

A v H =7 A AKX LT HTTP, HTTPS, 72132050 — X% A
F—=TMITBHE GULIZT Z7EAL, BV A TEHRHICRY T, M
\Z2WTIE, [Cisco IronPort AsyncOS for Email Configuration Guidel @
[Overview| DEZZRL T X,
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M CiscolronPort /574 AL 21— 44— x4 R (GUI)

A3 —T A4 ATH GUI DA =r—TIJLiE

GE)

GE)

AT LIIT 7 AV T, BHA X —T =4 A (IronPort C150/160 7 75 A
T AD Datal) (2% L CHTTP B4 r—T7 NIl o REECTHT SN E T,

GUI ZA X —7 /M2 F22iF, a~ R A =T = AT
interfaceconfig A~v Y REFITL, ¥ 51 X —T7 oA AEREL TH
5, HTTP +—t 273X =27 HTTP y—E X, HD5WEZ DOl & A
F—=T N LET,

Flo, WIRDLOA U F—T A AT GUIL ZA F—T M L2t 1E. [Network]
> [IP Interfaces] X— T ZfEH L T, BlOA ¥ —7 =4 2IZxt LT GUI & A
X—TNEFT =TT A b TEET, FEMlcOVTIE, IP
Interfaces, page -294 #Z M L T Z &,

A B =T 2 ZATEF a7 HTTP A X —7 /T 2120%, GEAEZ A %
=T BRENRH Y I, FEMIC OV T, [Cisco IronPort AsyncOS for
Email Advanced Configuration Guidel @ TEnabling a Certificate for HTTPS |
ELRRLTLSTEEN,

WINPOP—ERIIR L, TOY—EREA X—TNVIZTER— NEHRELE
T, 774/ h T, HTTP (378 — b 80, HTTPS iZAR— b 443 TA x—7 /LT
BVET, 1 OO H—T 2 A ATH IOV —ERAEA F—TWIT D&,
HTTP EXRk&2 X a7 y—ERICHBWIZY XA LY FTEET,

61, ZOA L HE—T A4 AD GULIZ (arTe £720% arTes R T) 727 &R
LES T T _XTox—% (T=—FoiBE) (P.8-333) &) X, =—¥
B ENRAT— REANTHEEEO O A > R—=U TRAEEZ T DOLERDH D F
7,

GUILIZT 7 A3 212%, £9. comnit 2~ RE2EH L CEEZRIFET D4
ERHD FET,

WIZ, Datal A v % —7 = A ZZxt LT GUI A 3 —7 WZT 51 %7 LET,
interfaceconfig 2~ R&EMHH LT, "— b 80 THTTP. BLUHR— |k 443
THTTPS #4 %x—7WMZLET (certconfig 2~ RNELTAHEIZ/R2 D £ T,
HTTP (2% LTI 7 HORERFESHEH S E T, FEMcoOn TR,
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[Cisco IronPort AsyncOS for Email Advanced Configuration Guide] @
lNnstalling Certificates on the Cisco IronPort Appliance] # &ML T 723 W),
Datal o > % —7 = A ZIZOWTIE, RA— |k 80 ~® HTTP RS AHK— b 443 12
HEIIC) XA L7 PEND LR EENET,
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&

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Datal: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

(1> 1

IP interface name (Ex: "InternalNet"):

[Data 1]>

IP Address (Ex: 192.168.1.2):

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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[192.168.1.1]>

Ethernet interface:

1. Data 1

2. Data 2

3. Management

[11>

Netmask (Ex: "255.255.255.0" or "Oxffffff00"):

[255.255.255.0]>

Hostname:

[mail3.example.com]>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Telnet on this interface? [N]>

Do you want to enable SSH on this interface? [N]>

Do you want to enable HTTP on this interface? [N]> y

[ oL-23080-01-J
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Which port do you want to use for HTTP?

[80]> 80

Do you want to enable HTTPS on this interface? [N]> y

Which port do you want to use for HTTPS?

[443]> 443

You have not entered a certificate. To assure privacy, run
'certconfig' first. You may use the demo certificate
to test HTTPS, but this will not be secure.

Do you really wish to use a demo certificate? [N]> y

Both HTTP and HTTPS are enabled for this interface, should HTTP
requests

redirect to the secure service? [Y]> y

Currently configured interfaces:
1. Data 1 (192.168.1.1/24 on Data 1: mail3.example.com)
2. Data 2 (192.168.2.1/24 on Data 2: mail3.example.com)

3. Management (192.168.42.42/24 on Management: mail3.example.com)

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> enabled HTTP, HTTPS for Data 1

Changes committed: Mon Jul 7 13:21:23 2003

mail3.example.com>

GUI THEATZ 5 ZDDIERDHME

e [System Overview] ~X—Y Clid, KO LN TEFET,

— FEIVATLADAT —HZRALNRNT 3 —< AD—HWOIERE R IEES
FIRBIONT—TNVERKTT D,

- TTITAT L RZA A =L STV IronPort AsyncOS # -~ L —
FTAT VAT LDONR— g U EFRRT S,

— FEHFHEROY T2y hEERTRT D,

e [System Status] <X—UIZiX, VAT LDOTXTOIUTNAEA L A—)LEB L
U'DNS 777 4 E7 4 DFFMBERRESNET, Elo. VAT AFEHERD
B EYVEY NLED, BT UERREZBIZ By PENTERAERTL
O THZ L TEET,
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e [System Trace] X—Y Tidk, 7TA M AvE—VOFEELZZIaL—FT5HZ
LItk oT, VAT L EN LAYy ®E—Y J0—%F RNy /S T&xES, V
AF—=IZZITFANLENTND LI Ay E—VETI 2L — LT, BIED
VAT AREL LT MY T—) b, T EBELZ T HHEOME
EHAITEET,

TAR AytE—UFFERALEEA—)L 20—0
TINVYT . FL—X

[System Administration] > [Trace] X— %M LT (CLI ® trace 2~v 2 K&
F%), 7AM AvE—VDREEZTI2L—FT2ILIEY, AT 2%
LicAvtE—Y 7a—%7 Ny 7 T&EET, [Trace] X— (BEL W trace CLI
avr F) T URAF—CEFARBA TS LA v E— V% T Ta b
ML, BEDOVATLARE (ZI > ML TOWRWEFEZET) IZL>T TRY
H—1 &b, EIFEELZ T OMREOMEL LI TEES, 7A K Ay

T VIR EBRICITRE SN E T A, $Z, Cisco IronPort 775 A 7 o Z T [
TELEBOEERMEEZHAEDYE D L, [Trace] 2— (BX W trace CLI
A<y R) E AR N T TN a—T 4 VT ERET NN T Y= F
R
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FAF AvE—SEEALEA—L 70—0FNv5 : FL—2 N

[Trace] X— (BLWtrace CLI 2a~v > F) TliL, £ 7T-1 ITRENTWDH AN
NIA=Z DT T EPRFERENET,

* 71 [Trace] R—C DA A

& SieA %l

[Source IP VE—h RAALOEETEMM T2 |203.45.98.109

address] 72, VE—hN 77347 DOIPT R
VAZADLET,

1 trace A~ REFETTHE, IP
T RLREZEREM KA A A DA
DROONET, EREM AL 4
BT 2N EIDEHRTHZDHOD
IP 7 RV RDWE| & IXTPAEEA,
trace 2~ RTCIL, BREMi KA A
LT 4=V RETTUIIZTDHIEN
TE7RWO T, DNS Ttz & ¢
ERWVWEARIZIIT AR TEER A,
[Fully kI 278 2EAM ) E— 1 KA A4 |smtp.example.com
Qualified EANNLET, AVOEFICT DL,
Domain Name |[%#E5CIP 7 RL A2 L TVYU R—=R
of the Source |DNS Vv 7 7 v 7 RNETENET,

IP]
[Listener to TAN AyEB—VDE[EHET I 2l — |InboundMail
Trace F27-0, AT AICRESINTY

Behavioron] |2 U X F—D U X )5S LE T,
[SenderBase  |SenderBase % v k7 —2 F—F—I[C[H |34

Network HDID F5E AT D0, HET P
Owner 7 RURICHEEM T bRy FT—
Organization 7 F—F— 1D ORBREERLET,
ID] GUI 4 LTEEHE I NV—T12R v b

U—7 F—F—ZBMLEEAIE. =
DIEREF R TEET,
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£ 71 [Trace] R—CDAHN (FEE)

&

[SenderBase
Reputation
Score (SBRS)]

EiBEA £l
AT =T 4T RAALNTHZD
SBRS 2 a7 & AJ19%7h AfE5L 1P
7 R RIZEEN T b7z SBRS 2 =
TOBPFEERLET, ZDONT A—
2L, SBRS A7 #fEHT 5K v —
ETARNTHEXRIELLET, FH)
TAJIL7= SBRS 2 =7, Context
Adaptive Scanning Engine (CASE) 2
FEINRNZ LITERELTLZE N,
FEMIC DWW TIL, [Cisco IronPort
AsyncOS for Email Configuration
Guide] @ [Reputation Filtering] #* %
LTSS,

[Envelope
Sender]

FAR AvtE—YDxrNu—F%EE
HEANITLES,

admin@example.net

[Envelope
Recipients]

FTAR AvE—VDOZEEDOY A N
AALET, EHO= M) 2IEET
2551, Hr~TRYY £,

joe

frank@example.com

[Message
Body]

Ny —%Fle, TAR AvkE—U0
ARXEADLET, AvE—VARLD

To: l@Rexample.com

From: ralph

A& T 5120, Blofrice Vv 4
REANLET, I~y F—] 1T (A
TTRYILNT) AvtE—URILD—
ERBRINET, ~y X —FAIEL
720, ~u X —DERITHY B H -7
DInE, LRV ML —RERE
Wb E,

Subject: Test

A test message

A2 ALzt [Start Trace] 27 Vv 7 LET, AvbE—VICRET L, X
T AICERE SN TR TOMEOHEN N 1IN ET,

AvE—VURIF, =BV T AN VAT EANLT vy u— RTEET
(CLI TiZ, /configuration 7 4 V7 MUIZT v 7 ue—RLEZAvE—VRITE
fEALTT A M T&%9, CiscolronPort 7 77 A4 7 A~DA i KR— H7 7
A NV OYEGRIZBIT 2 32DV CiX. Appendix A, “Accessing the Appliance” %
SR LTLTEEN),
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(E)

FAF AvE—SEEALEA—L 70—0FNv5 : FL—2 N

BENMHAShD &, ERENTZA v E—VOHRBRET AN A vE—VDHE
TEROLNET, BIOT AN A vE—U% ANT D846, [Trace] X—VB X
Wtrace I~ KT, BICANLZE 7-1 OEPEH I ET,

F T2 I1ZR T, trace A<V RIZEX o TCT A NENDIREDEK B > a i, F
FEEBVIZFEFTEINET, ZOMEFIL. HIBEOHENMOBIEIZED L S I
HETOINEHMT D ) 2 CTHFICELLET, HEXE, FAL Y v v Tk

RRICL S TEBRENDGZEET RLAZ, RATIZE > TEHMlichd 7 KL RIZ

BHELET, £, RAT OREBEZZ T H5%EEIL. =AUV TR T—T7 ML -

TSN D7 RLVAIZEET S, L0 K52k E7,

= 7-2 FL—RERTLEROHEADRT

trace A< F &%

ay H A

Host Access Table WBELREZY A+ —I1Zx9 % Host Access Table D% E
(HAT) and Mail Flow |2M#lEnEd, AT o061, ASL7ZY E—h
Policy Processing IP7 RLABLRYE—F RASL U4 E—F LT

HAT N> MY BRFESHET, 7741 D
A= 7= R ) = EREEIN—T BLOE
HEOREDT Y NI —F LR TE £,

Cisco IronPort 7 77 A4 7 > A5 (REJECT F£721%
TCPREFUSE 77 A L— L %4 L C) #¥ka2EL
TDHEICHEEINTZHE, LT D trace 2w K
T ORERTHKT LET,

HAT /37 A — & O EDFEMIZ OV T, [Cisco
IronPort AsyncOS for Email Configuration Guide] @
[Configuring the Gateway to Receive Email | % &
LTL7EEN,
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® 7-2 FL—RZRITLEBOHAORT (KE)

trace A K &%
ay H A

Envelope Sender Address Processing

IhbDk s vaidlE, BELED L ARa—TEERHIIKHLTT I IA T v
ADHEENED LI ETLIPNEHNSINET (DFE D, MAIL FROM =~
VENRT TIAT UVADEREICL > TEDL IR ENDE N £9),
trace <Y RKiZ, ZD&Y 23 VOFIZ [Processing MAIL FrROM:] %))
LET,

Default Domain VAF—T, ZETEAYE—VDF 7 4L hDOEE
BERAAVEEFTHEDITHRELES K, =X
0 — 7R EHICHTLETRTCOEERN D Vg
WCHhEhET,

FEHEZ DWW TIE, TCisco IronPort AsyncOS for Email
Advanced Configuration Guidel ® TSMTP Address
Parsing Options] #ZML T 7ZE W,

Masquerading Ayt—VOrrRu—TREFEERT D LI
ELZHEE, ZREEREREINET,
listenerconfig -> edit -> masquerade -> config
Y7a<wr FefALT, 774 _X=F JRT—=IZ
WHEDHT N —TREEOT AL — R x—7
T LET,

FEMIZ DWW I, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Configuring
Masquerading] #ZM L T 7230,

Envelope Recipient Processing

b7 varTid, BELEZ U Re—TZEHRICHLTT S IA4T
AWMED XS THETDHINOENEZRLET (DF 0, RCPTTO 22w R
TIIGAT UV ADKEILL>TED L IITEIRENDE B0 £97), trace
a=<> RiE, 20Ok®7 v a OHINT processing Recipient List:] Z M7
LET,
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FAF AvE—SEEALEA—L 70—0FNv5 : FL—2 N

* 7-2 FL—RERTLEBOHADET (E)

trace A K &%

av H A

Default Domain YRAF—T, ZETHAvE—DF 740 NOEE

FHERAAL VEERETDHLHICHEELEZEAIE, =X
O—T7ZEHEIIHTITRTOERN DT v a v
WCHhEnET,

FEAMZ 2\ T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Customizing
Listeners] ™% [SMTP Address Parsing Options]
EZRLTLZEN,

Domain Map RAAL Y =y THREIC K > T, ZIEET FL AR
Translation B7 FLARCERISNET, RALY v~ v TOER
FHRELTBY, HELEZEET FLAR—K L
AT, 2o sy a BB ASNET,

FEAMZ 2\ T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [The Domain
Map Feature] Z#ZM L TS 7ZE WY,

Recipient Access Table | Y o — L RF XA —FDIEH, ZDOk® Y v 3 ITiT,
(RAT) RAT NOx=» MU IZ—HTHET L Nu—TZEFH
DTSN ES (2L 2iE. YV AF—0 RAT OHlfR
ENANZATHEDI, ZEHEZRELILEE),

AN D ZAEE DIEDOFHEMZ SV TIL, [Cisco
IronPort AsyncOS for Email Configuration Guidel] O
I Accepting Email for Local Domains or Specific Users
on Public listeners (RAT)] Z#ZH L TV,
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trace A K &%
ay

i

Alias Table

oI vaiF, TFI9AT UVATRESINT -
AVTAT—=TLHNOTY NV IZ—ETHEHET N
O—7ZEE (BLXO 1 2F-3EEOZEET NV
ASDERFEOER) B EShET,

FEAMZ 2\ T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Creating Alias
Tables] #ZML TS ZE W,

Pre-Queue Message Operations

ZITHEH, AvE=v0ars7ryYeZELThrb, Ayvt—ValfEEta—
WANDETIZ, TTITAT VANRKEA v =V ED X D 8% RT3 )
ZHALET, ZO/RHET, KED 250 ok I KB UE— h MTA ITIREH

HANCEITENET,

trace 2¥ ¥ NiX, ZD& 7 v 2 »ORIIC [Message Processing: | # /) L ¥

¥

Virtual Gateways

altsrchost 2~ R&EE[TTH L, = Xo—7k
BHEORERET KLA, RAAL 2 Eiid4m,. o0
ZIP 7 RLAD—FITHSNWT, BEDA ¥ —

Tz A AvE—UREDETOHENEST, =X

o— 7 1EEEFD altsrchost I RO F V|2 —
¥355L. FOHERN OB a i ENE

7

ZITHEHDYECONEEESS— T oA T R AT,
BRIBDOA = 74 NVHRBIZL-TEEEZSR
HGENHY £,

FEHEZ DWW TIE, TCisco IronPort AsyncOS for Email
Advanced Configuration Guidel @ TUsing Virtual
Gateway '™ Technology ] #ZM LT &,
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FAF AvE—SEEALEA—L 70—0FNv5 : FL—2 N

® 7-2 FL—RZRITLEBOHAORT (KE)

trace av> K %5
ay H 5
Bounce Profiles

N URA TaT 7 A 0%, WP O 3 DORE R Tl
AShET, ZIBRIOFRS L hTT, UAF—IC
Ny A Ta7ZyrAARNEN Y ToNIHGEE,. 7
2 ANOZOREETEIY Y THENET, EOEFHRN
TovsvaicBhENET,

FEAMZ 2T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guidel] ® [Handling
Undeliverable Email] ZZM L T 7ZE 0,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m



E7E  GUI TOEZDRDEE |

B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

® 7-2 FL—RZRITLEBOHAORT (KE)

trace A K &%
ay

i

Work Queue Operations

WO—BEOMREIL, F¥EF2—NOA v E—IITR L TEITEINET, HEEDN
FITSNDDIE, 7IF7AT U MIpbDAyE—URZIFANLNTE, D

Avb—UnEEHE L THEF2—ICANLGILDHITYT, status I~¥ 2 FE
L W status detail 2= KIZ & 5T Messages in Work Queue] 235 S

i‘j‘o

Masquerading

A vt—U® [To:]. [From:]. 8LV [CC:] ~vF—
B (VAT —=DBANSINTZAZT 4 v T—T )b
FLIFLDAP 7= —%2BLUT) vRAZ73ndH L9
WCHEE LSBT, CREERRRENET,
listenerconfig -> edit -> masquerade -> config
V7 av s REMHLT, T4 =1 JURF—IZ
KL TAYE—Y Ny X =D~ AH L — FE A x—
TN LET,

FEMIZ DWW I, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Configuring
Masquerading] #ZM L T 7230,

LDAP Routing

U AF—IZx LT LDAP 7 = J =31 X —7 /LT
o TWDHEEIE, 2Dk Y v a2 LDAP #F [,
BV—T 47, AW L—F, B =77
TV —DOFERNH T SN ET,

FEMIZ DWW T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ TLDAP Queries]
LT IEEN,
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® 72 FL—RERTLEBOHADET (E)

trace av> K %5

ay H 5

Message Filters VAFATAX—T IR TWNBTRTDORA v E—
Processing CITA4NEIL, TOFSTT AN AvE—UiICko

TiHMlisnET, 74 & T LI — VD FEl S d,
BEOEREN Ttrue] THIUE, ZOT7 4 VEDEKT
JvarBNIBRFETENET, T4 AF IO T 4
NWENT 7 arvbt L TEHEENTODEERHY

T 4 VHITIERIRIZ R AT 4 T ESET, —n
Mfalse] CRHisNT=HA,. 77> a DY A RNR
else MICBEEMIT N TWIIE, ZNLH6DT 7 >3
IR ENET, 2o a v iliE, JE
B EINTZA v =Y 74 V2 OFERNE TS
nEJ,

[ Cisco IronPort AsyncOS for Email Advanced
Configuration Guidel] ? TUsing Message Filters to
Enforce Email Policies] ZZM L T 72 &0y,

Mail Policy Processing

A= RY =TT g R, TUoFARL TUoFUANA, UA
ARG T 4V AREREL | FRE ST R TCOZEHEICH T HHEFED XX
VIRERREINET, BHOZXEENETFA -V X274 v 2—T %D
BHORY) =l —HT H25HIE. BT LHEFR) —BROZET v avic
MR LFRENE T, [Message goingto] &5 R FU 7%, EOZEHE
NDEDODRY —IZ—HLENEERLET,
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trace av> K %5

ay H 5

Anti-Spam DI Va iR, TUFANRL A% v COLHE

RGL LTI T ITRBREISNTHRNA v E—IPIR
INFET, AvE—UNY RF—IZHT DT F AN
L AX Y AT Lo T IND Z LI > TN
B, AvE—UIRNBEEIN, RENZHENSEHD SN
F 9, CiscoIronPort 777 A 7 L AR, ZDOHEIZ
HONWTAYyE—VENY U RAERIT Ry 5 &
INTRESINTWDBEARE., TOERNE S,
trace 2~ FOMEIIEIEL E,

H VAT ATT VY FANRNA AXF Y URNMEHTEX A
WA, ZOFIRFEKSINET, T FANRA R
Xy EEHATETH, WiEX—ICLoTAx—T L
W25 TWRWESIE, ZOERbZOES v a iz
HhanEd,

FEMIZ DWW I, [ Cisco IronPort AsyncOS for Email
Configuration Guidell @ TAnti-Spam| % Z M L C<
7ZE0,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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| $57%  GUI TOZOMDHES

FAF AvE—SEEALEA—L 70—0FNv5 : FL—2 N

* 7-2 FL—RERTLEBOHADET (E)

trace A K &%

ay H A

Anti-Virus OB a I, TUFUANA AF DR

HURELTTTIIBRESNTORNA v E—URN
RENET, AvE—URIRAF—IZHTET T U
ANVA AR Yy AL THUEIND Z L2732 > T
DA, A vV S, KSNTHENH T
SN E T, CiscoIronPort 77T A 7 v AN, J&Yy
Ave—Ch 7)== $H5LCHESNT
WAHEARX, ZOEMRBERINET, TOHEICE
DSNTRAYyE—VENY U RAERLEI R Yy T T5L5
WICRESNTWDEER, ZOMBHMMAH S,
trace 2~ FOMEIIEIEL E,

B VATFATT VT UA LR ¥y URMERTE
WGBS, ZOFIHEFEKRSAES, TUoFUA LR
AR YU EMATECYL, BiEF—I2Lo> T X7
Mo TWRWEEE, ZoEHRb 087 v a v
WCHAOShET,

FEMIZ DWW T, [ Cisco IronPort AsyncOS for Email
Configuration Guidel ® TAnti-Virus] ZZM L C<

72X,
Virus Outbreak Filters |Z v 7 v g 12i%, AN REGET ¢ L ZREAE N
Processing ARRF LW T 7 AN EEGLA v E—VBRRENE

T AvEBE—UNZEHRICKHTEVANREGET v
AHEREIZ KL » T &SN D Z LT/ > TV B GA,
AvE—UFRE SN, ZOFMAHOEINET, T
FIGAT AN, HEIZESNTA v E— 2R,
NYUAL FHEEF Ry 7T L0CRESNTND
LA, TOBERNBH ST, WEMEIELET,

FEHEZ DWW TIE, TCisco IronPort AsyncOS for Email
Configuration Guide] @ TVirus Outbreak Filters| %
ZHLTLIZEN,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m



E7=
B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

GUI TOZDHDHEE |

® 7-2 FL—RZRITLEBOHAORT (KE)

trace A K &%
ay

HAh
Footer Stamping

IOk vaillE, AvE—VICREFERT R b
UY—=2ARMMENTZNE I DPRRINET, 7TFA
b U Y —Z2D4RINBERSNET, [Cisco IronPort
AsyncOS for Email Configuration Guide] ®

[Message Disclaimer Stamping] #ZH L T2
AN

Il Cisco IronPort AsyncOS 7.3 for Email HEEEHL A F
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FAF AvE—SEEALEA—L 70—0FNv5 : FL—2 N

® 7-2 FL—RZRITLEBOHAORT (KE)

trace ATV F &4
Yayv HAh
Delivery Operations

WOFLT vasitid, AvE—UPBMEESND &L EITHRETLIEER RIS
F9, trace AV RiEL, TDEY ¥ 3 U OHIIC [Message Enqueued for
Delivery| &) LET,

Global Unsubscribe per |trace <> ROASE LTHEHELEZ(EZEN, 7
Domain and per User |z — LEMEE ILEREIC RSN TWDZEH, ZEH
FAAL Y, E72FIP T RLRIZ—ET 5 &, KRB
DZEET FLARZORE 7 v avicHhsnEd,

[Cisco IronPort AsyncOS for Email Advanced
Configuration Guidel ® [Using Global
Unsubscribe] ZZHL T 7ZE 0y,

Final Result

TRTORERH N SND &, REERDBFRINES, CLI Tk, 'Would
you like to see the resulting message?] WO WIZH LTy AL ET,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

[Trace] R—<® GUI 4

71 [Trace] R—C DA A
Trace

Meassage Delinilivn

Sender Information

Sowrce 17 | ) 534

Fully Quealifiesd Mmg,::::g-'ﬂ Punmlmﬂ.u:mnﬂu.mn

Listener to Trace Behavior on: | | pyblic (172.72.05.1:25) )

SenderBase Netwark Cwner 1D | (3} Logkup network owner [0 sssocisted with source 15
T

SenderBase Reputation Score (SBAS): | (2 Logkup SERS assooabed wilh scurce 1P
O vse:

Ervelops Sender: br\el!bnd.slenrlerueurrmle.dumain

Envelope Recpsenls (separaied by | admin@sronport.com
COmmas):

Uplead Message Dady: | | [_Browes |

Faste Hessage Body: | [Eubjea: hella
(If na file is uplanded. )

This s & tacl message.

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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| $#7F  GUI TOZOMDAER

TAF Ave—SEERALEA—)L 78—0OFRv5 : FL—2 N

7-2 [Trace] R—T DA (1/2)
Trace

Trace Resulls

Hnost Arcess Table Processing (Listener: Puhblic)

Matched On:  ALL Sender Group

Named Pohey:  ACCEPTED
Connection Bahavior: | ACCERT
Fully Qualified Domain

Hame:

SenderBace Network N/A
Cramnier [0

Senderfiase Reputation | Nfa
Score;

Policy P s: | Mane. Messages Per Connecti
Mane. Recipients Per Message:
Maw. Message Sipe:
Man. Concurrent Connection From a Single 192
Lise TLE:
Man. Recipients Per Hour:
Uise SenderBass:
Lise Spam Detection:
Use Wirus Detectian:

Envelope Sender Processing

Envelope Sender: pretend.sender@example.domain

1,000
1,000
1008
1,000

Defaul
Dinfaul
Defaul
Dinfaul
Defaul

Defaul

Default Domain | No Changs

Envelope Reciplent Processing

Envelops Recipiant: sdmin@ironpert.com

‘i

Default Domain | No Changs
Processng:

Cramain Map Processing: | Mo Change
Recipient Access Table | Dehavior: AOCERFT Matched On: sdman@ironport.com
Processang:

Alias Expansion: | Na Change

Assigned Virtual Gateway: Nane
Assigned Bounce Profile: | None

[ oL-23080-01-J
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E7E  GUI TOZDMDAESE |

H GUI»50 XML X 7—4 RDURE

7-3 [Trace] R—T DA (2/2)

Domain Masquerading

T e

rilter Frocessing
shapper | Shpped (Inactve)

always_deliver | Rule: repe-tn == “@mail.ga®: False
Rule: reph-to == irgnport.com”™: Trus
Rule: OR: True
Action: deliver()

Hail Policy Processing: Tnhound (matched on palicy Public Upgrade)

Messape ooing to:

Anti-Spam Frocessing

Evaluatian: | Mot Spam

Anli-Virus Processing

Ewaluation: | Me Viruses Detected
Clapsad Tirme: 0,000 s&c

Actions Taken: | Delivered

WVOF Processing

Ewaluatian: | Me threat detected

Foaoter Stamping

| spended Temt Resource: foorer

Domainkey Signing

Result of Domainkeys | Domainkeys signing not enabled in this listensr's HAT
ProcEsEINg:

Hessage Delivery [(malched on policy Pulblic Upgrada)
Final Envelope Sender: | pretend. sender@example domain
Firal Racipsents: | admin@irgnport.com
Final Meszage;

Peceived: fics seasctehoat.exesple.co= (HELD TEST) {[1.2.35.4])
By maill, suaspls, com with TEST: 71 Jul 7005 14:80:08 =0700

Message=Id: <4Eqiékédfablic>

¥-Beright=ail-Trackes. RAARAAS=

H-BrightmailFiltared: trus

K-Ironforc-Anti-Spam-Filoered: crue

X-IzonPoze-AV: 1="3,55,134,11204E0400";
d=~gcant~; a==0:sRiTo"

Bubjemer: halla
cantant-Tranafar-Enooding: Easshd
Concenc=Iype: Text/plain: charsev="ucf-g"

VEhps plips iR THR LS IggEW Y 2 PR SaXFTOMFTONFT 0O FTO S a 0D ] g + DCwr + O DAl R+ Clna A
et #0ER00C 14+ 0BROChppTacle ICl s IiEgEnFvYNEl e Ugimind Gy C 1 0 2R TOSFT 0O FT O S Rge=

GUI M50 XML R T7—4 XADINE

e XML NX—V%BELTAT—XAEHRRT D0, XML A7 —X AHFHRIZT

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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GUIH 5D XML X7—4 20 B

07 LhTTIIEALET,

XML A7 —% AfEHBIL, BT A—NVOE=F ) 7B RIcTa 7o A TT
7EATLHHEERIELET, BHOT T UFICL - TiX, XML 7 —¥ % H#
KRRTEDLIHDLHY £7,

WDORIZTFRT GUI OFRX—TOFERIL, #5325 URLIZT 7 ®8ATHZ &Ik
. B XML H A LThERTEE9,

GUI OR—T 4 ¥id % XML X7—4 X URL
[Mail Status] http://hostname/xnl/status

[Host Mail Status http://hostname/xml/hoststatus?hostname=host
for a Specified

Host]

[DNS Status] http://hostname/xml/dnsstatus
[Top Incoming http://hostname/xnl/topin
Domains]

[Top Outgoing http://hostname/xnl/tophosts
Domains?]

PION=VET T HNIT, TIT A TREEOFEGIEICY — FShET,
ZDNEFAZZEFE T 521X, URL IZ [?sort=order] ZfIMLE4, 22T,
order | conn_out, deliv_recip, soft bounced, F 7=!& hard bounced T3,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
| oL-23080-01-J .m



E7E  GUI TOEZDRDEE |

H GUI»50 XML R T7—4 ZDINE
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= CHAPTER

— RN EEZIRY

Framemaker 7 > 7' L — b OWNFITRD L BY TT,
[Cisco IronPort 777 A 7 ADEH | (P.8-315)
(4 R—k 2= R (P8-322)

[ —4FoiEm (P.8-333)

[ar 74 X¥al—vay 774 V0% (P.8-344)
X =7 =/ (SSH) F—0&# (P.8-357)

CiscolronPort 7 754 7 ANDEH

LR & 27 Tk, Cisco IronPort 775 A 7 AND —fx B 7 BERE & fl HLIC
PR CXF4, ROBIELa~ FIZOWTHBELET,

shutdown
reboot
suspend
offline
resume
resetconfig
version
updateconfig

upgrade

[ oL-23080-01-J
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E8E —BUGEESRY |

WM CiscolronPort 7 751 7 Y ADER

CiscolronPort 77SA 7 2VRADU ¥y bSOV

IronPort 7 77 A4 7 v A% v v ME DT 5I121E, GUI @ [System
Administration] A = = — CH|H 872 [Shutdown/Suspend] ~— Y ZHH T2
7>, CLI T shutdown 2~ R&EHHLET, 8-1{Z. [Shutdown/Suspend]
R=TUEERALCT I IA T A%y y MU T HEERLET,

TIIAT A Yy MU F5H &, TronPort AsyncOS 3T L, 777
ATV ADBEREZRIIATZIZTEET, 7T IAT A, BfEFXa—DRAy
VR RKOTIRTHEHTEES, 7773470 R &Yy MU UTHE
TEMEANTHHERHY 3, T 7 4/V b OBEEIL 30 B TJ, IronPort
AsyncOS TiX, ZOBILEOMICA =7 U BN ET LET, TORMTEHEE
BB e, A= U ERITREIRICPA L b E T,

X 8-1 GUIIZKBTTSAT7VARDY Yy FFIY

CiscolronPort 7 75472 AMDY) T—F

IronPort 7 774 7 A% U 7 — h§5I12i%, GUI @ [System Administration]
A = =2 —"CHIH aT#e7 [Shutdown/Suspend] ~— ¥ % 3% %>, CLI T reboot
av s REFHLET, 8-2 12, [Shutdown/Suspend] <*—Y ZHEH L TT7 7
FTAT LAY T = T L5 hEERLET,

TTIAT v AEY T —~F B L IronPort AsyncOS BAHEBEI S, 7774
TUADEREREEIA T, TTIAT AR T—=FT&EET, 7774
Ty ARV Yy NEU T HRBEZ AN T HULERS Y ET, 7740 bOE
FEAE X 30 B CF, IronPort AsyncOS Tix., & DBIEMORIA—7 > 7k
FETLET, TORBEMEEBZD L, A—7 B dssfmcE s nEd,
TFIAT AR, BEXa—NOA v =V RbTICHESH TEET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Cisco IronPort 7 754720z A

8-2 GUI 2ERALE=7 IS4 7 VR0 T—F
Cperstion: | [Shusdown 1

Humnbsar of sesands b wat before ferably dosng cosneciens: [0

IronPort 7 7S5 A 72U REAVTFHFUORKREIZT S

(E)

VAT A AT T ARFEITT HEE1X, Cisco IronPort 7T A TV A% A T
FTA VIR T DXLENH Y £, suspend I~ K& offline I~¥ 2 REFELT
T % &, TronPort AsyncOS AL —F ¢ 7 VAT LInA 7 T4 IRERIZR D
F9, 774 REORKEBITRO LBV TT,

o EREBTA—NERATAIINERTA,

o REBJBTA—NEERELINET,

o T JHEENEIEINET,

e CLIX7 Z7EBAAREOE FIZ/H T,
TTITATVANETT T A IRBEIZRDBIEEEZANTILERNSH £5, T
7 4V b ORIEMEIE 30 B TY, IronPort AsyncOS Tix, T DRIEME ORI A —
TURBERNET LET, TOBEHEEEZ D &, — 7 e BEIXm IR
UonEd, A—7 RN WA IE. TSI 7 T4 REBICZRY 97,

suspend I ¥ K& offline 2 ROEWIL, suspend I~ KliZ<= DU
T MMETHZEDREZREFT A LTI, suspend I~V REFRITL, 777
AT AEY T — T B5E1F, resume I~ REHFH LTV AT A2 AT
A RBECRTLERHY £7,

GUI < [System Administration] > [Shutdown/Suspend] <—> Z{HEH LT, 77
TAT UV ATOEBFA—NVOEZEEZFMITEET, 77747 AHEEDY
AF—=BEFET DHEE, Hx DY ZAF =12k LTEF A —LOZE % THiB &
UHEHTcEES, ETANOEZEEFTWT 572D, [Commit] 7V v
LET,

B 8-312, BT A—NOEZENTMESNIZEF AN X2V T4 TTT7A
T ADRERLET,

[ oL-23080-01-J
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E8E —WRLEESRY |

Wl CiscolronPort 7 754 7 VADEE

8-3 TIF4AT7 RATHE Sh-ET A —ILOLE

paoperstine
e S | Seamn |
Dredrenry: ::':I“: : -::n-v O |

Connection Hending) | Wran poy #osads nuEpand, P Fphsncs & wlize e conacBang. JF &

per of Sacends b mait Bedace forctly cadisg oonssotons: [30

suspend O<v > F& offine a<w > F

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing
connections.

[30]1> 45

Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> offline

Enter the number of seconds to wait before abruptly closing
connections.

[30]> 45

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
8-318 OL-23080-01-J |
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Cisco IronPort 7 75147 20eE N

Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.

2754 VREN > DEAH

AsyncOS CLI T resume 2~ > R& 3479 % &, IronPort AsyncOS A= L —
T4V AT A (suspenddel F 721X suspend I ROERHE) MNEH OH)
EIRREIZIR Y 77

F 72, GUI T [System Administration] > [Shutdown/Suspend] ~— < ZfEH L
T TTIAT UV ATOBEFA—NOEZEEZHHTEET, 77747 R
BEO Y ZA T —=BIFET 2501, fxD) 2T —ITd LTEFA—1OZELE
HRETEEY, BFA—NVOREZELZHHT 72O, [Commit] 7 U » 7 L
ES RN

resume O3> K

mail3.example.com> resume

Receiving resumed.
Mail delivery resumed.

mail3.example.com>

HERFT 74U ME~NDY Y b

MBI T 7T AT o A BB LI L SI2, HRT 7 4L MEICRE L2V E
eV F£J, [System Administration] > [Configuration File] ~—® [Reset
Configuration] 7 ¥ 3 72 id resetconfig 2~ KEHHAT L L, 7XTD

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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E8E —BUGEESRY |

WM CiscolronPort 7 751 7 Y ADER

GE)

48

IronPort AsyncOS DR EMMR LMRET 7 4+ /v MEICY By FaitET, Z0=
~ U RIFIERICEEN TH 2720, 2=y MEBEIT 556, REDHMEL #
BT HEEDOTFEL LTORMEA LTI ZEN, REDY £y MRIZV AT LK
BT 4P — REZIL systemsetup 2~ REEITT L EnHEREINET,
FIPS LD T 77 A4 7 ADH6, HSM 71— RIZ & 2 BEFEO T X TOFE ¥ —
X, TOXT OFFRENHIBRENDT-DIZINL L 9, resetconfig I~ K%
FEATT HHIIZ fipsconfig -> init 2~ REEITTH I EnfEEINF T,

resetconfig A<V KliZ, T IA T UV ANET T T4 IREEILH D & EIZDOHE)
fELE T, resetconfig 2~¥ 2 RMNFETTH &, systemsetup v REFE
TT 2 THOTHLT T ITAT UVANBLT 7T A IRBEBIZEY £9°, resetconfig
awy REFEITTIHANCE T A —/VOBREDNFWR N7 E1X, resetconfig 3
vV RMRET L EXICBEFA—NOEEPHRITINET,

resetconfig AN Féﬁﬁj—éts FTRTORY FU—OE&E)&‘H:‘.ETH#?
T+ MEIZRYET, BEICK> T, CLIMSYISh, 775347 0X
IZEHIT BE=HICEALE-Y—EX (FTP. Telnet. SSH., HTTP. HTTPS)
NTF 1 E—TIIZEh, userconfig AR KT LE-EBMODA—F 7hoY
FAHIBRENET, COARUFK, DUFILAVE—D A REFERT S
M FEETFI4ILED Admin I—F PHHO Y M LEBR—FEDT 74
IMEEZFEALTCL ICHEERTERVMESEFEARALEVTESLL,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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Cisco IronPort 7 75147 20eE N

resetconfig A< F

mail3.example.com> offline

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.
mail3.example.com> resetconfig
Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.

AsyncOS D/\— 3 VRN R

Cisco IronPort 7 77 A 7 o AIZEHTIEA A b —/L STV D AsyncOS D/3—
Va v EMERT HI121E, GUI @ [Monitor] A == —»6 [System Overview] ~X—
CEMEHT 5H ([[System Status]] (P.2-67) % Z:ff). CLI T version ¥
RE[EHLET,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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E8E —WRLEESRY |

WM gR—Fa<woF

HR—k a2 R

TTIAT VAT v 77— RTHGEUR— b 7a (X —2HKET D
BAITRIISEDa~» REMEEIIRDO LBV TT,

e T =N %F—1 ([Support Request] ~~—” & [Remote Access] ~—3)
o fREX—

T ZAhIL BR—F

[System Administration] A == —® [Technical Support] £ > a I,
[Support Request] & [Remote Access] D 2 DDOX—UNEENET,

JE—FT7I9ER

IronPort 77 A 7 > A~® IronPort # AX~<— VAR —F UE—F T ERA%
FFA4512i%, [Remote Access] X—Y &AL £,

8-4 [Remote Access] R—
Edit Customer Support Remote Access

Cuslomer Supporl Remole Access

[¥] allow remcte access o this appliance

Customer Support Fassword:

Camnol be the fame as yow admim password

Secure Tunnel (recommended): Iretiate connecion via secure bunnel

Part: 25

Apolisncs Serisl BorrbEr: | 600 RN - 00RO

[ Canerl | [ Submie |
VE—h TI7RRAZARX—TNZT DL, TR T EVRAT AADO—ENRT
I ADIZHD, IronPort H AKX ~— HKR— MIXVEHINDEERT Y
VRN EDCRY 9, ZhiE. IronPort H A X~ — PR— MLV, FEEN
VAT AEHRELIEY, REFEMLIZY, BELFR—F2fELZVT0%
I LI NET, £/2. CLIT techsupport I ¥ FEMFEHAT S
ZEHTEET,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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| $8% —BRLEESRY

HR— FER

H#—rawrrF N

eXaT72 b)) OFEREAR—=TMIT DL, TTIAT7 ALV I
TE IR — b &4 LT — 3 upgrades.ironport.com ~0 SSH k> F/L3MERK &
NET, 774/ TR, ZOHERITR— 252N LET (VAT LA TITET
A=)V Ay —VERETIHEDICZOR=NEN L T—HNRT 78 ARLL
B0, ZOR—bMOFERIZIZFEALORKECRHEL D FHA),
upgrades.ironport.com ~DIEF NS Sz 5, IronPort 7 A X ~— H AR —
MEISSH ho RN EHHLTT FI7A TV ANDT 7 B A ZBHFTEET,
A— bk 25 B LI DNFFAI SNAIRY . 1ZEAEDT 74T U4 —/LOHR
WTEH SN FH A, £7-. CLI T techsupport tunnel 2~ R&EEHTHZ &
HTEET,

MVe—h 778X &£ ThrR) OFFOE—RFTIE, NATV— RBLET
T, TIUITV AT LT VB AT EHDIERHENDERAT — R T2l b %
RS HZENEETYT, "AT—REVRAT LDV I TNANEGZNAIAL < —

PR — MEYFIZRIML I NIRRT, TIA T RAZT 7 8ATHDICEH IR
DHINAT— RPNEREINET,

techsupport k> RANBA R—T W75 &, upgrades.ironport.con (Z 7 HH
B SN EFITRV ET, 7T HERIC, ML SNTHEITUIE S ET AR,

Wo T AMBIi SN D & h U RVICHEER TE £ A, SSH b o RVEREIC R E

INFZHALT YU MIVE—NTI7EBATAT Y MZHEAINEREAL, UVE—
NTO7RRATADY NIRRT 77 4 7T DETIIT 7T 47 T9,

[Help] > [Support Request] ~X— % 721% supportrequest 2 <> K
(supportrequest %Y ROFEHINZ DWW TIE, [Cisco IronPort AsyncOS CLI
Reference Guidel #ZH LT 7Z2E3W) 2T L, 77 I9A4 7V ADORE
% IronPort # A% <v— HHR— b F—ARLBML—FIZE A — /L THEE LY,
PR — bR BERMEICE T2 A MEAN LI TEET, ZOav L R
AT, TTI7AT VAR U —Fy MIBTA—NVEXETZHLE
NdH Y ET,

[ oL-23080-01-J

Cisco IronPort AsyncOS 7.3 for Email BEEEH/ F i



E8E —WRLEESRY |

WM gR—Fa<woF

AFvFT A1
AFyvFT 2
ATFvT 3

ATFvT 4

AFvT 5
& DA

8-5 [Support Request] R—

Support Request

Reguest Technical Supporl

Sent Request to:

Conlack Infarrmation;

Iszue Descnplion:

Customer Support Ticket Number
{epticnall:

IrnPret Custamer Support

Other recipsents (optsanal): |

Feparale mulliple emad addraties willy cormmas

Hame; |

Email: |

Dther Contact Information (sobional)

Phonel; |

Fhonez: |
[Mabie, Paper, alc.)
Other: |

Plaase descrba the msue in the space provided below. Prawide sz much detal
as passible to aid in diagnasing the issue.

If wou have an &xasting Custormer Support ticket open for this issue, please
anber L below,

S ER (L BF AL T FLVA, EREESRE) AN LET,

MIEONEZ NI LET,

TITANRTE, PHR—FER (274 F¥alb—vary 774 0EED) X
IronPort # A Z~v— HAR— MIEEENET (T4+—2 EEHOF =y 7Ry 7
2EER), £, OB T A —L T RFLR (EHEOT FLA I A ~TREY
FP) ILar 74 Fal—vary Iy A VEETA-NLVTEETLIILEHTE

£,

COMBEIETLAAS~— YPR—K Fry b 2T TILHF->TWDLHAIR, £

NEANLTLIES N,
[Send] %27V v 27 LET,

T TN F iy RBMERE N ET, FEMICOW T, [TronPort Customer
Support) (P.1-7) ZZHL T EE W,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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H#—rawrrF N

Ny b v TFy

LA ko Cix, BERAREC IronPort 7 A% ~— PR — MIBWAbE L

T, B AN EF2VT 4 TTIAT U AEDER Y T =27 RIBITHONT
FNOENDZENHVET, TFIAT VAT, TFIA T  ANER SN
Xy P =7 TEZEENTWD TCP/IP LD/ 7 v M2 EZB L UOERRTE
F9,

Nry N XX T Ty w2ITTHE. Xy NI —IBREET Ny LIy, 77

TATVAZEELTCND XY NI =0 " T T 4w IRT T ITAT LV ANDLE

BENTWERY NU—2 "G 74 v 7 R LIZY TEXET,

TITIAT L AFF Y T TF v Iz Ty NORIEE 7 7 A WVITRITFL, 774
Nea—ANTHRELET, "Fry b ¥ 7T ¥ 77 A NVDORKPA X, R
T b Fr T FXOETHR, BLXOXF Yy 7 F Y 2ETTHRY NT—F A
=T AEHRETEET, F/o, 74 NFEFERALT, FFEOFR—FMNLO
N7 4 IREED I TAT > FNEZEFY—OIP T FLANLD b
T4 IIZNTy N XX T TFrEGIRTLHELTEET,

GUI & [Support and Help] > [Packet Capture] ~<— IZix, /~N—F K74 7Tk
WMEINTETBRRNRT Yy N ¥ T F v 77 A NVO—BRRREINET, N7y b
X v FF ¥ NFETIN TV DA, [Packet Capture] ~X— U2k, ETHOF v
TFXDAT—=H A (T 7 A F A XORREM 72 EOBIEOHGHER) HEK
RENET,

Ry b xFxFFx 77 AN [Download File] R¥ v AL CHF v a—
RFL, TR TR T TNy 2—T 4 7 DI=DIT TronPort 1 A 4 < — P iR—
MIBEFA—NVTRERETEET, 2. 1 2FLEFEREO 7 7 A LV ERIRL,
[Delete Selected Files]| %7 UV v 27352 L1k, Xry N Fx7Fxv 774
NEBIBTSZ b TEET,

CLI T, packetcapture 2~ R&EMHL ET,
8-6 1Z. GUI @ [Packet Capture] X— T %R L ET,

[ oL-23080-01-J
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8-6 [Packet Capture] R—2
Packet Capture

| } |
¥

CIE0-DISOSEAALIE 14 - 3010031 3-200%04 cap (LK)

Caphure File Sige Limit: | 700 MD
Caghsrs Durstion: | Rus Caphers Esdefiaialy
Irkarfaces Selacteds | ALL
Fiksre Galected: | (i part 35)

Edd Sabiaig...

A Y

GE) v b 27 Fr#ERIL UNIX O tepdump 2 > RIZEITWET,

Ry b v TFvORIE

CLI Ty b %% 7 F ¥ ZB4hT D1T1d. packetcapture > start 2~ K%
FITLET, EITINTWAE Ty b I T F v 25T H0ERD 551X,
packetcapture > stop 2 ¥ REFEITLET, 7T IA T AT, Byar

TRy B 2y 7 F ¥ MFILLET,

GUI TR7y b v 7 F ¥ ZBAsa+ 2121%, [Support and Help] A ==2—®
[Packet Capture] 47"+ = % #IR L, [Start Capture] %27V v 27 LET, FIT
SNTWDF Y FF v &iF1k7T 5121%, [Stop Capture] 22V v 7 LE7, GUI
TR ENT=F ¥ I Fridty i a VHITHER SNLET,

GE)  GUIIZR RSN D1 GUI Thlhs =7 v b v 7 F ¥ 7215 T, CLI TH
WMESNTZ Ty b v 7 FyvidgorshEt A, FKIC, CLIIZIE CLI ThH4h
ENTEBEORTY Yy b Fv T F A DRAT—Z AP TIRERENET, v 7
FXIF—EIC ] DT ETTEET,
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gR—pF awor N

RTy b Xy TFrBEDRE

CLI Ty b % 7 F ¥R EEmET D121, packetcapture > setup I~ &/
FaEITLET,

GUI TR7y b v 7 F ¥y RELWET 51213 [Support and Help] A == —dD
[Packet Capture] 47"+ = » &I L, [Edit Settings] %7 U v 7 LET,
#8112, REFABERNTy F ¥ 7 FyOHAZRLET,

* 8-1 Rry kX TFeBEFTOaY

AFoay E L

[Capture file size limit]

FRCOAY y b X TFr 77 A LORK
77 AN HFA R (AHSA R D,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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# 841 Ry b X TFrBEA T3y (HES)

AFoay

B8

[Capture Duration]

NRry b FyTTF v OFEITRIHAZER L £
‘j‘o

e [Run Capture Until File Size Limit
Reached], 7 vy b ¥ 7 Fxix, 77
AN YA ZHIPUCEZET D E TEITS N
i‘j‘o

* [Run Capture Until Time Elapsed
Reaches], /X7 v kN v 7 F vk, &RE
SNTREFNFRIRT 5 FE TEITSNET,
BRI AL (s) . 0 HAL (m). 7203
RFfIEGL () TANTEET, L&
EETICREEZATT5H L. AsyncOS T
7 7 v N CHHEAREH S ILE T,
ZOFT T a I GUI TORMEMTE &
R

GE) "y TFFv TrAMIL10A
DRIy EI SN E T, RO
BT DR Ny b ¥y T F ¥
77 ANNERKT A ZHIRICEIEL -
LA, TO7 7 A VDL EWERY
NHIBEESN (F—2Z P WESNET),
BEONRry b ¥ 7F v 7—HT
LW NG EnEzS, v b
XY I v T AE—EIZ 1/10 72
JHEEINE T,

e [Run Capture Indefinitely], /37 > b
Fy I Frid, FEITELRT D ETHET
ShEJ,

GE) TFEHTTry b I T FyEEETD
ATy b FXY TFx 77 A0
BV A ZHIRICEE L2 SAE, €
D7 7 A NVOE L E WS DBEIERS
(FT—ZBWIESNET), BUEDOA
o b FxTF v TS TH L
SN ENET,

Ry bk F R TF RO THFHTEET
X%,
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# 841 Ry b X TFrBEA T3y (HES)

AFoay ELE|

[Interface] Ny N XX T TFYEFETTLHRY NU—F
A B —T x4 AHERLET,

[Filters] Nry ¥y T F ¥y CRIFEEIND T —X Dt

EHIET A720l2, Ty b F¥ T Fxic
TANE AT H0E I MERRLET,
EMERINT- T AN EZEBEHLTR—,
72747 MNP, ¥ —XNIP TT 4 V¥
Vo7 Lizb (GUI @), UNIX @ tepdump
avy RTCHHR— b ENEL (host
10.10.10.10 && port 80 72 &) AL TH
AR T ANEEERLIZD TEET,

AsyncOS IIH LW T y b F¥ 7 FArREZFEALET (INHEEER),
EREARGFTD2HEEHY EH A,

8-712. GUI TT v h X I FrxEamEdT o0l 2R~ LE T,

[ oL-23080-01-J
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8-7 [Edit Packet Capture Settings] X—>
Edit Packet Capture Settings

Fackeld Caplwre Scttsags

Capburs File Siae Umit: (71| B0 b b e dids 18 S00HS
Copture DWaBen: | o caohars Untd File Sige Limit Eeached

£ Aun Cagturs Untl Tire Dlsgsed Reachar | w308, Sm 308, &

& Run Capturs Indefirdtely

The cpfure can be anced mancely st sny B ups Bhe Deiings sbowe o Ipec sttt Bhe

capdure 1ol et sufovraial
trterams:
O Lige selectad inberfaces
Maragemart

) Upe ol intartaces

Filtyry: | AV Sfary are opfioned, Deldy s nof maenceisry

O Mo Fitees

F1 Pradefved Flters (F
Ports:  F—
Chert [P -
Sarer [P -

1 Euinam Filtar (7 [

sote: Facket capture Fettegs will be avadabis for ube imimedately mbes Jubmied

B —nER

BEICE o T, PAR—F F—20, VAT LA TREOHREL A X—T7 MIZT
HX—%MT 52 LN H Y 9, GUI T [System Administration] > [Feature
Keys] X— (F721% CLI T featurekey 2v 2 R) ZFEHL, ¥—%ANL
T, BEfM T b iEE A R — T LIZLET
XF—EZTTITATADV Y T ARG LA X =T N SNLERICEAETT (b
DYAT ADF =D AT LATHEMT D LIFTEERA), F—2MH
EoTANLIEGAIE, =7 — Ay bE—URERESNET,

HERE % — DOREREIT [Feature Keys] & [Feature Key Settings] @ 2 DD ~_2— T4y
HEhET,
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[Feature Keys] X—

HREF—DERE

GUILlcae 71 > L, [System Administration] # 7% 27 U v 27 LEJ (GUI ~®
7 7' AFIEICDWTIL, [Cisco IronPort AsyncOS for Email Configuration
Guide] @ TOverview| DEESHL T X)), ZHlD A ==2—0 [Feature
Keys] V> 27 %27V v 27 LEd, [Feature Keys] X— Y ORNRIFTKRD LBV T
R

o TITIATLVADTRTCDT I T 4 7T IRHEREX—NERENET,
o TIUT ANV a URHHEDT X TOWEF—DNRRINET,

- BITSNEHLOF—ERETEET (CHEETHY, F—%1 2
h—rd s bTEET),

BUEA R — 7 VI HERED — R FR &V E T, [Pending Activation] £ 7 > 2
X, 7774 T RZRLTHRITISN, £ET 7T 43— F STV e
F—D—ETT, BREWLELTT T4 T U ARHFH LWV ¥ — 2 EHICHTET 5
ZENHY FJ, [Check for New Keys]| R& %227 U w7425 L, fRED
F—O—E\WREHFHINET,

[Feature Key Settings] ~X— 1%, #H LW — 2RI Y v — KT
BNEIDR, INLOXF—FHBMIZT 7T 4 _X— T 50 E I nEHiET 2
TeOIERALET,

[ oL-23080-01-J
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8-8 [Feature Key Settings] R—2
Feature Key Settings

Fealure Key Sellings

Automatic Serving of Festure Keys: [H Check fer and Download Autematcally
Acbvale Fealure Heys Aulomabcally

[Crocrl|
8-9 [Feature Keys] R—>

Feature Keys

[aT—— Shytur Tirres F:gmairire Duperahon Date
A5A Bmad Dats Loss Fraventian Ative 9 davs 26 Naw L5 [GHTY
Baunce Werfication Ative 0 days 26 Naw Li:E? [GMTY
IrarPert Imasl Breryptian Ative 0 days 26 Naw Li:E? [GMTY
IrarPort Arki-Spam Ative 0 days 26 Naw Li:E? [GMTY
Ircamine Mad Handing Ative 0 days 26 Naw Li:E? [GMTY
Wirgs Cutbreak Filbers Ative 0 days 26 Naw Li:E? [GMTY
Saphos Anti-Virus Ative 0 days 26 Naw Li:E? [GMTY
Mciies Astive 0 days 26 Naw Li:E? [GMTY
Mo Semire bay BCHVENONT Bre paning

Fastura Ker: [

FLWEREX — % T CEMT 2121%, [Feature Key] 7« — /v RIZ¥F— %5V
T 50, £7FAT L, [SubmitKey]l %7 U 27 LET, HEENBEMNSI L7
WERIE, 27— Ay —URRRINET (F-DRELIRVWEARY)., £
NS OEETT, WX — P EHEISBINE N E T,

[Pending Activation] —8& D LWMEREX —% T 7 7 4 X— h T 51X, £D
F—ZBR L ([Select] F= v 7Ry 7 A% A2 LET)., [Activate Selected
Keys] #27 Vv 27 LET,

LW —DRRITENT L EF—Z BNV m— FBLIOA VA F—/b
T 5 &9 IronPort 7 /I AT LV AERETEET, ZDHAE, [Pending
Activation] —&IXH 22201272V £9°, [Feature Key Settings] ~~— T H ##f
BET 4=V LIZHETH - TH, [Check for New Keys] R&Z > %7 U »
JFTHZEICED FLF—ZMBET D5 L9 AsyncOS IO THIFRTE X
R
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1—+vonam B

MR BERE X —

(GUL b)) T77EBALLD & LTWAHREROEEX—OAMHIEA TN TN D
HAiE, IronPort Y E £ /2130 — MK E CTEE LS X0,

aA—H0EM

IronPort 7 7T A 7 VAL, 2—F THU L bEBMNTS 200 FERDY
F9, IronPort 7 77 A4 7V ABKRTa—Y ThH T bEA{ERT D HikE,
LDAP F£72/Z RADIUS 7 4 L' 7 F V7 EOMMBE O RGBFES AT L&A LT
2= WA A R —T VI T D HIETT, 22— IR Y — A ~DOHfi 5 &
B4 221X, [System Administration] > [Users] ~<*— Y ZEH L9 (F721%.
CLI C userconfig 2~ REMHALET), =2 — V2T H7DIHEHT «
Vo N ERBERTZZ I onTix, MR (P.8-340) &ML T2
AN

VAT ADT T AN NOa—F T H Y hThHD admin 1TT R TOE IR A
FfoCWVWEJ, admin 2—V 7 hH v MIREZITHIBRTE EEAL (220,
NRAT = REEFRTEET), T 74/ D admin 2—H THU L FD/RAT —
K& ¥ 3 512i%, GUI T [Edit User] ~<— Y2 AT 55 GEHIIC OV T,
[ —V DfwE] (P.8-337) 2L T Z&EW), CLI T password E721%
passwd 22 FZFEHLET, admin 2—F 7T H 7 FORRT— REELTE
BEE, AUV —FE Uy hTAEDICH AL v — PR—F Faf F—(C
THRE L TTE W,

[ oL-23080-01-J
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IronPort 7 77 A4 7V ATERT2H LWVWa2—F T ho o h T L, 2—%4
L R4 EFE L., =—% % Administrator, Operator, Guest, Read-Only
Operator, F7-i% Help Desk User D WD —H o — L ZE Y ¥ CEJ,
FEH—ZE, VAT LANTORRLD LNVOMRPEENRE T, vn—A &Y
WCIHBT, 2—FDORAT— REBELET,

® 8-2 A—H 44 TD—HK

a—4¥o— HL

Administrator Administrator B — /L& Ffoax—H TH U MITV AT A
DT RTOFREICKHT DTEERT 7 B AL FF> TV E
9, 7272 L. resetconfig 2~¥ . K& upgrade <2 K%
FEITTE HDOIL admin = —H 7205 T,

(GE)  AsyncOS I, GUI BT A— X2V T4
TTITAT VARRBICRET 2EMOEEE %
PR—FLEFA,

Operator Operator B — A& o2 —F TAhH T MIKROZ BT
XFEH A,

o A=Y THU L OIEREZITIRE

* resetconfig I¥ Y NODIELT

1)

¢ systemsetup AV FOBITEILT AT LAEKE Y «
P RO %A
* adminaccessconfig I¥ Y NODIEIT

o HEORMERREDFAT (BEDIERKTE L OHIBRZ &

ie)
IR HLIAME. Administrator 7 —/L & [F UHERR 2 5 6 %
7
Guest Guest B — /L& Fioa—H T hH oo MIAT—Z AERE

FESHTEET, £/, Guest B — L& FOo2—F|L
IronPort A XNLAME L VAT AMETA v — 2 FH4
HZELTEET (T2 BABA X—TN7REE), Guest
O— L EEOI—PEIA - FTvFSITT I ER
TEFEHA,
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a—4nem N
% 8-2 1—Y 24TO—% ()
A—-4¥o—-i A
Read-Only Read-Only Operator = —/L & ffox—H %, REHFHRE S
Operator W25 7 7 & A4 Fi> TWWEJ, Read-Only Operator

0 —VEFFO =YX, BIEORTEFIEZHERT 51201
ERETO THEETEETN, RETEETA, F2, 2
DO v —V&F Oz — L IronPort AR LgE L VAT A
ETAyE—VEEHTEET (TI7BABRAS =T V7
BR), Zoa— NV EFOI—FIET 7 AV VAT A
FTP., £72IE SCPIZT /7 BATEEHA,

Help Desk User  |Help Desk User 0 —/L 2 D2 —WNT 7 A TE5DI%
KDL DIZHIFR X E T,

e Avt—T FTuFrs

e IronPort ANRXAHERB IRV AT AREDOEH
Zou—LEFFO—WE, CLI 287t A
TANET VB ATEERA, 20— LEFO2—FN
IronPort A/SARE & VAT AEEZEH T L 91CT
BT, TNHA~ADT IV EREA X —TNMICTALERH
D ET,

Help Desk User = —/ L% CLLIZT 7 EAT&E Y, £hbsor—ix GUI &
CLIOWFIZT 7 BATED ZLIZEBELTLEEN,

TTITATUVATIERTE 2= 7TH T FOKITITHIBRRH 0 AR,
VAT AR PRIENIARITIEE—Y TV P EERTEEEA, 2L
z X, Toperator] X [root] 72 EDARIO=Z—H Th v v MIERTEEHA,

A—WERBIFTEH72DICLDAP T4 V7 b AT H/IE, 2—F o—
Wl x Da2—FTERL T4V 7 N IA—T%EDYTES, 2—% n—/
T4V 27 h) TN —T5F0YTHE, TOTNV—T DKL —FILEDZ—
P o— L TCERZRINTHEREZ TR £9, FHMc O VT, TAHERRE)
(P.8-340) #ZHL T E &,

[ oL-23080-01-J

Cisco IronPort AsyncOS 7.3 for Email BEEEH/ F i



E8E —WRLEESRY |

N —yoEm

GUI icur 71 > L. [System Administration] A == —"C [Users] Z#iR L 7",

8-10 [Users] R—2
Usears

Aadd bisar.. |
Liar My Pl Hama Uger Ecle Dslate
sramglscparatar Dparator for Fasmpls com Eead-Only Cparstor ]
adman Aerraragtrator Agrnarietrabor

Enable

[Users] =—icit, Y AT AOPEFEO—YN—E (—HP4, K4, BLO
a—HF XA TERIFIN—T R ET) TREISNET,

[Users] X—vinbid, IROBIENTRET,

o HHLW=—HF OB

o Z—HOHIR

o 22—V Ok (admin = —FD/XRAT— FOEEZE L)

F7o, a—VEEIETH7-DIZ LDAP £721Z RADIUS T 4 L7 NV &4 2
XOT7TFIAT U AEBA =T NI THZ L TEET, IOV TE, T4E
HARAE) (P.8-340) #ZM L TL7Z& 0,
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—RULGEES XY

1—+vonam B

aA—H 0B

=P BT LITE, ROFIREZETLET,

AFvF 1 [AddUser] 27V v 7 L7, [Add User] *—YRERENET,

8-11 a—HnEmMm

Add Local User

Uger Hama:

Ful Hamas | |
User Eole: (T) | 3 administrabar
3 Gpershar
Read:tnly Cperstar
W

3 Help Dedk User

Badmered: [
Retype Pasdwerd: | [~

[ Carecal |
ATFvF 2 a—¥ouuiE AN LET, —MOHEE (Toperator] X froot) 72 &) X THE
NTWET,

AFYT 3 a—VoRLEANLET,

AFyvFT 4 a2—F XA T7EBRRLET (22— XA TOFEMIONTIE, £ 8-2%2BKL
TLTEEW),

AFYT 5 RRU—FEANL, mATU—=FREHFAHNLET, SAT—=FI, 6 XFLEIC
TALERHY £7°,

ATvFT 6 ZEHEEREL., REFELET,

A—HDRE

A=Y afEE (NAV—FOEERE) $51213F, ROFIHEZETLET,

ATy 7T 1 [Users] “ET2—FD4FTEZ V> 7 LET, [Edit User] X— Y RERINE
j—o

ATFvF 2 a—WITH L TEEEZITNET,
ATwF 3 EHEEXREL., RFELET,

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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N —yoEm
a—HY DHIER
2 —FEEIRT D%, ROFIEEZFEITLET,
ATy 7T 1 [Users] "B C—VOLARNIKHIET H2IIFOT A a7 )y LET,
ATvFT 2 FTRINDHDEEX ATl T [Delete] 7V v 7 LCHIRZHERLET,
ATvFS 3 EHRERHFLET,

NRAIT—FKDERE

= — %X GUI @ EFBIZ & % [Options] > [Change Password] UV > 7 Z#fEH L TH
DORAT— REERTEET,

HWRRAT—RKEANL, RIZH LW RT — &AL CHEROZDIZZE DS
AT —RZEFANLET, [Submit] %27V vy 7 LET, v 7 v b3, B
e IRRRINET,

BHO1—HFEYR— T HEMa7F : who. whoami. last

WIZ, TTIAT VA~ —F 7722 R —FrTh5a~r RaRL
iﬁ—o

e Who 2= FiZ. CLING VAT AR A LT R_RTOa—W, vardg
VL, T A RVEERE, Bl a—YRu s A L) E—F AR ME—
BEXRRILET,

mail3.example.com> who

Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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—RULGEES XY

1—ypEm W

* Whoami ¥ RiZ, BfEn /A v L TWba—HFDa—P LB IOKL &,
a—PFRBLTNWDE I L—T2FK R LET,

mail3.example.com> whoami

Username:

Full Name:

Groups: admin,

admin

Administrator

operators,

config,

log,

guest

e last A~ KL, 77 I9A TV ACHEER /A LW ra—HFE2HERLE
T, F2. UFE—RFFRAMDIPT RLA, B YA VR, w277 MEERD,
BLORFHFHbETRINET,

mail3.example.com> last

Username Remote Host Login Time Logout Time Total Time
Username Remote Host Login Time Logout Time Total Time
admin 10.1.3.67 Sat May 15 23:42 still logged in 15m

admin 10.1.3.67 Sat May 15 22:52 Sat May 15 23:42 50m

admin 10.1.3.67 Sat May 15 11:02 Sat May 15 14:14 3h 12m
admin 10.1.3.67 Fri May 14 16:29 Fri May 14 17:43 1h 13m
shutdown Fri May 14 16:22

shutdown Fri May 14 16:15

admin 10.1.3.67 Fri May 14 16:05 Fri May 14 16:15 O9m

[ oL-23080-01-J
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admin 10.1.3.103 Fri May 14 16:12 Fri May 14 16:15 2m

admin 10.1.3.103 Thu May 13 09:31 Fri May 14 14:11 1d 4h 39m
admin 10.1.3.135 Fri May 14 10:57 Fri May 14 10:58 Om

admin 10.1.3.67 Thu May 13 17:00 Thu May 13 19:24 2h 24m

*yh9~&®LDAPitmRAmUS?4V&b) a—PIERERITT 2%

Al AT v VIEERALTT I IA4 TR s A /?‘Z):L o
?‘éi 5 IronPort 7754 7 UV AEBRETEET, BIEDT=DITIHT « L7
NIV EFERTALD T T I74 7 v AERET HIZ1E, GUI T [System
Administration] > [Users] ~— 2 i H194 % 7>, CLI T userconfig 2 ¥ K&
external V7 a~<= R L1,

5’1~ HFEREDRA F—T NV THY, 2—YRETA N X2 VT 4 TTI7A4T

el A T BRE, TTIAT U ATRINC, 2—PF R AT LAEFRD
FadminJ T N THDLINEIDERBLET, =R AT LEHED
fadmin] 7H 7> R TRWEGE, 7774 7 2 AIBONTERTE SN —
NeEF oy LT2—YFREZTERINTENEIDEHERLET, 77747
VAR OINEY — IR TE RITNE, T4 T A EORDH
H—REFxv 7 LET,

LDAP "j“_‘/{@i‘a/\bj :’-‘_‘"ji7j§571‘*|3"j_—/\vcwuu 79%/5&7;—53:\ TTIIAT
VAFIEAAN X2V T 4 TTIAT VATERSI N —H )L 2—H L
L“C:L*—‘H‘%»EnwELJ: YL LET, EOZ—FRIEHRY—NFET2 iT?"?%T‘/
WAFTE L WS, Fliia—FRMES XAV — K& AN LIEGEE. 7
7747/Xm@7&txﬂ%73ﬂiTo

3 RADIUS — 2 CX 2T, —BEORDO Y —"RFJIT I E 7,
TRTCOY =N TERWRE, TFXIAT UV ATEBEFA—L X2 Y
TA T TIAT UV ATERSNE =) 22— L L Ta—VEFIFEL LD &
L9, 7277L. 4 RADIUS J— "Ml 5700 FH (SR T — RREENR
D—PRBEFERE) Ta2—VE2ERTDIE, TTITATUVANDT 78 AIHES
EhEd,
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1—ypEm W

8-12 SMEREBRE D FESL
Cuterssd Authestication |
| |

LDAP EBEED A *—JJL{E

(E)

=P ERIAET H72DIZ LDAP 7 ¢ L7 b AT 5 LM, LDAP 71—

7% IronPort == — Yﬂ_ﬂ/ HOYTHZENTEES, exid IT 71—
7O —H % Administrator ==—Y v —/LIZEID 2TV | Support 7 L—T D
=2 — % Help Desk User 7 —/LiZ#| D é”CtUTé‘i?‘ 2 —FRRe L2 —

W o— & RO LDAP /v —7 )ﬁfféiﬂ/\ i AsyncOS 73— ¥
HHIR S 72 o — L OMERR & H| Y %Tiﬁ”o 7o & 21, =—¥D Operator HE[R

ZFiDo 7 V—7"& Help Desk User #[R % Ff> 7 N — 2B T 586G, AsyncOS
¥ — 12 Help Desk User 2 — /L DHERRZHI Y 4 TEJ,

NE 22—V LDAP Z Vv —7 D —Y o — LA ET S 584, A2 —FE7
TIAT U ANbEn 7Ty ML, BRI A U TH0LERNHY 4, 02—
T Lve — L OMERR 2 F b £,

LDAP ZfEH L THMTERAEE A R — 7 LIZ T B HIZ, LDAP — 7r 7 7 A
L& LDAP B —_"OAERRREY = U — & EF L E T, FEMIC OV TIE, [Cisco
IronPort AsyncOS for Email Advanced Configuration Guidel ® TLDAP
Queries] DEZEZZRL T 7E SV,

LDAP Z{EH L THEERIF A A X — 7 2T B2, ROFIEZEITLET,

[System Administration] > [Users] ~*—"C, [Enable] %7 U v 7 L ¥, [Edit
External Authentication] ~<— Y NF/RINET,

[Enable External Authentication] &= v 7 Ry 7 A& AN LET,
PFEHX A 7 & LCLDAP ZiEIRL £7,
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W 2—+sonEm
8-13 LDAP &R L7=5MBRBED 1 *—T Lk
Edit External Authentication
] Emable External Avthentication
Esternal Authentication Cathe r---.-cu-.:- r. [ secosds
LA Externial Suthaication Guery! | | LA artemalauth =
Timeauk To Wt For Valid kn;m;::;—: 8 secimas
& Group Wamas n Dredery ::nn“"mr : .'.-:.-.n_

[ Carecal | [ Eubern |

AT9T 4 Web2—H A ¥ —T = A AT, SNIRIEY LT v v VaRfFT D2 A
SILET,

17_"‘17 5 :L—‘H-iffu:uuﬁj—é LDAP ﬂ‘ﬂ[‘muuﬂiyi) %@*Rbij—

RF9T 6 HALT Y NFHETT T T4 T 2 AW — 00 b DI & A5 % B R
AN LET,

RF9T T TTIAT U ATEAT S LDAP F A L2 MU DI A—THERS L,
N—TDa—=FITHT om— L EEIRLET,

ATvF 8 F7. [AddRow] %7 Vv 7 LCHIOT o127 R 711/—778 BT aZEd
TEET, 7T IATARRAETDET A V27 MY TA—FITH LTAT v
TTEAT T B Y IRLET,

ATvT 9 EEEEEL, REFELET,

RADIUS ZRED 1 2 —TILik

A—PEIET H7-OIC RADIUS 7«4 L7 R ML, 2—H D7 r—7%
IronPort & —/LIZE| Y él“Cé &t TEFE9, RADIUS % — 3% CLASS EBME%
PR— T DLERHY £T (AsyncOS IXRADIUS 74 L7 FY Da—H%
IronPort = —H% = —/L{ZHIY B TH7=DHIZ CLASS BHEZFEHLET),
AsyncOS 1. RADIUS #— & @1:.?571&)51 Password Authentication
Protocol (PAP; /NA U — REEGE~7'®= k=)L) & Challenge Handshake
Authentication Protocol (CHAP; ¥+ LY Ny Ry =A Z3R8GE7 1 hajy)
D2 OOFFET B b A EYR—FLUET,

RADIUS = —##% IronPort = —¥% & —/LIZE Y 4T 5ITi%, &HIC RADIUS
P —/3T <radius-group> &\ 9 LFFIEEMIH LT CLASS BEEZREL T
(Z 3 IronPort = —¥ o —/liZ~ vy 7 &N E7), CLASS BHEIZII T, #
FLRBLOE v aEEDDL I ENTEETN, KBy VvaEERATDLI L
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ATFyv7 4
AFwFT 5

& A

1—ypEm W

X T& EH A, AsyncOS 1L CLASS BMETHEOEEZ R — M LEHA,
CLASS BHEFE -1~y 7ENTWARW CLASS BHER W L—FI2)Bd %
RADIUS =—WIIT7 7T A4 T AlZua /74 o TC&EEH A,

T 7T AT AN RADIUS — R E@EETERWEA, 2=V T7 7947
AP —H)N 2= Thyr v sA4 L TEET,

SM = — 28 RADIUS 7 V=7 D a—H n— L2 BT 556, SMl=—F1%
TIITAT AR T ML, BRI A T LMERSH Y £, ZD2—
PIEH L e — L OMHERZ RS £,

RADIUS Z{# /M L CHEBRIAFEZ A X — 7T 5121, ROFIEEFEITLET,

[System Administration] > [Users] ~*—"C, [Enable] %7 U v 7 L ¥, [Edit
External Authentication] ~<— U NERENFET,

[Enable External Authentication] &= v 7 R v 7 A% A N2 LET,
FRRE4X A 7 & LT RADIUS Z@&IR L £,

8-14 RADIUS #{ A LSRN 1 *— T Lk

Edit External Authentication

[l Enable Extersal Autbestication

Athartcation Trpa: | panius =
RADIUS Server Infarmatien: | panpic carver Port Sharsd Secret Timeout | kuthenbosbion|  Add Boe |
Hagifars wakse protaced b -
n
#ecends)

[ iz [ 3 T 1]

External Authartication Cachs Tiermeut: (£ [ epareds
Greup MEpRrdg: &) Mag scternaly suthanticats:) uisrs b muliphs TranPort rabes. [recommandsd)
RADIUS CLATE Amrbute ks (¥ sk Bigw
I krmir atar - ]
7y Mag ol astarnally sithanticated users 1o the Sdmanistrater ral

RADIUS — DR A M E AT LET,

RADIUS —_OKR—  EZEANLET, T 74/ bOKR— +EFI1L 1812 T
‘?—O

RADIUS H—"OHFFENRSAT— RE AT LET,
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ATy FT 7T

ATFvT 8
ATFvF9

2Fv7 10

A7y 7 11

ATv T 12

ATFvF 13

ATFv7T 14

N

(E) IronPort Vava FGAT UV ADT T AHX] ,ibe%nKu»qu%/l)Z 7/1/L ﬁ_
BICIE, 7T ALZNDOTRCOT S T4 T v ATHULGME R T —
FaE AN LET,

ZALT T NTDETTTIAT VAR Y =300 DISE Z O 2 P BAL T
AN LET,

RADIUS fBiE & LT PAP il %2>, CHAP 23202 ERL £,

%72, [AddRow] 27 VU v 7 LTCHI® RADIUS —_ZEMNTEZ L L TEE
Ty WREDT=DIZT I T7A T L ATHEMAT 54 RADIUS H— N2k L TAT v
TOLAT T EHBROVIKLET,

Web 2—H A U X —T =4 AT, AEFEIEY VT > ¥ v )V ERTGTT DR &2 A
jj‘[_/\i\j‘c

RADIUS @ —H#® 7' /L —7% IronPort & —/LiZ~ v 745008 9 s, £72157
~NTO RADIUS == —H%I|Z Administrator @ —/LZE| D Y4 THNE I EER L
*4, RADIUS 7 /L— 7% IronPort = —/)LiC~ v 7452 L AHEL 1,
RADIUS 7 /v —7"% IronPort B — /LI~ v 735 Z L 2BINLIZGEIE. 7

N—=7"0 RADIUS CLASS Jgtt&x AJ1 L. £d CLASS Eﬁ%%’)i~#® = —
N BEIR L £,

F7, [AddRow] #7 Vv 7 LTCHID I NV—T%EMTHI L TEET, 7
FIAT VANRIAETH2—FOE T N—F IR L TAT v F 12 2T v 713
O LET,

EHzkFE L, REFELET,

aAYJ4Xalb—3y 774 ILDER

Cisco IronPort 7 75 A4 7V ZANDTRTOHREIZ. 1 2O 7 4 Fal—
vay 7y ANVTEHRTEET, D7 7 A /L% Extensible Markup Language
(XML) B TRFEEESNET,

DT 7 AMIROBED FETHEATE £,
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a7 4 Xal—vay T ANENOY AT ARFEL., BEEARE
T—=BENy I T v TRBIOMRECEEST, 7774 TV AOREEE ST
LA, RESNERFOa Ly 74 X2l —vay Ty A0 Te—b
Ny | TEET,

BFoary7 s ¥alb—vary 7y VvEXya—RL, 77947
ADERDOFELEFZRHBRTEET EL<OHLWT T UHFIT XML 7 7
ANEEBELCFAY 7 TEET), ZRICEY, BEOREICTFET DAl
RN B/ NS TF— (XA T =2F5—RE) ORNTFT TN a—F 4
VT EITZDE DT ET,

BEfFOa Y 7 4 ¥ab—vay Ty A VEL Y R—FL, BREFV,

FOTFANERUEUT FIAT AT vy Fua— RTEEST, ZOBRAIE.
FEANHEEDEE 21T 57292 CLI & GUI O 58 T4 82 &hE
R

FIP7 /72 FEH L Car7 4 F¥al—yay 77 ANV KET v
og—RLEY, av74Falb—vay 77 A DO—EFE-I1ZL2K% CLI
B fHiF 7= TEE£T,

TZ7AMEI XML EXTHDL-D, ar74Falb—vary 77410 F R
TO XML =7 47 4 %E£T D, BEfT 57 Document Type
Definition (DTD) b#EftshFzd, XML 7 4 Fa2lb—vav 774
NET v 7a— RT3 DID #4 v >ua—RKLTXML 237 ¢
Xal—valy 774 NVERIETEET (XML BRFEY —/VidA » F—F v
FCHBICATTEET),

XMLaOYI74F¥alb—>3y 274V EFERALEEROT7 TSATURAD

i

» 5 CiscolronPort 7 77 A 7TV AMBEEGFOa Ly 7 4 Xalb—vary 7y
ANEXT a— KL, BEEZTW, BOT7FI3A4T AT vy 7r—RT
XFT, ZhICEY ., EBEOD IronPort 7 5 AT ADA A M— L& HH
WEHTEDLEOITRD ET, BIRFATIX, 2074 Falb—var 7y
A V% C/X-Series 777 A4 T A6 M-Series 7 774 7 A g — KT
T FEHA,

%% CiscoIronPort b2 o — RENTEZHEOa T 4 X2l — g
Ty ANEBEOY T va iihEITEES, BEOTTIAT A
BED) T XCOT 7 I7AT7 v ATHBAT I NEDOEZ v a v aEHTL,
YT g ORI NSO s BT I AT AT —
RCEET,
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7= & 21X, Global Unsubscribe =~ > &7 A 3572027 A MREETT
TIATUAERFHTEET, Ze—UEGEEIEY 2 N EEUICERE L
BAE. TARN T IIA TV AD T a— " UFMEEILREE Y v a v ad
RCOEBET T I7A4 T A ln— R TEET,

GUI ZERLfza>74FaL—23ay 774 ILOEE

GUI 2 L CIronPort 7 77 A 7V ATary 7 4 FXal—vary 77 A V&
FE 5121, [System Administration] % 7 @ [Configuration File] U > 7 % 7

Vo7 LET,
[Configuration File] X—ITIZRD 3 2Dk 7 v a vUBb Y £7,
e [Current Configuration] : AED > 7 4 X a b — a3y 77 A VERER
FOT I AR= DDA LET,
e [Load Configuration] : 2> 7 4 ¥ =2 b—3 » 77 A VOREEIZIT—H
Zu— R 572D HEALET,

* [Reset Configuration] : BIfEDRE A M RFT 7 /v MEIZ U £y 957
DIHEHLET (VY MNCRELZRETD2LERH Y 9,

RENDIVI4Xal—2ay IJ7M4ILORES VIV RAR—F

[System Administration] > [Configuration File] ~2— < ® [Current Configuration]
DervareffTosL, BEOaA YT 4 Fal—vary Ty ALk, n—
AN ANMRELTZD  TTTAT o ATRIELTZY  (FTP/SCP /L— b D
configuration 74 L7 M VIZHRFSNET), HESNZT RLRIZET A —
INTEELIZY TEET,
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8-15 BEMaIYI74X¥al—>ay 2740

Current Configuration

Cunfiguration File: ':?.' Deramnload e Lo lecal camputer 1o viaw or Save

) Save file to this applisnce [madd avampls com)

) Emai file to: I

Separats muiticle addrasses with commas

[ mask passwor\d: n the Configuration Files
MNote; Files wilh macked pasowords cannol be joaded uiing Load

[ Submit |
Frv IRy I A&7 V7 3T5H5ZLICKY, 2—FDRATV—RFE~vRI T
FI, NAUV—Fe~v A7 358, TOBGLENTNAY — R, =7 AR —
FEIIRESNIZT 7 A /LT [Rdsd ) i@z bvET, 2720, (A
TJ—RRv A7 ENfzar7 4 Falb—var 77 A4/% AsyncOS [IZFHO a —
R LFTERVILITHER LT EEN,

AYvI4F¥alL—3ay IJrAL0A—F

[System Administration] > [Configuration File] ~~— <" ® [Load Configuration] ®
T varEMALTE LWRER#% Cisco IronPort 777 4 7 v AlZr— R
LET, HRITKRD 3 20WnWTFnnoETre— RTEET,

* configuration 7 A L7 M UIZHEREKML, 7 v 7T r— T35,

e LT 4Xal—Tay TrANER—AN T UNLEET v e — R
35,

o GUIICREFMZEZLLY 1T 5,

NRAT— R KRR 7EINFEary 7 4Xal—Yay 7740 Fue— RTCxFH
/Vo
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X 8-16 aAvI4Fal—vary 7700 —F

Luad Canhguraban: ﬂ Load a complete ar parbal configurakion

Node: Flies with maseed passaards cannad ber lnaded wsing Lasd
Configurabion

%) Lead a eonfiguration file frem the appliance:

~
eanfig.ded

prafanity. b

uruull::l,ury_l.ullll.-lll.ul e

Preview Sedected File

{2} Load a eonfiguration file from lncal computes:

{2} Paste your configuration in the space provided below:

Warning! Laad. -1_1 -'ﬂ.nr_-] uratian will permanantly remave all af yaur current
co-"F ration Sath gy recommendad that you save pour
diguralion before .pf.‘r-l.p'l'---ly 'l'-.w.- aclions.

EDOFEDHETH, RED LIICRDZ TGO L0ENH Y F7,
<?xml version="1.0" encoding="IS0O-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>
. your configuration information in valid XML

</config>

</config> U Z 1T EIEMOBRICIEET 2 HLERH Y £9, XML #HXOMHE
1%, IronPort 777 A4 72 AD configuration 7 4 L7 bk V23 % Document

Type Definition (DTD) %M L Tfris L OMRES k4, DTD 7 7 A LD
ATl config.dtd <9, loadconfig I ¥ REMHLZEEIZa~r K T4
VORGET T — 03t S A, AR — REnERFA, 2T 4 Fab—
Yary 7y ANET v a— RTINS, T IAT U ADHNHBT DID &4 U
vau—FKL, avy74¥alb—yary 77y A VERIETE £7,
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WPFNOFEDBEATEH, a7 4 X2l —vary 7y A2k kb0
7T D <configs</config> M CEBEINTHBFHR) a7 X2l —
vay 77 AND complete 5 X O unique V7V v ay (LRROESX 7N
B FEX., <config></config> ¥ FNICHIET DHHE) A R — FTEET,

lcomplete] &i%, DID TEZRI NV T v a v OlGE 7B LK TZ 7
BENEFEENDIZLEBWRLET, &2, WORARET v 7 a— REITF
HrLET,

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport_enabled>0</autosu

</config>

ZOHEIE. Ty T — FRICKRGET T — AL ET, 2E L,
<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>
<autosupport_enabled>0</autosupport enabled>

</config>

ZDOLENR., BMIET T —NRBAEL T A,

luniquel &%, 7y 7r—RERIIMOIMFToND a0 74 F 2 —a v
TrANDYFT v I a B, RELLTEHEBTRVWIEEZEKRLET, &
ZIE. VAT AT L ODFRA N LSS Z LR TERNEZD, RONE (B
L <config></config> ¥ & &He) 7 v/ u— RT5Z LITAEETT,

<hostname>maild.example.com</hostname>
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22l VAT ATIHERDO) AT —%2ERTELD (VAFT—ZLITHRRD
ZEET VA T T ANERINET).

<rat>
<rat entry>
<rat_ address>ALL</rat_address>
<access>RELAY</access>
</rat_entry>
</rat>

FRONELETZT v 77— RT5Z LI3ERENE R In, e 2T
HoTHFFASNEE A,

48

AVI4FXaAL—23Y T7ANEREFAV T4 FaL—2a Y T7MILDY
TE92avE7y 70— FEERBRT B8, FRPOTEERHS.
RESATOWEVEESBEIASENHYFET,

ERFTLEBEShT=42YT

AT 4 X2l —ary TrANDRTVarET v u— REIENT S
BAITEENLETT, #7280 hnWe, ar7 ¥zl —Yay 7740
DT v 7 a— RECREDENERTINEYA, L, ZAX T 2EDDL L.
BREORENEE S NET,

7= & z2 iR,

<listeners></listeners>

FRRONEEZT vy T u—RT5&, VAT LANLTNTOY RAF—0HIRIE
‘a‘@
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48

avI4XaL—vavrrsanez A

AV T4 XaALb—23y I7ANDYTH 3027y FTO—RFLi=Y, B
Y=Y L1=1GE. GUI £I(X CLI M o8l h, KEDHRET—42 HMHIE
ENBZERHYET, MloTFarai, SVFILAVE—TAR, F£fI&
EEBR— DT IHILMREEZFEALT7Z ISA 7 URICBERTERVES
. SOARY FTH—ERZTFTsE—TIIZLEVTLE &L, F=. DTD
TCEESNE-[EEIN LSOO LHRIMERX, COaATY FEERALALT
{PEEn, HILWWaYI24FXalL—o3y 2740 ET7y TO—RI BHiIC,
WTRET—2EN\VITYTLTLEZL,

AT YTRH9Y T 30DNRRAT—REOA—RIZDOWWTOEEEIE

NAT— RPMEra s T A7V Fvarvrkgear7 s Falb—vay
TrANEaT—RLLYELTYH (& 2iE, FTP 'y v 2 &),
loadconfig A< NIIARP L NAT— NZonWTEELEHA, FTP 7'y v =
DR L, logconfig 2~ REMHA L CTIELWSRAY— RERET D F T&EL
DAERINET,

XFEYy b Ta—FT 4 JITOVWTOFEEEIE

XML a7 4F¥alb—vary 77440 lencoding) BEHEEX, 77 A V&4 7
TAVTHIETH1DIEHA L VWA FEy MIB%EZ <, T1so-8859-1] T
HAHEVBENRH Y F9°, showconfig I~ K, saveconfig 2~ K, FIX
mailconfig A~ REFITTH-NC2ra—F 4 VI EMENT 7 4 LV THRE
SNDZLITERELTEEN,

<?xml version="1.0" encoding="IS0O-8859-1"7?>

ST, 2oz a—F v/ aoarr7 Xal—vay 7y A 072
JEu—RTEET,

BRAEDHEDN )Y

HWIEDOERTEZ Yy b9 5L, IronPort 777 A 7 2 AN O HTIFT 7 4L b
EIZRY £, VEy T ORICRELZRGFET H2LERHY 3, GUI TZ O
REEFRLTEREEZ VY FT528013, 77 AF Y U ZBETIEYFR— |
INTWEREA,
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Reset Configuration

Warning! Resetbing yaur cenhgurabion will revert yowr apphance Lo factory delaull saliings, 1L = strongly recamemended
that yoau save your canfiguration befare performing these actinns.

THEEE T 7 40 ME~D Y £y b (P8-319) 2ZML TSIZ&EN,

aAVI74FXalb—3ry I7AIIVADCLIaT > F

wKOaA~y FEfRTLHL, ar7sFab—vary 7y A VERIETEET,
® showconfig
® mailconfig
® saveconfig

® Jloadconfig

e resetconfig ([HMHFT 7 4/ ME~O Y& > ) (P.8-319) &)

showconfig. mailconfig. & & U saveconfig a<v > F

a7 4F2lb—ar avwy RO showconfig, mailconfig, LW
saveconfig DHHIL, BT A— N TEEINDI 77 A NFETIZERIND T 7
ANINRAT = REaEHLINEIPRIRT L LE2ROONET, NATU—R%
EORNTEERIRT DL, NAU—R 74—V IREHOEFEIZRD ET,
X2l TF s OMEEZ LETA5EAE. NAT—REEOR NI L ERIRTX
9, 7272 L. loadconfig A~ REHEHLTr— NEhiFE, RATU— )
BRnarza4Xal—vary 7y A MIRRLET, (0r 7270 Fva v
D/RAY —ROu—RZOWTOEEFH] (P8-351) &ML TILE,

GE) RRU—FREEDHZELEBRL7EE (Do you want to include passwords?
2 Tyes) EHIZLET) Icar 74 Falb—vary 7y A VERIF, Fon, £
FILBETA—NTREETDEE, NRTU— NI B(LENE T, 7L, WE
F— LREAFIIRE S SN2V PEM B TEO LN ET,
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Showconfig 2~ Y NIZHEORELXEEIZH I LET,

mail3.example.com> showconfig

Do you want to include passwords? Please be aware that a
configuration without passwords will fail when reloaded with
loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]
Mailconfig 2 ~< Y REFEH L CHEOHKEL L —VFIZET A — /L TERFELE
T, AvyB—UI0F config.xml EWIHILETO XMLEXKD=2 7 4 F a2 b —

var 7y AP ISNET,

mail3.example.com> mailconfig

Please enter the email address to which you want to send

[ oL-23080-01-J
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the configuration file.

[1> administrator@example.com

Do you want to include passwords? Please be aware that a
configuration without passwords will fail when reloaded with
loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.
Saveconfig 2=V N, —BO 77 A NVL4EFEHA L Cary 7 ¥l —v g
7 7 A V% configuration 7 A L7 h UITIRIEL £,

mail3.example.com> saveconfig

Do you want to include passwords? Please be aware that a
configuration without passwords will fail when reloaded with
loadconfig. [N]> y

The file C60-00065B8FCEAB-31PM121-20030630T130433.xml has been saved
in the configuration directory.

mail3.example.com>

loadconfig A< > F

Cisco IronPort 777 4 7 AZH LW EEH%Z 7 — K9 5121F loadconfig
PEALET, BRIZKD 2 >ONnFNrdETre— RTE$E,

AFvT 1 configuration 7 4 U7 F VITIEMEKML, 7 v u—KT5,
ATwF 2 CLLICRENRE BEHEY 1T 5,

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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BAICHOWTIE, (a7 4FXal—ary 7y A r0ua— K] (P.8-347) 2%
LT &N,

CLI ZFERL-HRELENT Yy TO—F

AF9FT 1 CLIDOIMBT, 77 T4 T AD configuration 74 L7 hVIZT 7 B AT
LT EEMERLET, FEMICOVTIX, Appendix A, “Accessing the Appliance”
LTS,

AFvFT 2 avT74Fal—var IrANEREIEar T XFal—vary Iy AL
DYV T aruwT7 7TT7A4T 2 AD configuration 7 4 L7 VKT S
D, saveconfig v Y NTIER LTZBEF DR ELME L £,

AFw7F 3 CLINT, loadconfig I~ RZMFEHL T, AT v 72 TRENET AL b
VIR LEZar 74 F¥alb—vay 7y kua—RT50, TF%FA b
(XML #30) % CLIICE#ER Y AT F9,

Z OFITIX, changed.config.xml EWIZARIDT 7 A VR T v — KX,
EEPMMRFESIVET,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file

[1]1> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Be sure to run "commit" to make these settings active.
mail3.example.com> commit

TOFTIE, FrLnar7 a4 Fal—ary Iy hEavry R T4 U EE
RO ES (EARTTT Curl+D 23 LA S iFa~r R TLET), &
2. VAT LAREV AV —REMEHLT, 774V FDKRA M IPT FL X,
BLOT 7NV EOT =T = A FREEELET GEHICOWTE, [Cisco

IronPort AsyncOS for Email Configuration Guide] @ [Setup and Installation |
ZZRLTLESW), wBIZ, ZHE2RITFLET,

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file

(11> 1

Paste the configuration file now. Press CTRL-D on a blank line when
done.

[The configuration file is pasted until the end tag </config>.
Control-D is entered on a separate line.]

Values have been loaded.
Be sure to run "commit" to make these settings active.

mail3.example.com> systemsetup

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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[The system setup wizard is run.]

mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings via

systemsetup

X277 )l (SSH) F—DEHE

GE)

sshconfig A~V REMEHT DL E, VAT LATHRESINTZ2—F TH o b
(admin 7 # 7 > R &&Tr) @ authorized keys 7 7 A /L2 Secure Shell (SSH;
tXa7 ) Afa—Y F—FZBEMLEZY, ENLOXF—FHIBRLIZD T
XFET, Zhicky, SAUY—=RK Fx LU TR SSH X — %ML Ta—
YT NERIETEA L 512720 £9, RSA X—RXGRFEEL DSA ¥ — # A
ZTHEFFOSSH 7u b2 X—T =1 (SSHI) & SSH 7 r b2 N—v gy
2 (SSH2) oWl nYAR—bh&NET, SSHI iL setup V7 a~r REH LT
TA4E—TNMITEET,

Cisco IronPort 7 77 A4 7V AMBMODEA N = >~Du s 77 A LD SCP
T v arnFETTALAIERINAARA N F—%FKET DHITIE, logeonfig
-> hostkeyconfig ZfEHA LET, FEMICOWVWTIX, & 5 & Tax 7| 25K
LTSN,

hostkeyconfig ZfifHT5¢L, VE—F KA FDOF—% A%y L. Cisco
IronPort 7 754 7 AIZBINTE E4,

CLIIZH LWX—Z2EHAE Y (11 58561, 2238417 T Enter £ 7213 Return %7
LTxF—DANEKRTLET,

[ oL-23080-01-J
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WM %27 2zl (SSH) ¥—0EE

ROFITIL, admin 7H T2 MR L THLOVARF—MNA A =L 3N E
R

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings.

[1> new

Please enter the public SSH key for authorization.

Press enter on a blank line to finish.

[cut and paste public key for user authentication here]

Currently installed keys for admin:

1. ssh-dss AAAAB3NzaClkc3MAA...CapRrgxcY= (admin@example.com)

Choose the operation you want to perform:

- NEW - Add a new key.

Cisco IronPort AsyncOS 7.3 for Email BE&EH 1 F
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- EDIT - Modify a key.
- DELETE - Remove a key.
- PRINT - Display a key.

(1>

SSH1 O 7«1 t—7J Lt

SSHI 25 4 &—7 /v (¥7213A1 x—7 /) IZF 5121, sshconfig 2~ KD
setup M7 a~r R&EEH L ET,

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings.

[1> setup

Choose the operation you want to perform:
- DISABLE - Disable SSH vl

[]1> disable

Cisco IronPort AsyncOS 7.3 for Email BEE&EEH 4 F
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Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
- SETUP - Configure general settings

[1>

mail3.example.com> commit

N =

JE—k SSH O< Y FET
CLITiZ, VE—hrSSH a2~ FETZHEHLCa~v L FEFETTEET, 2
<2 RO—EIZ2OWTIE, [Cisco IronPort AsyncOS for Email Advanced
Configuration Guide] D18k A TAsyncOS Quick Reference Guide] #ZH L T
<FEEW, =& ziE, IronPort 77 Z A4 7 A Cadmin 747 > MIxE LT
SSH ABF—ARESNTNDLHEEIE, Ty Lo PSRRI E—F RA R
bROa~vw REFEITTEET,
# ssh admin@mail3.example.com status
Enter "status detail" for more information.
Status as of: Mon Jan 20 17:24:15 2003
Last counter reset: Mon Jan 20 17:08:21 2003

System status: online

[rest of command deleted]
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® CHAPTER
TAMENSI TN a—TFTaVT

COFEIE, WORFTHERLINTWET,

o [TANAvE—VEMBHLIEA—N 70 —DFT Ny 1 FL—2Z]
(P.9-364)

e [ 7TIA4T U ADTANMIY A F—%H] (P.9-386)

o (XY NU—ZDRIF TN a—F 47 (P9-391)

e V2R F—DRNF TN 2—F 427 (P.9-400)

o BUED NT TN a—TF 47 (P.9-402)

o IRTp—~ AT TNV a—T 427 ] (P.9-406)

AT AIETABED N T TN a—TF 4 v SRR EAT 5 I21E, WL DD

HEARMRITERH Y £4, LoL., IronPort 2 AT Aid, EHEARREIZ G

BT =N R= DN HDZ 2Rz TEBNTLEEW (MMTronPort Customer

Support] (P.1-7) &),

I TRBAT OMRER 2~ FOHIZIX, T 4 7 ORI EE 5 X
DHOR0, MICEEEZTL000RH D £, MOV TIL, [Cisco
IronPort AsyncOS for Email Configuration Guidel] Df}#% B, [Assigning
Network and IP Addresses] #Z LT 7230,

[ oL-23080-01-J
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

TAR AytE—UFFERALEEA—L 20—0
TINVYT . FL—X

[System Administration] > [Trace] X— %M LT (CLI ® trace 2~v 2 K&
M%), AR AvE—VOREEZTIab— 52810, VAT LEN
LicAyE—Y 70 —% 7 Ny 7 T&EET, [Trace] X—¥ (BXWCLI =2+~
R®D trace) T, AvE—T%2 U RAF—0% TRl T=Iab—FL,
VAT LADBIEOREIZL ST TR F— ) F3BE2 2T AEOMEE H
NLET, 7A N XA vb—VFERBICEIRESNEYA, FFIZ, Cisco IronPort
TTIAT U ATHEATE D ZHOEEREREELMEAEGOED & [Trace] ~<—
Y (BX QO traceCLI a~ > F) X, AR NI TNy a—T 4 T EEITT
Ny 7= bip ) E£9,

[Trace] X—¥ (BL WM trace CLI 2~ F) Tk, £ 9-1 ITRENTWHDB AT
RIA=EOT T NPRRENET,

&= 9-1 [Trace] R—ZICxTBAN
E Bl {1
[Source IP VE—F NAAL L OREILEHHT 57~ |203.45.98.109
address] O, VE—FZ7TF3A4T7 L FDOIP T KL A
EANTTLUET,

¥ trace A~ FEFETTHE,IPT
R LR EZRER KA A 2 DANTINR
OONET, EREM AL AR —
THEMNEIDEERT DTDDIP T R
ADWF| XL TPANEE A, trace A<V
KT, BREM KA 4T 4 —/L K
ETTUTICTDHIENTERNDT,

DNS T#lcifisgl & TE 2 WEAIZIET

ARTEERA,
[Fully BT 22/ E— b NAA 4% |smtp.example.com
Qualified AHLET,
Domain
Name of the
Source IP]
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FAMERS TN 2a—TF405

TFAM Aye—C#FEALEA—L 7R—

oFNRvy: rL—z 1

& 9-1 [Trace] R—TIZHTHAN (=)
E H7LT i
[Listenerto |52k A vt —YD%EA I 2L — | |InboundMail
Trace FTARED, VATFAIREENTNSY
Behavioron] |2 F—D U 2 b L BIRL E 7,
[SenderBase |SenderBase v b7 —72 4 —F —(Z[EFH |34
Network DO ID B a AT 50, EELIP TR
Owner VAICEEM T bRy RT—7 A —
Organization |F— ID OBRBELEZIERLF 1,
ID] GUI #/r L TEEE /L —TIZx v b
U— F—F—%BMLIEEEIE. 20
HHhERRTEET,
[SenderBase |27 —7 &hiz KA A »ich %% SBRS |-7-5
Reputation EANNTEN, VATLEANY—AIPT K
Score L A%t d 5 SBRS kT35 L0
(SBRS)] ELET, 20T A—%%, SBRS %
a7 TR —%T AT 5L
TWENLBLET, BRI OV T,
[ Cisco IronPort AsyncOS for Email
Configuration Guidel] @ [Implementing
Reputation Filtering in a Listener’ s
HAT| Z2Z2H L T7E3W,
[Envelope TAKN AvbE—IDOx RN —S1%k{EF8 |adminRQexample.net
Sender] EANILET,
[Envelope TAN Avb—VDZEHEDY A &2 AN |Joe
Recipients] HLET, B O N ZfET 5Y | franklexample.com
BlX., hr~TRYID F4,
[Message FAKN AvE—VDAvE—YARKLE A |To: l@example.com
Body] NLET, AvE—VARIXOANZ¥T | From: ralph

T 5120, BOITICe VA RE AT LE
T, [~y F—] IARIO—#E RS
HZEIEELTLLIEEN,

Subject: Test

this is a test
message

Cisco IronPort AsyncOS 7.3 for Email B%
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

A2 ALzt [Start Trace] 27 Vv 7 LET, AvbE—VICRET L, VX
TACREINTZ TR TCOMREOMENH I ET,

AvB—VRLIE, v—ANV T7AN AT EANLT v T a— RTEET
(CLI CiZ. /configuration T A4 L7 "MV T v 7u—RLIEA v -V R E
fEALTT A M T&%9, CiscolronPort 7 77 A 7T 2 A~DA i KR— H7 7
A NV OYERFIZEE T DM DWW TIE, Appendix A, “Accessing the Appliance” %
SR LTLTEEN),

WEAHEHEND L, ERENTEA Y E—VOHRLET AN A vk —VDFE
1TEROLNET, BIOT AR X ve—U%2ANTHHE, [Trace] X—VBX
W trace I~ KT, AIZATILTI=FE 9-1 OEMEH S ET,

() # 92 ITRT, trace AV RIZE o TCT A NINDIREDKE T va X, JE
FEBOIZFATENE T, ZOIEEFIL, HOHEEOHRENPMOEREIZED L S I
RS INERFET S5 XA THEFICELLET, LexE, RALY v v T
RRICE o TEHMINDZEET FL A, RATIZE > TiMi&En s 7 KL &R|IZ
HELET, £72. RAT OB EZZ T L%EEHEIL. =AVTA T—T 1k o
THMiEND7 FLRIZEET D, LWH LIk £,
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FAF AvE—SEFEALEA—L 70—0OF w5 FL—2 N

= 9-2 FL—RZERTLEEZDHADERT

trace avw>F &4

ay Hh

Host Access Table B L7= Y A —|Z%9 % Host Access Table D% &
(HAT) and Mail Flow |3l snEd, VAT La056F, AALEVE—H
Policy Processing IP7 RLZABLRUE—F RAS UL E—E LT

HAT N> U BRRESHET, T741 D
A=) 77— R —LEEHEIN—T, BLOE
LORFEDZY N IZ—E L=k T ET,

Cisco IronPort 775 A4 7 > A» (REJECT F7-1%
TCPREFUSE 7 7 £ A L—L % LC) HkEaiER
THEICHRESINTZHE, WHT D trace I~v 2 K
T DOREATHR T LET,

HAT /" F A —Z OFFEIZOWTOFEMIE, [Cisco
IronPort AsyncOS for Email Configuration Guide] ®
[The Host Access Table (HAT): Sender Groups and
Mail Flow Policies] Z#ZM L T2 &V,

Envelope Sender Address Processing

INbokEIva il BELLED R —TREHCRH LT TIA4T
ADBENED XD ITHET 2N ERSNET (DF Y, MAIL FROM =+
VRRT T IATUVADHEEILL o TED I IR INDI DB 7)),
trace A~V Rk, Z0O& 7 > a3 ORI lpProcessing MAIL FROM:] % Hi7J

LET,

Default Domain JAF—=T, ZET2A4AvE— ?@?71»%@%@
BFRAAVEELBTDHLHICEE LEZLAIE, =
m~7%%%mﬁ¢é¢&fwwﬁw_@ty/a/
WZHEhET,

FEHEIZ DWW THE, T Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Customizing
Listeners] OEZZM L T ZE 0,

[ oL-23080-01-J
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

& 9-2 FL—XERITLIZEZOHADET HEE)

trace ATV F &4

Yayv HAh

Masquerading Ay—VDTrRuo—TFREFEERTDH LI

ELLEHEIL, T EERRRINET,
listenerconflq -> edit -> masquerade -> config
YT awr REFERALT, 774 X—F U R F—Z%f
THTL RO —TEEFEEDOANI L —REA X—T N
iZLEJ,

FEAMZ 2\ T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Configuring
Routing and Delivery Features] OFEZ &ML T 72
SV,

Envelope Recipient Processing

b0 var T, HELEZVRe—TZEHICH LTS IAT v
ANEDO LD EST 20O ENEZRLET (DFV, RCPTTO 2w KA
TTITAT VUV ADREILLISTED LIRS N300 £3), trace
a<y RiE, 20Ot® 7 v a3 UOHINT [Processing Recipient List:] ZHIL

i‘j‘o

Default Domain YAF—T, 5T 2AvE— y@%7¢»b@%@
BTRAALEERTHLOITHELEEAIE, =
0 — 7 ZEHEIIRT T XTOERERNZ 0)*1?7 v v
WA EnET,

FEMIC DWW TIL, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ TCustomizing
Listeners] DEZZHL TI7ZI W,
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FAF AvE—SEFEALEA—L 70—0OF w5 FL—2 N

£ 9-2 FL—RERTLELEEODHIDERT (HE)

trace av> K %5

ay Hh

Domain Map RAAL YV ~ v THEREIC X » T, ZEET FLARE
Translation T RVAICEBREINET, RAAY v~ v TOLEELIR

ELTBY, BELLREET LA B LIEEG
X, 2ok va VMITEBRPHIESNET,

FEAMZ 2\ i, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Configuring
Routing and Delivery Features] OFEZ &ML T 72

S\,
Recipient Access Table |RY o — L T XA —=ZDIFH, ZDO&Z v 3 i,
(RAT) RATHO= > h VI 8T D= n— T ZEH 0

A SRES (22 2IE, U AT —0 RAT Ol
RASAT B KD 12, RAGEEHELLEHE).

ZTANDZIEEOHEDFEMZ OV TIL, [Cisco
IronPort AsyncOS for Email Configuration Guidel ®
Configuring the Gateway to Receive Email] O & 4% %
LTSZE N,

Alias Table oI a ilE TTIATVATRES T
AYTAT—=TAHNOTY hUIZ—FKTHET LN
0 —7%EE (BLXO1 238 HOZEET L
ASDEFEDOIEW) N SHET,

FEMZ 2\ i, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Configuring
Routing and Delivery Features] OFEZZR LT 72
SV,
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

& 9-2 FL—RERITLI-EZOHADRT (HE)

trace A K &%
ay

5

Pre-Queue Message Operations

TITE AvkE—V0arTroVEZEFELTNG, AvE—VEFEX2—
WWANDETIZ, TTIA TV AREAyE—VICED L) e B% RIF T
EHBLET, ZOMBET, KED 250 ok 2w KB Y E— F MTA IZIEE 1

HANCFEITENET,

trace ¥ NiE, 2D v a OilZ [Message Processing: | #H /1 LFE

iR

Virtual Gateways

altsrchost 2~ F&EFETTHE, T Xn—7%
FEDTEET RVA, RAL v, 345, HDHWV
XIP 7 RLAD—HKIZESNT, FFEDA v & —

Tz ARZA v E—UPEDYTHNET, =

o — 7 1E(EH D altsrchost A~ KO KU Z—
BIBE, TOERNZOE s va it hEnE

7T

ZITHEYVETONIERT =Tz A 7 LA,
BRIEDA vy = T4 VFUBIC L > T EEEEND
BENRHY ET,

FEHIZ DWW CTiE, T Cisco IronPort AsyncOS for Email
Advanced Configuration Guidel @ TConfiguring
Routing and Delivery Features] O#EZZM L T 72
é I/ \O
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FAF AvE—SEFEALEA—L 70—0OF w5 FL—2 N

® 92 FL—RERTLEEEDHADRT (HE)

trace AR K &4

vay Hh

Bounce Profiles N R T 7 A% B D 3 >0 ST

ENFET, TIBRPIDORA L FTT, U AF—TA
TUA T T rAAREY Yo GAIE, et
ANOZ DA TEDYTONET, TOHRNZ D
v vavichhanEd,

FEAMZ 2\ T, [Cisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ [Configuring

Routing and Delivery Features] OFEZ &ML T 72
S,
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

& 9-2 FL—RERITLI-EZOHADRT (HE)

trace A K &%
ay

5

Work Queue Operations

WO—HOMREIL, (FEF2—HNOA v =T LTHEITINET, e
FITENDEDIE, 7 I7AT Y ML DA =R ZF ANb%k, Z0

A o—UNREREHE L THERF 2 —ICANGINLDEITY, status I~ FEB
LW status detail 2> RIZ L 5T [Messages in Work Queue| 2385 S

i‘j‘o

Masquerading

A vtE—U® [To:]. [From:]. BLV[CC:] ~v ¥ —
B (VAT —=DOANSNTZAZT 4 v T—TNE
X LDAP 7 =) —%E UL Q) ~AZ &b L H Ik
FELEBEAIT., I EERRTRINET,
listenerconfig -> edit -> masquerade -> config
HTa<v s REFERHLT, 7794 X—F UXF—Zx%f
LTAY =Y ANy X =D AL — K& X —T )V
WZLET,

FEHEIZ DWW TiE, TCisco IronPort AsyncOS for Email
Advanced Configuration Guide] @ TConfiguring
Routing and Delivery Features] O&EAZ S L T 72
I,

LDAP Routing

Y AF—IZ% L CLDAP 7 = U — A X — 7 )L{l/2 o
TWAEAIL, 2Dk 27 312 LDAP # 7], F/l—
TAVT, AL —R, BLRIV—TF 7Y —D
ERAHDENET,

PRIz DWW TiE, TCisco IronPort AsyncOS for Email
Advanced Configuration Guidel] @ TLDAP Queries|

DEZZRLTLEE N,
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FAF AvE—SEFEALEA—L 70—0OF w5 FL—2 N

® 9-2 FL—RERFTFLEEZOHIDET HE)

trace av> K %5

ay Hh

Message Filters VAFATAX—T NI TWNBTRTDORA vE—
Processing VI4NEE, ZORKTTAN AvkE—UIldo

TiHMlisnET, 74 & T L= D5l S F,
B OEREN Ttrue) THIX, TDOT 4 VX DET
7 va YRIEREITENET, T4 AZIO T 4
NWENT 7 varvbt L TEENTWDIEHEENRHY

T 4 WVHITIERIRIZ R AT 4 T SRET, —nN
Malse| ERMiSNT=HAE, 727 a DU A RN
else MICHEMIT O TWIIE, TNHDT 73
IRV ICEHMcNET, Zokr g Tid, A
FIHEEINT-A o= 740 VX DOERNE IS
S

[ Cisco IronPort AsyncOS for Email Advanced
Configuration Guide] @ TUsing Message Filters to
Enforce Email Policies] DEZZHR L T Z &,
Mail Policy Processing

A= RY =B 7 g T TUFARL TUFUANA UA
NARERT 4 NV ERERRE | BE SN TR TCOZERICH T v ¥ — AZ
THENPRTRSNET, BROZEENPEF AN X2V T 4 vFX =TV D
BEOKR) =l BT 2HEBF, BT DH5RY =D ROFET a3 i
MR LFRENE T, Message goingto] &5 A FU 7%, EOZEHE
DEDRY v—lZ—H LI EERLET,
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

& 9-2 FL—RERITLI-EZOHADRT (HE)

trace A K &%
ay

5

Anti-Spam

DR va At T T AL AR v U OB
GLLTVIITRHEESN TRV A v =V 2R E
NET, AovtE—UNY R F—ICHTET o F AN
AF X NZE o THUELEI NS Z Lo TV HE,
Av—URNBE I, RENTZHENHDSINE
3, Cisco IronPort 777 A4 7 AN, & OHEITH
SNVTAYE—VENRY U AERITIRe Yy 7589
WICRESNTWEEAIR., ZTOBEWMAEA S,
trace 2 < RO IIEEL £,

E VAT ATTUFRANRA A% UAMEHTE 220
BhE. COFETEAWESNET, TV F AL AF ¥
VEMHTETH, BREXF—ICL o TA X—TIZ
o TWRWERIE, ZOFEHRL OB v a T
hanxd,

FEHIZ WL, [Cisco IronPort AsyncOS for Email
Configuration Guidel] @ [Anti-Spam] OEEZ S L
TLIEEN,
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FAF AvE—SEFEALEA—L 70—0OF w5 FL—2 N

& 9-2 FL—RERITLI-EZOHADRT (HE)

trace A K &%
ay

5

Anti-Virus

ORI a it TUYFTUALINLA AF ¥ DOULHE
KMGL LTI T ITRFEEINTHRNA v E—IUPIR
SNFET, AvE—UVNIRFT—=IZHTIET o FUA
NAAX X NCL o TREBEIND Z L2 TN
G, AvE—UIRNBE I, BRENZHENSEHD SN
%9, Cisco IronPort 777 A 7 > AN, &Y A
=% 7)) —=07 ) THLOITHRESNTND
LA, ZOERBERINET, ZOHEICESH
TAyE—VEARAY U RAERIEI Ry 75X 0IC#%
EINTWBLEARIX., TOEENHIIN., trace
~ v FOMHEIEIEL 9,

H VAT ATT VU FIANA AF Y U NMERTER
WIEA., ZOFEITEKESNET, TUoF AV A R
Xy UoEFERATETCHL, WX -l T x—7 v
W7o TV WAL, Z0FRb OB v a iz
Hhanxd,

FEHIZ DWW TiE, [Cisco IronPort AsyncOS for Email
Configuration Guidel @ [Anti-Virus] OFEEZ S L
TLIEEN,

[ oL-23080-01-J
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B FxF AvE—CEEALEA—L JA—DOFNYT : FL—X

& 9-2 FL—RERITLI-EZOHADRT (HE)

trace A K &%
ay

5

Content Filters
Processing
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VOF Processing
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Delivery Operations
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Configuration Guide] @ [Configuring Routing and
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