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 Routing Information Protocol>&RIP>'�
 Open Shortest Path First
>&OSPF>'�É�ß�º�¥�Ý�
 Border Gateway Protocol>&BGP>'�
�>�|�g  Enhanced Interior Gateway 
Routing Protocol>&EIGRP>'�_�P�M�•  IP �Ý�î�¸�•�å�¢�b�§�Ï�î�º�
 Intermediate 
System-to-Intermediate System>&IS-IS>'�²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢�
 Bidirectional Forwarding 
Detection >&BFD; �n�‰�¥�Ç�›�á�î�¹�•�å�¢�è��>'�É�ß�º�¥�Ý�
 Customer Edge>&CE; �•�«�±�Ð�î  
�š�µ�ª>'�¹�Â�–�«�b  Multiple VPN Routing/Forwarding>&�Ð�Ý�³  VRF>'�–�å�«�±�å�«>&�Ð�Ý�³  
VRF CE>'�
�>�|�g  IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�b  Protocol-Independent Multicast>&PIM>'�b  
sparse>&�|-ç>'�Ô�î�»>& SM>'�>�|�g  dense>&&û�&>'�Ô�î�»>&DM>'�^�]�b�Þ�–�Ö  3 �µ+��@3ã�•�I�€
�Z�8�r�M��

>&�@>' "I0°�I�€�Z�8�^�8�?�B�~�
�G�b'v�>�|�g�G�b�Ð�½�×�”�Ý�[1��Â�I�€�Z�8�•�µ+��c�8�N�€�v�
�M
�m�Z�b�–�Ó�î�ª�[�§�Ï�î�º�I�€�Z�8�r�M��

�G�b'v�["I0°�I�€�Z�8�•�µ+��b�p�_�c�
�«�–�µ�³  �¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�/�•�ì>&�/�•�ì�†�§�Ï�î�º
�K�Z�8�•>'�Â�î�ª�Ù�å�[�T�E�Q#Ý�•+��^�v�b�v�6�~�r�M���G�:�K�S�µ+��†�Q#Ý�M�•�_�c�
�Q�b�Q#Ý�’7H
�†�v�“�K�
 Cisco.com �?�}�¯�Ç�º�˜�™�”�b�/�•�ì�Â�î�ª�Ù�å�†�²�˜�å�ß�î�»�M�•�²0[�@�6�~�r�M��0ò(ý
�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��
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�µ+�
Cisco ME �«�–�µ�³�_�c�
 Network Node Interface>&NNI; �¿�µ�º�á�î�¡  �À�î�»  �–�å�±�î�Ç�™�–�«>'�>
�|�g  User Network Interface>&UNI; �Ø�î�¨  �¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«>'�\�8�:  2 �X�b�±�–�É�b�–
�å�±�î�Ç�™�–�«�@�¹�Ç�›�Ý�º�[#Ý�–�I�€�Z�8�r�M�� NNI �c�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�l�b�K
)F�_�Q#Ý�I�€�
 UNI �c8³���¿�µ�º�á�î�¡�l�b�K)F�_�Q#Ý�I�€�r�M���M4Š�b�µ+��c�
�G�b�8�N�€�?�b
�Ï�î�º  �±�–�É�[�T�E�§�Ï�î�º�I�€�r�M���r�S�
 Enhanced Network Interface>&ENI; �Ñ�G�¿�µ�º�á�î�¡  
�–�å�±�î�Ç�™�–�«>'�†0¿���M�•�G�\�v�[�A�r�M�� ENI �c3û�–�
�Ø�î�¨  �¿�µ�º�á�î�¡
��–�å�±�î�Ç�™�–
�«�\�K�Z�Q#Ý�I�€�
�Q�b�¹�Ç�›�Ý�º0¿���>�|�g�µ+��c  UNI �\� �L�[�M���S�T�K�
0¿���_�|�~  Cisco 
Discovery Protocol>&CDP; �©�«�¥�è���É�ß�º�¥�Ý>' �
 Spanning-Tree Protocol>&STP; �«�Ã�½�å�¢  �¶�Ü�î  
�É�ß�º�¥�Ý>' �
 Link Layer Discovery Protocol>&LLDP; �Ü�å�¡  �Þ�–�Ö�è���É�ß�º�¥�Ý>' �
�>�|�g  
EtherChannel �b  Link Aggregation Control Protocol>&LACP; �Ü�å�¡7Ÿ(Ù�D�š�É�ß�º�¥�Ý>'�r�S�c  Port 
Aggregation Protocol>&PAgP; �Ï�î�º7Ÿ(Ù�É�ß�º�¥�Ý>'#Ý�b�É�ß�º�¥�Ý�D�š�Ã�£�µ�º�†�§�Ï�î�º�[�A�r
�M��

• ���Ã�Ç�›�î�Ð�å�«�b"I6×�� >&P.1-2>'

• ��'ö#.�œ�É�©�Ù�å�� >&P.1-3>'

• ��'ö#.�µ+��� >&P.1-4>'>&�¯�Ç�º�˜�™�”�b�/�•�ì�Â�î�ª�Ù�å�†�²0[�\�M�•�µ+��†�µ�t>'

• ���”�Ë�–�Û�Å�Ü�¸�•�µ+��� >&P.1-6>'

• �� VLAN �µ+��� >&P.1-7>'

• ���­�Ÿ�×�Ü�¸�•�µ+��� >&P.1-7>'>&�«�–�µ�³  �¯�Ç�º�˜�™�”�b�/�•�ì�Â�î�ª�Ù�å�†�²0[�\�M�•�µ+��†�µ
�t>'  

• �� QoS �µ+��>�|�g  CoS �µ+��� >&P.1-9>'

• ���Þ�–�Ö  2 VPN �§�î�Å�«�� >&P.1-10>'

• ���Þ�–�Ö  3 �µ+��� >&P.1-11>'>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>'

• ���Þ�–�Ö  3 VPN �§�î�Å�«�� >&P.1-12>'>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>'

• ���Ô�½�±�Ü�å�¢�µ+��� >&P.1-12>'

�Ã�Ç�›�î�Ð�å�«�b"I6×

• �M�m�Z�b�«�–�µ�³  �Ï�î�º�_�>�E�•�Ï�î�º3ÿ�Ø�b+¬�·�è%±�\�¹�×�É�Þ�µ�¡�«  �Ô�î�»�b+¬�·�¿�¦�©
�š�î�©�Ù�å�_�|�~�
�•�æ�<#Ý�@�q4:�ì�I�€�r�M��

• 10/100 Mbps �–�å�±�î�Ç�™�–�«�\  10/100/1000 Mbps �–�å�±�î�Ç�™�–�«�
�>�|�g  10/100/1000 
BASE-T/TX Small Form-factor Pluggable>&SFP>'�Ô�ª�×�î�Ý  �–�å�±�î�Ç�™�–�«�V�b  Automatic 
Medium-Dependent Interface crossover>&Auto MDIX>'�µ+��_�|�W�Z�
�–�å�±�î�Ç�™�–�«�c�²0[�^
�£�î�È�Ý�K)F�±�–�É>&�«�º�Þ�î�º�r�S�c�¡�ß�«>'�†+¬�·$×�_�è���K�
�K)F�†4:�)�_0¿���[�A�r�M��

• �Ý�î�¸�µ�»  �Ç�Þ�î�Ò�b���œ�c�q�±  1998 �Â�–�º�
�Á�î�»�˜�™�”�[�È�Ü�µ�ª�å�¢�I�€�•�Ç�Þ�î�Ò�b��
�œ�c�q�±  9000 �Â�–�º�
�¯�Ç�º�˜�™�”�[�È�Ü�µ�ª�å�¢�I�€�•�Ç�Þ�î�Ò�b���œ�c�q�±  2000 �Â�–�º�b
�§�Ï�î�º�†��#'�K�r�M��

• �M�m�Z�b�Ï�î�º�[  IEEE 802.3x �Ç�ß�î�D�š>&�«�–�µ�³�c�
�Ï�î�¬  �Ç�Þ�î�Ò�†3æ�™�K�^�8>'�†/œ�8
�r�M��

• EtherChannel �_�|�~�
*•7€���ö�†9×�u�
�«�–�µ�³�
�Ý�î�±�
�>�|�g�§�î�Â6ë�_�q�±  8 Gbps>&� �ž
�Å�µ�º  EtherChannel>'�r�S�c  800 Mbps>&�Ç�“�«�º  EtherChannel>'�b
²�§5��b�•�æ�œ�†&��–�K�r
�M��

• PAgP �>�|�g  LACP �_�|�~  EtherChannel �Ü�å�¡>& NNI �r�S�c  ENI �_7H�~�§�Ï�î�º>'�@+¬�·$×�_�8
�B�I�€�r�M��

• �Þ�–�Ö  2 �>�|�g�Þ�–�Ö  3 �Ã�£�µ�º�†� �ž�Å�µ�º�G)z�Þ�î�º�[3?3æ�K�r�M��
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�µ+�
• �È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò�
�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�î�Ò�
�>�|�g�Ø�½�Ÿ�Õ�«�º  �«�º�î�Ò75�F#Ý�b
�Ï�î�º�"�)�b�«�º�î�Ò�D�š�†/œ�8�r�M��

• �Þ�–�Ö  2 �b�Y�Â�^�Ø�½�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�
�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�
�>�|�g�È�Ü�µ�ª�»  
�È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b3?3æ�ì�_�Ï�î�º  �È�ß�µ�Ÿ�å�¢�†/œ�8�r�M��

• Internet Group Management Protocol>&IGMP; �–�å�±�î�¿�µ�º  �¢�Ý�î�É'ö#.�É�ß�º�¥�Ý>'�Â�î�ª�Ù
�å  1�
 2�
�>�|�g  3 �b  IGMP �«�¾�î�Æ�å�¢�_�|�~�
�Ð�Ý�³�Ó�¹�•�”  �º�Û�Ç�•�µ�¡�>�|�g�Ð�Ý�³�Ÿ�Õ
�«�º  �º�Û�Ç�•�µ�¡�†� "á$×�_3?3æ�[�A�r�M��

• IGMP �Þ�Ï�î�º�š�D�_�|�~�
�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�±�b�¡�š�Ü�î�H�\�_  1 �X�b  IGMP �Þ�Ï�î�º�@�Ð
�Ý�³�Ÿ�Õ�«�º  �¹�Â�–�«�_3æ�™�I�€�r�M>& IGMPv1 �¡�š�Ü�î�r�S�c  IGMPv2 �¡�š�Ü�î�_7H�~�§�Ï�î
�º>'��

• IGMP �«�¾�î�Æ�å�¢  �¡�š�Ü�”�b�§�Ï�î�º�_�|�~�
 IGMP �M+á�¡�š�Ü�î  �Ó�µ�­�î�ª�@���‡$×�_#Õ�B
�I�€�•�|�:�_�«�–�µ�³�†0¿���[�A�r�M��

• IGMP �Ê�Ý�Ã�î�_�|�~�
�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�Ü�î�Ò�l�b�Í�«�º�•
°0[�Ó�†�
�«�–�µ�³�?�}"I���b  
IP ��
›�”�»�Þ�«�l3?3æ�[�A�r�M>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>' ��

• Multicast VLAN Registration>&MVR; �Ð�Ý�³�Ÿ�Õ�«�º  VLAN �Þ�ª�«�º�Þ�î�©�Ù�å>'�_�|�~�
�Ð�Ý
�³�Ÿ�Õ�«�º  VLAN 
Æ�[�Ð�Ý�³�Ÿ�Õ�«�º  �«�º�Ü�î�Ò�†)E)F$×�_3æ�™�K�
�?�X�•�æ�œ�>�|�g�­�Ÿ�×�Ü
�¸�•�V�b#.#ä�?�}�
�Q�€�}�b�«�º�Ü�î�Ò�†�•
°*…  VLAN �?�}�(7³�[�A�r�M���›�«�–�µ�³�V�[�c�q
�±  512 �b�Ð�Ý�³�Ÿ�Õ�«�º  �š�å�º�Ü�@�§�Ï�î�º�I�€�Z�8�r�M��

• MVR over trunk port>&MVRoT>'�b�§�Ï�î�º�_�|�~�
�º�Û�å�¡  �Ï�î�º�†  MVR �w�™�Ï�î�º�\�K�Z0¿
���[�A�r�M��

• IGMP �Ç�•�Ý�±�Ü�å�¢�_�|�~�
�«�–�µ�³  �Ï�î�º�V�b�Í�«�º�@�d�“�[�A�•�Ð�Ý�³�Ÿ�Õ�«�º  �¢�Ý�î�É  
�­�µ�º�†'ö#.�[�A�r�M��

• IGMP �«�ß�µ�º�Ü�å�¢�_�|�~�
 IGMP 3?3æ�¸�î�È�Ý
Æ�b�š�å�º�Ü�X�@�V7H�_4)�K�S���œ�b�”�¡�©�Ù
�å�†0¿���[�A�r�M��

• 0¿���•+��^  IGMP +:3å�±�–�Ð�î�_�|�~�
�¿�µ�º�á�î�¡�b+:3å4����†0¿���K�r�M��

• Switch Database Management>&SDM; �«�–�µ�³  �¹�î�±�Ë�î�«'ö#.>'�¸�å�É�Þ�î�º�_�|�~�
�Ø�î�¨
�@4E�¥�K�S�µ+��†�q�±7H�§�Ï�î�º�[�A�•�|�:�^�©�«�¸�Ò  �Ü�¯�î�«�b�m�~�\�Z�†/œ�<�r�M���r�S�

IPv6 �”�»�Þ�«�b�§�Ï�î�º#Ý�\�K�Z�
�¹�×�”�Ý  IPv4/IPv6 �¸�å�É�Þ�î�º�@#Ý�–�I�€�Z�8�r�M��

• RADIUS �§�î�Â�b�ß�î�»  �Â�Û�å�©�å�¢�_�|�~�
�”�¡�­�«0[�Ó�x1�0É0[�Ó�@�§�î�Â  �¢�Ý�î�É
²�/�[
�’'¼�_�(�S�I�€�r�M��

• MVR �b�Ñ�G�µ+��\�K�Z�
�«�–�µ�³�@�²�–�¼�Ñ�µ�¡  MVR �Ô�î�»�b���œ�_�c�q�±  2000 �b  MVR �¢
�Ý�î�É�†0¿���[�A�•�T�E�[�^�C�
�‚�S�_3ã�•�I�€�S�¥�Ð�å�»>& mvr ringmode flood>'�†�Q#Ý�M�•
�G�\�[�
�Ü�å�¢  �º�Ï�ß�ª�[�b3?3æ�†�Ó�å�Â�î  �Ï�î�º�_�D7H�[�A�r�M��

'ö#.�œ�É�©�Ù�å

• Command Line Interface>&CLI; �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>' >8Cisco IOS �¯�Ç�º�˜�™�”�[
�c�
�¹�«�¡�º�µ�É  �«�–�µ�³�å�¢�µ+��>�|�g  Multilayer Switching>&MLS; �Ð�Ý�³�Þ�–�Ö  �«�–�µ�³�å
�¢>'�µ+��@�§�Ï�î�º�I�€�Z�8�r�M�� CLI �_�c�
�«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_%$�K'ö#.�«�¸�î
�©�Ù�å�†�K)F�M�•�?�
�Ü�Ô�î�º'ö#.�«�¸�î�©�Ù�å�?�}  Telnet �†�Q#Ý�K�Z�”�¡�­�«�[�A�r�M�� CLI 
�b0ò(ý�_�X�8�Z�c�
 '¨  2 'v�� CLI �b�Q#Ý�‰�2�� �†�g!·�K�Z�C�T�I�8��

• Cisco Configuration Engine>8Cisco Configuration Engine �c�
�«�–�µ�³  �¯�Ç�º�˜�™�”�_)��s3¸�r�€
�S Cisco IOS CNS �š�î�ª�™�å�º�\4�� �M�•�¿�µ�º�á�î�¡'ö#.�¹�Â�–�«�[�M���«�–�µ�³�[�w�b0¿��
�š�f�†#Õ�B�K�Z�«�–�µ�³�_3æ�™�K�
0¿���š�f�†��/œ�K�Z)��Ý�†�ß� �å�¢�M�•�G�\�[�
�6�‡0¿���>�|
�g0¿���f�‚�†+¬�·�ì�[�A�r�M�� Cisco IOS �š�î�ª�™�å�º�b�Q#Ý�_6õ�M�•0ò(ý�_�X�8�Z�c�
 '¨  4 'v

�� Cisco IOS Configuration Engine �b0¿���� �†�g!·�K�Z�C�T�I�8��
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• Simple Network Management Protocol>&SNMP; (F�Æ�¿�µ�º�á�î�¡'ö#.�É�ß�º�¥�Ý>' >8SNMP 'ö#.
�”�É�Ü�£�î�©�Ù�å�_�c�
 CiscoWorks2000 LAN Management Suite>&LMS>'�x  HP OpenView �^�]
�@�6�~�r�M�� HP OpenView �x  SunNet Manager �^�]�b�É�Û�µ�º�Ç�›�î�Ò�@'��·�K�Z�8�•  SNMP �P
�Â'ö#.�«�¸�î�©�Ù�å�†�Q#Ý�K�Z�«�–�µ�³�†'ö#.�[�A�r�M���«�–�µ�³�c�
�È(
�V�b�Ñ�G  Management 
Information Base>&MIB; 'ö#.�_���Ë�î�«>'�­�µ�º�>�|�g  4 '�8®�b  >&RMON; �Ü�Ô�î�º  �Ô�½�±�Ü�å
�¢>'�¢�Ý�î�É�†�§�Ï�î�º�K�Z�8�r�M�� SNMP �b0ò(ý�_�X�8�Z�c�
 '¨  30 'v�� SNMP �b0¿���� �†�g!·
�K�Z�C�T�I�8��

'ö#.�µ+�

>&�@>' �G�G�_�4�ò�K�S�/�•�ì  Secure Shell>&SSH>9 �­�Ÿ�×�”  �©�™�Ý>'�µ+��c�
�«�–�µ�³  �¯�Ç�º�˜�™�”  �–�Ó�î
�ª�b�/�•�ì�Â�î�ª�Ù�å�[�T�E�Q#Ý�[�A�r�M��

• IP �”�»�Þ�«�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�
�Í�«�º�¡�
 Domain Name System>&DNS; �»�Ó�–�å  �¿�î
�Ò �©�«�¸�Ò>' �
 Trivial File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�§�î�Â�¡�^�]
�b�«�–�µ�³�_���b0¿���_6õ�K�Z�
 Dynamic Host Configuration Protocol>&DHCP>'�†�§�Ï�î�º�K�r
�M��

• DHCP �Ü�Þ�î�_�|�~�
 IP �”�»�Þ�«0[�Ó�^�]  DHCP �¡�Û�–�”�å�º�?�}�b  User Datagram Protocol
>&UDP; �Ø�î�¨  �¹�î�±�¢�Û�Ò  �É�ß�º�¥�Ý>'�È�ß�î�»�Ÿ�Õ�«�º�@3?3æ�I�€�r�M��

• DHCP �§�î�Â�_�|�~�
 IP �”�»�Þ�«�>�|�g�Q�b�Ú�b  DHCP �œ�É�©�Ù�å�@ IP �Í�«�º�_+¬�·�[�m�~�\�Z
�}�€�r�M��

• DHCP �Ë�î�«�b+¬�·0¿���>�|�g�–�Ó�î�ª  �”�µ�É�¹�î�º�_�|�~�
�æ���I�€�S0¿���>�|�g�‚�K�8�–
�Ó�î�ª�@�¨�X�b�«�–�µ�³�_�²�˜�å�ß�î�»�I�€�r�M��

• DHCP �§�î�Â�_�|�•�Ï�î�º  �Ë�î�«�b�”�»�Þ�«�m�~�\�Z�_�|�~�
�«�–�µ�³  �Ï�î�º�_�c  IP �”�»�Þ�«�@
�¦�S�_�m�~�\�Z�}�€�r�M��

• DNS �§�î�Â�l�b�w�¥�Ø�½�Ÿ�Õ�«�º0[�Ó�_�|�~�
 IP �”�»�Þ�«�>�|�g�P�Â�Í�«�º�¡�?�}�«�–�µ�³�†"I
���[�A�•�o�?�
 TFTP �§�î�Â�l�b�w�¥�Ø�½�Ÿ�Õ�«�º0[�Ó�_�|�~�
�¯�Ç�º�˜�™�”  �”�µ�É�¢�Þ�î�»�†  
TFTP �§�î�Â�?�}'ö#.�[�A�r�M��

• ARP �_�|�W�Z�
 IP �”�»�Þ�«�>�|�g�P�Â  MAC �”�»�Þ�«�?�}�«�–�µ�³�†"I���[�A�r�M��

• �Ø�½�Ÿ�Õ�«�º  MAC �”�»�Þ�«  �Ç�•�Ý�±�Ü�å�¢�_�|�~�
"I���b3æ�™
–  MAC �”�»�Þ�«�r�S�c��
›  
MAC �”�»�Þ�«�†�â�X�Ã�£�µ�º�†�ë� �[�A�r�M��

• 0¿���•+��^  MAC �”�»�Þ�«  �«�£�î�Ü�å�¢�_�|�~�
 VLAN �V�[�b  MAC �”�»�Þ�«�Û*f�†�¹�•�­�î�È
�Ý�_�K�Z�
 MAC �”�»�Þ�«  �¸�î�È�Ý�b�§�–�¬�†�D7H�[�A�r�M��

• CDP �Â�î�ª�Ù�å  1 �>�|�g  2 �_�|�~�
�¿�µ�º�á�î�¡  �º�Ï�ß�ª�†�è���[�A�•�T�E�[�^�C�
�Q�b�¿�µ�º
�á�î�¡�V�_�6�•�«�–�µ�³�x�Q�b�Ú�b�©�«�¥0��¹�Â�–�«�†%&�«�_�Ð�µ�Æ�å�¢�[�A�r�M>& NNI �[�c�¹
�Ç�›�Ý�º�[�§�Ï�î�º�
 ENI �[�c�–�¿�î�È�Ý�ì�•+��
 UNI �[�c�§�Ï�î�º�^�K>' ��

• LLDP �>�|�g  LLDP Media Endpoint Discovery>&LLDP-MED>'�_�|�~�
�§�î�»�Ã�î�¸�•0��b  IP 7Á
0ð�\�b%&�«4 #Ý�ö�@��#'�I�€�r�M>& NNI �r�S�c  ENI �[�T�E�§�Ï�î�º>' ��

• LLDP-MED �ß�£�î�©�Ù�å  TLV �b�§�Ï�î�º�_�|�~�
�«�–�µ�³�?�}�š�å�»�Ï�–�å�º  �¹�Â�–�«�l�ß
�£�î�©�Ù�å�_���@3æ�™�I�€�r�M��

• Network Time Protocol>&NTP; �¿�µ�º�á�î�¡  �±�–�Ò  �É�ß�º�¥�Ý>'�_�|�~�
�¥4Š�¯�î�«�?�}
²�«
�–�µ�³�l�M2��K�S�±�–�Ò  �«�±�å�É�@�f�j�I�€�r�M��

• Cisco IOS File System>&IFS>'�_�|�~�
�«�–�µ�³�@�Q#Ý�M�•�M�m�Z�b�Ç�“�–�Ý  �©�«�¸�Ò�_�P�K�Z
¹
3û�b�–�å�±�î�Ç�™�–�«�†�Q#Ý�[�A�r�M��
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�µ+�
• �•�æ
Æ'ö#.�”�¡�­�«�_�|�~�
�¿�µ�º�á�î�¡�V�b0
�X�b  CLI �Ë�î�«  �­�µ�©�Ù�å�_�P�K�Z�
�q�±  16 �b  
Telnet �K)F�†� �ì�_/œ�<�r�M��

• �•�æ
Æ'ö#.�”�¡�­�«�_�|�~�
�¿�µ�º�á�î�¡�V�b0
�X�b  CLI �Ë�î�«  �­�µ�©�Ù�å�_�P�K�Z�
�q�±  5 �X
�b�/�•�ì  SSH �K)F�†� �ì�_/œ�<�r�M>&�«�–�µ�³  �¯�Ç�º�˜�™�”�b�/�•�ì�Â�î�ª�Ù�å�@�²0[>' ��

• SNMP �Â�î�ª�Ù�å  1�
 2c�
 3 �b  get 0[�Ó�>�|�g  set 0[�Ó�†�Ó�K�S�•�æ
Æ'ö#.�”�¡�­�«�@�•+��[�M��

• �«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�?�}�
%$�K�K)F�I�€�S'ƒ�Ž�l�b�•�æ�¥'ö#.�”�¡�­�«�x�
�©�Ü�”�Ý�K
)F�r�S�c�Ô�¹�Ò�†)�#ä�K�S�Ü�Ô�î�º  �±�î�Ñ�¼�Ý�l�b�•�æ�¥'ö#.�”�¡�­�«�@�•+��[�M��

• �–�î�§�¿�µ�º'ö#.�Ï�î�º�?�}  PC �l�b�•�æ�¥'ö#.�”�¡�­�«�@�•+��[�M��

• �Ø�î�¨��*O�b�¥�Ð�å�»  �Ð�¡�ß�_�|�~�
0
�X�b�«�–�µ�³6ë�b4Ä*(�†�"(ç�ì�M�•�•�«�±�Ò  �«�–�µ�³0¿
���†�8�B�[�A�r�M��

• �Ó�º�ß  �–�î�§�¿�µ�º�b  Operation, Administration, and Maintenance>&OAM; 4 #Ý'ö#.�>�|�g�–�ò>'
IEEE 802.1ag Connectivity Fault Management>&CFM>'�
�•�«�±�Ð�î�š�µ�ª  �«�–�µ�³�>�|�g�É�ß�Â
�–�²�î�š�µ�ª  �«�–�µ�³�_�>�E�•  Ethernet Line Management Interface>&E-LMI>'�
 IEEE 802.3ah 
�–�î�§�¿�µ�º  OAM �¹�•�«�•�Â�Ü�
�Ü�å�¡  �Ô�½�±�Ü�å�¢�
�Ü�Ô�î�º7€���è%±�
�>�|�g�Ü�Ô�î�º  
�Ý�î�É�Â�µ�¡�†�§�Ï�î�º�K�Z�8�r�M��

• �–�î�§�¿�µ�º  �Ý�î�É�Â�µ�¡�µ+��b�§�Ï�î�º�_�|�~�
�Ü�Ô�î�º  �¹�Â�–�«�l�b�K)F�†�¸�«�º�[�A�r�M��
!“�õ�F�Ý�î�É�Â�µ�¡  �¸�«�º�†/œ�:�S�u�b  VLAN �Ý�î�É�Â�µ�¡�\�

²�Ã�«�b  QoS>&Quality Of 
Service>'�†�n�‰�¥�[�¸�«�º�M�•�S�u�b'ƒ�Ž�Ý�î�É�Â�µ�¡�@�6�~�r�M>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª
�@�²0[>'��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b*(�n�>�|�g�ß�î�Ý�Â�µ�¡�_�|�~�
�«�–�µ�³�V�b��/œ�¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�
�–�Ñ�I�€�Z�8�•  Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�[*(�n�[�A�r�M��

• Source Specific Multicast>&SSM>'�Ð�µ�Æ�å�¢�_�|�~�
�Ð�Ý�³�Ÿ�Õ�«�º  �”�É�Ü�£�î�©�Ù�å�[�c3æ�™

–�b�Ð�µ�Æ�å�¢�@�•+��_�^�~�r�M���G�€�_�|�~�
 IGMPv2 �¡�Û�–�”�å�º�c  SSM �†�<#Ý�[�A�•�|�:
�_�^�~�
�Ü�«�¼�î�c�Ð�Ý�³�Ÿ�Õ�«�º�b3æ�™
–�_�²�–�¼�Ñ�µ�¡�_�K)F�[�A�•�|�:�_�^�~�r�M���r�S�”
�É�Ü�£�î�©�Ù�å�l�b�k�Ñ�Ø�v3M�ö�I�€�r�M��

• Cisco IOS �[�§�Ï�î�º�I�€�Z�8�•  HTTP �¡�Û�–�”�å�º�c�
 IPv4 HTTP �§�î�Â�>�|�g  IPv6 HTTP 
�§�î�Â�b�]�U�}�_�P�K�Z�v0[�Ó�†3æ�™�[�A�r�M�� �r�S  Cisco IOS �[�§�Ï�î�º�I�€�Z�8�•  HTTP �§�î
�Â�c�
 IPv4 HTTP �¡�Û�–�”�å�º�>�|�g  IPv6 HTTP �¡�Û�–�”�å�º�b�]�U�}�?�}3æ�™�I�€�S  HTTP 0[
�Ó�v��#.�[�A�r�M>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>' ��

• IPv6 �[�c�
�«�¸�î�º�Þ�«+¬�·0¿���@�§�Ï�î�º�I�€�Z�8�r�M���G�€�_�|�~�
�Ü�å�¡�
�§�È�¿�µ�º�

�>�|�g�§�–�º�b�”�»�Þ�«�æ���š�f�†'ö#.�[�A�r�M���Í�«�º  IP �”�»�Þ�«�x�Ô�Â�–�Ý  IP �”�»�Þ�«�b'ö
#.�_�w#Ý�[�M>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>' ��

• CPU �<#Ý"á�b�K�A�8�Í�º�Û�µ�É�_�|�~�
 CPU �b�<#Ý"á�†�Ô�½�±�[�A�r�M��

• DHCPDISCOVER �Ã�£�µ�º�b Option 12 �Ç�•�î�Ý�»�_�Í�«�º�¡�†�æ���[�A�r�M���G�€�_�|�~�

DHCP �É�ß�º�¥�Ý�†�Q#Ý�K�Z� �M�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†3æ�™�[�A�r�M��

• DHCP �«�¾�î�Æ�å�¢�b�µ+��Ñ�G�\�K�Z�
 DHCP �b  Option 82 �Ç�•�î�Ý�»�b�G)z  ID �§�È�œ�É�©�Ù�å
�_�P�K�Z�[���º�«�º�Ü�å�¢  �Ë�î�«  �Ç�›�î�Ð�µ�º�†4E�¥�[�A�•�|�:�_�^�W�Z�8�r�M��
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�µ+�
�”�Ë�–�Û�Å�Ü�¸�•�µ+�

• UniDirectional Link Detection>&UDLD; �"�‰�¥�Ü�å�¡�è��>'�>�|�g�”�¢�Þ�µ�©�È  UDLD �_�|�~�

�Y4:�)�^
œ�Ç�“�–�Â4Ä)z�r�S�c�Ï�î�º7€���_�|�W�Z#Õ�L�•
œ�Ç�“�–�Â  �–�å�±�î�Ç�™�–�«�V�b�"�‰
�¥�Ü�å�¡�†�è���K�Z�¹�•�­�î�È�Ý�ì�[�A�r�M��

• IEEE 802.1D Spanning Tree Protocol>&STP; �«�Ã�½�å�¢  �¶�Ü�î  �É�ß�º�¥�Ý>'�_�|�~�

Õ6×�Â�µ�¡
�Î�î�å�K)F�\�Ý�î�É�b�^�8�¿�µ�º�á�î�¡�†��#'�[�A�r�M>& NNI �[�c�¹�Ç�›�Ý�º�[�§�Ï�î�º�
 ENI 
�[�c�–�¿�î�È�Ý�ì�•+��
 UNI �[�c�§�Ï�î�º�^�K>' �� STP �_�c���b�µ+��@�6�~�r�M��

– �q�±  128 �b�«�Ã�½�å�¢  �¶�Ü�î  �–�å�«�±�å�«�†�§�Ï�î�º  

– Per-VLAN Spanning-Tree Plus>&PVST+>'�_�|�•  VLAN 6ë�b�ß�î�»  �Â�Û�å�©�å�¢

– Rapid Per-VLAN Spanning-Tree Plus>&rapid-PVST+>'�_�|�•  VLAN 6ë�b�ß�î�»  �Â�Û�å�©�å�¢
�\�«�Ã�½�å�¢  �¶�Ü�î  �–�å�«�±�å�«�b9×3ÿ�¥�å�Â�î�ª�™�å�«

• NNI �r�S�c  ENI �[�·�8�M�•  IEEE 802.1s Multiple Spanning-Tree Protocol>&MSTP; �Ð�Ý�³  �«�Ã�½
�å�¢  �¶�Ü�î  �É�ß�º�¥�Ý>'�_�|�~�
0
�X�b  VLAN �†�«�Ã�½�å�¢  �¶�Ü�î  �–�å�«�±�å�«�_�¢�Ý�î�É�ì
�[�A�•�o�?�
�¹�î�±  �º�Û�Ç�•�µ�¡�\�ß�î�»  �Â�Û�å�©�å�¢�_�Q#Ý�M�•�Ç�›�á�î�¹�•�å�¢  �Ã�«�†0
�X
�S�B�[�A�r�M���I�}�_�
 IEEE802.1w Rapid Spanning-Tree Protocol>&RSTP; 9×3ÿ�«�Ã�½�å�¢  �¶
�Ü�î  �É�ß�º�¥�Ý>'�†�Ë�î�«�_�K�S  rapid PVST+ �_�|�~�
�Ý�î�º�>�|�g�æ���Ï�î�º�b  NNI �r�S�c�«
�Ã�½�å�¢  �¶�Ü�î�P�Â�b  ENI �†�6�Ù�_�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º�l&ã/œ�M�•�G�\�[�«�Ã�½�å�¢  �¶
�Ü�î�b9×3ÿ�¥�å�Â�î�ª�™�å�«�@�•+��[�M��

• �«�Ã�½�å�¢  �¶�Ü�î�@�–�¿�î�È�Ý�_�^�W�Z�8�•  NNI �>�|�g  ENI �[�c�
 Optional spanning-tree 
features available in PVST+ �Ô�î�»�
 rapid-PVST+ �Ô�î�»�
�>�|�g  MSTP �Ô�î�»�[�
���b�|�:�^�œ
�É�©�Ù�å�b�«�Ã�½�å�¢  �¶�Ü�î�µ+��†�Q#Ý�[�A�r�M��

– PortFast>8�«�Ã�½�å�¢  �¶�Ü�î  �Ï�î�º�†�È�ß�µ�Ÿ�å�¢  �«�¸�î�º�?�}�Ç�›�á�î�¹�•�å�¢  �«�¸�î�º
�_�6�ì�_&ã/œ�M�•�G�\�[3?3æ4����†0Ž�˜

– Bridge Protocol Data Unit>&BPDU; �È�Ü�µ�ª  �É�ß�º�¥�Ý  �¹�î�±  �Ø�½�µ�º>'�ž�î�»>8 BPDU �†
�w�™�M�• PortFast �P�Â�b�Ï�î�º�†�©�Õ�µ�º  �²�˜�å

– BPDU �Ç�•�Ý�±�Ü�å�¢>8 PortFast �P�Â�b�Ï�î�º�[  BPDU �@3æ�w�™�I�€�•�b�†75�F

– �Ý�î�º  �ž�î�»�µ+�>8�¿�µ�º�á�î�¡  �¥�”�¥�b�«�–�µ�³�@�«�Ã�½�å�¢  �¶�Ü�î  �Ý�î�º�\�K�Z�Q#Ý�I
�€�•�b�†75�F

– �Ý�î�É  �ž�î�»>8�"�‰�¥�Ü�å�¡�†�,�A2s�G�M7€���_�|�W�Z�æ�p�Ï�î�º�r�S�c�Ý�î�º  �Ï�î�º�[�6
�•  NNI �r�S�c  ENI �@�æ���Ï�î�º�\�K�Z�Q#Ý�I�€�•�b�†75�F

• STP �b�æ�p�m�•�\�K�Z%&�«�_�Â�µ�¡�”�µ�É�M�•  Flex Link �Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�\�
�É�Ü�š�å
�É�©�Ù�å�I�€�•�«�–�µ�³�œ�î�Â�î�>�|�g�n�‰�¥9×3ÿ�¥�å�Â�î�ª�™�å�«�_�|�~�
�Ý�î�É�b�^�8�¿�µ�º
�á�î�¡�[�b�ö�•$×�^�Ü�å�¡
Õ6×�ö�@&��–�I�€�r�M�� MAC �”�»�Þ�«  �¸�î�È�Ý&ã/œ�f�‚�µ+��\�v�ç�d
�€�r�M��

• Flex Link �Ð�Ý�³�Ÿ�Õ�«�º9×3ÿ�¥�å�Â�î�ª�™�å�«�_�|�~�
 Flex Link �_7€���@$Î#Õ�K�S�6�\�b�Ð�Ý�³
�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b�¥�å�Â�î�ª�™�å�«�ì6ë�@%·)°�I�€�r�M��

• �Ü�å�¡�«�¸�î�º  �º�Û�µ�Ÿ�å�¢�_�|�~�
�K)F�I�€�S�Í�«�º�>�|�g�§�î�Â�?�}�b�”�µ�É�«�º�Ü�î�Ò  �º
�Û�Ç�•�µ�¡�†��3æ�M�•�Ï�î�º�b�«�¸�î�º�†�Ñ�Û�î�Ü�å�¢�K�
�Ú�b  Cisco Ethernet �«�–�µ�³�V�b�·�8
�Ü�å�¡�_�§�î�Â  �º�Û�Ç�•�µ�¡�†�Ç�™�î�Ý�œ�î�Â�î�[�A�r�M��

• Resilient Ethernet Protocol>&REP; �Þ�ª�Ü�š�å�º  �–�î�§�¿�µ�º  �É�ß�º�¥�Ý>'�_�|�~�
�«�Ã�½�å�¢  �¶
�Ü�î�†�Q#Ý�K�^�8�¥�å�Â�î�ª�™�å�«�ì6ë�b%·)°�\�¿�µ�º�á�î�¡  �Ý�î�É75�F�@�•+��[�M��

• REP �b�§�Ï�î�º�_�œ�O�Z�•�˜�å�±�>�|�g�±�–�Ð�î�b�µ+��@�Ñ�G�I�€�Z�8�r�M���¿�–�Â�î  �Ï�î�º�@  
REP �_�P�Â�K�Z�8�^�8���œ�_  REP �š�µ�ª  �Ï�î�º�†�Q#Ý�[�A�r�M��

• Hot Standby Router Protocol>&HSRP; �Í�µ�º�«�±�å�Â�–  �Ý�î�±  �É�ß�º�¥�Ý>'�_�|�~�
�Þ�–�Ö  3 
�Ý�î�±�b
Õ6×�ö�@&��–�I�€�r�M>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>' ��
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• '¼�o�¥�«�º  �Ý�î�¸�•�å�¢�_�|�~�
�Ü�å�¡  �Þ�Ë�Ý�>�|�g�«�–�µ�³  �Þ�Ë�Ý�[�b
Õ6×�ö�@&��–�I�€�r�M
>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>' ��

• Shorter REP hello �_�|�~�
 REP Link Status Layer>&LSL; �Ü�å�¡  �«�¸�î�±�«  �Þ�–�Ö>'�b)�4#�ì6ë
�±�–�Ð�î�b(
�V�@  3000 >|  10000 �Ñ�Ü&Ê>&500 �Ñ�Ü&Ê6ë7x>'�?�}  120 >|  10000 �Ñ�Ü&Ê>&40 �Ñ�Ü&Ê
6ë7x>'�_�š�f�I�€�Z�8�r�M��

VLAN �µ+�

• �q�±  1005 �b  VLAN �@�§�Ï�î�º�I�€�Z�8�•�S�u�
�Ø�î�¨�†4:�)�^�¿�µ�º�á�î�¡  �Ü�¯�î�«�
�º�Û
�Ç�•�µ�¡  �Ã�±�î�å�
�>�|�g�•�æ�_�P�Â�Ü�E�}�€�S  VLAN �_�m�~�\�Z�•�G�\�@�•+��[�M��

• IEEE 802.1Q �† =�_�|�W�Z0Á�•�I�€�S  1 >|  4094 �b(
�V�b  VLAN ID �@�ö
²�_�§�Ï�î�º�I�€�Z�8�r
�M��

• VLAN Query Protocol>&VQP; VLAN �¡�š�Ü�î  �É�ß�º�¥�Ý>'�_�|�~�
�²�–�¼�Ñ�µ�¡  VLAN �Ó�å
�Â�î�©�µ�É�@�§�Ï�î�º�I�€�Z�8�r�M��

• 
²�Ï�î�º�[�b  IEEE 802.1Q �º�Û�å�Ÿ�å�¢  �•�É�­�Ý�ì�_�|�~�
�¿�µ�º�á�î�¡�b&ã�·�
3ã�•�
�>�|�g
�š�f�
�È�ß�î�»�Ÿ�Õ�«�º�>�|�g�Ð�Ý�³�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�b'ö#.�\�D�š�
9×�Ø�^�­�Ÿ�×�Ü�¸�•
�†0[�M�•�Ø�î�¨�x�¿�µ�º�á�î�¡  �Ü�¯�î�«�_�P�K�Z  VLAN �¢�Ý�î�É�†�8�B�M�•�G�\�_�|�•�¿�µ�º
�á�î�¡  �­�Ÿ�×�Ü�¸�•�@��#'�I�€�Z�8�r�M��

• VLAN 1 �b�q�`�ì�_�|�W�Z�
 VLAN 1 �†�¶���b  VLAN �º�Û�å�¡  �Ü�å�¡�[�¹�•�­�î�È�Ý�ì�[�A�r
�M���G�€�_�|�~�
�«�Ã�½�å�¢  �¶�Ü�î  �Ý�î�É�r�S�c�«�º�î�Ò�b�Ü�«�¡�@3M�ö�I�€�r�M���G�b�µ+��†
�–�¿�î�È�Ý�_�M�•�\�
�Ø�î�¨  �º�Û�Ç�•�µ�¡�c�º�Û�å�¡�V�[�c3æ�w�™�I�€�r�O�‡���«�–�µ�³  CPU 
�c�
�G�€�r�[�]�>�~�D�š�É�ß�º�¥�Ý  �Ç�Þ�î�Ò�†3æ�w�™�K�r�M��

• UNI-ENI "‚'g  VLAN �_�|�~�
�•�«�±�Ð�î  VLAN �†�
� �M�«�–�µ�³�V�b�Ú�b�•�«�±�Ð�î  VLAN �?
�}�(7³�[�A�r�M��� �M�b  UNI-ENI "‚'g  VLAN �_�“�M�•�«�–�µ�³�[�c�
 UNI �r�S�c  ENI 6ë�b�ß�î
�•�Ý  �«�–�µ�³�å�¢�@��/œ�I�€�r�O�‡��

• �É�Û�–�Ë�î�º  VLAN �_�|�~�
 VLAN �b�«�£�î�Û�Å�Ü�¸�•�b�e8Ÿ�_�P���[�A�•�o�?�
 IP �”�»�Þ�«�b
�m�~�\�Z�†�|�~(ý�?�C�D�š�K�S�~�
�Þ�–�Ö  2 �Ï�î�º�†�Ú�b�«�–�µ�³�V�b�Ï�î�º�?�}�(7³�K�S�~�[�A
�r�M��

• PVLAN �Í�«�º�b�Ï�î�º  �­�Ÿ�×�Ü�¸�•�_�|�~�
�Ï�î�º�[�Û*f�I�€�•  MAC �”�»�Þ�«�b�X�†�D7H�[�A
�•�o�?�
�Ï�î�º�[�Û*f�[�A�•  MAC �”�»�Þ�«�†��*O�[�A�r�M��

• VLAN Flex Link �ß�î�»  �Â�Û�å�©�å�¢�_�|�~�
 STP �†�Q#Ý�M�•�G�\�^�C�
�Þ�–�Ö  2 �b
Õ6×�ö�†&��–
�[�A�r�M���É�Û�–�Ð�Ü  �Ü�å�¡�>�|�g�Â�µ�¡�”�µ�É  �Ü�å�¡�\�K�Z0¿���I�€�•�–�å�±�î�Ç�™�–�«�b�Ì
�”�_�|�~�
 VLAN �_�ö�Y�8�Z�º�Û�Ç�•�µ�¡�b2�,´�†�(�S�[�A�r�M��

• �•�«�±�Ð�î  �¿�µ�º�á�î�¡�_�K)F�I�€�S�º�Û�å�¡  �Ï�î�º�V�[�b  VLAN �Ð�µ�Æ�å�¢>&�r�S�c  VLAN 
ID �š�n>'  �_�|�~�
 Customer VLAN>&C-VLAN; �•�«�±�Ð�î  VLAN >'�†  Service Provider VLAN

>&S-VLAN; �§�î�Å�«  �É�ß�Â�–�²�î  VLAN >'�_�Ð�µ�Æ�å�¢�[�A�r�M��

�­�Ÿ�×�Ü�¸�•�µ+�

�«�–�µ�³�c�
�•
°*…�
�«�–�µ�³�
�>�|�g�¿�µ�º�á�î�¡�_�P�M�•�­�Ÿ�×�Ü�¸�•�µ+��†
��<�Z�8�r�M��

�•
°*…�_�P�M�•�­�Ÿ�×�Ü�¸�•

• �¹�Ç�›�Ý�º�[�c�
�›�•
°*…�b"‚'g�ö�†&��–�M�•�S�u�
�•
°*…�Ï�î�º6ë�b�ß�î�•�Ý  �«�–�µ�³�å�¢�c
�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��
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• DHCP �«�¾�î�Æ�å�¢�_�|�~�
�™8—�[�A�^�8�Í�«�º�\  DHCP �§�î�Â�b6ë�[�
�™8—�[�A�^�8  DHCP 
�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢��#.�†/œ�<�r�M��

• DHCP �«�¾�î�Æ�å�¢)+0£�_���b  show �¥�Ð�å�»�_�|�~�
 DHCP �«�¾�î�Æ�å�¢)+0£�_���†�§�Ð�Ü�î�g
�'�r�S�c0ò(ý�g�'�[/²&g�[�A�r�M���r�S  clear �¥�Ð�å�»�_�|�~�
 DHCP �«�¾�î�Æ�å�¢)+0£�_���†�P
7V�[�A�r�M��

• IP �¯�î�«  �ž�î�»�_�|�~�
 DHCP �«�¾�î�Æ�å�¢  �¹�î�±�Ë�î�«�>�|�g  IP 3æ�™
–�Â�–�å�¹�•�å�¢�_�ö
�Y�8�Z�
�Ý�î�¸�•�å�¢�I�€�^�8�–�å�±�î�Ç�™�–�«�V�[�º�Û�Ç�•�µ�¡�†�D7H�[�A�r�M��

• �²�–�¼�Ñ�µ�¡  ARP �è���_�|�~�
!“� �^  ARP 0[�Ó�x�Â'Å�†� �L  VLAN 
Æ�b�Ú�b�Ï�î�º�_�Ü�Þ�î�K
�^�8�G�\�[�
�«�–�µ�³�_�P�M�•�O�–�b�6�•�7�Á�†75�š�[�A�r�M��

�«�–�µ�³  �­�Ÿ�×�Ü�¸�•

>&�@>' �G�G�_&g�K�S Kerberos �µ+��c�
�«�–�µ�³  �¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�/�•�ì�Â�î�ª�Ù�å�[�T�E�Q#Ý�[�A�r
�M��

• �Ã�«�á�î�»�_�|�W�Z�–1¤�I�€�S'ö#.�–�å�±�î�Ç�™�–�«�l�b�”�¡�­�«>&1��s�v�~�S#Ý�>�|�g1��s�v�~
/ �i�A3¸�s>'�_�|�~�
�Y�G�^0¿���š�f�†75�F�[�A�r�M��

• 1�0É�>�|�g0Á�•�I�€�S�Ø�î�¨�_7H�W�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�”�¡�­�«�[�A�•�|�:�_
�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý  �­�Ÿ�×�Ü�¸�•�µ+��_�|�W�Z�
�Ø�î�¨�@�Ã�«�á�î�»�G�Ÿ�É�ß
�­�«�†�Q#Ý�K�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�”�¡�­�«�M�•�b�†75�F�[�A�r�M��

• �Ð�Ý�³�Þ�Ë�Ý�b�­�Ÿ�×�Ü�¸�•�_�|�~�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
3û%±�
�>�|�g�P�Â�·�8�†4E�¥�[�A�r�M��

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•  �œ�É�©�Ù�å�_�|�~�
�Ï�î�º�l�b�”�¡�­�«�†0Á�•�M�•�«�¸�î�©�Ù�å�b  MAC �”
�»�Þ�«�†�D7H�K�S�~1‘�9�K�S�~�[�A�r�M��

• �Ï�î�º  �­�Ÿ�×�Ü�¸�•  �š�î�ª�å�¢�_�|�~�
�Ï�î�º�V�b�­�Ÿ�×�”  �”�»�Þ�«�_�P�K�Z�š�î�ª�å�¢  �±�–�Ò
�†0¿���[�A�r�M��

• LLDP �>�|�g  LLDP-Media Extensions>&LLDP-MED; LLDP �Ó�¹�•�”�Ñ�G>'�_�|�~�
�Ð�Ý�³�Ë�å
�²�î  �¿�µ�º�á�î�¡�[�b%&�«4 #Ý�ö�_�P�K�Z  IEEE 802.1AB �Ü�å�¡  �Þ�–�Ö�è���É�ß�º�¥�Ý�@�§�Ï�î
�º�I�€�r�M���«�–�µ�³�c�
3ÿ�Ø�
�¹�×�É�Þ�µ�¡�«�
�>�|�g7Á�Š�b0¿���†  IP 7Á0ð�^�]�b�š�å�»  �¹�Â
�–�«�\�º�n�K�r�M��

• UNI �>�|�g  ENI �b�¹�Ç�›�Ý�º  �Ï�î�º  �«�¸�î�º�c�¹�•�­�î�È�Ý�[�M��

• +¬�·�¥�å�º�ß�î�Ý  �É�Þ�î�å�–1¤�µ+��_�|�~�
 UNI �r�S�c  ENI �V�b�Þ�–�Ö  2 �D�š�º�Û�Ç�•�µ�¡�_
�|�W�Z
�$Î$×�r�S�c�–�W$×�_#Õ�L�•4#2�,´�?�}  CPU �@�–1¤�I�€�r�M��

• �§�î�Å�«  �É�ß�Â�–�²�î�b��3>�^�P�Â�†�•+��_�M�•0¿���•+��¥�å�º�ß�î�Ý  �É�Þ�î�å  �­�Ÿ�×�Ü�¸�•�µ
+��_�|�~�
�•�«�±�Ð�î�b�¥�å�º�ß�î�Ý  �É�Þ�î�å  �º�Û�Ç�•�µ�¡�†�Ï�î�º�"�)�>�|�g�É�ß�º�¥�Ý�"�)
�[�ë� �[�A�r�M�� CDP�
 STP�
 LLDP�
 LACP�
�r�S�c  PAgP �_�P�K�Z  ENI �É�ß�º�¥�Ý�D�š�Ã�£�µ
�º�†0¿���[�A�r�M��

• Terminal Access Controller Access Control System Plus>&TACACS+>'�c�
 TACACS �§�î�Â�†�Ó�K
�Z�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•�†'ö#.�M�•�©�«�¥"‚+¬�b�µ+��[�M��

• Remote Authentication Dial-In User Service>&RADIUS>'�_�|�~�
 Authentication, Authorization, 
and Accounting>&AAA; 1�0É�
0Á�•�
�”�•�˜�å�¸�•�å�¢>'�§�î�Å�«�†�Q#Ý�K�Z�
�Ü�Ô�î�º  �Ø�î�¨�b  
ID �b�è0É�
�”�¡�­�«�b0Á�•�
�>�|�g�”�¡�©�Ù�å�b3ã2§�†��/œ�[�A�r�M��

• Kerberos �­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�_�|�~�
�™8—�[�A�•'¨�U*…�†3û�L�Z�¿�µ�º�á�î�¡  �Ü�¯�î�«�b0[�Ó
�†1�0É�[�A�r�M>&�«�–�µ�³  �¯�Ç�º�˜�™�”�b�/�•�ì�Â�î�ª�Ù�å�@�²0[>' ��
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�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•

• �«�±�¸�•�µ�¡  MAC �”�»�Þ�«�æ���†�Q#Ý�M�•�G�\�[�
�­�Ÿ�×�Ü�¸�•�†&��–�[�A�r�M��

• �† =�>�|�g�Ñ�G  IP Access Control List>&ACL; �”�¡�­�«�D�š�Ü�«�º>'�_�|�~�
�Ý�î�¸�µ�»  �–�å�±�î
�Ç�™�–�«>&�Ý�î�±  ACL>'�\  VLAN �b�g�‰�¥�>�|�g�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«>&�Ï�î�º  ACL>'�b
�w�™�‰�¥�_6õ�M�•�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†��*O�[�A�r�M��

• �–�å�±�î�Ç�™�–�«�_4:#Ý�I�€�•  IPv6 ACL �_�|�~�
 IPv6 �º�Û�Ç�•�µ�¡�b�Ç�•�Ý�±�Ü�å�¢�†/œ�<�r
�M��

• �Ñ�G MAC ACL �_�|�~�
�Þ�–�Ö  2 �–�å�±�î�Ç�™�–�«�b�w�™�‰�¥�_6õ�M�•�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†
��*O�[�A�r�M��

• VLAN ACL >&VLAN �Ð�µ�É>'�_�|�~�
 MAC �Ê�µ�²�î�
 IP �Ê�µ�²�î�
�>�|�g  TCP/UDP �Ê�µ�²�î

Æ�b�_���†�ö�_�K�S�º�Û�Ç�•�µ�¡�b�Ç�•�Ý�±�Ü�å�¢�†/œ�8�
 VLAN 
Æ�b�­�Ÿ�×�Ü�¸�•�†&��–�[�A
�r�M��

• 3æ�™
–�>�|�g��
›  MAC �Ë�î�«�b  ACL �_�|�~�
8�  IP �º�Û�Ç�•�µ�¡�b�Ç�•�Ý�±�Ü�å�¢�†/œ�<�r�M��

• IEEE 802.1X �Ï�î�º�Ë�î�«�b1�0É�_�|�~�
�Y�G�^�¹�Â�–�«>&�¡�Û�–�”�å�º>'�@�¿�µ�º�á�î�¡�_�”�¡
�­�«�M�•�b�†75�F�[�A�r�M�����b�µ+��@�§�Ï�î�º�I�€�Z�8�r�M��

– VLAN �m�~�\�Z>8 IEEE 802.1X 1�0É�Ø�î�¨�†"I���b  VLAN �_�D7H�[�A�r�M��

– �Ï�î�º  �­�Ÿ�×�Ü�¸�•>8 IEEE 802.1X �Ï�î�º�l�b�”�¡�­�«�†�D�š�[�A�r�M��

– IEEE 802.1X �”�•�˜�å�¸�•�å�¢>8�¿�µ�º�á�î�¡�b�Q#Ý"g�#�†3ã2§�[�A�r�M��

– 802.1x  =
�"g�Â�³�™�µ�¡>8�«�–�µ�³�V�[  802.1x �b0¿���†/œ�:�S�_�
�K)F�I�€�Z�8�•�š�å�»  �Í
�«�º�b =
�"g�Â�†�8���[�A�r�M��

– 802.1x �«�–�µ�³  �§�É�Ü�•�å�º�_�|�•  Network Edge Access Topology>&NEAT; �¿�µ�º�á�î�¡  
�š�µ�ª  �”�¡�­�«  �º�Ï�ß�ª>' �
 Client Information Signalling Protocol>&CISP; �¡�Û�–�”�å�º�_��
�©�¢�¼�Ü�å�¢  �É�ß�º�¥�Ý>'�_�|�•�Í�«�º0Á�•�
�>�|�g+¬�·�–�¿�î�È�Ý�ì>8�á�–�Ö�Ü�å�¢  �¡
�ß�î�®�µ�º�¥4Š�b�«�–�µ�³�†�
�Ú�b�«�–�µ�³�_�P�M�•�§�É�Ü�•�å�º�\�K�Z1�0É�[�A�r�M��

• �«�±�¸�•�µ�¡  �Í�«�º�V�[�c�
 IP �¯�î�«  �ž�î�»�@�§�Ï�î�º�I�€�Z�8�r�M��

• IEEE 802.1x �Ø�î�¨�(�S�_�|�~�
0
�X�b  VLAN �[�Ø�î�¨�b�ß�î�»�Â�Û�å�©�å�¢�†/œ�<�r�M���G�€
�_�|�~�
0
�X�b  VLAN �@4Ä*(�I�€�S�¿�µ�º�á�î�¡�b�«�£�î�Û�Å�Ü�¸�•�†�¥�V�I�O�•�G�\�@�•+��[
�M��1��•�I�€�S�Ø�î�¨�c�
 RADIUS �§�î�Â�_�|�~�m�~�\�Z�}�€�S�¢�Ý�î�É
Æ�[�Ó�å�Â�î�@�q�v�a
�^�8  VLAN �_�m�~�\�Z�}�€�r�M��

• SNMP �Â�î�ª�Ù�å  3>&SNMPv3>'�[  Triple Data Encryption Standard>&3DES; �º�Ü�É�Ý  DES>'�>�|
�g  Advanced Encryption Standard>&AES; 9×�Ø�/�•�ì0d�A>'�@�§�Ï�î�º�I�€�Z�8�r�M���G�b�Ü�Ü�î
�«�[�c�
 SNMPv3 �_�P�M�•�/�•�ì�”�Ý�¦�Ü�¬�Ò�\�K�Z�
 168 �Å�µ�º�b  3DES �>�|�g  128 �Å�µ�º�

192 �Å�µ�º�
�>�|�g  256 �Å�µ�º�b  AES �@�‚�S�_�§�Ï�î�º�I�€�Z�8�r�M��

• IPv6 MLD �«�¾�î�Æ�å�¢�
 IPv6 eBGP�
 IPv6 SNMP�
 syslog�
 HTTP �†�µ�u�
 IPv6 �@3ã�•�§�Ï�î
�º�I�€�Z�8�r�M��

QoS �µ+��>�|�g  CoS �µ+�

• 0¿���•+��¥�å�º�ß�î�Ý  �É�Þ�î�å  �Ÿ�×�î�m�~�\�Z�_�|�~�
 CPU �[#Õ�B�I�€�S�º�Û�Ç�•�µ�¡�b�¥�å�º
�ß�î�Ý  �É�Þ�î�å  �º�Û�Ç�•�µ�¡�†�
"I���b���Š�Ÿ�×�î�_�m�~�\�Z�•�G�\�@�•+��[�M��

• Cisco Modular Quality of Service Command Line Interface>&MQC; �Ô�ª�×�Û  QoS �¥�Ð�å�»�Û�–�å  
�–�å�±�î�Ç�™�–�«>'�@��/æ�I�€�Z�8�r�M��
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• IP precedence�
 Differential Service Code>&DSCP>'�
�>�|�g  IEEE 802.1p Class of Service>&CoS; 
�§�î�Å�«  �¡�Û�«>'�Ã�£�µ�º  �Ç�•�î�Ý�»�_�ö�Y�C�(8®�
 ACL �è(ô�
�r�S�c���Š�(8®�l�b  QoS �Û�Ë
�Ý�b�m�~�\�Z�@�•+��[�M��

• �Ï�Ü�©�å�¢

– �¹�’�Þ�î�º�>�|�g�Â�î�«�º  �Þ�î�º�_�ö�Y�C  1 �Þ�î�º  �Ï�Ü�©�å�¢>8 1 �X�b�Ï�Ü�§�î�@�P1ß

– 2 �•�Û�î  �Ï�Ü�©�å�¢>8�Þ�î�º�_4:�œ�M�•�Ã�£�µ�º�r�S�c�Þ�î�º�†2x4#�M�•�Ã�£�µ�º�_�|�~$��^
�•�·�8�†0Á�•

– 7Ÿ(Ù�Ï�Ü�©�å�¢>80
�X�b�º�Û�Ç�•�µ�¡  �¡�Û�«�[
¹�w�I�€�•�Ï�Ü�§�î�@�P1ß

– 
°�Š  2 �Þ�î�º�
 3 �•�Û�î  �Ï�Ü�©�å�¢>8�¶�9�b�Ï�Ü�§�î�r�S�c7Ÿ(Ù�Ï�Ü�§�î�@�P1ß

• 3}3u�G4J�Ó�•�½�¬�Ò�[�6�•  Weighted Tail Drop>&WTD; 5��s�Ü�A�¸�î�Ý  �»�ß�µ�É>'�_�|�~�
�Ÿ�×�î
�b6×�I�†'ö#.�K�
$��^�•�º�Û�Ç�•�µ�¡�(8®�H�\�_�ë� 
ƒ
›8p�)�†�ô���[�A�r�M��

• �¸�î�È�Ý  �Ð�µ�É�_�|�~�
 DSCP�
 CoS�
 IP precedence �b�›�Í�†�Ð�µ�Æ�å�¢�[�A�r�M��

• �Ÿ�×�î�–�å�¢�>�|�g�«�£�ª�×�î�Ü�å�¢��

– Shaped Round Robin>&SRR; �©�™�–�É�»  �Û�˜�å�»  �ß�Å�å>'�º�Û�Ç�•�µ�¡  �©�™�î�Æ�å�¢�_�|�~�

�M�m�Z�b�Ÿ�×�î�b�Ã�£�µ�º�†�ã�~�I�O�Z�
�º�Û�Ç�•�µ�¡  �Â�î�«�º�†�q�`�ì�[�A�r�M��

– �¡�Û�«�Ë�î�«  �º�Û�Ç�•�µ�¡  �©�™�î�Æ�å�¢�_�|�~�
�º�Û�Ç�•�µ�¡  �¡�Û�«�b�q�±0Á���¹�’�Þ�î�º
�†�æ���[�A�r�M��

– �Ï�î�º  �©�™�î�Æ�å�¢�_�|�~�
�Ï�î�º�b�q�±0Á���¹�’�Þ�î�º�†�æ���[�A�r�M��

– Class-based Weight Queuing>&CBWFQ; �¡�Û�«  �Ë�î�«�’'¼�ì�Ÿ�×�î�–�å�¢>'�_�|�~�
�º�Û
�Ç�•�µ�¡  �¡�Û�«�_�œ�O�Z�•�æ�œ�†�D�š�[�A�r�M��

– WTD �_�|�~�
�æ���I�€�S�º�Û�Ç�•�µ�¡  �¡�Û�«�b�Ÿ�×�î  �§�–�¬�†1*�Z�[�A�r�M��

– �*4����É�Û�–�œ�Ü�¸�•  �Ÿ�×�î�–�å�¢�_�|�~�
"I���b�º�Û�Ç�•�µ�¡�l�b
ƒ
›��#.�†0Á�•�[�A�r
�M��

• �Ï�î�º�"�)�
 VLAN �"�)  QoS �_�|�~�
�d���b�–�å�±�î�Ç�™�–�«�b�Ø�î�¨�æ��  VLAN �[��3æ�I�€�•
�º�Û�Ç�•�µ�¡�†�D�š�[�A�r�M�� IOS �¯�Ç�º�˜�™�”  �Ü�Ü�î�«  12.2>&25>' SEG �è7F�[�c�
 VLAN �"�)
�b�(8®�_7u�™�º�Ï�Ü�©�î�Ð�µ�É�†�Q#Ý�K�Z�
�º�Û�å�¡  �Ï�î�º�_�Ï�î�º�"�)�
 VLAN �"�)�b7u�™�º
�Ï�Ü�©�î  �Ð�µ�É�†4:#Ý�[�A�r�M��

• CPU �–1¤�†�¹�•�­�î�È�Ý�_�M�•�œ�É�©�Ù�å�_�|�~�
�Q#Ý�[�A�•  QoS �Ï�Ü�©�å�¢�µ+��@�
 1 �Ï�î�º
�_�X�A  45 �?�}  64 >&4 �Ï�î�º�H�\�_  63>'�_�Q�•�K�r�K�S��

�Þ�–�Ö  2 VPN �§�î�Å�«

• IEEE 802.1Q �º�å�¿�Ü�å�¢�_�|�~�
�§�î�Å�«  �É�ß�Â�–�²�î�c�•�«�±�Ð�î�_0
�X�b�Ï�–�å�º  �Þ�–�Ö  
2 VPN �§�î�Å�«�†�f�j�[�A�r�M��

• �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�_�|�~�
�•�«�±�Ð�î�c  BPDU�
 CDP�
 VLAN Trunking Protocol
>&VTP; VLAN �º�Û�å�Ÿ�å�¢  �É�ß�º�¥�Ý>' �
 PAgP�
 LACP�
�>�|�g  UDLD �^�]�b�É�ß�º�¥�Ý�†�D�š
�K�Z�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡6ë�[�º�å�¿�Ü�å�¢�†/œ�<�r�M��

• �•�«�±�Ð�î  �¿�µ�º�á�î�¡�_�K)F�I�€�S�º�Û�å�¡  �Ï�î�º�V�[�b  VLAN �Ð�µ�Æ�å�¢>&�r�S�c  VLAN 
ID �š�n>'  �_�|�~�
 Customer VLAN>&C-VLAN; �•�«�±�Ð�î  VLAN >'�†  Service Provider VLAN

>&S-VLAN; �§�î�Å�«  �É�ß�Â�–�²�î  VLAN >'�_�Ð�µ�Æ�å�¢�[�A�r�M��
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'¨  1 'v      �+0[
�µ+�
�Þ�–�Ö  3 �µ+�

>&�@>' �Þ�–�Ö  3 �µ+��c�
�«�–�µ�³�[�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@'��·�K�Z�8�•���œ�_7H�~�Q#Ý�[�A�r�M��

• HSRP �Â�î�ª�Ù�å  1>&HSRPv1>'�>�|�g  HSRP �Â�î�ª�Ù�å  2>&HSRPv2>'�_�|�~�
�Þ�–�Ö  3 �Ý�î�±
�b
Õ6×�ö�@&��–�I�€�r�M��

• ���b  IP �Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�_�|�~�
 �ß�î�»  �Â�Û�å�©�å�¢�\�«�£�î�Û�È�Ý�^�Ý�î�¸�µ�»  �Â�µ�¡
�Î�î�å�†�S(��[�A�r�M��

– RIP �Â�î�ª�Ù�å  1 �>�|�g  2

– OSPF 

– EIGRP 

– BGP �Â�î�ª�Ù�å  4

– IS-IS �²�–�¼�Ñ�µ�¡  �Ý�î�¸�•�å�¢  

– BFD �É�ß�º�¥�Ý>8 OSPF�
 IS-IS�
 BGP�
 EIGRP�
�r�S�c  HSRP �b�›�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý
�b�Ç�›�á�î�¹�•�å�¢  �Ã�«7€���†�è���[�A�r�M��

• 2 �X�è�V�b  VLAN 6ë�_�>�E�•�ö
²�Þ�–�Ö  3 �Ý�î�¸�•�å�¢�_�P�Â�K�S  IP �Ý�î�¸�•�å�¢>& VLAN 6ë
�Ý�î�¸�•�å�¢>'�_�|�~�
�›  VLAN �c"‚+¬�b+¬�Š�¹�î�±�Ü�å�¡  �»�Ó�–�å�†)T�â�[�A�r�M��

• Policy-Based Routing>&PBR; �Ï�Ü�©�î  �Ë�î�«  �Ý�î�¸�•�å�¢>'�_�|�~�
�º�Û�Ç�•�µ�¡  �Ç�ß�î�_��*O
�í�s�Ï�Ü�©�î�†0¿���[�A�r�M��

• �«�±�¸�•�µ�¡  IP �Ý�î�¸�•�å�¢�_�|�~�
�¿�µ�º�á�î�¡  �Ã�«�_���b�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†�m�·�[�8
�B�[�A�r�M��

• '¼�o�¥�«�º  �Ý�î�¸�•�å�¢�_�|�~�
�ß�î�»  �Â�Û�å�©�å�¢�>�|�g
Õ6×�S�B�@�•+��[�M��

• Internet Control Message Protocol>&ICMP; �–�å�±�î�¿�µ�º�D�š�Ó�µ�­�î�ª  �É�ß�º�¥�Ý>'�>�|�g  
ICMP Router Discovery Protocol>&IRDP>'�_�|�~�
�Ý�î�±�b�”�»�Â�±�–�¬�Ó�å�º�>�|�g�Ý�î�±13
�Ó�Ó�µ�­�î�ª�†�Q#Ý�K�Z�
%$�K�K)F�I�€�S�§�È�¿�µ�º�V�_�6�•�Ý�î�±�b�”�»�Þ�«�†�è���[�A�r�M��

• PIM �_�|�~�
�¿�µ�º�á�î�¡
Æ�[�b�Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�@�•+��[�M���G�€�_�|�~�
�¿�µ�º
�á�î�¡
Æ�b�¹�Â�–�«�c0[�Ó�I�€�S�Ð�Ý�³�Ÿ�Õ�«�º  �Ç�•�î�»�†�w�™�[�A�•�o�?�
�Ð�Ý�³�Ÿ�Õ�«�º�_
�g�•�K�^�8�«�–�µ�³�†�É�Ý�î�½�å�¢�[�A�r�M�� PIM-SM �Ô�î�»�
 PIM-DM �Ô�î�»�
�>�|�g  PIM 
sparse-dense �Ô�î�»�v�§�Ï�î�º�I�€�Z�8�r�M��

• SSM PIM �É�ß�º�¥�Ý�b�§�Ï�î�º>8�Å�¹�œ�^�]�b�Ð�Ý�³�Ÿ�Õ�«�º  �”�É�Ü�£�î�©�Ù�å�†�q4:�ì�[�A�r
�M��

• Multicast Source Discovery Protocol>&MSDP>'�_�|�~�
0
�X�b  PIM-SM �»�Ó�–�å�†�K)F�[�A�r�M��

• DHCP �Ü�Þ�î�_�|�~�
 IP �”�»�Þ�«0[�Ó�^�]  DHCP �¡�Û�–�”�å�º�?�}�b  UDP �È�ß�î�»�Ÿ�Õ�«�º�†
3?3æ�[�A�r�M��

• DHCP for IPv6 �b�Ü�Þ�î�
�¡�Û�–�”�å�º�
�§�î�Â  �”�»�Þ�«�m�~�\�Z�
�>�|�g�É�Þ�Ç�•�¡�«�$�õ�@
�§�Ï�î�º�I�€�Z�8�r�M��

• IPv6 �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢�µ+��_�|�~�
�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�
 RIP�
�r�S�c  OSPF �†
�Q#Ý�K�
0¿���í�s�–�å�±�î�Ç�™�–�«�†�Ó�K�Z  IPv6 �º�Û�Ç�•�µ�¡�†3?3æ�[�A�r�M��

• IPv6 Default Router Preference>&DRP; �¹�Ç�›�Ý�º  �Ý�î�±  �É�Ü�Ç�“�Þ�å�«>'�_�|�~�
�Í�«�º�@4:�)
�^�Ý�î�±�†4E�¥�M�•�S�u�b�µ+��@�¥�V�K�Z�8�r�M��

• IPv6 �º�Û�å�«�Ï�î�º�†�<#Ý�M�•  EIGRP IPv6 �b�§�Ï�î�º�_�|�~�
 IPv6 �Æ�”�\�b3û�™�>�|�g  IPv6 
�Ý�î�º�b�”�»�Â�±�–�¬�@�•+��[�M��
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'¨  1 'v      �+0[
�µ+�
�Þ�–�Ö  3 VPN �§�î�Å�«

�G�G�[1��Â�M�•�µ+��c�
�«�–�µ�³�[�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@'��·�K�Z�8�•���œ�_�T�E�Q#Ý�[�A�r
�M��

• �Ð�Ý�³  VRF CE �_�|�~�
�§�î�Å�«  �É�ß�Â�–�²�î�c�
0
�X�b  VPN �†�§�Ï�î�º�K�
 VPN 6ë�[  5�0
�K
�S IP �”�»�Þ�«�†�Q#Ý�[�A�r�M��

• �Ð�Ý�³  VRF Lite �_�|�~�
�¿�µ�º�á�î�¡  �Â�î�³�Õ�Û�–�®�î�©�Ù�å#Ý�b�É�Û�–�Ë�î�º  �Ý�î�¸�•�å�¢  
�»�Ó�–�å�x�
�Â�î�³�Õ�Ý  �É�Û�–�Ë�î�º  �Ð�Ý�³�Ÿ�Õ�«�º  �¿�µ�º�á�î�¡�†�S�B�[�A�r�M��

• VRF �\  EIGRP �_�c�«�n�ö�@�6�~�r�M��

�Ô�½�±�Ü�å�¢�µ+�

• �«�–�µ�³  LED �_�|�~�
�Ï�î�º  �Þ�Ë�Ý�>�|�g�«�–�µ�³  �Þ�Ë�Ý�b�«�¸�î�±�«�†&�1��[�A�r�M��

• 0¿���•+��¥4Š�”�Û�î�Ò
°�Š�_�|�~�
�”�Û�î�Ò�b���œ�\� �]�
�v�~�¥�I�€�S7Á ;�x�>7€�K�S7Á ;�

°
�Š�b�^�87Á ;�†"I���[�A�r�M��

• MAC �”�»�Þ�«3û%±�º�Û�µ�É�>�|�g  RADIUS �”�•�˜�å�¸�•�å�¢�_�|�~�
�«�–�µ�³�@�Û*f�r�S�c�P
7V�K�S MAC �”�»�Þ�«�†�–�Ñ�K�Z�
�¿�µ�º�á�î�¡�b�Ø�î�¨�†3ã2§�[�A�r�M��

• Switched Port Analyzer>&SPAN; �«�–�µ�³�»  �Ï�î�º  �”�¼�Û�–�¨>'�>�|�g  Remote SPAN>&RSPAN; 
�Ü�Ô�î�º  SPAN>'�_�|�~�
�õ�–�b�Ï�î�º�r�S�c  VLAN �b�º�Û�Ç�•�µ�¡�†�Ô�½�±�Ü�å�¢�[�A�r�M��

• Intrusion Detection System>&IDS; �u
°�è%±�©�«�¸�Ò>'�_�>�E�•  SPAN �>�|�g  RSPAN �b�§�Ï�î�º
�_�|�~�
�¿�µ�º�á�î�¡  �­�Ÿ�×�Ü�¸�•4*�o�b�Ô�½�±�Ü�å�¢�
�P���
�>�|�g���Ì�†/œ�<�r�M��

• )��s3¸�s  RMON �š�î�ª�™�å�º�b  4 �X�b�¢�Ý�î�É>&�š�T�
)+0£�
�”�Û�î�Ò�
�–�Ë�å�º>'�_�|�~�

�¿�µ�º�á�î�¡�b�Ô�½�±�Ü�å�¢�\�º�Û�Ç�•�µ�¡�b�(�Ò�@�•+��[�M��

• Syslog �µ+��_�|�~�
1�0É�š�Û�î�r�S�c0Á�•�š�Û�î�
�Ü�¯�î�«�b�e8Ÿ�
�>�|�g�±�–�Ò�”�˜�º  �–�Ë�å
�º�_6õ�K�Z�©�«�¸�Ò  �Ó�µ�­�î�ª�†�ß� �å�¢�[�A�r�M��

• �Þ�–�Ö  2 traceroute �_�|�~�
�Ã�£�µ�º�@3æ�™
–�¹�Â�–�«�?�}��
›�¹�Â�–�«�l3æ�}�€�•"@#.�Ã�«�†"I
���[�A�r�M��

• Time Domain Reflector>&TDR; �±�–�Ò  �»�Ó�–�å�o�U"á0£>'�_�|�~�
5¡)z�–�î�§�¿�µ�º  10/100 �Ï�î
�º�_�>�E�•�£�î�È�Ý4Ä)z�b�e8Ÿ�b0Ç�•�\0Ž�ô�†/œ�8�r�M��

• SFP �Ô�ª�×�î�Ý0Ç�•'ö#.�–�å�±�î�Ç�™�–�«�_�|�~�
 SFP �Ô�ª�×�î�Ý�b"@#.�«�¸�î�±�«�>�|�g�·�8�«
�¸�î�±�«�†�Ô�½�±�Ü�å�¢�[�A�r�M��

• �œ�å�Û�–�å0Ç�•�_�|�~�
'��·�p�b�¿�µ�º�á�î�¡�_�«�–�µ�³�†�K)F�K�S�r�r�
�Q�b�«�–�µ�³�b�Á�î�»
�˜�™�”�µ+��†�¸�«�º�[�A�r�M��

• On-Board Failure Logging>&OBFL; �œ�å�Î�î�»7€���ß� �å�¢>'�_�|�~�
�«�–�µ�³�>�|�g�Q�€�_�K)F
�I�€�Z�8�•7Á ;�_�X�8�Z�b�_���†�p7Ÿ�[�A�r�M��

• HSRP �¡�Û�–�”�å�º�b�Ñ�G�œ�È�ª�™�¡�º  �º�Û�µ�Ÿ�å�¢>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>' ��

• IP Service Level Agreement>&IP SLA; IP �§�î�Å�«  �Þ�Ë�Ý�Î(Ù>'�b�§�Ï�î�º>8�”�¡�¸�•�È�^�º�Û
�Ç�•�µ�¡  �Ô�½�±�Ü�å�¢�_�|�~�¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�† ����[�A�r�M��

• IP SLA EOT �_�|�~�
4����
�ª�µ�±�
�Ã�£�µ�º�†�»�^�]�b�”�¡�©�Ù�å�_�|�W�Z�º�Ü�ž�I�€�•  IP 
SLA �º�Û�µ�Ÿ�å�¢�·�8�?�}�b���Š�_�ö�Y�8�Z�
�Ç�™�î�Ý�œ�î�Â�î�_�|�•�«�±�å�Â�–  �Ý�î�±�l�b�,
�A)E�B�@/œ�ƒ�€�r�M��

• EOT �>�|�g  IP SLA EOT �«�±�¸�•�µ�¡  �Ý�î�º�b�§�Ï�î�º�_�|�~�
�¦�S0¿���I�€�S�«�±�¸�•�µ�¡  
�Ý�î�º�r�S�c  DHCP �Ý�î�º�@�²�˜�å�K�S���œ�_�
�Q�€�†�è���[�A�r�M��
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'¨  1 'v      �+0[
�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í
• �Ó�º�ß  �–�î�§�¿�µ�º�P�Â�b  IP SLA �_�|�~�
 IEEE 802.1ag �–�î�§�¿�µ�º  OAM �µ+��†�Q#Ý�K�Z�

�Ó�º�ß  �–�î�§�¿�µ�º  �¿�µ�º�á�î�¡�_�>�E�•�K)F�ö�
�ª�µ�±�
�>�|�g4����b�è0É�†/œ�<�r�M��

• Embedded Event Manager>&EEM>'�_�|�~�
�z0[�^�©�«�¸�Ò  �–�Ë�å�º�b�Ô�½�±�Ü�å�¢�\�Ï�Ü�©�î
�_�ö�Y�8�S�–�Ë�å�º��#.�†/œ�:�G�\�[�
�¹�Â�–�«�>�|�g�©�«�¸�Ò�†'ö#.�[�A�r�M��

• EEM 3.2 �b�§�Ï�î�º�_�|�~�
3Æ7„�H(ô�
 ID�
�>�|�g  MAC �”�»�Þ�«  �¸�î�È�Ý�_6õ�M�•�–�Ë�å�º�b
�è���@�•+��[�M��

• TWAMP �ö =�b�§�Ï�î�º�_�|�~�
�G�b�É�ß�º�¥�Ý�†�§�Ï�î�º�M�•  2 �X�b�¹�Â�–�«6ë�[�Û�˜�å�»�º
�Ü�µ�É  �¿�µ�º�á�î�¡  �Ã�Ç�›�î�Ð�å�«�† ����[�A�r�M��

�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í
�«�–�µ�³�c�É�Û�¢�”�å�»�É�Þ�–�P�Â�\�K�Z0¿0£�I�€�Z�8�•�S�u�
�ö�•$×�^  IP �_���†�«�–�µ�³�_�m�~�\
�Z�
�Q�b�«�–�µ�³�†�¿�µ�º�á�î�¡
Æ�b�Ú�b�¹�Â�–�«�_�K)F�M�•�è�¥�
�Ø�î�¨�@/œ�:�m�A�8���c�6�~�r�O
�‡���S�T�K�
�¿�µ�º�á�î�¡�_�P�M�•�I�r�J�r�^�²0[�ö�_�Â�L�Z�
�–�å�±�î�Ç�™�–�«�[�w�b0¿���Í�x�©�«
�¸�Ò
²�/�b0¿���Í�†�š�f�[�A�r�M��

>&�@>' CLI �Ë�î�«�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�Z  IP �”�»�Þ�«�†�m�~�\�Z�•�‰�2�_�X�8�Z�c�
�Á�î�»
�˜�™�”  �–�å�«�º�î�Ý  �ž�–�»�†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�b0¿���†�r�W�S�C/œ�ƒ�^�8���œ�
 Cisco ME 3400E �«�–�µ�³�c�¹�Ç�›�Ý�º0¿��>& /² 1-1 �†�g
!·>'�[�·�8�K�r�M��

/² 1-1 �«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í

�µ+� �¹�Ç�›�Ý�º0¿�� 0ò(ý

�«�–�µ�³�b  IP �”�»�Þ�«�
�§�È�¿�µ�º  
�Ð�«�¡�
�>�|�g�¹�Ç�›�Ý�º  �¤�î�º
�˜�™�–

0.0.0.0 '¨  3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹
�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z��

�»�Ó�–�å�¡ �^�K

�Ã�«�á�î�» ��*O�^�K '¨  5 'v���«�–�µ�³�b'ö#.��

TACACS+ �¹�•�­�î�È�Ý

RADIUS �¹�•�­�î�È�Ý

�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º �«�–�µ�³

NTP �–�¿�î�È�Ý

DNS �–�¿�î�È�Ý

IEEE 802.1x �¹�•�­�î�È�Ý '¨  9 'v�� IEEE 802.1x �Ï�î�º�Ë�î�«�b1�0É
�b0¿����

DHCP

• DHCP �¡�Û�–�”�å�º �–�¿�î�È�Ý '¨  3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹
�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z��

'¨  20 'v�� DHCP �µ+��>�|�g  IP �¯�î�«  
�ž�î�»�b0¿����

• DHCP �§�î�Â �–�¿�î�È�Ý>& DHCP �§�î�Â�\�K�Z�·�8
�M�•�¹�Â�–�«�@0¿���I�€�Z�>�~�
�?�X
�–�¿�î�È�Ý�[�6�•���œ>'

• DHCP �Ü�Þ�î  �š�î�ª�™�å�º �–�¿�î�È�Ý>& DHCP �Ü�Þ�î  �š�î�ª�™�å
�º�\�K�Z�·�8�M�•�¹�Â�–�«�@0¿���I�€
�Z�>�~�
�?�X�–�¿�î�È�Ý�[�6�•���œ>'
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'¨  1 'v      �+0[
�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í
�Ï�î�º  �Ã�Û�Ó�î�±

• �Ï�î�º  �±�–�É � �ž�Å�µ�º  �–�î�§�¿�µ�º>8 NNI�
�Ç�“
�«�º  �–�î�§�¿�µ�º  �Ï�î�º>8 UNI

'¨  10 'v���–�å�±�î�Ç�™�–�«�b0¿����  

• �·�8�Ô�î�» �Þ�–�Ö  2>&�«�–�µ�³  �Ï�î�º>'

• �Ï�î�º  �–�¿�î�È�Ý  �«�¸�î�º NNI>8�–�¿�î�È�Ý�
 UNI �>�|�g  ENI>8
�¹�•�­�î�È�Ý

• �–�å�±�î�Ç�™�–�«3ÿ�Ø�>�|�g�¹�×
�É�Þ�µ�¡�«  �Ô�î�»

+¬�·�¿�¦�©�š�î�©�Ù�å

• +¬�·  MDIX �–�¿�î�È�Ý

• �Ç�ß�î�D�š �˜!I

�¥�Ð�å�»  �Ð�¡�ß 0¿���^�K '¨  11 'v���¥�Ð�å�»  �Ð�¡�ß�b0¿����

VLAN

• �¹�Ç�›�Ý�º  VLAN VLAN 1 '¨  12 'v�� VLAN �b0¿����  

• VLAN �–�å�±�î�Ç�™�–�«  �Ô�î�» �”�¡�­�«

• VLAN �±�–�É UNI "‚'g

• �É�Û�–�Ë�î�º  VLAN 0¿���^�K '¨  13 'v���É�Û�–�Ë�î�º  VLAN �b0¿����

�²�–�¼�Ñ�µ�¡  ARP �–�å�«�Ì�¡�©�Ù�å �M�m�Z�b  VLAN �[�¹�•�­�î�È�Ý '¨  21 'v���²�–�¼�Ñ�µ�¡  ARP �è���b0¿����

�º�å�¿�Ü�å�¢

• 802.1Q �º�å�¿�Ü�å�¢  �¹�•�­�î�È�Ý '¨  14 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�

VLAN �Ð�µ�Æ�å�¢�
�>�|�g�Þ�–�Ö  2 �É�ß
�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿����

• �Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å
�¢  

�¹�•�­�î�È�Ý

�«�Ã�½�å�¢  �¶�Ü�î  �É�ß�º�¥�Ý

• STP Rapid PVST+>&VLAN 1 �b  NNI �[�–
�¿�î�È�Ý>'

'¨  15 'v�� STP �b0¿����

• MSTP �¹�•�­�î�È�Ý>& UNI �[�c�§�Ï�î�º�^�K�

ENI �[�c0¿���•+�>'

'¨  16 'v�� MSTP �b0¿����

• �œ�É�©�Ù�å�b�«�Ã�½�å�¢  �¶�Ü�î
�µ+�

�¹�•�­�î�È�Ý>& UNI �[�c�§�Ï�î�º�^�K�

ENI �[�c0¿���•+�>'

'¨  17 'v���œ�É�©�Ù�å�b�«�Ã�½�å�¢  �¶�Ü�î
�µ+��b0¿���‰�2��

�Þ�ª�Ü�š�å�º  �–�î�§�¿�µ�º  �É�ß�º�¥
�Ý 

0¿���^�K '¨  18 'v���Þ�ª�Ü�š�å�º  �–�î�§�¿�µ�º  �É
�ß�º�¥�Ý�b0¿����

Flex Link 0¿���^�K '¨  19 'v�� Flex Link �>�|�g  MAC �”�»�Þ�«  
�¸�î�È�Ý&ã/œ�f�‚�µ+��b0¿����

DHCP �«�¾�î�Æ�å�¢ �¹�•�­�î�È�Ý '¨  20 'v�� DHCP �µ+��>�|�g  IP �¯�î�«  
�ž�î�»�b0¿����

IP �¯�î�«  �ž�î�» �¹�•�­�î�È�Ý  '¨  20 'v�� DHCP �µ+��>�|�g  IP �¯�î�«  
�ž�î�»�b0¿����

IGMP �«�¾�î�Æ�å�¢

• IGMP �«�¾�î�Æ�å�¢ �–�¿�î�È�Ý '¨  22 'v�� IGMP �«�¾�î�Æ�å�¢�>�|�g  
MVR �b0¿����• IGMP �Ç�•�Ý�±�Ü�å�¢ 4:#Ý�^�K

• IGMP �¡�š�Ü�” �¹�•�­�î�È�Ý

• MVR �¹�•�­�î�È�Ý

/² 1-1 �«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í  >&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿�� 0ò(ý
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'¨  1 'v      �+0[
�«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í
IGMP �«�ß�µ�º�Ü�å�¢ �Ä�° '¨  22 'v�� IGMP �«�¾�î�Æ�å�¢�>�|�g  
MVR �b0¿����

�Ï�î�º�Ë�î�«�b�º�Û�Ç�•�µ�¡�D�š

• �È�ß�î�»�Ÿ�Õ�«�º  �«�º�î�Ò�
�Ð
�Ý�³�Ÿ�Õ�«�º  �«�º�î�Ò�
�>�|�g
�Ø�½�Ÿ�Õ�«�º  �«�º�î�Ò�b�D�š

�¹�•�­�î�È�Ý '¨  23 'v���Ï�î�º�Ë�î�«�b�º�Û�Ç�•�µ�¡�D
�š�b0¿����

• �–1¤�Ï�î�º ��*O�^�K

• �Ø�½�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡  �Ç
�Û�µ�¹�•�å�¢�>�|�g�Ð�Ý�³�Ÿ�Õ�«
�º  �º�Û�Ç�•�µ�¡  �Ç�Û�µ�¹�•�å�¢

�È�ß�µ�¡�^�K

• �­�Ÿ�×�”  �Ï�î�º 0¿���^�K

CDP NNI �[�c�–�¿�î�È�Ý�
 ENI �[�c�¹�•
�­�î�È�Ý�
 UNI �[�c�§�Ï�î�º�^�K

'¨  24 'v�� CDP �b0¿����

LLDP �¹�•�­�î�È�Ý>& UNI �[�c�§�Ï�î�º�^�K>' '¨  25 'v�� LLDP �>�|�g  LLDP-MED �b0¿
����

UDLD �¹�•�­�î�È�Ý '¨  26 'v�� UDLD �b0¿����

SPAN �>�|�g  RSPAN �¹�•�­�î�È�Ý '¨  27 'v�� SPAN �>�|�g  RSPAN �b0¿����

RMON �¹�•�­�î�È�Ý '¨  28 'v�� RMON �b0¿����

syslog �Ó�µ�­�î�ª �–�¿�î�È�Ý>&�¥�å�¯�î�Ý�[�b�s/²&g>' '¨  29 'v���©�«�¸�Ò  �Ó�µ�­�î�ª  �ß� �å�¢
�b0¿����

SNMP �–�¿�î�È�Ý>&�Â�î�ª�Ù�å  1>' '¨  30 'v�� SNMP �b0¿����

ACL 0¿���^�K '¨  32 'v�� ACL �_�|�•�¿�µ�º�á�î�¡  �­
�Ÿ�×�Ü�¸�•�b0¿����

QoS 0¿���^�K '¨  34 'v�� QoS �b0¿����

EtherChannel 0¿���^�K '¨  35 'v�� EtherChannel �>�|�g�Ü�å�¡�«
�¸�î�º  �º�Û�µ�Ÿ�å�¢�b0¿����

IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢

• IP �Ý�î�¸�•�å�¢�>�|�g  IP �Ý�î
�¸�•�å�¢  �É�ß�º�¥�Ý  

�¹�•�­�î�È�Ý '¨  36 'v�� IP �Ø�½�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢
�b0¿����

• �Ð�Ý�³  VRF CE �¹�•�­�î�È�Ý

HSRP �¢�Ý�î�É>&�Ó�º�ß  IP �”�¡�­�«  
�–�Ó�î�ª�@�²0[>'

0¿���^�K  '¨  40 'v�� HSRP �b0¿����

Cisco IOS IP SLA 0¿���^�K '¨  41 'v�� Cisco IOS IP SLA �·�8�b0¿����

�Ñ�G�œ�È�ª�™�¡�º  �º�Û�µ�Ÿ�å�¢ 3ã2§�P1ß�b�œ�È�ª�™�¡�º�>�|�g�Ü�«�º
�c�•0¿��

'¨  42 'v���Ñ�G�œ�È�ª�™�¡�º  �º�Û�µ�Ÿ�å�¢
�b0¿����

IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å�¢>&�Ó
�º�ß  IP �”�¡�­�«  �–�Ó�î�ª�@�²0[>'


²�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý '¨  44 'v�� IP �Ð�Ý�³�Ÿ�Õ�«�º  �Ý�î�¸�•�å
�¢�b0¿����

MSDP>&�Ó�º�ß  IP �”�¡�­�«  �–�Ó�î�ª
�@�²0[>'

�¹�•�­�î�È�Ý '¨  45 'v�� MSDP �b0¿����

/² 1-1 �«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í  >&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿�� 0ò(ý
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'¨  1 'v      �+0[
�¿�µ�º�á�î�¡�b�S�B�[
�¿�µ�º�á�î�¡�b�S�B�[
�G�G�[�c�
�¿�µ�º�á�î�¡�S�B�b�+0[�_�X�8�Z1��Â�K�r�M���r�S�
�«�–�µ�³�†�Q#Ý�K�Z�S#Ý�¿�µ�º�á�î�¡  
�­�¢�Ó�å�º�†�8�B�K�
�Ç�“�«�º  �–�î�§�¿�µ�º�K)F�>�|�g� �ž�Å�µ�º  �–�î�§�¿�µ�º�K)F�†�Ó�K�Z�Q�€�}
�b�­�¢�Ó�å�º�†%&�«�K)F�M�•
½�/�[�_�X�8�Z�v1��Â�K�r�M��

• ��7Ÿ�œ�+�ï�b�¿�µ�º�á�î�¡�r�S�c�–�î�§�¿�µ�º / �•
°*…�¿�µ�º�á�î�¡�� >&P.1-16>'

• ���Þ�–�Ö  2 VPN �”�É�Ü�£�î�©�Ù�å�� >&P.1-17>'

• ���Ð�Ý�³  VRF CE �”�É�Ü�£�î�©�Ù�å�� >&P.1-18>'

7Ÿ�œ�+�ï�b�¿�µ�º�á�î�¡�r�S�c�–�î�§�¿�µ�º / �•
°*…�¿�µ�º�á�î�¡  
�Ó�º�ß  �–�î�§�¿�µ�º�c�
4”�w�j�[8b�Œ�§�î�Å�«�
�Å�¹�œ  �§�î�Å�«�
�>�|�g�–�å�±�î�¿�µ�º  �”�¡�­�«  
�§�î�Å�«�†�f�j�M�•�§�î�Å�«  �É�ß�Â�–�²�î�¥�E�b�”�¡�­�«  �¸�¡�À�ß�ª�î�[�M���Ó�º�ß  �–�î�§�¿�µ�º  
User-facing Provider Edge>&UPE; �Ø�î�¨
��É�ß�Â�–�²�î  �š�µ�ª>'�«�–�µ�³�†�Q#Ý�M�•�\�
�•�æ�œ�†� 
"á$×�_�<#Ý�[�A�•�o�?�
�G�€�}�b�§�î�Å�«�_�²0[�\�^�•�­�Ÿ�×�Ü�¸�•�x  QoS �@&��–�I�€�r�M��

�W 1-1 �c�
 1000BASE-X SFP �Ô�ª�×�î�Ý  �Ï�î�º�†�Ó�K�Z�K)F�I�€�S  Cisco ME 3400E �–�î�§�¿�µ�º  �”
�¡�­�«  �«�–�µ�³�†�Q#Ý�K�Z�Ð�Ý�³�¸�¼�å�º  �Ø�½�µ�º�†��#.�M�•�
�+�ï�…�[�b� �ž�Å�µ�º  �–�î�§�¿�µ�º  
�Ü�å�¢�†&g�K�S�v�b�[�M���+�ï
��b�«�–�µ�³�\�K�Z  Cisco ME �«�–�µ�³�†�Q#Ý�M�•�G�\�[�
�•�«�±�Ð�î
�\�§�î�Å�«  �É�ß�Â�–�²�î�b  Point-of Presence>&POP; �”�¡�­�«  �Ï�–�å�º>'�\�b6ë�[9×3ÿ�K)F�@��#'�I�€
�r�M��

�Í�î�Ò  �”�¡�­�«  �¤�î�º�˜�™�–�c�
 802.1Q �º�Û�å�¡�\�K�Z0¿���I�€�S  UNI �r�S�c  ENI �†�Ó�K�Z  ME �«
�–�µ�³�_�K)F�I�€�r�M���G�€�}�b�Ï�î�º�b�¹�Ç�›�Ý�º�·�8�[�c�
�Ï�î�º6ë�b�ß�î�•�Ý  �«�–�µ�³�å�¢�c
/œ�<�^�8�S�u�
�•
°*…�c%&�«�_�–1¤�I�€�r�M���r�S�
 UNI �[�c�•�«�±�Ð�î�?�}�b�D�š�É�ß�º�¥�Ý�@��
#.�I�€�^�8�S�u�
 DoS �7�Á�†�G4J�[�A�r�M�� Cisco ME �«�–�µ�³�c�
 MAC �«�É�î�Ç�•�å�¢�x  IP �«�É�î
�Ç�•�å�¢�†75�D�S�u�_�
�Ï�î�º  �­�Ÿ�×�Ü�¸�•�x  IP �¯�î�«  �ž�î�»�^�]�b�Ó�•�½�¬�Ò�v
��<�Z�8�r�M��
�§�î�Å�«  �É�ß�Â�–�²�î�c�
9×�Ø�^  ACL �†�Q#Ý�M�•�G�\�_�|�~�
�¿�µ�º�á�î�¡�_%T�™�M�•�º�Û�Ç�•�µ�¡
�b�±�–�É�†(ý�?�C�D�š�[�A�r�M��

�º�Û�Ç�•�µ�¡  �±�–�É�H�\�_$��^�•  QoS �†��#'�M�•�S�u�
 Cisco ME �«�–�µ�³�[�c�
�Þ�–�Ö  2 >|�Þ�–�Ö  
4 �b�_���_�ö�Y�8�Z�º�Û�Ç�•�µ�¡  �±�–�É�b"I���
�Ï�Ü�©�å�¢�
�Ð�î�Ÿ�å�¢�
�>�|�g�«�£�ª�×�î�Ü�å�¢�†
/œ�<�r�M�� Cisco ME �«�–�µ�³�b  Cisco MQC �†�Q#Ý�M�•�G�\�[�
 QoS �†� "á$×�_0¿���[�A�r�M��
°�Š  
UNI �V�[�Ï�Ü�©�å�¢�µ+��†0¿���M�•�\�
�•�«�±�Ð�î�@3æ�™�_�Q#Ý�[�A�•�•�æ�œ5��†�–�_1"5 �P1ß�b(

�V
Æ�_�p�u�•�G�\�@�[�A�r�M�����Š  NNI �[�c�
 4 '�8®�b�Ÿ�×�î�†�Q#Ý�K�Z�
�º�Û�Ç�•�µ�¡  �±�–�É�H�\
�_$��^�•�É�Û�–�œ�Ü�¸�•  �Þ�Ë�Ý�†0¿���[�A�r�M�� 1 �X�b�Ÿ�×�î�†�*4����Ÿ�×�î�\�K�Z�m�~�\�Z�•�G�\�_
�|�~�
8b�Œ�^�]4����_�s8j�I�€�x�M�8�º�Û�Ç�•�µ�¡�†3¿3ÿ�_��#.�[�A�r�M���r�S�
�*4����Ÿ�×�î�_�Þ�î
�º�D7H�†0¿���M�•�G�\�_�|�~�
1�0¿���b�S�u�_�Ú�b�Ÿ�×�î�b��#.�@7<���I�€�•�b�†�G4J�[�A�r�M��

�–�î�§�¿�µ�º  OAM

• CFM �¢�ß�î�Â�Ý�[�¹�•�­�î�È�Ý�
�–�å�±�î
�Ç�™�–�«�"�)�[�–�¿�î�È�Ý

'¨  43 'v���–�î�§�¿�µ�º  OAM�
 CFM�
�>
�|�g  E-LMI �b0¿����

• E-LMI �¢�ß�î�Â�Ý�[�¹�•�­�î�È�Ý

• �–�î�§�¿�µ�º  OAM �É�ß�º�¥�Ý
>&IEEE 802.3ah>'


²�–�å�±�î�Ç�™�–�«�[�¹�•�­�î�È�Ý

/² 1-1 �«�–�µ�³�6�‡0¿���‹�b�¹�Ç�›�Ý�º0¿���Í  >&)F�A>'

�µ+� �¹�Ç�›�Ý�º0¿�� 0ò(ý
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'¨  1 'v      �+0[
�¿�µ�º�á�î�¡�b�S�B�[
�6�•  VLAN �b�š�å�»  �«�¸�î�©�Ù�å�@�9�b  VLAN �b�š�å�»  �«�¸�î�©�Ù�å�\3û�™�M�•�²0[�@�6�•���œ�c�

�Ý�î�±�r�S�c�«�–�µ�³�_�|�~  VLAN 
Æ�Ý�î�¸�•�å�¢�@/œ�ƒ�€�
0ñ�\�M�•��
›  VLAN �_�º�Û�Ç�•�µ�¡�@
�Ý�î�¸�•�å�¢�I�€�r�M�� VLAN ACL >&VLAN �Ð�µ�É>'�†�Q#Ý�M�•�\�
 VLAN 
Æ�­�Ÿ�×�Ü�¸�•�@&��–�I
�€�
�¿�µ�º�á�î�¡�b5�0[�^�š�Ü�”�_�P�M�•�Y�G�Ø�î�¨�b�”�¡�­�«�†75�F�[�A�r�M���Ý�î�±�c�
�Ç�“�–�”
�˜�›�î�Ý  �§�î�Å�«�
 Network Address Translation>&NAT; �¿�µ�º�á�î�¡  �”�»�Þ�«�š�n>'�§�î�Å�«�

Voice-over-IP>&VoIP>'�¤�î�º�˜�™�–  �§�î�Å�«�
 WAN �”�¡�­�«�
�>�|�g�–�å�±�î�¿�µ�º  �”�¡�­�«�v�f
�j�K�r�M��

�W 1-1 7Ÿ�œ�+�ï�S�B�[�b  Cisco ME �«�–�µ�³

�Þ�–�Ö  2 VPN �”�É�Ü�£�î�©�Ù�å

�û���•�«�±�Ð�î�c�
9×�•�æ�†�<#Ý�M�•�T�E�[�^�C�
�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�†�§�î�Å�«  �É�ß�Â�–
�²�î�b
¹�w�–�å�Ç�Û�«�º�Û�¡�³�Õ
²�/�_�r�[�Ñ�G�M�•�²0[�@�6�~�r�M���§�î�Å�«  �É�ß�Â�–�²�î�c�

WAN �¿�µ�º�á�î�¡
Æ�[�–�î�§�¿�µ�º�†�Q#Ý�M�•�G�\�_�|�~�
�û���•�«�±�Ð�î�b�•�æ�œ0[�ó�† 6�S�M�\
� �ì�_�
 VPN �µ+��†�Q#Ý�K�Z�•�«�±�Ð�î  �¿�µ�º�á�î�¡�†�Ñ�G�[�A�r�M��

�û���•�«�±�Ð�î�c�
�Þ�–�Ö  2 VPN �†�Q#Ý�K�Z�
�§�î�Å�«  �É�ß�Â�–�²�î�b�¿�µ�º�á�î�¡�V�_�õ�–�±�–�É
�b�º�Û�Ç�•�µ�¡  �†3ñ4#$×�_&ã/œ�K�
�§�î�Å�«  �É�ß�Â�–�²�î�b�–�å�Ç�Û�«�º�Û�¡�³�Õ�V�[�ì�•�Ã�–�É�†
�8�B�[�A�r�M���Þ�–�Ö  3 VPN �§�î�Å�«�\�c�P!·$×�_�
�Þ�–�Ö  2 VPN �[�c�
�û���b  UPE �«�–�µ�³�b0¿
���>�|�g'ö#.�†�q�`�ì�M�•�G�\�_�|�~�
4 #Ý�¥�«�º�@�š�<�}�€�r�M�� Cisco ME 3400 �«�–�µ�³�†�Q#Ý�K
�Z�Þ�–�Ö  2 VPN �†&�'g�M�€�d�
�d�~�…�@$��^�•�•�«�±�Ð�î�c�«�8�_�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î
�¡�†�Ó�K�Z�_���†�º�n�[�A�•�S�u�
�S#Ý�G)z�c�²0[�^�C�^�~�r�M��

92
99

8

�õ�8���ù
���-���ä��
POP

�ð�!�â

�ð�!
�â�f�4

Catalyst 6500 �,���6�4

�*�,�&-~�^�o�2

Cisco ME �,���6�4Si

�N�o�S  ���"�.�,  �%�o�;������

TV

PC PC

TV

�. �6 �; �; �6 �J  
�O�6 �" �,

�.�6�;�;�6�J  
�O�6�"�,

�. �6 �; �; �6 �J  
�O�6 �" �,

�.�6�;�;�6�J  
�O�6�"�,
1-17
Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-16485-03-J



 

'¨  1 'v      �+0[
�¿�µ�º�á�î�¡�b�S�B�[
�W 1-2 �[�c�
 Customer-Premises Equipment>&CPE; 8³���ï
Æ�µ�þ>'�«�–�µ�³�_�K)F�I�€�S�•�«�±�Ð�î  
�§�–�º�[�
 Cisco ME 3400E �«�–�µ�³�@  UPE �\�K�Z�Q#Ý�I�€�Z�8�r�M���«�–�µ�³�[�c�
�•�«�±�Ð�î�b  
IEEE 802.1Q �±�¢�b
›8Œ�_�6�•�§�î�Å�«  �É�ß�Â�–�²�î�b  VLAN ID �[�
�•�«�±�Ð�î  �º�Û�Ç�•�µ�¡�†�±
�¢�Ü�E�[�A�r�M�� Cisco ME 3400 �«�–�µ�³�c�
�§5��±�¢�†�§�Ï�î�º�M�•�G�\�[�
�•�«�±�Ð�î�H�\�b�ì�•
�º�å�¿�Ý�†��#'�K�
�•�«�±�Ð�î6ë�[  VLAN ID �@5�0
�K�^�8�|�:�_�K�r�M�� Cisco ME 3400E �«�–�µ�³
�c�
�¹�î�±  �É�Þ�î�å�†�(7³�[�A�•�T�E�[�^�C�
�•�«�±�Ð�î�b�D�š�É�ß�º�¥�Ý�†�º�å�¿�Ü�å�¢�M�•�G�\
�v�[�A�r�M���«�–�µ�³�c�
�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�†�Q#Ý�K�Z�
�›�•�«�±�Ð�î�b�¥�å�º�ß�î
�Ý �É�Þ�î�å  �º�Û�Ç�•�µ�¡�†�•�É�­�Ý�ì�K�
�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�V�[3ñ4#$×�_3æ�™�K�r
�M��

�G�€�}�b�µ+��b0¿���_6õ�M�•0ò(ý�c�
 '¨  14 'v�� IEEE 802.1Q �º�å�¿�Ü�å�¢�
 VLAN �Ð�µ�Æ�å�¢�
�>�|
�g�Þ�–�Ö  2 �É�ß�º�¥�Ý  �º�å�¿�Ü�å�¢�b0¿���� �†�g!·�K�Z�C�T�I�8��

�W 1-2 �Þ�–�Ö  2 VPN �b�S�B

�Ð�Ý�³  VRF CE �”�É�Ü�£�î�©�Ù�å

VPN �c�

¹3û�Ý�î�¸�•�å�¢  �¸�î�È�Ý�†
¹�w�M�•�§�–�º�b7Ÿ�œ�[�M���•�«�±�Ð�î  �§�–�º�c�
 1 �X�r�S�c
0
�X�b�–�å�±�î�Ç�™�–�«�[�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�_�K)F�I�€�
�§�î�Å�«  �É�ß�Â�–�²�î�[
�c�
 VPN Routing/Forwarding>&VRF; VPN �Ý�î�¸�•�å�¢�>�|�g3?3æ>'�¸�î�È�Ý�\�ç�d�€�•  VPN �Ý�î
�¸�•�å�¢  �¸�î�È�Ý�\�›�–�å�±�î�Ç�™�–�«�@6õ4��Ü�E�}�€�r�M���§�î�Å�«  �É�ß�Â�–�²�î�c�
�Ð�Ý�³  VRF 
CE �†�Q#Ý�M�•�G�\�[�
 IP �”�»�Þ�«�@5�0
�K�S0
�X�b  VPN �†�§�Ï�î�º�[�A�r�M��

�Ð�Ý�³  VRF CE �_�c�
���b�|�:�^�¹�Â�–�«�@�6�~�r�M��

92
99

7

CPE

VLAN 50 :*  120

VLAN 35 :*  60
SP �T�;�`  �&��

SP VLAN 5

SP VLAN 8

UPE

UPE

UPE

UPE

VLAN 50 :*  120

CPE

CPE

CPE

���,�2�Q�o�é
VLAN 35 :*  60

A $ �”�(���;  1

B $ �”�(���;  2

A $ �”�(���;  2

B $ �”�(���;  3B $ �”�(���;  1

���,�2�Q�o�é�²�­�F�^

UPE = Cisco ME 3400 �,���6�4

CPE
���,�2�Q�o�é

VLAN 50 :*  120
SP VLAN 8SP VLAN 8SP VLAN 8

SP VLAN 8SP VLAN 8SP VLAN 8

SP VLAN 5SP VLAN 5SP VLAN 5

���,�2�Q�o�é�²�­�F�^

���,�2�Q�o�é�²�­�F�^

���,�2�Q�o�é�²�­�F�^
1-18
Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-16485-03-J



 

'¨  1 'v      �+0[
���b�8��
• Customer edge>&CE; �•�«�±�Ð�î  �š�µ�ª>' >8�•�«�±�Ð�î�c�
 CE �¹�Â�–�«�_�|�~�
 1 �X�r�S�c0
�X�b  
Provider Edge>&PE; �É�ß�Â�–�²�î  �š�µ�ª>'�Ý�î�±�l�b�¹�î�±  �Ü�å�¡�†�Ó�K�Z�§�î�Å�«  �É�ß�Â�–
�²�î  �¿�µ�º�á�î�¡�_�”�¡�­�«�[�A�r�M�� CE �¹�Â�–�«�c�
�§�–�º�b�ß�î�•�Ý  �Ý�î�º�†�Ý�î�±�_�”�»
�Â�±�–�¬�K�
�Q�b�Ý�î�±�?�}�Ü�Ô�î�º  VPN �Ý�î�º�†�Û*f�K�r�M�� Cisco ME 3400 �«�–�µ�³�c  CE 
�¹�Â�–�«�\�K�Z�Q#Ý�[�A�r�M��

• Provider edge>&PE; �É�ß�Â�–�²�î  �š�µ�ª>' >8PE �Ý�î�±�c�
�«�±�¸�•�µ�¡  �Ý�î�¸�•�å�¢�
�r�S�c  
BGP�
 RIPv2�
 OSPF�
 EIGRP �^�]�b�Ý�î�¸�•�å�¢  �É�ß�º�¥�Ý�†�Q#Ý�K�Z�
 CE �¹�Â�–�«�\�Ý�î
�¸�•�å�¢�_���†�º�n�K�r�M�� PE �c�
%$�K�K)F�I�€�S  VPN �b  VPN �Ý�î�º�†)T�â�M�•�S�u�T�E�_�²
0[�[�M���§�î�Å�«  �É�ß�Â�–�²�î  VPN �Ý�î�º�b�M�m�Z�†)T�â�M�•�²0[�c�6�~�r�O�‡���›  PE �Ý�î�±
�c�
%$�K�K)F�K�Z�8�•�§�–�º�H�\�_  VRF �†)T�â�K�r�M��

• CE �¹�Â�–�«�_�K)F�K�Z�8�^�8�§�î�Å�«  �É�ß�Â�–�²�î  �¿�µ�º�á�î�¡�b�Ý�î�±�c�
�É�ß�Â�–�²�î  
�Ý�î�±�x�¥�”  �Ý�î�±�_�^�~�r�M��

�Ð�Ý�³  VRF CE �[�c�
0
�X�b�•�«�±�Ð�î�@  1 �X�b  CE �†
¹�w�[�A�
 CE �\  PE �b6ë�[�c�S�T  1 �X�b"@#.
�Ü�å�¡�@�Q#Ý�I�€�r�M��
¹�w  CE �c�
�•�«�±�Ð�î�H�\�_�9���b  VRF �¸�î�È�Ý�†)T�â�K�
"‚+¬�b�Ý�î
�¸�•�å�¢  �¸�î�È�Ý�_�ö�Y�8�Z�
�•�«�±�Ð�î�H�\�_�Ã�£�µ�º�†�«�–�µ�³�å�¢�r�S�c�Ý�î�¸�•�å�¢�K�r�M��
�Ð�Ý�³  VRF CE �c�
�D7H�Ü�A�b  PE �µ+��†  CE �¹�Â�–�«�_�Ñ�G�K�Z�
�9���b  VRF �¸�î�È�Ý�†)T�â�K�

VPN �b�É�Û�–�Â�©�>�|�g�­�Ÿ�×�Ü�¸�•�†�-�Ñ�_�Ñ�G�K�r�M��

�W 1-3 �c�
 Cisco ME 3400E �«�–�µ�³�†0
�X�b�ì�•  CE �\�K�Z�Q#Ý�K�S�S�B�†&g�K�S�v�b�[�M���G�b�©
�¼�Ü�œ�c�
�p�`�û���^�]�
 VPN �§�î�Å�«�b�•�æ�œ0[�ó�@�*�8�•�«�±�Ð�î�_4:�K�Z�8�r�M���G�b�|�:�^
���œ�
 Cisco ME �«�–�µ�³�[�c�Ð�Ý�³  VRF CE �b�§�Ï�î�º�@�²0[�[�M���Ð�Ý�³  VRF CE �c�Þ�–�Ö  3 �µ
+��[�6�•�S�u�
 VRF �b�Q�€�R�€�b�–�å�±�î�Ç�™�–�«�c�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�[�6�•�G�\�@�²0[�[
�M��

�W 1-3 0
�X�b�ì�•  CE

�Ð�Ý�³  VRF CE �b0ò(ý�c�
 ���Ð�Ý�³  VRF CE �b0¿���� >&P.36-88>' �†�g!·�K�Z�C�T�I�8��

���b�8��
�«�–�µ�³�b0¿���b�S�_�
�«�±�î�º�”�µ�É�_���_�X�8�Z���b'v�†�g!·�K�Z�C�T�I�8��

• '¨  2 'v�� CLI �b�Q#Ý�‰�2��

• '¨  3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z��

• '¨  4 'v�� Cisco IOS Configuration Engine �b0¿����

VPN 1

VPN 2

VPN 1

VPN 2

CE2PE1 PE2
�(�o�F�,

�J�`�C���3�o

CE1

CE = ���,�2�Q�o  ���6�+  �:�C���,
PE = �J�`�C���3�o  ���6�+  �:�C���, 10

13
85
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Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ
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C H A P T E R 2

CLI �b�Q#Ý�‰�2

�G�b'v�[�c�
 Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ�³�†0¿���M�•�S�u�b  Cisco IOS 
Command-Line Interface>&CLI; �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�\�Q�b�Q#Ý�‰�2�_�X�8�Z1��Â�K�r
�M��
½�/$×�^
Æ���c���b�\�>�~�[�M��

• ���¥�Ð�å�»  �Ô�î�»�b�+0[�� >&P.2-1>'

• ���Ê�Ý�É  �©�«�¸�Ò�b�+0[�� >&P.2-3>'

• ���¥�Ð�å�»�b%,$��g�� >&P.2-3>'

• ���¥�Ð�å�»�b  no �>�|�g  default �g�'�b�+0[�� >&P.2-3>'

• �� CLI �š�Û�î  �Ó�µ�­�î�ª�_�X�8�Z�� >&P.2-4>'

• ���¥�Ð�å�»�š�T�b�Q#Ý�‰�2�� >&P.2-4>'

• ��)…7Ÿ�µ+��b�Q#Ý�‰�2��>&P.2-5>'

• �� show �>�|�g  more �¥�Ð�å�»�b���Š�b�è(ô�\�Ç�•�Ý�±�Ü�å�¢�� >&P.2-8>'

• �� CLI �b�”�¡�­�«�� >&P.2-8>'

�¥�Ð�å�»  �Ô�î�»�b�+0[
Cisco IOS �Ø�î�¨  �–�å�±�î�Ç�™�–�«�_�c�
�I�r�J�r�^�Ô�î�»�@�6�~�r�M���Q#Ý�[�A�•�¥�Ð�å�»�c�
�¥�Ð
�å�»  �Ô�î�»�_�|�W�Z$��^�~�r�M���©�«�¸�Ò  �É�ß�å�É�º�_$2�e'¢>& ?>'�†
°�Š�M�•�\�
�›�¥�Ð�å�»  �Ô�î
�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b�Ü�«�º�@/²&g�I�€�r�M��

�«�–�µ�³�V�b�­�µ�©�Ù�å�c�
�Ø�î�¨  �Ô�î�»>&�Ø�î�¨  EXEC �Ô�î�»>'�[6ä���K�r�M���Ø�î�¨  EXEC �Ô�î
�»�[�c�
7H�}�€�S�¥�Ð�å�»�b�§�È�­�µ�º�K�?�Q#Ý�[�A�r�O�‡���S�\�<�d�
#'�~�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �«�¸�î�±�«�†/²&g�M�•  show �¥�Ð�å�»�
�•�˜�å�±�r�S�c�–�å�±�î�Ç�™�–�«�†�¡�Ü�”�M�•  clear �¥�Ð�å
�»�^�]�
�Ø�î�¨  EXEC �¥�Ð�å�»�b�o�\�‡�]�c  1 �G7H�~�b�¥�Ð�å�»�[�M���Ø�î�¨  EXEC �¥�Ð�å�»�c�
�«
�–�µ�³�†
Ì2s�·�M�•�\�»�ƒ�€�r�M��

�M�m�Z�b�¥�Ð�å�»�_�”�¡�­�«�M�•�_�c�
"I�’  EXEC �Ô�î�»�†6ä���M�•�²0[�@�6�~�r�M��"I�’  EXEC 
�Ô�î�»�†6ä���M�•�_�c�
3û�–�
�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�~�r�M���G�b�Ô�î�»�[�c�
�õ�–�b"I�’  
EXEC �¥�Ð�å�»�†�Q#Ý�[�A�•�o�?�
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���[�A�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»>&�¢�ß�î�Â�Ý�
�–�å�±�î�Ç�™�–�«�
�>�|�g�Û�–�å>'�†�Q#Ý�M�•�\�
��
/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�š�f�[�A�r�M��0¿���†�–�Ñ�M�•���œ�
�«�–�µ�³�b
Ì2s�·�ì�_�G�€�}�b�¥�Ð
�å�»�@�–�Ñ�I�€�r�M���›'��b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�”�¡�­�«�M�•�_�c�
�q�6�_�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M���¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�?�}�
�–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�>�|�g�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���M�•
�G�\�@�[�A�r�M��

/² 2-1 �_�
�z�^�¥�Ð�å�»  �Ô�î�»�
�›�Ô�î�»�b�”�¡�­�«�‰�2�
�›�Ô�î�»�[/²&g�I�€�•�É�ß�å�É�º�
�>�|
�g�Ô�î�»�b)
�¢�‰�2�†&g�K�r�M��/²�b�[�[�c�
�Í�«�º�¡�\�K�Z  Switch �†�Q#Ý�K�Z�8�r�M��
2-1
�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»



 

'¨  2 'v      CLI �b�Q#Ý�‰�2
�¥�Ð�å�»  �Ô�î�»�b�+0[
�¥�Ð�å�»  �Ô�î�»�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“�Þ�å�«  �ž�–�»�†�g!·�K�Z�C�T�I�8��

/² 2-1 �¥�Ð�å�»  �Ô�î�»�b�+0[

�Ô�î�» �”�¡�­�«�‰�2 �É�ß�å�É�º )
�¢�‰�2 �Ô�î�»�b#Ý3õ

�Ø�î�¨  EXEC �«�–�µ�³�\�b�­�µ
�©�Ù�å�†6ä���K�r�M��

Switch> logout �r�S�c  quit  
�†
°�Š�K�r�M��

���b�8���†/œ�8�r�M��

• 'ƒ�Ž�b0¿���š�f

• �ö�•�¸�«�º�b��/œ

• �©�«�¸�Ò�_���b/²&g

"I�’  EXEC �Ø�î�¨  EXEC �Ô�î�»
�[  enable �¥�Ð�å�»�†

°�Š�K�r�M��

Switch# disable �†
°�Š�K�Z
)
�¢�K�r�M��


°�Š�K�S�¥�Ð�å�»�†&�1��K�r
�M���G�b�Ô�î�»�l�b�Y�G�”�¡�­
�«�†75�F�M�•�_�c�
�Ã�«�á�î�»
�†�Q#Ý�K�r�M��

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å

"I�’  EXEC �Ô�î�»�[  
configure �¥�Ð�å�»
�†
°�Š�K�r�M��

Switch(config)# )
�¢�K�Z"I�’  EXEC 
�Ô�î�»�_�`�•�_�c�

exit �r�S�c  end �†
°
�Š�M�•�?�
 Ctrl+Z  
�Ÿ�î�†�²�K�r�M��

�«�–�µ�³
²�/�_4:#Ý�I�€�•�Ã�Û
�Ó�î�±�†0¿���K�r�M��

VLAN �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 vlan vlan-id 
�¥�Ð�å�»�†
°�Š�K�r
�M��

Switch(config-vlan)# �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�_�`�•���œ�c�

exit �†
°�Š�K�r�M��

"I�’  EXEC �Ô�î�»�_
�`�•�_�c�
 Ctrl+Z  
�Ÿ�î�†�²�M�?�
 end 
�†
°�Š�K�r�M��

VLAN >&�ì�•  LAN>'�Ã�Û�Ó�î
�±�†0¿���K�r�M��

�–�å�±�î�Ç�™�–�«  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[>&�–�å�±�î�Ç�™
�–�«�†�æ���K�Z>'
interface �¥�Ð�å�»�†

°�Š�K�r�M��

Switch(config-if)# )
�¢�K�Z�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�_�`�•
�_�c�
 exit �†
°�Š�K
�r�M��

"I�’  EXEC �Ô�î�»�_
�`�•�_�c�
 Ctrl+Z  
�Ÿ�î�†�²�M�?�
 end 
�†
°�Š�K�r�M��

�–�î�§�¿�µ�º  �Ï�î�º�b�Ã�Û
�Ó�î�±�†0¿���K�r�M��

�–�å�±�î�Ç�™�–�«�b��*O�‰�2�b
0ò(ý�_�X�8�Z�c�
 ���–�å�±�î
�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�b�Q#Ý�‰�2��

>&P.10-8>' �†�g!·�K�Z�C�T�I�8��

� �L�Ã�Û�Ó�î�±�[0
�X�b�–�å
�±�î�Ç�™�–�«�†0¿���M�•���œ
�c�
 ���–�å�±�î�Ç�™�–�«�b(
�V
0¿���� >&P.10-10>' �†�g!·�K�Z�C
�T�I�8��

�Û�–�å  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å

�¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ô�î
�»�[�
 linevty �¥�Ð�å
�»�r�S�c  line console 
�¥�Ð�å�»�†�Q#Ý�K�Z�

�G)z�†�æ���K�r�M��

Switch(config-line)# )
�¢�K�Z�¢�ß�î�Â�Ý  
�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ô�î�»�_�`�•
�_�c�
 exit �†
°�Š�K
�r�M��

"I�’  EXEC �Ô�î�»�_
�`�•�_�c�
 Ctrl+Z  
�Ÿ�î�†�²�M�?�
 end 
�†
°�Š�K�r�M��

'ƒ�Ž�G)z�b�Ã�Û�Ó�î�±�†0¿���K
�r�M��
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'¨  2 'v      CLI �b�Q#Ý�‰�2
�Ê�Ý�É  �©�«�¸�Ò�b�+0[
�Ê�Ý�É  �©�«�¸�Ò�b�+0[
�©�«�¸�Ò  �É�ß�å�É�º�_$2�e'¢>& ?>'�†
°�Š�M�•�\�
�›�¥�Ð�å�»  �Ô�î�»�[�Q#Ý�[�A�•�¥�Ð�å�»�b�Ü�«�º�@
/²&g�I�€�r�M���¥�Ð�å�»�_6õ4��M�•�Ÿ�î�á�î�»�>�|�g�,�X�b�Ü�«�º�v/²&g�I�€�r�M>& /² 2-2 �†�g!·>' ��

�¥�Ð�å�»�b%,$��g
�«�–�µ�³�@�¥�Ð�å�»�†�M�–�b�v�b�\�K�Z1�1‘�[�A�•�T�E�b�e�Ð�†
°�Š�M�•�²0[�@�6�~�r�M��

showconfiguration "I�’  EXEC �¥�Ð�å�»�†%,$��g�[
°�Š�M�•�‰�2�†���_&g�K�r�M��

Switch# show conf

�¥�Ð�å�»�b  no �>�|�g  default �g�'�b�+0[
�o�\�‡�]�M�m�Z�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�_�
 no �g�'�@�6�~�r�M��3û�–�
�µ+��r�S�c�·�8�†
�¹�•�­�î�È�Ý�_�M�•���œ�
�6�•�8�c�¥�Ð�å�»�b�·�8�†�v�~�˜�M���œ�_�
 no �g�'�†�Q#Ý�K�r�M���S�\�<
�d�
 no shutdown �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�–�å�±�î�Ç�™�–

/² 2-2 �Ê�Ý�É�b�+0[

�¥�Ð�å�» % $×

help �›�¥�Ð�å�»  �Ô�î�»�b�Ê�Ý�É  �©�«�¸�Ò�b(F�"�^1��Â�@/²&g�I�€�r�M��

�¥�Ð�å�»�b%,$��g  ? "I���b�e�Ð�4�[���r�•�¥�Ð�å�»�b�Ü�«�º�@/²&g�I�€�r�M��

���_�[�†&g�K�r�M��

Switch# di?
dir disable disconnect 

�¥�Ð�å�»�b%,$��g  <Tab> �Y�ö
²�^�¥�Ð�å�»�¡�†�ö
²�_�K�r�M��

���_�[�†&g�K�r�M��

Switch# sh conf <tab>
Switch# show configuration

? "I���b�¥�Ð�å�»  �Ô�î�»�[�<#Ý�[�A�•�¥�Ð�å�»�†�M�m�Z/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch> ?

�¥�Ð�å�»  ? �6�•�¥�Ð�å�»�_6õ4��M�•�Ÿ�î�á�î�»�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch> show ?

�¥�Ð�å�»  �Ÿ�î�á�î�»  ? �6�•�Ÿ�î�á�î�»�_6õ4��M�•�,�X�†/²&g�K�r�M��

���_�[�†&g�K�r�M��

Switch(config)# cdp holdtime ?
  <10-255> Length of time (in sec) that receiver must keep this packet 
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'¨  2 'v      CLI �b�Q#Ý�‰�2
CLI �š�Û�î  �Ó�µ�­�î�ª�_�X�8�Z
�«�b�©�Õ�µ�º�²�˜�å�@�v�~�˜�I�€�r�M���Ÿ�î�á�î�»  no �^�K�[�¥�Ð�å�»�†�Q#Ý�M�•�\�
�¹�•�­�î�È�Ý�_
�I�€�Z�8�S�µ+��@
Ì�Ø�–�¿�î�È�Ý�_�^�•�?�
�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�•�µ+��@�–�¿�î
�È�Ý�_�^�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�v  default �g�'�†�Q#Ý�[�A�r�M���¥�Ð�å�»�b  default �g�'�†�Q#Ý�M�•
�\�
�¥�Ð�å�»0¿���@�¹�Ç�›�Ý�º�Í�_�`�~�r�M���o�\�‡�]�b�¥�Ð�å�»�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿��
�I�€�Z�8�•�b�[�
 default �g�'�c  no �g�'�\� �L�[�M���S�T�K�
�M4Š�b�¥�Ð�å�»�c�¹�Ç�›�Ý�º�[�–�¿�î
�È�Ý�_0¿���I�€�Z�>�~�
�š�X�†"I���b�¹�Ç�›�Ý�º�Í�_0¿���K�Z�8�r�M���G�b�|�:�^���œ�
 default �¥�Ð
�å�»�c�Q�b�¥�Ð�å�»�†�–�¿�î�È�Ý�_�K�
�š�X�†�Q�b�¹�Ç�›�Ý�º�Í�_0¿���K�r�M��

CLI �š�Û�î  �Ó�µ�­�î�ª�_�X�8�Z
/² 2-3 �_�
 CLI �†�Q#Ý�K�Z�«�–�µ�³�†0¿���M�•�\�A�_/²&g�I�€�•�•+��ö�b�6�•�š�Û�î  �Ó�µ�­�î�ª�b�M
4Š�†&g�K�r�M��

�¥�Ð�å�»�š�T�b�Q#Ý�‰�2
�¯�Ç�º�˜�™�”�c�

°�Š�I�€�S�¥�Ð�å�»�b�š�T>&0°6�>'�†
��<�Z�8�r�M���¥�Ð�å�»�š�T�µ+��c�
�”�¡�­�«  
�Ü�«�º�^�]6×�8�?0
7§�^�¥�Ð�å�»�x
°�Š�†�ç�g���M���œ�_"I�_�}�<�[�M�����_1��Â�M�•�|�:�_�
�G�b�µ
+��†�²0[�_�Â�L�Z�•�«�±�Ð�–�¬�[�A�r�M��

• ���¥�Ð�å�»�š�T�Â�µ�Ç�“  �§�–�¬�b�š�f�� >&P.2-4>'>&�õ�–>'

• ���¥�Ð�å�»�b�ç�g���K�‰�2�� >&P.2-5>'>&�õ�–>'

• ���¥�Ð�å�»�š�T�µ+��b�¹�•�­�î�È�Ý�ì�� >&P.2-5>'>&�õ�–>'

�¥�Ð�å�»�š�T�Â�µ�Ç�“  �§�–�¬�b�š�f

�¹�Ç�›�Ý�º0¿���[�c�
�«�–�µ�³�c�š�T�Â�µ�Ç�“�_  10 �b�¥�Ð�å�»�Û�–�å�†0°6��K�r�M��#'�~�b'ƒ�Ž�­�µ
�©�Ù�å�r�S�c"I���G)z�b�M�m�Z�b�­�µ�©�Ù�å�_�P�K�Z�G�b�X�Í�†�š�f�[�A�r�M���G�b�m8p�c�õ�–�[�M��

"I�’  EXEC �Ô�î�»�[���b�¥�Ð�å�»�†
°�Š�K�Z�
#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�«�–�µ�³�@0°6��M�•�¥�Ð�å�»
�Û�–�å�X�†�š�f�K�r�M��

Switch# terminal history [size  number-of-lines ]

/² 2-3 CLI �b�z�^�š�Û�î  �Ó�µ�­�î�ª

�š�Û�î  �Ó�µ�­�î�ª �–�á �Ê�Ý�É�b�<#Ý�‰�2

% Ambiguous command: 
"show con"

�«�–�µ�³�@�¥�Ð�å�»�\�K�Z1�1‘�[�A
�•�T�E�b�e�Ð�@
°�Š�I�€�Z�8�r�O�‡��

�¥�Ð�å�»�†
Ì
°�Š�K�
�Q�b�6�\�_$2�e'¢>& ?>'�†
°�Š�K�r
�M���¥�Ð�å�»�\$2�e'¢�b6ë�_�c�«�Ì�î�«�†
°�€�r�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î�á�î�»�@/²&g�I�€�r�M��

% Incomplete command. �¥�Ð�å�»�_�²0[�^�Ÿ�î�á�î�»�r�S�c
�Í�@���(�[�c�6�~�r�O�‡��

�¥�Ð�å�»�†
Ì
°�Š�K�
�Q�b�6�\�_$2�e'¢>& ?>'�†
°�Š�K�r
�M���¥�Ð�å�»�\$2�e'¢�b6ë�_�c�«�Ì�î�«�†
°�€�r�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î�á�î�»�@/²&g�I�€�r�M��

% Invalid input detected 
at ‘^’ marker.

�¥�Ð�å�»�b
°�Š�Ñ�«�[�M���Ÿ�Õ�Þ�µ
�º>&^>'0°�•�c6ë4*�W�Z�8�•'à�d�†&g
�K�Z�8�r�M��

$2�e'¢>&?>'�†
°�Š�M�•�\�
�Q�b�¥�Ð�å�»  �Ô�î�»�[�<#Ý
�[�A�•�M�m�Z�b�¥�Ð�å�»�@/²&g�I�€�r�M��

�¥�Ð�å�»�\�\�v�_�Q#Ý�[�A�•�Ÿ�î�á�î�»�@/²&g�I�€�r�M��
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'¨  2 'v      CLI �b�Q#Ý�‰�2
)…7Ÿ�µ+��b�Q#Ý�‰�2
�æ���[�A�•(
�V�c  0 >|  256 �[�M��

�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[���b�¥�Ð�å�»�†
°�Š�K�Z�
"I���b�G)z�V�b�M�m�Z�b�­�µ�©�Ù
�å�[�«�–�µ�³�@0°6��M�•�¥�Ð�å�»�Û�–�å�X�†0¿���K�r�M��

Switch(config-line)# history  [size  number-of-lines ]

�æ���[�A�•(
�V�c  0 >|  256 �[�M��

�¥�Ð�å�»�b�ç�g���K�‰�2

�š�T�Â�µ�Ç�“�?�}�¥�Ð�å�»�†�ç�g���M�_�c�
 /² 2-4 �_0°3U�I�€�Z�8�•�·�8�b�8�N�€�?�†��/œ�K�r�M���G
�€�}�b�”�¡�©�Ù�å�c�õ�–�[�M��

�¥�Ð�å�»�š�T�µ+��b�¹�•�­�î�È�Ý�ì

�¥�Ð�å�»�š�T�µ+��c�
+¬�·$×�_�–�¿�î�È�Ý�_0¿���I�€�r�M��#'�~�b'ƒ�Ž�­�µ�©�Ù�å�r�S�c�¥�Ð�å�»�Û�–
�å�_�P�K�Z�
�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�G�\�@�[�A�r�M���G�b�m8p�c�õ�–�[�M��

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�[�G�b�µ+��†�¹�•�­�î�È�Ý�_�M�•�_�c�
 terminal no history "I�’  EXEC �¥�Ð�å
�»�†
°�Š�K�r�M��

�G)z�b�¥�Ð�å�»�š�T�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no history �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†
°�Š�K�r�M��

)…7Ÿ�µ+��b�Q#Ý�‰�2
�G�G�[�c�
�¥�Ð�å�»  �Û�–�å�b�ï�8�_�z'g�X)…7Ÿ�µ+��_�X�8�Z1��Â�K�r�M��

• ��)…7Ÿ�µ+��b�–�¿�î�È�Ý�ì�>�|�g�¹�•�­�î�È�Ý�ì�� >&P.2-6>'>&�õ�–>'

• ���Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ�� >&P.2-6>'>&�õ�–>'

• ���¡�~3É�M�¥�Ð�å�»�Û�–�å�b)…7Ÿ�� >&P.2-7>'>&�õ�–>'

/² 2-4 �¥�Ð�å�»�b�ç�g���K�‰�2

�·�8 1

1. %®�3�Ÿ�î�c�
 VT100 �^�]�b  ANSI  =�Ð'ƒ�Ž�T�E�[�·�8�K�r�M��

)��Ý

Ctrl+P  �Ÿ�î�r�S�c���Ÿ�î�†�²�M �q�v�‚�K�8�¥�Ð�å�»�?�}�š�T�Â�µ�Ç�“�b�¥�Ð�å�»�†�ç�g���K�r�M���G�b�Ÿ�î�ï�8
�†)Þ�~3É�M�\�
)F�E�Z�‚�8�¥�Ð�å�»�@�ç�g���I�€�r�M��

Ctrl+N  �Ÿ�î�r�S�c���Ÿ�î�†�²�M Ctrl+P  �Ÿ�î�r�S�c���Ÿ�î�[�¥�Ð�å�»�@�ç�g���I�€�Z�?�}�
�š�T�Â�µ�Ç�“�b�‚�K�8
�¥�Ð�å�»�_�`�~�r�M���G�b�Ÿ�î�ï�8�†)Þ�~3É�M�\�
)F�E�Z�‚�K�8�¥�Ð�å�»�@�ç�g
���I�€�r�M��

show history "I�’  EXEC �Ô�î�»�[%$�S�_
°�Š�I�€�S�¥�Ð�å�»�†�8�C�X�?/²&g�K�r�M��/²&g�I�€
�•�¥�Ð�å�»�b�X�c�
 terminal history  �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�>�|�g  history �Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b0¿���_�|�W�Z�D�š�I
�€�r�M��
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'¨  2 'v      CLI �b�Q#Ý�‰�2
)…7Ÿ�µ+��b�Q#Ý�‰�2
)…7Ÿ�µ+��b�–�¿�î�È�Ý�ì�>�|�g�¹�•�­�î�È�Ý�ì

�Ñ�G)…7Ÿ�Ô�î�»�c+¬�·$×�_�–�¿�î�È�Ý�_�^�~�r�M�@�
�¹�•�­�î�È�Ý�r�S�c�–�¿�î�È�Ý�†�)�~�p�<�S�~�

"I���b�G)z�_�P�K�Z�T�E�Ñ�G)…7Ÿ�µ+��†�Q#Ý�M�•�|�:�_0¿���K�S�~�[�A�r�M���G�b�m8p�c�õ�–�[�M��

�Ñ�G)…7Ÿ�Ô�î�»�†�¢�ß�î�Â�Ý�[�¹�•�­�î�È�Ý�_�M�•�_�c�
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�[��
�b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch (config-line)# no editing

#'�~�b'ƒ�Ž�­�µ�©�Ù�å�b�Ñ�G)…7Ÿ�Ô�î�»�†
Ì�Ø�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�¥�Ð
�å�»�†
°�Š�K�r�M��

Switch# terminal editing

"I���b�Û�–�å�@�Ñ�G)…7Ÿ�Ô�î�»�_�^�•�|�:�_
Ì0¿���M�•�_�c�
�Û�–�å  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»
�[���b�¥�Ð�å�»�†
°�Š�K�r�M��

Switch(config-line)# editing

�Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ

/² 2-5 �_�
�¥�Ð�å�»�Û�–�å�†)…7Ÿ�M�•�S�u�_�²0[�^�Ÿ�î�«�º�ß�î�¡�†&g�K�r�M���G�€�}�b�Ÿ�î�«�º�ß�î
�¡�c�õ�–�[�M��

/² 2-5 �Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ

�µ+� �Ÿ�î�«�º�ß�î�¡ 1 % $×

�¥�Ð�å�»�G)z�V�†&ã�·�K�Z�š�f�r�S
�c�Ÿ�G�†/œ�8�r�M��

Ctrl+B  �Ÿ�î�
�r�S�c��
�Ÿ�î�†�²�M��

�•�î�¯�Ý�†  1 �e�Ð�(�‹3å�I�O�r�M��

Ctrl+F  �Ÿ�î�
�r�S�c�

�Ÿ�î�†�²�M��

�•�î�¯�Ý�†  1 �e�Ð�(�S�_4
�u�r�M��

Ctrl+A  �Ÿ�î�†�²�M�� �•�î�¯�Ý�†�¥�Ð�å�»�Û�–�å�b
›8Œ�_&ã�·�K�r�M��

Ctrl+E  �Ÿ�î�†�²�M�� �•�î�¯�Ý�†�¥�Ð�å�»�Û�–�å�b)
�ƒ�~�_&ã�·�K�r�M��

Esc+B �Ÿ�î�†�²�M�� �•�î�¯�Ý�†  1 �á�î�»�(�‹3å�I�O�r�M��

Esc+F �Ÿ�î�†�²�M�� �•�î�¯�Ý�†  1 �á�î�»�(�S�_4
�u�r�M��

Ctrl+T  �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�e
��b�e�Ð�†�•�î�¯�Ý�b�)*(�_�6�•�e�Ð�\*(
�A�n�<�r�M��

�Â�µ�Ç�“�?�}�M�m�Z�b�¥�Ð�å�»�†�ç
�g���K�
�¥�Ð�å�»�Û�–�å�_�Ì�î�«�º
�K�r�M���«�–�µ�³�c%$�S�_�P7V�I�€
�S 10 8o% �†�Â�µ�Ç�“�_0°6��K�r�M��

Ctrl+Y  �Ÿ�î�†�²�M�� �Â�µ�Ç�“
Æ�b�q�v�‚�K�8�š�å�º�Ü�†�ç�g���K�r�M��

Esc+Y �Ÿ�î�†�²�M�� �Â�µ�Ç�“�b���b�š�å�º�Ü�†�ç�g���K�r�M��

�Â�µ�Ç�“�_�c%$�S�_�P7V�r�S�c�)�~�v�~�K�S  10 8o�K�?0°
6��I�€�Z�8�r�O�‡�� 11 �G�è�V  Esc+Y �Ÿ�î�†�²�M�\�

�Â�µ�Ç�“�b�q�6�b�š�å�º�Ü�_�`�~�r�M��

�š�å�º�Ü�†1��W�Z
°�Š�K�S���œ�
�r
�S�c�v�~�x�u�S�8���œ�_�P7V�K�r�M��

Delete �Ÿ�î�r�S�c  
Backspace �Ÿ�î�†�²�M��

�•�î�¯�Ý�b�e
��b�e�Ð�†�˜�d�K�r�M��
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'¨  2 'v      CLI �b�Q#Ý�‰�2
)…7Ÿ�µ+��b�Q#Ý�‰�2
�¡�~3É�M�¥�Ð�å�»�Û�–�å�b)…7Ÿ

#ì8��V�[  1 /œ�†2x�<�•�¥�Ð�å�»�_�P�K�Z�¡�~3É�K�µ+��†�Q#Ý�[�A�r�M���•�î�¯�Ý�@�‘�Ð�î�ª�å�_4)�M�•
�\�
�¥�Ð�å�»�Û�–�å�c  10 �«�Ì�î�«�(�
�e�_�©�Ç�º�K�r�M���Q�b/œ�b�q�6�b  10 �e�Ð�c0b�<�r�O�‡�@�

�«�¡�ß�î�Ý�K�Z�`�~�
�¥�Ð�å�»�b
›8Œ�[�S�e�†&�1��[�A�r�M���Ÿ�î�«�º�ß�î�¡  �”�¡�©�Ù�å�c�õ�–�[�M��

�¥�Ð�å�»�b
›8Œ�_�`�•�_�c�
 Ctrl+B  �r�S�c���Ÿ�î�†)Þ�~3É�K�²�K�r�M�� Ctrl+A  �Ÿ�î�†�²�K�Z/œ�b
›
8Œ�_�M�D&ã�·�M�•�G�\�v�[�A�r�M��

>&�@>' %®�3�Ÿ�î�c�
 VT100 �^�]�b  ANSI  =�Ð'ƒ�Ž�T�E�[�·�8�K�r�M��

Ctrl+D  �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�)*(�_�6�•�e�Ð�†�P7V�K�r�M��

Ctrl+K  �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�)*(�?�}�¥�Ð�å�»�Û�–�å�b)
�ƒ�~�r�[�b�e�Ð
�†�M�m�Z�P7V�K�r�M��

Ctrl+U  �Ÿ�î�r�S�c  
Ctrl+X  �Ÿ�î�†�²�M��

�•�î�¯�Ý�b�)*(�?�}�¥�Ð�å�»�Û�–�å�b
›8Œ�r�[�b�e�Ð�†
�M�m�Z�P7V�K�r�M��

Ctrl+W  �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�e
��b�á�î�»�†�P7V�K�r�M��

Esc+D �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�)*(�?�}�á�î�»�b)
�ƒ�~�r�[�P7V�K�r�M��

�`�e�Ð�\�±�e�Ð�_�M�•�
�r�S�c�M4�
�b�e�Ð�†�±�e�Ð�_�K�r�M��

Esc+C �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�)*(�_�6�•�e�Ð�†�±�e�Ð�_�K�r�M��

Esc+L �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�)*(�_�6�•�á�î�»�†�`�e�Ð�_�K�r�M��

Esc+U �Ÿ�î�†�²�M�� �•�î�¯�Ý�b�)*(�?�}�á�î�»�b)
�ƒ�~�r�[�†�±�e�Ð�_�K�r
�M��

"I���b�Ÿ�î�«�º�ß�î�¡�†��/œ�•+��¥
�Ð�å�»�\�K�Z�æ���K�r�M>&�©�Ù�î�º
�•�µ�º�\�K�Z�æ���b�•+��ö�6�~>' ��

Ctrl+V  �Ÿ�î�r�S�c  
Esc+Q �Ÿ�î�†�²�M��

'ƒ�Ž�b#ì8��@/²&g�[�A�•(
�V�|�~6×
�8/œ�r�S�c#ì8��†�W�_�«�¡�ß�î�Ý�K
�r�M��

>&�@>' show �¥�Ð�å�»�b���Š�^�]�

'ƒ�Ž#ì8��[/²&g�K�A�€�^�8/œ
�b�6�•���Š�_�c�
 More �É�ß
�å�É�º�†�Q#Ý�K�r�M�� More 
�É�ß�å�É�º�@/²&g�I�€�Z�8�•
���œ�c�
�8�X�[�v  Return 
�Ÿ�î�>�|�g  Space �Â�î�b�Ÿ�î
�«�º�ß�î�¡�†�Q#Ý�[�A�r�M��

Return �Ÿ�î�†�²�M�� 1 /œ�W�_�«�¡�ß�î�Ý�K�r�M��

Space �Â�î�†�²�M�� 1 #ì8��W�_�«�¡�ß�î�Ý�K�r�M��

�«�–�µ�³�b�Ó�µ�­�î�ª�@�ô�_/²&g�I
�€�S���œ�_#'�~�b�¥�Ð�å�»�Û�–�å�†

Ì/²&g�K�r�M��

Ctrl+L  �Ÿ�î�r�S�c  
Ctrl+R  �Ÿ�î�†�²�M��

#'�~�b�¥�Ð�å�»�Û�–�å�†
Ì/²&g�K�r�M��

1. %®�3�Ÿ�î�c�
 VT100 �^�]�b  ANSI  =�Ð'ƒ�Ž�T�E�[�·�8�K�r�M��

/² 2-5 �Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ  >&)F�A>'

�µ+� �Ÿ�î�«�º�ß�î�¡ 1 % $×
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'¨  2 'v      CLI �b�Q#Ý�‰�2
show �>�|�g  more �¥�Ð�å�»�b���Š�b�è(ô�\�Ç�•�Ý�±�Ü�å�¢
���b�[�[�c�
 access-list �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�š�å�º�Ü�@  1 /œ�†2x�<�Z�8�r
�M���•�î�¯�Ý�@/œ�b)
�ƒ�~�_4)�M�•�\�
/œ�@  10 �«�Ì�î�«�(�e�_�©�Ç�º�K�Z
Ì/²&g�I�€�r�M���»�Ý0°�•

>&$>'�c/œ�@�e�_�©�Ç�º�K�S�G�\�†&g�K�r�M���•�î�¯�Ý�@/œ�b)
�ƒ�~�_4)�M�•�S�g�_�
/œ�@
Ì�Ø  10 �«
�Ì�î�«�(�e�_�©�Ç�º�I�€�r�M��

Switch(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1
Switch(config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25
Switch(config)# $ t tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq
Switch(config)# $ 108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45 


°�Š�b)
�¢�‹�
 Ctrl+A  �Ÿ�î�†�²�K�Z�ö
²�^�S�e�†&�1��K�Z�?�}  Return �Ÿ�î�†�²�K�Z�¥�Ð�å�»�†��/œ
�K�Z�C�T�I�8��/œ�b)
�ƒ�~�_/²&g�I�€�•�»�Ý0°�•>& $>'�c/œ�@�‘�_�©�Ç�º�K�S�G�\�†&g�K�r�M��

Switch(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$

�¯�Ç�º�˜�™�”�[�c�
'ƒ�Ž�b#ì8��@  80 �•�Û�Ò�[�6�•�\�ì���K�Z�8�r�M���Q�€�è�¥�b�œ�b���œ�c�

terminal width  "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z'ƒ�Ž�b�œ�†0¿���K�r�M��

�è�S�b0
7§�^�¥�Ð�å�»  �š�å�º�Ü�†�ç�g���K�Z�š�f�M�•�_�c�
�¥�Ð�å�»�š�T�µ+��[/œ�¡�~3É�K�†�Q#Ý�K
�r�M���è�S�b�¥�Ð�å�»  �š�å�º�Ü�b�ç�g���K�_�X�8�Z�c�
 ���Ÿ�î�«�º�ß�î�¡�_�|�•�¥�Ð�å�»�b)…7Ÿ��

>&P.2-6>' �†�g!·�K�Z�C�T�I�8��

show �>�|�g  more �¥�Ð�å�»�b���Š�b�è(ô�\�Ç�•�Ý�±�Ü�å�¢
show �¥�Ð�å�»�>�|�g  more �¥�Ð�å�»�b���Š�c�
�è(ô�K�Z�Ç�•�Ý�±�Ü�å�¢�M�•�G�\�@�[�A�r�M���±5��b
���Š�†�¯�î�º�K�S�~�
0b�•�²0[�b�^�8���Š�†%,$��K�S�~�M�•���œ�_�}�<�[�M���G�€�}�b�¥�Ð�å�»�b�Q#Ý
�c�õ�–�[�M��

�G�b�µ+��†�Q#Ý�M�•�_�c�
 show �r�S�c  more �¥�Ð�å�»�†
°�Š�K�
�Q�b�6�\�_ �Ã�–�É �e�Ð>&|>'�
�Ÿ�î
�á�î�»  begin�
 include�
 exclude �b�8�N�€�?�
�>�|�g�è(ô�r�S�c�Ç�•�Ý�±�Ü�å�¢��#.�M�•�e�Ð�4�†)F�E
�r�M��

command | { begin | include | exclude} regular-expression

�e�Ð�4�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���S�\�<�d�
 | exclude output �\
°�Š�M�•�\�
 output �@�µ
�r�€�Z�8�•/œ�c/²&g�I�€�r�O�‡�@�
 Output �@�µ�r�€�Z�8�•/œ�c/²&g�I�€�r�M��

���Š�_  protocol �@�6�•/œ�T�E�†)��s
°�€�•�‰�2�†�
���_&g�K�r�M��

Switch# show interfaces | include protocol
Vlan1 is up, line protocol is up
Vlan10 is up, line protocol is down
GigabitEthernet0/1 is up, line protocol is down
GigabitEthernet0/2 is up, line protocol is up

CLI �b�”�¡�­�«
�¥�å�¯�î�Ý�K)F�
 Telnet�
�r�S�c�È�Û�˜�¨�†�Q#Ý�K�Z�
 CLI �_�”�¡�­�«�[�A�r�M��

�¥�å�¯�î�Ý�K)F�r�S�c  Telnet �†�Q#Ý�K�S  CLI �l�b�”�¡�­�«

CLI �_�”�¡�­�«�M�•�_�c�
�«�–�µ�³�_�Ü�“�b�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�_0°3U�I�€�Z�8
�•�|�:�_�
�r�N�«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�_'ƒ�Ž�r�S�c  PC �†�K)F�K�
�«�–�µ�³�_7Á ;�†�ž
°�M�•�²
0[�@�6�~�r�M�����_�
2s�·�É�ß�­�«�\  IP �_���b�m�~�\�Z�_�Q#Ý�[�A�•�œ�É�©�Ù�å�_�X�8�Z#.0Ž�M�•�S
�u�
 '¨  3 'v���«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z��  �†�g!·�K�Z�C�T�I�8��
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'¨  2 'v      CLI �b�Q#Ý�‰�2
CLI �b�”�¡�­�«
�«�–�µ�³�@0¿���í�s�b���œ�c�
�ß�î�•�Ý  �¥�å�¯�î�Ý�K)F�r�S�c�Ü�Ô�î�º  Telnet �­�µ�©�Ù�å�†�Ó�K�Z  
CLI �_�”�¡�­�«�[�A�r�M�@�
�G�b'��b�”�¡�­�«�[�c�q�6�_�«�–�µ�³�†0¿���M�•�²0[�@�6�~�r�M��0ò(ý�_
�X�8�Z�c�
 ��'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿���� >&P.8-6>' �†�g!·�K�Z�C�T�I�8��

���b�8�N�€�?�b�‰�2�[�
�«�–�µ�³�\�b�K)F�†&�'g�[�A�r�M��

• �«�–�µ�³�b�¥�å�¯�î�Ý  �Ï�î�º�†'ö#.�«�¸�î�©�Ù�å�r�S�c�²�–�Ö�Ý�”�µ�É  �Ô�¹�Ò�_�K)F�M�•���¥�å
�¯�î�Ý  �Ï�î�º�l�b�K)F�b0ò(ý�_�X�8�Z�c�
�«�–�µ�³�b�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�†
�g!·�K�Z�C�T�I�8��

• �Ü�Ô�î�º'ö#.�«�¸�î�©�Ù�å�[�
 Telnet TCP/IP �r�S�c�/�•�ì  Secure Shell>&SSH; �­�Ÿ�×�”  �©�™�Ý>'
�Ã�µ�£�î�ª�†�Q#Ý�M�•���«�–�µ�³�c  Telnet �r�S�c  SSH �¡�Û�–�”�å�º�\�¿�µ�º�á�î�¡�K)F�K�
�–
�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†0¿���K�Z�>�C�²0[�@�6�~�r�M��

�«�–�µ�³�_  Telnet �”�¡�­�«�†0¿���M�•�‰�2�_�X�8�Z�c�
 ��'ƒ�Ž�G)z�_�P�M�•  Telnet �Ã�«�á�î�»�b0¿
���� >&P.8-6>' �†�g!·�K�Z�C�T�I�8���G�b�«�–�µ�³�c� �ì�_�q�±  16 �b  Telnet �­�µ�©�Ù�å�†�§�Ï�î�º
�K�r�M���6�•  Telnet �Ø�î�¨�@/œ�W�S�š�f�c�
�Ú�b�M�m�Z�b  Telnet �­�µ�©�Ù�å�_�v�o�Î�I�€�r�M��

�«�–�µ�³�_  SSH �†0¿���M�•�‰�2�_�X�8�Z�c�
 �� Secure Shell �b�S�u�b�«�–�µ�³�b0¿���� >&P.8-37>' �†
�g!·�K�Z�C�T�I�8���«�–�µ�³�c�q�±  5 �b�ó
²�^  SSH �­�µ�©�Ù�å�†� �ì�_�§�Ï�î�º�K�r�M��

�¥�å�¯�î�Ý  �Ï�î�º�
 Telnet �­�µ�©�Ù�å�
�r�S�c  SSH �†�Ó�K�Z�K)F�M�•�\�
'ö#.�«�¸�î�©�Ù�å�V�_�Ø�î
�¨  EXEC �É�ß�å�É�º�@/²&g�I�€�r�M��
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'¨  2 'v      CLI �b�Q#Ý�‰�2
CLI �b�”�¡�­�«
2-10
Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-16485-03-J



 

Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ

OL-16485-03-J
C H A P T E R 3

�«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î
�º�˜�™�–�b�m�~�\�Z

�G�b'v�[�c�
+¬�·�>�|�g�m�·�_�|�•�‰�2�[�
 Cisco Metro Ethernet>&ME>' 3400E �–�î�§�¿�µ�º  �”�¡�­
�«  �«�–�µ�³�b�6�‡0¿��>&�«�–�µ�³�b  IP �”�»�Þ�«�b�m�~�\�Z�x�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�_���^�]>'�†
�8�B�M�•�‰�2�_�X�8�Z1��Â�K�r�M���r�S�
�«�–�µ�³�b�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�‰�2�_�X�8�Z�v1��Â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“
�Þ�å�«�
�>�|�g�� Cisco IOS Software Documentation, 12.2 Mainline Release, Command References, 
Volume 1 of 3: Addressing and Services���†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• ��2s�·�É�ß�­�«�b�+0[�� >&P.3-1>'

• ���«�–�µ�³�_���b�m�~�\�Z�� >&P.3-2>'

• ����/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��\�–�Ñ�� >&P.3-16>'

• ���«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�� >&P.3-18>'

• ���¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢�� >&P.3-22>'

>&�@>' IP �”�»�Þ�«�>�|�g  DHCP �b0¿���_6õ�M�•�G�b'v�b�_���c�
 IP �Â�î�ª�Ù�å  4>&IPv4>'�_"I�ì�K�S�v�b�[
�M��

2s�·�É�ß�­�«�b�+0[
�«�–�µ�³�†2s�·�M�•�_�c�
�r�N�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�_0°3U�I�€�S�m8p�_�‘�W�Z�

�«�–�µ�³�†0¿*(�K�
7Á ;�†�ž
°�K�Z�
�«�–�µ�³�b�6�‡0¿��>& IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�¹�Ç�›
�Ý�º  �¤�î�º�˜�™�–�
�©�î�¡�Þ�µ�º  �Ã�«�á�î�»�
 Telnet �Ã�«�á�î�»�^�]>'�†/œ�:�²0[�@�6�~�r�M��

3û�–�b2s�·�É�ß�­�«�_�c�È�î�º�ß�î�²  �¯�Ç�º�˜�™�”�b�ï�8�v�µ�r�€�r�M���È�î�º�ß�î�²�c���b�µ+��†
��/œ�K�r�M��

• �W�)�Þ�Ë�Ý  CPU �b�6�‡�ì�� CPU �Þ�ª�«�±�†�6�‡�ì�M�•�G�\�_�|�~�
"@#.�Ó�Ô�Ü�b�Ð�µ�Æ�å�¢8•
�æ�
��5��
3ÿ�Ø�^�]�†�D�š�K�r�M��

• CPU �§�È�©�«�¸�Ò�b  Power-On Self-Test>&POST; 7Á ;�ž
°�ì�­�Ý�Ç�¸�«�º>' �� CPU DRAM �\�
�Ç
�Û�µ�©�×  �¹�Â�–�«�b�:�U�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�†�S�B�M�•4Š�(�†�¸�«�º�K�r�M��
3-1
�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»



 

'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
• �©�«�¸�Ò  �Î�î�»�V�b�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�†�6�‡�ì�K�r�M��

• �¹�Ç�›�Ý�º�b�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  �¯�Ç�º�˜�™�”  �–�Ó�î�ª�†�Ó�Ô�Ü�_�ß�î�»�K�
�«�–�µ�³�†
2s�·�K�r�M��

�È�î�º�ß�î�²�_�|�W�Z�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�_�”�¡�­�«�K�Z�?�}�
�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò
�†�ß�î�»�K�r�M��3û�–�
�È�î�º�ß�î�²�_�|�W�Z/œ�ƒ�€�•�b�c�
�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�ß�î�»�?
�}�
�})°0Ž7V�
�>�|�g2s�·�r�[�[�M���œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�@  CPU �†�D�š�[�A�•�|�:�_�^�•�\�

�È�î�º�ß�î�²�c�
���_�©�«�¸�Ò�@�Ü�­�µ�º�I�€�•�?7Á ;�@�ž
°�I�€�•�r�[�c8��”�¡�¸�•�È�_�^�~�r�M��

�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�@5��±�^7€���_�|�W�Z�Q#Ý�Y+��_�^�W�S���œ�c�
�È�î�º�ß�î�²�@�©�«�¸�Ò
�l�b�º�Û�µ�É�»�”  �”�¡�­�«�†/œ�8�r�M���º�Û�µ�É�»�”  �Ó�•�½�¬�Ò�_�|�•�©�«�¸�Ò�l�b�”�¡�­�«�µ+��_
�|�~�
�²0[�_�Â�L�Z�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�b�Ç�›�î�Ð�µ�º�
 XMODEM �É�ß�º�¥�Ý�_�|�•�œ
�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  �¯�Ç�º�˜�™�”�–�Ó�î�ª�b
Ì�–�å�«�º�î�Ý�
�»�W�S�Ã�«�á�î�»�b�G�Ÿ�†/œ�W�Z
�?�}�q)
$×�_�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†
Ì2s�·�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���¯�Ç�º�˜�™�”�b7€���?
�}�b�G�Ÿ�� >&P.46-2>' �>�|�g ���Ã�«�á�î�»�†�À�€�S���œ�b�G�Ÿ�� >&P.46-3>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ã�«�á�î�»�G�Ÿ�c�¹�•�­�î�È�Ý�_�M�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ã�«�á�î�»�G�Ÿ�b�¹�•�­�î
�È�Ý�ì�� >&P.8-5>' �†�g!·�K�Z�C�T�I�8��

�«�–�µ�³�_���†�m�~�\�Z�•�_�c�
�r�N  PC �r�S�c'ƒ�Ž�@�¥�å�¯�î�Ý  �Ï�î�º�_�K)F�I�€�Z�>�~�
�?�X  PC 
�r�S�c'ƒ�Ž�š�Ñ�×�Þ�î�©�Ù�å  �¯�Ç�º�˜�™�”�b�Î�î  �Þ�î�º�>�|�g�e�Ð�Ç�›�î�Ð�µ�º�@�«�–�µ�³�b�¥�å
�¯�î�Ý  �Ï�î�º�b�v�b�\�M+´�K�Z�8�•�G�\�†&�1��K�r�M��

• �Î�î  �Þ�î�º�b�¹�Ç�›�Ý�º�c  9600 �[�M��

• �¹�î�±  �Å�µ�º�b�¹�Ç�›�Ý�º�c  8 �[�M��

>&�@>' �¹�î�±  �Å�µ�º  �œ�É�©�Ù�å�@ 8 �_0¿���I�€�Z�8�•���œ�
�Ã�Ü�¸�•  �œ�É�©�Ù�å�c  none>&�^�K>'
�_0¿���K�r�M��

• �«�º�µ�É  �Å�µ�º�b�¹�Ç�›�Ý�º�c  1 �[�M��

• �Ã�Ü�¸�•0¿���b�¹�Ç�›�Ý�º�c  none>&�^�K>'�[�M��

�«�–�µ�³�_���b�m�~�\�Z
IP �_���b�m�~�\�Z�c�
�«�–�µ�³�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�r�S�c  DHCP �§�î�Â�†�Q#Ý�K�Z/œ�<�•�o
�?�
�m�·�[/œ�:�G�\�v�[�A�r�M��

"I���b  IP �_���†�É�ß�å�É�º�?�}�æ���M�•���œ�c�
�«�–�µ�³�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�r�M��
�G�b�É�ß�¢�Û�Ò�†�Q#Ý�M�•�\�
�Í�«�º�¡�\�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�»�†0¿���M�•�G�\�v�[�A
�r�M���õ�–�[�
 Telnet �Ã�«�á�î�»�†�m�~�\�Z�•�G�\�v�[�A�r�M>&�Ü�Ô�î�º'ö#.�ì�b�­�Ÿ�×�Ü�¸�•#Ý>' ��
�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b0ò(ý�_�X�8�Z�c�
�Á�î�»�˜�™�”  �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�b�Ü6�

�� Configuring the Switch with the CLI-Based Setup Program���†�g!·�K�Z�C�T�I�8��

�§�î�Â�b0¿���‹�c�
 DHCP �§�î�Â�†�Q#Ý�K�Z�
 IP �_���b�M
–'ö#.�\+¬�·�m�~�\�Z�†/œ�8�r�M��

>&�@>' DHCP �†�Q#Ý�K�Z�8�•���œ�c�
�«�–�µ�³�@�²�–�¼�Ñ�µ�¡�_�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†�w�™�K�Z�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s�v�•�r�[�c�
�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�?�}�b2A�e�_�Â'Å�K�^�8�[
�C�T�I�8��
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�«�–�µ�³�_���b�m�~�\�Z
�«�–�µ�³�b0¿���m8p�_�X�8�Z���(�^%±1‘�@�6�•���œ�c�
�m�·�[�«�–�µ�³�†0¿���K�Z�C�T�I�8���Q�:�[�^
�8���œ�c�
�S3Ù�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�†�Q#Ý�K�r�M��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º�b�«�–�µ�³�_���� >&P.3-3>'

• �� DHCP �Ë�î�«�b+¬�·0¿���b�+0[�� >&P.3-3>'

• ���m�·�[�b  IP �_���b�m�~�\�Z�� >&P.3-15>'

�¹�Ç�›�Ý�º�b�«�–�µ�³�_��

/² 3-1 �_�
�¹�Ç�›�Ý�º�b�«�–�µ�³�_���†&g�K�r�M��

DHCP �Ë�î�«�b+¬�·0¿���b�+0[

DHCP �c�
�–�å�±�î�¿�µ�º  �Í�«�º�>�|�g�–�å�±�î�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�_0¿���_���†�f�j�K�r
�M���G�b�É�ß�º�¥�Ý�c�
 2 �X�b�¥�å�Ï�î�¿�å�º�[�S�B�I�€�Z�8�r�M�� 1 �X�c  DHCP �§�î�Â�?�}�¹�Â�–�«
�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�M�•�¥�å�Ï�î�¿�å�º�
�v�:  1 �X�c�¹�Â�–�«�_�¿�µ�º�á�î
�¡  �”�»�Þ�«�†�m�~�\�Z�•�¥�å�Ï�î�¿�å�º�[�M�� DHCP �c�¡�Û�–�”�å�º  �§�î�Â  �Ô�¹�Ý�_�ö�Y�8�Z�8�r
�M���æ���I�€�S  DHCP �§�î�Â�@�
�²�–�¼�Ñ�µ�¡�_0¿���I�€�•�¹�Â�–�«�_�P�K�Z�
�¿�µ�º�á�î�¡  �”�»�Þ
�«�†�m�~�\�Z�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ã�Û�Ó�î�±�†�f�j�K�r�M���«�–�µ�³�c�
 DHCP �¡�Û�–�”�å�º
�\�K�Z�v  DHCP �§�î�Â�\�K�Z�v�µ+��I�O�•�G�\�@�•+��[�M��

DHCP �Ë�î�«�b+¬�·0¿���@�µ+��K�Z�8�•���œ�
�«�–�µ�³>& DHCP �¡�Û�–�”�å�º>'�c2s�·�ì�_�
 IP �”�»
�Þ�«�_���>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�ö�Y�8�Z+¬�·�[0¿���I�€�r�M��

DHCP �Ë�î�«�b+¬�·0¿���[�c�
�«�–�µ�³�V�[  DHCP �¡�Û�–�”�å�º
��b0¿���†/œ�:�²0[�c�6�~�r�O�‡��
�S�T�K�
 DHCP �§�î�Â�_�c�
 IP �”�»�Þ�«�_6õ�M�•�›'��b�Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[�@�6�~�r�M��
DHCP �†�Q#Ý�K�Z�¿�µ�º�á�î�¡�V�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�Ü�Þ�î�M�•���œ�c�
 Trivial 
File Transfer Protocol>&TFTP; (F�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�§�î�Â�>�|�g  Domain Name System

>&DNS; �»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>'�§�î�Â�b0¿���@�²0[�^�G�\�v�6�~�r�M��

�«�–�µ�³�b  DHCP �§�î�Â�c�
�«�–�µ�³�\� �L  LAN �V�[�6�W�Z�v�
$��^�•  LAN �V�_�6�W�Z�v�?�r�8�r
�O�‡�� DHCP �§�î�Â�@�9�b  LAN �V�[��/œ�I�€�Z�8�•���œ�c�
�«�–�µ�³�\  DHCP �§�î�Â�\�b6ë�_  
DHCP �Ü�Þ�î  �¹�Â�–�«�†0¿���M�•�²0[�@�6�~�r�M���Ü�Þ�î  �¹�Â�–�«�c�
%$�K�K)F�I�€�Z�8�•  2 �X�b  
LAN 6ë�[�È�ß�î�»�Ÿ�Õ�«�º  �º�Û�Ç�•�µ�¡�†3?3æ�K�r�M���Ý�î�±�[�c�
�w�™�K�S�Ã�£�µ�º�b��
›  IP �”
�»�Þ�«�_�ö�Y�C�Ã�£�µ�º�b3?3æ�c/œ�ƒ�€�r�M�@�
�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b3?3æ�c/œ�ƒ�€�r�O�‡��

DHCP �Ë�î�«�b+¬�·0¿���c�
�«�–�µ�³�b  BOOTP �¡�Û�–�”�å�º�µ+��_�æ�ƒ�•�v�b�[�M��

/² 3-1 �¹�Ç�›�Ý�º�b�«�–�µ�³�_��

�µ+� �¹�Ç�›�Ý�º0¿��

IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡ IP �”�»�Þ�«�r�S�c�§�È�¿�µ�º  �Ð�«�¡�c��*O�I�€�Z�8�r�O
�‡��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�– �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�c��*O�I�€�Z�8�r�O�‡��

�–�¿�î�È�Ý  �©�î�¡�Þ�µ�º  �Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��

�Í�«�º�¡ ��,´�ì�_�m�~�\�Z�}�€�Z�8�•�¹�Ç�›�Ý�º�b�Í�«�º�¡�c  
Switch �[�M��

Telnet �Ã�«�á�î�» �Ã�«�á�î�»�c��*O�I�€�Z�8�r�O�‡��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
DHCP �¡�Û�–�”�å�º�b0[�Ó�É�ß�­�«

�«�–�µ�³�b2s�·�ì�
�Q�b�«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�^�8���œ�c�
 DHCP �¡�Û�–�”
�å�º�@2s�·�K�
 DHCP �§�î�Â�_�P�K�Z0¿���_���†0[�Ó�K�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�Ñ
�~�K�
�Q�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_"I���b�Ý�î�¸�µ�»  �–�å�±�î�Ç�™�–�«�V�b  ip address dhcp �–�å
�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�µ�r�€�Z�8�•���œ�c�
 DHCP �¡�Û�–�”�å�º�@2s�·
�K�
�G�€�}�b�–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�_���†0[�Ó�K�r�M��

�W 3-1 �_�
 DHCP �¡�Û�–�”�å�º�\  DHCP �§�î�Â�b6ë�[�Ó�µ�­�î�ª�@�º�n�I�€�•8p�Î�†&g�K�r�M��
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�Â�_  DHCPDECLINE �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3É�K�r�M��

�G�b���œ  DHCP �§�î�Â�c�
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�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�M�[�_�Ñ�~�M�•�«�–�µ�³�_�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�²�˜�å�ß�î�»�I
�€�•�\�
�Q�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c�
�«�–�µ�³�_�A(á�I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�_3ã�•�I�€�r�M  >&�²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�|�~�¤�Ñ�b�¥�å�Ç�•� �×�Þ�î�©�Ù
�å�@�V�i�A�I�€�•�G�\�c�6�~�r�O�‡>' ��

>&�@>' �«�–�µ�³�V�[  DHCP +¬�·�–�Ó�î�ª  �”�µ�É�¹�î�º�†�–�¿�î�È�Ý�_�M�•�_�c�
�–�Ó�î�ª  �Ç�“�–�Ý�>�|�g�¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�ß�î�»�I�€�•  TFTP �§�î�Â�_�
�œ�É�©�Ù�å  67>&�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�b�¡�S>' �
�œ�É�©�Ù�å  66>&DHCP �§�î�Â�b�Í�«�º�¡>' �
�œ�É�©�Ù�å  150>&TFTP �§�î�Â
�b�”�»�Þ�«>' �
�>�|�g�œ�É�©�Ù�å  125 >&�Ç�“�–�Ý�b
Æ��1��Â>'�†4:�)�_0¿���M�•�²0[�@�6�~�r�M��

�«�–�µ�³�†  DHCP �§�î�Â�\�K�Z0¿���M�•�\�A�b�m8p�_�X�8�Z�c�
 �� DHCP �Ë�î�«�b+¬�·0¿���µ+��b0¿
���� >&P.3-6>' �>�|�g�� Cisco IOS IP Configuration Guide�� Release 12.2 �b�� IP addressing and Services��
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�«�–�µ�³�_���b�m�~�\�Z
�¿�µ�º�á�î�¡
Æ�_�«�–�µ�³�†0¿*(�K�S�}�
+¬�·�–�Ó�î�ª  �”�µ�É�¹�î�º�µ+��@���·�K�r�M���²�˜�å�ß�î
�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�
�«�–�µ�³�b��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�–�Ñ�I�€�r
�M���r�S�
�‚�K�8�–�Ó�î�ª�@�«�–�µ�³�_�²�˜�å�ß�î�»�I�€�
�–�å�«�º�î�Ý�I�€�r�M���G�b�¥�å�Ç�•� �×
�Þ�î�©�Ù�å�c�
�«�–�µ�³�†
Ì2s�·�K�S�ì!l�[�
�Q�b�«�–�µ�³�_�–�Ñ�I�€�Z�8�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å
�_�A(á�I�€�r�M��

�@�–�¦8o�>�|�g�D7H�¦8o

�@�–�¦8o�c���b�\�>�~�[�M��

• �¿�µ�º�á�î�¡
Æ�[�”�µ�É"g�Â�_�6�•�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�b�p�_�
�m�~�\�Z�}�€�S  IP �”�»�Þ
�«�†�â�S�^�8�v�b�@  1 �X�v�Ñ�~�K�^�8���œ�
�–�Ñ�í�s�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�|�•  DHCP �Ë�î
�«�b+¬�·0¿���É�ß�­�«�c�õ�F�K�r�M��

• �–�Ñ�í�s�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�|�•  DHCP �Ë�î�«�b+¬�·0¿���µ+��†�Q#Ý�M�•���œ�
�±�–�Ò�”
�˜�º�ì6ë�†0¿���K�^�8�\�
 IP �”�»�Þ�«�b�²�˜�å�ß�î�»�b0è/œ�@!“�D7H�_)Þ�~3É�I�€�r�M��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�²�˜�å�ß�î�»�[�A�^�8�
�r�S�c%Ú�†�K�S���œ�
+¬�·�–�å�«
�º�î�Ý  �É�ß�­�«�c�õ�F�K�r�M��

>&�@>' TFTP �?�}�²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å
Æ�b
�¤�Ñ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�Ð�î�ª�I�€�r�M�@�
 write memory "I�’  EXEC �¥�Ð�å�»�r�S�c  copy 
running-configuration startup-configuration  "I�’  EXEC �¥�Ð�å�»�†��/œ�K�^�87H�~�
 NVRAM �_�c
�–�Ñ�I�€�r�O�‡���²�˜�å�ß�î�»�I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å�@�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�_�–�Ñ�I�€�S���œ�
�Q�€�_)F�C�©�«�¸�Ò�b
Ì2s�·�ì�_�
�G�b�µ+��c�º�Ü�ž�I�€�r�O�‡��

DHCP �Ë�î�«�b+¬�·0¿���µ+��b0¿��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �� DHCP �§�î�Â0¿���ì�b�@�–�¦8o�� >&P.3-6>'

• �� TFTP �§�î�Â�b0¿���� >&P.3-7>'

• �� DNS �b0¿���� >&P.3-8>'

• ���Ü�Þ�î  �¹�Â�–�«�b0¿���� >&P.3-8>'

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�v�“�� >&P.3-9>'

• ��0¿���[�� >&P.3-10>'

DHCP �§�î�Â�\�K�Z�©�«�¥0��¹�Á�–�«�†�Q#Ý�K�Z�8�•���œ�b  DHCP 0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�

�� Cisco IOS IP Configuration Guide�� Release 12.2 �b�� IP Addressing and Services���_�6�•
�� Configuring DHCP���†�g!·�K�Z�C�T�I�8��

DHCP �§�î�Â0¿���ì�b�@�–�¦8o

�¹�Â�–�«�†  DHCP �§�î�Â�\�K�Z0¿���M�•���œ�c�
���b�@�–�¦8o�_�‘�W�Z�C�T�I�8��

DHCP �§�î�Â�_�c�
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�s�Ü�î�«�†0¿���M�•�²0[�@�6�~�r�M��

�«�–�µ�³�_  IP �”�»�Þ�«�_���†�w�™�I�O�•�_�c�
 DHCP �§�î�Â�_���b�Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[
�@�6�~�r�M��

• �¡�Û�–�”�å�º�b  IP �”�»�Þ�«>&�²8r>'
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
• �¡�Û�–�”�å�º�b�§�È�¿�µ�º  �Ð�«�¡>&�²8r>'

• DNS �§�î�Â�b  IP �”�»�Þ�«>&�õ�–>'

• �Ý�î�±�b  IP �”�»�Þ�«>&�«�–�µ�³�@�Q#Ý�M�•�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b  �”�»�Þ�«>' >&�²8r>'

�«�–�µ�³�_  TFTP �§�î�Â�?�}�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�™�I�O�•���œ�c�
 DHCP �§�î�Â
�_���b�Ü�î�«  �œ�É�©�Ù�å�†0¿���M�•�²0[�@�6�~�r�M��

• TFTP �§�î�Â�¡>&�²8r>'

• �È�î�º  �Ç�“�–�Ý�¡>&�¡�Û�–�”�å�º�_�²0[�^�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¡�S>' >&�N�á>'

• �Í�«�º�¡>&�õ�–>'

DHCP �§�î�Â�b0¿���_�|�W�Z�c�
�«�–�µ�³�c  IP �”�»�Þ�«�_���r�S�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
�6�•�8�c�Q�b�g�‰�†�w�™�[�A�r�M��

DHCP �§�î�Â�_�S3Ù�b�Ü�î�«  �œ�É�©�Ù�å�†0¿���K�^�8���œ�
�§�î�Â�c�¡�Û�–�”�å�º0[�Ó�_�P�K�Z0¿��
�í�s�Ã�Û�Ó�î�±�T�E�[�Â'Å�K�r�M���Â'Å�_  IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�@�µ�r�€�Z�8�^�8���œ
�c�
�«�–�µ�³�†0¿���[�A�r�O�‡���Ý�î�±�b  IP �”�»�Þ�«�r�S�c  TFTP �§�î�Â�¡�@0b�X�?�}�^�8���œ�
�«
�–�µ�³�c  TFTP 0[�Ó�†�Ø�½�Ÿ�Õ�«�º�[�c�^�C�
�È�ß�î�»�Ÿ�Õ�«�º�[3æ�™�M�•�G�\�@�6�~�r�M���Ú�b�Ü�î
�«  �œ�É�©�Ù�å�_�X�8�Z�c�
�Q#Ý�[�A�^�8���œ�[�v+¬�·0¿���_�s8j�c�6�~�r�O�‡��

�«�–�µ�³�c�
 DHCP �§�î�Â�\�K�Z�µ+��I�O�•�G�\�v�[�A�r�M���¹�Ç�›�Ý�º�[�c�
 Cisco IOS DHCP �§�î
�Â�>�|�g�Ü�Þ�î  �š�î�ª�™�å�º�µ+��c�
�«�–�µ�³�V�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M�@�
0¿���@/œ�ƒ�€�Z�8
�r�O�‡���G�b�S�u�
�G�€�}�b�µ+��c�·�8�K�r�O�‡�� DHCP �§�î�Â�\�K�Z�©�«�¥0��¹�Á�–�«�†�Q#Ý�K�Z
�8�•���œ�b  DHCP 0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
 �� Cisco IOS IP Configuration Guide��>&Cisco.com 
�Ì�î�ª�?�}  [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides] �†4E
�¥>'�b�� IP Addressing and Services���_�6�•�� Configuring DHCP���†�g!·�K�Z�C�T�I�8��

TFTP �§�î�Â�b0¿��

�«�–�µ�³�c�
 DHCP �§�î�Â�b0¿���_�ö�Y�8�Z�
 TFTP �§�î�Â�?�}  1 �X�r�S�c0
�X�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�|�:�\�K�r�M�� TFTP �§�î�Â�l�b  IP �K)F�_�²0[�^�œ�É�©�Ù�å�†�M�m
�Z
��<�S�«�–�µ�³�_�Â'Å�M�•�|�:  DHCP �†0¿���K�Z�8�•���œ�
�r�S  TFTP �§�î�Â�b�¡�S�
�”�»�Þ�«�

�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�æ���K�Z  DHCP �§�î�Â�†0¿���K�Z�8�•���œ�
�«�–�µ�³�c
�æ���I�€�S  TFTP �§�î�Â�?�}�æ���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�|�:�\�K
�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�>�|�g  TFTP �§�î�Â�†�æ���K�^�?�W�S���œ�
�r�S�c�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�[�A�^�?�W�S���œ�
�«�–�µ�³�c�I�r�J�r�^�Ç�“�–�Ý�¡�\  TFTP 
�§�î�Â  �”�»�Þ�«�b)��s�œ�O�_�|�~�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�|�:�\�K�r�M��
�G�b�|�:�^�Ç�“�–�Ý�¡�\�K�Z�c�
�æ���I�€�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡>&�Ñ�~�M�•���œ>'�b
�o�?�
 network-config�
 cisconet.cfg �
 hostname.config�
 hostname.cfg �^�]�b�Ç�“�–�Ý�¡�@�Q#Ý�I�€�r
�M���S�T�K�
 hostname �c�«�–�µ�³�b#'�~�b�Í�«�º�¡�†/²�ƒ�K�r�M���r�S  TFTP �§�î�Â  �”�»�Þ�«�\�K�Z
�c�
�æ���I�€�S  TFTP �§�î�Â�b�”�»�Þ�«>&�Ñ�~�M�•���œ>'�>�|�g�È�ß�î�»�Ÿ�Õ�«�º  �”�»�Þ�«

>&255.255.255.255>'�@�Q#Ý�I�€�r�M��

�«�–�µ�³�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�G�–�_�²�˜�å�ß�î�»�M�•�_�c�
 TFTP �§�î�Â�b�Ë�î�«  
�¹�•�Þ�¡�º�Ü�_  1 �X�r�S�c0
�X�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�Ñ�~�M�•�²0[�@�6�~�r�M��0ñ�\
�M�•�Ç�“�–�Ý�c�
���b�\�>�~�[�M��

• DHCP �Â'Å�_�æ���I�€�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>&�«�–�µ�³�b��7•�b�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý>'

• network-confg �Ç�“�–�Ý�r�S�c  cisconet.cfg �Ç�“�–�Ý>&�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“
�–�Ý>'
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
• router-confg �Ç�“�–�Ý�r�S�c  ciscortr.cfg �Ç�“�–�Ý>&�G�€�}�b�Ç�“�–�Ý�_�c�
�M�m�Z�b�«�–�µ�³�_

¹3û�b�¥�Ð�å�»�@�µ�r�€�Z�8�r�M��3û�–�
 DHCP �§�î�Â�\  TFTP �§�î�Â�@4:�G�_0¿���I�€�Z�8�€
�d�
�G�€�}�b�Ç�“�–�Ý�c�Q#Ý�I�€�r�O�‡>'

DHCP �§�î�Â  �Ü�î�«  �¹�î�±�Ë�î�«�_  TFTP �§�î�Â�¡�†�æ���M�•���œ�c�
 DNS �§�î�Â�b�¹�î�±�Ë�î�«�_  
TFTP �§�î�Â�¡�\  IP �”�»�Þ�«�b�Ð�µ�Æ�å�¢�†0¿���M�•�²0[�v�6�~�r�M��

�Q#Ý�M�• TFTP �§�î�Â�@�«�–�µ�³�\�c$��^�•  LAN �V�_�6�•���œ�
�r�S�c�«�–�µ�³�?�}  TFTP �§�î�Â�l
�b�”�¡�­�«�_�È�ß�î�»�Ÿ�Õ�«�º  �”�»�Þ�«�@�Q#Ý�I�€�•���œ>&�S3Ù�b�M�m�Z�b�²8r�_���@  DHCP �§�î�Â
�b�Â'Å�_�µ�r�€�Z�8�^�8���œ�_$Î#Õ>'�c�
�Ü�Þ�î�†0¿���K�Z  TFTP �§�î�Â�_  TFTP �Ã�£�µ�º�†3?3æ�M�•
�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���Ü�Þ�î  �¹�Â�–�«�b0¿���� >&P.3-8>' �†�g!·�K�Z�C�T�I�8���G�:�K�S
"g�#�_�P�M�•�P���‰�2�\�K�Z�c�
�²0[�^�_���†�M�m�Z�Q#Ý�K�Z  DHCP �§�î�Â�†0¿���M�•�G�\�@�N�á�I
�€�r�M��

DNS �b0¿��

DHCP �§�î�Â�[�c�
 DNS �§�î�Â�†�Q#Ý�K�Z�
 TFTP �§�î�Â�¡�?�}  IP �”�»�Þ�«�†�v�“�K�r�M�� DNS 
�§�î�Â�_�c�
 TFTP �§�î�Â�¡�?�}  IP �”�»�Þ�«�l�b�Ð�µ�Æ�å�¢�†0¿���M�•�²0[�@�6�~�r�M�� TFTP �§�î�Â
�_�c�
�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@�–�â�I�€�Z�8�r�M��

DHCP �§�î�Â�b�Ü�î�«  �¹�î�±�Ë�î�«�_�c�
 DNS �§�î�Â�b  IP �”�»�Þ�«�†0¿���[�A�r�M�� DNS �§�î�Â�?
�}�c�
 DHCP �Â'Å�_�|�~  IP �”�»�Þ�«�@�v�“�I�€�r�M���Ü�î�«  �¹�î�±�Ë�î�«�_�c�
 DNS �§�î�Â�b  IP �”
�»�Þ�«�†  2 �X�r�[
°�Š�[�A�r�M��

DNS �§�î�Â�c�
�«�–�µ�³�\� �L  LAN �V�_�6�W�Z�v�
$��^�•  LAN �V�_�6�W�Z�v�?�r�8�r�O�‡��$��^�•  
LAN �V�_�6�•���œ�
�«�–�µ�³�c�Ý�î�±)�#ä�[  DHCP �§�î�Â�_�”�¡�­�«�•�[�A�•�G�\�@�²0[�[�M��

�Ü�Þ�î  �¹�Â�–�«�b0¿��

�9�b  LAN �V�_�6�•�Í�«�º�?�}�b�Â'Å�@�²0[�^�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�«�–�µ�³�@3æ�™�M�•�\�A
�c�
�Ü�Þ�î  �¹�Â�–�«>& �Ü�Þ�î  �š�î�ª�™�å�º >'�†0¿���M�•�²0[�@�6�~�r�M���«�–�µ�³�@3æ�™�M�•�•+��ö
�b�6�•�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b�[�\�K�Z  DHCP�
 DNS �Ã�£�µ�º�
���œ�_�|�W�Z�c  TFTP �Ã�£�µ�º
�@�ò�F�}�€�r�M���Ü�Þ�î  �¹�Â�–�«�c�
�–�å�±�î�Ç�™�–�«�V�[�w�™�K�S�È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�@��

›�Í�«�º�_3?3æ�I�€�•�|�:�_0¿���K�r�M��

�Ü�Þ�î  �¹�Â�–�«�@�©�«�¥  �Ý�î�±�b���œ�_�c�
 IP �Ý�î�¸�•�å�¢�†�–�¿�î�È�Ý�_�K>& ip routing  �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>' �
 ip helper-address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�Z�Ê�Ý�Ã�î  �”�»�Þ�«�†0¿���K�r�M��

�S�\�<�d�
 �W 3-2 �[�c�
�Ý�î�±  �–�å�±�î�Ç�™�–�«�†���b�|�:�_0¿���K�Z�8�r�M��

�–�å�±�î�Ç�™�–�«  10.0.0.2

router(config-if)#  ip helper-address 20.0.0.2
router(config-if)#  ip helper-address 20.0.0.3
router(config-if)#  ip helper-address 20.0.0.4

�–�å�±�î�Ç�™�–�«  20.0.0.1

router(config-if)#  ip helper-address 10.0.0.1

>&�@>' �«�–�µ�³�†�Ü�Þ�î  �¹�Â�–�«�\�K�Z�µ+��I�O�•���œ�c�
�–�å�±�î�Ç�™�–�«�†�Ý�î�¸�µ�»  �Ï�î�º�\�K�Z0¿
���K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���Ý�î�¸�µ�»  �Ï�î�º�� >&P.10-5>' �>�|�g ���Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«
�b0¿���� >&P.10-27>' �†�g!·�K�Z�C�T�I�8��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
�W 3-2 +¬�·0¿���[�Q#Ý�I�€�•�Ü�Þ�î  �¹�Â�–�«

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�v�“

DHCP �b�£(Ù�í�s�Ü�î�«�[  IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�v�“�[�A�•�?�]�:
�?�_�Â�L�Z�
�«�–�µ�³�c���b�‰�2�[0¿���_���†�v�“�K�r�M��

• �«�–�µ�³#Ý�b  IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�£(Ù�I�€�
 DHCP �Â'Å�_�µ
�r�€�Z�8�•���œ>& 1 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c�
 DHCP �§�î�Â�?�}  IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
 TFTP �§�î�Â  �”�»�Þ�«�
�>�|�g
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�v�“�K�r�M���I�}�_�«�–�µ�³�c�
 TFTP �§�î�Â�b�Ë�î�«  
�¹�•�Þ�¡�º�Ü�?�}�æ���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�v�“�M�•�S�u�_�
 TFTP �§�î�Â�l�Ø�½
�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™�K�r�M���æ���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�™�M�•�\�
�«
�–�µ�³�b2s�·�É�ß�­�«�c�ö�¢�K�r�M��

• �«�–�µ�³#Ý�b  IP �”�»�Þ�«�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�c�£(Ù�I�€�Z�8�•�@�
 DHCP 
�Â'Å�_  TFTP �§�î�Â  �”�»�Þ�«�@�µ�r�€�Z�8�^�8���œ>& 1 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c�
 DHCP �§�î�Â�?�}  IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡�†�v�“�K�r�M���I�}�_�«�–�µ�³�c�
 TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}�æ���b�¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�v�“�M�•�S�u�_�
 TFTP �§�î�Â�l�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†
3æ�™�K�r�M���æ���b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�™�M�•�\�
�«�–�µ�³�b2s�·�É�ß�­�«�c
�ö�¢�K�r�M��

• �«�–�µ�³#Ý�b  IP �”�»�Þ�«�T�E�@�£(Ù�I�€�Z�>�~�
 DHCP �Â'Å�_�c�Q�b  IP �”�»�Þ�«�T�E�@�µ�r�€�

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�c�µ�r�€�Z�8�^�8���œ>& 2 �Ç�“�–�Ý1��s3¸�s�‰�'>'

�«�–�µ�³�c�
 DHCP �§�î�Â�?�}  IP �”�»�Þ�«�
�§�È�¿�µ�º  �Ð�«�¡�
�>�|�g  TFTP �§�î�Â  �”�»�Þ�«�†
�v�“�K�r�M���«�–�µ�³�c�
�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý  network-confg �r�S�c  
cisconet.cfg �†�v�“�M�•�S�u�_�
 TFTP �§�î�Â�_�Ø�½�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�™�K�r�M  

>&network-confg �Ç�“�–�Ý�†1��s3¸�u�^�8���œ�
�«�–�µ�³�c  cisconet.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M>' ��

�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_�c�
�«�–�µ�³�b�Í�«�º�¡�\  IP �”�»�Þ�«�b�Ð�µ�Æ
�å�¢�_���@�µ�r�€�Z�8�r�M���«�–�µ�³�c�
�Ç�“�–�Ý
Æ�b�_���†+¬3��b�Í�«�º  �¸�î�È�Ý�_1��s3¸�s�

�Í�«�º�¡�†�v�“�K�r�M���Ç�“�–�Ý�_�Í�«�º�¡�@�µ�r�€�Z�8�^�8���œ�
�«�–�µ�³�c  DHCP �Â'Å�_�µ
�r�€�Z�8�•�Í�«�º�¡�†�Q#Ý�K�r�M�� DHCP �Â'Å�_�Í�«�º�¡�@�æ���I�€�Z�8�^�8���œ�
�«�–�µ�³�c
�Í�«�º�¡�\�K�Z�¹�Ç�›�Ý�º�b  Switch �†�Q#Ý�K�r�M��

�,���6�4
9ÔDHCP �"�\�����f�;9Õ

�*�,�&-~�^�o�2
9Ô�]�_�o9Õ

49
06

8

DHCP �(�o�C TFTP �(�o�C DNS �(�o�C

20.0.0.2 20.0.0.3

20.0.0.1
10.0.0.2

10.0.0.1

20.0.0.4
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
�¹�Ç�›�Ý�º�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�r�S�c  DHCP �Â'Å�?�}�Í�«�º�¡�†�v�“�M�•�\�
�«
�–�µ�³�c  TFTP �§�î�Â�?�}�Í�«�º�¡�\� �¡�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s3¸�s�r�M

>&network-confg �r�S�c  cisconet.cfg �b�]�U�}�†
›�_1��s3¸�‡�T�?�_�|�W�Z�
�Ç�“�–�Ý�¡�c  
hostname-confg �r�S�c  hostname.cfg �_�^�~�r�M>' �� cisconet.cfg �Ç�“�–�Ý�†1��s3¸�‡�T���œ�
�Í�«
�º�b�Ç�“�–�Ý�¡�c  8 �e�Ð�_�)�~0ï�u�}�€�r�M��

network-confg�
 cisconet.cfg�
�r�S�c�Í�«�º�¡�b�Ç�“�–�Ý�†1��s3¸�u�^�?�W�S���œ�
�«�–�µ�³�c  
router-confg �Ç�“�–�Ý�†1��s3¸�s�r�M�� router-confg �Ç�“�–�Ý�@1��s3¸�u�^�8���œ�
�«�–�µ�³�c  
ciscortr.cfg �Ç�“�–�Ý�†1��s3¸�s�r�M��

>&�@>' DHCP �Â'Å�?�}  TFTP �§�î�Â�†�v�“�[�A�^�?�W�S���œ�
�Ø�½�Ÿ�Õ�«�º3æ�™�_�|�•�¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �Ç�“�–�Ý�b1��s3¸�s�_�M�m�Z�»�K�K�S���œ�
�r�S�c  TFTP �§�î�Â�¡�?�}  IP �”�»�Þ�«�†�v�“�[�A
�^�?�W�S���œ�
�«�–�µ�³�c  TFTP �§�î�Â0[�Ó�†�È�ß�î�»�Ÿ�Õ�«�º�K�r�M��

0¿���[

�W 3-3 �c�
 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�K�Z  IP �_���†�v�“�M�•�¿�µ�º�á�î�¡�b�[�†&g�K�S�v�b�[�M��

�W 3-3 DHCP �Ë�î�«�b+¬�·0¿���¿�µ�º�á�î�¡�b�[

/² 3-2 �c�
 DHCP �§�î�Â�b�£(Ù�í�s�Ü�î�«�b0¿���†&g�K�S�v�b�[�M��

�,���6�4  1
00e0.9f1e.2001

�*�,�&-~�^�o�2

11
13

94

�,���6�4  2
00e0.9f1e.2002

�,���6�4  3
00e0.9f1e.2003

DHCP �(�o�C DNS �(�o�C TFTP �(�o�C
9Ôtftpserver9Õ

10.0.0.1

10.0.0.10

10.0.0.2 10.0.0.3

�,���6�4  4
00e0.9f1e.2004

/² 3-2 DHCP �§�î�Â�b0¿��

�«�–�µ�³  A �«�–�µ�³  B �«�–�µ�³  C �«�–�µ�³  D

�Â�–�å�»  �Ÿ�î>&�Á�î�»�˜�™�”  �”�»
�Þ�«>'

00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004

IP �”�»�Þ�« 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24

�§�È�¿�µ�º  �Ð�«�¡ 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0

�Ý�î�±  �”�»�Þ�« 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10

DNS �§�î�Â  �”�»�Þ�« 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP �§�î�Â�¡ tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3

tftpserver �r�S�c  
10.0.0.3
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
DNS �§�î�Â�b0¿��

DNS �§�î�Â�c�
 TFTP �§�î�Â�¡�b  tftpserver �†  IP �”�»�Þ�«  10.0.0.3 �_�Ð�µ�Æ�å�¢�K�r�M��

TFTP �§�î�Â�b0¿��>& UNIX �V>'

TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�c�
 /tftpserver/work/ �_0¿���I�€�Z�8�r�M���G�b�¹�•�Þ�¡�º�Ü�_
�c�
 2 �Ç�“�–�Ý1��s3¸�s�‰�'�[�Q#Ý�I�€�•  network-confg �Ç�“�–�Ý�@�µ�r�€�Z�8�r�M���G�b�Ç�“�–�Ý�_
�c�
 IP �”�»�Þ�«�_�ö�Y�8�Z�«�–�µ�³�_�m�~�\�Z�}�€�•�Í�«�º�¡�@�µ�r�€�Z�8�r�M���r�S�
���_&g�M�|
�:�_�
�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý>& switcha-confg�
 switchb-confg �^�]>'�v�Ë�î�«  
�¹�•�Þ�¡�º�Ü�_�µ�r�€�Z�8�r�M��

prompt> cd /tftpserver/work/
prompt> ls
network-confg
switcha-confg
switchb-confg
switchc-confg
switchd-confg
prompt> cat network-confg
ip host switcha 10.0.0.21
ip host switchb 10.0.0.22
ip host switchc 10.0.0.23
ip host switchd 10.0.0.24

DHCP �¡�Û�–�”�å�º�b0¿��

�«�–�µ�³  A >|  D �_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�Ñ�~�K�r�O�‡��

0¿���b1��Â

�W 3-3 �[�c�
�«�–�µ�³  A �c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†���b�|�:�_�v�“�K�r�M��

• DHCP �§�î�Â�?�}  IP �”�»�Þ�«  10.0.0.21 �†�v�“�K�r�M��

• DHCP �§�î�Â�Â'Å�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�@�µ�r�€�Z�8�^�8���œ�
�«�–�µ�³  A �c  
TFTP �§�î�Â�b�Ë�î�«  �¹�•�Þ�¡�º�Ü�?�}  network-confg �Ç�“�–�Ý�†1��s3¸�s�r�M��

• �«�–�µ�³  A �c�
 network-confg �Ç�“�–�Ý�b
Æ���†�Í�«�º  �¸�î�È�Ý�_3ã�•�K�r�M��

• IP �”�»�Þ�«  10.0.0.21 �†�Í�«�º�¡>& switcha>'�_�–�å�¹�µ�¡�«�Ü�E�M�•�G�\�_�|�W�Z�
�Í�«�º  �¸�î
�È�Ý�†1��s3¸�s�r�M��

• �Í�«�º�¡�_�P�Â�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†1��s3¸�s�r�M���S�\�<�d�
 TFTP �§�î�Â�?
�}  switch1-confg �Ç�“�–�Ý�†1��s3¸�s�r�M��

�«�–�µ�³  B >|  D �v� �L0[8•�[�
 �Q�€�R�€�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�>�|�g  IP �”�»�Þ�«�†�v�“
�K�r�M��

�È�î�º  �Ç�“�–�Ý�¡>&�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý>' >&�õ�–>'

switcha-confg switchb-confg switchc-confg switchd-confg

�Í�«�º�¡>&�õ�–>' switcha switchb switchc switchd

/² 3-2 DHCP �§�î�Â�b0¿��  >&)F�A>'

�«�–�µ�³  A �«�–�µ�³  B �«�–�µ�³  C �«�–�µ�³  D
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
DHCP �b+¬�·0¿���µ+��>�|�g�–�Ó�î�ª  �”�µ�É�¹�î�º�µ+��b0¿��

DHCP �†�Q#Ý�K�Z�«�–�µ�³�_�‚�K�8�–�Ó�î�ª�>�|�g�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�²�˜�å�ß�î�»�M
�•���œ�c�
�«�–�µ�³�†�a�^�C�\�v  2 �X0¿���M�•�²0[�@�6�~�r�M�� 1 �X�c  DHCP �§�î�Â�
 1 �X�c  TFTP 
�§�î�Â�\�K�Z�µ+��I�O�r�M���¡�Û�–�”�å�º  �«�–�µ�³�c�
�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�T�E
�†�²�˜�å�ß�î�»�M�•�?�
�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý �\ �‚�K�8�–�Ó�î�ª  �Ç�“�–�Ý�b�g�‰�†
�²�˜�å�ß�î�»�M�•�?�b�]�U�}�?�_0¿���K�r�M��

DHCP +¬�·0¿���µ+��b0¿��>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�T�E>'

�‚�K�8�«�–�µ�³�V�[�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�S�u�_  TFTP 0¿���>
�|�g  DHCP 0¿���_�P�M�•  DHCP +¬�·0¿���µ+��†0¿���M�•�_�c�
 "I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K
�r�M��

���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�S�u�_�«�–�µ�³�†  DHCP �§�î�Â�\�K�Z0¿
���M�•�‰�2�b�[�†&g�K�r�M��
Switch# configure terminal
Switch(config)# ip dhcp pool  pool1
Switch(dhcp-config)# network  10.10.10.0 255.255.255.0
Switch(dhcp-config)# bootfile  config-boot.text  
Switch(dhcp-config)# default-router 10.10.10.1
Switch(dhcp-config)# option 150 10.10.10.1
Switch(dhcp-config)# exit

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ip dhcp poolname DHCP �§�î�Â�b�”�»�Þ�«  �É�î�Ý�b�¡�S�†�8�B�K�
 DHCP �É�î�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 bootfile filename �È�î�º  �–�Ó�î�ª�\�K�Z�Q#Ý�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
�¡�S�†�æ���K�r�M��

�«�¸�µ�É 4 network network-number mask 
prefix-length

DHCP �”�»�Þ�«  �É�î�Ý�b�§�È�¿�µ�º  �¿�µ�º�á�î�¡$��•�>�|�g�§�È
�¿�µ�º  �Ð�«�¡�†�æ���K�r�M��

>&�@>' prefix length �_�c�
�”�»�Þ�«  �É�Þ�Ç�•�¡�«�b�Å�µ�º�X>&�É�Þ
�Ç�•�¡�«6×>'�†�æ���K�r�M���É�Þ�Ç�•�¡�«�c�
�¡�Û�–�”�å�º
�b�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���M�•�S�u�b�æ�p�m�•�[�M���É�Þ
�Ç�•�¡�«6×�c�«�Û�µ�©�×>& />'�_)F�E�Z�æ���K�r�M��

�«�¸�µ�É 5 default-router  address DHCP �¡�Û�–�”�å�º�b�¹�Ç�›�Ý�º  �Ý�î�±�b  IP �”�»�Þ�«�†�æ���K�r
�M��

�«�¸�µ�É 6 option 150 address TFTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�¸�µ�É 7 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 8 tftp-server flash:filename.text TFTP �§�î�Â�V�_�6�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�æ���K�r
�M��

�«�¸�µ�É 9 interface interface-id �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�E�v�•�¡�Û�–�”�å�º�b�”�»�Þ
�«�†�æ���K�r�M��

�«�¸�µ�É 10 no switchport �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�r�M��

�«�¸�µ�É 11 ip address address mask �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�>�|�g�Ð�«�¡�†�æ���K�r�M��

�«�¸�µ�É 12 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 13 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
Switch(config)# tftp-server flash:config-boot.text
Switch(config)# interface gigabitethernet1/0/4 
Switch(config-if)# no switchport
Switch(config-if)# ip address 10.10.10.1 255.255.255.0
Switch(config-if)# end

DHCP +¬�·�–�Ó�î�ª  �”�µ�É�¹�î�º�µ+��b0¿��>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�\�–�Ó�î�ª>'

�‚�K�8�«�–�µ�³�V�[�‚�K�8�–�Ó�î�ª�>�|�g�‚�K�8�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M
�•�S�u�_  TFTP 0¿���>�|�g  DHCP 0¿���_�P�M�•  DHCP +¬�·0¿���µ+��†0¿���M�•�_�c�
 "I�’  EXEC �Ô�î
�»�[���b�m8p�†��/œ�K�r�M��

>&�@>' �G�b/²�_&g�K�S�m8p�†��/œ�M�•���œ�c�
�«�–�µ�³�_�”�µ�É�ß�î�»�M�•�¸�Ÿ�«�º  �Ç�“�–�Ý
>&autoinstall_dhcp �^�]>'�†�¦�S�_�8�B�K�Z�>�C�²0[�@�6�~�r�M���G�b�¸�Ÿ�«�º  �Ç�“�–�Ý�_�c�
�²�˜�å
�ß�î�»�M�•�–�Ó�î�ª�b�¡�S�†0°3Ù�K�r�M���G�b�–�Ó�î�ª�c�
 bin �Ç�“�–�Ý�[�c�^�C�
 tar �Ç�“�–�Ý�[�6�•
�G�\�@�²0[�[�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ip dhcp pool name DHCP �§�î�Â�b�”�»�Þ�«  �É�î�Ý�b�¡�S�†�8�B�K�
 DHCP �É�î�Ý  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 bootfile filename �È�î�º  �–�Ó�î�ª�\�K�Z�Q#Ý�M�•�Ç�“�–�Ý�b�¡�S�†�æ���K�r�M��

�«�¸�µ�É 4 network network-number mask 
prefix-length

DHCP �”�»�Þ�«  �É�î�Ý�b�§�È�¿�µ�º  �¿�µ�º�á�î�¡$��•�>�|�g�§�È�¿�µ
�º  �Ð�«�¡�†�æ���K�r�M��

>&�@>' prefix length �_�c�
�”�»�Þ�«  �É�Þ�Ç�•�¡�«�b�Å�µ�º�X>&�É�Þ
�Ç�•�¡�«6×>'�†�æ���K�r�M���É�Þ�Ç�•�¡�«�c�
�¡�Û�–�”�å�º�b
�¿�µ�º�á�î�¡  �Ð�«�¡�†�æ���M�•�S�u�b�æ�p�m�•�[�M���É�Þ�Ç�•
�¡�«6×�c�«�Û�µ�©�×>& />'�_)F�E�Z�æ���K�r�M��

�«�¸�µ�É 5 default-router  address DHCP �¡�Û�–�”�å�º�b�¹�Ç�›�Ý�º  �Ý�î�±�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�¸�µ�É 6 option 150 address TFTP �§�î�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�¸�µ�É 7 option 125 hex �–�Ó�î�ª  �Ç�“�–�Ý�l�b�Ã�«�†0°3Ù�K�S�¸�Ÿ�«�º  �Ç�“�–�Ý�l�b�Ã�«�†�æ
���K�r�M��

�«�¸�µ�É 8 copy tftp flash filename.txt �¸�Ÿ�«�º  �Ç�“�–�Ý�†�«�–�µ�³�_�”�µ�É�ß�î�»�K�r�M��

�«�¸�µ�É 9 copy tftp flash imagename.tar �‚�K�8�–�Ó�î�ª#Ý�b  tar �Ç�“�–�Ý�†�«�–�µ�³�_�”�µ�É�ß�î�»�K�r�M��

�«�¸�µ�É 10 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 11 tftp-server flash:config.text TFTP �§�î�Â�V�_�6�•  Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†
�æ���K�r�M��

�«�¸�µ�É 12 tftp-server flash:imagename.tar TFTP �§�î�Â�V�_�6�•�–�Ó�î�ª�b�¡�S�†�æ���K�r�M��

�«�¸�µ�É 13 tftp-server flash:filename.txt �²�˜�å�ß�î�»�M�•�–�Ó�î�ª  �Ç�“�–�Ý�b�¡�S�@0°3Ù�I�€�S�¸�Ÿ�«�º  �Ç�“
�–�Ý�†�æ���K�r�M��

�«�¸�µ�É 14 interface interface-id �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�w�E�v�•�¡�Û�–�”�å�º�b�”�»�Þ�«
�†�æ���K�r�M��

�«�¸�µ�É 15 no switchport �–�å�±�î�Ç�™�–�«�†�Þ�–�Ö  3 �Ô�î�»�_�K�r�M��

�«�¸�µ�É 16 ip address address mask �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�>�|�g�Ð�«�¡�†�æ���K�r�M��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
���_�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�M�•�S�u�_�«�–�µ�³�†  DHCP �§�î�Â�\�K�Z0¿
���M�•�‰�2�b�[�†&g�K�r�M��
Switch# config terminal
Switch(config)# ip dhcp pool  pool1
Switch(dhcp-config)# network  10.10.10.0 255.255.255.0
Switch(dhcp-config)# bootfile  config-boot.text 
Switch(dhcp-config)# default-router 10.10.10.1
Switch(dhcp-config)# option  150 10.10.10.1
Switch(dhcp-config)# option 125 hex 
0000.0009.0a05.08661.7574.6f69.6e73.7461.6c6c.5f64.686370 
Switch(dhcp-config)# exit
Switch(config)# tftp-server flash:config-boot.text
Switch(config)# tftp-server flash:- image-name -mz.122-44.3.SE.tar
Switch(config)# tftp-server flash:boot-config.text
Switch(config)# tftp-server flash: autoinstall_dhcp
Switch(config)# interface gigabitEthernet1/0/4
Switch(config-if)# no switchport
Switch(config-if)# ip address 10.10.10.1 255.255.255.0
Switch(config-if)# end

�¡�Û�–�”�å�º�b0¿��

DHCP �§�î�Â�?�}�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�>�|�g�‚�K�8�–�Ó�î�ª�†�²�˜�å�ß�î�»�M�•�|�:�_
�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
 VLAN 99 �b�Þ�–�Ö  3 SVI �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z�
�–�Ñ�í�s�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�|
�•  DHCP �Ë�î�«�b+¬�·0¿���†�–�¿�î�È�Ý�_�M�•�[�†&g�K�r�M��

Switch# configure terminal  
Switch(conf)# boot host dhcp
Switch(conf)# boot host retry timeout 300
Switch(conf)# banner config-save ^C Caution - Saving Configuration File to NVRAM May Cause 
You to Nolonger Automatically Download Configuration Files at Reboot^C
Switch(config)#  vlan 99

�«�¸�µ�É 17 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 18 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�¸�µ�É 2 boot host dhcp �–�Ñ�í�s0¿���_�|�•+¬�·0¿���†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 boot host retry timeout timeout-value >&�õ�–>'�©�«�¸�Ò�@�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b
�²�˜�å�ß�î�»�†0è/œ�M�•�ì6ë�†0¿���K�r�M��

>&�@>' �±�–�Ò�”�˜�º�ì6ë�†0¿���K�^�8�\�
 DHCP �§�î
�Â�?�}�b  IP �”�»�Þ�«�b�²�˜�å�ß�î�»0è/œ�@!“�D
7H�_)Þ�~3É�I�€�r�M��

�«�¸�µ�É 4 banner config-save ^C warning-message ^C >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†  NVRAM �_
�–�Ñ�M�•7•�_/²&g�M�•1™�Ì�Ó�µ�­�î�ª�†�8�B�K�r�M��

�«�¸�µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show boot 0¿���†&�1��K�r�M��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�–�µ�³�_���b�m�~�\�Z
Switch(config-vlan)# interface vlan 99
Switch(config-if)#  no shutdown
Switch(config-if)# end
Switch# show boot
BOOT path-list:
Config file:          flash:/config.text
Private Config file:  flash:/private-config.text
Enable Break:         no
Manual Boot:          no
HELPER path-list:
NVRAM/Config file
      buffer size:    32768
Timeout for Config
          Download:    300 seconds
Config Download
       via DHCP:       enabled (next boot: enabled)
Switch#

>&�@>' 0¿���>�|�g�–�¿�î�È�Ý�ì�b�P1ß�\�^�•�b�c�
�Þ�–�Ö  3 �–�å�±�î�Ç�™�–�«�T�E�[�M�� IP �”�»�Þ�«�>�|�g
�–�Ñ�í�s�¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�|�•  DHCP �Ë�î�«�b+¬�·0¿���c�m�~�\�Z�^�8�[�C�T�I�8��

�m�·�[�b  IP �_���b�m�~�\�Z

Switch Virtual Interface>&SVI; �«�–�µ�³�ì�•�–�å�±�î�Ç�™�–�«>'�_�m�·�[  IP �_���†�m�~�\�Z�•�_�c�

"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M���«�–�µ�³�[�Ó�º�ß  IP �§�î�Å�«  �–�Ó�î�ª�†��/œ�K�Z�8�•��
�œ�c�
 no switchport �¥�Ð�å�»�†�Q#Ý�K�Z�Ï�î�º�†�Þ�–�Ö  3 �Ô�î�»�_�M�€�d�
�Q�b�Ï�î�º�_  IP �_���†�m
�·�[�m�~�\�Z�•�G�\�v�[�A�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface vlan vlan-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 IP �_���†
�m�~�\�Z�•  VLAN �†
°�Š�K�r�M���w� �^(
�V�c  1 >|  4094 �[�M���S�T
�K�

›/œ�®�ß�c�Q#Ý�K�^�8�[�C�T�I�8��

�«�¸�µ�É 3 ip address ip-address subnet-mask IP �”�»�Þ�«�>�|�g�§�È�¿�µ�º  �Ð�«�¡�†
°�Š�K�r�M��

�«�¸�µ�É 4 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 ip default-gateway ip-address �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�@0¿���I�€�S�«�–�µ�³�_%$�K�K)F�I�€�Z�8�•�¿
�¡�«�º  �Í�µ�É  �Ý�î�±  �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M���¹
�Ç�›�Ý�º  �¤�î�º�˜�™�–�c�
�«�–�µ�³�?�}��
›  IP �”�»�Þ�«�@0Ž�ô�I�€�Z
�8�^�8  IP �Ã�£�µ�º�†�w�™�K�r�M��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�@0¿���I�€�•�\�
�«�–�µ�³�c�
�Í�«�º�@3û�™�M
�•�²0[�b�6�•�Ü�Ô�î�º  �¿�µ�º�á�î�¡�_�K)F�[�A�r�M��

>&�@>' IP �[�Ý�î�¸�•�å�¢�M�•�|�:�_�«�–�µ�³�†0¿���K�S���œ�c�
�¹
�Ç�›�Ý�º  �¤�î�º�˜�™�–�†0¿���M�•�²0[�c�6�~�r�O�‡��

�«�¸�µ�É 6 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 7 show interfaces vlan vlan-id 0¿���I�€�Z�8�•  IP �”�»�Þ�«�†&�1��K�r�M��

�«�¸�µ�É 8 show ip redirects 0¿���I�€�Z�8�•�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�†&�1��K�r�M��

�«�¸�µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��\�–�Ñ
�«�–�µ�³�b  IP �”�»�Þ�«�†�P7V�M�•���œ�c�
 no ip address �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�†�Q#Ý�K�r�M�� Telnet �­�µ�©�Ù�å�†�Ó�K�Z�”�»�Þ�«�†�P7V�M�•�\�
�«�–�µ�³�l�b�K)F�c�)�•�I
�€�r�M���¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�”�»�Þ�«�†�P7V�M�•�\�A�c�
 no ip default-gateway �¢�ß�î�Â�Ý  �¥
�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�–�µ�³�b�©�«�¸�Ò�¡�b0¿���
"I�’  EXEC �¥�Ð�å�»�l�b�”�¡�­�«�b�–1¤�
�ì�I�>�|�g�•�Þ�å�²�î�b0¿
���_�X�8�Z�c�
 '¨  5 'v���«�–�µ�³�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��\�–�Ñ
���b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�

°�Š�K�S0¿��
Æ���x�š�f�K�S
Æ���†&�1��[�A�r�M��

Switch# show running-config
Building configuration...

Current configuration : 2010 bytes
!
version 12.2
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname 3400-3
!
enable password cisco
!
no aaa new-model
ip subnet-zero
no ip domain-lookup
!
table-map test
 default copy
!
no file verify auto
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
vlan 2,10
!
class-map match-all test1
class-map match-all class2
class-map match-all class1
!
!
policy-map test
  class class1
   police cir percent 30
policy-map test2
  class class2
   police cir 8500 bc 1500
policy-map test3
!
!
interface FastEthernet0/1
!
interface FastEthernet0/2
 shutdown
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b&�1��\�–�Ñ
!
interface FastEthernet0/3
 shutdown
!
interface FastEthernet0/4
 shutdown
!
interface FastEthernet0/5
 shutdown
!
interface FastEthernet0/6
 shutdown
!
interface FastEthernet0/7
 shutdown

<output truncated>

interface GigabitEthernet0/1
 port-type nni
!
interface GigabitEthernet0/2
 port-type nni
!
interface Vlan1
 no ip address
 no ip route-cache
 no ip mroute-cache
 shutdown
!
interface Vlan10
 ip address 192.168.1.76 255.255.255.0
!
ip default-gateway 192.168.1.3
no ip http server
ip classless
!
!
!
control-plane
!
!
line con 0
 session-timeout 120
 exec-timeout 120 0
 speed 115200
line vty 0 4
 password cisco
 no login
line vty 5 15
 no login
!
!
end

�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�P�K�Z/œ�W�S0¿���x�š�f�b
Æ���†�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ
�M�•�_�c�
���b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

Switch# copy running-config startup-config
Destination filename [startup-config]?
Building configuration... 
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�G�b�¥�Ð�å�»�†��/œ�M�•�\�
0¿���b
Æ���@�–�Ñ�I�€�r�M���–�Ñ�[�A�^�?�W�S0¿���c�
���G�©�«�¸�Ò  �Ü
�ß�î�»�ì�_�»�ƒ�€�r�M���Ç�Û�µ�©�×  �Ó�Ô�Ü�b NVRAM �­�¡�©�Ù�å�_�–�Ñ�I�€�Z�8�•�_���†/²&g�M�•�_
�c�
 show startup-config �’  EXEC �¥�Ð�å�»�r�S�c  more startup-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K
�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¥�Æ�î�b�æ�p�–'ö���d�_�X�8�Z�c�
 �Ü6�  B�� Cisco IOS �Ç�“�–�Ý  
�©�«�¸�Ò�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�
�>�|�g�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�ï�8�� �†�g!·�K�Z�C�T
�I�8��

�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
• ���¹�Ç�›�Ý�º�b�È�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�� >&P.3-18>'

• ���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b+¬�·�²�˜�å�ß�î�»�� >&P.3-18>'

• ���m�·�_�|�•2s�·�� >&P.3-19>'

• ��"I���b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b2s�·�� >&P.3-20>'

• ��#”�C�š�X�b'ö#.�� >&P.3-21>'

�«�–�µ�³�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_6õ�M�•0ò(ý�_�X�8�Z�c�
 �Ü6�  B�� Cisco IOS �Ç�“�–�Ý  
�©�«�¸�Ò�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�
�>�|�g�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�ï�8�� �†�g!·�K�Z�C�T
�I�8��

�¹�Ç�›�Ý�º�b�È�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

/² 3-3 �c�
�¹�Ç�›�Ý�º�b�È�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_�X�8�Z�b1��Â�†�r�\�u�S�v�b�[�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b+¬�·�²�˜�å�ß�î�»  
DHCP �Ë�î�«�b+¬�·0¿���µ+��†�Q#Ý�M�€�d�
�«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†+¬�·$×�_
�²�˜�å�ß�î�»�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� DHCP �Ë�î�«�b+¬�·0¿���b�+0[�� >&P.3-3>' �†�g!·�K�Z�C�T
�I�8��

/² 3-3 �¹�Ç�›�Ý�º�b�È�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å

�µ+� �¹�Ç�›�Ý�º0¿��

�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�¯�Ç�º
�˜�™�”  �–�Ó�î�ª

�«�–�µ�³�c�
 BOOT #”�C�š�X
Æ�b�_���†�Q#Ý�K�Z+¬�·$×�_�©�«�¸�Ò�†2s�·�K�|�:�\
�K�r�M���š�X�@0¿���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò

²�/�_
Ì�•$×�^)ª�º�è(ô�†/œ�W�Z�
�q�6�_�è���I�€�S��/œ�•+��–�Ó�î�ª�†�ß�î�»�K
�Z��/œ�K�|�:�\�K�r�M��

Cisco IOS �–�Ó�î�ª�c�
�–�Ó�î�ª  �Ç�“�–�Ý>&�Ñ�G�Ê  .bin �†7V�C>'�\� �L�¡�S�b�¹�•
�Þ�¡�º�Ü�_�–�Ñ�I�€�Z�8�r�M��

�¹�•�Þ�¡�º�Ü�b)ª�º�è(ô�[�c�
�è���K�S�›�§�È�¹�•�Þ�¡�º�Ü�†�ö
²�_�è(ô�K�Z�?�}

–�b�¹�•�Þ�¡�º�Ü�[�b�è(ô�†)F�E�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý 0¿���í�s�b�«�–�µ�³�c�
�Ç�Û�µ�©�×  �Ó�Ô�Ü�b�©�«�¸�Ò  �Î�î�»�_�–�Ñ�I�€�Z�8�•  
config.text �Ç�“�–�Ý�†�Q#Ý�K�r�M��

�‚�K�8�«�–�µ�³�_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�c�6�~�r�O�‡��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�Ç�“�–�Ý�¡�b�æ���_�|�•�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b1��s�v�~�\�i
�A3¸�s

�¹�Ç�›�Ý�º�[�c�
 Cisco IOS �¯�Ç�º�˜�™�”�c�
 config.text �Ç�“�–�Ý�†�Q#Ý�K�Z�
�©�«�¸�Ò  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å�b�Y�y$Î�ö�¥�Æ�î�†1��s�i�A�K�r�M���S�T�K�
�9�b�Ç�“�–�Ý�¡�†�æ���M�•�G�\�v�[�A�
�G�€
�c���G2s�·�ì�_�ß�î�»�I�€�r�M��

�9�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�¡�†�æ���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

0¿���†�¹�Ç�›�Ý�º�_�`�M�\�A�c�
 no boot config-file �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�K�r�M��

�m�·�_�|�•2s�·

�¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�c+¬�·$×�_2s�·�K�r�M�@�
�m�·�[2s�·�M�•�|�:�_0¿���M�•�G�\�v�[�A�r�M��

���G�b2s�·�ì�_�m�·�[2s�·�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ
�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 boot config-file flash:/file-url ���G�b2s�·�ì�_�ß�î�»�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�æ
���K�r�M��

file-url �_�c�
�Ã�«>&�¹�•�Þ�¡�º�Ü>'�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�¡�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I
�€�r�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show boot 0¿���†&�1��K�r�M��

boot config-file �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
�Q#Ý�M�•�\�
#”�C�š�X  CONFIG_FILE �b0¿���†�š�f�[�A�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 boot manual ���G�b2s�·�ì�_�«�–�µ�³�†�m�·�[2s�·�[�A�•�|�:�_�K�r�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
�m�·�[�b2s�·�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no boot manual �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

"I���b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b2s�·

�¹�Ç�›�Ý�º�[�c�
�«�–�µ�³�c�
 BOOT #”�C�š�X
Æ�b�_���†�Q#Ý�K�Z+¬�·$×�_�©�«�¸�Ò�†2s�·�K�|�:�\
�K�r�M���G�b�š�X�@0¿���I�€�Z�8�^�8���œ�
�«�–�µ�³�c�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò
²�/�_
Ì�•$×
�^)ª�º�è(ô�†/œ�W�Z�
�q�6�b��/œ�•+��–�Ó�î�ª�†�ß�î�»�K�Z��/œ�K�|�:�\�K�r�M���¹�•�Þ�¡�º�Ü�b)ª�º
�è(ô�[�c�
�è���K�S�›�§�È�¹�•�Þ�¡�º�Ü�†�ö
²�_�è(ô�K�Z�?�}
–�b�¹�•�Þ�¡�º�Ü�[�b�è(ô�†)F�E�r�M��
�S�T�K�
"I���b�–�Ó�î�ª�†�æ���K�Z2s�·�M�•�G�\�v�[�A�r�M��

���G�b2s�·�ì�_"I���b�–�Ó�î�ª�†2s�·�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b
�m8p�†��/œ�K�r�M��

�«�¸�µ�É 4 show boot 0¿���†&�1��K�r�M��

boot manual �¢�ß�î�Â�Ý  �¥�Ð�å�»�†�Q#Ý�M�•�\�
#”�C�š�X  
MANUAL_BOOT �b0¿���†�š�f�[�A�r�M��

�©�«�¸�Ò�b���G�b
Ì2s�·�ì�_�c�
�«�–�µ�³�c�È�î�º�ß�î�²  �Ô�î�»
�_�^�~�r�M���G�b�G�\�c�
 switch: �É�ß�å�É�º�[&�1��[�A�r�M���©
�«�¸�Ò�†2s�·�M�•�_�c�
 boot filesystem:/file-url �È�î�º�ß�î�²  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

• �©�«�¸�Ò  �Î�î�»  �Ç�Û�µ�©�×  �¹�Â�–�«�b���œ�c�
 filesystem: �_  
flash: �†�æ���K�r�M��

• file-url �_�c�
�È�î�º�•+��–�Ó�î�ª�b�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>
�|�g�¡�S�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€
�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 boot system filesystem:/file-url ���G�b2s�·�ì�_�Ç�Û�µ�©�×  �Ó�Ô�Ü
Æ�b"I���b�–�Ó�î�ª�†2s�·�M�•�|�:�_
�«�–�µ�³�†0¿���K�r�M��

• �©�«�¸�Ò  �Î�î�»  �Ç�Û�µ�©�×  �¹�Â�–�«�b���œ�c�
 filesystem: �_  flash: 
�†�æ���K�r�M��

• file-url �_�c�
�È�î�º�•+��–�Ó�î�ª�b�Ã�«>&�¹�•�Þ�¡�º�Ü>'�>�|�g�¡
�S�†�æ���K�r�M��

�Ç�“�–�Ý�¡�>�|�g�¹�•�Þ�¡�º�Ü�¡�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
0¿���†�¹�Ç�›�Ý�º�_�`�M���œ�c�
 no boot system �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

#”�C�š�X�b'ö#.

3û�–�b�ï�8�«�–�µ�³�†�Q#Ý�K�Z�È�î�º  �ß�î�²  �Ô�î�»�†6ä���M�•�_�c�
�«�–�µ�³�b�¥�å�¯�î�Ý�K)F�†  
9600 bps �_0¿���K�r�M���«�–�µ�³�b7Á ;�¥�î�»�†�v�~�¥�K�Z�
�K)F�K%$�K�r�M���«�–�µ�³�c�
 POST 
�†��/œ�K�Z�?�}�
+¬�·�È�î�º  �É�ß�­�«�†6ä���K�r�M���È�î�º  �ß�î�²�c�
�È�î�º�”�µ�É  �©�î�£�å�«�p�_
�Ø�î�¨�_�È�Þ�î�¡  �Ÿ�î�b�e�Ð�†�Ó�u�•�É�ß�å�É�º�†/²&g�K�r�M>&���b�[�†�g!·>' ��

***** The system will autoboot in 5 seconds ***** 

Send a break key to prevent autobooting. 

�È�Þ�î�¡  �Ÿ�î�b�e�Ð�c�
�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�H�\�_$��^�~�r�M��

• UNIX �†��/œ�M�•  SUN �á�î�¡�«�¸�î�©�Ù�å�[�c�
 Ctrl-C �@�È�Þ�î�¡  �Ÿ�î�\�^�~�r�M��

• Windows 2000 �†��/œ�M�•  PC �[�c�
 Ctrl-Break �@�È�Þ�î�¡  �Ÿ�î�\�^�~�r�M��

Cisco TAC �[�c�
�M+á$×�^�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�È�Þ�î�¡  �Ÿ�î�
�>�|�g�È�Þ�î�¡  �Ÿ�î�†�§�Ï�î
�º�K�Z�8�^�8'ƒ�Ž�š�Ñ�×�Þ�î�±�[�Q#Ý�[�A�•�æ�p�È�Þ�î�¡  �Ÿ�î  �©�î�£�å�«�_6õ�M�•�Ü�«�º�@#Ý�–�I�€
�Z�8�r�M���G�b�Ü�«�º�†�g!·�M�•���œ�c�
���b  URL �_�”�¡�­�«�K�Z�C�T�I�8��

http://www.cisco.com/warp/public/701/61.html#how-to

�È�Þ�î�¡  �Ÿ�î�†
°�Š�M�•�\�
�È�î�º  �ß�î�²�b  switch: �É�ß�å�É�º�@/²&g�I�€�r�M��

�«�–�µ�³�b�È�î�º�ß�î�²  �¯�Ç�º�˜�™�”�c�
�Y�y$Î�ö#”�C�š�X�†�§�Ï�î�º�K�Z�8�r�M���G�€�}�b#”�C�š
�X�†�Q#Ý�M�•�G�\�[�
�È�î�º�ß�î�²�†�c�L�u�
�©�«�¸�Ò�V�['��·�M�•�¯�Ç�º�˜�™�”�b�·�8�†�D�š�[�A�r
�M���È�î�º�ß�î�²�b#”�C�š�X�c�
 UNIX �©�«�¸�Ò�x  DOS �©�«�¸�Ò�V�[0¿���[�A�•#”�C�š�X�\�o�p� �L
�v�b�[�M��

�Í�@0¿���I�€�S#”�C�š�X�c�
�Ç�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�¥�b�Ç�Û�µ�©�×  �Ó�Ô�Ü�_�–�Ñ�I�€�Z�8�r�M��

�G�€�}�b�Ç�“�–�Ý�b�›/œ�_�c�
#”�C�š�X�¡�
'¼�•�_)F�8�Z�š�X�b�Í�@�æ���I�€�Z�8�r�M���G�b�Ç�“�–�Ý
�_/²&g�I�€�Z�8�^�8�š�X�_�c�Í�@�6�~�r�O�‡��/²&g�I�€�Z�8�€�d�¾�Ý  �«�º�Ü�å�¢�[�6�W�Z�v�Í�@�6�~
�r�M���¾�Ý  �«�º�Ü�å�¢>&�S�\�<�d  " ">'�_0¿���I�€�Z�8�•�š�X�c�
�Í�†�â�X�š�X�[�M���¨�C�b#”�C�š�X
�c�¦�S�_��*O�I�€�Z�>�~�
�¹�Ç�›�Ý�º�Í�@0¿���I�€�Z�8�r�M��

#”�C�š�X�_�c�
���b  2 '�8®�b�¹�î�±�@�–�â�I�€�r�M��

• Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b1��s�v�~�†/œ�ƒ�^�8�¥�î�»�†�D�š�M�•�S�u�b�¹�î
�±��#”�C�š�X�\�K�Z�–�Ñ�[�A�•�È�î�º�ß�î�²�b�µ+��†�Ñ�G�r�S�c/õ�I�M�•�È�î�º�ß�î�²  �Ê�Ý�Ã�î  
�Ç�“�–�Ý�b�¡�S�^�]�@�
�G�:�K�S�¹�î�±�_0ñ�\�K�r�M��

• Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b1��s�v�~�†/œ�:�¥�î�»�†�D�š�M�•�S�u�b�¹�î�±��#”
�C�š�X�\�K�Z�–�Ñ�[�A�•  Cisco IOS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�¡�S�^�]�@�
�G�:�K�S
�¹�î�±�_0ñ�\�K�r�M��

�«�¸�µ�É 4 show boot 0¿���†&�1��K�r�M��

boot system �¢�ß�î�Â�Ý  �¥�Ð�å�»�†�Q#Ý�M�•�\�
#”�C�š�X  BOOT �b0¿��
�†�š�f�[�A�r�M��

���G�b2s�·�ì�_�«�–�µ�³�c�
 BOOT #”�C�š�X
Æ�b�_���†�Q#Ý�K�Z+¬�·$×
�_�©�«�¸�Ò�†2s�·�K�|�:�\�K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢
#”�C�š�X�b0¿���c�
�È�î�º�ß�î�²�_�”�¡�­�«�M�•�?  Cisco IOS �¥�Ð�å�»�†�Q#Ý�K�Z�š�f�[�A�r�M��3û�–
�b#”�C�[�c�
#”�C�š�X�b0¿���†�š�f�M�•�²0[�c�6�~�r�O�‡��

>&�@>' �È�î�º�ß�î�²  �¥�Ð�å�»�>�|�g#”�C�š�X�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð
�å�»  �Ü�Ç�“�Þ�å�«�†�g!·�K�Z�C�T�I�8��

/² 3-4 �c�
�Q#Ý8–�Ø�b9×�8#”�C�š�X�\�Q�b�µ+��_6õ�M�•1��Â�†�r�\�u�S�v�b�[�M��

�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢
�«�–�µ�³�V�l�b�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�†�
�ì6ë�†*(�8�Z>&�S�\�<�d�
�«�–�µ�³�b�Q#Ý�@�a
�^�8�ª6ë�x4��Ž�_>'��/œ�M�•�|�:�_�«�£�ª�×�î�Ü�å�¢�[�A�r�M���r�S�
�¿�µ�º�á�î�¡
²�/�[�Ü�ß�î�»�†
� �‡�ì�[�A�r�M>&�S�\�<�d�
�¿�µ�º�á�î�¡�b�M�m�Z�b�«�–�µ�³�V�[�¯�Ç�º�˜�™�”�b�”�µ�É�¢�Þ�î�»�†��
/œ>'��

>&�@>' �Ü�ß�î�»�c�
�>�|�Q  24 �¥�è
Æ�_��/œ�I�€�•�|�:�_�«�£�ª�×�î�Ü�å�¢�M�•�²0[�@�6�~�r�M��

/² 3-4 #”�C�š�X

�š�X �È�î�º�ß�î�²  �¥�Ð�å�»
Cisco IOS �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»

BOOT set BOOT filesystem:/file-url ...

+¬�·2s�·�ì�_�ß�î�»�>�|�g��/œ�†0è�s�•��/œ�•
+��Ç�“�–�Ý�b�Ü�«�º�†�æ���K�r�M���
�)�~�e�Ð
�_�c�­�Ñ�¥�ß�å�†�Q#Ý�K�r�M�� BOOT #”�C�š�X
�@0¿���I�€�Z�8�^�8���œ�
�©�«�¸�Ò�c�
�Ç�Û�µ
�©�×  �Ç�“�–�Ý  �©�«�¸�Ò
²�/�_
Ì�•$×�^)ª�º�è(ô
�†/œ�W�Z�
�q�6�_�è���I�€�S��/œ�•+��–�Ó�î�ª
�†�ß�î�»�K�Z��/œ�†0è�s�r�M�� BOOT #”�C�š�X
�@0¿���I�€�Z�8�•�_�v�?�?�ƒ�}�N�æ���I�€�S�–
�Ó�î�ª�†�ß�î�»�[�A�^�8���œ�
�©�«�¸�Ò�c�Ç
�Û�µ�©�×  �Ç�“�–�Ý  �©�«�¸�Ò�[�q�6�_�è���I�€�S
�È�î�º�Ç�“�–�Ý�b2s�·�†0è�s�r�M��

boot system filesystem:/file-url ...

���G�b2s�·�ì�_�ß�î�»�M�•  Cisco IOS �–�Ó�î�ª�†
�æ���K�r�M���G�b�¥�Ð�å�»�c�
 BOOT #”�C�š�X
�b0¿���†�š�f�K�r�M��

MANUAL_BOOT set MANUAL_BOOT yes

�«�–�µ�³�†+¬�·�[2s�·�M�•�?�m�·�[2s�·�M�•�?
�†�æ���K�r�M��

�w� �Í�c  1�
 yes�
 0�
�>�|�g  no �[�M�� no �r�S�c  
0 �_0¿���K�S���œ�
�È�î�º�ß�î�²�c�©�«�¸�Ò�†
+¬�·$×�_2s�·�K�|�:�\�K�r�M���Q�€�è�¥�_0¿��
�K�S���œ�c�
�«�–�µ�³�†�È�î�º�ß�î�²  �Ô�î�»�?
�}�m�·�[2s�·�M�•�²0[�@�6�~�r�M��

boot manual

���G�b2s�·�ì�_�m�·�[�«�–�µ�³�†2s�·�[�A�•�|�:
�_�K�
#”�C�š�X  MANUAL_BOOT �b0¿���†�š�f
�K�r�M��

�©�«�¸�Ò�b���G�b
Ì2s�·�ì�_�c�
�«�–�µ�³�c�È�î
�º�ß�î�²  �Ô�î�»�_�^�~�r�M���©�«�¸�Ò�†2s�·�M
�•�_�c�
 boot flash:filesystem:/file-url �È�î�º  
�ß�î�²  �¥�Ð�å�»�†�Q#Ý�K�
�¥�Ð�å�»�_�c�È�î�º  
�–�Ó�î�ª�b�¡�S�†�æ���K�r�M��

CONFIG_FILE set CONFIG_FILE  flash:/file-url 

Cisco IOS �@�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å
�b�Y�y$Î�ö�¥�Æ�î�b1��s�i�A�_�Q#Ý�M�•�Ç�“�–
�Ý�¡�†�š�f�K�r�M��

boot config-file flash:/file-url

Cisco IOS �@�©�«�¸�Ò0¿���b�Y�y$Î�ö�¥�Æ�î�b1�
�s�i�A�_�Q#Ý�M�•�Ç�“�–�Ý�¡�†�æ���K�r�M���G�b
�¥�Ð�å�»�†�Q#Ý�M�•�\�
#”�C�š�X  
CONFIG_FILE �†�š�f�[�A�r�M��
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢
�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢0¿��

�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�†�
�ì6ë�†*(�8�Z��/œ�M�•�|�:�_�«�–�µ�³�†0¿���M�•���œ�c�
"I�’  
EXEC �Ô�î�»�[���b�8�N�€�?�b�¥�Ð�å�»�†�Q#Ý�K�r�M��

• reload in [hh:]mm [text]

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�¯�Ç�º�˜�™�”�b�Ü�ß�î�»�†�
�æ���K�S�ì6ë
Æ>&�ì6ë�>�|�g�(�[�æ��>'
�_��/œ�M�•�|�:�_�«�£�ª�×�î�Ü�å�¢�[�A�r�M���Ü�ß�î�»�c�
�>�|�Q  24 �¥�è
Æ�_��/œ�I�€�•�²0[�@
�6�~�r�M���Ü�ß�î�»�b#.#ä�†�q�±  255 �e�Ð�b�e�Ð�4�\�K�Z�æ���[�A�r�M��

• reload at hh:mm [month day | day month] [ text]

�G�b�¥�Ð�å�»�†�Q#Ý�M�•�\�
�¯�Ç�º�˜�™�”�b�Ü�ß�î�»�†�
�æ���K�S�ì�I>& 24 �ì6ë�D>'�_��/œ�M�•
�|�:�_�«�£�ª�×�î�Ü�å�¢�[�A�r�M���v�¥�†�æ���M�•�\�
�Ü�ß�î�»�c�æ���I�€�S�¥�ì�_��/œ�I�€�•�|
�:�«�£�ª�×�î�Ü�å�¢�I�€�r�M���v�¥�†�æ���K�^�8���œ�
�Ü�ß�î�»�c�\�¥�b�æ���I�€�S�ì�I>&�æ���I
�€�S�ì�I�@#'�~�b�ì�I�|�~�6�\�b���œ>'�r�S�c*c�¥>&�æ���I�€�S�ì�I�@#'�~�b�ì�I�|�~�v�S�b��
�œ>'�_��/œ�I�€�r�M�� 00:00 �†�æ���M�•�\�
�Ü�ß�î�»�c���S  0 �ì�_�«�£�ª�×�î�Ü�å�¢�I�€�r�M��

>&�@>' �Ÿ�î�á�î�»  at �†�Q#Ý�M�•�b�c�
 Network Time Protocol>&NTP; �¿�µ�º�á�î�¡  �±�–�Ò  �É�ß
�º�¥�Ý>' �
�Á�î�»�˜�™�”�b�•�Þ�å�²�î�
�r�S�c�m�·�_�|�W�Z�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡
�@0¿���I�€�Z�8�•���œ�T�E�[�M���ì�I�c�
�«�–�µ�³�_0¿���I�€�Z�8�•�±�–�Ò  �°�î�å�@�ö =
�\�^�~�r�M��0
�X�b�«�–�µ�³�[�Ü�ß�î�»�@� �ì�_��/œ�I�€�•�|�:�«�£�ª�×�î�Ü�å�¢�M�•�_
�c�
�›�«�–�µ�³�b�ì�I�@  NTP �_�|�W�Z� �‡�K�Z�8�•�²0[�@�6�~�r�M��

reload �¥�Ð�å�»�†�Q#Ý�M�•�\�
�©�«�¸�Ò�†�M�ì�õ�F�[�A�r�M���m�·�[2s�·�M�•�|�:�_0¿���I�€�Z�8�^
�8���œ�
�©�«�¸�Ò�c+¬�·$×�_
Ì2s�·�K�r�M�� reload �¥�Ð�å�»�†�Q#Ý�M�•���œ�c�
�6�}�?�L�u�«�–�µ�³
�b0¿���_���†�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å>& copy running-config startup-config>'�_�–�Ñ
�K�Z�C�T�I�8��

�«�–�µ�³�@�m�·�[2s�·�M�•�|�:�_0¿���I�€�Z�8�•���œ�
�ì�•'ƒ�Ž�?�}�b�Ü�ß�î�»�c/œ�ƒ�^�8�[�C�T�I
�8���G�€�c�
�«�–�µ�³�@�È�î�º�ß�î�²  �Ô�î�»�_�^�~�
�Ü�Ô�î�º  �Ø�î�¨�@�«�–�µ�³�†�D�š�[�A�•�|�:�_
�^�•�b�†�G4J�M�•�S�u�[�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�š�f�M�•�\�
�Ü�ß�î�»�M�•�S�_0¿���†�–�Ñ�M�•�|�:�Ó�u�•�É�ß�å
�É�º�@/²&g�I�€�r�M���Ñ�~�K�^�8�«�±�î�º�”�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�@#”�C�š�X  
CONFIG_FILE �_�æ���I�€�Z�8�•�\�
�–�Ñ�b7•�_�–�Ñ�†)F/œ�M�•�?�]�:�?�†�\�a�•�Ó�µ�­�î�ª�@/²&g
�I�€�r�M��)F/œ�M�•�\�
�©�«�¸�Ò�c�Ü�ß�î�»�b�­�µ�º�”�µ�É  �Ô�î�»�†6ä���K�r�M��

���_�
�\�¥�b  7:30 PM �_�¯�Ç�º�˜�™�”�†�Ü�ß�î�»�M�•�m8p�b�[�†&g�K�r�M��

Switch# reload at 19:30
Reload scheduled for 19:30:00 UTC Wed Jun 5 1996 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]
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'¨  3 'v      �«�–�µ�³�b  IP �”�»�Þ�«�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�m�~�\�Z
�¯�Ç�º�˜�™�”  �–�Ó�î�ª�b�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢
���_�
�•�¶�b�ì�I�_�¯�Ç�º�˜�™�”�†�Ü�ß�î�»�M�•�m8p�b�[�†&g�K�r�M��

Switch# reload at 02:00 jun 20
Reload scheduled for 02:00:00 UTC Thu Jun 20 1996 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢�†�v�~�˜�M�\�A�c�
 reload cancel "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢�_���b/²&g

�Ü�ß�î�»�b�«�£�ª�×�î�Ü�å�¢�_6õ�M�•�_���†/²&g�K�Z�«�–�µ�³�V�[�Ü�ß�î�»�@�«�£�ª�×�î�Ü�å�¢�I�€�Z
�8�•�?�]�:�?�†1*�m�•�\�A�c�
 show reload "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Ü�ß�î�»�b�£����/œ�ì�I�
�Ü�ß�î�»�b#.#ä>&�æ���I�€�Z�8�•���œ>'�^�]�
�Ü�ß�î�»�_6õ�M�•�_���@/²&g
�I�€�r�M��
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C H A P T E R 4

Cisco IOS Configuration Engine �b0¿��

�G�b'v�[�c�
 Cisco ME 3400E �«�–�µ�³�_�>�E�•�µ+��b0¿���‰�2�_�X�8�Z1��Â�K�r�M��

>&�@>' Cisco Configuration Engine �b0¿���_���b0ò(ý�_�X�8�Z�c�

http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/tsd_products_support_series_home.html

 �†�g!·�K�Z�C�T�I�8���•'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�

http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html �_�6�•�� Cisco IOS 
Network Management Command Reference�� Release 12.4 �†�g!·�K�Z�C�T�I�8��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• �� Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[�� >&P.4-1>'

• �� Cisco IOS �š�î�ª�™�å�º�b�+0[�� >&P.4-5>'

• �� Cisco IOS �š�î�ª�™�å�º�b0¿���� >&P.4-6>'

• �� CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b/²&g�� >&P.4-15>'

Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
Cisco Configuration Engine �c�¿�µ�º�á�î�¡'ö#.�¯�Ç�º�˜�™�”�[�
�¿�µ�º�á�î�¡  �¹�Â�–�«�>�|�g�§�î�Å
�«�b4Ä*(�\'ö#.�†+¬�·�ì�M�•�S�u�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«�\�K�Z�µ+��K�r�M>& �W 4-1 �†�g
!·>' ���›  Configuration Engine �c�
�©�«�¥0��¹�Â�–�«>&�«�–�µ�³�\�Ý�î�±>'�>�|�g�G�€�}�@�f�j�M�•
�§�î�Å�«�b�¢�Ý�î�É�†'ö#.�K�
0¿���†�–�Ñ�K�
�²0[�_�Â�L�Z4Ä�™�K�r�M�� Configuration Engine �c�
�¹
�Â�–�«�[�w�b0¿���š�f�†#Õ�B�K�Z�¹�Â�–�«�_3æ�™�K�
�Q�b0¿���š�f�†��/œ�K�Z)��Ý�†�ß� �å�¢�M�•�G�\
�[�
�6�‡0¿���>�|�g0¿���f�‚�†+¬�·�ì�K�r�M��

Configuration Engine �c�
�«�±�å�»�”�ß�å  �Ô�î�»�>�|�g�§�î�Â  �Ô�î�»�†�§�Ï�î�º�K�
���b  CNS �¥�å
�Ï�î�¿�å�º�†
��<�Z�8�r�M��

• �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Å�«>& Web �§�î�Â�
�Ç�“�–�Ý  �Ð�¿�î�ª�Õ�
�¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å
�¢  �§�î�Â>'

• �–�Ë�å�º  �§�î�Å�«>&�–�Ë�å�º  �¤�î�º�˜�™�–>'

• �¹�î�±  �§�î�Å�«  �¹�•�Þ�¡�º�Ü>&�¹�î�±  �Ô�¹�Ý�\�«�Ÿ�î�Ð>'

�«�±�å�»�”�ß�å  �Ô�î�»�[�c�
 Configuration Engine �c)��s3¸�s�b�¹�•�Þ�¡�º�Ü  �§�î�Å�«�†�§�Ï�î�º�K
�r�M���G�b�Ô�î�»�[�c�
�¥4Š�¹�•�Þ�¡�º�Ü�x�Q�b�Ú�b�¹�î�±  �«�º�”�c�²0[�6�~�r�O�‡���§�î�Â  �Ô�î�»
�[�c�
 Configuration Engine �c�Ø�î�¨��*O�b�¥4Š�¹�•�Þ�¡�º�Ü�b�Q#Ý�†�§�Ï�î�º�K�r�M��
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'¨  4 'v      Cisco IOS Configuration Engine �b0¿��
Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
�W 4-1 Configuration Engine �”�î�Ÿ�¸�¡�³�Õ�b�+0[

�G�G�[�c�
���b�+0[�_�X�8�Z1��Â�K�r�M��

• �� Configuration Service��>&P.4-2>'

• �� Event Service��>&P.4-3>'

• �� CNS ID �>�|�g�¹�Â�–�«�b�Í�«�º�¡�_�X�8�Z�b�@5��� >&P.4-3>'

Configuration Service

Configuration Service �c�
 Cisco Configuration Engine �b�¥�”�\�^�•�¥�å�Ï�î�¿�å�º�[�M���«�–�µ�³�V
�b  Cisco IOS CNS �š�î�ª�™�å�º�\4�� �M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�[�S�B�I�€�Z�8�r�M��
Configuration Service �c�
�6�‡0¿���>�|�g1=#.�¢�Ý�î�É�9�b�±5��b
Ì0¿���†/œ�:�S�u�_�
�¹�Â�–�«�\
�§�î�Å�«�b0¿���†�«�–�µ�³�_4Ä�™�K�r�M���«�–�µ�³�c�
�¿�µ�º�á�î�¡�V�[�6�u�Z2s�·�M�•�\�A�_�

Configuration Service �?�}�6�‡0¿���†�w�™�K�r�M��

Configuration Service �c�
 CNS Event Service �†�Q#Ý�K�Z0¿���š�f�–�Ë�å�º�†3æ�w�™�K�
�B�Œ�>�|�g�»
�K�b3û%±�†3æ�™�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�>�|�g�¹�Â�–�«�[�w�b0¿��
�_���†�Q#Ý�M�•  Web �§�î�Â�[�M���G�b0¿���_���c�
)��s3¸�s�¹�•�Þ�¡�º�Ü>&�«�±�å�»�”�ß�å  �Ô�î�»>'
�r�S�c�Ü�Ô�î�º  �¹�•�Þ�¡�º�Ü>&�§�î�Â  �Ô�î�»>'�_�–�Ñ�I�€�Z�8�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¸�å�É�Þ�î�º�c�
 CLI>&�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�¥�Ð�å�»�b�g�'
�[�«�±�¸�•�µ�¡�^0¿���_���†�A(á�M�•�¸�Ÿ�«�º  �Ç�“�–�Ý�[�M���¸�å�É�Þ�î�º
Æ�b�š�X�c�
 Lightweight 
Directory Access Protocol>&LDAP>' URL �†�Q#Ý�K�Z�æ���K�r�M���G�b  URL �c�
�¹�•�Þ�¡�º�Ü�_�–�Ñ
�I�€�Z�8�•�¹�Â�–�«�[�w�b0¿���_���†�g!·�K�r�M��

Cisco IOS �š�î�ª�™�å�º�c�
�w�™�K�S�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�S�e�†�è���K�Z�
�S�e�è���b
�B�Œ�r�S�c�»�K�†&g�M�–�Ë�å�º�†�Ã�È�Ü�µ�©�×�M�•�G�\�@�[�A�r�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î
�ª�™�å�º�c�
0¿���†�6�ì4:#Ý�K�S�~�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�?�}�b� �‡�ì�–�Ë�å�º�†�w�™�M
�•�r�[4:#Ý�†4��}�O�S�~�M�•�G�\�@�•+��[�M��

Configuration
Engine

�(�o�F�,  �J�`�C���3�o  �@�6�;�b�o�"

���H
.3�o%¤!�

�:�o�2  �(�o�F�,
�:���_�"�;�]

�&�f�H���!�X�_�o�*�Z�f  �(�o�C

���L�f�;  �(�o�F�,

Web �L�o�,�é
�Y�o�)  ���f�2�o�H�����,

14
13

27
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Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
Event Service

Configuration Engine �c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �–�Ë�å�º�b�w�™�\#Õ�B�_  Event Service �†�Q#Ý�K�r
�M���–�Ë�å�º  �š�î�ª�™�å�º�c�«�–�µ�³�V�_�6�~�
 Configuration Engine �V�b�–�Ë�å�º  �¤�î�º�˜�™�–�\
�«�–�µ�³6ë�b3û�™�†���Æ�_�K�r�M��

Event Service �c�
9×�µ+��b�Ã�È�Ü�µ�©�× / �§�È�«�¡�Û�–�È�º�b3û�™�‰�'�[�M�� Event Service �c�
�ó�¡
�Ë�î�«�b�”�»�Þ�«�æ���†�Q#Ý�K�Z�
��
›�_�Ó�µ�­�î�ª�†3æ�™�K�r�M���ó�¡�Ë�î�«�b�”�»�Þ�«/²0°�c�

�Ó�µ�­�î�ª�\�Q�b��
›�_�P�K�Z�"(ç�[�’�M�^�¿�î�Ò�«�Ì�î�«�†��*O�K�r�M��

Name Space Mapper

Configuration Engine �_�c  NameSpace Mapper>&NSM>'�@
��ƒ�W�Z�8�r�M�� NSM �c�
�”�É�Ü�£�î�©�Ù
�å�
�¹�Â�–�«  ID �r�S�c�¢�Ý�î�É  ID�
�>�|�g�–�Ë�å�º�_�ö�Y�8�S�
1=#.$×�^�¹�Â�–�«  �¢�Ý�î�É�†'ö#.
�M�•�S�u�b�è(ô�§�î�Å�«�†�f�j�K�r�M��

Cisco IOS �¹�Â�–�«�c�
 cisco.cns.config.load �^�]�
 Cisco IOS �¯�Ç�º�˜�™�”�[0¿���I�€�S�–�Ë�å�º�ó�¡
�T�E�†1�1‘�K�r�M���¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å�¢  �§�î�Å�«�†�Q#Ý�M�•�\�
�|�ƒ�M�•�è�¡0d�N�†�Q#Ý�K�Z
�–�Ë�å�º�†�æ���[�A�r�M���ó�¡�[�¹�î�±  �«�º�”�_�¹�î�±�†
°�Š�K�S���œ�
 NSM �c�–�Ë�å�º�ó�¡�e�Ð�4
�†  Cisco IOS �_�|�W�Z1�1‘�I�€�Z�8�•�v�b�_�š�f�K�r�M��

�§�È�«�¡�Û�–�Â�b���œ�
�M�–�b�¹�Â�–�«  ID �\�–�Ë�å�º�†�æ���M�•�\�
�¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å�¢  �§�î
�Å�«�c�§�È�«�¡�Û�–�È�P1ß�b�–�Ë�å�º  �­�µ�º�†3É�K�r�M��� �]�_�Ã�È�Ü�µ�©�Õ�b���œ�
�M�–�b�¢�Ý�î
�É ID�
�¹�Â�–�«  ID�
�>�|�g�–�Ë�å�º�†�æ���M�•�\�
�¿�î�Ò�«�Ì�î�«  �Ð�µ�Æ�å�¢  �§�î�Å�«�c�Ã�È�Ü�µ
�©�×�P1ß�b�–�Ë�å�º  �­�µ�º�†3É�K�r�M��

CNS ID �>�|�g�¹�Â�–�«�b�Í�«�º�¡�_�X�8�Z�b�@5�

Configuration Engine �c�
0¿���í�s�b�›�«�–�µ�³�_�M�–�b1‘�9�Ê�@6õ4��Ü�E�}�€�Z�8�•�v�b�\�•���K�Z
�8�r�M���M�–�b1‘�9�Ê�c�
�Q�€�R�€"I���b�¿�î�Ò�«�Ì�î�«
Æ�[�M�–�b0
�X�^� *O1��†�v�•�G�\�@�[�A�r
�M�� Event Service �c�¿�î�Ò�«�Ì�î�«�b�¥�å�¸�å�¶�†�Q#Ý�K�Z�
�Ó�µ�­�î�ª�b�ó�¡�Ë�î�«  �”�»�Þ�«�æ��
�†/œ�8�r�M��

Configuration Engine �[�c�
 2 �X�b�¿�î�Ò�«�Ì�î�«�@�Q#Ý�I�€�r�M�� 1 �X�c�–�Ë�å�º  �Â�«#Ý�[�
�v�:  1 
�X�c�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â#Ý�[�M���¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b�¿�î�Ò�«�Ì�î�«�b���œ�

�¹�Â�–�«�_�P�K�Z�M�–�b1‘�9�Ê�c  ConfigID �[�M���–�Ë�å�º  �Â�«�b�¿�î�Ò�«�Ì�î�«�b���œ�
�¹�Â�–�«�_
�P�K�Z�M�–�b  CNS 1‘�9�Ê�c  DeviceID �[�M��

Configuration Engine �@�¹�Â�–�«�_0¿���†4Ä�™�M�•���œ�c�
�–�Ë�å�º  �Â�«�\�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�§�î�Â�b�g�‰�@�Q#Ý�I�€�•�S�u�
0¿���I�€�S�«�–�µ�³�H�\�_  ConfigID �\  DeviceID �b�g�‰�†��*O�M�•
�²0[�@�6�~�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�b  1 �X�b�–�å�«�±�å�«
Æ�[�c�
0¿���í�s�b  2 �X�b�«�–�µ�³�@� �L  
ConfigID �Í�†
¹�w�[�A�r�O�‡���r�S�
�–�Ë�å�º  �Â�«�b  1 �X�b�–�å�«�±�å�«
Æ�[�
0¿���í�s�b  2 �X�b�«
�–�µ�³�@� �L  DeviceID �Í�†
¹�w�M�•�G�\�v�[�A�r�M��

ConfigID

0¿���í�s�b�›�«�–�µ�³�_�c�M�–�b  ConfigID �@0¿���I�€�r�M���G�b  ID �c�
�P�Â�M�•�«�–�µ�³  CLI �”�º
�Ü�Å�×�î�º  �­�µ�º�_�P�M�•  Configuration Engine �¹�•�Þ�¡�º�Ü�l�b�Ÿ�î�b�z�m�†�Ý�S�K�r�M���«�–�µ
�³�V�[��*O�I�€�S  ConfigID �c�
 Configuration Engine �V�b�P�Â�M�•�«�–�µ�³��*O�b  ConfigID �_�M+´
�M�•�²0[�@�6�~�r�M��
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Cisco Configuration Engine �¯�Ç�º�˜�™�”�b�+0[
ConfigID �c2s�·�ì�_�ô���I�€�r�M���«�–�µ�³�b�Í�«�º�¡�†
Ì0¿���K�S���œ�[�v�
�¹�Â�–�«�†
Ì2s�·�M
�•�r�[�c�š�f�[�A�r�O�‡��

DeviceID

�–�Ë�å�º  �Â�«�_�g�•�K�Z�8�•0¿���í�s�b�›�«�–�µ�³�_�c�M�–�b  DeviceID �@0¿���I�€�r�M���G�b  ID �c
�«�–�µ�³�b3æ�™
–�”�»�Þ�«�_���Z�8�•�b�[�
�«�–�µ�³�†�Â�«�V�b"I���b��
›�\�K�Z0¿���M�•�G�\�@�[�A
�r�M�� cns config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[0¿���I�€�S�M�m�Z�b�«�–�µ�³
�c�
�–�Ë�å�º  �Â�«�_�”�¡�­�«�M�•�²0[�@�6�~�r�M���K�S�@�W�Z�
�«�–�µ�³�V�[#Õ�B�I�€�S  DeviceID 
�c�
 Configuration Engine �V�b�P�Â�M�•�«�–�µ�³��*O�b  DeviceID �\�M+´�M�•�²0[�@�6�~�r�M��

DeviceID �b�v�“
–�c�
�«�–�µ�³�b  Cisco IOS �Í�«�º�¡�_�|�W�Z��*O�I�€�r�M���S�T�K�
 DeviceID �b�š
�X�\�Q�b�Q#Ý�c�
�«�–�µ�³�_7„�K�M�•�–�Ë�å�º  �¤�î�º�˜�™�–
Æ�_7H���I�€�r�M��

�–�Ë�å�º  �Â�«�V�b1=#.$×�^  Cisco IOS )
'ƒ�…!l�c�–�Ë�å�º  �¤�î�º�˜�™�–�_)��s3¸�r�€�
�G�€�@�«�–�µ
�³�b�æ�ƒ�~�_�É�ß�Ÿ�©�b�z% �†�Ý�S�K�r�M���–�Ë�å�º  �¤�î�º�˜�™�–�c�
�–�Ë�å�º  �Â�«�_�\�W�Z�c�
�«
�–�µ�³�>�|�g�P�Â�M�•  DeviceID �\�K�Z�µ+��K�r�M��

�«�–�µ�³�c�
�–�Ë�å�º  �¤�î�º�˜�™�–�\�b�K)F�@�B�Œ�M�•�\�M�D�_�
�–�Ë�å�º  �¤�î�º�˜�™�–�_�P�K�Z�Q
�b�Í�«�º�¡�†�	0•�K�r�M���–�Ë�å�º  �¤�î�º�˜�™�–�c�
�G�b�K)F�@&�'g�I�€�•�S�g�_�
 DeviceID �b�Í�†  
Cisco IOS �Í�«�º�¡�_)��œ�K�r�M���–�Ë�å�º  �¤�î�º�˜�™�–�c�
�«�–�µ�³�_�K)F�K�Z�8�•6ë�_�
�G�b  
DeviceID �Í�†�Ÿ�Õ�µ�©�×�K�r�M��

�Í�«�º�¡�>�|�g  DeviceID

DeviceID �c�–�Ë�å�º  �¤�î�º�˜�™�–�\�b�K)F�ì�_�ô���I�€�
�«�–�µ�³�b�Í�«�º�¡�†
Ì0¿���K�S���œ�[�v
�š�f�I�€�r�O�‡��

�«�–�µ�³�V�b�«�–�µ�³  �Í�«�º�¡�†�š�f�K�S���œ�
 DeviceID �†�f�‚�M�•�_�c�
�«�–�µ�³�\�–�Ë�å�º  �¤�î
�º�˜�™�–6ë�b�K)F�†�)�•�M�•�²0[�@�6�~�r�M�� no cns event �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�b�6�\�_�
 cns event �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�r�M��

�K)F�@
Ì&�'g�I�€�•�\�
�«�–�µ�³�c�š�f�I�€�S�Í�«�º�¡�†�–�Ë�å�º  �¤�î�º�˜�™�–�_3æ�™�K�r�M���–�Ë
�å�º  �¤�î�º�˜�™�–�c�
 DeviceID �†�‚�K�8�Í�_
Ì��*O�K�r�M��

�@�– Configuration Engine �Ø�î�¨  �–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�c�
�q�6�_  DeviceID �Ç�•�î�Ý�»�_
�Í�«�º�¡�†0¿���M�•�²0[�@�6�~�r�M���G�b�Í�c�
�«�–�µ�³�[  cns config initial �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý �K�S�6�\�_ >&�Q#Ý�M�•�S�[�c�^�8>'�v�“�I�€�r�M���G�b0¿���†/œ�ƒ
�^�8�\�
�‹)F�b  cns config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b��#.�@�G�K�C�µ
+��K�r�O�‡��

�Í�«�º�¡�
 DeviceID �
 ConfigID �b�Q#Ý�‰�2

�«�±�å�»�”�ß�å  �Ô�î�»�[�c�
�«�–�µ�³�_�Í�«�º�¡�b�Í�@0¿���I�€�Z�8�•���œ�_�
�Í�«�º�¡�_6õ�M�•�–
�Ë�å�º�@3æ�™�I�€�•�\�
 DeviceID �\�K�Z�Í�«�º�¡�@�Q#Ý�I�€�r�M���Í�«�º�¡�@0¿���I�€�Z�8�^�8���œ
�c�
�¹�Â�–�«�b  cn=<value> �_6õ�M�•�–�Ë�å�º�@3æ�™�I�€�r�M��

�§�î�Â  �Ô�î�»�[�c�
�Í�«�º�¡�c�Q#Ý�I�€�r�O�‡���§�î�Â  �Ô�î�»�[�c�
�Â�«�V�[�–�Ë�å�º�†3æ�™�M�•��
�œ�
�–�_�M�–�b  DeviceID �”�º�Ü�Å�×�î�º�@�Q#Ý�I�€�r�M���G�b�”�º�Ü�Å�×�î�º�@0¿���I�€�Z�8�^�8��
�œ�c�
�«�–�µ�³�†�f�‚�[�A�r�O�‡��

�G�€�}�b�”�º�Ü�Å�×�î�º�\�Q�b�Ú�b6õ4��”�º�Ü�Å�×�î�º>&�±�¢�Í�b�Ì�”>'�c�
 Configuration Engine �[  
Setup �†��/œ�M�•�\0¿���I�€�r�M��
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Cisco IOS �š�î�ª�™�å�º�b�+0[
>&�@>' Configuration Engine �V�[�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b��/œ�b0ò(ý�_�X�8�Z�c�
���b  URL �b
�� Configuration Engine setup and configuration guide���†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/prod_installation_guides_list.html 

Cisco IOS �š�î�ª�™�å�º�b�+0[
CNS �–�Ë�å�º  �š�î�ª�™�å�º�µ+��_�|�~�
�«�–�µ�³�c�–�Ë�å�º  �Â�«�V�[�–�Ë�å�º�†�Ã�È�Ü�µ�©�×�>�|�g
�§�È�«�¡�Û�–�È�K�
 Cisco IOS �š�î�ª�™�å�º�\4�� �[�A�r�M�� Cisco IOS �š�î�ª�™�å�º�µ+��c�
���b�µ
+��†�f�j�K�Z�«�–�µ�³�†�§�Ï�î�º�K�r�M��

• ���6�‡0¿���� >&P.4-5>'

• ���j�(>&4Š�(>'0¿���� >&P.4-6>'

• ��� �‡0¿���� >&P.4-6>'

�6�‡0¿��

�«�–�µ�³�c�6�G2s�·�ì�_�
�¿�µ�º�á�î�¡�V�[  Dynamic Host Configuration Protocol>&DHCP>'0[�Ó�†�È
�ß�î�»�Ÿ�Õ�«�º�K�Z�
 IP �”�»�Þ�«�†�v�“�K�|�:�\�K�r�M���¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«�–�µ�³�c�§�È
�¿�µ�º�V�_  DHCP �§�î�Â�@�^�8�v�b�\0b�^�K�Z�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�\�K�Z�·�8�K�
0[�Ó�†  
DHCP �§�î�Â�_3?3æ�K�r�M��0[�Ó�†�w�™�K�S  DHCP �§�î�Â�c�
�‚�K�8�«�–�µ�³�_  IP �”�»�Þ�«�†�m�~�\
�Z�Z�
 DHCP �Ü�Þ�î  �š�î�ª�™�å�º�l�b�Ø�½�Ÿ�Õ�«�º�Â'Å�_�
 Trivial File Transfer Protocol>&TFTP; (F
�Æ�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�§�î�Â�b  IP �”�»�Þ�«�
�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�b�Ã�«�
�>�|�g�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b  IP �”�»�Þ�«�†3ã�•�K�r�M�� DHCP �Ü�Þ�î  �š�î�ª�™�å�º
�c�
�G�b�Â'Å�†�«�–�µ�³�_3?3æ�K�r�M��

�«�–�µ�³�c�
�m�~�\�Z�}�€�S  IP �”�»�Þ�«�†�–�å�±�î�Ç�™�–�«  VLAN 1>&�¹�Ç�›�Ý�º>'�_+¬�·$×�_0¿��
�K�
 TFTP �§�î�Â�?�}�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�r�M��
�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�b�²�˜�å�ß�î�»�_�B�Œ�M�•�\�
�«�–�µ�³�c��/œ�¥
�å�Ç�•� �×�Þ�î�©�Ù�å�_�Q�b�Ç�“�–�Ý�†�ß�î�»�K�r�M��

Cisco IOS �š�î�ª�™�å�º�c�
0ñ�\�M�•  ConfigID �>�|�g  EventID �†�Q#Ý�K�Z�
 Configuration Engine �\
�b3û�™�†6ä���K�r�M�� Configuration Engine �c  ConfigID �†�¸�å�É�Þ�î�º�_�Ð�µ�Æ�å�¢�K�Z�
�¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý
²�/�†�«�–�µ�³�_�²�˜�å�ß�î�»�K�r�M��

�W 4-2 �_�
 DHCP �Ë�î�«�b+¬�·0¿���†�Q#Ý�K�Z�6�‡�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–
�Ý�†�v�“�M�•�S�u�b�¿�µ�º�á�î�¡�S�B�[�†&g�K�r�M��
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Cisco IOS �š�î�ª�™�å�º�b0¿��
�W 4-2 �6�‡0¿���b�+0[

�j�(>&4Š�(>'0¿��

�¿�µ�º�á�î�¡�@'��·�K�Z�8�•���œ�c�
 Cisco IOS �š�î�ª�™�å�º�†�Q#Ý�K�Z�‚�K�8�§�î�Å�«�†3ã�•�[�A�r
�M���«�–�µ�³�_3æ�™�[�A�•�b�c�j�(>&4Š�(>'0¿���[�M����7•�b0¿���†3æ�™�M�•�‰�2�\�K�Z�c�
�–�Ë�å�º  
�¤�î�º�˜�™�–�†�Q#Ý�K�Z�–�Ë�å�º  �Ì�–�ß�î�»�\�K�Z3æ�™�M�•�‰�2>&�É�µ�©�×  �œ�Ì�Þ�î�©�Ù�å>' �
�r�S�c
�«�–�µ�³�_�É�Ý  �œ�Ì�Þ�î�©�Ù�å�†6ä���I�O�•�™�•�–�Ë�å�º�\�K�Z3æ�™�M�•�‰�2�@�6�~�r�M��

�«�–�µ�³�c0¿���†4:#Ý�M�•�S�_�
�S�e�†�è���[�A�r�M���S�e�@�G�K�8���œ�
�«�–�µ�³�c�j�(0¿���†4:#Ý
�K�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �§�î�Â�_�B�Œ�†3û%±�M�•�–�Ë�å�º�†�Ã�È�Ü�µ�©�×�K�r�M���j�(0¿���@4:
#Ý�I�€�^�8���œ�
�«�–�µ�³�c�š�Û�î  �«�¸�î�±�«�†&g�M�–�Ë�å�º�†�Ã�È�Ü�µ�©�×�K�r�M���j�(0¿���@4:
#Ý�I�€�S���œ�
�«�–�µ�³�c�j�(0¿���†  NVRAM>&�Y�y$Î�ö  RAM>'�_�i�A3¸�‡�T�~�
 NVRAM �_�i�A
3¸�t�|�:�_�•�I�€�•�r�[�…�µ�K�S�~�[�A�r�M��

� �‡0¿��

0¿���†�w�™�K�S�«�–�µ�³�c�
�i�A3¸�s�™�•�–�Ë�å�º�b�w�™�ì�_�
0¿���b4:#Ý�†4��}�O�•�G�\�@�•+��[
�M���i�A3¸�s�™�•�–�Ë�å�º�c�
�f�‚�I�€�S0¿���†  NVRAM �_�–�Ñ�K�^�8�|�:�_�«�–�µ�³�_�æ&g�K�r�M��
�«�–�µ�³�c�f�‚�I�€�S0¿���†��/œ�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\�K�Z�Q#Ý�K�r�M���G�b�|�:�_�M�•�\�
�«
�–�µ�³�b0¿���@�Ú�b�¿�µ�º�á�î�¡  �”�¡�¸�•�Å�¸�•�\� �‡�K�S�6�\�_0¿���†  NVRAM �_�–�Ñ�K�
���G�b

Ì2s�·�ì�_�Q#Ý�M�•�G�\�@�[�A�r�M��

Cisco IOS �š�î�ª�™�å�º�b0¿��
�«�–�µ�³�c  Cisco IOS �¯�Ç�º�˜�™�”�_)��s3¸�r�€�S  Cisco IOS �š�î�ª�™�å�º�†�Q#Ý�K�Z�
�K)F�>�|�g+¬
�·0¿���†��/œ�[�A�r�M>& ��+¬�·  CNS 0¿���b�–�¿�î�È�Ý�ì�� >&P.4-7>' �†�g!·>' ��0¿���†�š�f�M�•�?�
�r�S
�c�•�«�±�Ò0¿���†�–�å�«�º�î�Ý�M�•���œ�c�
���_0°3U�I�€�S�m8p�†�g!·�K�Z�C�T�I�8��

• �� CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì�� >&P.4-7>'

• �� Cisco IOS CNS �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì�� >&P.4-9>'

• �� Cisco IOS �–�Ó�î�ª  �š�î�ª�™�å�º�_�|�•�¹�Â�–�«�b�”�µ�É�¢�Þ�î�»�� >&P.4-14>'

TFTP
�(�o�C

DHCP �]�_�o  ���o�+���f�;
�:�H���^�;  �%�o�;�������:���,�;�]�F�X�o�*�Z�f  �_���W

Configuration
Engine

���"�.�,  �_���W
�,���6�4

14
13

28

DHCP
�(�o�C

V
WAN
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Cisco IOS �š�î�ª�™�å�º�b0¿��
+¬�·  CNS 0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�b+¬�·  CNS 0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
�q�6�_ /² 4-1�b�²�ó�† 6�S�M�²0[�@�6�~�r�M���²
�ó�† 6�S�K�S�}�
�«�–�µ�³�_7Á ;�†�ž
°�K�r�M�� setup �É�ß�å�É�º�_�c�1�v
°�Š�K�r�O�‡���«�–�µ�³�_
�|�W�Z�6�‡0¿���@6ä���I�€�r�M>& ���6�‡0¿���� >&P.4-5>' �†�g!·>' ���«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý
²�/�@�ß�î�»�I�€�S�}�
�8���c�ö�¢�[�M��

>&�@>' Configuration Engine �V�[�b�­�µ�º�”�µ�É  �É�ß�¢�Û�Ò�b��/œ�>�|�g�¸�å�É�Þ�î�º�b�8�B�b0ò(ý�_�X�8�Z
�c�
���b  URL �b�� Cisco Configuration Engine Installation and Setup Guide, 1.5 for Linux���†�g!·�K
�Z�C�T�I�8��
http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.5/installation_linux/guide/setup_1
.html 

CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

>&�@>' CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�_�c�
�«�–�µ�³�V�[  CNS �–�Ë�å�º  
�š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�>�C�²0[�@�6�~�r�M��

/² 4-1 +¬�·0¿���b�–�¿�î�È�Ý�ì�b�²�ó

�¹�Â�–�« �²0[�^0¿��

�”�¡�­�«  �«�–�µ�³ ��,´�ì�b0¿��>&�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�^�K>'

�¹�•�«�º�Ü�Å�×�î�©�Ù�å  �«
�–�µ�³

• IP �Ê�Ý�Ã�î  �”�»�Þ�«

• DHCP �Ü�Þ�î  �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

• IP �Ý�î�¸�•�å�¢>&�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�\�K�Z�Q#Ý�M�•���œ>'

DHCP �§�î�Â • IP �”�»�Þ�«�b�m�~�\�Z

• TFTP �§�î�Â�b  IP �”�»�Þ�«

• TFTP �§�î�Â�V�b�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�Ç�“�–�Ý�l�b�Ã�«

• �¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b  IP �”�»�Þ�«

TFTP �§�î�Â • CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>&�«�–�µ�³�\  
Configuration Engine �\�b3û�™�†�–�¿�î�È�Ý�_�M�•�¥�Ð�å�»>'�†
�A(á�K�S�È�î�º�«�º�Û�µ�É  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý

• >&�¹�Ç�›�Ý�º  �Í�«�º�¡�[�^�C>'�«�–�µ�³�b  MAC>&�Ó�¹�•�”  �”�¡
�­�«�D�š>'�”�»�Þ�«�r�S�c�©�Ü�”�Ý$��•�†�Q#Ý�K�Z  ConfigID �>
�|�g  EventID �†#Õ�B�M�•�|�:�_�«�–�µ�³�†0¿���K�r�M��

• �«�–�µ�³�_�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�É�µ�©�×�M�•�|
�:�_  CNS �–�Ë�å�º  �š�î�ª�™�å�º�†0¿���K�r�M��

CNS Configuration Engine �¹�Â�–�«  �±�–�É�H�\�_  1 �X�r�S�c0
�X�b�¸�å�É�Þ�î�º�[�
�¹�Â�–�«
�b  ConfigID �†�¸�å�É�Þ�î�º�_�Ð�µ�Æ�å�¢�K�r�M��
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Cisco IOS �š�î�ª�™�å�º�b0¿��
�«�–�µ�³�V�[  CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns event { ip-address | hostname} �¢�ß�î
�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
 CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�
 IP �”�»�Þ�«  �¤�î�º�˜�™�–�†  10.180.1.27�
�Ÿ�î
�É�”�Û�–�È6ë7x�†  120 &Ê�

Ì0è/œ�G�X�†  10 �_0¿���M�•�[�†&g�K�r�M��

Switch(config)# cns event 10.180.1.27 keepalive 120 10

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 cns event { hostname | ip-address} [ port-number] 
[backup] [ failover-time seconds] [keepalive seconds 
retry-count] [ reconnect time] [source ip-address]

�–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�
�¤�î�º�˜�™
�–  �Ã�Û�Ó�î�±�†
°�Š�K�r�M��

• { hostname | ip-address} �_�c�
�–�Ë�å�º  �¤�î�º�˜�™
�–�b�Í�«�º�¡�r�S�c  IP �”�»�Þ�«�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�c�
�–�Ë�å�º  �¤�î�º�˜�™�–�b
�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î�º$��•
�c  11011 �[�M��

• >&�õ�–>'�G�b�¤�î�º�˜�™�–�@�Â�µ�¡�”�µ�É  �¤�î�º�˜�™
�–�[�6�•�G�\�†&g�M���œ�c�
 backup �†
°�Š�K�r�M  

>&%,$��M�•�\�É�Û�–�Ð�Ü  �¤�î�º�˜�™�–�_�^�~�r�M>' ��

• >&�õ�–>' failover-time seconds �_�c�
�Â�µ�¡�”�µ�É  
�¤�î�º�˜�™�–�l�b�Ý�î�º�@&�'g�I�€�S�‹�b�
�«�–�µ
�³�@�É�Û�–�Ð�Ü  �¤�î�º�˜�™�–  �Ý�î�º�†�…�µ�M�•�ì6ë
�†
°�Š�K�r�M��

• >&�õ�–>' keepalive seconds �_�c�
�«�–�µ�³�@�Ÿ�î�É
�”�Û�–�È  �Ó�µ�­�î�ª�†3æ�™�M�•6ë7x�†
°�Š�K�r�M��
retry-count �_�c�
�K)F�@)
�¢�M�•�r�[�_�«�–�µ�³�?
�}3æ�™�I�€�•�
�•�Â'Å�b�Ÿ�î�É�”�Û�–�È  �Ó�µ�­�î�ª
�X�†
°�Š�K�r�M���¹�Ç�›�Ý�º�c  0 �[�M��

• >&�õ�–>' reconnect time �_�c�
�–�Ë�å�º  �¤�î�º�˜�™�–
�l�b
Ì�K)F�@0è/œ�I�€�•�S�_�«�–�µ�³�@�…�µ�M�•�q
�±�±�–�Ò  �–�å�±�î�Â�Ý�†
°�Š�K�r�M��

• >&�õ�–>' source ip-address �_�c�
�G�b�¹�Â�–�«�b3æ�™

–  IP �”�»�Þ�«�†
°�Š�K�r�M��

>&�@>' encrypt �>�|�g  clock-timeout time �b�›�Ÿ�î�á�î
�»�c�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«�º�Ü�å�¢�_/²&g
�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show cns event connections �–�Ë�å�º  �š�î�ª�™�å�º�_6õ�M�•�_���†&�1��K�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ
�K�r�M��
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Cisco IOS CNS �š�î�ª�™�å�º�b�–�¿�î�È�Ý�ì

CNS �–�Ë�å�º  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�?�}�
�«�–�µ�³�V�[  Cisco IOS CNS �š�î�ª�™�å�º�†2s
�·�K�r�M�� Cisco IOS �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�M�•�_�c�
���b�¥�Ð�å�»�†�Q#Ý�K�r�M��

• cns config initial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>8 Cisco IOS �š�î�ª�™�å�º�†�–�¿�î
�È�Ý�_�K�
�«�–�µ�³�b�6�‡0¿���†6ä���K�r�M��

• cns config partial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»>8 Cisco IOS �š�î�ª�™�å�º�†�–
�¿�î�È�Ý�_�K�
�«�–�µ�³�b4Š�(0¿���†6ä���K�r�M�����_�
 Configuration Engine �†�Q#Ý�K�Z�
�«
�–�µ�³�_�Ü�Ô�î�º�?�}�j�(0¿���†3æ�™�K�r�M��

�6�‡0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�V�[  CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z�6�‡0¿���†6ä���M�•�_
�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 cns template connect name CNS �¸�å�É�Þ�î�º�K)F�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†
6ä���K�Z�
 CNS �K)F�¸�å�É�Þ�î�º�b�¡�S�†�æ���K�r�M��

�«�¸�µ�É 3 cli config-text CNS �K)F�¸�å�É�Þ�î�º�b�¥�Ð�å�»  �Û�–�å�†
°�Š�K�r�M��
�¸�å�É�Þ�î�º
Æ�b�›�¥�Ð�å�»  �Û�–�å�_�P�K�Z�G�b�«�¸�µ
�É�†)Þ�~3É�K�r�M��

�«�¸�µ�É 4 �9�b  CNS �K)F�¸�å�É�Þ�î�º�†0¿���M�•�_�c�
�«�¸�µ�É  
2 >|  3 �†)Þ�~3É�K�r�M��

�«�¸�µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 cns connect name [retries number] [ retry-interval 
seconds] [sleep seconds] [ timeout seconds]

CNS �K)F�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
 CNS 
�K)F�É�ß�Ç�“�–�Ý�b�¡�S�†�æ���K�
�É�ß�Ç�“�–�Ý  �Ã�Û
�Ó�î�±�†��*O�K�r�M���•�«�–�µ�³�[�c�
 Configuration 
Engine �l�b�K)F�_  CNS �K)F�É�ß�Ç�“�–�Ý�@�Q#Ý�I�€�r
�M��

• CNS �K)F�É�ß�Ç�“�–�Ý�b�¡�S�†
°�Š�K�r�M��

• >&�õ�–>' retries number �_�c�
�K)F
Ì0è/œ�b�G�X�†
°
�Š�K�r�M���æ���[�A�•(
�V�c  1 >|  30 �[�M���¹�Ç�›�Ý
�º�Í�c  3 �[�M��

• >&�õ�–>' retry-interval  seconds �_�c�
 Configuration 
Engine �_�P�M�•�B�Œ�K�S�K)F0è/œ6ë�b�–�å�±�î�Â�Ý
�†
°�Š�K�r�M���æ���[�A�•(
�V�c  1 >|  40 &Ê�[�M���¹
�Ç�›�Ý�º�Í�c  10 &Ê�[�M��

• >&�õ�–>' sleep seconds �_�c�
�q�6�b�K)F0è/œ�@$Î#Õ�M
�•�r�[�b�D7H�ì6ë�†
°�Š�K�r�M���æ���[�A�•(
�V�c  
0 >|  250 &Ê�[�M���¹�Ç�›�Ý�º�Í�c  0 �[�M��

• >&�õ�–>' timeout seconds �_�c�
�K)F0è/œ�@)
�¢�M�•�D
7H�ì6ë�†
°�Š�K�r�M���æ���[�A�•(
�V�c  10  >|  2000 
&Ê�[�M�� �¹�Ç�›�Ý�º�Í�c  120 �[�M��
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�«�¸�µ�É 7 discover { controller  controller-type | dlci 
[subinterface subinterface-number] | interface 
[interface-type] | line line-type} 

CNS �K)F�É�ß�Ç�“�–�Ý�_�–�å�±�î�Ç�™�–�«  �Ã�Û�Ó�î�±�†
�æ���K�r�M��

• controller  controller-type �_�c�
�¥�å�º�ß�î�Û�b�±�–
�É�†
°�Š�K�r�M��

• dlci �_�c�
�”�¡�¸�•�È�^  data-link connection 
identifier>&DLCI; �¹�î�±�Ü�å�¡�K)F1‘�9�Ê>'�†
°�Š�K
�r�M��

>&�õ�–>' subinterface subinterface-number �_�c�
�”�¡
�¸�•�È�^  DLCI �b�è(ô�†�M�•�S�u�_�Q#Ý�I�€�•�Ï�–�å
�º�¶�î�Ï�–�å�º  �§�È�–�å�±�î�Ç�™�–�«$��•�†�æ���K
�r�M��

• interface [interface-type] �_�c�
�–�å�±�î�Ç�™�–�«�b
�±�–�É�†
°�Š�K�r�M��

• line line-type �_�c�
�G)z�±�–�É�†
°�Š�K�r�M��

�«�¸�µ�É 8 template name [ ... name] �«�–�µ�³0¿���_4:#Ý�I�€�•  CNS �K)F�É�ß�Ç�“�–�Ý�[�

CNS �K)F�¸�å�É�Þ�î�º�b�Ü�«�º�†�æ���K�r�M���¸�å�É
�Þ�î�º�c0
�X�æ���[�A�r�M��

�«�¸�µ�É 9 CNS �K)F�É�ß�Ç�“�–�Ý�[�
�I�}�_�–�å�±�î�Ç�™�–�«  �Ã�Û
�Ó�î�±�>�|�g  CNS �K)F�¸�å�É�Þ�î�º�†�æ���M�•�_�c�
�«
�¸�µ�É  7 >|  8 �†)Þ�~3É�K�r�M��

�«�¸�µ�É 10 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 11 hostname name �«�–�µ�³�b�Í�«�º�¡�†
°�Š�K�r�M��

�«�¸�µ�É 12 ip route network-number >&�õ�–>' IP �”�»�Þ�«�@  network-number �b  Configuration 
Engine �l�b�«�±�¸�•�µ�¡  �Ý�î�º�†&�'g�K�r�M��

�¥�Ð�å�» % $×
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�«�¸�µ�É 13 cns id interface num { dns-reverse | ipaddress | 
mac-address} [ event] [ image]

�r�S�c

cns id {hardware-serial | hostname | string string | 
udi} [ event] [ image]

>&�õ�–>' Configuration Engine �@�Q#Ý�M�•�M�–�b EventID 
�r�S�c  ConfigID �†0¿���K�r�M��

• interface num �_�c�
�–�å�±�î�Ç�™�–�«�b�±�–�É
>&ethernet�
 group-async�
 loopback�
 virtual-template 
�^�]>'�†
°�Š�K�r�M���G�b0¿���c�
�M�–�b  ID �†��*O
�M�•�S�u�b  IP �”�»�Þ�«�r�S�c  MAC �”�»�Þ�«�b�v�“

–�\�^�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

• { dns-reverse | ipaddress | mac-address} �_�c�
�Í�«
�º�¡�†�v�“�K�Z�M�–�b  ID �\�K�Z�m�~�\�Z�•���œ�c  
dns-reverse �†�
 IP �”�»�Þ�«�†�Q#Ý�M�•���œ�c  
ipaddress �†�
�M�–�b  ID �\�K�Z  MAC �”�»�Þ�«�†�Q
#Ý�M�•���œ�c  mac-address �†
°�Š�K�r�M��

• >&�õ�–>'�«�–�µ�³�b1‘�9�_�Q#Ý�K�S�–�Ë�å�º  ID �Í�†  
ID �_0¿���M�•�_�c�
 event �†
°�Š�K�r�M��

• >&�õ�–>'�«�–�µ�³�b1‘�9�_�Q#Ý�K�S�–�Ó�î�ª  ID �Í�†  
ID �_0¿���M�•�_�c�
 image �†
°�Š�K�r�M��

>&�@>' event �Ÿ�î�á�î�»�>�|�g  image �Ÿ�î�á�î�»�b�g�‰
�†%,$��K�S���œ�
�–�Ó�î�ª  ID �Í�@�«�–�µ�³�b"I��
�_�Q#Ý�I�€�r�M��

• { hardware-serial | hostname| stringstring | udi} �_
�c�
�M�–�b  ID �\�K�Z�«�–�µ�³�b�©�Ü�”�Ý$��•�†0¿��
�M�•���œ�c  hardware-serial �†�
�M�–�b  ID �\�K�Z�«
�–�µ�³�b�Í�«�º�¡�†4E�¥�M�•���œ�c  hostname>&�¹
�Ç�›�Ý�º>'�†�
�M�–�b  ID �\�K�Z  string string �_�õ�–
�b�¸�Ÿ�«�º  �«�º�Ü�å�¢�†�
�r�S�c�
�M�–�b  ID �\�K�Z  
Unique Device Identifier>&UDI>'�†0¿���M�•���œ�c  
udi �†
°�Š�K�r�M��

�¥�Ð�å�» % $×
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Cisco IOS �š�î�ª�™�å�º�b0¿��
CNS Cisco IOS �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns config initial { ip-address | hostname} 
�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³0¿���@�Y�Â�^�\�A�_�Ü�Ô�î�º  �«�–�µ�³�V�[�6�‡0¿���†0¿���M�•�[�†&g�K�r�M>& CNS 
Zero Touch �µ+�>'��

Switch(config)# cns template connect template-dhcp
Switch(config-tmpl-conn)# cli ip address dhcp
Switch(config-tmpl-conn)# exit
Switch(config)# cns template connect ip-route
Switch(config-tmpl-conn)# cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
Switch(config-tmpl-conn)# exit
Switch(config)# cns connect dhcp
Switch(config-cns-conn)# discover interface gigabitethernet
Switch(config-cns-conn)# template  template-dhcp
Switch(config-cns-conn)# template  ip-route
Switch(config-cns-conn)# exit
Switch(config)# hostname RemoteSwitch
RemoteSwitch(config)# cns config initial 10.1.1.1 no-persist

�«�¸�µ�É 14 cns config initial {hostname | ip-address} 
[port-number] [event] [no-persist] [page page] 
[sourceip-address] [syntax-check] 

Cisco IOS �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�
�6�‡0¿���†6ä��
�K�r�M��

• { hostname | ip-address} �_�c�
 �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�§�î�Â�b�Í�«�º�¡�r�S�c  IP �”�»�Þ�«�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�§�î�Â�b�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î
�º$��•�c  80 �[�M��

• >&�õ�–>'0¿���ö�¢�ì�_0¿���b�B�Œ�
�»�K�
�r�S�c1™�Ì�b
�Ó�µ�­�î�ª�†/²&g�M�•�_�c�
 event �†�–�¿�î�È�Ý�_�K�r
�M��

• >&�õ�–>' cns config initial �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å  �¥�Ð�å�»�†
°�Š�K�Z�“�}�€�S0¿���†  NVRAM �_
+¬�·�–�Ñ�K�^�8�|�:�_0¿���M�•�_�c�
 no-persist �†
°
�Š�K�r�M�� no-persist �Ÿ�î�á�î�»�†
°�Š�K�^�8�[  cns 
config initial  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�Q�b)��Ý�“�}�€
�S0¿���c  NVRAM �_+¬�·�–�Ñ�I�€�r�M��

• >&�õ�–>' page page �_�c�
�6�‡0¿���b  Web �Ì�î�ª�†
°�Š
�K�r�M���¹�Ç�›�Ý�º�c  /Config/config/asp �[�M��

• >&�õ�–>'3æ�™
– IP �”�»�Þ�«�_�Q#Ý�M�•  source 
ip-address �†
°�Š�K�r�M��

• >&�õ�–>'�G�b�Ã�Û�Ó�î�±�@
°�Š�I�€�S�\�A�_�S�e�†�³�™�µ
�¡�M�•�_�c�
 syntax-check �†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' encrypt�
 status url�
�>�|�g  inventory �b�›�Ÿ�î
�á�î�»�c�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«�º�Ü�å�¢�_/²
&g�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r�O�‡��

�«�¸�µ�É 15 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 16 show cns config connections �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�_6õ�M�•�_���†&�
1��K�r�M��

�«�¸�µ�É 17 show running-config 0¿���†&�1��K�r�M��

�¥�Ð�å�» % $×
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Cisco IOS �š�î�ª�™�å�º�b0¿��
���_�
�«�–�µ�³�b  IP �”�»�Þ�«�@�Y�Â�^�\�A�_�Ü�Ô�î�º  �«�–�µ�³�V�[�6�‡0¿���†0¿���M�•�‰�2�b�[�†&g
�K�r�M�� Configuration Engine �b  IP �”�»�Þ�«�c  172.28.129.22 �[�M��

Switch(config)# cns template connect template-dhcp
Switch(config-tmpl-conn)# cli ip address dhcp
Switch(config-tmpl-conn)# exit
Switch(config)# cns template connect ip-route
Switch(config-tmpl-conn)# cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
Switch(config-tmpl-conn)# exit
Switch(config)# cns connect dhcp
Switch(config-cns-conn)# discover interface gigabitethernet
Switch(config-cns-conn)# template  template-dhcp
Switch(config-cns-conn)# template  ip-route
Switch(config-cns-conn)# exit
Switch(config)# hostname RemoteSwitch
RemoteSwitch(config)# ip route 172.28.129.22 255.255.255.255 11.11.11.1
RemoteSwitch(config)# cns id ethernet 0 ipaddress
RemoteSwitch(config)# cns config initial 172.28.129.22 no-persist

4Š�(0¿���b�–�¿�î�È�Ý�ì

�«�–�µ�³�V�[  Cisco IOS �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�Z4Š�(0¿���†6ä���M�•�_�c�
"I�’  EXEC �Ô�î
�»�[���b�m8p�†��/œ�K�r�M��

Cisco IOS �š�î�ª�™�å�º�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no cns config partial { ip-address | hostname} �¢
�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��4Š�(0¿���†�v�~�˜�M�_�c�
 cns config 
cancel "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 cns config partial { ip-address | hostname} 
[port-number] [source ip-address]

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�†�–�¿�î�È�Ý�_�K�

4Š�(0¿���†6ä���K�r�M��

• { ip-address | hostname} �_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù
�å  �§�î�Â�b  IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�K�r�M��

• >&�õ�–>' port number �_�c�
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�§�î�Â�b�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î
�º$��•�c  80 �[�M��

• >&�õ�–>'3æ�™
– IP �”�»�Þ�«�_�Q#Ý�M�•  source 
ip-address �†
°�Š�K�r�M��

>&�@>' �Ÿ�î�á�î�»  encrypt �c�¥�Ð�å�»�Û�–�å�b�Ê�Ý�É  �«
�º�Ü�å�¢�_/²&g�I�€�r�M�@�
�§�Ï�î�º�I�€�Z�8�r
�O�‡��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show cns config stats
 �r�S�c  
show cns config outstanding

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �š�î�ª�™�å�º�_6õ�M�•�_���†&�
1��K�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K
�r�M��
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Cisco IOS �š�î�ª�™�å�º�b0¿��
Cisco IOS �–�Ó�î�ª  �š�î�ª�™�å�º�_�|�•�¹�Â�–�«�b�”�µ�É�¢�Þ�î�»

Cisco IOS �¹�Â�–�«�b�±0d�•�¿�µ�º�á�î�¡�†)T�â�M�•'ö#.*…�_�c�
 �–�Ó�î�ª  �Ç�“�–�Ý�†�¨�X�b�Ü�Ô�î�º  
�¹�Â�–�«�_�ß�î�»�M�•�S�u�b+¬�·�Ó�•�½�¬�Ò�@�²0[�\�^�~�r�M���¤�Ñ�b�¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î
�©�Ù�å�c�
��/œ�M�•�–�Ó�î�ª�b�ô���>�|�g  Cisco �œ�å�Û�–�å  �¯�Ç�º�˜�™�”  �­�å�±�î�?�}�w�™�K�S�–
�Ó�î�ª�b'ö#.�‰�2�†�ô���M�•�b�_�}�<�[�M���Ú�b�–�Ó�î�ª4Ä�™�¯�Ü�×�î�©�Ù�å�[�c�
�X���b�¹�Â�–�«�†
�•�Â�î�M�•�|�:�«�£�î�Ý�O�N�
�Ç�“�–�”�˜�›�î�Ý�b�¥�G�:
��b�¹�Â�–�«�_�c�–�Ó�î�ª�†4Ä�™�[�A�r�O
�‡�� CNS �–�Ó�î�ª  �š�î�ª�™�å�º�†�Q#Ý�M�•�\�
'ö#.�I�€�S�¹�Â�–�«�c�¿�µ�º�á�î�¡�K)F�†6ä���K�Z�

�Ç�“�–�”�˜�›�î�Ý�b�¥�G�:
��b�¹�Â�–�«�_�–�Ó�î�ª  �§�î�Â�l�b�”�¡�­�«�†0Á�•�K�Z�
�–�Ó�î�ª�b�²�˜
�å�ß�î�»�†0[�Ó�[�A�•�|�:�_�^�~�r�M��

�–�Ó�î�ª  �š�î�ª�™�å�º�†�Q#Ý�M�•�\�
 1 �X�r�S�c0
�X�b�¹�Â�–�«�†�²�˜�å�ß�î�»�[�A�r�M���«�–�µ�³�_
�c�
�Q�€�}�b�¹�Â�–�«�V�['��·�M�•�–�Ó�î�ª  �š�î�ª�™�å�º�@�²0[�[�M��

CNS �–�Ó�î�ª  �š�î�ª�™�å�º�b�²�ó

�–�Ó�î�ª  �š�î�ª�™�å�º�@'��·�M�•  1 �X�r�S�c0
�X�b�¹�Â�–�«�†�”�µ�É�¢�Þ�î�»�M�•�S�_�
���b�²�ó�†
&�1��K�Z�C�T�I�8��

• �Ç�“�–�Ý  �§�î�Â�V�b  Cisco IOS �–�Ó�î�ª�b�A(á���d�†�ô���K�Z�
�Ú�b�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«
�@�G�b�–�Ó�î�ª�†�Q#Ý�[�A�•�|�:�_�K�r�M���–�Ó�î�ª�b�A(á�>�|�g4Ä�™�_  CNS Event Bus �†�Q#Ý
�M�•���œ�
 CNS �–�Ë�å�º  �š�î�ª�™�å�º�@0¿���I�€�Z�8�•�²0[�@�6�~�r�M��

• �Ç�“�–�Ý  �§�î�Â�†�­�µ�º�”�µ�É�K�Z�
�¿�µ�º�á�î�Ÿ�å�¢  �¹�Â�–�«�@  HTTPS �É�ß�º�¥�Ý�†�Q#Ý�K
�Z�‚�K�8�–�Ó�î�ª�†�²�˜�å�ß�î�»�[�A�•�|�:�_�K�r�M��

• �–�Ó�î�ª  �š�î�ª�™�å�º  �œ�Ì�Þ�î�©�Ù�å�_�|�~#Õ�B�I�€�•�š�Û�î  �Ó�µ�­�î�ª�b��#.�‰�2�†�ô���K�r
�M���š�Û�î  �Ó�µ�­�î�ª�c�
 CNS Event Bus�
 HTTP�
�r�S�c  HTTPS URL �_3æ�™�[�A�r�M��

CNS �–�Ó�î�ª  �š�î�ª�™�å�º�b�D7H�¦8o

+¬�·�–�Ó�î�ª  �ß�î�»�b�·�8�p�c�
 Cisco IOS �¹�Â�–�«�\�–�Ó�î�ª�†�f�j�M�•�Ç�“�–�Ý  �§�î�Â�\�b�K)F
�@�)�•�I�€�^�8�|�:�_�M�•�²0[�@�6�~�r�M���–�Ó�î�ª�b�Ü�ß�î�»�c�
�Ó�Ô�Ü�e8Ÿ�>�|�g�K)F�e8Ÿ�b�P1ß
�\�^�~�r�M���r�S�
 Cisco IOS �¹�Â�–�«�@�q�6�b�–�Ó�î�ª�b�Ü�ß�î�»�_�»�K�K�S���œ�
�Ú�b�–�Ó�î�ª�†
�È�î�º�[�A�•�|�:�_�
�È�î�º  �œ�É�©�Ù�å�†0¿���M�•�²0[�@�6�~�r�M��

�«�–�µ�³�['��·�M�•�–�Ó�î�ª  �š�î�ª�™�å�º�†4:#Ý�M�•���œ�
�G�b�Ú�_���b�D7H�¦8o�@�6�~�r�M��

• �²�˜�å�ß�î�»�[�A�•�b�c�
 tar �–�Ó�î�ª  �Ç�“�–�Ý�_7H�}�€�r�M�� bin �–�Ó�î�ª  �Ç�“�–�Ý�b�²�˜�å
�ß�î�»�c�§�Ï�î�º�I�€�r�O�‡��

• %$�K�²�˜�å�ß�î�»  �œ�É�©�Ù�å�T�E�@�§�Ï�î�º�I�€�r�M���æ���b�¥�ì�_�²�˜�å�ß�î�»�†�M�•�|�:�_
�c�«�£�ª�×�î�Ü�å�¢�[�A�r�O�‡��

• [Associate Image with Device] �˜�•�å�»�˜�b  [Destination] �Ç�•�î�Ý�»�c�
�§�Ï�î�º�I�€�r�O�‡��

0ò(ý�_�X�8�Z�c�
 CNS IE2100 �b�Ð�½�×�”�Ý�>�|�g�� Cisco IOS Configuration Fundamentals 
Configuration Guide�� Release 12.2 �b�� File Management���†�g!·�K�Z�C�T�I�8��

�–�Ó�î�ª  �š�î�ª�™�å�º�†6ä���K�Z�
�‚�K�8�–�Ó�î�ª�b&�1��>�|�g�¹�Â�–�«�b�”�µ�É�¢�Þ�î�»�†/œ�:�_
�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��
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'¨  4 'v      Cisco IOS Configuration Engine �b0¿��
CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b/²&g
>&�@>' ���_�
�”�»�Þ�«  172.20.249.20 �b�§�î�Â�?�}�«�–�µ�³�†�”�µ�É�¢�Þ�î�»�M�•�[�†&g�K�r�M��

Switch(config)> configure terminal
Switch(config)# ip host cns-dsbu.cisco.com 172.20.249.20  
Switch(config)# cns trusted-server all-agents cns-dsbu.cisco.com 
Switch(config)# no cns aaa enable cns event 172.20.249.20 22022  
Switch(config)# cns image retry 1 
Switch(config)# cns image server http://172.20.249.20:80/cns/HttpMsgDispatcher status  
http://172.20.249.20:80/cns/HttpMsgDispatcher
Switch(config)# end

show cns image �«�¸�î�±�«  �Ø�î�¨  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�G�\�_�|�~�
�–�Ó�î�ª  �²�˜�å�ß�î�»�b
�«�¸�î�±�«�†&�1��[�A�r�M��

CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b/²&g
/² 4-2�_0°3U�I�€�S"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�M�•�\�
 CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�_���†/²&g�[�A
�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�¸�µ�É 2 ip host { ip-address} { hostname} IP �”�»�Þ�«�>�|�g�–�Ë�å�º  �¤�î�º�˜�™�–�b�Í�«�º�¡�†

°�Š�K�r�M��

�«�¸�µ�É 3 cns trusted-server all-agents { hostname} CNS �š�î�ª�™�å�º�b�™8—�I�€�•�§�î�Â�†�æ���K�r�M��

�«�¸�µ�É 4 no cns aaa enable cns event { ip-address} { port number} �–�Ë�å�º  �¤�î�º�˜�™�–�V�b  Authentication, 
Authorization, Accounting>&AAA; 1�0É�
1��•�
�”�•
�˜�å�¸�•�å�¢>'1�0É�†�¹�•�­�î�È�Ý�_�K�r�M��

�«�¸�µ�É 5 cns image retry { number} �–�Ó�î�ª�b�Ü�º�Û�–�X�>�|�g�²�˜�å�ß�î�»�X�†�æ���K
�r�M��

�«�¸�µ�É 6 cns image server { ip-address} status { ip-address} �§�î�Â�?�}�«�–�µ�³�_�–�Ó�î�ª�†�²�˜�å�ß�î�»�K�r�M��

�«�¸�µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

/² 4-2 CNS �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b/²&g

�¥�Ð�å�» % $×

show cns config connections CNS Cisco IOS �š�î�ª�™�å�º�b�K)F�b�«�¸�î�±�«�†/²&g�K�r�M��

show cns config outstanding 6ä���K�S�_�v�?�?�ƒ�}�N�
�r�T)
�¢�K�Z�8�^�8�j�(>&4Š�(>' CNS 
0¿���_6õ�M�•�_���†/²&g�K�r�M��

show cns config stats Cisco IOS �š�î�ª�™�å�º�b)+0£�_���†/²&g�K�r�M��

show cns event connections CNS �–�Ë�å�º  �š�î�ª�™�å�º�b�K)F�b�«�¸�î�±�«�†/²&g�K�r�M��

show cns event stats CNS �–�Ë�å�º  �š�î�ª�™�å�º�b)+0£�_���†/²&g�K�r�M��

show cns event subject �”�É�Ü�£�î�©�Ù�å�_�|�W�Z�§�È�«�¡�Û�–�È�I�€�S�–�Ë�å�º  �š�î�ª�™
�å�º�b�ó�¡�Ü�«�º�†/²&g�K�r�M��
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C H A P T E R 5

�«�–�µ�³�b'ö#.

�G�b'v�[�c�
 Cisco ME 3400E �–�î�§�¿�µ�º  �«�–�µ�³�†'ö#.�M�•�S�u�b  1 �G7H�~�b�m8p�_�X�8�Z1��Â�K
�Z�8�r�M��

�G�b'v�[1��Â�M�•
Æ���c�
���b�\�>�~�[�M��

• ���©�«�¸�Ò�¥�ì�b'ö#.�� >&P.5-1>'

• ���©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿���� >&P.5-14>'

• ���Â�¼�î�b�8�B�� >&P.5-17>'

• �� MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.�� >&P.5-19>'

• �� ARP �¸�î�È�Ý�b'ö#.�� >&P.5-31>'

�©�«�¸�Ò�¥�ì�b'ö#.
Network Time Protocol>&NTP>'�^�]�b+¬�·0¿���‰�'�
�r�S�c�m�·0¿���‰�'�†�Q#Ý�K�Z�
�«�–�µ�³�b�©
�«�¸�Ò�¥�ì�†'ö#.�K�r�M��

>&�@>' �G�G�[1��Â�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• ���©�«�¸�Ò  �¡�ß�µ�¡�b�+0[�� >&P.5-2>'

• �� NTP �b�+0[�� >&P.5-2>'

• �� NTP �b0¿���� >&P.5-4>'

• ���m�·�[�b�¥�ì�b0¿���� >&P.5-11>'
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�©�«�¸�Ò  �¡�ß�µ�¡�b�+0[  
�ì�I�§�î�Å�«�b�p�>�\�^�•�b�c�©�«�¸�Ò  �¡�ß�µ�¡�[�M���G�b�¡�ß�µ�¡�c�©�«�¸�Ò�@�«�±�î�º�”�µ�É�K
�S%•6ë�?�}'��·�K�
�¥�ì�†�–�ì%�0i�K�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
���b�¯�î�«�_�|�~0¿���[�A�r�M��

• NTP

• �m�·0¿��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
���b�§�î�Å�«�_�ì�I�†�f�j�K�r�M��

• �Ø�î�¨�b  show �¥�Ð�å�»

• �ß�¢�>�|�g�¹�Â�µ�¢  �Ó�µ�­�î�ª

�©�«�¸�Ò  �¡�ß�µ�¡�c�
 Universal Time Coordinated>&UTC; �a#ú�† =�ì>' �
�9�¡  Greenwich Mean Time
>&GMT; �¢�Ü�½�µ�ª�† =�ì>'�_�ö�Y�8�Z�©�«�¸�Ò
Æ4Š�b�ì�I�†�–�ì%�0i�K�r�M���ß�î�•�Ý�b�±�–�Ò  �°�î
�å�>�|�g�Ÿ�ì6ë�_6õ�M�•�_���†0¿���M�•�G�\�_�|�~�
�ì�I�@�ß�î�•�Ý�b�±�–�Ò  �°�î�å�_�Â�L�Z�G&��_
/²&g�I�€�•�|�:�_�[�A�r�M��

�©�«�¸�Ò  �¡�ß�µ�¡�c�
�ì�I�@ �™8—�[�A�• �?�]�:�?>&�X�r�~�
�™8—�[�A�•�\0b�^�I�€�•�±�–�Ò  �¯�î�«�_�|�W
�Z�ì�I�@0¿���I�€�Z�8�•�?>'�†�–�ì%�0i�K�r�M���™8—�[�A�^�8���œ�c�
�ì�I�c/²&g% $×�T�E�_�<#Ý�I�€�


Ì4Ä�™�I�€�r�O�‡��0¿���b0ò(ý�_�X�8�Z�c�
 ���m�·�[�b�¥�ì�b0¿���� >&P.5-11>' �†�g!·�K�Z�C�T�I�8��

NTP �b�+0[

NTP �c�
�¿�µ�º�á�î�¡�V�b�¹�Â�–�«6ë�b�ì�I�b� �‡�ì�†% $×�_�K�Z�8�r�M�� NTP �c  UDP �['��·�K�

UDP �c  IP �V�['��·�K�r�M�� NTP �c  RFC 1305 �_0d���I�€�Z�8�r�M��

NTP �¿�µ�º�á�î�¡�c3û�–�
�Û�ª�œ  �¡�ß�µ�¡�x�±�–�Ò  �§�î�Â�_�K)F�I�€�S�N�Ê�ì0£�^�]�
�™8—�[�A�•�±
�–�Ò  �¯�î�«�?�}�Q�b�ì�I�†�v�“�K�r�M���Q�b�6�\�
 NTP �c�¿�µ�º�á�î�¡�_�G�b�ì�I�†4Ä�™�K�r�M��
NTP �c�A�ƒ�u�Z� "á$×�[�
 1 �(6ë�_  1 �Ã�£�µ�º�†�Q#Ý�M�•�T�E�[�
 2 �X�b�¹�Â�–�«�†  1 �Ñ�Ü&Ê�è
Æ�_� 
�‡�ì�[�A�r�M��

NTP �c�
 �«�º�Û�±�Ò>&7u�™>' �\�8�:�+�Õ�†�Q#Ý�K�Z�
�™8—�[�A�•�±�–�Ò  �¯�î�«�\�¹�Â�–�«�@7³�€�Z�8
�•  NTP �Í�µ�É�X�†0°3Ù�K�r�M���«�º�Û�±�Ò  1 �±�–�Ò  �§�î�Â�_�c�
�Û�ª�œ  �¡�ß�µ�¡�r�S�c�N�Ê�ì0£�@%$
�K�K)F�I�€�Z�>�~�
�«�º�Û�±�Ò  2 �±�–�Ò  �§�î�Â�c�
 NTP �†�Q#Ý�K�Z�«�º�Û�±�Ò  1 �±�–�Ò  �§�î�Â�?�}�ì
�I�†�v�“�K�r�M>&�è7F�b�«�º�Û�±�Ò�v� �]�[�M>' �� NTP �@'��·�M�•�¹�Â�–�«�c�
�±�–�Ò  �¯�î�«�\�K�Z�

NTP �†�Q#Ý�K�Z3û�™�M�•�«�º�Û�±�Ò$��•�@�q�a�b�¹�Â�–�«�†+¬�·$×�_4E�¥�K�r�M���G�b�‰�2�_�|�W�Z�

NTP �ì�I4Ä�™�b+¬�·)…�B�º�¶�Ü�î�@� "á$×�_�S(��I�€�r�M��

NTP �[�c�
� �‡�ì�I�€�Z�8�^�8�¹�Â�–�«�\� �‡�ì�K�^�8�G�\�_�|�W�Z�
�ì�I�@�G&��[�^�8�¹�Â�–�«�\
�b� �‡�ì�†75�B�r�M���r�S�
 NTP �[�c�
0
�X�b�¹�Â�–�«�?�}���Ì�I�€�•�ì�I�†�š3Q�K�Z�
�«�º�Û�±�Ò
�b$��•�@�`�I�C�Z�v�
�ì�I�@�Ú�b�¹�Â�–�«�\�±�œ�_$��^�•�¹�Â�–�«�\�c� �‡�ì�K�r�O�‡��

NTP �@'��·�M�•�¹�Â�–�«6ë�b3û�™>& �”�¯�©�š�î�©�Ù�å >'�c�
3û�–�«�±�¸�•�µ�¡�_0¿���I�€�r�M���›�¹
�Â�–�«�_�c�
�”�¯�©�š�î�©�Ù�å�†�8�B�M�m�A
²�¹�Â�–�«�b  IP �”�»�Þ�«�@�Z�<�}�€�r�M���”�¯�©�š�î
�©�Ù�å�b�Ì�”�\�^�•�¹�Â�–�«6ë�[  NTP �Ó�µ�­�î�ª�†�º�n�M�•�G�\�_�|�W�Z�
�G&��^�ì�I�b)T�â�@�•+�
�_�^�~�r�M���S�T�K�
 LAN #”�C�[�c�
�æ�ƒ�~�_  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�Q#Ý�M�•�|�:�_  
NTP �†0¿���[�A�r�M���"�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�w�™�M�•�|�:�_�›�¹�Â�–�«�†0¿���M�€�d
�|�8�b�[�
�G�b�æ�p�m�•�_�|�W�Z0¿���8���@���Æ�_�^�~�r�M���S�T�K�
�G�b���œ�c�
�_���b�v�€�c�M�‰
�¥�_7H�}�€�r�M��

�¹�Â�–�«�V�[)T�â�I�€�•�ì�I�c5�0[�^�Ü�¯�î�«�[�M�� NTP �b�­�Ÿ�×�Ü�¸�•�µ+��†�Q#Ý�K�Z�
�Y�G&��^
�ì�I�@1��W�Z�6�•�8�c�–�W$×�_0¿���I�€�•�G�\�†75�8�[�C�T�I�8���”�¡�­�«  �Ü�«�º  �Ë�î�«�b�D7H�«
�Ÿ�î�Ò�\�/�•�ì1�0É�Ó�•�½�¬�Ò�b�
 2 �X�b�Ó�•�½�¬�Ò�@�<#Ý�[�A�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�©�«�¥�b  NTP �c�«�º�Û�±�Ò  1 �§�î�Å�«�†�§�Ï�î�º�K�Z�8�^�8�b�[�
�Û�ª�œ  �¡�ß�µ�¡�r�S�c�N�Ê�ì0£�_
�K)F�[�A�r�O�‡�� IP �–�å�±�î�¿�µ�º�[�<#Ý�[�A�•�Ã�È�Ü�µ�¡  NTP �§�î�Â�?�}�¿�µ�º�á�î�¡�b�ì�I�§�î
�Å�«�†�w�E�•�G�\�†�N�á�K�r�M��

�W 5-1 �_�
 NTP �†�Q#Ý�K�S�M+á$×�^�¿�µ�º�á�î�¡�[�†&g�K�r�M���«�–�µ�³  A �c  NTP �Ð�«�±�î�[�M���«
�–�µ�³  B�
�«�–�µ�³  C�
�«�–�µ�³  D �c�
�«�–�µ�³  A �_6õ4��Ü�E�}�€�S�§�î�Â�_�>�8�Z  NTP �§�î�Â  �Ô�î
�»�[0¿���I�€�Z�8�r�M���«�–�µ�³  E �c�”�µ�É�«�º�Ü�î�Ò�>�|�g�²�˜�å�«�º�Ü�î�Ò  �«�–�µ�³>&�«�–�µ�³  
B �>�|�g�«�–�µ�³  F>'�_�P�M�•  NTP �Æ�”�\�K�Z0¿���I�€�Z�8�r�M��

�W 5-1 �M+á$×�  ̂NTP �¿�µ�º�á�î�¡�S�B

�¿�µ�º�á�î�¡�@�–�å�±�î�¿�µ�º�_�K)F�I�€�Z�8�^�8���œ�
�©�«�¥�b  NTP �_�|�W�Z�
��7•�_�c�Ú�b�‰�2
�[�ì�I�@�Û*f�I�€�Z�8�Z�v�
 NTP �†�Q#Ý�K�Z� �‡�K�Z�8�•�|�:�_"I���b�¹�Â�–�«�b�·�8�†0¿���[�A�r
�M���Ú�b�¹�Â�–�«�c�
 NTP �_�|�~�G�b�¹�Â�–�«�\� �‡�ì�I�€�r�M��

0
�X�b�±�–�Ò  �¯�î�«�@�6�•���œ�c�
 NTP �c�–�_�
�|�~�™8—�[�A�•�\0b�^�I�€�r�M�� NTP �b�ì�I�c�
�Ú
�b�‰�2�_�|�•�ì�I�_
ƒ
›�K�r�M��

�8�C�X�?�b�Ó�î�•�î�[�c+¬&k�b�Í�«�º  �©�«�¸�Ò�_  NTP �¯�Ç�º�˜�™�”�†)��s
°�€�Z�>�~�
 UNIX �©�«�¸
�Ò#Ý�b�Â�î�ª�Ù�å�x�Q�b�t#Õ�¯�Ç�º�˜�™�”�v�<#Ý�[�A�r�M���G�b�¯�Ç�º�˜�™�”�_�|�W�Z�
�Í�«�º  �©�«
�¸�Ò�v�ì6ë�@� �‡�ì�I�€�r�M��

�,���6�4  F

�,���6�4  A

�b�o�"�,�9�o�*�Z�f

�b�o�"�,�9�o�*�Z�f

�`�o���^
�b�o�"�#�^�o�J

�(�o�C

10
13

49

�,���6�4  B

�,���6�4  E

�,���6�4  C �,���6�4  D
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
NTP �b0¿��

�«�–�µ�³�c�Á�î�»�˜�™�”�§�Ï�î�º  �¡�ß�µ�¡�†
��<�Z�>�}�N�
�¥4Š  NTP �¯�î�«�@�<#Ý�[�A�^�8�\�A�_�

�Æ�”�@+¬3��†� �‡�ì�M�•�S�u�b  NTP �Ð�«�±�î  �¡�ß�µ�¡�\�K�Z�µ+��[�A�r�O�‡���G�b�«�–�µ�³�c�
�•�Þ
�å�²�î�_�P�M�•�Á�î�»�˜�™�”  �§�Ï�î�º�v
��<�Z�8�r�O�‡���Q�b�S�u�
 ntp update-calendar �>�|�g  ntp 
master �b�›�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�@�Q#Ý�[�A�r�O�‡��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �� NTP �b�¹�Ç�›�Ý�º0¿���� >&P.5-4>'

• �� NTP 1�0É�b0¿���� >&P.5-4>'

• �� NTP �”�¯�©�š�î�©�Ù�å�b0¿���� >&P.5-5>'

• �� NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�«�b0¿���� >&P.5-7>'

• �� NTP �”�¡�­�«�D7H�b0¿���� >&P.5-8>'

• �� NTP �Ã�£�µ�º#Ý�b3æ�™
–  IP �”�»�Þ�«�b0¿���� >&P.5-10>'

• �� NTP 0¿���b/²&g�� >&P.5-11>'

NTP �b�¹�Ç�›�Ý�º0¿��

/² 5-1 �_�
 NTP �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

NTP �c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M���M�m�Z�b�–�å
�±�î�Ç�™�–�«�c�
 NTP �Ã�£�µ�º�†�w�™�K�r�M��

NTP 1�0É�b0¿��

�G�b�m8p�c�
 NTP �§�î�Â�b'ö#.*…�\1*�Z�M�•�²0[�@�6�~�r�M���G�b�m8p�[0¿���M�•�_���c�
�ì�I�†  
NTP �§�î�Â�\� �‡�ì�M�•�S�u�_�«�–�µ�³�@�Q#Ý�M�•�§�î�Â�_�P�Â�K�Z�8�•�²0[�@�6�~�r�M��

�­�Ÿ�×�Ü�¸�•% $×�[�Ú�b�¹�Â�–�«�\�b�”�¯�©�š�î�©�Ù�å>&�G&��^�ì6ë�b)T�â�†/œ�:  NTP '��·�¹�Â�–�«
6ë�b3û�™>'�†1�0É�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

/² 5-1 NTP �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

NTP 1�0É �¹�•�­�î�È�Ý��1�0É6=�c�æ���I�€�Z�8�r�O�‡��

NTP �Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î
�©�Ù�å

0¿���^�K

NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�« �¹�•�­�î�È�Ý���]�b�–�å�±�î�Ç�™�–�«�v  NTP �È�ß�î�»�Ÿ�Õ�«�º  
�Ã�£�µ�º�†3æ�w�™�K�r�O�‡��

NTP �”�¡�­�«�D7H �”�¡�­�«�D�š�c�æ���I�€�Z�8�r�O�‡��

NTP �Ã�£�µ�º3æ�™
–  IP �”�»�Þ�« 3æ�™
–�”�»�Þ�«�c�
$Î�™�–�å�±�î�Ç�™�–�«�_�|�W�Z0¿���I�€�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp authenticate �¹�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�•  NTP 1�0É�µ+��†�–
�¿�î�È�Ý�_�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
NTP 1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp authenticate �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��1�0É6=�†�P7V�M�•�_�c�
 no ntp authentication-key number �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���¹�Â�–�«  ID �b1�0É�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp 
trusted-key key-number �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

NTP �Ã�£�µ�º�_1�0É6=  42 �†0¿���K�Z�8�•�¹�Â�–�«�\�T�E� �‡�M�•�|�:�_�«�–�µ�³�†0¿���M�•�[�†���_
&g�K�r�M��

Switch(config)# ntp authenticate
Switch(config)# ntp authentication-key 42 md5 aNiceKey
Switch(config)# ntp trusted-key 42

NTP �”�¯�©�š�î�©�Ù�å�b0¿��

NTP �”�¯�©�š�î�©�Ù�å�c�
�Æ�”  �”�¯�©�š�î�©�Ù�å>&�«�–�µ�³�†�Ú�b�¹�Â�–�«�_� �‡�ì�M�•�?�
�Ú�b�¹
�Â�–�«�†�«�–�µ�³�_� �‡�ì�I�O�•�?�b�]�U�}�?�@�•+�>'�_0¿���M�•�G�\�v�
�§�î�Â  �”�¯�©�š�î�©�Ù�å

>&�«�–�µ�³�†�Ú�b�¹�Â�–�«�_� �‡�ì�I�O�•�T�E�[�
�Q�b3ë�c�[�A�^�8>'�_0¿���M�•�G�\�v�[�A�r�M��

�«�¸�µ�É 3 ntp authentication-key number md5 value 1�0É6=�†��*O�K�r�M���¹�Ç�›�Ý�º0¿���[�c�1�v��*O�I�€�Z�8�r�O
�‡��

• number �_�c�
6=�b$��•�†�æ���K�r�M���æ���[�A�•(
�V�c  1 >|  
4294967295 �[�M��

• md5 �c�
 Message Digest Algorithm 5>&MD5>'�†�Q#Ý�K�Z
�Ó�µ�­�î�ª1�0É�§�Ï�î�º�@/œ�ƒ�€�•�G�\�†�æ���K�r�M��

• value �_�c�
6=�_�P�M�•  8 �e�Ð�r�[�b�õ�–�b�e�Ð�4�†
°�Š�K�r�M��

�«�–�µ�³�\�¹�Â�–�«�b�n�‰�@�8�N�€�?�b1�0É6=�†�â�U�
 ntp 
trusted-key key-number �¥�Ð�å�»�_�|�W�Z6=$��•�@�æ���I�€�Z�8
�^�8�?�B�~�
�«�–�µ�³�c�¹�Â�–�«�\� �‡�ì�K�r�O�‡��

�«�¸�µ�É 4 ntp trusted-key key-number 1 �X�r�S�c0
�X�b6=$��•>&�«�¸�µ�É  3 �[��*O�K�S�v�b>'�†�æ���K�r
�M���Æ�”  NTP �¹�Â�–�«�c�
�G�b�«�–�µ�³�\� �‡�ì�M�•�S�u�
�G�b
�«�–�µ�³�l�b  NTP �Ã�£�µ�º
Æ�_�G�b6=$��•�†0¿���K�^�E�€�d�^�~
�r�O�‡��

�¹�Ç�›�Ý�º0¿���[�c�
�™8—�I�€�•6=�c��*O�I�€�Z�8�r�O�‡��

key-number �_�c�
�«�¸�µ�É  3 �[��*O�I�€�S6=�†�æ���K�r�M��

�G�b�¥�Ð�å�»�c�
�«�–�µ�³�@�
�™8—�I�€�Z�8�^�8�¹�Â�–�«�\1��W
�Z� �‡�ì�M�•�b�†75�B�r�M��

�«�¸�µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�9�b�¹�Â�–�«�\�b  NTP �”�¯�©�š�î�©�Ù�å�†�g�B�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r
�M��

�”�¯�©�š�î�©�Ù�å�c�
�M'ƒ�b�¹�Â�–�«�_�K�?0¿���M�•�²0[�@�6�~�r�O�‡���v�:�M�‰�b�¹�Â�–�«�_�c+¬�·
$×�_�”�¯�©�š�î�©�Ù�å�@0¿���I�€�r�M���¹�Ç�›�Ý�º�b  NTP �Â�î�ª�Ù�å>&�Â�î�ª�Ù�å  3>'�†�Q#Ý�K�Z�8
�Z  NTP �@� �‡�ì�I�€�^�8���œ�c�
 NTP �b�Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z�s�Z�C�T�I�8���–�å�±�î�¿�µ�º�['�
�·�K�Z�8�•�¨�C�b  NTP �§�î�Â�c�Â�î�ª�Ù�å  2 �[�M��

�Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î�©�Ù�å�†�P7V�M�•�_�c�
 no ntp peer ip-address �r�S�c  no ntp server 
ip-address �b�›�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

NTP �Â�î�ª�Ù�å  2 �†�Q#Ý�K�Z IP �”�»�Þ�«  172.16.22.44 �b�Æ�”�b�¡�ß�µ�¡�_�
�©�«�¸�Ò  �¡�ß�µ�¡�†� 
�‡�ì�M�•�|�:�_�«�–�µ�³�†0¿���M�•�‰�2�†�
���b�[�_&g�K�r�M��

Switch(config)# ntp server 172.16.22.44 version 2

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp peer ip-address [version number] 
[key keyid] [source interface] [prefer]

�r�S�c  

ntp server ip-address [version number] 
[key keyid] [source interface] [prefer]

�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�_�Æ�”�†� �‡�ì�M�•�?�
�Æ�”�_�|�W�Z� �‡
�ì�M�•>&�Æ�”  �”�¯�©�š�î�©�Ù�å>'�|�:�_0¿���K�r�M��

�r�S�c

�«�–�µ�³�b�©�«�¸�Ò  �¡�ß�µ�¡�†�±�–�Ò  �§�î�Â�_�|�W�Z� �‡�ì�M�•>&�§�î
�Â �”�¯�©�š�î�©�Ù�å>'�|�:�_0¿���K�r�M��

�Æ�”�r�S�c�§�î�Â  �”�¯�©�š�î�©�Ù�å�c�¹�Ç�›�Ý�º�[�c��*O�I�€�Z�8�r�O
�‡��

• �Æ�”  �”�¯�©�š�î�©�Ù�å�b  ip-address �_�c�
�¡�ß�µ�¡�b� �‡�ì�†/œ
�:�
�r�S�c� �‡�ì�b�P1ß�\�^�•�Æ�”�b  IP �”�»�Þ�«�†�æ���K�r�M��
�§�î�Â  �”�¯�©�š�î�©�Ù�å�[�c�
�¡�ß�µ�¡�b� �‡�ì�†/œ�:�±�–�Ò  �§�î
�Â�b  IP �”�»�Þ�«�†�æ���K�r�M��

• >&�õ�–>' number �_�c�
 NTP �b�Â�î�ª�Ù�å$��•�†�æ���K�r�M���æ���[
�A�•(
�V�c  1 >|  3 �[�M���¹�Ç�›�Ý�º�[�c�Â�î�ª�Ù�å  3 �@4E�¥�I�€�Z
�8�r�M��

• >&�õ�–>' keyid �_�c�
 ntp authentication-key �¢�ß�î�Â�Ý  �¥�å�Ç�•
� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�[��*O�I�€�S1�0É6=�†
°�Š�K�r�M��

• >&�õ�–>' interface �_�c�
 IP �b3æ�™
–�”�»�Þ�«�†�v�“�M�•�–�å�±�î
�Ç�™�–�«�†�æ���K�r�M���¹�Ç�›�Ý�º�[�c�
3æ�™
–  IP �”�»�Þ�«�c$Î�™
�–�å�±�î�Ç�™�–�«�?�}�v�“�K�r�M��

• >&�õ�–>'�Ÿ�î�á�î�»  prefer �†�æ���M�•�\�
�G�b�Æ�”�r�S�c�§�î�Â�@
� �‡�ì�†/œ�:
ƒ
›�Æ�”�r�S�c�§�î�Â�_�^�~�r�M���G�b�Ÿ�î�á�î�»�c�

�Æ�”�\�§�î�Â6ë�b�)�~�n�<�†�ö�}�K�r�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Å�«�b0¿��

NTP �@'��·�M�•�¹�Â�–�«6ë�b3û�™>& �”�¯�©�š�î�©�Ù�å >'�c3û�–�
�«�±�¸�•�µ�¡�_0¿���I�€�r�M���›�¹
�Â�–�«�_�c�
�”�¯�©�š�î�©�Ù�å�†�8�B�M�m�A�M�m�Z�b�¹�Â�–�«�b  IP �”�»�Þ�«�@�Ü�Z�I�€�r�M���”�¯�©
�š�î�©�Ù�å�b�Ì�”�\�^�•�¹�Â�–�«6ë�[  NTP �Ó�µ�­�î�ª�†�º�n�M�•�G�\�_�|�W�Z�
�G&��^�ì�I�b)T�â�@
�•+��_�^�~�r�M���S�T�K�
 LAN #”�C�[�c�
�æ�ƒ�~�_  IP �È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†�Q#Ý�M�•�|�:
�_  NTP �†0¿���[�A�r�M���"�_�È�ß�î�»�Ÿ�Õ�«�º  �Ó�µ�­�î�ª�†3æ�w�™�M�•�|�:�_�›�¹�Â�–�«�†0¿���M�€
�d�|�8�b�[�
�G�b�æ�p�m�•�_�|�W�Z0¿���8���@���Æ�_�^�~�r�M���S�T�K�
�G�b���œ�c�
�_���b�v�€�c�M
�‰�¥�_7H�}�€�r�M��

�Ý�î�±�b�|�:�_�¿�µ�º�á�î�¡�V�[�ì�I�_���†�È�ß�î�»�Ÿ�Õ�«�º�M�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Â�@�6
�•���œ�
�«�–�µ�³�c�–�å�±�î�Ç�™�–�«�H�\�_  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�w�™�[�A�r�M���«
�–�µ�³�c  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�_3æ�™�[�A�•�b�[�
�Æ�”�c�Q�€�_� �‡�ì�[�A�r�M���«
�–�µ�³�c  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�K�Z+¬3��b�¡�ß�µ�¡�†� �‡�ì�M�•�G�\�v�[�A�r�M���G
�G�[�c�
 NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b3æ�™�\�w�™�b�g�‰�b�m8p�_�X�8�Z1��Â�K�r�M��

NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�_3æ�™�K�Z�
�Æ�”�@+¬3��b�¡�ß�µ�¡�†�«�–�µ�³�_� �‡�ì�M�•�|
�:�
�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�_�|�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b3æ�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp 
broadcast �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†3æ�™�M�•�–�å�±�î�Ç�™�–�«�†�æ��
�K�
�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r
�M��

�«�¸�µ�É 3 no shutdown �²0[�_�Â�L�Z�
�Ï�î�º�†�–�¿�î�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�[�c�

User Network Interface>&UNI; �Ø�î�¨  �¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–
�«>'�\  Enhanced Network Interface>&ENI; �Ñ�G�¿�µ�º�á�î�¡  �–�å
�±�î�Ç�™�–�«>'�c�¹�•�­�î�È�Ý�_�
 Network Node Interface>&NNI; 
�¿�µ�º�á�î�¡  �À�î�»  �–�å�±�î�Ç�™�–�«>'�c�–�¿�î�È�Ý�_0¿���I�€�Z
�8�r�M��

�«�¸�µ�É 4 ntp broadcast [version number] [key keyid] 
[destination-address]

NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�Æ�”�_3æ�™�M�•�–�å�±�î�Ç�™�–�«
�†�–�¿�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�G�b�µ+��c�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�¹�•�­�î
�È�Ý�_0¿���I�€�Z�8�r�M��

• >&�õ�–>' number �_�c�
 NTP �b�Â�î�ª�Ù�å$��•�†�æ���K�r�M���æ
���[�A�•(
�V�c  1 >|  3 �[�M���Â�î�ª�Ù�å�†�æ���K�^�?�W�S���œ
�c�
�Â�î�ª�Ù�å  3 �@�Q#Ý�I�€�r�M��

• >&�õ�–>' keyid �_�c�
�Æ�”�_�Ã�£�µ�º�†3æ�™�M�•�\�A�_�Q#Ý�M�•
1�0É6=�†�æ���K�r�M��

• >&�õ�–>' destination-address �_�c�
�«�–�µ�³�_�¡�ß�µ�¡�†� �‡�ì
�K�Z�8�•�Æ�”�b  IP �”�»�Þ�«�†�æ���K�r�M��

�«�¸�µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�«�¸�µ�É 8 ���b�m8p�[1��Â�M�•�|�:�_�
�K)F�I�€�Z�8�•�Æ�”�@  NTP �È�ß�î�»
�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_0¿���K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
���_�
�Ï�î�º�@  NTP �Â�î�ª�Ù�å  2 �Ã�£�µ�º�†3æ�™�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast version 2

�K)F�K�S�Æ�”�?�}  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  
EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�_�|�•  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no ntp 
broadcast client �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���£ ��I�€�•�Û�˜
�å�»�º�Ü�µ�É4����†�¹�Ç�›�Ý�º0¿���_�š�f�M�•�_�c�
 no ntp broadcastdelay �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�Ï�î�º�@  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�|�:�_0¿���M�•�[�†&g�K�r�M��

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast client

NTP �”�¡�­�«�D7H�b0¿��

�è7F�[1��Â�M�•�|�:�_�
 2 �X�b�Þ�Ë�Ý�[  NTP �”�¡�­�«�†�D�š�[�A�r�M��

• ���”�¡�­�«  �¢�Ý�î�É�b�8�B�\�ö�•  IP �”�¡�­�«  �Ü�«�º�b�m�~�\�Z�� >&P.5-8>'

• ��"I���b�–�å�±�î�Ç�™�–�«�[�b  NTP �§�î�Å�«�b�¹�•�­�î�È�Ý�ì�� >&P.5-10>'

�”�¡�­�«  �¢�Ý�î�É�b�8�B�\�ö�•  IP �”�¡�­�«  �Ü�«�º�b�m�~�\�Z

�”�¡�­�«  �Ü�«�º�†�Q#Ý�K�Z  NTP �§�î�Å�«�l�b�”�¡�­�«�†�D�š�M�•�_�c�
 "I�’  EXEC �Ô�î�»�[���b�m8p
�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�

�–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 3 no shutdown �²0[�_�Â�L�Z�
�Ï�î�º�†�–�¿�î�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�[�c�
 UNI �\  
Enhanced Network Interfaces>&ENI; �Ñ�G�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–
�«>'�c�¹�•�­�î�È�Ý�
 NNI �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�«�¸�µ�É 4 ntp broadcast client �–�å�±�î�Ç�™�–�«�@  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º�†�w�™�[�A�•�|�:
�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�–�å�±�î�Ç�™�–�«�c  NTP �È�ß�î�»�Ÿ�Õ�«�º  �Ã�£�µ�º
�†�w�™�K�r�O�‡��

�«�¸�µ�É 5 exit �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 ntp broadcastdelay microseconds >&�õ�–>'�«�–�µ�³�\  NTP �È�ß�î�»�Ÿ�Õ�«�º  �§�î�Â�\�b6ë�b�£ ��I�€�•�Û
�˜�å�»�º�Ü�µ�É4����†�š�f�K�r�M��

�¹�Ç�›�Ý�º�c  3000 �Ð�–�¡�ß&Ê�[�M���æ���[�A�•(
�V�c  1 >|  999999 �[
�M��

�«�¸�µ�É 7 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 8 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 9 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�”�¡�­�«  �¢�Ý�î�É�b�Ÿ�î�á�î�»�c�
�q�`�b�D7H�?�}�q�±�b�D7H�_�
���b8p�Î�[�«�Ÿ�Õ�å�I�€�r�M��

1. peer>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�
�I�}�_�
�”�¡�­�«  �Ü�«�º�b�M+´�ö =�† 6�S�M�”�»
�Þ�«�†�â�X�¹�Â�–�«�\�«�–�µ�³�b� �‡�ì�†0Á�•�K�r�M��

2. serve>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�r�M�@�
�”�¡�­�«  �Ü�«�º�b�M+´�ö =�† 6�S�M�”�»
�Þ�«�†�â�X�¹�Â�–�«�\�«�–�µ�³�b� �‡�c0Á�•�K�r�O�‡��

3. serve-only>8�”�¡�­�«  �Ü�«�º�b�M+´�ö =�† 6�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�?�}�b�ì�I0[�Ó�_7H�~0Á
�•�K�r�M��

4. query-only>8�”�¡�­�«  �Ü�«�º�b�M+´�ö =�† 6�S�M�”�»�Þ�«�†�â�X�¹�Â�–�«�?�}�b  NTP �D�š�¡�š
�Ü�î�_7H�~0Á�•�K�r�M��

3æ�™
– IP �”�»�Þ�«�@�”�¡�­�«  �Ü�«�º�b0
�X�b�”�¡�­�«  �±�–�É�_�M+´�M�•���œ�c�
�q�6�b�±�–�É�@0Á�•
�I�€�r�M���”�¡�­�«  �¢�Ý�î�É�@�æ���I�€�Z�8�^�8���œ�c�
�M�m�Z�b�”�¡�­�«  �±�–�É�@�M�m�Z�b�¹�Â�–
�«�_0Á�•�I�€�r�M���8�N�€�?�b�”�¡�­�«  �¢�Ý�î�É�@�æ���I�€�Z�8�•���œ�c�
�æ���I�€�S�”�¡�­�«  �±�–
�É�_7H�~0Á�•�I�€�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp access-group { query-only | 
serve-only | serve | peer} 
access-list-number

�”�¡�­�«  �¢�Ý�î�É�†�8�B�K�
�ö�•  IP �”�¡�­�«  �Ü�«�º�†�m�~�\�Z�r�M��

�Ÿ�î�á�î�»�b�–�á�c���b�\�>�~�[�M��

• query-only>8NTP �D�š�¡�š�Ü�î�_7H�~0Á�•�K�r�M��

• serve-only>8�ì�I0[�Ó�_7H�~0Á�•�K�r�M��

• serve>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�c0Á�•�K�r�M�@�
�«�–�µ�³�\
�Ü�Ô�î�º  �¹�Â�–�«�\�b� �‡�ì�c0Á�•�K�r�O�‡��

• peer>8�ì�I0[�Ó�\  NTP �D�š�¡�š�Ü�î�†0Á�•�K�
�«�–�µ�³�\�Ü�Ô�î
�º  �¹�Â�–�«�\�b� �‡�ì�†0Á�•�K�r�M��

access-list-number �_�c�
 1 >|  99 �b(
�V�[�† =�b  IP �”�¡�­�«  �Ü�«�º$�
�•�†
°�Š�K�r�M��

�«�¸�µ�É 3 access-list access-list-number permit  
source [source-wildcard]  

�”�¡�­�«  �Ü�«�º�†�8�B�K�r�M��

• access-list-number �_�c�
�«�¸�µ�É  2 �[�æ���K�S$��•�†
°�Š�K�r�M��

• �Ÿ�î�á�î�»  permit  �†
°�Š�M�•�\�
�²�ó�@�M+´�K�S���œ�_�”�¡�­�«
�†0Á�•�K�r�M��

• source �_�c�
�«�–�µ�³�l�b�”�¡�­�«�@0Á�•�I�€�S�¹�Â�–�«�b  IP �”
�»�Þ�«�†
°�Š�K�r�M��

• >&�õ�–>' source-wildcard �_�c�
3æ�™
–�_4:#Ý�M�•�á�–�Ý�»�•�î�»  
�Å�µ�º�†
°�Š�K�r�M��

>&�@>' �”�¡�­�«  �Ü�«�º�†�8�B�M�•�\�A�c�
�”�¡�­�«  �Ü�«�º�b�Ž�•�_�/
;ò�b�Ä�°�e�@�¹�Ç�›�Ý�º�[�Ñ�~�K�
�Q�€�è�S�b�e�[�M+´�@0b�X
�?�}�^�?�W�S�M�m�Z�b�Ã�£�µ�º�_4:#Ý�I�€�•�G�\�_�@�–�K�Z�C
�T�I�8��

�«�¸�µ�É 4 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 5 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 6 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�«�–�µ�³  NTP �§�î�Å�«�_�P�M�•�”�¡�­�«�D�š�†�P7V�M�•�_�c�
 no ntp access-group { query-only | 
serve-only | serve | peer} �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

���_�
�«�–�µ�³�@�”�¡�­�«  �Ü�«�º  99 �?�}�b�Æ�”�_� �‡�ì�[�A�•�|�:�_0¿���M�•�[�†&g�K�r�M���S�T
�K�
�«�–�µ�³�c�”�¡�­�«  �Ü�«�º  42 �_�P�K�Z�c�”�¡�­�«�†�D7H�K�
�ì�I0[�Ó�_7H�~0Á�•�K�r�M��

Switch# configure terminal
Switch(config)# ntp access-group peer 99
Switch(config)# ntp access-group serve-only 42
Switch(config)# access-list 99 permit 172.20.130.5
Switch(config)# access list 42 permit 172.20.130.6

"I���b�–�å�±�î�Ç�™�–�«�[�b  NTP �§�î�Å�«�b�¹�•�­�î�È�Ý�ì  

NTP �§�î�Å�«�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�[�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�–�å�±�î�Ç�™�–�«�V�[  NTP �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†
��/œ�K�r�M��

�–�å�±�î�Ç�™�–�«�V�[  NTP �Ã�£�µ�º�b�w�™�†
Ì�Ø�–�¿�î�È�Ý�_�M�•�_�c�
 no ntp disable �–�å�±�î
�Ç�™�–�« �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

NTP �Ã�£�µ�º#Ý�b3æ�™
–  IP �”�»�Þ�«�b0¿��

�«�–�µ�³�@  NTP �Ã�£�µ�º�†3æ�™�M�•�\�
3æ�™
–  IP �”�»�Þ�«�c�
3û�–  NTP �Ã�£�µ�º�@3æ�™�I�€�S�–�å
�±�î�Ç�™�–�«�b�”�»�Þ�«�_0¿���I�€�r�M���M�m�Z�b  NTP �Ã�£�µ�º�_"I���b3æ�™
–  IP �”�»�Þ�«�†�Q#Ý�M
�•���œ�c�
 ntp source �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���”�»�Þ�«�c�æ���I
�€�S�–�å�±�î�Ç�™�–�«�?�}�v�“�K�r�M���–�å�±�î�Ç�™�–�«�V�b�”�»�Þ�«�†3É�™�Ã�£�µ�º#Ý�b��
›�\�K�Z
�Q#Ý�[�A�^�8���œ�_�
�G�b�¥�Ð�å�»�c�}�<�[�M��

3æ�™
– IP �”�»�Þ�«�b�v�“
›�\�^�•"I���b�–�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b
�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 interface interface-id �–�å�±�î�Ç�™�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�
�¹�•�­�î�È
�Ý�_�M�•�–�å�±�î�Ç�™�–�«�†�æ���K�r�M��

�«�¸�µ�É 3 no shutdown �²0[�_�Â�L�Z�
�Ï�î�º�†�–�¿�î�È�Ý�_�K�r�M���¹�Ç�›�Ý�º�[�c�
 UNI �\  
Enhanced Network Interfaces>&ENI; �Ñ�G�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–
�«>'�c�¹�•�­�î�È�Ý�
 NNI �c�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�«�¸�µ�É 4 ntp disable �–�å�±�î�Ç�™�–�«�V�[  NTP �Ã�£�µ�º�b�w�™�†�¹�•�­�î�È�Ý�_�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�–�å�±�î�Ç�™�–�«�c  NTP �Ã�£�µ�º�†�w�™�K�r
�M��

�«�¸�µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�æ���I�€�S�–�å�±�î�Ç�™�–�«�c�
�M�m�Z�b��
›�_3æ�™�I�€�•�M�m�Z�b�Ã�£�µ�º�b3æ�™
–�”�»�Þ�«�_�Q#Ý
�I�€�r�M��3æ�™
–�”�»�Þ�«�†"I���b�”�¯�©�š�î�©�Ù�å�_�Q#Ý�M�•���œ�c�
 �� NTP �”�¯�©�š�î�©�Ù�å�b0¿
���� >&P.5-5>' �_1��Â�K�S�|�:�_�
 ntp peer �r�S�c  ntp server �b�›�¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  
�¥�Ð�å�»�[�Ÿ�î�á�î�»  source �†�Q#Ý�K�r�M��

NTP 0¿���b/²&g

���b  2 �X�b"I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�Z  NTP �_���†/²&g�[�A�r�M��

• show ntp associations [detail]

• show ntp status

�G�b���Š�_/²&g�I�€�•�Ç�•�î�Ý�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration Fundamentals 
Command Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�m�·�[�b�¥�ì�b0¿��

�Ú�b�±�–�Ò  �¯�î�«�@�<#Ý�[�A�^�8���œ�c�
�©�«�¸�Ò�b
Ì2s�·�‹�
�m�·�[�¥�ì�†0¿���[�A�r�M���ì�I�c�

���_�©�«�¸�Ò�†
Ì2s�·�M�•�r�[�G&��[�M���m�·0¿���c�q�‹�b�m�•�\�K�Z�T�E�Q#Ý�M�•�G�\�†�N�á�K�r
�M���«�–�µ�³�†� �‡�ì�[�A�•�¥4Š�¯�î�«�@�6�•���œ�c�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�²0[�c�6
�~�r�O�‡��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• ���©�«�¸�Ò  �¡�ß�µ�¡�b0¿���� >&P.5-11>'

• ���¥�ì0¿���b/²&g�� >&P.5-12>'

• ���±�–�Ò  �°�î�å�b0¿���� >&P.5-12>'

• ���Ÿ�ì6ë�b0¿���� >&P.5-13>'

�©�«�¸�Ò  �¡�ß�µ�¡�b0¿��

�¿�µ�º�á�î�¡�V�_�
 NTP �§�î�Â�^�]�b�ì�I�§�î�Å�«�†�f�j�M�•�¥4Š�¯�î�«�@�6�•���œ�
�m�·�[�©�«�¸
�Ò �¡�ß�µ�¡�†0¿���M�•�²0[�c�6�~�r�O�‡��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ntp source type number 3æ�™
– IP �”�»�Þ�«�b�v�“
›�\�^�•�–�å�±�î�Ç�™�–�«�b�±�–�É�\$��•�†�æ
���K�r�M��

�¹�Ç�›�Ý�º�[�c�
3æ�™
–�”�»�Þ�«�c�
$Î�™�–�å�±�î�Ç�™�–�«�[0¿���I�€
�r�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

���_�
�©�«�¸�Ò  �¡�ß�µ�¡�†�m�·�[  2001 �º  �b  7 �v  23 �¥���‹  1 �ì  32 �(�_0¿���M�•�[�†&g�K�r�M��

Switch# clock set 13:32:00 23 July 2001

�¥�ì0¿���b/²&g

�¥�ì�b0¿���†/²&g�M�•�_�c�
 show clock [detail] "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�©�«�¸�Ò�¡  �ß�µ�¡�c�
�™8—�[�A�•>&�G&��[�6�•�\&��™�[�A�•>'�?�]�:�?�†&g�M  authoritative �Ç�Û�¢�†
)T�â�K�r�M���©�«�¸�Ò  �¡�ß�µ�¡�@�±�–�Ñ�å�¢  �¯�î�«>& NTP �^�]>'�_�|�W�Z0¿���I�€�Z�8�•���œ�c�
�Ç
�Û�¢�†0¿���K�r�M���ì�I�@�™8—�[�A�^�8�v�b�[�6�•���œ�c�
/²&g% $×�T�E�[�Q#Ý�I�€�r�M���¡�ß�µ�¡�@
�™8—�[�A�
 authoritative �Ç�Û�¢�@0¿���I�€�S"g�Â�[�^�8�\�
�Æ�”�b�ì�I�@!“� �[�v�
�Ç�Û�¢�c�Æ�”�@�¡
�ß�µ�¡�\� �‡�K�^�8�|�:�_�K�r�M��

show clock �b/²&g�b�S�_�6�•0°�•�c�
���b�–�á�@�6�~�r�M��

• *>8�ì�I�c�™8—�[�A�r�O�‡��

• >&'5$Ñ>'>8�ì�I�c�™8—�[�A�r�M��

• .>8�ì�I�c�™8—�[�A�r�M�@�
 NTP �c� �‡�K�Z�8�r�O�‡��

�±�–�Ò  �°�î�å�b0¿��  

�m�·�[�±�–�Ò  �°�î�å�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 clock set hh:mm:ss day month year

�r�S�c  

clock set hh:mm:ss month day year

���b�8�N�€�?�b�Ç�›�î�Ð�µ�º�[�
�m�·�[�©�«�¸�Ò  �¡�ß�µ�¡�†0¿���K�r
�M��

• hh:mm:ss �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�D>'�
�(�
&Ê�[�æ���K�r�M���æ
���I�€�S�ì�I�c�
0¿���I�€�S�±�–�Ò  �°�î�å�_�ö�Y�A�r�M��

• day �_�c�
�\�v�b�¥�Ü�[�¥�†�æ���K�r�M��

• month �_�c�
�v�†�¡�S�[�æ���K�r�M��

• year �_�c�
�º�†�æ���K�r�M>&%·)°�Y�•>' ��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 clock timezone zone hours-offset 
[minutes-offset]

�±�–�Ò  �°�î�å�†0¿���K�r�M��

�«�–�µ�³�c
Æ4Š�ì�I�†  UTC �['ö#.�M�•�b�[�
�G�b�¥�Ð�å�»�c/²&g% $×
�b���œ�>�|�g�m�·�[�ì�I�†0¿���K�S���œ�_7H�W�Z�Q#Ý�K�r�M��

• zone �_�c�
�† =�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò  �°�î
�å�b�¡�S�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b0¿���c  UTC �[�M��

• hours-offset �_�c�
 UTC �?�}�b�ì�j>&�ì6ë�"�)>'�†
°�Š�K�r�M��

• >&�õ�–>' minutes-offset �_�c�
 UTC �?�}�b�ì�j>&�(�"�)>'�†
°�Š�K�r
�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¥�ì�b'ö#.
clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b  minutes-offset �š�X�c�
#'�…�b�±�–�Ò  
�°�î�å�\  UTC �\�b�ì�j�@�(�"�)�[�6�•���œ�_�Q#Ý�K�r�M���S�\�<�d�
�•�¼�²�±0Y�R�"�Ê�b�6�•�
�æ�b
�±�–�Ò  �°�î�å>& AST; �±0Y�R�† =�ì>'�c  UTC-3.5 �[�M���G�b���œ�
 3 �c  3 �ì6ë�
 .5 �c  30 �(  �†�–�á�K�r
�M���G�b���œ�
�²0[�^�¥�Ð�å�»�c  clock timezone AST -3 30 �[�M��

�ì�I�†  UTC �_0¿���M�•�_�c�
 no clock timezone �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

�Ÿ�ì6ë�b0¿��

�–�º"I���b�Y�¥�_�Ÿ�ì6ë�@6ä���>�|�g)
�¢�M�•�…�æ�[�Ÿ�ì6ë�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[��
�b�m8p�†��/œ�K�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì�‡
�†�
 2 $�% �b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K�Z�8�r
�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v�@)
�¢�v�|
�~�v�6�\�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\0b�^�I�€�r�M��

���_�
�Ÿ�ì6ë�@  4 �v�b'¨�M�¥�Y�b  2 �ì�_���r�~�
 10 �v�b�q)
�¥�Y�b  2 �ì�_)
�ƒ�•�|�:�_�æ���M�•�[�†
&g�K�r�M��

Switch(config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October 
2:00 

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 clock summer-time zone recurring  
[week day month hh:mm week day month 
hh:mm [offset]]

�–�º"I���b�¥�_6ä���>�|�g)
�¢�M�•�Ÿ�ì6ë�†0¿���K�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M���Ã�Û�Ó�î�±�^
�K�[  clock summer-time zone recurring  �†�æ���M�•�\�
�Ÿ�ì6ë�b0d�N�c
(•�\�b0d�N�†�¹�Ç�›�Ý�º�_�K�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò  �°�î�å
�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�1$�% �b4��?�†�æ���K�r�M>& 1 >|  5�
�r�S�c  
last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday �^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February �^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�D>'�\�(�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ���K�r�M���¹
�Ç�›�Ý�º�Í�c  60 �[�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��

e 
�Ø�î�¨�b�ƒ�+�…�æ�b�Ÿ�ì6ë�@���‡$×�^�Ã�±�î�å�_�‘�ƒ�^�8���œ>&���b�Ÿ�ì6ë�b�–�Ë�å�º�b�G&��^�¥�ì�†
0¿���M�•>'�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b�q�6�b4Š�(�[�c�Ÿ�ì6ë�b6ä���ì�‡
�†�
 2 $�% �b4Š�(�[�c)
�¢�ì�‡�†�æ���K�r�M���M�m�Z�b�ì�I�c�
#'�…�b�±�–�Ò  �°�î�å�†�ö =�_�K�Z�8�r
�M��6ä���ì6ë�c�† =�ì�†�ö =�_�K�Z�8�r�M��)
�¢�ì6ë�c�Ÿ�ì6ë�†�ö =�_�K�Z�8�r�M��6ä���v�@)
�¢�v�|
�~�v�6�\�b���œ�c�
�©�«�¸�Ò�[�c�!��#+�_�8�•�\0b�^�I�€�r�M��

�Ÿ�ì6ë�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 no clock summer-time �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

���_�
�Ÿ�ì6ë�@  2000 �º  10 �v  12 �¥�b  2 �ì�_���r�~�
 2001 �º  4 �v  26 �¥�b  2 �ì�_)
�ƒ�•�|�:0¿���M�•
�[�†&g�K�r�M��

Switch(config)# clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00

�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�«�–�µ�³�_�©�«�¸�Ò�¡�†0¿���K�Z1‘�9�K�r�M���¹�Ç�›�Ý�º�[�c�
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c  
Switch �[�M��

�©�«�¸�Ò  �É�ß�å�É�º�†0¿���K�Z�8�^�8���œ�c�
�©�«�¸�Ò�¡�b�q�6�b  20 �e�Ð�@�©�«�¸�Ò  �É�ß�å�É�º�\�K
�Z�Q#Ý�I�€�r�M���±�^�~0°�•  [>] �@�Ü�•�I�€�r�M���©�«�¸�Ò�¡�@�š�f�I�€�•�\�
�É�ß�å�É�º�@�f�‚�I�€
�r�M��

�G�G�[1��Â�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference�� Release 12.2 �>�|�g�� Cisco IOS IP Command Reference, Volum
2 of 3: Routing Protocols�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 clock summer-time zone date [month 
date year hh:mm month date year hh:mm 
[offset]]

�r�S�c

clock summer-time zone date [date 
month year hh:mm date month year 
hh:mm [offset]]

�q�6�b�¥�Ü�[�Ÿ�ì6ë6ä���b�¥�Ü�†�
 2 $�% �b�¥�Ü�[)
�¢�b�¥�Ü�†0¿���K
�r�M��

�Ÿ�ì6ë�c�¹�Ç�›�Ý�º�[�¹�•�­�î�È�Ý�_0¿���I�€�Z�8�r�M��

• zone �_�c�
�Ÿ�ì6ë�@�‹/œ�I�€�Z�8�•�\�A�_/²&g�I�€�•�±�–�Ò  �°�î�å
�b�¡�S>&�S�\�<�d  PDT>'�†
°�Š�K�r�M��

• >&�õ�–>' week �_�c�
�v�b�1$�% �b4��?�†�æ���K�r�M>& 1 >|  5�
�r�S�c  
last>'��

• >&�õ�–>' day �_�c�
�Y�¥�†�æ���K�r�M>& Sunday�
 Monday �^�]>' ��

• >&�õ�–>' month �_�c�
�v�†�æ���K�r�M>& January�
 February �^�]>' ��

• >&�õ�–>' hh:mm �_�c�
�ì�I�†�ì6ë>& 24 �ì6ë�D>'�\�(�[�æ���K�r�M��

• >&�õ�–>' offset �_�c�
�Ÿ�ì6ë�b6ë�
3ã�•�M�•�(�b�X�†�æ���K�r�M���¹
�Ç�›�Ý�º�Í�c  60 �[�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• ���¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿���� >&P.5-15>'

• ���©�«�¸�Ò�¡�b0¿���� >&P.5-15>'

• �� DNS �b�+0[�� >&P.5-15>'

�¹�Ç�›�Ý�º�b�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��

�¹�Ç�›�Ý�º�[�c�
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�c  Switch �[�M��

�©�«�¸�Ò�¡�b0¿��

�m�·�[�©�«�¸�Ò�¡�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�©�«�¸�Ò�¡�†0¿���M�•�\�
�©�«�¸�Ò  �É�ß�å�É�º�\�K�Z�v�Q#Ý�I�€�r�M��

�¹�Ç�›�Ý�º�b�Í�«�º�¡�_�`�M�_�c�
 no hostname �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

DNS �b�+0[

Domain Name System>&DNS; �»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>'�É�ß�º�¥�Ý�c�
�(�S�º�¹�î�±�Ë�î�«  DNS �†
�D�š�K�
�G�€�_�|�~�Í�«�º�¡�†  IP �”�»�Þ�«�_�P�Â�Ü�E�•�G�\�@�[�A�r�M���«�–�µ�³�V�_  DNS �†0¿���M
�•�\�
 ping�
 telnet�
 connect �^�]�b�M�m�Z�b  IP �¥�Ð�å�»�x�
6õ4��M�•  Telnet �§�Ï�î�º�ï�8�ì�_�
 IP 
�”�»�Þ�«�b�æ�ƒ�~�_�Í�«�º�¡�†�Q#Ý�[�A�r�M��

IP �_�|�W�Z��*O�I�€�•7u�™�º�b�è�¡0d�N�[�c�
�¹�Â�–�«�†���d�r�S�c�»�Ó�–�å�[1‘�9�[�A�r�M���»�Ó
�–�å�¡�b�
�)�~�_�c�
�Æ�Ü�œ�»>& .>'�†�Q#Ý�K�r�M���S�\�<�d�©�«�¥�©�«�¸�Ò�¬�c�
 IP �[  com �\�8�:�»
�Ó�–�å�¡�_�(8®�I�€�•�_��)�)Ê�^�b�[�
�»�Ó�–�å�¡�c  cisco.com �[�M���G�b�»�Ó�–�å
Æ�b"I���b�¹�Â�–
�«�
�S�\�<�d  FTP>&�Ç�“�–�Ý3?3æ�É�ß�º�¥�Ý>'�©�«�¸�Ò�c�
 ftp.cisco.com �[/²�I�€�r�M��

IP �[�»�Ó�–�å�¡�†3ã2§�M�•�S�u�_�»�Ó�–�å  �¿�î�Ò  �§�î�Â�\�8�:�+�Õ�@��*O�I�€�Z�8�r�M�� DNS �c�
�¡
�S�\  IP �”�»�Þ�«�b�Ð�µ�Æ�å�¢�†�Ÿ�Õ�µ�©�×>&�r�S�c�¹�î�±�Ë�î�«>'�_�–'ö�K�r�M���»�Ó�–�å�¡�†  IP �”
�»�Þ�«�_�Ð�µ�Æ�å�¢�M�•�_�c�
�r�N�
�Í�«�º�¡�†�Â&g�K�
�¿�µ�º�á�î�¡�V�_�Ñ�~�M�•�¿�î�Ò  �§�î�Â�†
�æ���K�
 DNS �†�–�¿�î�È�Ý�_�K�r�M��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 hostname name �m�·�[�©�«�¸�Ò�¡�†0¿���K�r�M��

�¹�Ç�›�Ý�º0¿���c�
 switch �[�M��

�¡�S�c  ARPANET �Í�«�º�¡�b0d�N�_�‘�:�²0[�@�6�~�r�M���G�b0d�N�[�c
�Í�«�º�¡�c�e�Ð�[���r�~�
�e�Ð�r�S�c�X�Ð�[)
�ƒ�~�
�Q�b6ë�_�c�e�Ð�
�X
�Ð�
�r�S�c�Á�–�Ç�å�K�?�Q#Ý�[�A�r�O�‡���¡�S�_�c  63 �e�Ð�r�[�Q#Ý�[�A
�r�M��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�©�«�¸�Ò�¡�>�|�g�É�ß�å�É�º�b0¿��
�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• �� DNS �b�¹�Ç�›�Ý�º0¿���� >&P.5-16>'

• �� DNS �b0¿���� >&P.5-16>'

• �� DNS 0¿���b/²&g�� >&P.5-17>'

DNS �b�¹�Ç�›�Ý�º0¿��

/² 5-2 �_�
 DNS �b�¹�Ç�›�Ý�º0¿���†&g�K�r�M��

DNS �b0¿��

DNS �†�Q#Ý�M�•�|�:�_�«�–�µ�³�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

/² 5-2 DNS �b�¹�Ç�›�Ý�º0¿��

�µ+� �¹�Ç�›�Ý�º0¿��

DNS �–�¿�î�È�Ý  �«�¸�î�º �–�¿�î�È�Ý��

DNS �¹�Ç�›�Ý�º  �»�Ó�–�å�¡ 0¿���^�K��

DNS �§�î�Â �¿�î�Ò  �§�î�Â  �”�»�Þ�«�b0¿���^�K

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 ip domain-name name �•�Ÿ8í�b�Í�«�º�¡>&�»�µ�º�Ü�A  10 4
/²0°�»�Ó�–�å�¡�b�^�8�¡�S>'�†�ö�B�I�O
�•�S�u�_�¯�Ç�º�˜�™�”�@�Q#Ý�M�•�
�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†��*O�K�r�M��

�»�Ó�–�å�¡�†�•�Ÿ8í�b�¡�S�?�}�
�)�•�S�u�_�Q#Ý�I�€�•�q�6�b�Æ�Ü�œ�»�c
°�€
�^�8�[�C�T�I�8��

2s�·�ì�_�c�»�Ó�–�å�¡�c0¿���I�€�Z�8�r�O�‡�@�
 BOOTP �r�S�c  Dynamic 
Host Configuration Protocol>&DHCP>'�§�î�Â�?�}�«�–�µ�³  �¥�å�Ç�•� �×�Þ�î
�©�Ù�å�†�v�“�K�Z�8�•���œ�c�
 BOOTP �r�S�c  DHCP �§�î�Â�_�|�W�Z�¹�Ç�›�Ý
�º�b�»�Ó�–�å�¡�@0¿���I�€�•�G�\�@�6�~�r�M>&�§�î�Â�_�G�b�_���@0¿���I�€�Z
�8�•���œ>' ��

�«�¸�µ�É 3 ip name-server server-address1 
[server-address2 ... 
server-address6]

1 �X�r�S�c0
�X�b�¿�î�Ò  �§�î�Â�b�”�»�Þ�«�†�æ���K�Z�
�¡�S�>�|�g�”�»�Þ�«�b
0Ž�ô�_�Q#Ý�K�r�M��

�q�±  6 �X�b�¿�î�Ò  �§�î�Â�†�æ���[�A�r�M���›�§�î�Â  �”�»�Þ�«�c�«�Ì�î�«�[�

�)�~�r�M���q�6�_�æ���I�€�S�§�î�Â�@�
�É�Û�–�Ð�Ü  �§�î�Â�[�M���«�–�µ�³�c�

�q�6�_�É�Û�–�Ð�Ü  �§�î�Â�_  DNS �¡�š�Ü�î�†3æ�™�K�r�M���Q�b�¡�š�Ü�î�@�»�K
�K�S���œ�c�
�Â�µ�¡�”�µ�É  �§�î�Â�@�¡�š�Ü�î�I�€�r�M��

�«�¸�µ�É 4 ip domain-lookup >&�õ�–>'�«�–�µ�³�V�[�
 DNS �Ë�î�«�b�Í�«�º�¡�b�”�»�Þ�«�l�b�š�n�†�–�¿�î�È
�Ý�_�K�r�M���G�b�µ+��c�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_0¿���I�€�Z�8�r�M��

�Ø�î�¨�b�¿�µ�º�á�î�¡  �¹�Â�–�«�@�
�¡�S�b�m�~�\�Z�†�D�š�[�A�^�8�¿�µ�º
�á�î�¡
Æ�b�¹�Â�–�«�\�K)F�M�•�²0[�@�6�•���œ�
�¢�ß�î�Â�Ý�^�–�å�±�î�¿�µ�º
�b�¿�î�Ñ�å�¢�‰�'>& DNS>'�†�Q#Ý�K�Z�Ø�î�¨�b�¹�Â�–�«�†�M�–�_1‘�9�M�•�¹�Â
�–�«�¡�†�·$×�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�«�¸�µ�É 5 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
�Â�¼�î�b�8�B
�«�–�µ�³�b  IP �”�»�Þ�«�†�Q�b�Í�«�º�¡�\�K�Z�Q#Ý�M�•���œ�c�
 IP �”�»�Þ�«�@�Q#Ý�I�€�
 DNS �¡�š�Ü�î
�c$Î#Õ�K�r�O�‡���Æ�Ü�œ�»>& .>'�^�K�[�Í�«�º�¡�†0¿���M�•�\�
�Æ�Ü�œ�»�\�
�Q�€�_)F�C�¹�Ç�›�Ý�º�b
�»�Ó�–�å�¡�@�Í�«�º�¡�_3ã�•�I�€�
�Q�b�6�\�[  DNS �¡�š�Ü�î�@/œ�ƒ�€�
�¡�S�@  IP �”�»�Þ�«�_�Ð�µ�Æ�å
�¢�I�€�r�M���¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�c�
 ip domain-name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð
�å�»�_�|�W�Z0¿���I�€�•�Í�[�M���Í�«�º�¡�_�Æ�Ü�œ�»>& .>'�@�6�•���œ�c�
 Cisco IOS �¯�Ç�º�˜�™�”�c�

�Í�«�º�¡�_�¹�Ç�›�Ý�º�b�»�Ó�–�å�¡�†3ã�•�O�N�_  IP �”�»�Þ�«�†�è(ô�K�r�M��

�»�Ó�–�å�¡�†�P7V�M�•�_�c�
 no ip domain-name name �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»
�†�Q#Ý�K�r�M���¿�î�Ò  �§�î�Â�b�”�»�Þ�«�†�P7V�M�•�_�c�
 no ip name-server server-address �¢�ß�î�Â
�Ý �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M���«�–�µ�³�V�b  DNS �†�¹�•�­�î�È�Ý�_�M�•�_�c�

no ip domain-lookup �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý�K�r�M��

DNS 0¿���b/²&g

DNS 0¿���_���†/²&g�M�•�_�c�
 show running-config "I�’  EXEC �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Â�¼�î�b�8�B
Message-of-The-Day>&MoTD>'�Â�¼�î�>�|�g�ß�¢�–�å  �Â�¼�î�†�8�B�[�A�r�M�� MoTD �Â�¼�î�c�ß�¢�–
�å�ì�_�K)F�K�Z�8�•�M�m�Z�b'ƒ�Ž�[/²&g�I�€�
�M�m�Z�b�¿�µ�º�á�î�¡  �Ø�î�¨�_�s8j�b�6�•�Ó�µ�­�î�ª

>&�©�«�¸�Ò�b�©�Õ�µ�º�²�˜�å�£�Ì�^�]>'�†3æ�™�M�•�b�_�}�<�[�M��

�ß�¢�–�å  �Â�¼�î�v�
�M�m�Z�b�K)F'ƒ�Ž�[/²&g�I�€�r�M��/²&g�I�€�•�b�c�
 MoTD �Â�¼�î�b�6�\�[�
�ß
�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

>&�@>' �G�G�[1��Â�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IOS Configuration 
Fundamentals Command Reference�� Release 12.2 �†�g!·�K�Z�C�T�I�8��

�G�G�[�c�
���b0¿���_���_�X�8�Z1��Â�K�r�M��

• ���Â�¼�î�b�¹�Ç�›�Ý�º0¿���� >&P.5-17>'

• �� MoTD �ß�¢�–�å  �Â�¼�î�b0¿���� >&P.5-18>'

• ���ß�¢�–�å  �Â�¼�î�b0¿���� >&P.5-19>'

�Â�¼�î�b�¹�Ç�›�Ý�º0¿��

MoTD �Â�¼�î�>�|�g�ß�¢�–�å  �Â�¼�î�c0¿���I�€�r�O�‡��

�«�¸�µ�É 6 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 7 copy running-config 
startup-config

>&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��

�¥�Ð�å�» % $×
5-17
Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»

OL-16485-03-J



 

'¨  5 'v      �«�–�µ�³�b'ö#.
�Â�¼�î�b�8�B
MoTD �ß�¢�–�å  �Â�¼�î�b0¿��

�6�•�Ø�î�¨�@�«�–�µ�³�_�ß�¢�–�å�K�S�\�A�_�
#ì8��_/²&g�I�€�•  1 /œ�r�S�c0
�X/œ�b�Ó�µ�­�î�ª  �Â
�¼�î�†�8�B�[�A�r�M��

MoTD �ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

MoTD �Â�¼�î�†�P7V�M�•�_�c�
 no banner motd �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q#Ý
�K�r�M��

���_�
�Ï�å�»0°�•>& #>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b  MoTD �Â�¼�î�†0¿��
�M�•�[�†&g�K�r�M��

Switch(config)# banner motd #
This is a secure site. Only authorized users are allowed.
For access, contact technical support.
#
Switch(config)#

���_�
�S�b0¿���_�|�~/²&g�I�€�S�Â�¼�î�†&g�K�r�M��

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '^]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 banner motd c message c MoTD �Ó�µ�­�î�ª�†�æ���K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°�Š�K�Z�

Return �Ÿ�î�†�²�K�r�M���Q�b�
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ�«�º�b���r�~�\
)
�ƒ�~�†/²�K�r�M��)
�ƒ�~�b�
�)�~�e�Ð�b�6�\�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�Â�¼�î  �Ó�µ�­�î�ª�†
°�Š�K�r�M���Ó�µ
�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
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'¨  5 'v      �«�–�µ�³�b'ö#.
MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
�ß�¢�–�å  �Â�¼�î�b0¿��

�M�m�Z�b�K)F'ƒ�Ž�[�ß�¢�–�å  �Â�¼�î�@/²&g�I�€�•�|�:�_0¿���[�A�r�M���Â�¼�î�@/²&g�I�€�•�b�c�

MoTD �Â�¼�î�b�6�\�[�
�ß�¢�–�å  �É�ß�å�É�º�@/²&g�I�€�•�S�[�M��

�ß�¢�–�å  �Â�¼�î�†0¿���M�•�_�c�
"I�’  EXEC �Ô�î�»�[���b�m8p�†��/œ�K�r�M��

�ß�¢�–�å  �Â�¼�î�†�P7V�M�•�_�c�
 no banner login �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�†�Q
#Ý�K�r�M��

���_�
�»�Ý0°�•>& $>'�†6ä���>�|�g)
�¢�b�
�)�~�e�Ð�\�K�Z�Q#Ý�K�
�«�–�µ�³�b�ß�¢�–�å  �Â�¼�î�†0¿��
�M�•�[�†&g�K�r�M��

Switch(config)# banner login $
Access for authorized users only. Please enter your username and password.
$
Switch(config)#

MAC �”�»�Þ�«  �¸�î�È�Ý�b'ö#.
MAC>&�Ó�¹�•�”  �”�¡�­�«�D�š>'�”�»�Þ�«  �¸�î�È�Ý�_�c�
�«�–�µ�³�@�Ï�î�º6ë�b�º�Û�Ç�•�µ�¡3?3æ�_�Q
#Ý�M�•�”�»�Þ�«�_���@�A(á�I�€�Z�8�r�M���”�»�Þ�«  �¸�î�È�Ý�_$Ï6��I�€�S  MAC �”�»�Þ�«�c�M�m�Z�
 1 
�X�r�S�c0
�X�b�Ï�î�º�_�P�Â�K�Z�8�r�M���”�»�Þ�«  �¸�î�È�Ý�_�µ�r�€�•�”�»�Þ�«  �±�–�É�_�c�
���b�v
�b�@�6�~�r�M��

• �²�–�¼�Ñ�µ�¡  �”�»�Þ�«>8�«�–�µ�³�@�Û*f�K�
�Q#Ý�I�€�^�C�^�W�S�ì!l�[�‡7H�)�€�\�^�•3æ�™
–  
MAC �”�»�Þ�«

• �«�±�¸�•�µ�¡  �”�»�Þ�«>8�m�·�[
°�Š�M�•�Ø�½�Ÿ�Õ�«�º  �”�»�Þ�«���G�€�}�b�”�»�Þ�«�_�c�‡7H�@�^
�C�
�«�–�µ�³�@�Ü�­�µ�º�I�€�Z�v�»�ƒ�€�r�O�‡��

�”�»�Þ�«  �¸�î�È�Ý�c�
��
›  MAC �”�»�Þ�«�
�P�Â�M�•  VLAN ID �
�>�|�g�”�»�Þ�«�\�±�–�É>&�«�±
�¸�•�µ�¡�\�²�–�¼�Ñ�µ�¡>'�_�P�Â�Ü�E�}�€�S�Ï�î�º$��•�†�–�â�K�r�M��

>&�@>' �G�b'v�[�Q#Ý�M�•�¥�Ð�å�»�b�S�e�>�|�g�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
�G�b�Ü�Ü�î�«�b�¥�Ð�å�»  �Ü�Ç�“
�Þ�å�«�†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�» % $×

�«�¸�µ�É 1 configure terminal �¢�ß�î�Â�Ý  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ô�î�»�†6ä���K�r�M��

�«�¸�µ�É 2 banner login c message c �ß�¢�–�å  �Ó�µ�­�î�ª�†�æ���K�r�M��

c �_�c�
�õ�–�b�
�)�~�e�Ð�
�S�\�<�d�Ï�å�»0°�•>& #>'�†
°�Š�K�Z�

Return �Ÿ�î�†�²�K�r�M���Q�b�
�)�~�e�Ð�c�Â�¼�î  �¸�Ÿ�«�º�b���r�~�\)

�ƒ�~�†/²�K�r�M��)
�ƒ�~�b�
�)�~�e�Ð�b�6�\�b�e�Ð�c�ë� �I�€�r�M��

message �_�c�
 255 �e�Ð�r�[�b�ß�¢�–�å  �Ó�µ�­�î�ª�†
°�Š�K�r�M���Ó�µ
�­�î�ª
Æ�_�c�
�)�~�e�Ð�†�Q#Ý�[�A�r�O�‡��

�«�¸�µ�É 3 end "I�’  EXEC �Ô�î�»�_�`�~�r�M��

�«�¸�µ�É 4 show running-config 0¿���†&�1��K�r�M��

�«�¸�µ�É 5 copy running-config startup-config >&�õ�–>'�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�_0¿���†�–�Ñ�K�r�M��
5-19
Cisco ME 3400E �–�î�§�¿�µ�º  �”�¡�­�«  �«�–�µ�³  �¯�Ç�º�˜�™�”  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �ž�–�»
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