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SSLSM

SSL Services Module SSLSM
SSL

debug ssl-proxy pc
HSRP

ssl-proxy
secondary

'virtual ipaddr 90.1.1.1 protocol tcp port 443'

CSM-S

CSM-S

virtual ipaddr ... secondary

is NOT supported.

'virtual ipaddr 90.1.1.1 protocol tcp port 443 secondary' 1is supported.

SSL
SSL SSL

ssl-proxy vlan 2
ipaddr 190.1.1.142 255.255.255.0
gateway 190.1.1.100 forward

SSL CSM  VIP
CSM-S SSL

CSM-S

CSM-S
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CSM-S CSM  SSL

CSM-S
CSM
SSL
<CSM-S§ ><CSM > <SSL >
CSM-S
1.1(1) 4.1(3) 2.1(2
show version
2 show version CLI SSL
CLI
tech-support processor 0 CSM
show module CSM  SSL
. CSM

Router# show module csm 4 tech-support processor 0

Software version: 4.1(3)

Catalyst 6500
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show module

Router# show module

Mod Ports Card Type Model
1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-SUP2-2GE
2 2 Catalyst 6000 supervisor 2 (Hot) WS-X6K-SUP2-2GE
3 3 MWAM Module WS-SVC-MWAM-1
4 3 MWAM Module WS-SVC-MWAM-1
5 3 MWAM Module WS-SVC-MWAM-1
7 0 Switching Fabric Module-136 (Active) WS-X6500-SFM2
8 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45
9 3 MWAM Module WS-SVC-MWAM-1
11 0 CSM with SSL WS-X6066-SLB-S-K9
12 0 SLB Application Processor Complex WS-X6066-SLB-APC
13 1 SSL daughter card WS-SVC-SSL-1
SAD070303G2
Mod MAC addresses Hw Fw Sw
1 0001.6415.ab56 to 0001.6415.ab57 3.2 7.1(1) 12.2 (TETO!
2 0006.d65c.5c78 to 0006.d65c.5c79 4.1 7.1(1) 12.2 (TETO
3 0003.feab.9738 to 0003.feab.973f 2.0 7.2(1) 2.1(0.3Db)
4 0002.fcbe.8500 to 0002.fcbe.8507 2.0 7.2(1) 2.1(0.3b)
5 0003.feab.80c8 to 0003.feab.80ct 2.0 7.2(1) 2.1(0.1b)
7 0001.0002.0003 to 0001.0002.0003 1.2 6.1(3) 8.3(0.63)
8 0060.09ff.£f5c0 to 0060.09ff.f5ef 0.701 4.2(0.24)VAI 8.3(0.63)
9 0005.9a3b.9de8 to 0005.9a3b.9def 0.304 7.2(1) 1.0(0.1)
11 0003.feac.a958 to 0003.feac.a95f 1.7 1.1(1)
12 00d40.d32f£.03£f8 to 00d40.d32f.03ff 1.5 3.1(6)
13 0040.0bf0.1c04 to 0040.0bf0.1c0b 1.2 7.2(1) 2.1(0.59)
SSL CLI SSL

ssl-proxy> show ssl-proxy version
Cisco Internetwork Operating System Software
IOS (tm) SVCSSL Software (SVCSSL-K9Y9-M), Version 12.2(14.6)SHK(0.28)

SOFTWARE

Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Tue 04-May-04 11:05 by integ

Image text-base: 0x00400078, data-base: 0x00B04000

ROM: System Bootstrap, Version 12.2(15)YS1 RELEASE SOFTWARE
ssl-proxy uptime is 0 minutes

System returned to ROM by power-on

System image file is "tftp://255.255.255.255/unknown"

AP Version 1.1(1) 4.1(1) 2.1(1)

CSM-S

Serial No.

SAD055104SU
SALO0702BJKF
SAD071602TZ
SAD071602UT
SAD07200176
SAL06355FRR
SAD03080474
SAD0649019F
SAD07380300
SAD061801NA

NS_
NS_

INTERIM TEST

i Catalyst 6500
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SSL SSL CSM
SSL CSM

SSL VLAN CSM CSM
VLAN SSL

CSM SSL CSM
SSL

Catalyst 6500 CSM-S
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W csm-s

VLAN 2 3
CSM-S 1-3 SLB
VLAN VLAN
3 1
CSM-S
VIP CSM-S
CSM-S CSM-S
VLAN CSM-S
p-2-2
VLAN
CSM-S
p.2-4
CSM-S
p.9-2
VLAN
CSM-S
1-3 CSM-S
Catalyst 65003 +—<
_ A y
Y = | L
csis Bugll] < E)
B3
[= | RS
-I H—Nn
| |
Y
H—/\
—
=K
= 8
5547 b 3
H—/\ T7—L
1-4 CSM-S
Catalyst 6500 CSM-S
m. OL-7030-01-J |



1-4

www. examp | e. com

CSM-S

IP7 FLXR
_a—
www. example. com www. example. com = | i R
® e
IP7 KL oSl IP7 KL X —
® @ s ® —
www. example.com —>» |2 SA4 7>+ > WY q= ] N
. ple. 7 ~ P e 7;\? < ! H—/\
@ 1
_a—
&l .
DNS [
|
® | =
‘LR | || R
IP7 FLR —| 2
www. example. com .
H— T—)L
N
1-4
URL
1. URL 1-4 www.example.com
2. DNS URL 1P
DNS VIP
CSM-S VIP HTTP CSM-S
CSM URL
1-4 CSM-S  www.example.com X
VIP X directed
X NAT VIP
dispatch
6. CSM-S NAT TCP
Catalyst 6500 CSM-S
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H ssL CSM-S
CSM-S SSL CSM
SSL CSM-S CSM-S CSM  SSL
1-5
S
SSL VLAN
SSL
CSM
CSM SSL CSM
SSL
1-5 CSM-S
SSL !
F—%h—F |
, |
A 1
\ |
OR > Y @ :
N [©0 :
<f VIP :
I B !
a |
N CSM 1
~X 5
Cisco IOS Software Release 12.2(18)SXD SSL Release 2.1 SSL
SSL CSM-S
p.1-3
CSM SSL CSM-S
SSL Cisco I0S
Public Key Infrastructure PKI; CSM-S SSL
SSL
SSL
CSM-S 1P SSL
BOOTP
CSM-S

i Catalyst 6500
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SSL CSM-S | |

S
CSM-S 1970 1 1 CSM  SSL
CSM-S
Syslog SSL
Syslog CSM-S
CSM-S Router# show module csm slor # status
show module csm slot # status 2 Syslog
1.

SLB Module is online in slot 4.
Configuration Download state: COMPLETE, SUCCESS

2.
SLB Module is offline.
Requires CSM module version 3.1.
CSM-S
1. CSM-S
2. CSM-S
3. ROMMON BOOTP CSM-S
4. CSM-S MAC EOBC IP
BOOTP
SSL Cisco I0S SSL
SSL CSM
CSM-S
1-6 443 4
CSM
VIP
SSL
CSM
Catalyst 6500

[ oL-7030-01-J
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H ssL CSM-S
16  CSM-S
esM-s
| SSL
F—sh— K
A
SYN SYN/ACK
'\
3 [© LN
11 CIP: 10.1.0.21:443 SYN >
N _
20 5547 s Vo-ssk
{53 =1 B SYN/ACK
s ‘ |
NG \
M 1 CSM :
N | '8
~
1-6
1. SYN CSM SSL CSM
4
2. SSL
CSM
SYN
SSL
3. SSL SYN SSL
SYN/ACK
4. SYN/ACK  CSM SYN/ACK
VLAN
cSM

vlan 420 client
ip address 192.168.15.109 255.255.255.0
!
serverfarm SSL
nat server
no nat client
real 192.168.15.100 local
inservice
!
vserver V-SSL
virtual 192.168.15.200 tcp https
serverfarm SSL
persistent rebalance
inservice

Catalyst 6500 CSM-S
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SSL CSM-S ||
SSL
ssl-proxy service server_proxy
virtual ipaddr 192.168.15.100 protocol tcp port 443 secondary
server ipaddr 192.168.15.200 protocol tcp port 80
certificate rsa general-purpose trustpoint tierl_tp
inservice
ssl-proxy vlan 420
ipaddr 192.168.15.108 255.255.255.0
SSL SSL SSL
CSM
Y
CSM SSL CSM SSL
SSL 7 CSM
CSM
1-7 7 VS2
SSL ssl-proxy
1-7 CSM-S CSM
CesMs
SSL
F—&h— K
|
CIP: 10.1.0.211/80 SYN @ @
ACK
GET |
@ VS-HTTPAYEH—/ !
\ | ST/ EERTHDIC
LI®) | #—svianezen vk v v g SCookient |
A IR X B SN S FENSHHTTP |
~ = VS-HTTP |
AN |
a i
<l H—3H 5 DSYN/ACK = |
i G} ;
< | CSM |
X 'y
S
1-7
Catalyst 6500 CSM-S



W ssL CSM-S

CSM
1. SSL ssl-proxy TCP SYN
2. CSM VS-HTTP SYN SYN/ACK 1P
SYN/ACK SSL
3. SSL CSM VS-HTTP  TCP ACK TCP
4. SSL HTTP GET CSM VS-HTTP
CSM CSM Cookie
CSM TCP SYN
TCP SYN/ACK
CSM 5 7
CSM
vlan 421 server
ip address 192.168.17.109 255.255.255.0
‘serverfarm SLB
nat server
no nat client
real 192.168.17.13
inservice
‘vserver VS-HTTP
virtual 192.168.15.200 tcp www
serverfarm SLB
persistent rebalance
inservice
SSL
ssl-proxy service server_proxy
virtual ipaddr 192.168.15.100 protocol tcp port 443 secondary
server ipaddr 192.168.15.200 protocol tcp port 80
certificate rsa general-purpose trustpoint tierl_tp
inservice
SSL ssl-proxy
1P
CSM  SSL
1-8 CSM
SSL-PRVS 1P
CSM Address Resolution Protocol ARP
ARP SSL
IP CSM

Catalyst 6500 CSM-S
m. OL-7030-01-J |



SSL CSM-S
1-8 CSM-S
esw-s
SSL
F—%2h—F
A
GIP: 10.1.0.211/80 SYN SYN/ACK
i\
N Oy 1®
L - oumese | @
H: H—s3H 5 DSYN/ACK -
N 1o}
M :
K CSM .
)
1-8
1. SSL ssl-proxy TCP SYN
SSL-PRVS CSM
2.
SSL
VLAN
3. VLAN SYN/ACK SSL

4. SYN/ACK SSL

vlan 421 server
ip address 192.168.17.109 255.255.255.0
serverfarm SSLPF
nat server
no nat client
predictor forward
vserver SSL-PFVS
virtual 0.0.0.0 0.0.0.0 tcp 8888
vlan local
serverfarm SSLPF
persistent rebalance
inservice

Catalyst 6500 CSM-S
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W ssL CSM-S

SSL

ssl-proxy service server_proxy

virtual ipaddr 192.168.15.100 protocol tcp port 443 secondary
server ipaddr 192.168.17.13 protocol tcp port 8888
certificate rsa general-purpose trustpoint tierl_tp

inservice
ssl-proxy vlan 420

ipaddr 192.168.15.108 255.255.255.0
ssl-proxy vlan 421

ipaddr 192.168.17.108 255.255.255.0

Catalyst 6500 CSM-S
m. OL-7030-01-J |



CSM-S

Content Switching Module with SSL.  CSM-S

e p-2-2
CSM-S p.2-5
CSM-S p-2-8

e DoS p.2-9

Catalyst 6500 CSM-S
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2 CSM-S |

CSM-S

VLAN 2-1

2-1

CSM-S
554F 2 Ml —
192.158.38.10;192. 158. 39. 10

BH—/1\1 '
19 168 38,30 3 <—>
— btz o |

192.158. 38. 20
JL—43A
Ua
DS54TF7 2k
D—HRT—23>
Ua

|

,,,,,,,,,,,,,,,,,,,,,,,,

Fg—bkoxA

192. 158.38. 21 | »777;}:;\75;7]_;17

A
2-1
Y
CSM-S
VLAN 1P
Catalyst 6500 CSM-S
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| 2 CSM-S

a H» WO N

10

1"
12

13

14

15

Router (config-module-CSM) # vlan
database

VLAN

Router (vlan)# vlan 2 VLAN 2

Router (vlan)# vlan 3 VLAN

Router (vlan)# exit

Router (config-module-CSM) # vlan 2 VLAN 2 SLB VLAN

client

1

Router (config-slb-vlan-client)# ip addr
192.158.38.10 255.255.255.0

VLAN2 CSM-S

1P

Router (config-slb-vlan-client)# gateway
192.158.38.20

A

VLAN

Router (config-slb-vlan-client)# gateway
192.158.38.21

VLAN

Router (config-slb-vserver)# vlan 3
server

VLAN 3

SLB VLAN

Router (config-slb-vlan-client)# ip addr
192.158.38.10 255.255.255.0

VLAN3 CSM-S

1P

Router (config-slb-vlan-client)# exit

Router (config-module-CSM) # vserver VIP1l

SLB

Router (config-slb-vserver)# wvirtual
192.158.38.30 tcp www

IP

Router (config-slb-vserver)# serverfarm
farml

Router (config-module-CSM) # inservice

exit

no

end

p-5-2

192.158.38.21

192.158.38.20 B

Catalyst 6500 CSM-S
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2 CSM-S

VLAN
1 Router(config-module-CSM)# vlan VLAN 1
database
2 Router(vlan)# vlan 2 VLAN 2
3 Router(vlan)# vlan 3 VLAN
4 Router (vlan)# exit
5 Router(config-module-csm)# vlan 2 VLAN 2 SLB VLAN
client
6 Router(config-slb-vlan-client)# ip addr |VLAN 2 CSM-S 1P
192.158.38.10 255.255.255.0
7 Router (config-slb-vlan-client)# gateway A VLAN
192.158.38.20
8 Router(config-slb-vlan-client)# gateway B VLAN
192.158.38.21
9 Router(config-module-csm)# vlan 3 VLAN 3 SLB VLAN
server
10 Router(config-slb-vlan-server)# ip addr |VLAN 3 CSM-S 1P
192.158.39.10 255.255.255.0
11 Router (config-slb-vlan-server)# exit
12 Router (config-module-csm)# vserver VIP1 SLB
13 Router (config-slb-vserver)# virtual P
192.158.38.30 tcp www
14 Router (config-slb-vserver)# serverfarm 3
farml
15 Router(config-module-csm)# inservice
1. exit end
2. no
p.5-2
N
CSM-S IP 192.158.39.10
Catalyst 6500 CSM-S
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| 2 CSM-S

CSM-S
CSM-S
¢ CSM-S MSFC p.2-5
e CSM-S MSFC p.2-6
¢ CSM-S MSFC p.2-6
. CSM-S p.2-7
. p-2-7
CSM-S MSFC
2-2 Multilayer Switch Feature Card MSFC;
3 CSM-S
2-2 CSM-S MSFC
Catalyst
6500
MSFC
.I H—3
il 757 N =
A il csus || = SEN
= |1 ) :
95472k [ — | -
e MSFC CSM-S VLAN LAN
. 3 CSM-S

¢ CSM-S

Catalyst 6500 CSM-S
| oL-7030-01-y .m



2 CSM-S

W csm-s
CSM-S MSFC
MSFC CSM-S
CSM-S MSFC
Catalyst
6500
= | I
B =
I O i —
L
T7v7 = ©
—— R R —L CSM-S N
L—% 2
935472k
CSM-S
Secure NAT SNAT
CSM-S MSFC
MSFEC CSM-S
CSM-S MSFC
Catalyst
6500
ﬁ H—n
B =
o I e —
L
7T —-
— FENUEN MSFC 8
L—%4 o
3 CSM-S
MSFC
CSM-S
CSM-S
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2 CSM-S

CSM-S

CSM-S
2-5 CSM-S
25 CSM-S
Catalyst
6500
CSM-S
— Kl Ell ¥—i
]l 755 N =
P VA T — | I
= |- ) :
e (CSM-S
o CSM-S
L Policy Based Routing PBR;
SNAT
. SNAT
U 2
2-6 CSM-S
2-6
Catalyst
6500
Ol =
H’ S NUESFN MSFC -
E — M_ .
9547k VIP ( me | H—
)34
CSM-S g
e TCP
e TCP 4
] 2
Catalyst 6500 CSM-S
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2 CSM-S |

H csm-s
CSM-S
CSM-S MSFC
CSM-S 3 CSM-S
o 1P
CSM-S VLAN
[ )
VLAN
gateway 4 VLAN
511
VLAN 7
1
Hot Standby
Router Protocol HSRP 1P
[ )
VLAN
route 4 VLAN
2
CSM-S
CSM-S 1
CSM-S 3
[ )
CSM-S
CSM-S
MAC MAC
HSRP
e CSM-S
CSM-S
o 5
CSM-S
2 VIP
NAT [p-A-8]
Catalyst 6500 CSM-S
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CSM-S

DoS
DoS
CSM-S CSM-S DoS
CSM-S
CSM-S DoS
* SYN Cookie
S
SYN Cookie = Cookie
SYN Cookie
CSM-S  SYN Cookie
CSM-S TCP
SYN

[ )

[ )

o TCP

7 TCP
TCP
4
CSM-S DoS
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W Dos
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Content Switching Module with SSL.  CSM-S

. p-3-2

° p-3-5

e CSM-S p.3-6

. p-3-7

e SLB p-3-8

° p-3-14
. p.3-18

Catalyst 6500 CSM-S
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Route Processor RP;

3-1 CSM-S
3-2 SSL
N
4

e CSM-S SSLSM p.1-10
o p-1-11
. p.1-13
. p.3-18
. VLAN p.4-3
. VLAN p4-4
. p.5-2
. p.5-4
. p.6-2
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3-1 CSM-S

Z5—

VLAND Z5% 7

vlian X {client|server}

F—TT754 TDHE
probe NAME TYPE

H—i\ T7—LDFK

NAT T —ILDEEE
natpool| NAME

server farm NAME

EH—/\D
real IPE=I&

real name NAME

Y=\ T7—LH LA VTEREE
BEETIPICESVTERSNDIVENHDEE

< J/reg-expMDELE
map NAME TYPE

£
R WMCHR ] 5
A—HHRY— TF—LD ! fﬁ_'f‘ﬁ
HETNTERET 5188 ! &R/ IPOEE
B ' real NAME
e ATUNT T NARLVIRERERIISSE .
Y

HTTPA~w & —_ URL.
F1=1XCookieT
O—RNASYIUIN
WEIGE

sticky GROUP TYPE

BEETIL—T

| 0SHZ#EACL
access—list ...

\

(.......................

VEETIPT FLRT
=l A SL/F
HPZE:2A%: 1)

KU —0RE |,
sticky GROUP TYPE

{OSAT Y REET
1 IP. Cookie. & & TUSSL
VIDIZE D CH—RIC
VTEESNSE] BEMN
i HBBE

120098

( ...................................................

( .............................................................................
4

B —/DRE

vserver NAME
T
CSM-S
. p.6-7
o NAT p.5-8
. p.-5-9
e TCP p.6-5
Catalyst 6500 CSM-S
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3-2 CSM-S SSL

SSLEXEM R 2 — k

SSL VLANDF&7E
(BERVLANAN DA E)

RE

l NAT 7 —IL D

A=A —/N T7—LD

PKI D& E
(BE S UFEAENDEAN)

VEETNATZERES 156

(PSR BMRA D NEHRET D)
(IO T, R8-1%5H)

SSLAR1) & —

SSLY—ERXDEE
ss|-proxy service

SSLERED#T

SSL

WA T DVENHDISE

ss|-proxy policy ssl

TCP7FR 1 ¥ —
ss|-proxy policy tcp

e CSM-S SSLSM p.1-10

e SSL p.7-2
. SSL

p-7-7

o p.2-2

. p.2-4

e URL p.5-10

. p.6-14

J SSL
e RHI p.10-7

. persistent p.10-15
e HSRP p.9-6

. SNMP p.10-23
. p.11-2

p.7-7

P 1—FATCPR S v 5
LSS A — 8 EMBET B
| RENH BB

120099

i Catalyst 6500 CSM-S
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. p-11-10
e HTTP p-11-11
e CSM-S TCL p.12-1
. p.13-8
. p.13-18
. p.13-27
CSM-S Cisco 10S CSM-S  MSFC
CLI MSFC CLI
MSFC Cisco 10S
2 VLAN
A
CSM-S VLAN LAN CSM-S
Catalyst
Cisco IOS CSM-S VLAN
Catalyst 6500 CSM-S
[ oL-7030-01-J .m



W csm-s

CSM-S
CSM-S

. Cisco I0S Catalyst 6500
Series Switch Content Switching Module Installation Guide

e Server Load Balancing SLB;

1P
Domain Name Server DNS; CSM-S Virtual IP VIP;
1P DNS
1P
. Catalyst 6500 VLAN CSM-S VLAN

VLAN ID
Catalyst 6500 Series Switch Software Configuration Guide

VLAN

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# wvlan 130

Router (config-vlan)# name CLIENT_VLAN

Router (config-vlan)# exit

Router (config)# vlan 150

Router (config-vlan)# name SERVER_VLAN

Router (config-vlan)# end

i VLAN
2 VLAN

Router>

Router> enable

Router# config

Router (config)# interface 3/1

Router (config-if)# switchport

Router (config-if)# switchport access vlan 150
Router (config-if)# no shutdown

Router (vlan) # exit

. VLAN MSFC
3 VLAN

Network Address Translation NAT;

CSM-S
MSFC
CSM-S
CSM-S
MSFC 3 VLAN
CSM-S CSM-S
NAT
MSFC 3 VLAN

Catalyst 6500 CSM-S
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||
3 VLAN
Router>
Router> enable
Router# config
Router (config)# interface vlan 130
Router (config-if)# ip address 10.10.1.10 255.255.255.0
Router (config-if)# no shutdown
Router (vlan)# exit
CSM-S Cisco IOS CLI
Cisco 10S CLI Cisco I0S Catalyst 6500 Series Switch

Cisco 10S Software Configuration Guide Chapter 2

Router(config-slb-vlan-server)#  Router(config-slb-vlan-serve)#

Router> ?

Router (config) # module CSM 5
Router (config-module-CSM) # ?

Catalyst 6500 Series Switch Cisco 10S Software Configuration
Guide

Catalyst 6500 CSM-S
[ oL-7030-01-J .m



N sLB
Catalyst 6500 SLB 2 RP
CSM CSM-S CSM-S RP
RP 1 CSM-S
Cisco IOS SLB
S
RP CSM
2.1 CSM CSM
CSM-S RP
CSM CSM-S 1 CSM
CSM-S
Cisco IOS SLB
o p.3-8
. p-3-9
e CSM RP p-3-10
. p.3-12
CSM-S CSM-S
CSM-S module csm slot-number
slot-number CSM-S
module csm CSM-S
CSM-S
Y
CSM-S
CSM-S RP
e CSM ip slb
e CSM RP
5 CSM-S
1 Router(config)# module csm 5 CSM-S
2 Router (config-module-csm)# vserver VS1
Catalyst 6500 CSM-S
m. OL-7030-01-J |



SLB
config-module-csm CSM-S
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # module csm 5
Router (config-module-csm) # ?
SLB CSM module config
arp configure a static ARP entry
capp configure Content Application Peering Protocol
default Set a command to its defaults
dfp configure Dynamic Feedback Protocol manager
exit exit SLB CSM module submode
ft configure CSM fault tolerance (ft) feature
map configure an SLB map
natpool configure client nat pool
no Negate a command or set its defaults
owner configure server owner
policy configure an SLB policy
probe configure an SLB probe
real configure module real server
script configure script files and tasks
serverfarm configure a SLB server farm
standby
static configure static NAT for server initiated connections
sticky configure a sticky group
variable configure an environment variable
vlan configure a vlan
vserver configure an SLB virtual server
xml-config settings for configuration via XML
ip slb mode CSM RP CSM-S
CSM-S
Catalyst 6500 RP CSM
Cisco IOS SLB CSM-S
Catalyst 6500 CSM-S
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N sLB
CSM RP
CSM RP CSM-S  CLI CSM-S
CSM-S Cisco IOS SLB
1 CSM-S RP
CSM
ip slb mode csm 1.x CSM-S
CSM-S CSM Cisco IOS SLB
CSM-S ip slb
CSM-S  show show ip slb
CSM 2.1
Cisco IOS CLI
CSM-S

Cat6k# show running-config
Building configuration...
Current configuration : 5617 bytes

ip slb mode csm
ip slb vlan 110 server
ip address 10.10.110.1 255.255.255.0

ip slb vlan 111 client
ip address 10.10.111.2 255.255.255.0
gateway 10.10.111.1

ip slb probe HTTP_TEST http

request method get url /probe/http_probe.html
expect status 200

interval 5

failed 5

ip slb serverfarm WEBFARM
nat server

no nat client

real 10.10.110.10
inservice

real 10.10.110.20
inservice

probe HTTP_TEST

ip slb vserver HTTPVIP
virtual 10.10.111.100 tcp www
persistent rebalance
serverfarm WEBFARM

inservice

Catalyst 6500 CSM-S
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SLB ||
RP
Cisco IOS SLB CSM-S ip slb mode rp
2.1 CSM-S
CSM-S
mod csm X
X CSM-S
CSM-S  show show mod csm X
CSM 2.1 CSM-S RP
Cisco IOS SLB CSM-S
ip slb
CSM-S

Cat6k# show running-config
Building configuration...

Current configuration : 5597 bytes

module ContentSwitchingModule 5
vlian 110 server
ip address 10.10.110.1 255.255.255.0

vlan 111 client
ip address 10.10.111.2 255.255.255.0
gateway 10.10.111.1

probe HTTP_TEST http

request method get url /probe/http_probe.html
expect status 200

interval 5

failed 5

serverfarm WEBFARM
nat server

no nat client

real 10.10.110.10
inservice

real 10.10.110.20
inservice

probe HTTP_TEST

vserver HTTPVIP

virtual 10.10.111.100 tcp www
persistent rebalance
serverfarm WEBFARM

inservice

Catalyst 6500 CSM-S
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N sLB

CSM

RP
CSM

CSM

CSM RP RP CSM

RP CSM 1.x 2.1

Cat6k# configure terminal

Enter configuration commands,

Caték (config) #
csm  SLB in
rp SLB in

Caték (config) #
The current

00 00 o0 of

o0 0P

Please save
Caté6k (config) #

Cat6k# write

one per line. End with CNTL/Z.
ip slb mode ?

Content Switching Module

I0S system

ip slb mode rp
SLB mode is CSM-SLB.

You are selecting RP-SLB mode.
All configuration for CSM-SLB will be moved to module submode.
Confirm switch to RP-SLB mode?
Enter slot number for CSM module configuration,

[no]l: yes

0 for none [5]: 5
the configuration.

end

Building configuration...

[OK]
Caték#

RP CSM

RP

CSM

Cat6k# configure terminal

Enter configuration commands,

Caték (config) #
csm  SLB in
rp SLB in

Caték (config) #
The current

o0 00 of

o0 00 o

o0 00 of

Please save

Caték (config) #
Cat6k# write

one per line. End with CNTL/Z.
ip slb mode ?

Content Switching Module

IOS system

ip slb mode csm
SLB mode is RP-SLB.

You are selecting CSM-SLB.

All SLB configurations for RP will be ERASED.
After execution of this command, you must
write the configuration to memory and reload.
CSM-SLB module configuration will be moved to ip slb submodes.
Confirm switch to CSM-SLB mode?
Enter slot number for CSM module configuration,

[no]: yes
0 for none [5]: 5

the configuration and reload.

end

Building configuration...

Cat6k# reload

Proceed with reload?

[confirm] ¥

Verify Mode Operation

CSM-S

i Catalyst 6500
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Cat6k# show ip slb mode

SLB configured mode

Catalyst 6500

SLB
RP
Cat6k# show ip slb mode
SLB configured mode = rp
Cat6k# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Catk6-1(config)# ip slb ?
dfp configure Dynamic Feedback Protocol manager
entries initial and maximum SLB entries
firewallfarm configure an SLB firewall farm
mode configure SLB system mode
natpool define client nat pool
probe configure an SLB probe
serverfarm configure an SLB server farm
vserver configure an SLB virtual server
Cisco 10S SLB
Catb6k(config)# module csm 5
Caté6k (config-module-csm)# ?
SLB CSM module config
default Set a command to its defaults
dfp configure Dynamic Feedback Protocol manager
exit exit SLB CSM module submode
ft configure CSM fault tolerance (ft) feature
map configure an SLB map
natpool configure client nat pool
no Negate a command or set its defaults
policy configure an SLB policy
probe configure an SLB probe
serverfarm configure an SLB server farm
static configure static NAT for server initiated connections
sticky configure a sticky group
vlan configure a vlan
vserver configure an SLB virtual server
CSM-S CSM

= Ccsm

Catk6-1# configure terminal
Enter configuration commands, one per line.

End with CNTL/Z.

Caték(config)# ip slb ?
dfp configure Dynamic Feedback Protocol manager
ft configure CSM fault tolerance (ft) feature
map configure an SLB map
mode configure SLB system mode
natpool configure client nat pool
policy configure an SLB policy
probe configure an SLB probe
serverfarm configure an SLB server farm
static configure static NAT for server initiated connections
sticky configure a sticky group
vlan configure a vlan
vserver configure an SLB virtual server

CSM-S
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Content Switching Module with SSL 3
° p3— 15
e PCMCIA p.3-16
. TFTP p-3-17
S
CSM-S
Cisco I0S
CSM-S CSM-S Cisco IOS
CSM-S Cisco I0S
Y
CSM-S CSM SSL
CSM-S CSM CSM CSM-S
CSM-S CSM-S
exit
SLB p.3-8
CSM-S exit
CSM-S  Catalyst 6500
CSM-S Ctrl + ~ X
disconnect

Catalyst 6500 CSM-S
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S

Catalyst 6500 Series Supervisor Engine
Flash PC Card Installation Note

CSM-S

Trivial File Transfer Protocol TFTP;

Router>

Router> enable

Router# configure terminal

Router (config)# tftp-server sup-bootflash:cé6slb-apc.revision-num.bin
Router (config)

CSM-S

Router# session slot csm-slot-number processor 0

CSM-S
CSM> upgrade 127.0.0.zz c6slb-apc.revision-num.bin

zz 12

A

CSM-S Cisco IOS
CcsM> exit

CSM-S
CSM-S

Router (config) # hw-module module csm-slot-number reset

[ oL-7030-01-J
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PCMCIA

S

PCMCIA PC

PC CSM-S

1 TFTP PC

Router>

Router> enable

Router# configure terminal

Router (config)# tftp-server slotx:cé6slb-apc.revision-num.bin

x =0 PC PCMCIA 0
2 CSM-S

Router# session slot csm-slot-number processor 0

3 CSM-S

CSM> upgrade slot0: cé6slb-apc.revision-num.bin

N

4 CSM-S Cisco IOS
CSM> exit
5 CSM-S
CSM-S

Router# hw-module module csm-slot-number reset

Catalyst 6500 CSM-S
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TFTP

TFTP CSM-S

1 TFTP CSM-S VLAN

N

VLAN TFTP VLAN

2 TFTP

3 VLAN

4 CSM-S vlan

4 VLAN

5 CSM-S VLAN [IP

6 show csm slor vlan detail

4 VLAN

7 CSM-S TFTP

Router# ping module csm csm-slot-number TFTP-server-IP-address

8 CSM-S

Router# session slot csm-slot-number processor 0

9

CSM> upgrade TFTP-server-IP-address c6slb-apc.rev-number.bin
10 CSM-S Cisco IOS

CSM> exit
11 CSM-S

CSM-S

Router# hw-module module csm-slot-number reset

Catalyst 6500 CSM-S
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CSM-S SSL

CSM-S
SSL
e CSM SSL
. SSL SSL
[ ]
csM> vENus CSM
ssl-proxy# SSL
SSL
1 CsSM> venus Venus CLI
2 VENUS# set_ssl _password recovery 1 SSL
SSL
ssl-proxy# enable
ssl-proxy# copy nvram:startup-config
running-config
ssl-proxy# configure terminal
ssl-proxy (config)# enable password
password
S
SSL

no enable password

7 ssl-proxy(config)# line vty start_line
end_line

ssl-proxy (config-line)# login

ssl-proxy (config-line)# password
password

10 ssl-proxy(config-line)# end

CSM-S

i Catalyst 6500
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SSL

CSM> venus

VENUS# set_ssl_password_recovery 4

ssl-proxy# enable

ssl-proxy# copy nvram:startup-config running-config
ssl-proxy# configure terminal

ssl-proxy (config)# enable password cisco

SSL

enable password cisco cisco

ssl-proxy(config)# line vty 0 4
ssl-proxy(config-line)# login
ssl-proxy (config-line)# password cisco
ssl-proxy(config-line)# end

SSL

p.8-3

Catalyst 6500 CSM-S
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CHAPTER

VLAN

Content Switching Module with SSL  CSM-S VLAN LAN
. VLAN p.4-3
J VLAN p.4-4
SSL VLAN SSL VLAN p.7-2
Catalyst 6500 CSM-S VLAN
4-1
VLAN VLAN
VLAN CSM-S
VLAN VLAN
VLAN
VLAN VLAN
. 2 VLAN 2 VLAN
1 VLAN 1 VLAN
¢ DoS CPU
VLAN
N
Catalyst 6500 VLAN CSM-S VLAN
VLAN ID
Catalyst 6500 CSM-S
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4 VLAN |

41 VLAN
25472 Rl Catalyst 6500
VLAN IP7 KL X
IP7 KL +—/\EIVLAN
. 97 y €3 at:»rU7:<|P)
- '
=41 <
[~ =~ CSM-S rb A
@ **—“- v
HSRP,/VRRP
H—n

P o i

EII $— ]
|
)
4-1
1. CSM-S 3
CSM-S  Internet Control Message Protocol ICMP
2. VLAN 7
VLAN 511 224 Hot Standby Router Protocol
HSRP CSM-S 224 3
HSRP MAC
HSRP [p.9-6] VLAN TP
512 VLAN

Catalyst 6500 CSM-S
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| 4 VLAN

VLAN ||
VLAN
VLAN 1 CSM-S VLAN
Router (config-module-csm) # vlan vlianid VLAN
client VLAN
Router (config-slb-vlan-client) # ip VLAN Address
active_ip addr [netmask] [alt Resolution Protocol ARP;
standby_ip_addr [netmask]] P ’ CSM.S
CSM-S
alt CSM-S
P 2

Router (config-slb-vlan-client) # VLAN description

description description

80

Router (config-slb-vlan-client)# gateway
ip-address

1P

exit

no

CSM-S VLAN

Router (config-module-csm)# wvlan 130 client
Router (config-slb-vlan-client)# ip addr 123.44.50.6 255.255.255.0 alt 123.44.50.7

255.255.255.0

Router (config-slb-vlan-client)# gateway 123.44.50.1

)
Router (config-slb-vlan-client) # exit
Router# show module csm vlan 1

Catalyst 6500 CSM-S

end
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4 VLAN |
VLAN
VLAN
Router (config-module-csm) # vlan vlianid VLAN VLAN
server
Router (config-slb-vlan-server) # ip VLAN 1P
active_ip_addr [netmask] [alt CSM-S alt
standby_ip_ addr [netmask]] CSM.S
M-

P 2
Router (config-slb-vlan-server) # VLAN description
description description 80
Router (config-slb-vlan-server)# alias
ip-address netmask P CSM-S 3
Router (config-slb-vlan-server) # route CSM-S 3
ip-address netmask gateway gw-ip-address 2
Router # show module csm slot vlan [client VLAN
| server | ft] [id vlan-id] [detail]

exit end
no
9

CSM-S VLAN

Router (config-module-csm)# wvlan 150 server

Router (config-slb-vlan-server)# ip addr 123.46.50.6 255.255.255.0

Router (config-slb-vlan-server)# alias 123.60.7.6 255.255.255.0

Router (config-slb-vlan-server)# route 123.50.0.0 255.255.0.0 gateway 123.44.50.1

Router (config-slb-vlan-server) # exit

CSM-S
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. p-5-4

e DFP p.5-7

J NAT p.5-8
. p.5-9

e URL p.5-10

Catalyst 6500 CSM-S
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[p.11-10]
HTTP
[p.11-11]

1 Router(config-module-csm)# serverfarm
serverfarm-name

12
2 Router (config-slb-sfarm)# predictor
[roundrobin | leastconns | hash url | 2
hash address [source | destination] .
[ip-netmask] | forward]] roundrobin

slowstart timer

1 65535
slowstart timer
3 Router(config-slb-sfarm)# nat client Network Address Translation NAT;
client-pool-name
2 NAT
[p-5-8]
S
NAT
4 Router (config-slb-sfarm)# no nat server 1P
5 Router (config-slb-sfarm)# probe probe
probe-name 2
6 Router(config-slb-sfarm)# bindid 1
bind-id
2 bindid Dynamic Feedback

Protocol DFP

7 Router (config-slb-sfarm)# failaction
{purge | reassign} 2

Catalyst 6500 CSM-S
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10

1

12
13

Router (config-slb-sfarm)# description
description

description 80

Router (config-slb-sfarm)# health
retries 20 failed 600

Cat6k-2 (config-slb-sfarm)# retcode-map HTTP
NAME_OF_MAP
Router (config-slb-sfarm)# real
ip_address
Router (config-slb-real)# inservice
Router# show module csm slot serverfarm
serverfarm-name [detail]
exit end
no
REAL_SLOW_START_ENABLE
0 10 0
1 10
10 Content Switching Module CSM
3
N CSM 2AN 2 N
leastconns pl_nat

Router (config-module-csm) # serverfarm pl nat
Router (config-slb-sfarm)# predictor leastconns

(

(
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice
Router (config-slb-sfarm)# real 10.1.0.106
Router (config-slb-real)# inservice

Catalyst 6500 CSM-S
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Content Switching Module with SSL
CSM-S CSM-S

1P

* no inservice — CSM-S sticky

N

no inservice CSM-S
clear module csm slor connection

* inservice — CSM-S sticky

* inservice standby — CSM-S sticky

1 Router(config-slb-sfarm)# real
ip-address [port] [local]

12

SSL

local

2 Router(config-slb-real)# weight
weighting-value

v

DFP

Catalyst 6500 CSM-S
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Router (config-slb-real)# maxconns

max-conns 2
Router (config-slb-real)# minconns
min-conns
Router (config-slb-real)# inservice CSM
23
Router# show module csm slot [sfarm
£ B .
serverfarm-name] [detail] sfarm
detail
Router# show module csm slot [vserver CSM-S
virtserver-name] [client ip-address]
. vserver
[detail]
client
detail
exit end
no
1 5
Router (config-module-csm) # serverfarm serverfarm
Router (config-slb-sfarm)# real 10.8.0.7
Router (config-slb-real)# inservice
Router (config-slb-sfarm)# real 10.8.0.8
Router (config-slb-real)# inservice
Router (config-slb-sfarm)# real 10.8.0.9
Router (config-slb-real)# inservice
Router (config-slb-sfarm)# real 10.8.0.10
Router (config-slb-real)# inservice
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice
Router (config-slb-sfarm)# real 10.1.0.106
Router (config-slb-sfarm)# inservice
Router (config-slb-real)# end
Router# show mod csm slot reals detail
Router# show mod csm slot conns detail
no inservice CSM-S

no inservice CSM-S

clear module csm slot conn

Catalyst 6500 CSM-S
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3
[ ]
o 1
. inservice
Router (config-slb-real)# no inservice
p-5-2
CSM-S
CSM-S
p.11-2
Cookie SSL ID IP
inservice standby inservice standby

no inservice

sticky

Catalyst 6500 CSM-S
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DFP
DFP CSM-S
DFP
S
DFP DFP
IP DFP
DFP DFP
DFP
1 Router(config-module-csm)# dfp DFP
[password password] DFP
12
2 Router(config-slb-dfp)# agent
ip-address port [activity-timeout DFP
[retry-count [retry-intervallll 2
3 Router# show module csm slot dfp [agent |DFP
[detail | ip-address port] | manager
[ip_addr] | detail | weights]
1. exit end

no
DFP

Router (config-module-csm) # dfp password password

Router (config-slb-dfp)# agent 123.234.34.55 5 6 10 20
Router (config-slb-dfp) # exit

Catalyst 6500 CSM-S
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[ | NAT

NAT

NAT NAT 1P
VLAN LAN 1P nat serverfarm
NAT NAT
N
NAT SSL CSM
NAT NAT
NAT
NAT
1 Router(config-module-csm)# natpool NAT
pool-name start-ip end-ip netmask mask 1
12
2 Router (config-module-csm)# serverfarm serverfarm
serverfarm-name NAT
3 Router(config-slb-sfarm)# nat client NAT
clientpool-name
4 Router# show module csm natpool [name NAT
pool-name] [detail]

1. exit end

NAT

Router (config) # natpool pooll 102.36.445.2 102.36.16.8 netmask 255.255.255.0
Router (config) # serverfarm farml
Router (config-slb-sfarm)# nat client pooll

Catalyst 6500 CSM-S
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||
NAT NAT
NAT CSM-S
NAT
1 Router(config)# static [drop | nat
[ip-address | virtuall]] P
NAT
1P NAT
12
2 Router(config-slb-static)# real NAT
ip-address [subnet-mask] NAT NAT
1. exit end
2 no
Catalyst 6500 CSM-S
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N UuRL

URL

URL

URL

URL 7
CSM-S  URL

URL

URL

CSM-S Release 2.1(1)

URL

URL

URL
URL
URL
URL
URL

[p.5-11]

URL
URL

URL

Router (config-slb-sfarm)# predictor
hash url

URL

URL

Router (config)# mod csm 2

Router (config-module-csm) # serverfarm farml
Router (config-slb-sfarm)# predictor hash url
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice

Router (config-slb-real)# exit

URL

DFP

1P

1P

i Catalyst 6500 CSM-S

OL-7030-01-J |



URL

URL

1 Router(config-slb-sfarm)# serverfarm MYFARM
MYFARM

2 Router(config-slb-sfarm)# real 1.1.1.1 80
80

Router (config-slb-sfarm)# inservice

Router (config-slb-sfarm)# real 1.1.1.1 8080
8080

5 Router(config-slb-sfarm)# inservice

URL

URL

URL URL vserver vserver-name
url-hash begin-pattern pattern-a url-hash end-pattern pattern-b

URL c&k= & c&k=c

http://quote.yahoo.com/q?s=csco&d=c&k=cl&t=2y&a=v&p=s&l=on&z=m&q=I\

URL
URL

URL

Router (config-module-csm) #

Router (config-module-csm) # vserver vsl

Router (config-slb-vserver)# wvirtual 10.1.0.81 tcp 80

Router (config-slb-vserver)# url-hash begin-pattern c&k= end-pattern &
Router (config-slb-vserver)# serverfarm farml

Router (config-slb-vserver)# inservice

Router (config-slb-vserver) #

Router (config-slb-vserver) # exit

Router (config-module-csm) # exit

[ oL-7030-01-J
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o p-6-2

. p.6-9

. p.6-12

. p.6-14
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e TCP p.6-5
. p.6-6
° p6-6
. p.6-7
A
1P 1P
Address Resolution Protocol ARP;
Content Switching Module with SSL
CSM-S 1P
CSM-S
Server Load
Balancing SLB;
p.5-2
p.6-12
/
CSM-S
Virtual IP  VIP; IP CSM-S
S
4 7 1 4
3 7
SLB
7
CSM-S 1P
1P
Catalyst 6500 CSM-S
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1P CSM-S
TCP UDP

1 Router(config-module-csm)# owner
owner-name address
street-address-information billing-info
billing-address-information
email-address email-information
maxconns 1 :MAXULONG
2 Router (config-module-csm)# vserver
virtserver-name 12
3 Router(config-slb-vserver)# vs-owner
owner-name maxconns 1:MAXULONG
4 Router (config-slb-vserver)# virtual
ip-address [ip-mask] protocol P
port-number [service £tp]
protocol tcp udp any
number
5 Router(config-slb-vserver)# serverfarm
serverfarm-name 23 1
6 Router(config-slb-vserver)# sticky
duration 2 3
sticky
7 Router (config-slb-vserver)# sticky CSM-S
group-number reverse
8 Router(config-slb-vserver)# client
ip-address network-mask [exclude] 2 3
9 Router(config-slb-vserver)# slb-policy 1
policy-name 2
10 Router (config-slb-vserver)# inservice CSM
2
11 Router# show module csm slot vserver
[details]
1. exit end
2 no

Catalyst 6500 CSM-S
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barnett bosco
12 50

Router (config)# mod csm 2
Router (config-module-csm)# sticky 1 cookie foo timeout 100
Router (config-module-csm) # exit

Router (config-module-csm) #

Router (config-module-csm) # serverfarm bosco

Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm) #

Router (config-slb-sfarm)# vserver barnett

Router (config-slb-vserver)# virtual 10.1.0.85 tcp 80
Router (config-slb-vserver)# serverfarm bosco

Router (config-slb-vserver)# sticky 50 group 12

Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

Router (config-module-csm) # end

vsl 2

bosco

Router (config)# mod csm 2

Router (config-module-csm) # map map3 url
Router (config-slb-map-url) # match protocol http url *finance*
Router (config-slb-map-url) #

Router (config-slb-map-url) # map map4 url
Router (config-slb-map-url) # match protocol http url *mail*
Router (config-slb-map-url) #

Router (config-slb-map-url) # serverfarm barl
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice
Router (config-slb-real) #

Router (config-slb-real)# serverfarm bar2
Router (config-slb-sfarm)# real 10.1.0.106
Router (config-slb-real)# inservice
Router (config-slb-real) #

Router (config-slb-real)# serverfarm bosco

Router (config-slb-sfarm)# real 10.1.0.107

Router (config-slb-real)# inservice

Router (config-slb-real) #

Router (config-slb-real)# policy pcl

Router (config-slb-policy)# serverfarm barl

Router (config-slb-policy)# url-map map3

Router (config-slb-policy)# exit

Router (config-module-csm) #

Router (config-module-csm) # policy pc2

Router (config-slb-policy)# serverfarm bar2

Router (config-slb-policy)# url-map map4

Router (config-slb-policy)# exit

Router (config-module-csm) #

Router (config-module-csm) # vserver barl

Router (config-slb-vserver)# virtual 10.1.0.86 tcp 80
Router (config-slb-vserver)# slb-policy pcl

Router (config-slb-vserver)# slb-policy pc2

Router (config-slb-vserver) # serverfarm bosco

Router (config-slb-vserver)# inservice

Router (config-slb-vserver) #
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TCP
TCP TCP
SYN SYN/ACK FIN RST
TCP
CSM-S UDP UDP
UDP
UDP
FTP
Ip Internet Control Management
Protocol ICMP ping
TCP
Router (config-module-csm) # vserver
virtserver-name 12
Router (config-slb-vserver) # idle
duration d .
uration
0
65535 3600
S
idle 0
INFINITE_IDLE_TIME_MAXCONNS
exit Router (config)>
end
no
TCP
Router (config-module-csm) # vserver barnett
Router (config-slb-vserver)# idle 10
CSM-S TCP TCP 4
VIP SYN 7
TCP CSM-S TCP
VLAN ID CSM-S
7 CSM-S ID
TCP 7
7 TCP
TCP
Catalyst 6500 CSM-S
[ oL-7030-01-J .m



1 Router(config-module-csm)# vserver
virtserver-name

2 Router (config-slb-vserver)#
serverfarm primary serverfarm
[backup backup_serverfarm [threshold
outservice real value inservice

. outservice
real_value] [sticky]]

inservice

1
outservice inservice

Router (config-slb-sfarm)# vserver barnett

Router (config-slb-vserver)# serverfarm bosco backup BACKUP threshold outservice 3
inservice 6

CSM-S

1 Router (config-module-csm) # vserver
dependent_virtserver_name

2 Router (config-slb-vserver)# virtual
ip-address [ip-mask] protocol port-number
[service {ftp | rtsp | termination}] 5

IP protocol
tcp udp any

number

3 Router(config-slb-vserver) #
status-tracking tracked virtserver_name
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||
B A C
Router (config-slb-sfarm)# wvserver A
Router (config-slb-vserver)# wvirtual 10.1.0.85 tcp 80
Router (config-slb-vserver)# status-tracking B
Router (config-slb-vserver) # exit
Router (config-slb-sfarm)# vserver C
Router (config-slb-vserver)# virtual 10.1.0.86 tcp 80
Router (config-slb-vserver)# status-tracking B
1 Router (config-module-csm) # vserver
virtserver-name 12
2 Router (config-slb-vserver)# vserver TCP
tcp-protect 2
3 Router(config-slb-vserver)# wvirtual TCP
100.100.100.100 tcp any service
tcp-termination
1. exit Router (config)>
end
2 no
redirect-vserver
TCP
1 Router(config-slb-sfarm)#
redirect-vserver name 12
2 Router(config-slb-redirect-v)# HTTP
webhost relocation relocation string URL
URL
HTTP
2
3 Router(config-redirect-v)# webhost
backup backup string HTTP
HTTP
2
4 Router(config-redirect-v)# virtual P
v_ipaddress tcp port 2
5 Router(config-redirect-v)# idle CSM-S
duration 2
6 Router(config-redirect-v)# client
ip-address network-mask [exclude] IP
2

Catalyst 6500 CSM-S
[ oL-7030-01-J .m



7 Router(config-redirect-v)# inservice
2
8 Router(config-redirect-v)# ssl port SSL
9 Router# show module csm vserver
redirect [detail]
1. exit end

2 no
Router (config)# serverfarm FARM1
Router (config-slb-sfarm)# redirect-vserver REDIR_ 1
Router (config-slb-redirect-)# webhost relocation 127.1.2.30 301
Router (config-slb-redirect-)# wvirtual 172.1.2.30 tcp www
Router (config-slb-redirect-)# inservice
Router (config-slb-redirect-)# exit
Router (config-slb-sfarm)# redirect-vserver REDIR 2
Router (config-slb-redirect-)# webhost relocation 127.1.2.31 301
Router (config-slb-redirect-)# virtual 172.1.2.31 tcp www

(
(
(
(
(
(
(
(
(
Router (config-slb-redirect-)# inservice
(
(
(
(
(
(
(
(

Router (config-slb-redirect-)# exit

Router (config-slb-sfarm)# real 10.8.0.8

Router (config-slb-real)# redirect-vserver REDIR_1
Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.8.0.9

Router (config-slb-real)# redirect-vserver REDIR_2
Router (config-slb-real)# inservice

Router (config-slb-real)# end

Router# show module csm serverfarm detail
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||
URL Cookie HTTP
[p.6-12] URL urll  url2 UNIX
6-1
URL
1 Router(config-module-csm)# map URL
url-map-name url 12
2 Router (config-slb-map-url)# match protocol 2
http url url-path
1. exit end
2. no
6-1
* 0
? 1
S
CLI
Ctrl-vV
\
[0-9] 1
A

\a ASCII 7

\b ASCII 8

M ASCII 12

An ASCII 10

\r Carriage Return CR; ASCII 13

At ASCII 9

v ASCII 11

A ASCII 0

A\

Ax## 2 16 ASCII
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Cookie
1 Router(config)# map cookie-map-name cookie |Cookie Cookie 1
2 Router (config-slb-map-cookie)# match Cookie 1

protocol http cookie cookie-name

cookie-value cookie-value-expression

1. no

Router (config-module-csm) # serverfarm pl_url url_ 1
Router (config-slb-sfarm)# real 10.8.0.26

Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-slb-sfarm) # exit

Router (config-slb-policy)# serverfarm pl url url 1
Router (config-slb-policy)# url-map url_1

Router (config-slb-policy)# exit

Router (config-module-csm) # serverfarm pl_ url url_ 2
Router (config-slb-sfarm)# real 10.8.0.27

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm)# exit

Router (config-module-csm)# map url_1 wurl

Router (config-slb-map-url)# match protocol http url /urll
Router (config-slb-map-url) # exit

Router (config-module-csm) # map url_ 2 url

Router (config-slb-map-url)# match protocol http url /url/url/url
Router (config-slb-map-url)# match protocol http url /reg/*long.*
Router (config-slb-map-url) # exit

Router (config-module-csm) # policy policy url_ 1

Router (config-module-csm)# policy policy url_2

Router (config-slb-policy)# serverfarm pl url url 2
Router (config-slb-policy)# url-map url_ 2

Router (config-slb-policy)# exit

Router (config-module-csm) # vserver vs_url_url

Router (config-slb-vserver)# virtual 10.8.0.145 tcp 80
Router (config-slb-vserver)# slb-policy policy url 1
Router (config-slb-vserver)# slb-policy policy url 2
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

map HTTP map
CSM-S

HTTP

Router (config-module-csm) # map name header |HTTP

p.6-14
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Router (config-module-csm) # map name
retcode

HTTP

Router (config-slb-sfarm)# retcode-map HTTP
name_of_map

HTTP p-11-11
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CSM-S 7

[sticky]

CSM-S

reset RST

backup sorry-serverfarm [sticky]
sticky

sticky

. sticky

. sticky

no slb-policy policy name
slb-policy policy name
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Router (config-module-csm) # policy
policy-name

Router (config-slb-policy)# url-map
url-map-name

URL 2 map
URL /Cookie

p.6-14

Router (config-slb-policy)# cookie-map
cookie-map-name

Cookie 2

Router (config-slb-policy)# header-map
name

HTTP

Router (config-slb-policy)# sticky-group
group-id

sticky

Router (config-slb-policy)# client-group
value | std-access-list-name

1P

Router (config-slb-policy)# serverfarm
serverfarm-name

Router (config-slb-policy)# set ip dscp
dscp-value

Differentiated Services
Code Point DSCP 2

Router (config-slb-policy)# nat client
{client-pool-name | static}

Network Address Translation NAT;

2 NAT
[p-5-8]

A

NAT

exit

no

mapl URL

end

Router (config-slb-policy)# serverfarm pl sticky

Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-sfarm)# inservice
Router (config-slb-policy)# exit

Router (config-module-csm) # policy policy sticky_ ck
Router (config-slb-policy)# serverfarm pl sticky

Router (config-slb-policy)# url-map mapl
Router (config-slb-policy)# exit

Router (config-module-csm) # vserver vs_sticky_ ck
Router (config-slb-vserver)# virtual 10.1.0.80 tcp 80
Router (config-slb-vserver)# slb-policy policy sticky_ ck

Router (config-slb-sfarm)# inservice
Router (config-slb-policy)# exit
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Release 2.1(1) CSM-S

HTTP

CSM-S  HTTP

CSM-S

HTTP get 1

GET /?u HTTP/1.1<0D><0A>

Accept: image/gif, image/x-xbitmap,
Referer: http://www.yahoo.com/<0D><0A>
Accept-Language: en-us<0D><0A>
Accept-Encoding: gzip, deflate<0D><0A>
User-Agent: Mozilla/4.0 (compatible;
Host: finance.yahoo.com<0D><0A>
Connection: Keep-Alive<0D><0A>
Cookie: B=51g3cjstag3vm; Y=1<0D><0A>
<0D><0A>

HTTP
CSM-S

HTTP p.6-14

. HTTP
d p.6-15
. p.6-16

HTTP

map HTTP

HTTP

image/jpeg,

MSIE 5.0;

HTTP

HTTP

image/pjpeg<0D><0A>

Windows NT; DigExt)<0D><0A>

CSM-S

p.6-15
p.6-15

map
CSM-S

Router (config-module-csm) # map name header

HTTP

N

URL Cookie

CSM-S

i Catalyst 6500
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match HTTP CSM-S

Router (config-slb-map-header) # match
protocol http header field header-value

; Cookie HTTP
expression .
Cookie
Cookie
S
CSM-S 1 HTTP
1 HTTP
HTTP
HTTP
HTTP
1 Router(config-module-csm)# policy
policy-name
2 Router (config-slb-policy)# header-map HTTP

name

N
HTTP HTTP URL
HTTP Cookie CSM-S
vserver virtserver-name
1 Router(config-module-csm)# vserver
virtserver-name
2 Router (config-slb-policy)# header-map HTTP
name
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Router (config)# mod csm 2

Router (config-module-csm)# !!!configure generic header map

Router (config-module-csm)# map map2 header

Router (config-slb-map-heaer)# $col http header Host header-value *.yahoo.com

Router
Router
Router
Router
Router
Router

config-slb-map-header)# !!! configure serverfarm
config-slb-map-header)# serverfarm farm2
config-slb-sfarm)# real 10.1.0.105
config-slb-real)# inservice

config-slb-real)# exit

config-slb-sfarm)# exit

Router (config-module-csm)# !!! configurate policy
Router (config-module-csm) # policy pc2

Router (config-slb-policy)# serverfarm farm2
Router (config-slb-policy)# header-map map2

Router (config-slb-policy)# exit

Router (config-module-csm)# !!! config vserver

Router (config-module-csm) # wvserver vs2

Router (config-slb-vserver)# wvirtual 10.1.0.82 tcp 80
Router (config-slb-vserver)# slb-policy pc2

Router (config-slb-vserver)# inservice

Router (config-slb-vserver)# end

Router (config) # show module csm 2 map det
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CHAPTER

CSM-S SSL

SSL  Content Switching Module with SSL

CLI
SSL Services Module SSLSM
ALY
Content Switching Module CSM
CSM-S Content Switching Module with SSL
CSM-S CSM-S
SSL CSM-S
e SSL p.7-2
. SSL p.7-7
. p.7-11
e SSL p.7-20
e NAT p.7-25
e TACACS TACACS+ RADIUS p.7-26
e SNMP p.7-26
. p.7-28
. p.7-31
e VTS p.7-33
N
CSM-S
CSM-S
p-20
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7 CSM-S SSL |

H ssL
SSL
A
CSM-S SSL
1-2[p.1-8] Secure Shell SSH;
Telnet
SSL
e SSL VLAN p.7-2
* Telnet p.7-3
e FQDN p.7-4
e SSH p.7-4
SSL VLAN
SSL VLAN LAN VLAN VLAN
VLAN SSH Public Key Infrastructure PKI;
Secure File Transfer SCP Trivial File Transfer Protocol TFTP;
VLAN
S
SSL VLAN 1 VLAN
A
SSL VLAN CSM
VLAN CSM SSL
A
VLAN ID Catalyst 6500
Series Switch Software Configuration Guide Configuring VLANs
S
SSL VLAN 2 1005 SSL
VLAN
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| 7 CSM-S SSL

SSL
SSL VLAN
1 ssl-proxy(config)# ssl-proxy vlan vlan VLAN VLAN
2 ssl-proxy(config-vlan)# ipaddr ip_addr VLAN 1P
netmask
3 ssl-proxy(config-vlan)# gateway P
gateway._addr
N
VLAN IP
IP
4 ssl-proxy(config-vlan)# route ip_addr CSM-S 3
netmask gateway ip_addr
5 ssl-proxy(config-vlan)# admin VLAN VLAN!
1. VLAN PKI SSH SCP TFTP VLAN
VLAN
VLAN 1P
VLAN VLAN

ssl-proxy (config)# ssl-proxy vlan 100
ssl-proxy(config-vlan)# ipaddr 10.1.0.20 255.255.255.0
ssl-proxy(config-vlan)# gateway 10.1.0.1
ssl-proxy(config-vlan)# admin

ssl-proxy (config-vlan)# 4z

ssl-proxy#

Telnet
SSL Telnet

1 ssl-proxy (config)# enable password
password

2 ssl-proxy(config)# line vty
starting-line-number ending-line-number

3 ssl-proxy(config-line)# login

4 ssl-proxy(config-line)# password
password

SSL

ssl-proxy (config)# enable password cisco
ssl-proxy(config)# line vty 0 4
ssl-proxy(config-line) #login

ssl-proxy (config-line) #password cisco
ssl-proxy (config-line) #end

ssl-proxy#
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7

CSM-S SSL

W ssL

FQDN

SSH

i Catalyst 6500

Fully Qualified

SSL
Domain Name FQDN; FQDN
FQDN
1 ssl-proxy (config)# hostname name
2 ssl-proxy(config)# ip domain-name name
SSL FQDN
ssl-proxy (config)# hostname ssl-proxy2
ssl-proxy?2 (config)# ip domain-name example.com
ssl-proxy?2 (config)# end
ssl-proxy2 (config) #
SSH
Authentication, Authorization, Accounting AAA,;
SSH
SSH
. SSH p.7-4
e SSH p.7-5
e SSH AAA p.7-6
SSH
SSH SSH
A
SSH RSA [p.8-5]
SSH
SSH SSH SSH
SSH SSH
1 ssl-proxy# configure terminal terminal
2 ssl-proxy(config)# ip ssh rsa SSH
keypair-name ssh_key name
3 ssl-proxy(config)# crypto key generate SSH SSH
rsa general-keys label ssh_key name
CSM-S
0L-7030-01-J |




7 CSM-S SSL

SSH

SSL

ssl-proxy (config)# end

ssl-proxy# show ip ssh SSH

SSH SSH

ssl-proxy (config)# ip ssh rsa keypair-name ssh-key

Please create RSA keys to enable SSH.

ssl-proxy (config)# crypto key generate rsa general-keys label ssh-key

The name for the keys will be: ssh-key

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys ...[OK]

ssl-proxy (config)#
*Aug 28 11:07:54.051: $SSH-5-ENABLED: SSH 1.5 has been enabled

ssl-proxy (config)# end

ssl-proxy# show ip ssh
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

ssl-proxy#

SSH

ssl-proxy# configure terminal terminal

ssl-proxy (config)# enable password
password

ssl-proxy (config) # username username
{password | secret} password

ssl-proxy (config)# line vty line-number
ending-1ine-number

ssl-proxy(config-line)# login local

SSL SSH

ssl-proxy# configure terminal

ssl-proxy (config)# enable password cisco
ssl-proxy(config)# username admin password admin-pass
ssl-proxy(config)# line vty 0 4

ssl-proxy (config-line)# login local
ssl-proxy(config-line)# end

p.3-18
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7 CSM-S SSL |

W ssL

SSH AAA
SSH AAA

1 ssl-proxy# configure terminal terminal

2 ssl-proxy(config)# username username
secret {0 | 5} password

3 ssl-proxy(config)# enable password
password

4 ssl-proxy(config)# aaa new-model AAA

5 ssl-proxy(config)# aaa authentication
login default local

6 ssl-proxy(config)# line vty line-number
ending-1ine-number

7 ssl-proxy(config-line)# transport input

ssh SSH SSH

SSL SSH AAA

ssl-proxy# configure terminal

ssl-proxy(config)# username admin secret admin-pass
ssl-proxy (config)# enable password enable-pass

ssl-proxy (config)# aaa new-model

ssl-proxy(config)# aaa authentication login default local
ssl-proxy(config)# line vty 0 4

ssl-proxy (config-line)# transport input ssh
ssl-proxy(config-line)# end

ssl-proxy#

AAA p.3-18
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| 7 CSM-S SSL

SSL
CSM-S
. p.7-7
. p.7-8
SSL
local
SSL CSM
Cat6k-2 (config-module-csm) # serverfarm SSLfarm
Cat6k-2 (config-slb-sfarm)# real 10.1.0.21 local
Cat6k-2 (config-slb-real)# inservice
Cat6k-2 (config-module-csm) # vserver VS1
Catb6k-2 (config-slb-vserver)# wvirtual 10.1.0.21 tcp https
Cat6k-2 (config-slb-vserver)# serverfarm SSLfarm
Cat6k-2 (config-slb-vserver)# inservice
local CSM CSM SSL
CSM-S
SSL SSL

ssl-proxy(config)# ssl-proxy service S1

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.1.0.21 protocol tcp port 443 secondary
ssl-proxy(config-ssl-proxy)# server ipaddr 10.2.0.100 protocol TCP port 80

ssl-proxy (config-ssl-proxy)# inservice

CSM

Cat6k-2 (config-module-csm) # serverfarm SSLfarm
Cat6k-2 (config-slb-sfarm)# real 10.1.0.21 local
Cat6k-2 (config-slb-real)# inservice

Cat6k-2 (config-module-csm) # vserver VS1

Cat6k-2 (config-slb-vserver)# wvirtual 10.1.0.21 tcp https
Cat6k-2 (config-slb-vserver)# serverfarm SSLfarm

Cat6k-2 (config-slb-vserver)# inservice

SSL SSL SSL
CSM  SSL-ID sticky SSL SSL
CSM SSL-ID TCP
CSM SSL SSL
TCP
CSM SSL
SSL TCP SSL
CSM SSL TCP
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7 CSM-S SSL

SSL

SSL

Catb6k-2 (config-module-csm)# sticky 10 ssl timeout 60
Cat6k-2 (config-module-csm)# serverfarm SSLfarm
Cat6k-2 (config-slb-sfarm)# real 10.1.0.21 local
Cat6k-2 (config-slb-sfarm)# inservice

Cat6k-2 (config-slb-sfarm)# real 10.2.0.21

Cat6k-2 (config-module-csm) # vserver VS1

Cat6k-2 (config-slb-vserver) #
Caté6k-2 (config-slb-vserver) #
Cat6k-2 (config-slb-vserver) #
Cat6k-2 (config-slb-vserver) #
Cat6k-2 (config-slb-vserver) #

(
(
(
(
(
Cat6k-2 (config-slb-sfarm)# inservice
(
(
(
(
(
(

CSM

IP

1P

virtual 10.1.0.21 tcp https
sticky 60 group 10
serverfarm SSLfarm
persistent rebalance
inservice

TCP SSL
SSLfarm
1P
SSL

SSL
CSM
CSM

SYN CSM

VS1

SYN

VS1

SSL CSM

SSL
VLAN

Cat6k-2 (config-module-csm) # serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-sfarm)# inservice

Cat6k-2 (config-module-csm) # vserver VS2
Cat6k-2 (config-slb-vserver)# wvirtual 10.2.0.100 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-vserver)# vlan local
Cat6k-2 (config-slb-vserver)# inservice

Cat6k-2 (config-module-csm)# serverfarm SSLpredictorforward
Cat6k-2 (config-slb-sfarm)# predictor forward

Cat6k-2 (config-module-csm) # vserver VS3

Cat6k-2 (config-slb-vserver)# virtual 0.0.0.0 0.0.0.0 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SSLpredictorforward
Cat6k-2 (config-slb-vserver)# inservice

CSM-S

i Catalyst 6500
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| 7 CSM-S SSL

SSL

CSM

SSL
CSM
p.7-7 SSL

7 CSM

Cat6k-2 (config-module-csm) # serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-real)# inservice

Cat6k-2 (config-module-csm) # serverfarm SLBjpgfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.21

Cat6k-2 (config-module-csm) # map JPG url
Cat6k-2 (config-slb-map-cookie)# match protocol http url *jpg*

Cat6k-2 (config-module-csm) # policy SLBjpg
Cat6k-2 (config-slb-policy)# url-map JPG
Cat6k-2 (config-slb-policy) #serverfarm SLBjpgfarm

Cat6k-2 (config-module-csm) # vserver VS2

Cat6k-2 (config-slb-vserver)# virtual 10.2.0.100 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-vserver)# slb-policy SLBjpg

Cat6k-2 (config-slb-vserver)# inservice

4 CSM

Cat6k-2 (config-module-csm) # serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-real)# inservice

Cat6k-2 (config-module-csm) # vserver VS2
Cat6k-2 (config-slb-vserver)# virtual 10.2.0.100 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-vserver)# vlan local
Cat6k-2 (config-slb-vserver)# inservice
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7 CSM-S SSL |

[ | SSL

p.7-7
SSL

SSL

ssl-proxy(config)# ssl-proxy service S1

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.1.0.21 protocol tcp port 443 secondary
ssl-proxy (config-ssl-proxy)# server ipaddr 10.2.0.20 protocol TCP port 80

ssl-proxy (config-ssl-proxy)# inservice

CSM
Cat6k-2 (config-module-csm)# serverfarm SSLreals

Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-sfarm)# inservice

Cat6k-2 (config-module-csm)# serverfarm SSLpredictorforward
Cat6k-2 (config-slb-sfarm)# predictor forward

Cat6k-2 (config-module-csm) # vserver VS3

Cat6k-2 (config-slb-vserver)# wvirtual 0.0.0.0 0.0.0.0 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SSLpredictorforward
Cat6k-2 (config-slb-vserver)# inservice
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CSM-S SSL

SSL

SSL

e SSL

e TCP

e HTTP
e URL

TCP

p.7-11

p.7-13

p.7-14
p.7-17

SSL

p.7-20

SSL

SSL

SSL

SSL

SSL

SSL
SSL

SSL

e strict— SSL
SSL

* none — SSL

SSL

SSL

e disabled
SSL

SSL

Catalyst 6500

SSL

1 SSL

SSL

SSL

SSL

SSL

— SSL

CSM-S

SSL

SSL

SSL

SSL

SSL

SSL

SSL

SSL

SSL

SSL
SSL ID

ID

SSL
SSL

SSL

SSL

SSL SSL
SSL

SSL
SSL
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7 CSM-S SSL |

SSL SSL

1 ssl-proxy (config)# ssl-proxy policy |SSL
ssl ssl_policy_name

2 ssl-proxy (config-ssl-policy)#
cipher {rsa-with-rc4-128-md5 |
rsa-with-rc4-128-sha |
rsa-with-des-cbc-sha | SSL
rsa-with-3des-ede-cbc-sha |
others...}

3 ssl-proxy (config-ssl-policy)#
protocol {ssl3 | tlsl | all}

4 ssl-proxy (config-ssl-policy)#
timeout handshake time 0 65535

5 ssl-proxy (config-ssl-policy)# SSL
close-protocol {strict \ none}

6 ssl-proxy (config-ssl-policy)#
session-cache

7 ssl-proxy (config-ssl-policy)#
. . . 1
timeout session timeout [absolute’] 1 72000

absolute absolute

timeout
absolute

8 ssl-proxy (config-ssl-policy)#
session-cache size size 1 262143

timeout session absolute
size
262,144
1. absolute
absolute new_connection_rate * absolute_timeout
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CSM-S SSL

TCP

SSL TCP

TCP

TCP

TCP

TCP

ssl-proxy (config)# ssl-proxy policy
tcp tcp policy _name

TCP

ssl-proxy (config-tcp-policy)#
timeout syn time

75 5 75

ssl-proxy (config-tcp-policy)# mss
max_segment_size

SYN
Maximum Segment Size MSS;

A

MSS
1460
256 2460 !

ssl-proxy (config-tcp-policy)#
timeout reassembly time

60

ssl-proxy (config-tcp-policy)#
timeout inactivity time

600

ssl-proxy (config-tcp-policy)#
timeout fin-wait time

600 75 600

ssl-proxy (config-tcp-policy)#
buffer-share rx buffer limit

32768
8192 262144

ssl-proxy (config-tcp-policy)#
buffer-share tx buffer limit

32768
8192 262144
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|
HTTP
SSL SSL HTTP HTTPS
SSL HTTP Web
HTTPS
HTTP
HTTP
e HTTP SSL HTTP
URL HTTPS
. HTTP SSL
e SSL
IP NAT
HTTP GET HEAD PUT TRACE POST DELETE
HTTP CONNECT
1P HTTP
HTTP 1D HTTP
1D
ID
ID
100 HTTP 32
240
HTTP
. p.7-14
° p7—15
. 1P p.7-15
. p.7-16
e SSL p.7-16
prefix prefix_string SSL HTTP
SSL
HTTP prefix_string 240
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||
SSL
1 1D
ID
Y
SSL
client-cert SSL
ClientCert-Valid
ClientCert-Error
ClientCert-Fingerprint
ClientCert-Subject-CN X.509
ClientCert-Issuer-CN X.509
ClientCert-Certificate-Version X.509
ClientCert-Serial-Number
ClientCert-Data-Signature-Algorithm X.509
ClientCert-Subject X.509
ClientCert-Issuer X.509
ClientCert-Not-Before
ClientCert-Not-After
ClientCert-Public-Key-Algorithm
ClientCert-RSA-Public-Key-Size RSA
ClientCert-RSA-Modulus-Size RSA
ClientCert-RSA-Modulus RSA
ClientCert-RSA-Exponent RSA
ClientCert-X509v3-Authority-Key-Identifier X.509
ClientCert-X509v3-Basic-Constraints X.509
ClientCert-Signature-Algorithm
ClientCert-Signature
IP
Network Address Translation NAT; 1P
TCP client-ip-port SSL HTTP
1P TCP
1P
Catalyst 6500 CSM-S
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|
custom custom_string SSL HTTP
HTTP 16
custom_string 240
A
custom_string name:value
custom_string
“SOFTWARE VERSION 2.1(1)”
SSL
1D 1D
1D SSL
SSL HTTP
ID
SSL SSL
SSL ID
session SSL SSL
Session-Id SSL 1))
Session-Cipher-Name
Session-Cipher-Key-Size
Session-Cipher-Use-Size
HTTP
HTTP
ssl-proxy (config)# ssl-proxy policy HTTP
http-header policy_ name
ssl-proxy (config-http-header-policy) #
{prefix prefix string | client-cert |
client-ip-port | custom custom string} |
session]
ssl-proxy (config-http-header-policy) # exit
ssl-proxy (config)# ssl-proxy service SSL.
service_name
A Y
service_name
ssl-proxy (config-ssl-proxy) # policy HTTP
http-header http header policy name
Catalyst 6500 CSM-S
m. 0L-7030-01-J |



| 7 CSM-S SSL

SSL

ssl-proxy (config)# ssl-proxy policy http-header ssl-offload

ssl-proxy (config-http-header-policy)# prefix SSL-OFFLOAD

ssl-proxy (config-http-header-policy)# session

ssl-proxy (config-http-header-policy)# custom "SOFTWARE VERSION:2.1(1)"

ssl-proxy (config-http-header-policy)# custom "module:SSL MODULE - CATALYST 6500"
ssl-proxy (config-http-header-policy)# custom
type-of-proxy:server_proxy 1024 _bit_key size

ssl-proxy (config-http-header-policy)# exit

ssl-proxy (config)# ssl-proxy service ssl-offload

ssl-proxy (config-ssl-proxy)# policy http-header ssl-offload

HTTP

SSL-OFFLOAD-SOFTWARE VERSION:2.1(1)
SSL-OFFLOAD-module:SSL MODULE - CATALYST 6500
SSL-OFFLOAD-type-of-proxy:server_proxy_1024_bit_key_size
SSL-OFFLOAD-Session-Id:33:FF:2C:2D:25:15:3C:50:56:AB:FA:5A:81:0A:EC:E9:00:00:0A:03:00:
60:

2F:30:9C:2F:CD:56:2B:91:F2:FF
SSL-OFFLOAD-Session-Cipher-Name:RC4-SHA
SSL-OFFLOAD-Session-Cipher-Key-Size:128
SSL-OFFLOAD-Session-Cipher-Use-Size:128

URL

SSL SSL HTTP HTTPS
SSL HTTP
Web HTTPS
HTTP

HTTP

1 URL HTTP
SSL
URL http:// https://
HTTP URL Web
URL Web SSL HTTPS

URL
HTTP Location:
URL

URL
80 SSL 443

100 URL SSL
32 200

Catalyst 6500 CSM-S
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URL
e URL
WwWWw.cisco.com WWWw.cisco.* * cisco.com
e 1 1
www.cisco.*  www.cisco.c* *w.cisco.com  *.cisco.com
. 2 URL
www.cisco.com clearport 80 sslport 443  www.cisco.com clearport 81 sslport 444
2
e URL HTTP HTTPS
HTTPS HTTP
URL
1 ssl-proxy (config)# ssl-proxy policy URL
url-rewrite policy_ name
2 ssl-proxy(config-url-rewrite-policy) |URL 1 SSL
# url url [clearport port_number]’ ? 32 1
[sslport port_number]
240
Y
* 1
1
3 ssl-proxy(config-url-rewrite-policy)
# exit
4 ssl-proxy(config)# ssl-proxy service |SSL
service_name
N
service_name
5 ssl-proxy(config-ssl-proxy)# policy URL
url-rewrite policy_ name
1. clearport port_number URL 80
cleartext port_number
2. sslport port_number URL SSL 443

ssltext port_number

URL

ssl-proxy(config)# ssl-proxy policy url-rewrite cisco_url

ssl-proxy (config-ssl-proxy)# url www.cisco.*

ssl-proxy (config-ssl-proxy)# url www.cisco.com clearport 81 sslport 444
ssl-proxy (config-ssl-proxy)# url wwwin.cisco.com clearport 81 sslport 440
ssl-proxy (config-ssl-proxy)# url 10.1.1.10 clearport 81 sslport 444
ssl-proxy (config-ssl-proxy) # exit

ssl-proxy (config)# ssl-proxy service cisco_service

ssl-proxy (config-ssl-proxy)# policy url-rewrite cisco_url

Catalyst 6500 CSM-S
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URL

7-1

7-1

URL

URL

URL

url www.cisco.com

http://www.cisco.com/

https://www.cisco.com/

url www.cisco.com clearport 81

http://www.cisco.com:81/

https://www.cisco.com/

url www.cisco.com sslport 444

http://www.cisco.com/

https://www.cisco.com:444/

url www.cisco.com clearport 81 sslport 444

http://www.cisco.com:81/

https://www.cisco.com:444/
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W ssL

SSL

SSL ssl-proxy service ssl_proxy_name
1P IP
virtual server TCP SSL
e SSL p.7-20
e SSLv2 p.7-22
e SSL p.7-23
SSL
SSL
1 ssl-proxy(config)# ssl-proxy service |SSL
service_name
A
service_name
2 ssl-proxy(config-ssl-proxy)# virtual CSM-S IP
ipaddr ip addr [mask_addr]‘'? TCP
protocol tcp port port {secondary}
S
secondary
3 ssl-proxy(config-ssl-proxy)# server IP
ipaddr ip addr protocol tcp port
port
A
1P SLB
IP Web
IP
4 ssl-proxy(config-ssl-proxy)# virtual TCP
policy tecp tcp policy name® TCP
TCP p.7-13
5 ssl-proxy(config-ssl-proxy)# virtual SSL
policy ssl ssl_policy name® SSL
SSL p.7-11
6 ssl-proxy(config-ssl-proxy)# server TCP
policy tcp tcp_policy name TCP p7_13

Catalyst 6500 CSM-S
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SSL ||
7 ssl-proxy(config-ssl-proxy)# policy HTTP
http-header http header_ policy. name HTTP 117‘14
8 ssl-proxy(config-ssl-proxy)# policy URL URL
url-rewrite url_rewrite policy_ name p7_17
9 ssl-proxy(config-ssl-proxy)#
trusted-ca ca_pool_name
p.8-47
10 ssl-proxy(config-ssl-proxy)#
authenticate verify
{signature-only’ | all®}
p.8-50
11 ssl-proxy(config-ssl-proxy)# nat CSM-S
{server \ client natpool_name} NAT6 NAT
NAT p.7-25
NAT p.7-25
12 ssl-proxy(config-ssl-proxy)#
certificate rsa general-purpose 7
trustpoint trustpoint_label
S
p-8-7
13 ssl-proxy(config-ssl-proxy)#
inservice
1.
secondary
2. secondary SSL 1P ARP
4. signature-only 1
5.
SSL

NAT = Network Address Translation

512 768 1024 1536 2048
key_label
12

SSL

ssl-proxy(config)# ssl-proxy service proxyl

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.1.1.100 protocol tcp port 443
ssl-proxy (config-ssl-proxy)# server ipaddr 10.1.1.1 protocol tcp port 80
ssl-proxy(config-ssl-proxy)# virtual policy tcp tcp2

ssl-proxy (config-ssl-proxy)# server policy tcp tcp2

ssl-proxy (config-ssl-proxy)# virtual policy ssl ssll

ssl-proxy (config-ssl-proxy)# nat client t2

ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint tpl
ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy(config-ssl-proxy)# end

[ oL-7030-01-J
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W ssL

1P 1P

SSL proxyl
10.0.0.1  10.25.255.254 1P

ssl-proxy (config)# ssl-proxy service proxyl

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.0.0.0 255.0.0.0 protocol tcp port 443
secondary
ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy

config-ssl-proxy)# server ipaddr 20.1.2.3 protocol tcp port 80
config-ssl-proxy)# wvirtual policy tcp tcp2

config-ssl-proxy)# server policy tcp tcp2

config-ssl-proxy)# virtual policy ssl ssll

config-ssl-proxy)# inservice

config-ssl-proxy)# end

SSLv2

SSL SSL version 2.0 SSLv2 server
sslv2 SSLv2 SSL
SSLv2 1P SSL SSLv2
SSLv2 SSL version 3.0 SSLv3
Transport Layer Security TLS 1.0 1P
SSLv2 1P
SSLv2
ssl-proxy (config-ssl-proxy) # server 1P

ipaddr ip addr protocol tcp port
port sslv2!

1P SLB
1P Web
1P

1. sslv2 SSLv2 SSLv2 sslv2
1P SSLv3 TLS 1.0

SSL SSLv2

ssl-proxy (config)# ssl-proxy service frontend

ssl-proxy (config-ssl-proxy)# virtual ipaddr 35.200.200.102 protocol tcp port 443
ssl-proxy(config-ssl-proxy)# server ipaddr 26.51.51.1 protocol tcp port 80
ssl-proxy (config-ssl-proxy)# server ipaddr 26.51.51.2 protocol tcp port 443 sslv2
ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint test-cert
ssl-proxy (config-ssl-proxy)# inservice
ssl-proxy(config-ssl-proxy)# end

Catalyst 6500 CSM-S
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SSL ||
SSL
SSL
SSL SSL
SSL SSL
SSL
N
SSL SSL server SSL
virtual
SSL
1 ssl-proxy(config)# ssl-proxy service |[SSL client
proxy_name client SSL
A
proxy-name
2 ssl-proxy(config-ssl-proxy)# virtual |CSM-S 1P
ipaddr ip addr [mask_addr]® protocol TCP
tcp port port secondary
N
secondary
3 ssl-proxy(config-ssl-proxy)# server IP
ipaddr ip addr protocol tcp port
port
S
IP SLB
1P Web
1P
4 ssl-proxy(config-ssl-proxy)# virtual TCP
policy tep tcp_policy name? TCP
TCP p.7-13
5 ssl-proxy(config-ssl-proxy)# server SSL
policy ssl ssl_policy name? SSL
SSL p.7-11
6 ssl-proxy(config-ssl-proxy)# server TCP
policy tcp tcp_policy name TCP p7_13

Catalyst 6500 CSM-S
[ oL-7030-01-J .m



7 CSM-S SSL |

W ssL

7 ssl-proxy(config-ssl-proxy)# policy
http-header http header policy name

HTTP

HTTP p.7-14

8 ssl-proxy(config-ssl-proxy)# policy
url-rewrite url_rewrite policy_ name

URL

URL
p.7-17

9 ssl-proxy(config-ssl-proxy)#
trusted-ca ca_pool_name

p.8-47

10 ssl-proxy(config-ssl-proxy)#
authenticate verify
{signature-only’ | all‘}

p.8-47

11 ssl-proxy(config-ssl-proxy)# nat
{server | client natpool name}

SSL

NAT® NAT
NAT p.7-25

12 ssl-proxy(config-ssl-proxy)#
certificate rsa general-purpose
trustpoint trustpoint_label

p-8-7

13 ssl-proxy(config-ssl-proxy)#
inservice

secondary

3. signature-only

SSL

5. NAT = Network Address Translation

SSL

ssl-proxy (config)# ssl-proxy service proxyl client
ssl-proxy(config-ssl-proxy)# wvirtual ipaddr 10.1.1.100 protocol tcp port 80

ssl-proxy (config-ssl-proxy)# virtual policy tcp tcp2

ssl-proxy (config-ssl-proxy)# server ipaddr 10.1.1.1 protocol tcp port 443

ssl-proxy (config-ssl-proxy)# server policy tcp tcp2
ssl-proxy(config-ssl-proxy)# server policy ssl ssll
ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# end
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NAT ||
SSL
SSL
NAT NAT
N
SSL NAT CSM
NAT
ssl-proxy service 1P SSL
SSL 1P
NAT IP 1P
NAT IP SSL
virtual ipaddress SSL server
ipaddress
NAT
1 ssl-proxy (config)# ssl-proxy SSL
service ssl_proxy_name
2 ssl-proxy (config-ssl-proxy)# nat SSL
server NAT
NAT
NAT 1P NAT
NAT 1P
1P
SSL 256,000 1P
1P 32,000 NAT
8 1P SSL 1P
1P
NAT NAT
1 ssl-proxy (config)# ssl-proxy SSL NAT
natpool natpool_name start_ip_ addr P
end_ip_addr netmask
2 ssl-proxy (config-ssl-proxy)# SSL
ssl-proxy service ssl_proxy_name
3 ssl-proxy (config-ssl-proxy)# nat SSL
client natpool_name NAT
Catalyst 6500 CSM-S
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W TACACS TACACS+ RADIUS

TACACS TACACS+ RADIUS
TACACS TACACS+ RADIUS URL

®  Cisco 10S Security Configuration Guide, Release 12.2 Configuring RADIUS
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfrad.htm
®  Cisco 10S Security Configuration Guide, Release 12.2 Configuring TACACS+

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scftplus.htm

SNMP

MIB URL

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

CSM-S MIB ID ciscoproducts.610 ciscoproducts.554  SSLSM
SNMP
1 ssl-proxy (config)# snmp-server host
addr traps version version ssl-proxy P
2 ssl-proxy(config)# snmp-server SSL
enable traps ssl-proxy cert-expiring
N
0
p.8-44
S
3 ssl-proxy(config)# snmp-server SSL
enable traps ssl-proxy oper-status
4 ssl-proxy(config)# snmp-server
queue-length Iength length 10
1 1000
5 ssl-proxy# show snmp SNMP

Catalyst 6500 CSM-S
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SNMP | |

SNMP

ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ssl-proxy (config)# snmp-server host 10.1.1.1 traps version 2c¢c ssl-proxy
ssl-proxy (config)# snmp-server enable traps ssl-proxy cert-expiring

*Nov 27 03:47:10.739:%STE-6-PROXY_CERT_EXPIRING_TRAP_ENABLED:SNMP trap for proxy
service

certificate expiration warning has been enabled.

ssl-proxy (config)# snmp-server enable traps ssl-proxy oper-status

*Nov 27 03:46:59.607:%STE-6-PROXY_OPER_STATUS_TRAP_ENABLED:SNMP trap for proxy service
operational status change has been enabled.

ssl-proxy (config)# snmp-server queue-length 256

ssl-proxy (config)# end

ssl-proxy# show snmp
0 SNMP packets input
0 Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
0 Set-request PDUs
8 SNMP packets output
0 Too big errors (Maximum packet size 1500)
No such name errors
Bad values errors
General errors
Response PDUs
Trap PDUs

O O O O O O o

0 O O O O

SNMP logging:enabled
Logging to 10.1.1.1.162, 0/256, 0 sent, 0 dropped.
ssl-proxy#
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ssl-proxy (config)# ssl-proxy crypto time
self-test time-interval time 3 1 8

ssl-proxy (config) # ssl-proxy crypto self-test time-interval 1
ssl-proxy (config)# end

ssl-proxy (config)# show ssl-proxy stats
{crypto | hdr | ipc | pki [auth | cache |
cert-header | database | expiring | history |
ipc | memory] | service | ssl | tcp | url}

ssl-proxy# show ssl-proxy stats hdr
Header Insert Statistics:

Session Headers Inserted :1 Custom Headers Inserted :0
Session Id's Inserted 12 Client Cert. Inserted :0
Client IP/Port Inserted :0

No End of Hdr Detected :0 Payload no HTTP header :0
Desc Alloc Failed :0 Buffer Alloc Failed :0
Client Cert Errors :0 No Service :0
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ssl-proxy# show ssl-proxy stats crypto
Crypto Statistics from SSL Module:1
Self-test is running
Current device index is 1
Time interval between tests is 1 seconds
Device 0 statistics:
Total Number of runs:50
Runs all passed:50
Number of timer error:0

Test Name Passed Failed Did-not-run
0 Power-on Crypto chip sel 1 0 0
1 Power-on Crypto chip key 1 0 0
2 Hash Test Case 1 50 0 0
3 Hash Test Case 2 50 0 0
4 Hash Test Case 3 50 0 0
5 Hash Test Case 4 50 0 0
6 SSL3 MAC Test Case 1 50 0 0
7 SSL3 MAC Test Case 2 50 0 0
8 TLS1 MAC Test Case 1 50 0 0
9 TLS1 MAC Test Case 2 50 0 0

10 DES Server Test 50 0 0
11 DES Encrypt Test 1 50 0 0
12 DES Decrypt Test 1 50 0 0
13 DES Encrypt Test 2 50 0 0
14 DES Decrypt Test 2 50 0 0
15 ARC4 Test Case 1 50 0 0
16 ARC4 Test Case 2 50 0 0
17 ARC4 Test Case 3 50 0 0
18 ARC4 State Test Case 1 50 0 0
19 ARC4 State Test Case 2 50 0 0
20 ARC4 State Test Case 3 50 0 0
21 ARC4 State Test Case 4 50 0 0
22 HMAC Test Case 1 50 0 0
23 HMAC Test Case 2 50 0 0
24 Random Bytes Generation 50 0 0
25 RSA Encrypt/Decrypt Test 50 0 0
26 Master Secret Generation 50 0 0
27 Key Material Generation 50 0 0
28 SSL3 Handshake Hash Test 50 0 0
29 TLS1 Handshake Hash Test 50 0 0

Device 1 statistics:
Total Number of runs:49
Runs all passed:49
Number of timer error:0

Test Name Passed Failed Did-not-run
0 Power-on Crypto chip sel 1 0 0
1 Power-on Crypto chip key 1 0 0
2 Hash Test Case 1 50 0 0
3 Hash Test Case 2 50 0 0
4 Hash Test Case 3 50 0 0
5 Hash Test Case 4 50 0 0
6 SSL3 MAC Test Case 1 50 0 0
7 SSL3 MAC Test Case 2 50 0 0
8 TLS1 MAC Test Case 1 50 0 0
9 TLS1 MAC Test Case 2 50 0 0

10 DES Server Test 50 0 0
11 DES Encrypt Test 1 50 0 0
12 DES Decrypt Test 1 50 0 0
13 DES Encrypt Test 2 50 0 0
14 DES Decrypt Test 2 50 0 0
15 ARC4 Test Case 1 50 0 0
16 ARC4 Test Case 2 50 0 0
Catalyst 6500 CSM-S
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25 RSA Encrypt/Decrypt Test 49
26 Master Secret Generation 49
27 Key Material Generation 49
28 SSL3 Handshake Hash Test 49
29 TLS1 Handshake Hash Test 49

17 ARC4 Test Case 3 50 0 0
18 ARC4 State Test Case 1 49 0 0
19 ARC4 State Test Case 2 49 0 0
20 ARC4 State Test Case 3 49 0 0
21 ARC4 State Test Case 4 49 0 0
22 HMAC Test Case 1 49 0 0
23 HMAC Test Case 2 49 0 0
24 Random Bytes Generation 49 0 0
0 0
0 0
0 0
0 0
0 0

PKI

ssl-proxy# show ssl-proxy stats pki auth
Authentication request timeout:240 seconds
Max in process:100 (requests)
Max queued before dropping:0 (requests)
Certificate Authentication & Authorization Statistics:
Requests started:2
Requests finished:2
Requests pending to be processed:0
Requests waiting for CRL:O0
Signature only requests:0
Valid signature:0
Invalid signature:0
Total number of invalid certificates:0
Approved with warning (no crl check):2
Number of times polling CRL:0
No certificates present:0
Failed to get CRL:O0
Not authorized (e.g. denied by ACL):0
Root certificates not self-signed:0
Verify requests failed (e.g. expired or CRL operation failed):0
Unknown failure:0
Empty certificate chain:0
No memory to process requests:0
DER encoded certificates missing:0
Bad DER certificate length:0
Failed to get key from certificate:0
Issuer CA not in trusted CA pool:0
Issuer CA certificates not valid yet:0
Expired issuer CA certificates:0
Peer certificates not valid yet:0
Expired peer certificates:0

PKI

ssl-proxy# show ssl-proxy stats pki cache
Peer certificate cache size:0 (entries), aging timeout:30 (minutes)
Peer certificate cache statistics:

In use:0 (entries)

Cache hit:0

Cache miss:0

Cache allocated:0

Cache freed:0

Cache entries expired:0

Cache error:0

Cache full (wrapped around) :0

No memory for caching:0
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N

ssl-proxy# show ssl-prox stats fdu

FDU Statistics:
IP Frag Drops 0 IP Version Drops 0
IP Addr Discards 0 Serv_Id Drops 0
Conn Id Drops 0 Bound Conn Drops 0
Vlan Id Drops 0 TCP Checksum Drops 0
Hash Full Drops 0 Hash Alloc Fails 0
Flow Creates 536701 Flow Deletes 536701
Conn Id allocs 268354 Conn Id deallocs 268354
Tagged Pkts Drops 0 Non-Tagg Pkts Drops 0
Add ipcs 3 Delete ipcs 0
Disable ipcs 1 Enable ipcs 0
Unsolicited ipcs 1345 Duplicate Add ipcs 0
IOS Broadcast Pkts 43432 IOS Unicast Pkts 12899
IOS Multicast Pkts 0 IOS Total Pkts 56331
I0S Congest Drops 0 SYN Discards 0
FDU Debug Counters:
Inv. Conn Drops 0 Inv. Conn Pkt Drops 0
Inv. TCP opcodes 0
Inv. Fmt Pkt Drops 0 Inv. Bad Vlan ID 0
Inv. Bad Ctl Command: 0 Inv. TCP Congest 0
Inv. Bad Buffer Fmt 0 Inv. Buf Undersized 0
ssl-proxy#
show ssl-proxy crash-info
show ssl-proxy crash-info 1
show stack SSL
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ssl-proxy# show ssl-proxy crash-info

---- COMPLEX 0

NVRAM CHKSUM:0xEB28
NVRAM MAGIC:0xC8A514F0
NVRAM VERSION:1

++++++++++ CORE 0

CID: 0

APPLICATION VERSION:2003.04

[FDU_IOS]

(FDU) ++++++++++++++++++++++

.15 14:50:20 built for cantuc

APPROXIMATE TIME WHEN CRASH HAPPENED:14:06:04 UTC Apr 16 2003
THIS CORE DIDN'T CRASH
TRACEBACK:222D48 216894

CPU CONTEXT

$0 :00000000, AT
a0 :00000001, al
t0 :00247834, t1
t4 :02BF8BBO, t5
s0 :00000000, sl
s4 :00000001, s5
t8 :00000001, t9
gp :0023AE80, sp
LO :00000000, HI

EPC :00222D48,
Cause 0000C000

CACHE ERROR registers

CacheErrI: 00000000,

ErrCt1:00000000,

PROCESS STACK
stack top:0x3200000

:00240008,
:0000003¢C,
:02BFAAAOQ,
:00247834,
:0024783¢C,
:0000003C,
:00000001,
:031FFF58,
:00000004,

v0 :5A27E637, vl
a2 :002331B0, a3
t2 :02BF8BBO, t3
t6 :00000000, t7
s2 :00000000, s3
s6 :00000019, s7
k0 :00400001, k1
s8 :00000019, ra

ErrorEPC :BFC02308,
(Code 0x0) :Interrupt exception

CacheErrD: 00000000
CacheErrDPA:0000000000000000

Process stack in use:

sp is close to stack top;

printing 1024 bytes from stack top:

031FFCO00:
031FFC10:
031FFC20:

FFFFFFDO:
FFFFFFEO:
FFFFFFFO:

06405DEO
06405DEO
031FFC30

00000000
00627E34
00000000

002706E0
002706E0
8FBF005C

00000000
00000000
00000000

CSM-S

0000002D
00000001
14620010

00000000
00000000

:000F2BB1
:00000000
: 02BF8BAQ
:00000001
:00000000
:0000000F
:00000000
:00216894
BADVADDR :828D641C
SREG :34007E03
00000001 .@] '
0020B800 .@]".'.
24020004 [0.2.\
00000000 .........
00000000 .b~4.....
00000006 .........

00000000
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VTS
FDU TCP SSL SSL
Virtual Terminal Server VTS;
N
TCP
TCP TCP
TCP
SSL FDU 2001 TCP 2002 SSL 2003
PC VLAN IP
Telnet
ssl-proxy# [no] debug ssl-proxy {fdu \ ssl
| tep} [typel
Telnet SSL debug ssl-proxy {tcp | fdu | ssl}
1 TCP
TCP

ssl-proxy# debug ssl-proxy tcp state

ssl-proxy# show debugging

STE Mgr:
STE TCP states debugging is on

Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn
Conn

65066
65066
14711
14711
14711
65066
65066
65066
14711
14711

state
state
state
state
state
state
state
state
state
state

PC

CLOSED --> state SYN_RECEIVED
SYN_RECEIVED --> state ESTABLISHED
CLOSED --> state SYN_SENT

SYN_SENT --> state ESTABLISHED
ESTABLISHED --> state CLOSE_WAIT
ESTABLISHED --> state FIN_WAIT_ 1
FIN_WAIT 1 --> state FIN_WAIT_ 2
FIN_WAIT 2 --> state TIME_WAIT
CLOSE_WAIT --> state LAST_ACK
LAST_ACK --> state CLOSED

#H#H#H#H##H#H###Conn 65066 state TIME_WAIT --> state CLOSED

Catalyst 6500

CSM-S

[ oL-7030-01-J



7 CSM-S SSL |

W vTs

Catalyst 6500 CSM-S
m. OL-7030-01-J |



SSL

CLI Content Switching Module
with SSL CSM-S
e PKI p.8-2
. p.8-46
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H rPKi
CSM-S SSL Secure Socket Layer SSL
SSL
1D
/
SSL 256  SSL SSL
NVRAM RAM
p.8-32
SSL SSL SSL
SSL SSL
SSL
SSL Certificate Revocation List CRL;
CRL CRL p.8-54
Access Control List ACL;
ACL Certificate Security Attribute-Based Access Control
p-8-59
N
SSL
SSL SSL
SSL
SSL SSL
HTTP
HTTP HTTP
p.7-14
p.8-47
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PKI ||
Public Key Infrastructure PKI;
o p8-3
o p-8-31
° p8—32
o p-8-33
o p-8-35
. p.8-35
. p.-8-37
o p-8-39
. p-8-41
o p.8-42
o p.8-43
. p.8-44
¢ Simple Certificate Enrollment Protocol SCEP
SSL
SCEP p.8-5
e SCEP Trivial File Transfer Protocol TFTP;
TFTP PKCS10
PKCS10 SSL
TFTP SSL
p-8-11
o PKI
PKCS12 PEM
/ p-8-22
PKI
PKI Public-Key Cryptography
Standards PKCS
Catalyst 6500 CSM-S
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SCEP

e RSA p.8-5

. p-8-7
. p-8-8

. p-8-9

RSA

Secure Shell SSH;
SSH SSH SSH
p.7-4

RSA Ron Rivest Adi Shamir Leonard Aldeman RSA
SSL
SSL RSA SSL
SSL SSL SSL
SSL

SSL

SSL

SSL

SSL 8 1 7
3 3 3 p.8-10

SSL SSL
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N Pk
SSL
SSL
2 SSL
N
SSL
RSA 1
RSA Cisco 10S
A
RAM
copy system:running-config
nvram:startup-config NVRAM
RSA
ssl-proxy (config)# crypto key generate rsa RSA
[usage-keys \ general-keys] label key-label
[exportable’] [modulus size]
1. exportable
S
RSA SSL
512 768 1024 1536 2048 512
768 1024

i Catalyst 6500 CSM-S
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RSA
crypto key generate rsa usage-keys

The name for the keys will be: myrouter.example.com

Choose the size of the key modulus in the range of 360 to 2048 for your Signature
Keys.

Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus[512]? <return>

Generating RSA keys.... [OK].

Choose the size of the key modulus in the range of 360 to 2048 for your Encryption
Keys.

Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus[512]? <return>

Generating RSA keys.... [OK].

RSA

ssl-proxy (config)# crypto key generate rsa general-keys label kpl exportable

The name for the keys will be: kpl

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024

Generating RSA keys.... [OK].

ssl-proxy (config)# crypto ca
trustpoint trustpoint-labelt

ca-trustpoint

ssl-proxy (ca-trustpoint)# rsakeypair
key-label

ssl-proxy (ca-trustpoint)# enrollment
[mode ra] [retry [period minutes]
[count count]] url url

ssl-proxy (ca-trustpoint)# ip-address
server_ip_addr 2

1P

ssl-proxy (ca-trustpoint)# crl
[best-effort | optional | query
host:[port]]

CRL CRL p.8-54

[ oL-7030-01-J
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6 ssl-proxy(ca-trustpoint)#
subject-name line® ¢

7 ssl-proxy(ca-trustpoint)# password

password
8 ssl-proxy(ca-trustpoint)# exit ca41ump0hn0
1. trustpoint-label key-label
2. Web SSL 1P URL 1P 2
1P
3. subject-name CN=serverl.domain2.com server] ~ URL SSL subject-name
Lightweight Directory Access Protocol LDAP
0=*“Cisco, Inc.”
5. SSL CN URL 2
CN SSL

PROXY1

ssl-proxy (config)# crypto ca trustpoint PROXY1l

ssl-proxy (ca-trustpoint)# rsakeypair PROXY1l

ssl-proxy (ca-trustpoint)# enrollment url http://exampleCA.cisco.com
ssl-proxy (ca-trustpoint)# ip-address 10.0.0.1

ssl-proxy (ca-trustpoint)# password password

ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint)# serial-number

ssl-proxy (ca-trustpoint)# subject-name C=US; ST=California; L=San Jose; O=Cisco;
OU=Lab;

CN=hostl.cisco.com

ssl-proxy (ca-trustpoint)# end

ssl-proxy# ping example.cisco.com

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 20.0.0.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
ssl-proxy#

ssl-proxy (config)# crypto ca authenticate
trustpoint-label

trustpoint_label

Catalyst 6500 CSM-S
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ssl-proxy(config)# crypto ca authenticate PROXY1l
Certificate has the following attributes:
Fingerprint: A8D09689 74FB6587 02BFEODC 2200B38A
% Do you accept this certificate? [yes/nol: ¥y
Trustpoint CA certificate accepted.

ssl-proxy (config)# end

ssl-proxy#

ssl-proxy (config)# crypto ca enroll
trustpoint-label®

crypto ca enroll

ssl-proxy(config)# crypto ca enroll PROXY1l

o0 o0

Start certificate enrollment..

o

The subject name in the certificate will be: C=US; ST=California; L=San Jose;
=Cisco; OU=Lab; CN=hostl.cisco.com

The subject name in the certificate will be: host.cisco.com

The serial number in the certificate will be: 00000000

The IP address in the certificate is 10.0.0.1

o O

o0 0P

Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

% The 'show crypto ca certificate' command will also show the fingerprint.
Fingerprint: 470DE382 65D8156B 0F84C2AF 4538B913

o0 o

ssl-proxy (config)# end

p.8-31

Catalyst 6500 CSM-S
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ssl-proxy (onfig)# crypto key generate rsa general-keys label keyl exportable
The name for the keys will be:keyl
Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]

ssl-proxy (config)# crypto ca trustpoint 3tier-root
ssl-proxy (ca-trustpoint)# enrollment url tftp://10.1.1.1
ssl-proxy (ca-trustpoint) #

ssl-proxy (ca-trustpoint) # exit

ssl-proxy(config)# crypto ca trustpoint 3tier-subl
ssl-proxy (ca-trustpoint)# enrollment url tftp://10.1.1.2
ssl-proxy (ca-trustpoint) #

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)# crypto ca trustpoint tp-proxyl
ssl-proxy (ca-trustpoint)# enrollment url tftp://10.1.1.3
ssl-proxy (ca-trustpoint)# serial-number

ssl-proxy (ca-trustpoint) # password cisco

ssl-proxy (ca-trustpoint)# subject CN=ste.cisco.com
ssl-proxy (ca-trustpoint) # rsakeypair keyl

ssl-proxy (ca-trustpoint)# show

enrollment url tftp://10.1.1.3

serial-number

password 7 02050D480809

subject-name CN=ste.cisco.com

rsakeypair keyl

end

ssl-proxy (ca-trustpoint) # exit

3 1 2

ssl-proxy(config)# crypto ca authenticate 3tier-root
Certificate has the following attributes:
Fingerprint:84E470A2 38176CB1 AA0476B9 COBAF478

% Do you accept this certificate? [yes/no]:yes

Trustpoint CA certificate accepted.

ssl-proxy (config) #

ssl-proxy (config)# crypto ca authenticate 3tier-subl

Certificate has the following attributes:

Fingerprint:FE89FBOD BF8450D7 9934C926 6C66708D

Certificate validated - Signed by existing trustpoint CA certificate.
Trustpoint CA certificate accepted.

ssl-proxy (config) #

ssl-proxy (config) # crypto ca authenticate tp-proxyl

Certificate has the following attributes:

Fingerprint:6E53911B E29AE44C ACE773E7 26A098C3

Certificate validated - Signed by existing trustpoint CA certificate.
Trustpoint CA certificate accepted.

Catalyst 6500 CSM-S
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ssl-proxy (config)# crypto ca enroll tp-proxyl

o0

o

Start certificate enrollment

The fully-qualified domain name in the certificate will be:ste.

The subject name in the certificate will be:ste.

The serial number in the certificate will be:BOFFF0C2

Include an IP address in the subject name? [no]:

Request certificate from CA? [yes/no]:yes

Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

The 'show crypto ca certificate' command will also show the fingerprint.

o0 o°

o° o°

o° o°

o0

ssl-proxy (config)# Fingerprint: 74390E57 26F89436 6FC52ABE 24E23CD9

ssl-proxy (config)#
*Apr 18 05:10:20.963:%CRYPTO-6-CERTRET:Certificate received from Certificate Authority

TFTP
TFTP
TFTP
o SCEP —
. — Cisco IOS
TFTP URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ftmancrt.htm

CRL CRL CRL

CRL
CRL CRL
crl optional
show crypto ca certificates

crl optional
3 1 2
1

crl optional 2
1 crl optional

CRL

[ oL-7030-01-J
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TFTP 1
TFTP

ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ssl-proxy (config)# crypto ca trustpoint tftp_example

ssl-proxy (ca-trustpoint)# enrollment url tftp://10.1.1.2/win2k
ssl-proxy (ca-trustpoint) # rsakeypair pair3

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)# crypto ca enroll tftp_ example

o

% Start certificate enrollment

The fully-qualified domain name in the certificate will be: ssl-proxy.cisco.com
The subject name in the certificate will be: ssl-proxy.cisco.com

Include the router serial number in the subject name? [yes/no]: yes

The serial number in the certificate will be: 00000000

Include an IP address in the subject name? [no]:

Send Certificate Request to tftp server? [yes/nol: yes

Certificate request sent to TFTP Server

The certificate request fingerprint will be displayed.

The 'show crypto ca certificate' command will also show the fingerprint.

ssl-proxy (config) # Fingerprint: DO012D925 96F4B5C9 661FECI1E 207786B7
|}

o0 00 o

o0 o0

o0 00 o

ssl-proxy (config)# crypto ca auth tftp_example
Loading win2k.ca from 10.1.1.2 (via Ethernet0/0.168): !
[OK - 1436 bytes]

Certificate has the following attributes:
Fingerprint: 2732ED87 965F8FEB F89788D4 914B877D
% Do you accept this certificate? [yes/no]l: yes
Trustpoint CA certificate accepted.

ssl-proxy (config) #

ssl-proxy (config)# crypto ca import tftp_ example cert
% The fully-qualified domain name in the certificate will be: ssl-proxy.cisco.com
Retrieve Certificate from tftp server? [yes/no]: yes

2

% Request to retrieve Certificate queued

ssl-proxy (config) #
Loading win2k.crt from 10.1.1.2 (via Ethernet0/0.168): !
[OK - 2112 bytes]

ssl-proxy (config)#

*Apr 15 12:02:33.535: %CRYPTO-6-CERTRET: Certificate received from Certificate
Authority

ssl-proxy (config)#

Catalyst 6500 CSM-S
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ssl-proxy (config)# crypto key generate rsa general-keys label CSR-key exportable
The name for the keys will be:CSR-key
Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]

ssl-proxy(config)# crypto ca trustpoint CSR-TP

ssl-proxy (ca-trustpoint)# rsakeypair CSR-key

ssl-proxy (ca-trustpoint)# serial

ssl-proxy (ca-trustpoint)# subject-name CN=abc, OU=hss, O=cisco
ssl-proxy (ca-trustpoint)# enrollment terminal

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)# crypto ca enroll CSR-TP
% Start certificate enrollment

The subject name in the certificate will be:CN=abc, OU=hss, O=cisco

The fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com
The subject name in the certificate will be:ssl-proxy.cisco.com

The serial number in the certificate will be:BOFFF22E

Include an IP address in the subject name? [no]:no

Display Certificate Request to terminal? [yes/no]:yes

Certificate Request follows:

o0 o

o0

o0 o

MIIBw]jCCASSCAQAWYTEOMAWGA1UEChMFY21zY28xDDAKBgNVBASTA2hzczEMMAOG
A1UEAXMDYWJ jMTMwDwYDVQQFEwhCMEZGRj IyRTAgBgkghkiGIwOBCQIWE3NzbClw
cm94eS5jaxXNjby5jb20wgZ8wDQYJKoZIhveNAQEBBQADgY0AMIGJAOGBALL706tt
301BVVK1gAE/agsuzIaal5YZft3bDb9t3pPncKh0ivBTgVKpJdiLPWGZPjdbtejxQ
tYSF77R1pmhKOWSKPuu7£fJPYr/Cbo800UzkRAGMBAAGGITAIBgkghkiGIw0OBCQ4x
EFAQMA4GA1UJDWEB/wQEAWIFoDANBgkghkiGIwOBAQQFAAOBGQC2GIX06/hihXHA
DA5s0pxgLsOlrMP8PF4bZDAd1pWLVBSOrp4S1L7hHIP2NY9rgZAJhDTREGGM179JY
GOtUuCyPYPkpb0S5VGTUrHvvUWekleKg2d91lkfgbkRmImHBaB2Ev5DNBcV11SIMX
RULG70UafU6sxnDWgbMseToF4WrLPg==

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]:no

Catalyst 6500 CSM-S
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ssl-proxy(config)# crypto ca authenticate CSR-TP

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIICxzCCAJjCgAwIBAgIBADANBgkghkiGIwOBAQQFADBSMQswCQYDVQQGEWIBVTET
MBEGA1UECBMKU29tZS1TAGF0ZTEhMB8GALIUEChMYSW50ZXJuzXQgV21kZ210cyBQ
dHkgTHRKMQswCQYDVQQDEwWJ j YTAeFwOwMzA2M] YyMiMAMD1 aFwOwODEYMTYyMjM4
MD1aMFIxCzAJBgNVBAYTAKFVMRMWEQYDVQQIEwpTb211LVNOYXRIMSEWHWYDVQQK
ExhdJbnR1cm51dCBXaWRnaXRzIFB0eSBMAGQOxCzAIJBgNVBAMTAMNhMIGEMAOGCSQG
SIb3DQEBAQUAA4AGNADCBiQKBgQCcGI0bgOLmf0cASkF48]z8X7ZQxT1H680QKNC3
ks95vkGbOAa/1/R4AACQ3s9iPkcGQVQidDv8/iNG/1mQo8HBwWtRIVgG018IGBbuiZ
dlarYnQHUz6Bm/HzE1RXVOY/VmyPOVevYy8/cYhwx/XOE9BYQOyP15Chi8nhIS5F
+WWOHQIDAQAB04GsMIGPMBOGA1UADgQWBBS4Y+/1SXKDrw5N5m/ tgCzu/W81PDB6
BgNVHSMEczBxgBS4Y+/1SXKDrw5N5m/tgCzu/W81PKFWpFQwUJjELMAKGALUEBhMC
QVUXEzARBgNVBAGTC1NvbWUtU3RhAGUXITAfBgNVBAOTGEludGVybmV0IFdpZGdp
dHMgUHR5IEx0ZDELMAKGA1UEAXMCY2GCAQAWDAYDVROTBAUWAWEB / zANBgkghkiG
9wOBAQQFAAOBgQB/rPALFVuycbadQucdFQG7k1l /XBNI7aY3IL3Lkeumt /nXD+eCn
RPYESWWY8X1Ai1zagnjdbgFdgPgYdD7Lg8viwgm2tQmU6zCsdaKhL1J7FCWbfs2+7Z5
oNV2Vsgx0Ftnf8en/+HtyS2AdXHreThfgkXz3euXD0OISMFVKRy8104EdzA==

Certificate has the following attributes:
Fingerprint:B8B35B00 095573D0 D3B8FAO03 B6CA8934
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

ssl-proxy (config) #

ssl-proxy (config) # crypto ca import CSR-TP certificate

°

% The fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIB7TCCAVYCAQQWDQYJKoZIhveNAQEEBQAWUJELMAKGA1UEBhMCQVUXEZARBgNV
BAgTCINvbWUtU3RhdAGUxITAEBgNVBAOTGELludGVybmV0IFdpZGdpdHMgUHRS5IEXO
ZDELMAKGA1UEAXMCY2EwHhcNMDMXMTIWMDAXMzE2WhcNMDQXMTESMDAXMZE2WjAs
MQ4wDAYDVQQKEWV] aXNjbzEMMAOGA1UECXMDaHNzMQwwCgYDVQQDEWNhYmMwg Z 8w
DQYJK0ZIhvcNAQEBBQADgYOAMIGJAOGBALt706tt301BVVKIgAE/agsuzlaal5YZ
ft3bDb9t3pPncKh0ivBTgVKpJiLPWGZPjdbtejxQksuSY589V+GMDrO9B4Sxn+5N
p2bQmd745NvI4gorNRvXcdjmE+/SzE+bBSBcKAWNELYSF77R1pmhKOWSKPuu7 £JPY
r/Cbo800UzkRAGMBAAEWDQYJK0oZIhveNAQEEBQADGYEAJqJ9378P6Gz69Ykplw06
Powp+2rbe2iFBrE1xE09BL6G6vzZcBQgb5WAuwgxe7SIHrHsS0/7Be3zednlOselWx
/KV3j7I1021PgrwUa9DLavwrTyaal0KtTpti/1i5nIwTNh5xkp2bBJQikDATEK7HAVXE
HQ9SyB3YZJk/Bjp6/eFHEfU=

% Router Certificate successfully imported

ssl-proxy (config) #42

Catalyst 6500 CSM-S
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TFTP

1 RSA

ssl-proxy (config)# crypto key generate rsa general-keys label test-3tier exportable
The name for the keys will be:test-3tier
Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]

2
ssl-proxy (config)# crypto ca trustpoint test-3tier
ssl-proxy (ca-trustpoint)# serial-number
ssl-proxy (ca-trustpoint) # password cisco
ssl-proxy (ca-trustpoint)# subject CN=test-3tier, OU=hss, O=Cisco
ssl-proxy (ca-trustpoint)# rsakeypair test-3tier
ssl-proxy (ca-trustpoint)# enrollment url tftp://10.1.1.3/test-3tier
ssl-proxy (ca-trustpoint) # exit
3 Certificate Signing Request CSR TFTP
ssl-proxy(config)# crypto ca enroll test-3tier
%
% Start certificate enrollment
% The subject name in the certificate will be:CN=test-3tier, OU=hss, 0=Cisco
% The fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com
% The subject name in the certificate will be:ssl-proxy.cisco.com
% The serial number in the certificate will be:BOFFF22E
% Include an IP address in the subject name? [no]:
Send Certificate Request to tftp server? [yes/no]:yes
% Certificate request sent to TFTP Server
% The certificate request fingerprint will be displayed.
% The 'show crypto ca certificate' command will also show the fingerprint.
ssl-proxy (config)# Fingerprint: 19B07392 319B2ACF F8FABESC 52798971
ssl-proxy (config)#
|}
4 CSR 3 SSL

Catalyst 6500 CSM-S
[ oL-7030-01-J .m



8 ssL |

N rki

ssl-proxy(config)# crypto ca trustpoint test-ltier

ssl-proxy (ca-trustpoint)# enrollment url tftp://10.1.1.3/test-1ltier
ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)# crypto ca authenticate test-ltier

Loading test-ltier.ca from 10.1.1.3 (via Ethernet0/0.172):!

[OK - 1046 bytes]

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

ssl-proxy (config)# crypto ca trustpoint test-2tier

ssl-proxy (ca-trustpoint)# enrollment url tftp://10.1.1.3/test-2tier
ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)# crypto ca authenticate test-2tier

Loading test-2tier.ca from 10.1.1.3 (via Ethernet0/0.172):!

[OK - 1554 bytes]

Certificate has the following attributes:

Fingerprint:50A986F6 B471B82D E11B71FE 436A9BE6

Certificate validated - Signed by existing trustpoint CA certificate.
Trustpoint CA certificate accepted.

ssl-proxy (config)# crypto ca authenticate test-3tier
Loading test-3tier.ca from 10.1.1.3 (via Ethernet0/0.172):!
[OK - 1545 bytes]

Certificate has the following attributes:

Fingerprint:2F2E44AC 609644FA 5B4B6B26 FDBFES569

Certificate validated - Signed by existing trustpoint CA certificate.
Trustpoint CA certificate accepted.

ssl-proxy (config)# crypto ca import test-3tier certificate
% The fully-qualified domain name in the certificate will be:ssl-proxy.cisco.com
Retrieve Certificate from tftp server? [yes/no]:yes

)

% Request to retrieve Certificate queued

ssl-proxy (config) #
Loading test-3tier.crt from 10.1.1.3 (via Ethernet0/0.172):!
[OK - 1608 bytes]

ssl-proxy (config) #
*Nov 25 21:52:36.299:%CRYPTO-6-CERTRET:Certificate received from Certificate Authority
ssl-proxy (config)# Az

Catalyst 6500 CSM-S
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ssl-proxy (config)# crypto key generate rsa general-keys label tp-proxyl exportable
The name for the keys will be:tp-proxyl
Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]

ssl-proxy (config) # crypto ca trustpoint tp-proxyl
ssl-proxy (ca-trustpoint)# enrollment ter
ssl-proxy (ca-trustpoint)# rsakeypair tp-proxyl
ssl-proxy (ca-trustpoint) # serial

ssl-proxy (ca-trustpoint)# subject-name CN=test
ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)# crypto ca enroll tp-proxyl
% Start certificate enrollment

The subject name in the certificate will be:CN=test

The fully-qualified domain name in the certificate will be:ssl-proxy.
The subject name in the certificate will be:ssl-proxy.

The serial number in the certificate will be:BOFFF14D

Include an IP address in the subject name? [no]:no

Display Certificate Request to terminal? [yes/no]:yes

Certificate Request follows:

o0 o

o0

o0 o

MIIBnDCCAQUCAQAWOZENMASGA1UEAXMEAGVzdDEQMA8GA1UEBRMIQ]BGRKYXNEQwW
FwYJKoZIhvcNAQkCFgpzc2wtcHIveHkuMIGEMAOGCSgGSIb3DQEBAQUAA4LGNADCE
1QKBgQDFx1019IX0Ax4fyUhaXH6s4p5t9s0IZ1gvLtVX6Fp6zfuX4d70s5TGIH/ IX
zV9B4e5Kv+wlMDOAvVTh+/tvyAP3TMpCdpHYosd2VaTIgExpHf4M5Ruh8IebVKV25
rralpNiSOPVvPLFcrwdUfJVNpsc2XBxBhpT+FS9y67Lglhf SNAwIDAQABOCEWHwWYJ
KoZIhvcNAQKOMRIWEDAOBONVHQ8BAf8EBAMCBaAWDQYJKoZIThvcNAQEEBQADgYEA
kOIjd1KNJAKLME33YELRA3MW/ujJdIuiT1JI8RYVbwleE8JQf68TTdKiYgzQcoMgsp
ez3VSPxXFZ/cbnaXdVyrTikTX3GZ1lmu+UOvVV6/Jaf5QcXad9tAi3 fgyguV7jQMPik
Qj2GrwhXjcgzGOMBh6Kg6s5UPsIDgrL036I42B6B3EQ=

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]:no

[ oL-7030-01-J
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tp-proxy1l 2

ssl-proxy (config)# crypto ca trustpoint 3tier-root
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint)# crl op

ssl-proxy (ca-trustpoint) # exit

ssl-proxy(config)# crypto ca trustpoint 3tier-subl
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint)# crl op

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)# crypto ca authenticate 3tier-root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGgAWIBAGIQadUxzU/1i97hDmZRYJ1bBcDANBgkghkiGOwOBAQUFADBI
MQswCQYDVQQGEwWJVUZETMBEGA1UECBMKY2FsaWZvcmb5pYTERMA8GALIUEBXMIc2Fu
IGpvc2UxDJjAMBgNVBAOTBWNpc 2NvMQwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMTIXNDgWM1 oXDTEZMTEXMTIX
NTczOVowdTELMAKGA1UEBhMCVVMXEzZARBgNVBAgGTCMNhbG1lmb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAwWHgYD
VQODExdzaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQTBCcMAOGCSAGSIb3DQEBAQUAAOSA
MEgCQQCWEibANnUlVgQONUN0Wb94gnHi8FKjmVhibLHGR16J+V7gHgzmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml /raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMASG
A1UJEWEB/wQFMAMBA £ 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHR8EQY8wgYwwQ6BBoD+GPWhOdHAG6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6Ly9¢c
XGNpc2NvLWwéajzvaHBuclxDZXJORW5yb2xsXHNpbXBzb24tzGV2dGVzdClyb290
LUNBLmMNybDAQBgkrBgEEAYI3FQEEAwIBADANBgkghkiGI9wOBAQUFAANBACBgelwy
YjalelGZgLVu4dbDVMFo6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvI9pCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

2

% Certificate successfully imported

CSM-S
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1

ssl-proxy (config)# crypto ca authenticate 3tier-subl

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIETzCCA/mgAwIBAgIKG]0cBwAAAAAADIANBgkghkiGIwOBAQUFADBIMQsSwCQYD
VQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMASGALIUEBXMICc2FulGpve2Ux
DjAMBgNVBAOTBWNpPCc2NvMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF3NpbXBzb24t
ZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMz IyMDQyMVOoXDTAOMTEXMz IyMTQyMVow
dTELMAKGA1UEBhMCVVMXEZARBgNVBAgTCMNhbG1mb3JuaWEXETAPBgNVBACTCHNOh
biBgb3N1MQ4wDAYDVQQKEWVjaXNjbzEMMAOGA1UECXMDaHNzZMSAWHgYDVQQDExdAz
aWlwc29uLWR1dnR1c3Qtc3ViMS1jYTBcMAOGCSQGSIb3DQEBAQUAAOSAMEGCQQDC
vV48nC2uukoSyGJ/GymCIEXZzMSzpbkYS7eWPazZYyi1JDhCIKuUsMgFDRNEMOmMUSA
rcWmPizFZc9PFumDa03vAgMBAAGjggdpMIICZTAQBgkrBgEEAYI3FQEEAWIBADAA
BgNVHQ4EFgQUWaaNN2Ul4BaBoU9mY+ncuHpP92 0wCwYDVROPBAQDAGHGMA8GA1Ud
EwEB/wQFMAMBAf 8wgadGA1lUdIwSBpjCBo4AUJgYtQFMo130SBSiceehK9seDRrGh
eaR3MHUxCzAJBgNVBAYTA1VTMRMWEQYDVQQIEwpPj YWxpZm9ybml hMREwDwWYDVQQH
EwhzYW4gam9zZTEOMAWGAIUEChMFY212zY28xDDAKBgNVBAsSTA2hzczEgMB4GAL1UE
AxXMXc21tcHNvbi1kZXZ0ZXNOLXIJvb3QtQ0GCEGNVMc1P4vedQ5mUWCAWWXAWGZCG
A1UJdHwSBjzCBjDBDoEGgP4Y9aHROcDovL2Npc2NvLWwdajZvaHBuci9DZXJIORWSy
b2xsL3NpbXBzb24tZGV2dGVzdClyb290LUNBLMNYbDBFOEOgQYY/ZmlsZTovL1lxc
Y21zY28tbDhgNm90ocG5yXEN]1cnRFbndvbGxcc21tcHNvbi1kZXZ0ZXNOLXIvb3Qt
QOEUY3JsMIHIBggrBgEFBQCBAQSBuzCBUDBZBggrBgEFBQcwAOZNaHROcDovL2Np
c2NvLWwé4ajzvaHBuci9DZXJORW5yb2xsL2Npc2NvLWwdajZvaHBucl9zaWlwec29u
LWR1dnR1c3Qtcm9vdC1DQS5jcnQwiwY IKwYBBQUHMAKGT2 ZpbGU6Ly9cXGNpc2Nv
LWwdajZvaHBuclxDZXJO0RW5yb2xsXGNpc2NvLWwdajZvaHBucl9zaWlwc29uLWR1
dnR1c3Qtcm9vdC1DQS57cnQwDQYJKoZIhveNAQEFBQADQQAGkAV3Ix/BOr2hlSp9
ER36ZkDINIWI3gNt2MkpcAQO7RmcrHIN6g5RIIWbVvTXFnONdgpsaglEcOwn9 7XErH
Z2ow

Certificate has the following attributes:
Fingerprint:50A986F6 B471B82D E11B71FE 436A9BE6

Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Catalyst 6500 CSM-S

PKI
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2

ssl-proxy (config)# crypto ca authenticate tp-proxyl

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIESTCCA/OgAwIBAgIKHy1iFxAAAAAAAB]ANBgkghkiGIwOBAQUFADBIMQsSwCQYD
VQQGEwWJVUzETMBEGA1UECBMKY2FsaWZvcm5pYTERMA8GALUEBXMIc2FulGpvec2Ux
DjAMBgNVBAOTBWNpPCc2NvMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF3NpbXBzb24t
ZGV2dGVzdClzdWIXLWNhMB4XDTAZMTExMzIyMjI1M1oXDTAOMTExXxMzIyMTQyMVow
dTELMAkKGA1UEBhMCVVMxEZARBgNVBAgGTCMNhbG1mb3JuaWEXETAPBgNVBACTCHNAh
biBgb3N1MQ4wDAYDVQQKEWVjaXNjbzEMMAOGA1UECXMDaHNzZMSAWHgYDVQQDExdAz
aWlwc29uLWR1dnR1c3Qtc3ViMiljYTBcMAOGCSQGSIb3DQEBAQUAAOSAMEGCQQCT
ChZcONYLBHf1sr/3Z4y6wsWoeioIpCOCSydhnbd5wnwuethoyStVt91lr6i61jWK1L
d68Z8E0Tg71daiV/WR/HAGMBAAG]ggJjMIICXzAQBgkrBgEEAY I3FQEEAwIBADAA
BgNVHQ4EFgQU6FmJIopggzpbFMj 6TaB2 /wj1WlgEwCwYDVROPBAQDAgHGMASGALUA
EwEB/wQFMAMBAf 8wgagGA1lUdIwSBoDCBnYAUWaaNN2Ul14BaBoU9mY+nculHpP922h
eaR3MHUxCzAJBgNVBAYTA1VTMRMWEQYDVQQIEwpPj YWxpZm9ybml hMREwDwWYDVQQH
EwhzYW4gam9zZTEOMAWGAIUEChMFY212zY28xDDAKBgNVBAsSTA2hzczEgMB4GAL1UE
AxXMXc21tcHNvbi1kZXZ0ZXNOLXIJvb3QtQ0GCCho9HACAAAAAAALWYZCGALUJHWSB
jzCBjDBDOEGgP4Y9aHR0cDoVL2Npc2NVvLWcyNXVhNm80ZS9DZXJ0RW5yb2xsL3Np
bXBzb24tzGV2dGVzdClzdWIXLWNhLmNybDBFOEOgQYY/ZmlsZTovLlxcY21zY28t
ZzI1dWE2bzR1XEN1cnRFbnJvbGxcc2ltcHNvbi1kZXZ0ZXNOLXNIYJEtY2EuY3Js
MIHIBggrBgEFBQCcBAQSBuzCBuUDBZBggrBgEFBQCcwAOZNaHROcDoOVL2Npc2NvLWCyYy
NXVhNm80ZS9DZXJO0RW5yb2xsL2Npc2NvLWcyNXVhNm80ZVI9zaWlwc29uLWR1dnR1
c3Qtc3ViMS1jYS5]cnQwiwwY IKwYBBQUHMAKGT2 ZpbGU6Ly 9 cXGNpc2NvLWcyNXVh
Nm80ZVXDZXJIO0RW5yb2xsXGNpc2NvLWcyNXVhNm80ZV9zaWlwc29uLWR1dnR1c3Qt
c3ViMS1jYS57cnQwDQYJKoZIhveNAQEFBQADQQCieB8rvVCgVF2¢cFw9/v513Gn7L
Q6PUGT3bMRbOrgQKytTz/Yx09156nYZHrvVuLzmzz5CriI2savVx+glTarwil

Certificate has the following attributes:
Fingerprint:2F2E44AC 609644FA 5B4B6B26 FDBFES569

Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.

2

% Certificate successfully imported

CSM-S

i Catalyst 6500
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ssl-proxy (config)# crypto ca import tp-proxyl certificate

o

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIIENTCCA9+gAwIBAgIKLmMibDwAAAAAACDANBgkghkiGIwOBAQUFADBIMQSwCQYD
VQQGEWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMABGALIUEBXMIc2FulGpve2Ux
D3 AMBgNVBAOTBWNpc2NvMQwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3NpbXBzb24t
ZGV2dGVzdClzdWIyLWNhMB4XDTAZMTEXOTIzNDUzZNVOXDTAOMTEXMz IyMTQyMVow ]
aXNjbylvaml4Y25jenYvQ2VydEVucm9sbC9zaWlwc29uLWR1dnR1c3Qtc3ViMil]j
YS5jcmwwRaBDOEGGP2ZpbGU6LY9cXGNpc2NVvLWIgbXhjbmN6d1xDZXJ0RW5yb2xs
XHNpbXBzb24tzGV2dGVzdClzdWIyLWNhLmNybDCBYAYIKwYBBQUHAQEEgbswgbgw
WQYIKwYBBQUHMAKGTWhOJdHA6Ly9jaXNjbylvaml4dY25jenYvQ2VydEVucm9sbC9j
aXNjbylvaml4yY25jenzfc2ltcHNvbilkZXZ0ZXNOLXN1YJjItY2EuY3J0MFsGCCsG
AQUFBzAChk9mawx101i8vXFxjaXNjbylvaml4Y25jenzZcQ2VydEVucm9sbFxjaXNj
bylvaml4dY25jenzfc2ltcHNvbilkZXZ0ZXNOLXN1YjItY2EuY3J0MAOGCSQGSIb3
DQEBBQUAAOEAtbxmUBOxZ/hcrCc3hY7pa6bq/LmLonXSL8cjAbV2I7A5QGYaNi5k9
8F1Ez1WOxW0J2C3/YsvIf4dYpsQWAKRIbQ==

% Router Certificate successfully imported

ssl-proxy (config) #42

Catalyst 6500 CSM-S

% The fully-qualified domain name in the certificate will be:ssl-proxy.

PKI
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/
PKCS12 Privacy-Enhanced Mail PEM
e PKCSI12 / p.8-22
e PEM / p-8-24
At
SSL PKCS12 test/testssl.p12
NVRAM
PKCS12
PKCS12
/ p.8-22
N
CRL CRL CRL
CRL
CRL CRL
crl optional
show crypto ca certificates
crl optional
3 2
1
crl optional 2
1 crl optional
CRL
PKCS12 /
PKI PKCS12
N
PKCS12
PKCS12
N

CSM-S

i Catalyst 6500

OL-7030-01-J |



| 8  ssL

PKI

SSH PKCS12 / SCP
SCP
PKCS12 /
ssl-proxy (config) # crypto ca {import | PKCS12
export} trustpoint_label pkcsl2 {scp:
ftp:| nvram:| rcp:| tftp:}
[pkcle_filenamel] pass_phrase2
A Y
PKCS12
PKCS12
1. pkesi2_filename trustpoint_label
ftp: tftp: pkes12_filename
2.
SCP PKCS12

ssl-proxy (config) # crypto ca import TP2 pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Source username [ssl-proxy]? admin-1

Source filename [TP2]? /users/admin-1/pkcsl2/TP2.pl2

Password:password

Sending file modes:C0644 4379 TP2.pl2

!

ssl-proxy (config) #

*Aug 22 12:30:00.531:%CRYPTO-6-PKCS12IMPORT_SUCCESS:PKCS #12 Successfully Imported.
ssl-proxy (config) #

SCp PKCS12

ssl-proxy (config)# crypto ca export TPl pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Destination username [ssl-proxy]? admin-1

Destination filename [TP1]? TP1l.pl2

Password:

Writing TP1l.pl2 Writing pkcsl2 file to scp://admin-1@10.1.1.1/TP1l.pl2
Password:

1

CRYPTO_PKI:Exported PKCS12 file successfully.
ssl-proxy (config) #

Catalyst 6500 CSM-S
[ oL-7030-01-J .m
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N Pk
FTP PKCS12
ssl-proxy (config) # crypto ca import TP2 pkcsl2 ftp: sky is blue
Address or name of remote host []? 10.1.1.1
Source filename [TP2]? /admin-1/pkcsl2/PK-1024
Loading /admin-1/pkcsl2/PK-1024 !
[OK - 4339/4096 bytes]
ssl-proxy (config) #
FTP PKCS12
ssl-proxy (config) # crypto ca export TPl pkcsl2 ftp: sky is blue
Address or name of remote host []? 10.1.1.1
Destination filename [TP1]? /admin-1/pkcsl2/PK-1024
Writing pkcsl2 file to ftp://10.1.1.1//admin-1/pkcsl2/PK-1024
Writing /admin-1/pkcsl2/PK-1024 !!
CRYPTO_PKI:Exported PKCS12 file successfully.
ssl-proxy (config)#
PKCS12 p.8-31
PEM /
S
crypto ca import pem .prv
.crt .ca
TFTP
S
S
SSH PEM /
SCP SCP

i Catalyst 6500 CSM-S
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PKI
PEM
ssl-proxy (config)# crypto ca import PEM
trustpoint_label pem [exportable]
{terminal | url {scp:| ftp:| nvram: 4%}
rcp:| tftp:} | usage-keys} -
pass_phrase*'? PEM
PEM
ssl-proxy (config)# crypto ca export PEM
trustpoint_label pem {terminal url
{scp:| ftp:| nvram:| rcp:| tftp:} 4%}
1,2 %
[des | 3des] pass_phrase —=
TFTP
1.
2. PEM PEM DES 3DES
PEM

TFTP PEM

TPS5.ca TPS.prv TPS.crt

ssl-proxy (config)# crypto ca import TP5 pem url tftp://10.1.1.1/TP5 password
% Importing CA certificate...

Address or name of remote host [10.1.1.1]17?
Destination filename [TP5.cal?

Reading file from tftp://10.1.1.1/TP5.ca

Loading TP5.ca from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1976 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.1]°?
Destination filename [TP5.prv]?

Reading file from tftp://10.1.1.1/TP5.prv

Loading TP5.prv from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 963 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.1]17?
Destination filename [TP5.crt]?

Reading file from tftp://10.1.1.1/TP5.crt

Loading TP5.crt from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1692 bytes]

% PEM files import succeeded.

ssl-proxy (config) #end

ssl-proxy#

*Apr 11 15:11:29.901: %$SYS-5-CONFIG_I: Configured from console by console

Catalyst 6500 CSM-S
[ oL-7030-01-J .m
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TFTP PEM

ssl-proxy (config) # crypto ca export TP5 pem url tftp://10.1.1.1/tp99 3des password
% Exporting CA certificate...
Address or name of remote host [10.1.1.1]17?
Destination filename [tp99.cal?
File 'tp99.ca' already exists.
Do you really want to overwrite it? [yes/no]: yes
'Writing file to tftp://10.1.1.1/tp99.ca!
Key name: keyl

Usage: General Purpose Key
% Exporting private key...
Address or name of remote host [10.1.1.1]17?
Destination filename [tp99.prv]?
File 'tp99.prv' already exists.
Do you really want to overwrite it? [yes/no]: yes
Writing file to tftp://10.1.1.1/tp99.prv!
% Exporting router certificate...
Address or name of remote host [10.1.1.1]17?
Destination filename [tp99.crt]?
File 'tp99.crt' already exists.
Do you really want to overwrite it? [yes/no]: yes
Writing file to tftp://10.1.1.1/tp99.crt!
ssl-proxy (config)#

= 00 of

o

%
%
1

%
%

PEM p.8-31

Catalyst 6500 CSM-S
m. OL-7030-01-J |
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PEM

1 2 PEM

3 PEM

ssl-proxy(config)# crypto ca trustpoint 3tier-root
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint) # exit

ssl-proxy(config)# crypto ca authenticate 3tier-root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGUAWIBAgIQadUxzU/197hDmZRYJ1bBcDANBgkaghkiGO9w0OBAQUFADBL
MQswCQYDVQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcmb5pYTERMASGA1UEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPC2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMBAXDTAZMTEXMTIXNDgWM1oXDTEZMTEXMTIxX
NTczOVowdTELMAKGA1UEBhMCVVMXEzARBgNVBAgGTCMNhbG1lmb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAWHgYD
VQQEDExdzaWlwc29uLWR1dnR1c3Qtcm9vdC1DQTBcMAOGCSGGSIb3DQEBAQUAAOSA
MEgCQQCWEi1bANU1VgONUNn0Wb94gnHi 8FKjmVhibLHGR16J+V7gHgzmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml/raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
A1UJEWEB/wQFMAMBA £ 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHRSEQY8wgYwwQ6BBoD+GPWhOdHA6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LY9cC
XGNpc2NvLWwiajZzvaHBuclxDZXJORW5yb2xsXHNpbXBzb24tzGV2dGVzdClyb290
LUNBLmNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiGO9w0OBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvIpCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Catalyst 6500 CSM-S
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ssl-proxy(config)# crypto ca trustpoint 3tier-subcal
ssl-proxy (ca-trustpoint)# enroll terminal

ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint) # exit

ssl-proxy(config)# crypto ca authenticate 3tier-subcal

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIETzCCA/mgAwIBAgIKG]0cBwAAAAAADANBgkghkiGI9wOBAQUFADBIMQswCQYD
VQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMASGALIUEBXMICc2FulGpve2Ux
DjAMBgNVBAOTBWNpPCc2NvMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF3NpbXBzb24t
ZGV2dGVzdClyb290LUNBMBAXDTAZMTExMz IyMDQYyMVOXDTAOMTEXMz IyMTQyMVow
dTELMAKGA1UEBhMCVVMXEZARBgNVBAGTCMNhbG1mb3JuaWEXETAPBgNVBACTCHNOh
biBgb3N1MQ4wDAYDVQQKEWVjaXNjbzEMMAOGA1UECXMDaHNzZMSAWHgYDVQQDExdAz
aWlwc29uLWR1dnR1c3Qtc3ViMS1jYTBcMAOGCSGSIb3DQEBAQUAAOSAMEgCQQDC
vV48nC2uukoSyGJ/GymCIEXZzMSzpbkYS7eWPazZYyi1JDhCIKuUsMgFDRNEMOmMUSA
rcWmPizFZc9PFumDa03vAgMBAAGjggdJpMIICZTAQBgkrBgEEAYI3FQEEAWIBADAA
BgNVHQ4EFgQUWaaNN2Ul4BaBoU9mY+ncuHpP92 0wCwYDVROPBAQDAGHGMA8GAL1Ud
EwEB/wQFMAMBAf 8wgadGA1lUdIwSBpjCBo4AUJgYtQFMo130SBSiceehK9seDRrGh
eaR3MHUxXCzAJBgNVBAYTA1VTMRMWEQYDVQQIEwWpPj YWxpZm9ybml hMREwDWYDVQQH
EwhzYW4gam9zZTEOMAWGALIUEChMFY212zY28xDDAKBgNVBAsSTA2hzczEgMBAGAL1UE
AxXMXc21tcHNvbi1kZXZ0ZXNOLXIJvb3QtQOGCEGNVMc1P4vedQ5mUWCAWWXAWGZCG
A1UJdHwSBjzCBjDBDoEGgP4Y9aHROcDovL2Npc2NvLWwdajZvaHBuci9DZXJIORWSy
b2xsL3NpbXBzb24tZGV2dGVzdClyb2 90LUNBLMNYbDBFOEOgQYY/ZmlsZTovL1lxc
Y212zY28tbDhgNm90ocG5yXEN]1cnRFbndvbGxcc21tcHNvbi1kZXZ0ZXNOLXIvb3Qt
QOEUY3JsMIHIBggrBgEFBQCcBAQSBuzCBUDBZBggrBgEFBQcwAOZNaHROcDovL2Np
c2NvLWwdajzZvaHBuci9DZXJORW5yb2xsL2Npc2NvLWwdajZvaHBucl9zaWlwc29u
LWR1dnR1c3Qtcm9vdC1DQS5 j cnQwiwY IKwYBBQUHMAKGT 2 ZpbGU6Ly 9 cXGNpc 2Nv
LWwdajzZvaHBuclxDZXJO0RW5yb2xsXGNpc2NvLWwdajZvaHBucl9zaWlwc29uLWR1
dnR1c3Qtcm9vdC1DQS5jcnQwDQYJKoZIhveNAQEFBQADQQAG6kAV3IIx/BOr2hlSp9
ER36ZkDINIWI3gNt2MkpcAO7RmcrHIN6g5RIIWbVTXFnONdgpsaglEcOwn9 7XErH
Z2ow

Certificate has the following attributes:

Fingerprint:50A986F6 B471B82D E11B71FE 436A9BE6

Certificate validated - Signed by existing trustpoint CA certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported

Catalyst 6500 CSM-S
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ssl-proxy (config)# crypto ca import tp-proxyl pem terminal cisco
% Enter PEM-formatted CA certificate.
% End with a blank line or "quit" on a line by itself.

MIIESTCCA/OgAwIBAgIKHyiFxAAAAAAAB]ANBgkghkiGIwOBAQUFADBIMQSwCQYD
VQQGEWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMABGALIUEBXMIc2FulGpvec2Ux
D3 AMBgNVBAOTBWNpc 2 NvMQwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3NpbXBzb24t
ZGV2dGVzdClzdWIXLWNhMB4XDTAZMTExMzIyMjI1M1oXDTAOMTExMz IyMTQyMVow
dTELMAKGA1UEBhMCVVMXEzZARBgNVBAGTCmMNhbG1mb3JuaWEXETAPBgNVBACTCHNOh
biBgb3N1MQ4wDAYDVQQKEWV] aXNjbzEMMAOGA1UECXxMDaHNzMSAwHgYDVQQDExJZ
aWlwc29uLWR1dnR1c3Qtc3ViMiljYTBcMAOGCSGSIb3DQEBAQUAAOSAMEgCQQCT
ChzcONYLBHf1lsr/3Z4y6w5WoeioIpCOCSydhnbdbwnwuethoyStvt9lr6i6ljwKl
d68Z8E0oTg71daiV/WR/HAGMBAAG]jggJjMIICXzAQBgkrBgEEAYI3FQEEAwWIBADAA
BgNVHQ4EFgQU6FmJopagzpbFM] 6TaB2 /wj1W1lgEwCwYDVROPBAQDAgHGMA8GALUA
EWEB/WQFMAMBAf8wgagGA1lUdIwSBoDCBnYAUWaaNN2Ul14BaBoU9mY+ncuHpP922h
eaR3MHUxCzAJBgNVBAYTA1VTMRMWEQYDVQQIEwp ] YWxpZm9ybml hMREwDwWYDVQQH
EwhzYW4gam9zZTEOMAWGALIUEChMFY212zY28xDDAKBgNVBAsSTA2hzczEgMBAGAL1UE
AxXMXc21tcHNvbi1lkZXZ0ZXNOLXIvb3QtQ0GCCho9HACAAAAAAALAWYZCcGALUdHWSB
jzCBjDBDOEGgP4Y9aHR0OcDovL2Npc2NvLWcyNXVhNm80ZS9DZXJ0RW5yb2xsL3Np
bXBzb24tZGV2dGVzdClzdWIXLWNhLmNybDBFOEOgQYY/ZmlsZTovL1xcY21zY28t
ZzI1dWE2bzR1XEN1cnRFbndvbGxcc2ltcHNvbi1kZXZ0ZXNOLXN1YJELtY2EuY3Js
MIHIBggrBgEFBQcBAQSBuzCBuDBZBggrBgEFBQcwA0ZNaHROcDovL2Npc2NvLWCyY
NXVhNm80ZS9DZXJORWS5yb2xsL2Npc2NvLWcyNXVhNm80ZV9 zaWlwc29uLWR1dnR1
c3Qtc3ViMS1jYS5]jcnQwiwwY IKwYBBQUHMAKGT2ZpbGU6LyY9cXGNpc2NvLWcyNXVh
Nm80ZVxDZXJIORW5yb2xsXGNpc2NVLWcyNXVhNm80ZV9zaWlwc29uLWR1dnR1c3Qt
c3ViMS1jYS5jcnQwDQYJKoZIhveNAQEFBQADQQCieB8rvVCgVF2cFw9/v51jGn7L
Q6PUGT3bMRbOrgQKytTz/Yx09156nYZHrvVulLzmzz5CriI2savx+glTarwil

% Enter PEM-formatted encrypted private key.
% End with "quit" on a line by itself.

Proc-Type:4, ENCRYPTED
DEK-Info:DES-EDE3-CBC,F0D3269840071CF8

gQb9JMpl IESAEdhumLuBFWT53k+L/EGLhFfQOn/roP1lEOiIGEB6Yy3DeYNN/xZSiy3
JOHNOkh8Wjw3pshrdNVcoQj2X7BPI+Y0ipok40WOk5J/+dnRLwMjv+rl0tr+LcCk
nBAR8zIOKOJObULLUOXFBM70B3Dsk4Y3FBV8EAR3AAQiZjevaudFIyOn+JfVZy+J
wctmvZnX0c0fevPsgID4dCPkeY6+I0DkxMyRiuyn+wIrdJwlxVA2VIOrRJojBN1Ru
6/APef8JwpfnNcgpcLYt/4Q+3Yjl19EfRLjgiL6eSRki/6K51rV3eKbwOTyjvXgsh
GO0Q6dENE0IVOglvadiCXeL+TxJ4ySqg4E630xIHkc1DBsusGoUGLoZ+0taxApAZ+5
WbKgR+ND1L1PmS8/ZLILMPhUh9e0gZJjITeb6NbxY7jeNHjAmpP7 /WpB2£f2kV/LZg
Nn2AVAGALBZtgXtreGiayZzXpEA5J001bzRZWE9JHALIdiz/unW00/GHILVCQgA9015
YJGCrRMIOUS7MWm8kIkiJgNgLtbPad5cOaieQe+Kncgcml 8Hc7pfhDwXGG4RS40x
TSV/kKkIR4Gi7h8Lu71wZKTaWYHBPTUYTIpNSFUEdAvItHXOSBw2 LWNWzdYgpGoMT/ t
ryuu0lAC9YdBalAxY0DaggpuXKzxfiw5QDbgZWVg3gAxXfLAtTgu/gFCuFQvbBGl
87H1C+nOQUQ2nkpMpHZLs13V0w/2yqg+g6rUydANFF+a5vRaLgX/PGms92ZkZUdP
Z5geKImoURS1IMYxDuhQD193RYXxXIxOYIYrCrI/QaBpIH6QVUH6OWWA==

% Enter PEM-formatted certificate.
% End with a blank line or "quit" on a line by itself.

MIIEXTCCBAegAwIBAgIKTIOCWgAAAAAACTANBgkghkiG9wOBAQUFADBIMQswCQYD
VQQGEWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMASGALIUEBXMIc2FulGpvec2Ux
DjAMBgNVBAOTBWNpPCc2NVvMQwwCgYDVQQLEWNoc3MxIDAeBgNVBAMTF3NpbXBzb24t
ZGV2dGVzdClzdWIyLWNhMB4XDTAZMTEYNTIwMjEXMFoXDTAOMTEXxMz IyMTQyMVow
PJjERMASGAIUEBRMIQJBGRkYYyMKkUXKTANBgkghkiGO9w0OBCQITGNNpbXBzb24tNjUw
0S1zdGUUY21zY28uY29tMIGEMAOGCSAGSIb3DQEBAQUAA4LGNADCBIQKBgQCKhRKmM
38hSF710WX1Ym8ixs2Hz/yjNw7tchtRPIp0QCTIKWO0gzZpp8dgaNi3s2GVViWb+t
Cgsol0MZLIkyo]/9vTIMC7Z0o3LOxYy9kD+6MIpeUWMT4JILSDAEXxzxsd87JpP1bo0
08WhYjvMor/bL30sW81y2RH2vPppEMn9eLENOVwIDAQAB04ICajCCAMYwCwWYDVROP
BAQDAgWgMBOGA1UJdDgQWBBSx6uQ2sARl1cjzhBSiMu7xeuln6AjCBgAYDVROJBIGY
MIGAgBToWYmimgrOlsUyPpNoHb/COVaWoaF5pHcwdTELMAKGAIUEBhMCVVMXEZAR
BgNVBAGTCMNhbG1mb3JuaWEXETAPBgNVBACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV ]
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aXNjbzEMMAOGA1UECXMDaHNzMSAwWHgYDVQQDExdzaWlwc29uLWR1dnR1c3Qte3Vi
MS13YYIKHyiFxAAAAAAAB]AOBgNVHREBAFS8EHjAcghpzaWlwe29uLTY1MDktc3R1
LmNpc2NvLmNvbTCBlwYDVRO £ BIGPMIGMMEOgQaA/hjlodHRwO18vY21zY28tb2pt
eGNuY3p2LONlcnRFbnIvbGwvc21ltcHNvbilkZXZ0ZXNOLXN1YjItY2EuY3JsMEWG
Q6BBhj9mawx101i8vXFxjaXNjbylvamldY25jenzcQ2VydEVucm9sbFxzaWlwc29u
LWR1dnR1c3Qtc3ViMiljYS5jcmwwgcgGCCsGAQUFBWEBBIG7MIGAMFKGCCsGAQUF
BzAChk1odHRwO01i8vY21zY28tb2pteGNuY3p2LONlcnRFbnIJvbGwvY21zY28tb2pt
eGNuY3p2X3NpbXBzb24tzZGV2dGVzdClzdWIyLWNhLmNydDBbBggrBgEFBQCWAOZP
ZmlsZTovL1xcY21zY28tb2pteGNuY3p2XENlcnRFbndvbGxcY21zY28tb2pteGNu
Y3p2X3NpbXBzb24tzGV2dGVzdC1lzdWIyLWNhLmNydDANBgkghkiGOwOBAQUFAANB
ABFh7XeLwviBt jAR+e50aUH5KTGIDbedppOmMFXnFakpgWop9Qg4 cHRCQQ7VOpAW
1A6VtIOmpYgEIVNTAZAAHR4L =

2

% PEM files import succeeded.

ssl-proxy (config)# Az

ssl-proxy#

*Dec 4 18:11:49.850:%SYS-5-CONFIG_I:Configured from console by console
ssl-proxy#

ssl-proxy# show crypto ca certificates tp-proxyl
Certificate
Status:Available
Certificate Serial Number:04A0147B00000000010E
Certificate Usage:General Purpose

Issuer:
CN = sub3ca
C = US
Subject:

Name:ssl-proxy.
Serial Number:BOFFF0OC2
0ID.1.2.840.113549.1.9.2 = ssl-proxy.
0ID.2.5.4.5 = BOFFFOC2
CRL Distribution Point:
http://sample.cisco.com/sub3ca.crl
Validity Date:
start date:18:04:09 UTC Jan 23 2003
end date:21:05:17 UTC Dec 12 2003
renew date:00:00:00 UTC Apr 1 2003
Associated Trustpoints:tp-proxyl

CA Certificate
Status:Available
Certificate Serial Number:6D1E6BOF000000000007
Certificate Usage:Signature

Issuer:
CN = subtest
Cc = USs
Subject:
CN = sub3ca
Cc = USs

CRL Distribution Point:
http://sample.cisco.com/subtest.crl
Validity Date:
start date:22:22:52 UTC Mar 28 2003
end date:21:05:17 UTC Dec 12 2003
Associated Trustpoints:tp-proxyl

Catalyst 6500 CSM-S
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ssl-proxy# show crypto ca certificates 3tier-subcal
CA Certificate
Status:Available
Certificate Serial Number:29A47DEF0000000004E9
Certificate Usage:Signature

Issuer:
CN = 6ebf9b3e-9a6d-4400-893c-dd85dcfe911b
C = US
Subject:
CN = subtest
C = US

CRL Distribution Point:
http://sample.cisco.com/6ebf9b3e-9a6d-4400-893c-dd85dcfe91lb.crl
Validity Date:
start date:20:55:17 UTC Dec 12 2002
end date:21:05:17 UTC Dec 12 2003
Associated Trustpoints:3tier-subl

ssl-proxy# show crypto ca certificates 3tier-root

CA Certificate
Status:Available
Certificate Serial Number:7FD5B209B5C2448C47F77F140625D265
Certificate Usage:Signature

Issuer:
CN = 6ebf9b3e-9a6d-4400-893c-dd85dcfe911b
Cc = US
Subject:
CN = 6ebf9b3e-9a6d-4400-893c-dd85dcfe911b
C = US

CRL Distribution Point:
http://sample.cisco.com/6ebf9b3e-9a6d-4400-893c-dd85dcfe91lb.crl
Validity Date:
start date:00:05:32 UTC Jun 13 2002
end date:00:11:58 UTC Jun 13 2004
Associated Trustpoints:3tier-root

EXEC

ssl-proxy (ca-trustpoint)# show crypto
ca certificates [trustpoint_label]

ssl-proxy (ca-trustpoint)# show crypto
ca trustpoints [trustpoint_labell

SSL

Catalyst 6500 CSM-S
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SSL SSL
Web URL 1P
1P
1P
1 Router(config)# crypto ca
trusted-root name
2 Router(ca-root)# crl query url LDAP! URL
CRL

3 Router (ca-root)# exit

4 Router(config)# crypto ca trustpoint
name

5 Router(ca-identity) #crl optional CRL

6 Router(ca-identity)# exit

7 Router(config)# crypto ca
trusted-root name

8 Router(ca-root)# root {CEP url | TFTP URL SCEP?
server-hostname filename} TFTP

SCEP
TFTP

TFTP

9 Router(ca-root)# root proxy url HTTP

1. LDAP = Lightweight Directory Access Protocol
2. SCEP = Simple Certificate Enrollment Protocol

Catalyst 6500 CSM-S
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RSA NVRAM copy system:running-config file_system:
RSA
NVRAM
ssl-proxy# copy [/erase] NVRAM
system:running-config
nvram:startup-config
NVRAM
N
/erase
NVRAM
/erase
NVRAM
/erase NVRAM
NVRAM
§‘
NVRAM 2
NVRAM
Catalyst 6500 CSM-S
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256 356
NVRAM
NVRAM
16
NVRAM
16
2 16
NVRAM
1 ssl-proxy# show startup-config
2 ssl-proxy# directory nvram: NVRAM
A Y
256 356 7
ssl-proxy# erase nvram:
ssl-proxy# erase /all nvram:
NVRAM
S
NVRAM 2
NVRAM

Catalyst 6500 CSM-S
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NVRAM

PKCS12
PKCS12

PKCS12
PKCS12

PKCS12
SSH

° SCp

. RSA p.8-35
. p.8-36
. p.8-36

RSA

SSH SSH SSH
SSH p.7-4

RSA
RSA

RSA

Catalyst 6500 CSM-S
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ssl-proxy(config)# crypto key zeroize RSA
rsa [key-label]

RSA 2

crypto ca enroll

. p.8-36

EXEC

ssl-proxy# show crypto key mypubkey rsa RSA

ssl-proxy# show crypto ca certificates
[trustpoint_labell

ssl-proxy# show running-config [brief] brief

16

ssl-proxy# show ssl-proxy service
proxy-name

S

proxy-name

ssl-proxy (config)# no crypto ca
trustpoint trustpoint-label

Catalyst 6500 CSM-S
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certificate rsa general-purpose trustpoint trustpoint_label ssl-proxy service proxy_service

certificate rsa general-purpose trustpoint

no certificate rsa general-purpose trustpoint

ssl-proxy# configure terminal
ssl-proxy(config)# ssl-proxy service s2
ssl-proxy(config-ssl-proxy)# wvirtual ip 10.1.1.2 p tcp p 443
ssl-proxy(config-ssl-proxy)# server ip 20.0.0.3 p tcp p 80
ssl-proxy (config-ssl-proxy)# inservice
ssl-proxy (config-ssl-proxy)# certficate rsa general trustpoint tp-1
ssl-proxy(config-ssl-proxy)# end
ssl-proxy#
ssl-proxy# show ssl-proxy service s2
Service id:6, bound_service_id:262
Virtual IP:10.1.1.2, port:443
Server IP:20.0.0.3, port:80
rsa-general-purpose certificate trustpoint:tp-1
Certificate chain in use for new connections:
Server Certificate:
Key Label:tp-1
Serial Number:3C2CD2330001000000DB
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Certificate chain complete

Admin Status:up
Operation Status:up
ssl-proxy#

Catalyst 6500 CSM-S
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ssl-proxy# configure terminal
ssl-proxy(config)# ssl-proxy service s2
ssl-proxy (config-ssl-proxy)# certificate rsa general trustpoint tp-2
ssl-proxy (config-ssl-proxy)# end
ssl-proxy#
ssl-proxy# show ssl-proxy service s2
Service 1d:6, bound_service_id:262
Virtual IP:10.1.1.2, port:443
Server IP:20.0.0.3, port:80
rsa-general-purpose certificate trustpoint:tp-2
Certificate chain in use for new connections:
Server Certificate:
Key Label:k2
Serial Number:70FCBFEC000100000D65
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Obsolete certificate chain in use for old connections:
Server Certificate:
Key Label:tp-1
Serial Number:3C2CD2330001000000DB
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Certificate chain complete
Admin Status:up
Operation Status:up
ssl-proxy#

Catalyst 6500 CSM-S
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SSL 1 2

s2 2

ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ssl-proxy(config)# ssl-proxy service s2

ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint t2
ssl-proxy(config-ssl-proxy)# end

ssl-proxy#

ssl-proxy# show ssl-proxy service s2
Service 1d:0, bound_service_id:256
Virtual IP:10.1.1.1, port:443
Server IP:10.1.1.10, port:80
Nat pool:pool2
rsa-general-purpose certificate trustpoint:t2
Certificate chain in use for new connections:
Server Certificate:
Key Label:k2
Serial Number:1DFBB1FD000100000D48
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Certificate chain complete
Admin Status:up
Operation Status:up

t2 Cisco 10S
s2

ssl-proxy# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ssl-proxy (config)# crypto key generate rsa general-key k2 exportable

2

% You already have RSA keys defined named k2.
% Do you really want to replace them? [yes/no]:yes

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024 bit RSA keys ...[OK]
ssl-proxy (config) #end
ssl-proxy# show ssl-proxy service s2
Service 1d:0, bound_service_id:256
Virtual IP:10.1.1.1, port:443
Server IP:10.1.1.10, port:80
Nat pool:pool2
rsa-general-purpose certificate trustpoint:t2
Certificate chain in graceful rollover, being renewed:
Server Certificate:
Key Label:k2
Serial Number:1DFBB1FD000100000D48
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Server certificate in graceful rollover
Admin Status:up
Operation Status:up

[ oL-7030-01-J
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t2
t2

ssl-proxy# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ssl-proxy(config)# crypto ca enroll t2

o0 o

Start certificate enrollment

The subject name in the certificate will be:CN=hostl.cisco.com
The subject name in the certificate will be:ssl-proxy.cisco.com
The serial number in the certificate will be:00000000

The IP address in the certificate is 10.1.1.1

o0 o

o0

o

Certificate request sent to Certificate Authority
The certificate request fingerprint will be displayed.
The 'show crypto ca certificate' command will also show the fingerprint.

o0

o0 o

Fingerprint: 6518C579 A0498063 C5795057 A6170 075

ssl-proxy (config)# end
*Sep 24 15:19:34.339:%CRYPTO-6-CERTRET:Certificate received from Certificate Authority

ssl-proxy# show ssl-proxy service s2
Service 1d:0, bound_service_id:256
Virtual IP:10.1.1.1, port:443
Server IP:10.1.1.10, port:80
Nat pool:pool2
rsa-general-purpose certificate trustpoint:t2
Certificate chain in use for new connections:
Server Certificate:
Key Label:k2
Serial Number:2475A2FC000100000D4D
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Obsolete certificate chain in use for old connections:
Server Certificate:
Key Label:k2
Serial Number:1DFBB1FD000100000D48
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Certificate chain complete
Admin Status:up
Operation Status:up

ssl-proxy# show ssl-proxy service s2
Service 1d:0, bound_service_id:256
Virtual IP:10.1.1.1, port:443
Server IP:10.1.1.10, port:80
Nat pool:pool2
rsa-general-purpose certificate trustpoint:t2
Certificate chain in use for new connections:
Server Certificate:
Key Label:k2
Serial Number:2475A2FC000100000D4D
Root CA Certificate:
Serial Number:313AD6510D25ABAE4626E96305511AC4
Certificate chain complete
Admin Status:up
Operation Status:up

Catalyst 6500 CSM-S
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300 renewal_percent 80
240
S
SCEP URL
1 ssl-proxy(config)# crypto ca
trustpoint trustpoint-label
2 ssl-proxy(ca-trustpoint)# auto-enroll
{renewal_percent|regenerate}
S
renewal_percent 1
100
A
regenerate

3 ssl-proxy# show crypto ca timers

ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ssl-proxy (config)# crypto ca trustpoint tk21l
ssl-proxy (ca-trustpoint)# auto-enroll 90
ssl-proxy (ca-trustpoint)# end
ssl-proxy# show crypto ca timers
PKI Timers
| 44.306
| 44.306 RENEW tp-new
|255d4 5:28:32.348 RENEW tk21
ssl-proxy#

Catalyst 6500 CSM-S
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ssl-proxy pki history SSL

show ssl-proxy certificate-history

512 Syslog
512

1 ssl-proxy (config)# ssl-proxy pki
history

2 ssl-proxy# show ssl-proxy
certificate-history [service
proxy_servicel

ssl-proxy# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ssl-proxy (config) #ssl-proxy pki history
ssl-proxy (config) #end
ssl-proxy# show ssl-proxy certificate-history service s2
Record 1, Timestamp:00:00:22, 17:44:18 UTC Sep 29 2002
Installed Server Certificate, Index 0
Proxy Service:s2, Trust Point:t2
Key Pair Name:k2, Key Usage:RSA General Purpose, Not Exportable
Time of Key Generation:06:29:08 UTC Sep 28 2002
Subject Name:CN = hostl.cisco.com, 0ID.1.2.840.113549.1.9.2 = ssl-proxy.cisco.com,
0ID.1.2.840.113549.1.9.8 = 10.1.1.1
Issuer Name:CN = TestCA, OU = Lab, O = Cisco Systems, L = San Jose, ST = CA, C =
us,
EA =<16> simpson-pki@cisco.com
Serial Number:3728ADCD000100000D4F
Validity Start Time:15:56:55 UTC Sep 28 2002
End Time:16:06:55 UTC Sep 28 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record
Total number of certificate history records displayed = 1

Catalyst 6500 CSM-S
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SSL
SSL
SSL
S
verifying all CRL ACL
SSL
SSL
CRL
SSL
VPN 2 SSL
SSL
1
ssl-proxy (config)# ssl-proxy pki cache
size size timeout minutes
size 0
0 5000 minutes
15 1 600
Catalyst 6500 CSM-S
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SSL
SSL 30

[ ]

L]

L]

1 720
A
SSL 0
1 720
30
SSL 1
CISCO-SSL-PROXY-MIB
SNMP
SNMP p.7-26

ssl-proxy (config)# ssl-proxy pki
certificate check-expiring interval .

- interval
interval

0
1 720
S
0
SNMP

ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ssl-proxy(config)# ssl-proxy pki certificate check-expiring interval 36

*Nov 27 03:44:05.207:%STE-6-PKI_CERT_EXP_WARN_ENABLED:Proxy service certificate
expiration

warning has been enabled. Time interval is set to 36 hours.

ssl-proxy (config)# end

Catalyst 6500 CSM-S
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ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ssl-proxy (config)# ssl-proxy pki certificate check-expiring interval 0

*Nov 27 03:44:15.207:%STE-6-PKI_CERT_EXP_WARN_DISABLED:Checking of certificate
expiration has been disabled.

ssl-proxy (config)# ssl-proxy pki certificate check-expiring interval 1

*Nov 27 03:44:16.207:%STE-6-PKI_CERT_EXP_WARN_ENABLED:Proxy service certificate
expiration

warning has been enabled. Time interval is set to 36 hours.

ssl-proxy(config)# end

Syslog

Jan 1 00:00:18.971:%STE-4-PKI_PROXY_SERVICE_CERT_EXPIRING:A proxy service certificate
is

going to expire or has expired at this time:20:16:26 UTC Sep 5 2004, proxy service:s7,
trustpoint:tk21.

1
Syslog
Jan 1 00:00:18.971:%STE-4-PKI_PROXY_ SERVICE_CA_CERT_EXPIRING:A CA certificate is
going to
expire or has expired at this time:22:19:38 UTC Mar 4 2004, subject name:CN =
ExampleCA,

OU = Example Lab, O = Cisco Systems, L = San Jose, ST = CA, C = US, EA =
example@cisco.com, serial number:313AD6510D25ABAE4626E96305511AC4.

Syslog

Jan 1 00:00:18.971:%STE-4-PKI_CA_POOL_CERT_EXPIRING:A CA certificate in a CApool is
going

to expire or has expired at this time:22:19:38 UTC Mar 4 2004, CA pool:pool2,
trustpoint:tpl-root.

[ oL-7030-01-J
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SSL

p.8-47
p.8-50

CRL p.8-54

Certificate Security Attribute-Based Access Control

p.8-59

signature-only all
SSL
verify signature-only SSL
1
[ ]
L]
verify all SSL
SSL
SSL
SSL SSL
L]
. 1 SSL
1 CRL
ACL SSL
CRL ACL SSL
. X509 3 SSL Basic Constraints
Basic Constraints
CPU
CLI CRL
CRL CRL CRL p.8-54
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SSL SSL

SSL

SSL SSL

N CRL

SSL

SSL
SSL

SSL
SSL

SSL

ACL

SSL

ssl-proxy (config)# ssl-proxy pool
ca_pool_name

ssl-proxy (config-ssl-proxy)# ca
trustpoint ca_trustpoint_label?

16

ssl-proxy (config-ssl-proxy)# exit

ssl-proxy (config)# ssl-proxy service
proxy._name

SSL

Catalyst 6500 CSM-S
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5 ssl-proxy(config-ssl-proxy)#
trusted-ca ca_pool_name

6 ssl-proxy(config-ssl-proxy)#
authenticate verify
{signature-only’ | all’}

signature-only
CRL

ACL
all

7 ssl-proxy(config-ssl-proxy)# exit

1. SSL 8

SSL

ssl-proxy(config)# crypto ca trustpoint rootca
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)#

ssl-proxy (config)# crypto ca authenticate rootca

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGgAWIBAGIQadUxzU/i97hDmZRYJ1bBcDANBgkghkiGOwOBAQUFADBI
MQswCQYDVQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMASGA1UEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPCc2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMTIXNDgWM1 oXDTEZMTEXMTIX
NTczOVowdTELMAKGA1UEBhMCVVMxXEzARBgNVBAgGTCMNhbG1lmb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAWHgYD
VQODExdzaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQTBcMAOGCSAGSIb3DQEBAQUAAOSA
MEgCQQCWEibANnU1VgQNUN0Wb94gnHi8FKjmVhibLHGR16J+V7gHgzmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml/raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
AlUJEWEB/wQFMAMBAf 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHRSEQY8wgYwwQ6BBoD+GPWhOdHA6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LY9cC
XGNpc2NvLWwdajZvaHBuclxDZXJ0RW5yb2xsXHNpbXBzb24tZGV2dGVzdClyb290
LUNBLmNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiG9w0OBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvI9pCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Catalyst 6500 CSM-S
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ssl-proxy (config) #

ssl-proxy (config)# ssl-proxy pool ca rootca

ssl-proxy (config-ca-pool)# ca trustpoint rootca

ssl-proxy (config-ca-pool)# 4AZ

ssl-proxy(config)# ssl-proxy service client-auth-sig-only

ssl-proxy (config-ssl-proxy)# virtual ipaddr 14.0.0.1 protocol tcp port 443
ssl-proxy (config-ssl-proxy)# server ipaddr 24.0.0.1 protocol tcp port 80

ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint test-cert

ssl-proxy (config-ssl-proxy)# trusted-ca rootca

ssl-proxy (config-ssl-proxy)# authenticate verify signature-only
ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# !

ssl-proxy(config)# crypto ca trustpoint rootca
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)#

ssl-proxy (config)# crypto ca authenticate rootca

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGgAWIBAGIQadUxzU/1i97hDmZRYJ1bBcDANBgkghkiGOwOBAQUFADBI
MQswCQYDVQQGEwWJVUZETMBEGA1UECBMKY2FsaWZvcm5pYTERMA8GALIUEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPCc2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTEF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMTIXNDgWM1 oXDTEZMTEXMTIX
NTczOVowdTELMAKGA1UEBhMCVVMXEzZARBgNVBAGTCMNhbG1mb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAWHgYD
VQODExdzaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQTBCcMAOGCSAGSIb3DQEBAQUAAOSA
MEgCQQCWEibANnUlVgQNUN0Wb94gnHi8FKjmVhibLHGR16J+V7gHgzZmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml/raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
AlUJEWEB/wQFMAMBAf 8wWHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHR8EQY8wgYwwQ6BBoD+GPWhOdHA6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LYy9cC
XGNpc2NvLWwdajZvaHBuclxDZXJ0RW5yb2xsXHNpbXBzb24tZGV2dGVzdClyb290
LUNBLmMNybDAQBgkrBgEEAYI3FQEEAwWIBADANBgkghkiGIwOBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvI9pCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

2

% Certificate successfully imported

ssl-proxy (config) #

ssl-proxy (config)# ssl-proxy pool ca rootca

ssl-proxy (config-ca-pool)# ca trustpoint rootca

ssl-proxy (config-ca-pool)# 4AZ

ssl-proxy (config) # ssl-proxy service client-auth-verify-all

ssl-proxy (config-ssl-proxy)# virtual ipaddr 14.0.0.2 protocol tcp port 443
ssl-proxy (config-ssl-proxy)# server ipaddr 24.0.0.1 protocol tcp port 80

ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint test-cert

ssl-proxy (config-ssl-proxy)# trusted-ca rootca
ssl-proxy (config-ssl-proxy)# authenticate verify all
ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# !

Catalyst 6500 CSM-S
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SSL SSL SSL
SSL
SSL SSL
L]
N 1 SSL
. CRL ACL 1
SSL CRL ACL
SSL

authenticate verify signature-only
CRL ACL signature-only

1 ssl-proxy (config)# ssl-proxy pool
ca_pool_name

8
2 ssl-proxy(config-ssl-proxy)# ca
trustpoint ca_trustpoint_label'
Q‘
1 16
3 ssl-proxy(config-ssl-proxy)# exit
4 ssl-proxy(config)# ssl-proxy service |SSL
proxy_name client
%
client SSL

5 ssl-proxy(config-ssl-proxy)#
trusted-ca ca_pool_name

6  signature-only

Catalyst 6500 CSM-S
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||
6 ssl-proxy(config-ssl-proxy)#
authenticate verify
{signature-only’ | all’}
A
signature-only
CRL ACL

signature-only

all

7 ssl-proxy(config-ssl-proxy)# exit

1. SSL 8
2.
3.
SSL
Catalyst 6500 CSM-S
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ssl-proxy(config)# crypto ca trustpoint rootca
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)#

ssl-proxy (config)# crypto ca authenticate rootca

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGgAWIBAGIQadUxzU/i97hDmZRYJ1bBcDANBgkghkiGOwOBAQUFADBI
MQswCQYDVQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMAS8GA1UEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPC2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMTIXNDgWM1 oXDTEZMTEXMTIX
NTczOVowdTELMAKGA1UEBhMCVVMxXEzARBgNVBAgGTCMNhbG1lmb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAWHgYD
VQODExdzaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQTBcMAOGCSAGSIb3DQEBAQUAAOSA
MEgCQQCWEibANnUlVgQONUN0Wb94gnHi8FKjmVhibLHGR16J+V7gHgzmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml/raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
AlUJEWEB/wQFMAMBAf 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHRSEQY8wgYwwQ6BBoD+GPWhOdHAG6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LYy9cC
XGNpc2NvLWwdajZvaHBuclxDZXJ0RW5yb2xsXHNpbXBzb24tZGV2dGVzdClyb290
LUNBLmNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiG9w0OBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvI9pCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

°

% Certificate successfully imported

ssl-proxy (config) #

ssl-proxy (config)# ssl-proxy pool ca rootca

ssl-proxy (config-ca-pool)# ca trustpoint rootca

ssl-proxy (config-ca-pool)# 4Z

ssl-proxy (config)# ssl-proxy service client-proxy-sig-only client
ssl-proxy (config-ssl-proxy)# virtual ipaddr 14.0.0.3 protocol tcp port 81
ssl-proxy (config-ssl-proxy)# server ipaddr 24.0.0.2 protocol tcp port 443
ssl-proxy(config-ssl-proxy)# trusted-ca rootca

ssl-proxy (config-ssl-proxy)# authenticate verify signature-only

ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# !

Catalyst 6500 CSM-S
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ssl-proxy(config)# crypto ca trustpoint rootca
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)#

ssl-proxy (config)# crypto ca authenticate rootca

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGgAWIBAGIQadUxzU/i97hDmZRYJ1bBcDANBgkghkiGOwOBAQUFADBI
MQswCQYDVQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcm5pYTERMAS8GA1UEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPC2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMTIXNDgWM1 oXDTEZMTEXMTIX
NTczOVowdTELMAKGA1UEBhMCVVMxXEzARBgNVBAgGTCMNhbG1lmb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAWHgYD
VQODExdzaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQTBcMAOGCSAGSIb3DQEBAQUAAOSA
MEgCQQCWEibANnUlVgQONUN0Wb94gnHi8FKjmVhibLHGR16J+V7gHgzmF2MTz5WP51
VQ2/1NVuOHjUORRdeCml/raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
AlUJEWEB/wQFMAMBAf 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHRSEQY8wgYwwQ6BBoD+GPWhOdHAG6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LYy9cC
XGNpc2NvLWwdajZvaHBuclxDZXJ0RW5yb2xsXHNpbXBzb24tZGV2dGVzdClyb290
LUNBLmNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiG9w0OBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvI9pCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

°

% Certificate successfully imported

ssl-proxy (config) #

ssl-proxy (config)# ssl-proxy pool ca rootca

ssl-proxy (config-ca-pool)# ca trustpoint rootca

ssl-proxy (config-ca-pool)# 4Z

ssl-proxy(config)# ssl-proxy service client-proxy-verify-all client
ssl-proxy (config-ssl-proxy)# virtual ipaddr 14.0.0.4 protocol tcp port 81
ssl-proxy (config-ssl-proxy)# server ipaddr 24.0.0.2 protocol tcp port 443
ssl-proxy(config-ssl-proxy)# trusted-ca rootca

ssl-proxy (config-ssl-proxy)# authenticate verify all

ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# 42
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SSL
SSL

ssl-proxy (config)# crypto ca trustpoint rootca
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)#

ssl-proxy (config)# crypto ca authenticate rootca

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIIC1zCCAOGgAWIBAGIQadUxzU/1i97hDmZRYJ1bBcDANBgkghkiGOwOBAQUFADBI
MQswCQYDVQQGEwWJVUzZETMBEGA1UECBMKY2FsaWZvcmb5pYTERMASGA1UEBXMIc2Fu
IGpvc2UxDjAMBgNVBAOTBWNpPC2NVMOwwCgYDVQQLEwWNoc3MxIDAeBgNVBAMTF 3Np
bXBzb24tZGV2dGVzdClyb290LUNBMB4XDTAZMTEXMTIXNDgWM1 oXDTEZMTEXMTIX
NTczOVowdTELMAKGA1UEBhMCVVMxEZARBgNVBAGTCMNhbG1mb3JuaWEXETAPBgNV
BACTCHNhbiBgb3N1MQ4wDAYDVQQKEWV]jaXNjbzEMMAOGA1UECXMDaHNzMSAWHgYD
VQQODExdzaWlwc29uLWR1dnR1c3Qtcm9vdC1DQTBCcMAOGCSUGSIb3DQEBAQUAAOSA
MEgCQQCWEibANU1VgQONUNOWb94qnHi 8FKjmVhibLHGR1 6J+V7gHgzmF2MTz5WP5 1
VQ2/1NVuOHjUORRdeCml/raKJ/7ZAgMBAAG] gewwgekwCwYDVROPBAQDAGHGMABG
AlUJEWEB/wQFMAMBAf 8wHQYDVROOBBYEFCYGLUBTKNA9EgUonHnoSvbHg0axMIGX
BgNVHRSEQY8wgYwwQ6BBoD+GPWhOdHAG6LY9jaXNjbylsO0Go2b2hwbnIvQ2VydEVu
cm9sbC9zaWlwc29uLWR1dAnR1c3Qtcm9vdC1DQS5jcmwwRaBDOEGGP2ZpbGU6LYy9cC
XGNpc2NvLWwdajZvaHBuclxDZXJ0RW5yb2xsXHNpbXBzb24tZGV2dGVzdClyb290
LUNBLmNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiGO9w0OBAQUFAANBACBgelwy
YjalelGZgLVudbDVMFO6ELCV2AMBgi41K31ix+Z/03PJd7ct2BIAF41ktvIpCebIO
EoBcmZteA+TQcKg=

Certificate has the following attributes:
Fingerprint:AC6FC55E CC29E891 ODC3FAAA B4747C10
% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

ssl-proxy (config)#

ssl-proxy (config)# ssl-proxy pool ca rootca

ssl-proxy (config-ca-pool)# ca trustpoint rootca

ssl-proxy (config-ca-pool)# 4AZ

ssl-proxy (config)# ssl-proxy service client-proxy-sending-client-cert client
ssl-proxy (config-ssl-proxy)# virtual ipaddr 14.0.0.5 protocol tcp port 81
ssl-proxy (config-ssl-proxy)# server ipaddr 24.0.0.3 protocol tcp port 443
ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint test-cert
ssl-proxy (config-ssl-proxy)# trusted-ca rootca

ssl-proxy (config-ssl-proxy)# authenticate verify all

ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# !

CRL

Certificate Revocation List CRL;
CRL

CRL

CRL CPU

CRL

Catalyst 6500 CSM-S
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CRL
CRL
CRL
X.500 CDP
CRL
CRL
CRL

CRL

HTTP URL

p.8-55
p.8-56
p.8-57
p.8-57
p.8-58
p.8-59
p.8-59

CRL Distribution Point
CDP

CDP
SSL

http://hostname/file.crl

X.500 Distingu
CN=CRL,

Lightweight Directory Access Protocol

ished Name DN
O=cisco,C=us

LDAP URL

ldap://hostname/CN=CRL,O=cisco,C=us

CDP
SSL

SSL

SCEP

CDP

SSL
SCEP URL

URL

CRL SCEP

CRL

SSL

SCEP

CRL

CDP
CRL

CRL

Catalyst 6500
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CRL

CRL

CRL

CRL

CRL

CRL

SSL
CRL
SSL CRL
CRL

CRL 2

e best-effort
SSL

SSL CRL

SSL
SSL

* optional

SSL
CRL

CRL

CRL

SSL

CRL

CRL

SSL
SSL

CRL
SSL

CRL
CRL
CRL

CRL
CRL

SSL
SSL

1 ssl-proxy(config)# crypto ca
trustpoint trustpoint-label

ca-trustpoint

2 ssl-proxy(ca-trustpoint)# crl
[best-effort | optionall

CRL

i Catalyst 6500 CSM-S
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CRL

X.500 CDP

CRL

CRL  NextUpdate time
show crypto ca timers

CRL
CRL

CRL

CRL

CRL

CRL

ssl-proxy (config)# crypto ca crl
request trustpoint_label

CRL

CRL

CRL

CRL CRL

tp-root CRL

ssl-proxy (config)# crypto ca crl request tp-root

CDP  X.500 DN
Idap://hostname:[port]

¢ X.500 DN CN=CRL,0=Cisco,C=US

. crl query ldap://10.1.1.1

2 URL

1dap://10.1.1.1/CN=CRL,0=Cisco,C=US

URL

CRL

X.500 URL CRL

ssl-proxy (ca-trustpoint)# crl query X.500 URL
host: [port]

CRL
URL

X.500 URL

CRL
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|
CRL
HTTP LDAP SCEP CRL
CRL 16
CRL
1 ssl-proxy(config)# crypto ca
certificate chain name name
ssl-proxy (config-cert-chain)# crl
ssl-proxy (config-pubkey) # quit
ssl-proxy (config-cert-chain)# end
CRL
ssl-proxy (config)# crypto ca certificate chain tp
ssl-proxy (config-cert-chain)# crl
Enter the CRL in hexadecimalidecimal representation....
ssl-proxy (config-pubkey) # 30 82 01 7E 30 81 E8 30 0D 06 09 2A 86 48 86 F7
ssl-proxy (config-pubkey) # 0D 01 01 05 05 00 30 16 31 14 30 12 06 03 55 04
ssl-proxy (config-pubkey) # 03 13 0B 69 6F 73 2D 72 6F 6F 74 20 43 41 17 0D
ssl-proxy (config-pubkey) # 30 33 31 32 31 31 32 33 33 37 35 34 5A 17 0D 30
ssl-proxy (config-pubkey) # 33 31 32 31 38 32 33 33 37 35 34 5A 30 81 A0 30
ssl-proxy (config-pubkey) # 12 02 01 04 17 OD 30 33 31 30 31 34 32 32 32 35
ssl-proxy (config-pubkey) # 30 34 5A 30 12 02 01 03 17 0D 30 33 31 30 31 34
ssl-proxy (config-pubkey) # 32 32 32 35 33 30 5A 30 12 02 01 05 17 0D 30 33
ssl-proxy (config-pubkey) # 31 31 31 33 31 39 30 39 33 36 5A 30 12 02 01 06
ssl-proxy (config-pubkey) # 17 0D 30 33 31 31 31 33 31 39 32 30 34 32 5A 30
ssl-proxy (config-pubkey) # 12 02 01 07 17 0D 30 33 31 31 31 33 32 32 30 35
ssl-proxy (config-pubkey) # 35 32 5A 30 12 02 01 08 17 OD 30 33 31 31 31 33
ssl-proxy (config-pubkey) # 32 32 34 34 32 30 5A 30 12 02 01 2B 17 0D 30 33
ssl-proxy (config-pubkey) # 31 31 31 33 32 33 33 36 35 37 5A 30 12 02 01 09
ssl-proxy (config-pubkey) # 17 0D 30 33 31 31 31 33 32 33 33 37 34 38 5A 30
ssl-proxy (config-pubkey) # 0D 06 09 2A 86 48 86 F7 0D 01 01 05 05 00 03 81
ssl-proxy (config-pubkey) # 81 00 67 DE 12 99 9F C5 DF 4A F8 24 76 CE 98 4F
ssl-proxy (config-pubkey) # 7C 5C 72 1C EO 00 A9 CE 08 6E 46 8F 4D 1B FA 8E
ssl-proxy (config-pubkey) # C9 DE CF AC 13 7D 2F BF D4 A6 C2 7B E2 31 Bl EC
ssl-proxy (config-pubkey) # 99 83 54 B3 11 24 6F C3 C3 93 C4 53 38 B6 72 86
ssl-proxy (config-pubkey) # OA 30 F2 95 71 AE 15 66 87 3E Cl1 7F 8B 46 6F A9
ssl-proxy (config-pubkey) # 77 DO FF D4 FC 73 83 79 98 BD 40 DB Cl 72 9D 95
ssl-proxy (config-pubkey) # 9B 57 D1 3C 2F EF B6 63 6B 5B E4 35 40 52 2D 3A
ssl-proxy (config-pubkey) # 19 1A 4E CA 70 C6 ED 49 7A 7C 01 88 B9 CA 14 7B
ssl-proxy (config-pubkey) # 0E 1F
ssl-proxy (config-pubkey) # quit
ssl-proxy (config-cert-chain)# end
Catalyst 6500 CSM-S
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8 SSL

CRL
CRL

CRL

ssl-proxy (config)# show crypto ca crls

CRL

ssl-proxy# show crypto ca crls

CRL Issuer Name:
CN = test-root-CA, OU = lab, O = cisco, L = san jose, ST = california, C = US

LastUpdate:19:08:45 UTC Dec 3 2003

NextUpdate:20:13:45 UTC Dec 3 2003

Retrieved from CRL Distribution Point:
http://test-ca/CertEnroll/test-root-CA.crl

CRL

CRL

CRL no crl

CRL

ssl-proxy (config-cert-chain)# no crl CRL

CRL

ssl-proxy (config)# crypto ca certificate chain tpl
ssl-proxy (config-cert-chain)# no crl
ssl-proxy (config-cert-chain)# end

Certificate Security Attribute-Based Access Control

Certificate Security Attribute-Based Access Control
ACL

ACL

URL
Certificate Security Attribute-Based Access Control

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ftcrtacl.htm

Catalyst 6500 CSM-S ]
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e HSRP p-9-6

. p.9-10
o p.9-12

. p.9-13

. p.9-15

Catalyst 6500 CSM-S
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2 Catalyst
6500 Content Switching Module with SSL.  CSM-S
N
1 Catalyst 6500 CSM-S 2
VLAN LAN
CSM-S CSM-S
2 CSM-S
CSM CSM CSM-S 1P
CSM-S
CSM-S
N
CSM-S VLAN
CSM-S CSM-S
VLAN
e (Catalyst 6500 CSM-S
o 2 CSM-S CSM-S
. CSM-S VLAN
e (CSM-S VLAN
. CSM-S
e 1 GB/ CSM-S
Cisco I0S
Cat6k-2# configure terminal
Cat6k-2 (config)# clock timezone WORD offset from UTC
Cat6k-2(config)# clock calendar-valid
CSM-S VLAN 1P
CSM-S
[p-11-2]
CSM-S CSM-S
CSM-S
TCP TCP CSM-S
replicate csrp{sticky | connection}
Catalyst 6500 CSM-S
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JL—%B

Fg—bkoxzA
192.158. 38. 20

Catalyst 6500 CSM-S

\Ua/
192.158. 38. 40
{R*EH—/\1

~
replicate
Cat6k-2# configure terminal
Cat6k-2 (config)# no ip igmp snooping
1P MAC

no ip igmp snooping Internet Group Management
Protocol IGMP
Forwarding Information Base FIB;

VLAN 1P
9-1
9-1
AT RAYFUYT EVa—L
954 F7 2 MY —/
FEY—1 (A ] TAUTRIPTELR
. : (TIAIbE —bDxA)
7— koA " | w192, 158.39. 20
192. 158. 38. 20 : .
! H—/\A
; _a—
JL—A2A  192.158.38.10 | 192.158.39. 10 =
= 1 |
9547k NAS / \ ‘ f
J—HRF—vay L—4
EI Hue [ HSRP ] e
—x i

192. 158. 39. 30 EII

+H—/\B

; IAYFRIP7FLR
3 (TI4IWbE F—=kozA)
! 192.158. 39. 20

ATV RAYFUT EDa -

120181
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9-1 2

A CSM-S

1 Router(config-module-csm)# vlan 2 VLAN 2 SLB VLAN
client
2 Router (config-slb-vlan-client)# ip VLAN 2 1P
addr 192.158.38.10 255.255.255.0
3 Router(config-slb-vlan-client)# VLAN HSRP
gateway 192.158.38.20
4 Router (config-module-csm)# vserver SLB vserver
vipl
5 Router(config-slb-vserver)# virtual IP
192.158.38.30 tcp www
Router (config-module-csm) # inservice
7 Router (config-module-csm)# vlan 3 VLAN 3 SLB VLAN
server
8 Router(config-slb-vlan-server)# ip VLAN 3 CSM-S 1P
addr 192.158.39.10 255.255.255.0
9 Router(config-slb-vlan-server)# VLAN 3
alias ip addr 192.158.39.20
255.255.255.0
10 Router (config-slb-vlan-server) vlan VLAN 9 VLAN
9
11 Router (config-module-csm)# ft group
ft-group-number vlan 9 A/B VLAN 9
12 Router (config-module-csm)# vlan VLAN 1
13 Router(vlan)# vlan 2 VLAN 2 2
14 Router(vlan)# vlan 3 VLAN 3
15 Router(vlan)# vlan 9 VLAN 9
16 Router (vlan)# exit exit
1. exit end
2. no
Catalyst 6500 CSM-S
m. 0L-7030-01-J |
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1

12

B CSM-S

9-1

Router (config-module-csm) # vlan 2
client

VLAN 2 SLB VLAN

Router (config-slb-vlan-client)# ip
addr 192.158.38.40 255.255.255.0

VLAN 2

1P

Router (config-slb-vlan-client) #
gateway 192.158.38.20

VLAN

Router (config-module-csm) # vserver
vipl

SLB

Router (config-slb-vserver)# virtual
192.158.38.30 tcp www

1P

Router (config-module-csm) # inservice

Router (config-module-csm) # vlan 3
server

VLAN 3

SLB VLAN

Router (config-slb-vserver)# ip addr
192.158.39.30 255.255.255.0

VLAN3 CSM-S

Router (config-slb-vserver)# alias VLAN 2

192.158.39.20 255.255.255.0

Router (config-module-csm) vlan 9 VLAN 9 VLAN
Router (config-module-csm)# ft group CSM-S A/B
ft-group-number vlan 9 VLAN 9

Router (config-module-csm) # show
module csm all

exit

Catalyst 6500 CSM-S
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Hl HSRP

Hot Standby Router Protocol HSRP 9-2 Catalyst 6500
HSRP CSM-S CSM-S
HSRP
9-2 HSRP 10.100.0.1 10.100/16
CSM-S 10.6/16 VLAN 136
Catalyst 6500 1 2
. HSRPID 2 HSRP ID
i CSM-S HSRPID 1 HSRP 1D
S
HSRP 1 HSRP 2
HSRP
HSRP 1 HSRP
2
VLAN 2
CSM-S 1 2 1
. VLAN 136
Y
VLAN CSM-S VLAN
. VLAN 272
10.5/1 10.5.0.1
CSM-S
EtherChannel
CSM-S 2 Catalyst 6500
9-2
Y
EtherChannel CSM-S
CSM-S
CSM-S

Catalyst 6500 CSM-S
m. OL-7030-01-J |



HSRP

HSRP

92  HSRP
AL YT
%A1 : [FT1]
HSRPF S 4 < 1)
gvl 10.6.0.2 CSM1 I
10.100. 0. 27 NGB 1754
A /f\\ T
EtherChannel
D=100 PIEBCSH © 5 i
(kz29) = .
wizial || (520
10.6/16
10.100/16 10503
1omoo§\\ \\ﬂv/g/ l
Y
E?‘ ) I
IIIIIII 10.6.0. 3 Fleho5Y
ALY F2
281 - [F12] )
HSRPE > & 1) 2
HSRP ID 2 VLAN 136 - #5472k Ry b VAN 272 - H—s\ Ry

(#—hkH x4 =10.100.0.1) HSRP 1D 1

(F—b+kox4 =10.6.0.1)

(F—bkoz4 =10.5.0.1)

tXa7 IRV FELV

FSyFUTNA Y

HSRP
HSRP ID 2

IPTA )7 REER

HSRP

3/6

HSRP

1 —FT1

Router (config) #
Router (config) #
Router (config) #
Router (config) #

2—FT2

Router (config) #
Router (config) #
Router (config) #
Router (config) #

Catalyst 6500

HSRP

interface FastEthernet3/6

ip address 10.100.0.2 255.255.0.0
standby 2 priority 110 preempt
standby 2 ip 10.100.0.1

HSRP

interface FastEthernet3/6

ip address 10.100.0.3 255.255.0.0
standby 2 priority 100 preempt
standby 2 ip 10.100.0.1

CSM-S
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Hl HSRP

HSRP
HSRP

o VLAN 1P
o VLAN alias

HSRP

1 HSRPFTI VLAN

Router (config)# module csm 5

Router (config-module-csm)# wvlan 136 client

Router (config-slb-vlan-client)# ip address 10.6.0.245 255.255.0.0
Router (config-slb-vlan-client)# gateway 10.6.0.1

Router (config-slb-vlan-client) # exit

Router (config-module-csm)# vlan 272 server

Router (config-slb-vlan-server)# ip address 10.5.0.2 255.255.0.0
Router (config-slb-vlan-server)# alias 10.5.0.1 255.255.0.0
Router (config-slb-vlan-server) # exit

Router (config-module-csm) # vlan 71

Router (config-module-csm)# £t group 88 vlan 71
Router (config-slb-ft)# priority 30

Router (config-slb-ft)# preempt
Router (config-slb-ft)# exit

Router (config-module-csm)# interface Vlanl36
ip address 10.6.0.2 255.255.0.0

standby 1 priority 100 preempt

standby 1 ip 10.6.0.1

standby 1 track Fa3/6 10

2 HSRPFT2 VLAN

Router (config)# module csm 6

Router (config-module-csm)# wvlan 136 client

Router (config-slb-vlan-client)# ip address 10.6.0.246 255.255.0.0
Router (config-slb-vlan-client)# gateway 10.6.0.1

Router (config-slb-vlan-client) # exit

Router (config-module-csm)# vlan 272 server

Router (config-slb-vlan-server)# ip address 10.5.0.3 255.255.0.0
Router (config-slb-vlan-server)# alias 10.5.0.1 255.255.0.0
Router (config-slb-vlan-server) # exit

Router (config-module-csm) # vlan 71

Router
Router

config-module-csm)# £t group 88 vlan 71
config-slb-ft)# priority 20
config-slb-ft)# preempt

config-slb-ft)# exit

Router
Router

Router (config-module-csm)# interface Vlanl36
ip address 10.6.0.3 255.255.0.0

standby 1 priority 100 preempt

standby 1 ip 10.6.0.1

standby 1 track Fa3/6 10

Catalyst 6500 CSM-S
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5

HSRP

preempt

Router (console) #
Router (console) #
Router (console) #
Router (console) #

S

EtherChannel

interface Port-channell00

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 136

VLAN

Router (console) #
Router (console) #

EtherChannel

Router (console) #
Router (console) #
Router (console) #

Catalyst 6500

CSM-S

switchport trunk remove vlan 71
switchport trunk remove vlan 272

interface FastEthernet3/25
switchport
channel-group 100 mode on

CSM-S

VLAN

[ oL-7030-01-J



|
HSRP CSM-S
HSRP HSRP CSM-S
2
HSRP
HSRP
HSRP Cisco I0S CSM-S
HSRP
HSRP
Router (config-slb-ft)# track group HSRP
group_number
Cisco IOS CSM-S
1P 1P CSM-S
CSM-S
Router (config-slb-ft)# track gateway 1P
ip_addr
Cisco IOS CSM-S

Router (config-slb-ft)# track interface
{async | ctunnel | dialer |
fastethernet | gigabitethernet}

Catalyst 6500 CSM-S
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Router (config-slb-ft)# track mode
{any | all}

HSRP any

all

Catalyst 6500 CSM-S
| oL-7030-01-y .m



CSM-S CSM-S
CSM-S CSM-S
CSM-S CSM-S
1 Router# configure terminal
Router (config)# no ip igmp snooping IGMP

Router (config-module-csm) # vserver
virtserver-name

4 Router (config-slb-vserver)# virtual
ip-address [ip-mask] protocol
port-number [service ftp]

5 Router(config-slb-vserver)#
serverfarm serverfarm-name

6 Router(config-slb-vserver)# sticky
duration [group group-id] [netmask
ip-netmask]

7 Router (config-slb-vserver) #
replicate csrp sticky

8 Router(config-slb-vserver)#
replicate csrp connection

9 Router(config-slb-vserver)#
inservice

10 Router (config-module-csm)# ft group
group-idvlan vianid

11 Router (config-slb-ft)# priority CSM-S
value
12 Router (config-slb-ft)# failover CSM-S CSM-S

failover-time

13 Router (config-slb-ft)# preempt
CSM-S

Router (config-module-csm) # vserver VS_LINUX-TELNET
Router (config-slb-vserver)# wvirtual 10.6.0.100 tcp telnet
Router (config-slb-vserver)# serverfarm SF_NONAT
Router (config-slb-vserver)# sticky 100 group 35
Router (config-slb-vserver)# replicate csrp sticky
Router (config-slb-vserver)# replicate csrp connection
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

Router (config-module-csm)# £t group 90 vlan 111
Router (config-slb-ft)# priority 10

Router (config-slb-ft)# failover 3

Router (config-slb-ft)# preempt

Router (config-slb-ft)# exit

Catalyst 6500 CSM-S
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CSM-S CSM-S

VLAN

VLAN
CSM-S
VLAN

CSM-S

CSM-S

CSM-S VLAN IP

alt standby_ip_address

CSM-S

Router# configure terminal

Router (config) # module csm
slot-number

CSM-S

Router (config-module-csm) # vlan
vlan ID {client | server}

VLAN VLAN

Router (config-slb-vlan-client) # ip
addr active_ ip_addr netmask alt
standby_ip addr netmask

alt

N

VLAN CSM-S TP
CSM-S

1P

CSM-S
alt standby_ip_address

CSM-S VLAN IP

Router (config-slb-vlan-client) # exit

VLAN

Router (config-module-csm) # £t group
group-idvlan vianid

Router (config-slb-ft)# priority
active_value alt standby value

CSM-S

alt
CSM-S

Catalyst 6500 CSM-S
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CSM-S

1 Router# configure terminal

2 Router(config)# module csm CSM-S
slot-number

3 Router(config-module-csm)# £t group
group-idvlan vlanid VLAN

CSM-S

Router# hw-module csm slot-number
standby config-sync

CSM-S CSM-S
. CSM-S

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # module csm 5

Router (config-module-csm)# vlan 130 client

Router (config-slb-vlan-client)# ip addr 123.44.50.5 255.255.255.0 alt 123.44.50.7
255.255.255.0

Router (config-slb-vlan-client)# gateway 123.44.50.1

Router (config-slb-vlan-client) # exit

Router (config-module-csm)# wvlan 150 server

Router (config-slb-vlan-server)# ip addr 123.46.50.6 255.255.255.0 alt 123.44.40.8
255.255.255.0

Router (config-slb-vlan-server)# alias 123.60.7.6 255.255.255.0

Router (config-slb-vlan-server)# route 123.50.0.0 255.255.0.0 gateway 123.44.50.1
Router (config-slb-vlan-server) # exit

Router (config-module-csm)# £t group 90 vlan 111

Router (config-slb-ft)# priority 10 alt 15

Router (config-slb-ft)# end

. CSM-S

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# module csm 6

Router (config-module-csm)# £t group 90 vlan 111

Router (config-slb-ft)# end

CSM-S CSM-S

Router# hw-module csm 5 standby config-sync
%$CSM_SLB-6-REDUNDANCY_INFO:Module 5 FT info:Active:Bulk sync started
%$CSM_SLB-6-REDUNDANCY_INFO:Module 5 FT info:Active:Manual bulk sync completed

Catalyst 6500 CSM-S
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preempt

CSM-S

CSM-S

CSM-S

CSM-S

CSM-S

CSM-S

write memory

CSM-S

CSM-S 5

CSM-S

CSM

CSM-S

CSM-S

Catalyst 6500

CSM-S
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RHI p.10-7
p.10-10
persistent p-10-15

HTTP p.10-16

GSLB p.10-17

p.10-23
SASP p.10-27
p-10-30

Catalyst 6500 CSM-S

p.10-2
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Web
S
CSM-S 256,000
CSM-S
. IP
CSM-S IP 32
e SSL
Secure Socket Layer SSL
SSL SSL 3.0 Transport Layer
Security TLS 1.0 CSM-S
SSL ID
SSL ID SSL ID
SSL
~
CSM-S  Catalyst 6500 SSL Catalyst 6500
SSL MAC SSL ID

SSL ID SSL ID
ssl-sticky

Catalyst 6500 Series Switch SSL Services Module
Configuration Note Chapter 5 Configuring Different Modes of Operation

ssl-sticky Catalyst 6500 Series Switch Content Switching Module
Command Reference

Catalyst 6500 CSM-S
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||
. Cookie
Cookie HTTP Set-Cookie
CSM-S
CSM-S Cookie CSM-S
4.1.(1) Cookie
CSM-S Cookie
p-10-4
Cookie Cookie 1D 1D
Cookie
CSM-S 4.1(1) Cookie
URL Cookie
URL [p.10-5] URL HTTP URL  Cookie
Cookie
e Cookie
CSM-S Cookie Cookie
Cookie Cookie CSM-S
sticky
sticky IP SSLID Cookie
sticky
1440 24 sticky
sticky
IP_Sticky
cookie url-hash
sticky
Router (config-module-csm) # variable NO_TIMEOUT_IP_ STICKY ENTRIES 1
Y
1
2 1 2 1
1 A 2 2
A buddy
Catalyst 6500 CSM-S
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Router (config-module-csm) # sticky
sticky-group-id {netmask netmask | cookie
name | ssl} [address [source | destination
| both]] [timeout sticky-time]

1. no

Router (config-module-csm) # sticky 1 cookie foo timeout 100
Router (config-module-csm) # serverfarm pl stick

Router (config-slb-sfarm)# real 10.8.0.18

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.8.0.19

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm) # exit

Router (config-module-csm) # policy policy_sticky._ck
Router (config-slb-policy)# serverfarm pl stick

Router (config-slb-policy)# sticky-group 1

Router (config-slb-policy)# exit

Router (config-module-csm) # vserver vs_sticky ck

Router (config-slb-vserver)# virtual 10.8.0.125 tcp 90
Router (config-slb-vserver)# slb-policy policy sticky_ ck
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

Cookie

Cookie Cookie Cookie
CSM-S
Cookie CSM-S Cookie

Cookie

Cat6k-2 (config-module-csm)# sticky 5 cookie mycookie insert

Cookie
Cookie /

Cookie cookie offset num [length num]
Cookie Cookie

0 4000 Cookie
Cookie CSM-S Cookie

Catalyst 6500 CSM-S
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Cookie

Cat6k-1# configure terminal

Enter configuration commands, one per line.
Caté6k-1(config)# module csm 4
Catb6k-1(config-module-csm)# sticky 20 cookie SESSION_ID

End with CNTL/Z.

Cat (config-slb-sticky-cookie)# cookie offset 10 length 6

URL
URL Cookie CSM-S Set-Cookie URL
Cookie CSM-S Set-Cookie HTTP
Cookie
URL CSM-S 3 Cookie
. Cookie
. Cookie
e URL Cookie
2 Cookie 3
URL
HTTP Cookie
CSM-S
Cookie Cookie
URL Cookie CSM-S URL
Cookie Web
URL Cookie
Cookie CSM-S CSM-S 1D
7session-id= CSM-S
1D ID
Cookie URL ID Cisco IOS sticky id
cookie name
N
Cookie
Cookie
p.10-4
/ HTTP Cookie Set-Cookie
URL Cookie Cookie HTTP Cookie
Cookie  URL HTTP Cookie
Cookie URL
Cookie URL 2
Set-Cookie
Set-Cookie: session_cookie = 123
URL
http://www.example.com/?session-id=123
Catalyst 6500 CSM-S
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sticky name Cookie Cookie
secondary session_id URL Cookie

URL

Cat6k-1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Catb6k-1(config)# module csm 4

Cat6k-1(config-module-csm)# sticky 30 cookie session_cookie
Cat (config-slb-sticky-cookie)# cookie secondary session-id
Cat (config-slb-sticky-cookie) #

Catalyst 6500 CSM-S
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Route Health Injection RHI
e RHI p-10-7
. RHI p.10-9
RHI
RHI
e RHI p.10-7
e RHI VIP p.10-8
e RHI VIP p.10-8
e CSM-S VIP p.10-8
e VIP p-10-9
RHI
RHI CSM-S  Virtual IP  VIP; IP
VIP
CSM-S CSM-S
CSM-S
Y
CSM-S  VIP
RHI
RHI CSM-S
o VIP
J VIP Multilayer Switch Feature Card MSFC
Y
RHI VIP CSM-S
MSFC
MSFC RHI VIP
At
RHI
Catalyst 6500 CSM-S
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N RHI

RHI VIP
RHI VIP VLAN
VIP CSM-S MSFC
VLAN VIP
VIP
CSM-S
CSM-S
RHI VIP VIP
VIP
S
CSM-S VIP
RHI VIP
RHI VIP VIP
CSM-S  MSFC
VIP
RHI VIP
VIP CSM-S
VIP VIP
VIP
CSM-S
S
CSM-S
VIP RHI
VIP CSM-S
MSFC MSFC VIP
CSM-S VIP
VIP CSM-S HTTP ICMP Telnet
TCP FTP SMTP DNS
CSM-S
[ ]
. 1
[ ]
. 1 VIP
CsM-s

i Catalyst 6500
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RHI | |
VIP
RHI CSM-S VIP MSFC
MSFC  CSM-S VIP
MSFC
VIP
"~ RHI CSM-S CSM-S MSFC  Cisco IOS Release
12.1.7(E) MSFC
RHI
RHI
1 VLAN 4  VLAN
2 p.11-2
3 CSM-S

p.11-2

4 advertise active Server Load Balancing SLB;
RHI

Router (config-module-csm)# vserver virtual_ server_name
Router (config-slb-vserver)# advertise active

vserverl RHI

Router (config-module-csm) # vserver vserverl
Router (config-slb-vserver) # advertise active

Catalyst 6500 CSM-S
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variable name string

10-1 CSM-S
10-1 CSM-S
ARP_INTERVAL 300 15 31536000 Address Resolution
Protocol ARP;
ARP_LEARNED_INTERVAL 14400 60 31536000 ARP
ARP_GRATUITOUS_INTERVAL 15 10 31536000 |gratuitous ARP
ARP_RATE 10 1 60 ARP
ARP_RETRIES 3 2 15
ARP
ARP_LEARN_MODE 1 0 1 CSM-S 0 MAC
1 MAC
ARP_REPLY_FOR_NO_INSERVICE_VIP D 0 1
ADVERTISE_RHI_FREQ 10 1 65535 CSM-S RHI
AGGREGATE_BACKUP_SF _STATE_TO_VS |0 0 1
COOKIE_INSERT_EXPIRATION_DATE Fri, 1 Jan 2010 CSM-S HTTP
01:01:50 63 Cookie
GMT
DEST_UNREACHABLE_MASK 65535 0 65535 Internet Control Message Protocol
ICMP
FT_FLOW_REFRESH_INT 60 1 65535
HTTP_CASE_SENSITIVE_MATCHING 1 0 1 URL Cookie
HTTP_URL_COOKIE_DELIMITERS 7&H#+ URL Cookie
64
MAX_PARSE_LEN_MULTIPLIER 1 1 16 max-parse-len
NAT_CLIENT_HASH_SOURCE_PORT 0 0 1
Network Address Translation
NAT;
1P
CSM-S

i Catalyst 6500

OL-7030-01-J |



| 10

10-1 CSM-S
ROUTE_UNKNOWN_FLOW_PKTS 0 0 1 non-SYN
NO_RESET_UNIDIRECTIONAL_FLOWS 0 0 1
SWITCHOVER_RP_ACTION 0 0 1 Route
Processor RP
0
/ 1
SWITCHOVER_SP_ACTION 0 0 1 Switch
Processor SP
0
/ 1
SYN_COOKIE_INTERVAL 3 1 60 Syn-Cookie
SYN_COOKIE_THRESHOLD 5000 0 1048576 |Syn-Cookie
TCP_MSS_OPTION 1460 1 65535 7 CSM-S
MSS
TCP_WND_SIZE_OPTION 8192 1 65535 7 CSM-S
VSERVER_ICMP_ALWAYS_RESPOND false true
1 5 ICMP
XML_CONFIG_AUTH_TYPE Basic Xml-Config HTTP
5 6 Basic Digest

Catalyst 6500 CSM-S
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Router# show mod csm 5 variable

variable value
ARP_INTERVAL 300
ARP_LEARNED_INTERVAL 14400
ARP_GRATUITOUS_INTERVAL 15
ARP_RATE 10
ARP_RETRIES 3
ARP_LEARN_MODE 1
ARP_REPLY_FOR_NO_INSERVICE_VIP 0
ADVERTISE_RHI_FREQ 10
AGGREGATE_BACKUP_SF_STATE_TO_VS 0
DEST_UNREACHABLE_MASK Oxffff
FT_FLOW_REFRESH_INT 60

GSLB_LICENSE_KEY

(no valid license)

HTTP_CASE_SENSITIVE_MATCHING 1

MAX_PARSE_LEN_MULTIPLIER 1
NAT_CLIENT_HASH_SOURCE_PORT 0
ROUTE_UNKNOWN_FLOW_PKTS 0
NO_RESET_UNIDIRECTIONAL_FLOWS 0
SYN_COOKIE_INTERVAL 3
SYN_COOKIE_THRESHOLD 5000
TCP_MSS_OPTION 1460
TCP_WND_SIZE_OPTION 8192
VSERVER_ICMP_ALWAYS_RESPOND false
XML_CONFIG_AUTH_TYPE Basic

Caték-2#

show
module csm slor variable [detail ]

Cat6k-2# show mod csm 5 variable detail

Name : ARP_INTERVAL Rights:RW

Value:300

Default:300

Valid values:Integer (15 to 31536000)

Description:

Time (in seconds) between ARPs for configured hosts

Name : ARP_LEARNED_INTERVAL Rights:RW
Value:14400

Default:14400

Valid values:Integer (60 to 31536000)
Description:

Time (in seconds) between ARPs for learned hosts

Name : ARP_GRATUITOUS_INTERVAL Rights:RW
Value:15

Default:15

Valid values:Integer (10 to 31536000)
Description:

Time (in seconds) between gratuitous ARPs

Name:ARP_RATE Rights:RW
Value:10

Default:10

Valid values:Integer (1 to 60)
Description:

Seconds between ARP retries

Catalyst 6500 CSM-S
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Name:ARP_RETRIES Rights:RW

Value:3

Default:3

Valid values:Integer (2 to 15)

Description:

Count of ARP attempts before flagging a host as down

Name : ARP_LEARN_MODE Rights:RW

Value:1l

Default:1

Valid values:Integer (0 to 1)

Description:

Indicates whether CSM-S learns MAC address on responses only (0) or all traffic (1)

Name : ARP_REPLY_FOR_NO_INSERVICE_VIP Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether the CSM-S would reply to ARP for out-of-service vserver

Name : ADVERTISE_RHI_FREQ Rights:RW

Value:10

Default:10

Valid values:Integer (1 to 65535)

Description:

The frequency in second(s) the CSM-S will check for RHI updates

Name : AGGREGATE_BACKUP_SF_STATE_TO_VS Rights:RW

Value:0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether to include the operational state of a backup serverfarm into the state of a
virtual server

Name : DEST_UNREACHABLE_MASK Rights:RW

Value:0xffff

Default:65535

Valid values:Integer (0 to 65535)

Description:

Bitmask defining which ICMP destination unreachable codes are to be forwarded

Name: FT_FLOW_REFRESH_INT Rights:RW
Value:60

Default:60

Valid values:Integer (1 to 65535)
Description:

FT slowpath flow refresh interval in seconds

Name :GSLB_LICENSE_KEY Rights:RW

Value: (no valid license)

Default: (no valid license)

Valid values:String (1 to 63 chars)
Description:

License key string to enable GSLB feature

Name : HTTP_CASE_SENSITIVE_MATCHING Rights:RW

Value:1

Default:1

Valid values:Integer (0 to 1)

Description:

Whether the URL (Cookie, Header) matching and sticky to be case sensitive

Name :MAX_PARSE_LEN_MULTIPLIER Rights:RW

Value:1

Default:1

Valid values:Integer (1 to 16)

Description:

Multiply the configured max-parse-len by this amount

Catalyst 6500 CSM-S
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Name : NAT_CLIENT_HASH_SOURCE_PORT Rights:RW

Value:0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether to use the source port to pick client NAT IP address

Name : ROUTE_UNKNOWN_FLOW_PKTS Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether to route non-SYN packets that do not matched any existing flows

Name : NO_RESET_UNIDIRECTIONAL_FLOWS Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 1)

Description:

If set, unidirectional flows will not be reset when timed out

Name: SYN_COOKIE_INTERVAL Rights:RW

Value:3

Default:3

Valid values:Integer (1 to 60)

Description:

The interval, in seconds, at which a new syn-cookie key is generated

Name : SYN_COOKIE_THRESHOLD Rights:RW

Value:5000

Default:5000

Valid values:Integer (0 to 1048576)

Description:

The threshold (in number of pending sessions) at which syn-cookie is engaged

Name: TCP_MSS_OPTION Rights:RW

Value:1460

Default:1460

Valid values:Integer (1 to 65535)

Description:

Maximum Segment Size (MSS) value sent by CSM-S for L7 processing

Name : TCP_WND_SIZE_OPTION Rights:RW

Value:8192

Default:8192

Valid values:Integer (1 to 65535)

Description:

Window Size value sent by CSM-S for L7 processing

Name : VSERVER_ICMP_ALWAYS_RESPOND Rights:RW

Value:false

Default:false

Valid values:String (1 to 5 chars)

Description:

If "true" respond to ICMP probes regardless of vserver state

Name : XML_CONFIG_AUTH_TYPE Rights:RW

Value:Basic

Default:Basic

Valid values:String (5 to 6 chars)

Description:

HTTP authentication type for xml-config:Basic or Digest

Catalyst 6500 CSM-S
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persistent
CSM-S HTTP URL Cookie HTTP
CSM-S persistent HTTP
HTTP
Release 2.1(1) CSM-S  HTTP 1.1 persistence
1 HTTP
TCP
HTTP 1.1 7

no persistent rebalance
persistent rebalance

Router# configure terminal

Enter configuration commands, one per line.
CNTL/Z.

Router (config)# mod csm 2

11! configuring serverfarm

Router (config-module-csm) # serverfarm sf3
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice

'l configuring vserver

Router (config-slb-real)# vserver vs3

End with

Router (config-slb-vserver) #
Router (config-slb-vserver) #
Router (config-slb-vserver) #
Router (config-slb-vserver) #
Router (config-slb-vserver) #

Catalyst 6500

virtual 10.1.0.83 tcp 80
persistent rebalance
serverfarm sf3

inservice

end

CSM-S
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W HTTP

HTTP

HTTP CSM-S P HTTP
CSM-S NAT
1P
CSM-S P
HTTP insert protocol http header name header-value value
e name —HTTP 1 63
* value —
%is %id %is HTTP
1P %id HTTP 1P
1

HTTP
HTTP

Cat6k-2 (config-module-csm) # natpool TESTPOOL 10.10.110.200 10.10.110.210 netmask
255.255.255.0

!

Cat6k-2 (config-module-csm) # map HEADER-INSERT header

Cat6k-2 (config-slb-map-header)# insert protocol http header Source-IP header-value %is
Cat6k-2 (config-slb-map-header)# insert protocol http header User-Agent header-value
"MyBrowser 1.0"

1

Cat6k-2 (config-module-csm)# real SERVER1

Cat6k-2(config-slb-real)# address 10.10.110.10

Cat6k-2(config-slb-real)# inservice

Cat6k-2 (config-module-csm)# real SERVER2

Cat6k-2(config-slb-real)# address 10.10.110.20

Cat6k-2(config-slb-real)# inservice

!

Cat6k-2 (config-module-csm)# serverfarm FARM-B

Cat6k-2(config-slb-sfarm)# nat server

Cat6k-2(config-slb-sfarm)# nat client TESTPOOL

Cat6k-2(config-slb-real)# real name SERVER1

Cat6k-2(config-slb-real)# inservice

Cat6k-2(config-slb-real)# real name SERVER2

Cat6k-2(config-slb-real) # inservice

1

Cat6k-2 (config-module-csm) # policy INSERT

Cat6k-2 (config-slb-policy)# header-map HEADER-INSERT

Cat6k-2 (config-slb-policy)# serverfarm FARM-B

!

Cat6k-2 (config-module-csm) # vserver WEB

Cat6k-2 (config-slb-vserver)# virtual 10.10.111.100 tcp www

Caté6k-2 (config-slb-vserver)# persistent rebalance
Cat6k-2 (config-slb-vserver)# slb-policy INSERT
Cat6k-2 (config-slb-vserver)# inservice

Catalyst 6500 CSM-S
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GSLB

CSM Global Server Load Balancing GSLB,;
p-xxvii
S
GSLB
GSLB
Router# config t
Router (config)# mod csm 5 CSM-S
5 CSM-S
Router (config-module-csm) # variable GSLB
name value
Name =!
Value =
Router (config-module-csm) # exit CSM-S
Router (config)# write mem
Router#:hw-module slot number reset CSM-S
1. GSLB GSLB
10-2 CSM-S GSLB
10-2 GSLB
GSLB_LICENSE_KEY GSLB
1 63
GSLB_KALAP_UDP_PORT 5002 1 65535 GSLB KAL-AP UDP
GSLB_KALAP_PROBE_FREQ 45 45 65535 GSLB KAL-AP
GSLB_KALAP_PROBE_RETRIES 3 1 65535 GSLB KAL-AP
GSLB_ICMP_PROBE_FREQ 45 45 65535 GSLB ICMP
GSLB_ICMP_PROBE_RETRIES 3 1 65535 GSLB ICMP
GSLB_HTTP_PROBE_FREQ 45 45 65535 GSLB HTTP
Catalyst 6500 CSM-S
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10-2 GSLB
GSLB_HTTP_PROBE_RETRIES 3 1 65535 GSLB HTTP
GSLB_DNS_PROBE_FREQ 45 45 65535 GSLB DNS
GSLB_DNS_PROBE_RETRIES 3 1 65535 GSLB DNS
GSLB
GSLB Domain Name Server DNS;
GSLB
10-3 CSM-S
GSLB
10-3 GSLB
DNS
DNS GSLB
cnn.com
yahoo.com
GSLB

Catalyst 6500 CSM-S
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10-1 GSLB

10-1 GSLB

10-1
e CSM-S1 GSLB SLB CSM-S 2
SLB
e CSM-S1 SLB GSLB
1P
e DNS
2 CSM-S 2 CSM-S 3
L]
e CSM-S1 1P CSM-S1 VLAN
DNS GSLBFARM
1
GSLB

GSLB

CSM-S 3

SLB

1P

1P

Router (config-slb-vserver) #
serverfarm serverfarm-name

Router (config-module-csm) # vserver
virtserver-name

CSM-S1 SLB

Router (config-slb-vserver)# virtual
ip-address [ip-mask] protocol
port-number [service ftp]

Router (config-slb-vserver) #
inservice

Catalyst 6500 CSM-S
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H GsLB

10

1"

12

13

14

15

16

17

18

19

20

21

22

23

24

Router (config-module-csm) # vserver
virtserver-name dns

GSLB

Router (config-slb-vserver) #
dns-policy [group group-id] [netmask
ip-netmask]

Router (config-slb-vserver) #
inservice

GSLB

Router (config-module-csm) #
serverfarm GSLBFARM dns-vip

GSLBFARM

Router (config-slb-sfarm)# predictor
hash address source

Router (config-module-csm) # real
ip-addres

IP

Router (config-slb-real)# inservice

Router (config-module-csm) #map
dns-map-name dns

DNS

Router (config-dns-map) # match
protocol dns domain name

DNS DNS

Router (config-module-csm) #policy
policy name

Router (config-slb-policy)# dns map
map_name

DNS

Router (config-slb-policy) #serverfarm
primary-serverfarm [backup
sorry-serverfarm [sticky]]

Router (config-module-csm) # vserver
virtserver-name

CSM-S 2

Router (config-slb-vserver)# wvirtual
ip-address [ip-mask] protocol
port-number [service ftp]

Router (config-slb-vserver) #
serverfarm serverfarm-name

Router (config-slb-vserver) #
inservice

Router (config-module-csm) # vserver
virtserver-name

CSM-S 3

Router (config-slb-vserver)# virtual
ip-address [ip-mask] protocol
port-number [service ftp]

Router (config-slb-vserver) #
serverfarm serverfarm-name

Router (config-slb-vserver) #
inservice

i Catalyst 6500 CSM-S
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GSLB

GSLB
CSM 1

Router (config-module-csm) # serverfarm WEBFARM
Router (config-slb-sfarm)# predictor round-robin
Router (config-slb-sfarm)# real 3.5.5.5

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 3.5.5.6

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm) # exit

Router (config-module-csm) # vserver WEB

Router (config-slb-vserver)# wvirtual 10.10.10.10 tcp www
Router (config-slb-vserver)# serverfarm WEBFARM

Router (config-slb-vserver)# inservice

Router (config-module-csm) # serverfarm GSLBSERVERFARM dns-vip
Router (config-slb-sfarm)# predictor round-robine
Router (config-slb-sfarm)# real 10.10.10.10
Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-slb-sfarm)# real 20.20.20.20
Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm)# real 30.30.30.30
Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-module-csm) # map MAP1 dns
Router (config-dns-map) # match protocol dns domain foobar.com
Router (config-dns-map) # exit

Router (config-module-csm) # policy DNSPOLICY dns

Router (config-slb-policy)# dns map MAP1

Router (config-slb-policy)# serverfarm primary GSLBSERVERFARM ttl 20 responses 1
Router (config-slb-policy)# exit

Router (config-module-csm) # vserver DNSVSERVER dns
Router (config-slb-vserver)# dns-policy DNSPOLICY
Router (config-slb-vserver)# inservice

CSM-S 2

Router (config-module-csm) # serverfarm WEBFARM
Router (config-slb-sfarm)# predictor round-robin
Router (config-slb-sfarm)# real 4.5.5.5

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 4.5.5.6

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm)# exit

Router (config-module-csm) # vserver WEB

Router (config-slb-vserver)# wvirtual 20.20.20.20 tcp www
Router (config-slb-vserver) #s erverfarm WEBFARM

Router (config-slb-vserver)# inservice

[ oL-7030-01-J
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H GsLB

CSM-S 3

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config-module-csm)# serverfarm WEBFARM
config-slb-sfarm)# predictor round-robin
config-slb-sfarm)# real 5.5.5.5
config-slb-real)# inservice
config-slb-sfarm)# real 5.5.5.6
config-slb-real)# inservice
config-slb-real)# exit
config-slb-sfarm)# exit
config-module-csm)# vserver WEB
config-slb-vserver)# virtual 30.30.30.30 tcp www
config-slb-vserver)# serverfarm WEBFARM
config-slb-vserver)# inservice

Catalyst 6500 CSM-S
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. SNMP p.10-23
¢ XML p.10-23

SNMP
SNMP
Object Identifier OID;
N
OID 1.3.6.1.4.1.9.9.161.2
Catalyst 6500 SLB
snmp-server enable traps slb ft
SLB
SLB
SLB SNMP
SNMP
1 Router (config)# snmp-server
community public public
2 Router (config)# snmp-server host
host-addr
1P
3 Router (config)# snmp-server enable SNMP
traps slb csrp
1. SNMP no
XML
Cisco IOS CLI CSM-S
XML Document Type Definition DTD CSM-S
XML DTD D CSM XML DTD
CSM-S XML
° 5
e XML IP SLB csm_module slot="x' sense='no'
XML
. HTTP POST
L 30
Catalyst 6500 CSM-S
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o Cisco I0S
o 1 CSM-S CSM-S
CSM-S
HTTP
CSM-S HTTP POST XML
CSM-S
HTTP

* Kk k ok kkk Kk Cllent *kkkhkkkhkkkkkkkxk
POST /xml-config HTTP/1.1
Authorization: Basic VTpQ
Content-Length: 95

<?xml version="1.0"?>

<config><csm_module slot="4"><vserver name="FOO"/></csm_module></config>
* ok k ok ok ok ok ok server khkhkhkkkkhkkkkkkkk

HTTP/1.1 200 OK

Content-Length: 21

<?xml version="1.0"?>

* Kk kK kkk Kk Cllent *kkkhkkkhkkkkkkxxk
POST /xml-config HTTP/1.1
Content-Length: 95

<?xml version="1.0"?>

<config><csm_module slot="4"><vserver name="FOO"/></csm_module></config>
* Kk kK k kK Kk Server *kkkhkkkhkkkkkkxxk

HTTP/1.1 401 Unauthorized

Connection: close

WWW-Authenticate: Basic realm=/xml-config

10-4 HTTP

10-4 XML HTTP

200 OK
400
401
403 Syslog

404 /xml-config

408 30
411 Content-Length
500
501 POST

505 HTTP 1.0 1.1

HTTP

¢ Content-Length POST
e Connection close [persistent]
*  WWW-Authenticate

e Authorization base64

Catalyst 6500 CSM-S
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||
XML 1P
CSM-S 1P
Cisco IOS XML
CSM-S
XML 1 CSM
CSM-S CSM-S
XML CSM-S
DTD XML
D CSM XML DTD XML HTTP POST CSM-S
XML Cisco I0S CLI CSM-S
xml-config Catalyst 6500
Series Content Switching Module Command Reference
XML
XML
/ TCP
HTTP
CSM-S XML
Router (config-module-csm) # module
csm slot
Router (config-module-csm) # CSM-S XML XML
xml-config
Router (config-slb-xml) # port CSM-S HTTP TCP
port-number
Router (config-slb-xml)# vlan id CSM-S HTTP VLAN
Router (config-slb-xml) # client-group |CSM-S XML
[1-99 | name]
1P
Router (config-slb-xml)# credentials 1
user-name password credentials 1
CSM-S HTTP RFC 2617
Router# show module csm 4 xml stats XML
S
32

Catalyst 6500 CSM-S
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CSM-S XML

Router (config-module-csm)# configure terminal
Router (config-module-csm) # module csm 4

Router (config-module-csm) # xml-config

Router (config-slb-xml)# port 23

Router (config-slb-xml)# vlan 200

Router (config-slb-xml)# client-group 60

Router (config-slb-xml)# credentials eric @#$#%%@
Router# show module csm 4 xml stats

XML HTTP 200
XML

<?xml version="1.0"?>

<config>
<csm_module slot="4">
<vserver>
<error code="0x20">Missing attribute name in element
vserver</error>
</vserver>
</csm_module>
</config>
XML
XML_ERR_INTERNAL = 0x0001,
XML_ERR_COMM_FATILURE = 0x0002,
XML_ERR_WELLFORMEDNESS = 0x0004,
XML_ERR_ATTR_UNRECOGNIZED = 0x0008,
XML_ERR_ATTR_INVALID = 0x0010,
XML_ERR_ATTR_MISSING = 0x0020,
XML_ERR_ELEM_UNRECOGNIZED = 0x0040,
XML_ERR_ELEM_INVALID = 0x0080,
XML_ERR_ELEM_MISSING = 0x0100,
XML_ERR_ELEM_CONTEXT = 0x0200,
XML_ERR_TOS_PARSER = 0x0400,
XML_ERR_IOS_MODULE_IN_USE = 0x0800,
XML_ERR_IOS_WRONG_MODULE = 0x1000,
XML_ERR_TOS_CONFIG = 0x2000
error_tolerance 0x48

Catalyst 6500 CSM-S
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SASP

Server Application State Protocol SASP CSM-S  Workload Manager WM
WM CSM-S

SASP Cisco IOS Release 12.1(13)E3 4.1.2
Cisco I0S
SASP SASP DFP SASP
Global Workload Manager [GWM] bind_id
SASP
SASP CSM-S serverfarm
GWM GWM
SASP bind_id SASP
bindid
Router (config-slb-sfarm)# bindid 7
GWM
GWM DFP GWM CSM-S
dfp DFP
GWM

Router (config-slb-dfp)# agent ip.address port bind id

CLI bind_id GWM
bind_id CLI bind_id
2 SASP

GWM

Router (config-slb-dfp)# agent ip.address port bind id flags

Router (config-slb-dfp)# agent ip.address port bind _id flags keep-alive-interval

180 CSM-S GWM
10-5

Catalyst 6500 CSM-S
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W saAspP
10-5 SASP
0 CSM-S 37
32 GWM Get Weights
GWM
pull
GWM
33 Send Weights
GWM [push]
34 / GWM
/
35 33 34
36 GWM
37 33 36
38 34 36
39 33 34 36
bind_id
1 bind_id  SASP bind_id 65520 bind_id 1
65525 CSM-S bind_id
Router (config-module-csm) # variable SASP_FIRST_BIND_ID value
SASP bind_id 8 GWM
bind_id 0 8 SASP bind_id
Router (config-module-csm) # wvariable SASP_GWM_ BIND_ID MAX value
S
1 CSM-S
CSM-S ID
CSM-S Cisco-CSM CSM-S
Router (config-module-csm) # wvariable SASP_CSM UNIQUE_ID text
S

1 CSM-S

Catalyst 6500 CSM-S
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SASP ||
CSM-S 0 100 SASP 0 65536
GWM CSM-S GWM  SASP
SASP
Router (config-module-csm)# variable SASP_SCALE_WEIGHTS value
SASP_SCALE_WEIGHTS 0 12 0 11 SASP 2
n 12 65536 CSM-S O 100
SASP GWM

Router# show module csm 3 dfp detail
DFP Agent 64.100.235.159:3860 Connection state: Connected
Keepalive = 65521 Retry Count = 33 Interval = 180 (Default)
Security errors = 0
Last message received: 03:33:46 UTC 01/01/70
Last reported Real weights for Protocol any, Port 0

Host 10.9.10.22 Bind ID 65521 Weight 71
Host 10.10.12.10 Bind ID 65521 Weight 70
Host 10.10.12.12 Bind ID 65521 Weight 68
Last reported Real weights for Protocol any, Port 44
Host 10.9.10.9 Bind ID 65521 Weight 69

DFP manager listen port not configured
No weights to report to managers.

SASP

Router# show module csm 3 serverfarms detail
SVRFARM2, type = SLB, predictor = RoundRobin, nat = SERVER
virtuals inservice: 0, reals = 4, bind id = 65521, fail action = none
inband health config: <none>
retcode map = <none>
Real servers:
10.10.12.10, weight = 78, OUTOFSERVICE, conns = 0
10.10.12.12, weight = 76, OPERATIONAL, conns = 0
10.9.10.9:44, weight = 77, OPERATIONAL, conns = 0
10.9.10.22, weight = 79, OUTOFSERVICE, conns = 0
Total connections = 0

SASP

Router# show module csm 3 variable

variable value
ARP_INTERVAL 300
ROUTE_UNKNOWN_FLOW_PKTS 0
SASP_FIRST_BIND_ID 65520
SASP_GWM_BIND_TID_MAX 2
SASP_CSM_UNIQUE_ID paula jones
XML_CONFIG_AUTH_TYPE Basic

Catalyst 6500 CSM-S
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10-2
7.100.100.1 6/47 VLAN 7
191.162.2.8 10/2 VLAN 190
SSL VLAN 7
o IP — 7.100.100.150
191.0.0.0
7.100.100.100
P MSFC VLAN7 P
. —7.100.100.100 MSFC VLAN7 IP
. VIP — 7.100.100.150:81
. IP —191.162.2.8
10-2
Catalyst 6500
)= RAYF
HS54FUk VAN T VLAN 190
y
[:]I . 7.100. 100. 100 191.162.2.10 =]
A—
= >
7.100.100. 1 191.162. 2. 8:443

C SSLY—E X E
ETEoa—)L
VLAN 7
7.100. 100. 150

Jo¥d H—EX

E 7.100. 100. 126:81

C

BeltEnf-t3T71v9
97 THERAL FS3T74979

105724
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ssl-proxy(config)# ssl-proxy service S1

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.1.0.21 protocol tcp port 443 secondary
ssl-proxy (config-ssl-proxy)# server ipaddr 10.2.0.100 protocol TCP port 80

ssl-proxy (config-ssl-proxy)# inservice

CSM-S

Cat6k-2 (config-module-csm)# serverfarm SSLfarm
Cat6k-2 (config-slb-sfarm)# real 10.1.0.21 local
Cat6k-2 (config-slb-real)# inservice

Cat6k-2
Caté6k-2
Caték-2
Cat6k-2

config-module-csm) # vserver VS1
config-slb-vserver)# virtual 10.1.0.21 tcp https
config-slb-vserver)# serverfarm SSLfarm
config-slb-vserver)# inservice

SSL CSM-S SSL Services Module SSLSM

CSM-S  SSL-ID sticky SSL SSL
CSM-S SSL-ID TCP
CSM-S SSLSM TCP

SSLSM
TCP  SSLSM CSM-S SSL sticky CSM-S
SSLSM TCP

SSL

Cat6k-2 (config-module-csm)# sticky 10 ssl timeout 60
Cat6k-2 (config-module-csm) # serverfarm SSLfarm
Cat6k-2 (config-slb-sfarm)# real 10.1.0.21 local
Cat6k-2 (config-slb-sfarm)# inservice

Cat6k-2 (config-slb-sfarm)# real 10.2.0.21

Cat6k-2 (config-slb-sfarm)# inservice

Cat6k-2 (config-module-csm) # vserver VS1

Cat6k-2 (config-slb-vserver)# wvirtual 10.1.0.21 tcp https
Cat6k-2 (config-slb-vserver)# sticky 60 group 10
Cat6k-2 (config-slb-vserver)# serverfarm SSLfarm
Cat6k-2 (config-slb-vserver)# persistent rebalance
Cat6k-2 (config-slb-vserver)# inservice

CSM-S TCP SSLSM
SSLfarm P

SSLSM

1P
CSM-S CSM
CSM-S SYN CSM-S
SYN 1P VS1 CSM-S
VS1

[ oL-7030-01-J
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SSLSM CSM-S 4 7
SSLSM

Cat6k-2 (config-module-csm)# serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-sfarm)# inservice

Cat6k-2 (config-module-csm) # vserver VS2
Cat6k-2 (config-slb-vserver)# virtual 10.2.0.100 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-vserver)# vlan local
Cat6k-2 (config-slb-vserver)# inservice

Cat6k-2 (config-module-csm) # serverfarm SSLpredictorforward
Cat6k-2 (config-slb-sfarm)# predictor forward

Caték-2
Cat6k-2
Cat6k-2
Caté6k-2

config-module-csm)# vserver VS3

config-slb-vserver)# virtual 0.0.0.0 0.0.0.0 tcp www
config-slb-vserver)# serverfarm SSLpredictorforward
config-slb-vserver)# inservice

CSM-S

CSM-S p.10-31
SSL

7 CSM-S

Cat6k-2 (config-module-csm) # serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-real)# inservice

Cat6k-2 (config-module-csm) # serverfarm SLBjpgfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.21

Cat6k-2 (config-module-csm) # map JPG url
Cat6k-2 (config-slb-map-cookie)# match protocol http url *jpg*

Cat6k-2 (config-module-csm) # policy SLBjpg
Cat6k-2 (config-slb-policy)# url-map JPG
Cat6k-2 (config-slb-policy) #serverfarm SLBjpgfarm

Cat6k-2 (config-module-csm) # vserver VS2

Cat6k-2 (config-slb-vserver)# wvirtual 10.2.0.100 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-vserver)# slb-policy SLBjpg

Cat6k-2 (config-slb-vserver)# inservice

Catalyst 6500 CSM-S
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4 CSM-S

Cat6k-2 (config-module-csm) # serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-real)# inservice

Cat6k-2 (config-module-csm) # vserver VS2
Cat6k-2 (config-slb-vserver)# wvirtual 10.2.0.100 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SLBdefaultfarm
Cat6k-2 (config-slb-vserver)# vlan local
Cat6k-2 (config-slb-vserver)# inservice

p.10-31 SSLSM
SSLSM

ssl-proxy(config)# ssl-proxy service S1

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.1.0.21 protocol tcp port 443 secondary
(config-ssl-proxy)# server ipaddr 10.2.0.20 protocol TCP port 80

ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy

CSM-S
Cat6k-2 (config-module-csm)# serverfarm SSLreals

Cat6k-2 (config-slb-sfarm)# real 10.2.0.20
Cat6k-2 (config-slb-sfarm)# inservice

Cat6k-2 (config-module-csm) # serverfarm SSLpredictorforward
Cat6k-2 (config-slb-sfarm)# predictor forward

Cat6k-2 (config-module-csm) # vserver VS3

Cat6k-2 (config-slb-vserver)# virtual 0.0.0.0 0.0.0.0 tcp www
Cat6k-2 (config-slb-vserver)# serverfarm SSLpredictorforward
Cat6k-2 (config-slb-vserver)# inservice

Catalyst 6500 CSM-S
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Content Switching Module with SSL.  CSM-S

. p.11-2
. p.11-10
e HTTP p.11-11
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CSM-S

CSM-S
[ ]
L]
L]
CSM-S  FTP Domain Name System DNS;
HTTP
A Y
CSM-S
CSM-S
. — Internet Control Message
Protocol ICMP TCP HTTP
[ ] J—
RST
. HTTP — CSM-S HTTP
HTTP
1 1
Catalyst 6500 CSM-S
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CSM-S

HTTP

ICMP

Telnet

TCP

FTP

SMTP

DNS

Global Server Load

1 Router(config-module-csm)# probe
probe-name {http | icmp | telnet |
tcp | ftp | smtp | dns | kal-ap-upd} ® probe-name
15
e http
* icmp
¢ telnet
* tcp
o ftp
* smtp
* dns
¢ kal-ap-upd
Balancing GSLB;
2 Router (config-slb-probe-tcp)# port
port-number: 1-MAXUSHORT
Router# show module csm slot probe
Router# show module csm slot
tech-support probe

no

3. port ICMP PING

Catalyst 6500 CSM-S
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Router (config-module-csm)# probe probel tcp
Router (config-slb-probe-tcp)# interval 120
Router (config-slb-probe-tcp)# retries 3
Router (config-slb-probe-tcp)# failed 300
Router (config-slb-probe-tcp)# open 10

Router (config-slb-probe-tcp)# serverfarm sf4
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice

Router (config-slb-real)# probe probel

Router (config-slb-sfarm)# vserver vs4

Router (config-slb-vserver)# virtual 10.1.0.84 tcp 80
Router (config-slb-vserver)# serverfarm sf4
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # end

open receive 2 open
SYN SYN ACK receive
GET/HHEAD HTTP

TCP

receive

Router (config-slb-probe) #

interval seconds 12
=2 65535
=120
Router (config-slb-probe) # retries
retry-count 1
=0 65535
=3
Router (config-slb-probe)# failed
failed-interval 1
=2 65535
=300

Catalyst 6500 CSM-S
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Router (config-slb-probe) # recover
recover_value 1

Router (config-slb-probe)# open TCP
open-timeout

TCP ICMP DNS!

=1 65535

=10

Router (config-slb-probe) # description 80
description description

1. no
2.

HTTP

HTTP HTTP HTTP
probe probe-name http HTTP

HTTP

1 Router(config-module-csm)# probe HTTP HTTP
probe-name http 1

2 Router (config-slb-probe-http)# HTTP SLLB !
credentials username [password]

3 Router(config-slb-probe-http)# HTTP
expect status min-number

expect status 1
[max-number]

min-number — max-number

max-number —

0 999

S

min-number

4 Router (config-slb-probe-http) # HTTP
header field-name [ field-value] 1

Catalyst 6500 CSM-S
[ oL-7030-01-J .m
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|
5 Router(config-slb-probe-http)# HTTP 1
request [method [get |head]] [url
path] e get — HTTP get
* head — HTTP head
e url— 1275 URL
“ o
A Y
CSM-S get head
post
get
1 no
ICMP
ICMP ICMP ping probe icmp
ICMP probe
open
ICMP
1 Router(config-module-csm)# probe ICMP ICMP
probe-name icmp 1
2 Router (config-slb-probe-icmp)# interval
3 Router(config-slb-probe-icmp)# receive TCP
4 Router (config-slb-probe-icmp)# retries

Catalyst 6500 CSM-S
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UDP
ICMP UDP UDP
ICMP UDP ICMP
UDP Raw UDP CSM-S
CSM-S UDP
CSM-S ICMP UDP
ICMP CSM-S
1P UDP
UDP
UDP ICMP
CSM-S UDP DNS Toolkit Command
Language TCL 12 CSM-S
TCL
ICMP
1 Router(config-module-csm)# probe UDP UDP
probe-name udp 1
2 Router(config-slb-probe-icmp)# interval
3 Router(config-slb-probe-icmp)# receive TCP
4 Router (config-slb-probe-icmp)# retries
1 no
TCP
TCP probe tcp TCP
probe
TCP
1 Router(config-module-csm)# probe TCP TCP

probe-name tcp 1

2 Router (config-slb-probe-icmp)# interval

3 Router(config-slb-probe-icmp)# retries

Catalyst 6500 CSM-S
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|
FTP SMTP Telnet
FTP SMTP Telnet
probe ftp smtp telnet
probe
1
FTP SMTP Telnet
1 Router(config-module-csm)# probe FTP SMTP Telnet
probe-name [ftp | smtp | telnet] FTP SMTP Telnet
1
2 Router(config-slb-probe-icmp)# interval
3 Router(config-slb-probe-icmp)# receive TCP
4 Router (config-slb-probe-icmp)# retries
1 no
DNS
DNS 1P probe
dns DNS
probe open
1 Router (config-module-csm)# probe DNS DNS
probe-name dns 1
2 Router (config-slb-probe-dns)# [failed | DNS

interval | retries | receive]

Catalyst 6500 CSM-S
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GSLB
CiscoCSM  GSLB CSM 3.1
CSM GSLB  Route Health Injection RHI
GSLB UDP port
CSM GSLB_KALAP_UDP_PORT

5002

GSLB KAL-AP ICMP
DNS
GSLB_KALAP_PROBE_FREQ 10
GSLB_KALAP_PROBE_RETRIES 3
GSLB_ICMP_PROBE_FREQ 10
GSLB_ICMP_PROBE_RETRIES 3
GSLB_HTTP_PROBE_FREQ 10
GSLB_HTTP_PROBE_RETRIES 2
GSLB_DNS_PROBE_FREQ 10
GSLB_DNS_PROBE_RETRIES 3
CSM GSLB CSM  GSLB DNS
CSM  CAPP
CSM
CSM
DNS CSM CSM
CSM
P
CSM P
Catalyst 6500 CSM-S
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. p.11-10
. p.11-10

CSM-S

CSM-S

1 [p.5-2]

2 serverfarm

Router (config-module-csm) # serverfarm serverfarm-name
Router (config-slb-sfarm)# health retries count failed seconds

v

retries CSM-S
failed
CSM-S

geo

Router (config-module-csm) # serverfarm geo
Router (config-slb-sfarm)# health retries 43 failed 160

Catalyst 6500 CSM-S
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HTTP
e HTTP p.11-11
e HTTP p-11-11
HTTP
Web
CSM-S HTML
CSM-S HTTP HTTP CSM-S
HTTP
CSM-S
RFC 2616 100 599
404 URL
URL
404 Web
Web
Web
RFC 2616
HTTP CSM-S HTTP
HTTP CSM-S
CSM-S  Syslog
Syslog
1
1
N
HTTP
HTTP
HTTP
1 HTTP [p.6-7]
Catalyst 6500 CSM-S
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W HTTP

2
Router (config-module-csm) # map name retcode

3
Router (config-slb-map-retcode)# match protocol http retcode min max action [count \
log | remove] threshold [reset seconds]

4

Router (config-slb-sfarm)# retcode-map name

Router (config-module-csm) # map httpcodes retcode
Route (config-slb-map-retcode)# match protocol http
120

Route (config-slb-map-retcode) # match protocol http
Route (config-slb-map-retcode) # match protocol http
reset 0

Route (config-slb-map-retcode) # match protocol http
reset 0

Route (config-slb-map-retcode) # exit

Router (config-module-csm) # serverfarm farml

Router (config-slb-sfarm)# retcode-map httpcodes
Router (config-slb-sfarm) # exit

Router (config-module-csm) # end

retcode

retcode
retcode

retcode

401 401

402 415
500 500

503 503

action

action
action

action

log 5 reset

count
remove 3

remove 3

i Catalyst 6500 CSM-S
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CSM-S TCL

. p.12-2

e TCL CSM-S p.12-4
. p.-12-8

. p.12-16

e TCL FAQ p.12-18

Content Switching Module with SSL  CSM-S
CSM-S

CHAPTER

Toolkit Command Language TCL
TCL TCL

CSM-S TCL TCL  Release 8.0
[p.11-2]
CSM-S CSM-S
CSM-S Release 3.1(1a)
CSM-S CSM-S Release 3.2 UDP
TCL TCL
CSM-S 2
[ ) —
CSM-S
. — TCL
CSM-S
Catalyst 6500 CSM-S

[ oL-7030-01-J



12 CsSM-s  TCL |

TCL
TAC
URL
http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-intellother
cbslb-script.3-3-1.tcl
CSM-S
1 1
128 KB 50
6.4 MB
TFTP 0

script file [file-url]

Router (config) # module csm 4
Router (config-module-csm)# script file tftp://192.168.1.1/httpProbe.test

#!name = script_name

#!name = SCRIPT1

puts "this is scriptl"
!name = SCRIPT2

puts "this is script2"

Router (config)# configure terminal

Router (config-t)# module csm 4

Router (config-module-csm) # script file tftp://192.168.1.1/script.master
Router (config-module-csm) # end

Catalyst 6500 CSM-S
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TCL

script.master 3

Router (config)# show module csm 4 file tftp://192.168.1.1/script.master

scriptl, file tftp://192.168.1.1/script.master
size = 40, load time = 03:49:36 UTC 03/26/93
script2, file tftp://192.168.1.1/script.master
size = 40, load time = 03:49:36 UTC 03/26/93

Router (config) # show module csm slot script full_ file URL code

routerl# show module csm 6 script name scriptl code

scriptl, file tftp://192.168.1.1/script.master
size = 40, load time = 03:04:36 UTC 03/06/93
#!name = scriptl

CSM-S
[ ]
[ ]
NULL
no script script
L]
no script file script file
[ ]
CSM-S
CSM-S
TCL
CSM-S
script file CSM-S
Content Switching Module with SSL Command Reference

router (config)# module csm 4
router (config-module-csm) # no script file tftp://192.168.1.1/script.master
router (config-module-csm) # script file tftp://192.168.1.1/script.master
Loading script.master from 192.168.1.1 (via VlanlQO0): !fttrrrrrrrrrrnnd

[OK - 74804 bytes]
router (config-module-csm) # end

script file no script file
CSM-S
Catalyst 6500 CSM-S
[ oL-7030-01-J
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W TCL CSM-S
CSM-S Release 1.1(1) TCL TCL 8.0
CSM-S TCL TCL
TCL
CSM-S TCL file fcopy TCL
12-1 CSM-S TCL
12-1 CSM-S TCL
TCL

append array binary break
catch concat continue error
eval exit expr fblocked
for foreach format global
gets if incr info
join lappend lindex linsert
list llength Irange Ireplace
Isearch Isort proc puts
regexp regsub rename return
set split string subst
switch unset uplevel upvar
variable while namespace
after clock time
close blocked fconfigured fileevent
flush eof read socket
update vwait

12-2 CSM-S TCL

12-2 CSM-S TCL

TCL
cd fcopy file open
seek source tell filename
load package
CSM-S

i Catalyst 6500
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TCL csm-s W
12-3 CSM-S TCL
12-3 CSM-S TCL
disable_real serverfarmName reallp |PROBE_FAIL
port -1 | all probeNumld probeNameld
1 0

disable_real SF_TEST 1.1.1.1 -1 10 cisco

Y

CSCec72471

enable_real serverfarmName reallp PROBE_FAIL
port -1 | all probeNumld probeNameld 1
0

enable_real SF_TEST 1.1.1.1 -1 10 cisco

A

CSCec72471
gset varname value
1

gset

x 1 ; incr x X

1
d var Svar
b var
. show module csm slor
tech script
p.12-13

Catalyst 6500 CSM-S
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W TCL CSM-S
12-3 CSM-S TCL
socket -graceful host A.B.C.D port CSM-S
TCP
CSM-S TCP
TIME_WAIT
VxWork 255
CSM-S
CSM-S
FIN TCP
250
set sock [socket -graceful 192.168.1.1 23]
ping [numpacket] host A.B.C.D CSM-S Release 3.2
ping
1 0
set result [ping 3 1.1.1.1]
S
CSCea67098 CSM-S
xml xmlConfigString TCL CSM-S XML
XML CSM-S
XML
XML
set cfg_result [ xml {
<config>
<csm_module slot="6">
<serverfarm name="SF_TEST">
</serverfarm>
</config>
}
1
UDP Scotty TCL CSM-S Scotty
API
UDP
CSM-S TCL
Catalyst 6500 CSM-S
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TCL csm-s W
12-4 CSM-S UDP
12-4 UDP
udp binary send handle [host port]
message UDP
host port
UDP
udp bind handle readable [script] UDP UDP
udp bind handle writable [script] udp bind
script udp bind
UDP
udp close handle UDP
udp connect host port UDP
UDP
UDP udp send
UDP
udp info [handle] handle UDP
UDP
UDP
1P 1P
udp open [port] UDP UDP
port
udp receive handle UDP
udp send handle [host port] message
ASCII UDP
host port
UDP
Catalyst 6500 CSM-S
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CSM-S HTTP TCP ICMP
CSM-S
CSM-S TCL CSM-S
CSM-S
TCL
CSM-S
exit
e IP
e 1
[ ]
L]
[ ]
* exit 5000 exit 5001
probe probe-name script Cisco I0S
CSM-S HTTP

TCP DNS SMTP
failed interval open receive
retries

script script-name
5

Catalyst 6500 CSM-S
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HTTP
Router (config)# !mame = HTTP_TEST

# get the IP address of the real server from a predefined global array csm_env
set ip $csm_env(reallP)

set port 80

set url "GET /index.html HTTP/1.0\n\n"

# Open a socket to the server. This creates a TCP connection to the real server
set sock [socket $ip Sport]
fconfigure $sock -buffering none -eofchar {}

# Send the get request as defined
puts -nonewline $sock Surl;

# Wait for the response from the server and read that in variable line
set line [ read S$sock ]

# Parse the response
if { [ regexp "HTTP/1.. (\[0-9\]+) " $line match status 1 } {
puts "real $ip server response : S$status"

# Close the socket. Application must close the socket once the

# is over. This allows other applications and tcl scripts to make

# a good use of socket resource. Health monitoring is allowed to open
# only 200 sockets simultaneously.

close $sock

# decide the exit code to return to control module.

# If the status code is OK then script MUST do exit 5000
# to signal successful completion of a script probe.

# In this example any other status code means failure.

# User must do exit 5001 when a probe has failed.

1

if { $status == 200 } {

exit 5000
} else {

exit 5001
}

TCL
1P
CSM-S csm_env
~
12-5 csm_env

Catalyst 6500 CSM-S
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CsSM-s  TCL |

12-5 csm_env

reallP 1P

realPort 1P

interval Timeout

openTimeout

recvTimeout

failedTimeout

retries

healthStatus

exit 5000 exit 5001

5001

5000
OPERATIONAL

exit 5001

e TCL — TCL

show mod csm X tech script

12-6 CSM-S

12-6 CSM-S

exit 5000
exit 5001

PROBE_FAILED
CSM-S
CSM-S

PROBE_FAILED

errolnfo

1P

5000

5001

4000

4001

4002

i Catalyst 6500 CSM-S
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TCL

EXIT_MSG

12-6 CSM-S

4003

EXIT_MSG
EXIT_MSG Cisco 10S show

EXIT_MSG

set EXIT MSG "opening socket"
set s [socket 10.2.0.12 80]

set EXIT _MSG "writing to socket™"
puts -nonewline $sock Surl

EXIT_MSG show module csm slof tech script

EXIT_MSG EXIT_MSG opening
socket

routerl# show module csm 4 tech script
SCRIPT CONTROLLER STATS

CMDLINE ARGUMENT:

curr_id 1 argc 0 flag O0xO0::

type = PROBE

task_id = 0x0: run_id = 512 ref count = 2

task_status = TASK_DONE run status = OK

start time = THU JAN 01 00:15:47 1970

end time = THU JAN 01 00:17:02 1970

runs = 1 +0

resets =1 +0

notrel = 0 +0

buf read err = 0 +0

killed = 0 +0

panicd = 0 +0

last exit status= 4000 last Bad status = 4000

Exit status history:

Status (SCRIPT_ABORT) occured # (1) last@ THU JAN 01 00:17:02 1970
**TCL Controller:

tcl cntrl flag = OxX7fffffff

#select (0) close_n_exit(0) num_sock(1l)

MEM TRACK last alloc(0) last size(0) alloc(0) size(0)
hm_ver (1) flag(0x0) script buf (0xcbf8c00) new script buf (0x0) lock owner (0x0) sig
taskdel:0 del:0 syscall:0 syslock:0 sig_select script ptr (0xcbf88f0) id(0)
Config (0xcbcdd78) probe -> 10.1.0.105:80

tclGlob (0xcbad050) script resource (0Oxcbcfa28)
#Selects (0) Close_n_exit(0) #Socket (1)

OPEN SOCKETS:

Last erroInfo = couldn't open socket: host is unreachable

while executing
"socket 10.99.99.99 80 "
(file "test.tcl" line 2)

Last errorCode = 65

Last panicInfo =

EXIT_MSG = opening socket

[ oL-7030-01-J
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Catalyst 6500 Series Content Switching Module Command Reference

routerl# conf t

Enter configuration commands, one per line. End with CNTL/Z.

routerl (config) # module csm 6

routerl (config-module-csm) # script file tftp://192.168.10.102/csmTcl.tcl
Loading csmTcl.tcl from 192.168.10.102 (via Vlanl00): !

[OK - 1933 bytes]

routerl (config-module-csm) # probe testl script
rout (config-slb-probe-script)# script CSMTCL
rout (config-slb-probe-script)# interval 10
rout (config-slb-probe-script) # exit

routerl (config-module-csm) # serverfarm test
routerl (config-slb-sfarm)# real 10.1.0.105
routerl (config-slb-real)# ins

routerl (config-slb-real) # probe testl
routerl (config-slb-sfarm) # exit

routerl (config-module-csm) # vserver test

routerl (config-slb-vserver)# virtual 10.12.0.80 tcp 80
routerl (config-slb-vserver)# serverfarm test

routerl (config-slb-vserver)# ins

routerl (config-slb-vserver) # exit

show module csm slot tech probe

routerl (config-module-csm) # serverfarm test
routerl (config-slb-real)# no probe testl
routerl (config-slb-sfarm) # exit

Catalyst 6500 CSM-S
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TCL

routerl# show module csm 6 script
CSMTCL, file tftp://192.168.10.102/csmTcl.tcl
size = 1933, load time = 03:09:03 UTC 01/01/70

routerl# show module csm 6 probe

probe type port interval retries failed open receive
TEST1 script 10 3 300 10 10
routerl#

routerl# show module csm 6 probe name TEST1 detail

probe type port interval retries failed open receive
TEST1 script 10 3 300 10 10
Script: CSMTCL
real vserver serverfarm policy status
10.1.0.105:80 TEST1 TEST (default) OPERABLE
routerl#

routerl# show module csm 6 probe real

real = 10.1.0.105:80, probe = TEST1, type = script,
vserver = TEST, sfarm = TEST
status = FAILED, current = 03:26:04 UTC 01/01/70,
successes = 1, last success = 03:15:33 UTC 01/01/70,
failures = 4, last failure = 03:26:04 UTC 01/01/70,
state = Unrecognized or invalid response
script CSMTCL
last exit code = 5001

e verbose TCL  puts
verbose puts CSM-S
CSM-S
1
. EXIT_MSG
EXIT_MSG
EXIT_MSG

set EXIT _MSG "before opening socket"
set s [ socket $ip S$port]

set EXIT _MSG " before receive string"
gets S$s

set EXIT_MSG "before close socket"
close S$s

EXIT_MSG =

[ oL-7030-01-J

Catalyst 6500 CSM-S ]



12 CSM-S

TCL

show module csm s/of probe real [ip]

routerl# show module csm 6 probe real
real = 10.1.0.105:80, probe = TESTI1,

vserver = TEST, sfarm = TEST
status = FAILED, current = 04:06:05 UTC 01/01/70,
successes = 1, last success = 03:15:33 UTC 01/01/70,
failures = 12, last failure = 04:06:05 UTC 01/01/70,
state = Unrecognized or invalid response
script CSMTCL
last exit code =

type = script,

5001

126 p.12-10

show module csm s/or tech probe

routerl# show module csm 6 tech probe

Probe templates: 1
Suspects created: 1

Open Sockets in System 8 / 240
Active Suspect(no ICMP): 0 / 200
Active Script Suspect 0 / 50
Num events : 1

Script suspects: 1

Healthy suspects: 0

Failures suspected: 0

Failures confirmed: 1

Probe attempts: 927 +927

Total recoveries: 3 +3

Total failures: 6 +6

Total Pending: 0 +0

CSM-S

i Catalyst 6500
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TCL

¢ show module csm slor tech script
errorInfo EXIT _MSG

routerl# show module csm 6 tech script

SCRIPT (0xc25f7e0) stat blk(0xc25f848): TCL_csmTcl.tclc25f7e0

CMDLINE ARGUMENT :
curr_id 1 argc 0 flag O0x0::
type = PROBE
task_id = 0x0: run_id = 521 ref count = 2
task_status = TASK_DONE run status = OK
start time = THU JAN 01 03:51:04 1970
end time = THU JAN 01 03:51:04 1970

runs = 13 +11
resets = 13 +11
notrel = 0 +0

buf read err =1 +1
killed = 0 +0
panicd = 0 +0

last exit status= 5001 last Bad status = 5001

Exit status history:

**TCL Controller:

tcl cntrl flag = Ox7fffffff
#select (0) close_n_exit(0) num_sock(2)
MEM TRACK last alloc(0) last size(0) alloc(0) size(0)

hm_ver (3) flag(0x0) script buf (0xc25ad80) new script buf (0xc25ad80)
lock owner (0x0) sig taskdel:0 del:0 syscall:0 syslock:0 sig_select

script ptr (0xc25f038) id(0)
Config(0xc2583d8) probe -> 10.1.0.105:80
tclGlob (0xc257010)
SCRIPT RESOURCE (0xc25af70)-------
#Selects (0) Close_n_exit(0) #Socket(2)
OPEN SOCKETS:

Persistent Variables

Last erroInfo =

Last errorCode
Last panicInfo
EXIT_MSG = ping failed : invalid command name "ping"

12-6  p.12-10

gset varname value
[p.12-5]

errolnfo TCL
TCL

EXIT_MSG EXIT_MSG [p.12-11]

routerl# show module csm slot tech script inc keyword

Catalyst 6500 CSM-S

CSM-S TCL

TCL
errolnfo
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CSM-S TCL

CSM-S
script task

csm_env
exit

TCL

#!name = STD_SCRIPT
set gatewayList "1.1.1.1 2.2.2.2"
foreach gw $SgatewayList {
if { !'[ ping $gw 1 } {
puts "-WARNING : gateway $Sgw is down!!"
}

1 TCL

CSM-S
script file CSM-S
CSM-S

1
routerl# conf t
Enter configuration commands, one per line. End with CNTL/Z.
routerl (config)# module csm 6
routerl (config-module-csm) # script file tftp://192.168.10.102/stdcsm.tcl
Loading stdcsm.tcl from 192.168.10.102 (via Vlanl00): !
[OK - 183 bytes]

2
routerl (config-module-csm) # script task 1 STD_SCRIPT

Catalyst 6500 CSM-S
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TCL

routerl (config-module-csm) # no script task 1 STD_SCRIPT
routerl (config-module-csm) # script task 1 STD_SCRIPT

ID

routerl (config-module-csm) # script task 2 STD_SCRIPT

routerl (config-module-csm) # no script task 1 STD_SCRIPT

show

routerl#sh mod csm 6 script
STD_SCRIPT, file tftp://192.168.10.102/stdcsm.tcl
routerl#sh mod csm 6 script task

1 STD_SCRIPT
2 STD_SCRIPT

script-index detail

Catalyst 6500

runs exit code status
1 4000 Not Ready
1 4000 Not Ready

show module csm slot script task index
show module csm slot script name script-name code

p.12-13
puts

[ oL-7030-01-J
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W TCL FAQ

TCL FAQ

CSM-S TCL FAQ
o ?
VxWorks 255
128 KB 1
TCL TCL
2
CSM-S HTTP DNS
TCL
. ?
Sniffer show
CSM-S

routerl# show module csm 6 tech probe
routerl#sh mod csm 6 tech probe
Software version: 3.2(1)

Probe templates: 8

Suspects created: 24
Open Sockets in System : 10 / 240
Active Suspect(no ICMP): 2 / 200
Active Script Suspect : 2 / 50
Num events : 24

Script suspects: 24

Healthy suspects: 16
Failures suspected: 0
Failures confirmed: 8

Probe attempts: 321 +220
Total recoveries: 16 +0
Total failures: 8 +2
Total Pending: 0 +0

Catalyst 6500 CSM-S
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TCL FAQ W

routerl# show module csm 6 probe real
real = 10.12.0.108:50113, probe = SCRIPT2_2, type = script,
vserver = SPB_SCRIPT2, sfarm = SCRIPT2_GOOD, policy = SCRIPT2_GOOD,
status = OPERABLE, current = 22:52:24 UTC 01/04/70,
successes = 18, last success = 22:52:24 UTC 01/04/70,
failures = 0, last failure = 00:00:00 UTC 01/01/70,
state = Server is healthy.
script httpProbe2.tcl GET /yahoo.html html 1.0 O
last exit code = 5000
real = 10.12.0.107:50113, probe = SCRIPT2_2, type = script,
vserver = SPB_SCRIPT2, sfarm = SCRIPT2_GOOD, policy = SCRIPT2_GOOD,
status = OPERABLE, current = 22:52:42 UTC 01/04/70,
successes = 19, last success = 22:52:42 UTC 01/04/70,
failures = 0, last failure = 00:00:00 UTC 01/01/70,
state = Server is healthy.
script httpProbe2.tcl GET /yahoo.html html 1.0 0
last exit code = 5000

RST FIN
. UDP PROBE_FAIL
?
UDP icmp port unreachable PROBE_FAIL
UDP
ICMP
UDP Raw UDP CSM-S
CSM-S  UDP
CSM-S ICMP UDP
ICMP CSM-S
1P UDP
UDP
UDP ICMP
ICMP UDP
. ?
TCL
TAC
URL

http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-intellother
c6slb-script.3-3-1.tcl

e TCL ?
TCL 8.0 URL
http://www.tcl.tk/man/tcl8.0/TclCmd/contents.html
TCL UDP URL

http://wwwhome.cs.utwente.nl/~schoenw/scotty/

Catalyst 6500 CSM-S
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W TCL FAQ
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2
. p.13-2
¢ Content Switching Module with SSL.  CSM-S
p.13-2
. p.13-3
. 3 p.13-3
. p.13-3
. 1P p.13-4
e CSM-S p.13-4
. CSM-S p.13-7

IP

1P

Content Switching Module with SSL CSM-S

CSM-S
1P 1P
CSM-S
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CSM-S
CSM-S
CSM-S 1P
CSM-S
CSM-S VLAN LAN 1P
VLAN
3

CSM-S CSM-S
1
2 hash address
3

- 3
Network Address Translation NAT; NAT
CSM-S 2
. CSM-S —2 CSM
CSM-S CSM-S
. CSM-S — CSM-S CSM-S
Catalyst 6500 CSM-S
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o p.13-8
. p.13-9
2 VLAN
VLAN [IP 13-6
13-6
s @
Y bAD
b52497 Catalyst 6500 Catalyst 6500
CSH-A 2747 CSN-B
4+ —JL1
v 101 | B9 [ 102
IP7 KLZ | - — IP7 FLR
10.0.101. 35 =7 10.0.101.36
O L iR 25 |
1P7 K L2 vian 103 | @9 [viaw 1oa IP7 L2
10.0.102.35 || 8% —1110.0. 102. 36
L &
2747
i {oh—
2 +—IL2 = j [ON))
@ @ FS524y
1 VLAN 10 VLAN 101 103
2 VLAN 101 103 VLAN 20
3 VLAN 20 VLAN 102 104
4 VLAN 101 103 VLAN 10
13-6 2 1 2 2
CSM CSM-S A CSM-S B
Y
VLAN
VLAN VLAN 101 VLAN 103
VLAN VLAN 102 VLAN 104
VLAN VLAN
10 VLAN 20
CSM-S A CSM-S B
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2 CSM-S CSM-S A CSM-S B
Catalyst 6500
Y
CSM-S Catalyst 6500
CSM-S A CSM-S B
CSM-S A
CSM-S A
. A VLAN p-13-9
e CSM-S A VLAN p-13-10
e CSM-SA p.13-10
e CSM-S A p.13-11
Y
CSM-S A CSM-S B
A VLAN
A 2 VLAN
1 Switch-A(config)# vlan VLAN !
2 switch-A(vlan)# vlan 10 VLAN 10 2
3 Switch-A(vlan)# vlan 101 VLAN 101 3
4 Switch-A(vlan)# vlan 103 VLAN 103 4
1. CSM-S A
2. VLAN 10 CSM-S A
3. VLAN 101 1 CSM-S B
4. VLAN 103 2 CSM-S B
Catalyst 6500 CSM-S
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|
CSM-S A VLAN
3 VLAN
1 Switch-A(config)# module csm 5
CSM-S A 5
2 Switch-A(config-module-csm)# vlan 10 VLAN VLAN 10
client VLAN VLAN
3 Switch-A(config-slb-vlan-client)# ip |VLAN 10 1P
address 10.0.1.35 255.255.255.0
4 Switch-A(config-slb-vlan-client)# VLAN 10 1P
alias 10.0.1.30 255.255.255.0 1
5 Switch-A(config-slb-vlan-client)# VLAN
exit
6 Switch-A(config-module-csm)# wvlan VLAN VLAN 101
101 server VLAN VLAN
7 Switch-A(config-slb-vlan-server)# ip |VLAN 101 IP
address 10.0.101.35 255.255.255.0
8 Switch-A(config-slb-vlan-server)# VLAN 101 IP
alias 10.0.101.100 255.255.255.0 1
9 Switch-A(config-slb-vlan-server)# VLAN
exit
10 Switch-A(config-module-csm)# vlan VLAN VLAN 103
103 server VLAN VLAN
11 Switch-A(config-slb-vlan)# ip VLAN 103 [P
address 10.0.102.35 255.255.255.0
12 Switch-A(config-slb-vlan)# alias VLAN 103 1P
10.0.102.100 255.255.255.0 1
1. CSM-S B
CSM-S A

N

CSM-SB TP INSIDE-SF CSM-S
A CSM-SB 2
CSM-S A 2

1 Switch-A(config)# module csm 5
CSM-S A 5

Catalyst 6500 CSM-S
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2 Switch-A(config-module-csm)# FORWARD-SF!
serverfarm FORWARD-SF

3 Switch-A(config-slb-sfarm)# no nat 1P NAT
server 2

4 Switch-A(config-slb-sfarm)#
predictor forward

5 Switch-A(config-slb-sfarm)# exit

6 Switch-A(config-module-csm)# IP
serverfarm TO-INSIDE-SF INSIDE-SF?

7 Switch-A(config-slb-sfarm)# no nat P NAT
server 4

8 Switch-A(config-slb-sfarm)# IP
predictor hash address source 5
255.255.255.255

9 Switch-A(config-slb-sfarm)# real 1 CSM-S B
10.0.101.200 P

10 Switch-A(config-slb-real)# inservice

11 Switch-A(config-slb-real)# exit

12 Switch-A(config-slb-sfarm)# real 2 CSM-S B
10.0.102.200 1P

13 Switch-A(config-slb-real)# inservice

1. FORWARD-SF VLAN 10

2.

3. INSIDE-SF CSM-S B

CSM-SB 2 P
4.
5.
CSM-S A

CSM-S A 3

1 Switch-A(config)# module csm 5

CSM-S A 5

2 Switch-A(config-module-csm)# vserver FORWARD-V101!

FORWARD-V101
Catalyst 6500 CSM-S
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3 Switch-A(config-slb-vserver)# 1P
virtual 0.0.0.0 0.0.0.0 any 2
4 Switch-A(config-slb-vserver))# vlan VLAN 101
101
5 Switch-A(config-slb-vserver)#
serverfarm FORWARD-SF
6 Switch-A(config-slb-vserver)#
inservice
7 Switch-A(config-slb-vserver)# exit
8 Switch-A(config-module-csm)# vserver FORWARD-V103*
FORWARD-V103
9 Switch-A(config-slb-vserver)# IP
virtual 0.0.0.0 0.0.0.0 any 5
10 Switch-A(config-slb-vserver))# vlan VLAN 103
103
11 Switch-A(config-slb-vserver) #
serverfarm FORWARD-SF
12 Switch-A(config-slb-vserver)#
inservice
13 Switch-A(config-slb-vserver)# exit
14 Switch-A(config-module-csm)# vserver OUTSIDE-VS®
OUTSIDE-VS
15 Switch-A(config-slb-vserver) # P
virtual 10.1.0.0 255.255.255.0 any
16 Switch-A(config-slb-vserver))# vlan VLAN 10
10
17 Switch-A(config-slb-vserver)#
serverfarm TO-INSIDE-SF
18 Switch-A(config-slb-vserver)#
inservice
1. FORWARD-V101 VLAN 101
2. VLAN 4
3.
4.  FORWARD-V103 VLAN 103
9 VLAN 10
6. OUTSIDE-VS VLAN 10 CSM-S A
1 2 CSM-S B 1P
Catalyst 6500 CSM-S
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CSM-S B
CSM-S B

. B VLAN p.13-13

e CSM-SB VLAN p.13-13

e CSM-SB p-13-14

e CSM-SB p.13-16

Y
CSM-S A CSM-S B
B VLAN
B 3 VLAN
Y
CSM-S Catalyst 6500
Catalyst 6500
VLAN
1 Switch-B(config)# vlan VLAN 1
2 Switch-B(vlan)# vlan 102 VLAN 102 2
3 sSwitch-B(vlan)# vlan 104 VLAN 104 3
4 switch-B(vlan)# vlan 200 VLAN 200 4
1 CSM-S B
2. VLAN 102 1 CSM-S A
3. VLAN 104 2 CSM-S A
4. VLAN 200
CSM-S B VLAN
3 VLAN

1 Switch-B(config)# module csm 6
CSM-S B 6

2 Switch-B(config-module-csm)# vlan VLAN VLAN 102
102 server VLAN VLAN

3 Switch-B(config-slb-vlan-server)# ip |VLAN 102 IP
address 10.0.101.36 255.255.255.0

4 Switch-B(config-slb-vlan-server)# VLAN 102 IP
alias 10.0.101.200 255.255.255.0 1
Catalyst 6500 CSM-S
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5 Switch-B(config-slb-vlan-server)#
exit
6 Switch-B(config-module-csm)# vlan VLAN VLAN 104
104 server VLAN VLAN
7 Switch-B(config-slb-vlan-server)# ip |VLAN 104 IP
address 10.0.102.36 255.255.255.0
8 Switch-B(config-slb-vlan)# alias VLAN 104 1P
10.0.102.200 255.255.255.0 1
9 Switch-B(config-slb-vlan-server)#
exit
10 Switch-B(config-module-csm)# vlan 20 VLAN VLAN 20
server VLAN VLAN
11 Switch-B(config-slb-vlan-server)# ip |VLAN 20 IP
address 10.1.0.36 255.255.255.0
1. CSM-S A
CSM-S B
CSM-S B 3

Y

SERVERS-SF natpool NAT
NAT
NAT

1 Switch-B(config)# module csm 6
CSM-S B 6
2 Switch-B(config-module-csm)# FORWARD-SF!
serverfarm FORWARD-SF
3 Switch-B(config-slb-sfarm)# no nat 1P NAT
server 2
4 Switch-B(config-slb-sfarm)#
predictor forward
5 Switch-B(config-slb-sfarm)# exit
6 Switch-B(config-module-csm)# GENERIC-SF
serverfarm TO-OUTSIDE-SF
3
7 Switch-B(config-slb-sfarm)# no nat 1P NAT
server 4

Catalyst 6500 CSM-S
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8 Switch-B(config-slb-sfarm)# real 1 CSM-S A
10.0.101.100 P
9 Switch-B(config-slb-real)# inservice IP

10 Switch-B(config-slb-real)# exit

11 Switch-B(config-slb-sfarm)# real 2 CSM-S B
10.0.102.100 P
12 Switch-B(config-slb-real)# inservice P

13 Switch-B(config-slb-real)# exit

14 Switch-B(config-module-csm)# SERVERS-SF’
serverfarm SERVERS-SF

15 Switch-B(config-slb-sfarm)# real
10.1.0.101 IP

16 Switch-B(config-slb-real)# inservice

17 Switch-B(config-slb-real)# exit

18 Switch-B(config-slb-sfarm)# real
10.1.0.102 IP

19 Switch-B(config-slb-real)# inservice

20 Switch-B(config-slb-sfarm)# real
10.1.0.103 IP

21 Switch-B(config-slb-real)# inservice

1. FORWARD-SF VLAN 20
2.

OUTSIDE-SF CSM-S A

CSM-SA 2 1P
5. SERVERS-SF 1P

Catalyst 6500 CSM-S
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CSM-S B

CSM-S 3

1 Switch-B(config)# module csm 6
CSM-S B
2 Switch-B(config-module-csm)# vserver FORWARD-VS
FORWARD-VS-102
3 Switch-B(config-slb-vserver)# IP
virtual 0.0.0.0 0.0.0.0 any
4 Switch-B(config-slb-vserver)# vlan VLAN 102
102 1
5 Switch-B(config-slb-vserver) #
serverfarm FORWARD-SF
6 Switch-B(config-slb-vserver)#
inservice
7 Switch-B(config-slb-vserver)# exit
8 Switch-B(config-module-csm)# vserver FORWARD-VS?
FORWARD-VS-104
9 Switch-B(config-slb-vserver)# P
virtual 0.0.0.0 0.0.0.0 any
10 Switch-B(config-slb-vserver)# vlan VLAN 104
104 2
11 Switch-B(config-slb-vserver)#
serverfarm FORWARD-SF
12 Switch-B(config-slb-vserver) #
inservice
13 Switch-B(config-slb-vserver)# exit
14 Switch-B(config-module-csm)# vserver INSIDE-VS*
INSIDE-VS
15 sSwitch-B(config-slb-vserver)# 1P
virtual 0.0.0.0 0.0.0.0 any
16 Switch-B(config-slb-vserver)# vlan VLAN 20
20
17 Switch-B(config-slb-vserver)#
serverfarm TO-OUTSIDE-SF CSM-S A P
1 2
Catalyst 6500 CSM-S
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18

19

20

21

22

23

1.
2.
3.
4

(9.3

Switch-B(config-slb-vserver) #
inservice

Switch-B(config-slb-vserver)# exit

Switch-B(config-module-csm)# vserver TELNET-VS>
TELNET-VS
Y
TELNET-VS VLAN

Switch-B(config-slb-vserver)# 1P

virtual 10.1.0.200 255.255.255.0 tcp TCP Telnet
telnet

Switch-B(config-slb-vserver) #

serverfarm SERVERS-SF

Switch-B(config-slb-vserver) #

inservice

VLAN

FORWARD-VS VLAN 20

INSIDE-VS 1 VLAN 102 101

2 VLAN 104 103 CSM-S A
TELNET-VS Telnet
Catalyst 6500 CSM-S
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° p13—18
. p.13-19
2 VLAN VLAN
1P 13-7
T2747F
24—l
IP7 KL R f; IP7 KL X
100.0.0.3 == :; 200.0.0.3 VLAN 200
1oF5 =4’
Ry kAD
b52499] [catalyst 6500 Catalyst 6500 IP7 KL
V=2 || CSM-A CSM-B 200.0.0. x
IP7 KLX
100.0.0.13 7
i IP7 FLR ||| ~— S 1
% VLAN 100 H 106 0.0 78 VLAN 101 VLAN 201 T/ éggo'fé_/z;?s -
e o
2y bAD 5
(9 3) Rztoe, 3
f : L IP7 FLR
IP7 FLR :{,’ IP7 FLZ I]Po‘71 _I~ol_/2% VLAN 20 @
100004='¢’2oooo4
7747
2 F+—IL2
1 VLAN 100 VLAN 101
2 VLAN 201 VLAN 200 20
3 VLAN 200 20 VLAN 201
4 VLAN 101 VLAN 100
13-7 2 1 2 2
CSM CSM-S A CSM-S B VLAN VLAN 101
VLAN 201
VLAN
VLAN VLAN 100 VLAN 200
VLAN 20
CSM-S
1P
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||
2 CSM-S CSM-S A CSM-S B
Catalyst 6500
A
Catalyst 6500 2 CSM-S
CSM-S A CSM-S B
CSM-S
CSM-S
CSM-S A
CSM-S A
. A VLAN p-13-19
e CSM-SA VLAN p-13-20
e CSM-S A p-13-20
e CSM-S A p.13-21
S
CSM-S A CSM-S B
A VLAN
13-7 VLAN 2
S
CSM-S Catalyst 6500
Catalyst 6500
VLAN
A VLAN
1 Switch-A(config)# vlan VLAN !
Switch-A(vlan)# vlan 100 VLAN 100 2
Switch-A(vlan)# vlan 101 VLAN 101 3
) CSM-S A
2. VLAN100 CSM-SA
3. VLAN101 CSM-SA
Catalyst 6500 CSM-S
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|
CSM-S A VLAN
2 VLAN
1 Switch-A(config)# module csm 5
CSM-S A 5
2 Switch-A(config-module-csm)# vlan VLAN VLAN 100
100 client VLAN VLAN
3 Switch-A(config-slb-vlan-client)# ip |VLAN 100 IP
address 100.0.0.25 255.255.255.0
4 Switch-A(config-slb-vlan-client)# CSM-S A
gateway 100.0.0.13 IP
5 Switch-A(config-slb-vlan-client)#
exit
6 Switch-A(config-module-csm)# vlan VLAN VLAN 101
101 server VLAN VLAN
7 Switch-A(config-slb-vlan-server)# ip |VLAN 101 IP
address 100.0.0.25 255.255.255.0
8 Switch-A(config-slb-vlan-server)# VLAN 101 IP
alias 100.0.0.20 255.255.255.0 1
1. CSM-S B
CSM-S A

1 2 1P CSM-S B
SEC-SF

CSM-S A 2

1 Switch-A(config)# module csm 5

CSM-S A 5
2 Switch-A(config-module-csm)# FORWARD-SF!
serverfarm FORWARD-SF
3 Switch-A(config-slb-sfarm)# no nat 1P NAT
server 2

4 Switch-A(config-slb-sfarm)#
predictor forward

Catalyst 6500 CSM-S
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5 Switch-A(config-slb-sfarm)# exit

6 Switch-A(config-module-csm)#

serverfarm INSEC-SF INSEC—SF3
7 Switch-A(config-slb-sfarm)# no nat 1P NAT
server 4
8 Switch-A(config-slb-sfarm)# P
predictor hash address source 5
255.255.255.255
9 Switch-A(config-slb-sfarm)# real 1
100.0.0.3 P
10 Switch-A(config-slb-real)# inservice
11 Switch-A(config-slb-real)# exit
12 Switch-A(config-slb-sfarm)# real 2
100.0.0.4 P
13 Switch-A(config-slb-real)# inservice
1. FORWARD-SF VLAN 100
2.
3. INSEC-SF 1 2 IP
5.
CSM-S A
CSM-S A 2
1 Switch-A(config)# module csm 5
CSM-S A 5
2 Switch-A(config-module-csm)# vserver FORWARD-VS'
FORWARD-VS
3 Switch-A(config-slb-vserver)# 1P
virtual 0.0.0.0 0.0.0.0 any 2
4 Switch-A(config-slb-vserver))# vlan VLAN 101
101
Catalyst 6500 CSM-S
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|
5 Switch-A(config-slb-vserver)#
serverfarm FORWARD-SF 3
6 Switch-A(config-slb-vserver)#
inservice
7 Switch-A(config-slb-vserver)# exit
8 Switch-A(config-module-csm)# vserver INSEC-VS*
INSEC-VS
9 Switch-A(config-slb-vserver)# 1P
virtual 200.0.0.0 255.255.255.0 any 5
10 Switch-A(config-slb-vserver))# vlan VLAN 100
100
11 Switch-A(config-slb-vserver)#
serverfarm INSEC-SF 6
12 Switch-A(config-slb-vserver)#
inservice
1. FORWARD-VS VLAN 101
2. VLAN 4
3.
4. INSEC-VS VLAN 101 CSM-S A
5.
6.
CSM-S B
CSM-S B
J B VLAN p-13-23
e CSM-SB VLAN p-13-23
e CSM-SB p-13-24
e CSM-SB p.13-25
S
CSM-S A CSM-S B
Catalyst 6500 CSM-S
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B

CSM-S B

VLAN

CSM-S Catalyst 6500
Catalyst 6500
VLAN
B 3 VLAN
1 Switch-B(config)# vlan VLAN 1
2 Switch-B(vlan)# vlan 201 VLAN 201
3 sSwitch-B(vlan)# vlan 200 VLAN 200
4 Switch-B(vlan)# vlan 20 VLAN 20
1. CSM-S B
2. VLAN 201
3. VLAN?20
4. VLAN 200
VLAN
CSM-S B 3 VLAN
1 Switch-B(config)# module csm 6
CSM-S B 6
2 Switch-B(config-module-csm)# vlan VLAN VLAN 201
201 server VLAN VLAN
3 Switch-B(config-slb-vlan-server)# ip |VLAN201 IP
address 200.0.0.26 255.255.255.0
4 Switch-B(config-slb-vlan-server)# VLAN 201 1P
alias 200.0.0.20 255.255.255.0 1
5 Switch-B(config-slb-vlan-server)# VLAN
exit
6 Switch-B(config-module-csm)# vlan 20 VLAN VLAN 20
server VLAN VLAN
7 Switch-B(config-slb-vlan-server)# ip |VLAN 20 1P
address 10.1.0.26 255.255.255.0
8 Switch-B(config-slb-vlan-server)# VLAN
exit
9 Switch-B(config-module-csm)# vlan VLAN VLAN 200
200 client VLAN VLAN
10 Switch-B(config-slb-vlan)# ip VLAN200 IP
address 200.0.0.26 255.255.255.0
1. CSM-S A
Catalyst 6500 CSM-S
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CSM-S B

1 2 1P CSM-S A
INSEC-SF
CSM-S B 2
1 Switch-B(config)# module csm 6
CSM-S B 6
2 Switch-B(config-module-csm)# GENERIC-SF!
serverfarm GENERIC-SF
3 Switch-B(config-slb-sfarm)# real
10.1.0.101 P
Switch-B(config-slb-real)# inservice
Switch-B(config-slb-real)# exit
6 Switch-B(config-slb-sfarm)# real
10.1.0.102 P
Switch-B(config-slb-real)# inservice
Switch-B(config-slb-real)# exit
9 Switch-B(config-slb-sfarm)# exit
10 Switch-B(config-module-csm) # SEC-SF?
serverfarm SEC-SF
11 Switch-B(config-slb-sfarm)# no nat 1P NAT
server 3
12 Switch-B(config-slb-sfarm)# IP
predictor hash address destination 4
255.255.255.255
13 Switch-B(config-slb-sfarm)# real 1
200.0.0.3 P
14 Switch-B(config-slb-real)# inservice
15 Switch-B(config-slb-real)# exit
Catalyst 6500 CSM-S
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16 Switch-B(config-slb-sfarm)# real 2
200.0.0.4 P
17 Switch-B(config-slb-real)# inservice
1. GENERIC-SF
2. SEC-SF 1 1P
3.
4.
CSM-S B
CSM-S B 3
1 Switch-B(config)# module csm 6
CSM-S B
2 Switch-B(config-module-csm)# vserver GENERIC-VS!
GENERIC-VS
3 sSwitch-B(config-slb-vserver)# 1P TCP
virtual 200.0.0.127 tcp O O:any 2
4 Switch-B(config-slb-vserver))# vlan VLAN 201
201
5 Switch-B(config-slb-vserver)#
serverfarm GENERIC-SF
6 Switch-B(config-slb-vserver)#
inservice
7 Switch-B(config-slb-vserver)# exit
8 Switch-B(config-module-csm)# vserver SEC-20-VS*
SEC-20-VS
9 Switch-B(config-slb-vserver)# 1P
virtual 200.0.0.0 255.255.255.0 any 2
10 Switch-B(config-slb-vserver))# vlan VLAN 20
20
11 Switch-B(config-slb-vserver)#
serverfarm SEC-SF
12 Switch-B(config-slb-vserver)#
inservice
13 Switch-B(config-slb-vserver)# exit
Catalyst 6500 CSM-S
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14 Switch-B(config-module-csm)# vserver SEC-20-VS°®
SEC-200-VS
15 Switch-B(config-slb-vserver) # 1P
virtual 200.0.0.0 255.255.255.0 any 2
16 Switch-B(config-slb-vserver))# vlan VLAN 200
200

17 Switch-B(config-slb-vserver) #
serverfarm SEC-SF 5

18 Switch-B(config-slb-vserver)#
inservice

1. GENERIC-VS

VLAN 101
2
3.
4. SEC-20-VS VLAN 20
5
6. SEC-200-VS VLAN 20

Catalyst 6500 CSM-S
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sticky

CSM-S IP

13-8
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SLB-Switch(config)# module csm slot

CSM-S

CSM-S

SLB-Switch(config-module-csm) # vserver
virtserver-name

SLB-Switch(config-slb-vserver)# sticky P
duration [group group-id] [netmask

ip-netmask] [source | destination | both]

SLB-Switch(config-slb-vserver)# CSM-S

reverse-sticky group-id

SLB-Switch# show module csm slot sticky

Catalyst 6500 CSM-S
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Cisco IOS Release 12.1(19)E
MSFC

Cat6k-2 (config)# serverfarm FW-FARM
failaction reassign

2 Address Resolution Protocol ARP;

Cat6k-2 (config-slb-sfarm)# serverfarm FW-FARM
Cat6k-2 (config-slb-sfarm)# real 1.1.1.1
Catébk(config-slb-module-real)# backup real 2.2.2.2
Caték(config-slb-module-real)# inservice

Cat6k-2 (config-slb-sfarm)# real 2.2.2.2
Caték(config-slb-module-real)# backup real 3.3.3.3
Caték(config-slb-module-real)# inservice

Cat6k-2 (config-slb-sfarm)# real 3.3.3.3
Catébk(config-slb-module-real)# backup real 1.1.1.1
Caték(config-slb-module-real)# inservice

3 Internet Control Message Protocol ICMP

4 CSM-S ICMP

CSM-S

real 2.2.2.2
real 1.1.1.1
real 3.3.3.3 real 1.1.1.1
real 1.1.1.1 real 2.2.2.2

Catalyst 6500 CSM-S
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e MSFC p-A-2
e MSEC p-A-5

e RHI p-A-15
. p.A-18
. p-A-21
J 1P p-A-27
. 7 p-A-30
e HTTP p-A-33
2 3 Catalyst

# configuration
terminal

vlan Content Switching Module with SSL.  CSM-S
VLAN LAN

Catalyst 6500 CSM-S
[ oL-7030-01-y .m



A CSM-S

H MSFC

MSFC

module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0

The servers' default gateway is the alias IP address
Alias IP addresses are needed any time that you are
configuring a redundant system.

However, it is a good practice to always use a

alias IP address so that a standby CSM-S can easily
be added without changes to the IP addressing scheme

H H H H H

1
vlan 221 client

ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1

# The CSM-S default gateway in this config is the
# MSFC IP address on that VLAN

!
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
no inservice
1
vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
inservice

"persistence rebalance" is effective ONLY when performing
L7 load balancing (parsing of URLs, cookies, header, ...)
and only for HTTP 1.1 connections.

It tells the CSM-S to parse and eventually make a new
load balancing decision for each GET within the same

TCP connection.

H H H H H H

interface FastEthernet2/2
no ip address

switchport

switchport access vlan 220

# The above is the port that connects to the real servers

interface FastEthernet2/24
ip address 10.20.1.1 255.255.255.0

# The above is the interface that connects to the client side network

interface Vlan221
ip address 10.20.221.1 255.255.255.0

# The above is the MSFC interface for the internal VLAN used
# for MSFC-CSM-S communication

Catalyst 6500 CSM-S
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MSFC
show
Cat6k-2# show module csm 5 arp
Internet Address Physical Interface VLAN Type Status
10.20.220.1 00-02-FC-E1-68-EB 220 -ALIAS- local
10.20.220.2 00-02-FC-E1-68-EC 220 --SLB-- local
10.20.220.10 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.221.1 00-02-FC-CB-70-0A 221 GATEWAY up (0 misses)
10.20.221.5 00-02-FC-E1-68-EC 221 --SLB-- local
10.20.220.20 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.30 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.221.100 00-02-FC-E1-68-EB 0 VSERVER local
Cat6k-2# show module csm 5 vlan detail
vlan IP address IP mask type
220 10.20.220.2 255.255.255.0 SERVER
ALTASES
IP address IP mask
10.20.220.1 255.255.255.0
221 10.20.221.5 255.255.255.0 CLIENT
GATEWAYS
10.20.221.1
Cat6k-2#
Cat6k-2# show module csm 5 real
real server farm weight state conns/hits
10.20.220.10 WEBFARM 8 OPERATIONAL 0
10.20.220.20 WEBFARM 8 OPERATIONAL 0
10.20.220.30 WEBFARM 8 OUTOFSERVICE 0

Cat6k-2#
Cat6k-2# show module csm 5 real detail
10.20.220.10, WEBFARM, state = OPERATIONAL
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 5, total conn failures = 0
10.20.220.20, WEBFARM, state = OPERATIONAL
conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 5, total conn failures = 0
10.20.220.30, WEBFARM, state = OUTOFSERVICE

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 0, total conn failures = 0
Cat6k-2#

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 17
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 10
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
(default) 10 50 50
Catalyst 6500 CSM-S
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Cat6k-2#

Cat6k-2# show module csm 5 stats
Connections Created: 28
Connections Destroyed: 28
Connections Current: 0
Connections Timed-Out: 0
Connections Failed: 0

Server initiated Connections:
Created: 0, Current: 0, Failed: 0
L4 Load-Balanced Decisions: 27
L4 Rejected Connections: 1
L7 Load-Balanced Decisions: 0
L7 Rejected Connections:
Total: 0, Parser: O,
Reached max parse len: 0, Cookie out of mem: O,
Cfg version mismatch: 0, Bad SSL2 format: 0
L4/L7 Rejected Connections:
No policy: 1, No policy match 0,
No real: 0, ACL denied O,
Server initiated: 0
Checksum Failures: IP: 0, TCP: O
Redirect Connections: 0, Redirect Dropped: 0
FTP Connections: 0
MAC Frames:
Tx: Unicast: 345, Multicast: 5, Broadcast: 25844,
Underflow Errors: 0
Rx: Unicast: 1841, Multicast: 448118, Broadcast: 17,
Overflow Errors: 0, CRC Errors: 0

i Catalyst 6500 CSM-S
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MSFC

MSFC

module ContentSwitchingModule 5
vlan 221 client
ip address 10.20.220.2 255.255.255.0
gateway 10.20.220.1
1
vlan 220 server
ip address 10.20.220.2 255.255.255.0

# Two VLANs with the same IP address are bridged together.

1
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
no inservice
!
vserver WEB
virtual 10.20.220.100 tcp www
serverfarm WEBFARM
persistent rebalance
inservice

interface FastEthernet2/2
no ip address

switchport

switchport access vlan 220

# The above is the port that connects to the real servers

interface FastEthernet2/24
ip address 10.20.1.1 255.255.255.0

# The above is the MSFC interface that connects to the client side network

interface Vvlan221
ip address 10.20.220.1 255.255.255.0

The above is the MSFC interface for the internal VLAN used

for MSFC-CSM-S communication.

The servers use this IP address as their default gateway

since the CSM-S is bridging between the client and server VLANs

H H H H

show

Cat6k-2# show module csm 5 arp

Internet Address Physical Interface VLAN Type Status
10.20.220.1 00-02-FC-CB-70-0A 221 GATEWAY up (0 misses)
10.20.220.2 00-02-FC-E1-68-EC 221/220 --SLB-- local
10.20.220.10 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.20 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.30 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.100 00-02-FC-E1-68-EB 0 VSERVER local
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module ContentSwitchingModule 5
vlian 220 server

ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0

vlan 221 client

ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1

probe PING icmp

£

interval 5
failed 10
receive 4

Interval between the probes is 5 seconds for healthy servers
while it is 10 seconds for failed servers.
The servers need to reply within 4 seconds.

probe TCP tcp

o

H H H H H H

iS)

S

v

interval 5
failed 10
open 4

The servers need to open the TCP connection within 4 seconds.

robe HTTP http

request method head url /probe/http_probe.html
expect status 200 299

interval 20

port 80

The port for the probe is inherited from the vservers.
The port is necessary in this case, since the same farm
is serving a vserver on port 80 and one on port 23.

If the "port 80" parameter is removed, the HTTP probe
will be sent out on both ports 80 and 23, thus failing
on port 23 which does not serve HTTP requests.

robe PING-SERVER-30 icmp
interval 5
failed 10

erverfarm WEBFARM

nat server

no nat client

real 10.20.220.10
inservice

real 10.20.220.20
inservice

real 10.20.220.30
health probe PING-SERVER-30
inservice

probe PING

probe TCP

probe HTTP

server TELNET

virtual 10.20.221.100 tcp telnet
serverfarm WEBFARM

persistent rebalance

inservice

CSM-S
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vserver WEB

virtual 10.20.221.100 tcp www
serverfarm WEBFARM

persistent rebalance
inservice

show

Cat6k-2# show module csm 5 probe

probe type port interval retries failed open receive

PING icmp 5 3 10 4

TCP tcp 5 3 10 4

HTTP http 80 20 3 300 10 10

PING-SERVER-30 icmp 3 10 10

Cat6k-2# show module csm 5 probe detail

probe type port interval retries failed open receive

PING icmp 5 3 10 4

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:23 TELNET WEBFARM (default) OPERABLE
10.20.220.20:23 TELNET WEBFARM (default) OPERABLE
10.20.220.10:23 TELNET WEBFARM (default) OPERABLE

TCP tcp 5 3 10 4

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:23 TELNET WEBFARM (default) OPERABLE
10.20.220.20:23 TELNET WEBFARM (default) OPERABLE
10.20.220.10:23 TELNET WEBFARM (default) OPERABLE

HTTP http 80 20 3 300 10 10

Probe Request: HEAD /probe/http_probe.html

Expected Status Codes:
200 to 299

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) FAILED
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:80 TELNET WEBFARM (default) OPERABLE
10.20.220.20:80 TELNET WEBFARM (default) FAILED
10.20.220.10:80 TELNET WEBFARM (default) OPERABLE

PING-SERVER-30 icmp 5 3 10 10

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:23 TELNET WEBFARM (default) OPERABLE

Cat6k-2# show module csm 5 real

real server farm weight state conns/hits

10.20.220.10 WEBFARM 8 OPERATIONAL 0

10.20.220.20 WEBFARM 8 PROBE_FATILED 0

10.20.220.30 WEBFARM 8 OPERATIONAL 0

Catalyst 6500 CSM-S
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[ | VIP NAT

VIP NAT

VIP

Network Address Translation
NAT; NAT

vlan VLAN

NAT NAT
1P

VLAN

module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
1
natpool POOL-1 10.20.220.99 10.20.220.99 netmask 255.255.255.0
1
serverfarm FARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
inservice
1
serverfarm FARM2
nat server
nat client POOL-1
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
inservice
!
vserver FROM-CLIENTS
virtual 10.20.221.100 tcp telnet
vlian 221
serverfarm FARM
persistent rebalance
inservice

vserver FROM-SERVERS

virtual 10.20.221.100 tcp telnet
vlan 220

serverfarm FARM2

persistent rebalance

inservice

Catalyst 6500 CSM-S
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show

Cat6k-2# show module
vserver type

vser
virtual

VIP NAT

vlan state

FROM-CLIENTS

FROM-SERVERS SLB

Cat6k-2# show module

vlan source

10.20.221.100/32:23
10.20.221.100/32:23

conn detail

destination

221
220

OPERATIONAL 1
OPERATIONAL 1

220
220
FROM-SERVERS,

Out

221
220
FROM-CLIENTS,

In 10.20.1.

Out

and source-PAT'ed

H o H H H H H H H H

10.20.220.10:32858
10.20.220.20:23

10.20.220.10:23

10.20.221.1
10.20.220.9

ftp = No, csrp = False

100:42443 10.20.221.1
10.20.1.100
csrp = False

ftp = No,

Cat6k-2# show module csm 5 real

server farm

00:23
9:8193

ESTAB
ESTAB

00:23
142443

ESTAB
ESTAB

The command shows the open connections and how they are translated.

For each connection, both halves of the connection are shown.
The output for the second half of each connection
swaps the source and destination IP:port.

The connection originated by server 10.20.220.10 is source-NAT'ed
(also its L4 source port needs to be translated)
Its source IP changes from 10.20.220.10 to 10.20.220.99

Its source L4 port changes from 32858 to 8193

conns/hits

Cat6k-2# show module csm 5 natpool

nat client POOL-1 10.

20.220.99 10.20.220.99

Cat6k-2# show module csm 5 serverfarm

server farm

re

OPERATIONAL 1
OPERATIONAL 0
OPERATIONAL 0
OPERATIONAL 0
OPERATIONAL 1
OPERATIONAL 0

netmask 255.255.255.0

als redirect Dbind id

Catalyst 6500
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module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
!
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
1
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
inservice
1
sticky 10 netmask 255.255.255.255 timeout 20
1
sticky 20 cookie yourname timeout 30
!
vserver TELNET
virtual 10.20.221.100 tcp telnet
serverfarm WEBFARM
persistent rebalance
inservice
!
vserver WEB1
virtual 10.20.221.101 tcp www
serverfarm WEBFARM
sticky 20 group 10
persistent rebalance
inservice
1
vserver WEB2
virtual 10.20.221.102 tcp www
serverfarm WEBFARM
sticky 30 group 20
persistent rebalance
inservice

show

Cat6k-2# show module csm 5 sticky group 10

group sticky-data real timeout
10 ip10.20.1.100 10.20.220.10 793
Cat6k-2# show module csm 5 sticky group 20

group sticky-data real timeout

20 cookie 4C656B72:861F0395 10.20.220.20 1597

Cat6k-2# show module csm 5 sticky

group sticky-data real timeout
20 cookie 4C656B72:861F0395 10.20.220.20 1584
10 ip 10.20.1.100 10.20.220.10 778
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module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0

The alias IP is only required in redundant configurations
This is the IP address that the upstream router (the MSFC
in this case) will use as next-hop to reach the

backend servers

See below for the static route added for this purpose.

= FH H H H H H

serverfarm ROUTE
no nat server

no nat client
predictor forward

This serverfarm is not load balancing, but is simply
routing the traffic according to the CSM-S routing tables
The CSM-S routing table in this example is very simple,
there is just a default gateway and 2 directly attached
subnets.

The "no nat server" 1is very important, since you do not
want to rewrite the destination IP address when
forwarding the traffic.

H oH H H H H H H H H

1
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
!
vserver DIRECT-ACCESS
virtual 10.20.220.0 255.255.255.0 tcp O
serverfarm ROUTE
persistent rebalance
inservice

Catalyst 6500 CSM-S
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# This vserver is listening to all TCP connections destined to the
# serverfarm IP subnet.
# Note: ping to the backend servers will not work with this example

!

vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
inservice

interface Vvlan221
ip address 10.20.221.1 255.255.255.0

# vlan221 is the L3 interface on the MSFC that connects to the CSM-S
# Client requests are being routed by the MSFC, from its other
# interfaces (not shown in this example) to vlan221.

ip classless
ip route 10.20.220.0 255.255.255.0 10.20.221.2

# This static route is necessary to allow the MSFC to reach
# the backend servers.

show

Cat6k-2# show module csm 5 conn detail

prot vlan source destination state
In TCP 221 10.20.1.100:44268 10.20.220.10:23 ESTAB
Out TCP 220 10.20.220.10:23 10.20.1.100:44268 ESTAB

vs = DIRECT-ACCESS, ftp = No, csrp = False

# The information displayed shows that the CSM-S is not rewriting any IP addresses
while

# forwarding theconnection from VLAN 221 (client) to VLAN 220 (server) This connection
has

# been created because it was destined to the virtual server DIRECT-ACCESS.

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 14
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 0
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 0 0 0

DIRECT-ACCESS, type = SLB, state = OPERATIONAL, v_index = 15
virtual = 10.20.220.0/24:0 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 1, total conns = 1
Default policy:
server farm = ROUTE, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 1 48 35

Catalyst 6500 CSM-S
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3 VLAN 1 VLAN

VLAN

module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
!
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
1
vlan 210 server
ip address 10.20.210.2 255.255.255.0
alias 10.20.210.1 255.255.255.0
!
serverfarm TIER-1
nat server
no nat client
real 10.20.210.10
inservice
real 10.20.210.20
inservice
1
serverfarm TIER-2
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
!
vserver VIP1
virtual 10.20.221.100 tcp telnet
vlian 221
serverfarm TIER-1
persistent rebalance
inservice
1
vserver VIP2
virtual 10.20.210.100 tcp telnet
vlian 210
serverfarm TIER-2
persistent rebalance
inservice

Catalyst 6500 CSM-S
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show

Cat6k-2# show module csm 5 arp

VSERVER
REAL
GATEWAY
--SLB--
REAL
VSERVER

vlan state

44240

OPERATIONAL
OPERATIONAL

Status

local
up (0 misses)
up (0 misses)
local
local
local
up (0 misses)
up (0 misses)
local
up (0 misses)
local

ESTAB
ESTAB

Internet Address Physical Interface VLAN
10.20.210.1 00-02-FC-E1-68-EB 210
10.20.210.2 00-02-FC-E1-68-EC 210
10.20.210.10 00-D0-B7-A0-68-5D 210
10.20.210.20 00-D0-B7-A0-68-5D 210
10.20.220.1 00-02-FC-E1-68-EB 220
10.20.220.2 00-02-FC-E1-68-EC 220
10.20.210.100 00-02-FC-E1-68-EB 0
10.20.220.10 00-D0-B7-A0-81-D8 220
10.20.221.1 00-02-FC-CB-70-0A 221
10.20.221.5 00-02-FC-E1-68-EC 221
10.20.220.20 00-D0-B7-A0-81-D8 220
10.20.221.100 00-02-FC-E1-68-EB 0

Cat6k-2# show module csm 5 vser

vserver type prot virtual

VIPl SLB TCP 10.20.221.100/32:23

VIP2 SLB TCP 10.20.210.100/32:23

Cat6k-2# show module csm 5 conn detail

prot vlan source destination
In TCP 221 10.20.1.100:44240 10.20.221.100:23
Out TCP 210 10.20.210.10:23 10.20.1.100:

vs = VIPl, ftp = No, csrp = False

In TCP 210 10.20.210.10:45885 10.20.210.100:23

Out TCP 220 10.20.220.10:23 10.20.210.10:45885

vs = VIP2, ftp = No, csrp = False

# The previous command shows a connection opened from a client coming in from VLAN 221

# (client is 10.20
# balanced to 10.2
goes to

.1.100).
0.210.10.

# VIP2 and is balanced to 10.20.220.10

CSM-S

That connection goes to virtual IP address 1
Another connection is opened from server 10.20.210.10,

(VIP1)

and is

i Catalyst 6500
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RHI ||
CSM-S 1P Multilayer
Switch Feature Card MSFC;
MSFC CSM-S
Global Server Load Balancing GSLB;
2 CSM

VIP

module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
!
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0

1P CSM-S
MSFC IP

!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
probe PING
!
vserver WEB
virtual 10.20.250.100 tcp www
vlan 221

# By default, a virtual server listens to traffic coming in on any VLAN. You can
restrict

# access to a virtual server by defining a specific VLAN. When using Route Health

# Injection, it is required to specify the VLAN for the virtual server. This tells the
CSM-S

# which next-hop it needs to program in the static route that it will inject in the
MSFC

# routing tables.

serverfarm WEBFARM
advertise active

# This is the command that tells the CSM-S to inject the route for this virtual
server. The
# option "active" tells the CSM-S to remove the route if the backend serverfarm fails.

persistent rebalance
inservice

OL-7030-01-J
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show

Cat6k-2# show module csm 5 probe detail

probe type port interval retries failed open receive

PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE

Cat6k-2# show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

i

Gateway of last resort is 10.20.1.100 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 8 subnets, 3 masks
C 10.21.1.0/24 is directly connected, Vlan2l
S 10.20.250.100/32 [1/0] via 10.20.221.2, Vlan221

# The static route to 10.20.250.100 has been automatically created by the CSM-S, since
both
# servers were healthy.

C 10.20.221.0/24 is directly connected, Vlan221l
S* 0.0.0.0/0 [1/0] via 10.30.1.100

Cat6k-2# show module csm 5 vser detail
WEB, type = SLB, state = OPERATIONAL, v_index = 14
virtual = 10.20.250.100/32:80 bidir, TCP, service = NONE, advertise = TRUE
idle = 3600, replicate csrp = none, vlan = 221, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 6
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 6 36 30

# Failing the servers causes the route to be removed This behaviour is configured with
the
# advertise active command.

Cat6k-2# show module csm 5 probe detail
1d20h: %$SYS-5-CONFIG_I: Configured from console by vty0 (probe detail

probe type port interval retries failed open receive

PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) TESTING
10.20.220.10:80 WEB WEBFARM (default) TESTING

Cat6k-2#

1d20h: %$CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.20:80 in serverfarm 'WEBFARM'
1d20h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.10:80 in serverfarm 'WEBFARM'

\Cat6k-2#
Cat6k-2# show module csm 5 probe detail

Catalyst 6500 CSM-S
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RHI
probe type port interval retries failed open receive
PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) FAILED
10.20.220.10:80 WEB WEBFARM (default) FAILED
Cat6k-2#

Cat6k-2# show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.20.1.100 to network 0.0.0.0
10.0.0.0/8 is variably subnetted, 8 subnets, 3 masks

C 10.21.1.0/24 is directly connected, Vlan2l

C 10.20.221.0/24 is directly connected, Vlan221l

S* 0.0.0.0/0 [1/0] via 10.30.1.100
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module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
!
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0
!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
probe FTP ftp
interval 5
retries 2
failed 20
open 3
receive 3
|
probe HTTP http
request method head
expect status 200 299
interval 5
retries 2
failed 10
open 2
receive 2
!
real SERVERL
address 10.20.220.10
inservice
real SERVER2
address 10.20.220.20
inservice
1
serverfarm FTPFARM
nat server
no nat client
real name SERVER1
inservice
real name SERVER2
inservice
probe PING
probe FTP
!
serverfarm WEBFARM
nat server
no nat client
real name SERVER1

inservice
real name SERVER2
inservice
probe PING
probe HTTP
!
Catalyst 6500 CSM-S
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vserver FTP
virtual 10.20.221.100 tcp ftp service ftp
serverfarm FTPFARM
persistent rebalance
inservice

!

vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
inservice

show

Cat6k-2# show module csm 5 probe detail

probe type port interval retries failed open receive
PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:21 FTP FTPFARM (default) OPERABLE
10.20.220.10:21 FTP FTPFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
FTP ftp 5 2 20 3 3
Expected Status Codes:
0 to 999
real vserver serverfarm policy status
10.20.220.20:21 FTP FTPFARM (default) OPERABLE
10.20.220.10:21 FTP FTPFARM (default) OPERABLE
HTTP http 5 2 10 2 2
Probe Request: HEAD /
Expected Status Codes:
200 to 299
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
Cat6k-2# show module csm 5 real
real server farm weight state conns/hits
SERVERL FTPFARM 8 OPERATIONAL 0
SERVER2 FTPFARM 8 OPERATIONAL 0
SERVERL WEBFARM 8 OPERATIONAL 0
SERVER2 WEBFARM 8 OPERATIONAL 0

# Taking a server out of service at the server farm level will only take the server
out of
# service for that specific farm

Cat6k-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Cat6k-2 (config)# module csm 5

Cat6k-2 (config-module-csm) # server webfarm

Cat6k-2 (config-slb-sfarm)# real name serverl

Cat6k-2 (config-slb-real)# no inservice

Cat6k-2 (config-slb-real)# end

1d20h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: Configured
server 10.20.220.10:0 to OUT-OF-SERVICE in serverfarm 'WEBFARM'
Cat6k-2#

1d20h: %SYS-5-CONFIG_I: Configured from console by vty0 (10.20.1.100)
Cat6k-2#

Cat6k-2# show module csm 5 real

Catalyst 6500 CSM-S
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real server farm weight state conns/hits

SERVERL FTPFARM 8 OPERATIONAL 0

SERVER2 FTPFARM 8 OPERATIONAL 0

SERVERL WEBFARM 8 OUTOFSERVICE 0

SERVER2 WEBFARM 8 OPERATIONAL 0

Cat6k-2#

# Taking the server out of service at the real server level will take the server out

of

# service for all the server farms

Cat6k-2# confure terminal

Enter configuration commands,

Cat6k-2 (config)# module csm 5
Cat6k-2 (config-module-csm)# real serverl
Caté6k (config-slb-module-real)# no inservice

Catbk (config-slb-module-real)# end

Cat6k-2#

1d20h: %SYS-5-CONFIG_I:

Cat6k-2# show module csm 5 real

server farm

one per line.

Configured from console by vty0

End with CNTL/Z.

SERVERL
SERVER2
SERVERL
SERVER2
Cat6k-2#

FTPFARM
FTPFARM
WEBFARM
WEBFARM

CSM-S

(10.20.1.100)
state conns/hits
OUTOFSERVICE 0
OPERATIONAL 0
OUTOFSERVICE 0
OPERATIONAL 0

i Catalyst 6500
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module ContentSwitchingModule 5
vlan 220 server

ip address 10.20.220.2 255.255.255.0

alias 10.20.220.1 255.255.255.0
1

vlan 221 client

ip address 10.20.221.5 255.255.255.0

gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0
1

vlian 210 server

ip address 10.20.210.2 255.255.255.0

alias 10.20.210.1 255.255.255.0
!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
real SERVERL
address 10.20.220.10
inservice
real SERVER2
address 10.20.220.20
inservice
real SERVER3
address 10.20.210.30
inservice
real SERVER4
address 10.20.210.40
inservice
!
serverfarm WEBFARM
nat server
no nat client
real name SERVERI1
inservice
real name SERVER2
inservice
probe PING
!
serverfarm WEBFARM2
nat server
no nat client
real name SERVER3
inservice
real name SERVER4
inservice
probe PING
!
vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM backup WEBFARM2
persistent rebalance
inservice
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show

Cat6k-2# show module csm 5 real

real server farm weight state conns/hits
SERVERL WEBFARM 8 OPERATIONAL 0
SERVER2 WEBFARM 8 OPERATIONAL 0
SERVER3 WEBFARM2 8 OPERATIONAL 0
SERVER4 WEBFARM2 8 OPERATIONAL 0
# All the servers are shown as operational.
Cat6k-2# show module csm 5 serverfarm detail
WEBFARM, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER1, weight = 8, OPERATIONAL, conns = 0
SERVER2, weight = 8, OPERATIONAL, conns = 0
Total connections = 0
WEBFARM2, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER3, weight = 8, OPERATIONAL, conns = 0
SERVER4, weight = 8, OPERATIONAL, conns = 0
Total connections = 0
Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 0
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts
(default) 0 0 0
# No connections have been sent to the virtual server yet.
Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 14
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)

sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts
(default) 14 84 70
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# A total of 14 connections have been sent to the virtual server and have been
balanced to # the primary server farm. For each connection, the client has sent 6
packets and the # server has sent 5 packets. Two servers are taken out of service

Cat6k-2#

1d21h: %$CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.10:80 in serverfarm 'WEBFARM'

1d21h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.20:80 in serverfarm 'WEBFARM'

Cat6k-2# show module csm 5 serverfarm detail
WEBFARM, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER1, weight = 8, PROBE_FAILED, conns = 0
SERVER2, weight = 8, PROBE_FAILED, conns = 0
Total connections = 0

# The two servers have failed the probe but the CSM-S has not yet refreshed the ARP
table
# for them, so the servers are not yet shown in the failed state

WEBFARM2, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER3, weight = 8, OPERATIONAL, conns
SERVER4, weight = 8, OPERATIONAL, conns = 0
Total connections = 0

1}
o

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OUTOFSERVICE, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 14
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 14 83 70

# The virtual server is displayed as out of service, even if it is configured with a

# backup server farm, which is healthy. This behaviour is useful if the backup server
farm

# is configured as an HTTP redirect server farm to a different site and you are using
some

# DNS-based GSLB method, where some connections are still being directed to the failed
# virtual server.

# If you want the CSM-S to consider the virtual server healthy and operational if the
backup
# server farm is healthy, you just need to change an environmental variable.

[ oL-7030-01-J
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Cat6k-2# show module csm 5 variable

variable value
ARP_INTERVAL 300
ARP_LEARNED_INTERVAL 14400
ARP_GRATUITOUS_INTERVAL 15
ARP_RATE 10
ARP_RETRIES 3
ARP_LEARN_MODE 1
ARP_REPLY_FOR_NO_INSERVICE_VIP 0
ADVERTISE_RHI_FREQ 10
AGGREGATE_BACKUP_SF_STATE_TO_VS 0
DEST_UNREACHABLE_MASK Oxffff
FT_FLOW_REFRESH_INT 15
GSLB_LICENSE_KEY (no valid license)

HTTP_CASE_SENSITIVE_MATCHING 1
MAX_PARSE_LEN_MULTIPLIER 1
NAT_CLIENT_HASH_SOURCE_PORT 0
ROUTE_UNKNOWN_FLOW_PKTS 0
NO_RESET_UNIDIRECTIONAL_FLOWS 0

SYN_COOKIE_INTERVAL 3
SYN_COOKIE_THRESHOLD 5000
TCP_MSS_OPTION 1460
TCP_WND_SIZE_OPTION 8192
VSERVER_ICMP_ALWAYS_RESPOND false
XML_CONFIG_AUTH_TYPE Basic

# The variable that you want to change is AGGREGATE_BACKUP_SF_STATE_TO_VS

Cat6k-2#

1d21h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: Server
10.20.220.20 failed ARP request

Cat6k-2#

# The CSM-S has refreshed the ARP entry for 10.20.220.20 which is now reported in the
failed
state.

Cat6k-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Cat6k-2 (config)# module csm 5

Cat6k-2 (config-module-csm) # variable AGGREGATE_BACKUP_SF_STATE TO VS 1
Cat6k-2 (config-module-csm)# end

1d21h: %SYS-5-CONFIG_I: Configured from console by vty0 (10.20.1.100)

Cat6k-2# show module csm 5 variable

variable value
ARP_INTERVAL 300
ARP_LEARNED_INTERVAL 14400
ARP_GRATUITOUS_INTERVAL 15
ARP_RATE 10
ARP_RETRIES 3
ARP_LEARN_MODE 1
ARP_REPLY_FOR_NO_INSERVICE_VIP O
ADVERTISE_RHI_FREQ 10
AGGREGATE_BACKUP_SF_STATE_TO_VS 1
DEST_UNREACHABLE_MASK Oxffff
FT_FLOW_REFRESH_INT 15
GSLB_LICENSE_KEY (no valid license)
HTTP_CASE_SENSITIVE_MATCHING 1

MAX_PARSE_LEN_MULTIPLIER
NAT_CLIENT_HASH_SOURCE_PORT
ROUTE_UNKNOWN_FLOW_PKTS
NO_RESET_UNIDIRECTIONAL_FLOWS
SYN_COOKIE_INTERVAL
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SYN_COOKIE_THRESHOLD 5000
TCP_MSS_OPTION 1460
TCP_WND_SIZE_OPTION 8192
VSERVER_ICMP_ALWAYS_RESPOND false
XML_CONFIG_AUTH_TYPE Basic

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 14
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 14 83 70
# The virtual server is now shown as operational.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = PROBE_FAILED
address = 10.20.220.10, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 7, total conn failures = 0
SERVER2, WEBFARM, state = FAILED

address = 10.20.220.20, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 7, total conn failures = 0

SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.210.30, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 0, total conn failures = 0
SERVER4, WEBFARM2, state = OPERATIONAL

address = 10.20.210.40, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0

Cat6k-2#

1d21h: %$CSM-S_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: Server
10.20.220.10 failed ARP request

# The ARP entry for the other server has been refreshed.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = FAILED

address = 10.20.220.10, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER2, WEBFARM, state = FAILED

address = 10.20.220.20, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.210.30, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 0, total conn failures = 0

SERVER4, WEBFARM2, state = OPERATIONAL
address = 10.20.210.40, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
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weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0

# So far, each of the servers in the primary server farm have received 7 connections.
New
# connections are now sent only to the backup server farm.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = FAILED
address = 10.20.220.10, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 7, total conn failures = 0
SERVER2, WEBFARM, state = FAILED

address = 10.20.220.20, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.210.30, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 6, total conn failures = 0
SERVER4, WEBFARM2, state = OPERATIONAL

address = 10.20.210.40, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 6, total conn failures = 0
Cat6k-2#
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IP
SLB

module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0
!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
real SERVERL
address 10.20.220.10
inservice
real SERVER2
address 10.20.220.20
inservice
real SERVER3
address 10.20.220.30
inservice
real SERVER4
address 10.20.220.40
inservice
1
serverfarm WEBFARM
nat server
no nat client
real name SERVER1
inservice
real name SERVER2
inservice
probe PING
1
serverfarm WEBFARM2
nat server
no nat client
real name SERVER3
inservice
real name SERVER4
inservice
!
policy SOURCE-IP-50
client-group 50
serverfarm WEBFARM2

# A policy consists of a series of conditions, plus the actions to take if those

# conditions are matched. In this case, the only condition is client-group 50 which
# requires the incoming connection to match the standard access-1list 50. The only
action

# to take is to use server farm WEBFARM2 to serve those requests.

1

vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
slb-policy SOURCE-IP-50
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# Slb-policies associated to a virtual server are always examined in the order in
which

# they are configured. The defintion of the server farm under the virtual server

# configuration is the default policy and is always used as a last resort if no policy
# matches, or if there are no policies configured.

# In this case, incoming requests are processed to see if they match the conditions of
the

# slb-policy SOURCe-IP-50. If they do, then the server farm WEBFARM2 is used,
otherwise

# the default policy is selected (for example, WEBFARM is used).

# If a default server farm is not configured, then connections that do not match any
# policy are dropped.

# This example shows how to configure the IOS standard access list. You can configure
any
# of the 1-99 standard access lists, or you can configure named access lists

inservice
1

access-list 50 permit 10.20.1.100
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show

Cat6k-2# show module csm 5 vser detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 0
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
SOURCE-IP-50 0 0 0
(default) 0 0 0

# This example shows that six connections have matched the slb-policy SOURCE-IP-50.

Cat6k-2# show module csm 5 vser detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 6
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
SOURCE-IP-50 6 36 30
(default) 0 0 0

# This example shows that SERVER3 and SERVER4 have received 3 connections each.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = OPERATIONAL

address = 10.20.220.10, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0

SERVER2, WEBFARM, state = OPERATIONAL

address = 10.20.220.20, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 0, total conn failures = 0
SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.220.30, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 3, total conn failures = 0

SERVER4, WEBFARM2, state = OPERATIONAL

address = 10.20.220.40, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 3, total conn failures = 0
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CSM-S TCP
CSM-S 2

Cat6k-2 (config-module-csm) # policy test
Cat6k-2 (config-slb-policy)# ?
SLB policy config
client-group define policy client group
cookie-map define policy cookie map
default Set a command to its defaults
exit exit slb policy submode
header-map define policy header map
no Negate a command or set its defaults
reverse-sticky define sticky group for reverse traffic
serverfarm define policy serverfarm
set set policy parameters
sticky-group define policy sticky group
url-map define policy URL map

The conditions are:

-client-group (source IP matches a certain ACL)
-cookie-map (match based on cookies)
-header-map (match based on HTTP headers)
-url-map (match based on URLs)

H H H H

The actions are:

-serverfarm (the most common: use this serverfarm)
-sticky-group (use sticky)

-reverse-sticky (use reverse sticky)

-set (set ip dscp)

H H H H H

\module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0
!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
map TEST header
match protocol http header Host header-value www.test.com
!
map SPORTS url
match protocol http url /sports/*
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# The definition of maps is based on the header and the URL. The URL starts right
after

# the host. For example, in the URL http://www.test.com/sports/basketball/ the URL
portion

# that the URL map applies to is /sports/basketball/.

real SERVERL
address 10.20.220.10
inservice
real SERVER2
address 10.20.220.20
inservice
real SERVER3
address 10.20.220.30
inservice
real SERVER4
address 10.20.220.40
inservice
!
serverfarm WEBFARM
nat server
no nat client
real name SERVERI1
inservice
real name SERVER2
inservice
probe PING
!
serverfarm WEBFARM2
nat server
no nat client
real name SERVER3
inservice
real name SERVER4
inservice
!
policy TEST-SPORTS-50
url-map SPORTS
header-map TEST
client-group 50
serverfarm WEBFARM2

# Three conditions need to match for this policy to have a match.

1
vserver WEB

virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
slb-policy TEST-SPORTS-50
inservice

!

# If the three conditions defined in the policy are true then WEBFARM2 is used

otherwise

# WEBFARM is.
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show

# In this example, 17 requests have matched the policy Of those, 12 requests have not
# matched the policy

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 29
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
TEST-SPORTS-50 17 112 95
(default) 12 82 72

# This example shows that the 29 connections that were load balanced have been load
# balanced at Layer 7. For example, the CSM-S has to terminate TCP and parse Layer 5
through

# Layer 7 information.

Cat6k-2# show module csm 5 stats

Connections Created: 29
Connections Destroyed: 29
Connections Current: 0
Connections Timed-Out: 0
Connections Failed: 0

Server initiated Connections:
Created: 0, Current: 0, Failed: 0
L4 Load-Balanced Decisions: 0
L4 Rejected Connections: 0
L7 Load-Balanced Decisions: 29
L7 Rejected Connections:
Total: 0, Parser: O,
Reached max parse len: 0, Cookie out of mem: O,
Cfg version mismatch: 0, Bad SSL2 format: 0
L4/L7 Rejected Connections:
No policy: 0, No policy match 0,
No real: 0, ACL denied O,
Server initiated: 0
Checksum Failures: IP: 0, TCP: O
Redirect Connections: 0, Redirect Dropped: 0
FTP Connections: 0
MAC Frames:
Tx: Unicast: 359, Multicast: 0, Broadcast: 8,
Underflow Errors: 0
Rx: Unicast: 387, Multicast: 221, Broadcast: 1,
Overflow Errors: 0, CRC Errors: 0
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HTTP

HTTP

CSM-S HTTP
# This configuration represents the configuration of site A

module ContentSwitchingModule 6
vlan 211 client
ip address 10.20.211.2 255.255.255.0
gateway 10.20.211.1
1
vlian 210 server
ip address 10.20.210.1 255.255.255.0
1
map SPORTMAP url
match protocol http url /sports*
1
serverfarm REDIRECTFARM
nat server
no nat client
redirect-vserver WWW2
webhost relocation www2.test.com 301
inservice
1
serverfarm WWW1FARM
nat server
no nat client
real 10.20.210.10
inservice
real 10.20.210.20
inservice
1
policy SPORTPOLICY
url-map SPORTMAP
serverfarm REDIRECTFARM
1
vserver WWW1VIP
virtual 10.20.211.100 tcp www
serverfarm WWW1FARM
persistent rebalance
slb-policy SPORTPOLICY
inservice

# This configuration represents the configuration of site B

module ContentSwitchingModule 7
vlan 221 client
ip address 10.20.221.2 255.255.255.0
gateway 10.20.221.1
1
vlan 220 server
ip address 10.20.220.1 255.255.255.0
1
serverfarm WWW2FARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
!
vserver WWW2VIP
virtual 10.20.221.100 tcp www
serverfarm WWW2FARM
persistent rebalance
inservice
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W HTTP
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show

# To test the configuration, the first nine requests are sent to wwwl.test.com
requesting
# the home page “/.” The 10th request is sent to http://wwwl.test.com/sports/.

Cat6k-2# show module csm 6 vser deta
WWW1VIP, type = SLB, state = OPERATIONAL, v_index = 11
virtual = 10.20.211.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 10
Default policy:
server farm = WWW1FARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot Conn Client pkts Server pkts
SPORTPOLICY 1 3 1
(default) 9 45 45

Cat6k-2# show module csm 7 vser detail
WWW2VIP, type = SLB, state = OPERATIONAL, v_index = 26
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 1
Default policy:
server farm = WWW2FARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot Conn Client pkts Server pkts

(default) 1 5 5

# Nine requests have matched the default policy for wwwl.test.com so they have been
served

# by WWW1IFARM. One request has matched the policy SPORTPOLICY and has been redirected
to

# the second site that has then served the request.

# The following is an example of the request that was sent to wwwl.cisco.com asking
for

# /sports/.

10.20.1.100.34589 > 10.20.211.100.80: P 1:287(286) ack 1 win 5840 (DF)

0x0000 4500 0146 763c 4000 4006 da85 0al4d 0164 E..Fv<@.@...... d
0x0010 0al4 d364 871d 0050 ecld 69e6 7b57 aead Lo.dl L PLio{w. .
0x0020 5018 16d0 96b2 0000 4745 5420 2£f73 706f P.o...... GET./spo
0x0030 7274 732f 2048 5454 502f 312e 310d 0a4d3 rts/.HTTP/1.1..C
0x0040 6f6e 6e65 6374 696f 6e3a 204b 6565 702d onnection: .Keep-
0x0050 416c 6976 6504 0ab5 7365 722d 4167 656e Alive. .User-Agen
0x0060 743a 204d 6f7a 696c 6c61 2£35 2e30 2028 t:.Mozilla/5.0. (
0x0070 636f 6470 6174 6962 6¢c65 3b20 4b6f 6e71 compatible; .Kong
0x0080 7565 726f 722f 322e 322d 3131 3b20 4c69 ueror/2.2-11; .Li
0x0090 6e75 7829 0d0a 4163 6365 7074 3a20 7465 nux) . .Accept:.te
0x00a0 7874 2f2a 2c20 696d 6167 652f 6a70 6567 xt/*, .image/jpeg
0x00b0 2c20 696d 6167 652f 706e 672c 2069 6461 , .image/png, .ima
0x00cO 6765 2f2a 2c20 2a2f 2a0d 0adl 6363 6570 ge/*,.*/*..Accep
0x00d0 742d 456e 636f 6469 6e67 3a20 782d 677a t-Encoding: .x-gz
0x00e0 6970 2c20 677a 6970 2c20 6964 656e 7469 ip, .gzip, .identi
0x00£0 7479 0d0a 4163 6365 7074 2d43 6861 7273 ty..Accept-Chars
0x0100 6574 3a20 416e 792c 2075 7466 2d38 2c20 et:.Any, .utf-8, .
0x0110 2a0d 0a4l 6363 6570 742d 4c6l 6e67 7561 *..Accept-Langua
0x0120 6765 3a20 656e 5f55 532c 2065 6e0d 0a48 ge:.en_US, .en..H
0x0130 6£73 743a 2077 7777 312e 7465 7374 2e63 ost:.wwwl.test.c
0x0140 6f6d 0d0a 0dOa om. ...
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# The following example is the message that the client has received back from
# wwwl.cisco.com. This message is the HTTP redirect message generated by the CSM-S

10.20.211.100.80 > 10.20.1.100.34589: FP 1:56(55) ack 287 win 2048 (DF)

0x0000 4500 005f 763c 4000 3e06 ddéc 0al4 d364 E.._v<@.>..1...d
0x0010 0al4 0164 0050 871d 7b57 aead ecld 6b04 ...d.PL{W. L. k.
0x0020 5019 0800 8bla 0000 4854 5450 2£f31 2e30 P.o...... HTTP/1.0
0x0030 2033 3031 2046 6f75 6e64 200d Oadc 6£f63 .301.Found. . .Loc
0x0040 6174 696f 6e3a 2068 7474 703a 2f£2f 7777 ation:.http://ww
0x0050 7732 2e74 6573 742e 636f 6d40d 0al0d Oa w2.test.com....

# The redirect location sent back to the client matches exactly the string configured
with

# the webhost relocation www2.test.com 301 command because the client was browsing

# wwwl.test.com/sports/ and is redirected to www2.test.com/.

# In some cases this might not be the desired behaviour and there might be the need to
# preserve the original URL that the browser requested.

# To preseerve the URL that the browser requested, you can use the %p parameter as
part of
# the redirect string.

# The configuration would then appear as:

serverfarm REDIRECTFARM
nat server
no nat client
redirect-vserver WWW2
webhost relocation www2.test.com/%p
inservice

H H H H H H

# The following example shows the resulting redirect message which is sent back to the
# client:

10.20.211.100.80 > 10.20.1.100.34893: FP 1:64(63) ack 329 win 2048 (DF)

0x0000 4500 0067 7d95 4000 3e06 d60b 0al4d d364 E..g}.@.>...... d
0x0010 0al4 0164 0050 884d 7093 b53b 4el0b e8a8 ...d.P.Mp..;N...
0x0020 5019 0800 2800 0000 4854 5450 2£f31 2e30 P...(...HTTP/1.0
0x0030 2033 3032 2046 6f75 6e64 200d Oadc 6£f63 .302.Found. . .Loc
0x0040 6174 696f 6e3a 2068 7474 703a 2f£2f 7777 ation:.http://ww
0x0050 7732 2e74 6573 742e 636f 6d2f 7370 6£f72 w2.test.com/spor
0x0060 7473 2£0d4 0ald Oa ts/....

# In other cases, you may need to redirect an HTTP request to an HTTPS VIP, on the
same or

# on a remote CSM-S. In that case, the URL request must change from http:// to
https://

# You can do this by using the parameter ssl 443

# The configuration would then be as follows:

serverfarm REDIRECTFARM
nat server
no nat client
redirect-vserver WWW2
webhost relocation www2.test.com/%p
ssl 443
inservice

H OH H H H H H

# The following is the resulting redirect message sent back to the client.

10.20.211.100.80 > 10.20.1.100.34888: FP 1:65(64) ack 329 win 2048 (DF)

0x0000 4500 0068 2cda 4000 3e06 26c6 0al4d d364 E..h,.@.>.&....d
0x0010 0al4 0164 0050 8848 7088 b087 21le5 ab27 ...d.P.Hp...!..
0x0020 5019 0800 £39e 0000 4854 5450 2£f31 2e30 P.o...... HTTP/1.0
0x0030 2033 3032 2046 6f75 6e64 200d Oadc 6£f63 .302.Found. . .Loc
0x0040 6174 696f 6e3a 2068 7474 7073 3a2f 2£77 ation:.https://w
0x0050 7777 322e 7465 7374 2e63 6f6d 2£f73 706f ww2 .test.com/spo
0x0060 7274 732f 0d0a 0dOa rts/...
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e CSM-S NAT pB-8
¢ CSM-S SSLSM NAT p.B-14

e HTTP p.B-24
e URL p.B-30
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H csm-s NAT
CSM-S HTTP 3
Web 1P 192.168.6.10 192.168.6.20 192.168.6.30
HTTPS 3 Web
CSM-S VLAN LAN SSL VLAN
1P Web 1P
VLAN B-1
CSM-S SSL Network Address Translation NAT;
SSL
CSM-S NAT
CSM-S NAT
VLAN
VLAN CSM-S SSL
B-1 NAT
VLAN 225 VLAN 6 '____.|
IP 10.90. 14.0/24 IP 192.168.6.0/24 '
|_v 192.1?8.6.10
10.90. 14. 1 10. 90 14. 245 :7'771')lzl~ T—hroxT4192.168.6. 1
e:I:/f') 7 Z10.90. 14. 242 oy 192. 168. 6. 1 |
/ _________
&S '
721611 172.16.1. 2% :
_____ —"
M)
192.168. 6. 20

IP 172.16.1.0/24 [P 10.90.14.0/24

VLAN 999 Dol ovian 443

TIAINE =+ 1192.168.6. 1

y

172.16. 1. 3 |10_90.14.243 _____ 2

B o =

192.168. 6. 30
TIAILE H— DT 4192.168.6. 1
CSM-S
. —10.90.14.181:80
. SSL —10.90.14.181:443
e SSL —10.90.14.181:80
. VLAN 225 —IP 10.90.14.245
e SSL VLAN 443 — IP 10.90.14.245
10.90.14.242

e SSL VLAN 999 — [P 172.16.1.2
. VLAN 6 —IP 192.168.6.2 192.168.6.1

i Catalyst 6500 CSM-S
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CSM-S NAT ||
SSL
e 10.90.14.181:443 Ip CSM-S secondary
e VLAN443 —IP 10.90.14.243 10.90.14.1
e VLAN999 —IP 172.16.1.3 172.16.1.1
B-1 VLAN 225 VLAN 443 VLAN 6
VLAN VLAN Multilayer Switch Feature Card
MSFC; VLAN 999 VLAN 225 VLAN 6
VLAN 1P
At
VLAN 999 172.16.1.1 VLAN 225 10.90.14.1 MSFC 3
VLAN 443 VLAN 6 192.168.6.1 VLAN VLAN
MSFC 3
MSFC 2 3 VLAN

Cat6k# configure terminal

Enter configuration commands, one per line.

Caté6k(config)# vlan 6

Caté6k(config-vlan)# name Server_ communications

Cat6k(config-if)# wvlan 225

Caté6k(config-vlan)# name Client_communications

Catb6k(config-vlan)# interface Vlan225

Caték(config-if)# ip address 10.90.14.1 255.255.255.0

Caték(config-if)# no shutdown
(
(
(
(
(
(

End with CNTL/Z.

Catb6k(config-if)# vlan 443

Caté6k(config-vlan)# name SSL-DC_communications
Caté6k(config-if)# wvlan 999

Caté6k(config-vlan)# name SSL-DC_administrative
Caté6k(config-vlan)# interface V1an999
Caté6k(config-if)# ip address 172.16.1.1 255.255.255.0

Catbk(config-if)# no shutdown

5

Cat6k# configure terminal
Enter configuration commands,

one per line.

CSM-S VLAN VLAN

End with CNTL/Z.

Catébk (config-module-csm) # module ContentSwitchingModule 5

(

Catbk (config-module-csm)# vlan
Caték (config-slb-vlan-server) #
Catb6k (config-slb-vlan-server) #
Catb6k (config-slb-vlan-client) #
Caték(config-slb-vlan-client) #
Catbk (config-slb-vlan-client) #
Catbk (config-slb-vlan-client) #
Caték(config-slb-vlan-client) #
Catb6k (config-slb-vlan-server) #
Catbk (config-slb-vlan-server) #
Caték(config-slb-vlan-server) #
Catbk (config-slb-vlan-server) #
Catbk (config-slb-vlan-server) #
Caték(config-slb-vlan-server) #

Catalyst 6500

999 server

ip address 172.16.1.2 255.255.255.0
vlan 225 client

description Client Traffic

ip address 10.90.14.245 255.255.255.0
gateway 10.90.14.1

|

vlan 6 server

description Server Traffic

ip address 192.168.6.2 255.255.255.0
alias 192.168.6.1 255.255.255.0

|

vlan 443 server

ip address 10.90.14.245 255.255.255.0

CSM-S
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W csm-s NAT

Catbk (config-slb-vlan-server)# real LINUX
Caték(config-slb-module-real)# address 192.168.6.10
Caté6k(config-slb-module-real)# inservice

Catbk (config-slb-module-real)# real WIN2K
Caték(config-slb-module-real)# address 192.168.6.20
Caték(config-slb-module-real)# inservice

Catb6k (config-slb-module-real)# real SUN
Caté6k(config-slb-module-real)# address 192.168.6.30
Caték(config-slb-module-real)# inservice

Web NAT SSL
NAT

Caték (config-slb-module-real)# serverfarm SSLOFFLOADERS
Catb6k(config-slb-sfarm)# no nat server
Caté6k(config-slb-sfarm)# real 10.90.14.243 local

CSM-S SSL VLAN
local

Caték(config-slb-real)# inservice
Catb6k(config-slb-real)# serverfarm WEB
Caté6k(config-slb-sfarm)# real name LINUX
Caték(config-slb-real)# inservice
Catb6k(config-slb-real)# real name WIN2K
Caték(config-slb-real)# inservice
Caté6k(config-slb-real)# real name SUN
Catbk(config-slb-real)# inservice

2 HTTPS SSL
HTTP  Web Web
80
SSL

Catbk (config-slb-module-real)# serverfarm SSLOFFLOADERS
Catébk(config-slb-sfarm)# no nat server

Catb6k (config-slb-sfarm)# real 10.90.14.243 local
Catbk (config-slb-real)# inservice
Caté6k(config-slb-real)# serverfarm WEB
Catbk(config-slb-sfarm)# real name LINUX
Catbk(config-slb-real)# inservice
Catébk(config-slb-real)# real name WIN2K
Catb6k(config-slb-real)# inservice
Catbk(config-slb-real)# real name SUN
Caték(config-slb-real)# inservice

Catalyst 6500 CSM-S
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2 HTTP SSL
HTTP  Web Web
80
SSL

Catb6k (config-slb-real)# vserver SSLTERMINATION

Caté6k (config-slb-vserver)# wvirtual 10.90.14.181 tcp https
Caté6k (config-slb-vserver)# wvlan 225

Catb6k (config-slb-vserver)# serverfarm SSLOFFLOADERS
Caték(config-slb-vserver)# persistent rebalance

Caték (config-slb-vserver)# inservice

Catb6k (config-slb-vserver)# vserver WEBSERVERS
Caték(config-slb-vserver)# wvirtual 10.90.14.181 tcp www
Caték(config-slb-vserver)# serverfarm WEB
Caté6k(config-slb-vserver)# persistent rebalance

Caték (config-slb-vserver)# inservice
Caték(config-slb-vserver)# exit

Catbk (config-module-csm) # exit

Catb6k (config)# exit

SSL VLAN VLAN 999

SSL-DC# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SSL-DC (config)# ssl-proxy vlan 999

SSL-DC (config-vlan)# ipaddr 172.16.1.3 255.255.255.0

SSL-DC (config-vlan) # gateway 172.16.1.1

SSL-DC (config-vlan) # admin

VLAN 443 SSL

SSL-DC (config-vlan)# ssl-proxy vlan 443
SSL-DC (config-vlan)# ipaddr 10.90.14.243 255.255.255.0
SSL-DC (config-vlan) # gateway 10.90.14.1

ssl-proxy service SSL sslterm
CSM-S Virtual IP  VIP;
1P VIP secondary
SSL 1P Address Resolution Protocol ARP;
NAT CSM-S

SSL-DC (config-vlan)# ssl-proxy service sslterm

SSL-DC (config-ssl-proxy)# wvirtual ipaddr 10.90.14.181 protocol tcp port 443 secondary
SSL-DC (config-ssl-proxy)# server ipaddr 10.90.14.245 protocol tcp port 80

SSL-DC (config-ssl-proxy)# no nat server

SSL-DC (config-ssl-proxy)# certificate rsa general-purposetrustpoint certs-key

*Aug 19 20:52:11.487: $STE-6-PKI_SERVICE_CERT_INSTALL: Proxy: sslterm, Trustpoin
t: certs-key, Key: RSAKEY, Serial#: 1A65, Index: 2

*Aug 19 20:52:11.487: $STE-6-PKI_CA_CERT_INSTALL: Root, Subject Name: CN = Thawt
e Test CA Root, OU = TEST TEST TEST, O = Thawte Certification, ST = FOR TESTING

PURPOSES ONLY, C = ZA, Serial#: 00, Index: 3

SSL-DC (config-ssl-proxy)# inservice

*Aug 19 20:52:11.515: $STE-5-UPDOWN: ssl-proxy service sslterm changed state to
UP

Catalyst 6500 CSM-S
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W cswm-s NAT
MSFC CSM show
Cat6k# show module csm 5 vlan detail
vlan IP address IP mask type
6 192.168.6.2 255.255.255.0 SERVER
Description: Server Traffic
ALTASES
IP address IP mask
192.168.6.1 255.255.255.0
225 10.90.14.245 255.255.255.0 CLIENT
Description: Client Traffic
GATEWAYS
10.90.14.129
443 10.90.14.245 255.255.255.0 SERVER
999 172.16.1.2 255.255.255.0 SERVER

Cat6k# show module csm 5 real

real server farm weight state conns/hits
10.90.14.243 SSLOFFLOADERS 8 OPERATIONAL 0
LINUX WEB 8 OPERATIONAL 0
WIN2K WEB 8 OPERATIONAL 0
SUN WEB 8 OPERATIONAL 0

Cat6k# show module csm 5 vserver detail
SSLTERMINATION, type = SLB, state = OPERATIONAL, v_index = 12
virtual = 10.90.14.181/32:443 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = 225, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 1, total conns = 4
Default policy:
server farm = SSLOFFLOADERS, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 4 32 21

WEBSERVERS, type = SLB, state = OPERATIONAL, v_index = 13
virtual = 10.90.14.181/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 1, total conns = 7
Default policy:
server farm = WEB, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 7 45 35
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CSM-S

SSL show

SSL-DC# show ssl-proxy service sslterm
Service id: 1, bound_service_id: 257
Virtual IP: 10.90.14.181, port: 443 (secondary configured)
Server IP: 10.90.14.245, port: 80
rsa-general-purpose certificate trustpoint: certs-key
Certificate chain for new connections:
Certificate:
Key Label: RSAKEY, 1024-bit, not exportable
Key Timestamp: 02:03:11 UTC Aug 19 2004
Serial Number: 1A65
Root CA Certificate:
Serial Number: 00
Certificate chain complete
Admin Status: up
Operation Status: up

SSL-DC# show ssl-proxy stats
TCP Statistics:

Conns initiated 4 Conns accepted
Conns established 8 Conns dropped
Conns Allocated 4 Conns Deallocated
Conns closed : 8 SYN timeouts
Idle timeouts : 0 Total pkts sent
Data packets sent : 19 Data bytes sent
Total Pkts rcvd : 48 Pkts rcvd in seq
Bytes rcvd in seq : 3264

SSL Statistics:
conns attempted 4 conns completed
full handshakes 2 resumed handshakes
active conns 0 active sessions
renegs attempted 0 conns in reneg
handshake failures 0 data failures
fatal alerts rcvd 0 fatal alerts sent
no-cipher alerts 0 ver mismatch alerts
no-compress alerts 0 bad macs received
pad errors 0 session fails

FDU Statistics:
IP Frag Drops 0 IP Version Drops
IP Addr Discards 0 Serv_Id Drops
Conn Id Drops 0 Bound Conn Drops
Vlan Id Drops 0 TCP Checksum Drops
Hash Full Drops 0 Hash Alloc Fails
Flow Creates 8 Flow Deletes
Conn Id allocs 4 Conn Id deallocs
Tagged Pkts Drops 0 Non-Tagg Pkts Drops
Add ipcs 3 Delete ipcs
Disable ipcs 2 Enable ipcs
Unsolicited ipcs 127 Duplicate Add ipcs
IOS Broadcast Pkts 613 IOS Unicast Pkts
IOS Multicast Pkts 0 IOS Total Pkts
I0S Congest Drops 0 SYN Discards
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W cswm-s NAT
CSM-S HTTP 3
Web P 192.168.6.10 192.168.620 192.168.6.30
HTTPS 3 Web
CSM-S VLAN SSL
VLAN P Web
1P VLAN B-2
CSM-S  SSL
NAT SSL CSM-S
NAT CSM-S
NAT
B-2 — NAT
y
VLAN 225 VLAN 6 e [j!
IP 10.90. 14.0/24 IP 192.168.6.0/24] ! —_—
l 192. 168. 6. 10
10.90. 14. 1 10.90. 14. 245 TIANE TR A 192.168.6. 1
S 1 U7 R10.90. 14, 247 192.165.6. |
- ~ < |
172. 16. 14. 2450 ! p—
172.16.14.254 TA Y72 =
172. 16, 14. 1 =
192. 168. 6. 20

VLAN 14
IP 172.16.14. x/24

=g

A
172.16. 14. 243 l I

(g

= AL

1
TIAI

M 7— bz A4192.168.6. 1

y
=
—
—
92.168. 6. 30
b A— kA 192.168.6. 1

120263

B-8

CSM-S
. —10.90.14.182:80
. SSL — 10.90.14.182:443
e SSL —10.90.14.182:80
. VLAN 225 —IP 10.90.14.245
e SSL VLAN 14 — IP 172.16.14.245
172.16.14.1
. VLAN 6 —IP 192.168.6.2 192.168.6.1
SSL
e 172.16.14.182:443 1P CSM-S secondary
e VLAN 14—IP 172.16.14.243 CSM-S VLAN
172.16.14.254
B-2 VLAN 225 VLAN 14 VLAN 6
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CSM-S NAT W
VLAN VLAN MSFC VLAN 14
VLAN 225 VLAN P
VLAN 225 10.90.14.1 CSM-S MSFC
3 VLAN 14 172.16.1.254
SSL MSFC VLAN 14 172.16.14.1
SSL SSL CSM-S VLAN
6 192.168.6.1 VLAN VLAN CSM-S SSL VLAN
MSFC 3
MSFEC 2 3 VLAN

Cat6k# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Caté6k (config)# vlan 6

Caté6k(config-vlan)# name Server_ communications
Catb6k(config)# vlan 14

Caté6k(config-vlan)# name SSL-DC_communications
Catb6k(config-vlan)# interface Vlanl4

Catébk(config-if)# ip address 172.16.14.254 255.255.255.0
Caté6k(config-if)# no shutdown

Catbk(config-if)# vlan 225

Caté6k(config-vlan)# name Client_communications
Caté6k(config-vlan)# interface Vlan225

Caté6k(config-if)# ip address 10.90.14.1 255.255.255.0
Catb6k(config-if)# no shutdown

5 CSM VLAN VLAN

Cat6k# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Caté6k(config)# module ContentSwitchingModule 5
Catbk(config-module-csm)# vlan 225 client
Caté6k(config-slb-vlan-client)# description Client Traffic
Caté6k(config-slb-vlan-client)# ip address 10.90.14.245 255.255.255.0
Catébk(config-slb-vlan-client)# gateway 10.90.14.1
Caték(config-slb-vlan-client)# vlan 6 server
Caték(config-slb-vlan-server)# description Server Traffic
Catébk(config-slb-vlan-server)# ip address 192.168.6.2 255.255.255.0
Caté6k (config-slb-vlan-server)# alias 192.168.6.1 255.255.255.0
Caté6k(config-slb-vlan-server)# vlan 14 server
Catébk(config-slb-vlan-server)# ip address 172.16.14.245 255.255.255.0
Caték(config-slb-vlan-server)# alias 172.16.14.1 255.255.255.0

Caté6k(config-slb-vlan-server)# real LINUX

Catb6k (config-slb-module-real)# address 192.168.6.10
Caté6k(config-slb-module-real)# inservice

Caték (config-slb-module-real)# real WIN2K

Catbk (config-slb-module-real)# address 192.168.6.20
Caték(config-slb-module-real)# inservice
Caték(config-slb-module-real)# real SUN

Catbk (config-slb-module-real)# address 192.168.6.30
Caték(config-slb-module-real)# inservice
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W csm-s NAT

Web NAT SSL
NAT

Caté6k (config-slb-module-real)# serverfarm SSLOFFLOADERS
Catbk (config-slb-sfarm)# nat server
Caté6k(config-slb-sfarm)# no nat client
Caté6k(config-slb-sfarm)# real 172.16.14.182 local

CSM-S SSL VLAN
local

Catbk(config-slb-real)# inservice
Catébk(config-slb-real)# serverfarm WEB
Caté6k(config-slb-sfarm)# nat server
Catb6k(config-slb-sfarm)# no nat client
Catébk(config-slb-sfarm)# real name LINUX
Caté6k(config-slb-real)# inservice

Catb6k (config-slb-real)# real name WIN2K
Caték(config-slb-real)# inservice
Caté6k(config-slb-real)# real name SUN
Catb6k(config-slb-real)# inservice

2 Web
80 HTTPS 443
SSL HTTP
HTTP

Caté6k(config-slb-real)# vserver SSLTERMINATION
Catébk(config-slb-vserver)# virtual 10.90.14.182 tcp https
Catb6k (config-slb-vserver)# serverfarm SSLOFFLOADERS
Caték(config-slb-vserver)# persistent rebalance

Catb6k (config-slb-vserver)# inservice

Caté6k(config-slb-vserver)# wvserver WEBSERVERS
Catébk(config-slb-vserver)# virtual 10.90.14.182 tcp www
Catb6k (config-slb-vserver)# serverfarm WEB
Caték(config-slb-vserver)# persistent rebalance

Catbk (config-slb-vserver)# inservice

VLAN 14 CSM-S
SSL

SSL-DC# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SSL-DC (config) # ssl-proxy vlan 14

SSL-DC (config-vlan)# ipaddr 172.16.14.243 255.255.255.0

SSL-DC (config-vlan)# gateway 172.16.14.254

SSL-DC (config-vlan)# route 10.90.14.0 255.255.255.0 gateway 172.16.14.1
SSL-DC (config-vlan)# admin

gateway VLAN IP
TELNET SSH
route SSL 1
1P CSM-S 1P
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CSM-S NAT N
S
VLAN 1P CSM-S SSL
VLAN
ssl-proxy service SSL sslterm
CSM-S VIP
VIP secondary SSL
P ARP
CSM-S
NAT

SSL-DC (config-vlan)# ssl-proxy service sslterm

SSL-DC (config-ssl-proxy)# wvirtual 172.16.14.182 protocol tcp port 443 secondary
SSL-DC (config-ssl-proxy)# server ipaddr 10.90.14.182 protocol tcp port 80
SSL-DC (config-ssl-proxy)# certificate rsa general-purpose trustpoint certs-key

*Aug 22 14:44:47.395: $STE-6-PKI_SERVICE_CERT_INSTALL: Proxy: sslterm, Trustpoin
t: certs-key, Key: RSAKEY, Serial#: 1A65, Index: 6

*Aug 22 14:44:47.395: $STE-6-PKI_CA_CERT_INSTALL: Root, Subject Name: CN = Thawt
e Test CA Root, OU = TEST TEST TEST, O = Thawte Certification, ST = FOR TESTING
PURPOSES ONLY, C = ZA, Serial#: 00, Index: 7

SSL-DC (config-ssl-proxy) # inservice
*Aug 22 14:44:47.423: $STE-5-UPDOWN: ssl-proxy service sslterm changed state to UP

Caté6k # configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Caté6k(config)# interface Vlanl4

Cat6k(config-if)# ip address 172.16.14.254 255.255.255.0
Catb6k(config-if)# no shutdown

Catalyst 6500 CSM-S
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W cswm-s NAT
MSFC CSM show

catbk# show mod csm 5 vlan detail

vlan IP address IP mask type

6 192.168.6.2 255.255.255.0 SERVER
Description: Server Traffic
ALTASES
IP address IP mask
192.168.6.1 255.255.255.0

14 172.16.14.245 255.255.255.0 SERVER
ALTASES
IP address IP mask
172.16.14.1 255.255.255.0

225 10.90.14.245 255.255.255.0 CLIENT
Description: Client Traffic
GATEWAYS

10.90.14.129

Cat6k# show mod csm 5 real

real server farm weight state conns/hits
172.16.14.182 SSLOFFLOADERS 8 OPERATIONAL 0
LINUX WEB 8 OPERATIONAL 0
WIN2K WEB 8 OPERATIONAL 0
SUN WEB 8 OPERATIONAL 0

Cat6k# show mod csm 5 vserver detail
SSLTERMINATION, type = SLB, state = OPERATIONAL, v_index = 20
virtual = 10.90.14.182/32:443 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 8
Default policy:
server farm = SSLOFFLOADERS, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 8 75 46

WEBSERVERS, type = SLB, state = OPERATIONAL, v_index = 21
virtual = 10.90.14.182/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 11
Default policy:
server farm = WEB, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 11 58 38
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CSM-S

SSL show

SSL-DC# show ssl-proxy service sslterm
Service id: 4, bound_service_id: 260
Virtual IP: 172.16.14.182, port: 443 (secondary configured)
Server IP: 10.90.14.182, port: 80
rsa-general-purpose certificate trustpoint: certs-key
Certificate chain in graceful rollover, being renewed:
Certificate:
Key Label: RSAKEY, 1024-bit, not exportable
Key Timestamp: 02:03:11 UTC Aug 19 2004
Serial Number: 1A65
Root CA Certificate:
Serial Number: 00
Service certificate in graceful rollover
Admin Status: up
Operation Status: up

SSL-DC# show ssl-proxy stats
TCP Statistics:

Conns initiated : 12 Conns accepted
Conns established 24 Conns dropped
Conns Allocated 12 Conns Deallocated
Conns closed A SYN timeouts
Idle timeouts : 0 Total pkts sent
Data packets sent : 59 Data bytes sent
Total Pkts rcvd : 146 Pkts rcvd in seq
Bytes rcvd in seq 9826

SSL Statistics:
conns attempted 12 conns completed
full handshakes : 10 resumed handshakes
active conns : 0 active sessions
renegs attempted 0 conns in reneg
handshake failures 0 data failures
fatal alerts rcvd 0 fatal alerts sent
no-cipher alerts 0 ver mismatch alerts
no-compress alerts 0 bad macs received
pad errors 0 session fails

FDU Statistics:
IP Frag Drops 0 IP Version Drops
IP Addr Discards 0 Serv_Id Drops
Conn Id Drops 0 Bound Conn Drops
Vlan Id Drops 0 TCP Checksum Drops
Hash Full Drops 0 Hash Alloc Fails
Flow Creates 24 Flow Deletes
Conn Id allocs 12 Conn Id deallocs
Tagged Pkts Drops 0 Non-Tagg Pkts Drops
Add ipcs 7 Delete ipcs
Disable ipcs 6 Enable ipcs
Unsolicited ipcs 3579 Duplicate Add ipcs
IOS Broadcast Pkts : 17881 IOS Unicast Pkts
IOS Multicast Pkts : 0 IOS Total Pkts
I0S Congest Drops : 0 SYN Discards
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W csm-s SSLSM NAT
CSM-S B CSM-S NAT
SSL Services Module SSLSM SSL VLAN
P SSLM CMS-S
SSLM SSL-DC SSLM  SSL
3 SSL
SSL CSM-S
SSL SSL SSL SSL
30
CSM-S SSL Services Module SSL Services Module SSL
B-3
B-3 — CSM-S SSLSM NAT
y
VLAN 225 VLAN 6 S 4!
IP 10. 90. 14. 108/24 IP 192.168. 6.0/24 —
192.168.6. 10

A1) 7 Z10.90. 14. 242 ey 192. 168. 6. 1

&=
-

172.16.14.254 T4 YY) T X

172.16. 14.1

— g» _________
| =
_____ —
A—)
192.168. 6. 20

DA T— oz 4192.168.6. 1

Sl

y /)
172.16.14.246 | 1172.16.14.243 )
VLAN 14 =1 a— _a— =3 li!il! _
IP 172.16.14.0/24] gq sy Bl IBA s oc —2 5
192. 168. 6. 30 s
il FIHILE H— k91192 168.6. 1
SSLM
® ssl-proxy — 1P 172.16.14.10:443 1P 10.90.14.182:80
e VLAN 14 —IP 172.16.14.246 CSM-S VLAN
172.16.14.254
VLAN 14 SSLM SSLM MSEC
Cat6k MSFC 2 3 VLAN

Cat6k# configure terminal
Enter configuration commands,

one per line.

End with CNTL/Z.

Caté6k(config)# ssl-proxy module 6 allowed-vlan 14

SSLM  CSM-S

Catbk (config-slb-vlan-server) #
Caték (config-slb-module-real) #
Catbk (config-slb-module-real) #
Catbk (config-slb-module-real) #

CSM-S

real SSLM
address 172.16.14.10
inservice
inservice

i Catalyst 6500
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CSM-S SSLSM NAT W

SSLSM SSL

Caté6k (config-slb-module-real)# serverfarm SSLOFFLOADERS
Catbk(config-slb-sfarm)# real 172.16.14.182 local
Catébk(config-slb-sfarm)# weight 1
Caték(config-slb-real)# inservice

Catb6k (config-slb-sfarm)# real name SSLM
Caté6k(config-slb-sfarm)# weight 3
Caték(config-slb-real)# inservice

SSL 30 SSL ID
CSM-S SSL — sticky 10 ssl timeout 30

Caté6k(config-slb-real)# vserver SSLTERMINATION
Caté6k(config-slb-vserver)# sticky 30 group 10
Catb6k (config-slb-vserver)# ssl-sticky offset 20 length 6

VLAN 14 CSM-S
SSLM

SSLM# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SSLM(config)# ssl-proxy vlan 14

SSLM (config-vlan)# ipaddr 172.16.14.246 255.255.255.0

SSLM (config-vlan)# gateway 172.16.14.254

SSLM (config-vlan)# route 10.90.14.0 255.255.255.0 gateway 172.16.14.1
SSLM (config-vlan)# admin

gateway VLAN IP
TELNET SSH
route SSL 1
1P CSM-S 1P
ssl-proxy service SSL sslterm
CSM-S VIP
VIP secondary SSL
1P ARP
CSM-S

NAT

Catalyst 6500 CSM-S
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W csm-s SSLSM

SSLM (config)# ssl-proxy
SSLM (config-ssl-proxy) #
SSLM (config-ssl-proxy) #
SSLM (config-ssl-proxy) #

NAT

service sslterm

virtual ipaddr 172.16.14.10 protocol tcp port 443
server ipaddr 10.90.14.182 protocol tcp port 80
certificate rsa general-purpose trustpoint certs-key

*Aug 24 01:40:17.581: $STE-6-PKI_SERVICE_CERT_INSTALL: Proxy: sslterm, Trustpoint:
certs-key, Key: RSAKEY, Serial#: 1C2B, Index: 2

*Aug 24 01:40:27.637: $STE-6-PKI_SERVICE_CERT DELETE: Proxy: , Trustpoint: certs-key,
Key: RSAKEY, Serial#: 1C2B, Index: 0

SSLM (config-ssl-proxy)# inservice
*Aug 24 01:40:34.165: $STE-5-UPDOWN :
SSLM (config-ssl-proxy) # exit

Cat6k# show mod csm 5 real

ssl-proxy service sslterm changed state to UP

real server farm weight state conns/hits
SSLM SSLOFFLOADERS 3 OPERATIONAL 0
172.16.14.182 SSLOFFLOADERS 1 OPERATIONAL 0
LINUX WEB 8 OPERATIONAL 0
SUN WEB 8 OPERATIONAL 0
WIN2K WEB 8 OPERATIONAL 0
Cat6k# show mod csm 5 vserver detail
SSLTERMINATION, type = SLB, state = OPERATIONAL, v_index = 22
virtual = 10.90.14.182/32:443 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 7
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 20, length = 6
conns = 0, total conns = 12
Default policy:
server farm = SSLOFFLOADERS, backup = <not assigned>
sticky: timer = 30, subnet = 0.0.0.0, group id = 10
Policy Tot matches Client pkts Server pkts
(default) 12 135 96
WEBSERVERS, type = SLB, state = OPERATIONAL, v_index = 23
virtual = 10.90.14.182/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 12
Default policy:
server farm = WEB, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts
(default) 12 75 67
Cat6k# show mod csm 5 sticky
group sticky-data real timeout
10 ssl ADB70000:000DBCAF 172.16.14.182 1680
10 ssl A03F0000:00602F30 172.16.14.10 1596

CSM-S
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CSM-S SSLSM

SSLM show

SSLM# show ssl-proxy service sslterm
Service id: 1, bound_service_id: 257
Virtual IP: 172.16.14.10, port: 443
Server IP: 10.90.14.182, port: 80
rsa-general-purpose certificate trustpoint: certs-key
Certificate chain for new connections:
Certificate:
Key Label: RSAKEY, 1024-bit, exportable
Key Timestamp: 13:12:48 UTC Aug 23 2004
Serial Number: 1C2B
Root CA Certificate:
Serial Number: 00
Certificate chain complete
Admin Status: up
Operation Status: up

SSLM# show ssl-proxy stats
TCP Statistics:

Conns initiated : 14 Conns accepted
Conns established : 28 Conns dropped
Conns Allocated : 14 Conns Deallocated
Conns closed : 28 SYN timeouts
Idle timeouts : 0 Total pkts sent
Data packets sent : 90 Data bytes sent
Total Pkts rcvd : 196 Pkts rcvd in seq
Bytes rcvd in seq : 32480

SSL Statistics:
conns attempted : 14 conns completed
full handshakes 11 resumed handshakes
active conns : 0 active sessions
renegs attempted : 0 conns in reneg
handshake failures 0 data failures
fatal alerts rcvd 0 fatal alerts sent
no-cipher alerts 0 ver mismatch alerts
no-compress alerts 0 bad macs received
pad errors 0 session fails

FDU Statistics:
IP Frag Drops 0 IP Version Drops
IP Addr Discards 0 Serv_Id Drops
Conn Id Drops 0 Bound Conn Drops
Vlan Id Drops 0 TCP Checksum Drops
Hash Full Drops 0 Hash Alloc Fails
Flow Creates 28 Flow Deletes
Conn Id allocs 14 Conn Id deallocs
Tagged Pkts Drops 0 Non-Tagg Pkts Drops
Add ipcs 2 Delete ipcs
Disable ipcs 1 Enable ipcs
Unsolicited ipcs 0 Duplicate Add ipcs
IOS Broadcast Pkts 68857 IOS Unicast Pkts
IOS Multicast Pkts 0 IOS Total Pkts
IOS Congest Drops 0 SYN Discards
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|
Content Switching Module CSM;
SSL
B-4 5
1. CSM SSL
SSL
p-10-2
2. SSL SSL SSL
CSM
3. CSM SSL SSL
4. SSL SSL CSM
5. CSM SSL HTTPS
B-4
Catalyst 65003 1) —X R A v F
HTTPS ) ® ® ®) 7 04 RHTTPS
E-PN FST4v0
_a— _a— o
ﬁ E E l I Cc C l T E E =1
> —> —> —> —> —
) IReed < Pad | Bid < P! | Bl - [PEEd |
5 _/f_7: k CSM SSL CSM SSL CSM H—/\
e F—&H—F F—&H—F
E=BEtrST19% .
C=9V7 TR+ 37499 8
CSM
CSM VLAN VLAN 24
VLAN SSL CSM VLAN
Router# confure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # module ContentSwitchingModule 6
Router (config-module-csm)# vlan 24 client
Route (config-slb-vlan-client)# ip address 24.24.24.24 255.0.0.0
Route (config-slb-vlan-client)# vlan 35 server
Route (config-slb-vlan-server)# ip address 35.35.35.35 255.0.0.0
Route (config-slb-vlan-server)# route 36.0.0.0 255.0.0.0 gateway 35.200.200.3
Catalyst 6500
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7 URL

Route (config-slb-vlan-server)# map URL url
Router (config-slb-map-url) # match protocol http method GET url /*

Router (config-slb-map-url)# serverfarm SSLCARDS
Router (config-slb-sfarm)# real 35.200.200.101 local
Router (config-slb-real)# inservice

Router (config-slb-real)# serverfarm VLAN36REALS
Router (config-slb-sfarm)# real 36.200.200.14
Router (config-slb-real)# inservice

Router (config-slb-real)# real 36.200.200.5
Router (config-slb-real)# inservice

Router (config-slb-real)# vserver LB-HTTP-SSLMODS
Router (config-slb-vserver)# wvirtual 35.35.35.25 tcp 81
Router (config-slb-vserver)# vlan 35

Router (config-slb-vserver)# slb-policy URL

Router (config-slb-vserver)# inservice

Router
Router

config-slb-vserver)# vserver LB-SSL-SSLMODS
config-slb-vserver)# virtual 24.24.24.25 tcp https
config-slb-vserver)# serverfarm SSLCARDS
config-slb-vserver)# inservice

Router
Router

Router# sh module contentSwitchingModule all reals
—————————————————————— CSM in slot 6 -—--------——------———

real server farm weight state conns/hits
35.200.200.101 SSLCARDS 8 OPERATIONAL 0
36.200.200.14 VLAN36REALS 8 OPERATIONAL 0
36.200.200.5 VLAN36REALS 8 OPERATIONAL 0

Router# sh module contentSwitchingModule all vservers
—————————————————————— CSM in slot 6 -—--------——-------———

vserver type prot virtual vlan state conns

LB-HTTP-SSLMODS SLB TCP 35.35.35.25/32:81 35 OPERATIONAL 0

LB-SSL-SSLMODS SLB TCP 24.24.24.25/32:443 ALL OPERATIONAL O
SSL CSM VLAN

ssl-proxy(config)# ssl-proxy vlan 35
ssl-proxy(config-vlan)# ipaddr 35.200.200.3 255.0.0.0
ssl-proxy (config-vlan)# gateway 35.200.200.100
ssl-proxy(config-vlan)# admin

Catalyst 6500 CSM-S
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SSL

ssl-proxy
ssl-proxy

config-vlan)# ssl-proxy pool ca net
config-ca-pool)# ca trustpoint keon-root
config-ca-pool)# ca trustpoint net-root
config-ca-pool)# ca trustpoint TP-1024-pcksl2-root

ssl-proxy
ssl-proxy

SSL URL

ssl-proxy (config) # ssl-proxy policy url-rewrite frontend
ss(config-url-rewrite-policy)# url www.cisco.com clearport 80 sslport 443
ss(config-url-rewrite-policy)# url wwwin.cisco.com clearport 80 sslport 443
ss(config-url-rewrite-policy)# url wwwin.cisco.com clearport 81 sslport 443

CSM SSL
SSL v2.0 URL

SSL V2.0 SSL

ssl-proxy (config-ca-pool)# ssl-proxy service frontend

ssl-proxy (config-ssl-proxy)# virtual ipaddr 35.200.200.101 protocol tcp port 443
secondary

ssl-proxy (config-ssl-proxy)# server ipaddr 35.35.35.25 protocol tcp port 81

ssl-proxy (config-ssl-proxy)# server ipaddr 35.200.200.14 protocol tcp port 443 sslv2
ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint TP-1024-pkcsl2
ssl-proxy (config-ssl-proxy)# policy url-rewrite frontend
ssl-proxy(config-ssl-proxy)# trusted-ca net
ssl-proxy (config-ssl-proxy)# authenticate verify all
ssl-proxy (config-ssl-proxy)# inservice

7 CSM
SSL

35.200.200.125 36.200.200.14 36.200.200.5

ssl-proxy (config-ssl-proxy)# ssl-proxy service wildcard client

ssl-proxy (config-ssl-proxy)# virtual ipaddr 0.0.0.0 0.0.0.0 protocol tcp port 81
secondary

ssl-proxy (config-ssl-proxy)# server ipaddr 35.200.200.125 protocol tcp port 443
ssl-proxy(config-ssl-proxy)# certificate rsa general-purpose trustpoint client-cert
ssl-proxy (config-ssl-proxy)# no nat server

ssl-proxy (config-ssl-proxy)# trusted-ca net

ssl-proxy (config-ssl-proxy)# authenticate verify all

ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# 4Z

Catalyst 6500 CSM-S
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SSL

ssl-proxy# show ssl-proxy service frontend
Service id: 2, bound_service_id: 258
Virtual IP: 35.200.200.101, port: 443
Server IP: 35.35.35.25, port: 81
SSLv2 IP: 35.200.200.14, port: 443
URL Rewrite Policy: frontend
Certificate authority pool: net
CA pool complete
rsa-general-purpose certificate trustpoint: TP-1024-pkcsl2
Certificate chain for new connections:
Certificate:
Key Label: TP-1024-pkcsl2, 1024-bit, not exportable
Key Timestamp: 22:53:16 UTC Mar 14 2003
Serial Number: 3C2CD2330001000000DB
Root CA Certificate:
Serial Number: 313AD6510D25ABAE4626E96305511AC4
Certificate chain complete
Certificate authentication type: All attributes (like CRL) are verified
Admin Status: up
Operation Status: up
ssl-proxy#

SSL

ssl-proxy# show ssl-proxy service wildcard
Service id: 267, bound_service_id: 11
Virtual IP: 0.0.0.0, port: 81 (secondary configured)
Virtual IP mask: 0.0.0.0
Server IP: 35.200.200.125, port: 443
Certificate authority pool: net
CA pool complete
rsa-general-purpose certificate trustpoint: client-cert
Certificate chain for new connections:
Certificate:
Key Label: client-cert, 1024-bit, not exportable
Key Timestamp: 18:42:01 UTC Jul 14 2003
Serial Number: 04
Root CA Certificate:
Serial Number: 01
Certificate chain complete
Certificate authentication type: All attributes (like CRL) are verified
Admin Status: up
Operation Status: up
ssl-proxy#
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Access Control List ACL;
ACL

URL Certificate
Security Attribute-Based Access Control

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ftcrtacl.htm

SSL ssl-offload SSL
.cisco.com

ssl-proxy (config)# ssl-proxy service ssl-offload

ssl-proxy (config-ssl-proxy)# virtual ipaddr 8.100.100.126 protocol tcp port 443
secondary

ssl-proxy (config-ssl-proxy)# server ipaddr 191.162.2.8 protocol tcp port 80
ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint cert
ssl-proxy (config-ssl-proxy)# nat client client-nat
ssl-proxy (config-ssl-proxy)# trusted-ca root-ca
ssl-proxy (config-ssl-proxy)# authenticate verify all
ssl-proxy (config-ssl-proxy)# inservice
ssl-proxy (config-ssl-proxy)# exit
ssl-proxy (config)#

ssl-proxy (config)# ssl-proxy pool ca root-ca
ssl-proxy (config-ca-pool)# ca trustpoint root
ssl-proxy (config-ca-pool) # exit
ssl-proxy (config)#
ssl-proxy(config)# crypto ca trustpoint root

ssl-proxy (ca-trustpoint)# enrollment mode ra

ssl-proxy (ca-trustpoint)# enrollment terminal

ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint)# match certificate acl

ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)#

ssl-proxy (config)# crypto ca certificate map acl 10
ssl-proxy(ca-certificate-map)# subject-name co .cisco.com
ssl-proxy(ca-certificate-map)# exit

ACL ssl-offload SSL
. ste3-server.cisco.com ste2-server.cisco.com
o 2003 7 30
] 2007 1 1
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ssl-proxy (config)# ssl-proxy
ssl-proxy (config-ssl-proxy) #
secondary

ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config)#

certificate manager

service ssl-offload
virtual ipaddr 8.100.100.126 protocol tcp port 443

server ipaddr 191.162.2.8 protocol tcp port 80
certificate rsa general-purpose trustpoint cert
nat client client-nat

trusted-ca root-ca

authenticate verify all

inservice

exit

ssl-proxy (config)# ssl-proxy pool ca root-ca
ssl-proxy (config-ca-pool)# ca trustpoint root
ssl-proxy (config-ca-pool)# exit

ssl-proxy (config) #

ssl-proxy(config)# crypto
ssl-proxy (ca-trustpoint) #
ssl-proxy (ca-trustpoint) #

ssl-proxy (ca-trustpoint) #
ssl-proxy (ca-trustpoint) #
ssl-proxy (config) #

ssl-proxy (config)# crypto

ca trustpoint root
enrollment mode ra
enrollment terminal
crl optional

match certificate acl
exit

ca certificate map acl 10

ssl-proxy (ca-certificate-map) #
ssl-proxy (ca-certificate-map) #
ssl-proxy(ca-certificate-map) #
ssl-proxy (ca-certificate-map) #
ssl-proxy (ca-certificate-map) #
ssl-proxy (config) #

subject-name co ste3-server.cisco.com
valid-start ge Jul 30 2003 00:00:00 UTC
expires-on 1lt Jan 01 2007 00:00:00 UTC
issuer-name co certificate manager
exit

ssl-proxy (config)# crypto ca certificate map acl 20

ssl-proxy (ca-certificate-map) #
ssl-proxy(ca-certificate-map) #
ssl-proxy (ca-certificate-map) #
ssl-proxy (ca-certificate-map) #

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
ssl-proxy (ca-trustpoint) #
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
ssl-proxy(ca-certificate-map) #

subject-name co ste2-server.cisco.com
expires-on 1lt Jan 01 2007 00:00:00 UTC
issuer-name co certificate manager
valid-start ge Jul 30 2003 00:00:00 UTC
exit

SSL

.cisco.com

ssl-proxy# configure terminal

Enter configuration commands,
ssl-proxy (config)# ssl-proxy
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #

one per line. End with CNTL/Z.
service ssl-initiation client
virtual ipaddr 8.100.100.126 protocol tcp port 81
server ipaddr 191.162.2.8 protocol tcp port 443 secondary
nat client client-nat
trusted-ca root
authenticate verify all
inservice
exit

(

(

(

(

(

(

(
ssl-proxy (config)#
ssl-proxy (config)# ssl-proxy pool ca root-ca
ssl-proxy (config-ca-pool)# ca trustpoint root
ssl-proxy (config-ca-pool) # exit

ssl-proxy (config) #

ssl-proxy (config)# crypto ca trustpoint root
ssl-proxy (ca-trustpoint)# enrollment mode ra
ssl-proxy (ca-trustpoint)# enrollment terminal
ssl-proxy (ca-trustpoint)# crl optional

ssl-proxy (ca-trustpoint)# match certificate acl
ssl-proxy (ca-trustpoint) # exit

ssl-proxy (config)#

ssl-proxy(config)# crypto ca certificate map acl 10
ssl-proxy (ca-certificate-map)# subject-name co .cisco.com
ssl-proxy(ca-certificate-map)# exit

ssl-proxy (config)#

Catalyst 6500 CSM-S
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W HTTP

HTTP

HTTP

HTTP IP TCP

ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ssl-proxy (config) # ssl-proxy policy http-header ssl-offload

ssl-proxy (config-http-header-policy)# custom "SOFTWARE VERSION :2.1(1)"
ssl-proxy (config-http-header-policy)# custom "module :SSL MODULE - CATALYST 6500"
ssl-proxy (config-http-header-policy)# custom
type-of-proxy:server_proxy with 1024_bit_key size

ssl-proxy (config-http-header-policy)# client-ip-port

ssl-proxy (config-http-header-policy)# prefix SSL-OFFLOAD

ssl-proxy (config-http-header-policy)# exit

ssl-proxy (config)#

ssl-proxy(config)# ssl-proxy service ssl-offload

ssl-proxy (config-ssl-proxy)# virtual ipaddr 8.100.100.126 protocol tcp port 443
secondary

ssl-proxy (config-ssl-proxy)# server ipaddr 191.162.2.8 protocol tcp port 80
ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint cert
ssl-proxy (config-ssl-proxy)# nat client client-nat

ssl-proxy (config-ssl-proxy)# policy http-header ssl-offload

ssl-proxy (config-ssl-proxy)# inservice

ssl-proxy (config-ssl-proxy)# exit

ssl-proxy (config)# exit

1P TCP HTTP

SSL-OFFLOAD-Client-IP:7.100.100.1
SSL-OFFLOAD-Client-Port:59008

SSL-OFFLOAD-SOFTWARE VERSION :2.1(1)

SSL-OFFLOAD-module :SSL MODULE - CATALYST 6500
SSL-OFFLOAD-type-of-proxy:server_proxy_with_1024_bit_key_ size

ssl-proxy# show ssl-proxy stats hdr

Header Insert Statistics:
Session Headers Inserted
Session Id's Inserted
Client IP/Port Inserted
No End of Hdr Detected
Desc Alloc Failed
Client Cert Errors

Custom Headers Inserted :
Client Cert. Inserted :0

Payload no HTTP header :0
Buffer Alloc Failed
No Service :0

O O O N O o
o

Catalyst 6500 CSM-S
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SSL

ssl-proxy# show ssl-proxy stats ssl

SSL Statistics:
conns attempted
conns in handshake
renegs attempted
active sessions
rand bufs allocated

current device g len:

sslv2 forwards
fatal alerts rcvd
stale packet drops
session reuses

SSL3 Statistics:
full handshakes

handshake failures

bad macs received
conns established
conns established
conns established
conns established

TLS1 Statistics:
full handshakes

handshake failures

bad macs received
conns established
conns established
conns established
conns established

ssl-proxy# configure terminal
Enter configuration commands,

O O O O O O o O o N

:0

:0

:0
with
with
with
with

01

:0

:0
with
with
with
with

cipher
cipher
cipher
cipher

cipher
cipher
cipher
cipher

ID

one per line.

conns completed
conns in data

conns in reneg

max handshake conns

cached rand buf miss:

max device g len
cert regs processed
fatal alerts sent
service_id discards

resumed handshakes

data failures

pad errors
rsa-with-rc4-128-md5
rsa-with-rc4-128-sha
rsa-with-des-cbc-sha

O oo NOBREr O OoN

o

rsa-with-3des-ede-cbc-sha

resumed handshakes

data failures

pad errors
rsa-with-rc4-128-md5
rsa-with-rc4-128-sha
rsa-with-des-cbc-sha

o -

rsa-with-3des-ede-cbc-sha

HTTP

ssl-proxy (config)# ssl-proxy policy http-header ssl-offload
ssl-proxy (config-http-header-policy)# session

ssl-proxy (config-http-header-policy)# prefix SSL-OFFLOAD
ssl-proxy (config-http-header-policy)# exit

ssl-proxy (config) #

ssl-proxy(config)# ssl-proxy service ssl-offload
ssl-proxy (config-ssl-proxy) #

secondary

ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #
ssl-proxy (config-ssl-proxy) #

ssl-proxy (config)# exit

Catalyst 6500

server ipaddr 191.162.2.8 protocol tcp port 80
certificate rsa general-purpose trustpoint cert
nat client client-nat

policy http-header ssl-offload

inservice

exit

CSM-S

End with CNTL/Z.

HTTP

o O O o

o o N o

SSL

virtual ipaddr 8.100.100.126 protocol tcp port 443
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W HTTP

SSL

HTTP

SSL-OFFLOAD-Session-Id:33:FF:2C:2D:25:15:3C:50:56:AB:FA:5A:81:0A:EC:E9:00:00:0A:03:00:

60:

2F:30:9C:2F:CD:56:2B:91:F2:FF

SSL-OFFLOAD-Session-Cipher-Name:RC4-SHA
SSL-OFFLOAD-Session-Cipher-Key-Size:128
SSL-OFFLOAD-Session-Cipher-Use-Size:128

ID

SSL-OFFLOAD-Session-Id:33:FF:2C:2D:25:15:3C:50:56:AB:FA:5A:81:0A:EC:E9:00:00:0A:03:00:

60:

2F:30:9C:2F:CD:56:2B:91:F2:FF

ssl-proxy# show ssl-proxy stats hdr
Header Insert Statistics:

Session
Session

Headers Inserted
Id's Inserted

Client IP/Port Inserted
No End of Hdr Detected
Desc Alloc Failed
Client Cert Errors

SSL

O O O O N

ssl-proxy# show ssl-proxy stats ssl
SSL Statistics:

conns attempted
conns in handshake
renegs attempted
active sessions
rand bufs allocated

current

sslv2 forwards
fatal alerts rcvd
stale packet drops

session

device g len:

O O O O O O O o o N

reuses

SSL3 Statistics:
full handshakes :0
handshake failures :0
bad macs received :0

conns
conns
conns
conns

established with
established with
established with
established with

TLS1 Statistics:
full handshakes 01
handshake failures :0
bad macs received :0

conns
conns
conns
conns

established with
established with
established with
established with

CSM-S

cipher
cipher
cipher
cipher

cipher
cipher
cipher
cipher

Custom Headers Inserted
Client Cert. Inserted

Payload no HTTP header
Buffer Alloc Failed
No Service

conns completed
conns in data

conns in reneg

max handshake conns
cached rand buf miss:
max device g len
cert regs processed
fatal alerts sent
service_id discards

OO oOoONORFr O OoON

resumed handshakes :0

data failures

pad errors :0
rsa-with-rc4-128-md5
rsa-with-rc4-128-sha
rsa-with-des-cbc-sha
rsa-with-3des-ede-cbc-sha

o

[y

resumed handshakes

data failures

pad errors :0
rsa-with-rc4-128-md5
rsa-with-rc4-128-sha
rsa-with-des-cbc-sha
rsa-with-3des-ede-cbc-sha

o

o O O O

o o N o
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I B SSL

HTTP

1P TCP
SSL
SSL ID

ssl-proxy# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ssl-proxy (config)# ssl-proxy policy http-header ssl-offload

ssl-proxy (config-http-header-policy)# custom "SOFTWARE VERSION :2.1(1)"

ssl-proxy (config-http-header-policy)# custom "module :SSL MODULE - CATALYST 6500"
ssl-proxy (config-http-header-policy)# custom
type-of-proxy:server_proxy with 1024_bit_key size

ssl-proxy (config-http-header-policy)# client-cert

ssl-proxy (config-http-header-policy)# client-ip-port

ssl-proxy (config-http-header-policy)# prefix SSL-OFFLOAD

ssl-proxy (config-http-header-policy)# exit

ssl-proxy (config)# ssl-proxy service ssl-offload

ssl-proxy (config-ssl-proxy)# virtual ipaddr 8.100.100.126 protocol tcp port 443
secondary

ssl-proxy(config-ssl-proxy)# server ipaddr 191.162.2.8 protocol tcp port 80
ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint cert
ssl-proxy (config-ssl-proxy)# nat client client-nat

ssl-proxy (config-ssl-proxy)# policy http-header ssl-offload
ssl-proxy(config-ssl-proxy)# trusted-ca root-ca

ssl-proxy (config-ssl-proxy)# authenticate verify all

ssl-proxy (config-ssl-proxy)# inservice
ssl-proxy (config-ssl-proxy) # exit
ssl-proxy (config)# exit

Catalyst 6500 CSM-S
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W HTTP

B-28

SSL
IP TCP
HTTP

SSL-OFFLOAD-Client-IP:7.100.100.1

SSL-OFFLOAD-Client-Port:59011
SSL-OFFLOAD-Session-Id:0F:61:9C:F2:E5:98:70:9D:1B:C1:EA:1D:38:F5:A1:2B:00:00:0E:03:00:
60:

2F:30:9C:2F:1D:7D:5A:82:30:F6

SSL-OFFLOAD-SOFTWARE VERSION :2.1(1)

SSL-OFFLOAD-module :SSL MODULE - CATALYST 6500
SSL-OFFLOAD-type-of-proxy:server_proxy_with_1024_bit_key size
SSL-OFFLOAD-ClientCert-valid:1

SSL-OFFLOAD-ClientCert-Error:none
SSL-OFFLOAD-ClientCert-Fingerprint:1B:11:0F:E8:20:3F:6C:23:12:9C:76:C0:C1:C2:CC:85
SSL-OFFLOAD-ClientCert-Subject-CN:a

SSL-OFFLOAD-ClientCert-Issuer-CN:Certificate Manager
SSL-OFFLOAD-ClientCert-Certificate-Version:3
SSL-OFFLOAD-ClientCert-Serial-Number:0F:E5
SSL-OFFLOAD-ClientCert-Data-Signature-Algorithm:shalWithRSAEncryption
SSL-OFFLOAD-ClientCert-Subject:0ID.1.2.840.113549.1.9.2 = ste2-server.cisco.com +
OID.2.5.4.5 = BOFFF22E, CN = a, O = Cisco

SSL-OFFLOAD-ClientCert-Issuer:CN = Certificate Manager, OU = HSS, O = Cisco, L = San
Jose,

ST = California, C = US

SSL-OFFLOAD-ClientCert-Not-Before:22:29:26 UTC Jul 30 2003
SSL-OFFLOAD-ClientCert-Not-After:07:00:00 UTC Apr 27 2006
SSL-OFFLOAD-ClientCert-Public-Key-Algorithm:rsaEncryption
SSL-OFFLOAD-ClientCert-RSA-Public-Key-Size:1024 bit
SSL-OFFLOAD-ClientCert-RSA-Modulus-Size:1024 bit
SSL-OFFLOAD-ClientCert-RSA-Modulus:B3:32:3C:5E:C9:D1:CC:76:FF:81:F6:F7:97:58:91:4D:B2:
0E:
Cl:3A:7B:62:63:BD:5D:F6:5F:68:F0:7D:AC:C6:72:F5:72:46:7E:FD:38:D3:A2:E1:03:8B:EC:F7:C9
:9A:
80:C7:37:DA:F3:BE:1F:F4:5B:59:BD:52:72:94:EE:46:F5:29:A4:B3:9B:2E:4C:69:D0:11:59:F7:68
:3A:
D9:6E:ED:6D:54:4E:B5:A7:89:B9:45:9E:66:0B:90:0B:B1:BD:F4:C8:15:12:CD:85:13:B2:0B:FE:7E
:8D:

F0:D7:4A:98:BB:08:88:6E:CC:49:60:37:22:74:4D:73:1E:96:58:91
SSL-OFFLOAD-ClientCert-RSA-Exponent:00:01:00:01
SSL-OFFLOAD-ClientCert-X509v3-Authority-Key-Identifier:keyid=EE:EF:5B:BD:4D:CD:F5:6B:6
0:

9D:CF:46:C2:EA:25:7B:22:A5:08:00

SSL-OFFLOAD-ClientCert-X509v3-Basic-Constraints:
SSL-OFFLOAD-ClientCert-Signature-Algorithm:shalWithRSAEncryption
SSL-OFFLOAD-ClientCert-Signature:87:09:C1:F8:86:C1:15:C5:57:18:8E:B3:0D:62:E1:0F:6F:D4
:9D:
75:DA:5D:53:E2:C6:0B:73:99:61:BE:B0:F6:19:83:F2:E5:48:1B:D2:6C:92:83:66:B3:63:A6:58:B4
:5C:

OE:5D:1B:60:F9:86:AF:B3:93:07:77:16:74:4B:C5

ssl-proxy# show ssl-proxy stats hdr
Header Insert Statistics:

Session Headers Inserted :0 Custom Headers Inserted :1
Session Id's Inserted :1 Client Cert. Inserted 01
Client IP/Port Inserted :1

No End of Hdr Detected :0 Payload no HTTP header :0
Desc Alloc Failed :0 Buffer Alloc Failed :0
Client Cert Errors :0 No Service :0

Catalyst 6500 CSM-S
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I B SSL

SSL

ssl-proxy# show ssl-proxy stats ssl

SSL Statistics:
conns attempted
conns in handshake
renegs attempted
active sessions
rand bufs allocated

current device g len:

sslv2 forwards
fatal alerts rcvd
stale packet drops
session reuses

SSL3 Statistics:
full handshakes
handshake failures
bad macs received
conns established
conns established
conns established
conns established

TLS1 Statistics:
full handshakes
handshake failures
bad macs received
conns established
conns established
conns established
conns established

Catalyst 6500

O O O O O o o o o K

:0

:0

:0
with
with
with
with

01

:0

:0
with
with
with
with

conns completed
conns in data

conns in reneg

max handshake conns
cached rand buf miss:
max device g len
cert regs processed
fatal alerts sent
service_id discards

O oOoORrRrNORFE OO

resumed handshakes :0

data failures

pad errors :0
cipher rsa-with-rc4-128-md5
cipher rsa-with-rc4-128-sha
cipher rsa-with-des-cbc-sha
cipher rsa-with-3des-ede-cbc-sha

o

resumed handshakes :0

data failures

pad errors :0
cipher rsa-with-rc4-128-md5
cipher rsa-with-rc4-128-sha
cipher rsa-with-des-cbc-sha
cipher rsa-with-3des-ede-cbc-sha

o

CSM-S

HTTP

o O O o

P O O O

[ oL-7030-01-J
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N UuRL

URL

URL

ssl-proxy service frontend
virtual ipaddr 35.200.200.101 protocol tcp port 443 secondary
server ipaddr 35.200.200.14 protocol tcp port 80

certificate rsa general-purpose trustpoint TP-1024-pkcsl2
policy url-rewrite test-url-rewrite

inservice
1
HTTP 80 HTTP
HTTPS http://ssl-136.cisco.com/index2.html
SSL https://ssl-136.cisco.com/index2.html
HTTP HTTPS URL

ssl-proxy policy url-rewrite test-url-rewrite
url ssl-136.cisco.com
!

ssl-proxy policy url-rewrite test-url-rewrite
url ssl*
!

Ssl-proxy policy url-rewrite test-url-rewrite
url *com

HTTP HTTP
HTTPS
http://ssl-136.cisco.com:100/index2.html SSL
https://ssl-136.cisco.com/index2.html
HTTP HTTPS

URL

ssl-proxy policy url-rewrite test-url-rewrite

url ssl-136.cisco.com clearport 100
!

ssl-proxy policy url-rewrite test-url-rewrite

url ssl* clearport 100
!

ssl-proxy policy url-rewrite test-url-rewrite

url *com clearport 100
!

Catalyst 6500 CSM-S
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B SSL

URL
3
HTTP 80
SSL
http://ssl-136.cisco.com/index2.html SSL
https://ssl-136.cisco.com:445/index2.html
SSL HTTP HTTPS
URL

® gssl-proxy policy url-rewrite test-url-rewrite

url ssl-136.cisco.com sslport 445

!
® gssl-proxy policy url-rewrite test-url-rewrite

url ssl* sslport 445

!
® gssl-proxy policy url-rewrite test-url-rewrite

url *com sslport 445

!

4
SSL
http://ssl-136.cisco.com:100/index2.html
SSL https://ssl-136.cisco.com:445/index2.html

SSL
URL

® gssl-proxy policy url-rewrite test-url-rewrite

url ssl-136.cisco.com clearport 100 sslport 445
1

® gssl-proxy policy url-rewrite test-url-rewrite
url ssl* clearport 100 sslport 445

® gssl-proxy policy url-rewrite test-url-rewrite

url *com clearport 100 sslport 445
!

URL
ssl-proxy# show ssl-proxy policy url-rewrite test-url-rewrite
Rule URL Clearport SSLport
1 *com 100 445
SSL proxy services using this policy:
frontend

Usage count of this policy:1

ssl-proxy#

Catalyst 6500 CSM-S
OL-7030-01-J ..E.



B SSL |

N UuRL

Catalyst 6500 CSM-S
m. OL-7030-01-J |



Content Switching Module with SSL.  CSM-S

CSM-S Syslog
CSM-S
Address Resolution Protocol ARP; ping

[ oL-7030-01-J
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CSM-S Syslog

SSL CSM

SSL CSM_SLB STE

Cisco I0S

CSM_SLB_level-code

C-1
C-1
LOG_EMERG 0/* */
LOG_ALERT 1/* */
LOG_CRIT 2 /* */
LOG_ERR 3/* */
LOG_WARNING 4 /* */
LOG_NOTICE 5/* */
LOG_INFO 6 /* */
LOG_DEBUG 7/* */
Syslog
# CSM-S
CSM_SLB-3-IDB_ERROR Unknown error occurred while configuring
IDB
Multilayer Switch Feature Card MSFC,;
CSM-S
MFSC IDPROM
MESC IDPROM

CSM_SLB-3-OUTOFMEM Module [dec] memory error

CSM-S
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CSM_SLB-3-PORTCHANNEL Portchannel allocation failed for module
[dec]

CSM-S

CSM-S

CSM_SLB-3-RELOAD Module [dec] configuration reload failed

MSFC CSM-S
CLI CSM-S

CSM-S

CSM_SLB-3-UNEXPECTED Module [dec] unexpected error
CSM_SLB-3-REDUNDANCY Module [dec] FT error
CSM_SLB-4-REDUNDANCY_WARN Module [dec] FT warning
CSM_SLB-6-REDUNDANCY_INFO Module %d FT info
CSM_SLB-3-ERROR Module [dec] error
CSM_SLB-4-WARNING Module [dec] warning
CSM_SLB-6-INFO Module [dec] info

CSM_SLB-3-VERMISMATCH Module [dec] image version mismatch

MSFC  CSM-S
MSFC 12.1(8)EX CSM-S
2.1(1)

CSM-S CSM-S MSFC

CSM_SLB-4-ARPCONFIG Module [dec] ARP configuration error
ARP

ARP

CSM_SLB-4-ERRPARSING Module [dec] configuration warning
SLB-REGEX: Syntactiv error in regular expression <x>.
SLB-REGEX: Parse error in regular expression <x>.

URL Cookie

[ oL-7030-01-J
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CSM_SLB-4-INVALIDID Module [dec] invalid ID
CSM_SLB-4-DUPLICATEID Module [dec] duplicate ID

2

CLI

CSM_SLB-4-PROBECONFIG Module [dec] probe configuration error

CSM-S

CSM_SLB-4-REGEXMEM Module [dec] regular expression memory error
SLB-LCSC: Error detected while downloading URL configuration for vserver %s.
SLB-LCSC: Error detected while downloading COOKIE policy map for vserver <x>.
SLB-LCSC: Error detected while downloading COOKIE <x> for vserver <x>.
SLB-LCSC: There was an error downloading the configuration to hardware
SLB-LCSC: due to insufficient memory. Use the 'show ip slb memory'
SLB-LCSC: command to gather information about memory usage.

URL Cookie
CSM-S
10 name*

CSM_SLB-4-TOPOLOGY Module [dec] warning
CSM-S

CSM-S

CSM_SLB-4-VERWILDCARD Received CSM-SLB module version wildcard
on slot

CSM-S CSM-S

SLB-DIAG: WatchDog task not responding.
SLB-DIAG: Fatal Diagnostic Error %x, Info %x.
SLB-DIAG: Diagnostic Warning %$x, Info %x.

CSM-S

Catalyst 6500 CSM-S
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SLB-FT: Heartbeat intervals are not identical between ft pair.
SLB-FT: heartbeat interval is identical again
SLB-FT: The configurations are not identical between the members of the fault
tolerant pair.

2 CSM-S

SLB-FT: Standby is not monitoring active now.

CSM-S 2
CSM-S CSM-S
CSM-S
CSM-S HA

SLB-LCSC: No ARP response from gateway address A.B.C.D.

AB.CD ARP

SLB-LCSC: No ARP response from real server A.B.C.D.

AB.CD ARP

SLB-LCSC: Health probe failed for server A.B.C.D on port P.

P AB.CD

SLB-LCSC: DFP agent <x> disabled server <x>, protocol <x>, port
<x>

DFP 0

SLB-LCSC: DFP agent <x> re-enabled server <x>, protocol <x>,
port <x>

DFP

[ oL-7030-01-J
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CSM

Active.

CSM

SLB-DIAG: WatchDog task not responding.

SLB-DIAG: Fatal Diagnostic Error %x, Info %$x.

SLB-DIAG: Diagnostic Warning %$x, Info %$x.

SLB-FT: No response from peer. Transitioning from Standby to

SLB-FT: Heartbeat intervals are not identical between ft pair.

SLB-FT: Standby is not monitoring active now.

CSM

SLB-FT: heartbeat interval is identical again

CSM

SLB-FT: The configurations are not identical between the members

of the fault tolerant pair.

CSM

CSM-S
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SLB-LCSC: There was an error downloading the configuration to
hardware
SLB-LCSC: due to insufficient memory. Use the 'show ip slb memory'
SLB-LCSC: command to gather information about memory usage.
SLB-LCSC: Error detected while downloading URL configuration for vserver %s.

SLB-REGEX: Parse error in regular expression <x>.
SLB-REGEX: Syntactic error in regular expression <x>.

SLB-LCSC: Error detected while downloading COOKIE policy map
for vserver <x>.
SLB-LCSC: Error detected while downloading COOKIE <x> for vserver <x>.

Cookie

[ oL-7030-01-J
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XML

XML HTTP 200
XML

<?xml version="1.0"?>
<config>
<csm_module slot="4">
<vserver>
<error code="0x20">Missing attribute name in element

vserver</error>
</vserver>
</csm_module>
</config>
XML
XML_ERR_INTERNAL = 0x0001,
XML_ERR_COMM_FATLURE = 0x0002,
XML_ERR_WELLFORMEDNESS = 0x0004,
XML_ERR_ATTR_UNRECOGNIZED = 0x0008,
XML_ERR_ATTR_INVALID = 0x0010,
XML_ERR_ATTR_MISSING = 0x0020,
XML_ERR_ELEM_UNRECOGNIZED = 0x0040,
XML_ERR_ELEM_INVALID = 0x0080,
XML_ERR_ELEM_MISSING = 0x0100,
XML_ERR_ELEM_CONTEXT = 0x0200,
XML_ERR_TOS_PARSER = 0x0400,
XML_ERR_IOS_MODULE_IN_USE = 0x0800,
XML_ERR_IOS_WRONG_MODULE = 0x1000,
XML_ERR_TOS_CONFIG = 0x2000
error_tolerance 0x48
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APPENDIX

CSM XML DTD

Document Type Definition DTD Content Switching Module CSM;
XML p.10-23

CSM XML DTD

<!--
/*
* cisco_csm.dtd - XML DTD for CSM 3.2

*

* January 2002 Paul Mathison

*

* Copyright (c) 2002, 2003 by cisco Systems, Inc.
* All rights reserved

*/

-—>

<!--

Notes:

Each element refers to a particular IOS CLI command.

Each attribute refers to a command parameter.

Except where noted, all "name" attributes are strings of length

1 to 15, with no whitespace.

IP address and mask attributes use standard "x.x.x.x" format.

-——>

<!--
LR R R R R R R R R R R R EEEEEEREEEEEEEEEEEEEREEEEEEEEEES]

Elements and attributes required by various other elements
IR R R RS SR SR SRR SRR E SRR R RS RS E R EE SRS EREEEEREREEEEEESEREESEESS

-—>

<!ELEMENT inservice EMPTY>
<!ATTLIST inservice
sense (yes | no) #IMPLIED

<!ELEMENT inservice_standby EMPTY>
<!ATTLIST inservice_standby
sense (yes | no) #IMPLIED

<!--
backup_name is a string of length 1 to 15
backup_sticky default is "no"

-—>
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<!ELEMENT serverfarm_ref EMPTY>
<!ATTLIST serverfarm_ref

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
backup_name CDATA #IMPLIED

backup_sticky (yes | no) #IMPLIED

<!--
value is between 1 and 4294967295
—-—>
<!ELEMENT maxconns EMPTY>
<!ATTLIST maxconns
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
id is between 1 and 255
—-—>
<!ELEMENT reverse_sticky EMPTY>
<!ATTLIST reverse_sticky
sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED

<!--
RS S S S S S S S S S S S ESEEEEE RS SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for env_variable

EE R R R R R R

-—>

<!l--
name is a string of length 1 to 31
expression is a string of length 0 to 127
—-—>
<!ELEMENT env_variable EMPTY>
<!ATTLIST env_variable

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED
>
<!--

RS S S S S S S S S S E S EEEEEE RS S ESEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for owner

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddddddhhhdhddhddddddddrrrrxkxx

-—>

<!--
string is of length 1 to 200
-—>
<!ELEMENT billing_info EMPTY>
<!ATTLIST billing_info
sense (yes | no) #IMPLIED
string CDATA #REQUIRED

<!--
string is of length 1 to 200
-—>
<!ELEMENT contact_info EMPTY>
<!ATTLIST contact_info
sense (yes | no) #IMPLIED
string CDATA #REQUIRED
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<!ELEMENT owner (maxconns?, billing info?, contact_info?)>
<!ATTLIST owner

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--
dFhkhkkhkhkkhkhhkhkdhkhhkhdhkhhkhdkhhhkhdkhhhkhdkhdkhkdhhkhdhkdhhkdhdkrkdhkdrdrkdkhkrdkrkdkrkrdxkxx

Elements and attributes required for vlan
RS S S S S S S EE S E S S EEEEEEEEEEESEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!ELEMENT vlan_address EMPTY>
<!ATTLIST vlan_address

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED

<!ELEMENT gateway EMPTY>
<!ATTLIST gateway
sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

<!--
gateway uses standard x.x.x.x format
—-=>
<!ELEMENT route EMPTY>
<!ATTLIST route

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED
gateway NMTOKEN #REQUIRED

<!ELEMENT alias EMPTY>
<!ATTLIST alias

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED
>
<!--

id is between 2 and 4094

Maximum of 7 gateways per vlan

Maximum of 4095 routes per vlan

Maximum of 255 aliases per vlan

Global maximum of 255 unique vlan_addresses

Global maximum of 255 vlan gateways (including routed gateways)
-—>
<!ELEMENT vlan (vlan_address?, gateway*, route*, alias*)>
<!ATTLIST vlan

sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED
type (client | server) #REQUIRED
>
<!--

EE R R R R R

Elements and attributes required for script_file and script_task
IR R R RS SR SR SRS RS SRR E SRR R RS SRR EE SRS EREEEEREREEEEEESEREESEESS

—-—>
<!--

url is a string of length 1 to 200
-——>
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<!ELEMENT script_file EMPTY>
<!ATTLIST script_file
sense (yes | no) #IMPLIED
url CDATA #REQUIRED

<!l--
id is between 1 and 100
name is a string of length 1 to 31
arguments is a string of length 0 to 199
—-——>
<!ELEMENT script_task EMPTY>
<!ATTLIST script_task

sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED
name CDATA #REQUIRED
arguments CDATA #IMPLIED

<!--
EEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEE RS

Elements and attributes required for probe

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddddddhhhdhdddddddddrrrrdrxkxx

-—>

<!--
value is between 2 and 65535 (default is 300)
-2
<!ELEMENT probe_failed EMPTY>
<!ATTLIST probe_failed
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 2 and 65535 (default is 120)
-2
<!ELEMENT probe_interval EMPTY>
<!ATTLIST probe_interval
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 0 and 65535 (default is 3)
—-—>
<!ELEMENT probe_retries EMPTY>
<!ATTLIST probe_retries
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535 (default 10)
-2
<!ELEMENT probe_open EMPTY>
<!ATTLIST probe_open
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535 (default 10)
-2
<!ELEMENT probe_receive EMPTY>
<!ATTLIST probe_receive
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED
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<!--
value is between 1 and 65535
-2
<!ELEMENT probe_port EMPTY>
<!ATTLIST probe_port
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
string is of length 1 to 64
-2
<!ELEMENT probe_domain EMPTY>
<!ATTLIST probe_domain
sense (yes | no) #IMPLIED
string CDATA #REQUIRED

<!ELEMENT probe_address EMPTY>
<!ATTLIST probe_address

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
mode (transparent | routed) "transparent"

<!ELEMENT probe_expect_address EMPTY>
<!ATTLIST probe_expect_address
sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

<!--
expression is a string of length 1 to 200
-—>
<!ELEMENT probe_header EMPTY>
<!ATTLIST probe_header

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED

<!l--
user is a string of length 1 to 15
password is a string of length 1 to 15
-2
<!ELEMENT probe_credentials EMPTY>
<!ATTLIST probe_credentials
sense (yes | no) #IMPLIED
user CDATA #REQUIRED
password CDATA "

<!--

url is a string of length 1 to 200
-——>
<!ELEMENT probe_request EMPTY>
<!ATTLIST probe_request

sense (yes | no) #IMPLIED
method (get | head) #REQUIRED
url CDATA A

<!--
min_code is between 0 and 999
max_code default is match min_code
—-—>
<!ELEMENT probe_expect_status EMPTY>
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<!ATTLIST probe_expect_status

sense (yes | no) #IMPLIED
min_code NMTOKEN #REQUIRED
max_code NMTOKEN #IMPLIED

<!--
name is a string of length 1 to 31
arguments is a string of length 0 to
-2
<!ELEMENT script_ref EMPTY>
<!ATTLIST script_ref

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
arguments CDATA #IMPLIED

<!--

secret is a string of length 1 to 32
-2
<!ELEMENT probe_secret EMPTY>
<!ATTLIST probe_secret

sense (yes | no) #IMPLIED

secret CDATA #REQUIRED

<!--
Maximum of 255 probe_headers per htt
probe_address must use mode "routed"
-——>
<!ELEMENT http_probe (probe_failed?, p
probe_open?, pro
probe_request?,
probe_expect_sta

<!--
Maximum of 255 probe_expect_addresse
probe_address must use mode "routed"
—-—>
<!ELEMENT dns_probe (probe_failed?, pr
probe_receive?, p
probe_expect_addr

<!--
probe_address must use mode "transpa
-—>
<!ELEMENT icmp_probe (probe_failed?, p
probe_receive?,

<!ELEMENT tcp_probe (probe_failed?, pr
probe_open?, prob

<!ELEMENT udp_probe (probe_failed?, pr
probe_receive?, p

<!ELEMENT smtp_probe (probe_failed?, p
probe_open?, pro
probe_expect_sta

<!ELEMENT telnet_probe (probe_failed?,
probe_open?, p
probe_expect_s

199

p_probe

robe_interval?, probe_retries?,

be_receive?, probe_port?, probe_address?,

probe_credentials?, probe_header*,
tus*)

s per dns_probe

obe_interval?, probe_retries?,

robe_port?, probe_address?, probe_domain?,

ess*)

rent"

robe_interval?, probe_retries?,
probe_address?)

obe_interval?, probe_retries?,
e_port?)

obe_interval?, probe_retries?,
robe_port?)

robe_interval?, probe_retries?,
be_receive?, probe_port?,
tus*)

probe_interval?, probe_retries?,
robe_receive?, probe_port?,
tatus¥*)
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<!ELEMENT ftp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_receive?, probe_port?,

probe_expect_status*)

<!ELEMENT script_probe (probe_failed?,

probe_open?,

probe_interval?, probe_retries?,

probe_receive?, probe_port?, script_ref?)

<!--

probe_address must use mode "routed"
—-—>
<!ELEMENT kalap_udp_probe (probe_failed?,
probe_receive?,

probe_secret?)

probe_interval?, probe_retries?,
probe_port?, probe_address?,

<!--

probe_address must use mode "routed"
-——>
<!ELEMENT kalap_tcp_probe (probe_failed?,
probe_open?, probe_receive?,

probe_address?,

probe_interval?, probe_retries?,
probe_port?,
probe_secret?)

<!ELEMENT probe (http_probe | dns_probe | icmp_probe | tcp_probe | udp_probe |
smtp_probe | telnet_probe | ftp_probe | script_probe |
kalap_udp_probe | kalap_tcp_probe)

>

<!ATTLIST probe

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
type (http | dns | icmp | tcp | udp |

smtp | telnet | ftp | script |
kal-ap-udp | kal-ap-tcp) #REQUIRED

<!--
khkkhkkhkhkkhkhkhkhkhkhhkhhkhkhkhkhkhkhhdhhhkhhhdhhkdhdrhhkhdhhrdrhhhhkhkdrhrkhkhhrhxdkxkxk

Elements and attributes required for natpool
IR R R R RS S S SR SRS RS SR SRR SRR R RS SRR EE SRS EEEEEEREREEEEEESEREESEESS

-—>

<!--
Global maximum of 255 natpool addresses
-——>
<!ELEMENT natpool EMPTY>
<!ATTLIST natpool

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
first_ip NMTOKEN #REQUIRED
last_ip NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED

<!--
dFhkhkhkhkdkhhkhkhhkhhkhdhkhhkhdkhhhkhdkhhhkhdkhdhkdhhkhdkhkdhhkdhdkrkdkhkrdkrkdkhkrdkrkdrkrdxxx

Elements and attributes required by maps
RS S S S S S S S S S S S EEEEEE RS S ESEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!--
url is a string of length 1 to 200
method is a string of length 1 to 15
—-—>
<!ELEMENT url_rule EMPTY>

(e.g. GET)
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<!ATTLIST url_rule
sense (yes | no) #IMPLIED
url CDATA #REQUIRED
method CDATA #IMPLIED

<!--
name is a string of length 1 to 63
expression is a string of length 1 to 127
-2
<!ELEMENT cookie_rule EMPTY>
<!ATTLIST cookie_rule

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED

<!--
name is a string of length 1 to 63
expression is a string of length 1 to 127
—-—>
<!ELEMENT header_rule EMPTY>
<!ATTLIST header_rule

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED
type (match | insert) "match"

<!--
min_code and max_code are between 100 and 599
threshold is between 1 and 4294967295, no effect for count action
reset is between 0 and 4294967295 (0 means no reset)

-2

<!ELEMENT retcode_rule EMPTY>

<!ATTLIST retcode_rule

sense (yes | no) #IMPLIED
min_code NMTOKEN #REQUIRED
max_code NMTOKEN #REQUIRED
action (count | log | remove) #REQUIRED
threshold NMTOKEN #REQUIRED
reset NMTOKEN "on

<!--
domain is a string of length 1 to 127
—-—>
<!ELEMENT dns_rule EMPTY>
<!ATTLIST dns_rule
sense (yes | no) #IMPLIED
domain CDATA #REQUIRED

<!--

Maximum of 1023 url_rules per map
-2
<!ELEMENT url_map (url_rule*)>
<!ATTLIST url_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

Maximum of 5 cookie_rules per map
-2
<!ELEMENT cookie_map (cookie_rule*)>
<!ATTLIST cookie_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED
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<!--

Maximum of 5 header_rules per map
-2
<!ELEMENT header_map (header_rule¥*)>
<!ATTLIST header_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

Maximum of 100 retcodes (not ranges) per map
-—>
<!ELEMENT retcode_map (retcode_rule*)>
<!ATTLIST retcode_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

Maximum of 16 dns_rules per map
—-—>
<!ELEMENT dns_map (dns_rule*)>
<!ATTLIST dns_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

EE R R R R R R

Elements and attributes required for redirect_server

EE R R R R R R

-—>

<!--
value is between 1 and 65535
-—>
<!ELEMENT ssl_port EMPTY>
<!ATTLIST ssl_port
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
string is of length 1 to 127
-—>
<!ELEMENT redirect_relocate EMPTY>
<!ATTLIST redirect_relocate
sense (yes | no) #IMPLIED
string CDATA #REQUIRED
code (301 | 302) "302"

<!l--
string is of length 1 to 127
-——>
<!ELEMENT redirect_backup EMPTY>
<!ATTLIST redirect_backup
sense (yes | no) #IMPLIED
string CDATA #REQUIRED
code (301 | 302) "302"

<!ELEMENT redirect_server (ssl_port?, redirect_relocate?,
inservice?)

>

<!ATTLIST redirect_server

Catalyst 6500 CSM-S

redirect_backup?,

[ oL-7030-01-J



D

CSMXML DTD |

sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
EEEEEEEEEEEEEEEEREEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRR

Elements and attributes required for named_real_server

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddddhhdhddddhdddrrrrrrrxkxk

-—>

<!--
string is of length 0 to 63
-2
<!ELEMENT location EMPTY>
<!ATTLIST location
sense (yes | no) #IMPLIED
string CDATA #REQUIRED

<!ELEMENT real_address EMPTY>
<!ATTLIST real_address
sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

<!ELEMENT named_real_server (real_address?, location?)>
<!ATTLIST named_real_server

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--
R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEREESEEEEEEEESS

Elements and attributes required for real_server
RS S S S S S S S S S E S EEEEEEE RS S EEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!l--
value is between 0 and 100
—-—>
<!ELEMENT weight EMPTY>
<!ATTLIST weight
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 4294967295
—-—>
<!ELEMENT minconns EMPTY>
<!ATTLIST minconns
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 2 and 254 (default is 254)
-—>
<!ELEMENT load_threshold EMPTY>
<!ATTLIST load_threshold
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
tag is a string of length 0 to 32
-—>
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<!ELEMENT real_probe_ref EMPTY>
<!ATTLIST real_probe_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED
tag CDATA #IMPLIED

<!--
either ipaddress or named_real_server_ref is required
port is between 0 and 65535 (0 means no port translation)
-2
<!ELEMENT real_server_backup EMPTY>
<!ATTLIST real_server_backup

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #IMPLIED
named_real_server_ref CDATA #IMPLIED
port NMTOKEN "o

>

<!--

either ipaddress or named_real_server_ref is required
port is between 0 and 65535 (0 means no port translation)
Global maximum of 4095 real_servers
—-—>
<!ELEMENT real_server (weight?, minconns?, maxconns?, load_threshold?,
real_probe_ref?, real_server_backup?, inservice?,
inservice_standby?)
>

<!ATTLIST real_server

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #IMPLIED
named_real_server_ref CDATA #IMPLIED
port NMTOKEN "o

<!--
R R R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESS

Elements and attributes required for serverfarm
RS S S S S S S S S S E S EEESE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!ELEMENT retcode_map_ref EMPTY>
<!ATTLIST retcode_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
retries is between 0 and 65534
failed is between 0 and 65535
-—>
<!ELEMENT health EMPTY>
<!ATTLIST health

sense (yes | no) #IMPLIED
retries NMTOKEN #REQUIRED
failed NMTOKEN #REQUIRED

<!ELEMENT failaction EMPTY>
<!ATTLIST failaction
sense (yes | no) #IMPLIED
value (purge | reassign) #REQUIRED

<!ELEMENT probe_ref EMPTY>
<!ATTLIST probe_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED
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<!ELEMENT natpool_ref EMPTY>
<!ATTLIST natpool_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT server_nat EMPTY>
<!ATTLIST server_nat
sense (yes | no) #IMPLIED

<!--
value is between 0 and 65533
-2
<!ELEMENT bind_id EMPTY>
<!ATTLIST bind_id
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
hash_ip_type and ipmask valid only when value = hash_ip
—-——>
<!ELEMENT predictor EMPTY>
<!ATTLIST predictor

sense (yes | no) #IMPLIED
value (roundrobin | leastconns |
hash_ip | hash_url | forward) #REQUIRED
hash_ip_type (source | destination | both) "both"
ipmask NMTOKEN "255.255.255.255"

<!ELEMENT dns_predictor EMPTY>
<!ATTLIST dns_predictor

sense (yes | no) #IMPLIED
value (roundrobin | ordered-list |

leastload | hash_domain |

hash_ip | hash_ip_domain) #REQUIRED

<!ELEMENT serverfarm (predictor?, natpool_ref?, server_nat?, health?,
bind_id?, retcode_map_ref?, failaction?,
redirect_server*, real_server*, probe_ref*)
>
<!ATTLIST serverfarm
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
real_server "port" attribute is ignored
-—>
<!ELEMENT dns_serverfarm (dns_predictor?, real_server*)>
<!ATTLIST dns_serverfarm
sense (yes | no) #IMPLIED
name CDATA #REQUIRED
type (dns-vip | dns-ns) #REQUIRED

<!--
dhhkhkkdhhkkhhhkhhdhhhhkdhhhdhhrhdhhhkhdhhhddhhhddhhddhhkhkdhrhddhhkxkhrx

Elements and attributes required for sticky_ group
IR R R RS SR SR SRS E S E R R RS R R R RS SRR R R SRS EREEEEREREEEEEESEREESEESS

-—>

<!--
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src_ip and dest_ip are necessary for IP-based sticky_groups
expression is necessary for SSL, cookie, and header-based sticky_groups
expression is a string of length 0 to 127

—-—>

<!ELEMENT static_sticky EMPTY>

<!ATTLIST static_sticky

sense (yes | no) #IMPLIED
real_ip NMTOKEN #REQUIRED
expression NMTOKEN #IMPLIED
src_ip NMTOKEN #IMPLIED
dest_ip NMTOKEN #IMPLIED

<!l--
This only applies to cookie and header-based sticky_groups
offset is between 0 and 3999
length is between 1 and 4000
—-—>
<!ELEMENT sticky_ offset EMPTY>
<!ATTLIST sticky offset
sense (yes | no) #IMPLIED
offset NMTOKEN #REQUIRED
length NMTOKEN #REQUIRED

<!l--
This only applies to cookie-based sticky_groups
name is a string of length 1 to 63
-2
<!ELEMENT cookie_secondary EMPTY>
<!ATTLIST cookie_secondary
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
id is between 1 and 255
timeout is between 1 and 65535
ipmask required for ip types
cookie is a string of length 1 to 63, req for type=cookie or cookie_insert
header is a string of length 1 to 63, req for type=header
—-—>
<!ELEMENT sticky_group (sticky_offset?, cookie_secondary?, static_sticky*)>
<!ATTLIST sticky_group

sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED
timeout NMTOKEN "1440"
type (ip | cookie | ssl |
ip_src | ip_dest | ip_src_dest |
cookie_insert | header) #REQUIRED
ipmask NMTOKEN #IMPLIED
cookie CDATA #IMPLIED
header CDATA #IMPLIED

<!--
Khhkhkkhkdhhkkhdhhkhhkdhhhhkdhhhdhhrhdhhhhkhdhhhddhhkhkdhhhkddhhkhkdhhhdhhhkkhrx

Elements and attributes required for policy
IR R R RS SR SR SRS RS SRR SRR R R RS SRR EE SRS EREEEEREREEEEEESEREESEESS

-—>
<!ELEMENT url_map_ref EMPTY>
<!ATTLIST url_map_ref

sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT cookie_map_ref EMPTY>
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<!ATTLIST cookie_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT header_map_ref EMPTY>
<!ATTLIST header_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT dns_map_ref EMPTY>
<!ATTLIST dns_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
order is between 1 and 3 (corresponds to "primary", "secondary", "tertiary")
ttl is between 1 and 604800 (default is 20)
response_count is between 1 and 8 (default is 1)
-—>
<!ELEMENT dns_serverfarm_ref EMPTY>
<!ATTLIST dns_serverfarm_ref
sense (yes | no) #IMPLIED

order NMTOKEN #REQUIRED
name CDATA #REQUIRED
ttl NMTOKEN #IMPLIED

response_count NMTOKEN #IMPLIED

<!l--
Reference to an IOS standard IP access list
Specify either the id (range 1 to 99) or name
name is a string of length 1 to 200

—-—>

<!ELEMENT client_group_ref EMPTY>

<!ATTLIST client_group_ref
sense (yes | no) #IMPLIED
name CDATA #IMPLIED
id NMTOKEN #IMPLIED

<!l--
id is between 1 and 255
-—>
<!ELEMENT sticky_group_ref EMPTY>
<!ATTLIST sticky_group_ref
sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED

<!l--
value is between 0 and 63
-——>
<!ELEMENT dscp EMPTY>
<!ATTLIST dscp
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!ELEMENT policy (serverfarm_ref?, client_group_ref?, sticky_group_ref?,
reverse_sticky?, dscp?, url_map_ref?, cookie_map_ref?,
header_map_ref?)
>
<!ATTLIST policy
sense (yes | no) #IMPLIED
name CDATA #REQUIRED
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<!--

Maximum of 3 dns_serverfarm refs per dns_policy (one for each order)

-—>

<!ELEMENT dns_policy (dns_serverfarm ref*, client_group_ref?, dns_map_ref?)>

<!ATTLIST dns_policy
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
EEEEEEEEEEEEEEEEEEEEEEEREEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS

Elements and attributes required for vserver
IR R R RS SR SR SRS RS E R SRS E R R RS SRR R R SRS EREEEEREREEEEEESEREESEESS

-—>

<!--
protocol is between 0 and 255 (0 = any, 1 = icmp, 6 = tcp, 17
port is between 0 and 65535 (0 means any)
ftp and termination service valid only for tcp protocol
rtsp service valid for tcp and udp protocol
per-packet service valid only for non-tcp protocols
—-—>
<!ELEMENT virtual EMPTY>
<!ATTLIST virtual

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

ipmask NMTOKEN "255.255.255.255"
protocol NMTOKEN #REQUIRED

port NMTOKEN #REQUIRED
service (none | ftp | rtsp |

termination | per-packet) "none"

<!ELEMENT client EMPTY>
<!ATTLIST client

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN "255.255.255.255"
exclude (yes | no) "no"

>

<!--

timeout is between 1 and 65535

= udp)

group is between 0 and 255 (if nonzero, refers to an ip sticky_group)

-—>
<!ELEMENT sticky EMPTY>
<!ATTLIST sticky

sense (yes | no) #IMPLIED

timeout NMTOKEN #REQUIRED

group NMTOKEN "o

ipmask NMTOKEN "255.255.255.255"

<!ELEMENT policy_ref EMPTY>
<!ATTLIST policy_ ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT dns_policy_ref EMPTY>
<!ATTLIST dns_policy_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--

begin and end are strings, 0O-length ok
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total length of begin and end should not exceed 200
-2
<!ELEMENT url_hash EMPTY>
<!ATTLIST url_hash

sense (yes | no) #IMPLIED

begin CDATA #REQUIRED

end CDATA #REQUIRED

<!l--
value is between 2 and 4094
-—>
<!ELEMENT vlan_id EMPTY>
<!ATTLIST vlan_id
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 2 and 65535
-—>
<!ELEMENT idle EMPTY>
<!ATTLIST idle
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!l--
value is between 1 and 65535
-—>
<!ELEMENT pending EMPTY>
<!ATTLIST pending
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!ELEMENT replicate_csrp EMPTY>
<!ATTLIST replicate_csrp
sense (yes | no) #IMPLIED
value (sticky | connection) #REQUIRED

<!ELEMENT advertise EMPTY>
<!ATTLIST advertise
sense (yes | no) #IMPLIED
value (always | active) #REQUIRED

<!ELEMENT persistent EMPTY>
<!ATTLIST persistent
sense (yes | no) #IMPLIED

<!--
value is between 1 and 4000
-2
<!ELEMENT parse_length EMPTY>
<!ATTLIST parse_length
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
string is of length 1 to 127
-2
<!ELEMENT domain EMPTY>
<!ATTLIST domain
sense (yes | no) #IMPLIED
string CDATA #REQUIRED
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<!ELEMENT unidirectional EMPTY>
<!ATTLIST unidirectional
sense (yes | no | default) #IMPLIED

<!ELEMENT owner_ref EMPTY>
<!ATTLIST owner_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
offset is between 0 and 3999
length is between 1 and 4000
—-——>
<!ELEMENT ssl_sticky offset EMPTY>
<!ATTLIST ssl_sticky_offset
sense (yes | no) #IMPLIED
offset NMTOKEN #REQUIRED
length NMTOKEN #REQUIRED

<!l--
Maximum of 1023 domains per vserver
Default idle is 3600
Default pending is 30
—-——>
<!ELEMENT vserver (virtual?, vlan_id?, unidirectional?, owner_ref?,
maxconns?, ssl_sticky offset?, idle?, pending?,
replicate_csrp?, advertise?, persistent?, parse_length?,
inservice?, url_hash?, policy_ref*, domain*,
serverfarm_ref?, sticky?, reverse_sticky?, client*)
>
<!ATTLIST vserver
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT dns_vserver (inservice?, dns_policy ref*)>
<!ATTLIST dns_vserver

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--
IR R R RS SR R R SRR E R RS RS E R R RS SRR R SRS EREEEEREREEEESESEREESEESS
Elements and attributes required for dfp

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddddhhddhddddddddrrrrrrxkxx

-—>

<!--
port is between 1 and 65535
-2
<!ELEMENT dfp_manager EMPTY>
<!ATTLIST dfp_manager
sense (yes | no) #IMPLIED
port NMTOKEN #REQUIRED

<!--
port is between 1 and 65535
timeout is between 0 and 65535
retry is between 0 and 65535 (must specify timeout)
interval is between 1 and 65535 (must specify retry)
-2

<!ELEMENT dfp_agent EMPTY>

Catalyst 6500 CSM-S
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<!ATTLIST dfp_agent
sense (yes | no)
ipaddress NMTOKEN
port NMTOKEN
timeout NMTOKEN
retry NMTOKEN
interval NMTOKEN

<!--
password is a string
timeout is between 0

-—>

#IMPLIED
#REQUIRED
#REQUIRED
IIOII

IIOII

"180"

of length 1 to 64
and 65535

<!ELEMENT dfp (dfp_manager?, dfp_agent*)>

<!ATTLIST dfp
sense
password CDATA
timeout NMTOKEN

<!--

(yes | no) #IMPLIED
#IMPLIED
"180"

EE R R R o R R R

Elements and attributes required for udp_capp
RS S S S S S S S S S E S S EEEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!--

secret is a string of length 1 to 32

—-—>

<!ELEMENT capp_options

<!ATTLIST capp_options
sense
ipaddress NMTOKEN
encryption (md5)
secret CDATA

EMPTY>

(yes | no) #IMPLIED

#REQUIRED
n md5 n
#REQUIRED

<!--
value is between 1 and 65535
-2
<!ELEMENT capp_port EMPTY>
<!ATTLIST capp_port
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!ELEMENT capp_secure EMPTY>
<!ATTLIST capp_secure
sense (yes | no) #IMPLIED

<!--
Maximum of 16 capp_options
Default capp_port is 5002
-2
<!ELEMENT udp_capp (capp_port?, capp_secure?, capp_options*)>
<!ATTLIST udp_capp
sense (yes | no) #IMPLIED

<!--
dhhkhkkhkdhhkkhhhhhdhhhkhkdhhhdhhhrhdhhhhkhdhhhkddhhhddhhkddhhhdhrhddhhdxkhrx

Elements and attributes required for ft
IR RS RS SR SR SRS R SRR E SRR R RS RS E R R R SRS EREEEEREREEEESESEREESEESS

-—>

<!ELEMENT ft_preempt EMPTY>

CSM-S
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<!ATTLIST ft_preempt
sense (yes | no) #IMPLIED

<!l--
value is between 1 and 254
-2
<!ELEMENT ft_priority EMPTY>
<!ATTLIST ft_priority
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535
-2
<!ELEMENT ft_failover EMPTY>
<!ATTLIST ft_failover
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!l--
value is between 1 and 65535
-—>
<!ELEMENT ft_heartbeat EMPTY>
<!ATTLIST ft_heartbeat
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--

group is between 1 and 254

vlan_id is between 2 and 4094, and must *not*

match id of

existing client or server vlan configured for csm_module

Default ft_preempt is off

Default ft_priority is 10

Default ft_failover is 3

Default ft_heartbeat is 1
-2

<!ELEMENT ft (ft_preempt?, ft_priority?, ft_failover?, ft_heartbeat?)>

<!ATTLIST ft

sense (yes | no) #IMPLIED
group NMTOKEN #REQUIRED
vlan_id NMTOKEN #REQUIRED
>
<!--

EE R R R R R R

Elements and attributes required for static_nat
IR R R R RS S SR SRS R R SRR SRR R R RS SRR EE SRS EREEEEREREEEEEESEREESEESS

-—>

<!ELEMENT static_real EMPTY>
<!ATTLIST static_real

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN "255.255.255.255"
>
<!--

ipaddress is required for type=ip
Global maximum of 16383 static_reals
—-—>
<!ELEMENT static_nat (static_real¥*)>
<!ATTLIST static_nat
sense (yes | no) #IMPLIED
type (drop | ip | virtual) #REQUIRED
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ipaddress NMTOKEN #IMPLIED

<!--
dFhkhkhkhkdkhhkhkhhkhhkhdhkhhkhdkhhhkhdkhhhkhdkhdhkdhhkhdkhkdhhkdhdkrkdkhkrdkrkdkhkrdkrkdkrkrdxxx

Elements and attributes required for static_arp
RS S S S S S S S S S E S S EEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!--
macaddress has the form "hhhh.hhhh.hhhh", where h is a hex digit
vlan_id is between 2 and 4094
-—>
<!ELEMENT static_arp EMPTY>
<!ATTLIST static_arp
sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
macaddress NMTOKEN #REQUIRED
vlan_id NMTOKEN #REQUIRED

<!--
EEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE TR

root definition for csm_module
IR R R RS SR SR SRR R SRR E SRR R RS RS E R R SRS EEEEEEREREEEEEESEREESEESS

-—>

<!--
slot is between 1 and MAXSLOT (depends on chassis)
Maximum of 4095 probes
Maximum of 1023 url_maps
Maximum of 1023 cookie_maps
Maximum of 1023 header_maps
Maximum of 1023 retcode_maps
Maximum of 1023 dns_maps
Maximum of 4095 serverfarms and dns_serverfarms
Maximum of 255 sticky_groups (including those id=0 groups created
implicitly for vservers)
Maximum of 4000 vservers and dns_vservers
Maximum of 255 owners
Maximum of 16383 static_arp entries
-2
<!ELEMENT csm_module (env_variable*, owner*, vlan*, script_file*, script_task*,
probe*, natpool*, url_map*, cookie_map*, header_map*,
retcode_map*, dns_map*, named_real_server*,
serverfarm*, dns_serverfarm*, sticky_group*,
policy*, dns_policy*, vserver*, dns_vserver*,
dfp?, udp_capp?, ft?, static_nat*, static_arp*)
>
<!ATTLIST csm_module
sense (yes | no) #IMPLIED
slot NMTOKEN #REQUIRED

<!--
Khhkhkkhkdhhkkhdhhkhhdhhhkhkdhhhhhhrhdhhhhkhdhhhddhhkhddhhkddhhkhkdhhhdhhhkkhrx

actions
khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddhddddhhdhdhhddddddrddrrrrxkxx

-—>

<!--
error_tolerance is a 32-bit value, specified
in hex or decimal, which acts as a bitmask
for specifying which error types should be
ignored. See valid error types below. Default is 0x0048.
dtd_version is a string that specifies the set of
configurable CSM features, and should match the CSM version
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specified at the top of this DTD. Default is "2.2".
Note that if the version is higher than the CSM can
handle, an error may be returned. In most cases,
the CSM will do its best to interpret the document,
even if dtd_version is missing or higher than expected.
-—>
<!ELEMENT config (csm_module)>
<!ATTLIST config
error_tolerance NMTOKEN #IMPLIED
dtd_version NMTOKEN #IMPLIED

<!--
khkhkkkkhkhkkkkkkkk
In case of error, the response document will include an "error" child element
in the offending element. The error element takes the form:
<!ELEMENT error EMPTY>
<!ATTLIST error
code NMTOKEN #REQUIRED
>
The body of the error element is a description string.
Attribute "code" is a hex value representing a mask of possible error codes:

XML_ERR_INTERNAL = 0x0001 /* internal memory or coding error */
XML_ERR_COMM_FAILURE = 0x0002 /* communication failure */
XML_ERR_WELLFORMEDNESS = 0x0004 /* not a wellformed XML document */
XML_ERR_ATTR_UNRECOGNIZED = 0x0008 /* found an unrecognized attribute */
XML_ERR_ATTR_INVALID = 0x0010 /* found invalid value in attribute */
XML_ERR_ATTR_MISSING = 0x0020 /* required attribute missing */
XML_ERR_ELEM_UNRECOGNIZED = 0x0040 /* found an unrecognized element */
XML_ERR_ELEM_INVALID = 0x0080 /* found invalid element */
XML_ERR_ELEM_MISSING = 0x0100 /* required element missing */
XML_ERR_ELEM_CONTEXT = 0x0200 /* valid element found in wrong place */
XML_ERR_IOS_PARSER = 0x0400 /* IOS unable to parse command */
XML_ERR_IOS_MODULE_IN_USE = 0x0800 /* Another user is configuring CSM */
XML_ERR_IOS_WRONG_MODULE = 0x1000 /* Tried to configure unavailable CSM */
XML_ERR_IOS_CONFIG = 0x2000 /* IOS configuration error */

*khkkkkkkkkkkkk*x
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