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http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

�*�,�&�é�9�"�>���^  �(�P�o�;

�4�é  URL �æ���"�.�,�Ò�á�”�*�,�&�é�9�"�>���^  �(�P�o�;�
�¨�"4¢�æ�t!ª�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/support/index.html


•
��
�=�û�Ð�ù�Ñ�ù�å
Þ�:�æ�Î�é  Web �(���;�Ç�Î%��Ü�ù�Ô�•

• �9�"�>���^  �(�P�o�;�
���Ì��

• �0�H�;�������
�3���f�`�o�<�Ô��

• �.� �X�]�9���é(À�™�H�
�Ž�T�Ô���”�ù�Ú�ê�*�,�&-~� �é�.� �X�]�9���ç5ô�æ�»�Ô���p�Á�
���Ì��

• �7�o�^�Å���î�]�0�o�,�ó���"�.�,�Ô��

– Product Alert �é���>"“3s

– Field Notice �é���>"“3s

– Bug Toolkit �

ö!ª�Ò�Ú�â#n�é�ç5ô�é��&•

• Networking Professionals9ÔNetPro9Õ�&�R�X�>�9���â�”�Û-�4P1j�é�:���,���6�*�Z�f�æ
ó
��Ô��

• �;�_�o�>�f�#  �]�0�o�,�ó���"�.�,�Ô��

• TAC Case Collection �7�o�^�

ö!ª�Ò�á�”�B�o�<�������ÿ.3�o�”�D�H���o�Q�f�,�æ4P�Ô��	û)x"›�å
�ç5ô�
���f�2�\�"�9���I�æ $�o�Å���î.��ÿ�Ô��

Japan �9�"�>���^  �(�P�o�;  Web �(���;�â�ê�” Technical Support Web �(���;
9Ôhttp://www.cisco.com/techsupport9Õ�é�”�Ñ!ª5ë�2�é7��¿�<� �X�T�f�;�
�ã�Ä.†�â�­���Ò�á�¿�ù�Ô�•

Japan �9�"�>���^  �(�P�o�;  Web �(���;�æ�ê�”�4�é URL �Æ�����"�.�,�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/jp/go/tac
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C H A P T E R 1
ce 
�&�Q�f�<�\���f  ���f�2�o�H�����,

�Î�é%(�â�ê�” Catalyst 6000 �H���R�]  �,���6�4�â
ö!ª�â�È��  Command-Line Interface9ÔCLI; �&�Q�f�<
�\���f  ���f�2�o�H�����,9Õ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�4�é�.�"�*�Z�f�Ç�½���ù�Ô�•

• �Ÿ�,���6�4  CLI� 9ÔP.1-19Õ

• �ŸROM �U�>�2  CLI� 9ÔP.1-129Õ

ATM �é  CLI �Å���î�&�Q�f�<�æ�ß�¿�á�ê�” �¡ ATM Software Configuration Guide and Command Referen
- Catalyst 5000 Family and 6000 Family Switches�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

IDSM9ÔIntrusion Detection System Module9Õ�é CLI �Å���î�&�Q�f�<�æ�ß�¿�á�ê�” �¡ Catalyst 6000 
Intrusion Detection System Module Installation and Configuration Note�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�é�Q�>�X���^�â
ö!ª�Ô��!Û.†�Å���î!ª.†�é�o'õ�æ�ß�¿�á�ê�” 
ƒ3s A�Ÿ!Û.†�   �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,���6�4  CLI
Catalyst 6000 �H���R�]  �,���6�4�ê�Q�^�4�U�+�X�o�^  �*�,�9�S�â�Ô�• CLI �Æ���I
��Ò�Ú�&�Q�f�<�ê�”�*
�,�9�S�K
Õ�æ1¡!ª�Ô���Î�ã�ý�” $�o�é�U�+�X�o�^�”�P�o�;�”�ù�Ú�ê  VLAN �æ1¡!ª�Ô���Î�ã�ý�â�È�ù�Ô�•

�,���6�4  CLI �Æ���&�Q�f�<�
�I
��Ô���Î�ã�æ���Þ�á�” Catalyst 6000 �H���R�]  �,���6�4�é.3�o�ã�T�f�9
�=�f�,�
-��Á�Î�ã�Ç�â�È�ù�Ô�•�Î�é  CLI �ê�n�Ä"›�å�&�Q�f�<�\���f  ���f�2�o�J�]�2�â�” UNIX �é  C 
�*���^�æ
Ã�á�¿�ù�Ô�• CLI �é  session �&�Q�f�<�

ö!ª�Ò�á�”�^�o�2  �&�f�H���!�X�_�o�*�Z�f  �0�H�;
�������æ���"�.�,�Ò�”���g'Î�µ�ÿ�����]���,
Þ�‘�å�ä�é
Þ�:�
�s-��â�È�ù�Ô�•

9Ô�H9Õ Catalyst 6000 �H���R�]�ê�” Catalyst 6000 �Å���î  6500 �*�]�o�-�é�,���6�4�â�t�‘�Ð���ù�Ô�•
Catalyst 6000 �*�]�o�-�ê  Catalyst 6006 �Å���î  6009 �,���6�4�â�t�‘�Ð���” Catalyst 6500 �*�]�o�-
�ê  Catalyst 6506�” 6509�” 6509-NEB�”�Å���î  6513 �,���6�4�â�t�‘�Ð���ù�Ô�•�Î�é�Q�>�X���^�Å��
�î�Ô�ô�á�é  Catalyst 6000 �H���R�]/—�±�æ�Å�¿�á�” $�æ�¿���Ç�å�¿4¢���” Catalyst 6000 �H���R�]  �,
���6�4 �ê�Î�����é�,���6�4�
-+�Ò�ù�Ô�•

�,���6�4  CLI �ó�é���"�.�,

�,���6�4  CLI �ó�ê�” EIA/TIA-232 �P�o�;�æ�’&ï�Ò�Ú�&�f�0�o�^%5�Ã�”�ù�Ú�ê  Telnet �.�6�*�Z�f�Æ����
�"�.�,�â�È�ù�Ô�• CLI �â�ê�Õ�o�O�o  �_�o�;�Ç��(»�â�Ô�• Telnet �.�6�*�Z�f�Ç�����<�^ A���é�ù�ù�Y�o
�)�o'õ�é�(4F�Ç&»1Š�Ô���ã�”�Ø�é�.�6�*�Z�f�ê)D
G"›�æ�¾�¿�Ð���ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
9Ô�H9Õ EIA/TIA-232 �ê�”&(�Ö5��6�¿�:
³�Å���î&(�Ö5��Ç1b�>�¿�:
³�æ���Þ�á�¡�0�ã�Ò�á.z�o�Ð�����ù�â
�ê�” RS-232 �ã�m�ë���á�¿�ù�Ò�Ú�•

�,���6�4  CLI �ó�é�&�f�0�o�^  �P�o�;9Ô EIA/TIA-2329Õ&»!±�é���"�.�,

�&�f�0�o�^9Ô EIA/TIA-2329Õ�P�o�;�Æ���,���6�4�æ���"�.�,�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�f�0�o�^  �P�o�;�Æ���é�’&ï�ß�é-+$��ê�4�é���Á�æ�å���ù�Ô�•

Cisco Systems Console
Enter password:
Console>
Console>

�,���6�4  CLI �ó�é  Telnet &»!±�é���"�.�,

Telnet �.�6�*�Z�f�â�,���6�4�æ���"�.�,�Ô���æ�ê�”�¨�Ë�æ�,���6�4�é  IP ���<�_�,�
.3�o�Ô����-Ð�Ç�½
���ù�Ô�• Telnet &»!±�â�ê�”�,���6�4�æ-„�™�é�.�6�*�Z�f�
4?�Ê�Î�ã�Ç�â�È�ù�Ô�•

�]�U�o�;  �N�,�;�Æ���,���6�4�æ  Telnet �â���"�.�,�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

Telnet �.�6�*�Z�f�â�’&ï�ß�é-+$��ê�4�é���Á�æ�å���ù�Ô�•

host% telnet cat6000-1.cisco.com
Trying 172.16.44.30 ...
Connected to cat6000-1.


Þ�: �&�Q�f�<

�,�9�6�J 1 Cisco Systems Console �J�`�f�J
�;�â�” Return �
�ü�Ò�ù�Ô�•

�,�9�6�J 2 �J�`�f�J�;�â�”�*�,�9�S  �D�,�b�o
�<�
�I
��Ò�ù�Ô�• Console> �J�`
�f�J�;�Ç-+$��Ð���ù�Ô�•�Î���ê  

CLI �æ1b�ñ�U�o�<�â���"�.�,�Ò�Ú
�Î�ã�
-+�Ò�ù�Ô�•

<password>

�,�9�6�J 3 ��-Ð�å�&�Q�f�<�
�I
��Ò�á�”
Þ�:
�
-��¿�ù�Ô�•

.e�°�Ô���&�Q�f�<

�,�9�6�J 4 
Þ�:�Ç&³�
�Þ�Ú���”�.�6�*�Z�f�

&³
L�Ò�ù�Ô�•

quit


Þ�: �&�Q�f�<

�,�9�6�J 1 �]�U�o�;  �N�,�;�Æ��  telnet �&�Q�f�<
�ã�”���"�.�,�Ô���,���6�4�é�,�è�ù
�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô�•

telnet hostname | ip_addr

�,�9�6�J 2 �J�`�f�J�;�â�” CLI �é�D�,�b�o�<�

�I
��Ò�ù�Ô�•�D�,�b�o�<�
.3�o�Ò�á
�¿�å�¿�•�'�ê�” Return �
�ü�Ò�ù�Ô�•

<password>

�,�9�6�J 3 
Þ�:�æ��-Ð�å�&�Q�f�<�
�I
��Ò�ù�Ô�• .e�°�Ô���&�Q�f�<

�,�9�6�J 4 Telnet �.�6�*�Z�f�
&³
L�Ò�ù�Ô�• quit
1-2
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
�,���6�4  CLI �é�2
Þ

�Î�Î�â�ê�”�,���6�4  CLI �
�2
Þ�â�È���&�Q�f�<  �U�o�<�ã�Ï(»�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

�&�Q�f�<  �U�o�<�ó�é���"�.�,

CLI �æ�ê�”1b�ñ�U�o�<�ã $�­�U�o�<�é  2 �ß�é�2
Þ�U�o�<�Ç�½���ù�Ô�•
��Ç�ã�ý�D�,�b�o�<�;/��Ð���ù
�Ô�•1b�ñ�U�o�<  �&�Q�f�<�ê�”�ã�ñ"›�å�*�,�9�S  �U�>�2�]�f�#
Þ�:�æ
ö!ª�Ò�ù�Ô�• $�­�&�Q�f�<�ê�”�*
�,�9�S.3�o�ã�n�Ä"›�å�;�\�I�^�*�X�o�9���f�#�æ
ö!ª�Ò�ù�Ô�•

�`�#���f�ß�”�*�,�9�S�ê1b�ñ�U�o�<�æ�å���”1b�ñ�U�o�<  �&�Q�f�<�Û�Ì�Ç
ö!ª�â�È�ù�Ô�• $�­�U�o�<�æ
�Ô���æ�ê�” enable �&�Q�f�<�
�I
��Ò�á�Æ���”�­
2�å�D�,�b�o�<�
�I
��Ò�ù�Ô�• $�­�U�o�<�ê�”�*�,�9
�S �J�`�f�J�;�æ�Ÿ enable� �ã-+$��Ð�����Î�ã�â�
�Æ���ù�Ô�• $�­�U�o�<�
&³
L�Ò�á1b�ñ�U�o�<�æ�¯��
�æ�ê�”�J�`�f�J�;�æ  disable �&�Q�f�<�
�I
��Ò�ù�Ô�•

�4�é���ê�” $�­�U�o�<�
4?�Ž�Ô���Ç�:�
$��Ò�á�¿�ù�Ô�•

Console> enable
Enter password: < password >
Console> (enable)

�&�Q�f�<�\���f�£!��é
ö!ª

�,���6�4  �&�Q�f�<�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ö���•�ù�Ú�”�&�Q�f�<�Å���î�D�\�T�o�2�ê�” û
�÷
ö!ª��(»�å
•�é�&�Q�f�<�Å���î�D�\�T�o�2�ã
™�Î�â�È��43�Ð�é�¥�<�™�ù�â�å���”"í!Û�Ô���Î�ã�Ç��(»
�â�Ô�•"å�è�æ�I
��Ò�Ú  20 �é�&�Q�f�<�ê�”���g�C�6�H���æ�;�=�Ð���ù�Ô�•�Î�����é�&�Q�f�<�
�,�"�`�o
�^�Ò�á�”�J�`�f�J�;�æ�»�Ô���&�Q�f�<�
�I
��Ò�Ú���”',4ø�Ò�Ú���â�È�ù�Ô9Ô -+ 1-1 �

ó�–9Õ�•

-+ 1-1 �&�Q�f�<�\���f�£!��é� �o�,�;�`�o�"

� �o�,�;�`�o�" �Ï(»

Ctrl+A �&�Q�f�<�\���f�é�55á�¥�<�æ$–
G�Ò�ù�Ô�•

Ctrl+B �ù�Ú�ê�Æ� �o ���o�0�^�
  1 �¥�<�½�Û�Ì�ß1L�Ð�Ö�ù�Ô�•

Ctrl+C ���,�$�o�J�Ò�á�J�`�f�J�;�Å���î
Þ�:�
�Â�Ü�¾���ù�Ô�•

Ctrl+D ���o�0�^
Ï'Î�æ�½���¥�<�
�å4°�Ò�ù�Ô�•

Ctrl+E  û�÷�é�&�Q�f�<�\���f�é�Ã�è�æ$–
G�Ò�ù�Ô�•

Ctrl+F �ù�Ú�ê�È� �o 1 ���o�0�^�
  1 �¥�<�½�Û�Ì1t�ü�ù�Ô�•

Ctrl+K ���o�0�^
Ï'Î�Æ���&�Q�f�<�\���f�é�Ã�è�ù�â�
�å4°�Ò�ù�Ô�•

Ctrl+L�” Ctrl+R  û�÷�é�&�Q�f�<�\���f�
�w-��Ò�á'…��10�Ò�ù�Ô�•

Ctrl+N �ù�Ú�ê�É� �o  1 �E�,�;�]  �C�6�H���]�é�4�é�&�Q�f�<�\���f�
�I
��Ò�ù�Ô�•

Ctrl+P �ù�Ú�ê�Ç� �o  1 �E�,�;�]  �C�6�H���]�é  1 �ß�è�é�&�Q�f�<�\���f�
�I
��Ò�ù�Ô�•

Ctrl+U�” Ctrl+X ���o�0�^
Ï'Î�Æ���&�Q�f�<�\���f�é�55á�ù�â�
�å4°�Ò�ù�Ô�•

Ctrl+W �¨�ß�æ�I
��Ò�Ú
±.†�
�å4°�Ò�ù�Ô�•
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ö!ª

Catalyst 6000 �H���R�]  �,���6�4  �0�H�;�������æ�ê���›',4ø�U�o�<�Ç�½���” Emacs ���:���2�æ
Ã�Ú',4ø
� �o�Ï(»�.�6�;�Ç�­���Ð���ù�Ô�•�&�Q�f�<�ê�”�"�¥�<�â�I
��Ò�á�ý�Ê�¥�<�â�I
��Ò�á�ý�”�½���¿�ê�Ø�é

��Ç�
�Ù�×�á�I
��Ò�á�ý�Æ�ù�¿�ù�Ö���•�"�¥�<�ã�Ê�¥�<�é
™�Î�Ç�½���é�ê�D�,�b�o�<�Û�Ì�â�Ô�•�&�Q�f
�<�Å���î� �o�b�o�<�ê�”	û�ç�é"í!Û�»�ã�Ò�á.z/���(»�å�¥�<�™�ù�â"í!Û�â�È�ù�Ô�•

�Ú�ã�Ã�ë�” show �&�Q�f�<�ê  sh �ã"í!Û�â�È�ù�Ô�•�*�,�9�S  �J�`�f�J�;�â�&�Q�f�<�
�I
��ß�” Return �

�ü�Ò�á�&�Q�f�<�
�s-��Ò�ù�Ô�•

�&�Q�f�<�\���f�â�é$–
G  

.��\�ù�Ú�ê���•�

��Ã���Ú�ü�æ�&�Q�f�<�\���f�â���o�0�^�
$–
G�Ô���æ�ê�”�4�é�¿�Õ���Æ�é
Þ�:�
�s-�
�Ò�ù�Ô�•

1ñ�½"›�å�&�Q�f�<�,�é-l�b

�&�Q�f�<�,�
�b�K�æ�ê-á�Ã�á�¿�å�¿�•�'�æ�”	û1ñ�
�I
��Ò�á�Æ��  Tab � �o�
�ü�Ô�ã�”�*�,�9�S�Ç-l�b
�
-��¿�ù�Ô�•�Î�é�Ú�ü�æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

Esc B 1 �¥�<�½�Û�Ì���o�0�^�
�ß1L�Ð�Ö�ù�Ô�•

Esc D ���o�0�^�Æ��
±.†�é�Ã�è�ù�â�
�å4°�Ò�ù�Ô�•

Esc F 1 �¥�<�½�Û�Ì���o�0�^�
1t�ü�ù�Ô�•

Delete � �o�ù�Ú�ê  Backspace 
� �o

�&�Q�f�<�I
��(�é.‹���
�–
ð�Ò�”�Î�é� �o�æ&ï�Ì�á�&�Q�f�<�

�c�I
��Ò�ù�Ô�•

1. #k
Á� �o�ê�” VT100 �å�ä�é  ANSI 
U�µ%5�Ã�æ4¢���­
2�â�Ô�•

-+ 1-1 �&�Q�f�<�\���f�£!��é� �o�,�;�`�o�"  9Ô&ï�È9Õ

� �o�,�;�`�o�" �Ï(»


Þ�:  � �o�,�;�`�o�"  

• ���o�0�^�
  1 �¥�<�½�Û�Ì�ß1L�Ð�Ö
�ù�Ô�•

Ctrl+B �ù�Ú�ê�Æ� �o�
�ü�Ò�ù�Ô 1�•

1. #k
Á� �o�ê�” VT100 �å�ä�é  ANSI 
U�µ%5�Ã�æ4¢���­
2�â�Ô�•

• ���o�0�^�
  1 �¥�<�½�Û�Ì1t�ü�ù�Ô�• Ctrl+F �ù�Ú�ê�È� �o�
�ü�Ò�ù�Ô 1�•

• ���o�0�^�
�&�Q�f�<�\���f�é�55á
�æ$–
G�Ò�ù�Ô�•

Ctrl+A �
�ü�Ò�ù�Ô�•

• ���o�0�^�
�&�Q�f�<�\���f�é�Ã�è
�æ$–
G�Ò�ù�Ô�•

Ctrl+E �
�ü�Ò�ù�Ô�•

• ���o�0�^�
  1 
±.†�½�Û�Ì�ß1L�Ð�Ö
�ù�Ô�•

Esc B �
�ü�Ò�ù�Ô�•

• ���o�0�^�
  1 
±.†�½�Û�Ì1t�ü�ù�Ô�• Esc F �
�ü�Ò�ù�Ô�•


Þ�:  � �o�,�;�`�o�"  

�&�Q�f�<�,�
-l�b�Ò�ù�Ô�• �¨�Ë�é�™�¥�<�
�I
��Ò�á�” Tab � �o�
�ü
�Ò�ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
� �o�O�o�<�æ  Tab � �o�Ç�å�¿�•�'�ê�”
•�
���æ  Ctrl+I � �o�
�ü�Ò�ù�Ô�•

�4�æ$��Ô�é�ê�” conf �ã�I
��Ò�á  Tab � �o�
�ü�Ò�”�*�,�9�S�æ���Þ�á�b�K�å�&�Q�f�<�æ-l�b�Ô�����â�Ô�•

Console> (enable) conf<Tab>

Console> (enable) configure

�I
��Ò�Ú�¥�<�™�â�ê-„�™�é�&�Q�f�<�Ç$��Ð������(»�H�Ç�½���•�'�æ�ê�”�*�,�9�S�Æ���é�F�o�J5¸�æ���Þ
�á���\�o�Ç$��Ð���ù�Ô�•�Ø�é�¥�<�™�â�Ž�ù���&�Q�f�<�é�]�,�;�
���ç�Ô���æ�ê�”!ü�ç%S9Ô ?9Õ�
�I
��Ò
�ù�Ô�•�¨�ß�é�¥�<�ã!ü�ç%S9Ô ?9Õ�é4F�æ�ê�,�M�o�,�
�I���ù�Ö���•�Ú�ã�Ã�ë�” $�­�U�o�<�â�ê  3 �ß�é�&
�Q�f�<�Ç  co �â�Ž�ù���ù�Ô�•�Ø�é�]�ˆ�
#Õ.z�Ô���æ�ê�” $�­�J�`�f�J�;�â  co? �ã�I
��Ò�ù�Ô�• co �â�Ž�ù
���Ô�ô�á�é�&�Q�f�<�Ç�4�é���Á�æ-+$��Ð���ù�Ô�•

Console> (enable) co?
configure  connect  copy

�C�6�H��  ���f�;�]�é/•��
ƒ�Ì

�å4°�Ò�Ú�¨�ß�é  10 5Ä"á�
�p&Š�Ô���C�6�H���Ç�*�,�9�S�æ!ª�ç�Ð���á�¿�ù�Ô�•�4�é
Þ�:�
-��Þ�á�”�Î��
���é5Ä"á�
�m�î�´�Ò�á�&�Q�f�<�\���f�æ�Ø�����
/•��
ƒ�Ì���Î�ã�Ç�â�È�ù�Ô�•

�C�6�H���æ�ê�¨�ß�æ�å4°�Ò�Ú�Æ�¾�����Þ�Ú  10 5Ä"á�Û�Ì�Ç�p&Š�Ð���ù�Ô�• 11 �Á
•
�  Esc Y �
�ü�Ô�ã�”
�C�6�H���é�¨�Ë�é���f�;�]�æ�¯���ù�Ô�•

!¹5Y�÷�����ý43�¿�&�Q�f�<�\���f�é',4ø

!¹5Y
��â  1 -��
/å�Ã���&�Q�f�<  �.�6�;�æ�ê�”�\�6�J���\���f�<�Ï(»�

ö!ª�â�È�ù�Ô�•���o�0�^�Ç��%5
�æ1•�Ô���ã�”�&�Q�f�<�\���f�ê  10 �¥�<�½�À�æ$–
G�Ò�ù�Ô�•�Ø�é-��é�¨�Ë�é  10 �¥�<�ê-×�Ã�ù�Ö���Ç�”
�À�æ�,�"�`�o�^�Ò�á�”�&�Q�f�<�é�55á�â�t�¥�
#Õ.z�â�È�ù�Ô�•�,�"�`�o�^�â�¯���æ�ê�”�4�é
Þ�:�
-��¿
�ù�Ô�•

�\���f  �\�6�J�Ï(»�ã�&�Q�f�<���g�Ï(»�

ì!ª�Ô���ã�”
•�è�I
��Ò�Ú-„5��å�&�Q�f�<  ���f�;�]�
�m�î�´
�Ò�á�C�\�â�È�ù�Ô�•
•�è�é�&�Q�f�<  ���f�;�]�é�m�î�´�Ò�æ�ß�¿�á�ê�” �Ÿ�E�,�;�]'Î�µ�é
ö!ª�  9ÔP.1-89Õ
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

%5�Ã!¹5Y�é�÷�ê  80 ���\�S�ã-×�å�Ð���ù�Ô�•!¹5Y�é�÷�Ç!ã�å���•�'�ê�” terminal width �&�Q�f�<�
�I
�
�Ò�á�”!¹5Y�é�\�Ò�¿�÷�
�^�o�2�æ#n���Ö�á�Ê�Û�Ð�¿�•


Þ�:  � �o�,�;�`�o�"  

• �C�6�H���]�é�¨�ý�Â�Ò�¿���f
�;�]�
�m�î�´�Ò�ù�Ô�•

Ctrl+Y �
�ü�Ò�ù�Ô�•

• �C�6�H���é�4�é���f�;�]�
�m
�î�´�Ò�ù�Ô�•

Esc Y �
�ü�Ò�ù�Ô�•


Þ�:  � �o�,�;�`�o�"  

�&�Q�f�<�\���f�é�55á�æ�¯�Þ�á�”
43�¿�&�Q�f�<�
�\�Ò�Ê�I
��Ò�Ú�Î
�ã�
#Õ.z�Ò�ù�Ô�•

Ctrl+B �ù�Ú�ê�Æ� �o�
'…��10�Ò�ü�Ò�á�&�Q�f�<  ��
�f�;�]�é�55á�æ�,�"�`�o�^�â�¯���Æ�” Ctrl+A �
�ü
�Ò�á"å�’-��é�55á�æ�¯���ù�Ô 1�•

1. #k
Á� �o�ê�” VT100 �å�ä�é  ANSI 
U�µ%5�Ã�æ4¢���­
2�â�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
���f�;�]�é�å4°  

.‹���Ç�½���Æ�”((�Ã�
���Ã�Ú�•�'�æ�&�Q�f�<  ���f�;�]�
�å4°�Ô���æ�ê�”�4�é�¿�Õ���Æ�é
Þ�:�
�s-��Ò
�ù�Ô�•

-��ù�Ú�ê!¹5Y�é�,�"�`�o�^  �3���f

�K�^�J�Ï(»�

ö!ª�Ò�á $�o�é�U�o�<�â�&�Q�f�<�
-+$��Ô���ã�”%5�Ã!¹5Y�é-+$���(»5Ô�^�����ý43�¿�]�,
�;�Ç-+$��Ð�����•�'�Ç�½���ù�Ô�•�Ø�é���Á�å�ã�È�ê�” ---More--- �J�`�f�J�;�Ç!¹5Y
�1ñ�æ-+$��Ð���ù
�Ô�•�4�é-��ù�Ú�ê!¹5Y�
-+$��Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

9Ô�H9Õ show �&�Q�f�<�é�´
��å�ä�”%5�Ã!¹5Y�æ	û�2�æ-+$��â�È�å�¿43�¿�´
��â�ê�” ---More--- �J�`�f�J�;�Ç

ö!ª�Ð���ù�Ô�•

 $�o�é�9� �,�;�ó�é�,�"�`�o�^

/text �
�I
��Ò�á  Return � �o�
  --More-- �J�`�f�J�;�â�ü�Ô�ã�” text �¥�<�É�
�=�û-��é
�  2 -��Æ��-+$��Ç
�Ž�ù���ù�Ô�•�9� �,�;�¥�<�É�Ç-×�ß�Æ���å�¿�•�'�ê�” �ŸPattern Not Found� �ã-+$��Ð���ù�Ô�• --More-- 
�J�`�f�J�;�â�Ÿ n� �ã�I
��Ô���ã�”�¨�ß�æ�I
��Ò�Ú  text �¥�<�É�
��&•�â�È�ù�Ô�•�Î�é��&•�Ç�:�ê�” More 
�C�6�H���

ö!ª�Ô���Ô�ô�á�é  show �&�Q�f�<�â
ö!ª�Ò�á�”!¹5Y
±
Ï�é�´
��
-+$��â�È�ù�Ô�•�4�é  show 
�&�Q�f�<�ê  More �C�6�H���

ö!ª�Ò�å�¿�Ú�ü�”�Î�é�Ï(»�æ�»���Ò�á�¿�ù�Ö���•

• show cam

• show mls

• show tech-support


Þ�: � �o�,�;�`�o�"  

• ���o�0�^�é�À�¥�é�¥�<�
�–
ð�Ò�ù�Ô�• Del � �o�ù�Ú�ê  Back Space � �o�
�ü
�Ò�ù�Ô�•

• ���o�0�^
Ï'Î�æ�½���¥�<�
�å4°�Ò�ù�Ô�• Ctrl+D �
�ü�Ò�ù�Ô�•

• ���o�0�^
Ï'Î�Æ���&�Q�f�<�\���f�é�Ã�è
�ù�â�
�å4°�Ò�ù�Ô�•

Ctrl+K �
�ü�Ò�ù�Ô�•

• ���o�0�^
Ï'Î�Æ���&�Q�f�<�\���f�é�55á
�ù�â�
�å4°�Ò�ù�Ô�•

Ctrl+U �ù�Ú�ê  Ctrl+X �
�ü�Ò�ù�Ô�•

• ���o�0�^�é�À�¥�é
±.†�
�å4°�Ò�ù�Ô�• Ctrl+W �
�ü�Ò�ù�Ô�•

• ���o�0�^
Ï'Î�Æ��
±.†�é�Ã�è�ù�â�
�å4°
�Ò�ù�Ô�•

Esc D �
�ü�Ò�ù�Ô�•


Þ�: � �o�,�;�`�o�"  

• 1 -�
��æ�,�"�`�o�^�Ò�ù�Ô�• Return � �o�
�ü�Ò�ù�Ô�•

• 1 !¹5Y
��æ�,�"�`�o�^�Ò�ù�Ô�• Space � �o�
�ü�Ò�ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
 û�÷�é�&�Q�f�<�\���f�é�c-+$�

�&�Q�f�<�
�I
��Ò�á�¿�á�”$í�|�*�,�9�S�Æ��!¹5Y�æ�T�6�.�o�+�Ç-+$��Ð���Ú�•�'�” û�÷�é�&�Q�f�<�\��
�f  ���f�;�]�
�m�î�´�Ô�Î�ã�Ç�â�È�ù�Ô�•�Î�é�Ú�ü�æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

.‹�Þ�á�I
��Ò�Ú�¥�<�é'Î�È�µ�Ã

�&�Q�f�<  ���f�;�]�
.‹�Þ�á�I
��Ò�Ú�•�'�”�4�é
Þ�:�
-��Þ�á.‹�Þ�Ú�¥�<�
'Î�È�µ�Ã���Î�ã�Ç�â�È�ù�Ô�•

�"�¥�<�ã�Ê�¥�<�é�Ù�î

%ò
±�å� �o  �,�;�`�o�"  �*�o�$�f�,�â�”
±.†�
�"�¥�<�ù�Ú�ê�Ê�¥�<�æ���•�Ò�Ú���”	û1j�é�¥�<�
�"�¥�<
�æ�Ò�Ú���â�È�ù�Ô�•

� �o�,�;�`�o�"�
�&�Q�f�<  ���f�;�]�ã�Ò�á�0�o

 $�o�é� �o�,�;�`�o�"�
�s-���(»�&�Q�f�<�ã�Ò�á
ö!ª�â�È�ù�Ô�•�4�é
Þ�:�
-��¿�ù�Ô�•


Þ�: � �o�,�;�`�o�"  

 û�÷�é�&�Q�f�<�\���f�
�c-+$��Ò�ù�Ô�• Ctrl+L �ù�Ú�ê  Ctrl+R �
�ü�Ò�ù�Ô�•


Þ�: � �o�,�;�`�o�"  

���o�0�^�é�À�¥�é�¥�<�
���o�0�^�é
Ï'Î�æ�½
���¥�<�ã'Î�È�µ�Ã�ù�Ô�•

Ctrl+T �
�ü�Ò�ù�Ô�•


Þ�: � �o�,�;�`�o�"  

• ���o�0�^
Ï'Î�æ�½���¥�<�
�"�¥�<�æ�Ò�ù�Ô�• Esc C �
�ü�Ò�ù�Ô�•

• ���o�0�^
Ï'Î�æ�½��
±.†�
�Ê�¥�<�æ�Ò�ù�Ô�• Esc L �
�ü�Ò�ù�Ô�•

• ���o�0�^
Ï'Î�Æ��
±.†�é�Ã�è�ù�â�é�¥�<�

�"�¥�<�æ�Ò�ù�Ô�•

Esc U �
�ü�Ò�ù�Ô�•


Þ�: � �o�,�;�`�o�"  

"å�ß�æ&ï�Ê� �o�,�;�`�o�"�
�”',4ø� �o �â�ê
�å�Ê �&�Q�f�<  ���f�;�]�ã�Ò�á�Ò�Á���Á�æ�*
�,�9�S�æ$��Ô�&�o�<�
�L�I�Ò�ù�Ô�•

Ctrl+V �ù�Ú�ê  Esc Q �
�ü�Ò�ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
�&�Q�f�<  �����]���,�é
ö!ª

1b�ñ�é�&�Q�f�<�ã�+�}�æ�”�����]���,�â�ê�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ö���•�Ú�Û�Ò�”1b�ñ�é�&�Q�f�<
�ã�ê!ã�å���”	û1ñ�é�����]���,�ê"í!Û�»�|�æ�â�È�ù�Ö���•"í!Û�»�|�æ�â�È�å�¿�,���6�4  CLI �����]��
�,�é	û-é�æ�ß�¿�á�ê�” -+ 1-2 �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�E�,�;�]'Î�µ�é
ö!ª

�&%5�Ã�.�6�*�Z�f
��æ�I
��Ô���&�Q�f�<�ê���g�C�6�H���æ�;�=�Ð���”�Ø�Î�æ�ê%5�Ã�.�6�*�Z�f
��æ�I
�
�Ò�Ú�¨�ß�é�&�Q�f�<  20 �X�Ç�;�=�Ð���ù�Ô�•�E�,�;�]'Î�µ�æ�����” $�v�å"í!Û�»�|�é�&�Q�f�<�

ö!ª�Ò
�á�”�c�I
��Ö�Õ�æ�Î�����é�&�Q�f�<�æ���"�.�,�â�È�ù�Ô9Ô -+ 1-3 �

ó�–9Õ�•

�&�Q�f�<  �K�^�J�é�Ñ!ª�Ç�:

�¨
�
Ï�&�Q�f�<�ÿ�&�Q�f�<  ���9�'�]�é�]�,�;�
-+$��Ô���æ�ê�”1b�ñ�U�o�<�ù�Ú�ê $�­�U�o�<�â  help �ã
�I
��Ò�ù�Ô�•�¿�Õ���Æ�é $�o�é�&�Q�f�<�æ�»�Ò�á  help �

ƒ
��Ô���ã�”�X�˜�é�&�Q�f�<�æ4P�Ô�� A�+��
�=�K�^�J9Ô
ö!ª�:�Å���î�t�¥�±�Ž9Õ�
-+$��â�È�ù�Ô�•�&�Q�f�<�
�I
��Ô���ã�È�æ�”4F1‘�Þ�Ú�X�™�é�•�™
�

ö!ª�Ò�Ú�•�'�ÿ�”
�1¡�¾�å�•�™�

ö!ª�Ò�Ú�•�'�æ�ê�”�Ø�é�&�Q�f�<�é
ö!ª�:�Å���î�t�¥�±�Ž�Ç-+$��Ð
���ù�Ô�•�ù�Ú�”�&�Q�f�<  ���9�'�]�æ  help �

ƒ
��Ô���ã�”�Ø�é���9�'�]�é�&�Q�f�<�é�]�,�;�Ç-+$��Ð��
�ù�Ô�•

-+ 1-2 �,���6�4  CLI �é�&�Q�f�<  �����]���,

�����]���, �&�Q�f�<  
batch configure

di show

earl cam

exit quit

logout quit

-+ 1-3 �E�,�;�]'Î�µ�&�Q�f�<

�&�Q�f�< �Ï(»

�¨�ß�é�&�Q�f�<�

û�ó�Ô���•�'

!! �¨�ß�æ�I
��Ò�Ú�&�Q�f�<�

û�ó

!-nn �¨�ß�Æ��  nn !ß�ü�é�&�Q�f�<�

û�ó

!n �&�Q�f�<  n �

û�ó

!aaa �¥�<�É  aaa �Æ���Ž�ù���&�Q�f�<�

û�ó

!?aaa �¥�<�É  aaa �
�=�û�&�Q�f�<�

û�ó

�¨�ß�æ�I
��Ò�Ú�&�Q�f�<�
���•�Ò�á
û�ó�Ô���•�'

^aaa^bbb �¨�ß�æ�I
��Ò�Ú�&�Q�f�<�é�¥�<�É  aaa �
�¥�<�É  bbb �æ'Î�µ

�è�æ�I
��Ò�Ú�&�Q�f�<�é�Ã�è�æ�¥�<�É�
1J
��Ò�á
û�ó�Ô���•�'

!!aaa �¨�ß�æ�I
��Ò�Ú�&�Q�f�<�é�Ã�è�æ�¥�<�É  aaa �
1J
�

!n aaa �&�Q�f�<  n �é�Ã�è�æ�¥�<�É  aaa �
1J
�

!aaa bbb �¥�<�É  aaa �Æ���Ž�ù���&�Q�f�<�é�Ã�è�æ�¥�<�É  bbb �
1J
�

!?aaa bbb �¥�<�É  aaa �Ç�=�ù�����&�Q�f�<�é�Ã�è�æ�¥�<�É  bbb �
1J
�
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
�¨
�
Ï�&�Q�f�<�ã�&�Q�f�<  ���9�'�]

1b�ñ�U�o�<�æ�Å�¿�á  help �&�Q�f�<�

ö!ª�Ô���ã�”�4�é���Á�æ�¨
�
Ï�&�Q�f�<�ÿ�&�Q�f�<  ���9�'�]�é�]
�,�;�Ç-+$��Ð���ù�Ô�•

Console> help
Commands:
----------------------------------------------------------------------
cd                           Set default flash device
dir                          Show list of files on flash device
enable                       Enable privileged mode
help                         Show this help screen
history                      Show contents of history substitution buffer
l2trace                      Layer2 trace between hosts
ping                         Send echo packets to hosts
pwd                          Show default flash device
quit                         Exit from the Admin session
session                      Tunnel to ATM or Router module
set                          Set commands, use 'set help' for more info
show                         Show commands, use 'show help' for more info
traceroute                   Trace the route to a host
verify                       Verify checksum of file on flash device
wait                         Wait for x seconds
whichboot                    Which file booted 
Console> 

 $�­�U�o�<�æ�Å�¿�á  help �&�Q�f�<�
�I
��Ô���ã�”�4�é���Á�æ�¨
�
Ï�&�Q�f�<�ÿ�&�Q�f�<  ���9�'�]�é�]
�,�;�Ç-+$��Ð���ù�Ô�•

Console> (enable) help
Commands:
----------------------------------------------------------------------
cd                        Set default flash device
clear                     Clear, use 'clear help' for more info
commit                    Commit ACL to hardware and NVRAM
configure                 Configure system from network
copy                      Copy files between TFTP/RCP/module/flash devices
delete                    Delete a file on flash device
dir                       Show list of files on flash device
disable                   Disable privileged mode
disconnect                Disconnect user session
download                  Download code to a processor
enable                    Enable privileged mode
format                    Format a flash device
help                      Show this help screen
history                   Show contents of history substitution buffer
l2trace                   Layer2 trace between hosts
ping                      Send echo packets to hosts
pwd                       Show default flash device
quit                      Exit from the Admin session
reconfirm                 Reconfirm VMPS
reload                    Force software reload to linecard
reset                     Reset system or module
rollback                  Rollback changes made to ACL in editbuffer
session                   Tunnel to ATM or Router module
set                       Set commands, use 'set help' for more info
show                      Show commands, use 'show help' for more info
slip                      Attach/detach Serial Line IP interface
squeeze                   Reclaim space used by deleted files
switch                    Switch to standby <clock|supervisor>
telnet                    Telnet to a remote host
test                      Test command, use 'test help' for more info
undelete                  Undelete a file on flash device
upload                    Upload code from a processor
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
verify                    Verify checksum of file on flash device
wait                      Wait for x seconds
whichboot                 Which file booted
write                     Write system configuration to terminal/network 
Console> (enable)

�&�Q�f�<  ���9�'�]

	û1ñ�é�&�Q�f�<9Ô�Ú�ã�Ã�ë�” clear�” set�” show9Õ�â�Ø�é�&�Q�f�<�é�ß�æ  help �ã�I
��Ô���ã�”�Ø�é���9
�'�]�é�&�Q�f�<�é�]�,�;�Ç-+$��Ð���ù�Ô�•�4�æ�” clear ���9�'�]�é�&�Q�f�<  �]�,�;�é	û1ñ�é-+$����
$�
�Ò�ù�Ô�•

Console> (enable)  clear help

Clear commands:
----------------------------------------------------------------------------
clear alias                  Clear aliases of commands
clear arp                    Clear ARP table entries
clear banner                 Clear Message Of The Day banner
clear boot                   Clear booting environment variable
clear cam                    Clear CAM table entries
clear channel                Clear PAgP statistical information 
.
.
.

 A�+���=�K�^�J

 $�o�é�&�Q�f�<�æ  help �

ƒ�Ì���ã�”�&�&�Q�f�<�æ4P�Ô��
ö!ª�:�Å���î�t�¥�±�Ž�
-+$��â�È�ù�Ô�•�4�æ�”
set length �&�Q�f�<�æ4P�Ô��
ö!ª�:�Å���î�t�¥�±�Ž�é-+$����
$��Ò�ù�Ô�•

Console> set length help
Usage: set length <screenlength> [default]
       (screenlength = 5..512, 0 to disable 'more' feature) 
Console> 

�U�+�X�o�^�”�P�o�;�”�Å���î  VLAN �é�0�o

Catalyst 6000 �H���R�]�é�U�+�X�o�^9Ô�U�+�X�o�^  �,�`�6�;9Õ �”�P�o�;�”�Å���î  VLAN �æ�ê 1 �Æ��!ß� 
�Ç
ƒ�Ì�����á�¿�ù�Ô�•�,�o�D�o�C���)  ���f�+�f  �U�+�X�o�^�ê�U�+�X�o�^  1 �â�”
�%5�é�,�`�6�;�æ�Þ0¿
�Ð���ù�Ô�•�&�U�+�X�o�^
��â�”�P�o�;  1 �ê�À%5�é�P�o�;�â�Ô�• $�o�U�+�X�o�^�é $�o�P�o�;�

ó�–�Ô��
�æ�ê�” mod/port �ã�¿�Á�&�Q�f�<�t�¥�

ö!ª�Ò�ù�Ô�•�Ú�ã�Ã�ë�” 3/1 �ê�U�+�X�o�^  3 �é�P�o�;  1 �
-+�Ò�ù
�Ô�•	û1ñ�é�&�Q�f�<9Ô�Ú�ã�Ã�ë�” set trunk�” set cam�” set vlan9Õ�â�ê�”�P�o�;�Å���î  VLAN �é�]�,�;
�
�I
��â�È�ù�Ô�•

�P�o�;�é�0�o�ê�”�U�+�X�o�^!ß� �ã�P�o�;!ß� �é�M���
���f�Q�â
™�¾�Þ�á-��¿�ù�Ô�•�P�o�;�é%¸�Ð�
�0
�o�Ô���æ�ê�”�U�+�X�o�^!ß� �ã�P�o�;!ß� �é�M���é4F�æ�3�6�*�X9Ô -9Õ�

ö!ª�Ò�ù�Ô�•�3�6�*�X�é�Ç�Ç
���f�Q�����ý���5�Ð���ù�Ô�•�4�æ�”�P�o�;�0�o�é�Ç�:�
�¿�Ê�ß�Æ$��Ò�ù�Ô�•

��  19æ2/1,2/3 �ê�”�U�+�X�o�^  2 �é�P�o�;  1 �ã�U�+�X�o�^  2 �é�P�o�;  3 �
�ç�g�Ò�ù�Ô�•

��  29æ2/1-12 �ê�”�U�+�X�o�^  2 �é�P�o�;  1 :*  12 �
�ç�g�Ò�ù�Ô�•

��  39æ2/1-2/12 �ý�”�U�+�X�o�^  2 �é�P�o�;  1 :*  12 �
�ç�g�Ò�ù�Ô�•

�& VLAN �ê
±	û!ß� �æ���Þ�á�0�o�Ò�ù�Ô�• VLAN �é�]�,�;�ê�P�o�;�é�•�'�ã�+�Ó�Ç�:�â�0�o�â�È�ù
�Ô�•�X�˜�é  VLAN �ê���f�Q9Ô ,9Õ�â
™�¾���”%¸�Ð�ê�3�6�*�X9Ô -9Õ�â
™�¾���ù�Ô�•�4�æ�” VLAN 1 :*  10 
�Å���î  VLAN 1000 �é�0�o���
$��Ò�ù�Ô�•

1-10,1000
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
�,���6�4  CLI
MAC ���<�_�,�” IP �Å���î  IPX ���<�_�,�” IP �����]���,�é�0�o

	û1ñ�é�&�Q�f�<�æ�ê  MAC ���<�_�,�Ç��-Ð�â�”�¡�0�»�|�â�0�o�Ô����-Ð�Ç�½���ù�Ô�• MAC ���<�_�,�é
�»�|�ê�”�4�é���é���Á�æ�” 6 �ß�é  16 1t�™�<�
�B���H�f�â
™�¾�Þ�á�0�o�Ò�ù�Ô�•

00-00-0c-24-d2-fe

	û1ñ�é�&�Q�f�<�æ�ê  IP ���<�_�,�Ç��-Ð�â�Ô�• IP ���<�_�,�é�»�|�ê�” 4 �ß�é���"�9�6�;�
�G�]���<�â
™
�¾�Þ�Ú 32 �F�6�;�â�Ô9Ô�<�6�;
ƒ�È  10 1t-+.%�

ö!ª�Ò�ù�Ô9Õ �• IP ���<�_�,�ê�”�4�é���æ$��Ô���Á�æ�”
�@�6�;�b�o�"1ñ�”���J�*�Z�f�é�(�I�@�6�;1ñ�”�Å���î�N�,�;1ñ�â�t�‘�Ð���ù�Ô�•

126.2.54.1

�,���6�4
��â  DNS �
�\�Ò�Ê.3�o�Ò�á�¿���•�'�” IP ���<�_�,�é
•�
���æ  IP �N�,�;�,�

ö!ª�â�È�ù�Ô�•
DNS �é.3�o�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

IP �����]���,  �9�o�I�^�
.3�o�Ò�á�¿���•�'�ê�” �<�6�;
ƒ�È  10 1t  IP ���<�_�,�é
•�
���æ  IP �����]���,
�

ö!ª�â�È�ù�Ô�• IP �����]���,�ê�” IP ���<�_�,�ù�Ú�ê  IP �����]���,�
�o'õ�Ô���&�Q�f�<�
4°�È�” IP ��
�<�_�,�

ö!ª�Ô���ö�ã���ä�é�&�Q�f�<�æ
ö!ª�â�È�ù�Ô�•

IPX ���<�_�,�t�¥�
�I
��Ô���ã�È�ê�”�4�é�H���o�Q�6�;�

ö!ª�Ò�ù�Ô�•

• IPX �@�6�;  ���<�_�,9æ 1..FFFFFFFE

• IPX �A�o�<  ���<�_�,9æ x.x.x9Ôx �ê  0 :*  FFFF9Õ

• IPX ���<�_�,9æ ipx_net.ipx_node9Ô�Ú�ã�Ã�ë�” 3.0034.1245.AB45�” A43.0000.0000.00019Õ

�&�Q�f�<-l�b�Ï(»�é
ö!ª

�&�Q�f�<-l�b�Ï(»�ê�4�é�Ï(»�â�t�‘�Ð���ù�Ô�•

• �Ÿ�&�Q�f�<)D
G
û�ó�é
ö!ª� 

• �Ÿ� �o�b�o�<��&•�é
ö!ª� 

• �Ÿ1ñ�½� �o�b�o�<��&•�é
ö!ª� 

• �Ÿ�&�Q�f�<-l�b�é
ö!ª� 

�&�Q�f�<)D
G
û�ó�é
ö!ª

�&�Q�f�<)D
G
û�ó�Ï(»�

ö!ª�Ô���ã�”�¥�<�É�Ç	û�ç�é	û)L�
-+�Ô�•�'�æ((�Ã�������Ô�ô�á�é� �o�b�o�<
�Ç	û)L�]�ˆ�ã�Ò�á-+$��Ð���ù�Ô�•	û�ç�æ	û)L�Ô���ý�é�Ç-×�ß�Æ���å�Æ�Þ�Ú�•�'�ê�”�¨�ý43�¿	û)L�¥�<�É
�Ç-+$��Ð���ù�Ô�•	û)L�]�ˆ�
-+$��Ô���æ�ê�”�¨�ß�é�D�\�T�o�2�é�ß�æ�,�M�o�,�
�I
��Ò�” ? �
�I
��Ò�ù
�Ô�•	û)L�Ç-+$��Ð�����ã�”�*�,�9�S  �J�`�f�J�;�æ�¯���” ? �å�Ò�â�¨�ß�é�&�Q�f�<�Ç-+$��Ð���ù�Ô�•�4�é
���â�ê�”�I
��Ò�Ú�&�Q�f�<�Ç  ? �å�Ò�â�¨�ß�æ
û�ó�Ð���á�¿���P�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•

Console> (enable) set mls nde 
  disable              Disable multilayer switching data export filter
  enable               Enable multilayer switching data export filter
  engineer             Engineer setting of the export filter
  flow                 Setting multilayer switching export filter
  <collector_ip>       IP address
Console> (enable) set mls nde
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
ROM �U�>�2  CLI
� �o�b�o�<��&•�é
ö!ª

� �o�b�o�<��&•�Ï(»�

ö!ª�Ô���ã�”�&�Q�f�<�æ�­
2�å� �o�b�o�<�Å���î�•�™�é�]�,�;�Ç-+$��Ð���ù�Ô�•
	û)L�]�ˆ�
-+$��Ô���æ�ê�”�¨�ß�é�D�\�T�o�2�é�ß�æ�,�M�o�,�
�I
��Ò�” ? �
�I
��Ò�ù�Ô�•�Ú�ã�Ã�ë�” 5 
�ß�é�D�\�T�o�2�Ç  set mls �&�Q�f�<�â�ê
ö!ª�Ð���ù�Ô�•�Î�����é�D�\�T�o�2�
-+$��Ô���æ�ê�” $�­�J�`
�f�J�;�â  set mls ? �ã�I
��Ò�ù�Ô�•�4�é���â�ê�”�I
��Ò�Ú�&�Q�f�<�Ç  ? �å�Ò�â
û�ó�Ð���á�¿���P�æ�H�ç
�Ò�á�Ê�Û�Ð�¿�•

Console> (enable) set mls ?    
  agingtime                  Set agingtime for MLS cache entry
  exclude                    Set MLS excluded protocol ports
  flow                       Set minimum flow mask
  nde                        Configure Netflow Data Export
  statistics                 Add protocols to protocol statistics list
Console> (enable)  set mls 

1ñ�½� �o�b�o�<��&•�é
ö!ª

1ñ�½� �o�b�o�<��&•�Ï(»�

ö!ª�Ô���ã�” $�o�é�¥�<�â�Ž�ù���&�Q�f�<�é�]�,�;�Ç-+$��Ð���ù�Ô�•	û)L�]
�ˆ�
-+$��Ô���æ�ê�” ? �
  �¨�ß�é�D�\�T�o�2�é"å�ß�æ�I
��Ò�ù�Ô�•�Ú�ã�Ã�ë�” $�­�J�`�f�J�;�â  co? �ã�I

��Ô���ã�” co �â�Ž�ù���&�Q�f�<�é�]�,�;�Ç-+$��Ð���ù�Ô�•�4�é���Á�æ�” co �â�Ž�ù���Ô�ô�á�é�&�Q�f�<
�Ç-+$��Ð���”�I
��Ò�Ú�&�Q�f�<�Ç  ? �å�Ò�â
û�ó�Ð���ù�Ô�•

Console> (enable) co?  
  commit               Commit ACL to hardware and NVRAM
  configure            Configure system from network
  copy                 Copy files between TFTP/RCP/module/flash devices
Console> (enable)  co

�&�Q�f�<-l�b�é
ö!ª

�&�Q�f�<-l�b�Ï(»�

ö!ª�Ô���ã�”�&�Q�f�<�ù�Ú�ê� �o�b�o�<�Ç-l�b�Ð���ù�Ô�•	û�ç�é1ñ�½�¥�<�É�
�I
�
�Ò�á  Tab �
�ü�Ô�ã�”�*�,�9�S�æ���Þ�á�&�Q�f�<�\���f
��é�&�Q�f�<�ù�Ú�ê� �o�b�o�<�Ç-l�b�Ð���ù�Ô�•
�Ú�ã�Ã�ë�” $�­�J�`�f�J�;�â  co �
�I
��Ò�á  Tab �
�ü�Ô�ã�”�n�0�æ	û)L�Ô���Ñ	û�é�&�Q�f�<�â�½���Ú�ü
�&�Q�f�<�é-l�b�æ���Þ�á  configure �ã�å���ù�Ô�•

-l�b�â�È�å�Æ�Þ�Ú�•�'�ê���"�*�Z�f�Ç
×�ý�s-��Ð���Õ�”�*�,�9�S  �J�`�f�J�;�æ�¯�Þ�á�¨�ß�é�&�Q�f�<
�Ç-+$��Ð���ù�Ô�•���o�0�^�Ç� �o�b�o�<�é"å�ß�æ-+$��Ð���”1J
��±�Ž�é�I
��Ç�â�È�ù�Ô�•

ROM �U�>�2  CLI
ROM �U�>�2�ê�”�J�\�6�;�H���o�S�é5��.�é�I�(�”�]�.�6�;�(�”�ù�Ú�ê2€�"�å�����Ç"’!¢�Ò�Ú�ã�È�æ�s
-��Ð����  ROM �L�o�,�é�J�`�#�\�S�â�Ô�•

ROM �U�>�2  CLI �ó�é���"�.�,

ROM �U�>�2  �U�o�<�Ç4?�Ž�Ð�����é�ê�”�,���6�4�Ç�­
2�å�*�,�9�S  ���T�o�+�
-×�ß�Ì���Î�ã�Ç�â�È�å
�Æ�Þ�Ú�•�'�” Nonvolatile RAM9ÔNVRAM; 
��¾"’�H  RAM9Õ�]�é.3�o�Ç�ã���á�¿�Ú�•�'�”�ù�Ú�ê�&�f
�H���!�X�_�o�*�Z�f  �_�+�,�2�Ç  ROM �U�>�2  �U�o�<�
4?�Ž�Ô�����Á�æ.3�o�Ð���á�¿�Ú�•�'�â�Ô�• ROM 
�U�>�2  �U�o�<�â�”�H�\�6�*�X  �T�U�]�”�@�6�;�b�o�"  �(�o�C  �H�����^�”�ù�Ú�ê�I�o�;�H�\�6�*�X�Æ���*
�,�9�S  ���T�o�+�
�»
G�â�`�o�<�â�È�ù�Ô�•�,���6�4�
�c/à
G�Ò�”/à
G�Æ��  60 $}
•�]�æ  Break � �o�
�ü
�Ò�á�” ROM �U�>�2  �U�o�<�
4?�Ž�Ô���Î�ã�ý�â�È�ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
ROM �U�>�2  CLI
9Ô�H9Õ �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é.3�o�o�â  Break � �o�Ç���H�æ.3�o�Ð���á�¿���Æ�ä�Á�Æ�æ4P�%�å
�Ê�”�*�,�9�S�é�c/à
G�Æ��  60 $}4F�ê�” Break � �o�Ç�ñ�æ�­
2�â�Ô�•

%5�Ã�(�o�C�

z�Ò�á�’&ï�Ô���æ�ê�” Telnet �J�`�f�J�;�æ���,�$�o�J�Ò�” send break �&�Q�f�<�
�I
��Ò
�á  ROM �U�>�2  �U�o�<�æ�¯���ù�Ô�•

ROM �U�>�2  CLI �é�2
Þ

ROM �U�>�2  �&�Q�f�<�ê�”�*�,�9�S  ���T�o�+�”�Q���"�`�&�o�<  ���T�o�+�”�Å���î�&�f�H���!�X�_�o
�*�Z�f  �H�����^�é�`�o�<�ã�&�G�o�æ
ö!ª�Ð���ù�Ô�•�*�,�9�S  ���T�o�+�æ�ê�*�,�9�S  �0�H�;�������Ç�=
�ù���ù�Ô�•�Q���"�`�&�o�<  ���T�o�+�æ�ê�&$³�B�o�<������  �:�C���,�æ�3���f�`�o�<�Ð�����Q���"�`
�&�o�<�Ç�=�ù���ù�Ô�•�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�ê  Catalyst 6000 �H���R�]  �0�H�;�������
��
�,�2�Q���-�Ô���Ú�ü�é�&�Q�f�<�Ç�=�ù���ù�Ô�•

�»
G�é  boot �&�Q�f�<�æ�ê�4�é�t�¥�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ �@�6�;�b�o�"�Æ�����T�o�+�
���ç�Ô���æ�ê�” copy file-id { tftp  | flash | file-id} �&�Q�f�<�
�I
��Ò�ù�Ô�•

• boot9æROM �Æ���I�o�;

• boot [-xv] [device:][ imagename]9æ�`�o���^  �:�C���,�Æ���I�o�;�•���T�o�+�,�
�0�o�Ò�å�Æ�Þ�Ú�•
�'�ê�”�:�C���,�æ�½���¨�Ë�é�­
2�å�H�����^�Ç�:�H���^�;
ö!ª�Ð���ù�Ô�•���T�o�+�,�â�ê�"�¥�<�ã
�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•

ROM �U�>�2  �U�o�<�Ç4?�Ž�Ð�����ã�”�J�`�f�J�;�Ç  rommon 1> �æ�å���ù�Ô�• ROM �U�>�2  �U�o�<�é4F�”
�¤�Á�&�Q�f�<�
�I
��Ô���Ú�î�æ�”�J�`�f�J�;�é!ß� �ê  1 �Õ�ß�Ç�Ã�ù�Ô�•
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%Y 1 %(      �&�Q�f�<�\���f  ���f�2�o�H�����,
ROM �U�>�2  CLI
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C H A P T E R 2

Catalyst 6000 �H���R�]  �,���6�4�Å���î  
ROM �U�>�2  �&�Q�f�<

�Î�é%(�â�ê�” Catalyst 6000 �H���R�]  �,���6�4�â
ö!ª��(»�å�Ô�ô�á�é�,���6�4�Å���î  ROM �U�>�2  �&�Q
�f�<�
���^�H���L�6�;5Å�æ.‘�ÿ�Ò�ù�Ô�•

ATM �U�+�X�o�^�æ4P1j�Ô���&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ ATM Software Configuration Guide and 
Command Reference for the Catalyst 5000 Family and 6000 Family Switches�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

IDS �U�+�X�o�^�æ4P1j�Ô���&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Intrusion Detection System 
Module Installation and Configuration Note�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

 $�æ�ÿ.%�Ò�å�¿4¢���”�_���W  3 �,���6�4�f�#  ���f�+�f�ê�”�4�é
��Ç�
-+�Ò�ù�Ô�•

• Layer 3 Switching Engine WS-F6K-PFC9ÔPFC9Õ�
�Þ0¿�Ò�Ú Supervisor Engine 1

• Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2
2-1
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
alias
alias
�&�Q�f�<  �����]���,�
.3�o�Å���î-+$��Ô���æ�ê�” alias �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

alias [name=value]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f value �æ�,�M�o�,�ÿ�Ø�é
•�é $�v9Ô�*���^9Õ�¥�<�Ç�=�ù�����•�'�”�•!ª%S�â�Ð�û��-Ð�Ç�½���ù�Ô�• value 
�é�¨�ß�é�¥�<�Ç�,�M�o�,�é�•�'�ê�”�Ø�é�4�é�&�Q�f�<  �\���f�é
±.†�Ç�����]���,�Æ�ä�Á�Æ�4���6�"�Ð
���ù�Ô9Ô1b�ñ�”�&�Q�f�<  �\���f�é�¨�Ë�é
±.†�é�ú�Ç�4���6�"�Ð���ù�Ô9Õ �•

�•�™�å�Ò�é�•�'�” �Î�é�&�Q�f�<�â�ê�” �����]���,
{�Ð���Ú�Ô�ô�á�é�,�è�ã�Ø�é�o�é�]�,�;�Ç�´
��Ð���ù�Ô�•

�����]���,�é�,�è�ã�o�é4F�æ%l� 9Ô =9Õ�Ç��-Ð�â�Ô�•

���•�
�;�=�Ô���æ�ê�” sync �&�Q�f�<�
"’-��Ô����-Ð�Ç�½���ù�Ô�• sync �&�Q�f�<�
"’-��Ò�å�Æ�Þ�Ú�•
�'�”���•�ê�;�=�Ð���Õ�” reset �æ���Þ�á���•�Ç�å4°�Ð���ù�Ô�•

�� �4�æ�”
ö!ª��(»�å  alias �&�Q�f�<�é�]�,�;�
-+$��Ò�” set �&�Q�f�<�é�����]���,�

Þ�‘�Ô�����
$��Ò�ù�Ô�•

rommon 1 > alias
r=repeat
h=history
?=help
b=boot
ls=dir
i=reset
k=stack
rommon 2 > alias s=set
rommon 3 > alias
r=repeat
h=history
?=help
b=boot
ls=dir
i=reset
k=stack
s=set
rommon 4 > s 
PS1=rommon ! > 
BOOT=bootflash:RTSYNC_llue_11,1;slot0:f1,1;
=========================================================================

name= 9Ô
›�ç9Õ�����]���,�æ�0�o�Ô���,�è�•

value 9Ô
›�ç9Õ�����]���,�é�o�•
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boot
boot
boot �&�Q�f�<�

ö!ª�Ò�á��1ñ�J�`�.�,�
�I�o�;�Ò�ù�Ô�•

boot [-x] [ -v] [device:][ imagename] 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f �•�™�å�Ò�é�•�'�” boot �ê�I�o�;�H�\�6�*�X�é�¨�Ë�é���T�o�+�
�I�o�;�Ò�ù�Ô�•���T�o�+�
�0�o�Ô���æ
�ê�,�è�
�I
��Ò�ù�Ô�•�:�C���,�
�0�o�Ô���æ�ê  device ID �
�I
��Ò�ù�Ô�•

imagename �â�:�C���,�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”���T�o�+�Ç�I�o�;�Ð���ù�Ö���•

�U�>�2�æ���Þ�á�:�C���,�,�Ç.z/��Ð���å�¿�•�'�”�U�>�2�ê�:�C���,  ID �
�I�o�;  �K�^�D�o  ���T�o�+�æ�ð
�Ò�ù�Ô�•

Catalyst 6000 �H���R�]  �,���6�4�æ  PFC �Ç�=�÷�Ò�å�¿�•�'�”�Î�é�&�Q�f�<�â�ê  MSFC �Ç/à
G�Ð���ù�Ö���•

�� �4�æ�” boot �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

rommon 2 > boot bootflash:cat6000-sup.6-1-1.bin
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
Uncompressing file:  
##########################################################################################
##########################################################################################
################################################################################

-x 9Ô
›�ç9Õ���T�o�+�
�`�o�<�Ò�ù�Ô�Ç�”�s-��Ò�ù�Ö���•

-v 9Ô
›�ç9Õ�l43�U�o�<�
�¾���§�Ã�ù�Ô�•

device: 9Ô
›�ç9Õ�:�C���,�é  ID�•

imagename 9Ô
›�ç9Õ���T�o�+�é�,�è�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 2
cd
cd
�*�,�9�S�é�:�H���^�;  �H�\�6�*�X  �:�C���,�
.3�o�Ô���æ�ê�” cd �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

cd [[m/]device:]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;  �H�\�6�*�X  �:�C���,�ê�I�o�;�H�\�6�*�X�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f �:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�:�C���,�0�o�Ç
›�ç�ã�å�Þ�á�¿���&�Q�f�<�â�”�:�H���^�;  �:�C���,�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�” cd �â.3
�o�Ð���Ú�:�C���,�Ç
ö!ª�Ð���ù�Ô�•

�� �4�æ�”�:�H���^�;  �H�\�6�*�X  �:�C���,�
�I�o�;�H�\�6�*�X�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> cd bootflash:
Default flash device set to bootflash.
Console> 

4P1j�&�Q�f�< pwd

m/ 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é
�U�+�X�o�^!ß� �•

device: 9Ô
›�ç9Õ�­
2�å�:�C���,�æ�ê�” bootflash9Ô�I�o�;�H�\�6�*�X9Õ �Å��
�î  slot0 �å�ä�Ç�½���ù�Ô�•
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clear alias
clear alias
�&�Q�f�<�é"í!Û�»�C�o�+�Z�f�
�"�]���Ô���æ�ê�” clear alias �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear alias { name | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” arpdel �ã�¿�Á�����]���,�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear alias arpdel
Command alias deleted.
Console> (enable)

�4�æ�”�Ô�ô�á�é�����]���,�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear alias all
Command alias table cleared. (1)
Console> (enable)

(1) �ê�”�"�]���Ð���Ú�&�Q�f�<  �����]���,�é�™�
$��Ò�ù�Ô�•

4P1j�&�Q�f�< set alias
show alias

name �&�Q�f�<�é
•�§/��Î�6�•

all 
Þ�‘�Ð���á�¿���Ô�ô�á�é
•�§/��Î�6�
�"�]���Ô��� �o�b�o�<�•
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clear arp
clear arp
ARP �9�o�I�^�Æ�� $�o�é���f�;�]�ù�Ú�ê�Ô�ô�á�é���f�;�]�
�å4°�Ô���æ�ê�” clear arp �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

clear arp [all | dynamic | permanent | static] { ip_addr}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” ARP �9�o�I�^�Æ��  IP ���<�_�,  198.133.219.209 �
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear arp 198.133.219.209
ARP entry deleted.
Console> (enable)

�4�æ�” ARP �9�o�I�^�Æ���Ô�ô�á�é���f�;�]�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear arp all
ARP table cleared. (1)
Console> (enable)

(1) �ê�”�"�]���Ð���Ú���f�;�]�é�™�
$��Ò�ù�Ô�•

�4�æ�”�3���=�R�6�"�æ�G(��Ð���Ú�Ô�ô�á�é  ARP ���f�;�]�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear arp dynamic
Unknown host
Dynamic ARP entries cleared. (3)                 
Console> (enable)

�4�æ�”�×&ï"›�æ�I
��Ð���Ú�Ô�ô�á�é  ARP ���f�;�]�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear arp permanent
Unknown host
Permanent ARP entries cleared.(5)
Console> (enable) 

all 9Ô
›�ç9Õ�Ô�ô�á�é  ARP ���f�;�]�
�"�]���Ô��� �o�b�o�<�•

dynamic 9Ô
›�ç9Õ�Ô�ô�á�é�3���=�R�6�"  ARP ���f�;�]�
�"�]���Ô��� �o�b�o�<�•

permanent 9Ô
›�ç9Õ�Ô�ô�á�é�×&ï"›  ARP ���f�;�]�
�"�]���Ô��� �o�b�o�<�•

static 9Ô
›�ç9Õ�Ô�ô�á�é�,�2�9���6�"  ARP ���f�;�]�
�"�]���Ô��� �o�b�o�<�•

ip_addr ARP �9�o�I�^�Æ���–
ð�Ô��  IP ���<�_�,�•
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clear banner motd
clear banner motd
Message-of-The-Day �C�=�o�
�"�]���Ô���æ�ê�” clear banner motd �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear banner motd

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” Message-of-The-Day �C�=�o�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear banner motd
MOTD banner cleared
Console> (enable)

4P1j�&�Q�f�< set banner motd
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clear boot auto-config
clear boot auto-config
/à
G�(�æ
ö!ª�Ô���&�f�H���!�X�_�o�*�Z�f  �H�����^�é�0�o�æ
ö!ª�Ð����  CONFIG_FILE !c�º���™�é�]
�ˆ�
�"�]���Ô���æ�ê�” clear boot auto-config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear boot auto-config [mod]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” auto-config �H�����^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear boot auto-config
CONFIG_FILE variable =
Console> (enable)

4P1j�&�Q�f�< set boot auto-config
show boot

mod 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é�U�+�X�o�^!ß� �•
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clear boot device
clear boot device

ö!ª�Ô��  NAM �,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�0�o�æ
ö!ª�Ð����  CONFIG_FILE 
!c�º���™�é�]�ˆ  �
�"�]���Ô���æ�ê�” clear boot device �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear boot device mod

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�(�P�o�;�Ô���é�ê�” NAM �U�+�X�o�^�Û�Ì�â�Ô�•

�� �4�æ�”�U�+�X�o�^  2 �é  NVRAM �Æ��  NAM �I�o�;  �,�;�]�f�#�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear boot device 2
Device BOOT variable =
Console> (enable)

4P1j�&�Q�f�< set boot device
show boot device

mod �H�\�6�*�X  �:�C���,�Ç�=�ù�����U�+�X�o�^�é!ß� �•
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clear boot system
clear boot system
BOOT !c�º���™�é�]�ˆ�Å���î�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�
�"�]���Ô���æ�ê�” clear boot 
system �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear boot system all [mod]

clear boot system flash device:[filename] [mod]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” BOOT !c�º���™�K
Õ�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear boot system all
BOOT variable = 
Console> (enable)

�4�æ�” $�o�é�:�C���,�
�"�]���Ô�����
$��Ò�ù�Ô�•�0�o�Ò�Ú�:�C���,�Ç�]�,�;�Ð���å�¿�Î�ã�æ�H�ç�Ò�á
�Ê�Û�Ð�¿�•

Console> (enable) clear boot system flash bootflash:cat6000-sup.5-5-1.bin
BOOT variable = bootflash:cat6000-sup.6-1-1.bin,1;bootflash:cat6000-sup.5-5-2.
bin,1;
Console> (enable)

4P1j�&�Q�f�< set boot system flash
show boot

all BOOT !c�º���™�K
Õ�
�"�]���Ô��� �o�b�o�<�•

mod 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é
�U�+�X�o�^!ß� �•

flash 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�
�"�]���Ô��� �o�b�o�<�•

device: �H�\�6�*�X  �:�C���,�é�,�è�•

filename 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�é�H�����^�,�•
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clear cam
clear cam
CAM �9�o�I�^�Æ�� $�o�é���f�;�]�ù�Ú�ê�Ô�ô�á�é���f�;�]�
�å4°�Ô���æ�ê�” clear cam �&�Q�f�<  �.�6
�;�

ö!ª�Ò�ù�Ô�•

clear cam mac_addr [vlan]

clear cam {dynamic | static | permanent}  [vlan]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” CAM �9�o�I�^�Æ��  MAC ���<�_�,  00-40-0b-a0-03-fa �
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear cam 00-40-0b-a0-03-fa
CAM table entry cleared.
Console> (enable)

�4�æ�” CAM �9�o�I�^�Æ���3���=�R�6�"  ���f�;�]�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear cam dynamic
Dynamic CAM entries cleared.
Console> (enable) 

4P1j�&�Q�f�< set cam
show cam

mac_addr 1 �ß�ù�Ú�ê-„�™�é  MAC ���<�_�,�•

vlan 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•

dynamic CAM �9�o�I�^�Æ���3���=�R�6�"  CAM ���f�;�]�
�"�]���Ô��� �o�b�o�<�•

static CAM �9�o�I�^�Æ���,�2�9���6�"  CAM ���f�;�]�
�"�]���Ô��� �o�b�o�<�•

permanent CAM �9�o�I�^�Æ���×&ï"›  CAM ���f�;�]�
�"�]���Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear channel statistics
clear channel statistics
PAgP &Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear channel statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear channel statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” PAgP &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear channel statistics
PAgP statistics cleared.
Console> (enable) 

4P1j�&�Q�f�< show channel
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear config
clear config
NVRAM �æ�;�=�Ð���á�¿���*�,�9�S�ù�Ú�ê�U�+�X�o�^.3�o�±�Ž�
�"�]���Ô���æ�ê�” clear config �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

clear config {mod | rmon | all | snmp | acl nvram}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f MSM �é
ö!ª
��æ  clear config �&�Q�f�<�
�I
��Ô���ã�” Catalyst 6000 �H���R�]  �,���6�4  �,�o�D�o�C��
�)  ���f�+�f�Ç�;�,�Ò�á�¿��1ñ�½�é  MSM .3�o�Ç�"�]���Ð���ù�Ô�• MSM �Ç�;�,�Ò�á�¿��1ñ�½�é.3�o�ê�”
�^�o�2  �_�L�^9Ô router> �J�`�f�J�;9Õ�â�"�]���Ô����-Ð�Ç�½���ù�Ô�•

clear config all �&�Q�f�<�

ö!ª�Ô���è�æ�” copy �&�Q�f�<�

ö!ª�Ò�á�”.3�o�é�C�6�"���6�J�
�;�=�Ò�á
�Ê�Û�Ð�¿�•

�� �4�æ�”�U�+�X�o�^  2 �é  NVRAM �æ�½��.3�o�±�Ž�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear config 2
This command will clear module 2 configuration.
Do you want to continue (y/n) [n]? y
..............................
Module 2 configuration cleared.
Console> (enable)

�4�æ�”�U�+�X�o�^  19Ô�,�o�D�o�C���)  ���f�+�f9Õ�é  NVRAM �æ�;�=�Ð���á�¿��.3�o�±�Ž�
�å4°�Ô����
�
$��Ò�ù�Ô�•

Console> (enable) clear config 1
This command will clear module 1 configuration.
Do you want to continue (y/n) [n]? y
......
Module 1 configuration cleared.
host%

mod �U�+�X�o�^!ß� �•

rmon historyControlTable�” alarmTable�” eventTable�” ringStation ControlTable �
�=�ü�á
�Ô�ô�á�é  RMON .3�o�
�"�]���Ô��� �o�b�o�<�•

all IP ���<�_�,�
�=�ü�á�Ô�ô�á�é�U�+�X�o�^�Å���î�*�,�9�S.3�o�±�Ž�
�"�]���Ô��� �o
�b�o�<�•

snmp �Ô�ô�á�é  SNMP .3�o�
�"�]���Ô��� �o�b�o�<�•

acl nvram �Ô�ô�á�é  ACL .3�o�
�"�]���Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear config pvlan
clear config pvlan
�P�o�;  �Q�6�G�f�#�
�=�ü�á�”�*�,�9�S�é�Ô�ô�á�é�J�\���L�o�;  VLAN .3�o�
�"�]���Ô���æ�ê�” clear 
config pvlan �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear config pvlan

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�*�,�9�S�é�Ô�ô�á�é�J�\���L�o�;  VLAN .3�o�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear config pvlan
This command will clear all private VLAN configurations.
Do you want to continue (y/n) [n]? y
VLAN 15 deleted
VLAN 16 deleted
VLAN 17 deleted
VLAN 18 deleted
Private VLAN configuration cleared.
Console> (enable) 

4P1j�&�Q�f�< set vlan
show vlan
set pvlan
set pvlan mapping
clear vlan
clear pvlan mapping
show pvlan
show pvlan mapping
configure
show config
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear cops
clear cops
COPS .3�o�
�"�]���Ô���æ�ê�” clear cops �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear cops roles role1 [role2]...

clear cops all-roles

clear cops server all [diff-serv | rsvp]

clear cops server ipaddr [diff-serv | rsvp]

clear cops domain-name

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear cops all-roles �&�Q�f�<�

ö!ª�Ô���ã�”�Ô�ô�á�é�P�o�;�Æ���Ô�ô�á�é�`�o�^�
�"�]���â�È�ù�Ô�•

�� �4�æ�” $�o�é�`�o�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear cops roles backbone_port main_port
Roles cleared.
Console> (enable) 

�4�æ�”�Ô�ô�á�é�`�o�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear cops all-roles
All roles cleared.
Console> (enable) 

�4�æ�”�Ô�ô�á�é  COPS �(�o�C�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear cops server all

roles role# �"�]���Ô���`�o�^�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

all-roles �Ô�ô�á�é�`�o�^�
�"�]���Ô��� �o�b�o�<�•

server COPS �(�o�C�
�0�o�Ô��� �o�b�o�<�•

all �Ô�ô�á�é�(�o�C  �9�o�I�^�
�"�]���Ô��� �o�b�o�<�•

diff-serv 9Ô
›�ç9Õ�Å�Î
{�(�o�F�,  �(�o�C  �9�o�I�^�
�0�o�Ô��� �o�b�o�<�•

rsvp 9Ô
›�ç9ÕRSVP+ �(�o�C  �9�o�I�^�
�0�o�Ô��� �o�b�o�<�•

ipaddr �(�o�C�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
domain-name �(�o�C�é�<�T���f�,�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear counters
clear counters
MAC �����f�2�” EtherChannel MAC �����f�2�”�P�o�;  �����f�2�”�4�V�@�^  �;�\�H���6�"  �D�o�.�f�2
���^�
�"�]���Ô���æ�ê�” clear counters �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear counters [all | mod/ports]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �"�]���Ô���P�o�;�é%¸�Ð�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�,���6�4�é�Ô�ô�á�é�P�o�;�Ç�"�]���Ð���ù�Ô�•

�� �4�æ�” MAC �����f�2�ã�P�o�;  �����f�2�
�/�`�æ�]�.�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear counters
This command will reset all MAC and port counters reported in CLI and SNMP.
Do you want to continue (y/n) [n]? y

MAC and Port counters cleared.
Console> (enable)

�4�æ�” $�o�é�U�+�X�o�^�Å���î�P�o�;�æ�ß�¿�á�” MAC �����f�2�ã�P�o�;  �����f�2�
�/�`�æ�]�.�6�;�Ô
�����
$��Ò�ù�Ô�•

Console> (enable) clear counters 5/1
This command will reset MAC and port counters reported by the CLI for port(s) 5/1.
Do you want to continue (y/n) [n]? y

MAC and Port counters cleared.
Console> (enable)

4P1j�&�Q�f�< restore counters
show port counters

all 9Ô
›�ç9Õ�Ô�ô�á�é�P�o�;�
�0�o�Ô���Ú�ü�é� �o�b�o�<�•

mod/ports 9Ô
›�ç9Õ�U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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clear crypto key rsa
clear crypto key rsa
�Ô�ô�á�é  RSA �O4?� �o  �M���
�å4°�Ô���æ�ê�” clear crypto key rsa �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear crypto key rsa

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”� �o�b�o�<�ù�Ú�ê�•�™�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f crypto �&�Q�f�<�ê�”�4�é���T�o�+  �2���J�
�s-��Ô���*�,�9�S�é�ú�â�(�P�o�;�Ð���ù�Ô�•

• supk9 ���T�o�+9æ cat6000-supk9.6-1-3.bin �å�ä

• supcvk9 ���T�o�+9æ cat6000-supcvk9.6-1-3.bin �å�ä

�� �4�æ�” RSA � �o  �M���
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear crypto key rsa  
Do you really want to clear RSA keys (y/n) [n]? y
RSA keys has been cleared.
Console> (enable) 

4P1j�&�Q�f�< set crypto key rsa
show crypto key
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear dot1x config
clear dot1x config
�Ô�ô�á�é�P�o�;�é  dot1x �
�:���.�o�I�^�æ�Ò�á�o�
�:�H���^�;.3�o�æ�¯�Ô�æ�ê�” clear dot1x config �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear dot1x config

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”� �o�b�o�<�ù�Ú�ê�•�™�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” dot1x �
�:���.�o�I�^�æ�Ò�á�o�
�:�H���^�;.3�o�æ�¯�Ô���
$��Ò�ù�Ô�•

Console> (enable) clear dot1x config
This command will disable Dot1x and take values back to factory default.

Do you want to continue (y/n) [n]? y
Dot1x config cleared.
Console> (enable) 

4P1j�&�Q�f�< set port dot1x
show dot1x
show port dot1x
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear gmrp statistics
clear gmrp statistics
�0�o�Ò�Ú  VLAN �ù�Ú�ê�Ô�ô�á�é  VLAN �Æ���é�Ô�ô�á�é  GMRP &Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear 
gmrp statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear gmrp statistics { vlan | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�Ô�ô�á�é  VLAN �Æ���é  GMRP &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear gmrp statistics all
GMRP statistics cleared.
Console> (enable) 

�4�æ�” VLAN 1 �Æ���é  GMRP &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear gmrp statistics 1
GMRP statistics cleared from VLAN 1.
Console> (enable) 

4P1j�&�Q�f�< show gmrp statistics

vlan VLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•

all �Ô�ô�á�é  VLAN �
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear gvrp statistics
clear gvrp statistics
�Ô�ô�á�é  GVRP &Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear gvrp statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear gvrp statistics { mod/port | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�Ô�ô�á�é  GVRP &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear gvrp statistics all
GVRP statistics cleared for all ports.
Console> (enable) 

�4�æ�”�U�+�X�o�^  2�”�P�o�;  1 �é  GVRP &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear gvrp statistics 2/1
GVRP statistics cleared on port 2/1.
Console> (enable) 

4P1j�&�Q�f�< show gvrp configuration
set gvrp

mod/port �U�+�X�o�^!ß� �ã�P�o�;!ß� �•

all �Ô�ô�á�é�P�o�;�
�0�o�Ô���Ú�ü�é� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear igmp statistics
clear igmp statistics
IGMP �,�?�o�G�f�#&Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear igmp statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear igmp statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” IGMP &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear igmp statistics
IGMP statistics cleared.
Console> (enable) 

4P1j�&�Q�f�< set igmp
show igmp statistics
2-25
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear ip alias
clear ip alias
set ip alias �&�Q�f�<�

ö!ª�Ò�á.3�o�Ò�Ú  IP �����]���,�
�"�]���Ô���æ�ê�” clear ip alias �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

clear ip alias { name | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” babar �ã�¿�Á�o'õ�ã�ú  IP �����]���,�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear ip alias babar
IP alias deleted.
Console> (enable)

4P1j�&�Q�f�< set ip alias
show ip alias

name �å4°�Ô��  IP ���<�_�,  �����]���,�•
all .3�o�ã�ú�é�Ô�ô�á�é  IP ���<�_�,  �����]���,�
�å4°�Ô�����Á�æ�0�o

�Ô��� �o�b�o�<�•
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clear ip dns domain
clear ip dns domain
�:�H���^�;  DNS �<�T���f�,�
�"�]���Ô���æ�ê�” clear ip dns domain �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ip dns domain

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�:�H���^�;�é  DNS �<�T���f�,�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ip dns domain
Default DNS domain name cleared.
Console> (enable)

4P1j�&�Q�f�< set ip dns domain
show ip dns
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clear ip dns server
clear ip dns server
DNS �(�o�C  �]�,�;�Æ��  DNS �(�o�C�
�å4°�Ô���æ�ê�” clear ip dns server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ip dns server { ip_addr | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” DNS �(�o�C  �]�,�;�Æ��  IP ���<�_�,  198.92.30.32 �é  DNS �(�o�C�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ip dns server 198.92.30.32
198.92.30.32 cleared from DNS table.
Console> (enable)

�4�æ�” DNS �(�o�C  �]�,�;�Æ���Ô�ô�á�é  DNS �(�o�C�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ip dns server all
All DNS servers cleared 
Console> (enable)

4P1j�&�Q�f�< set ip dns server
show ip dns

ip_addr �å4°�Ô��  DNS �(�o�C�é  IP ���<�_�,�• DNS �â.��ÿ��(»�å  IP �����]
���,�ù�Ú�ê�N�,�;�,�ý
ö!ª�â�È�ù�Ô�•

all DNS �(�o�C  �]�,�;�é�Ô�ô�á�é  IP ���<�_�,�
�å4°�Ô�����Á�æ�0�o
�Ô��� �o�b�o�<�•
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clear ip permit
clear ip permit
�0�o�Ò�Ú  IP ���<�_�,�ã�Q�,�"�”�ù�Ú�ê�Ô�ô�á�é  IP ���<�_�,�ã�Q�,�"�
.5���]�,�;�Æ���å4°�Ô���æ�ê�”
clear ip permit �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear ip permit all

clear ip permit { ip_addr} [ mask] [ telnet | ssh | snmp | all]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f IP .5���Ï(»�é A���
���•�Ö�Õ�æ.5���]�,�;�
�"�]���Ô���æ�ê�” clear ip permit all  �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•.5���]�,�;�Æ���Ô�ô�á�é  IP ���<�_�,�Ç�"�]���Ð���Ú�Ç�”�Ï(»�Ç���@�o�I�^�æ�å�Þ�á�¿���•�'�ê�”
/
�T�Ç-+$��Ð���ù�Ô�•�:�H���^�;9Ô 255.255.255.2559Õ
•���é�Q�,�"�Ç.3�o�Ð���á�¿���•�'�” $�o�é��
�f�;�]�
�"�]���Ô���æ�ê�”���<�_�,�ã�Q�,�"�é
��Ç�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

telnet�” ssh�” snmp�”�ù�Ú�ê  all � �o�b�o�<�Ç�0�o�Ð���á�¿�å�¿�•�'�” SNMP .5���]�,�;�ã  Telnet .5��
�]�,�;�é
��Ç�Æ��  IP ���<�_�,�Ç�å4°�Ð���ù�Ô�•

�� �4�æ�” IP ���<�_�,�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ip permit 172.100.101.102
172.100.101.102 cleared from IP permit list.
Console> (enable)

Console> (enable) clear ip permit 172.160.161.0 255.255.192.0 snmp
172.160.128.0 with mask 255.255.192.0 cleared from snmp permit list.
Console> (enable)

Console> (enable) clear ip permit 172.100.101.102 telnet
172.100.101.102 cleared from telnet permit list.
Console> (enable)

Console> (enable) clear ip permit all

ip_addr �"�]���Ô��  IP ���<�_�,�• DNS �â.��ÿ��(»�å  IP �����]���,�ù�Ú�ê�N�,�;�,
�ý
ö!ª�â�È�ù�Ô�•

mask 9Ô
›�ç9Õ�0�o�Ò�Ú  IP ���<�_�,�é�(�I�@�6�;  �Q�,�"�•

telnet 9Ô
›�ç9ÕTelnet .5���]�,�;�é���f�;�]�
�"�]���Ô��� �o�b�o�<�•

ssh 9Ô
›�ç9ÕSSH .5���]�,�;�é���f�;�]�
�"�]���Ô��� �o�b�o�<�•

snmp 9Ô
›�ç9ÕSNMP .5���]�,�;�é���f�;�]�
�"�]���Ô��� �o�b�o�<�•

all 9Ô
›�ç9Õ�Ô�ô�á�é.5���]�,�;�
�"�]���Ô��� �o�b�o�<�•
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clear ip route
clear ip route
IP �^�o�9���f�#  �9�o�I�^  ���f�;�]�
�å4°�Ô���æ�ê�” clear ip route �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ip route destination gateway

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  destination �â�Ô�•�p�5�Ç���"�9���I�å�:�H���^�;  �%�o�;�������â�å�¿�•�'�”�s4Ù�é�p�5
�Ç�:�H���^�;�æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” clear ip route �&�Q�f�<�

ö!ª�Ò�á�^�o�9���f�#  �9�o�I�^  ���f�;�]�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ip route 134.12.3.0 elvis
Route deleted.
Console> (enable)

4P1j�&�Q�f�< set ip route
show ip route

destination �N�,�;�ù�Ú�ê�@�6�;�b�o�"�é  IP ���<�_�,�• DNS �â.��ÿ��(»�å  IP 
�����]���,�ù�Ú�ê�N�,�;�,�ý
ö!ª�â�È�ù�Ô�•

gateway �%�o�;������  �^�o�2�é  IP ���<�_�,�ù�Ú�ê�����]���,�•
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clear kerberos clients mandatory
clear kerberos clients mandatory
�@�6�;�b�o�"�é�(�o�F�,�æ4P�Ò�á��5Ç�é  Kerberos .z.=�
�:���.�o�I�^�æ�Ô���æ�ê�” clear kerberos 
clients mandatory �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear kerberos clients mandatory

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; Kerberos �"�\�����f�;�ê��5Ç�æ.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Kerberos .z.=�
��5Ç�æ�Ò�á�¿�å�¿�•�'�” Kerberos .z.=�Ç�ç�����å�¿�ã�”���J�]�$�o�*�Z�f�ê�Ø�é�@�6
�;�b�o�"  �(�o�F�,�â�:�H���^�;�é.z.=�Ç�|�

ö!ª�Ò�á�”�Y�o�)�
.z.=�Ò���Á�ã�Ò�ù�Ô�•�Ú�ã�Ã�ë�”
Telnet �é�•�'�ê�D�,�b�o�<�
-Ð�Þ�Ò�ù�Ô�•

�� �4�æ�”��5Ç�é  Kerberos .z.=�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear  kerberos clients mandatory 
Kerberos clients mandatory cleared
Console> (enable)

4P1j�&�Q�f�< set kerberos clients mandatory
show kerberos
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clear kerberos credentials forward
clear kerberos credentials forward
/—�p�±�Ž�é0©1M�
�:���.�o�I�^�æ�Ô���æ�ê�” clear kerberos credentials forward �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear kerberos credentials forward

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�â�ê�”0©1M�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f TGT �Ç
��Ã�����” Kerberos �»���,���6�4�é.z.=�
���Ì�Ú�•�'�ê�”�Ø�é  TGT �

ö!ª�Ò�á�@�6�;�b�o�"
�
�é�N�,�;�é.z.=�
���Ì���Î�ã�Ç�â�È�ù�Ô�•�Ú�Û�Ò�”0©1M�Ç$L�[�Ð���á�¿���•�'�”�Y�o�)�Ç�N�,�;�é.z.=
�
���Ì�Ú�ß�â/—�p�±�Ž�
-+$��Ò���Á�ã�Ô���ã�” Kerberos /—�p�±�Ž�Ç�=�÷�Ò�å�¿�Î�ã�
$��Ô�´
��æ�å��
�ù�Ô�•

�� �4�æ�” Kerberos /—�p�±�Ž�é0©1M�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear kerberos credentials forward  
Kerberos credentials forwarding disabled
Console> (enable) 

4P1j�&�Q�f�< set kerberos credentials forward
set kerberos clients mandatory
show kerberos
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clear kerberos creds
clear kerberos creds
�Ô�ô�á�é  Kerberos /—�p�±�Ž�
�å4°�Ô���æ�ê�” clear kerberos creds �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear kerberos creds

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f TGT �Ç
��Ã�����” Kerberos �»���,���6�4�é.z.=�
���Ì�Ú�•�'�ê�”�Ø�é  TGT �

ö!ª�Ò�á�@�6�;�b�o�"
�
�é�N�,�;�é.z.=�
���Ì���Î�ã�Ç�â�È�ù�Ô�•

�� �4�æ�”�Ô�ô�á�é  Kerberos /—�p�±�Ž�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear kerberos creds
Console> (enable) 

4P1j�&�Q�f�< set kerberos credentials forward
show kerberos
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clear kerberos realm
Kerberos �_�^�S�,�
  DNS �<�T���f�,�ù�Ú�ê�N�,�;�,�æ�Q�6�G�f�#�Ô�����f�;�]�
�"�]���Ô���æ�ê�”
clear kerberos realm �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear kerberos realm {dns_domain | host} kerberos_realm

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set kerberos realm �&�Q�f�<�

ö!ª�Ò�á�” Kerberos �_�^�S�
  DNS �<�T���f�,�ù�Ú�ê�N�,�;�,�æ�Q�6�G
�f�#�â�È�ù�Ô�•

�� �4�æ�” Kerberos �_�^�S�
�<�T���f�,�æ�Q�6�G�f�#�Ô�����f�;�]�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear kerberos realm CISCO CISCO.COM
Kerberos DnsDomain-Realm entry CISCO - CISCO.COM deleted
Console> (enable) 

4P1j�&�Q�f�< set kerberos realm
set kerberos local-realm
show kerberos

dns_domain Kerberos �_�^�S�æ�Q�6�G�f�#�Ô��  DNS �<�T���f�,�•

host Kerberos �_�^�S�æ�Q�6�G�f�#�Ô��  IP ���<�_�,�ù�Ú�ê�,�è�•

kerberos_realm Kerberos �_�^�S�é  IP ���<�_�,�ù�Ú�ê�,�è�•
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clear kerberos server
clear kerberos server
�0�o�Ò�Ú  KDC ���f�;�]�
�"�]���Ô���æ�ê�” clear kerberos server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear kerberos server kerberos_realm {hostname | ip_address} [ port_number]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Kerberos �_�^�S�â
ö!ª�Ô��  KDC �
�,���6�4�æ�»�Ò�á�0�o�â�È�ù�Ô�•�Î�é�&�Q�f�<�ê�”�9�o�I�^�Æ��
�(�o�C  ���f�;�]�
�"�]���Ò�ù�Ô�•

�� �4�æ�”�,���6�4�â�I
��Ð���Ú  KDC �(�o�C�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear kerberos server CISCO.COM 187.0.2.1 750
Kerberos Realm-Server-Port entry CISCO.COM-187.0.2.1-750  deleted
Console> (enable) 

4P1j�&�Q�f�< set kerberos server
show kerberos

kerberos_realm Kerberos �_�^�S�é�,�è�•

hostname KDC �
�s-��Ô���N�,�;�,�•

ip_address KDC �
�s-��Ô���N�,�;�é  IP ���<�_�,�•

port_number 9Ô
›�ç9Õ�U�+�X�o�^
��é�P�o�;!ß� �•
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clear key config-key
�;�]�J�^  DES $•�’� �o�
�å4°�Ô���æ�ê�” clear key config-key �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear key config-key string

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�;�]�J�^  DES $•�’� �o�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear key config-key abcd
Kerberos config key deleted
Console> (enable) 

4P1j�&�Q�f�< set key config-key

string �;�]�J�^  DES � �o�é�,�è�•�,�è�ê  8 �C���;
•
��â�Ô�•
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clear lda
clear lda
�,���6�4�Æ��  ASLB MLS ���f�;�]�ù�Ú�ê  MAC ���<�_�,�
�å4°�Ô���æ�ê�” clear lda �&�Q�f�<  �.�6�;
�

ö!ª�Ò�ù�Ô�•

clear lda mls

clear lda mls [destination ip_addr_spec] [source ip_addr_spec] [protocol protocol 
src-port src_port dst-port dst_port]

clear lda vip { all | vip | vip tcp_port}

clear lda mac { all | router_mac_address}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

mls .3�o�ã�ú�é  LD �
�å4°�Ô��� �o�b�o�<�•

destination 
ip_addr_spec

9Ô
›�ç9Õip_addr�” ip_addr/netmask�”�ù�Ú�ê  ip_addr/maskbit �»�|
�æ�����p�5  IP ���<�_�,�K
Õ�ù�Ú�ê�(�I�@�6�;  ���<�_�,�•

source 
ip_addr_spec

9Ô
›�ç9Õip_addr�” ip_addr/netmask�”�ù�Ú�ê  ip_addr/maskbit �»�|
�æ����1M�>�0  IP ���<�_�,�K
Õ�ù�Ú�ê�(�I�@�6�;  ���<�_�,�•

protocol 
protocol

9Ô
›�ç9Õ�–�'�Ô��1J
��é�H�`�o�±�Ž9Ô�J�`�;�&�^  �H���R�]�Å���î�J
�`�;�&�^  �P�o�;  �M��9Õ�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o
�æ�ê tcp�” udp�” icmp�”�ù�Ú�ê�Ø�é
•�é�J�`�;�&�^  �H���R�]�
-+
�Ô 10 1t�™�Ç�½���ù�Ô�•

src-port 
src_port

9Ô
›�ç9ÕTCP/UDP 1M�>�0�P�o�;�é!ß� �
�0�o�Ô��� �o�b�o�<�Å��
�î���™9Ô 10 1t�™9Õ�• protocol �Ç tcp �ù�Ú�ê  udp �é�•�'�æ�” dst-port 
�ã&µ�ú�'�
�Ö�á
ö!ª�Ò�á�”�P�o�;�é�M���
�0�o�Ò�ù�Ô�• 0 �ê�”�Ÿ�0
�o�å�Ò� �
$��Ò�ù�Ô�•

dst-port 
dst_port

9Ô
›�ç9ÕTCP/UDP �p�5�P�o�;�é!ß� �
�0�o�Ô��� �o�b�o�<�Å���î
���™9Ô10 1t�™9Õ�• protocol �Ç tcp �ù�Ú�ê  udp �é�•�'�æ�” src-port �ã
&µ�ú�'�
�Ö�á
ö!ª�Ò�á�”�P�o�;�é�M���
�0�o�Ò�ù�Ô�• 0 �ê�”�Ÿ�0�o
�å�Ò� �
$��Ò�ù�Ô�•

vip all �Ô�ô�á�é  VIP ���6�J�^9Ô set lda �&�Q�f�<�â.3�o9Õ�
�å4°�Ô��� �o
�b�o�<�•

vip vip VIP �
�0�o�Ô��� �o�b�o�<�Å���î���™�•

vip vip 
tcp_port

VIP �ã�P�o�;�é���6�J�^�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

mac all �Ô�ô�á�é  ASLB �^�o�2  MAC ���<�_�,�
�"�]���Ô��� �o�b�o�<�•

mac 
router_mac_ 
address

 $�o�é�^�o�2  MAC ���<�_�,�
�"�]���Ô��� �o�b�o�<�Å���î���™�•
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clear log
clear log
�U�+�X�o�^�”�*�,�9�S  ���\�o  �`�#�”�ù�Ú�ê�3�f�J  �`�#  ���f�;�]�
�å4°�Ô���æ�ê�” clear log �&�Q�f�<  
�.�6�;�

ö!ª�Ò�ù�Ô�•

clear log [mod]

clear log dump

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �U�+�X�o�^!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�*�,�9�S�K
Õ�é�*�,�9�S  ���\�o  �`�#�Ç�–
ð�Ð���ù�Ô�•

�� �4�æ�”�*�,�9�S  ���\�o  �`�#�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear log
System error log cleared.
Console> (enable) 

�4�æ�”�3�f�J  �`�#�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear log dump
Console> (enable) 

4P1j�&�Q�f�< show log

mod 9Ô
›�ç9Õ�U�+�X�o�^!ß� �•

dump �3�f�J  �`�#  ���f�;�]�
�"�]���Ô��� �o�b�o�<�•
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clear log command
clear log command
�&�Q�f�<  �`�#  ���f�;�]  �9�o�I�^�
�"�]���Ô���æ�ê�” clear log command �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear log command [mod]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �&�Q�f�<  �`�#  ���f�;�]  �9�o�I�^�ã�ê�”�&�f�0�o�^�ù�Ú�ê  Telnet �Æ���,���6�4�æ�I
��Ð���Ú�&�Q�f�<�é��
�g�`�#�â�Ô�•

�� �4�æ�”�,���6�4�é�&�Q�f�<  �`�#  �9�o�I�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear log command
Local-log cleared
Console> (enable) 

�4�æ�” $�o�é�U�+�X�o�^�é�&�Q�f�<  �`�#  �9�o�I�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear log command 3
Module 3 log cleared.
Console> (enable) 

4P1j�&�Q�f�< show log command

mod 9Ô
›�ç9Õ�U�+�X�o�^!ß� �•
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clear logging buffer
clear logging buffer
�*�,�9�S  �`�!�f�#  �C�6�H���
�"�]���Ô���æ�ê�” clear logging buffer �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear logging buffer

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�*�,�9�S  �`�!�f�#  �C�6�H���
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear logging buffer
System logging buffer cleared.
Console> (enable)

4P1j�&�Q�f�< show logging buffer
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clear logging level
clear logging level
 $�o�é�H���*�]�9���ù�Ú�ê�Ô�ô�á�é�H���*�]�9���é�`�#  �_�L�^�
�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�”
clear logging level �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear logging level { facililty | all}

�t�¥�é.‘�ÿ facility �]�.�6�;�Ô���H���*�]�9���é�,�è�•�H���*�]�9��  �2���J�
 -+ 2-1 �æ$��Ò�ù�Ô�•

all �Ô�ô�á�é�H���*�]�9���
�]�.�6�;�Ô��� �o�b�o�<�•

-+ 2-1 �H���*�]�9��  �2���J

�H���*�]�9���, �o'õ

all �Ô�ô�á�é�H���*�]�9��

acl Access Control List9Ô���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ

cdp Cisco Discovery Protocol9Ô�*�,�&���´�J�`�;�&�^9Õ

cops Common Open Policy Service Protocol

dtp Dynamic Trunking Protocol9Ô�3���=�R�6�"  �;�\�f� �f�#  �J
�`�;�&�^9Õ

dvlan �3���=�R�6�"  VLAN

earl Enhanced Address Recognition Logic

filesys �H�����^  �*�,�9�S  �H���*�]�9��

gvrp GARP VLAN Registration Protocol

ip Internet Protocol9Ô���f�2�o�@�6�;  �J�`�;�&�^9Õ

kernel ���o�@�^

ld ASLB �H���*�]�9��

mcast Multicast

mgmt %¤!�

mls Multilayer Switching9Ô�Q�^�4�_���W  �,���6�4�f�#9Õ

pagp Port Aggregation Protocol9Ô�P�o�;4ø&‚�J�`�;�&�^9Õ

protfilt Protocol Filter9Ô�J�`�;�&�^  �H���^�29Õ

pruning VTP pruning9ÔVTP �J�^�o�>�f�#9Õ

privatevlan Private VLAN facility9Ô�J�\���L�o�;  VLAN �H���*�]�9��9Õ

qos Quality of Service

radius Remote Authentication Dial-In User Service

rsvp ReSerVation Protocol

security �.� �X�]�9��

snmp Simple Network Management Protocol9Ô%ò���@�6�;�b�o�"%¤
!��J�`�;�&�^9Õ
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clear logging server
clear logging server
�*�,�9�S  �`�#  �(�o�C  �9�o�I�^�Æ��  Syslog �(�o�C�
�å4°�Ô���æ�ê�” clear logging server �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

clear logging server ip_addr

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”.3�o�Æ��  Syslog �(�o�C�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear logging server 171.69.192.207
System log server 171.69.192.207 removed from system log server table.
Console> (enable) 

4P1j�&�Q�f�< set logging server
show logging

ip_addr �å4°�Ô��  Syslog �(�o�C�é  IP ���<�_�,�•
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clear mls cef
clear mls cef
CEF -Ð&‚&Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear mls cef �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear mls cef

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ð���Ú  
Catalyst 6000 �H���R�]  �,���6�4�â�é�ú�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�” CEF -Ð&‚�±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls cef 
CEF statistics cleared.
Console> (enable)

4P1j�&�Q�f�< show mls cef summary
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clear mls entry
clear mls entry
Catalyst 6000 �H���R�]  �,���6�4�é  MLS ���f�;�]�
�"�]���Ô���æ�ê�” clear mls entry �&�Q�f�<  �.�6�;
�

ö!ª�Ò�ù�Ô�•

clear mls entry [ip | ipx] all

clear mls entry ip destination ip_addr_spec [source ip_addr_spec] [protocol protocol] 
[src-port src_port] [dst-port dst_port]

clear mls entry ipx destination ipx_addr_spec

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ð���Ú
�*�,�9�S�â�ê�(�P�o�;�Ð���ù�Ö���• Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor 
Engine 2 �â.3�o�Ð���Ú�*�,�9�S�é���f�;�]�
�"�]���Ô���æ�ê�” clear mls entry cef adjacency �&�Q�f�<
�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

IPX ���<�_�,�t�¥�
�I
��Ô���ã�È�ê�”�4�é�H���o�Q�6�;�

ö!ª�Ò�ù�Ô�•

• IPX �@�6�;  ���<�_�,9æ 1..FFFFFFFE

• IPX �A�o�<  ���<�_�,9æ x.x.x9Ôx �ê  0 :*  FFFF9Õ

ip 9Ô
›�ç9ÕIP MLS �
�0�o�Ô��� �o�b�o�<�•

ipx 9Ô
›�ç9ÕIPX MLS �
�0�o�Ô��� �o�b�o�<�•

all �Ô�ô�á�é  MLS ���f�;�]�
�"�]���Ô��� �o�b�o�<�•

destination �p�5  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�•

ip_addr_spec ip_addr�” ip_addr/netmask�” �ù�Ú�ê  ip_addr/maskbit �»�|�æ����  IP ���<�_
�,�K
Õ�ù�Ú�ê�(�I�@�6�;  ���<�_�,�•

source ip_addr_spec 9Ô
›�ç9Õ1M�>�0 IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

protocol protocol 9Ô
›�ç9Õ�–�'�Ô��1J
��é�H�`�o�±�Ž9Ô�J�`�;�&�^  �H���R�]�Å���î�J�`�;�&
�^  �P�o�;  �M��9Õ�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  0 :*  255 �ù
�Ú�ê  ip�” ipinip �” icmp�” igmp�” tcp�” udp �â�Ô�•

src-port src_port 9Ô
›�ç9Õ1M�>�0�P�o�;  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2
�o�ê  1 :*  65535�” dns�” ftp �” smtp�” telnet�” x9ÔX-Windows9Õ�” www �â�Ô�•

dst-port dst_port 9Ô
›�ç9Õ�p�5�P�o�;  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o
�ê  1 :*  65535�” dns�” ftp �” smtp�” telnet�” x9ÔX-Windows9Õ�” www �â�Ô�•

ipx_addr_spec src_net/[mask]�” dest_net.dest_node�”�ù�Ú�ê  dest_net/mask �»�|�æ����  
IPX ���<�_�,�K
Õ�ù�Ú�ê�(�I�@�6�;  ���<�_�,�•
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clear mls entry
• IPX ���<�_�,9æ ipx_net.ipx_node9Ô�Ú�ã�Ã�ë�” 3.0034.1245.AB45�” A43.0000.0000.00019Õ

16 �ù�â�é�^�o�2�
�ÿ$�"›�æ  MLS-RP �ã�Ò�á&µ�ú1��û�Î�ã�Ç�â�È�ù�Ô�•

�^�o�2�
  MLS �ã�Ò�á
ö!ª�Ô���æ�ê�”�4�é�æ
™�
�)�Ú�Ô��-Ð�Ç�½���ù�Ô�•

• �^�o�2�Ç  MLS-SE �æ�=�ù���á�¿���Î�ã9Ô�ÿ$�"›�ù�Ú�ê)D
G"›9Õ �•

• MLS �Ï(»�Ç  Catalyst 6000 �H���R�]  �,���6�4�â���@�o�I�^�æ�å�Þ�á�¿���Î�ã�•

• Catalyst 6000 �H���R�]�Ç�^�o�2�é  MAC �ã  VLAN �é�M���
.z/��Ò�á�¿���Î�ã�•

IP �(�I�@�6�;  ���<�_�,�
�0�o�Ô���æ�ê�”�4�é�t�¥�

ö!ª�Ò�ù�Ô�•

• ip_subnet_addr9æ#t�¿�(�I�@�6�;  ���<�_�,�»�|�â�Ô�• IP ���<�_�,  YY.YY.YY.00 �é�Ã�è�é  10 1t�™ 
00 �ê�” IP �(�I�@�6�;  ���<�_�,�é�º!Ç�
�0�o�Ò�ù�Ô�•�Ú�ã�Ã�ë�” 172.22.36.00 �ê  24 �F�6�;  �(�I
�@�6�;  ���<�_�,9Ô�(�I�@�6�;  �Q�,�"  172.22.36.00/255.255.255.09Õ�
$��Ò�” 173.24.00.00 �ê  16 
�F�6�;  �(�I�@�6�;  ���<�_�,9Ô�(�I�@�6�;  �Q�,�"  173.24.00.00/255.255.0.09Õ�
$��Ò�ù�Ô�•�Ú�Û�Ò�”
�Î�é�H���o�Q�6�;�â/��Î�â�È���é�ê�” 8�” 16�”�ù�Ú�ê  24 �F�6�;�é�(�I�@�6�;  ���<�_�,�Û�Ì�â�Ô�•

• ip_addr/subnet_mask9æ43�¿�(�I�@�6�;  ���<�_�,�»�|�â�Ô�•�Ú�ã�Ã�ë�”
172.22.252.00/255.255.252.00 �ê�” 22 �F�6�;  �(�I�@�6�;  ���<�_�,�
$��Ò�ù�Ô�•�Î�é�H���o�Q�6�;
�ê�”
›�ç�é�F�6�;�™�é�(�I�@�6�;  ���<�_�,�
�0�o�â�È�ù�Ô�•�����50¨�æ�0�o�Ô���æ�ê�” ip_addr �æ 
172.22.253.1/255.255.252.00 �é���Á�å�b�K�N�,�;  ���<�_�,�
�0�o�Ò�ù�Ô�•

• ip_addr/maskbits9æ
±&•
{�Ð���Ú43�¿�(�I�@�6�;  ���<�_�,�»�|�â�Ô�•�Q�,�"  �F�6�;�ê�”�@�6�;
�b�o�"  �Q�,�"�é�F�6�;�™�
�0�o�Ò�ù�Ô�•�Ú�ã�Ã�ë�” 172.22.252.00/22 �ê�” 22 �F�6�;  �(�I�@�6�;  ��
�<�_�,�
$��Ò�ù�Ô�• ip_addr �ê�” 193.22.253.1/22 �é���Á�å�b�K�N�,�;  ���<�_�,�â�Ô�•�Î�é���<�_
�,�é�(�I�@�6�;  ���<�_�,�ê�” ip_subnet_addr �ã�+�Ó�â�Ô�•

clear mls entry �&�Q�f�<�â  all �•�™�

ö!ª�Ò�å�Æ�Þ�Ú�•�'�”
•�é  3 �ß�é� �o�b�o�<9Ô source�”
destination�”�ù�Ú�ê  protocol9Õ�é�Ë�å�Ê�ã�ý  1 �ß�ã�”�»���Ô���•�™�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

src_port �Å���î  dest_port �é�o�
�0�o�Ò�å�¿�Æ�” 0 �
�I
��Ò�Ú�•�'�”�Ô�ô�á�é���f�;�]�Ç�"�]���Ð���ù�Ô�•

Catalyst 6000 �H���R�]  �,���6�4�Æ��  MSM �
�å4°�Ô���ã�”
n�=�]�,�;�Æ���Ô�Ë�æ�å4°�Ð���” MSM �é
�Ô�ô�á�é  MLS ���f�;�]�Ç�å4°�Ð���ù�Ô�•

�� �4�æ�”�p�5  IP ���<�_�,  172.20.26.22 �é  MLS ���f�;�]�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls entry destination 172.20.26.22 
Multilayer switching entry cleared.
Console> (enable)

�4�æ�”�p�5  IP ���<�_�,  172.20.26.22 �é $�o�é  MLS ���f�;�]�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls entry ip destination 172.20.26.22 source 172.20.22.113 protocol tcp 520 320
Multilayer switching entry cleared
Console> (enable)

�4�æ�”�p�5  IPX ���<�_�,�é $�o�é  IPX MLS ���f�;�]�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls entry ipx destination 1.00e0.fefc.6000 source 3.0034.1245.AB45 
IPX Multilayer switching entry cleared
Console> (enable)

4P1j�&�Q�f�< show mls entry
2-48
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear mls entry cef adjacency
clear mls entry cef adjacency
CEF 4Þ�’&Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear mls entry cef adjacency �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear mls entry cef adjacency

clear mls entry cef ip [[ ip_addr/]mask_len] adjacency

clear mls entry cef ipx [[ ipx_addr/]mask_len] adjacency

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ð���Ú  
Catalyst 6000 �H���R�]  �,���6�4�â�(�P�o�;�Ð���ù�Ô�•

Layer 3 Switching Engine WS-F6K-PFC9Ô�P�]�*�o  �H���o�4�V  ���o�<9Õ�
�Þ0¿�Ò�Ú  Supervisor Engine
1 �â.3�o�Ð���Ú�*�,�9�S�é  MLS ���f�;�]�
�"�]���Ô���æ�ê�” clear mls entry �&�Q�f�<�
�I
��Ò�ù�Ô�•

ipx_addr �ê�” 32 �F�6�;�é  16 1t�™�â�I
��Ò�ù�Ô�•

�� �4�æ�” CEF ���f�;�]�æ4P1j
ƒ�Ì�����á�¿���Ô�ô�á�é4Þ�’4P�%�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls cef entry adjacency
Adjacency statistics has been cleared.
Console> (enable) 

4P1j�&�Q�f�< show mls entry cef

ip IP ���f�;�]�
�0�o�Ô��� �o�b�o�<�•

ipx IPX ���f�;�]�
�0�o�Ô��� �o�b�o�<�•

ip_addr 9Ô
›�ç9Õ���f�;�]�é  IP ���<�_�,�•

mask_len 9Ô
›�ç9Õ���f�;�]�é  IP ���<�_�,�ù�Ú�ê  IPX ���<�_�,�æ4P1j
ƒ�Ì
�����á�¿���Q�,�"43�•�­
2�o�ê  0 :*  32 �â�Ô�•
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clear mls exclude protocol
clear mls exclude protocol
set mls exclude protocol �&�Q�f�<�

ö!ª�Ò�á�*�Z�o�;���6�;�Æ��4°���Ò�Ú�J�`�;�&�^  �P�o�;�
�å4°�Ô
���æ�ê�” clear mls exclude protocol �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear mls exclude protocol tcp | udp | both port 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�J�`�;�&�^  �P�o�;�é  TCP �D�$�6�;�
�B�o�<������  �,���6�4�f�#�Ô��.3�o�é���
$��Ò�ù�Ô�•

Console> (enable) clear mls exclude protocol tcp 25
TCP packets with protocol port 25 will be MLS switched.
Console> (enable)

4P1j�&�Q�f�< show mls exclude protocol
set mls exclude protocol

tcp TCP �P�o�;�
�0�o�Ô��� �o�b�o�<�•

udp UDP �P�o�;�
�0�o�Ô��� �o�b�o�<�•

both �P�o�;�Ç  TCP �;�\�H���6�"�ã  UDP �;�\�H���6�"�é
��Ç�æ1¡!ª�Ð�����Î�ã
�
�0�o�Ô��� �o�b�o�<�•

port �P�o�;!ß� �•
2-50
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 2
clear mls multicast statistics
clear mls multicast statistics
�,���6�4
��é  MSFC �Ï�ã�æ&ý�,�Ð���á�¿��  MLS �Q�^�4� �V�,�;&Ô.��±�Ž�
�å4°�Ô���æ�ê�” clear mls 
multicast statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear mls multicast statistics [mod]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f MLS �é�å�¿  Catalyst 6000 �H���R�]  �,���6�4
��â  clear mls multicast statistics �&�Q�f�<�
�I
��Ô��
�ã�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

MLS Multicast is not supported on feature card .

�,�`�6�;  1 �æ.3'Î�Ð���Ú�,�o�D�o�C���)  ���f�+�f�æ  MFSC �
����
ƒ�Ì���ã�” MFSC �ê�U�+�X�o�^  15 
�ã�Ò�á.z/��Ð���ù�Ô�•�,�`�6�;  2 �æ�,�o�D�o�C���)  ���f�+�f�
.3'Î�Ô���ã�” MFSC �ê�U�+�X�o�^  16 �ã
�Ò�á.z/��Ð���ù�Ô�•

mod ���J�*�Z�f�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ð��
�Ú�,���6�4�â�ê�(�P�o�;�Ð���ù�Ö���•

�� �4�æ�” Layer 3 Switching Engine WS-F6K-PFC9ÔPolicy Feature Card9Õ�
�Þ0¿�Ò�Ú Supervisor Engine 1 
�â.3�o�Ð���Ú�,���6�4
��â  MLS &Ô.��±�Ž�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear mls multicast statistics
All statistics for the MLS routers in include list are cleared.
Console> (enable)

�4�æ�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ð���Ú�,���6�4
�
�â  MLS &Ô.��±�Ž�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls multicast statistics
All statistics cleared.
Console> (enable)

4P1j�&�Q�f�< show mls statistics

mod 9Ô
›�ç9ÕMSFC �é!ß� �•�­
2�o�ê  15 �ã  16 �â�Ô�•
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clear mls nde flow
clear mls nde flow
Catalyst 6000 �H���R�]  �,���6�4�é  NDE �H���^�2�
�]�.�6�;�Ô���æ�ê�” clear mls nde flow �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

clear mls nde flow

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6�  �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f 4°���H���^�2�ã
n�=�H���^�2�é
��Ç�
�"�]���Ô���ã�”�Ô�ô�á�é�H�`�o�Ç���"�,�P�o�;�Ð���ù�Ô�•

�� �4�æ�” NDE 4°���H���^�2�Å���î
n�=�H���^�2�
�"�]���Ò�á�Ô�ô�á�é�H�`�o�
���"�,�P�o�;�Ô�����
$�
�Ò�ù�Ô�•

Console> (enable) clear mls nde flow
Netflow data export filter cleared.
Console> (enable)

4P1j�&�Q�f�< show mls exclude protocol
set mls nde
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear mls statistics
clear mls statistics
�B�o�<�������æ&µ�ú1��ù���Ú  MLS &Ô.��±�Ž���f�;�]�
�"�]���Ô���æ�ê�” clear mls statistics �&�Q�f�<  
�.�6�;�

ö!ª�Ò�ù�Ô�•

clear mls statistics

clear mls statistics protocol { protocol port} | all

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �^�o�2�
  MLS �ã�Ò�á
ö!ª�Ô���æ�ê�”�4�é�æ
™�
�)�Ú�Ô��-Ð�Ç�½���ù�Ô�•

• �^�o�2�Ç  MLS-SE �æ�=�ù���á�¿���Î�ã9Ô�ÿ$�"›�ù�Ú�ê)D
G"›9Õ �•

• MLS �Ï(»�Ç  Catalyst 6000 �H���R�]  �,���6�4�â���@�o�I�^�æ�å�Þ�á�¿���Î�ã�•

• Catalyst 6000 �H���R�]�Ç�^�o�2�é  MAC �ã  VLAN �é�M���
.z/��Ò�á�¿���Î�ã�•

MLS �é�å�¿  Catalyst 6000 �H���R�]  �,���6�4
��â�¿�Õ���Æ�é  clear mls statistics �&�Q�f�<�
�I
��Ô��
�ã�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Feature not supported in hardware .

Catalyst 6000 �H���R�]  �,���6�4�Æ��  MSM �
�å4°�Ô���ã�”
n�=�]�,�;�Æ���Ô�Ë�æ�å4°�Ð���” MSM �é
�Ô�ô�á�é  MLS ���f�;�]�Ç�å4°�Ð���ù�Ô�•

�� �4�æ�”�,���6�4�f�#�Ð���Ú�D�$�6�;�'.��™�Å���î���"�,�P�o�;�Ð���Ú�D�$�6�;�'.��™9Ô NDE �é�•�'9Õ
�
�=�û  IP MLS &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls statistics 
Netflow data export statistics cleared.
Console> (enable)

statistics �,���6�4�f�#�Ð���Ú�D�$�6�;�'.��™�Å���î���"�,�P�o�;�Ð���Ú�D
�$�6�;�'.��™9Ô NDE �é�•�'9Õ�
�"�]���Ô��� �o�b�o�<�•

statistics protocol &Ô.��±�Ž
ü4ø�é�Ú�ü�é�J�`�;�&�^�
�"�]���Ô��� �o�b�o�<�•

protocol �J�`�;�&�^&Ô.��±�Ž�]�,�;�â�é�J�`�;�&�^�é!ß� �•

port �P�o�;!ß� �•

all &Ô.��±�Ž�J�`�;�&�^  �]�,�;�Æ���Ô�ô�á�é���f�;�]�
�"�]���Ô��� �o
�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear mls statistics entry
clear mls statistics entry
MLS ���f�;�]�é&Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear mls statistics entry �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear mls statistics entry [ip | ipx] all

clear mls statistics entry ip [destination ip_addr_spec] [source ip_addr_spec] 
[protocol protocol] [src-port src_port] [dst-port dst_port]

clear mls statistics entry ipx destination ipx_addr_spec 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ip | ipx � �o�b�o�<�é�0�o�(�æ�” ip �
�0�o�Ô���Æ�”�ù�Ú�ê� �o�b�o�<�
�I
��Ò�å�¿�ã�” IP MLS �æ�»�Ô
���&�Q�f�<�â�½���Î�ã�
�ç�g�Ò�ù�Ô�• ipx �
�0�o�Ô���ã�” IPX �é�ú�æ�»�Ô���&�Q�f�<�â�½���Î�ã�
�ç�g
�Ò�ù�Ô�•

Catalyst 6000 �H���R�]  �,���6�4�Æ��  MSM �
�å4°�Ô���ã�”
n�=�]�,�;�Æ���Ô�Ë�æ�å4°�Ð���” MSM �é
�Ô�ô�á�é  MLS ���f�;�]�Ç�å4°�Ð���ù�Ô�•

ip 9Ô
›�ç9ÕIP MLS �
�0�o�Ô��� �o�b�o�<�•

ipx 9Ô
›�ç9ÕIPX MLS �
�0�o�Ô��� �o�b�o�<�•

all 	û)L�Ô���Ô�ô�á�é  MLS ���f�;�]�
�å4°�Ô��� �o�b�o�<�•

destination 9Ô
›�ç9Õ�p�5  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�•

ip_addr_spec 9Ô
›�ç9Õip_addr�” ip_addr/netmask�”�ù�Ú�ê  ip_addr/maskbit �»�|
�æ����  IP ���<�_�,�K
Õ�ù�Ú�ê�(�I�@�6�;  ���<�_�,�•

source 9Ô
›�ç9Õ1M�>�0 IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�•

protocol protocol 9Ô
›�ç9Õ�–�'�Ô��1J
��é�H�`�o�±�Ž9Ô�J�`�;�&�^  �H���R�]�Å���î
�J�`�;�&�^  �P�o�;  �M��9Õ�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2
�o�ê  0 :*  255�”�ù�Ú�ê  ip�” ipinip �” icmp�” igmp�” tcp�”�Å���î  
udp �â�Ô�•

src-port src_port 9Ô
›�ç9Õ1M�>�0�P�o�;  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î��
�™�•�­
2�o�ê  1 :*  65535�” dns�” ftp �” smtp�” telnet�” x

9ÔX-Window9Õ�” www �â�Ô�•

dst-port dst_port 9Ô
›�ç9Õ�p�5�P�o�;  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•
�­
2�o�ê  1 :*  65535�” dns�” ftp �” smtp�” telnet�” x9ÔX-Window9Õ�”
www �â�Ô�•

ipx_addr_spec 9Ô
›�ç9Õsrc_net/[mask]�” dest_net.dest_node�”�ù�Ú�ê  
dest_net/mask �»�|�æ����  IPX ���<�_�,�K
Õ�ù�Ú�ê�(�I�@�6�;  ��
�<�_�,�•
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clear mls statistics entry
IPX ���<�_�,�t�¥�
�I
��Ô���ã�È�ê�”�4�é�H���o�Q�6�;�

ö!ª�Ò�ù�Ô�•

• IPX �@�6�;  ���<�_�,9æ 1..FFFFFFFE

• IPX �A�o�<  ���<�_�,9æ x.x.x9Ôx �ê  0 :*  FFFF9Õ

• IPX ���<�_�,9æ ipx_net.ipx_node9Ô�Ú�ã�Ã�ë�” 3.0034.1245.AB45�” A43.0000.0000.00019Õ

16 �ù�â�é�^�o�2�
�ÿ$�"›�æ  MLS-RP �ã�Ò�á&µ�ú1��û�Î�ã�Ç�â�È�ù�Ô�•

�^�o�2�
  MLS �ã�Ò�á
ö!ª�Ô���æ�ê�”�4�é�æ
™�
�)�Ú�Ô��-Ð�Ç�½���ù�Ô�•

• �^�o�2�Ç  MLS-SE �æ�=�ù���á�¿���Î�ã9Ô�ÿ$�"›�ù�Ú�ê)D
G"›9Õ �•

• MLS �Ï(»�Ç  Catalyst 6000 �H���R�]  �,���6�4�â���@�o�I�^�æ�å�Þ�á�¿���Î�ã�•

• Catalyst 6000 �H���R�]�Ç�^�o�2�é  MAC �ã  VLAN �é�M���
.z/��Ò�á�¿���Î�ã�•

IP �(�I�@�6�;  ���<�_�,�
�0�o�Ô���æ�ê�”�4�é�t�¥�

ö!ª�Ò�ù�Ô�•

• ip_subnet_addr9æ#t�¿�(�I�@�6�;  ���<�_�,�»�|�â�Ô�• IP ���<�_�,  YY.YY.YY.00 �é�Ã�è�é  10 1t�™ 
00 �ê�” IP �(�I�@�6�;  ���<�_�,�é�º!Ç�
�0�o�Ò�ù�Ô�•�Ú�ã�Ã�ë�” 172.22.36.00 �ê  24 �F�6�;  �(�I
�@�6�;  ���<�_�,9Ô�(�I�@�6�;  �Q�,�"  172.22.36.00/255.255.255.09Õ�
$��Ò�” 173.24.00.00 �ê  16 
�F�6�;  �(�I�@�6�;  ���<�_�,9Ô�(�I�@�6�;  �Q�,�"  173.24.00.00/255.255.0.09Õ�
$��Ò�ù�Ô�•�Ú�Û�Ò�”
�Î�é�H���o�Q�6�;�â/��Î�â�È���é�ê�” 8�” 16�”�ù�Ú�ê  24 �F�6�;�é�(�I�@�6�;  ���<�_�,�Û�Ì�â�Ô�•

• ip_addr/subnet_mask9æ43�¿�(�I�@�6�;  ���<�_�,�»�|�â�Ô�•�Ú�ã�Ã�ë�”
172.22.252.00/255.255.252.00 �ê�” 22 �F�6�;  �(�I�@�6�;  ���<�_�,�
$��Ò�ù�Ô�•�Î�é�H���o�Q�6�;
�ê�”
›�ç�é�F�6�;�™�é�(�I�@�6�;  ���<�_�,�
�0�o�â�È�ù�Ô�•�����50¨�æ�0�o�Ô���æ�ê�” ip_addr �æ 
172.22.253.1/255.255.252.00 �é���Á�å�b�K�N�,�;  ���<�_�,�
�0�o�Ò�ù�Ô�•

• ip_addr/maskbits9æ
±&•
{�Ð���Ú43�¿�(�I�@�6�;  ���<�_�,�»�|�â�Ô�•�Q�,�"  �F�6�;�ê�”�@�6�;
�b�o�"  �Q�,�"�é�F�6�;�™�
�0�o�Ò�ù�Ô�•�Ú�ã�Ã�ë�” 172.22.252.00/22 �ê�” 22 �F�6�;  �(�I�@�6�;  ��
�<�_�,�
$��Ò�ù�Ô�• ip_addr �ê�” 193.22.253.1/22 �é���Á�å�b�K�N�,�;  ���<�_�,�â�Ô�•�Î�é���<�_
�,�é�(�I�@�6�;  ���<�_�,�ê�” ip_subnet_addr �ã�+�Ó�â�Ô�•

src_port �Å���î  dest_port �æ�o 0 �
�0�o�Ô���ã�”���f�;�]�Ç�Ô�ô�á�"�]���Ð���ù�Ô�•�0�o�Ð���á�¿�å�¿
���J�*�Z�f�ê�b���^�<���o�<�ã�Ò�á�Ò�
���”���f�;�]�Ç�Ô�ô�á�"�]���Ð���ù�Ô�•

MLS �
�Þ0¿�Ò�á�¿�å�¿  Catalyst 6000 �H���R�]  �,���6�4�â�¿�Õ���Æ�é  clear mls �&�Q�f�<�
�I
��Ô��
�ã�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Feature not supported in hardware .

�� �4�æ�”�Ô�ô�á�é�X�Î  MLS ���f�;�]�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls statistics entry ip all
�Q�^�4�_���W  �,���6�4�f�#  entry cleared
Console> (enable)

�4�æ�”�p�5  IPX ���<�_�,�é $�o�é  IPX MLS ���f�;�]�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear mls statistics entry ipx destination 1.0002.00e0.fefc.6000
MLS IPX entry cleared.
Console> (enable)

4P1j�&�Q�f�< show mls
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clear module password
clear module password
password[username] NAM �&�Q�f�<�â.3�o�Ò�Ú�D�,�b�o�<�
�"�]���Ô���æ�ê�” clear module 
password �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear module password mod

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6�  �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�(�P�o�;�Ô���é�ê  NAM �Û�Ì�â�Ô�•

password[username] �&�Q�f�<�ê  NAM �&�Q�f�<�â�Ô�•�,�o�D�o�C���)  ���f�+�f  �&�f�0�o�^  �&�Q�f�<
�â�ê�½���ù�Ö���•

�D�,�b�o�<�Ç�\�ñ�æ�"�]���Ð�����ã�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•�T�6�.�o�+�é���æ�ß�¿�á�ê�” �Ÿ��� �é
5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�æ�” NAM �Æ���D�,�b�o�<�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear module password 6
Module 6 password cleared.
Console> (enable) 2000 Apr 07 11:03:06 %SYS-5-MOD_PASSWDCLR:Module 6 password cl
eared from telnet/10.6.1.10/tester
Console> (enable) 

4P1j�&�Q�f�< password9Ô�¡ NAM Installation and Configuration Note�¢�

ó�–9Õ

mod NAM �é!ß� �•
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clear multicast router
clear multicast router
�»
G�â.3�o�Ò�Ú�Q�^�4� �V�,�;  �^�o�2  �P�o�;�
�Q�^�4� �V�,�;  �^�o�2  �P�o�;  �]�,�;�Æ���"�]���Ô��
�æ�ê�” clear multicast router �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear multicast router { mod/port | all}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�â�ê�”�Q�^�4� �V�,�;  �^�o�2  �P�o�;�Ç.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�U�+�X�o�^  3 �é�Q�^�4� �V�,�;  �^�o�2  �P�o�;  1 �
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear multicast router 3/1
Port 3/1 cleared from multicast router port list.
Console> (enable)

4P1j�&�Q�f�< set multicast router
show multicast router

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

all �Ô�ô�á�é�Q�^�4� �V�,�;  �^�o�2  �P�o�;�
�"�]���Ô���Î�ã�
�0�o�Ô
��� �o�b�o�<�•
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clear ntp server
clear ntp server
1 ��
•
��é�(�o�C�
  NTP �(�o�C  �9�o�I�^�Æ���å4°�Ô���æ�ê�” clear ntp server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ntp server { ip_addr | all}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�â�ê�” NTP �(�o�C�Ç.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�(�o�C  �9�o�I�^�Æ�� $�o�é  NTP �(�o�C�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ntp server 172.20.22.191
NTP server 172.20.22.191 removed.
Console> (enable)

�4�æ�”�(�o�C  �9�o�I�^�Æ���Ô�ô�á�é  NTP �(�o�C�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ntp server all
All NTP servers cleared.
Console> (enable)

4P1j�&�Q�f�< show ntp
set ntp server

ip_addr �(�o�C  �9�o�I�^�Æ���å4°�Ô���(�o�C�é  IP ���<�_�,�•

all �(�o�C  �9�o�I�^�é�Ô�ô�á�é�(�o�C  ���<�_�,�
�å4°�Ô���Î�ã�
�0�o
�Ô��� �o�b�o�<�•
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clear ntp timezone
clear ntp timezone
�(4F�ê�
�Ø�é�:�H���^�;�â�½��  UTC �æ�¯�Ô�æ�ê�” clear ntp timezone �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear ntp timezone

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�é�(4F�ê�ê  UTC �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear ntp timezone �&�Q�f�<�Ç�Ï(»�Ô���é�ê  NTP �é
G
Þ
��é�ú�â�Ô�•�(4F�
�»
G�â.3�o�Ò�” NTP �Ç�¾
�¿�Ð���á�¿���•�'�” clear ntp timezone �&�Q�f�<�ê�u
2�â�Ô�•

�� �4�æ�”�(4F�ê�é.3�o�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear ntp timezone
This command will clear NTP timezone and summertime zonename
Do you want to continue (y/n) [n]? y
Timezone name and offset cleared
Console> (enable) 

4P1j�&�Q�f�< set ntp timezone
show ntp
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clear pbf
clear pbf
PFC2 �é  MAC ���<�_�,�
�"�]���Ô���æ�ê�” clear pbf �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear pbf

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”� �o�b�o�<�ù�Ú�ê�•�™�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f PBF �é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�é%Y 16 %(�ŸConfiguring 
Access Control� �æ�½���Ÿ Configuring Policy-Based Forwarding� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� Console> (enable) clear pbf
PBF cleared
Console> (enable)

4P1j�&�Q�f�< set pbf
show pbf
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clear port broadcast
1 �ß
•
��é�P�o�;�â�I�`�o�<� �V�,�; / �Q�^�4� �V�,�;�å�Ù�
�:���.�o�I�^�æ�Ô���æ�ê�” clear port 
broadcast �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear port broadcast mod/port

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�â�ê�”�I�`�o�<� �V�,�; / �Q�^�4� �V�,�;�å�Ù�Ç�"�]���Ð���á�¿�ù�Ô9Ô�I�`�o�<� �V�,
�; / �Q�^�4� �V�,�;  �;�\�H���6�"�Ç�u�Ù4¢�æ.5���Ð���ù�Ô9Õ �•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�I�`�o�<� �V�,�; / �Q�^�4� �V�,�;�å�Ù�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear port broadcast 2/1
Broadcast traffic unlimited on ports 2/1.
Console> (enable)

4P1j�&�Q�f�< set port broadcast
show port broadcast

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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clear port cops
clear port cops
�P�o�;�é�`�o�^�
�"�]���Ô���æ�ê�” clear port cops �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear port cops mod/port roles role1 [role2]...

clear port cops mod/port all-roles

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear port cops �&�Q�f�<�ê�”�`�o�^�
�P�o�;�Æ���¾��5��Ô�Û�Ì�â�”�#�`�o�C�^  �9�o�I�^�Æ���ê�å4°�Ò
�ù�Ö���•

�� �4�æ�”�P�o�;�Æ�� $�o�é�`�o�^�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear port cops 3/1 roles backbone_port main_port
Roles cleared for port(s) 3/1-4.
Console> (enable)

�4�æ�”�P�o�;�Æ���Ô�ô�á�é�`�o�^�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear port cops 3/1 all-roles
All roles cleared for port 3/1-4.
Console> (enable)

4P1j�&�Q�f�< set port cops
show port cops

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

roles role# �"�]���Ô���`�o�^�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

all-roles �Ô�ô�á�é�`�o�^�
�"�]���Ô��� �o�b�o�<�•
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clear port host
clear port host
�N�,�;�’&ï�
�¨1¡
{�Ô���Ú�ü�é�P�o�;.3�o�
�"�]���Ô���æ�ê�” clear port host �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear port host mod/port 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

clear port host �&�Q�f�<�ê�”�4�V�@�^  �U�o�<�
  auto �æ.3�o�Ò�”�,�D�>�f�#  �7�]�o  PortFast �
�:���.�o
�I�^�æ�Ò�”�;�\�f�"  �U�o�<�
  auto �æ.3�o�Ò�ù�Ô�•

�� �4�æ�”�P�o�;�Æ�� $�o�é�`�o�^�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear port host 5/5
Port(s)  5/5 trunk mode set to auto.
Spantree port  5/5 fast start disabled.
Port(s) 5/5 channel mode set to auto.
Console> (enable)

4P1j�&�Q�f�< set port host

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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clear port qos cos
clear port qos cos
�0�o�Ò�Ú�Ô�ô�á�é�P�o�;�æ�ß�¿�á�” set port qos cos �&�Q�f�<�â.3�o�Ò�Ú�o�
�:�H���^�;.3�o�æ�¯�Ô�æ
�ê�” clear port qos cos �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear port qos mod/ports.. cos

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;�é�:�H���^�;  CoS �o�ê  0 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�U�+�X�o�^  2 �é�P�o�;  1 �æ�ß�¿�á�” set port qos cos �&�Q�f�<�â.3�o�Ò�Ú�o�
�:�H���^�;.3�o�æ
�¯�Ô���
$��Ò�ù�Ô�•

Console> (enable) clear port qos 2/1 cos
Port 2/1 qos cos setting cleared.
Console> (enable) 

4P1j�&�Q�f�< set port qos cos
show port qos

mod/ports.. �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear port security
clear port security
�P�o�;
��é�.� �X��  MAC ���<�_�,�é�]�,�;�Æ���Ô�ô�á�é  MAC ���<�_�,�ù�Ú�ê $�o�é  MAC ���<�_�,
�
�"�]���Ô���æ�ê�” clear port security �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear port security mod/port {mac_addr | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” $�o�é  MAC ���<�_�,�
�P�o�;�é�.� �X��  ���<�_�,�é�]�,�;�Æ���å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear port security 4/1 00-11-22-33-44-55
00-11-22-33-44-55 cleared from secure address list list for port 4/1.
Console> (enable) 

4P1j�&�Q�f�< set port security
show port security

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

mac_addr �å4°�Ô��  MAC ���<�_�,�•

all �Ô�ô�á�é  MAC ���<�_�,�
�å4°�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear pvlan mapping
clear pvlan mapping
�J�\���L�o�;  VLAN �Q�6�G�f�#�
�å4°�Ô���æ�ê�” clear pvlan mapping �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear pvlan mapping primary_vlan { isolated_vlan | community_vlan | 
twoway_community_vlan} mod/port

clear pvlan mapping mod/port

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �"�]���Ô���Q�6�G�f�#�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�0�o�Ò�Ú�J�`�R�,� �V�,  �P�o�;�é�Ô�ô�á�é�Q�6�G�f
�#�Ç�"�]���Ð���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  3 �é�P�o�;  2 :*  5 
��æ.3�o�Ð���á�¿���” VLAN 902 �ã  901 �é�Q�6�G�f�#�
�"�]���Ô
�����
$��Ò�ù�Ô�•

Console> (enable) clear pvlan mapping 901 902 3/2-5
Successfully cleared mapping between 901 and 902 on 3/2-5
Console> (enable) 

4P1j�&�Q�f�< set vlan
show vlan
set pvlan
set pvlan mapping
clear vlan
clear config pvlan
show pvlan
show pvlan mapping

primary_vlan �J�\���Q�]  VLAN �é!ß� 

isolated_vlan  [%�  VLAN �é!ß� �•

community_vlan �&�R�X�>�9��  VLAN �é!ß� �•

twoway_community_vlan 
ú�Ç�0�&�R�X�>�9��  VLAN �é!ß� �•

mod/port �U�+�X�o�^!ß� �Å���î�Ù�'�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos acl
clear qos acl
�&$³  ACL .3�o�
�å4°�Ô���æ�ê�” clear qos acl �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear qos acl acl_name [editbuffer_index]

clear qos acl default-action { ip | ipx | mac | all}

clear qos acl map {acl_name} { mod/port | vlan}

clear qos acl map {acl_name | mod/port | vlan | all}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” ACL �ê1¡!ª�Ð���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á-��Þ�Ú���•�ê�” commit �&�Q�f�<�
�I
��Ò�Ú�•�'�é�ú�” NVRAM �ã�B�o�<����
���æ�;�=�Ð���ù�Ô�•

show qos acl editbuffer �&�Q�f�<�

ö!ª�Ô���ã  ACL �]�,�;�
-+$��â�È�ù�Ô�•

�� �4�æ�”�Ô�ô�á�é���f�2�o�H�����,�Æ��  ACL �
�¾��5��Ô���
$��Ò�ù�Ô�•

Console> (enable) clear qos acl map my_acl all
Hardware programming in progress...
ACL my_acl is detached from all interfaces.
Console> (enable) 

�4�æ�” $�o�é  VLAN �Æ��  ACL �
�¾��5��Ô���
$��Ò�ù�Ô�•

Console> (enable) clear qos acl map ftp_acl 4

acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

editbuffer_index 9Ô
›�ç9ÕACL �]�â�é  ACE �é
Ï'Î�•

default-action �:�H���^�;  ���"�*�Z�f�
�å4°�Ô��� �o�b�o�<�•

ip IP ACE �é�:�H���^�;  ���"�*�Z�f�
�"�]���Ô��� �o�b�o�<�•

ipx IPX ACE �é�:�H���^�;  ���"�*�Z�f�
�"�]���Ô��� �o�b�o�<�•

mac MAC �_���W  ACE �é�:�H���^�;  ���"�*�Z�f�
�"�]���Ô��� �o�b�o�<�•

all �Ô�ô�á�é  ACE �:�H���^�;  ���"�*�Z�f�
�"�]���Ô��� �o�b�o�<�•

map ACL �
�¾��5��Ô� �o�b�o�<�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

vlan VLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•

all ACL �
�Ô�ô�á�é���f�2�o�H�����,�Æ���¾��5��Ô� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos config
clear qos config
set qos �&�Q�f�<�â.3�o�Ò�Ú�o�
�:�H���^�;.3�o�æ�¯�Ò�” MAC ���<�_�,�æ
����°�á�����á�¿��  CoS �

�å4°�Ô���æ�ê�” clear qos config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear qos config

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�â�ê�” QoS �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” set qos �&�Q�f�<�â.3�o�Ò�Ú�o�
�:�H���^�;.3�o�æ�¯�Ò�” MAC ���<�_�,�æ
����°�á�����á�¿��  
CoS �
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear qos config
This command will disable QoS and take values back to factory default.
Do you want to continue (y/n) [n]?  y
QoS config cleared.
Console> (enable) 

4P1j�&�Q�f�< set qos
show qos info
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos cos-dscp-map
clear qos cos-dscp-map
set qos cos-dscp-map �&�Q�f�<�â.3�o�Ò�Ú  CoS/DSCP �Q�6�G�f�#�
�"�]���Ò�”�:�H���^�;.3�o�æ�¯�Ô
�æ�ê�” clear qos cos-dscp-map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear qos cos-dscp-map 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; -+ 2-2 �æ�”�:�H���^�;�é  CoS/DSCP .3�o�
$��Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” CoS/DSCP �Q�6�G�f�#  �9�o�I�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear qos cos-dscp-map
QoS cos-dscp-map setting restored to default.
Console> (enable) 

4P1j�&�Q�f�< set qos cos-dscp-map
show qos maps

-+ 2-2 �:�H���^�;�é  CoS/DSCP �Q�6�G�f�#

CoS 0 1 2 3 4 5 6 7

DSCP 0 8 16 24 32 40 48 56
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos dscp-cos-map
clear qos dscp-cos-map
set qos dscp-cos-map �&�Q�f�<�â.3�o�Ò�Ú  DSCP/CoS �Q�6�G�f�#�
�"�]���Ò�”�:�H���^�;.3�o�æ�¯�Ô
�æ�ê�” clear qos dscp-cos-map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear qos dscp-cos-map

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; -+ 2-3 �æ�”�:�H���^�;�é  DSCP/CoS .3�o�
$��Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” DSCP/CoS �Q�6�G�f�#  �9�o�I�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear qos dscp-cos-map
QoS dscp-cos-map setting restored to default.
Console> (enable) 

4P1j�&�Q�f�< set qos dscp-cos-map
show qos maps

-+ 2-3 �:�H���^�;�é  DSCP/CoS �Q�6�G�f�#

DSCP 0 :*  7 8 :*  15 16 :*  23 24 :*  31 32 :*  39 40 :*  47 48 :*  55 56 :*  63
CoS 0 1 2 3 4 5 6 7
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos ipprec-dscp-map
clear qos ipprec-dscp-map
set qos ipprec-dscp-map �&�Q�f�<�â.3�o�Ò�Ú�Q�6�G�f�#�
�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�” clear 
qos ipprec-dscp-map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear qos ipprec-dscp-map

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; -+ 2-4 �æ�”�:�H���^�;�é  IP precedence/DSCP .3�o�
$��Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” IP Precedence/DSCP �Q�6�G�f�#  �9�o�I�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear qos ipprec-dscp-map
QoS ipprec-dscp-map setting restored to default.
Console> (enable) 

4P1j�&�Q�f�< set qos ipprec-dscp-map
show qos maps

-+ 2-4 �:�H���^�;�é  IP Precedence/DSCP �Q�6�G�f�#

IPPREC 0 1 2 3 4 5 6 7

DSCP 0 8 16 24 32 40 48 56
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos mac-cos
clear qos mac-cos
set qos mac-cos �&�Q�f�<�â.3�o�Ò�Ú�o�
�"�]���Ô���æ�ê�” clear qos mac-cos �&�Q�f�<  �.�6�;�

ö!ª�Ò
�ù�Ô�•

clear qos mac-cos dest_mac [vlan]

clear qos mac-cos all

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f vlan !ß� �
�I
��Ò�å�Æ�Þ�Ú�•�'�ê�” MAC ���<�_�,�é�Ô�ô�á�é���f�;�]�Ç�"�]���Ð���ù�Ô�•

�� �4�æ�”�Ô�ô�á�é  MAC ���<�_�,�ã  VLAN �M���æ�ß�¿�á�” set qos mac-cos �&�Q�f�<�â.3�o�Ò�Ú�o�
�"�]
���Ò�”�:�H���^�;.3�o�æ�¯�Ô���
$��Ò�ù�Ô�•

Console> (enable) clear qos mac-cos all
All CoS to Mac/Vlan entries are cleared.
Console> (enable) 

�4�æ�” $�o�é  MAC ���<�_�,�æ�ß�¿�á�” set qos mac-cos �&�Q�f�<�â.3�o�Ò�Ú�o�
�"�]���Ò�”�:�H���^
�;.3�o�æ�¯�Ô���
$��Ò�ù�Ô�•

Console> (enable) clear qos mac-cos 1-2-3-4-5-6 1
CoS to Mac/Vlan entry for mac 01-02-03-04-05-06 vlan 1 is cleared.
Console> (enable) 

4P1j�&�Q�f�< set qos mac-cos
show qos mac-cos

dest_mac �p�5�N�,�;  MAC ���<�_�,�é!ß� �•

vlan 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•

all �Ô�ô�á�é  MAC/VLAN �M���é  CoS �o�
�"�]���Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos map
clear qos map
�o�
�:�H���^�;.3�o�æ�¯�Ô�æ�ê�” clear qos map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear qos map port_type tx | rx

�t�¥�é.‘�ÿ

�:�H���^�; �Ô�ô�á�é�P�o�;�é�:�H���^�;  �Q�6�G�f�#�
 -+ 2-5 �Å���î -+ 2-6 �æ$��Ò�ù�Ô�•�Î�����ê�Ô�ô�á�é�P�o�;
�æ1¡!ª�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �P�o�;  �2���J  1p2q1t �ã  1p1q8t �ê�”�(�P�o�;�Ð���á�¿�ù�Ö���•

port_type �P�o�;  �2���J�•�­
2�o�ê�”1M�>�â�ê  2q2t�” 1p3q1t�”�Å���î  1p2q2t�”���>�â�ê  
1p1q4t �Å���î  1p1q0t �â�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó
�–�Ò�á�Ê�Û�Ð�¿�•

tx | rx 1M�>� �X�o�ù�Ú�ê���>� �X�o�
�0�o�Ô��� �o�b�o�<�•

-+ 2-5 CoS �o�é�:�H���^�;1M�>� �X�o / �<�`�6�J�Ò�È�¿�o�Q�6�G�f�#

�P�o�;  
�2���J �<�`�6�J�Ò�È�¿�o�2���J 
Ð1ƒ�g9Ô� �X�o  29Õ 7�1ƒ�g9Ô� �X�o  19Õ

�J�\�����]�9��
1ƒ�g9Ô� �X�o  39Õ

2q2t 
Ð�<�`�6�J9Ô�Ò�È�¿�o  29Õ 7�” 6 3�” 2 1¡!ª��

7��<�`�6�J9Ô�Ò�È�¿�o  19Õ 5�” 4 1�” 0 1¡!ª��

1p2q2t 
Ð�<�`�6�J9Ô�Ò�È�¿�o  29Õ 7 3�” 2 1¡!ª��

7��<�`�6�J9Ô�Ò�È�¿�o  19Õ 5�” 4 1�” 0 5

-+ 2-6 CoS �o�é�:�H���^�;���>�<�`�6�J / �Ò�È�¿�o�Q�6�G�f�#

�P�o�;  
�2���J

�Ò�È�¿�o  19Ô�¨
7��é�<�`�6�J9Õ �Ò�È�¿�o  2 �Ò�È�¿�o  3

�Ò�È�¿�o  49Ô�¨

Ð�é�<�`�6�J9Õ

�J�\�����]�9��  
� �X�o

1p1q0t 0�” 1 2�” 3 4�” 5 7 6

1p1q4t 0�” 1 2�” 3 4�” 5 7 6
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos policed-dscp-map
clear qos policed-dscp-map
policer-to-dscp �Q�6�G�f�#  �9�o�I�^�
�:�H���^�;�æ�]�.�6�;�Ô���æ�ê�” clear qos policed-dscp-map 
�

ö!ª�Ò�ù�Ô�•

clear qos policed-dscp-map

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê/��Î�Ï(»�â�Ô�•�Ú�ã�Ã�ë�” DSCP 63 �ê�P�]�*�f�#�Ð���Ú  DSCP 63 �æ�”DSCP 62 �ê�P�]�*
�f�#�Ð���Ú  DSCP 62 �æ�»���Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�Q�6�G�f�#�
�:�H���^�;�æ�¯�Ô���
$��Ò�ù�Ô�•

Console> (enable)  clear qos policed-dscp-map
QoS policed-dscp-map setting restored to default.
Console> (enable)  

4P1j�&�Q�f�< set qos policed-dscp-map
show qos maps
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos policer
clear qos policer
NVRAM �Æ���P�]�*�f�#�^�o�^�
�"�]���Ô���æ�ê�” clear qos policer �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear qos policer microflow microflow_name | all

clear qos policer aggregate aggregate_name | all

�t�¥�é.‘�ÿ

�:�H���^�; Layer 3 Switching Engine9ÔPFC9Õ�
�Þ0¿�Ò�Ú Supervisor Engine 1 �â.3�o�Ð���Ú�*�,�9�S�â�ê�”�Î�é�&
�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���• Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú 
Supervisor Engine 2 �â.3�o�Ð���Ú�*�,�9�S�â�ê�”�:�H���^�;�â�ê�”�0�o�Ð���Ú�Q�6�J�ê1b�ñ�_�o�;�é
�ú�æ1¡!ª�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �P�]�*�f�#�ê�”�;�\�H���6�"  �H�`�o�æ���Þ�á�–/Œ�Ð�����ê�^�÷�
�,���6�4�â�Ù4¢�Ô���£!��â�Ô�•�P�]
�*�f�#�æ���Þ�á�”�;�\�H���6�"�é�Q�o� �f�#�ù�Ú�ê�<�`�6�J�Ç��(»�æ�å���ù�Ô�•

ACE �â
ö!ª
��é���f�;�]�ê�"�]���â�È�ù�Ö���•�5�æ  ACE �
���f�2�o�H�����,�Æ���¾��5��Ô��-Ð�Ç�½��
�ù�Ô�•

�Q���"�`�H�`�o  �_�o�;�Ù4¢�Ç  ACE �â
ö!ª
��é�•�'�” all � �o�b�o�<�ê
ö!ª�â�È�ù�Ö���•

� �o�b�o�<  normal �Å���î  excess �ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor 
Engine 2 �â.3�o�Ð���Ú�*�,�9�S�é�ú�â�(�P�o�;�Ð���ù�Ô�•�Î�����é� �o�b�o�<�

ö!ª�Ô���ã�”1b�ñ
�_�o�;�é�Q�6�J�Å���î/å1Š�_�o�;�é�Q�6�J�
�0�o�â�È�ù�Ô�•�Î�é1¬�ï�ê  CLI �â
›�ç�â�½���Ú�ü�”�:
�H���^�;9Ô�Â�0�o9Õ�é���"�*�Z�f�â�ê�”�0�o�Ð���Ú�Q�6�J�ê1b�ñ�_�o�;�é�ú�æ1¡!ª�Ð���ù�Ô�•

�4�æ�” $�o�é�Q���"�`�H�`�o  �P�]�*�f�#  �^�o�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear qos policer microflow my_micro 
my_micro QoS microflow policer cleared.
Console> (enable) 

�4�æ�”�Ô�ô�á�é�Q���"�`�H�`�o  �P�]�*�f�#  �^�o�^�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear qos policer microflow all
All QoS microflow policers cleared.
Console> (enable) 

microflow 
microflow_name

�Q���"�`�H�`�o  �P�]�*�f�#  �^�o�^�é�,�è�
�0�o�Ô��� �o�b�o�<�Å���î
���™�•

aggregate 
aggregate_name

4ø&‚�P�]�*�f�#  �^�o�^�é�,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

all �Ô�ô�á�é�P�]�*�f�#  �^�o�^�
�"�]���Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear qos statistics
clear qos statistics
QoS &Ô.��±�Ž�����f�2�
�"�]���Ô���æ�ê�” clear qos statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear qos statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” QoS &Ô.��±�Ž�����f�2�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear qos statistics
QoS statistical cleared.
Console> (enable)

4P1j�&�Q�f�< show qos statistics
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear radius
clear radius 
1 �ß�ù�Ú�ê�Ô�ô�á�é  RADIUS �(�o�C�
  RADIUS �(�o�C  �9�o�I�^�Æ���"�]���Ô���Æ�”�R�­� �o  ���f�;
�]�
�å4°�Ô���æ�ê�” clear radius �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear radius server all

clear radius server ipaddr

clear radius key

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ipaddr �ê�” IP �����]���,�ù�Ú�ê  IP ���<�_�,�é�<�6�;-+.%�â�”�Ú�ã�Ã�ë�” 101.102.103.104 �â�Ô�•

�� �4�æ�” RADIUS � �o�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear radius key
Radius server key cleared.
Console> (enable) 

�4�æ�” RADIUS �(�o�C  �9�o�I�^�Æ�� $�o�é  RADIUS �(�o�C�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear radius server 128.56.45.32
128.56.45.32 cleared from radius server table.
Console> (enable) 

4P1j�&�Q�f�< set radius key
set radius server
show radius

server RADIUS �(�o�C�
�0�o�Ô��� �o�b�o�<�•

all �Ô�ô�á�é  RADIUS �(�o�C�
�0�o�Ô��� �o�b�o�<�•

ipaddr IP ���<�_�,�é�o�ù�Ú�ê  IP �����]���,�•
key RADIUS �R�­� �o�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear rcp
clear rcp
�H�����^0©1M�é  rcp �±�Ž�
�"�]���Ô���æ�ê�” clear rcp �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear rcp 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” rcp �±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear rcp
Console> (enable) 

4P1j�&�Q�f�< set rcp username
show rcp
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear rgmp statistics
clear rgmp statistics
�Ô�ô�á�é  VLAN �é  RGMP &Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear rgmp statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear rgmp statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�,���6�4
��é  RGMP &Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear rgmp statistics 
RGMP statistics cleared.
Console> (enable)

4P1j�&�Q�f�< set rgmp
show rgmp statistics
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear security acl
clear security acl
 $�o�é  ACE �ù�Ú�ê�Ô�ô�á�é  ACE �
  VACL �Æ���å4°�Ò�”',4ø�C�6�H���Æ��  VACL �
�å4°�Ô���æ�ê�”
clear security acl �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear security acl all

clear security acl acl_name

clear security acl capture-ports { all | mod/ports}

clear security acl log flow

clear security acl acl_name [editbuffer_index]

clear security acl adjacency adjacency_name

clear security acl map { acl_name | vlan | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á-��Þ�Ú���•�ê�” commit �&�Q�f�<�
�I
��Ò�Ú�•�'�é�ú�” NVRAM �ã�B�o�<����
���æ�;�=�Ð���ù�Ô�•

show security acl �&�Q�f�<�

ö!ª�Ô���ã  VACL �]�,�;�
-+$��â�È�ù�Ô�•

all �Ô�ô�á�é  VACL �é  ACE �
�å4°�Ô��� �o�b�o�<�•

acl_name ACE �
�å4°�Ô��  VACL �é�,�è�•

capture-ports �P�o�;�
� �V�J�4�V  �]�,�;�Æ���å4°�Ô��� �o�b�o�<�•

all �Ô�ô�á�é�P�o�;�
� �V�J�4�V  �]�,�;�Æ���å4°�Ô��� �o�b�o�<�•

mod/ports  $�o�é�P�o�;�
� �V�J�4�V  �]�,�;�Æ���å4°�Ô�����™�• mod/num �ê�”�U
�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �â�Ô�•

log flow �`�!�f�#  �9�o�I�^�é�H�`�o  ���f�;�]�
�å4°�Ô��� �o�b�o�<�•

editbuffer_index 9Ô
›�ç9ÕVACL �]�â�é  ACE �é���f�:�6�"�,!ß� �•

adjacency 4Þ�’  ACE �
�å4°�Ô��� �o�b�o�<�•

adjacency_name 4Þ�’  ACE �é�,�è�•

map �.� �X�]�9��  ACL �ã  VLAN �é�Q�6�G�f�#�
�"�]���Ô��� �o�b�o�<�•

vlan  $�o�é  VLAN �é  ACL �Q�6�G�f�#�
�"�]���Ô�����™�•

all �Ô�ô�á�é  ACL VLAN �Q�6�G�f�#�
�"�]���Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear security acl capture-ports
clear security acl capture-ports
� �V�J�4�V  �P�o�;  �]�,�;�Æ���P�o�;�
�å4°�Ô���æ�ê�” clear security acl capture-ports �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

clear security acl capture-ports { mod/ports...} 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á
Þ�‘�Ò�Ú.3�o�ê�” NVRAM �æ�;�=�Ð���ù�Ô�•�Î�é�&�Q�f�<�

ö!ª�Ò�Ú�•�'�ê�”
commit �&�Q�f�<�
�I
��Ô����-Ð�Ç �½���ù�Ö�� �•

	û�o�™�½���P�o�;�Æ���¿�Ê�ß�Æ�
�å4°�Ò�Ú�•�'�”�w���é�P�o�;�ê&î&ï�Ò�á�;�\�H���6�"�
� �V�J�4�V�Ò
�ù�Ô�•

�� �4�æ�”� �V�J�4�V  �P�o�;  �]�,�;�Æ�����f�;�]�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear security acl capture-ports 1/1,2/1
Successfully cleared the following ports:
1/1,2/1
Console> (enable) 

4P1j�&�Q�f�< show security acl capture-ports
set security acl capture-ports

mod/ports... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear security acl log flow
clear security acl log flow
�.� �X�]�9��  ACL �`�#  �9�o�I�^�é�Ô�ô�á�é�H�`�o�
�"�]���Ô���æ�ê�” clear security acl log flow �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

clear security acl log flow

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”� �o�b�o�<�ù�Ú�ê�•�™�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â�t�‘�Ð���Ú
�*�,�9�S�é�ú�â�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�”�.� �X�]�9��  ACL �`�#  �9�o�I�^�é�Ô�ô�á�é�H�`�o�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear security acl log flow    
Security acl log table cleared successfully
Console> (enable) 

4P1j�&�Q�f�< set security acl log
show security acl log
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear security acl map
clear security acl map
VACL/VLAN �Q�6�G�f�#�
�å4°�Ô���æ�ê�” clear security acl map �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear security acl map acl_name vlan

clear security acl map {acl_name | vlan | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á-��Þ�Ú���•�ê  NVRAM �æ�;�=�Ð���” commit �&�Q�f�<�
�I
��Ô����-Ð�Ç�½��
�ù�Ö���•

show security acl �&�Q�f�<�

ö!ª�Ô���ã  ACL �]�,�;�
-+$��â�È�ù�Ô�•

�� �4�æ�” $�o�é  VLAN �Æ��  VACL/VLAN �Q�6�G�f�#�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear security acl map ip1 3
Map deletion in progress.

Successfully cleared mapping between ACL ip1 and VLAN 3.
Console> (enable)

�4�æ�”�Ô�ô�á�é  VLAN �Æ�� $�o�é  VACL/VLAN �Q�6�G�f�#�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear security acl map ip1
Map deletion in progress.

Successfully cleared mapping between ACL ip1 and VLAN 5.

Successfully cleared mapping between ACL ip1 and VLAN 8.
Console> (enable)

acl_name VLAN �Ç�å4°�Ð����  VACL �é�,�è�•

vlan �Q�6�G�f�#�Ç�å4°�Ð����  VLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  
1025 :*  4094 �â�Ô�•

all �Ô�ô�á�é  VACL/VLAN �Q�6�G�f�#�
�å4°�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp access
clear snmp access
SNMP �#�^�o�J�é���"�.�,�­�
�å4°�Ô���æ�ê�” clear snmp access �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear snmp access [-hex] { groupname} { security-model { v1 | v2c}}

clear snmp access { security-model v3 { noauthentication | authentication | privacy}} 
[context [-hex] contextname]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  contextname �ê�?�^  �,�;�]�f�#�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f groupname �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â

™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

�&�f�9� �,�;�,�
�I
��Ò�å�Æ�Þ�Ú�•�'�ê�”�?�^  �&�f�9� �,�;  �,�;�]�f�#�Ç
ö!ª�Ð���ù�Ô�•

�� �4�æ�”�#�^�o�J�é  SNMP ���"�.�,�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp access cisco-group security-model v3 authentication
Cleared snmp access cisco-group version v3 level authentication.
Console> (enable) 

4P1j�&�Q�f�< set snmp access
show snmp access
show snmp context

-hex 9Ô
›�ç9Õ16 1t�»�|�â  groupname �ù�Ú�ê  contextname �
-+$��Ô��� �o�b�o�<�•

groupname SNMP ���"�.�,  �9�o�I�^�,�•

security-model v1 | v2c �.� �X�]�9��  �U�:�^  v1 �ù�Ú�ê  v2c �
�0�o�Ô��� �o�b�o�<�•

security-model v3 �.� �X�]�9��  �U�:�^  v3 �
�0�o�Ô��� �o�b�o�<�•

noauthentication �.� �X�]�9��  �U�:�^  �2���J�Ç  noauthentication �æ.3�o�Ð���Ú�#�^�o�J�
�0
�o�Ô��� �o�b�o�<�•

authentication �.� �X�]�9��  �U�:�^  �2���J  authentication �J�`�;�&�^�
�,�ß�#�^�o�J�
�0
�o�Ô��� �o�b�o�<�•

privacy �.� �X�]�9��  �U�:�^  �2���J  privacy �
�,�ß�#�^�o�J�
�0�o�Ô��� �o�b�o�<�•

context contextname 9Ô
›�ç9Õ�&�f�9� �,�;�¥�<�É�é�,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp community
clear snmp community
�&$³�&�R�X�>�9���¥�<�É�ã�.� �X�]�9��  �U�o�<4F�é�Q�6�G�f�#�
�å4°�Ô���æ�ê�” clear snmp 
community �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear snmp community index [-hex] { index_name}

�t�¥�é.‘�ÿ

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f index_name �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â

™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

index_name �
�I
��Ò�å�Æ�Þ�Ú�•�'�ê�”�?�^  �&�f�9� �,�;  �,�;�]�f�#�Ç
ö!ª�Ð���ù�Ô�•

�� �4�æ�”�#�^�o�J�é  SNMP ���"�.�,�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp community index ind1
Cleared snmp community ind1.
Console> (enable) 

4P1j�&�Q�f�< set snmp community
show snmp community

index ���f�:�6�"�,�
�"�]���Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•

-hex 9Ô
›�ç9Õindex_name �
  16 1t�»�|�â-+$��Ô��� �o�b�o�<�•

index_name SNMP ���f�:�6�"�,�é�,�è�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp group
clear snmp group
SNMP �Y�o�)�
  SNMP �#�^�o�J�Æ���å4°�Ô���æ�ê�” clear snmp group �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear snmp group [-hex] groupname {user [-hex] username} { security-model { v1 | v2c | 
v3}} 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f groupname �ù�Ú�ê  username �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'
�ê�”�&�`�f9Ô :9Õ�â
™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ
�

ö!ª�Ò�ù�Ô�•

�� �4�æ�”�#�^�o�J�Æ��  SNMP �Y�o�)�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp group cisco-group user joe security-model v3
Cleared snmp group cisco-group user joe version v3.
Console> (enable)

4P1j�&�Q�f�< set snmp group
show snmp group

-hex 9Ô
›�ç9Õgroupname �Å���î  username �
  16 1t�»�|�â-+$��Ô��� �o�b�o�<�•

groupname ���"�.�,  �&�f�;�`�o�^�
�o'õ�Ô��  SNMP �#�^�o�J�é�,�è�•

user SNMP �#�^�o�J�é�Y�o�)�,�
�0�o�Ô��� �o�b�o�<�•

username SNMP �Y�o�)�é�,�è�•

security model 
v1 | v2c | v3

�.� �X�]�9���U�:�^  v1�” v2c�”�ù�Ú�ê  v3 �
�0�o�Ô��� �o�b�o�<�•
2-92
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp notify
clear snmp notify
snmpNotifyTable �é  SNMP notifyname �
�"�]���Ô���æ�ê�” clear snmp notify �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear snmp notify [-hex] { notifyname}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f notifyname �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â

™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

�� �4�æ�” SNMP notifyname �
  snmpNotifyTable �Æ���"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp notify joe
Cleared SNMP notify table joe.
Console> (enable) 

4P1j�&�Q�f�< set snmp notify
show snmp notify

-hex 9Ô
›�ç9Õnotifyname �
  16 1t�»�|�â-+$��Ô��� �o�b�o�<�•

notifyname snmpNotifyTable �é���f�:�6�"�,�ã�å��/��Î�6�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp targetaddr
clear snmp targetaddr
TargetAddressTable �é  SNMP �2�o�%�6�;  ���<�_�,  ���f�;�]�
�"�]���Ô���æ�ê�” clear snmp 
targetaddr �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear snmp targetaddr [-hex] { addrname}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f addrname �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â
™
�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

�� �4�æ�” snmpTargetAddressTable �é  SNMP �2�o�%�6�;  ���<�_�,  ���f�;�]�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp targetaddr joe
Cleared SNMP targetaddr joe.
Console> (enable)

4P1j�&�Q�f�< set snmp targetaddr
show snmp targetaddr

-hex 9Ô
›�ç9Õaddrname �
  16 1t�»�|�â-+$��Ô��� �o�b�o�<�•

addrname �p�5���o�+���f�;�é�,�è�•�¨43  32 �C���;�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp targetparams
clear snmp targetparams
snmpTargetParamsTable �â
ö!ª�Ð����  SNMP �2�o�%�6�;  �D�\�T�o�2�
�"�]���Ô���æ�ê�” clear snmp 
targetparams �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear snmp targetparams [-hex] { paramsname}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f paramsname �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ
�â
™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

�� �4�æ�” SNMP �p�5�D�\�T�o�2�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp targetparams joe
Cleared SNMP targetparams table joe.
Console> (enable) 

4P1j�&�Q�f�< set snmp targetparams
show snmp targetparams

-hex 9Ô
›�ç9Õparamsname �
  16 1t�»�|�â-+$��Ô��� �o�b�o�<�•

paramsnamesnmpTargetParamsTable �é�2�o�%�6�;  �D�\�T�o�2�é�,�è�• �¨43  32 �C���;
�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp trap
clear snmp trap
SNMP �;�\�6�J  �_�*�o�C�o  �9�o�I�^�Æ�����f�;�]�
�"�]���Ô���æ�ê�” clear snmp trap �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

clear snmp trap { rcvr_addr} [ all]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�æ  SNMP �;�\�6�J  �_�*�o�C�o  �9�o�I�^�é���f�;�]�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” SNMP �;�\�6�J  �_�*�o�C�o  �9�o�I�^�Æ�����f�;�]�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp trap 192.122.173.82
SNMP trap receiver deleted.
Console> (enable)

4P1j�&�Q�f�< set snmp trap
show port counters
test snmp trap

rcvr_addr �"�]���Ô���;�\�6�J  �_�*�o�C�o9Ô SNMP %¤!��,�9�o�*�Z�f9Õ�é  IP 
���<�_�,�ù�Ú�ê  IP �����]���,�•

all 9Ô
›�ç9ÕSNMP �;�\�6�J  �_�*�o�C�o  �9�o�I�^�é�Ô�ô�á�é���f�;�]
�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp user
clear snmp user
SNMP �Y�o�)�
�å4°�Ô���æ�ê�” clear snmp user �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear snmp user [-hex] { username} [ remote engineid] 

�t�¥�é.‘�ÿ

�:�H���^�; �]�U�o�;  ���f�+�f  ID �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�:�H���^�;�é�`�o���^  SNMP ���f�+�f  ID �Ç
ö!ª�Ð��
�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f username �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â
™
�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

�� �4�æ�” SNMP �#�^�o�J�Æ���Y�o�)�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp user joe
Cleared SNMP user joe.
Console> (enable) 

�4�æ�”�]�U�o�;  SNMP ���f�+�f
��é�Y�o�)�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp user joe remote 00:00:00:09:00:d0:00:4c:18:00
Cleared SNMP user.
Console> (enable) 

4P1j�&�Q�f�< set snmp user
show snmp user

-hex 9Ô
›�ç9Õusername �
  16 1t�»�|�â-+$��Ô��� �o�b�o�<�•

username ���o�+���f�;�æ�’&ï�Ô���”�N�,�;
��é�Y�o�)�é�,�è�•

remote engineid 9Ô
›�ç9Õ�]�U�o�;  SNMP ���f�+�f
��é  username �
�0�o�Ô��� �o�b�o�<�Å
���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear snmp view
clear snmp view
MIB �F�X�o  ���f�;�]�
  vacmViewTreeFamilyTable �Æ���å4°�Ô���æ�ê�” clear snmp view �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

clear snmp view [-hex] { viewname subtree}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f viewname �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â
™
�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

�Q�,�"�â
ö!ª�Ô��  MIB �(�I�7�]�o�ê�F�X�o  �(�I�7�]�o�
�o'õ�Ò�” OID �»�|�æ�Ô���Î�ã�ý�” �­
2�å  OID 
�æ�Q�6�J�Ð�����9� �,�;�,�æ�Ô���Î�ã�ý�â�È�ù�Ô�•

�� �4�æ�” SNMP MIB �F�X�o�,�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear snmp view myview 1.1.3
Cleared snmp view myview with subtree 1.1.3
Console> (enable)

4P1j�&�Q�f�< set snmp view
show snmp view

-hex 9Ô
›�ç9Õviewname �
  16 1t�»�|�â-+$��Ô��� �o�b�o�<�•

viewname MIB �F�X�o�é�,�è�•

subtree �(�I�7�]�o�é�,�è�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear spantree portinstancecost
clear spantree portinstancecost
�P�o�;
��é���f�,�2�f�,�ó�é�D�,  �&�,�;�
�:�H���^�;�æ�¯�Ô�æ�ê�” clear spantree portinstancecost �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear spantree portinstancecost mod/port instances

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�D�,  �&�,�;�ê�P�o�;1f�2�æ�n�à�¿�á�¿�ù�Ô�•�:�H���^�;�é.3�o�o�æ�ß�¿�á�ê�” -+ 2-7 �


ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�P�o�;
��é���f�,�2�f�,�ó�é�D�,  �&�,�;�
�:�H���^�;�æ�¯�Ô���
$��Ò�ù�Ô�•

Console> (enable) clear spantree portinstancecost 5/1 2
Port 5/1 mistp-instance 1-16 have path cost 200000.
Console> (enable)


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê  MISTP �U�o�<�â�é�ú�­
2�â�Ô�•

4P1j�&�Q�f�< set spantree portinstancecost
show spantree statistics

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

instances ���f�,�2�f�,�é!ß� �•�­
2�o�ê  1 :*  16 �â�Ô�•

-+ 2-7 �:�H���^�;�é�P�o�;  �&�,�;9æ Short �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1 Gb 4

10 Gb 2
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear spantree portinstancepri
clear spantree portinstancepri
�,�D�>�f�#  �7�]�o�é�P�o�;  ���f�,�2�f�,  �J�\�����]�9���
�]�.�6�;�Ô���æ�ê�” clear spantree 
portinstancepri �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear spantree portinstancepri mod/port [instances]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�P�o�;  �J�\�����]�9���ê  0 �æ.3�o�Ð���”���f�,�2�f�,�ê�0�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê  MISTP �U�o�<�â�é�ú�­
2�â�Ô�•

�� �4�æ�”�,�D�>�f�#  �7�]�o�é�P�o�;  ���f�,�2�f�,  �J�\�����]�9���
�]�.�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree portinstancepri 5/1 2
Port 5/1 instances 1-16 using portpri 32.
Console> (enable)

4P1j�&�Q�f�< set spantree portinstancepri
show spantree

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

instances 9Ô
›�ç9Õ���f�,�2�f�,�é!ß� �•�­
2�o�ê  1 :*  16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear spantree portvlancost
clear spantree portvlancost
�P�o�;
��é  VLAN �ó�é�D�,  �&�,�
�:�H���^�;�æ�¯�Ô�æ�ê�” clear spantree portvlancost �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

clear spantree portvlancost mod/port [vlans]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�D�,  �&�,�;�ê�P�o�;1f�2�æ�n�à�¿�á�¿�ù�Ô�•�:�H���^�;�é.3�o�o�æ�ß�¿�á�ê�” -+ 2-8 �Å
���î -+ 2-9 �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

vlans 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•

-+ 2-8 �:�H���^�;�é�P�o�;  �&�,�;9æ Short �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1 Gb 4

10 Gb 2

-+ 2-9 �:�H���^�;�é�P�o�;  �&�,�;9æ Long �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

100 Kb 200,000,000

1 Mb 20,000,000

10 Mb 2,000,000

100 Mb 200,000

1 Gb 20,000

10 Gb 2,000

100 Gb 200

1 Tb 20

10 Tb 2
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear spantree portvlanpri
clear spantree portvlanpri
�,�D�>�f�#  �7�]�o�é�P�o�;  VLAN �J�\�����]�9���
�]�.�6�;�Ô���æ�ê�” clear spantree portvlanpri 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear spantree portvlanpri mod/port [vlans]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�,�D�>�f�#  �7�]�o�é�P�o�;  VLAN �J�\�����]�9���
�]�.�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree portvlanpri 1/2 23-40
Port 1/2 vlans 3,6-20,23-1000 using portpri 32
Port 1/2 vlans 1-2,4-5,21-22 using portpri 30
Console> (enable)

4P1j�&�Q�f�< set spantree portvlanpri
show spantree

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

vlans 9Ô
›�ç9ÕVLAN �é!ß� �• �­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear spantree root
clear spantree root
�,���6�4
��é�,�D�>�f�#  �7�]�o�é�I�]�6�+  �J�\�����]�9���” hello �2���S�”�¨�"&»1Š�(4F�”�Å���î0©1M
1ƒ�g�
�Ø�é�:�H���^�;�o�æ�¯�Ô�æ�ê�” clear spantree root �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear spantree root [vlans]

clear spantree root mistp-instance instances

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• �,���6�4  �J�\�����]�9���ê  32768

• 0©1M1ƒ�g�ê 15 $}

• hello �2���S�ê  2 $}

• �¨�"&»1Š�(4F�ê  20 $}

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”	û1j�é  VLAN 
��é�,�D�>�f�#  �7�]�o  �^�o�;�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree root 1-20 
VLANs 1-20 bridge priority set to 32678.
VLANs 1-20 bridge hello time set to 2 seconds.
VLANs 1-20 bridge max aging time set to 20 seconds.
VLANs 1-20 bridge forward delay set to 15 seconds.

�4�æ�” $�o�é  2 �ß�é  VLAN 
��é�,�D�>�f�#  �7�]�o  �^�o�;�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree root 22,24
VLANs 22,24 bridge priority set to 32678.
VLANs 22,24 bridge hello time set to 2 seconds.
VLANs 22,24 bridge max aging time set to 20 seconds.
VLANs 22,24 bridge forward delay set to 15 seconds.
Console> (enable)

�4�æ�”���f�,�2�f�,�é�,�D�>�f�#  �7�]�o  �^�o�;�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree root mistp-instance 1
Instance 1 bridge priority set to 32768.
Instance 1 bridge max aging time set to 20.
Instance 1 bridge hello time set to 2.
Instance 1 bridge forward delay set to 15.
Console> (enable)

vlans 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•

mistp-instance 
instances

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear spantree statistics
clear spantree statistics
�,�D�>�f�#  �7�]�o&Ô.��±�Ž�
�"�]���Ô���æ�ê�” clear spantree statistics �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear spantree statistics mod/port

clear spantree statistics vlans

clear spantree statistics mistp-instance instances

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” VLAN 1 �é�,�D�>�f�#  �7�]�o&Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree statistics 1
Cleared all VLAN counters for VLAN 1
Statistics cleared for vlans 1
Console> (enable)

�4�æ�”�P�o�;�é�,�D�>�f�#  �7�]�o&Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree statistics 3/1
Statistics cleared for module 3/1
Console> (enable)

�4�æ�”���f�,�2�f�,�é�,�D�>�f�#  �7�]�o&Ô.��±�Ž�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear spantree statistics  mistp-instance 2
Statistics cleared for instances 2
Console> (enable)

4P1j�&�Q�f�< show spantree statistics

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

vlans 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•

mistp-instance 
instances

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear spantree uplinkfast
clear spantree uplinkfast
UplinkFast �Ï(»�
���H�æ�Ò�”�,���6�4  �J�\�����]�9���Å���î�P�o�;  �&�,�;�
�:�H���^�;.3�o�æ�¯�Ô�æ
�ê�” clear spantree uplinkfast �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear spantree uplinkfast

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �•�'�æ���Þ�á�ê�”�Î�é�&�Q�f�<�â�”�,���6�4
��é�`�o�<  �C�\�f�*�f�#�Ç�u
2�æ�å���Î�ã�Ç�½���ù�Ô�•

�� �4�æ�” UplinkFast �Ï(»�
���H�æ�Ò�”�,���6�4  �J�\�����]�9���
�:�H���^�;.3�o�æ�¯�Ô���
$��Ò�ù�Ô�•

Console> (enable) clear spantree uplinkfast
This command will cause all portcosts, portvlancosts, and the 
bridge priority on all vlans to be set to default.
Do you want to continue (y/n) [n]? y
VLANs 1-1005 bridge priority set to 32768.
The port cost of all bridge ports set to default value.
The portvlancost of all bridge ports set to default value.
uplinkfast disabled for bridge.
Console> (enable)

4P1j�&�Q�f�< set spantree uplinkfast
show spantree uplinkfast
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear tacacs key
clear tacacs key
TACACS+ .z.=
ø�î�g� 
{�æ
ö!ª�Ð����� �o.3�o�
�å4°�Ô���æ�ê�” clear tacacs key �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

clear tacacs key

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; � �o�é�:�H���^�;�o�ê  NULL �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”.z.=�Å���î�g� 
{�æ
ö!ª�Ð����� �o.3�o�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear tacacs key
TACACS server key cleared.
Console> (enable) 

4P1j�&�Q�f�< set tacacs key
show tacacs
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear tacacs server
clear tacacs server 
TACACS+ �(�o�C�é�]�,�;�Æ���N�,�;�
�å4°�Ô���æ�ê�” clear tacacs server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear tacacs server ip_addr

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” TACACS+ �(�o�C�é�]�,�;�Æ���N�,�;�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear tacacs server 170.1.2.20
170.1.2.20 cleared from TACACS table
Console> (enable)

4P1j�&�Q�f�< show tacacs

ip_addr TACACS+ �(�o�C�é�]�,�;�Æ���å4°�Ô���(�o�C�é  IP ���<�_�,�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear timezone
clear timezone
�(4F�ê�
�Ø�é�:�H���^�;�â�½��  UTC �æ�¯�Ô�æ�ê�” clear timezone �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear timezone

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�é�(4F�ê�ê  UTC �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear timezone �&�Q�f�<�Ç�Ï(»�Ô���é�ê  NTP �é
G
Þ
��é�ú�â�Ô�•�(4F�
�»
G�â.3�o�Ò�” NTP �Ç�¾�¿�Ð
���á�¿���•�'�” clear timezone �&�Q�f�<�ê�u
2�â�Ô�•

�� �4�æ�”�(4F�ê�é.3�o�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear timezone
Timezone name and offset cleared.
Console> (enable)

4P1j�&�Q�f�< set timezone
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
clear top
clear top
TopN �J�`�.�,�
�—�[�Ô���æ�ê�” clear top �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear top { all | report_num}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear top all �&�Q�f�<�â�ê�”�;!Ð
��é  TopN �_�P�o�;�Ç�•�Ù&³
L�Ô���Î�ã�ê�½���ù�Ö���•�,�9�o�2�,�Ç  
done �é�_�P�o�;�é�ú�Ç�•�Ù&³
L�Ò�ù�Ô�•

background ���J�*�Z�f�å�Ò�é  TopN �J�`�.�,9Ô background ���J�*�Z�f�Ç
ö!ª�Ð���á�¿���Æ�ä�Á�Æ�Í
�Î�æ�ê  show top background �&�Q�f�<�

ö!ª9Õ�ê�”�+	û�é  Telnet/�&�f�0�o�^  �.�6�*�Z�f�â  Ctrl+C �

�ü�Ô�Æ�”�½���¿�ê�Î�é  Telnet/�&�f�0�o�^  �.�6�*�Z�f�Æ��  clear top [report_num] �&�Q�f�<�
�I
��Ô��
�Î�ã�æ���Þ�á&³
L�â�È�ù�Ô  TopN �_�P�o�;�K
Õ�Ç-+$��Ð�����ù�â�”�J�`�f�J�;�ê�´
��Ð���ù�Ö���•
•�é
�&�Q�f�<�ê�”�_�P�o�;�Ç-+$��Ð�����ù�â�I�`�6�"�Ð���ù�Ô�•

�� �4�æ�”�&�f�0�o�^  �.�6�*�Z�f�Æ��  TopN 1 �J�`�.�,�
�—�[�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  clear top 1
10/29/1998,12:05:38:MGMT-5: TopN report 1 killed by Console//.
Console> (enable)

�4�æ�” Telnet �.�6�*�Z�f�Æ��  TopN 4 �J�`�.�,�
�—�[�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear top 4 
10/29/1998,12:06:00:MGMT-5: TopN report 4 killed by telnet/172.22.34.2/.
Console> (enable)

4P1j�&�Q�f�< show top
show top report

all �;!Ð
��â�å�¿�Ô�ô�á�é  TopN &¿���
�—�[�Ô��� �o�b�o�<�•

report_num �•�Ù&³
L�Ô��  TopN �_�P�o�;!ß� �•�­
2�o�ê  1 :*  5 �â�Ô�•
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clear trunk
clear trunk
�;�\�f�"  �P�o�;�
�Ø�é�:�H���^�;  �;�\�f�"  �2���J�ù�Ú�ê�U�o�<�æ�¯�Ô�Æ�”�½���¿�ê�;�\�f�"  �P�o�;�é
.5��  VLAN �]�,�;�Æ�� $�o�é  VLAN �
�"�]���Ô���æ�ê�” clear trunk �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear trunk mod/port [vlans]

�t�¥�é.‘�ÿ

�:�H���^�; MSM �P�o�;�
4°�Ê�Ô�ô�á�é�P�o�;�â�ê�”�:�H���^�;�ê  auto negotiate �â�Ô�• MSM �P�o�;�â�ê�”�:
�H���^�;�ê  off negotiate �U�o�<�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VLAN �
�0�o�Ò�Ú�•�'�”�Ø�����é  VLAN �ê�;�\�f�"
��â.5���Ð���á�¿��  VLAN �é�]�,�;�Æ���å4°�Ð
���ù�Ô�•�:�H���^�;�é  VLAN �ê�;�\�f�"
��â�"�]���â�È�ù�Ö���•

�å4°�Ð���Ú  VLAN �é�;�\�H���6�"�ê�;�\�f�"  �P�o�;&»!±�â�ê0©1M�Ð���ù�Ö���•�å4°�Ò�Ú  VLAN �
1J

��Ô���æ�ê�” set trunk mod/port vlans �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

���›%¸�Ð  VLAN �é�"�]���
.\�ú�á�¿���ã�È�æ�” NVRAM �æ
 �½�å$è�È�ˆ2‚�Ç�å�¿�•�'�ê�”/
�T�T�6
�.�o�+�Ç-+$��Ð���á�&�Q�f�<�ê�,�Œ�Ò�ù�Ô�•

�� �4�æ�”�U�+�X�o�^ 1 �é�P�o�;  2 
��é�;�\�f�"  �P�o�;�Æ��  VLAN 200 :*  500 �
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear trunk 1/2 200-500
Removing Vlan(s) 200-500 from allowed list.
Port 1/2 allowed vlans modified to 1-199,501-1000.
Console> (enable)

�4�æ�” NVRAM �æ
 �½�å$è�È�ˆ2‚�Ç�å�¿�•�'�æ�”�;�\�f�"�é�"�]���
.\�ú�Ú�ã�È�é�´
����
$��Ò�ù�Ô�•

Console> (enable) clear trunk 2/18 1030-1999
Failed to clear extended range vlans from allowed list.
Not enough NVRAM space. Use the ‘set trunk’ command to restore 
       some existing entries to the default value.
Console> (enable) 

4P1j�&�Q�f�< set trunk
show trunk

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

vlans 9Ô
›�ç9Õ.5��  VLAN �]�,�;�Æ���å4°�Ô��  VLAN �é!ß� �•�­
2�o�ê  
2 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•
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clear vlan
clear vlan
�â�=�é  VLAN �
%¤!��<�T���f�Æ���å4°�Ô���æ�ê�” clear vlan �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear vlan vlans

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VLAN �
�å4°�Ô��4Ù�æ�ê�4�é�����<�\���f�æ�å�Þ�á�Ê�Û�Ð�¿�•

• VTP �(�o�C  �U�o�<�â�¡�0%¸�Ð���o�(�@�6�;  VLAN �
�å4°�Ô���ã�”�+�Ó  VTP �<�T���f�é�Ô�ô�á�é
�,���6�4�Æ���Ø�é  VLAN �Ç�å4°�Ð���ù�Ô�•

• VTP �;�\�f�,�M���_�f�;  �U�o�<�â�¡�0%¸�Ð  VLAN �
�å4°�Ô���ã�” û�÷�é�,���6�4
��æ4¢�Þ�á  
VLAN �Ç�å4°�Ð���ù�Ô�•

• ���›%¸�Ð  VLAN �ê�”�Ø�é  VLAN �

Þ�‘�Ò�Ú�,���6�4
��â�Ò�Æ�å4°�â�È�ù�Ö���•

�H�ç VLAN �
�"�]���Ô���ã�”�Ø�é  VLAN �æ
����°�á�����á�¿���Ô�ô�á�é�P�o�;�Ç5V���"�9���I�æ�å��
�ù�Ô�•�Ú�Û�Ò�”�P�o�;�
�Î�é  VLAN �æ$–
G�Ô���ù�â  VLAN �P�o�;
����°�á�ê�;�,�Ð���ù�Ô�•�"�]
���Ò�Ú  VLAN �
�c�2���"�9���I
{�Ô���ã�”�Ø�é  VLAN 
��â�ù�Û.3�o�Ð���á�¿���Ô�ô�á�é�P�o�;�ý
�c�2���"�9���I
{�Ð���ù�Ô�•�Q�6�G�f�#  �9�o�I�^�]�æ�=�÷�Ô��  VLAN �
�"�]���Ô���ã/
�T�Ç-+$�
�Ð���ù�Ô�•

�J�\���L�o�;  VLAN 9Ô�J�\���Q�]�” [%��”�&�R�X�>�9���é�¿�Õ���Æ9Õ�
�"�]���Ô���ã�”�P�o�;�ê5V��
�"�9���I�æ.3�o�Ð���”�¿�Õ���é  VLAN �æ�ý
����°�á�����ù�Ö���•1¬�ï�Ò�Ú  VLAN �é�J�\���L�o�;  
VLAN �Q�6�G�f�#�ý�"�]���Ð���ù�Ô�• ACL �ã  VLAN �é�Q�6�G�f�#�ý�å4°�Ð���ù�Ô�•

�� �4�æ�”�â�=�é  VLAN 4000 �
%¤!��<�T���f�Æ���"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear vlan 4000
This command will de-activate all ports on vlan 4
in the entire management domain
Do you want to continue(y/n) [n]?  y
VLAN 4 deleted
Console> (enable) 

vlans VLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �Å���î  1025 :*  4094 �â�Ô�•
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clear vlan mapping
clear vlan mapping
�â�=�é  IEEE 802.1Q VLAN/ISL VLAN �Q�6�G�f�#�ù�Ú�ê
M&‚�ã�ú / 5V
M&‚�ã�ú  VLAN �Q�6�G�f�#�
�å
4°�Ô���æ�ê�” clear vlan mapping �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

clear vlan mapping dot1q {dot1q_vlan | all}

clear vlan mapping reserved { reserved_vlan | all}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VLAN �
�"�]���Ô���ã�”�Ø�é  VLAN �æ
����°�á�����á�¿���Ô�ô�á�é�P�o�;�Ç5V���"�9���I�æ�å���ù
�Ô�•�Ú�Û�Ò�”�P�o�;�
�Î�é  VLAN �æ$–
G�Ô���ù�â  VLAN �P�o�;
����°�á�ê�;�,�Ð���ù�Ô�•�"�]���Ò�Ú  
VLAN �
�c�2���"�9���I
{�Ô���ã�”�Ø�é  VLAN 
��â�ù�Û.3�o�Ð���á�¿���Ô�ô�á�é�P�o�;�ý�c�2���"
�9���I
{�Ð���ù�Ô�•

�� �4�æ�”�â�=�é�Q�6�J�Ð���Ú  VLAN �
  dot1q �Q�6�G�f�#  �9�o�I�^�Æ���"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear vlan mapping dot1q 444
Vlan Mapping 444 Deleted.
Console> (enable) 

�4�æ�”�Ô�ô�á�é�Q�6�J�Ð���Ú  VLAN �
�Q�6�G�f�#  �9�o�I�^�Æ���"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear vlan mapping dot1q all
All Vlan Mapping Deleted.
Console> (enable) 

dot1q dot1q_vlan IEEE 802.1Q VLAN/ISL VLAN �Q�6�G�f�#�
�"�]���Ô��� �o�b�o�<�Å���î���™�•

dot1q all �Ô�ô�á�é  IEEE 802.1Q VLAN/ISL VLAN �Q�6�G�f�#�
�"�]���Ô��� �o�b�o�<�•

reserved 
reserved_vlan

�0�o�Ò�Ú
M&‚�ã�ú / 5V
M&‚�ã�ú  VLAN �Q�6�G�f�#�
�"�]���Ô��� �o�b�o�<�•

reserved all �Ô�ô�á�é
M&‚�ã�ú / 5V
M&‚�ã�ú  VLAN �Q�6�G�f�#�
�"�]���Ô��� �o�b�o�<�•
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clear vmps rcp
clear vmps rcp
VMPS �(�o�C  �9�o�I�^�Æ��  VMPS RCP �Y�o�)�,�
�å4°�Ô���æ�ê�” clear vmps rcp �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

clear vmps rcp username

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f username �
�I
��Ò�å�Æ�Þ�Ú�•�'�ê�”�Ô�ô�á�é  rcp �Y�o�)�,�Ç�å4°�Ð���ù�Ô�•

�� �4�æ�” VMPS �9�o�I�^�Æ�� $�o�é  VMPS RCP �Y�o�)�,�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear vmps rcp jdoe
Console> (enable)

4P1j�&�Q�f�< set rcp username

username �Y�o�)�,�é43�Ð�ê�¨�"  14 �¥�<�â�Ô�•
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clear vmps server
clear vmps server
VMPS �(�o�C  �9�o�I�^�Æ��  VMPS �(�o�C�
�å4°�Ô���æ�ê�” clear vmps server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear vmps server ip_addr

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” VMPS �9�o�I�^�Æ��  VMPS �(�o�C�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear vmps server 192.168.255.255
VMPS domain server 192.168.255.255 cleared from VMPS table.
Console> (enable)

�4�æ�”�=�÷�Ò�å�¿  VMPS �(�o�C�
  VMPS �9�o�I�^�Æ���"�]���Ò���Á�ã.\�ú�Ú�ã�È�é&¿���é���
$��Ò�ù�Ô�•

Console> (enable) clear vmps server 192.168.255.255
VMPS domain server 192.168.255.255 not in VMPS table.
Console> (enable)

4P1j�&�Q�f�< reconfirm vmps
set vmps server

ip_addr �å4°�Ô��  VMPS �(�o�C�é  IP ���<�_�,�ù�Ú�ê�N�,�;�,�•
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clear vmps statistics
clear vmps statistics
�â�=�é  VMPS &Ô.��±�Ž�
�å4°�Ô���æ�ê�” clear vmps statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear vmps statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�â�=�é  VMPS &Ô.��±�Ž�
�å4°�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear vmps statistics
VMPS and dynamic vlan statistics cleared.
Console> (enable)

4P1j�&�Q�f�< show vmps statistics
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clear vtp pruneeligible
clear vtp pruneeligible
VTP �<�T���f�é�ä�é  VLAN �Ç�J�^�o�>�f�#�æ
�1¡�p�â�½���Æ�
�0�o�Ô���æ�ê�” clear vtp 
pruneeligible �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear vtp pruneeligible vlans...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” VLAN 2 :*  1000 �Ç�J�^�o�>�f�#1¡�p�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VTP �J�^�o�>�f�#�æ�����” $�o�é�,���6�4  �P�o�;���â�J�^�o�>�f�#1¡�p  VLAN �æ�²�û�Ô���,�9�o�*�Z
�f�Ç�å�¿�•�'�”�Ø�é  VLAN �é�±�Ž�ê  VTP �•�Â�Æ���å4°�Ð�����Î�ã�æ�å���ù�Ô�• VTP �J�^�o�>�f�#�

���@�o�I�^�æ�Ô���æ�ê�” set vtp �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�:�H���^�;�â�ê�” VLAN 2 :*  1000 �Ç�J�^�o�>�f�#1¡�p�â�Ô�• VLAN �
�J�^�o�>�f�#
�1¡�p�æ�Ô���æ
�ê�” clear vtp pruneeligible �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

VLAN �Ç�J�^�o�>�f�#
�1¡�p�é�•�'�æ�Ø�é  VLAN �
�c�î�J�^�o�>�f�#1¡�p�æ�Ô���æ�ê�” set vtp 
pruneeligible �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�æ�” VLAN 200 :*  500 �
�J�^�o�>�f�#
�1¡�p�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) clear vtp pruneeligible 200-500
Vlans 1,200-500,1001-1005 will not be pruned on this device.
VTP domain Company modified.
Console> (enable)

4P1j�&�Q�f�< set vtp
set vtp pruneeligible
show vtp domain

vlans... �J�^�o�>�f�#
�1¡�p�æ�Ô��  VLAN �é!ß� �•�­
2�o�ê  1 :*  1000 �â�Ô�•
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2

clear vtp statistics
clear vtp statistics
VTP &Ô.��
�å4°�Ô���æ�ê�” clear vtp statistics �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

clear vtp statistics

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�é���â�ê�” VTP &Ô.��±�Ž�
�"�]���Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) clear vtp statistics
vtp statistics cleared.
Console> (enable)

4P1j�&�Q�f�< set vtp
show vtp statistics
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commit
commit
�B�o�<�������æ� �È1��ù���á�¿�å�¿�Ô�ô�á�ù�Ú�ê $�o�é  ACE �
  NVRAM �]�æ�&�R�6�;�Ô���æ�ê�”
commit �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

commit qos acl { acl_name | all | adjacency}

commit security acl { acl_name | all | adjacency}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f commit �&�Q�f�<�ê�”�B�o�<�������æ� �È1��ù���á�¿�å�¿ �Ô�ô�á�é  ACE �
  NVRAM �]�æ�&�R�6�;�Ò�ù
�Ô�• ACE �Ç.3�o�Ð���á�¿�å�¿  ACL �ê�”�&�R�6�;�Ò�á�ý�å4°�Ð���ù�Ô�• ACE �
	û���Ò�á�I
��Ò�”
commit �&�Q�f�<�
�s-��Ò�á�”�Ø�����
�B�o�<�������Å���î  NVRAM �æ�;�=�Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

�� �4�æ�” QoS ACE �
�0�o�Ò�á�” NVRAM �æ�&�R�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) commit qos acl my_acl
Hardware programming in progress...
ACL my_acl is committed to hardware.
Console> (enable) 

�4�æ�”�.� �X�]�9��  ACE �
�0�o�Ò�á�” NVRAM �æ�&�R�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) commit security acl IPACL2
ACL commit in progress.
ACL IPACL2 is committed to hardware.
Console> (enable)

�4�æ�”4Þ�’�9�o�I�^  ���f�;�]�
  NVRAM �æ�&�R�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) commit security acl adjacency
Commit operation in progress.
Adjacency successfully committed.

qos acl QoS ACE �
�0�o�Ô��� �o�b�o�<�•

acl_name ACE �
�&�R�6�;�Ô��  VACL �
/��Î�Ô���,�è�•

all �Ô�ô�á�é  ACL �é  ACE �
�&�R�6�;�Ô��� �o�b�o�<�•

adjacency 4Þ�’�9�o�I�^  ���f�;�]�
�&�R�6�;�Ô��� �o�b�o�<�•

security acl �.� �X�]�9��  ACE �
�0�o�Ô��� �o�b�o�<�•
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commit lda
commit lda
�B�o�<�������æ� �È1��ù���á�¿�å�¿  ASLB .3�o�
  NVRAM �æ�&�R�6�;�Ô���æ�ê�” commit lda �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

commit lda 

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” ASLB .3�o�
  NVRAM �æ�&�R�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) commit lda
Commit operation in progress...
Successfully committed Local Director Accelerator.
Console> (enable) 

4P1j�&�Q�f�< set lda
show lda
clear lda
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configure
configure
�&�f�H���!�X�_�o�*�Z�f  �H�����^�
  rcp �(�o�C�ù�Ú�ê�@�6�;�b�o�"�Æ���3���f�`�o�<�Ò�”�Ø�é�H����
�^�]�é�&�&�Q�f�<�
�s-��Ô���æ�ê�” configure �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

configure { host file}[ rcp]

configure network

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f configure �&�Q�f�<�

ö!ª�Ò�á�3���f�`�o�<�Ô���&�f�H���!�X�_�o�*�Z�f  �H�����^�é
Þ�‘�Ç�:�æ�ß�¿�á
�ê�”�¡ Catalyst 6000 Family Software Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•


•
��ê�” /tftpboot �:���_�"�;�]�æ�½��  system5.cfg �ã�¿�Á�(�f�J�^  �H�����^�â�Ô�•

begin
show time
set ip alias conc7 198.133.219.207
set ip alias montreux 198.133.119.42
set ip alias cres 192.122.174.42
set prompt system5>
set password
# empty string old password

pingpong
pingpong
end
#

! �ù�Ú�ê  # �â�Ž�ù��-��
4°�¿�á�”�&-��æ�&�Q�f�<�Ç�½���ù�Ô�•

�� �4�æ�”�&�f�H���!�X�_�o�*�Z�f  �H�����^  system5.cfg �
  192.122.174.42 �N�,�;�Æ���3���f�`�o�<�Ô��
���
$��Ò�ù�Ô�•

Console> (enable) configure 192.122.174.42 system5.cfg
Configure using system5.cfg from  192.122.174.42 (y/n) [n]? y
/
Done.  Finished Network Download.  (446 bytes)

host �N�,�;�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
file �H�����^�é�,�è�•

rcp 9Ô
›�ç9Õ�H�����^0©1M�Ç�:�ã�Ò�á  rcp �
�0�o�Ô��� �o�b�o�<�•

network �N�,�;�Å���î�H�����^�é�».d�»�|�â�é-Ð�Þ�
�0�o�Ô��� �o�b�o�<�•
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confreg
confreg
�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2  �Y�o�9���]�9���
.3�o�Ô���æ�ê�” confreg �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

confreg [num] 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f confreg �
�•�™  num 
ƒ�È�â�s-��Ô���ã�” VCR �ê�0�o�Ð���Ú!ß� �ã	û)L�Ô�����Á���•�Ð���ù�Ô�•

�•�™�å�Ò�é�•�'�” confreg �ê  VCR �é�]�ˆ�
)÷.†�â�3�f�J�Ò�á�]�ˆ�
���•�â�È�����Á�æ�Ò�ù�Ô�•

VCR �é�&�F�6�;�æ�;�,�Ð���á�¿���±�Ž�
�”���•�Ô���Æ&ý�,�Ô���
�Æ�è���J�`�f�J�;�Ç-+$��Ð���ù�Ô�•
�¿�Õ���é�•�'�ý�”�Â�Ò�¿  VCR �o�ê  NVRAM �æ� �È1��ù���”�J�\�6�;�H���o�S�
�]�.�6�;�Ô���Æ5��.
�
�é�I�Ò"å�Ô�ù�â�­
2�æ�å���ù�Ö���•

���•�
�;�=�Ô���æ�ê�” sync �&�Q�f�<�
"’-��Ô����-Ð�Ç�½���ù�Ô�•�Ø�Á�Ò�å�¿�ã�”���•�]�ˆ�ê�;�=�Ð��
�Õ�” reset �æ�����å4°�Ð���ù�Ô�•

�� �4�æ�” confreg �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

rommon 7 > confreg
 
Configuration Summary
enabled are:
console baud: 9600
boot: the ROM Monitor
 
do you wish to change the configuration? y/n  [n]:  y
enable  “diagnostic mode”? y/n  [n]: y
enable  “use net in IP bcast address”? y/n  [n]:  
enable  “load rom after netboot fails”? y/n  [n]:  
enable  “use all zero broadcast”? y/n  [n]:  
enable  “break/abort has effect”? y/n  [n]:  
enable  “ignore system config info”? y/n  [n]:  
change console baud rate? y/n  [n]: y
enter rate: 0 = 9600, 1 = 4800, 2 = 1200, 3 = 2400  [0]:  0
change the boot characteristics? y/n  [n]: y

num 9Ô
›�ç9Õ�­
2�å�o�ê  0 = ROM �U�>�2�” 1 = �I�o�;  �K�^�D�o  ���T�o�+�”
�Å���î  2 :*  15 = �I�o�;  �*�,�9�S�â�Ô�•
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context
context
�`�o�<�Ð���Ú���T�o�+�é�&�f�9� �,�;�
-+$��Ô���æ�ê�” context �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

context

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f �I�o�;�Ð���Ú���T�o�+�é���o�@�^  �U�o�<�Å���î�J�`�.�,  �U�o�<�Æ���&�f�9� �,�;�Ç
ö!ª�â�È���ë�”�Ø
���Ç-+$��Ð���ù�Ô�•

�� �4�æ�”�`�o�<�Ð���Ú���T�o�+�é�&�f�9� �,�;�
-+$��Ô�����
$��Ò�ù�Ô�•

rommon 6 > context
Kernel Level Context:
 Reg       MSW        LSW     | Reg       MSW        LSW
------  ---------- ---------- | -----   ---------- ----------
zero   : 00000000   00000000  | s0     : 00000000   34008301
AT     : 00000000   3e800000  | s1     : 00000000   00000001
v0     : 00000000   00000003  | s2     : 00000000   00000003
v1     : 00000000   00000000  | s3     : 00000000   00000000
a0     : 00000000   0000002b  | s4     : 00000000   60276af8
a1     : 00000000   00000003  | s5     : ffffffff   ffffffff
a2     : 00000000   00000000  | s6     : 00000000   60276c58
a3     : 00000000   60276af8  | s7     : 00000000   0000000a
t0     : 00000000   00000b84  | t8     : 00000000   34008300
t1     : 00000000   3e800004  | t9     : ffffffff   ac000000
t2     : 00000000   00000239  | k0     : 00000000   00000400
t3     : 00000000   34008301  | k1     : 00000000   6024eb5c
t4     : ffffffff   ffff83fd  | gp     : 00000000   60252920
t5     : 00000000   0000003f  | sp     : 00000000   60276a98
t6     : 00000000   00000000  | s8     : 00000000   601fbf33
t7     : ffffffff   ffffffff  | ra     : 00000000   6006d380
HI     : 00000000   00000008  | LO     : 00000000   00000000
EPC    : 00000000   60033054  | ErrPC  : ffffffff   bfc070c8
Stat   : 34408302             | Cause  : 00002020
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copy
copy
�H�\�6�*�X  ���T�o�+�ù�Ú�ê�,���6�4  �&�f�H���!�X�_�o�*�Z�f�
�H�\�6�*�X  �:�C���,�” RCP �(�o�C�”
TFTP �(�o�C�ã�é4F�â�•�Â�ù�Ú�ê�3���f�`�o�<�Ô���æ�ê�” copy �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

copy file-id { tftp  | rcp | flash | file-id | config}

copy tftp { flash | file-id | config}

copy rcp { flash | file-id | config}

copy flash { tftp  | rcp | file-id | config}

copy config { flash | file-id | tftp  | rcp} [ all]

copy acl config { flash | file-id | tftp  | rcp}

copy cfg1 { tftp  | rcp | flash | config | cfg2} [ all]

copy cfg2 { tftp  | rcp | flash | config | cfg1} [ all]

�t�¥�é.‘�ÿ

�:�H���^�; �&�G�o�0�ù�Ú�ê�&�G�o�5�é�:�C���,�
�0�o�Ò�å�Æ�Þ�Ú�•�'�” cd �&�Q�f�<�â�0�o�Ð���Ú�ý�é�Ç
ö!ª�Ð��
�ù�Ô�•�&�G�o�5�é�H�����^�,�
"í!Û�Ô���ã�”�&�G�o�0�é�H�����^�,�Ç
ö!ª�Ð���ù�Ô�•

file-id �H�\�6�*�X  �:�C���,
��é�H�����^�é�0�o�æ
ö!ª�Ð�����H���o�Q�6�;
9Ôm/device:filename9Õ�•
m/ = �,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�ù�Ú�ê���o�(�@�6�;  �U�+�X�o�^�å
�ä�”�Ð�ù�Ñ�ù�å�U�+�X�o�^�ó�é���"�.�,�

��Ã�����J�*�Z�f�•
device: = �H�\�6�*�X�Ç�=�÷�Ô���:�C���,�•
filename = �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�•

tftp TFTP �(�o�C�ã�é4F�é�&�G�o�
.5���Ô��� �o�b�o�<�•

rcp rcp �(�o�C�ã�é4F�â�&�G�o�Ô���H�����^�
�0�o�Ô��� �o�b�o�<�•

flash -„�™�é�U�+�X�o�^  �é�3���f�`�o�<�
�(�P�o�;�Ô��� �o�b�o�<�•

config �H�\�6�*�X  �T�U�]�”�Î�é�H�\�6�*�X  �:�C���,�”�ù�Ú�ê  TFTP �(�o�C
��é�H��
���^�æ.3�o�
�&�G�o�Ô���Î�ã�
.5���Ô��� �o�b�o�<�•

acl config ACL .3�o�
�»
G�â�H�����^�æ�&�G�o�Ô��� �o�b�o�<�•�Î�é�&�Q�f�<�

ö!ª�Ô
���è�æ�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

cfg1 �,�o�D�o�C���)  ���f�+�f
��é�¨�Ë�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  
�H�����^�
�0�o�Ô��� �o�b�o�<�•

cfg2 �,�o�D�o�C���)  ���f�+�f
��é  2 !ß�ü�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z
�f  �H�����^�
�0�o�Ô��� �o�b�o�<�•

all 9Ô
›�ç9Õ�0�o�Ð���Ú�&�G�o�5�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�K
Õ�
�&
�G�o�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•
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copy
�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f copy �&�Q�f�<�

ö!ª�Ô���ã�”�4�é
Þ�:�
-��Ã�ù�Ô�•

• �*�,�9�S  ���T�o�+�ù�Ú�ê�&�f�H���!�X�_�o�*�Z�f  �H�����^�
  TFTP �ù�Ú�ê  rcp �(�o�C�Æ���H�\�6
�*�X  �:�C���,�æ�3���f�`�o�<�Ò�ù�Ô�•

• �*�,�9�S  ���T�o�+�ù�Ú�ê�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�H�\�6�*�X  �:�C���,�Æ��  TFTP �ù�Ú
�ê  rcp �(�o�C�æ���6�J�`�o�<�Ò�ù�Ô�•

• �H�\�6�*�X  �:�C���,
��½���¿�ê  TFTP �ù�Ú�ê  rcp �(�o�C
��é�&�f�H���!�X�_�o�*�Z�f  �H�����^�


ö!ª�Ò�á�,���6�4�
.3�o�Ò�ù�Ô�•

•  û�÷�é.3�o�
�H�\�6�*�X  �:�C���,�½���¿�ê  TFTP �ù�Ú�ê  rcp �(�o�C�æ�&�G�o�Ò�ù�Ô�•

• �»
G�â  ACL .3�o�
�H�����^�æ�&�G�o�Ò�ù�Ô�•

�H�ç �»
G�&�G�o�

ö!ª�â�È���é�ê�” acl config �Ç flash �æ.3�o�Ð���á�¿�á�” auto-config append ���J
�*�Z�f�
���@�o�I�^�æ�Ò�Ú�•�'�é�ú�â�Ô�• append ���J�*�Z�f�
�:���.�o�I�^�æ�Ò�Ú�•�'�ê�”
auto-config �H�����^�
�s-��Ô���è�æ.3�o�ê�"�]���Ð���ù�Ô�• set boot config-register auto-config 
�&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�G�o�0�ù�Ú�ê�&�G�o�5�é�:�C���,�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�” cd �&�Q�f�<�â�0�o�Ð���Ú�:�C���,�Ç
ö
!ª�Ð���ù�Ô�•�&�G�o�5�é�H�����^�,�
"í!Û�Ô���ã�”�&�G�o�0�é�H�����^�,�Ç
ö!ª�Ð���ù�Ô�•

copy config�” copy cfg1�”�Å���î  copy cfg2 �&�Q�f�<�â�ê�”�:�H���^�;
•���é�&�Q�f�<�é�ú�Ç�&�G�o�5
�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�&�G�o�Ð���ù�Ô�•� �o�b�o�<  all �

ö!ª�Ô���ã�”�:�H���^�;�ã�:
�H���^�;
•���é
��Ç�é.3�o�Ç�&�G�o�Ð���ù�Ô�•

�&�G�o�0�ù�Ú�ê�&�G�o�5�é�H�\�6�*�X  �:�C���,�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�:�H���^�;  �H�\�6�*�X  �:�C
���,9Ô cd �&�Q�f�<�â�0�o9Õ�Ç
ö!ª�Ð���ù�Ô�• pwd �&�Q�f�<�

ö!ª�Ô���ã�” û�÷�é�:�H���^�;  �H�\�6
�*�X  �:�C���,�Ç-+$��Ð���ù�Ô�•�&�G�o�5�é�H�����^�,�
"í!Û�Ô���ã�”�&�G�o�0�é�H�����^�,�Ç
ö!ª�Ð
���ù�Ô�•

set system name �&�Q�f�<�

ö!ª�Ò�á�*�,�9�S�,�
�o'õ�Ò�Ú�•�'�”�*�,�9�S�ê  sysname.cfg �H�����^�æ
���T�o�+�ã�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�;�=�Ò�ù�Ô�•�Ø�Á�â�å�¿�•�'�ê�”�:�H���^�;�é  
myswitch.cfg �H�����^�Ç
ö!ª�Ð���ù�Ô�•

�:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�&�G�o�0�ù�Ú�ê�&�G�o�5�ã�Ò�á  flash � �o�b�o�<�

ö!ª�Ò�Ú�•�'�ê�”�H�\�6�*�X  �:�C���,�,�Ç-Ð�Þ�Ð��
�ù�Ô�•

�+�Ó�2���J�é-„�™�é���f�9�]�+���f�;  �,���6�4�f�#  �U�+�X�o�^�æ�0�H�;������  ���T�o�+�
�&�G�o�Ô��
�•�'�ê�” flash � �o�b�o�<�
�&�G�o�5�ã�Ò�á
ö!ª�Ò�ù�Ô�•�,���6�4�ê�”�&�G�o�0���T�o�+  �H�����^�é
�K�6�3�o�æ�n�à�¿�á�”�ä�é�U�+�X�o�^�æ���T�o�+�
�&�G�o�Ô���Æ�
)D
G"›�æ�Í�Î�Ò�ù�Ô�•�+�Ó�2���J�é
-„�™�é�U�+�X�o�^�
�,�ß�,���6�4�é  1 �ß�é���f�9�]�+���f�;  �,���6�4�f�#  �U�+�X�o�^�æ�0�H�;������  
���T�o�+�
�&�G�o�Ô���•�'�ê�”�&�G�o�5  file-id �
  m/bootflash: �ã�Ò�á9Ô�H�����^�,�é�0�o�å�Ò�â9Õ�0
�o�Ô����-Ð�Ç�½���ù�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
delete
delete
�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�å4°�Ô���æ�ê�” delete �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

delete [[m/]device:]filename

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�&�f�H���!�X�_�o�*�Z�f  �H�����^  cat6000-sup-d.5-5-1.bin �
�H�\�6�*�X  �:�C���,�Æ���å4°�Ò�”
show flash �&�Q�f�<�é�I
��æ���Þ�á�å4°�
#Õ.z�Ô�����
$��Ò�ù�Ô�•

Console> (enable) delete bootflash:cat6000-sup-d.5-5-1.bin
Console> (enable)
Console> (enable) show flash
-#- ED --type-- --crc--- -seek-- nlen -length- -----date/time------ name
  1 .D ffffffff 5415406e  3300b8   25  3080247 Jan 12 2000 13:22:46 
cat6000-sup-d.6-1-1.bin
  2 .. ffffffff 762950d6  6234d0   25  3093399 Jan 13 2000 12:33:14 
cat6000-sup-d.6-1-1.bin

1428272 bytes available (6173904 bytes used)
Console> (enable)

4P1j�&�Q�f�< show flash
dir 9æ�,���6�4
undelete
squeeze

m/ 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é�U�+�X�o�^
!ß� �•

device: 9Ô
›�ç9Õ�H�\�6�*�X�Ç�=�÷�Ô���:�C���,�•

filename �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�•
2-137
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
dev
dev
�,���6�4�â
ö!ª�â�È���:�C���,  ID �
-+$��Ô���æ�ê�” dev �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

dev

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•

�� �4�æ�” dev �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

rommon 10 > dev
Devices in device table:
        id  name

bootflash: bootflash 
    slot0:  PCMCIA slot 0              

eprom:  eprom                      
2-138
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
dir 9æROM �U�>�2
dir 9æROM �U�>�2
�0�o�Ð���Ú�:�C���,�é�H�����^�
-+$��Ô���æ�ê�” dir  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

dir device

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•

�� �4�æ�” dir  �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

rommon 11 > dir flash:
         File size           Checksum   File name
        65 bytes (0x41)       0xb49d    clev/oddfile65
   2229799 bytes (0x220627)   0x469e    clev/sierra-k.Z

device �:�C���,�é  ID�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
dir 9æ�,���6�4
dir 9æ�,���6�4
�H�\�6�*�X  �T�U�]  �:�C���,
��é�H�����^  �]�,�;�
-+$��Ô���æ�ê�” dir  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

dir  [[m/]device:][ filename] [all | deleted | long]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�Å���î $�­�•


ö!ª
��é�����<�\���f �:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

all � �o�b�o�<�
�0�o�Ô���ã�”�H�����^�±�Ž�ê43�¿�»�|�â-+$��Ð���ù�Ô�•

�Ô�ô�á�é� �o�b�o�<9Ô all�” deleted�”�ù�Ú�ê  long9Õ�
"í!Û�Ô���ã�”�H�����^�±�Ž�ê#t�¿�»�|�â-+$��Ð��
�ù�Ô�•#t�¿�»�|�
 -+ 2-10 �æ$��Ò�ù�Ô�•

m/ 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é�U
�+�X�o�^!ß� �•

device: 9Ô
›�ç9Õ�H�\�6�*�X�Ç�=�÷�Ô���:�C���,�•

filename 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�•

all 9Ô
›�ç9Õ�å4°�Ð���Ú�ä�Á�Æ�æ4P�%�å�Ê�”�Ô�ô�á�é�H�����^�
-+$��Ô��� �o
�b�o�<�•

deleted 9Ô
›�ç9Õ�å4°�Ð���Ú�H�����^�é�ú-+$��Ô��� �o�b�o�<�•

long 9Ô
›�ç9Õ�å4°�Ð���á�¿�å�¿�H�����^�
43�¿�»�|�â-+$��Ô��� �o�b�o�<�•

-+ 2-10 #t�¿�»�|

���\�S�é�K�6�3�o .‘�ÿ

# �H�����^�é���f�:�6�"�,!ß� 

length �H�����^�é43�Ð

date/time �H�����^�Ç
Þ�‘�Ð���Ú�ã�(

name �H�����^�,
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
dir 9æ�,���6�4
� �o�b�o�<�é  1 �ß9Ôall�” deleted�”�ù�Ú�ê  long9Õ�

ö!ª�Ô���ã�”�H�����^�±�Ž�ê43�¿�»�|�â-+$��Ð���ù
�Ô�•43�¿�»�|�
 -+ 2-11 �æ$��Ò�ù�Ô�•

�� �4�æ�”�H�����^�±�Ž�
#t�¿�»�|�â-+$��Ô�����
$��Ò�ù�Ô�•

Console> (enable) dir
-#- -length- -----date/time------ name
  1  6061822 Mar 03 2000 15:42:49 cat6000-sup.6-1-1.bin
  2  6165044 Mar 13 2000 14:40:15 cat6000-sup.5-5-1.bin

3763660 bytes available (12227124 bytes used) 
Console> (enable)

�4�æ�”�H�����^�±�Ž�
43�¿�»�|�â-+$��Ô�����
$��Ò�ù�Ô�•

Console> (enable) dir long
-#- ED --type-- --crc--- -seek-- nlen -length- -----date/time------ name
  1 .. ffffffff f3a3e7c1  607f80   24  6061822 Mar 03 2000 15:42:49 cat6000-sup.
6-1-1.bin
  2 .. ffffffff aa825ac6  be9234   24  6165044 Mar 13 2000 14:40:15 cat6000-sup.
5-5-1.bin

3763660 bytes available (12227124 bytes used) 
Console> (enable)

4P1j�&�Q�f�< show flash

-+ 2-11 43�¿�»�|

���\�S�é�K�6�3�o .‘�ÿ

# �H�����^�é���f�:�6�"�,!ß� 

ED �H�����^�æ���\�o�Ç�=�ù�����Æ9Ô E9Õ�”�H�����^�Ç
�å4°�Ð���Ú�Æ9ÔD9Õ�
$��Ô�¥�<

type �H�����^  �2���J9Ô 1 = �&�f�H���!�X�_�o�*�Z�f  �H�����^�” 2 = ���T�o
�+  �H�����^9Õ �•�H�����^  �2���J�Ç
��ÿ�å�•�'�ê�”�Î�é�H���o�^�<�æ
�/�`�ù�Ú�ê  FFFFFFFF �Ç-+$��Ð���ù�Ô

crc �H�����^�¼�Á�l43���O

seek �4�é�H�����^�é�H�����^  �*�,�9�S�ó�é���H�.�6�;

nlen �H�����^�,�é43�Ð

length �H�����^�é43�Ð

date/time �H�����^�Ç
Þ�‘�Ð���Ú�ã�(

name �H�����^�,
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
disable
disable
 $�­�U�o�<�Æ��1b�ñ�U�o�<�æ�¯���æ�ê�” disable �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

disable

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”1b�ñ�U�o�<�æ�¯�����
$��Ò�ù�Ô�•

Console> (enable) disable
Console> 

4P1j�&�Q�f�< enable
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 2
disconnect
disconnect
���"�9���I�å�&�f�0�o�^  �P�o�;�ù�Ú�ê  Telnet �.�6�*�Z�f�
&³
L�Ô���æ�ê�” disconnect �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

disconnect { ip_addr | console}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �+�Ó IP ���<�_�,�Æ���é-„�™�é�.�6�*�Z�f�Ç�½���•�'�” disconnect �&�Q�f�<�ê�” û�÷�é�J�`�.�,�ý�+�Ó  
IP ���<�_�,�Æ���é�ý�é�Æ�ä�Á�Æ�
�4���6�"�Ò�ù�Ô�•�+�Ó�â�å�¿�•�'�”�0�o�Ð���Ú  IP ���<�_�,�é�Ô�ô�á
�é  Telnet �.�6�*�Z�f�Ç�¾�¿�Ð���ù�Ô�•�+�Ó�Û�Þ�Ú�•�'�” û-��.�6�*�Z�f
•���é�Ô�ô�á�é�.�6�*�Z�f�Ç
�¾�¿�Ð���ù�Ô�•�ù�Ú�” û�÷�é  Telnet �.�6�*�Z�f�
�¾�¿�Ô���Æ�ä�Á�Æ�
�Æ�è���J�`�f�J�;�Ç-+$��Ð���ù
�Ô�• n �ã�I
��Ô���ã�’&ï�Ð���Ú�ù�ù�æ�å���” y �ã�I
��Ô���ã�¾�¿�Ð���ù�Ô�•

�� �4�æ�”�N�,�;  198.134.214.4 �ó�é  Telnet �.�6�*�Z�f�
&³
L�Ô�����
$��Ò�ù�Ô�•

Console> (enable) disconnect 198.134.214.4
Telnet session from 198.134.214.4 disconnected. (1)
Console> (enable)

�4�æ�” û�÷�é�&�f�0�o�^  �.�6�*�Z�f�
&³
L�Ô�����
$��Ò�ù�Ô�•

Console> (enable) disconnect console
Console session disconnected.
Console> (enable)

4P1j�&�Q�f�< telnet

ip_addr IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
console ���"�9���I�å�&�f�0�o�^  �P�o�;�
$��Ô� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
download
download
�0�o�Ò�Ú�N�,�;�Æ���0�o�Ò�Ú�U�+�X�o�^�é�H�\�6�*�X  �T�U�]�æ�0�H�;������  ���T�o�+�
�&�G�o�Ô���æ
�ê�” download �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

download host file [mod] [ rcp]

download serial

download bootflash:file [mod] [ rcp] boot

download slot0:file [mod] [ rcp] boot

�t�¥�é.‘�ÿ

�:�H���^�; �U�+�X�o�^!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�Ø�é���T�o�+�Ç.e�°�Ô���Ô�ô�á�é�U�+�X�o�^�æ���T�o�+�Ç�3
���f�`�o�<�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Catalyst 6000 �H���R�]  �,���6�4�ê�” EIA/TIA-232 �&�f�0�o�^  �P�o�;�

ö!ª�Ò�á�” Kermit �*�]���^  �3
���f�`�o�<�â�Â�Ò�¿�&�o�<�
�J�`�.�6�(�æ�3���f�`�o�<�Ò�ù�Ô�•

download �&�Q�f�<�ê�”�&�o�<�
�U�+�X�o�^�é�H�\�6�*�X  �T�U�]�æ�3���f�`�o�<�Ò�ù�Ô�•�Ø�é�U�+�X�o
�^�æ.e�°�Ò�å�¿���T�o�+�é�•�'�” Catalyst 6000 �H���R�]  �,���6�4�é�0�H�;�������ê�Ø�é���T�o�+�
��
�8�Ò�ù�Ô�•

download serial �&�Q�f�<�ê�”�*�]���^  EIA/TIA-232 �&�f�0�o�^  �P�o�;&»!±�é  Kermit �

ö!ª�Ò�ù�Ô�•
download serial �&�Q�f�<�ê�” Telnet �.�6�*�Z�f�Æ���ê
ö!ª�â�È�ù�Ö���•

�U�+�X�o�^!ß� �
�0�o�Ò�Ú�•�'�”�0�o�Ð���Ú�U�+�X�o�^�æ�3���f�`�o�<�Ð���ù�Ô�Ç�”�Ø�é�U�+�X�o�^�Ç
�3���f�`�o�<  �K�6�3�o�â�0�o�Ð���á�¿���2���J�ã!ã�å���•�'�”�3���f�`�o�<�ê�,�Œ�Ò�ù�Ô�•�U�+�X�o
�^!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�Ø�é�2���J�é�Ô�ô�á�é�U�+�X�o�^�æ�3���f�`�o�<�Ð���ù�Ô�•

host �N�,�;�é�,�è�ù�Ú�ê  IP ���<�_�,�•

file �3���f�`�o�<�Ô���H�����^�é�,�è�•

mod 9Ô
›�ç9Õ�3���f�`�o�<�Ò�Ú���T�o�+�
���Ì�����U�+�X�o�^�é!ß� �•

rcp 9Ô
›�ç9Õ�H�����^0©1M�Ç�:�ã�Ò�á  rcp �
�0�o�Ô��� �o�b�o�<�•

serial �*�]���^  �P�o�;�â�é�3���f�`�o�<�
�0�o�Ô��� �o�b�o�<�•

bootflash: �I�o�;�H�\�6�*�X�Æ���é�3���f�`�o�<�
�0�o�Ô��� �o�b�o�<�•

slot0 slot 0 �Æ���é�3���f�`�o�<�
�0�o�Ô��� �o�b�o�<�•

boot �U�+�X�o�^�é�I�o�;  ROM �æ���T�o�+�
�3���f�`�o�<�Ô��� �o�b�o�<�•
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download vmps
download vmps
TFTP �(�o�C�Æ��  VMPS �:�o�2�L�o�,�±�Ž�
�3���f�`�o�<�Ô���æ�ê�” download vmps �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

download vmps mod [rcp]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f download vmps �&�Q�f�<�
�s-��Ô���è�æ�” set vmps downloadserver �&�Q�f�<�

ö!ª�Ò�á  TFTP �(�o
�C�é  IP ���<�_�,�ã�” �Ø�é�(�o�C�é  VMPS �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�
.3�o�Ô����-Ð�Ç�½
���ù�Ô�• TFTP �(�o�C�é  IP ���<�_�,�Ç.3�o�Ð���á�¿�å�¿�•�'�” download vmps �&�Q�f�<�ê���\�o�
�_
�P�o�;�Ò�ù�Ô�•�&�f�H���!�X�_�o�*�Z�f  �H�����^�,�Ç.3�o�Ð���á�¿�å�¿�•�'�” download vmps �&�Q�f
�<�ê�:�H���^�;  �H�����^�,�é  vmps-config-database.1 �

ö!ª�Ò�ù�Ô�•

�\�ñ�æ�3���f�`�o�<�Ð�����ã�”�Â�Ò�¿  VMPS �±�Ž�æ���Þ�á�â�=�é�±�Ž�Ç'Î�È�µ�Ã�����ù�Ô�•�Â�Ò�¿.3
�o�:�o�2�L�o�,�
�t%½�â�È���Û�Ì�é�]�0�o�,�Ç�å�¿�•�'�” VMPS �ê5V���"�9���I�æ�å���ù�Ô�•

�� �4�æ�” download vmps �&�Q�f�<�ã	û)x"›�å�*�,�9�S��%u�é���
$��Ò�ù�Ô�•

Console> (enable) download vmps
Re-initialization of Vlan Membership Policy Server with the downloaded
configuration file is in progress.
6/14/1998,17:37:29:VMPS-2:PARSER: 82 lines parsed, Errors 0

4P1j�&�Q�f�< show vmps

mod �3���f�`�o�<�Ò�Ú���T�o�+�
���Ì�����U�+�X�o�^�é!ß� �•

rcp 9Ô
›�ç9Õ�0�o�Ò�Ú�N�,�;�Æ���H�\�6�*�X�æ  rcp �

ö!ª�Ò�á���T�o�+
�
�&�G�o�Ô��� �o�b�o�<�•
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enable
enable
 $�­�U�o�<�
���"�9���I�æ�Ô���æ�ê�” enable �&�Q�f�<�

ö!ª�Ò�ù�Ô�• $�­�U�o�<�â�ê�”1J
��é�&�Q�f
�<�Ç
ö!ª��(»�æ�å���”	û1ñ�é�&�Q�f�<�â1J
��±�Ž�Ç-+$��Ð���ù�Ô�•

enable

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f �J�`�f�J�;�é  (enable) �ê�”�*�,�9�S�Ç $�­�U�o�<�â�&�Q�f�<�
�I
��â�È���Î�ã�
$��Ò�á�¿�ù�Ô�•

�� �4�æ�” $�­�U�o�<�æ���"�.�,�Ô�����
$��Ò�ù�Ô�•

Console> enable
Enter password:
Console> (enable) 

4P1j�&�Q�f�< disable
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 2
format
format
�I�o�;�H�\�6�*�X�ù�Ú�ê�H�\�6�*�X  PC ���o�<�
�H���o�Q�6�;�Ô���æ�ê9Ô�H�\�6�*�X  �:�C���,�ê
ö!ª�è
�æ�H���o�Q�6�;�Ô����-Ð�Ç�½���ù�Ô9Õ �” format  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

format  [spare spare-num] [m/]device1: [[device2:][monlib-filename]]

�t�¥�é.‘�ÿ

�:�H���^�; 
M�»�.�"�2�é�:�H���^�;�é�™�ê  0 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•


•�é�.�"�2�æ4Ú�‚�Ç"’!¢�Ò�Ú�•�'�æ
ö!ª�Ô��
M�»�.�"�2�ê�”�¨�"  16 �
#Õ�;�â�È�ù�Ô�•
M�»�.�"�2�
#Õ
�;�Ò�á�¿�å�¿�ã�”	û1ñ�é�.�"�2�â�ç5ô�Ç!¢�Ó�Ú�•�'�”�H�\�6�*�X  �T�U�]�K
Õ�
�c�H���o�Q�6�;�Ô����
-Ð�Ç�½���”�â�=�é�Ô�ô�á�é�:�o�2�Ç�–
ð�Ð���ù�Ô�•

monlib �H�����^�ê�” ROM �U�>�2�æ���Þ�á�H�\�6�*�X  �H�����^  �*�,�9�S�]�é�H�����^�æ���"�.�,�Ô��
�Ú�ü�æ
ö!ª�Ð����  ROM �U�>�2  �\���I�\�]�â�Ô�•�*�,�9�S  ���T�o�+�]�æ�ý�&�f�D���^�Ð���á�¿�ù�Ô�•
�&�Q�f�<�t�¥�â�” device1: �ê�H���o�Q�6�;�Ô���:�C���,�â�” device2: �æ�ê
ö!ª�Ô��  monlib �H�����^�Ç
�=�ù���ù�Ô�•

[[ device2:][monlib-filename]] �•�™�
"í!Û�Ô���ã�”�*�,�9�S  �0�H�;�������æ�C�f�<�^�Ð����  monlib �


ö!ª�Ò�á�” device1: �Ç�H���o�Q�6�;�Ð���ù�Ô�•

[[ device2:][monlib-filename]] �•�™�Æ��  device2: �
"í!Û�Ò�Ú�•�'�ê�” cd �&�Q�f�<�æ���Þ�á�0�o�Ð���Ú�:
�C���,�Æ��  monlib �ã�¿�Á�,�è�é�H�����^�

ö!ª�Ò�á�” device1: �Ç�H���o�Q�6�;�Ð���ù�Ô�•

[[ device2:][monlib-filename]] �•�™�Æ��  monlib-filename �
"í!Û�Ô���ã�” device2: �Æ��  monlib �H�����^
�

ö!ª�Ò�á  device1: �Ç�H���o�Q�6�;�Ð���ù�Ô�• [[ device2:][monlib-filename]] �•�™�K
Õ�
�0�o�Ô���ã�”
�0�o�Ð���Ú�:�C���,�Æ��  monlib �H�����^�

ö!ª�Ò�á�” device1: �Ç�H���o�Q�6�;�Ð���ù�Ô�•

spare spare_num 9Ô
›�ç9Õ
•�é�.�"�2�â4Ú�‚�Ç"’!¢�Ò�Ú�•�'�æ�»�Ã�á#Õ�;�Ô��
M�»�.
�"�2�é�™�•

m/ 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é
�U�+�X�o�^!ß� �•

device1: �H���o�Q�6�;�Ô���H�\�6�*�X  �:�C���,�•

device2: 9Ô
›�ç9Õdevice1: �é�H���o�Q�6�;�æ
ö!ª�Ð����  monlib �H�����^�Ç
�=�ù�����H�\�6�*�X  �:�C���,�•

monlib-filename 9Ô
›�ç9Õmonlib �H�����^�é�,�è�•
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frame
frame
�,�2�6�"  �H�_�o�S�
�X�Î�æ-+$��Ô���æ�ê�” frame �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

frame [-d | -p] [num]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê/à
G�ã�ú�é���T�o�+  ���o�@�^  �&�f�9� �,�;9Ô�¨�Ë�é�H�_�o�S9Õ�â�Ô�•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<�é$³6� 1b�ñ�•


ö!ª
��é�����<�\���f -d ���J�*�Z�f�Å���î  -p ���J�*�Z�f�æ�ê�Q���=�,.%� 9Ô -9Õ�Ç��-Ð�â�Ô�•

�� �4�æ�”/à
G�ã�ú�é���T�o�+  �J�`�.�,  �_�L�^  �&�f�9� �,�;�”�H�_�o�S  1 �
�0�o�Ô���Ú�ü�é  frame �&�Q�f
�<�é
ö!ª���
$��Ò�ù�Ô�•

rommon 6 >  frame -p 1
Stack Frame 1, SP = 0x80007ed8, Size = 32 bytes
[0x80007ed8 : sp + 0x000] = 0x6031de50
[0x80007edc : sp + 0x004] = 0x6031c000
[0x80007ee0 : sp + 0x008] = 0x00000000
[0x80007ee4 : sp + 0x00c] = 0x80007ec4
[0x80007ee8 : sp + 0x010] = 0x00000002
[0x80007eec : sp + 0x014] = 0x00000000
[0x80007ef0 : sp + 0x018] = 0x60008770
[0x80007ef4 : sp + 0x01c] = 0x600087f0

-d 9Ô
›�ç9Õ�U�>�2  �&�f�9� �,�;�
�0�o�Ô��� �o�b�o�<�•

-p 9Ô
›�ç9Õ/à
G�ã�ú�é���T�o�+  �J�`�.�,  �_�L�^�é�&�f�9� �,�;�
�0�o
�Ô��� �o�b�o�<�•

num 9Ô
›�ç9Õ-+$��Ô���H�_�o�S!ß� �• 0 �ê�¨�Ë�é�H�_�o�S�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
history 9æROM �U�>�2
history 9æROM �U�>�2
�&�Q�f�<���g9Ô ROM �U�>�2!c�º�â�¨�ß�æ�s-��Ð���Ú  16 �X�é�&�Q�f�<9Õ�
-+$��Ô���æ�ê�” history �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�ê�"�q
��” ROM �U�>�2�æ���Þ�á�����]���,�ã�Ò�á�Ÿ h� �Ç
ö!ª�Ð��
�ù�Ô�•

history

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•

�� �4�æ�” history �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

rommon 13 > history
 
1   help
2   break -s 0x20090
3   break -s 10090
4   break -s 0xa0001000
5   cont
6   help
7   dev
8   dir 
9   dir bootflash:
10 dis
11 dis 0xa0001000
12 dis 0xbe000000
13 history
=============================================================================
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history 9æ�,���6�4
history 9æ�,���6�4
�&�Q�f�<���g�C�6�H���é�]�ˆ�
-+$��Ô���æ�ê�” history �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

history

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f ���g�C�6�H���é�(���-�ê�&�Q�f�<  20 �X�æ�Õ�o�Ð���á�¿�ù�Ô�•�&�Q�f�<���g�Ï(»�é.f&¦�æ�ß�¿�á�ê�” �Ÿ�&
�Q�f�<�\���f  ���f�2�o�H�����,�  �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �Î�é���â�ê�” history �&�Q�f�<�æ���Þ�á�”�&�Q�f�<���g�C�6�H���é�]�ˆ�Ç	û-é-+$��Ð���ù�Ô�•

Console> history
       1 help
       2 history
Console>  !2
history
       1 help
       2 history
       3 history
Console>
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l2trace
l2trace
�0�o�Ð���Ú1M�>�0���<�_�,�â�Ž�ù���”�0�o�Ð���Ú�p�5���<�_�,�â&³�
���D�$�6�;�æ���Þ�á
ö!ª�Ð�����_
���W  2 �é�D�,�
-+$��Ô���æ�ê�” l2trace �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

l2trace src_mac_addr dest_mac_addr [vlan] [detail]

l2trace src_ip_addr dest_ip_addr [detail]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<�é$³6�  $�­�•


ö!ª
��é�����<�\���f �Ô�ô�á�é
�4F�:�C���,�
�”�,�o�D�o�C���)  ���f�+�f  �0�H�;������  �]�]�o�,  6.1 
•4 �
�s-��Ô��  
Catalyst 5000 �ù�Ú�ê  Catalyst 6000 �H���R�]  �,���6�4�æ�Ô����-Ð�Ç�½���ù�Ô�• Catalyst 4000 �H���R�]  
�,���6�4�â�ê�”�,�o�D�o�C���)  ���f�+�f  �0�H�;������  �]�]�o�,  6.2 
•4 �
�s-��Ô����-Ð�Ç�½���ù�Ô�•

�0�o�Ò�Ú1M�>�0�Å���î�p�5�é  MAC ���<�_�,�Ç�+�Ó  VLAN �æ�½���•�'�” l2trace �&�Q�f�<�ê�_���W  2 �D
�,�
-+$��Ò�ù�Ô�•!ã�å��  VLAN �æ�û�Ò�á�¿��1M�>�0���<�_�,�Å���î�p�5���<�_�,�
�0�o�Ô���•�'�”
l2trace �&�Q�f�<�Ç
��¿�Ð���”���\�o  �T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

�@�6�;�b�o�"�]�é  Catalyst 4000�” Catalyst 5000�”�ù�Ú�ê  Catalyst 6000 �H���R�]�é�Ô�ô�á�é�,���6�4�â  
CDP �
�­
2�æ�Ô����-Ð�Ç�½���ù�Ô�•

�,���6�4�â  Catalyst 4000�” Catalyst 5000�”�ù�Ú�ê  Catalyst 6000 �H���R�]  �,���6�4�æ�û�Ò�á�¿�å�¿
9Ô�_���W 2 �é�D�,�]�é9Õ�:�C���,�Ç���´�Ð���Ú�•�'�”�,���6�4�ê�_���W  2 �;�_�o�,  �"���]�o�é1M�>�
&î
&ï�Ò�”�2���S  �����;�Ò�ù�Ô�•

�Q�^�4� �V�,�;�é1M�>�0�ù�Ú�ê�p�5�é  MAC ���<�_�,�
�I
��Ô���ã�”�Î�é�&�Q�f�<�ê���8�Ð���ù�Ô�•

1M�>�0�ù�Ú�ê�p�5�é���<�_�,�Ç-„�™�é  VLAN �æ�û�Ò�á�¿���•�'�”�_���W  2 �é�D�,�
�ÿ�o�Ô���Ú�ü�æ
ö!ª
�Ð����  VLAN �
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

src_mac_addr 1M�>�0 MAC ���<�_�,�•

dest_mac_addr �p�5  MAC ���<�_�,�•

vlan 9Ô
›�ç9ÕVLAN �é!ß� �•

src_ip_addr 1M�>�0 IP ���<�_�,�ù�Ú�ê�����]���,�•

dest_ip_addr �p�5  IP ���<�_�,�ù�Ú�ê�N�,�;�,�•

detail 9Ô
›�ç9Õ.f&¦�±�Ž�
�0�o�Ô��� �o�b�o�<�•
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meminfo
meminfo
�T���f  �T�U�]�”�D�$�6�;  �T�U�]�” NVRAM �é�±�Ž�
-+$��Ô���æ�ê�” meminfo �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
-l ���J�*�Z�f�
�0�o�Ô���ã�”�(�P�o�;�Ð����  DRAM .3�o�Ç-+$��Ð���ù�Ô�•

meminfo [-l]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f -l  ���J�*�Z�f�æ�ê�Q���=�,.%� 9Ô -9Õ�Ç��-Ð�â�Ô�•

�� �4�æ�” meminfo �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

rommon 9 > meminfo

Main memory size: 16 MB in 32 bit mode.
Available main memory starts at 0xa000e000, size 16328KB
IO (packet) memory size: 25 percent of main memory.
NVRAM size: 32KB

-l 9Ô
›�ç9Õ43�¿�]�,�;-+$��
�0�o�Ô��� �o�b�o�<�• DRAM .3�o�Ç-+$��Ð���ù�Ô�•
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ping
ping
ICMP echo-request �D�$�6�;�
�@�6�;�b�o�"
��é�Î�é�A�o�<�æ1M�>�Ô���æ�ê�” ping �&�Q�f�<  �.�6�;�


ö!ª�Ò�ù�Ô�•�ù�Ú�”�•�™�å�Ò�â  ping �&�Q�f�<�

ö!ª�Ô���ã�” ping �
.3�o�â�È�ù�Ô�•

ping -s host

ping -s host [packet_size] [packet_count]

ping

�t�¥�é.‘�ÿ

�:�H���^�; ping -s �é�:�H���^�;.3�o�ê�4�é�ã�Å���â�Ô�•

• packet_size �ê  56 �C���;

• packet_count �ê  2,147,483,647

�•�™�å�Ò�é  ping �é�:�H���^�;�ê�4�é�ã�Å���â�Ô�•

• packet_size �ê  56 �C���;

• packet_count �ê  5

• �Ù�Ï�(4F�ê  2 $}4F

• �2�o�%�6�;  IP ���<�_�,�ê�å�Ò9Ô�Î���ê��5Ç�H���o�^�<9Õ

• 1M�>�0���<�_�,�ê�N�,�;  IP ���<�_�,

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�ù�Ú�ê $�­�•


ö!ª
��é�����<�\���f 	û)x"›�å  ping �&�Q�f�<�é�����<�\���f�ê�4�é�ã�Å���â�Ô�•

• ping �
�—�[�Ô���æ�ê�” Ctrl+C �
�ü�Ò�ù�Ô�•

• &î&ï"›�å  ping �â�ê�” Ctrl+C �
�ü�Ò�á  ping �
�—�[�Ò�å�¿4¢���”�D�$�6�;�Ç&î&ï�Ò�á!¢�‘�Ð���”�N�,
�;�æ1M�>�Ð��&ï�Ì�ù�Ô�•

• �,���6�4�Ç�K�6�3�o�±�Ž�
1J
��Ô���Ú�ü�”�s4Ù�é�D�$�6�;  �(���-�ê�”�0�o�Ò�Ú�(���-�����ý  8 �C
���;�"�È�Ê�å���ù�Ô�•

• �\�ñ�å��%u9æ�\�ñ�å��%u�ê�”�@�6�;�b�o�"  �;�\�H���6�"�æ�ý�����ù�Ô�Ç�” 1 :*  10 $}
•�]�â"’!¢�Ò
�ù�Ô�•

-s ping �
�s-��Ò�á�” 1 $}�½�Ú��  1 �ß�é�:�o�2�#�\�S�
1M�>�Ô��� �o�b�o�<�•
���>�Ò�Ú�Ô�ô�á�é��%u�é�´
��
  1 -��â�´
��Ò�ù�Ô�•

host �N�,�;�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
packet_size 9Ô
›�ç9Õ�D�$�6�;�]�é�C���;�™�• 56 :*  1472 �C���;�•

packet_count 9Ô
›�ç9Õ1M�>�Ô���C�$�6�;�™�•�­
2�o�ê  0 :*  2,147,483,647 �â�Ô�•
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pwd
pwd
cd �&�Q�f�<�é û�÷�é.3�o�
-+$��Ô���æ�ê�” pwd �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

pwd [[m/]device:]

�t�¥�é.‘�ÿ

�:�H���^�; �U�+�X�o�^!ß� �ù�Ú�ê�:�C���,�
�0�o�Ò�å�¿�•�'�” pwd �é�:�H���^�;�ê���"�9���I  �:�C���,�é�¨�Ë�é
�U�+�X�o�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” pwd �&�Q�f�<�

ö!ª�Ò�á�” cd �&�Q�f�<�é û�÷�é�]�,�;�
-+$��Ô�����
$��Ò�ù�Ô�•

Console> cd slot0:
Default flash device set to slot0.
Console> pwd
slot0

4P1j�&�Q�f�< cd

m/ 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é
�U�+�X�o�^!ß� �•

device: 9Ô
›�ç9Õ�H�\�6�*�X�Ç�=�÷�Ô���:�C���,�•
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reconfirm vmps
reconfirm vmps
VMPS �(�o�C�â�é û�÷�é�3���=�R�6�"  �P�o�;  VLAN �T�f�C�o�*�6�J�
#Õ.z�Ô���æ�ê�” reconfirm 
vmps �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

reconfirm vmps

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VMPS �:�o�2�L�o�,�é���•�Ç�” VMPS �æ
ó
��Ò�á�¿���,���6�4�æ)D
G"›�æ���µ�Ð�����Î�ã�ê�½���ù�Ö
���•�Ò�Ú�Ç�Þ�á�” VMPS �:�o�2�L�o�,�é���•�ß�” VMPS �"�\�����f�;�Å���î�(�o�C�â�Î�é�&�Q�f�<�


ö!ª�Ò�á�”�:�o�2�L�o�,�é���•�
1¡!ª�Ò�ù�Ô�•

�� �4�æ�” VMPS �â û�÷�é�3���=�R�6�"  �P�o�;  VLAN �T�f�C�o�*�6�J�
#Õ.z�Ô�����
$��Ò�ù�Ô�•

Console> (enable) reconfirm vmps
reconfirm process started
Use 'show dvlan statistics' to see reconfirm status
Console> (enable)

4P1j�&�Q�f�< show dvlan statistics
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reload
reload
SCP �æ�����3���f�`�o�<�
���Ì�I�������Á�æ�U�+�X�o�^�æ�•�Ù�Ô���æ�ê�” reload �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�Î�é�&�Q�f�<�ê�U�+�X�o�^�
�]�.�6�;�Ò�”�]�.�6�;�é�b
L�(�æ�3���f�`�o�<�
4?�Ž�Ô�����Á�æ�Y�o
�)�æ�0$��Ò�ù�Ô�•

reload module

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”���T�o�+�é�3���f�`�o�<
��æ�U�+�X�o�^�Ç.‹�Þ�á�]�.�6�;�Ð���Ú�•�'�æ
ö!ª�Ò�ù�Ô�•
�]�.�6�;�ß�”1b�ñ�é�3���f�`�o�<�ê-��
���ù�Ö���• reload module �&�Q�f�<�æ&ï�¿�á�” download host 
file [mod] �&�Q�f�<�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  3 �
�]�.�6�;�Ò�” mercury �N�,�;�Æ���U�+�X�o�^�æ  acpflash_1111.bbi �H�����^�
�3
���f�`�o�<�Ô�����
$��Ò�ù�Ô�•

Console> (enable) reload 3
Console> (enable) download mercury acpflash_1111.bbi 3
This command will reset Module 3.
Download image acpflash_1111.bbi from mercury to Module 3 FLASH (y/n) [n]? y
/
Done.  Finished network download.  (1964012 bytes)
Console> (enable)

4P1j�&�Q�f�< download

module �U�+�X�o�^!ß� �•
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repeat
repeat
�&�Q�f�<�
'…��10�Ô�æ�ê�” repeat �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

repeat [num | string]

�t�¥�é.‘�ÿ

�:�H���^�; �•�™�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�¨�ß�é�&�Q�f�<�Ç'…��10�Ð���ù�Ô�•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f ���J�*�Z�f�é9Ô���g�C�6�H���]�,�;�é9Õ�&�Q�f�<!ß� �ù�Ú�ê	û)L�¥�<�É�æ���Þ�á�”'…��10�Ô�&�Q�f�<�Ç
�0�o�Ð���ù�Ô�•

	û)L�Ò�Ú�,�;�]�f�#�é
��â�”�0�o�Ð���Ú�,�;�]�f�#�â�Ž�ù���”�¨�ß�æ�I
��Ò�Ú�&�Q�f�<�Ç�c�î�s-��Ð��
�ù�Ô�•

�,�;�]�f�#�æ�,�M�o�,�Ç�=�ù�����•�'�ê�”�•!ª%S�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

�Î�é�&�Q�f�<�ê1b�ñ�”�����]���,�ã�Ò�á�¥�<�Ÿ r� �Ç
ö!ª�Ð���ù�Ô�•

�� �4�æ�” repeat �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•
•�è�æ�I
��Ò�Ú�&�Q�f�<�é�]�,�;�
-+$��Ô���æ�ê�”
history �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

rommon 22 > history
 
8   dir 
9   dir bootflash:
10   dis
11   dis 0xa0001000
12   dis 0xbe000000
13   history
14   meminfo
15   meminfo -l
16   meminfo
17   meminfo -l
18   meninfo
19   meminfo
20   meminfo -l
21   meminfo -l
22   history

number 9Ô
›�ç9Õ�&�Q�f�<�é!ß� �•

string 9Ô
›�ç9Õ�&�Q�f�<  �,�;�]�f�#�•
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reset 9æROM �U�>�2
reset 9æROM �U�>�2
�,���6�4�é�0�H�;  �]�.�6�;�
�s-��Ô���æ�ê�” reset ROM �U�>�2  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

reset [-s]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�H�\�6�*�X  �<�\���I�ê  slot0 �â�Ô�•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f Catalyst 6000 �H���R�]  �,���6�4�æ  PFC �Ç�=�÷�Ò�å�¿�•�'�”�Î�é�&�Q�f�<�â�ê  MSFC �Ç/à
G�Ð���ù�Ö���•

�� �4�æ�” reset �&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

rommon 26 > reset
 
System Bootstrap, Version 3.1(1.69)
Copyright (c) 1994-1997 by cisco Systems, Inc.
Supervisor processor with 16384 Kbytes of main memory
 
rommon 1 > 
===========================================================================

-s 9Ô
›�ç9Õ�,���6�4�K
Õ�
�]�.�6�;�Ô���Ú�ü�é� �o�b�o�<�•
2-166
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J
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reset 9æ�,���6�4
reset 9æ�,���6�4
�*�,�9�S�ù�Ú�ê�X�˜�é�U�+�X�o�^�
�c/à
G�Ò�”�*�,�9�S  �]�.�6�;�
�,�$�+�X�o�]�f�#�Ô���Æ�”�ù�Ú�ê
�,�$�+�X�o�]�f�#�Ð���Ú�]�.�6�;�
� �V�f�.�^�Ô���æ�ê�” reset �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

reset [mod | system | mindown]

reset [mindown] at { hh:mm} [ mm/dd] [ reason]

reset [mindown] in [hh:] { mm} [ reason] 

reset [cancel]

reset {mod} [ bootdevice[,bootdevice]]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

mod 9Ô
›�ç9Õ�c/à
G�Ô���U�+�X�o�^�é!ß� �•

system 9Ô
›�ç9Õ�*�,�9�S�
�]�.�6�;�Ô���Ú�ü�é� �o�b�o�<�•

mindown 9Ô
›�ç9Õ�l43�,�o�D�o�C���)  ���f�+�f�Ç�½���*�,�9�S�â�3���f�2��
�S�Ç�¨�Ê4¢�é�0�H�;������  ���6�J�#�_�o�<�é	û1ñ�ã�Ò�á�]�.�6�;
�
�s-��Ô���Ú�ü�é� �o�b�o�<�•

at �Á�ê�é $�o�é�(�Þ�æ�*�,�9�S  �]�.�6�;�
�,�$�+�X�o�]�f�#�Ô���Ú
�ü�é� �o�b�o�<�•

hh:mm �,�$�+�X�o�]�f�#�Ð���Ú�]�.�6�;�é�(4F�ã�½�•

mm/dd 9Ô
›�ç9Õ�,�$�+�X�o�]�f�#�Ð���Ú�]�.�6�;�é�¬�ã�ã�•

reason 9Ô
›�ç9Õ�]�.�6�;�é!�!±�•

in  $�o�é�(�Þ�æ�*�,�9�S  �]�.�6�;�
�,�$�+�X�o�]�f�#�Ô���Ú�ü�é
� �o�b�o�<�•

hh 9Ô
›�ç9Õ�Á�ê�”�,���6�4�
�]�.�6�;�Ô���(4F�•

mm 9Ô
›�ç9Õ�Á�ê�”�,���6�4�
�]�.�6�;�Ô���½�•

cancel 9Ô
›�ç9Õ�,�$�+�X�o�]�f�#�Ð���Ú�]�.�6�;�
� �V�f�.�^�Ô���Ú�ü�é
� �o�b�o�<�•

mod NAM �ù�Ú�ê  IDS �é�™�•

bootdevice 9Ô
›�ç9Õ/à
G�:�C���,�é  ID�•�H���o�Q�6�;�é�����<�\���f�æ�ß�¿�á
�ê�”�Ÿ
ö!ª
��é�����<�\���f� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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reset 9æ�,���6�4

ö!ª
��é�����<�\���f �U�+�X�o�^!ß� 9Ô�,���6�4�f�#  �U�+�X�o�^�ù�Ú�ê���"�9���I�å�,�o�D�o�C���)  ���f�+�f  �U�+�X�o�^9Õ
�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�Î�é�&�Q�f�<�æ���Þ�á�*�,�9�S�K
Õ�Ç�]�.�6�;�Ð���ù�Ô�•

reset mod �&�Q�f�<�

ö!ª�Ô���ã�”�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�æ�¾���§�Ã���Î�ã�Ç�â�È�ù�Ô�•
mod �ê���"�9���I�å�,�o�D�o�C���)  ���f�+�f�é�U�+�X�o�^!ß� �â�Ô�•

reset mindown �&�Q�f�<�

ö!ª�Ô���ã�”�l43�,�o�D�o�C���)  ���f�+�f�Ç�½���*�,�9�S�â�3���f�2���S
�Ç�¨�Ê4¢�é�0�H�;������  ���6�J�#�_�o�<�é	û1ñ�ã�Ò�á�,���6�4�
�]�.�6�;�â�È�ù�Ô�•�3���f�2���S�Ç
�¨�Ê4¢�é�0�H�;������  ���6�J�#�_�o�<�é�s-��é.f&¦�æ�ß�¿�á�ê�”�Ï
ö!ª�é�,���6�4�é�¡ Catalyst 6000 
Family Software Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�H�ç reset mindown �&�Q�f�<�
�I
��ß�”���"�9���I�å�,�o�D�o�C���)  ���f�+�f�
�]�.�6�;�Ô���è�æ.3�o
�
���•�Ò�Ú�•�'�”���•�ê�;�=�Ð���ù�Ö���•�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�é�]�.�6�;
��ý�”�,
���6�4�â�ê�ù�Û  CLI �Æ���é�I
��Ç���Ì�I�������ù�Ô�• reset mindown �&�Q�f�<�
�I
��ß�”�Â�Ò�¿�0
�H�;������  ���T�o�+�
�s-��Ô���,�o�D�o�C���)  ���f�+�f�Ç���f�\���f�æ�å���ù�â�é4F�æ-��
���Ú.3
�o�é���•�ê�;�=�Ð���Õ�”�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�ã�+�¼
{�Ð���ù�Ö���•

���f�9�]�+���f�;  �U�+�X�o�^9Ô Catalyst 6000 �H���R�]  MSM �ù�Ú�ê  MSFC �å�ä9Õ�
�]�.�6�;�Ô���ã�”
�U�+�X�o�^�é�B�o�<�������ã�0�H�;�������é
��Ç�Ç�b�K�æ�]�.�6�;�Ð���ù�Ô�•

bootdevice �
�I
��Ô���ã�È�ê�”�4�é���Á�æ  device[:device_qualifier] �ã�¿�Á�»�|�

ö!ª�Ò�ù�Ô�•

• device �ê  pcmcia�” hdd�” network

• device_qualifier hdd �ê  1 :*  99 �é!ß� 

• pcmcia �ê  slot0 �ù�Ú�ê  slot1 

�� �4�æ�”�l43�,�o�D�o�C���)  ���f�+�f�é�½��  Catalyst 6000 �H���R�]  �,���6�4�â�,�o�D�o�C���)  ���f�+
�f�
�]�.�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) reset 1
This command will force a switch-over to the standby supervisor module
and disconnect your telnet session.
Do you want to continue (y/n) [n]? y
Connection closed by foreign host.
host%

�4�æ�”�U�+�X�o�^  4 �
�]�.�6�;�Ô�����
$��Ò�ù�Ô�•

Console> (enable) reset 4
This command will reset module 4 and may disconnect your telnet session.
Do you want to continue (y/n) [n]? y
Resetting module 4...
Console> (enable)

�4�æ�”�Á�ê�é�0�o�Ð���Ú�(�Þ�æ�*�,�9�S  �]�.�6�;�
�,�$�+�X�o�]�f�#�Ô�����
$��Ò�ù�Ô�•

Console> (enable) reset at 20:00
Reset scheduled at 20:00:00, Wed Mar 15 2000.
Proceed with scheduled reset? (y/n) [n]? y
Reset scheduled for 20:00:00, Wed Mar 15 2000 (in 0 day 5 hours 40 minutes).
Console> (enable)

�4�æ�”�Á�ê�é $�o�é�(�Þ�æ�]�.�6�;�
�,�$�+�X�o�]�f�#�Ô���ã�ã�ý�æ�”�]�.�6�;�Ô��!�!±�
�I
��Ô����
�
$��Ò�ù�Ô�•

Console> (enable) reset at 23:00 3/15 Software upgrade to 6.1(1).
Reset scheduled at 23:00:00, Wed Mar 15 2000.
Reset reason: Software upgrade to 6.1(1).
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
restore counters
restore counters
MAC �Å���î�P�o�;�é�����f�2�
�ó�0�Ô���æ�ê�” restore counters �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

restore counters [all | mod/ports]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �ó�0�Ô���P�o�;�é%¸�Ð�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�,���6�4�é�Ô�ô�á�é�P�o�;�Ç�ó�0�Ð���ù�Ô�•

�� �4�æ�” MAC �Å���î�P�o�;�é�����f�2�
�ó�0�Ô�����
$��Ò�ù�Ô�•

Console> (enable) restore counters all
This command will restore all counter values reported by the CLI to the hardware counter 
values.
Do you want to continue (y/n) [n]? y
MAC and Port counters restored.
Console> (enable)

4P1j�&�Q�f�< clear counters
show port counters

all 9Ô
›�ç9Õ�Ô�ô�á�é�P�o�;�
�0�o�Ô���Ú�ü�é� �o�b�o�<�•

mod/ports 9Ô
›�ç9Õ�U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 F 2
rollback
rollback
�¨�ß�æ�;�=�Ð���Ú�ß�é  ACL ',4ø�C�6�H���ó�é���•�
�"�]���Ô���æ�ê�” rollback �&�Q�f�<  �.�6�;�

ö!ª
�Ò�ù�Ô�• ACL �ê�”�¨�ß�é  commit �&�Q�f�<�s-��(�é�]�ˆ�æ�¯���ù�Ô�•

rollback qos acl { acl_name | all}

rollback security acl { acl_name | all | adjacency}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” $�o�é  QoS ACL �æ�ß�¿�á�”',4ø�C�6�H���é�]�ˆ�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) rollback qos acl ip-8-1
Rollback for QoS ACL ip-8-1 is successful.
Console> (enable) 

�4�æ�” $�o�é�.� �X�]�9��  ACL �æ�ß�¿�á�”',4ø�C�6�H���é�]�ˆ�
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) rollback security acl IPACL1
IPACL1 editbuffer modifications cleared.
Console> (enable) 

4P1j�&�Q�f�< show qos acl info
commit

qos acl QoS ACE �
�0�o�Ô��� �o�b�o�<�•

acl_name ACE �Ç�Ç5À�
���Ì��  VACL �
�0�o�Ô���,�è�•

all �Ô�ô�á�é  ACL �
�`�o�^�C�6�"�Ô��� �o�b�o�<�•

security acl �.� �X�]�9��  ACE �
�0�o�Ô��� �o�b�o�<�•

adjacency �Ô�ô�á�é4Þ�’4P�%�9�o�I�^�
�`�o�^�C�6�"�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
session

 

session
�U�+�X�o�^9Ô�Ú�ã�Ã�ë�” MSM�” NAM�”�ù�Ú�ê  ATM9Õ�â�é�.�6�*�Z�f�
4?�Ê�æ�ê�” session �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�

ö!ª�Ô���ã�”�U�+�X�o�^�Õ�­�é  CLI �Ç
ö!ª��(»�æ�å���ù�Ô�•

session mod

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�Ú�ß�”�U�+�X�o�^�â.3�o�Ð�����•�'�”�*�,�9�S�ê  Enter Password: �J�`�f�J�;�â
��%u�Ò�ù�Ô�•

�.�6�*�Z�f�
&³
L�Ô���æ�ê�” quit  �&�Q�f�<�
�I
��Ò�ù�Ô�•

�^�o�2�ã�,���6�4�é�.�6�*�Z�f�
�¾���§�Ã���æ�ê�” session �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

ATM �&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ ATM Software Configuration Guide and Command Reference for the
Catalyst 5000 Family and 6000 Family Switches�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

NAM �&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Network Analysis Module Installation and 
Configuration Note�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�æ�” MSM9Ô�U�+�X�o�^  49Õ�ã�é�.�6�*�Z�f�
4?�Ž�Ô�����
$��Ò�ù�Ô�•

Console> session 4
Trying Router-4...
Connected to Router-4.
Escape character is `^]'.
 
Router>

4P1j�&�Q�f�< switch console
pwd

mod �U�+�X�o�^!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set
set
�Ô�ô�á�é  ROM �U�>�2���™�,�Å���î�Ø�é�o�
-+$��Ô���æ�ê�” set �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� ROM �U�>�2  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•

�� �4�æ�”�Ô�ô�á�é  ROM �U�>�2���™�,�Å���î�Ø�é�o�
-+$��Ô�����
$��Ò�ù�Ô�•

rommon 2 > set 
PS1=rommon ! > 
BOOT=
?=0

4P1j�&�Q�f�< varname=
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set accounting commands
set accounting commands
�,���6�4
��é�&�Q�f�<  ���L�f�;  �������f�9���f�#�
���@�o�I�^�æ�Ô���æ�ê�” set accounting 
commands �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set accounting commands enable { config | enable | all} [ stop-only] { tacacs+}

set accounting commands disable

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�������f�9���f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �������f�9���f�#�
���@�o�I�^�æ�Ô���è�æ�” TACACS+ �(�o�C�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” TACACS+ �(�o�C�

ö!ª�Ô���•�'�é�ú���L�f�;�é�¨�ß�æ�_�&�o�<�
1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting commands enable config stop-only tacacs+
Accounting set to enable for commands-config events in stop-only mode.
Console> (enable) 

4P1j�&�Q�f�< set accounting connect
set accounting exec
set accounting suppress
set accounting system
set accounting update
set tacacs server
show accounting

enable �&�Q�f�<�æ�0�o�Ð���Ú�������f�9���f�#�Ç�|�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

config �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é�ú�é�������f�9���f�#�
.5���Ô��� �o
�b�o�<�•

enable �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<  �&�Q�f�<�é�ú�é�������f�9���f�#�
.5���Ô
��� �o�b�o�<�•

all �Ô�ô�á�é�&�Q�f�<�é�������f�9���f�#�
.5���Ô��� �o�b�o�<�•

stop-only 9Ô
›�ç9Õ�&�Q�f�<�é�Ã�è�æ�������f�9���f�#�Ç�|�
1¡!ª�Ô��� �o�b�o�<�•

tacacs+ �&�Q�f�<�é  TACACS+ �������f�9���f�#�
�0�o�Ô��� �o�b�o�<�•

disable �&�Q�f�<�é�������f�9���f�#�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set accounting connect
set accounting connect
�,���6�4
��â�����;�C���f�<�’&ï���L�f�;�é�������f�9���f�#�
���@�o�I�^�æ�Ô���æ�ê�” set 
accounting connect �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set accounting connect enable { start-stop | stop-only} { tacacs+ | radius}

set accounting connect disable

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�������f�9���f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �������f�9���f�#�
���@�o�I�^�æ�Ô���è�æ�” RADIUS �ù�Ú�ê  TACACS+ �(�o�C�Å���î�R�­$•�’� �o�

.3�o�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

�� �4�æ�” Telnet �.�6�*�Z�f�Å���î�]�U�o�;  �`�#���f  �.�6�*�Z�f�â�������f�9���f�#�
���@�o�I�^�æ�Ò�á�”
TACACS+ �(�o�C�

ö!ª�Ô���•�'�é�ú�—�[�(�æ�_�&�o�<�
!¢�‘�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting connect enable stop-only tacacs+
Accounting set to enable for connect events in stop-only mode..
Console> (enable)

enable �’&ï���L�f�;�æ�0�o�Ð���Ú�������f�9���f�#�Ç�|�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

start-stop �’&ï���L�f�;�é4?�Ž�(�ù�Ú�ê�—�[�(�æ�������f�9���f�#�Ç�|�
1¡!ª�Ô��� �o�b�o�<�•

stop-only �’&ï���L�f�;�é&³
L�(�æ�������f�9���f�#�Ç�|�
1¡!ª�Ô��� �o�b�o�<�•

tacacs+ �’&ï���L�f�;�é  TACACS+ �������f�9���f�#�
�0�o�Ô��� �o�b�o�<�•

radius �’&ï���L�f�;�é  RADIUS �������f�9���f�#�
�0�o�Ô��� �o�b�o�<�•

disable �’&ï���L�f�;�é�������f�9���f�#�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set accounting exec
set accounting exec
�,���6�4
��â1b�ñ�é�`�#���f  �.�6�*�Z�f�é�������f�9���f�#�
���@�o�I�^�æ�Ô���æ�ê�” set accounting 
exec �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set accounting exec enable { start-stop | stop-only} { tacacs+ | radius}

set accounting exec disable

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�������f�9���f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �������f�9���f�#�
���@�o�I�^�æ�Ô���è�æ�” RADIUS �ù�Ú�ê  TACACS+ �(�o�C�Å���î�R�­$•�’� �o�

.3�o�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

�� �4�æ�”1b�ñ�é�`�#���f  �.�6�*�Z�f�é�������f�9���f�#�
���@�o�I�^�æ�Ò�á�” RADIUS �(�o�C�é/à
G�(
�Å���î�—�[�(�æ�_�&�o�<�
!¢�‘�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting exec enable start-stop radius
Accounting set to enable for exec events in start-stop mode.
Console> (enable)

�4�æ�”1b�ñ�é�`�#���f  �.�6�*�Z�f�é�������f�9���f�#�
���@�o�I�^�æ�Ò�á�” TACACS+ �(�o�C�é�—�[
�(�æ�_�&�o�<�
!¢�‘�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting exec enable stop-only tacacs+
Accounting set to enable for exec events in stop-only mode.
Console> (enable)

enable 1b�ñ�é�`�#���f  �.�6�*�Z�f�æ�0�o�Ð���Ú�������f�9���f�#�Ç�|�

���@�o�I�^�æ�Ô��� �o�b�o�<�•

start-stop 1b�ñ�é�`�#���f  �.�6�*�Z�f�é4?�Ž�(�Å���î�—�[�(�æ1¡!ª�Ô������
���f�9���f�#�Ç�|�
�0�o�Ô��� �o�b�o�<�•

stop-only 1b�ñ�é�`�#���f  �.�6�*�Z�f�é&³
L�(�æ1¡!ª�Ô���������f�9���f�#
�Ç�|�
�0�o�Ô��� �o�b�o�<�•

tacacs+ 1b�ñ�é�`�#���f  �.�6�*�Z�f�é  TACACS+ �������f�9���f�#�
�0�o
�Ô��� �o�b�o�<�•

radius 1b�ñ�é�`�#���f  �.�6�*�Z�f�é  RADIUS �������f�9���f�#�
�0�o�Ô
��� �o�b�o�<�•

disable 1b�ñ�é�`�#���f  �.�6�*�Z�f�é�������f�9���f�#�
�:���.�o�I�^�æ
�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set accounting suppress
set accounting suppress
�Y�o�)�,�å�Ò�â�`�#���f�Ò�Ú�Y�o�)�é�������f�9���f�#�±�Ž�é�å�Ù�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ
�Ô���æ�ê�” set accounting suppress �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set accounting suppress null-username { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�������f�9���f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �������f�9���f�#�
���@�o�I�^�æ�Ô���è�æ�” TACACS+ �(�o�C�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�Y�o�)�,�å�Ò�â�Y�o�)�é�������f�9���f�#�±�Ž�
�å�Ù�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting suppress null-username enable
Accounting will be suppressed for user with no username.
Console> (enable) 

�4�æ�”�Y�o�)�,�é�������f�9���f�#  ���L�f�;�±�Ž�å�Ò�â�Y�o�)�
�=�ü���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set accounting suppress null-username disable
Accounting will be not be suppressed for user with no username.
Console> (enable) 

4P1j�&�Q�f�< set accounting commands
set accounting connect
set accounting exec
set accounting system
set accounting update
set tacacs server
show accounting

null-username �Y�o�)�æ��-Ð�å�Y�o�)  ID �
�0�o�Ô��� �o�b�o�<�•

enable �0�o�Ð���Ú�Y�o�)�é�å�Ù�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �0�o�Ð���Ú�Y�o�)�é�å�Ù�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set accounting system
set accounting system
�,���6�4
��â�*�,�9�S  ���L�f�;�é�������f�9���f�#�
���@�o�I�^�æ�Ô���æ�ê�” set accounting system 
�&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set accounting system enable { start-stop | stop-only} { tacacs+ | radius}

set accounting system disable

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�������f�9���f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �������f�9���f�#�
���@�o�I�^�æ�Ô���è�æ�” RADIUS �ù�Ú�ê  TACACS+ �(�o�C�Å���î�R�­$•�’� �o�

.3�o�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�*�,�9�S  ���L�f�;�é�������f�9���f�#�
���@�o�I�^�æ�Ò�á�” RADIUS �(�o�C�

ö!ª�Ò�á���L�f
�;�é&³
L�(�é�ú�æ�_�&�o�<�
1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting system enable stop-only radius
Accounting set to enable for system events in start-stop mode..
Console> (enable)

�4�æ�”�*�,�9�S  ���L�f�;�é�������f�9���f�#�
���@�o�I�^�æ�Ò�á�” TACACS+ �(�o�C�

ö!ª�Ò�á���L
�f�;�é&³
L�(�é�ú�æ�_�&�o�<�
1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting system enable stop-only tacacs+
Accounting set to enable for system events in start-stop mode..
Console> (enable)

enable �*�,�9�S  ���L�f�;�æ�0�o�Ð���Ú�������f�9���f�#�Ç�|�
���@�o�I
�^�æ�Ô��� �o�b�o�<�•

start-stop �*�,�9�S  ���L�f�;�é4?�Ž�(�Å���î�—�[�(�æ1¡!ª�Ô���������f�9��
�f�#�Ç�|�
�0�o�Ô��� �o�b�o�<�•

stop-only �*�,�9�S  ���L�f�;�é&³
L�(�æ1¡!ª�Ô���������f�9���f�#�Ç�|�
�0
�o�Ô��� �o�b�o�<�•

tacacs+ �*�,�9�S  ���L�f�;�é  TACACS+ �������f�9���f�#�
�0�o�Ô��� �o
�b�o�<�•

radius �*�,�9�S  ���L�f�;�é  RADIUS �������f�9���f�#�
�0�o�Ô��� �o
�b�o�<�•

disable �*�,�9�S  ���L�f�;�é�������f�9���f�#�
�:���.�o�I�^�æ�Ô��� �o
�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set accounting update
set accounting update
�������f�9���f�#�é�•�Â5ë�2�
.3�o�Ô���æ�ê�” set accounting update �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set accounting update { new-info | {periodic [interval]}}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�������f�9���f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �������f�9���f�#�
���@�o�I�^�æ�Ô���è�æ�” TACACS+ �(�o�C�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” 200 �½�Ï�ã�æ�������f�9���f�#�é�•�Â�
1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting update periodic 200
Accounting updates will be periodic at 200 minute intervals.
Console> (enable) 

�4�æ�”�Â�Ò�¿�±�Ž�Ç�½���•�'�é�ú�æ�������f�9���f�#�é�•�Â�
1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set accounting update new-info
Accounting updates will be sent on new information only.
Console> (enable)

4P1j�&�Q�f�< set accounting commands
set accounting connect
set accounting exec
set accounting suppress
set accounting system
set tacacs server
show accounting

new-info �Â�Ò�¿�±�Ž�

ö!ª�â�È�����Á�æ�å�Þ�Ú�ã�È�æ�•�Â�Ô�����Á�0�o�Ô
��� �o�b�o�<�•

periodic �o�¼"›�æ�•�Â�Ô�����Á�0�o�Ô��� �o�b�o�<�•

interval 9Ô
›�ç9Õ�o�¼"›�å�•�Â�é���f�2�o�C�^�•�­
2�o�ê  1 :*  71582 �½�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set alias
set alias
�&�Q�f�<�é�����]���,9Ô#t'W�C�o�+�Z�f9Õ�
�o'õ�Ô���æ�ê�” set alias �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set alias name command [parameter] [parameter]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�����]���,�Ç.3�o�Ð���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �,�è  all �
�����]���,�ã�Ò�á�o'õ�Ô���Î�ã�ê�â�È�ù�Ö���•
M&‚.†�ê�����]���,�ã�Ò�á�o'õ�â�È�ù�Ö���•

parameter �é.f&¦�æ�ß�¿�á�ê�”�&�&�Q�f�<�é.e�°�Ô���D�\�T�o�2�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�æ�” clear arp �&�Q�f�<�é�����]���,�ã�Ò�á  arpdel �
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set alias arpdel clear arp
Command alias added.
Console> (enable) 

4P1j�&�Q�f�< clear alias
show alias

name 
Þ�‘�Ð���������]���,�•

command �����]���,�é
Þ�‘�»/N�ã�å���&�Q�f�<�•

parameter 9Ô
›�ç9Õ�����]���,�é
Þ�‘�»/N�ã�å���&�Q�f�<�æ1¡!ª�Ð�����D�\�T�o�2�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set arp
set arp
IP ���<�_�,�Æ��  MAC ���<�_�,�ó�é�Q�6�G�f�#  ���f�;�]�
  ARP �9�o�I�^�æ1J
��Ò�”�9�o�I�^�é  ARP 
���o�+�f�#  �2���S�
.3�o�Ô���æ�ê�” set arp �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set arp [dynamic | permanent | static] { ip_addr hw_addr}

set arp agingtime agingtime

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê  ARP �9�o�I�^�é���f�;�]�Ç�=�÷�Ò�ù�Ö���• ARP ���o�+�f�#�Ç  1200 $}�æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f hw_addr �
�I
��Ô���•�'�ê�”�¡�09Ô 00-11-22-33-44-559Õ�ù�Ú�ê5V�¡�09Ô00:11:22:33:44:559Õ�»�|�é  6 
�t�é  16 1t�™�é�C���;�o�é  MAC ���<�_�,�

ö!ª�Ò�ù�Ô�•

���"�9���I�å�,�o�D�o�C���)  ���f�+�f�
�]�.�6�;�Ô���ù�â�”�,�2�9���6�"9Ô5V�×&ï"›9Õ���f�;�]�Ç  
ARP �9�o�I�^�æ�w���ù�Ô�•

�� �4�æ�”.3�o�Ð���Ú  ARP ���o�+�f�#  �2���S�é�ß�æ�¼4¢�¾���æ�å���3���=�R�6�"  ARP ���f�;�]�é�Q�6�G
�f�#�
.3�o�Ò�ù�Ô�•

Console> (enable) set arp dynamic 198.133.219.232 00-00-0c-40-0f-bc
ARP entry added .
Console> (enable)

dynamic 9Ô
›�ç9Õ���f�;�]�Ç  ARP ���o�+�f�#�•�Â�é�»/N�â�½���Î�ã�
�0�o�Ô��� �o
�b�o�<�•

permanent 9Ô
›�ç9Õclear arp �&�Q�f�<�ù�Ú�ê  clear config �&�Q�f�<�æ���Þ�á�å4°�Ð��
���ù�â�”�×&ï"›���f�;�]�Ç  NVRAM �æ�;�=�Ð�����Î�ã�
�0�o�Ô��� �o�b�o
�<�•

static 9Ô
›�ç9Õ���f�;�]�Ç  ARP ���o�+�f�#�•�Â�é�»/N�â�ê�å�¿�Î�ã�
�0�o�Ô��
� �o�b�o�<�•

ip_addr �0�o�Ð���Ú  MAC ���<�_�,�æ�Q�6�G�f�#�Ð����  IP ���<�_�,�ù�Ú�ê  IP ����
�]���,�•

hw_addr �0�o�Ð���Ú  IP ���<�_�,�ù�Ú�ê  IP �����]���,�æ�Q�6�G�f�#�Ð����  MAC ��
�<�_�,�•

agingtime ARP ���f�;�]�Ç  ARP �9�o�I�^�Æ���å4°�Ð���Ú�ß�é�¼4F�
.3�o�Ô��� �o
�b�o�<�•

agingtime ���f�;�]�Ç  ARP �9�o�I�^�Æ���å4°�Ð�����ù�â�;�,�Ð�����(4F9Ô$}
±
Ï9Õ �•
�­
2�o�ê  0 :*  1,000,000 $}�â�Ô�•�Î�é�o�
  0 �æ.3�o�Ô���ã�”���o�+�f�#�Ç
�:���.�o�I�^�æ�å���ù�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set authentication enable
set authentication enable
TACACS+�” RADIUS�”�ù�Ú�ê  Kerberos �(�o�C�

ö!ª�Ò�á�” $�­���"�.�,�­�Ç�½���Æ�ä�Á�Æ�
�Í�¿�Ô
���Ú�ü�é.z.=�
���@�o�I�^�æ�Ô���æ�ê�” set authentication enable �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set authentication enable { radius | tacacs | kerberos} enable [console | telnet | http  | all] 
[primary ]

set authentication enable { enable | disable} [ console | telnet | http  | all] [primary ]

set authentication enable local { enable | disable} [ console | telnet | http  | all] [primary ]

set authentication enable attempt count [console | telnet]

set authentication enable lockout time [console | telnet]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�&�f�0�o�^  �.�6�*�Z�f�Å���î  Telnet �.�6�*�Z�f�æ�»�Ò�á�`�o���^.z.=�Ç���@�o�I�^
�æ�å�Þ�á�¿�ù�Ô�•�Ô�ô�á�é�.�6�*�Z�f  �2���J�æ�»�Ò�á  RADIUS�” TACACS+ �Å���î  Kerberos �Ç�:��
�.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•.z.=�Ç���@�o�I�^�é�•�'�”�:�H���^�;�é  attempt count �ê  3 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f console � �o�b�o�<�ù�Ú�ê  telnet � �o�b�o�<�

ö!ª�Ò�á�”�’&ï�2���J�Î�æ
ö!ª�Ô��.z.=�Ç�|�
�0�o�Ò�å
�¿4¢���”�&�f�0�o�^�’&ï�ã  Telnet �’&ï�é
��Ç�æ.z.=.3�o�

ö!ª�Ò�ù�Ô�•

radius �`�#���f�æ  RADIUS .z.=�
�0�o�Ô��� �o�b�o�<�•

tacacs �`�#���f�æ  TACACS+ .z.=�
�0�o�Ô��� �o�b�o�<�•

kerberos �`�#���f�æ  Kerberos .z.=�
�0�o�Ô��� �o�b�o�<�•

enable �`�#���f�æ�0�o�Ð���Ú.z.=�Ç�|�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

console 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

telnet 9Ô
›�ç9ÕTelnet �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

http 9Ô
›�ç9ÕHTTP �.�6�*�Z�f�é $�o�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

all 9Ô
›�ç9Õ�Ô�ô�á�é�.�6�*�Z�f  �2���J�é.z.=�Ç�|�
1¡!ª�Ô��� �o�b�o�<�•

primary 9Ô
›�ç9Õ�¨�Ë�æ.\-��Ð����.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

disable �`�#���f�æ�0�o�Ð���Ú.z.=�Ç�|�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

local �`�#���f�æ�`�o���^.z.=�
�0�o�Ô��� �o�b�o�<�•

attempt 
count

���\�o�Ç!¢�‘�Ð�����è�é�’&ï�é.\-��Á�™�
�0�o�Ô��� �o�b�o�<�ã��
�™�•�­
2�o�ê  0�” 3 :*  10 �â�”�:���.�o�I�^�æ�Ô���•�'�ê  0�•

lockout time �`�6�"�����;�é�2���S�����;�
�0�o�Ô��� �o�b�o�<�ã���™�•�­
2�o�ê  
30 :*  600 $}�â�”�:���.�o�I�^�æ�Ô���•�'�ê  0�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set authentication login
set authentication login
TACACS+�” RADIUS�”�ù�Ú�ê  Kerberos �
�`�#���f�é.z.=�Ç�|�ã�Ò�á���@�o�I�^�æ�Ô���æ�ê�” set 
authentication login �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set authentication login { radius | tacacs | kerberos} enable [console | telnet | http  | all] 
[primary ]

set authentication login { radius | tacacs | kerberos} disable [console | telnet | http  | all]

set authentication login { enable | disable} [ console | telnet | http  | all]

set authentication login local { enable | disable} [ console | telnet | http  | all] 

set authentication login attempt count [console | telnet]

set authentication login lockout time [console | telnet]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�`�o���^.z.=�Ç�`�#���f�é�J�\���Q�].z.=�Ç�|�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

radius RADIUS �(�o�C�é�D�,�b�o�<�

ö!ª�Ò�á�”�,���6�4�ó�é���"�.�,�­�
�,�Þ�á
�¿���Æ�ä�Á�Æ�
�Í�¿�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

tacacs TACACS+ �(�o�C�é�D�,�b�o�<�

ö!ª�Ò�á�”�,���6�4�ó�é���"�.�,�­�
�,�Þ
�á�¿���Æ�ä�Á�Æ�
�Í�¿�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

kerberos Kerberos �(�o�C�é�D�,�b�o�<�

ö!ª�Ò�á�”�,���6�4�ó�é���"�.�,�­�
�,�Þ�á
�¿���Æ�ä�Á�Æ�
�Í�¿�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

enable �`�#���f�æ�0�o�Ð���Ú.z.=�Ç�|�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

console 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

telnet 9Ô
›�ç9ÕTelnet �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

http 9Ô
›�ç9ÕHTTP �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

all 9Ô
›�ç9Õ�Ô�ô�á�é�.�6�*�Z�f  �2���J�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

primary 9Ô
›�ç9Õ�0�o�Ð���Ú�Ç�|�
�`�#���f�é�Ú�ü�é�J�\���Q�].z.=�Ç�|�ã�Ò�á�0�o�Ô
��� �o�b�o�<�•

disable �`�#���f�æ�0�o�Ð���Ú.z.=�Ç�|�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

local �,���6�4�ó�é���"�.�,�­�
�,�Þ�á�¿���Æ�ä�Á�Æ�
�Í�¿�Ô���`�o���^  �D�,�b�o
�<�
�0�o�Ô��� �o�b�o�<�•

attempt 
count

���\�o�Ç!¢�‘�Ð�����è�é�`�#���f�é.\-��Á�™�
�0�o�Ô��� �o�b�o�<�ã���™�•
�­
2�o�ê  0�” 3 :*  10 �â�”�:���.�o�I�^�æ�Ô���•�'�ê  0�•

lockout 
time

�`�6�"�����;�é�2���S�����;�
�0�o�Ô��� �o�b�o�<�ã���™�•�­
2�o�ê  30 :*  
600 $}�â�”�:���.�o�I�^�æ�Ô���•�'�ê  0�•
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set authorization commands
set authorization commands
�,���6�4
��â�&�Q�f�<  ���L�f�;�é.z.=�
���@�o�I�^�æ�Ô���æ�ê�” set authorizaton commands �&�Q�f
�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set authorization commands enable { config | enable | all} { option} { fallbackoption}
[console | telnet | both]

set authorization commands disable [console | telnet | both]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â.z.=�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f option �Å���î  fallbackoption �o�
�o'õ�Ô���ã�”�4�é���Á�æ�å���ù�Ô�•

• tacacs+ �ê  TACACS+ .z.=�Ç�|�
�0�o�Ò�ù�Ô�•

• deny �
�0�o�Ô���ã�”&ï-��â�È�ù�Ö���•

• if-authenticated �
�0�o�Ô���ã�”.z.=�Ð���Ú�•�'�æ���"�*�Z�f�
&ï-��Ò�ù�Ô�•

• none �
�0�o�Ô���ã�” TACACS+ �(�o�C�Ç��%u�Ò�á�¿�å�¿�•�'�”�Ø�é�ß�é.z.=�å�Ò�æ&ï-��â�È�ù�Ô�•

enable �&�Q�f�<�æ�0�o�Ð���Ú.z.=�Ç�|�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

config �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é�ú�é.z.=�
.5���Ô��� �o�b�o�<�•

enable �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<  �&�Q�f�<�é�ú�é.z.=�
.5���Ô��
� �o�b�o�<�•

all �Ô�ô�á�é�&�Q�f�<�é.z.=�
.5���Ô��� �o�b�o�<�•

option .z.=-Ð�Þ�æ�»�Ô���,���6�4�é��%u�•�­
2�o�ê  tacacs+�”
if-authenticated�”�Å���î  none�•�­
2�o�é�o'õ�æ�ß�¿�á�ê�” �Ÿ
ö!ª
�
�é�����<�\���f� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

fallbackoption TACACS+ �(�o�C�Ç�3���f�Ò�á�¿���Æ�”�ù�Ú�ê��%u�Ò�á�¿�å�¿�•�'�”
.z.=-Ð�Þ�æ�»�Ô���,���6�4�é
•�§��%u�•�­
2�o�ê  tacacs+�” deny�”
if-authenticated�”�Å���î  none�•�­
2�o�é�o'õ�æ�ß�¿�á�ê�” �Ÿ
ö!ª
�
�é�����<�\���f� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

disable �&�Q�f�<  ���L�f�;�é.z.=�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

console 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

telnet 9Ô
›�ç9ÕTelnet �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

both 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�ã  Telnet �.�6�*�Z�f�é
��Ç�é.z.=�Ç�|
�
�0�o�Ô��� �o�b�o�<�•
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set authorization enable
set authorization enable
�,���6�4�â�é $�­�U�o�<  �.�6�*�Z�f�é.z.=�
���@�o�I�^�æ�Ô���æ�ê�” set authorization enable �&�Q�f
�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set authorization enable enable { option} { fallbackoption} [ console | telnet | both]

set authorization enable disable [console | telnet | both]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â.z.=�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f option �Å���î  fallbackoption �o�
�o'õ�Ô���ã�”�4�é���Á�æ�å���ù�Ô�•

• tacacs+ �ê  TACACS+ .z.=�Ç�|�
�0�o�Ò�ù�Ô�•

• deny �
�0�o�Ô���ã�”&ï-��â�È�ù�Ö���•

• if-authenticated �
�0�o�Ô���ã�”.z.=�Ð���Ú�•�'�æ���"�*�Z�f�
&ï-��Ò�ù�Ô�•

• none �
�0�o�Ô���ã�” TACACS+ �(�o�C�Ç��%u�Ò�á�¿�å�¿�•�'�”�Ø�é�ß�é.z.=�å�Ò�æ&ï-��â�È�ù�Ô�•

enable �0�o�Ð���Ú.z.=�Ç�|�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

option .z.=-Ð�Þ�æ�»�Ô���,���6�4�é��%u�•�­
2�o�ê  tacacs+�” if-authenticated�”
�Å���î  none�•�­
2�o�é�o'õ�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �é5Ä
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

fallbackoption TACACS+ �(�o�C�Ç�3���f�Ò�á�¿���Æ�”�ù�Ú�ê��%u�Ò�á�¿�å�¿�•�'�”.z
.=-Ð�Þ�æ�»�Ô���,���6�4�é
•�§��%u�•�­
2�o�ê  tacacs+�” deny�”
if-authenticated�”�Å���î  none�•�­
2�o�é�o'õ�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é��
���<�\���f� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

disable .z.=�Ç�|�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

console 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

telnet 9Ô
›�ç9ÕTelnet �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

both 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�ã  Telnet �.�6�*�Z�f�é
��Ç�é.z.=�Ç�|�

�0�o�Ô��� �o�b�o�<�•
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set authorization exec
set authorization exec
�,���6�4
��é  EXEC �U�o�<�”1b�ñ�é�`�#���f  �U�o�<�”�.�6�*�Z�f  ���L�f�;�â.z.=�
���@�o�I�^�æ�Ô��
�æ�ê�” set authorization exec �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set authorization exec enable { option} { fallbackoption} [ console | telnet | both]

set authorization exec disable [console | telnet | both]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê.z.=�Ç���8�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f option �Å���î  fallbackoption �o�
�o'õ�Ô���ã�”�4�é���Á�æ�å���ù�Ô�•

• tacacs+ �ê  TACACS+ .z.=�Ç�|�
�0�o�Ò�ù�Ô�•

• deny �
�0�o�Ô���ã�” TACACS+ �(�o�C�Ç��%u�Ò�á�¿�å�¿�•�'�”.z.=�Ç�,�Œ�Ò�ù�Ô�•

• if-authenticated �
�0�o�Ô���ã�” TACACS+ �(�o�C�Ç��%u�Ò�á�¿�å�Ê�á�ý�”.z.=�Ð���á�¿���•�'�”
���"�*�Z�f�
&ï-��â�È�ù�Ô�•

• none �
�0�o�Ô���ã�” TACACS+ �(�o�C�Ç��%u�Ò�á�¿�å�¿�•�'�”�Ø�é�ß�é.z.=�å�Ò�æ&ï-��â�È�ù�Ô�•

enable �0�o�Ð���Ú.z.=�Ç�|�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

option .z.=-Ð�Þ�æ�»�Ô���,���6�4�é��%u�•�­
2�o�ê  tacacs+�” if-authenticated�”
�Å���î  none�•�­
2�o�é�o'õ�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �é5Ä
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

fallbackoption TACACS+ �(�o�C�Ç�3���f�Ò�á�¿���Æ�”�ù�Ú�ê��%u�Ò�á�¿�å�¿�•�'�”.z
.=-Ð�Þ�æ�»�Ô���,���6�4�é
•�§��%u�•�­
2�o�ê  tacacs+�” deny�”
if-authenticated�”�Å���î  none�•�­
2�o�é�o'õ�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é��
���<�\���f� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

disable .z.=�Ç�|�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

console 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

telnet 9Ô
›�ç9ÕTelnet �.�6�*�Z�f�é.z.=�Ç�|�
�0�o�Ô��� �o�b�o�<�•

both 9Ô
›�ç9Õ�&�f�0�o�^  �.�6�*�Z�f�ã  Telnet �.�6�*�Z�f�é
��Ç�é.z.=�Ç�|�

�0�o�Ô��� �o�b�o�<�•
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set banner lcd
set banner lcd
Catalyst 6500 �*�]�o�-  �,���6�4  �H���I�]�6�"  �U�+�X�o�^�é  LCD �Y�o�)  �C�=�o�
.3�o�Ô���æ�ê�” set 
banner lcd �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set banner lcd c [text] c

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�C�=�o�æ�ê�”�2�I�
�=�ü�á  800 �¥�<
•
��
�=�ü���Î�ã�Ç�â�È�ù�Ô�•�2�I�ê  8 �¥�<�â-+$��Ð���ù�Ô
�Ç�”�T�U�]�ê  1 �¥�<�½�é�ú�Ç
ö!ª�Ð���ù�Ô�•

�Y�o�)  �C�=�o�
.3�o�Ô���ã�”�,���6�4�]�é  Catalyst 6500 �*�]�o�-�é�Ô�ô�á�é�,���6�4  �H���I�]�6�"  
�U�+�X�o�^�æ1M�>�Ð���” LCD �æ-+$��Ð���ù�Ô�•

�� �4�æ�” Catalyst 6500 �*�]�o�-�é�,���6�4  �H���I�]�6�"  �U�+�X�o�^  LCD �Y�o�)  �C�=�o�
.3�o�Ô�����

$��Ò�ù�Ô�•

Console> (enable) set banner lcd &hello
there&
LCD banner set
Console> (enable)

4P1j�&�Q�f�< show banner

c �T�6�.�o�+�é4?�Ž�Å���î&³
L�æ
ö!ª�Ð�����:�]�R�2�•

text 9Ô
›�ç9ÕMessage of the day�•
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set banner motd
set banner motd
�.�6�*�Z�f�æ�`�#���f�Ô���è�æ-+$��Ð����  MOTD �
�J�`�#�\�R�f�#�Ô���æ�ê�” set banner motd �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set banner motd c [text] c

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�C�=�o�æ�ê�”�2�I�
�=�ü�á  3,070 �¥�<
•
��
�=�ü���Î�ã�Ç�â�È�ù�Ô�•�2�I�ê  8 �¥�<�â-+$��Ð���ù�Ô
�Ç�”�T�U�]�ê  1 �¥�<�½�é�ú�Ç
ö!ª�Ð���ù�Ô�•

clear banner motd �&�Q�f�<�ù�Ú�ê  set banner motd cc �&�Q�f�<�

ö!ª�Ò�á�” message-of-the-day �C
�=�o�
�–
ð�â�È�ù�Ô�•

�� �4�æ�”�P�f�<.%� 9Ô #9Õ�
�:�]�R�2�ã�Ò�á
ö!ª�Ò�á�” message-of-the-day �
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set banner motd #
** System upgrade at 6:00am Tuesday.
** Please log out before leaving on Monday. #
MOTD banner set.
Console> (enable)

�4�æ�” message-of-the-day �
�–
ð�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set banner motd ##
MOTD banner cleared.
Console> (enable)

4P1j�&�Q�f�< clear banner motd
show banner

c �T�6�.�o�+�é4?�Ž�Å���î&³
L�æ
ö!ª�Ð�����:�]�R�2�•

text 9Ô
›�ç9ÕMessage of the day�•
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set boot auto-config
set boot auto-config
/à
G�(�æ�,���6�4�
.3�o�Ô���Ú�ü�æ
ö!ª�Ô��  1 �ß�ù�Ú�ê-„�™�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�0
�o�Ô���æ�ê�” set boot auto-config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�&�f�H���!�X�_�o�*�Z�f  �H�����^�é�]�,�;
�Ç CONFIG_FILE !c�º���™�æ�;�=�Ð���ù�Ô�•

set boot auto-config device:filename [;device:filename...] [mod] 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  CONFIG_FILE �ê  slot0:switch.cfg �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set boot auto-config �&�Q�f�<�ê�ñ�æ�â�=�é  CONFIG_FILE !c�º���™.3�o�

�� �È�Ò�ù�Ô9Ô���™�é�]�ˆ
�é�è�ù�Ú�ê�ß�æ�H�����^�
1J
��Ô���Î�ã�ê�â�È�ù�Ö��9Õ �•

-„�™�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�0�o�Ô���æ�ê�”�H�����^�
�.�R�&�`�f9Ô ;9Õ�â
™�¾����-Ð�Ç
�½���ù�Ô�•


•�é�,�o�D�o�C���)  ���f�+�f�Å���î�,���6�4�â�é'…��10�Ò�
.3�o�Ô���æ�ê�” set boot config-register 
auto-config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�æ�” 1 �ß�é�&�f�H���!�X�_�o�*�Z�f  �H�����^!c�º���™�
�0�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set boot auto-config slot0:cfgfile2
CONFIG_FILE variable = slot0:cfgfile2
WARNING: nvram configuration may be lost during next bootup,
         and re-configured using the file(s) specified.
Console> (enable)

�4�æ�”-„�™�é�&�f�H���!�X�_�o�*�Z�f  �H�����^!c�º���™�
�0�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set boot auto-config slot0:cfgfile;slot0:cfgfile2
CONFIG_FILE variable = slot0:cfgfile1;slot0:cfgfile2
WARNING: nvram configuration may be lost during next bootup, 
         and re-configured using the file(s) specified.
Console> (enable)

4P1j�&�Q�f�< set boot config-register
set boot system flash
show boot

device: �,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  �H�����^�Ç�;�=�Ð�����:�C���,�•

filename �,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�•

mod 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é�U�+�X�o�^!ß� �•
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set boot config-register
set boot config-register  

�I�o�;  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�o�
.3�o�Ô���æ�ê�” set boot config-register �&�Q�f�<  �.�6�;
�

ö!ª�Ò�ù�Ô�•

set boot config-register 0xvalue [mod]

set boot config-register baud { 1200 | 2400 | 4800 | 9600 | 19200 | 38400}  [mod]

set boot config-register ignore-config { enable | disable}  [mod]

set boot config-register boot { rommon | bootflash | system}  [mod] 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�o�ê  0x10F �â�” BOOT !c�º���™�æ���Þ�á�0�o�Ð���Ú�•�²�Æ���,
���6�4�Ç/à
G�Ð���ù�Ô�•

• �O�o  �_�o�;�ê  9600 �æ.3�o�Ð���ù�Ô�•

• ignore-config �D�\�T�o�2�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set boot config-register boot �&�Q�f�<�â
ö!ª�Ô�����J�*�Z�f�ê�” rommon �Å���î  system �æ4¢�o�Ô���Î
�ã�
�•�Q�Ò�ù�Ô�•

set boot config-register �&�Q�f�<�é�¿�Õ���Æ�
�I
��Ô���Ú�î�æ�” û�÷�é�Ô�ô�á�é�&�f�H���!�X�_�o�*�Z
�f  �_�+�,�2�±�Ž�Ç-+$��Ð���ù�Ô9Ô show boot �&�Q�f�<�é�I
��ã�+�Ó9Õ �•

0xvalue 16 �F�6�;�é�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�o�
.3�o�Ô��� �o�b�o�<�•

mod 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é�U�+�X�o
�^!ß� �•

baud 1200 | 
2400| 4800| 
9600| 19200| 
38400

�&�f�0�o�^�é�O�o  �_�o�;�
�0�o�Ô��� �o�b�o�<�•

ignore-config ignore-config �Ï(»�
.3�o�Ô��� �o�b�o�<�•

enable �0�o�Ð���Ú�Ï(»�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �0�o�Ð���Ú�Ï(»�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

boot �4�é�c/à
G�(�æ
ö!ª�Ô���I�o�;  ���T�o�+�
�0�o�Ô��� �o�b�o�<�•

rommon ROM �U�>�2�Æ���é/à
G�
�0�o�Ô��� �o�b�o�<�•

bootflash �I�o�;�H�\�6�*�X�Æ���é/à
G�
�0�o�Ô��� �o�b�o�<�•

system �*�,�9�S�Æ���é/à
G�
�0�o�Ô��� �o�b�o�<�•
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set boot config-register auto-config
set boot config-register auto-config  

auto-config �H�����^�é1¡!ª�
.3�o�Ô���æ�ê�” set boot config-register auto-config �&�Q�f�<  �.�6�;�

ö
!ª�Ò�ù�Ô�•

set boot config-register auto-config { recurring  | non-recurring } [ mod]

set boot config-register auto-config { overwrite | append}

set boot config-register auto-config sync { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• overwrite

• non-recurring

• sync �ê  disable

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f auto-config overwrite �&�Q�f�<�â�ê�”�H�\�6�*�X  �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�s-��è�æ  
NVRAM .3�o�
�–
ð�Ò�ù�Ô�• auto-config append �&�Q�f�<�â�ê�” NVRAM .3�o�
�–
ð�Ô���è�æ�”�H
�\�6�*�X  �&�f�H���!�X�_�o�*�Z�f  �H�����^�
�s-��Ò�ù�Ô�•

�,�o�D�o�C���)  ���f�+�f
��é  auto-config �H�\�6�*�X  �H�����^�
�å4°�Ô���ã�”�,�2�f�C��  �,�o�D�o�C
���)  ���f�+�f
��é�H�����^�ý�å4°�Ð���ù�Ô�•

sync enable � �o�b�o�<�
�I
��Ô���ã�”�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�•�Ù�Ô�����Á�æ�+�¼
{�Ç��
�@�o�I�^�æ�å���”)D
G"›�æ�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�æ�+�¼
{�Ð���ù�Ô�•�H�����^�ê���"
�9���I  �,�o�D�o�C���)  ���f�+�f
��é�H�����^�ã�+�Ó A���æ�;�Ú���ù�Ô�•

set boot auto-config bootflash:switch.cfg �
  overwrite ���J�*�Z�f�ã�ã�ý�æ
ö!ª�Ô���•�'�” copy config 
bootflash:switch.cfg �&�Q�f�<�

ö!ª�Ò�á  auto-config �H�����^�æ.3�o�
�;�=�Ô����-Ð�Ç�½���ù�Ô�•

recurring  �,���6�4�Ç�]�.�6�;�Ð���Ú�Æ�”5��.�Ç�c�é�I�Ð���á.3�o�Ð���Ú�ß�é  auto-config �é
'…��10�Ò�
.3�o�Ò�”�,���6�4�Ç  CONFIG_FILE !c�º���™�é�]�ˆ�
�;�,�Ô�����Á�æ
�0�o�Ô��� �o�b�o�<�•

non-recurring  �,���6�4�Ç�]�.�6�;�Ð���Ú�Æ�”5��.�Ç�c�é�I�Ð���á.3�o�Ð���Ú�ß�é  auto-config �é
'…��10�Ò�
-��
�å�¿���Á�æ.3�o�Ò�”�,���6�4�Ç  CONFIG_FILE !c�º���™�é�]�ˆ�

�–
ð�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

mod 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é�U�+�X�o�^!ß� �•

overwrite auto-config �H�����^�â  NVRAM .3�o�

�� �È�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

append NVRAM .3�o�é û�÷�é�H�����^�æ  auto-config �H�����^�
1J
��Ô��� �o�b�o�<�•

sync enable | 
disable

auto-config �H�����^�é�+�¼
{�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
2-202
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J







%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set boot device
set boot device
NAM �ù�Ú�ê  IDS �é/à
G!c�º�
.3�o�Ô���æ�ê�” set boot device �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set boot device bootseq[,bootseq] mod

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set boot device �&�Q�f�<�
�I
��Ô���ã�”�,�o�D�o�C���)  ���f�+�f  NVRAM �é�â�=�é/à
G�¥�<�É�Ç�ñ�æ

�� �È�Ð���ù�Ô�•

bootseq �
�I
��Ô���•�'�ê�”�4�é�����<�\���f�

ö!ª�Ò�ù�Ô�•

• bootseq = bootdevice[:bootdevice-qualifier] 

• bootdevice �ê�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  �H�����^�Ç�;�=�Ð�����:�C���,�â�”�­
2�o
�ê  pcmcia�” hdd�”�ù�Ú�ê  network �â�Ô�•

• bootdevice-qualifier �ê�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�,�â�” hdd �é�­
2�o�ê  1 :*  99�”
pcmcia �é�­
2�o�ê  slot0 �ù�Ú�ê  slot1 �â�Ô�•

• bootdevice �ã  bootdevice-qualifier �é4F�æ�ê�&�`�f9Ô :9Õ�Ç��-Ð�â�Ô�•

• �&���f�;�]�
���f�Q�â
™�¾�Þ�á�”-„�™�é  bootseqs �
�I
��â�È�ù�Ô�•�I
��â�È���I�o�;  �*�o�$�f�,
�é�¨�"�™�ê  15 �â�Ô�•

�,�o�D�o�C���)  ���f�+�f�â�ê�0�o�Ò�Ú/à
G�:�C���,�
��.=�Ö�Õ�”
±�æ  NVRAM �æ/à
G�:�C���,�é�]�,
�;�
�;�=�Ò�ù�Ô�•

�Î�é�&�Q�f�<�
�(�P�o�;�Ô���é�ê�” NAM �ù�Ú�ê  IDS �Û�Ì�â�Ô�•

�� �4�æ�”�U�+�X�o�^  2 �â  NAM �é�T�f�9�=�f�,  �D�o�9���*�Z�f�
/à
G�Ô��/à
G!c�º�
�0�o�Ô�����
$��Ò
�ù�Ô�•

Console> (enable) set boot device hdd:2 2
Device BOOT variable = hdd:2
Warning: Device list is not verified but still set in the boot string. 
Console> (enable)

bootseq �,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  �H�����^�Ç�;�=�Ð�����:�C���,�•
�H���o�Q�6�;�é�����<�\���f�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �é5Ä�


ó�–�Ò�á�Ê�Û�Ð�¿�• 2 !ß�ü�é  bootseq �ê
›�ç�â�Ô�•

mod �H�\�6�*�X  �:�C���,�Ç�=�ù�����U�+�X�o�^�é!ß� �•
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set boot sync now
set boot sync now
���"�9���I  �,�o�D�o�C���)  ���f�+�f�ã�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�é4F�é�*�,�9�S  ���T�o�+
�é�+�¼
{�
�Ú�Û�Ü�æ4?�Ž�Ô���æ�ê�” set boot sync now �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set boot sync now

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�â�+�¼
{�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set boot sync now �&�Q�f�<�ê  set boot config-register auto-config �&�Q�f�<�ã
Ã�á�¿�ù�Ô�Ç�” sync 
� �o�b�o�<�Ç1J
��Ð���á�¿�ù�Ô�• set boot sync now �&�Q�f�<�â�ê�+�¼
{�
4?�Ž�Ò�”�&�f�H���!�X�_�o
�*�Z�f  �H�����^�é�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�ó�é)D
G"›�å�+�¼
{�
�•�Ù�Ò�ù�Ô�•�H�����^�ê
���"�9���I  �,�o�D�o�C���)  ���f�+�f
��é�H�����^�ã�+�Ó A���æ�;�Ú���ù�Ô�•

�� �4�æ�” auto-config �H�����^�é�+�¼
{�
4?�Ž�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set boot sync now 
Console> (enable) 

4P1j�&�Q�f�< set boot auto-config
show boot
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set boot system flash
set boot system flash
/à
G�(�æ�,���6�4�Ç�`�o�<�Ô�����T�o�+�é�]�,�;�
�0�o�Ô�����Á�æ  BOOT !c�º���™�
.3�o�Ô���æ�ê�”
set boot system flash �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set boot system flash device:[filename] [prepend] [mod]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�,���6�4�é/à
G�æ�H���o�^�.�o�H�Ç�|�
�0�o�Ô���æ�ê�” boot system �&�Q�f�<�
�™�Á�I
��Ò�ù�Ô�•�I
�
�Ò�Ú5Å�æ boot system �&�Q�f�<�Ç�;�=�Ð���”�s-��Ð���ù�Ô�•�+�Ó���T�o�+�

ö!ª�Ô���Ú�ü�æ�Î�é�H����
�^�,�â�Â�Ò�¿���T�o�+�

Þ�‘�Ô���•�'�”���Õ���¿���f�;�]�
�–
ð�Ò�á�Ê�Û�Ð�¿�•

�H�����^�Ç�=�÷�Ò�å�¿�•�'9Ô�Ú�ã�Ã�ë�”4F1‘�Þ�Ú�H�����^�,�
�I
��Ò�Ú�•�'9Õ �”�Ø�é�H�����^�,�Ç  
bootstring �æ1J
��Ð���” �ŸWarning: File not found but still added in the bootstring� �ã�¿�Á�T�6�.�o�+�Ç
-+$��Ð���ù�Ô�•

�H�����^�Ç�=�÷�Ò�á�¿���ý�é�é�”�,�o�D�o�C���)  ���f�+�f  ���T�o�+�â�ê�å�¿�•�'�”�Ø�é�H�����^�ê  
bootstring �æ1J
��Ð���Õ�” �ŸWarning: file found but it is not a valid boot image� �ã�¿�Á�T�6�.�o�+�Ç-+
$��Ð���ù�Ô�•

�� �4�æ�”�:�C���,�é�I�o�;�H�\�6�*�X
��é�H�����^�,  cat6000-sup.5-5-1.bin �
  BOOT !c�º���™�æ1J
��Ô
�����
$��Ò�ù�Ô�•

Console> (enable) set boot system flash bootflash:cat6000-sup.5-5-1.bin
BOOT variable = bootflash:cat6000-sup.5-4-1.bin,1;bootflash:cat6000-sup.5-5-1.bin,1;
Console> (enable) 

�4�æ�” cat6000-sup.5-5-1.bin �
/à
G�¥�<�É�é�55á�æ1J
��Ô�����
$��Ò�ù�Ô�•

Console> (enable) set boot system flash bootflash:cat6000-sup.5-5-1.bin prepend
BOOT variable = bootflash:cat6000-sup.5-5-1.bin,1;bootflash:cat6000-sup.5-4-1.bin,1;
Console> (enable)

device: �H�\�6�*�X�Ç�=�÷�Ô���:�C���,�•

filename 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�•

prepend 9Ô
›�ç9Õ/à
G�:�C���,�é�]�,�;�]�é�¨�Ë�é�:�C���,�
�0�o�Ô��� �o�b�o�<�•

mod 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é�U�+�X�o�^!ß� �•
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set cam
set cam
CAM �9�o�I�^�æ���f�;�]�
1J
��Ò�” CAM �9�o�I�^�é���o�+�f�#  �2���S�
.3�o�Ò�á�”�0�o�Ò�Ú�N�,�;
�ã�é�;�\�H���6�"�é�H���^�2�]�f�"�
.3�o�Ô���æ�ê�” set cam �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set cam { dynamic | static | permanent}  { unicast_mac | route_descr}  mod/port [vlan]

set cam { static | permanent}  { multicast_mac}  mod/ports.. [vlan]

set cam { static | permanent}  filter  { unicast_mac}  vlan

set cam agingtime vlan agingtime

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�æ�ê�”�p�5�P�o�;  1/39Ô�,�o�D�o�C���)  ���f�+�f9Õ�é�`�o���^  MAC ���<�_�,  �,�D�>�f
�#  �7�]�o  ���<�_�,9Ô 01-80-c2-00-00-009Õ�” CDP �Q�^�4� �V�,�;  ���<�_�,�Ç�½���ù�Ô�•.3�o�Ð���Ú�Ô�ô
�á�é  VLAN �é�:�H���^�;  ���o�+�f�#  �2���S�ê  300 $}�â�Ô�•

�;�\�H���6�"  �H���^�2  ���f�;�]�
.3�o�Ô���æ�ê�” vlan ���™�Ç��-Ð�â�Ô�•

���o�+�f�#  �2���S�
  0 �æ.3�o�Ô���ã�”���o�+�f�#�Ç�:���.�o�I�^�æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

dynamic ���f�;�]�Ç���o�+�f�#�é�»/N�â�½���Î�ã�
�0�o�Ô��� �o�b�o�<�•

static ���f�;�]�Ç���o�+�f�#�é�»/N�â�ê�å�¿�Î�ã�
�0�o�Ô��� �o�b�o�<�•

permanent clear cam �&�Q�f�<�ù�Ú�ê  clear config �&�Q�f�<�æ���Þ�á�å4°�Ð����
�ù�â�”�×&ï"›���f�;�]�Ç  NVRAM �æ�;�=�Ð�����Î�ã�
�0�o�Ô��� �o
�b�o�<�•

unicast_mac �Y�>� �V�,�;�æ
ö!ª�Ð�����p�5�N�,�;�é  MAC ���<�_�,�•

route_descr �Î�é�,���6�4�æ4P1j�Ò�Ú�Ÿ�@�"�,�;  �N�6�J� �é�^�o�;.%1@�6�•�­
2�o
�ê  0 :*  0xffff  �â�Ô�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

vlan 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

multicast_mac �Q�^�4� �V�,�;�æ
ö!ª�Ð�����p�5�N�,�;�é  MAC ���<�_�,�•

mod/ports.. �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

filter �;�\�H���6�"  �H���^�2  ���f�;�]�
�0�o�Ô��� �o�b�o�<�•

agingtime ���f�;�]�Ç�9�o�I�^�Æ���å4°�Ð���Ú�ß�é�¼4F�
.3�o�Ô��� �o�b�o�<�•

agingtime �3���=�R�6�"  ���f�;�]�Ç�å4°�Ð�����ù�â�”�9�o�I�^�æ�;�,�Ð�����(4F
9Ô$}
±
Ï9Õ9Ô0 :*  1,000,0009Õ�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set cam

ö!ª
��é�����<�\���f �0�o�Ð���Ú  MAC ���<�_�,�Ç�Q�^�4� �V�,�;  ���<�_�,9Ô�¨
�
Ï�C���;�é�¨
�
Ï�F�6�;�Ç 1 �æ.3�o�Ð��
��9Õ�ù�Ú�ê�I�`�o�<� �V�,�;  ���<�_�,9Ô ff-ff-ff-ff-ff-ff 9Õ�â�½���”-„�™�é�P�o�;�
�0�o�Ô���•�'�”�Ô�ô
�á�é�P�o�;�Ç�+�Ó  VLAN �]�æ�=�÷�Ò�á�¿����-Ð�Ç�½���ù�Ô�•�0�o�Ð���Ú  MAC ���<�_�,�Ç�Y�>� �V�,
�;  ���<�_�,�â�½���”-„�™�é�P�o�;�
�0�o�Ô���•�'�”�P�o�;�Ç!ã�å��  VLAN �æ�=�÷�Ò�á�¿����-Ð�Ç�½��
�ù�Ô�•

MSM �â�ê  set cam �&�Q�f�<�Ç�(�P�o�;�Ð���ù�Ö���•

VLAN �D�\�T�o�2�
�0�o�Ö�Õ�æ�^�o�;.%1@�6�
�I
��Ô���•�'�”�:�H���^�;�ê�P�o�;�æ�Ô�â�æ4P1j
ƒ�Ì
�����Ú  VLAN �â�Ô�•�^�o�;.%1@�6�
�I
��Ô���•�'�” 9Ô4P1j
ƒ�Ì�����Ú�P�o�;�é9Õ 1 �ß�é�P�o�;!ß� �é�ú
�

ö!ª�â�È�ù�Ô�•

�N�,�;�é  MAC ���<�_�,�ã  VLAN �ê�”�]�.�6�;�ß�ý&ý�,�Ð����  NVRAM �æ�;�=�â�È�ù�Ô�•

�;�\�f�"  �P�o�;�æ�»�Ò�á  CAM ���f�;�]�
�3���=�R�6�"�”�,�2�9���6�"�”�ù�Ú�ê�×&ï"›�æ�0�o�Ò�å�¿
�•�'�ÿ�” agingtime � �o�b�o�<�

ö!ª�Ô���•�'�” vlan !ß� �ê���J�*�Z�f�â�Ô�•

�P�o�;�Ç�;�\�f�"  �P�o�;�é�•�'�” VLAN �
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

���"�9���I�å�,�o�D�o�C���)  ���f�+�f�
�]�.�6�;�Ô���ù�â�”�,�2�9���6�"9Ô5V�×&ï"›9Õ���f�;�]�Ç
�9�o�I�^�æ�w���ù�Ô�•

004F �»�|�â  2 �t�é  16 1t�™�é�C���;�ã�Ò�á  route_descr ���™�
�I
��Ò�ù�Ô�•�C���;�é
™�¾���æ�Ÿ -� �


ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

9Ô�H9Õ ���"�9���I  �,�o�D�o�C���)  ���f�+�f�â.3�o�Ð�����,�2�9���6�"  CAM ���f�;�]�ê�”7�1f�,���6�4
���o�C�o�ß�ê�,�
���ù�Ô�•7�1f�,���6�4���o�C�o�ß�æ  CAM ���f�;�]�
�c.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�é���â�ê�” CAM �9�o�I�^�é���o�+�f�#  �2���S�
  300 $}�æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set cam agingtime 1 300
Vlan 1 CAM aging time set to 300 seconds.
Console> (enable) 

�4�æ�”�U�+�X�o�^  2�”�P�o�;  9 �æ�»�Ò�á�Y�>� �V�,�;  ���f�;�]�
�9�o�I�^�æ1J
��Ô�����
$��Ò�ù�Ô�•

Console> (enable) set cam static 00-00-0c-a0-03-fa 2/9
Static unicast entry added to CAM table.
Console> (enable)

�4�æ�”�U�+�X�o�^  1�”�P�o�;  1�”�Å���î�U�+�X�o�^ 2�”�P�o�;  1�” 3�” 8 :* 12 �æ�»�Ò�á�×&ï"›�å�Q�^�4
� �V�,�;  ���f�;�]�
�9�o�I�^�æ1J
��Ô�����
$��Ò�ù�Ô�•

Console> (enable) set cam permanent 01-40-0b-a0-03-fa 1/1,2/1,2/3,2/8-12
Permanent multicast entry added to CAM table.
Console> (enable)

�4�é���ê�”�;�\�H���6�"  �H���^�2  ���f�;�]�
�9�o�I�^�æ1J
��Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set cam static filter 00-02-03-04-05-06 1
Filter entry added to CAM table.
Console> (enable)

4P1j�&�Q�f�< clear cam
show cam
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set cdp
set cdp
�Ô�ô�á�é�P�o�;�â�#�`�o�C�^�æ�”�ù�Ú�ê $�o�é�P�o�;�â  CDP �Ï(»�
���@�o�I�^�”�:���.�o�I�^�”�ù�Ú
�ê.3�o�Ô���æ�ê�” set cdp �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set cdp { enable | disable}  { mod/ports...}

set cdp interval interval

set cdp holdtime holdtime

set cdp version v1 | v2

set cdp format device-id {mac-address | other}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�*�,�9�S.3�o�â�ê�” CDP �Ç���@�o�I�^�â�Ô�•�&�P�o�;�æ�»�Ò�á�T�6�.�o�+  ���f�2�o�C�^
�Ç 60 $}�æ.3�o�Ð���ù�Ô�•�:�H���^�;�é�=&ï��(»�(4F�é�o�â�ê�”�T�6�.�o�+  ���f�2�o�C�^�Ç�#�`�o�C�^
�æ 180 $}�æ.3�o�Ð���ù�Ô�• �:�H���^�;�é  CDP �C�o�+�Z�f�ê�C�o�+�Z�f  2 �â�Ô�• �:�H���^�;�é  device-id 
TLV �»�|�ê  other �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

enable CDP �Ï(»�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable CDP �Ï(»�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

mod/ports.. �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

interval CDP �T�6�.�o�+  ���f�2�o�C�^�é�o�
�0�o�Ô��� �o�b�o�<�•

interval �T�6�.�o�+�é1M�>�
�Ù�Ï�Ô���(4F9Ô$}
±
Ï9Õ �•�­
2�o�ê  5 :*  900 $}�â�Ô�•

holdtime �#�`�o�C�^�å�=&ï��(»�(4F�é�o�
�0�o�Ô��� �o�b�o�<�•

holdtime �#�`�o�C�^�å�=&ï��(»�(4F�é�o9Ô$}
±
Ï9Õ �•�­
2�o�ê  10 :*  255 $}�â�Ô�•

version 
v1 | v2

CDP �é�C�o�+�Z�f!ß� �
�0�o�Ô��� �o�b�o�<�•

format 
device-id

device-ID TLV �»�|�
.3�o�Ô��� �o�b�o�<�•

mac-address device-ID TLV �â1M�>�:�C���,�é  MAC ���<�_�,�
  ASCII �é�¡�0�»�|�â�;�=�Ô��
���Á�æ�0�o�Ô��� �o�b�o�<�•

other �:�C���,�é�B�o�<������  �*�]���^!ß� �ã�:�C���,�,�
���6�&�â�Ð�û���Á�æ�0�o
�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set channel cost
set channel cost
�4�V�@�^  �D�,  �&�,�;�
.3�o�Ò�”�4�V�@�^�]�é�P�o�;�é�P�o�;  �&�,�;�
)D
G"›�æ.ž�›�Ô���æ�ê�” set 
channel cost �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set channel cost channel_id | all [cost] 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” û�÷�é�P�o�;  �&�,�;�n�à�¿�á)D
G"›�æ�P�o�;  �&�,�;�Ç�•�Â�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f cost �
�I
��Ò�å�Æ�Þ�Ú�•�'�ê�”�4�V�@�]�f�#  �P�o�;�é û�÷�é�&�,�;�æ�n�à�¿�á�&�,�;�Ç)D
G"›�æ�•�Â
�Ð���ù�Ô�•�4�V�@�^  �&�,�;�
���•�Ô���•�'�”�4�V�@�^�]�é�T�f�C�o  �P�o�;�Ç���•�Ð���á�” NVRAM �æ
�;�=�Ð������(»�H�Ç�½���ù�Ô�•�Î�é�•�'�”�4�V�@�^  �&�,�;�é���•�æ���Þ�á�P�o�;  �D�,  �&�,�;�Ç�•�Â�Ð
���Ú�P�o�;�
	û-é-+$��Ô���T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

9Ô�H9Õ 6.2(1) 
•�è�é�0�H�;������  �]�]�o�,�â�ê�” 6 �,�`�6�;�ù�Ú�ê  9 �,�`�6�;�é  Catalyst 6000 �H���R�]  
�,���6�4�â�¨�"  128 �é  EtherChannel �Ç�(�P�o�;�Ð���ù�Ô�•

Release 6.2(2) 
•4 �é�0�H�;������  �]�]�o�,�â�ê�”�,�D�>�f�#  �7�]�o�Ï(»�æ�����P�o�;  ID �£!��é
�Ú�ü�”�(�P�o�;�Ð����  EtherChannel �é�¨�"�™�ê�” 6 �,�`�6�;�ù�Ú�ê  9 �,�`�6�;  �*�V�o�*�é�•�'�ê  
126�” 13 �,�`�6�;  �*�V�o�*�é�•�'�ê  63 �â�Ô�• 13 �,�`�6�;�é�*�V�o�*�ê�0�H�;������  �]�]�o�,  
6.2(2) �â�¨�Ë�æ�(�P�o�;�Ð���Ú�Î�ã�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�4�V�@�^  768 �â�D�,  �&�,�;�
  23 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable)  set channel cost 768 23
Port(s) 1/1-2,7/3,7/5 port path cost are updated to 60.
Channel 768 cost is set to 23.
Warning:channel cost may not be applicable if channel is broken.
Console> (enable)  

�4�æ�”�Ô�ô�á�é�4�V�@�^  �D�,  �&�,�;�
  15 �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set channel cost all 15
Port(s) 4/1-4 port path cost are updated to 39.
Channel 768 cost is set to 15.
Warning:channel cost may not be applicable if channel is broken.

channel_id �4�V�@�^  ID �é!ß� �•

all �Ô�ô�á�é�4�V�@�^�
.3�o�Ô��� �o�b�o�<�•

cost 9Ô
›�ç9Õ�4�V�@�^�]�é�P�o�;�é�P�o�;  �&�,�;�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set channel vlancost
set channel vlancost
�4�V�@�^  VLAN �&�,�;�
.3�o�Ô���æ�ê�” set channel vlancost �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set channel vlancost channel_id cost 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�4�V�@�]�f�#  �P�o�;�é û�÷�é�P�o�;  VLAN �&�,�;�æ�n�à�¿�á�” VLAN �&�,�;�Ç)D
G
"›�æ�•�Â�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f cost �
�I
��Ò�å�Æ�Þ�Ú�•�'�ê�”�4�V�@�]�f�#  �P�o�;�é û�÷�é  VLAN �&�,�;�æ�n�à�¿�á�&�,�;�Ç)D
G"›
�æ�•�Â�Ð���ù�Ô�•

�+�(�æ.3�o�â�È���4�V�@�^�ê�” 1 �ß�Û�Ì�â�Ô�•

9Ô�H9Õ set channel vlancost �&�Q�f�<�â�ê�”�4�V�@�^�]�é�&�P�o�;�æ�»�Ò�á�Ÿ set spantree portvlancost� ��
�f�;�]�Ç
Þ�‘�Ð���ù�Ô�•�4�æ�”�4�V�@�^�]�é�Ë�å�Ê�ã�ý  1 �ß�é�P�o�;�â�»
G�â  set spantree 
portvlancost �&�Q�f�<�
�c�I
��Ò�”�P�o�;�æ4P1j
ƒ�Ì��  VLAN �
�0�o�Ô����-Ð�Ç�½���ù�Ô�•"á"›
�é  VLAN �
  1 �ß�é�P�o�;�æ4P1j
ƒ�Ì���ã�”�4�V�@�^�]�é�Ô�ô�á�é�P�o�;�Ç)D
G"›�æ�•�Â�Ð���ù�Ô�•
.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�é%Y 6 %(�ŸConfiguring 
EtherChannel� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

9Ô�H9Õ 6.2(1) 
•�è�é�0�H�;������  �]�]�o�,�â�ê�” 6 �,�`�6�;�ù�Ú�ê  9 �,�`�6�;�é  Catalyst 6000 �H���R�]  
�,���6�4�â�¨�"  128 �é  EtherChannel �Ç�(�P�o�;�Ð���ù�Ô�•

Release 6.2(2) 
•4 �é�0�H�;������  �]�]�o�,�â�ê�”�,�D�>�f�#  �7�]�o�Ï(»�æ�����P�o�;  ID �£!��é
�Ú�ü�”�(�P�o�;�Ð����  EtherChannel �é�¨�"�™�ê�” 6 �,�`�6�;�ù�Ú�ê  9 �,�`�6�;  �*�V�o�*�é�•�'�ê  
126�” 13 �,�`�6�;  �*�V�o�*�é�•�'�ê  63 �â�Ô�• 13 �,�`�6�;�é�*�V�o�*�ê�0�H�;������  �]�]�o�,  
6.2(2) �â�¨�Ë�æ�(�P�o�;�Ð���Ú�Î�ã�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•

�� �4�é���â�ê�”�4�V�@�^  769 �â�D�,  �&�,�;�
  10 �æ.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set channel vlancost 769 10
Port(s) 1/1-2 vlan cost are updated to 24.
Channel 769 vlancost is set to 10.
Console> (enable) 

channel_id �4�V�@�^  ID �é!ß� �•�­
2�o�ê  769 :*  896 �â�Ô�•

cost �4�V�@�^�]�é�P�o�;�é�P�o�;  �&�,�;�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set config acl nvram
set config acl nvram
 û�÷�&�R�6�;�Ð���á�¿��  ACL .3�o�
  DRAM �Æ��  NVRAM �æ�c�î�&�G�o  �Ô���æ�ê�” set config acl 
nvram �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set config acl nvram

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�ê  NVRAM �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f NVRAM �æ
 �½�å�,�M�o�,�Ç�å�¿�•�'�”�Î�é�&�Q�f�<�ê�,�Œ�Ò�ù�Ô�•

�Î�é�&�Q�f�<�â�ê�” û�÷�&�R�6�;�Ð���á�¿���&�f�H���!�X�_�o�*�Z�f�Ç  NVRAM �æ�&�G�o�Ð���ù�Ô�•
�Î�é�&�f�H���!�X�_�o�*�Z�f�ê�” auto-config �H�����^�é�&�f�H���!�X�_�o�*�Z�f�ã�ê!ã�å����(»�H�Ç
�½���ù�Ô�• ACL .3�o�Ç  NVRAM �æ�&�G�o�Ð���Ú�ß�â�” clear boot auto-config �&�Q�f�<�

ö!ª�Ò�á  
auto-config ���J�*�Z�f�
���H�æ�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” ACL .3�o�
  NVRAM �æ�&�G�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set config acl nvram
ACL configuration copied to NVRAM.
Console> (enable)

4P1j�&�Q�f�< set boot config-register
set boot system flash
show boot
copy
clear config
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set config mode
set config mode
�&�f�H���!�X�_�o�*�Z�f  �U�o�<�
�C���=�]  �U�:�^�Æ���9� �,�;  �U�:�^�æ���•�Ô���æ�ê�” set config 
mode �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set config mode binary

set config mode text { nvram | device:file-id}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�é�:�H���^�;.3�o�ê�C���=�]�â�”�&�f�H���!�X�_�o�*�Z�f�
  NVRAM �æ�;�=�Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�&�f�H���!�X�_�o�*�Z�f  �U�o�<�
�C���=�]�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set config mode binary
System configuration copied to NVRAM. Configuration mode set to binary.
Console> (enable) 

�4�æ�”�&�f�H���!�X�_�o�*�Z�f  �U�o�<�
�9� �,�;�æ.3�o�Ò�”�9� �,�;  �&�f�H���!�X�_�o�*�Z�f  �H����
�^�
�;�=�Ô���•�²�ã�H�����^�,�
�0�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set config mode text bootflash:switch.cfg
Binary system configuration has been deleted from NVRAM. Configuration mode set to text. 
Use the write memory command to save configuration changes. System configuration file set 
to: bootflash:switch.cfg
The file specified will be used for configuration during the next bootup.
Console> (enable) 

4P1j�&�Q�f�< show config mode
write

binary  �*�,�9�S  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
�C���=�]  �U�:�^�æ.3�o�Ô��� �o
�b�o�<�•

text �*�,�9�S  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
�9� �,�;  �U�:�^�æ.3�o�Ô��� �o
�b�o�<�•

nvram �;�=�ã�ú�é�&�f�H���!�X�_�o�*�Z�f�
  NVRAM �æ�p&Š�Ô�����Á�æ�0�o�Ô��
� �o�b�o�<�•

device:file-id �;�=�ã�ú�é�&�f�H���!�X�_�o�*�Z�f�Ç�p&Š�Ð�����:�C���,�é�,�è�ã�H�����^�,�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set cops
set cops
COPS �Ï(»�
.3�o�Ô���æ�ê�” set cops �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set cops server ipaddress [port] [primary ] [diff-serv | rsvp]

set cops domain-name domain_name

set cops retry-interval initial incr max

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• �c.\-�4F4Ò�é�:�H���^�;�o�ê�” initial �Ç 30 $}�” incr �Ç 30 $}�” max �Ç 5 �½�â�Ô�•

• �:�H���^�;�é�<�T���f�,�ê43�Ð�Ç  0 �é�¥�<�É�â�Ô�•

• PDP �(�o�C�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �¨�"  2 ���é  PDP �(�o�C�é�,�è�ù�Ú�ê���<�_�,�
.3�o�â�È�ù�Ô�• 1 ���
�J�\���Q�]  �(�o�C�æ.3�o�Ô����
-Ð�Ç�½���”���J�*�Z�f�â  2 ���ü�
�.���f�3�]9Ô�C�6�"���6�J9Õ PDP �(�o�C�æ.3�o�Ò�ù�Ô�•

COPS �<�T���f�,�ê�#�`�o�C�^�æ�é�ú.3�o�â�È�ù�Ô�•�&  COPS �"�\�����f�;�æ.3�o�Ô�����J�*�Z�f�ê
�½���ù�Ö���•

domain-name �é���Á�å�(�o�C�,�ã�”�`�o�^�æ�ê�¨�"  31 �¥�<�
�=�ü���Î�ã�Ç�â�È�ù�Ô�•43�¿�,�è�ê  31 
�¥�<�æ�¾��.c�ü�����ù�Ô�•�­
2�å�¥�<�ê  a :*  z�” A :*  Z�” 0 :*  9�” .�” -�”�Å���î  _ �â�Ô�•�,�è�é�55á�
��
�f�3�o�,�&��9Ô _9Õ�æ�Ô���Î�ã�ê�â�È�ù�Ö���•�,�è�é�–�'�â�ê�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ö���Ç�”-+
$��â�ê�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ô�•

server COPS �(�o�C�,�
.3�o�Ô��� �o�b�o�<�•

ipaddress �(�o�C�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
port 9Ô
›�ç9Õ�,���6�4�é�’&ï�5�ã�å���(�o�C
��é  TCP �P�o�;!ß� �•

primary 9Ô
›�ç9Õ�J�\���Q�]  �(�o�C�
�0�o�Ô��� �o�b�o�<�•

diff-serv 9Ô
›�ç9Õ�Å�Î
{�(�o�F�,�é�Ú�ü�é  COPS �(�o�C�
.3�o�Ô��� �o�b�o�<�•

rsvp 9Ô
›�ç9ÕRSVP+ �é�Ú�ü�é  COPS �(�o�C�
.3�o�Ô��� �o�b�o�<�•

domain-name 
domain_name

�,���6�4�é�<�T���f�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

retry-interval �c.\-�4F4Ò�
$}
±
Ï�â�0�o�Ô��� �o�b�o�<�•

initial �Ë�¼�2���S�����;�o�•�­
2�o�ê  0 :*  65535 $}�â�Ô�•

incr �Å�½�é�o�•�­
2�o�ê  0 :*  65535 $}�â�Ô�•

max �¨�"�2���S�����;�o�•�­
2�o�ê  0 :*  65535 $}�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set crypto key rsa
set crypto key rsa
RSA � �o  �M���
!¢�‘�Ò�á.3�o�Ô���æ�ê�” set crypto key rsa �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set crypto key rsa nbits [force]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f crypto �&�Q�f�<�ê�”�4�é���T�o�+  �2���J�
�s-��Ô���*�,�9�S�é�ú�â�(�P�o�;�Ð���ù�Ô�•

• supk9 ���T�o�+9æ cat6000-supk9.6-1-3.bin �å�ä

• supcvk9 ���T�o�+9æ cat6000-supcvk9.6-1-3.bin �å�ä

force � �o�b�o�<�
�I
��Ò�å�Æ�Þ�Ú�•�'�” set crypto key �&�Q�f�<�Ç  config �H�����^�æ�;�=�Ð���” RSA 
� �o�
�–
ð�Ô���æ�ê�” clear config all �&�Q�f�<�

ö!ª�Ô����-Ð�Ç�½���ù�Ô�•

nbits �o�ê��5Ç�â�Ô�•

SSH �`�#���f�
�(�P�o�;�Ô���æ�ê�”�¨�Ë�æ  RSA � �o  �M���
!¢�‘�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” RSA � �o�

Þ�‘�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set crypto key rsa 1024
Generating RSA keys.... [OK]
Console> (enable)

4P1j�&�Q�f�< clear crypto key rsa
show crypto key

nbits � �o�é�(���-�•�­
2�o�ê  512 :*  2048 �F�6�;�â�Ô�•

force 9Ô
›�ç9Õ� �o�
�c!¢�‘�Ò�”�â�=�é� �o�é
�� �È�é/
�T�J�`�f�J�;�

�å�Ù�Ô��� �o�b�o�<�•
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 2 2
set default portstatus
set default portstatus
�:�H���^�;�é�P�o�;  �,�9�o�2�,�
.3�o�Ô���æ�ê�” set default portstatus �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set default portstatus { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê���@�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear config all �&�Q�f�<�
�I
��Ò�Ú���”.3�o�±�Ž�Ç�–�,�Ò�Ú���Ô���ã�”�Ô�ô�á�é�P�o�;�Ç  VLAN 1 �æ
�ù�ã�ü�����ù�Ô�•�Î���æ�����”�.� �X�]�9��
��é�ç5ô�ÿ�@�6�;�b�o�"�Ç
��_�o�æ�å���ç5ô�Ç!¢�Ó���Î�ã
�Ç�½���ù�Ô�• set default portstatus �&�Q�f�<�
�I
��Ô���ã�”�P�o�;�Ç�Ô�ô�á�:���.�o�I�^  �,�9�o�;�æ
�å���”.3�o�Ç�–�,�Ò�á�¿��4F�é�;�\�H���6�"  �H�`�o�Ç�I�`�6�"�Ð���ù�Ô�•�Ø�é�•�'�ê�”�»
G�â�P�o�;
�é.3�o�
���@�o�I�^  �,�9�o�;�æ�¯�Ô�Î�ã�Ç�â�È�ù�Ô�•

�Î�é�&�Q�f�<�ê�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�;�=�Ð���ù�Ö���•

�:�H���^�;�é�P�o�;  �,�9�o�2�,�
.3�o�Ò�Ú�ß�ê�” clear config all �&�Q�f�<�
�I
��Ò�á�ý�”�:�H���^�;
�é�P�o�;  �,�9�o�2�,�Ç�"�]���Ð���ù�Ö���•

�� �4�æ�”�:�H���^�;�é�P�o�;  �,�9�o�2�,�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set default portstatus disable
 port status set to disable.
Console> (enable) 

4P1j�&�Q�f�< show default

enable �:�H���^�;�é�P�o�;  �,�9�o�2�,�
���"�9���I
{�Ô��� �o�b�o�<

disable �:�H���^�;�é�P�o�;  �,�9�o�2�,�
5V���"�9���I
{�Ô��� �o�b�o�<
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set dot1q-all-tagged
set dot1q-all-tagged
�â�=�é�Ô�ô�á�é  dot1q �;�\�f�"�Å���î�Â�Ò�¿  dot1q �;�\�f�"�
  dot1q-only �U�o�<�æ���•�Ô���æ�ê�” set 
dot1q-all-tagged �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set dot1q-all-tagged enable | disable [all]

�t�¥�é.‘�ÿ

�:�H���^�; 802.1Q �2�!�f�#�Ï(»�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f dot1q-tagged-only �
���@�o�I�^�æ�Ô���ã�”�Ô�ô�á�é�:�o�2  �D�$�6�;�Ç�2�#
ƒ�È�â1M�>�Ð���”�Ô�ô�á�é  
802.1Q �;�\�f�"�â�2�#�å�Ò�â���>�Ð���Ô�ô�á�é�:�o�2  �D�$�6�;�Ç�<�`�6�J�Ð���ù�Ô�•

dot1q-tagged-only �U�o�<�Ç���@�o�I�^�æ�å���ù�â�”�P�o�;
��â  dot1q �;�f�@�]�f�#  �U�o�<�
���@�o�I
�^�æ�â�È�ù�Ö���•

�,���6�4
��é�Ô�ô�á�é�P�o�;�â  dot1q �;�f�@�]�f�#�Ç���@�o�I�^�æ�å���ù�â�”�Ø�é�,���6�4
��â  
dot1q-tagged-only �U�o�<�
�:���.�o�I�^�æ�â�È�ù�Ö���•

���J�*�Z�f�é  all � �o�b�o�<�ê�(�P�o�;�Ð���ù�Ö���•

9Ô�H9Õ PBF �ê�” 802.1Q �;�f�@�^  �;�\�H���6�"�â�ê�Ï(»�Ò�ù�Ö���• PBF �ê�_���W  3 IP �Y�>� �V�,�;  �;�\
�H���6�"�â�ê�(�P�o�;�Ð���á�¿�ù�Ô�Ç�”�_���W  2 �;�\�H���6�"�æ�ê1¡!ª�Ð���ù�Ö���•
�4F9Ô PBF9Õ
�,���6�4�â�ê�” 802.1Q �;�f�@�^  �;�\�H���6�"�ê�Ô�ô�á�_���W  2 �;�\�H���6�"�ã-×�å�Ò�ù�Ô�•

�� �4�é���â�ê�” dot1q �2�!�f�#�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set dot1q-all-tagged enable
Dot1q tagging is enabled
Console> (enable)

�4�é���â�ê�” dot1q �2�!�f�#�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set dot1q-all-tagged disable
Dot1q tagging is disabled
Console> (enable)

enable dot1q-tagged-only �U�o�<�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable dot1q-tagged-only �U�o�<�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

all 9Ô
›�ç9Õ�Ô�ô�á�é�P�o�;�æ  dot1q �2�!�f�#�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set dot1x
set dot1x
�*�,�9�S
��â  dot1x �
.3�o�Ô���æ�ê�” set dot1x �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set dot1x system-auth-control { enable | disable}

set dot1x { quiet-period | tx-period | re-authperiod} seconds

set dot1x { supp-timeout | server-timeout} seconds

set dot1x max-req count

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�4�é�ã�Å���â�Ô�•

• system-auth-control �ê���@�o�I�^

• quiet-period �ê  60 $}

• tx-period �ê  30 $}

• re-authperiod �ê  3600 $}

• supp-timeout �ê  30 $}

• server-timeout �ê  30 $}

• max-req count �ê  2 

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

system-auth-control �*�,�9�S�é.z.=�
�0�o�Ô��� �o�b�o�<�•

enable �0�o�Ð���Ú  dot1x �Ï(»�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �0�o�Ð���Ú  dot1x �Ï(»�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

quiet-period seconds .z.=.\-�4F�é�����<�^�(4F�
�0�o�Ô��� �o�b�o�<�•�­
2�o�ê  0 :*  
65535 $}�â�Ô�•

tx-period seconds EAP-Request/Identity �H�_�o�S�é�c1M�>�é�(4F�
�0�o�Ô��� �o�b�o
�<�•�­
2�o�ê  0 :*  65535$}�â�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<
�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

re-authperiod seconds �c.z.=�(4F�é�c1M�>�é�(4F�o�™�
�0�o�Ô��� �o�b�o�<�ã���™�•�­
2�o
�ê  1 :*  65535$}�â�Ô�•

supp-timeout seconds EAP-Request �D�$�6�;�é�c1M�>�é�(4F�o�™�
�0�o�Ô��� �o�b�o�<�ã��
�™�•�­
2�o�ê  0 :*  65535$}�â�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<
�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

server-timeout 
seconds

�C�6�"���f�<�é���o�.�f�9���$�o�2�æ����.z.=�(�o�C�ó�é�D�$�6�;�é
�c1M�>�é�(4F�o�™�
�0�o�Ô��� �o�b�o�<�ã���™�•�­
2�o�ê  1 :*  
65535$}�â�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò
�á�Ê�Û�Ð�¿�•

max-req count �,�9�o�;  �Q�*�f�Ç.z.=�.�6�*�Z�f�
�2���S�����;�Ô���ù�â�æ�”�,
�9�o�;  �Q�*�f�Ç�(�J�]���f�;�æ  EAP-Request �H�_�o�S�
�c1M�>�Ô��
�¨�"�Á�™�
�0�o�Ô��� �o�b�o�<�ã���™�•�­
2�å�o�ê�” 1 :*  10 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set enablepass
set enablepass
CLI �é $�­�_�L�^�é�D�,�b�o�<�
���•�Ô���æ�ê�” set enablepass �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set enablepass

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;.3�o�â�ê�”�­
2�å�D�,�b�o�<�Ç.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �D�,�b�o�<�â�ê�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���” 0 :*  19 �¥�<�é43�Ð�â�”�,�M�o�,�

ö!ª�â�È�ù�Ô�•

���¿�D�,�b�o�<�
-Ð�Þ�Ô���&�Q�f�<  �J�`�f�J�;�Ç-+$��Ð���ù�Ô�•�I
��Ò�Ú�D�,�b�o�<�Ç�­
2�å�•�'�”
�Â�Ò�¿�D�,�b�o�<�é�I
��
-Ð�Þ�Ô���J�`�f�J�;�ã�”�Â�Ò�¿�D�,�b�o�<�é#Õ.z�
-Ð�Þ�Ô���J�`�f�J�;�Ç-+
$��Ð���ù�Ô�•

�� �4�æ�”�Â�Ò�¿�D�,�b�o�<�

Þ�‘�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set enablepass
Enter old password: <old_password>
Enter new password: <new_password>
Retype new password: <new_password>
Password changed.
Console> (enable)

4P1j�&�Q�f�< enable
set password
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set errdisable-timeout
set errdisable-timeout 
errdisable �,�9�o�;�é�P�o�;�
)D
G"›�æ�c�2���@�o�I�^�æ�Ô���2���S�����;�
.3�o�Ô���æ�ê�” set 
errdisable-timeout �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set errdisable-timeout { enable | disable} { reason}

set errdisable-timeout interval { interval}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” errdisable �,�9�o�;�é�Ô�ô�á�é!�!±�Ç�#�`�o�C�^�æ�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•��
�@�o�I�^�å!�!±�Ç�å�¿�•�'�ê�”�2���Q�o�Ç�—�[�Ò�ù�Ô�•

�:�H���^�;�é  interval �ê  300 $}�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f errdisable �2���S�����;�Ï(»�

ö!ª�Ô���ã�”�P�o�;�â�é  errdisable �,�9�o�;�é�2���S�����;�¼4F�
.3�o
�â�È�ù�Ô�•�Î�é�Ï(»�Ç���@�o�I�^�æ�å�Þ�á�¿���•�'�”�2���S�����;  ���f�2�o�C�^�Ç&»1Š�Ò�Ú�ß�”�P�o
�;�Ç)D
G"›�æ�c�2���@�o�I�^�æ�å���ù�Ô�•

�P�o�;�Ç  errdisable �,�9�o�;�æ�å��!�!±�æ�ê�”�4�é�ý�é�Ç�½���ù�Ô9Ô�Î�����ê�” set errdisable-timeout 
enable �&�Q�f�<�é.3�o���J�*�Z�f�ã�Ò�á-+$��Ð���ù�Ô9Õ �•

•      Channel misconfiguration9Ô�4�V�@�^�é.3�o�R�,9Õ

•      Duplex mismatch9Ô�:�X�J�_�6�"�,  �U�o�<�Ç
�	û)L9Õ

•      BPDU port-guard9ÔBPDU �P�o�;  ���o�<9Õ

•      UDLD 

•      Other9Ô
�.%
•���é
Ú�Ã9Õ

•      All9Ô�½������
Ú�Ã�æ  errdisable �2���S�����;�
1¡!ª9Õ


�.%�é�Ø���Ù���é
Ú�Ã�æ�ß�¿�á�” errdisable �2���S�����;�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ.3�o�â�È
�ù�Ô�•�¨�Ë�é  4 �ß
•���é
Ú�Ã�â  errdisable �,�9�o�;�æ�å�Þ�á�¿���P�o�;�Ç�Ÿ other� �ã-×�å�Ð���ù�Ô�•
other �
�0�o�Ò�Ú�•�'�” �¨�Ë�é  4 �ß
•���é
Ú�Ã�æ���Þ�á  errdisable �,�9�o�;�æ�å�Þ�Ú�Ô�ô�á�é�P�o�;�â�”
errdisable �2���S�����;�Ç���@�o�I�^�æ�å���ù�Ô�• �Ÿall� �
�0�o�Ò�Ú�•�'�”�½������
Ú�Ã�â  errdisable �,
�9�o�;�æ�å�Þ�á�¿���Ô�ô�á�é�P�o�;�â�” errdisable �2���S�����;�Ç���@�o�I�^�æ�å���ù�Ô�•

enable errdisable �2���S�����;�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable errdisable �2���S�����;�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

reason �P�o�;�Ç  errdisable �,�9�o�;�æ�å�Þ�á�¿��!�!±�•�­
2�o�ê  bpdu-guard�”
channel-misconfig�” duplex-mismatch�” udld�” other�”�Å���î  all �â�Ô�•

interval  
interval

�2���S�����;  ���f�2�o�C�^�•�­
2�o�ê  30 :*  86400 $}�â�Ô9Ô30 $}:*  24 �(4F9Õ�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set errordetection
set errordetection
�Ð�ù�Ñ�ù�å���\�o���´�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set errordetection �&�Q�f�<  �.�6
�;�

ö!ª�Ò�ù�Ô�•

set errordetection inband enable | disable

set errordetection memory enable | disable

set errordetection portcounters enable | disable

set errordetection packet-buffer { errdisable | powercycle}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• �ê�^�]���\�o���´�Ç���@�o�I�^�•

• �P�o�;�é�����f�2  ���\�o���´�Ç���@�o�I�^�•

• �T�U�]  ���\�o���´�Ç���@�o�I�^�•

• �D�$�6�;  �C�6�H��  ���\�o���´�ê  errdisable �æ.3�o�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set errordetection �&�Q�f�<�ê�,���6�4�é�U�>�2�æ�Î%��Ü�ù�Ô�•���\�o�Ç���´�Ð���Ú�•�'�”*º�Ò�¿�D
�H���o�Q�f�,�é
Ð
��Ç"’!¢�Ô���è�æ�” Syslog �T�6�.�o�+�æ���Þ�á�ç5ô�Ç!¢�Ó�á�¿���Î�ã�Ç1b#n�Ð���ù
�Ô�•�4�æ���
$��Ò�ù�Ô�•

• set errordetection inband9æ�ê�^�]�é4Ú�‚"’!¢�é�2���J9Ô�ê�^�]�,�2�6�"�”�]�0�o�,  ���\�o�”/à
G
�(�é�ê�^�]4Ú�‚�å�ä9Õ�Ç-+$��Ð���ù�Ô�•

inband �ê�^�]9Ô sc09Õ���f�2�o�H�����,�â���\�o�
���´�Ô��� �o�b�o�<�•

enable �0�o�Ð���Ú���\�o���´�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �0�o�Ð���Ú���\�o���´�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

memory �T�U�]#•�Ê�
���´�Ô��� �o�b�o�<�•

portcounters �P�o�;�é�����f�2�
�U�>�2�Ò�”�P�o�]�f�#�Ô��� �o�b�o�<�•

packet-buffer �D�$�6�;  �C�6�H��  �T�U�]  ���\�o�
�£!��Ô��� �o�b�o�<�•.f&¦�æ�ß
�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

errdisable �D�$�6�;  �C�6�H��  �T�U�]  ���\�o�Ç"’!¢�Ò�á�¿���P�o�;�
  
errdisable �,�9�o�;�æ�Ô��� �o�b�o�<�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
�
�é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

powercycle �D�$�6�;  �C�6�H��  �T�U�]  ���\�o�Ç"’!¢�Ò�á�¿���U�+�X�o�^�é5��.
�
�c�é�I�Ô��� �o�b�o�<�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\��
�f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set feature agg-link-partner
set feature agg-link-partner
���#�_�6�*�I  �]�f�"  �D�o�;�=�o�Ï(»�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set feature 
agg-link-partner  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set feature agg-link-partner { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”���#�_�6�*�I  �]�f�"  �D�o�;�=�o�Ï(»�Ç�#�`�o�C�^�æ�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�Ï(»�
���@�o�I�^�æ�Ô���ã�”���#�_�6�*�I  �]�f�"  �D�o�;�=�o�â1Š�þ�å-#$í�Ç"’!¢�Ô����(»�H�Ç
Ð

��Ò�ù�Ô�• 1Š�þ�å-#$í�Ç�½���ã�” 1Š�þ�å���\���T�f�;  ���\�o�Å���î�\�f�;�Ç"’!¢�Ô����(»�H�Ç�½���ù�Ô�•

���#�_�6�*�I  �]�f�"  �D�o�;�=�o�Ï(»�ê�”
¨
Q2€  10/100 �P�o�;�é�ú�â
G
Þ�Ò�ù�Ô�•

set feature agg-link-partner �&�Q�f�<�ê�#�`�o�C�^  �&�Q�f�<�â�½���Ú�ü�”�Î�é�Ï(»�
���@�o�I�^�ù�Ú
�ê�:���.�o�I�^�æ�Ô���ã�”�*�V�o�*�]�é4P1j�Ô���Ô�ô�á�é�U�+�X�o�^�Ç���@�o�I�^�ù�Ú�ê�:���.�o�I�^
�æ�å���ù�Ô�•

�� �4�é���â�ê�”���#�_�6�*�I  �]�f�"  �D�o�;�=�o�Ï(»�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set feature agg-link-partner enable
Aggressive link partner feature enabled.
Console> (enable)

�4�é���â�ê�”���#�_�6�*�I  �]�f�"  �D�o�;�=�o�Ï(»�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set feature agg-link-partner disable
Aggressive link partner feature disabled.
Console> (enable)

enable ���#�_�6�*�I  �]�f�"  �D�o�;�=�o�Ï(»�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable ���#�_�6�*�I  �]�f�"  �D�o�;�=�o�Ï(»�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set feature mdg
set feature mdg
-„�™�:�H���^�;  �%�o�;�������Ï(»�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set feature mdg �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set feature mdg { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f -„�™�:�H���^�;  �%�o�;�������Ï(»�
���@�o�I�^�æ�Ò�Ú�•�'�” Catalyst 6000 �H���R�]  �,���6�4�Ç  10 $}4F
4Ò�â�:�H���^�;  �%�o�;�������ó�é  ping �
�s-��Ò�”�%�o�;�������Ç
ö!ª��(»�â�½���Î�ã�
#Õ.z�Ò�ù�Ô�•

�� �4�é���â�ê�”-„�™�:�H���^�;  �%�o�;�������Ï(»�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set feature mdg enable
Multiple  Gateway feature enabled.
Console> (enable)

�4�é���â�ê�”-„�™�:�H���^�;  �%�o�;�������Ï(»�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set feature mdg disable
Multiple  Gateway feature disabled.
Console> (enable)

enable -„�™�:�H���^�;  �%�o�;�������
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable -„�™�:�H���^�;  �%�o�;�������
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set garp timer
set garp timer
join�” leave�”�Å���î  leaveall �é�&�2���Q�o�é�o�
.ž�›�Ô���æ�ê�” set garp timer �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set garp timer { timer_type} { timer_value}

�t�¥�é.‘�ÿ

�:�H���^�; join �2���Q�o�é�:�H���^�;�ê  200 ms�” leave �2���Q�o�é�:�H���^�;�ê  600 ms�” leaveall �2���Q�o�é�:
�H���^�;�ê  10000 ms �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ���•�Ð���Ú�2���Q�o�o�ê�Ô�ô�á�é  GARP ���J�]�$�o�*�Z�f9Ô�Ú�ã�Ã�ë�” GMRP �Å���î  GVRP9Õ�é�2��
�Q�o�o�æ1¡!ª�Ð���ù�Ô�•

�Ð�ù�Ñ�ù�å�2���Q�o�o�æ�»�Ò�á�”�4�é 4P�%�
&ý�,�Ô����-Ð�Ç�½���ù�Ô�•

• leave �é�(4F�ê�” join �é�(4F�é  3 �Z
•
��æ�Ô����-Ð�Ç�½���ù�Ô�•

• leaveall �é�(4F�ê�” leave �é�(4F�����ý43�Ê�Ô����-Ð�Ç�½���ù�Ô�•

�H�ç �_���W 2 �æ�’&ï�Ð���Ú�Ô�ô�á�é�:�C���,�â�+�Ó  GARP ���J�]�$�o�*�Z�f9Ô�Ú�ã�Ã�ë�” GMRP �Å��
�î  GVRP9Õ�2���Q�o�o�
.3�o�Ò�ù�Ô�•�_���W 2 �æ�’&ï�Ð���Ú�:�C���,4F�â!ã�å��  GARP �2���Q�o
�Ç.3�o�Ð���á�¿���•�'�” GARP ���J�]�$�o�*�Z�f�Ç�\�ñ�æ
G
Þ�Ò�ù�Ö���•

�� �4�æ�”�Ô�ô�á�é  VLAN 
��é�Ô�ô�á�é�P�o�;�â  join �2���Q�o�o�
  100 ms �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set garp timer join 100
GMRP/GARP Join timer value is set to 100 milliseconds.
Console> (enable)

�4�æ�”�Ô�ô�á�é  VLAN 
��é�Ô�ô�á�é�P�o�;�â  leave �2���Q�o�o�
  300 ms �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set garp timer leave 300
GMRP/GARP Leave timer value is set to 300 milliseconds.
Console> (enable)

4P1j�&�Q�f�< set gmrp timer
set gvrp timer
show garp timer

timer_type �2���Q�o�é�2���J�•�­
2�o�ê  join �” leave�” �Å���î  leaveall �â�Ô�•

timer_value �2���Q�o�é�o9Ô�R�]$}
±
Ï9Õ �•�0�o�â�È���o�ê�” 1 :*  2147483647 �R�]$}�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gmrp
set gmrp
�Ô�ô�á�é�P�o�;�é�Ô�ô�á�é  VLAN �é�,���6�4�â  GMRP �
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�”
set gmrp �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set gmrp { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â)D
G  GMRP �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f IGMP �,�?�o�G�f�#�Ç�Ô�â�æ���@�o�I�^�æ�å�Þ�á�¿���•�'�ê�” GMRP �
���@�o�I�^�æ�â�È�ù�Ö���•

�� �4�é���â�ê�”�,���6�4
��â  GMRP �
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set gmrp enable
GMRP is enabled.
Console> (enable)

�4�æ�”�,���6�4
��â  GMRP �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gmrp disable
GMRP is disabled.
Console> (enable)

�4�æ�” IGMP �Ç���@�o�I�^�æ�å�Þ�á�¿���,���6�4
��â  GMRP �
���@�o�I�^�æ�Ò���Á�ã�Ò�Ú�•�'�é-+$�
���
$��Ò�ù�Ô�•

Console> (enable) set gmrp enable
Disable IGMP to enable GMRP snooping feature.
Console> (enable)

4P1j�&�Q�f�< show gmrp configuration

enable �,���6�4
��â  GMRP �
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �,���6�4
��â  GMRP �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gmrp fwdall
set gmrp fwdall
�0�o�Ð���Ú�P�o�;�ù�Ú�ê�U�+�X�o�^�Å���î�P�o�;  �]�,�;�â  Forward All �Ï(»�
���@�o�I�^�ù�Ú�ê�:��
�.�o�I�^�æ�Ô���æ�ê�” set gmrp fwdall �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set gmrp fwdall { enable | disable}  mod/port...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Ô�ô�á�é�P�o�;�â  Forward All �Ï(»�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Forward All �ê�”�Ô�ô�á�é�Q�^�4� �V�,�;  �#�^�o�J�æ�»�Ô���Ô�ô�á�é�;�\�H���6�"�
�Ø�é�P�o�;�â���>
�Ô���Î�ã�
-+�Ò�ù�Ô�•

�P�o�;�Ç�;�\�f� �f�#�é�•�'�”�Î�é�Ï(»�Ç�P�o�;
��é�Ô�ô�á�é  VLAN �æ1¡!ª�Ð���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  5�”�P�o�;  5 
��â  GMRP Forward All �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gmrp fwdall enable 5/5
GMRP Forward All groups option enabled on port(s) 5/5.
Console> (enable)

�4�æ�”�U�+�X�o�^  3�”�P�o�;  2 
��â  GMRP Forward All �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set gmrp service fwdall disable 3/2
GMRP Forward All groups option disabled on port(s) 3/2.
Console> (enable)

4P1j�&�Q�f�< show gmrp configuration

enable �0�o�Ð���Ú�P�o�;�â  GMRP Forward All �
���@�o�I�^�æ�Ô��� �o
�b�o�<�•

disable �0�o�Ð���Ú�P�o�;�â  GMRP Forward All �
�:���.�o�I�^�æ�Ô��
� �o�b�o�<�•

mod/port... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gmrp registration
set gmrp registration
GMRP "“3s�2���J�
�0�o�Ô���æ�ê�” set gmrp registration �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set gmrp registration { normal | fixed | forbidden} mod/port...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é%¤!��Ù�î�ê  normal �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Ø�é�P�o�;�é�Q�^�4� �V�,�;  �#�^�o�J�é"“3s�
.�4°�Ô���æ�ê�”�P�o�;�
  normal "“3s�U�o�<�æ�¯�Ô��
-Ð�Ç�½���ù�Ô�•

GMRP �â�ê�”�,���6�4�K
Õ�â�'.�  3072 �é�Q�^�4� �V�,�;  ���<�_�,�Ç�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  3�”�P�o�;  3 �â"“3s�2���J�
  fixed �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gmrp registration fixed 3/3
GMRP Registration is set to Fixed for port(s) 3/3.
Console> (enable)

�4�æ�”�U�+�X�o�^  1�”�P�o�;  1 �â"“3s�2���J�
  forbidden �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gmrp registration forbidden 1/1
GMRP Registration is set to Forbidden for port(s) 1/1.
Console> (enable)

4P1j�&�Q�f�< show gmrp configuration

normal �P�o�;
��â�3���=�R�6�"�å  GMRP �Q�^�4� �V�,�;�é"“3s�Å���î"“3s.�4°�
�0�o�Ô��
� �o�b�o�<�•

fixed �,���6�4�æ û�÷"“3s�Ð���á�¿���Q�^�4� �V�,�;  �#�^�o�J�
�P�o�;�Ç1¡!ª�Ð�����Î�ã
�
�0�o�Ô��� �o�b�o�<�•�Ø�é�ß�é"“3s�ù�Ú�ê"“3s.�4°�ê�P�o�;�æ
û���Ð���ù�Ö���•
�P�o�;
��â"“3s�Ð���Ú�Q�^�4� �V�,�;  �#�^�o�J�Ç  GARP �2���Q�o�æ�n�à�¿�á"“3s.�
4°�Ð�����Î�ã�ê�½���ù�Ö���•

forbidden �Ô�ô�á�é  GMRP �Q�^�4� �V�,�;�Ç"“3s.�4°�Ð���”�P�o�;
��â�é�Ø�é�ß�é  GMRP �Q
�^�4� �V�,�;"“3s�
�Á1±�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•

mod/port... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gmrp timer
set gmrp timer
join�” leave�” �Å���î  leaveall �é�&�2���Q�o�é�o�
.ž�›�Ô���æ�ê�” set gmrp timer �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set gmrp timer { timer_type} { timer_value} 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” join �2���Q�o�ê  200 ms�” leave �2���Q�o�ê  600 ms�” leaveall �2���Q�o�ê  10000 ms �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Ð�ù�Ñ�ù�å�2���Q�o�o�æ�»�Ò�á�”�4�é 4P�%�
&ý�,�Ô����-Ð�Ç�½���ù�Ô�•

• leave �é�(4F�ê�” join �é�(4F�é  3 �Z
•
��æ�Ô����-Ð�Ç�½���ù�Ô�•

• leaveall �é�(4F�ê�” leave �é�(4F�����ý43�Ê�Ô����-Ð�Ç�½���ù�Ô�•

�H�ç �_���W 2 �æ�’&ï�Ð���Ú�Ô�ô�á�é�:�C���,�â�+�Ó  GARP ���J�]�$�o�*�Z�f9Ô�Ú�ã�Ã�ë�” GMRP �Å��
�î  GVRP9Õ�2���Q�o�o�
.3�o�Ò�ù�Ô�•�_���W 2 �æ�’&ï�Ð���Ú�:�C���,4F�â!ã�å��  GARP �2���Q�o
�Ç.3�o�Ð���á�¿���•�'�” GARP ���J�]�$�o�*�Z�f�Ç�\�ñ�æ
G
Þ�Ò�ù�Ö���•

9Ô�H9Õ ���•�Ð���Ú�2���Q�o�o�ê�Ô�ô�á�é  GARP ���J�]�$�o�*�Z�f9Ô�Ú�ã�Ã�ë�” GMRP �Å���î  GVRP9Õ�é
�2���Q�o�o�æ1¡!ª�Ð���ù�Ô�•

�� �4�æ�”�Ô�ô�á�é  VLAN 
��é�Ô�ô�á�é�P�o�;�â  join �2���Q�o�o�
  100 ms �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set gmrp timer join 100
GARP Join timer value is set to 100 milliseconds.
Console> (enable)

�4�æ�”�Ô�ô�á�é  VLAN 
��é�Ô�ô�á�é�P�o�;�â  leave �2���Q�o�o�
  300 ms �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set gmrp timer leave 300
GARP Leave timer value is set to 300 milliseconds.
Console> (enable)

timer_type �2���Q�o�é�2���J�•�­
2�o�ê  join �” leave�” �Å���î  leaveall �â�Ô�•

timer_value �2���Q�o�é�o9Ô�R�]$}
±
Ï9Õ �•�0�o�â�È���o�ê�” 1 :*  2147483647 
�R�]$}�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gvrp
set gvrp
�,���6�4
��â�#�`�o�C�^�æ�”�ù�Ú�ê�P�o�;�Ï�ã�æ  GVRP �
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�”
set gvrp �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set gvrp { enable | disable} [ mod/port]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” GVRP �Ç�#�`�o�C�^�æ�:���.�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VTP �J�^�o�>�f�#�
���@�o�I�^�æ�Ô���ã�” GVRP �Ç�:���.�o�I�^�æ�å�Þ�á�¿���Ô�ô�á�é�;�\�f�"�â  
VTP �J�^�o�>�f�#�Ç
G
Þ�Ò�ù�Ô�•

�;�\�f�"
��â  GVRP �
�s-��Ô���æ�ê�” GVRP �
�,���6�4
��â�#�`�o�C�^�æ���@�o�I�^�æ�Ô���ã�ã�ý�æ�”
�;�\�f�"
��â�X�˜�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�,���6�4
��â  GVRP �
�#�`�o�C�^�æ���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gvrp enable
GVRP enabled.
Console> (enable) 

�4�æ�” GVRP �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gvrp disable
GVRP disabled.
Console> (enable) 

�4�æ�”�U�+�X�o�^  2�”�P�o�;  1 
��â  GVRP �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gvrp enable 2/1
GVRP enabled on port 2/1.
Console> (enable) 

4P1j�&�Q�f�< show gmrp timer
show gvrp configuration
set gvrp timer
set garp timer

enable �,���6�4
��â  GVRP �
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �,���6�4
��â  GVRP �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

mod/port 9Ô
›�ç9Õ�U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gvrp applicant
set gvrp applicant
�I�`�6�"�Ò�á�¿���P�o�;
•���â  VLAN �Ç�u.��Ð���á�¿���Æ�ä�Á�Æ�
�0�o�Ô���æ�ê�” set gvrp applicant 
�&�Q�f�<�
�0�o�Ò�ù�Ô�•

set gvrp applicant { normal | active} { mod/port...}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” GVRP applicant �Ç normal �æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �;�\�f�"
��â  GVRP �
�s-��Ô���æ�ê�” GVRP �
�,���6�4
��â�#�`�o�C�^�æ���@�o�I�^�æ�Ô���ã�ã�ý�æ�”
�;�\�f�"
��â�X�˜�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

VLAN �U�o�<�Ï�ã�é  STP �Ç�(�P�o�;�Ð���å�¿�:�C���,�æ�’&ï�Ð���Ú�:�C���,
��é�P�o�;�â�ê�”�P�o�;
 A���Ç  blocking �Æ��  listening �ÿ  learning �æ��
{�Ò�” blocking �æ�¯���ã�¿�Á�(���"�^�Ç1j&ï�Ô���Î�ã�Ç
�½���ù�Ô�•�Î���
4•�[�Ô���æ�ê�” GVRP VLAN �u.��
1M�>�Ô���P�o�;�â�”�Ø�é�P�o�;�Ç  STP blocking 
�,�9�o�;�é�ã�È�æ  set gvrp applicant active mod/port... �&�Q�f�<�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�0�o�Ð���Ú�I�`�6�"�Ò�á�¿���P�o�;
•���â���"�9���I�å�Ô�ô�á�é  VLAN �é�u.��
�•�Ù�Ô�����

$��Ò�ù�Ô�• �•

Console> (enable) set gvrp applicant active 4/2-3,4/9-10,4/12-24
Applicant was set to active on port(s) 4/2-3,4/9-10,4/12-24.
Console> (enable) 

�4�æ�”�0�o�Ð���Ú�I�`�6�"�Ò�á�¿���P�o�;
•���é�Ô�ô�á�é  VLAN �é�u.��
.5���Ò�å�¿���
$��Ò�ù�Ô�• �•

Console> (enable) set gvrp applicant normal 4/2-3,4/9-10,4/12-24
Applicant was set to normal on port(s) 4/2-3,4/9-10,4/12-24.
Console> (enable) 

4P1j�&�Q�f�< show gvrp configuration

normal �I�`�6�"�Ò�á�¿���P�o�;
•���â  VLAN �
�u.��â�È�å�¿���Á�æ�Ô��� �o�b�o�<�•

active �I�`�6�"�Ò�á�¿���P�o�;
•���â���"�9���I�å�Ô�ô�á�é  VLAN �é�u.��
�•�Ù�Ô
��� �o�b�o�<�•

mod/port.. �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gvrp dynamic-vlan-creation
set gvrp dynamic-vlan-creation
�3���=�R�6�"  VLAN �é
Þ�‘�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set gvrp 
dynamic-vlan-creation �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set gvrp dynamic-vlan-creation { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�3���=�R�6�"  VLAN �é
Þ�‘�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �3���=�R�6�"  VLAN �é
Þ�‘�ê�” VTP �Ç�;�\�f�,�M���_�f�;  �U�o�<�â�”�,���6�4�æ  ISL �;�\�f�"�Ç�=�÷
�Ò�á�¿�å�¿�•�'�æ�é�ú���@�o�I�^�æ�â�È�ù�Ô�•

�Î�é�Ï(»�ê�” GVRP �â.3�o�Ð���á�¿�å�¿  802.1Q �;�\�f�"�Ç�=�÷�Ò�á�¿���•�'�æ�ê
ö!ª�â�È�ù�Ö���•

�� �4�æ�”�3���=�R�6�"  VLAN �é
Þ�‘�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gvrp dynamic-vlan-creation enable
Dynamic VLAN creation enabled.
Console> (enable)

�4�æ�” VTP �Ç�;�\�f�,�M���_�f�;  �U�o�<�â�ê�å�¿�ã�È�æ�”�3���=�R�6�"  VLAN �é
Þ�‘�
���@�o�I�^�æ
�Ò���Á�ã�Ò�Ú�•�'�é�´
����
$��Ò�ù�Ô�•

Console> (enable) set gvrp dynamic-vlan-creation enable
VTP has to be in TRANSPARENT mode to enable this feature.
Console> (enable)

�4�æ�”�3���=�R�6�"  VLAN �é
Þ�‘�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set gvrp dynamic-vlan-creation disable
Dynamic VLAN creation disabled.
Console> (enable)

4P1j�&�Q�f�< set vtp
show gvrp configuration

enable �3���=�R�6�"  VLAN �é
Þ�‘�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �3���=�R�6�"  VLAN �é
Þ�‘�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gvrp registration
set gvrp registration
"’�>�¥�é�P�o�;�é%¤!��Ù�î�
.3�o�Ò�”�;�\�f�"
��é�Ô�ô�á�é  VLAN �æ1¡!ª�Ô���æ�ê�” set gvrp 
registration �&�Q�f�<�

ö!ª�Ò�ù�Ô�• GVRP "“3s�&�Q�f�<�ê�”�P�o�;
±
Ï�â�I
��Ð���ù�Ô�•

set gvrp registration { normal | fixed | forbidden} mod/port...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é%¤!��Ù�î�ê  normal �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VLAN "“3s.�4°�
.3�o�Ô���•�'�” VLAN �â�Î�é�P�o�;�æ�’&ï�Ò�á�¿���Y�o�)�
/��Î�Ô����-Ð�Ç�½���”
VLAN �é�I�`�o�<� �V�,�;  �;�\�H���6�"�Å���î�Q�^�4� �V�,�;  �;�\�H���6�"�
�Î�é�P�o�;�æ1M�>�â�È
���Î�ã�
�,���6�4�æ1b#n�Ò�ù�Ô�•

5R"›�å  VLAN .3�o�â�ê�” mod/port... �â  GVRP �T�6�.�o�+�
���>�ù�Ú�ê�£!��Ò�å�¿�•�'�” mod/port... �Ù
�î�
  fixed �ù�Ú�ê  forbidden �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�P�o�;
��é
G"›�æ.3�o�Ð���Ú  VLAN �Ï�ã�æ�” VLAN 1 �
4°�¿�á  mod/port... �Ù�î�
  normal9Ô�:�H���^
�;9Õ�æ.3�o�Ô����-Ð�Ç�½���ù�Ô�• VLAN 1 �é  GVRP "“3s�U�o�<�ê�ñ�æ  fixed �â�”.3�o
���(»�â�Ô�•
VLAN 1 �ê�ñ�æ  GVRP �Ç���@�o�I�^�æ�å�Þ�á�¿��  802.1Q �;�\�f�"�æ���Þ�á
ö!ª�Ð���ù�Ô�•

GVRP �é
G
Þ
��ê�” set gvrp dynamic-vlan-creation enable �&�Q�f�<�Å���î  set gvrp registration 
normal �&�Q�f�<�
�I
��Ò�Ú�•�'�é�ú�” GVRP �;�\�f�"  �P�o�;�
�Æ��  VLAN �

Þ�‘�â�È�ù�Ô�•

�� �4�æ�”�U�+�X�o�^  3�”�P�o�;  7 �â%¤!��Ù�î�
  normal �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set gvrp registration normal 3/7
Registrar Administrative Control set to normal on port 3/7.
Console> (enable) 

�4�æ�”�U�+�X�o�^  5�”�P�o�;  10 �â%¤!��Ù�î�
  fixed �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set gvrp registration fixed 5/10 
Registrar Administrative Control set to fixed on Port 5/10.
Console> (enable) 

normal �P�o�;
��é�&  VLAN 9ÔVLAN 1 �
4°�Ê9Õ�é�3���=�R�6�"�å"“3s�Å
���î"“3s.�4°�
.5���æ�Ô��� �o�b�o�<�•

fixed �»
G�â�é  VLAN �é
Þ�‘�Å���î"“3s�
�(�P�o�;�Ò�” VLAN "“3s.�4°
�
4•�[�Ò�”
•�é�P�o�;�â�â#n�é�Ô�ô�á�é  VLAN �
"“3s�Ô��� �o
�b�o�<�•

forbidden �Ô�ô�á�é  VLAN 9ÔVLAN 1 �
4°�Ê9Õ�Ç�P�o�;�Æ��5R"›�æ"“3s.�4°
�Ð�����Î�ã�
�0�o�Ô��� �o�b�o�<�•

mod/port... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set gvrp timer
set gvrp timer
join�” leave�”�Å���î  leaveall �é�&�2���Q�o�é�o�
.ž�›�Ô���æ�ê�” set gvrp timer �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set gvrp timer { timer_type} { timer_value}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” join �2���Q�o�ê  200 ms�” leave �2���Q�o�ê  600 ms�” leaveall �2���Q�o�ê  10000 ms �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Ð�ù�Ñ�ù�å�2���Q�o�o�æ�»�Ò�á�”�4�é 4P�%�
&ý�,�Ô����-Ð�Ç�½���ù�Ô�•

• leave �é�(4F�ê�” join �é�(4F�é  3 �Z
•
��æ�Ô����-Ð�Ç�½���ù�Ô�•

• leaveall �é�(4F�ê�” leave �é�(4F�����ý43�Ê�Ô����-Ð�Ç�½���ù�Ô�•

�H�ç �_���W 2 �æ�’&ï�Ð���Ú�Ô�ô�á�é�:�C���,�â�+�Ó  GARP ���J�]�$�o�*�Z�f9Ô�Ú�ã�Ã�ë�” GMRP �Å��
�î  GVRP9Õ�2���Q�o�o�
.3�o�Ò�ù�Ô�•�_���W 2 �æ�’&ï�Ð���Ú�:�C���,4F�â!ã�å��  GARP �2���Q�o
�Ç.3�o�Ð���á�¿���•�'�” GARP ���J�]�$�o�*�Z�f�Ç�\�ñ�æ
G
Þ�Ò�ù�Ö���•

9Ô�H9Õ ���•�Ð���Ú�2���Q�o�o�ê�Ô�ô�á�é  GARP ���J�]�$�o�*�Z�f9Ô�Ú�ã�Ã�ë�” GMRP �Å���î  GVRP9Õ�é
�2���Q�o�o�æ1¡!ª�Ð���ù�Ô�•

�� �4�æ�”�Ô�ô�á�é  VLAN 
��é�Ô�ô�á�é�P�o�;�â  join �2���Q�o�o�
  100 ms �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set gvrp timer join 100
GVRP/GARP Join timer value is set to 100 milliseconds.
Console> (enable)

�4�æ�”�Ô�ô�á�é  VLAN 
��é�Ô�ô�á�é�P�o�;�â  leave �2���Q�o�o�
  300 ms �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set gvrp timer leave 300
GVRP/GARP Leave timer value is set to 300 milliseconds.
Console> (enable)

timer_type �2���Q�o�é�2���J�•�­
2�o�ê  join �” leave�” �Å���î  leaveall �â�Ô�•

timer_value �2���Q�o�é�o9Ô�R�]$}
±
Ï9Õ �•�0�o�â�È���o�ê�” 1 :*  2147483647 
�R�]$}�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set igmp
set igmp
�,���6�4
��â  IGMP �,�?�o�G�f�#�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set igmp �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

set igmp { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” IGMP �,�?�o�G�f�#�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f GMRP �
�s-��Ô���æ�ê�” IGMP �
�:���.�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�*�,�9�S�Ç�,�o�D�o�C���)  ���f�+�f  1 �â.3�o�Ð���á�¿���•�'�” IP MMLS �

ö!ª�Ô���æ�ê�”�,���6�4
�
�â  1 �ß�é�Q�^�4� �V�,�;  �(�o�F�,9Ô IGMP �,�?�o�G�f�#�ù�Ú�ê  GMRP9Õ�
���@�o�I�^�æ�Ô����-Ð�Ç�½
���ù�Ô�•

�� �4�æ�”�,���6�4
��â  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set igmp enable
IGMP feature for IP multicast enabled
Console> (enable)

�4�æ�”�,���6�4
��â  IGMP �,�?�o�G�f�#�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set igmp disable
IGMP Snooping is disabled.
Console> (enable)

�4�æ�” IGMP �Ç���@�o�I�^�æ�å�Þ�á�¿���,���6�4
��â  GMRP �
���@�o�I�^�æ�Ò���Á�ã�Ò�Ú�•�'�é-+$�
���
$��Ò�ù�Ô�•

Console> (enable) set igmp enable
Disable GMRP to enable IGMP snooping feature.
Console> (enable)

4P1j�&�Q�f�< clear igmp statistics
show igmp statistics
set rgmp

enable �,���6�4
��â  IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �,���6�4
��â  IGMP �,�?�o�G�f�#�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set igmp fastleave
set igmp fastleave
IGMP fastleave �£!��
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set igmp fastleave �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

set igmp fastleave {enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �Î�é�&�Q�f�<�ê�” IGMP fastleave �£!��
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�á�¿�ù�Ô�•

Console> (enable) set igmp fastleave enable
IGMP fastleave set to enable.
Warning: Can cause disconnectivity if there are more than one host joining the same group 
per access port.
Console> (enable)

�Î�é�&�Q�f�<�ê�” IGMP fastleave �£!��
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�á�¿�ù�Ô�•

Console> (enable) set igmp fastleave disable
IGMP fastleave set to disable.
Console> (enable)

4P1j�&�Q�f�< clear igmp statistics
show igmp statistics
set igmp

enable IGMP fastleave �£!��
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable IGMP fastleave �£!��
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set igmp mode
set igmp mode
IGMP �,�?�o�G�f�#  �U�o�<�
.3�o�Ô���æ�ê�” set igmp mode �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set igmp mode { igmp-only | igmp-cgmp | auto}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” IGMP �U�o�<�Ç  auto �æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �,���6�4�ê�”�@�6�;�b�o�"
��æ�=�÷�Ô���;�\�H���6�"�æ���Ó�á�”
G"›�æ  IGMP-only �U�o�<�ù�Ú�ê  
IGMP-CGMP �U�o�<�é�¿�Õ���Æ�
1¬�ï�Ò�ù�Ô�• IGMP-only �U�o�<�ê�” CGMP �:�C���,�Ç�ù�Þ�Ú�Ê�=�÷
�Ò�å�¿�@�6�;�b�o�"�â
ö!ª�Ò�ù�Ô�• IGMP-CGMP �U�o�<�ê�” IGMP �:�C���,�ã  CGMP �:�C���,�é
��Ç
�Ç�=�÷�Ô���@�6�;�b�o�"�â
ö!ª�Ò�ù�Ô�• auto �U�o�<�ê�”�U�o�<�é
G"›�,���6�4�f�#�
�u
2�æ�Ò�ù�Ô�•

�� �4�æ�” IGMP �U�o�<�
  IGMP-only �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set igmp mode igmp-only
IGMP mode set to igmp-only
Console> (enable)

�4�æ�” IGMP �U�o�<�
  auto �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set igmp mode auto
IGMP mode set to auto
Console> (enable)

4P1j�&�Q�f�< show igmp mode

igmp-only IGMP �,�?�o�G�f�#�é�ú�
�0�o�Ô��� �o�b�o�<�•

igmp-cgmp IGMP �U�o�<�ã  CGMP �U�o�<�
�0�o�Ô��� �o�b�o�<�•

auto IGMP �,�?�o�G�f�#  �U�o�<�é
G"›�,���6�4�f�#�

�� �È�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set igmp ratelimit
set igmp ratelimit
IGMP �_�o�;�Ù4¢�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���Æ�”�ù�Ú�ê  IGMP �,�?�o�G�f�#  �D�$�6�;�é
�_�o�;�Ù4¢�
.3�o�Ô���æ�ê�” set igmp ratelimit �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set igmp ratelimit { enable | disable}

set igmp ratelimit { dvmrp  | general-query | mospf1 | mospf2 | pimv2} rate

�t�¥�é.‘�ÿ

�:�H���^�; IGMP �_�o�;�Ù4¢�ê�”�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�:�H���^�;�é�_�o�;�Ù4¢�ê�4�é�ã�Å���â�Ô�•

• dvmrp  �ê  100 �D�$�6�;�•

• general-query �ê  100 �D�$�6�;�•

• mospf1 �ê  100 �D�$�6�;�•

• mospf2 �ê  100 �D�$�6�;�•

• pimv2 �ê  100 �D�$�6�;�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

enable IGMP �_�o�;�Ù4¢�
���@�o�I�^�Ò�ù�Ô�•

disable IGMP �_�o�;�Ù4¢�
�:���.�o�I�^�æ�Ò�ù�Ô�•

dvmrp Distance Vector Multicast Routing Protocol9ÔDVMRP; �:���,�2�f�,  �L�"�;�^  �Q�^
�4� �V�,�;  �^�o�9���f�#  �J�`�;�&�^9Õ�D�$�6�;�é  IGMP �_�o�;�Ù4¢�
.3�o�Ò�ù�Ô�•

general-query �â!ª�"���]�o  �D�$�6�;�é  IGMP �_�o�;�Ù4¢�
.3�o�Ò�ù�Ô�•

mospf1 Multicast Extensions of OSPF9ÔMOSPF9Õ�C�o�+�Z�f  1 �D�$�6�;�é  IGMP �_�o�;
�Ù4¢�
.3�o�Ò�ù�Ô�•

mospf2 Multicast Extensions of OSPF9ÔMOSPF9Õ�C�o�+�Z�f  2 �D�$�6�;�é  IGMP �_�o�;
�Ù4¢�
.3�o�Ò�ù�Ô�•

pimv2 Protocol Independent Multicast9ÔPIM9Õ�C�o�+�Z�f  2 �D�$�6�;�é  IGMP �_�o�;�Ù
4¢�
.3�o�Ò�ù�Ô�•

rate �_�o�;�Ù4¢�•�­
2�o�ê  30 $}�½�Ú��  1 :*  65535 �D�$�6�;�•
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set inlinepower defaultallocation
set inlinepower defaultallocation
�P�o�;�é�:�H���^�;�é5�
�
����°�á�
.3�o�Ô���æ�ê�” set inlinepower defaultallocation �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

set inlinepower defaultallocation value

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  10000 mW �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�:�H���^�;�é5�
�
����°�á�
  2000 mW �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set inlinepower defaultallocation 2000
Default inline power allocation set to 9500 mWatt per applicable port.
Console> (enable)

4P1j�&�Q�f�< show environment
show port inlinepower

value  �:�H���^�;�é5�
�
����°�á�•�­
2�o�ê  2000 :*  12500 mW �â�Ô�•
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set interface
set interface
�ê�^�]���f�2�o�H�����,�Å���î�,���6�4
��é  SLIP ���f�2�o�H�����,�
.3�o�Ô���æ�ê�” set interface �&
�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set interface { sc0 | sl0}  { up | down}

set interface sl0 slip_addr dest_addr

set interface sc0 [vlan] [ ip_addr[netmask [broadcast]]]

set interface sc0 [vlan] [ ip_addr/netmask [broadcast]]

set interface sc0 dchp { renew | release}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�” IP ���<�_�,�”�(�I�@�6�;  �Q�,�"�”�Å���î�I�`�o�<� �V�,�;  ���<�_�,�Ç  0.0.0.0 �æ
.3�o�Ð���Ú  VLAN 1 �]�é�ê�^�]���f�2�o�H�����,9Ô sc09Õ�â�Ô�• SLIP ���f�2�o�H�����,9Ô sl09Õ�é�:
�H���^�;.3�o�â�ê�” IP ���<�_�,�Å���î�I�`�o�<� �V�,�;  ���<�_�,�Ç  0.0.0.0.0 �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

sc0 �ê�^�]���f�2�o�H�����,�
�0�o�Ô��� �o�b�o�<�•

sl0 SLIP ���f�2�o�H�����,�
�0�o�Ô��� �o�b�o�<�•

up ���f�2�o�H�����,�

G
Þ A���æ�Ô��� �o�b�o�<�•

down ���f�2�o�H�����,�é
G
Þ�
�—�[�Ô��� �o�b�o�<�•

slip_addr �&�f�0�o�^  �P�o�;�é  IP ���<�_�,�•

dest_addr �&�f�0�o�^  �P�o�;�Ç�’&ï�Ð�����N�,�;�é  IP ���<�_�,�•

vlan 9Ô
›�ç9Õ���f�2�o�H�����,�æ
����°�á������  VLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å
���î  1025 :*  4094 �â�Ô�•

ip_addr 9Ô
›�ç9ÕIP ���<�_�,�•

/netmask 9Ô
›�ç9Õ�(�I�@�6�;  �Q�,�"�•

broadcast 9Ô
›�ç9Õ�I�`�o�<� �V�,�;  ���<�_�,�•

dhcp sc0 ���f�2�o�H�����,
��â  DHCP 
G
Þ�
�s-��Ô��� �o�b�o�<�•

renew DHCP-learned IP ���<�_�,�â�]�o�,�
�•�Â�Ô��� �o�b�o�<�•

release DHCP-learned IP ���<�_�,�
  DHCP IP ���<�_�,  �J�o�^�æ.��|�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip alias
set ip alias
IP ���<�_�,�é�����]���,�
1J
��Ô���æ�ê�” set ip alias �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip alias name ip_addr

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�â�ê�” 1 �ß�é  IP �����]���,9Ô 0.0.0.09Õ�Ç�:�H���^�;�ã�Ò�á.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” mercury �é  IP ���<�_�,  192.122.174.234 �é  IP �����]���,�
�o'õ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip alias mercury 192.122.174.234
IP alias added.
Console> (enable) 

4P1j�&�Q�f�< clear ip alias
show ip alias

name �o'õ�Ð���������]���,�,�•

ip_addr �o'õ�Ð���������]���,�é  IP ���<�_�,�•
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set ip dns
set ip dns
DNS �
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set ip dns �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip dns { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” DNS �Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” DNS �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip dns enable 
DNS is enabled.
Console> (enable) 

�4�æ�” DNS �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip dns disable
DNS is disabled.
Console> (enable) 

4P1j�&�Q�f�< show ip dns

enable DNS �
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable DNS �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip dns domain
set ip dns domain
�:�H���^�;�é  DNS �<�T���f�,�
.3�o�Ô���æ�ê�” set ip dns domain �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip dns domain name

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �&�Q�f�<  �\���f�â�<�T���f�,�
�0�o�Ò�Ú�•�'�”�*�,�9�S�ê�I
��Ò�Ú�N�,�;�,�é.��ÿ�
.\�ú�ù�Ô�•�I
�
�Ð���Ú�N�,�;�,�
.��ÿ�â�È�å�Æ�Þ�Ú�•�'�” set ip dns domain �&�Q�f�<�â�o'õ�Ð���Ú�:�H���^�;�é  DNS 
�<�T���f�,�Ç1J
��Ð���ù�Ô�•�Ã�è�æ�<�6�;�Ç
ƒ�¿�Ú�<�T���f�,�
�0�o�Ò�Ú�•�'�ê�” &Ø�»�<�T���f�,�â�½
���ã-×�å�Ð���ù�Ô�•

�� �4�æ�”�:�H���^�;�é  DNS �<�T���f�,�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip dns domain yow.com
 DNS domain name set to yow.com.
Console> (enable)

4P1j�&�Q�f�< clear ip dns domain
show ip dns

name  DNS �<�T���f�,�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip dns server
set ip dns server
DNS �(�o�C�é  IP ���<�_�,�
.3�o�Ô���æ�ê�” set ip dns server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip dns server ip_addr [primary ]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f DNS �@�o�S �(�o�C�
�¨�"  3 �ß.3�o�â�È�ù�Ô�•�ù�Ú�” DNS �(�o�C�
�J�\���Q�]  �(�o�C�ã�Ò�á.3�o�Ô��
�Î�ã�ý�â�È�ù�Ô�•�J�\���Q�]  �(�o�C�ê�¨�Ë�æ�–
³�Ð���ù�Ô�•�J�\���Q�]  �(�o�C�æ4Ú�‚�Ç"’!¢�Ò�Ú�•�'�”
�C�6�"���6�J  �(�o�C�æ�"���]�o�Ç1M�>�Ð���ù�Ô�•

DNS �Ç�:���.�o�I�^�é�•�'�ê�”�ÿ$�"›�å  IP ���<�_�,�
��-Ð�ã�Ô���Ô�ô�á�é�&�Q�f�<�â  IP ���<�_�,�


ö!ª�Ô���Æ�”�ù�Ú�ê�Ø�é���<�_�,�é�����]���,�
�»
G�â�o'õ�Ô����-Ð�Ç�½���ù�Ô�•�����]���,�ê  DNS 
�����ý���5�Ð���ù�Ô�•

�� �4�æ�” DNS �(�o�C�é  IP ���<�_�,�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip dns server 198.92.30.32 
198.92.30.32 added to DNS server table as primary server.

Console> (enable) set ip dns server 171.69.2.132 primary 
171.69.2.132 added to DNS server table as primary server.

Console> (enable) set ip dns server 171.69.2.143 primary 
171.69.2.143 added to DNS server table as primary server.

�4�æ�” 4 �ß
•
��é  DNS �@�o�S �(�o�C�
�C�6�"���6�J�ã�Ò�á�I
��Ò�Ú�•�'�é�´
����
$��Ò�ù�Ô�•

Console> (enable) set ip dns server 161.44.128.70
DNS server table is full. 161.44.128.70 not added to DNS server table.

4P1j�&�Q�f�< clear ip dns server
show ip dns

ip_addr DNS �(�o�C�é  IP ���<�_�,�•

primary 9Ô
›�ç9ÕDNS �(�o�C�
�J�\���Q�]  �(�o�C�ã�Ò�á.3�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip fragmentation
set ip fragmentation
FDDI �ã���o�(�@�6�;  �@�6�;�b�o�"�é4F�â�I�]�6�+�f�#�Ð����  IP �D�$�6�;�é�H�\�#�T�f�9�o�*�Z�f�

���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê  �” set ip fragmentation �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip fragmentation { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�o�â�ê�” IP �H�\�#�T�f�9�o�*�Z�f�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f IP �H�\�#�T�f�9�o�*�Z�f�Ç�:���.�o�I�^�é�•�'�”�D�$�6�;�ê�<�`�6�J�Ð���ù�Ô�•

FDDI �ã���o�(�@�6�;  �@�6�;�b�o�"�â�ê  MTU �Ç!ã�å���Î�ã�æ�H�ç�Ò�á�Ê�Û�Ð�¿�•

�� �4�æ�” IP �H�\�#�T�f�9�o�*�Z�f�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip fragmentation disable
Bridge IP fragmentation disabled.
Console> (enable)

4P1j�&�Q�f�< show ip route

enable FDDI �ã���o�(�@�6�;  �@�6�;�b�o�"�é4F�â�I�]�6�+�f�#�Ð����  IP �D
�$�6�;�é�H�\�#�T�f�9�o�*�Z�f�
.5���Ô��� �o�b�o�<�•

disable FDDI �ã���o�(�@�6�;  �@�6�;�b�o�"�é4F�â�I�]�6�+�f�#�Ð����  IP �D
�$�6�;�é�H�\�#�T�f�9�o�*�Z�f�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip http port
set ip http port
HTTP �(�o�C�é  TCP �P�o�;!ß� �
.3�o�Ô���æ�ê�” set ip http port �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip http port { default | port-number}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  TCP �P�o�;!ß� �ê  80 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” IP HTTP �P�o�;�
�:�H���^�;�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip http port default  
HTTP TCP port number is set to 80.
Console> (enable)

�4�æ�” IP HTTP �P�o�;!ß� �
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip http port 2398  
HTTP TCP port number is set to 2398.
Console> (enable)  

4P1j�&�Q�f�< set ip http server
show ip http

default HTTP �(�o�C�é�:�H���^�;�é�P�o�;!ß� 9Ô 809Õ�
�0�o�Ô��� �o�b�o�<�•

port-number HTTP �(�o�C�é  TCP �P�o�;!ß� �•�­
2�o�ê  1 :*  65535 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip http server
set ip http server
HTTP �(�o�C�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set ip http server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip http server { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” HTTP �(�o�C�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” HTTP �(�o�C�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip http server enable
HTTP server is enabled.
Console> (enable)

�4�æ�” HTTP �(�o�C�é���@�o�I�^  �&�Q�f�<�Ç�(�P�o�;�Ð���å�¿�•�'�é�*�,�9�S�é��%u�
$��Ò�ù�Ô�•

Console> (enable) set ip http server enable
Feature not supported.
Console> (enable)

�4�æ�” HTTP �(�o�C�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip http server disable
HTTP server disabled.
Console> (enable) 

4P1j�&�Q�f�< set ip http port
show ip http

enable HTTP �(�o�C�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable HTTP �(�o�C�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip permit
set ip permit
IP .5���]�,�;�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�á�” IP .5���]�,�;�æ1J
��Ð����  IP ���<�_�,�
�0�o
�Ô���æ�ê�” set ip permit �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set ip permit { enable | disable}

set ip permit { enable | disable} [ telnet | ssh | snmp] 

set ip permit addr [mask] [ telnet | ssh | snmp | all] 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” IP .5���]�,�;�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VACL �

ö!ª�Ò�á  IP .5���]�,�;�é�+�Ó�Ï(»�

ö!ª�Ô���Î�ã�ý�â�È�ù�Ô�• VACL �ê�B�o�<������9Ô PFC9Õ
�æ���Þ�á5V�ñ�æ7�1f�æ�£!��Ð���ù�Ô�• VACL �é.3�o�±�Ž�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software 
Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

.5���]�,�;�æ�ê�¨�"  100 �é���f�;�]�
.3�o�â�È�ù�Ô�• IP .5���]�,�;�
���@�o�I�^�æ�Ô���•�'�”.5���]
�,�;���f�;�]�Ç.3�o�Ð���á�¿�å�¿�ã�”!¹5Y�æ�H�ç�Ç-+$��Ð���ù�Ô�•

set ip permit disable �&�Q�f�<�
�I
��Ô���•�'�ê�”���Õ  disable � �o�b�o�<�K
Õ�
�I
��Ò�á�Ê�Û�Ð�¿�•
� �o�b�o�<�
"í!Û�»�æ�Ò�Ú�•�'�”�Ø�é"í!Û�»�ê  IP .5���]�,�;�æ1J
��Ô���N�,�;�,�ã.�2|�Ð���ù�Ô�•

� �o�b�o�< snmp�” ssh�” telnet�”�ù�Ú�ê  all �
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�Ø�é  IP ���<�_�,�ê  SNMP .5���]
�,�;�ã  Telnet .5���]�,�;�é
��Ç�æ1J
��Ð���ù�Ô�•

�<�6�;
ƒ�È  10 1t-+.%�â�Q�,�"�
�I
��Ò�ù�Ô9Ô�Ú�ã�Ã�ë�” 255.255.0.09Õ�•

enable IP .5���]�,�;�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable IP .5���]�,�;�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

telnet 9Ô
›�ç9ÕTelnet �é  IP .5���]�,�;�
�0�o�Ô��� �o�b�o�<�•

ssh 9Ô
›�ç9ÕSSH �é  IP .5���]�,�;�
�0�o�Ô��� �o�b�o�<�•

snmp 9Ô
›�ç9ÕSNMP �é  IP .5���]�,�;�
�0�o�Ô��� �o�b�o�<�•

addr IP .5���]�,�;�æ1J
��Ð����  IP ���<�_�,�• DNS �â.��ÿ��(»�å  IP ��
���]���,�ù�Ú�ê�N�,�;�,�ý
ö!ª�â�È�ù�Ô�•

mask 9Ô
›�ç9Õ�0�o�Ò�Ú  IP ���<�_�,�é�(�I�@�6�;  �Q�,�"�•

all 9Ô
›�ç9ÕIP .5���]�,�;�]�é�Ô�ô�á�é���f�;�]�Ç�å4°�Ð�����Î�ã�
�0
�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip redirect
set ip redirect
Catalyst 6000 �H���R�]  �,���6�4�â  ICMP �]�3���_�"�;  �T�6�.�o�+�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ
�Ô���æ�ê�” set ip redirect �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip redirect { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�â�ê�” ICMP �]�3���_�"�;�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�é���â�ê�” ICMP �]�3���_�"�;  �T�6�.�o�+�
5V���"�9���I
{�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set ip redirect disable
ICMP redirect messages disabled.
Console> (enable) 

4P1j�&�Q�f�< show ip route
show netstat

enable ICMP �]�3���_�"�;  �T�6�.�o�+�Ç1M�>�0�N�,�;�ó10�Ð�����Î�ã�
.5���Ô��� �o
�b�o�<�•

disable ICMP �]�3���_�"�;  �T�6�.�o�+�Ç1M�>�0�N�,�;�ó10�Ð�����Î�ã�
$L�[�Ô��� �o
�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ip route
set ip route
IP ���<�_�,�ù�Ú�ê  IP �����]���,�
  IP �^�o�9���f�#  �9�o�I�^�æ1J
��Ô���æ�ê�” set ip route �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

set ip route { destination}[/ netmask] { gateway} [ metric] [primary ]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�â�ê�” sc0 �Ç.3�o�Ð�����ã�Ô�Ë�æ�”�T�;�]�6�"�Ç  0 �é  sc0 ���f�2�o�H�����,�Æ���`�o��
�^  �@�6�;�b�o�"�Ç�^�o�9���f�#�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�H���^�;  �%�o�;�������ê�” 3 �ß�ù�â.3�o�â�È�ù�Ô�• primary  �ê�¨�ý7��¿�J�\�����]�9���â�Ô�•�J�\
���Q�]  �%�o�;�������
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�J�\�����]�9���ê�I
�5Å�(�æ�n�à�¿�Ú�ý�é�æ�å���ù�Ô�• 2 
�ß�é�J�\���Q�]�o'õ�
�I
��Ò�Ú�•�'�” 2 !ß�ü�é�o'õ�Ç�J�\���Q�]�æ�å���”�¨�Ë�é�o'õ�ê�.���f�3�]  �:
�H���^�;  IP �%�o�;�������æ�å���ù�Ô�•

primary  � �o�b�o�<�
�0�o�â�È���é�ê�”�:�H���^�;  �^�o�;�Û�Ì�â�Ô�•

destination �ù�Ú�ê  gateway �
�I
��Ô���•�'�ê�”�<�6�;
ƒ�È-+.%�â�I
��Ò�ù�Ô9Ô�Ú�ã�Ã�ë�” a.b.c.d9Õ�•

netmask �
�0�o�Ô���ã�”�Ø�é�"�\�,  A�” B�”�ù�Ú�ê  C �é���<�_�,�é  hostid �.�"�*�Z�f�é  subnetting �æ
�
���°�á�����Ú�F�6�;�™�Ç$��Ð���ù�Ô�•�Ú�ã�Ã�ë�” sc0 ���f�2�o�H�����,�é  IP ���<�_�,�ã�Ò�á  
172.22.20.7 �ã�I
��Ò�Ú�•�'�”�Î�é�"�\�,  B ���<�_�,�é  hostid �é�F�6�;�™�ê  16 �â�Ô�• netmask �H���o
�^�<�æ�ê�”
›�ç�é�™�é  hostid �F�6�;�™�

����°�á���Î�ã�Ç�â�È�ù�Ô�• netmask �
�I
��Ò�å�Æ�Þ�Ú�•�'
�ê�”�F�6�;�™�Ç)D�|�å�@�6�;�Q�,�"�â�½���ã-×�å�Ð���ù�Ô�•

netmask �
�I
��Ô���•�'�ê�”�F�6�;�™�ù�Ú�<�6�;�»�|�â�I
��Ò�ù�Ô9Ô�Ú�ã�Ã�ë�” destination/24 �ù�Ú�ê  
destination/255.255.255.09Õ�• netmask �
�<�6�;�»�|�â�I
��Ô���•�'�ê�”1j&ï�Ò�Ú  1 �
�I
��Ô����-Ð�Ç
�½���ù�Ô�•

destination 1J
��Ô��  IP ���<�_�,�”�@�6�;�b�o�"�é  IP �����]���,�”�ù�Ú�ê $�o�é
�N�,�;�•�Â�Ò�¿���f�;�]�
�:�H���^�;  �^�o�;�ã�Ò�á.3�o�Ô���æ�ê�”
default �

ö!ª�Ò�ù�Ô�•

/netmask 9Ô
›�ç9Õ�@�6�;�Q�,�"�é�F�6�;�™�”�ù�Ú�ê�<�6�;�»�|9Ô�Ú�ã�Ã�ë�”
172.20.22.7/24 �ù�Ú�ê  172.20.22.7/255.255.255.09Õ�•

gateway �^�o�2�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
metric 9Ô
›�ç9Õ�,���6�4�ã�%�o�;�������é4F�é�N�6�J�™�
$��Ô�Ú�ü�æ
ö!ª�Ð

�����o�•

primary 9Ô
›�ç9Õ-„�™ IP �%�o�;�������Ï(»�â�”�:�H���^�;�é  IP �%�o�;������
�æ�¨�ý7��¿�J�\�����]�9���
�0�o�Ô���Ú�ü�æ
ö!ª�Ð����� �o�b�o�<�•
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set ip unreachable
set ip unreachable
Catalyst 6000 �H���R�]  �,���6�4�â  ICMP �Ô1•
�(»�T�6�.�o�+�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô��
�æ�ê�” set ip unreachable �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ip unreachable { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” ICMP �Ô1•
�(»�T�6�.�o�+�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ICMP �Ô1•
�(»�T�6�.�o�+�
���@�o�I�^�æ�Ò�Ú�•�'�” �,���6�4�ê2)�>�â�È�å�¿  IP �:�o�2�#�\�S�
���>�Ô
���ã�”1M�>�0�N�,�;�æ  ICMP �Ô1•
�(»�T�6�.�o�+�
10�Ò�ù�Ô�• ICMP �Ô1•
�(»�T�6�.�o�+�
�:���.�o�I
�^�æ�Ò�Ú�•�'�”�,���6�4�ê2)�>�â�È�å�¿  IP �:�o�2�#�\�S�
���>�Ò�á�ý�”1M�>�0�N�,�;�æ1b#n�Ò�ù�Ö���•

�Ú�ã�Ã�ë�”�,���6�4�â  ICMP �Ô1•
�(»�T�6�.�o�+�Ï(»�Ç���@�o�I�^�æ�å�Þ�á�¿�á�” IP �H�\�#�T�f�9�o
�*�Z�f�Ç�:���.�o�I�^�æ�å�Þ�á�¿���ã�Ò�ù�Ô�• FDDI �H�_�o�S�
���>�Ò�”���o�(�@�6�;  �P�o�;�æ1M�>�Ô
����-Ð�Ç�½���•�'�”�,���6�4�ê�D�$�6�;�
�H�\�#�T�f�;
{�â�È�ù�Ö���•�,���6�4�ê�Ø�é�D�$�6�;�
�<
�`�6�J�Ò�” IP �Ô1•
�(»�T�6�.�o�+�
���f�2�o�@�6�;1M�>�0�N�,�;�
10�Ò�ù�Ô�•

�� �4�æ�” ICMP �Ô1•
�(»�T�6�.�o�+�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ip unreachable disable
ICMP Unreachable message disabled.
Console> (enable)

4P1j�&�Q�f�< show ip route

enable IP �Ô1•
�(»�T�6�.�o�+�Ç1M�>�0�N�,�;�ó10�Ð�����Î�ã�
.5���Ô��
� �o�b�o�<�•

disable IP �Ô1•
�(»�T�6�.�o�+�Ç1M�>�0�N�,�;�ó10�Ð�����Î�ã�
$L�[�Ô��
� �o�b�o�<�•
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set kerberos clients mandatory
set kerberos clients mandatory
�@�6�;�b�o�"
��â�(�o�F�,�
.z.=�Ô���Ú�ü�æ  Kerberos .z.=�
��5Ç�æ�Ô���æ�ê�” set kerberos clients 
mandatory �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set kerberos clients mandatory

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�â�ê�” Kerberos �"�\�����f�;�Ç��5Ç�æ.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �.� �X�]�9���é1J
��_���W�ã�Ò�á�”���J�*�Z�f�â�”�Y�o�)�Ç�,���6�4�
.z.=�Ò�Ú�ß�” Kerberos �"�\��
���f�;�é�ú�â�@�6�;�b�o�"
��â
•�é�(�o�F�,�
.z.=�â�È�����Á�æ�,���6�4�
.3�o�â�È�ù�Ô�• Kerberos 
.z.=�
��5Ç�æ�Ò�á�¿�å�¿�•�'�” Kerberos .z.=�Ç�ç�����å�¿�ã�”���J�]�$�o�*�Z�f�ê�Ø�é�@�6�;�b�o�"  
�(�o�F�,�â�:�H���^�;�é.z.=�Ç�|�

ö!ª�Ò�á�”�Y�o�)�
.z.=�Ò���Á�ã�Ò�ù�Ô�•�Ú�ã�Ã�ë�” Telnet �é�•�'
�ê�D�,�b�o�<�
-Ð�Þ�Ò�ù�Ô�•

�� �4�æ�” Kerberos .z.=�
��5Ç�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set kerberos clients mandatory 
Kerberos clients set to mandatory
Console> (enable)

4P1j�&�Q�f�< set kerberos credentials forward
clear kerberos clients mandatory
show kerberos
2-271
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set kerberos credentials forward
set kerberos credentials forward
Kerberos �_�^�S�â
•�é�N�,�;�æ�’&ï�Ð���Ú�ã�È�æ�”�Y�o�)�é/—�p�±�Ž�
0©1M�Ô�����Á�æ�"�\�����f�;
�
.3�o�Ô���æ�ê�” set kerberos credentials forward �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set kerberos credentials forward

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�â�ê�”0©1M�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Kerberos �»���,���6�4�é.z.=�
���Ì�Ú�Y�o�)�ê�” TGT �Ç
��Ã�����”�Ø�é  TGT �

ö!ª�Ò�á�@�6�;�b�o�"
�
�é�N�,�;�é.z.=�
���Ì���Î�ã�Ç�â�È�ù�Ô�•�Ú�Û�Ò�”0©1M�Ç$L�[�Ð���á�¿���•�'�”�Y�o�)�Ç�N�,�;�é.z.=�

���Ì�Ú�ß�â/—�p�±�Ž�
-+$��Ò���Á�ã�Ô���ã�” Kerberos /—�p�±�Ž�Ç�=�÷�Ò�å�¿�Î�ã�
$��Ô�´
��æ�å���ù�Ô�•

���J�*�Z�f�â�”�,���6�4�â  Kerberos �»��  Telnet �

ö!ª�Ò�á�”�@�6�;�b�o�"
��é  Kerberos �»���]�U�o
�;  �N�,�;�æ�,���6�4�Æ���é/—�p�±�Ž�é.z.=�
-��Á�ã�”�Y�o�)  TGT �
0©1M�Ô�����Á�æ.3�o�â�È�ù�Ô�•

�� �4�æ�” Kerberos /—�p�±�Ž�é0©1M�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set kerberos credentials forward  
Kerberos credentials forwarding enabled
Console> (enable)

4P1j�&�Q�f�< set kerberos local-realm
set kerberos clients mandatory
show kerberos
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set kerberos local-realm
set kerberos local-realm
Kerberos �:�o�2�L�o�,�â�o'õ�Ð���Ú�Y�o�)�
.z.=�Ô�����Á�æ�,���6�4�
.3�o�Ô���æ�ê�” set kerberos 
local-realm �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set kerberos local-realm kerberos_realm

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�o�ê�?�^  �,�;�]�f�#�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Kerberos �:�o�2�L�o�,�â�o'õ�Ð���Ú�Y�o�)�
.z.=�Ô���Ú�ü�æ�”�,���6�4�ê  KDC �Ç$¿
G�Ò�á�¿���N�,�;
�é�N�,�;�,�ù�Ú�ê  IP ���<�_�,�”�Å���î  Kerberos �_�^�S�,�
.z/��Ô�����Á�æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

Kerberos �_�^�S�,�ê�Ô�ô�á�"�¥�<�â�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�,���6�4�é�:�H���^�;�é  Kerberos �`�o���^  �_�^�S�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set kerberos local-realm CISCO.COM 
Kerberos local realm for this switch set to CISCO.COM.
Console> (enable)

4P1j�&�Q�f�< set kerberos realm
clear kerberos realm
show kerberos

kerberos_realm Kerberos �_�^�S�é  IP ���<�_�,�ù�Ú�ê�,�è9Ô�"�¥�<9Õ �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set kerberos realm
set kerberos realm
Kerberos �_�^�S�,�
  DNS �<�T���f�,�ù�Ú�ê�N�,�;�,�æ�Q�6�G�f�#�Ô���æ�ê�” set kerberos realm �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set kerberos realm {dns_domain | host}  kerberos_realm

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set kerberos realm �&�Q�f�<�
�I
��Ô���ã�” Kerberos �_�^�S�,�
  DNS �<�T���f�,�ù�Ú�ê�N�,�;�,�æ
�Q�6�G�f�#�â�È�ù�Ô  �Î�é�&�Q�f�<�â�I
��Ò�Ú�±�Ž�ê�”�&  Kerberos �_�^�S�é  1 �ß�é���f�;�]�â�9�o�I�^
�æ�;�=�Ð���ù�Ô�•�9�o�I�^�é�¨�"���f�;�]�™�ê  100 �â�Ô�•

Kerberos �_�^�S�ê�"�¥�<�â�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” Kerberos �_�^�S�
�<�T���f�,�æ�Q�6�G�f�#�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set kerberos realm CISCO CISCO.COM
Kerberos DnsDomain-Realm entry set to CISCO - CISCO.COM
Console> (enable)

4P1j�&�Q�f�< set kerberos local-realm
clear kerberos realm
show kerberos

dns_domain Kerberos �_�^�S�æ�Q�6�G�f�#�Ô��  DNS �<�T���f�,�•

host Kerberos �N�,�;  �_�^�S�æ�Q�6�G�f�#�Ô��  IP ���<�_�,�ù�Ú�ê�,�è�•

kerberos_realm Kerberos �_�^�S�é  IP ���<�_�,�ù�Ú�ê�,�è�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set kerberos server
set kerberos server
�,���6�4�â
ö!ª�Ô��  KDC �
�0�o�Ô���æ�ê�” set kerberos server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set kerberos server kerberos_realm {hostname | ip_address} [ port]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Kerberos �_�^�S�â
ö!ª�Ô��  KDC �
�,���6�4�æ�»�Ò�á�0�o�â�È�ù�Ô�•
›�ç�â�” KDC �æ�U�>�2�Ð�Ö��
�P�o�;!ß� �ý�0�o�â�È�ù�Ô�•�I
��Ò�Ú  Kerberos �(�o�C�±�Ž�ê�” 1 �ß�é  Kerberos �_�^�S�æ�»�Ò�á  1 ���f
�;�]�ã�Ò�á�”�9�o�I�^�â&ý�,�Ð���ù�Ô�•�9�o�I�^�é�¨�"���f�;�]�™�ê  100 �â�Ô�•

KDC �ê�”�@�6�;�b�o�"  �N�,�;
��â
G
Þ�Ò�á�¿��  Kerberos �(�o�C�Å���î�:�o�2�L�o�,  �J�`�#�\�S�â�”
�Ð�ù�Ñ�ù�å�Y�o�)�ù�Ú�ê�@�6�;�b�o�"  �(�o�F�,�æ  Kerberos /—�p�±�Ž�

����°�á�ù�Ô�•

�� �4�æ�” Kerberos �(�o�C�
�0�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set kerberos server CISCO.COM 187.0.2.1 750 
Kerberos Realm-Server-Port entry set to:CISCO.COM - 187.0.2.1 - 750
Console> (enable) 

4P1j�&�Q�f�< set kerberos server
clear kerberos server
show kerberos

kerberos_realm Kerberos �_�^�S�é�,�è�•

hostname KDC �
�s-��Ô���N�,�;�,�•

ip_address KDC �
�s-��Ô���N�,�;�é  IP ���<�_�,�•

port 9Ô
›�ç9Õ�P�o�;!ß� �•
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set kerberos srvtab entry
set kerberos srvtab entry
�&�Q�f�<  �\���f�Æ��"å�’�,���6�4�æ  SRVTAB �H�����^�
�I
��Ô���æ�ê�” set kerberos srvtab entry �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

set kerberos srvtab entry kerberos_principal principal_type timestamp key_version 
number key_type key_length encrypted_keytab

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �]�U�o�;  �Y�o�)�Ç  Kerberos /—�p�±�Ž�

ö!ª�Ò�á�,���6�4�æ�»�Ò�á.z.=�â�È�����Á�æ�Ô���æ�ê�”�,���6
�4�Ç  KDC $•�’� �o�
�R�­�Ô����-Ð�Ç�½���ù�Ô�•�Ø�é�Ú�ü�æ�ê�” KDC �æ�;�=�Ð�����H�����^�é�&�G�o
�
�,���6�4�æ2)'Î�Ô����-Ð�Ç�½���ù�Ô�•�Î�é�H�����^�æ�ê$•�’� �o�Ç�=�ù���ù�Ô�•�Î�����é�H�����^�ê  
SRVTAB �H�����^�ã�m�ë���ù�Ô�•

�,���6�4�æ  SRVTAB �
"å�’�I
��Ô���•�'�ê�”�,���6�4
��é  Kerberos �J�]�f�*�D�^9Ô�(�o�F�,9Õ�Ï�ã
�æ 1 �ß�Õ�ß���f�;�]�

Þ�‘�Ò�ù�Ô�•���f�;�]�ê  SRVTAB �9�o�I�^�â&ý�,�Ð���ù�Ô�•�¨�"�9�o�I�^  �(��
�-�ê  20 ���f�;�]�â�Ô�•

KDC �ê�”�@�6�;�b�o�"  �N�,�;
��â
G
Þ�Ò�á�¿��  Kerberos �(�o�C�Å���î�:�o�2�L�o�,  �J�`�#�\�S�â�”
�Ð�ù�Ñ�ù�å�Y�o�)�ù�Ú�ê�@�6�;�b�o�"  �(�o�F�,�æ  Kerberos /—�p�±�Ž�

����°�á�ù�Ô�•

�Î�é� �o�ê�”.3�o�
�H�����^�æ�&�G�o�Ô���Æ�”�ù�Ú�ê  show config �&�Q�f�<�
�I
��Ô���ã�”�;�]�J�^  
DES $•�’� �o�â�g� 
{�Ð���ù�Ô�•

kerberos_principal �,���6�4
��é�(�o�F�,�•

principal_type Kerberos SRVTAB �é�C�o�+�Z�f�•

timestamp SRVTAB ���f�;�]�Ç
Þ�‘�Ð���Ú�ã�(�
-+�Ô�™�o�•

key_version_number �g� 
{� �o�»�|�é�C�o�+�Z�f�•

key_type 
ö!ª�Ð�����g� 
{�é�2���J�•

key_length �g� 
{� �o�é43�Ð9Ô�C���;
±
Ï9Õ �•

encrypted_keytab �,���6�4�Ç  KDC �ã�R�­�Ô��$•�’� �o�•
2-276
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J
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set kerberos srvtab remote
set kerberos srvtab remote
$•�’� �o�Ç�=�ù����  KDC �Æ��  SRVTAB �H�����^�é�&�G�o�
�,���6�4�æ2)'Î�Ô���æ�ê�” set kerberos 
srvtab remote �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set kerberos srvtab remote { hostname | ip_address} filename

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �]�U�o�;  �Y�o�)�Ç  Kerberos /—�p�±�Ž�

ö!ª�Ò�á�,���6�4�æ�»�Ò�á.z.=�â�È�����Á�æ�Ô���æ�ê�”�,���6
�4�Ç  KDC $•�’� �o�
�R�­�Ô����-Ð�Ç�½���ù�Ô�•�Ø�é�Ú�ü�æ�ê�” KDC �æ�;�=�Ð�����H�����^�é�&�G�o
�
�,���6�4�æ2)'Î�Ô����-Ð�Ç�½���ù�Ô�•�Î�é�H�����^�æ�ê$•�’� �o�Ç�=�ù���ù�Ô�•�Î�����é�H�����^�ê  
SRVTAB �H�����^�ã�m�ë���ù�Ô�•

KDC �ê�”�@�6�;�b�o�"  �N�,�;
��â
G
Þ�Ò�á�¿��  Kerberos �(�o�C�Å���î�:�o�2�L�o�,  �J�`�#�\�S�â�”
�Ð�ù�Ñ�ù�å�Y�o�)�ù�Ú�ê�@�6�;�b�o�"  �(�o�F�,�æ  Kerberos /—�p�±�Ž�

����°�á�ù�Ô�•

SRVTAB �H�����^�
  Kerberos �_�^�S�é�N�,�;�æ�&�G�o�Ô���¨�ý�.� �X���å�Ç�|�ê�”�H�����^�
 �!��T
�:�����æ�&�G�o�Ò�”�&�N�,�;�é�•�²�æ-��È�”�Ø�é�*�,�9�S�æ�»
G�â�H�����^�
�&�G�o�Ô���Î�ã�â�Ô�•�,
���6�4�æ �!��T�:����  �<�\���C�Ç�å�¿�•�'�” SRVTAB �H�����^�
�,���6�4�æ�&�G�o�Ô���æ�ê�” TFTP 
�

ö!ª�Ò�á�@�6�;�b�o�"�

z�Ò�á0©1M�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” SRVTAB �H�����^�
  KDC �Æ���,���6�4�æ�]�U�o�;  �&�G�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set kerberos srvtab remote 187.20.32.10 /users/jdoe/krb5/ninerskeytab
Console> (enable)

4P1j�&�Q�f�< set kerberos srvtab entry
clear kerberos creds
show kerberos

hostname KDC �
�s-��Ô���N�,�;�,�•

ip_address KDC �
�s-��Ô���N�,�;�é  IP ���<�_�,�•

filename SRVTAB �H�����^�é�,�è�•
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set key config-key
set key config-key
�;�]�J�^  DES $•�’� �o�
�o'õ�Ô���æ�ê�” set key config-key �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set key config-key string

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �,���6�4!ª�é�;�]�J�^  DES $•�’� �o�
�o'õ�â�È�ù�Ô�•�;�]�J�^  DES $•�’� �o�

ö!ª�Ò�á�”�,���6�4�Ç  
KDC �ã�R�­�Ô��$•�’� �o�
�g� 
{�â�È�ù�Ô�•�;�]�J�^  DES � �o�
.3�o�Ò�Ú�•�'�ê�” show kerberos �&
�Q�f�<�
�s-��Ò�á�ý�”$•�’� �o�Ç�"�]��  �9� �,�;�â-+$��Ð���ù�Ö���•� �o�é43�Ð�ê  8 �¥�<
•
��æ�Ò�ù
�Ô�•

�� �4�æ�”�;�]�J�^  DES � �o�
�o'õ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set key config-key abcd  
Kerberos config key set to abcd
Console> (enable)

4P1j�&�Q�f�< clear key config-key

string �;�]�J�^  DES � �o�,�•
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set lcperroraction
set lcperroraction
�U�+�X�o�^�Ç  ASIC �ç5ô�
  NMP �æ�Ž�T�Ò�Ú�•�'�é�”�*�,�9�S�â�é  LCP ���\�o�é�£!��Ç�:�
.3�o�Ô��
�æ�ê�” set lcperroraction �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set lcperroraction action

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”���"�*�Z�f  �_�L�^�Ç  ignore �æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ���"�*�Z�f  �_�L�^�é�­
2�o�ê�4�é�ã�Å���â�Ô�•

• operator9æ�s-��Ô���•�Q���"�*�Z�f�Ç-+$��Ð���ù�Ô�•�ù�Ú�” LCP ���\�o�Ç.%3s�Ð���ù�Ô�•

• system9æLCP ���\�o�
�£!��Ô�����"�*�Z�f�Ç)D
G"›�æ�s-��Ð���ù�Ô�•�ù�Ú�” LCP ���\�o�Ç.%3s�Ð
���ù�Ô�•

• ignore9æ���"�*�Z�f�Ç�s-��Ð���ù�Ö���• LCP ���\�o�Ç.%3s�Ð�����Û�Ì�â�Ô�•

9Ô�H9Õ �,���6�4�â�U�+�X�o�^�é�]�.�6�;�ÿ5��.�
�c�é�I�å�ä�é���"�*�Z�f�Ç)D
G"›�æ�s-��Ð�����Ú�ü�”
system �o�

ö!ª�Ô���•�'�æ�ê�H�ç�Ç��-Ð�â�Ô�•

�� �4�æ�” LCP ���\�o�
�£!��Ô���Ú�ü�é���"�*�Z�f�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set lcperroraction ignore
Console> (enable)

4P1j�&�Q�f�< show lcperroraction

action LCP ���\�o�
�£!��Ô�����"�*�Z�f�•���"�*�Z�f  �_�L�^�é�­
2�å�o�é.f&¦�æ�ß�¿�á
�ê�”�Ÿ
ö!ª
��é�����<�\���f� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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set lda
set lda
Catalyst 6000 �H���R�]  �,���6�4�â  ASLB �±�Ž�
.3�o�Ô���æ�ê�” set lda �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set lda enable | disable

set lda vip { server_virtual_ip} { destination_tcp_port} [{ server_virtual_ip} 
{ destination_tcp_port}] ...

set lda mac ld { ld_mac_address} 

set lda mac router {mac_address}...

set lda router { router_vlan} { ld_mod/port} [ backup_ld_mod/port]

set lda server { server_vlan} { ld_mod/port} [ backup_ld_mod/port]

set lda udpage {udpagetime}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” ASLB �Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

enable | disable ASLB �Ï(»�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô��� �o
�b�o�<�•

vip server_virtual_ip 
destination_tcp_port

�(�o�C�é
’�Ð  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�ã���™�”�Å
���î�,���6�4�æ���Þ�á
�1f�Ð�����p�5  TCP �P�o�;�é!ß� 

9Ô�¨�"  10249Õ�•

mac ld ld_mac_address LD MAC ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

mac router 
mac_address...

�^�o�2�é  MAC ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

router router_vlan �^�o�2�é  VLAN �
�0�o�Ô��� �o�b�o�<�Å���î���™�•

ld_mod/port VLAN 
��â  LD �æ�’&ï�Ð�����P�o�;�é�U�+�X�o�^�ã�P�o�;
!ß� �•

backup_ld_mod/port 9Ô
›�ç9Õ�C�6�"���6�J LD �æ�’&ï�Ð�����P�o�;�é�U�+�X�o�^
�ã�P�o�;!ß� �•

server server_vlan �(�o�C�é  VLAN �
�0�o�Ô��� �o�b�o�<�Å���î���™�•

udpage udpagetime LocalDirector ���"�.�\�_�o�*�Z�f�é  UDP ���o�+�f�#  �2��
�S�
�0�o�Ô��� �o�b�o�<�Å���î���™�•
2-281
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J
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set length
set length
%5�Ã!¹5Y�æ-+$��Ô��-��™�
.3�o�Ô���æ�ê�” set length �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set length number [default]

�t�¥�é.‘�ÿ

�:�H���^�; �.�6�*�Z�f4?�Ž�(�é�:�H���^�;�o�ê  24 -��â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f 
±	û�é�&�Q�f�<�é�´
��Ç  1 �ß�é�:���,�J�_��!¹5Y�Æ�����o�C�o�H�`�o�Ô���ã�”�Ø�é
��æ  --More-- �J�`
�f�J�;�Ç-+$��Ð���ù�Ô�• --More-- �J�`�f�J�;�â  Ctrl+C�” q�”�ù�Ú�ê  Q �
�ü�Ô�ã�”�´
��Ç
��¿�Ð���á�J
�`�f�J�;�æ�¯���ù�Ô�• Spacebar �
�ü�Ô�ã�´
��é�4�é!¹5Y�Ç-+$��Ð���” Return �
�ü�Ô�ã�´
��é�4�é  1 -�
�Ç-+$��Ð���ù�Ô�•

!¹5Y�é43�Ð�
  0 �æ.3�o�Ô���ã�,�"�`�o�^�Ï(»�Ç���H�æ�å���”�´
��K
Õ�Ç	û�2�æ-+$��Ð���ù�Ô�• default 
� �o�b�o�<�

ö!ª�Ò�Ú�•�'�
4°�È�”%5�Ã�é43�Ð�o�é���•�ê û�÷�é�.�6�*�Z�f�é�ú�æ1¡!ª�Ð���ù�Ô�•

�.�6�*�Z�f
��æ�o�
���•�Ô���ã�”�Ø�é�o�ê�Ø�é�.�6�*�Z�f�é�ú�æ1¡!ª�Ð���ù�Ô�• clear config �&�Q�f�<
�

ö!ª�Ô���ã�”%5�Ã!¹5Y�æ-+$��Ð����-��™�Ç�:�H���^�;�é  100 -��æ�]�.�6�;�Ð���ù�Ô�•

default � �o�b�o�<�ê $�­�U�o�<�é�ú�â
ö!ª�â�È�ù�Ô�•

�� �4�æ�”!¹5Y�é43�Ð�
  60 -��æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set length 60
Screen length for this session set to 60.
Console> (enable) 

�4�æ�”�:�H���^�;�é!¹5Y�é43�Ð�
  40 -��æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set length 40 default
Screen length set to 40.
Console> (enable)

number !¹5Y�æ-+$��Ô��-��™�•�­
2�o�ê  0 :*  512 �â�Ô�•

default 9Ô
›�ç9Õ û�÷�é%¤!��.�6�*�Z�f�Å���î
•�é�Ô�ô�á�é�.�6�*�Z�f�â�”!¹5Y�æ-+
$��Ô��-��™�
.3�o�Ô��� �o�b�o�<�•
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set logging console
set logging console
�*�,�9�S  �`�!�f�#  �T�6�.�o�+�é�&�f�0�o�^�ó�é1M�>�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set 
logging console �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set logging console { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�*�,�9�S  �`�!�f�#  �T�6�.�o�+�é�&�f�0�o�^�ó�é1M�>�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�*�,�9�S  �T�6�.�o�+  �`�!�f�#�é�&�f�0�o�^�ó�é1M�>�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging console enable
System logging messages will be sent to the console.
Console> (enable) 

�4�æ�”�*�,�9�S  �T�6�.�o�+  �`�!�f�#�é�&�f�0�o�^�ó�é1M�>�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging console disable
System logging messages will not be sent to the console.
Console> (enable)

4P1j�&�Q�f�< set logging level
set logging session
show logging
show logging buffer

enable �*�,�9�S  �`�!�f�#  �T�6�.�o�+�é�&�f�0�o�^�ó�é1M�>�
���@�o�I�^
�æ�Ô��� �o�b�o�<�•

disable �*�,�9�S  �T�6�.�o�+  �`�!�f�#�é�&�f�0�o�^�ó�é1M�>�
�:���.�o�I
�^�æ�Ô��� �o�b�o�<�•
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set logging history
set logging history
Syslog ���g�9�o�I�^�é�(���-�
.3�o�Ô���æ�ê�” set logging history �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set logging history syslog_history_table_size

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Catalyst 6000 �H���R�]  �,���6�4�â�ê�”�T�6�.�o�+�™�Ç�o'õ�ã�ú�é���g�`�#  �(���-�ã%l�Ò�Ê�å���ù�â  
Syslog �T�6�.�o�+�Ç�;�,�Ð���”�Ø�é�ß  N �T�6�.�o�+�Ç1M�>�Ð���ù�Ô�•

�� �4�æ�” Syslog ���g�9�o�I�^�é�(���-�
  400 �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging history 400
System logging history table size set to <400>.
Console> (enable) 

4P1j�&�Q�f�< show logging
clear logging buffer

syslog_history_table_size Syslog ���g�9�o�I�^�é�(���-�•�­
2�o�ê  0 :*  500 �â�Ô�•
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set logging level
set logging level
�*�,�9�S  �T�6�.�o�+�é�`�!�f�#�æ
ö!ª�Ð�����H���*�]�9���Å���î2€�"�2�
.3�o�Ô���æ�ê�” set logging 
level �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set logging level facility severity [default]

�t�¥�é.‘�ÿ facility � �V�J�4�V�Ô���*�,�9�S  �T�6�.�o�+�é�2���J�
�0�o�Ô���o�•�H���*�]�9��  
�2���J�
 -+ 2-12 �æ$��Ò�ù�Ô�•

severity � �V�J�4�V�Ô���*�,�9�S  �T�6�.�o�+�é2€�"�2�
�0�o�Ô���o�•2€�"�2�

-+ 2-13 �æ$��Ò�ù�Ô�•

default 9Ô
›�ç9Õ�0�o�Ð���Ú�`�!�f�#  �_�L�^�
�Ô�ô�á�é�.�6�*�Z�f�æ1¡!ª�Ô��� �o
�b�o�<�•

-+ 2-12 �H���*�]�9��  �2���J

�H���*�]�9���, �o'õ

all �Ô�ô�á�é�H���*�]�9��

acl Access Control List9Ô���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ

cdp Cisco Discovery Protocol9Ô�*�,�&���´�J�`�;�&�^9Õ

cops Common Open Policy Service Protocol

dtp Dynamic Trunking Protocol9Ô�3���=�R�6�"  �;�\�f� �f�#  �J
�`�;�&�^9Õ

dvlan �3���=�R�6�"  VLAN

earl Enhanced Address Recognition Logic

filesys �H�����^  �*�,�9�S  �H���*�]�9��

gvrp GARP VLAN Registration Protocol

ip Internet Protocol9Ô���f�2�o�@�6�;  �J�`�;�&�^9Õ

kernel ���o�@�^

ld ASLB �H���*�]�9��

mcast Multicast

mgmt %¤!�

mls Multilayer Switching9Ô�Q�^�4�_���W  �,���6�4�f�#9Õ

pagp Port Aggregation Protocol9Ô�P�o�;4ø&‚�J�`�;�&�^9Õ

protfilt Protocol Filter9Ô�J�`�;�&�^  �H���^�29Õ

pruning VTP pruning9ÔVTP �J�^�o�>�f�#9Õ

privatevlan Private VLAN facility9Ô�J�\���L�o�;  VLAN �H���*�]�9��9Õ

qos Quality of Service

radius Remote Authentication Dial-In User Service

rsvp ReSerVation Protocol

security �.� �X�]�9��
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set logging level
�:�H���^�; �:�H���^�;�â�ê�” �H���*�]�9�� �Ç all �æ.3�o�Ð���” 2€�"�2 �Ç 0 �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �`�!�f�#  �_�L�^�é.3�o�æ�ê  set logging server �&�Q�f�<�ý
ö!ª�â�È�ù�Ô�•

default � �o�b�o�<�

ö!ª�Ò�å�Æ�Þ�Ú�•�'�”�0�o�Ò�Ú�`�!�f�#  �_�L�^�ê û�÷�é�.�6�*�Z�f�æ4¢�Þ�á�­
2
�â�Ô�•

snmp Simple Network Management Protocol9Ô%ò���@�6�;�b�o�"
%¤!��J�`�;�&�^9Õ

spantree Spanning Tree Protocol9Ô�,�D�>�f�#  �7�]�o  �J�`�;�&�^9Õ

sys System

tac Terminal Access Controller9Ô�2�o�R�=�^  ���"�.�,  �&�f�;
�`�o�\9Õ

tcp Transmission Control Protocol9Ô
µ1M�Ù�î�J�`�;�&�^9Õ

telnet Terminal Emulation Protocol9Ô%5�Ã���R�X�_�o�*�Z�f  �J�`
�;�&�^9Õ

tftp Trivial File Transfer Protocol9Ô%ò���H�����^0©1M�J�`�;�&�^9Õ

udld User Datagram Protocol9Ô�Y�o�)  �:�o�2�#�\�S  �J�`�;�&�^9Õ

vmps VLAN Membership Policy Server9ÔVLAN �T�f�C�*�6�J  �P
�]�*�o  �(�o�C9Õ

vtp Virtual Terminal Protocol9Ô
’�Ð%5�Ã�J�`�;�&�^9Õ

-+ 2-13 2€�"�2�é�o'õ

2€�"�2 .‘�ÿ

09æemergencies9Ô'��F9Õ �*�,�9�S�ê
ö!ª
�(»

19æalerts9Ô���\�o�;9Õ 
Ä�(�»���Ç��-Ð

29æcritical9Ô�"�]�9�����^9Õ �"�]�9�����^ A��

39æerrors9Ô���\�o9Õ ���\�o A��

49æwarnings9Ô/
�T9Õ /
�T A��

59ænotifications9Ô1b#n9Õ 1b�ñ�é�C�#

69æinformational9Ô�±�Ž9Õ 1b#n�T�6�.�o�+

79ædebugging9Ô�:�C�6�#9Õ �:�C�6�#  �T�6�.�o�+

-+ 2-12 �H���*�]�9��  �2���J  9Ô&ï�È9Õ

�H���*�]�9���, �o'õ
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set logging server
set logging server
.3�o�Ð���Ú  Syslog �(�o�C�ó�é�*�,�9�S  �T�6�.�o�+�é�`�!�f�#�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò
�á�” Syslog �(�o�C�
�*�,�9�S  �`�!�f�#  �(�o�C  �9�o�I�^�æ1J
��Ô���æ�ê�” set logging server �&�Q�f�<  
�.�6�;�

ö!ª�Ò�ù�Ô�•

set logging server { enable | disable}

set logging server ip_addr

set logging server facility severity

set logging server severity severity

set logging server facility

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�*�,�9�S  �T�6�.�o�+�
���>�Ô��  Syslog �(�o�C�Ç.3�o�Ð���á�¿�ù�Ö���•

enable .3�o�Ð���Ú  Syslog �(�o�C�ó�é�*�,�9�S  �T�6�.�o�+�é�`�!�f�#�
���@�o
�I�^�æ�Ô��� �o�b�o�<�•

disable .3�o�Ð���Ú  Syslog �(�o�C�ó�é�*�,�9�S  �T�6�.�o�+�é�`�!�f�#�
�:��
�.�o�I�^�æ�Ô��� �o�b�o�<�•

ip_addr .3�o�æ1J
��Ô��  Syslog �(�o�C�é  IP ���<�_�,�•

facility � �V�J�4�V�Ô���*�,�9�S  �T�6�.�o�+�é�2���J�•�(�o�C  �H���*�]�9��  �2
���J�é	û-é�
 -+ 2-14 �æ$��Ò�ù�Ô�•

severity 2€�"�2�•2€�"�2�é�o'õ�ê -+ 2-13 �æ$��Ò�ù�Ô�•

severity 
severity

�Ô�ô�á�é�T�6�.�o�+  �2���J�æ  Syslog �é�¨7��é2€�"�2�Ù�î�
�#�`�o�C�^
�æ.3�o�Ô��� �o�b�o�<�ù�Ú�ê���™�•2€�"�2�é�o'õ�ê -+ 2-13 �æ$��Ò�ù�Ô�•

-+ 2-14 �(�o�C  �H���*�]�9��  �2���J

2€�"�2 .‘�ÿ

local 0 �(�o�C  �H���*�]�9��  local 0

local 1 �(�o�C  �H���*�]�9��  local 1

local 2 �(�o�C  �H���*�]�9��  local 2

local 3 �(�o�C  �H���*�]�9��  local 3

local 4 �(�o�C  �H���*�]�9��  local 4

local 5 �(�o�C  �H���*�]�9��  local 5

local 6 �(�o�C  �H���*�]�9��  local 6

local 7 �(�o�C  �H���*�]�9��  local 7

syslog syslog �H���*�]�9��
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set logging session
set logging session
�*�,�9�S  �`�!�f�#  �T�6�.�o�+�é û�÷�é�`�#���f  �.�6�*�Z�f�ó�é1M�>�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^
�æ�Ô���æ�ê�” set logging session �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set logging session { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�*�,�9�S  �`�!�f�#  �T�6�.�o�+�é û�÷�é�`�#���f  �.�6�*�Z�f�ó�é1M�>�Ç���@�o�I�^�æ
�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” û�÷�é�`�#���f  �.�6�*�Z�f�ó�é�*�,�9�S  �`�!�f�#  �T�6�.�o�+�é1M�>�
$L�[�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging session disable
System logging messages will not be sent to the current login session.
Console> (enable)

�4�æ�” û�÷�é�`�#���f  �.�6�*�Z�f�æ�*�,�9�S  �`�!�f�#  �T�6�.�o�+�
1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging session enable
System logging messages will be sent to the current login session.
Console> (enable)

4P1j�&�Q�f�< set logging console
set logging level
show logging
show logging buffer

enable �*�,�9�S  �`�!�f�#  �T�6�.�o�+�é û�÷�é�`�#���f  �.�6�*�Z�f�ó�é1M
�>�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �*�,�9�S  �`�!�f�#  �T�6�.�o�+�é û�÷�é�`�#���f  �.�6�*�Z�f�ó�é1M
�>�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set logging telnet
set logging telnet
Telnet �.�6�*�Z�f�â�é�`�!�f�#�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set logging telnet �&�Q�f�<

�

ö!ª�Ò�ù�Ô�•

set logging telnet { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�*�,�9�S  �`�!�f�#  �T�6�.�o�+�é  Telnet �.�6�*�Z�f�ó�é1M�>�Ç���@�o�I�^�æ�å�Þ�á�¿
�ù�Ô

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�*�,�9�S  �`�!�f�#  �T�6�.�o�+�
�Â�Ò�¿  Telnet �.�6�*�Z�f�ó1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging telnet enable 
System logging messages will be sent to the new telnet sessions.
Console> (enable) 

�4�æ�”�Â�Ò�¿  Telnet �.�6�*�Z�f�ó�é�*�,�9�S  �`�!�f�#  �T�6�.�o�+�é1M�>�
$L�[�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging telnet disable 
System logging messages will not be sent to the new telnet sessions.
Console> (enable)

4P1j�&�Q�f�< set logging console
set logging level
show logging
show logging buffer

enable Telnet �.�6�*�Z�f�â�é�`�!�f�#�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable Telnet �.�6�*�Z�f�â�é�`�!�f�#�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set logging timestamp
set logging timestamp
�*�,�9�S  �`�!�f�#  �T�6�.�o�+�â�é�2���S�,�2�f�J�é-+$��
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�”
set logging timestamp �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set logging timestamp {enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�*�,�9�S  �T�6�.�o�+  �`�!�f�#�é�2���S�,�2�f�J�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�2���S�,�2�f�J-+$��
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging timestamp enable
System logging messages timestamp will be enabled.
Console> (enable)

�4�æ�”�2���S�,�2�f�J-+$��
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logging timestamp disable
System logging messages timestamp will be disabled.
Console> (enable) 

4P1j�&�Q�f�< show logging

enable �2���S�,�2�f�J�é-+$��
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �2���S�,�2�f�J�é-+$��
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set logout
set logout
�*�,�9�S�Ç�����<�^  �.�6�*�Z�f�
)D
G"›�æ�¾�¿�Ô���ù�â�é�(4F�
�½
±
Ï�â.3�o�Ô���æ�ê�” set logout �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

set logout timeout

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  20 �½�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �o�
  0 �æ.3�o�Ô���ã�����<�^  �.�6�*�Z�f�é)D
G�¾�¿�Ç�:���.�o�I�^�æ�å���ù�Ô�•

show tech-support �&�Q�f�<�ê�”�&�f�H���!�X�_�o�*�Z�f  �H�����^�´
��é-+$��æ�Æ�Æ���(4F�Ç�”.3�o
�Ð���á�¿���.�6�*�Z�f  �2���S�����;�(4F����43�¿�•�'�æ�”�2���S�����;�Ô���Î�ã�Ç�½���ù�Ô�•�Ø�é�•
�'�” set logout timeout �o�æ 0 �
�I
��Ò�á�����<�^  �.�6�*�Z�f�é)D
G�¾�¿�
�:���.�o�I�^�æ�Ô���Æ�”��
��43�¿  timeout �o�
�I
��Ò�ù�Ô�•

�� �4�æ�”�*�,�9�S�Ç�����<�^  �.�6�*�Z�f�
)D
G"›�æ�¾�¿�Ô���ù�â�é�(4F�
�½
±
Ï�â.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logout 20
Sessions will be automatically logged out after 20 minutes of idle time.
Console> (enable)

�4�æ�”�����<�^  �.�6�*�Z�f�é)D
G�¾�¿�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set logout 0
Sessions will not be automatically logged out.
Console> (enable)

4P1j�&�Q�f�< show tech-support

timeout �*�,�9�S�Ç�����<�^  �.�6�*�Z�f�
)D
G"›�æ�¾�¿�Ô���ù�â�é�(4F9Ô�½
±
Ï9Õ �•
�­
2�o�ê  0 :*  10,000 �½�â�Ô�•
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set logout
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 2
set mls agingtime
set mls agingtime
set mls agingtime �&�Q�f�<  �.�6�;�

ö!ª�Ò�á�” Catalyst 6000 �H���R�]  �,���6�4�é  MLS ���f�;�]�ó�é
�*�Z�o�;���6�;�é  MLS ���o�+�f�#  �2���S�
�0�o�Ò�ù�Ô�•

set mls agingtime [ip | ipx] { agingtime} 

set mls agingtime fast { fastagingtime} { pkt_threshold}

�t�¥�é.‘�ÿ

�:�H���^�; agingtime �é�:�H���^�;�ê  256 $}�â�Ô�• fastagingtime �é�:�H���^�;�ê  09Ô�H���,�;  ���o�+�f�#�å�Ò9Õ�â
�Ô�• pkt_threshold �é�:�H���^�;�ê  0 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ip � �o�b�o�<�

ö!ª�Ô���•�'�ê�” IP MLS �ó�é�*�Z�o�;���6�;�
�0�o�Ò�ù�Ô�• ipx � �o�b�o�<�

ö!ª�Ô
���•�'�ê�” IPX MLS �ó�é�*�Z�o�;���6�;�
�0�o�Ò�ù�Ô�•

fastagingtime 0 �
�I
��Ô���ã�”�H���,�;  ���o�+�f�#�Ç�:���.�o�I�^�æ�å���ù�Ô�•

fastagingtime �ù�Ú�ê  pkt_threshold �
�0�o�Ò�å�¿�•�'�ê�”�:�H���^�;�o�Ç
ö!ª�Ð���ù�Ô�•

MLS �
�Þ0¿�Ò�á�¿�å�¿  Catalyst 6000 �H���R�]  �,���6�4�â�¿�Õ���Æ�é  set mls �&�Q�f�<�
�I
��Ô���ã�”
�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

MLS not supported on feature card .

agingtime �ê�” 8 :*  2024$}�é%¸�Ð�æ�½��  8 �é�Z�™�â.3�o�â�È�ù�Ô�•�o�ê�”
2 ¸"›�å���o�+�f�#�
-��Á
�Ú�ü�æ�”�™�o�é5Å�æ�G�6�"���6�J�Ð���ù�Ô�• 8 $}�é�Z�™�â�å�¿  agingtime �ê�”�¨�ý1-�¿�­
2�o�æ.ž�›�Ð
���ù�Ô�•�Ú�ã�Ã�ë�” 65 �ê  64 �æ�” 127 �ê  128 �æ.ž�›�Ð���ù�Ô�•

fastagingtime �ê�” 0 :*  128 $}�é%¸�Ð�æ�½��  8 �é�Z�™�â.3�o�â�È�ù�Ô�•

ip 9Ô
›�ç9ÕIP MLS �
�0�o�Ô��� �o�b�o�<�•

ipx 9Ô
›�ç9ÕIPX MLS �
�0�o�Ô��� �o�b�o�<�•

agingtime MLS ���f�;�]�ó�é�*�Z�o�;���6�;�é  MLS ���o�+�f�#  �2���S�•�­
2�o�ê  
8 :*  2024$}�é%¸�Ð�æ�½��  8 �é�Z�™�â�Ô�•

fast 
Þ�‘�ß  fastagingtime $}
•�]�æ�,���6�4�f�#�Ð���Ú�D�$�6�;�™�Ç  
pkt_threshold �X
•
��é  MLS ���f�;�]�ó�é�*�Z�o�;���6�;�é  MLS ���o�+�f
�#  �2���S�
�0�o�Ô��� �o�b�o�<�•

fastagingtime MLS ���f�;�]�ó�é�*�Z�o�;���6�;�é  MLS ���o�+�f�#  �2���S�•�­
2�o�ê  
0 :*  128$}�é%¸�Ð�æ�½��  8 �é�Z�™�â�Ô�•

pkt_threshold �D�$�6�;�Ò�È�¿�o�•�­
2�o�ê  0�” 1�” 3�” 7�” 15�” 31�” 63�” 127 �D�$�6�;�â�Ô�•
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set mls cef load-balance
set mls cef load-balance
�`�o�<  �C�\�f�*�f�#  �B�6�*�X�æ�_���W  4 �P�o�;�
�=�ü�Ú��4°���Ô���æ�ê�” set mls cef load-balance �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

set mls cef load-balance { full  | source-destination-ip}  

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�”�`�o�<  �C�\�f�*�f�#  �B�6�*�X�ê1M�>�0  IP ���<�_�,�Å���î�p�5  IP ���<�_�,�æ�n�à�¿�á
�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �p�5�æ�Ô1•�Ô���Ú�ü�æ-„�™�é�D�,�

ö!ª�â�È���ã�È�æ�”0©1M�æ
ö!ª�Ô���D�,�
�G�6�"�Ô���Ú�ü�æ�Â�Ò�¿
�B�6�*�X�Ç1¡!ª�Ð���ù�Ô�•

�� �4�æ�”�_���W  4 �P�o�;�”1M�>�0  IP ���<�_�,�”�p�5  IP ���<�_�,�
�B�6�*�X�é�L�o�,�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set mls cef load-balance full
Console> (enable)

�4�æ�”1M�>�0  IP ���<�_�,�Å���î�p�5  IP ���<�_�,�
�B�6�*�X�é�L�o�,�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set mls cef load-balance source-destination-ip
Console> (enable)

4P1j�&�Q�f�< show mls

full �_���W  4 �P�o�;�”1M�>�0  IP ���<�_�,�”�p�5  IP ���<�_�,�
�B�6�*�X�é�L�o
�,�æ�Ô��� �o�b�o�<�•

source-destination-ip 1M�>�0 IP ���<�_�,�Å���î�p�5  IP ���<�_�,�
�B�6�*�X�é�L�o�,�æ�Ô��
� �o�b�o�<�•
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set mls exclude protocol
set mls exclude protocol
�*�Z�o�;���6�;
Þ�‘�Æ��4°���Ð�����J�`�;�&�^  �P�o�;�
1J
��Ô���æ�ê�” Layer 3 Switching Engine 
WS-F6K-PFC �
�Þ0¿�Ò�Ú  Supervisor Engine 1 �â.3�o�Ò�Ú�,���6�4�â  set mls exclude protocol �&�Q�f
�<�

ö!ª�Ò�ù�Ô�• Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ò�Ú�,
���6�4�â�Î�é�&�Q�f�<�

ö!ª�Ô���ã�”&Ô.�
ü4ø�Æ���J�`�;�&�^�Ç4°���Ð���ù�Ô�•

set mls exclude protocol { tcp | udp | both} { port_number | port_name}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f MLS �
�Þ0¿�Ò�á�¿�å�¿  Catalyst 6000 �H���R�]  �,���6�4�â�¿�Õ���Æ�é  set mls �&�Q�f�<�
�I
��Ô���ã�”
�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

MLS not supported on feature card .

4°���9�o�I�^�æ�ê�¨�"  4 �X�é�J�`�;�&�^  �P�o�;�
1J
��â�È�ù�Ô�•

MLS 4°���ê�”�H�^�H�`�o  �U�o�<�â�é�ú�(�P�o�;�Ð���ù�Ô�•

�P�o�;�,�æ  x �
�I
��Ò�Ú�•�'�ê�” X Window ���J�]�$�o�*�Z�f�â
ö!ª�Ð�����_���W  4 �P�o�;�Ç�0�o�Ð��
�ù�Ô�•

�� �4�æ�”�J�`�;�&�^  �P�o�;  6017 �é  TCP �D�$�6�;�
4°���Ô�����
$��Ò�ù�Ô�•

Console> (enable) set mls exclude protocol tcp 6017
TCP packets with protocol port 6017 will be switched by RP.
Console> (enable)
   

�4�æ�”�J�`�;�&�^  �P�o�;  6017 �é  UDP �D�$�6�;�
4°���Ô�����
$��Ò�ù�Ô�•

Console> (enable) set mls exclude protocol udp 6017
TCP and UDP packets with protocol port 6017 will be switched by RP.
Console> (enable)

4P1j�&�Q�f�< show mls

tcp | udp | both TCP �P�o�;�” UDP �P�o�;�”�ù�Ú�ê  TCP �ã  UDP �é
��Ç�é�;�\�H���6�"�æ1¡
!ª�Ð�����P�o�;�é�ä���â�½���Æ�
�0�o�Ô��� �o�b�o�<�•

port_number �J�`�;�&�^  �P�o�;�é�™�•�­
2�o�ê  1 :*  65535 �â�Ô�•

port_name �P�o�;�,�•�­
2�o�ê  dns�” ftp �” smtp�” telnet�” x�” www �â�Ô�•
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set mls flow
set mls flow 
MLS �æ
ö!ª�Ô���¨�Ê�H�`�o  �Q�,�"�
�0�o�Ô���æ�ê�” set mls flow �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f
�<�ê�”�,�o�D�o�C���)  ���f�+�f!ª�é&Ô.��±�Ž�

ü4ø�Ô���Ú�ü�æ��-Ð�â�Ô�•

set mls flow { destination | destination-source | full }

�H�ç �Î�é�&�Q�f�<�é
ö!ª�æ�ê�H�ç�Ç��-Ð�â�Ô�• �Î�é�&�Q�f�<�ê�” �Ô�ô�á�é�â�=�é�*�Z�o�;���6�; �
 �å4°
�Ò�á�”���"�9���I  �*�Z�o�;���6�;�é�™�æ�Ç5À�

��Ã�ù�Ô�•�Î�é�&�Q�f�<�ê�”� �V�6�*�X�é
ö!ª ¸�ã
�^�o�2�é/v*D�
�Ç�"�Ð�Ö���Î�ã�Ç�½���ù�Ô�•

�H�ç �Ô�â�æ�"2‚�é�*�Z�o�;���6�;9Ô 16K 
•
�9Õ�Ç�½���,���6�4�â�Î�é�&�Q�f�<�
�I
��Ô���ã�È�ê�” $�Î
�å�H�ç�Ç��-Ð�â�Ô�•

�H�ç 5ë'e�æ�s-��Ð�����,�"�]�J�;�æ�Î�é�&�Q�f�<�
�=�ü�å�¿�â�Ê�Û�Ð�¿�• MLS �H�`�o  �Q�,�"�
���•�Ô
���ã�”�Ô�ô�á�é  MLS � �V�6�*�X  ���f�;�]�Ç�å4°�Ð���ù�Ô�•

�t�¥�é.‘�ÿ

�:�H���^�; �ä�é  MLS-RP �æ�ý���"�.�,  �]�,�;�Ç�å�¿�•�'�ê�”�p�5�H�`�o�æ�H�`�o  �Q�,�"�Ç.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�¨�Ê  MLS �H�`�o  �Q�,�"�
�0�o�Ò�ù�Ô�• MLS-RP �é.3�o�æ���Þ�á�ê�”�0�o�Ò�Ú�¨�Ê
�H�`�o  �Q�,�"�����ý�s4Ù�æ
ö!ª�Ð�����H�`�o  �Q�,�"�é�Ç�Ç4¢�o�H�Ç7��¿�Î�ã�Ç�½���ù�Ô�•�Ú�ã�Ã�ë�”
destination-source �â�¨�Ê�H�`�o  �Q�,�"�
.3�o�Ò�” MLS-RP ���f�2�o�H�����,�Ç  IP ���›���"�.�,  �]�,
�;�â.3�o�Ð���á�¿���•�'�”�s4Ù�æ
ö!ª�Ð�����H�`�o  �Q�,�"�ê  full  �æ�å���ù�Ô�•

����4¢�o�H�é7��¿�H�`�o  �Q�,�"�
.3�o�Ô���ã9Ô�Ú�ã�Ã�ë�” destination-source �ÿ  full 9Õ�”���"�9���I  �H
�`�o  ���f�;�]�é�™�Ç�Ç�Ã�ù�Ô�•���"�9���I  �H�`�o  ���f�;�]�é�™�
�Ù4¢�Ô���æ�ê�” MLS ���o�+�f�#  �2
���S�

��Í����-Ð�Ç�½���ù�Ô�•

�Î�é�&�Q�f�<�ê�” NetFlow �:�o�2�
  RMON2 �J�`�o�I�æ���"�,�P�o�;�Ô���ã�È�å�ä�”�J�`�;�&�^  �P�o
�;  �_�L�^�â5V�ñ�æ.f&¦�å&Ô.��±�Ž�

ü4ø�Ô���ã�È�æ
ö!ª�Ô�����Á�æ!ª�ç�Ð���á�¿�ù�Ô�•

destination �p�5�H�`�o�æ�¨�Ê�H�`�o  �Q�,�"�
.3�o�Ô��� �o�b�o�<�•

destination-source 1M�>�0�H�`�o�æ�¨�Ê�H�`�o  �Q�,�"�
.3�o�Ô��� �o�b�o�<�•

full ���›���"�.�,  �]�,�;�æ�¨�Ê�H�`�o  �Q�,�"�
.3�o�Ô��� �o�b�o�<�•
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set mls nde
set mls nde
Catalyst 6000 �H���R�]  �,���6�4�é  NDE �Ï(»�
.3�o�Ò�”�&�Q�f�<�â���"�,�P�o�;�Ô��&Ô.��±�Ž�
.3�o
�ã�ú�&�_�"�2�æ1M�>�Ô���æ�ê�” set mls nde �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set mls nde {enable | disable}

set mls nde { collector_ip | collector_name} { udp_port_num}

set mls nde version { 1 | 7 | 8}

set mls nde flow [exclude | include] [destination ip_addr_spec] [source ip_addr_spec]
[protocol protocol] [src-port src_port] [dst-port dst_port]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  Netflow Data Export �C�o�+�Z�f  7 �â�”�ÿ$�"›�æ�H���^�2�Ç�0�o�Ð���á�¿�å�Ì���ë�”�Ô�ô
�á�é�¼4¢�)
L�H�`�o�Ç���"�,�P�o�;�Ð���ù�Ô�•

enable NDE �
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable NDE �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

collector_ip DNS �Ç���@�o�I�^�å�•�'�”�&�_�"�2�é  IP ���<�_�,�•

collector_name DNS �Ç���@�o�I�^�å�•�'�”�&�_�"�2�é�,�è�•

udp_port_num ���"�,�P�o�;�Ð���Ú&Ô.��±�Ž�
���>�Ô��  UDP �P�o�;�é!ß� �•

version NDE �é�C�o�+�Z�f�
�0�o�Ô��� �o�b�o�<�•�­
2�o�ê  1�” 7�” 8 �â�Ô�•

1 | 7 | 8 NDE �Ï(»�é�C�o�+�Z�f�•

flow NDE �æ�H���^�2�]�f�#�
1J
��Ô��� �o�b�o�<�•

exclude 9Ô
›�ç9Õ�0�o�Ð���Ú�H���^�2�ã	û)L�Ô���H�`�o
•���é�Ô�ô�á�é�H�`�o�
���"�,
�P�o�;�Ô��� �o�b�o�<�•

include 9Ô
›�ç9Õ�0�o�Ð���Ú�H���^�2�ã	û)L�Ô���Ô�ô�á�é�H�`�o�
���"�,�P�o�;�Ô��
� �o�b�o�<�•

destination 9Ô
›�ç9Õ�p�5  IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�•

ip_addr_spec 9Ô
›�ç9Õip_addr�” ip_addr/netmask�”�ù�Ú�ê  ip_addr/maskbit �»�|�æ����  IP ��
�<�_�,�K
Õ�ù�Ú�ê�(�I�@�6�;  ���<�_�,�•

source 9Ô
›�ç9Õ1M�>�0 IP ���<�_�,�
�0�o�Ô��� �o�b�o�<�•

protocol 9Ô
›�ç9Õ�J�`�;�&�^  �2���J�
�0�o�Ô��� �o�b�o�<�•

protocol 9Ô
›�ç9Õ�J�`�;�&�^  �2���J�•�­
2�o�ê  0 :*  255 �é�™�o�” ip�” ipinip �” icmp�”
igmp�” tcp�”�ù�Ú�ê  udp�• 0 �ê�”�Ÿ�0�o�å�Ò� �
$��Ò�ù�Ô�•

src-port src_port9Ô
›�ç9ÕTCP/UDP 1M�>�0�P�o�;�é!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™9Ô 10 
1t�™9Õ�• protocol �Ç tcp �ù�Ú�ê  udp �é�•�'�æ�” dst-port �ã&µ�ú�'�
�Ö�á
ö!ª�Ò
�á�”�P�o�;�é�M���
�0�o�Ò�ù�Ô�• 0 �ê�”�Ÿ�0�o�å�Ò� �
$��Ò�ù�Ô�•

dst-port dst_port9Ô
›�ç9ÕTCP/UDP �p�5�P�o�;�é!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™9Ô 10 1t
�™9Õ�• protocol �Ç tcp �ù�Ú�ê  udp �é�•�'�æ�” src-port �ã&µ�ú�'�
�Ö�á
ö!ª�Ò�á�”
�P�o�;�é�M���
�0�o�Ò�ù�Ô�• 0 �ê�”�Ÿ�0�o�å�Ò� �
$��Ò�ù�Ô�•
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set mls rate
set mls rate
���f�:�6�"�,.ƒ�É�3�D�$�6�;�Ç  MSFC �æ1M�>�Ð����1f�2�
.3�o�Ô���æ�ê�” set mls rate �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

set mls rate kpps

�t�¥�é.‘�ÿ

�:�H���^�; kpps �•�™�ê  0 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f kpps �•�™�
  0 �æ.3�o�Ô���ã�” MLS �_�o�;�Ù4¢�Ç�:���.�o�I�^�æ�å���ù�Ô�• MLS �_�o�;�Ù4¢�
�:��
�.�o�I�^�æ�Ò�Ú�•�'�”�,���6�4�ê�D�$�6�;�
  MSFC �æ�I�]�6�+�Ò�”�D�$�6�;�ê���f�:�6�"�,�0�o�Ð��
�ù�Ö���•

�� �4�æ�” MLS �_�o�;�Ù4¢�
  100 kpps �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set mls rate 100
MLS rate limiting set to 100 Kpps
Console> (enable)

�4�æ�” MLS �_�o�;�Ù4¢�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set mls rate 0
MLS rate limiting disabled
Console> (enable)

4P1j�&�Q�f�< show mls

kpps 1000 �D�$�6�; / $}
±
Ï�â-+�Ò�Ú  MLS 1f�2�•�­
2�o�ê  0 :*  700 �â�Ô�•.f&¦
�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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set mls statistics protocol
set mls statistics protocol
�J�`�;�&�^�
�J�`�;�&�^&Ô.��±�Ž�]�,�;�æ1J
��Ô���æ�ê�” set mls statistics protocol �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

set mls statistics protocol protocol src_port

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f MLS �
�Þ0¿�Ò�á�¿�å�¿  Catalyst 6000 �H���R�]  �,���6�4�â�¿�Õ���Æ�é  set mls �&�Q�f�<�
�I
��Ô���ã�”
�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

MLS not supported on feature card .

set mls statistics protocol �&�Q�f�<�

ö!ª�Ô���ã�”�¨�"  64 �é�P�o�;�
.3�o�â�È�ù�Ô�•

1M�>�0�P�o�;�æ  x �
�I
��Ò�Ú�•�'�ê�” X Window ���J�]�$�o�*�Z�f�â
ö!ª�Ð�����_���W  4 �P�o�;�Ç�0�o
�Ð���ù�Ô�•

�� �4�æ�”&Ô.��±�Ž�

ü4ø�Ô���J�`�;�&�^�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set mls statistics protocol 17 1934
Protocol 17 port 1934 is added to protocol statistics list.
Console> (enable) 

4P1j�&�Q�f�< clear mls statistics entry
show mls statistics

protocol �J�`�;�&�^�é�,�è�ù�Ú�ê!ß� �•�­
2�o�ê  1 :*  255�” ip�” ipinip �” icmp�” igmp�”
tcp�” udp �â�Ô�•

src_port 1M�>�0�P�o�;�é!ß� �ù�Ú�ê�2���J�•�­
2�o�ê  1 :*  65535�” dns�” ftp �” smtp�”
telnet�” x�” www �â�Ô�•
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set module
set module
�U�+�X�o�^�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set module �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set module enable | disable mod

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�Ô�ô�á�é�U�+�X�o�^�ê���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f Telnet �.�6�*�Z�f�â�’&ï�Ò�á�¿���ã�È�ê�”�U�+�X�o�^�
�:���.�o�I�^�æ�Ò�å�¿�â�Ê�Û�Ð�¿�•�.�6�*�Z�f
�
�:���.�o�I�^�æ�Ô���ã�” Telnet �.�6�*�Z�f�Ç�¾�¿�Ð���ù�Ô�•

Catalyst 6000 �H���R�]  �,���6�4�ó�é
•�é�@�6�;�b�o�"�’&ï�Ç�å�¿�•�'9Ô�Î�é�U�+�X�o�^�

ö!ª�Ò�á�¿
���•�'�å�ä9Õ �”�&�f�0�o�^�Æ���U�+�X�o�^�
�c�2���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�&�U�+�X�o�^!ß� �
���f�Q�â
™�¾���ã�”	û1j�é�U�+�X�o�^�
�0�o�â�È�ù�Ô9Ô 2,3,5 �å�ä9Õ�•�U�+�X�o�^!ß
� �é4F�æ�3�6�*�X�
�I�����ã�”�U�+�X�o�^�é%¸�Ð�
�0�o�â�È�ù�Ô9Ô 2-5 �å�ä9Õ�•

set module disable �&�Q�f�<�ê�”�U�+�X�o�^�é5��.�
���H�æ�Ô���
�Ì�â�ê�½���ù�Ö���•�U�+�X�o�^�

�:���.�o�I�^�æ�Ô���Û�Ì�â�Ô�•�U�+�X�o�^�é5��.�
���H�æ�Ô���æ�ê�” set module power �&�Q�f�<�

ó
�–�Ò�á�Ê�Û�Ð�¿�•

�U�+�X�o�^�é�X�Î�é�P�o�;�Ç�Ô�â�æ�:���.�o�I�^�æ�Ð���á�¿���•�'�”�U�+�X�o�^�
���@�o�I�^�æ�Ò�á
�ý�”�:���.�o�I�^�æ�Ð���á�¿���P�o�;�ê���@�o�I�^�æ�å���ù�Ö���•

�� �4�æ�”�U�+�X�o�^  2 �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set module enable 2
Module 2 enabled.
Console> (enable)

�4�æ�”�&�f�0�o�^  �P�o�;&»!±�â�’&ï�Ò�á�¿���ã�È�æ�”�U�+�X�o�^  3 �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set module disable 3
Module 3 disabled.
Console> (enable)

enable �U�+�X�o�^�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �U�+�X�o�^�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

mod �U�+�X�o�^!ß� �•
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set module name
set module name
�U�+�X�o�^�é�,�è�
.3�o�Ô���æ�ê�” set module name �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set module name mod [mod_name]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�”�U�+�X�o�^�æ�»�Ò�á�U�+�X�o�^�,�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �U�+�X�o�^�,�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”
•�è�0�o�Ò�Ú�,�è�Ç�"�]���Ð���ù�Ô�•

MSM �é�U�+�X�o�^�
.3�o�Ô���æ�ê�” set module name �&�Q�f�<�

ö!ª�Ò�ù�Ô�•1J
��é  set module �&
�Q�f�<�ê�” MSM �â�ê�(�P�o�;�Ð���ù�Ö���•

�� �4�æ�”�U�+�X�o�^  1 �é�,�è�
  Supervisor �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set module name 1 Supervisor
Module name set.
Console> (enable)

4P1j�&�Q�f�< show module

mod �U�+�X�o�^!ß� �•

mod_name 9Ô
›�ç9Õ�U�+�X�o�^�æ�»�Ò�á
Þ�‘�Ô���,�è�•
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set module power
set module power
�U�+�X�o�^�ó�é5��.�
���f�ù�Ú�ê���H�Ô���æ�ê�” set module power �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set module power up | down mod

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�U�+�X�o�^�ó�é5��.�ê���f�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set module power up �&�Q�f�<�

ö!ª�Ô���ã�”�*�,�9�S�â5��.�
���f�æ�Ô���Ú�ü�æ��-Ð�å5��.�Ç
ö!ª��
(»�Æ�ä�Á�Æ�
�4���6�"�â�È�ù�Ô�•
 �½�å5��.�Ç
ö!ª�â�È�å�¿�•�'�ê�”�U�+�X�o�^�é�,�9�o�2�,�Ç  
power-down �Æ��  power-deny �æ���
���”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Module 4 could not be powered up due to insufficient power.

�� �4�æ�”�U�+�X�o�^  4 �é5��.�
���f�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set module power up 4
Module 4 powered up.
Console> (enable) 

�4�æ�”�U�+�X�o�^  4 �é5��.�
���H�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set module power down 4
Module 4 powered down.
Console> (enable) 

4P1j�&�Q�f�< show environment

up �U�+�X�o�^�é5��.�
���f�æ�Ô��� �o�b�o�<�•

down �U�+�X�o�^�é5��.�
���H�æ�Ô��� �o�b�o�<�•

mod �U�+�X�o�^!ß� �•
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set module shutdown
set module shutdown
NAM �Å���î  IDSM �
�*�V�6�;�3���f�Ô���æ�ê�” set module shutdown �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set module shutdown all | mod

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set module shutdown �&�Q�f�<�

ö!ª�Ò�Ú�•�'�ê�”.3�o�Ç  NVRAM �æ�;�=�Ð���ù�Ö���•�4�Á�U�+�X�o
�^�
/à
G�Ô���ã�”���f�\���f�æ�å���ù�Ô�•�U�+�X�o�^�
���f�\���f�æ�Ô���æ�ê�”�U�+�X�o�^�
�c�L�I�Ô
���Æ�]�.�6�;�Ò�ù�Ô�•

Catalyst 6000 �H���R�]  �,���6�4�ó�é
•�é�@�6�;�b�o�"�’&ï�Ç�å�¿�•�'9Ô�Î�é�U�+�X�o�^�

ö!ª�Ò�á�¿
���•�'�å�ä9Õ �”�&�f�0�o�^�Æ���U�+�X�o�^�
�c�2���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�&�U�+�X�o�^!ß� �
���f�Q�â
™�¾���ã�”	û1j�é�U�+�X�o�^�
�0�o�â�È�ù�Ô9Ô 2,3,5 �å�ä9Õ�•

�� �4�æ�” NAM �ù�Ú�ê  IDSM �
�*�V�6�;�3���f�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set module shutdown 2

Console> (enable) 

all NAM �Å���î  IDSM �
�*�V�6�;�3���f�Ô��� �o�b�o�<�•

mod �U�+�X�o�^!ß� �•
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set msfcautostate
set msfcautostate
�P�o�;  �,�9�o�;���•�æ����  MSFC �é�\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
���@�o�I�^�ù�Ú�ê�:���.�o�I
�^�æ�Ô���æ�ê�” set msfcautostate �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set msfcautostate { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê���@�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�Ï(»�ê�”�^�o�9���f�#�Å���î�Ø�é
•�é�J�`�;�&�^�Ç����1f�Ê�&�f�C�o�+�Ð�������Á�æ�”�n�æ�å���_
���W  2 ���f�2�o�H�����,  �,�9�o�2�,�æ�n�à�¿�á�”�_���W  3 ���f�2�o�H�����,  �,�9�o�2�,�
�\#Õ�æ
û��
�Ô���Ú�ü�æ
ö!ª�Ò�ù�Ô�•�J�`�;�&�^  �&�f�C�o�+���f�,�Ç1f�Ê�å���ã�”1b#n�å�Ò�æ�;�\�H���6�"�Ç�D�È
�Ð�����é�
4•�Ë�Î�ã�Ç�â�È�ù�Ô�•

MSFC )D
G�,�9�o�;�Ï(»�
���@�o�I�^�æ�Ô���ã�” MSFC �é  VLAN ���f�2�o�H�����,�ê�” Catalyst 6000 
�H���R�]  �,���6�4�é�,�9�o�;�
0©1M�Ô���,�D�>�f�#  �7�]�o�æ�”
•�æ�Ë�å�Ê�ã�ý  1 �ß�é���"�9���I�å��
�f�2�o�H�����,�Ç�½���•�'�æ�é�ú���"�9���I�æ�å���ù�Ô�•�Î�é���f�2�o�H�����,�ê�” �!�"›�å���f�<  
�Y�o�)  �P�o�;�” VLAN �Ç���"�9���I�æ�å�Þ�á�¿���»/N�é�;�\�f�"�’&ï�”�ù�Ú�ê�+%l�é  VLAN ���f�2�o
�H�����,�
�,�ß�Î�é  MSFC �â�Ô�•

set msfcautostate �&�Q�f�<�
���@�o�I�^�æ�Ò�á�Æ���:���.�o�I�^�æ�Ò�Ú�•�'�”�ù�Ú�ê�:���.�o�I�^�æ
�Ò�á�Æ�����@�o�I�^�æ�Ò�Ú�•�'�ê�” shutdown �&�Q�f�<�ã  no shutdown �&�Q�f�<�

ö!ª�Ò�Ú�” MSFC 
�é  VLAN �Å���î  WAN ���f�2�o�H�����,�é�:���.�o�I�^
{�ã�”�Ø�é�ß�é�]�,�2�o�;�Ç��-Ð�æ�å���Î�ã
�Ç�½���ù�Ô�•

FXS �U�+�X�o�^  �P�o�;�Ç  Auxiliary VLAN �æ�½���” VLAN �æ���"�9���I�å�,���6�4�f�#  �U�+�X�o�^  
�P�o�;�Ç�å�¿�•�'�ê�” MSFC )D
G�,�9�o�;�Ï(»�Ç�Ô�ô�á�é  MSFC ���f�2�o�H�����,�Å���î�(�I���f
�2�o�H�����,�
�*�V�6�;�3���f�Ô���Ú�ü�” FXS �U�+�X�o�^�ê�Ë�¼
{�Ð���ù�Ö���• VLAN �æ �!����o�(
�@�6�;  �P�o�;�
1J
��Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

�H�ç �_���W  3 ���f�2�o�H�����,  �,�9�o�2�,�Ç�_���W  2 ���f�2�o�H�����,  �,�9�o�2�,�
�\#Õ�æ
û���Ò�å�Ê
�å���Î�ã�Ç�½���Ú�ü�” MSFC )D
G�,�9�o�;�Ï(»�ê�:���.�o�I�^�æ�â�È�ù�Ö���•�Î�é�Ï(»�
�:���.�o
�I�^�æ�Ô���ã�”
•�é�­
2�å�;�\�H���6�"  �D�,�Ç�=�÷�Ò�á�¿�á�ý�”�;�\�H���6�"�Ç1b#n�å�Ò�æ�D�È�Ð
�����Î�ã�Ç�½���ù�Ô�•

enable �\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable �\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
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set msmautostate
set msmautostate
�P�o�;  �,�9�o�;���•�æ����  MSM �é�\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
���@�o�I�^�ù�Ú�ê�:���.�o�I
�^�æ�Ô���æ�ê�” set msmautostate �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set msmautostate { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�â�ê�”�\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�Ï(»�ê�”�^�o�9���f�#  �D�,�ó�é���"�.�,�Ç9Ô4Ú�‚�ÿ%¤!�
��é�:���.�o�I�^
{�æ���Þ�á9Õ�Î5
�æ
�å�Þ�Ú�ã�È�æ�”�Ø�é�^�o�9���f�#  �D�,�é���<�C�2���-�T�f�;�

��¿�Ô���Ú�ü�æ�Î%��Ü�ù�Ô�•

msmautostate �
���@�o�I�^�æ�Ò�Ú�•�'�” MSM �é  VLAN ���f�2�o�H�����,�ê�” Catalyst 6000 �H���R
�]  �,���6�4�æ�”
•�æ�Ë�å�Ê�ã�ý  1 �ß�é���"�9���I�å���f�2�o�H�����,�Ç�½���•�'�æ�é�ú���"�9���I�æ
�å���ù�Ô�•�Î���ê�” �!�"›�å���f�<  �Y�o�)  �P�o�;�” VLAN �Ç���"�9���I�æ�å�Þ�á�¿���»/N�é�;�\�f�"
�’&ï�”�ù�Ú�ê�+%l�é  VLAN ���f�2�o�H�����,�
�,�ß�Î�é  MSM �â�Ô�•

msmautostate �
�:���.�o�I�^�æ�Ò�Ú�•�'�” MSM �
�ó�ë�Ð�Ö���æ�ê�” shutdown �&�Q�f�<�ã  no 
shutdown �&�Q�f�<�

ö!ª�Ò�Ú�” MSFC �é  VLAN ���f�2�o�H�����,�é�:���.�o�I�^
{�ã�”�Ø���æ&ï�Ê
�]�,�2�o�;�Ç��-Ð�æ�å���Î�ã�Ç�½���ù�Ô�•

�� �4�æ�” MSM �é�\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set msmautostate enable
MSM port auto state enabled.
Console> (enable)

�4�æ�” MSM �é�\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set msmautostate disable
MSM port auto state disabled.
Console> (enable)

4P1j�&�Q�f�< show msmautostate

enable �\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable �\���f  �J�`�;�&�^  �,�9�o�;�é�Í�o�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
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set multicast router
set multicast router 
�P�o�;�
�Q�>�X���^�â�Q�^�4� �V�,�;  �^�o�2  �P�o�;�ã�Ò�á.3�o�Ô���æ�ê�” set multicast router �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

set multicast router mod/port

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�ä�é�P�o�;�ý�Q�^�4� �V�,�;  �^�o�2  �P�o�;�ã�Ò�á.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f IGMP �,�?�o�G�f�#�
���@�o�I�^�æ�Ô���ã�”�Q�^�4� �V�,�;�»���^�o�2�é�’&ï�5�â�½���P�o�;�Ç)D
G"›
�æ/��Î�Ð���ù�Ô�• set multicast router �&�Q�f�<�

ö!ª�Ô���ã�”�Q�^�4� �V�,�;  �^�o�2  �P�o�;�
5R"›�æ
.3�o�â�È�ù�Ô�•

�� �4�æ�”�Q�^�4� �V�,�;  �^�o�2  �P�o�;�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set multicast router 3/1
Port 3/1 added to multicast router port list.
Console> (enable)

4P1j�&�Q�f�< clear multicast router
set igmp
show multicast router
show multicast group count

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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set ntp broadcastclient
set ntp broadcastclient
NTP �
�I�`�o�<� �V�,�;  �"�\�����f�;  �U�o�<�â���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set ntp 
broadcastclient �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ntp broadcastclient { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�I�`�o�<� �V�,�;  �"�\�����f�;  �U�o�<�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �I�`�o�<� �V�,�;  �"�\�����f�;  �U�o�<�ê�”�^�o�2�å�ä�é�I�`�o�<� �V�,�;  �(�o�C�Ç�o�¼"›�æ�(�Þ�±�Ž
�
  Catalyst 6000 �H���R�]  �,���6�4�æ1M�>�Ò�á�¿���Î�ã�Ç�è�­�æ�å���ù�Ô�•

�� �4�æ�” NTP �I�`�o�<� �V�,�;  �"�\�����f�;�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ntp broadcastclient enable
NTP Broadcast Client mode enabled.
Console> (enable)

�4�æ�” NTP �I�`�o�<� �V�,�;  �"�\�����f�;�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ntp broadcastclient disable
NTP Broadcast Client mode disabled.
Console> (enable)

4P1j�&�Q�f�< show ntp

enable NTP �
�I�`�o�<� �V�,�;  �"�\�����f�;  �U�o�<�â���@�o�I�^�æ�Ô��
� �o�b�o�<�•

disable NTP �
�I�`�o�<� �V�,�;  �"�\�����f�;  �U�o�<�â�:���.�o�I�^�æ�Ô
��� �o�b�o�<�•
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set ntp broadcastdelay
set ntp broadcastdelay
Catalyst 6000 �H���R�]  �,���6�4�Ç�I�`�o�<� �V�,�;  �D�$�6�;�
���>�â�È�����Á�æ�(�Þ.ž�›�H���"�2�

.3�o�Ô���æ�ê�” set ntp broadcastdelay �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ntp broadcastdelay microseconds

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” NTP �I�`�o�<� �V�,�;1ƒ�g�ê  3000 ms �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” NTP �I�`�o�<� �V�,�;1ƒ�g�
  4000 ms �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ntp broadcastdelay 4000
NTP broadcast delay set to 4000 microseconds.
Console> (enable)

4P1j�&�Q�f�< show ntp

microseconds NTP �I�`�o�<� �V�,�;�é
M�ù�Ð�����\���f�<�;�]�6�J�(4F9Ô�Q��
�"�`$}
±
Ï9Õ �•�­
2�o�ê  1 :*  999999 �â�Ô�•
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set ntp client
set ntp client
Catalyst 6000 �H���R�]  �,���6�4�
  NTP �"�\�����f�;�ã�Ò�á���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ
�ê�” set ntp client �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set ntp client { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â  NTP �"�\�����f�;  �U�o�<�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f NTP �ê�”�I�`�o�<� �V�,�;  �"�\�����f�;  �U�o�<�ù�Ú�ê�"�\�����f�;  �U�o�<�â.3�o�â�È�ù�Ô�•�I�`�o�<
� �V�,�;  �"�\�����f�;  �U�o�<�ê�”�^�o�2�å�ä�é�I�`�o�<� �V�,�;  �(�o�C�Ç�o�¼"›�æ�(�Þ�±�Ž�
  
Catalyst 6000 �H���R�]  �,���6�4�æ1M�>�Ò�á�¿���Î�ã�Ç�è�­�æ�å���ù�Ô�•�"�\�����f�;  �U�o�<�ê�”�"�\
�����f�;9Ô Catalyst 6000 �H���R�]  �,���6�49Õ�Ç�o�¼"›�æ�(�Þ-Ð�Þ�
  NTP �(�o�C�æ1M�>�Ò�á�¿���Î�ã
�Ç�è�­�æ�å���ù�Ô�•

�� �4�æ�” NTP �"�\�����f�;  �U�o�<�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ntp client enable
NTP client mode enabled.
Console> (enable)

4P1j�&�Q�f�< show ntp

enable Catalyst 6000 �H���R�]  �,���6�4�
  NTP �"�\�����f�;�ã�Ò�á��
�@�o�I�^�æ�Ô��� �o�b�o�<�•

disable Catalyst 6000 �H���R�]  �,���6�4�
  NTP �"�\�����f�;�ã�Ò�á�:��
�.�o�I�^�æ�Ô��� �o�b�o�<�•
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set ntp server
set ntp server
NTP �(�o�C  ���<�_�,�é�0�o�ã  NTP �(�o�C.z.=� �o�
.3�o�Ô���æ�ê�” set ntp server �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

set ntp server ip_addr [key public_keynum]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �"�\�����f�;  �U�o�<�ê�”�"�\�����f�;9Ô Catalyst 6000 �H���R�]  �,���6�49Õ�Ç�o�¼"›�æ�(�Þ-Ð�Þ�
  NTP 
�(�o�C�æ1M�>�Ò�á�¿���Î�ã�Ç�è�­�æ�å���ù�Ô�•�"�\�����f�;�°�Ú���¨�"  10 ���é�(�o�C�
�0�o�â�È�ù�Ô�•

�� �4�æ�” NTP �(�o�C�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ntp server 172.20.22.191
NTP server 172.20.22.191 added.
Console> (enable)

4P1j�&�Q�f�< clear ntp server
show ntp

ip_addr NTP �(�o�C�é  IP ���<�_�,�•

key 
public_keynum

9Ô
›�ç9Õ� �o!ß� �
�0�o�Ô��� �o�b�o�<�•�­
2�o�ê  1 :*  4292945295 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ntp summertime
set ntp summertime
���(4F�é�¼4F
��æ�(.��
  1 �(4F1t�ü���Æ�ä�Á�Æ�
�0�o�Ô���æ�ê�” set ntp summertime �&�Q�f�<  �.�6�;
�

ö!ª�Ò�ù�Ô�•

set ntp summertime {enable | disable} [ zone]

set ntp summertime recurring [{ week} { day} { month} { hh:mm} { week | day | month | 
hh:mm} [ offset]]

set ntp summertime date {month} { date} { year} { hh:mm}{ month | date | year | hh:mm} 
[offset]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â  set ntp summertime �&�Q�f�<�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•���@�o�I�^�æ�Ò�Ú�•�'�”
offset �é�:�H���^�;�ê  60 �½�â�Ô9Ô&(�Ö �¡�0�(�é�ß9Õ �•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear config �&�Q�f�<�
�I
��Ô���ã�”�ã
ƒ�ã�(4F�Ç�:�H���^�;�æ.3�o�Ð���ù�Ô�•


•�é.3�o�
�Ò�å�¿�•�'�”�Î�é�&�Q�f�<�æ���Þ�á�”�(.��ê  4 �¬�é%Y 1 �ã�•�ã�é
¦�è  2 �(  00 �½�æ 1 �(4F1t
�ú�” 10 �¬�é�¨&³�ã�•�ã�é
¦�è  2 �(  00 �½�æ 1 �(4F�¯���ù�Ô�•

enable ���(4F�é�¼4F
��æ�”�(.��
  1 �(4F1t�ü�����Á�æ�*�,�9�S�æ�0$��Ô
��� �o�b�o�<�•

disable ���(4F�é�¼4F
��æ�”�(.��
  1 �(4F1t�ü�å�¿���Á�æ�*�,�9�S�æ�0$�
�Ô��� �o�b�o�<�•

zone 9Ô
›�ç9Õset summertime �&�Q�f�<�â
ö!ª�Ô���(4F�ê�•

recurring �¤��'…��10�Ð�������(4F�é�ã
ƒ�
�0�o�Ô��� �o�b�o�<�•

week 1s9Ôfirst �” second�” third �” fourth �” last�” 1...59Õ�•

day �•�ã9Ô Sunday�” Monday�” Tuesday �å�ä9Õ�•

month �¬9ÔJanuary�” February�” March  �å�ä9Õ�•

hh:mm �(4F�ã�½�•

offset 9Ô
›�ç9Õ�½
±
Ï�é���H�.�6�;9Ô 1 :*  1440 �½9Õ�•

date �ã9Ô1 :*  319Õ�•

year ��9Ô 1993 :*  20359Õ�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set ntp timezone
set ntp timezone
�#�]�>�6�+�¡�0�(�Æ���é�(4F���H�.�6�;�
.3�o�Ô���æ�ê�” set ntp timezone �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set timezone [zone_name] [hours [minutes]]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set ntp timezone �&�Q�f�<�ê�” NTP �é�s-�
��æ�é�ú�­
2�â�Ô�•�(4F�
�ÿ$�"›�æ.3�o�Ò�” NTP �Ç�¾�¿�Ð
���á�¿���•�'�” set ntp timezone �&�Q�f�<�ê�u
2�â�Ô�• NTP �Ç���@�o�I�^�â  set timezone �&�Q�f�<�Ç
�I
��Ð���á�¿�å�¿�•�'�” Catalyst 6000 �H���R�]  �,���6�4�ê�:�H���^�;�â  UTC �
-+$��Ò�ù�Ô�•

�� �4�æ�”�(4F�ê�
  UTC �Æ���é���H�.�6�;�Ç  -8 �(4F�â�½���"-Ï�W�¡�0�(�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set ntp timezone PST -8
Timezone set to “PST”, offset from UTC is -8 hours.
Console> (enable)

4P1j�&�Q�f�< clear ntp timezone
show ntp

zone_name �(4F�ê�é�,�è�•

hours 9Ô
›�ç9Õ�#�]�>�6�+�¡�0�(�Æ���é�(4F���H�.�6�;9Ô�(9Õ �•�­
2�o�ê  
–12 :*  12 �(4F�â�Ô�•

munutes 9Ô
›�ç9Õ�#�]�>�6�+�¡�0�(�Æ���é�(4F���H�.�6�;9Ô�½9Õ �•�­
2�o�ê  
0 :*  59 �½�â�Ô�•
2-324
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set password
set password
CLI �â�`�#���f  �D�,�b�o�<�
���•�Ô���æ�ê�” set password �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set password

�t�¥�é.‘�ÿ �Î�é�&�Q�f�<�æ�ê�”�•�™�ù�Ú�ê� �o�b�o�<�ê�½���ù�Ö���•

�:�H���^�; �:�H���^�;�â�ê�”�D�,�b�o�<�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �D�,�b�o�<�â�ê�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���” 0 :*  19 �¥�<�é43�Ð�â�”�,�M�o�,�

ö!ª�â�È�ù�Ô�•

���¿�D�,�b�o�<�
-Ð�Þ�Ô���&�Q�f�<  �J�`�f�J�;�Ç-+$��Ð���ù�Ô�•�I
��Ò�Ú�D�,�b�o�<�Ç�­
2�å�•�'�”
�Â�Ò�¿�D�,�b�o�<�é�I
��
-Ð�Þ�Ô���J�`�f�J�;�ã�”�Â�Ò�¿�D�,�b�o�<�é#Õ.z�
-Ð�Þ�Ô���J�`�f�J�;�Ç-+
$��Ð���ù�Ô�• Return �
�ü�Ô�Î�ã�â�”43�Ð�Ç�/�`�é�D�,�b�o�<�
.3�o�â�È�ù�Ô�•

�� �4�æ�”�Ë�¼�D�,�b�o�<�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set password
Enter old password: <old_password>
Enter new password: <new_password>
Retype new password: <new_password>
Password changed.
Console> (enable)
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set pbf
set pbf
PBF �
���@�o�I�^�æ�Ò�” PFC2 !ª�é  MAC ���<�_�,�
.3�o�Ô���æ�ê�” set pbf �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set pbf [mac mac_address]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  MAC ���<�_�,�

ö!ª�Ô���Î�ã�ý�” MAC ���<�_�,�
�0�o�Ô���Î�ã�ý�â�È�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f PFC2 !ª�é  MAC ���<�_�,�
�0�o�Ô����-Ð�Ç�½���ù�Ô�• MAC PROM �Æ�����ç�Ô���:�H���^�;�é  MAC 
���<�_�,�

ö!ª�Ô���Î�ã�
�•�Q�Ò�ù�Ô�• set pbf mac �&�Q�f�<�â [)D�é  MAC ���<�_�,�
�0�o�Ô���•�'�”
�Ø�é  MAC ���<�_�,�Ç
ö!ª
��é�ý�é�ã2€-„�Ô���ã�”�D�$�6�;�Ç�<�`�6�J�Ð�����Î�ã�Ç�½���ù�Ô�•

PBF �ê�” PBF !ª�æ
ö!ª�Ð���á�¿��  Catalyst 6000 �H���R�]  �,���6�4�â
G
Þ
��é9Ô/à
G�ã�ú9Õ MSFC2 �â
�ê�(�P�o�;�Ð���ù�Ö���• MSFC2 �Ç�½���”/à
G�Ð���á�¿�å�¿�•�'�” PBF �
.3�o�â�È�ù�Ô�•

PBF �ê�”�’&ï�Ò�Ú�N�,�;
��â.3�o�Ç��-Ð�æ�å���•�'�Ç�½���ù�Ô�•�@�6�;�b�o�"�æ�^�o�2�Ç�=�÷�Ò�å�¿�•
�'�ê�” PBF �æ
ó
��Ô���&�N�,�;�æ�»�Ò�á  ARP �9�o�I�^  ���f�;�]�
5R"›�æ1J
��Ô����-Ð�Ç�½���ù�Ô�•�N�,
�;�é.3�o�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�é%Y 16 %(

�ŸConfiguring Access Control� �æ�½���Ÿ Configuring Policy-Based Forwarding� �é5Ä�

ó�–�Ò�á�Ê�Û�Ð�¿�•

9Ô�H9Õ PBF �ê�” 802.1Q �;�f�@�^  �;�\�H���6�"�â�ê�Ï(»�Ò�ù�Ö���• PBF �ê�_���W  3 IP �Y�>� �V�,�;  �;�\
�H���6�"�â�ê�(�P�o�;�Ð���á�¿�ù�Ô�Ç�”�_���W  2 �;�\�H���6�"�æ�ê1¡!ª�Ð���ù�Ö���•
�4F9Ô PBF9Õ
�,���6�4�â�ê�” 802.1Q �;�f�@�^  �;�\�H���6�"�ê�Ô�ô�á�_���W  2 �;�\�H���6�"�ã-×�å�Ò�ù�Ô�•

�� �4�æ�” PFC2 �æ�:�H���^�;  MAC ���<�_�,�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set pbf
Console> (enable) Operation successful.
Console> (enable)

�4�æ�” PFC2 �æ $�o�é  MAC ���<�_�,�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set pbf mac 00-01-64-61-39-c2
Console> (enable) Operation successful.
Console> (enable)

4P1j�&�Q�f�< clear pbf
show pbf

mac mac_address 9Ô
›�ç9ÕPFC2 !ª�é  MAC ���<�_�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2

set port auxiliaryvlan
set port auxiliaryvlan
-l
%  VLAN �P�o�;�
.3�o�Ô���æ�ê�” set port auxiliaryvlan �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port auxiliaryvlan mod[/port] { vlan | untagged | dot1p | none}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê  none �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �P�o�;�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�Ô�ô�á�é�P�o�;�Ç1¬�ï�Ð���ù�Ô�•

�Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

vlan ���J�*�Z�f�ê�”�’&ï�Ð���Ú�:�C���,�Ç�” $�o�é  VLAN �â�2�#
ƒ�Ì�Ð���Ú�D�$�6�;�
1M�>�Ô�����Á
�0�o�Ò�ù�Ô�•

none ���J�*�Z�f�
�I
��Ô���ã�”5¸�ÿ�±�Ž�ê1M���>�Ð���ù�Ö���•

VVID �æ�»�Ô���3���=�R�6�"  VLAN �(�P�o�;�æ�ê�”�,���6�4  �P�o�;
��é�4�é  MVAP �&�f�H���!�X
�_�o�*�Z�f�æ�»�Ô���Ù4¢�Ç�=�ù���ù�Ô�•

• VVID �Ç dot1p �ù�Ú�ê  untagged �æ%l�Ò�¿�•�'�
4°�¿�á�” dot1p �ã  untagged �
�=�û�3���=�R�6�"  
�P�o�;
��â
›�ç�é  VVID �
.3�o�â�È�ù�Ô�•�Î�é�•�'�æ�ê�” IP Phone �é  MAC ���<�_�,�â  VMPS �

.3�o�Ô����-Ð�Ç�½���ù�Ô�•�3���=�R�6�"  �P�o�;
��â  VVID �
  dot1p �ù�Ú�ê  untagged �ã�Ò�á.3�o
�Ô���ã�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

VMPS should be configured with the IP phone mac’s.

• �3���=�R�6�"  �P�o�;�é�•�'�”-l
%  VLAN ID �ê�”�3���=�R�6�"  �P�o�;!ª�æ  VMPS �æ���Þ�á
����°
�á�����Ú�@���9���I  VLAN ID �ã�+�Ó.3�o�æ�â�È�ù�Ö���•

• �;�\�f�"  �P�o�;�ê�3���=�R�6�"  �P�o�;�ã�Ò�á.3�o�â�È�ù�Ö���Ç�” MVAP �ê�3���=�R�6�"  �P�o�;�ã
�Ò�á.3�o�â�È�ù�Ô�•

mod[/port] �U�+�X�o�^!ß� �ã�” 9Ô
›�ç9Õ�P�o�;�ù�Ú�ê-„�™�P�o�;�é!ß� �•

vlan VLAN �é!ß� �•�­
2�o�ê  1 :*  4096 �â�Ô�•

untagged �’&ï�Ð���Ú�:�C���,�Ç�” 802.1p �J�\�����]�9���å�Ò�â�2�#�å�Ò�D�$�6�;�
1M
���>�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

dot1p �’&ï�Ð���Ú�:�C���,�Ç�” 802.1p �J�\�����]�9���
�0�o�Ò�á�D�$�6�;�
1M���>
�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

none �,���6�4�Ç�”�Ø�é�P�o�;�Æ���ê-l
%  VLAN �±�Ž�
�=�û  CDP �D�$�6�;�
1M�>
�Ò�å�¿���Á�æ�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port broadcast
set port broadcast
1 �ß�ù�Ú�ê-„�™�é�P�o�;�æ�»�Ò�á�I�`�o�<� �V�,�;�”�Q�^�4� �V�,�;�”�ù�Ú�ê�Y�>� �V�,�;�å�Ù�
.3�o
�Ô���æ�ê�” set port broadcast �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�Ò�È�¿�o�ê�”�U�+�X�o�^�Æ�����>�Ô���C�6
�"�J�_�o�f  �;�\�H���6�"�
�Ù4¢�Ò�ù�Ô�•

set port broadcast mod/port threshold% [multicast { enable | disable}] [ unicast { enable | 
disable}]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  100 %9Ô�I�`�o�<� �V�,�;�é�Ù4¢�å�Ò9Õ�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Ò�È�¿�o�ê�”�4�é  2 �ß�é�Ç�:�â�I
��â�È�ù�Ô�•

• 10 1t�™�ã�D�o�.�f�;.%� 9Ô 0.33% �å�ä9Õ

• �›�™�ã�D�o�.�f�;.%� 9Ô 33% �å�ä9Õ

�Ò�È�¿�o�
�I
��Ô���æ�ê�”�D�o�.�f�;.%� 9Ô %9Õ�Ç��-Ð�â�Ô�•

multicast � �o�b�o�<�ã  unicast � �o�b�o�<�ê�”�!���F�6�;  ���o�(�@�6�;  �U�+�X�o�^
��â�é�ú�(�P�o�;
�Ð���ù�Ô�•

multicast � �o�b�o�<�ù�Ú�ê  unicast � �o�b�o�<�

ö!ª�Ö�Õ�æ�&�Q�f�<�
�I
��Ô���ã�”�I�`�o�<� �V�,
�;  �;�\�H���6�"�é�ú�å�Ù�Ð���ù�Ô�• multicast � �o�b�o�<�ù�Ú�ê  unicast � �o�b�o�<�
�I
��Ô���ã�”�I
�`�o�<� �V�,�;  �;�\�H���6�"�Å���î1¬�ï�Ò�Ú�;�\�H���6�"  �2���J�é
��Ç�Ç�å�Ù�Ð���ù�Ô�•

�� �4�é���ê�”�U�+�X�o�^  4 �é $�o�é�P�o�;�æ�»�Ò�á�I�`�o�<� �V�,�;  �;�\�H���6�"�
  20 % �æ�Ù4¢�Ô���Ç
�:�
$��Ò�á�¿�ù�Ô�•

Console> (enable) set port broadcast 4/3 20%
Port 4/3 broadcast traffic limited to 20.00%.
Console> (enable) 

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

threshold% �;�\�H���6�"�Ç
ö!ª�â�È���Ñ!ª��(»�å�K�ê�^�÷�é
��'�•�­
2�o�ê  10 1t�™�é 
0.00 % :*  100 %�”�ù�Ú�ê�›�™�é  0 % :*  100 % �é%¸�Ð�â�Ô�•

multicast 9Ô
›�ç9Õ�Q�^�4� �V�,�;�å�Ù�
�0�o�Ô��� �o�b�o�<�•

enable | disable 9Ô
›�ç9Õ�å�Ù�2���J�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

unicast 9Ô
›�ç9Õ�Y�>� �V�,�;�å�Ù�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port channel
set port channel
���o�(�@�6�;  �U�+�X�o�^  �P�o�;
��â  EtherChannel �
.3�o�Ô���æ�ê�” set port channel �&�Q�f�<  �.�6�;
�

ö!ª�Ò�ù�Ô�•

set port channel mod/port [admin_group]

set port channel mod/port mode {on | off | desirable | auto} [ silent | non-silent]

set port channel all mode off

set port channel all distribution { ip | mac} [ source | destination | both]

set port channel all distribution { session} [ source | destination | both]

�t�¥�é.‘�ÿ mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

admin_group 9Ô
›�ç9Õ%¤!��#�^�o�J�é!ß� �•�­
2�o�ê  1 :*  1024 �â�Ô�•

mode EtherChannel �U�o�<�
�0�o�Ô��� �o�b�o�<�•

on �0�o�Ð���Ú�P�o�;�
  PAgP �å�Ò�â���@�o�I�^�æ�Ò�”�•�Ù"›�æ�4�V�@�]�f
�#�Ô��� �o�b�o�<�•

off �P�o�;�é�4�V�@�]�f�#�
4•�[�Ô��� �o�b�o�<�•

desirable �P�o�;�
���"�9���I  �@�'�*���o�*�Z�f  �,�9�o�;�æ�Ô��  PAgP �U�o�<�

.3�o�Ô��� �o�b�o�<�•�P�o�;�ê  PAgP �D�$�6�;�
1M�>�Ò�á�”
•�é�P�o�;
�ã�é�@�'�*���o�*�Z�f�
4?�Ž�Ò�ù�Ô�•

auto �P�o�;�
�D�6�*�I  �@�'�*���o�*�Z�f  �,�9�o�;�æ�Ô��  PAgP �U�o�<�
.3
�o�Ô��� �o�b�o�<�•�P�o�;�ê���>�Ò�Ú  PAgP �D�$�6�;�æ�ê��%u�Ò�ù�Ô
�Ç�” PAgP �D�$�6�;  �@�'�*���o�*�Z�f�ê4?�Ž�Ò�ù�Ö��

silent 9Ô
›�ç9Õ�;�\�H���6�"�Ç
•�é�:�C���,�Æ��1M�>�Ð�����Î�ã�Ç
M�Ð�Ð���á
�¿�å�¿�•�'�æ�” STP �æ�»�Ò�á�]�f�"�Ç�3���f�ã�Ž�T�Ð�����Î�ã�
4•�[�Ô
���Ú�ü�” auto �ù�Ú�ê  desirable �ã&µ�ú�'�
�Ö�á
ö!ª�Ð����� �o�b�o�<�•

non-silent 9Ô
›�ç9Õ�;�\�H���6�"�Ç
•�é�:�C���,�Æ��1M�>�Ð�����Î�ã�Ç
M�Ð�Ð����
�•�'�æ  auto �ù�Ú�ê  desirable �ã&µ�ú�'�
�Ö�á
ö!ª�Ð����� �o�b�o�<�•

all mode off �Ô�ô�á�é�P�o�;
��é�4�V�@�]�f�#�
�#�`�o�C�^�æ���H�æ�Ô��� �o�b�o�<�•

all distribution Catalyst 6000 �H���R�]  �,���6�4�]�é�Ô�ô�á�é�P�o�;�æ�H�_�o�S2)�Ó�

1¡!ª�Ô��� �o�b�o�<�•

ip IP ���<�_�,�o�

ö!ª�Ô���H�_�o�S2)�Ó�Ç�:�
�0�o�Ô��� �o�b�o�<�•

mac MAC ���<�_�,�o�

ö!ª�Ô���H�_�o�S2)�Ó�Ç�:�
�0�o�Ô��� �o�b�o�<�•

source 9Ô
›�ç9Õ1M�>�0���<�_�,�o�

ö!ª�Ô���H�_�o�S2)�Ó�Ç�:�
�0�o�Ô��� �o
�b�o�<�•

destination 9Ô
›�ç9Õ�p�5���<�_�,�o�

ö!ª�Ô���H�_�o�S2)�Ó�Ç�:�
�0�o�Ô��� �o
�b�o�<�•

both 9Ô
›�ç9Õ1M�>�0���<�_�,�o�ã�p�5���<�_�,�o�

ö!ª�Ô���H�_�o�S2)�Ó�Ç
�:�
�0�o�Ô��� �o�b�o�<�•

session �_���W  4 �;�\�H���6�"�é�H�_�o�S2)�Ó�
.5���Ô��� �o�b�o�<�•

both 9Ô
›�ç9Õ1M�>�0�Å���î�p�5�é�_���W  4 �P�o�;!ß� �

ö!ª�Ô���H�_�o�S2)
�Ó�Ç�:�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port cops
set port cops
�P�o�;  �`�o�^�

Þ�‘�Ô���æ�ê�” set port cops �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port cops mod/port roles role1 [role2]...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Ô�ô�á�é�P�o�;�Ç43�Ð  0 �é�,�;�]�f�#�å�ä�”�?�^  �,�;�]�f�#�é�:�H���^�;  �`�o�^�

�,�Ü�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�P�o�;�ê�”-„�™�é�`�o�^�
�,�ß�•�'�Ç�½���ù�Ô�•�,���6�4�Ï�ã�æ�¨�"�â�'.�  64 �é�`�o�^�
.3�o�â�È�ù
�Ô�•
±	û�é�&�Q�f�<�â-„�™�é�`�o�^�
�0�o�â�È�ù�Ô�•

�� �4�æ�”�P�o�;
��â�`�o�^�

Þ�‘�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port cops 3/1 roles backbone_port main_port
New role ‘backbone_port’ created.
New role ‘main_port’ created.
Roles added for port 3/1-4.
Console> (enable)

�4�æ�”�`�o�^�é
Þ�‘�
.\-��Ò�”.5���Ð�����`�o�^�é�¨�"�™�
/å�Ã�Ú�•�'�é-+$����
$��Ò�ù�Ô�•

Console> (enable) set port cops 3/1 roles access_port
Unable to add new role. Maximum number of roles is 64.
Console> (enable)

4P1j�&�Q�f�< clear port cops
show port cops

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

roles role# �`�o�^�
�0�o�Ô��� �o�b�o�<�Å���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port debounce
set port debounce
�:�C���f�,  �2���Q�o�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���Æ�”�ù�Ú�ê�P�o�;�Ï�ã�æ�2���Q�o.3�o�

-��Á�æ�ê�” set port debounce �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port debounce mod/port { enable | disable}

set port debounce mod/port time

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�:�C���f�,  �2���Q�o�ê�Ô�ô�á�é�P�o�;
��â�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�:�C���f�,  �2���Q�o�Ç�:���.�o�I�^�é�•�'�”�:�H���^�;�é�:�C���f�,  �2���Q�o�o�ê�4�é���Á�æ�å���ù�Ô�•

• 10/100 �P�o�;9æ 300 �R�]$}

• 100BASE-FX �P�o�;9æ 300 �R�]$}

• 10/100/1000BASE-T �Å���î�!���F�6�;  TX �P�o�;9æ 300 �R�]$}

• 10 �!���F�6�;  �P�o�;�Å���î�!���F�6�;  �H�����C  �P�o�;9æ 10 �R�]$}

�:�C���f�,  �2���Q�o�Ç���@�o�I�^�é�•�'�”�:�H���^�;�é�:�C���f�,  �2���Q�o�o�ê�4�é���Á�æ�å���ù�Ô�•

• 10/100 �P�o�;9æ 3100 �R�]$}

• 100BASE-FX �P�o�;9æ 3100 �R�]$}

• 10/100/1000BASE-T �Å���î�!���F�6�;  TX �P�o�;9æ 3100 �R�]$}

• 10 �!���F�6�;  �P�o�;�Å���î�!���F�6�;  �H�����C  �P�o�;9æ 100 �R�]$}

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�C���f�,  �2���Q�o�ê�”�H���o�S�������Ç�”�,�o�D�o�C���)  ���f�+�f�æ�»�Ò�á �!��_���W�â�é�]�f�"
�é���•�
1b#n�Ô���ù�â�Ù�Ï�Ô���(4F�â�Ô�•

�!���F�6�;  �H�����C  �P�o�;�æ�»�Ò�á�é�ú�”�Ç�½
±
Ï  100 �â�¨�"  5000 �R�]$}�ù�â�:�C���f�,  �2���Q�o
�o�
�Ç
��Ð�Ö���Î�ã�Ç�â�È�ù�Ô�•�2���Q�o�o�
.ž�›�Ô���ù�â�”�!���F�6�;  �H�����C  �P�o�;
��â�:�C��
�f�,  �2���Q�o�
���@�o�I�^�æ�Ô����-Ð�ê�½���ù�Ö���•�2���Q�o�o�Ç�:���.�o�I�^  �,�9�o�;�é�:�H���^
�;�o�����ý�"�È�¿�•�'�ê�”�2���Q�o�
���@�o�I�^�æ�Ô���o�ã.�2|�Ð���ù�Ô�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable | disable �:�C���f�,  �2���Q�o�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô��
� �o�b�o�<�•

time �H���o�S�������Ç�”�,�o�D�o�C���)  ���f�+�f�æ�]�f�"�é���•�

1b#n�Ô���ù�â�æ�Ù�Ï�Ô���(4F�é43�Ð�•�­
2�o�é%¸�Ð�ê  100 :*  
5000 �R�]$}�â�”�Ç�½
±
Ï�ê  100 �â�Ô�•�Î���ê�”�!���F�6�;  �H��
���C  �P�o�;�â�é�ú�(�P�o�;�Ð���ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
�
�é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port disable
set port disable
�P�o�;�ù�Ú�ê�P�o�;%¸�Ð�
�:���.�o�I�^�æ�Ô���æ�ê�” set port disable �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port disable mod/port

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�*�,�9�S  �&�f�H���!�X�_�o�*�Z�f�â�ê�”�Ô�ô�á�é�P�o�;�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�Ç�­
2�æ�å���ù�â�”&‚  30 $}�Æ�Æ���ù�Ô�•

�� �4�æ�” set port disable �&�Q�f�<�

ö!ª�Ò�á�P�o�;�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port disable 5/10
Port 5/10 disabled.
Console> (enable) 

4P1j�&�Q�f�< set port enable
show port

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
2-337
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port dot1qtunnel
set port dot1qtunnel
�P�o�;�é  dot1q �;�f�@�^  �U�o�<�
.3�o�Ô���æ�ê�” set port dot1qtunnel �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port dot1qtunnel mod/port { access | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” dot1qtunnel �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f dot1q-tagged-only �U�o�<�Ç���@�o�I�^�æ�å���ù�â�”�P�o�;
��â  dot1q �;�f�@�]�f�#  �U�o�<�
���@�o�I
�^�æ�â�È�ù�Ö���•

�,���6�4
��é�Ô�ô�á�é�P�o�;�â  dot1q �;�f�@�]�f�#�Ç���@�o�I�^�æ�å���ù�â�”�Ø�é�,���6�4
��â  
dot1q-tagged-only �U�o�<�
�:���.�o�I�^�æ�â�È�ù�Ö���•

�P�o�;  �.� �X�]�9���Ç���@�o�I�^�é�•�'�”���"�.�,!ª�æ  dot1q �;�f�@�^  �U�o�<�
.3�o�â�È�ù�Ö���•

-l
%  VLAN �Ç.3�o�Ð���á�¿���P�o�;
��â���"�.�,!ª�æ  dot1q �;�f�@�^  �U�o�<�
.3�o�â�È�ù�Ö���•

"ç
U�’&ï�Ð���Ú�@�6�;�b�o�"�ê�” ISP �é�+�Ó���6�+  �,���6�4�æ�»�Ò�á�l43�D�,�
�,�ß�Î�ã�Ç�â�È�ù�Ô
�Ç�” ISP �é  2 �ß�é!ã�å�����6�+  �,���6�4�æ�»�Ò�á�l43�D�,�
�,�ß�Î�ã�ê�â�È�ù�Ö���•

9Ô�H9Õ PBF �ê�” 802.1Q �;�f�@�^  �;�\�H���6�"�â�ê�Ï(»�Ò�ù�Ö���• PBF �ê�_���W  3 IP �Y�>� �V�,�;  �;�\
�H���6�"�â�ê�(�P�o�;�Ð���á�¿�ù�Ô�Ç�”�_���W  2 �;�\�H���6�"�æ�ê1¡!ª�Ð���ù�Ö���•
�4F9Ô PBF9Õ
�,���6�4�â�ê�” 802.1Q �;�f�@�^  �;�\�H���6�"�ê�Ô�ô�á�_���W  2 �;�\�H���6�"�ã-×�å�Ò�ù�Ô�•

�� �4�æ�”�P�o�;
��â���"�.�,!ª�æ  dot1q �;�f�@�]�f�#�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port dot1qtunnel 4/1 access
Dot1q tunnel feature set to access mode on port 4/1.
Port 4/2 trunk mode set to off.
Console> (enable) 

�4�æ�” dot1q �;�f�@�]�f�#  �U�o�<�Ç.3�o�Ð���Ú�P�o�;
��â�;�\�f� �f�#�
���f�æ�Ô���•�'�é�´
��
$��Ò
�ù�Ô�•

Console> (enable) set trunk 4/1 on
Failed to set port 4/1 to trunk mode on.
The dot1q tunnel mode for the port is currently set to access.
Console> (enable) 

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

access �P�o�;�é�;�\�f� �f�#  �U�o�<�
���H�æ�Ô��� �o�b�o�<�•

disable dot1q �;�f�@�]�f�#�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port dot1x
set port dot1x
�P�o�;
��â  dot1x �
.3�o�Ô���æ�ê�” set port dot1x �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set port dot1x mod/port multiple-host { enable | disable}

set port dot1x mod/port { port-control port_control_value}

set port dot1x mod/port { initialize  | re-authenticate}

set port dot1x mod/port re-authentication { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�4�é�ã�Å���â�Ô�•

• �:�H���^�;�é  port_control_value �ê  force-authorized�•

• -„�™�N�,�;�Ï(»�ê�:���.�o�I�^�•

• �c.z.=�Ï(»�ê�:���.�o�I�^�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f dot1x �P�o�;�ê�”�;�\�f�"  �P�o�;�” MVAP�”�4�V�@�^  �P�o�;�”�3���=�R�6�"  �P�o�;�”�ù�Ú�ê�.� �X��  
�P�o�;�æ�Ô���Î�ã�ê�â�È�ù�Ö���•

�P�o�;�Ù�î�2���J�é.3�o�(�æ�ê�”�4�é
P5Ä�Ç1¡!ª�Ð���ù�Ô�•

• force-authorized �
�0�o�Ô���ã�”�Ù�î�»/N�P�o�;�Ç.5���,�9�o�;�æ�u�æ
™�æ$–-��Ò�ù�Ô�•�Î���ê�”
�P�o�;�]�â  802.1x �Ù&‚�
�:���.�o�I�^�æ�Ô���é�ã�+�Ó�â�Ô�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

multiple-host -„�™�Y�o�)�é���"�.�,�
�0�o�Ô��� �o�b�o�<�•.f&¦�æ�ß�¿�á�ê�”
�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

enable -„�™�Y�o�)�é���"�.�,�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable -„�™�Y�o�)�é���"�.�,�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

port-control 
port_control_value

�P�o�;�Ù�î�2���J�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê�”
force-authorized�” force-unauthorized�”�Å���î  auto �â�Ô�•

initialize �P�o�;
��â  dot1x �
�Ë�¼
{�Ô��� �o�b�o�<�•

re-authenticate �P�o�;�æ�’&ï�Ð���Ú���f�9���9���é�c.z.=�
�»
G�â4?�Ž�Ô��� �o
�b�o�<�•

re-authentication �P�o�;�æ�’&ï�Ð���Ú���f�9���9���é�c.z.=�
�”�c.z.=�¼4F�]�æ)D

G"›�æ4?�Ž�Ô��� �o�b�o�<�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\
���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

enable )D
G"›�å�c.z.=�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable )D
G"›�å�c.z.=�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
2-340
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J





%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port duplex
set port duplex
���o�(�@�6�;  �P�o�;�ù�Ú�ê-„�™�P�o�;%¸�Ð�é�:�X�J�_�6�"�,  �2���J�
.3�o�Ô���æ�ê�” set port duplex 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port duplex mod/port { full | half}

�t�¥�é.‘�ÿ

�:�H���^�; 10 Mbps �U�+�X�o�^�Å���î  100 Mbps �U�+�X�o�^�é�:�H���^�;.3�o�â�ê�” �Ô�ô�á�é���o�(�@�6�;  �P�o�;�Ç

¨
Q2€�æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ���o�(�@�6�;�Å���î�H���,�;  ���o�(�@�6�;  ���f�2�o�H�����,�
�”�K
Q2€�ù�Ú�ê
¨
Q2€�æ.3�o�â�È�ù�Ô�•

set port duplex �&�Q�f�<�ê�”�!���F�6�;  ���o�(�@�6�;  �P�o�;�â�ê�(�P�o�;�Ð���ù�Ö���•�!���F�6�;  
���o�(�@�6�;  �P�o�;�ê�”�K
Q2€�U�o�<�é�ú�(�P�o�;�Ò�ù�Ô�•

16 �P�o�;  RJ-45 �!���F�6�;  ���o�(�@�6�;  �P�o�;
��â�é
µ1M1f�2�Ç  1000 �æ.3�o�Ð���á�¿���•�'�”�:�X
�J�_�6�"�,  �U�o�<�ê�K
Q2€�æ.3�o�Ð���ù�Ô�•
µ1M1f�2�Ç  10 �ù�Ú�ê  100 �æ��
{�Ò�Ú�•�'�”�:�X�J�_�6�"
�,  �U�o�<�ê�K
Q2€�é�ù�ù�â�Ô�•
µ1M1f�2�Ç  1000 Mbps �Æ��  10 �ù�Ú�ê  100 �æ��
{�Ò�Ú�•�'�”�\�Ò�¿
�:�X�J�_�6�"�,  �U�o�<�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  2 �é�P�o�;  1 �
�K
Q2€�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port duplex 2/1 full
Port 2/1 set to full-duplex.
Console> (enable)

4P1j�&�Q�f�< show port

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

full �K
Q2€
µ1M�
�0�o�Ô��� �o�b�o�<�•

half 
¨
Q2€
µ1M�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port enable
set port enable
�P�o�;�ù�Ú�ê�P�o�;%¸�Ð�
���@�o�I�^�æ�Ô���æ�ê�” set port enable �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port enable mod/port

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Ô�ô�á�é�P�o�;�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�Ç�­
2�æ�å���ù�â�”&‚  30 $}�Æ�Æ���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  2 �â�P�o�;  3 �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port enable 2/3
Port 2/3 enabled.
Console> (enable) 

4P1j�&�Q�f�< set port disable
show port

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port flowcontrol
set port flowcontrol
�P�o�;�Ç�P�o�-  �H�_�o�S�
1M���>�Ô�����Á.3�o�Ô���æ�ê�” set port flowcontrol �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•�P�o�-  �H�_�o�S�ê�”�C�6�H���Ç�)�ð�â�½���Ú�ü�æ $�o�é�¼4F�H�_�o�S�é1M�>�
�—�[�Ô���>� �
1M
�>�0�æ1M�� $�v�å�D�$�6�;�â�Ô�•

set port flowcontrol mod/port { receive | send} { off | on | desired} 

�t�¥�é.‘�ÿ

�:�H���^�; �H�`�o�Ù�î�é�:�H���^�;�ê�”�P�o�;1f�2�æ���Þ�á!ã�å���ù�Ô�•

• �!���F�6�;  ���o�(�@�6�;  �P�o�;�é�:�H���^�;�ê�”���>9Ô Rx9Õ�æ�ß�¿�á�ê off �â�”1M�>9ÔTx9Õ�æ�ß
�¿�á�ê desired �â�Ô�•

• �H���,�;  ���o�(�@�6�;  �P�o�;�é�:�H���^�;�ê�”���>�æ�ß�¿�á�ê  off �â�”1M�>  �æ�ß�¿�á�ê  on �â�Ô�•

24 �P�o�;  100BASE-FX �U�+�X�o�^�Å���î  48 �P�o�;  10/100 BASE-TX RJ-45 �U�+�X�o�^�é�:�H���^�;
�ê�”���>�æ�ß�¿�á�ý1M�>�æ�ß�¿�á�ý  off �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

24 �P�o�;�é  100BASE-FX �U�+�X�o�^�Å���î  48 �P�o�;�é  10/100 BASE-TX RJ-45 �U�+�X�o�^�
.3�o�Ô
���•�'�”���>�H�`�o�Ù�î�
  on �ù�Ú�ê  off�”�Å���î1M�>�H�`�o�Ù�î�
  off �æ.3�o�â�È�ù�Ô�•

�Ô�ô�á�é  Catalyst �!���F�6�;  ���o�(�@�6�;  �P�o�;�ê�”�]�U�o�;  �:�C���,�Æ���P�o�-  �H�_�o�S�
���>
�Ò�”�£!��â�È�ù�Ô�•


M�ù�â�È��&¿���
�ç���æ�ê�”�4�é�H�ç
P5Ä�æ�å�¿�ù�Ô�•

• send on �ê�”�]�U�o�;  �P�o�;�Ç  receive on �ù�Ú�ê  receive desired �æ.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö
!ª�Ò�ù�Ô�•

• send off �ê�”�]�U�o�;  �P�o�;�Ç  receive off �ù�Ú�ê  receive desired �æ.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö
!ª�Ò�ù�Ô�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

receive �P�o�;�Ç�P�o�-  �H�_�o�S�
�£!��Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

send �P�o�;�Ç�P�o�-  �H�_�o�S�
1M�>�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

off �`�o���^  �P�o�;�Ç�]�U�o�;  �P�o�;�Æ���é�P�o�-  �H�_�o�S�
���>�Ò�á�£!��Ò
�Ú���”�]�U�o�;  �P�o�;�ó�P�o�-  �H�_�o�S�
1M�>�Ò�Ú���Ô���Î�ã�
4•�[�Ô��
� �o�b�o�<�•

on �`�o���^  �P�o�;�Ç�]�U�o�;  �P�o�;�Æ���é�P�o�-  �H�_�o�S�
���>�Ò�á�£!��Ò
�Ú���”�]�U�o�;  �P�o�;�ó�P�o�-  �H�_�o�S�
1M�>�Ò�Ú���Ô���Ï(»�
���@�o�I
�^�æ�Ô��� �o�b�o�<�•

desired �]�U�o�;  �P�o�;�Ç  on�” off�”�ù�Ú�ê  desired �é�¿�Õ���æ.3�o�Ð���á�¿�á�ý�”

M�ù�â�È��&¿���
�ç���Ú�ü�é� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port flowcontrol
• receive on �ê�”�]�U�o�;  �P�o�;�Ç  send on �ù�Ú�ê  send desired �æ.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö!ª
�Ò�ù�Ô�•

• send off �ê�”�]�U�o�;  �P�o�;�Ç  receive off �ù�Ú�ê  receive desired �æ.3�o�Ð���á�¿���•�'�æ�Û�Ì
ö
!ª�Ò�ù�Ô�•

-+ 2-15 �ê�” send � �o�b�o�<�ã  receive � �o�b�o�<�é�&.3�o�æ4P�Ô�������<�\���f�
$��Ò�á�¿�ù�Ô�•

�� �4�æ�”�U�+�X�o�^  5 �é�P�o�;  1 �
.3�o�Ò�á�”�P�o�-  �H�_�o�S�
���>�Ò�”�£!��Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port flowcontrol receive 5/1 on
Port 5/1 flow control receive administration status set to on
(port will require far end to send flowcontrol)
Console> (enable)

�4�æ�”�]�U�o�;  �P�o�;�Ç�P�o�-  �H�_�o�S�
1M�>�Ô�����Á�æ.3�o�Ð���á�¿���•�'�”�U�+�X�o�^  5 �é�P�o
�;  1 �
.3�o�Ò�á�”�P�o�-  �H�_�o�S�
���>�Ò�”�£!��Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port flowcontrol receive 5/1 desired
Port 5/1 flow control receive administration status set to desired
(port will allow far end to send flowcontrol if far end supports it)
Console> (enable)

�4�æ�”�U�+�X�o�^  5 �é�P�o�;  1 �
.3�o�Ò�á�”�P�o�-  �H�_�o�S�
���>�Ô���ý�é�é�”�£!��ê-��
�å�¿���

$��Ò�ù�Ô�•

Console> (enable) set port flowcontrol receive 5/1 off
Port 5/1 flow control receive administration status set to off
(port will not allow far end to send flowcontrol)
Console> (enable)

�4�æ�”�U�+�X�o�^  5 �é�P�o�;  1 �
.3�o�Ò�á�”�P�o�-  �H�_�o�S�
1M�>�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port flowcontrol send 5/1 on
Port 5/1 flow control send administration status set to on
(port will send flowcontrol to far end)
Console> (enable)

-+ 2-15 send � �o�b�o�<�ã  receive � �o�b�o�<�é.3�o

.3�o .‘�ÿ

send on �`�o���^  �P�o�;�Ç�P�o�-  �H�_�o�S�
�]�U�o�;  �P�o�;�æ1M�>�â�È����
�Á�æ�Ò�ù�Ô�•

send off �`�o���^  �P�o�;�Ç�P�o�-  �H�_�o�S�
�]�U�o�;  �P�o�;�æ1M�>�Ô���é�

4•�[�Ò�ù�Ô�•

send desired �]�U�o�;  �P�o�;�Ç receive on�” receive off�”�ù�Ú�ê receive desired �é
�¿�Õ���æ.3�o�Ð���á�¿�á�ý�”
M�ù�â�È��&¿���
�ç�ù�Ô�•

receive on �]�U�o�;  �P�o�;�Ç1M�>�Ô���P�o�-  �H�_�o�S�
�”�`�o���^  �P�o�;�Ç�£
!��â�È�����Á�æ�Ò�ù�Ô�•

receive off �`�o���^  �P�o�;�Ç�P�o�-  �H�_�o�S�
�]�U�o�;  �P�o�;�æ1M�>�Ô���é�

4•�[�Ò�ù�Ô�•

receive desired �]�U�o�;  �P�o�;�Ç  send on�” send off�”�ù�Ú�ê  send desired �é�¿�Õ��
�æ.3�o�Ð���á�¿�á�ý�”
M�ù�â�È��&¿���
�ç�ù�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port gmrp
set port gmrp
�Ô�ô�á�é  VLAN �]�é�0�o�Ð���Ú�P�o�;
��â  GMRP �
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set 
port gmrp  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port gmrp mod/port { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â)D
G  GMRP �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�ê�” GMRP �Ç���@�o�I�^�â�å�¿�•�'�â�ý�I
��â�È�ù�Ô�Ç�” set gmrp enable �&�Q�f�<�

ö
!ª�Ò�á  GMRP �
���@�o�I�^�æ�Ò�Ú�ã�È�æ�é�ú�o�Ç�­
2�æ�å���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  3�”�P�o�;  1 
��â  GMRP �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port gmrp 3/1 enable
GMRP enabled on port(s) 3/1.
GMRP feature is currently disabled on the switch.
Console> (enable)

�4�æ�”�U�+�X�o�^  3�”�P�o�;  1 :*  5 
��é  GMRP �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port gmrp 3/1-5 disable
GMRP disabled on port(s) 3/1-5.
Console> (enable)

4P1j�&�Q�f�< show gmrp configuration

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable �0�o�Ð���Ú�P�o�;
��â  GVRP �
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �0�o�Ð���Ú�P�o�;
��â  GVRP �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set port gvrp
set port gvrp
�Ô�ô�á�é  VLAN �]�é�0�o�Ð���Ú�P�o�;
��â  GVRP �
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set 
port gvrp  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port gvrp mod/port { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â)D
G  GVRP �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

VTP �J�^�o�>�f�#�
���@�o�I�^�æ�Ô���ã�” GVRP �Ç�u
2�å�Ô�ô�á�é�;�\�f�"
��â
G
Þ�Ô�����Á�æ�å���ù�Ô�•

�;�\�f�"
��â  GVRP �
�s-��Ô���æ�ê�” GVRP �
�,���6�4
��â�#�`�o�C�^�æ���@�o�I�^�æ�Ô���ã�ã�ý�æ�”
�;�\�f�"
��â�X�˜�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

GVRP �
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���•�'�â�½�Þ�á�ý�”�P�o�;
��â  GVRP �
.3�o�â�È�ù�Ô�•�Ú�Û�Ò�”
GVRP �
�#�`�o�C�^�æ���@�o�I�^�æ�Ô���ù�â�”�P�o�;�ê  GVRP �æ
ó
��Ò�ù�Ö���•

GVRP �ê�” 802.1Q �;�\�f�"
��â�é�ú���@�o�I�^�æ�â�È�ù�Ô�•

�P�o�;!ß� �
�0�o�Ö�Õ�æ  set port gvrp �&�Q�f�<�
�I
��Ô���ã�” GVRP �ê�,���6�4�]�â�#�`�o�C�^�æ�Ç
5À�
���Ì�ù�Ô�•

�� �4�æ�”�U�+�X�o�^  3�”�P�o�;  2 
��â  GVRP �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port gvrp 3/2 enable
GVRP enabled on 3/2.
Console> (enable) 

�4�æ�”�U�+�X�o�^  3�”�P�o�;  2 
��â  GVRP �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port gvrp 3/2 disable
GVRP disabled on 3/2.
Console> (enable) 

�4�æ�”802.1Q �;�\�f�"�â�ê�å�¿�P�o�;
��â  GVRP �
���@�o�I�^�æ�Ò���Á�ã�Ò�Ú�•�'�é
G
Þ���
$��Ò�ù�Ô�•

Console> (enable) set port gvrp 4/1 enable
Failed to set port 4/1 to GVRP enable.Port not allow GVRP.
Console> (enable) 

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable �0�o�Ð���Ú�P�o�;
��â  GVRP �
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �0�o�Ð���Ú�P�o�;
��â  GVRP �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port host
set port host
�N�,�;�’&ï!ª�é�P�o�;.3�o�
�¨1¡
{�Ô���æ�ê�” set port host �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port host mod/port 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�P�o�;.3�o�
�¨1¡
{�Ô���Ú�ü�” set port host �&�Q�f�<�ê�”�4�V�@�^  �U�o�<�
���H�æ.3�o�Ò�”�,�D�>�f
�#  �7�]�o  PortFast �
���@�o�I�^�æ�Ò�”�;�\�f�"  �U�o�<�
���H�æ.3�o�Ò�”�Ð���æ  dot1q �;�f�@�^�Ï(»�

�:���.�o�I�^�æ�Ò�ù�Ô�•���f�<  �,�9�o�*�Z�f�é�ú�Î�é.3�o�
1¡!ª�Ô���Î�ã�Ç�â�È�ù�Ô�•

�,�D�>�f�#�7�]�o  PortFast �ê���@�o�I�^�å�é�â�” set port host �&�Q�f�<�ê
±	û�N�,�;�ã�’&ï�Ô���P�o
�;�æ�Û�Ì�I
��Ò�ù�Ô�•�B�I�”�&�f�.�f�;�_�o�2�”�,���6�4�”�Å���î�I�]�6�+�ã  fast-start �P�o�;�
�’&ï
�Ô���ã�”	û�("›�æ�,�D�>�f�#�7�]�o  �^�o�J�Ç"’!¢�Ô���Î�ã�Ç�½���ù�Ô�•

set port host �&�Q�f�<�
���@�o�I�^�æ�Ò�”�D�$�6�;0©1M�é4?�Ž�æ�Å�Ì��1ƒ�g�(4F�
�ë�Ë�Ð�Ö���Î�ã�Ç�â
�È�ù�Ô�•

�� �4�æ�”�P�o�;  2/1 �Å���î  3/1 
��â���f�<  �,�9�o�*�Z�f / �N�,�;�’&ï�æ�»�Ô���P�o�;.3�o�
�¨1¡
{�Ô����
�
$��Ò�ù�Ô�•

Console> (enable) set port host 2/1,3/1

Warning: Span tree port fast start should only be enabled on ports connected to a single 
host.Connecting hubs, concentrators, switches, bridges, etc. to a fast start port can 
cause temporary spanning tree loops.Use with caution.

Spantree ports 2/1,3/1 fast start enabled.
Dot1q tunnel feature disabled on port(s)  4/1.
Port(s) 2/1,3/1 trunk mode set to off.
Port(s) 2/1 channel mode set to off.

Console> (enable) 

4P1j�&�Q�f�< clear port host

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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set port inlinepower
set port inlinepower
�P�o�;�ù�Ú�ê�P�o�;�é�#�^�o�J�é���f�\���f  �D�b�o  �U�o�<�
.3�o�Ô���æ�ê�” set port inlinepower �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set port inlinepower mod/port { off | auto}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê  auto �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

IP Phone �é5��.�Ï(»�
�(�P�o�;�Ò�á�¿�å�¿�P�o�;�â�Î�é�&�Q�f�<�
�I
��Ô���ã�”���\�o  �T�6�.�o�+�Ç
-+$��Ð���ù�Ô�•


±	û�P�o�;�ù�Ú�ê�P�o�;%¸�Ð�
�I
��â�È�ù�Ô�Ç�”�U�+�X�o�^!ß� �Û�Ì�
�I
��Ô���Î�ã�ê�â�È�ù�Ö���•

���f�\���f  �D�b�o  �U�o�<�Ç���H�æ.3�o�Ð���á�¿���•�'�â�½�Þ�á�ý�”���f�\���f  �D�b�o�»���:�C���,�ê
���´��(»�â�Ô�•

�H�ç IP Phone �é�H���f�;�S5��.�Ï(»!ª�æ.3�o��(»�å5�.d�Ï�

ö!ª�Ò�á�¿�å�¿�•�'�”�P�o�;�æ�’&ï�Ð���Ú
�Ï�z�Ç�Ê�Í�Ô���Å�Ø���Ç�½���ù�Ô�•

�� �4�æ�”���f�\���f  �D�b�o�
���H�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port inlinepower 2/5 off
Inline power for port 2/5 set to off.
Console> (enable) 

�4�æ�”���f�\���f  �D�b�o�Ï(»�Ç�(�P�o�;�Ð���á�¿�å�¿�•�'�é�´
��é���
$��Ò�ù�Ô�•

Console> (enable) set port inlinepower 2/3-9 auto
Feature not supported on module 2.

Console> (enable)

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

off 5��.�é�I�Þ�á�¿�å�¿5�.d�Ï�Ç�’&ï�Ð���á�¿���•�'�â�½�Þ�á�ý�”�P�o�;�é5�
�.�
���f�æ�Ò�å�¿���Á�æ�Ô��� �o�b�o�<�•

auto �,���6�4�f�#  �U�+�X�o�^�Ç5�.d�Ï�
���´�Ò�Ú�•�'�é�ú�”�P�o�;�é5��.�
���f
�æ�Ô��� �o�b�o�<�•
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set port jumbo
set port jumbo
�P�o�;
±
Ï�â�+�V�f�O  �H�_�o�S�Ï(»�
�@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set port jumbo �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set port jumbo mod/port { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �+�V�f�O  �H�_�o�S�Ï(»�
���@�o�I�^�æ�Ô���ã�”5V�;�\�f� �f�#  �P�o�;�æ4P�Ô���D�$�6�;���Ì�I���é  
MTU �(���-�ê  9216 �C���;�æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�+�V�f�O  �H�_�o�S�Ï(»�

ö!ª�Ô���ã�” Catalyst 6000 �H���R�]  �,���6�4�
1b�Ò�á�\�o�+  �H�_�o�S�ù�Ú�ê
�+�V�f�O  �H�_�o�S�
1M�>�Ò�á�”�(�o�C4F�é�D�H���o�Q�f�,�
�¨1¡
{�â�È�ù�Ô�•

MSFC �ã  MSM �ê�”�+�V�f�O  �H�_�o�S�é�^�o�9���f�#�
�(�P�o�;�Ò�ù�Ö���•�+�V�f�O  �H�_�o�S�Ç�Î��
���é�^�o�2�æ1M�>�Ð�����ã�”�^�o�2�é�D�H���o�Q�f�,�Ç�"�È�Ê
Ð
��Ò�ù�Ô�•

MSFC2 �ê�”�+�V�f�O  �H�_�o�S�é�^�o�9���f�#�
�(�P�o�;�Ò�á�¿�ù�Ô�• GSR �ê�”�+�V�f�O  �H�_�o�S�

�(�P�o�;�Ò�á�¿�ù�Ô�•

�+�V�f�O  �H�_�o�S�Ï(»�ê�”�Ô�ô�á�é���o�(�@�6�;  �P�o�;�â�(�P�o�;�Ð���á�¿�ù�Ô�•

�� �4�æ�”�U�+�X�o�^  3�”�P�o�;  2 
��â�+�V�f�O  �H�_�o�S�Ï(»�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port jumbo 3/2 enable
Jumbo frames enabled on port 5/3.
Console> (enable) 

�4�æ�”�U�+�X�o�^  3�”�P�o�;  2 
��â�+�V�f�O  �H�_�o�S�Ï(»�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port jumbo 3/2 disable
Jumbo frames disabled on port 3/2.
Console> (enable) 

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable �0�o�Ð���Ú�P�o�;
��â�+�V�f�O  �H�_�o�S�
���@�o�I�^�æ�Ô��� �o
�b�o�<�•

disable �0�o�Ð���Ú�P�o�;
��â�+�V�f�O  �H�_�o�S�
�:���.�o�I�^�æ�Ô��
� �o�b�o�<�•
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set port membership
set port membership
�P�o�;�ó�é  VLAN �T�f�C�o�*�6�J
����°�á�
.3�o�Ô���æ�ê�” set port membership �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

set port membership mod/port { dynamic | static}

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VVID �æ�»�Ô���3���=�R�6�"  VLAN �(�P�o�;�æ�ê�”�,���6�4  �P�o�;
��é�4�é  MVAP �&�f�H���!�X
�_�o�*�Z�f�æ�»�Ô���Ù4¢�Ç�=�ù���ù�Ô�•

• VVID �Ç dot1p �ù�Ú�ê  untagged �æ%l�Ò�¿�•�'�
4°�¿�á�” dot1p �ã  untagged �
�=�û�3���=�R�6�"  
�P�o�;
��â
›�ç�é  VVID �
.3�o�â�È�ù�Ô�•�Î�é�•�'�æ�ê�” IP Phone �é  MAC ���<�_�,�â  VMPS �

.3�o�Ô����-Ð�Ç�½���ù�Ô�•�3���=�R�6�"  �P�o�;
��â  VVID �
  dot1p �ù�Ú�ê  untagged �ã�Ò�á.3�o�Ô
���ã�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

VMPS should be configured with the IP phone mac’s.

• �P�o�;�é  VVID �ê�”�3���=�R�6�"  �P�o�;!ª�æ  VMPS �æ���Þ�á
����°�á�����Ú  PVID �ã�+�Ó�æ�å��
���Á�æ���•�Ô���Î�ã�ê�â�È�ù�Ö���•

• �;�\�f�"  �P�o�;�ê�3���=�R�6�"  �P�o�;�ã�Ò�á.3�o�â�È�ù�Ö���Ç�” MVAP �ê�3���=�R�6�"  �P�o�;�ã
�Ò�á.3�o�â�È�ù�Ô�•

�� �4�æ�”�P�o�;  �T�f�C�o�*�6�J  VLAN 
����°�á�
  dynamic �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port membership 5/5 dynamic
Port 5/5 vlan assignment set to dynamic.
Spantree port fast start option enabled for ports 5/5.
Console> (enable) 

�4�æ�”�P�o�;  �T�f�C�o�*�6�J  VLAN 
����°�á�
  static �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port membership 5/5 static
Port 5/5 vlan assignment set to static.
Console> (enable) 

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

dynamic �P�o�;�Ç�3���=�R�6�"  VLAN �é�T�f�C�o�æ�å���Î�ã�
�0�o�Ô��
� �o�b�o�<�•

static �P�o�;�Ç�,�2�9���6�"  VLAN �é�T�f�C�o�æ�å���Î�ã�
�0�o�Ô��
� �o�b�o�<�•
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set port name
set port name
�P�o�;�é�,�è�
.3�o�Ô���æ�ê�” set port name �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port name mod/port [port_name]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�¿�Õ���é�P�o�;�æ�»�Ò�á�ý�P�o�;�,�Ç.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�,�è�é�,�;�]�f�#�
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�P�o�;�,�Ç�"�]���Ð���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  4 
��é�P�o�;  1 �
  Snowy �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port name 4/1 Snowy
Port 4/1 name set.
Console> (enable) 

4P1j�&�Q�f�< show port

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

port_name 9Ô
›�ç9Õ�U�+�X�o�^�é�,�è�•
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set port negotiation
set port negotiation
�0�o�Ð���Ú�P�o�;
��â�]�f�"  �@�'�*���o�*�Z�f  �J�`�;�&�^�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ
�ê�” set port negotiation �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port negotiation mod/port { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�]�f�"  �@�'�*���o�*�Z�f  �J�`�;�&�^�ê���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set port negotiation �&�Q�f�<�ê�” WS-X6316-GE-TX 
��Å���î  WS-X6516-GE-TX 
��
4°�¿�á�”�!��
�F�6�;  ���o�(�@�6�;
��â�é�ú�(�P�o�;�Ð���ù�Ô�•

�P�o�;�Ç�Î�é�&�Q�f�<�
�(�P�o�;�Ò�á�¿�å�¿�•�'�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Feature not supported on Port N/N.

�Î�Î�â�” N/N �ê�U�+�X�o�^�ã�P�o�;�é!ß� �â�Ô�•

�ö�ã���ä�é�•�'�”�]�f�"  �@�'�*���o�*�Z�f�
���@�o�I�^�æ�Ô���ã�”�H�`�o�Ù�î�”�:�X�J�_�6�"�,  �U�o
�<�”�Å���î�]�U�o�;4Ú�‚�±�Ž�é)D
G�@�'�*���o�*�Z�f�Ç-��
���ù�Ô�• 16 �P�o�;�é  10/100/1000BASE-T 
���o�(�@�6�;  �U�+�X�o�^�ê�����â�Ô�•�Î�����é���o�(�@�6�;  �U�+�X�o�^
��â�]�f�"  �@�'�*���o�*�Z�f
�
���@�o�I�^�æ�Ô���ã�”�H�`�o�Ù�î�é)D
G�@�'�*���o�*�Z�f�Û�Ì�Ç-��
���ù�Ô�•

�]�f�"�é
�%5�â�”�]�f�"  �@�'�*���o�*�Z�f�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�é�ä�Ü���Æ�æ�Ô����-Ð�Ç�½
���ù�Ô�•�]�f�"�é
�%5�â�+�Ó�o�æ.3�o�Ô����-Ð�Ç�½���”.3�o�Ç!ã�å�Þ�á�¿���ã�]�f�"�ê�’&ï�â�È�ù�Ö���•

�� �4�æ�”�U�+�X�o�^  4 �é�P�o�;  1 
��â�]�f�"  �@�'�*���o�*�Z�f  �J�`�;�&�^�
�:���.�o�I�^�æ�Ô�����
$�
�Ò�ù�Ô�•

Console> (enable) set port negotiation 4/1 disable
Link negotiation protocol disabled on port 4/1.
Console> (enable) 

4P1j�&�Q�f�< show port negotiation

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable �]�f�"  �@�'�*���o�*�Z�f  �J�`�;�&�^�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �]�f�"  �@�'�*���o�*�Z�f  �J�`�;�&�^�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set port protocol
set port protocol
�P�o�;�é�J�`�;�&�^  �T�f�C�o�*�6�J�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set port protocol 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port protocol mod/port { ip | ipx | group} { on | off | auto}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�P�o�;�ê�” IP �J�`�;�&�^  �#�^�o�J�æ�»�Ò�á�ê  on�” IPX �Å���î�#�^�o�J  �J�`�;�&�^�æ�»�Ò
�á�ê  auto �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�J�`�;�&�^  �H���^�2�]�f�#�ê�”5V�;�\�f� �f�#  EtherChannel �P�o�;
��Û�Ì�â�(�P�o�;�Ð���á�¿�ù�Ô�•
�;�\�f� �f�#  �P�o�;�ê�ñ�æ�”�Ô�ô�á�é�J�`�;�&�^  �#�^�o�J�é�T�f�C�o�æ�å���ù�Ô�•

�P�o�;.3�o�
  auto �æ.3�o�Ô���ã�”�P�o�;�ê�¨�Ë�ê�Ø�é�J�`�;�&�^�é�H�\�6�<  �D�$�6�;�
���>�Ò�ù�Ö
���•�Ø�é�P�o�;
��â�»���Ô���J�`�;�&�^  �D�$�6�;�Ç���>�Ð�����ã�”�,�o�D�o�C���)  ���f�+�f�Ç�Ø���

���´�Ò�”�Ø�é�P�o�;�
�J�`�;�&�^  �#�^�o�J�æ1J
��Ò�ù�Ô�•

	û�o�é�¼4F�”�Ø�é�J�`�;�&�^�é�D�$�6�;�
���>�Ò�å�Æ�Þ�Ú�•�'�” auto �æ.3�o�Ð���Ú�P�o�;�Ç�J�`�;�&
�^  �#�^�o�J�Æ���å4°�Ð���ù�Ô�•�Î�é���o�+�f�#  �2���S�ê  60 �½�æ.3�o�Ð���ù�Ô�•�ù�Ú�”�]�f�"  �3���f
�é���´�(�æ�ê�”�J�`�;�&�^  �#�^�o�J�Æ���å4°�Ð���ù�Ô�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

ip IP �
�0�o�Ô��� �o�b�o�<�•

ipx IPX �
�0�o�Ô��� �o�b�o�<�•

group VINES�” AppleTalk�”�Å���î  DECnet �J�`�;�&�^�
�0�o�Ô��� �o
�b�o�<�•

on �P�o�;�Ç�Ø�é�J�`�;�&�^�é�H�\�6�<  �;�\�H���6�"�
�Ô�ô�á���>�Ô
�����Á�æ�0�o�Ô��� �o�b�o�<�•

off �P�o�;�Ç�Ø�é�J�`�;�&�^�é�H�\�6�<  �;�\�H���6�"�
�ù�Þ�Ú�Ê���>
�Ò�å�¿�Î�ã�
�0�o�Ô��� �o�b�o�<�•

auto �Ø�é�P�o�;
��â $�o�J�`�;�&�^�é�D�$�6�;�Ç���>�Ð���Ú�ß�â�é�ú�”
�P�o�;�Ç�#�^�o�J�æ1J
��Ð�����Î�ã�
�0�o�Ô��� �o�b�o�<�•
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set port qos
���f�2�o�H�����,�Ç �!��P�o�;�ã�Ò�á.�2|�Ð�����Æ�” VLAN �ã�Ò�á.�2|�Ð�����Æ�
�0�o�Ô���æ�ê�” set 
port qos �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port qos mod/ports... port-based | vlan-based

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” QoS �Ç���@�o�I�^�é�•�'�æ�ê�P�o�;  �L�o�,�” QoS �Ç�:���.�o�I�^�é�•�'�æ�ê  VLAN 
�L�o�,�æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�P�o�;�L�o�,�é  QoS �Æ��  VLAN �L�o�,�é  QoS �æ�P�o�;�é.3�o�
���•�Ô���ã�”�Ø�é�P�o�;�Æ���Ô�ô�á�é  
ACL �Ç�¾��5��Ð���ù�Ô�• VLAN �æ�’&ï�Ð���á�¿���Ô�ô�á�é  ACL �Ç�”�Ú�Û�Ü�æ�P�o�;�æ1¡!ª�Ð���ù�Ô�•

�P�o�;
��â  RSVP �ù�Ú�ê  COPS QoS �
���@�o�I�^�æ�Ò�” set port qos �&�Q�f�<�

ö!ª�Ò�á�Ø�é�P�o�;
�
  VLAN �L�o�,�é  QoS �æ.3�o�Ô���ã�” QoS �P�]�*�o  �0�o�,�Ç  COPS �æ�å���Æ�”�ù�Ú�ê  DSBM 1¬�ï
�Ç���@�o�I�^�æ�å���ù�Ô�• VLAN �L�o�,�é.3�o�ê�” NVRAM �æ�é�ú�;�=�Ð���á�¿�ù�Ô�•

�� �4�æ�”���f�2�o�H�����,�
 �!��P�o�;�ã�Ò�á.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port qos 1/1-2 port-based
Updating configuration ...
QoS interface is set to port-based for ports 1/1-2.
Console> (enable) 

�4�æ�”���f�2�o�H�����,�
  VLAN �ã�Ò�á�0�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port qos 3/1-48 vlan-based
Updating configuration ...
QoS interface is set to VLAN-based for ports 3/1-48.
Console> (enable) 

mod/ports... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

port-based ���f�2�o�H�����,�
 �!��P�o�;�ã�Ò�á.�2|�Ô��� �o�b�o�<�•

vlan-based ���f�2�o�H�����,�
  VLAN �é	û1ñ�ã�Ò�á.�2|�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port qos cos
set port qos cos
�>5ì�â�È�å�¿�P�o�;�
1b�Ò�á�Ô#��Ò�Ú�Ô�ô�á�é�D�$�6�;�æ�»�Ô���:�H���^�;�o�
.3�o�Ô���æ�ê�” set 
port qos cos �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set port qos mod/ports cos cos_value

set port qos mod/ports cos-ext cos_value

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�J�\�����]�9���ê  cos 0 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

QoS �Ç�:���.�o�I�^�é�•�'�æ�ê�:�H���^�;�Ç1¡!ª�Ð���” QoS �Ç���@�o�I�^�é�•�'�æ�ê  CoS �Ç1¡!ª�Ð��
�ù�Ô�•

��  �4�æ�”�P�o�;
��â  CoS �é�:�H���^�;�o�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port qos 2/1 cos 3
Port 2/1 qos cos set to 3.
Console> (enable) 

�4�æ�”�P�o�;
��â  CoS-ext �é�:�H���^�;�o�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port qos 2/1 cos-ext 3
Port 2/1 qos cos-ext set to 3.
Console> (enable) 

4P1j�&�Q�f�< clear port qos cos
show port qos
show qos info
set port qos trust
set port qos

mod/ports �U�+�X�o�^!ß� �Å���î�P�o�;!ß� �•

cos cos_value �P�o�;�é  CoS �o�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  0 :*  7 
�â�Ô�•

cos-ext 
cos_value

5�.d�P�o�;�é  CoS �]'"�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê�”
0 :*  8 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port qos policy-source
set port qos policy-source
�0�o�Ð���Ú�U�+�X�o�^�]�é�Ô�ô�á�é�P�o�;�æ  QoS �P�]�*�o  �0�o�,�
.3�o�Ô���æ�ê�” set port qos 
policy-source �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port qos policy-source mod/ports... local | cops

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Ô�ô�á�é�P�o�;�Ç  local �æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �P�]�*�o  �0�o�,�
  local �æ.3�o�Ô���ã�” QoS �P�]�*�o�ê�” NVRAM �æ�p&Š�Ð���Ú�`�o���^  �&�f�H��
�!�X�_�o�*�Z�f�Æ�����ç�Ð���ù�Ô�•�P�]�*�o  �0�o�,�
  COPS �æ.3�o�Ò�Ú�ß�” local �æ.3�o�Ô���ã�” QoS 
�P�]�*�o�ê�” NVRAM �æ�p&Š�Ð���Ú�`�o���^  �&�f�H���!�X�_�o�*�Z�f�æ�¯���ù�Ô�•

�� �4�æ�”�P�]�*�o  �0�o�,�
�`�o���^  NVRAM �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port qos 5/5 policy-source local
QoS policy source set to local on port(s) 5/1-48.
Console> (enable)

�4�æ�”�P�]�*�o  �0�o�,�
  COPS �æ.3�o�Ô���•�'�â�” COPS �(�o�C�Ç
ö!ª��(»�â�å�¿�•�'�é�´
����
$�
�Ò�ù�Ô�•

Console> (enable)  set port qos 5/5 policy-source cops
QoS policy source for the switch set to COPS.
Warning: No COPS servers configured. Use the ‘set cops server’ command
to configure COPS servers.
Console> (enable) 

mod/ports... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

local �P�]�*�o  �0�o�,�
�`�o���^  NVRAM �&�f�H���!�X�_�o�*�Z�f�æ.3�o�Ô��
� �o�b�o�<�•

cops �P�]�*�o  �0�o�,�
  COPS �&�f�H���!�X�_�o�*�Z�f�æ.3�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port qos trust
set port qos trust
�P�o�;�é�>5ì A���
.3�o�Ô���æ�ê9Ô�P�o�;�æ�Ô#��Ô���D�$�6�;�Ç�”�\�Ò�¿�½6��

µ1M�Ò�á�¿���Î�ã�
�>
5ì�â�È���Æ�ä�Á�Æ�å�ä9Õ�” set port qos trust �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port qos mod/ports... trust  { untrusted | trust-cos | trust-ipprec  | trust-dscp}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  untrusted �â�Ô�• QoS �
�:���.�o�I�^�æ�Ô���ã�”�:�H���^�;�ê�”�_���W  2 �,���6�4
��â
�ê  trust-cos �ã�å���”�_���W  3 �,���6�4
��â�ê  trust-dscp �ã�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f QoS �
�:���.�o�I�^�æ�Ô���ã�”�:�H���^�;�ê�”�_���W  2 �,���6�4
��â�ê  trust-cos �ã�å���”�_���W  3 �,
���6�4
��â�ê  trust-dscp �ã�å���ù�Ô�•

�Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

10/100 �P�o�;
��â�ê�”���>�<�`�6�J�Ò�È�¿�o�é���"�9���I
{�æ  set port qos trust �&�Q�f�<�é�ú
ö!ª�â
�È�ù�Ô�•�>5ì A���é.3�o�â�ê�”�P�o�;4F�L�o�,�é  QoS �
���µ�Ò�”�>5ì�Ð�����Ô�ô�á9Ô�ù�Ú�ê��-Ð�å�(
�I�.�6�;9Õ�é  ACE �
�o'õ�Ô��  ACL �
�o'õ�Ò�”�Ð���æ  ACL �
�P�o�;�æ�’&ï�Ô����-Ð�Ç�½���ù�Ô�•

��  �4�æ�”�P�o�;�
�>5ì A���æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port qos 3/7 trust trust-cos
Port 3/7 qos set to trust-cos.
Console> (enable) 

�4�æ�” 10/100 �P�o�;
��â�>5ì A���
.3�o�Ô���•�'�é�´
����
$��Ò�ù�Ô�•

Console> (enable) set port qos 3/28 trust trust-cos
Trust type trust-cos not supported on this port.
Receive thresholds are enabled on port 3/28.
Port  3/28 qos set to untrusted.
Console> (enable) 

mod/ports... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

untrusted 	û)L�Ô��  ACE �Æ���c�½6��Ç��-Ð�å�D�$�6�;�
�0�o�Ô��� �o�b�o�<�•

trust-cos #��>�D�$�6�;�]�é  CoS �F�6�;�Ç�>5ì�Ð���á�¿���æ�ý�Æ�Æ�
���Õ�” ToS �Ç�u
2
�â�½���” CoS �F�6�;�Æ���­
2�å�o�
�����´�Ô��-Ð�Ç�½���Î�ã�
�0�o�Ô��� �o
�b�o�<�•

trust-ipprec #��>�D�$�6�;�]�é  ToS/CoS �F�6�;�Ç�>5ì�Ð���á�¿���æ�ý�Æ�Æ�
���Õ�” ToS �Ç
�u
2�â�½���” ToS �
  IP precedence �ã�Ò�á.3�o�Ô����-Ð�Ç�½���Î�ã�
�0�o�Ô��
� �o�b�o�<�•

trust-dscp #��>�D�$�6�;�]�é  ToS/CoS �F�6�;�Ç�”���•�å�Ò�â�Ø�é�ù�ù���Ì�I����(»�å�Î
�ã�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port qos trust-ext
set port qos trust-ext
�,���6�4  �P�o�;�æ�’&ï�Ð���Ú  Cisco IP Phone 
��â���"�.�,  �P�o�;�
.3�o�Ô���æ�ê�” set port qos 
trust-ext �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port qos mod/ports... trust-ext { trusted | untrusted}

�t�¥�é.‘�ÿ

�:�H���^�; 5�.d�Ï�Ç  Cisco LAN �,���6�4�æ�’&ï�Ð�����ã�È�é�:�H���^�;�ê�”5V�>5ì�U�o�<�â�Ô�•�>5ì�U�o�<�ê�”
5�.d�Ï�Ç  Cisco LAN �,���6�4�æ�’&ï�Ð���¿�á�å�¿�ã�È�é�:�H���^�;�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

802.1Q �ù�Ú�ê  802.1p 
•���é�H�_�o�S  �2���J�é�;�\�H���6�"�ê�”���"�.�,  �P�o�;�é�>5ì A���ã�ê�u4P
�%�æ�”�Ø�é�ù�ù5�.d�Ï�é�,���6�4�
1b1Š�Ò�ù�Ô�•

��  �4�æ�”�’&ï�Ð���Ú5�.d�Ï�é�P�o�;
��é�>5ì�Ð�����]'"�
�>5ì A���æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port qos 3/7 trust-ext trusted
Port in the phone device connected to port 3/7 is configured to be trusted.
Console> (enable) 

4P1j�&�Q�f�< show qos info
show port qos
set port qos
set port qos cos

mod/ports... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

trusted ���"�.�,  �P�o�;�
1b�Ò�á���>�Ð���Ú�Ô�ô�á�é�;�\�H���6�"�Ç�”���•�Ð���Õ�æ
5�.d�,���6�4�
1b1Š�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

untrusted ���"�.�,  �P�o�;�
1b�Ò�á���>�Ð���Ú  802.1Q �ù�Ú�ê  802.1p �H�_�o�S�]�é�Ô�ô
�á�é�;�\�H���6�"�Ç�”.3�o�Ð���Ú�_���W  2 CoS �o�ã�Ò�á�Q�o� �f�#�Ð�����Î
�ã�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port rsvp dsbm-election
set port rsvp dsbm-election
�,���6�4�Ç�”�Ø�é $�o�.�#�T�f�;
��â  DSBM 1¬�ï�æ
ó
��Ô���Æ�ä�Á�Æ�
�0�o�Ô���æ�ê�” set port rsvp 
dsbm-election �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port rsvp mod/port dsbm-election enable | disable [dsbm_priority]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” DSBM �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•�:�H���^�;�é  dsbm_priority �ê  128 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�� �4�æ�” DSBM 1¬�ï�ó�é
ó
��
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port rsvp 2/1,3/2 dsbm-election enable 232
DSBM election enabled for ports 2/1,3/2.
DSBM priority set to 232 for ports 2/1,3/2.
This DSBM priority will be used during the next election process.
Console> (enable) 

�4�æ�” DSBM 1¬�ï�ó�é
ó
��
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port rsvp 2/1 dsbm-election disable
DSBM election disabled for ports(s)  2/1.
Console> (enable) 

�4�æ�”0©1M�
-��
�å�¿�P�o�;
��é  DSBM 1¬�ï�ó�é
ó
��
���@�o�I�^�æ�Ò�Ú�ã�È�é�´
����
$��Ò�ù�Ô�•

Console> (enable)  set port rsvp 2/1,3/2 dsbm-election enable 232
DSBM enabled and priority set to 232 for ports 2/1,3/2.
Warning: Port 2/1 not forwarding. DSBM negotiation will start after port starts forwarding 
on the native vlan.
Console> (enable) 

4P1j�&�Q�f�< show port rsvp

mod/port �U�+�X�o�^!ß� �Å���î�P�o�;!ß� �•

enable DSBM 1¬�ï�ó�é
ó
��
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable DSBM 1¬�ï�ó�é
ó
��
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

dsbm_priority 9Ô
›�ç9ÕDSBM �é�J�\�����]�9���•�­
2�o�ê  128 :*  255 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set port security
set port security
�P�o�;�ù�Ú�ê�P�o�;%¸�Ð�æ�»�Ò�á�P�o�;  �.� �X�]�9���
.3�o�Ô���æ�ê�” set port security �&�Q�f�<  
�.�6�;�

ö!ª�Ò�ù�Ô�•

set port security mod/port... [enable | disable] [mac_addr] [age {age_time}] 
[maximum {num_ of_mac}] [ shutdown { shutdown_time}] [ violation 
{ shutdown | restrict }]  

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�P�o�;  �.� �X�]�9��  �&�f�H���!�X�_�o�*�Z�f�ê�”�4�é�ã�Å���â�Ô�•

• �P�o�;  �.� �X�]�9���ê�:���.�o�I�^�â�Ô�•

• �P�o�;
±
Ï�é�.� �X���å���<�_�,�™�ê  1 �â�Ô�•

• 1‘
û�£!��ê�*�V�6�;�3���f�â�Ô�•

• &»1Š�(4F�ê�×&ï"›�â�Ô9Ô���<�_�,�Ç�¼4¢�¾���æ�å���Î�ã�ê�½���ù�Ö��9Õ �•

• �*�V�6�;�3���f�(4F�ê�u�¼4¢�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

mod/port... �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable 9Ô
›�ç9Õ�P�o�;  �.� �X�]�9���
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable 9Ô
›�ç9Õ�P�o�;  �.� �X�]�9���
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

mac_addr 9Ô
›�ç9Õ���@�o�I�^�æ�å�Þ�á�¿���P�o�;�é�.� �X��  MAC ���<�_�,�•

age age_time 9Ô
›�ç9Õ�P�o�;
��é���<�_�,�Ç�.� �X���â�½���¼4F�
�0�o�Ô��� �o
�b�o�<�Å���î���™�•�­
2�o�ê  09Ô�:���.�o�I�^9Õ�Å���î  10 :*  1440

9Ô�½9Õ�â�Ô�•

maximum 
num_of_mac

9Ô
›�ç9Õ�P�o�;
��â�.� �X���â�½��  MAC ���<�_�,�é�¨�"�™�
�0�o
�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê�” 1 :*  1025 �â�Ô�•

shutdown 
shutdown_time 

9Ô
›�ç9Õ�.� �X�]�9��1‘
û�é�•�'�æ�”�P�o�;�Ç�:���.�o�I�^�é�ù�ù
�æ�å���¼4F�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  09Ô�:��
�.�o�I�^9Õ�Å���î  10 :*  14409Ô�½9Õ�â�Ô�•

violation 9Ô
›�ç9Õ�.� �X�]�9��1‘
û�é�•�'�æ�”�s-��Ð�����£!��
�0�o�Ô��
� �o�b�o�<�•

shutdown �.� �X�]�9��1‘
û�é�•�'�æ�”�P�o�;�
�*�V�6�;�3���f�Ô��� �o
�b�o�<�•

restrict  5V�.� �X���å�N�,�;�Æ���é�D�$�6�;�
�Ù4¢�Ô��� �o�b�o�<�•
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set port speed
set port speed
�P�o�;  ���f�2�o�H�����,�é1f�2�
.3�o�Ô���æ�ê�” set port speed �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set port speed mod/port { 10 | 100 | 1000 | auto}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê  auto �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�ö�ã���ä�é�•�'�”)D
G�@�'�*���o�*�Z�f�æ���Þ�á1M�>1f�2�”�:�X�J�_�6�"�,  �U�o�<�”�Q�,�2�o  �]�f�"�”
�Å���î�,�_�o�I  �]�f�"�
%¤!��Ò�ù�Ô�• 16 �P�o�;�é  10/100/1000BASE-T ���o�(�@�6�;  �U�+�X�o�^�ê��
���â�½���”)D
G�@�'�*���o�*�Z�f�â1M�>1f�2�Û�Ì�Ç%¤!��Ð���ù�Ô�•

10/100 Mbps �H���,�;  ���o�(�@�6�;  �,���6�4�f�#  �U�+�X�o�^
��é�H���,�;  ���o�(�@�6�;  ���f�2�o
�H�����,�
�” 10�” 100�”�ù�Ú�ê  1000 Mbps �æ.3�o�Ô���Æ�”�ù�Ú�ê)D
G��#n�U�o�<�æ.3�o�Ô���Î�ã�æ��
���”�]�U�o�;  �P�o�;�é�’&ï�(�æ�”���f�2�o�H�����,�â  10 Mbps �ã  100 Mbps �é�P�o�;1M�>1f�2�”�Å��
�î�K
Q2€�ã
¨
Q2€�é�P�o�;1M�>�2���J�
���´�Ò�á
™�Î�â�È�ù�Ô�•���f�2�o�H�����,�
)D
G��#n�æ.3�o�Ô
���ã�”���f�2�o�H�����,)D0Š�Ç)D
G"›�æ.3�o�Ð���”�\�Ò�¿1f�2�ã1M�>�2���J�â
G
Þ�Ò�ù�Ô�•

�� �4�æ�”�U�+�X�o�^  2 
��é�P�o�;  1 �
  auto �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port speed 2/1 auto
Port 2/1 speed set to auto-sensing mode.
Console> (enable)

�4�æ�”�U�+�X�o�^  2�”�P�o�;  2 
��â�P�o�;1f�2�
  10 Mbps �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port speed 2/2 10
Port 2/2 speed set to 10 Mbps.
Console> (enable)

4P1j�&�Q�f�< show port

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

10 | 100 | 1000 10BASE-T�” 100BASE-T�”�ù�Ú�ê  1000BASE-T �P�o�;�é�P�o�;1f�2�
.3�o�Ô��
� �o�b�o�<�•

auto 10/100 �H���,�;  ���o�(�@�6�;  �P�o�;
��â�é1M�>1f�2�ã�:�X�J�_�6�"�,  �U�o�<�é
)D
G�@�'�*���o�*�Z�f�
�0�o�Ô��� �o�b�o�<�•
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set port sync-restart-delay
set port sync-restart-delay
�P�o�;�é�+�¼�c/à
G1ƒ�g�
�0�o�Ô���æ�ê�” set port sync-restart-delay �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port sync-restart-delay mod/port delay

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é1ƒ�g�(4F�ê  210 ms �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f 	û)x"›�æ�”�@�6�;�b�o�"�]�æ�������Ê�é  DWDM -]'Î�Ç�=�÷�Ô���•�'�æ�ê�”�+�¼1ƒ�g�
43�Ê�Ô����-Ð�Ç
�½���ù�Ô�•

set port sync-restart-delay �&�Q�f�<�ã  show port sync-restart-delay �&�Q�f�<�ê�”�C���=�]  �U�o�<�ã
�9� �,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�é
��Ç�â
ö!ª�â�È�ù�Ô�Ç�”�0�o�Ô���+�¼1ƒ�g�ê�”�9� �,�;  �&
�f�H���!�X�_�o�*�Z�f  �U�o�<�â�é�ú�;�=�Ð���ù�Ô�•

CLI .3�o�ê�”�9� �,�;  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�Ç
ö!ª�Ð���á�¿���•�'�é�ú�”�,���6�4�é�]�.�6
�;�ß�ý&ý�,�Ð���ù�Ô�•

clear config �&�Q�f�<�

ö!ª�Ò�”�+�¼1ƒ�g�
  210 ms �æ�]�.�6�;�Ò�ù�Ô�•

4P1j�&�Q�f�< clear config
show port sync-restart-delay

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

delay �R�]$}
±
Ï�é1ƒ�g�(4F�•1ƒ�g%¸�Ð�ê�” 200 :*  60000 ms9Ô60 $}9Õ�â�Ô�•
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set port trap
set port trap
�P�o�;�ù�Ú�ê�P�o�;%¸�Ð�æ�»�Ô���¡�0  SNMP �]�f�"  �;�\�6�J9Ô���6�J�ù�Ú�ê�3���f9Õ�é
G
Þ�
���@�o
�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set port trap �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set port trap mod/port { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Ô�ô�á�é�P�o�;  �;�\�6�J�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

SNMP �;�\�6�J�
.3�o�Ô���æ�ê�” set snmp trap �&�Q�f�<�
�I
��Ò�ù�Ô�•

�� �4�æ�”�U�+�X�o�^  1�”�P�o�;  2 
��â  SNMP �]�f�"  �;�\�6�J�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set port trap 1/2 enable
Port 1/2 up/down trap enabled.
Console> (enable)

4P1j�&�Q�f�< show port trap

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable SNMP �]�f�"  �;�\�6�J�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable SNMP �]�f�"  �;�\�6�J�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
2-374
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J
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set port voice interface dhcp
set port voice interface dhcp
DHCP�” TFTP�”�Å���î  DNS �(�o�C!ª�æ�P�o�;5¸�ÿ���f�2�o�H�����,�
.3�o�Ô���æ�ê�” set port voice 
interface dhcp �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set port voice interface mod/port dhcp enable [vlan vlan]

set port voice interface mod/port dhcp disable { ipaddrspec} { tftp ipaddr} [ vlan vlan] 
[gateway ipaddr]  [dns [ipaddr] [domain_name]]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f ipaddrspec �é�»�|�ê  { ipaddr} { mask} �ù�Ú�ê  { ipaddr}/{ mask} { mask} �â�Ô�• mask �ê�<�6�;
ƒ�È-+.%
9Ô255.255.255.09Õ�ù�Ú�ê�F�6�;�™9Ô 0 :*  319Õ�â�Ô�•

IP ���<�_�,�
.3�o�Ô���•�'�é�ú�”
±	û�é�P�o�;�
�0�o�â�È�ù�Ô�•

�P�o�;
��â  DHCP �Ç���@�o�I�^�æ.3�o�Ð���á�¿���•�'�”�P�o�;�ê�Ø�é
•�é�Ô�ô�á�é.3�o�±�Ž�
  TFTP 
�(�o�C�Æ�����ç�Ò�ù�Ô�•�P�o�;
��â  DHCP �
�:���.�o�I�^�æ�Ô���•�'�”�4�é��5Ç�D�\�T�o�2�
�0�o�Ô
����-Ð�Ç�½���ù�Ô�•

• DNS �D�\�T�o�2�
�0�o�Ò�å�¿�•�'�”�0�H�;�������ê�,�o�D�o�C���)  ���f�+�f
��é�*�,�9�S  DNS 
�&�f�H���!�X�_�o�*�Z�f�

ö!ª�Ò�á�”�P�o�;�
.3�o�Ò�ù�Ô�•

• �&�P�o�;�æ�»�Ò�á	û�ç�é  IP ���<�_�,�
.3�o�Ô����-Ð�Ç�½���Ú�ü�”�+�(�æ-„�™�é�P�o�;�
�0�o�Ô��
�Î�ã�ê�â�È�ù�Ö���•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable SNMP �]�f�"  �;�\�6�J�
���"�9���I�æ�Ô��� �o�b�o�<�•

vlan vlan 9Ô
›�ç9ÕVLAN ���f�2�o�H�����,�
�0�o�Ô��� �o�b�o�<�Å���î��
�™�•�­
2�o�ê�” 1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

disable SNMP �]�f�"  �;�\�6�J�
5V���"�9���I�æ�Ô��� �o�b�o�<�•

ipaddrspec IP ���<�_�,�ã�Q�,�"�•�H���o�Q�6�;�é�»5Å�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é
�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

tftp ipaddr TFTP �(�o�C�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�é!ß� �
�”�<�6�;

ƒ�È-+.% a.b.c.d �â�0�o�Ô��� �o�b�o�<�Å���î���™�•

gateway ipaddr 9Ô
›�ç9Õ�%�o�;������  �(�o�C�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�é
!ß� �
�”�<�6�;
ƒ�È-+.%  a.b.c.d �â�0�o�Ô��� �o�b�o�<�Å���î���™�•

dns 9Ô
›�ç9ÕDNS �(�o�C�
�0�o�Ô��� �o�b�o�<�•

ipaddr 9Ô
›�ç9Õ�<�6�;
ƒ�È-+.%  a.b.c.d �â�é  DNS IP ���<�_�,�ù�Ú�ê  IP ��
���]���,�é!ß� �•

domain_name 9Ô
›�ç9Õ�<�T���f�é�,�è�•
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set power redundancy
set power redundancy
5��.-]'Î4F�é�l43�H�
���f�ù�Ú�ê���H�æ�Ô���æ�ê�” set power redundancy �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set power redundancy {enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”5��.�é�l43�H�ê���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” 2 ���é5��.-]'Î�
�,�ß�*�,�9�S�â�”5��.-]'Î4F�é�l43�H�
���f�ù�Ú�ê���H�æ�Ò�ù�Ô�•
�l43�t�‘�â�ê�”�*�,�9�S�æ�­���Ð����5�
��ê�”�¨�ý(»
��é
Ð�¿5��.-]'Î�é�¨�"5��.�ˆ2‚�æ�å���ù�Ô�•

5V�l43�t�‘�â�ê�”�*�,�9�S�æ�­���Ð����5�
��ê�”
��Ç�é5��.-]'Î�é5��.�ˆ2‚�é�z�æ�å���ù�Ô�•

�� �4�æ�”5��.-]'Î4F�â�l43�H�
���"�9���I�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set power redundancy enable
Power supply redundancy enabled.
Console> (enable)

�4�æ�”5��.-]'Î4F�â�l43�H�
5V���"�9���I�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set power redundancy disable
Power supply redundancy disabled.
Console> (enable) 

4P1j�&�Q�f�< show system
show environment

enable 5��.-]'Î4F�é�l43�H�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable 5��.-]'Î4F�é�l43�H�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
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set prompt
set prompt
CLI �é�J�`�f�J�;�
���•�Ô���æ�ê�” set prompt �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set prompt prompt_string

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�J�`�f�J�;�ê  Console> �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set system name �&�Q�f�<�

ö!ª�Ò�á�,���6�4�æ�,�è�

����°�á���ã�”�,���6�4�,�Ç�J�`�f�J�;�,�ã�Ò
�á
ö!ª�Ð���ù�Ô�•�Ú�Û�Ò�” set prompt �&�Q�f�<�

ö!ª�Ò�á�Î�é�J�`�f�J�;�¥�<�É�
�0�o�Ô���ã�”�Ø�é
�¥�<�É�Ç�J�`�f�J�;�ã�Ò�á
ö!ª�Ð���ù�Ô�•

�� �4�æ�”�J�`�f�J�;�ã�Ò�á  system100> �
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set prompt system100>
system100> (enable)

4P1j�&�Q�f�< set system name

prompt_string �&�Q�f�<  �J�`�f�J�;�ã�Ò�á
ö!ª�Ô���¥�<�É�•
2-378
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J
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set protocolfilter
set protocolfilter
���o�(�@�6�;  VLAN �Å���î5V�;�\�f� �f�#  ���o�(�@�6�;�”�H���,�;  ���o�(�@�6�;�”�Å���î�!���F�6�;  
���o�(�@�6�;  �P�o�;
��â�J�`�;�&�^  �H���^�2�]�f�#�
���"�9���I�ù�Ú�ê5V���"�9���I�æ�Ô���æ�ê�” set 
protocolfilter  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set protocolfilter { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�J�`�;�&�^  �H���^�2�]�f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�J�`�;�&�^  �H���^�2�]�f�#�ê�”���o�(�@�6�;  VLAN �Å���î5V�;�\�f� �f�#  EtherChannel �P�o�;
��Û
�Ì�â�(�P�o�;�Ð���á�¿�ù�Ô�•

�Î�é�Ï(»�ê�” PFC3 �
�Þ0¿�Ò�Ú  Supervisor Engine 720 �â�ê�(�P�o�;�Ð���á�¿�ù�Ö���•

�� �4�æ�”�J�`�;�&�^  �H���^�2�]�f�#�
���"�9���I�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set protocolfilter enable
Protocol filtering enabled on this switch.
Console> (enable)

�4�æ�”�J�`�;�&�^  �H���^�2�]�f�#�
5V���"�9���I�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set protocolfilter disable
Protocol filtering disabled on this switch.
Console> (enable)

4P1j�&�Q�f�< show protocolfilter

enable �J�`�;�&�^  �H���^�2�]�f�#�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable �J�`�;�&�^  �H���^�2�]�f�#�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set pvlan
set pvlan
 [%�  VLAN �ù�Ú�ê�&�R�X�>�9��  VLAN �
�J�\���Q�]  VLAN �æ�C���f�<�Ò�” [%��P�o�;�ù�Ú�ê�&�R�X
�>�9��  �P�o�;�
�J�\���L�o�;  VLAN �æ
����°�á���æ�ê�” set pvlan �&�Q�f�<�

ö!ª�á�ù�Ô�•

set pvlan primary_vlan { isolated_vlan | community_vlan | twoway_community_vlan} 
[mod/port | sc0]

�H�ç �Î�é�&�Q�f�<�

ö!ª�Ô���è�æ�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�é
�ŸConfiguring VLANs� �é%(�
.’�ú�”!�.��Ò�á�Å�¿�á�Ê�Û�Ð�¿�•

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set pvlan �&�Q�f�<�ã�é4P1j
ƒ�Ì�
-��Á�è�æ�” set vlan pvlan-type pvlan_type �&�Q�f�<�

ö!ª�Ò�á�J�\
���Q�]  VLAN �” [%�  VLAN �”�Å���î�&�R�X�>�9��  VLAN �
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�& [%��ù�Ú�ê�&�R�X�>�9��  VLAN �æ�ê�” 1 �ß�é�J�\���Q�]  VLAN �Û�Ì�
4P1j
ƒ�Ì���Î�ã�Ç�â�È�ù�Ô�•
�J�\���Q�]  VLAN �æ�ê�” 1 �ß�é [%�  VLAN �ù�Ú�ê-„�™�é�&�R�X�>�9��  VLAN �ù�Ú�ê�Ø�é
��Ç�
4P1j

ƒ�Ì���Î�ã�Ç�â�È�ù�Ô�•

sc0 �ê�”�J�\���L�o�;  �P�o�;�ã�Ò�á.3�o�â�È�ù�Ô�Ç�”�Ù�'�P�o�;�ã�Ò�á�ê.3�o�â�È�ù�Ö���•

primary_vlan �J�\���Q�]  VLAN �é!ß� 

isolated_vlan  [%�  VLAN �é!ß� �•

community_vlan �&�R�X�>�9��  VLAN �é!ß� �•

twoway_community_vlan 
ú�Ç�0�&�R�X�>�9��  VLAN �é!ß� �•

mod/port 9Ô
›�ç9Õ [%��P�o�;�ù�Ú�ê�&�R�X�>�9��  �P�o�;�é�U�+�X�o�^!ß
� �ã�P�o�;!ß� �•

sc0 9Ô
›�ç9Õ�ê�^�]�P�o�;  sc0 �
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set pvlan mapping
set pvlan mapping
 [%�  VLAN �ù�Ú�ê�&�R�X�>�9��  VLAN �
�Ù�'�P�o�;
��é�J�\���Q�]  VLAN �æ�Q�6�J�Ô���æ�ê�” set 
pvlan mapping �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set pvlan mapping primary_vlan { isolated_vlan | community_vlan | 
twoway_community_vlan} mod/port

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set pvlan mapping �&�Q�f�<�â�¿�Õ���Æ�é�Ù�'�P�o�;
��æ  VLAN �
1¡!ª�Ô���è�æ�” set pvlan �&�Q�f�<
�æ�C���f�<�Ð���Ú  set vlan pvlan-type �&�Q�f�<�

ö!ª�Ò�á�”�J�\���Q�]  VLAN �” [%�  VLAN �”�Å���î
�&�R�X�>�9��  VLAN �
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�J�\���L�o�;  VLAN �é��1ñ�æ�½��
•�é
›�ç�é�:�C���,�ã1b�>�Ô���æ�ê�”�J�\���L�o�;  VLAN �]�é�P�o
�;!ª�æ�”��1ñ�:�C���,�æ�Ù�'�P�o�;�
�’&ï�Ô����-Ð�Ç�½���ù�Ô�•

�Î�é�&�Q�f�<�ê�”�J�\���L�o�;  VLAN �]�é�&�J�\���Q�]�ù�Ú�ê [%�9Ô�&�R�X�>�9��9Õ���0�*���o�*�Z
�f�æ�»�Ò�á1¡!ª�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”�U�+�X�o�^  8 �é�P�o�;  3 :*  5 
��â�”�&�R�X�>�9��  VLAN 903 �
�J�\���Q�]  VLAN 901 �æ�]�Q�6
�J�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set pvlan mapping 901 903 8/3-5
Successfully set mapping between 901 and 903 on 8/3-5.
Console> (enable)

primary_vlan �J�\���Q�]  VLAN �é!ß� �•

isolated_vlan  [%�  VLAN �é!ß� �•

community_vlan �&�R�X�>�9��  VLAN �é!ß� �•

twoway_community_vlan 
ú�Ç�0�&�R�X�>�9��  VLAN �é!ß� �•

mod/port �Ù�'�P�o�;�é�U�+�X�o�^!ß� �ã�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos
set qos
�,���6�4
��â  QoS �Ï(»�
���f�ù�Ú�ê���H�æ�Ô���æ�ê�” set qos �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos enable | disable

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” QoS �Ï(»�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f QoS �é�:�H���^�;.3�o�
���•�Ô���Ç�:�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration 
Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

QoS �
#t�(4F�æ'…��10�Ò���@�o�I�^�Å���î�:���.�o�I�^�æ�Ô���ã�”�C�,�é�2���S�����;�Ç"’!¢�Ô����
(»�H�Ç�½���ù�Ô�•

!ã�å���P�o�;  �2���J�é�4�V�@�^  �P�o�;
��â  QoS �
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���ã�”�4�V�@�^
�Ç#•�ã�ù�Ú�ê�»�‘�Ð�����•�'�Ç�½���ù�Ô�•

�� �4�æ�” QoS �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos enable
QoS is enabled.
Console> (enable)Console> (enable) 

�4�æ�” QoS �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos disable
QoS is disabled.
Console> (enable) 

4P1j�&�Q�f�< show qos info

enable QoS �Ï(»�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable QoS �Ï(»�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos acl default-action
set qos acl default-action
ACL �é�:�H���^�;  ���"�*�Z�f�
  .3�o�Ô���æ�ê�” set qos acl default-action �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set qos acl default-action ip {{ dscp dscp} | trust-cos | trust-ipprec  | trust-dscp}
[{ microflow microflow_name}] [{ aggregate aggregate_name}]

set qos acl default-action ipx {{ dscp dscp} | trust-cos} [{ microflow microflow_name}]
[{ aggregate aggregate_name}]

set qos acl default-action ipx | mac {{ dscp dscp} | trust-cos}
[{ aggregate aggregate_name}]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” ACL �ê.3�o�Ð���á�¿�ù�Ö���• QoS �
���@�o�I�^�æ�Ô���ã�” default-action �â�ê�Ô�ô�á
�é�ý�é�Ç�L�,�;���H���o�;�â�½6��Ð���”�P�]�*�f�#�ê-��
���ù�Ö���• QoS �
�:���.�o�I�^�æ�Ô���ã�”
default-action �ê�Ô�ô�á�é�D�$�6�;�æ�»�Ô��  trust-dscp �â�½���”�P�]�*�f�#�ê-��
���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á-��Þ�Ú.3�o�ê  NVRAM �ã�,���6�4�æ�;�=�Ð���” commit �&�Q�f�<�
�I
��Ô��
��-Ð�Ç�½���ù�Ö���•

ip IP ACL �é�:�H���^�;  ���"�*�Z�f�
�0�o�Ô��� �o�b�o�<�•

dscp dscp �Î�é�,�;�]�o�S�æ	û)L�Ô���D�$�6�;�æ4P1j
ƒ�Ì������  DSCP �
.3�o
�Ô��� �o�b�o�<�Å���î���™�•

trust-cos DSCP �Ç�D�$�6�;  CoS �Æ��
Þ�‘�Ð�����Î�ã�
�0�o�Ô��� �o�b�o�<�•

trust-ipprec DSCP �Ç�D�$�6�;�é  IP precedence �Æ��
Þ�‘�Ð�����Î�ã�
�0�o�Ô��
� �o�b�o�<�•

trust-dscp DSCP �Ç�Ô�â�æ�D�$�6�;�æ�=�ù���á�¿���Î�ã�
�0�o�Ô��� �o�b�o�<�•

microflow 
microflow_name

9Ô
›�ç9ÕACE �æ	û)L�Ô���D�$�6�;�æ1¡!ª�Ð�����Q���"�`�H�`�o  �P�]
�*�f�#  �^�o�^�é�,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

aggregate 
aggregate_name

9Ô
›�ç9ÕACE �æ	û)L�Ô���D�$�6�;�æ1¡!ª�Ð����4ø&‚�P�]�*�f�#  �^�o
�^�é�,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

ipx IPX ACL �é�:�H���^�;  ���"�*�Z�f�
�0�o�Ô��� �o�b�o�<�•

mac MAC ACL �é�:�H���^�;  ���"�*�Z�f�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos acl ip
set qos acl ip
IP ���"�.�,  �]�,�;�

Þ�‘�ù�Ú�ê1J
��Ô���æ�ê�” set qos acl ip �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set qos acl ip { acl_name} {{ dscp dscp} | trust-cos | trust-ipprec  | trust-dscp}
[microflow microflow_name] [aggregate aggregate_name] { src_ip_spec}
[before editbuffer_index | modify editbuffer_index]

set qos acl ip { acl_name} {{ dscp dscp} | trust-cos | trust-ipprec  | trust-dscp}
[microflow microflow_name] [aggregate aggregate_name] { protocol} { src_ip_spec}
{ dest_ip_spec} [ precedence precedence | dscp-field dscp] [before editbuffer_index | 
modify editbuffer_index]

set qos acl ip { acl_name} {{ dscp dscp} | trust-cos | trust-ipprec  | trust-dscp}
[microflow microflow_name] [aggregate aggregate_name] icmp { src_ip_spec}
{ dest_ip_spec} [ icmp_type [icmp_code] | icmp_message] [precedence precedence | 
dscp-field dscp] [before editbuffer_index | modify editbuffer_index]

set qos acl ip { acl_name} {{ dscp dscp} | trust-cos | trust-ipprec  | trust-dscp}
[microflow microflow_name] [aggregate aggregate_name] tcp { src_ip_spec} 
[{ operator}
{ port} [ port]] { dest_ip_spec} [{ operator} { port} [ port]] [ established] 
[precedence precedence | dscp-field dscp] [before editbuffer_index | modify 
editbuffer_index]

set qos acl ip { acl_name} {{ dscp dscp} | trust-cos | trust-ipprec  | trust-dscp} 
[microflow microflow_name] [aggregate aggregate_name] udp { src_ip_spec} 
[{ operator}
{ port} [ port]] { dest_ip_spec} [{ operator} { port} [ port]] [ precedence precedence | 
dscp-field dscp] [before editbuffer_index | modify editbuffer_index] 

�t�¥�é.‘�ÿ acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

dscp dscp .3�o�ã�ú�é  DSCP �o�Æ��  CoS �ã  DSCP �
.3�o�Ô��� �o�b�o�<�Å���î���™�•

trust-cos DSCP �Ç�D�$�6�;  CoS �Æ��
Þ�‘�Ð�����Î�ã�
�0�o�Ô��� �o�b�o�<�•

trust-ipprec DSCP �Ç�D�$�6�;�é  IP precedence �Æ��
Þ�‘�Ð�����Î�ã�
�0�o�Ô��� �o
�b�o�<�•

trust-dscp DSCP �Ç�Ô�â�æ�D�$�6�;�æ�=�ù���á�¿���Î�ã�
�0�o�Ô��� �o�b�o�<�•

microflow 
microflow_name

9Ô
›�ç9ÕACE �æ	û)L�Ô���D�$�6�;�æ1¡!ª�Ð�����Q���"�`�H�`�o  �P�]�*�f�#  
�^�o�^�é�,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

aggregate 
aggregate_name

9Ô
›�ç9ÕACE �æ	û)L�Ô���D�$�6�;�æ1¡!ª�Ð����4ø&‚�P�]�*�f�#  �^�o�^�é�,
�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

src_ip_spec 1M�>�0 IP ���<�_�,�ã1M�>�0�Q�,�"�•�H���o�Q�6�;�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é
�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

before 
editbuffer_index

9Ô
›�ç9Õ�Â�Ò�¿ ACE �
�Î�é  ACE �é�è�æ�L�I�Ô��� �o�b�o�<�Å���î���™�•

modify 
editbuffer_index

9Ô
›�ç9ÕACE �
�Â�Ò�¿  ACE �â'Î�È�µ�Ã��� �o�b�o�<�Å���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos acl ip
�:�H���^�; �:�H���^�;�â�ê�” ACL �ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�����é�&�Q�f�<�é�¿�Õ���Æ�
�I
��Ò�á-��Þ�Ú.3�o�ê�” commit �&�Q�f�<�
�I
��Ò�Ú�ß�â�é�ú  NVRAM 
�ã�,���6�4�æ�;�=�Ð���ù�Ô�• ACE �
	û���Ò�á�I
��Ò�á�Æ���” commit �&�Q�f�<�
�I
��Ò�á�”�Ø�����
  
NVRAM �Å���î�,���6�4�æ�;�=�Ò�ù�Ô�•

show qos acl info �&�Q�f�<�

ö!ª�Ô���ã�”',4ø�C�6�H���
-+$��â�È�ù�Ô�•

�Q�o� �f�#  �^�o�^�é1¬�ï�æ�ê�” dscp dscp�” trust-cos�” trust-ipprec �”�Å���î  trust-dscp � �o�b�o�<�ã
���™�

ö!ª�Ò�ù�Ô�•�Q�o� �f�#  �^�o�^�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software 
Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

protocol IP �J�`�;�&�^�é� �o�b�o�<�ù�Ú�ê!ß� �•�­
2�o�ê�” IP �J�`�;�&�^!ß� �
-+
�Ô 0 :*  255 �â�Ô�•�­
2�å� �o�b�o�<�ã�»���Ô���o�é�]�,�;�æ�ß�¿�á�ê�”

�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
dest_ip_spec �p�5  IP ���<�_�,�ã�p�5�Q�,�"�•�H���o�Q�6�;�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é����

�<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

precedence 
precedence

9Ô
›�ç9Õ#��>�D�$�6�;�ã�§0»�Ô�����55Å
Ï�_�L�^�
�0�o�Ô��� �o�b�o�<�Å
���î���™�•�­
2�o�ê  0 :*  7�”�ù�Ú�ê�,�è�â�Ô�•�­
2�å�,�è�é�]�,�;�æ�ß�¿
�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

dscp-field dscp 9Ô
›�ç9Õ#��>�D�$�6�;�ã�§0»�Ô��  DSCP �H���o�^�<  �_�L�^�
�0�o�Ô��� �o
�b�o�<�Å���î���™�•�­
2�o�ê�” 0 :*  7 �ù�Ú�ê�,�è�â�Ô�•�­
2�å�,�è�ê�”
critical �” flash�” flash-override�” immediate�” internet�” network�”
priority �”�Å���î  routine �â�Ô�•

icmp ICMP �
�0�o�Ô��� �o�b�o�<�•

icmp-type 9Ô
›�ç9ÕICMP �T�6�.�o�+  �2���J�•�­
2�o�ê  0 :*  255 �â�Ô�•

icmp-code 9Ô
›�ç9ÕICMP �T�6�.�o�+  �&�o�<�•�­
2�o�ê  0 :*  255 �â�Ô�•

icmp-message 9Ô
›�ç9ÕICMP �T�6�.�o�+�é�2���J�,�ù�Ú�ê  ICMP �T�6�.�o�+  �2���J�Å��
�î�&�o�<�,�•�­
2�å�,�è�é�]�,�;�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� 
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

tcp TCP �
�0�o�Ô��� �o�b�o�<�•

operator 9Ô
›�ç9Õ���M�\�f�<�•�­
2�o�ê�” lt 9Ô�Ê�å��9Õ�” gt9Ô�"�å��9Õ�” eq9Ô%l�Ò�¿9Õ�”
neq9Ô%l�Ò�Ê�å�¿9Õ�”�Å���î  range9Ô%¸�Ð�0�o9Õ�â�Ô�•

port 9Ô
›�ç9ÕTCP �ù�Ú�ê  UDP �P�o�;!ß� �ù�Ú�ê�,�è�• �­
2�å�P�o�;!ß� �ê  0 :*  
65535 �â�Ô�•�­
2�å�,�è�é�]�,�;�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� 
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

established 9Ô
›�ç9ÕTCP �J�`�;�&�^�¾!ª�•#Õ%��Ð���Ú�’&ï�
�0�o�Ô��� �o�b�o�<�•

udp UDP �
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos acl ipx
set qos acl ipx
IPX ���"�.�,  �]�,�;�
�o'õ�Ô���æ�ê�” set qos acl ipx �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set qos acl ipx { acl_name} { dscp dscp | trust-cos} [ aggregateaggregate_name] { protocol}
{ src_net} [ dest_net.[dest_node] [[dest_net_mask.]dest_node_mask] 
[before editbuffer_index | modify editbuffer_index]

�t�¥�é.‘�ÿ

�:�H���^�; ACL �Q�6�G�f�#�æ�ê�”�:�H���^�;�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Q�o� �f�#  �^�o�^�é1¬�ï�æ�ê�” dscp dscp �Å���î  trust-cos � �o�b�o�<�ã���™�

ö!ª�Ò�ù�Ô�•�Q�o� �f�#  
�^�o�^�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

dscp dscp �Å���î  trust-cos � �o�b�o�<�ã���™�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú 
Supervisor Engine 2 �â�t�‘�Ð���Ú�*�,�9�S
��â�ê�(�P�o�;�Ð���ù�Ö���•

acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

dscp dscp .3�o�ã�ú�é  DSCP �o�Æ��  CoS �ã  DSCP �
.3�o�Ô��� �o�b�o�<�Å���î���™�•

trust-cos DSCP �Ç�D�$�6�;  CoS �Æ��
Þ�‘�Ð�����Î�ã�
�0�o�Ô��� �o�b�o�<�•

aggregate 
aggregate_name

9Ô
›�ç9ÕACE �æ	û)L�Ô���D�$�6�;�æ1¡!ª�Ð����4ø&‚�P�]�*�f�#  �^�o�^�é�,
�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

protocol IPX �J�`�;�&�^�é� �o�b�o�<�ù�Ú�ê!ß� �•�­
2�o�ê�” IPX �J�`�;�&�^!ß� 
�
-+�Ô  0 :*  255 �â�Ô�•�­
2�å� �o�b�o�<�ã�»���Ô���o�é�]�,�;�æ�ß�¿�á
�ê�”�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

src_net �D�$�6�;�é1M�>�0�@�6�;�b�o�"�é!ß� �•�H���o�Q�6�;�é�H�ç
P5Ä�æ�ß�¿�á
�ê�”�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

dest_net. 9Ô
›�ç9Õ�p�5�A�o�<�æ1¡!ª�Ð�����Q�,�"�•�H���o�Q�6�;�é�H�ç
P5Ä�æ�ß�¿
�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

dest_node 9Ô
›�ç9Õ1M�>�Ð�����D�$�6�;�é�p�5�@�6�;�b�o�"
��é�A�o�<�•

dest_net_mask. 9Ô
›�ç9Õ�p�5�@�6�;�b�o�"�æ1¡!ª�Ð�����Q�,�"�•�H���o�Q�6�;�é�H�ç
P5Ä
�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

dest_node_mask 9Ô
›�ç9Õ�p�5�A�o�<�æ1¡!ª�Ð�����Q�,�"�•�H���o�Q�6�;�é�H�ç
P5Ä�æ�ß�¿
�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

before 
editbuffer_index

9Ô
›�ç9Õ�Â�Ò�¿ ACE �
�Î�é  ACE �é�è�æ�L�I�Ô��� �o�b�o�<�Å���î���™�•

modify 
editbuffer_index

9Ô
›�ç9ÕACE �
�Â�Ò�¿  ACE �â'Î�È�µ�Ã��� �o�b�o�<�Å���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos acl mac
set qos acl mac
set qos acl mac �&�Q�f�<�

ö!ª�Ò�á�” MAC ���"�.�,  �]�,�;�
�o'õ�Ò�ù�Ô�•

set qos acl mac { acl_name} { dscp dscp | trust-cos} [ aggregateaggregate_name]
{ src_mac_addr_spec} { dest_mac_addr_spec} [ ether-type] [before editbuffer_index | 
modify editbuffer_index]

�t�¥�é.‘�ÿ

�:�H���^�; ACL �Q�6�G�f�#�æ�ê�”�:�H���^�;�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Q�o� �f�#  �^�o�^�é1¬�ï�æ�ê�” dscp dscp �Å���î  trust-cos � �o�b�o�<�ã���™�

ö!ª�Ò�ù�Ô�•�Q�o� �f�#  
�^�o�^�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

dscp dscp �Å���î  trust-cos � �o�b�o�<�ã���™�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú 
Supervisor Engine 2 �â�t�‘�Ð���Ú�*�,�9�S
��â�ê�(�P�o�;�Ð���ù�Ö���•

ACE �]�é�P�]�*�f�#�é.3�o�æ�ê�”���J�*�Z�f�é  aggregate aggregate_name � �o�b�o�<�ã���™�

ö!ª�Ò
�ù�Ô�•�P�]�*�f�#  �^�o�^�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�


ó�–�Ò�á�Ê�Û�Ð�¿�•

ACL �,�
�I
��Ô���•�'�”�4�é�n�,-Ù�ã�æ�å�¿�ù�Ô�•

• �¨�"  31 �¥�<43�â�” a :*  z�” A :*  Z�” 0 :*  9�”�3�6�*�X�¥�<9Ô -9Õ�”���f�3�o�,�&��9Ô _9Õ�”�G�]���<�¥
�<9Ô.9Õ�

ö!ª�â�È�ù�Ô�•

• )÷�¥�<�â�Ž�ù���”�Ô�ô�á�é�2���J�é�Ô�ô�á�é  ACL �â	û�ç�â�½����-Ð�Ç�½���ù�Ô�•

acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

dscp dscp .3�o�ã�ú�é  DSCP �o�Æ��  CoS �ã  DSCP �
.3�o�Ô��� �o�b�o�<�Å���î���™�•

trust-cos DSCP �Ç�D�$�6�;  CoS �Æ��
Þ�‘�Ð�����Î�ã�
�0�o�Ô��� �o�b�o�<�•

aggregate 
aggregate_name

9Ô
›�ç9ÕACE �æ	û)L�Ô���D�$�6�;�æ1¡!ª�Ð����4ø&‚�P�]�*�f�#  �^�o�^�é�,
�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

src_mac_addr_spec source_mac_address source_mac_address_mask �»�|�é1M�>�0  MAC ���<
�_�,�é!ß� �•

dest_mac_addr_spec�p�5  MAC ���<�_�,�é!ß� �•

ether-type 9Ô
›�ç9Õ���o�(�@�6�;  ���J�.�^
{�D�$�6�;�é  ethertype �æ	û)L�Ô���,�è�ù�Ú
�ê!ß� �•�­
2�å�,�è�ã!ß� �æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–
�Ò�á�Ê�Û�Ð�¿�•

before 
editbuffer_index

9Ô
›�ç9Õ�Â�Ò�¿ ACE �
�Î�é  ACE �é�è�æ�L�I�Ô��� �o�b�o�<�Å���î���™�•

modify 
editbuffer_index

9Ô
›�ç9ÕACE �
�Â�Ò�¿  ACE �â'Î�È�µ�Ã��� �o�b�o�<�Å���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos acl map
set qos acl map
�0�o�Ð���Ú�P�o�;�ù�Ú�ê  VLAN �æ ACL �
�’&ï�Ô���æ�ê�” set qos acl map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos acl map acl_name mod/port | vlan

�t�¥�é.‘�ÿ

�:�H���^�; ACL �Q�6�G�f�#�æ�ê�”�:�H���^�;�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f

�H�ç ACL �
  VLAN �æ�Q�6�J�Ò���Á�ã�Ô���ã�” NVRAM �Ç	û�ð�é�•�'�æ�ê�”�Î�é�&�Q�f�<�Ç�,�Œ�Ô����
(»�H�Ç�½���ù�Ô�•

�H�ç copy �&�Q�f�<�

ö!ª�Ô���ã�” ACL �&�f�H���!�X�_�o�*�Z�f�
�H�\�6�*�X  �T�U�]�æ�;�=�â�È�ù�Ô�•

�� �4�æ�” ACL �
�P�o�;�æ�’&ï�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos acl map my_acl 2/1
ACL my_acl is attached to port 2/1.
Console> (enable)

�4�æ�” ACL �
  VLAN �æ�Q�6�G�f�#�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos acl map ftp_acl 4
ACL ftp_acl is attached to vlan 4.
Console> (enable) 

�4�æ�”�&�R�6�;�Ò�á�¿�å�¿  ACL �
�’&ï�Ò���Á�ã�Ò�Ú�•�'�æ"’!¢�Ô��
P�)�
$��Ò�ù�Ô�•

Console> (enable) set qos acl map new_acl 4
Commit ACL new_acl before mapping.
Console> (enable) 

acl_name ���f�;�]�Ç�û�Ô���]�,�;�,�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

vlan VLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos bridged-microflow-policing
set qos bridged-microflow-policing 
�I�]�6�+�<  �D�$�6�;�é�Q���"�`�H�`�o  �P�]�*�f�#�
�” VLAN 
±
Ï�â���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ
�Ô���æ�ê�” set qos bridged-microflow-policing �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos bridged-microflow-policing { enable | disable} vlanlist

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” intraVLAN QoS �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �_���W  3 �,���6�4�f�#  ���f�+�f  �L�o�,�é�*�,�9�S�ê�” �I�]�6�+�<  �D�$�6�;!ª�æ  NetFlow ���f�;�]�

Þ
�‘�Ò�ù�Ö���• NetFlow ���f�;�]�å�Ò�â�ê�”�Î�����é�D�$�6�;�ê�Q���"�`�H�`�o  �_�L�^�â�P�]�*�f�#.3
�o�â�È�ù�Ö���•�I�]�6�+�<  �D�$�6�;�é�Q���"�`�H�`�o  �P�]�*�f�#�
.3�o�Ô���•�'�æ�ê�” set qos 
bridged-microflow-policing enable �&�Q�f�<�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�Î�é�&�Q�f�<�ê�”�_���W  3 �,���6�4�f�#  ���f�+�f�â�é�ú.3�o�Ð���Ú�*�,�9�S
��â�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�”�Q���"�`�H�`�o  �P�]�*�f�#�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos bridged-microflow-policing enable 1-1000
QoS microflow policing is enabled for bridged packets on vlans 1-1000.
Console> (enable) 

�4�é���â�ê�” microflow �P�]�*�f�#�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set qos bridged-microflow-policing disable 10
QoS microflow policing is disabled for bridged packets on VLAN 10. 
Console> (enable) 

4P1j�&�Q�f�< show qos bridged-packet-policing

enable �Q���"�`�H�`�o  �P�]�*�f�#�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable �Q���"�`�H�`�o  �P�]�*�f�#�
5V���"�9���I�æ�Ô��� �o�b�o�<�•

vlanlist VLAN �é�]�,�;�•�­
2�o�ê  1 :*  1001 �Å���î  1025 :*  4094 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos cos-dscp-map
set qos cos-dscp-map
CoS/DSCP �Q�6�G�f�#�
.3�o  �Ô���æ�ê�” set qos cos-dscp map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos cos-dscp-map dscp1 dscp2... dscp8

�t�¥�é.‘�ÿ

�:�H���^�; -+ 2-16 �æ�”�:�H���^�;�é  CoS/DSCP .3�o�
$��Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f CoS/DSCP �Q�6�J�ê�”�>5ì�Ð���Ú�P�o�;9Ô�ù�Ú�ê�H�`�o9Õ�æ#��>�Ò�Ú�D�$�6�;�é  CoS �
�”�>5ì�2���J
�Ç trust-cos �â�½��  DSCP �æ�Q�6�G�f�#�Ô���•�'�æ
ö!ª�Ò�ù�Ô�•�Î�é�Q�6�J�ê�” 8 �ß�é  CoS �o9Ô0 :*  79Õ
�Å���î�Î���æ�»���Ô��  DSCP �o�é�9�o�I�^�â�Ô�•�,���6�4�ê�”�Q�6�J�
  1 �ß�,�Ü�ù�Ô�•

�Î�é�&�Q�f�<�ê�”�_���W  3 �,���6�4�f�#  ���f�+�f�â�é�ú.3�o�Ð���Ú�*�,�9�S
��â�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�” CoS/DSCP �Q�6�G�f�#�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos cos-dscp-map 20 30 1 43 63 12 13 8
QoS cos-dscp-map set successfully.
Console> (enable) 

4P1j�&�Q�f�< clear qos cos-dscp-map
show qos maps

dscp# DSCP �é!ß� �•�­
2�o�ê  0 :*  63 �â�Ô�•

-+ 2-16 CoS/DSCP �Q�6�G�f�#

CoS 0 1 2 3 4 5 6 7

DSCP 0 8 16 24 32 40 48 56
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos drop-threshold
set qos drop-threshold
�*�,�9�S�]�é�Ô�ô�á�é�P�o�;
��â1M�>� �X�o�Å���î���>� �X�o�é�<�`�6�J�Ò�È�¿�o�
�J�`�#�\�S�Ô���æ
�ê�” set qos drop-threshold �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set qos drop-threshold 2q2t tx queue q# thr1 thr2

set qos drop-threshold { 1q4t | 1p1q4t} rx queue q# thr1 thr2 thr3 thr4

�t�¥�é.‘�ÿ

�:�H���^�; QoS �Ç���@�o�I�^�é�•�'�ê�”�4�é�:�H���^�;�o�Ç1¡!ª�Ð���ù�Ô�•

• 1M�>� �X�o�é�<�`�6�J�Ò�È�¿�o   

– � �X�o  19æ80 %�” 100 %

– � �X�o  29æ80 %�” 100 %

• ���>� �X�o�é�<�`�6�J�Ò�È�¿�o

– � �X�o  19æ�P�o�;�Ç�>5ì�Ð���á�¿���•�'�” 50 %�” 60 %�” 80 %�” 100 %

– � �X�o  29æ�P�o�;�Ç�>5ì�Ð���á�¿�å�¿�•�'�” 100 %�” 100 %�” 100 %�” 100 %

QoS �Ç�:���.�o�I�^�é�•�'�ê�”�4�é�:�H���^�;�o�Ç1¡!ª�Ð���ù�Ô�•

• 1M�>� �X�o�é�<�`�6�J�Ò�È�¿�o   

– � �X�o  19æ100 %�” 100 %

– � �X�o  29æ100 %�” 100 %

• ���>� �X�o�é�<�`�6�J�Ò�È�¿�o9æ� �X�o  19æ100 %�” 100 %�” 100 %�” 100 %

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f port_type9Ô2q2t�” 1q4t�”�ù�Ú�ê  1p1q4t9Õ�é�¥�<  t �é�è�é�™�<�æ���Þ�á�”�B�o�<�������Ç�(�P�o�;�Ô��
�Ò�È�¿�o�é�™�Ç�ÿ�ù���ù�Ô�•�Ú�ã�Ã�ë�” 2q2t �â�ê�”�0�o�Ð���Ú�Ò�È�¿�o�é�™�ê  2 �â�Ô�• 1q4t �ã  1p1q4t 
�â�ê�”�0�o�Ð���Ú�Ò�È�¿�o�é�™�ê  4 �â�Ô�•�B�o�<�������é�J�`�#�\�R�f�#
��é&V&¦�2�æ���Þ�á�”�B�o�<
�������æ.3�o�Ð�����o�ê�0�o�Ò�Ú�o�é1-
Ã�o�æ�å���ù�Ô�•

2q2t tx 1M�>� �X�o�é�<�`�6�J�Ò�È�¿�o�
�0�o�Ô��� �o�b�o�<�•

1q4t | 1p1q4t rx ���>� �X�o�é�<�`�6�J�Ò�È�¿�o�
�0�o�Ô��� �o�b�o�<�•

queue q# � �X�o�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 �Å���î  2 �â�Ô�•

thr1�” thr2�”
thr3�” thr4

�Ò�È�¿�o�é
��'�•�­
2�o�ê  1 :*  100 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos dscp-cos-map
set qos dscp-cos-map
DSCP/CoS �Q�6�G�f�#�
.3�o  �Ô���æ�ê�” set qos dscp-cos-map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos dscp-cos-map dscp_list:cos_value ...

�t�¥�é.‘�ÿ

�:�H���^�; -+ 2-17 �æ�”�:�H���^�;�é  DSCP/CoS .3�o�
$��Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f DSCP/CoS �Q�6�J�ê�”�¨&³  DSCP �½6��
�¨&³  CoS �æ�Q�6�G�f�#�Ô���•�'�æ
ö!ª�Ò�ù�Ô�•�Î�é�¨&³�Q�6
�J�æ�����”�D�$�6�;�Ç
����°�á�������´
�� �X�o�Å���î�Ò�È�¿�o�Ç�ÿ�ù���ù�Ô�• CoS �Q�6�J�ê�”�;�\
�f�"  �P�o�;
��é1M�>�ã�ú�D�$�6�;�é  ISL �K�6�3�o�ù�Ú�ê  802.1Q �2�#�æ� �È1��ù���ù�Ô�• CoS �Q�6�J
�æ�ê�” 64 �X�é  DSCP �o�Å���î�Î���æ�»���Ô��  CoS �o�é�9�o�I�^�Ç�=�ù���ù�Ô�•�,���6�4�ê�”�Q�6�J�
  
1 �ß�,�Ü�ù�Ô�•

�Î�é�&�Q�f�<�ê�”�_���W  3 �,���6�4�f�#  ���f�+�f�â�é�ú.3�o�Ð���Ú�*�,�9�S
��â�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�” DSCP/CoS �Q�6�G�f�#�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos dscp-cos-map 20-25:7 33-38:3
QoS dscp-cos-map set successfully.
Console> (enable)

4P1j�&�Q�f�< show qos maps
clear qos map

dscp_list DSCP �é!ß� �•�­
2�o�ê  0 :*  63 �â�Ô�•

cos_value... CoS �é!ß� �•�­
2�o�ê  0 :*  7 �â�Ô�•

-+ 2-17 DSCP/CoS �Q�6�G�f�#

DSCP 0 :*  7 8 :*  15 16 :*  23 24 :*  31 32 :*  39 40 :*  47 48 :*  55 56 :*  63

CoS 0 1 2 3 4 5 6 7
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos ipprec-dscp-map
set qos ipprec-dscp-map
IP Precedence/DSCP �Q�6�J�
.3�o�Ô���æ�ê�” set qos ipprec-dscp-map �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&
�Q�f�<�ê�”�Ô�ô�á�é�D�$�6�;�Å���î�Ô�ô�á�é�P�o�;�æ1¡!ª�Ð���ù�Ô�•

set qos ipprec-dscp-map dscp1 ... dscp8

�t�¥�é.‘�ÿ

�:�H���^�; -+ 2-18 �æ�”�:�H���^�;�é  IP precedence/DSCP .3�o�
$��Ò�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�”�>5ì�Ð���Ú�P�o�;9Ô�ù�Ú�ê�H�`�o9Õ�æ#��>�Ò�Ú  IP �D�$�6�;�é  IP Precedence �
�”�>
5ì�2���J�Ç  trust-ipprec  �â�½��  DSCP �æ�Q�6�G�f�#�Ô���•�'�æ
ö!ª�Ò�ù�Ô�•�Î�é�Q�6�J�ê�” 8 �ß�é���5
5Å
Ï�o9Ô0 :*  79Õ�Å���î�Î���æ�»���Ô��  DSCP �o�é�9�o�I�^�â�Ô�•�,���6�4�ê�”�Q�6�J�
  1 �ß�,�Ü�ù
�Ô�• IP precedence �o�ê�4�é�ã�Å���â�Ô�•

• network 7

• internet 6

• critical 5

• flash-override 4

• flash 3

• immediate 2

• priority 1

• routine 0

�Î�é�&�Q�f�<�ê�”�_���W  3 �,���6�4�f�#  ���f�+�f�â�é�ú.3�o�Ð���Ú�*�,�9�S
��â�(�P�o�;�Ð���ù�Ô�•

dscp1# IP Precedence �o�é!ß� �•�¨�"  8 �ß�é�o�
�0�o�â�È�ù�Ô�•

-+ 2-18 IP Precedence/DSCP �Q�6�G�f�#

IPPREC 0 1 2 3 4 5 6 7

DSCP 0 8 16 24 32 40 48 56
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos mac-cos
set qos mac-cos
CoS �o�æ MAC ���<�_�,�ã  VLAN �é�M���
.3�o�Ô���æ�ê�” set qos mac-cos �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos mac-cos dest_mac vlan cos

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �_���W  2 �é&¿���ê�”�ñ�æ�_���W  3 �,���6�4�f�#  ���f�+�f�é&¿���æ���Þ�á
�� �È�Ð�����Ú�ü�”�Î�é�&�Q
�f�<�ê�” PFC �â.3�o�Ð���Ú�,���6�4
��â�ê
2���Ç�½���ù�Ö���•�Ø�é
•�
���æ�” set qos acl �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

set qos mac-cos �&�Q�f�<�ê�”���"�9���I�å�,�o�D�o�C���)  ���f�+�f�
�]�.�6�;�Ô���ù�â�” CAM �9�o
�I�^�]�æ�×&ï"›�å  CAM ���f�;�]�

Þ�‘�Ò�ù�Ô�•

MAC ���<�_�,�æ4P1j
ƒ�Ì�����Ú�P�o�;�ê�”�Î�é1M�>�0  MAC ���<�_�,�é�¨�Ë�é�D�$�6�;�Ç���>�Ð���Ú
�ã�È�æ�G(��Ð���ù�Ô�•�Î�����é���f�;�]�ê�”�¼4¢�¾���æ�å���Î�ã�ê�½���ù�Ö���•

�0�o�Ð���Ú  MAC ���<�_�,�p�á�é�D�$�6�;�é  CoS �ê�”�>5ì�â�È���P�o�;�Æ���Ô#��Ô���ý�é�â�½�Þ�á�ý

�� �È�Ð���ù�Ô�•

show cam �&�Q�f�<�
�I
��Ô���ã�” set qos mac-cos �&�Q�f�<�â
Þ�‘�Ð���Ú���f�;�]�Ç�3���=�R�6�"�ã
�Ò�á-+$��Ð���ù�Ô�•�Ø�é!�!±�ê�” QoS �æ���Þ�á�3���=�R�6�"�ã.�2|�Ð�����Ú�ü�â�Ô�Ç�”�Î�����é���f
�;�]�ê�”�¼4¢�¾���æ�å���Î�ã�ê�½���ù�Ö���•

�� �4�æ�” CoS �o  3 �
  VLAN 2 �æ
����°�á�����
$��Ò�ù�Ô�•

Console> (enable) set qos mac-cos 0f-ab-12-12-00-13 2 3
CoS 3 is assigned to 0f-ab-12-12-00-13 vlan 2.
Console> (enable) 

4P1j�&�Q�f�< clear qos mac-cos
show qos mac-cos

dest_mac �p�5�N�,�;�é  MAC ���<�_�,�•

vlan VLAN �é!ß� �•�­
2�o�ê  1 :*  1001 �Å���î  1025 :*  4094 �â�Ô�•

cos CoS �o�•�­
2�o�ê  0 :*  7 �â�”�™�o�Ç�"�È�¿�ö�ä�J�\�����]�9���Ç7��Ê�å���ù�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos map
set qos map
�Ô�ô�á�é�P�o�;�é
ö!ª��(»�å�J�\�����]�9��  � �X�o�Ï�ã�æ�” $�o�é  CoS �o�
1M�>�J�\�����]�9��  
� �X�o�ù�Ú�ê���>�J�\�����]�9��  � �X�o�Å���î�Ò�È�¿�o�æ�Q�6�J�Ô���æ�ê�” set qos map �&�Q�f�<  �.�6
�;�

ö!ª�Ò�ù�Ô�•

set qos map port_type tx | rx q# thr# cos coslist 

set qos map port_type tx q# cos coslist 

�t�¥�é.‘�ÿ

�:�H���^�; �Ô�ô�á�é�P�o�;�é�:�H���^�;�é�Q�6�G�f�#�
 -+ 2-19 �Å���î -+ 2-20 �æ$��Ò�ù�Ô�•

port_type �P�o�;  �2���J�•�­
2�o�ê�”1M�>�â�ê  2q2t�” 1p3q1t�” �Å���î  1p2q2t�”���>�â
�ê  1p1q4t �Å���î  1p1q0t �â�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� 
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

tx 1M�>� �X�o�
�0�o�Ô��� �o�b�o�<�•

rx ���>� �X�o�
�0�o�Ô��� �o�b�o�<�•

q# 1M�>%5�ã���>%5�æ�0�o�Ð���Ú�J�\�����]�9��  � �X�o�é�™�æ���Þ�á�ÿ�ù���o�•
�­
2�o�ê  1 �Å���î  2 �â�”�o�Ç�"�È�¿�ö�ä7�
Ï�é�J�\�����]�9��  � �X�o�
$��Ò
�ù�Ô�•

thr# �P�o�;�â
ö!ª��(»�å�<�`�6�J�Ò�È�¿�o�é�™�æ���Þ�á�ÿ�ù���o�•�­
2�o�ê  1 �Å
���î  2 �â�”�o�Ç�"�È�¿�ö�ä�<�`�6�J�Ð������(»�H�Ç
Ð�¿�Î�ã�
$��Ò�ù�Ô�•

cos coslist CoS �o�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  0 :*  7 �â�”�o�Ç�"�È�¿�ö
�ä�J�\�����]�9���Ç7��¿�Î�ã�
$��Ò�ù�Ô�•

-+ 2-19 CoS :*  � �X�o  :*  �Ò�È�¿�o�é�Q�6�G�f�#9Ô1M�>9Õ

� �X�o �Ò�È�¿�o CoS �o 1

1. CoS 5 �
4°�Ê�Ô�ô�á�é  CoS �o�Ç�” WRED �æ�Q�6�J�Ð���ù�Ô�• � �X�o  4 �æ�Q�6�J�Ð����  CoS 
5 �æ�ê�” WRED �Ò�È�¿�o�Ç4P1j
ƒ�Ì�����á�¿�ù�Ö���•

QoS �Ç���@�o�I�^

1 1 0�” 1

2 1 2�” 3�” 4

3 1 6�” 7

4 0 5

QoS �Ç�:���.�o�I�^

1 0 0�” 1�” 2�” 3�” 4�” 5�” 6�” 7
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos map
�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set qos map port_type tx q# cos coslist �&�Q�f�<�
�I
��Ô���•�'�” �4�æ$��Ô�P�o�;  �2���J�

ö!ª�â�È�ù�Ô�•

• tx port_type = 2q2t�” 1p2q2t�”�Å���î  1p3q1t 

• rx  port_type = 1p1q4t �Å���î  1p1q0t

�P�o�;  �2���J  1p2q1t �ã  1p1q8t �ê�”�(�P�o�;�Ð���á�¿�ù�Ö���•

cos_list ���™�ê�”
±	û�é  CoS �o�”-„�™�é5V1j&ï  CoS �o�” CoS �o�é%¸�Ð�”�ù�Ú�ê�Ø�é&µ�ú�'�
�Ö�é�o�â
�I
��â�È�ù�Ô�•�Ú�ã�Ã�ë�” 0�”�ù�Ú�ê  0,2,3�”�ù�Ú�ê  0-3,7 �é�¿�Õ���Æ�
�I
��â�È�ù�Ô�•

1M�>!ª�é�J�\�����]�9��  � �X�o!ß� �ê  4�”���>!ª�é� �X�o!ß� �ê  2 �â�Ô�•

�P�o�;  �2���J  1p2q2t �æ�»�Ò�á�J�\�����]�9��  � �X�o�
�0�o�Ô���•�'�”�J�\�����]�9��  � �X�o!ß� �ê  
3�”�Ò�È�¿�o!ß� �ê  1 �æ�å���ù�Ô�•

1M���>�<�`�6�J�Ò�È�¿�o4F�é4P�%�ê�”�4�é�ã�Å���â�Ô�•

• ���>� �X�o  19Ô�¡�09Õ�Ò�È�¿�o  1 = 1M�>� �X�o  19Ô�¡�0
Ð�J�\�����]�9��9Õ�Ò�È�¿�o  1

• ���>� �X�o  19Ô�¡�09Õ�Ò�È�¿�o  2 = 1M�>� �X�o  19Ô�¡�0
Ð�J�\�����]�9��9Õ�Ò�È�¿�o  2

• ���>� �X�o  19Ô�¡�09Õ�Ò�È�¿�o  3 = 1M�>� �X�o  29Ô�¡�07��J�\�����]�9��9Õ�Ò�È�¿�o  1

• ���>� �X�o  19Ô�¡�09Õ�Ò�È�¿�o  4 = 1M�>� �X�o  29Ô�¡�07��J�\�����]�9��9Õ�Ò�È�¿�o  2


ö!ª�Ç�:�é�����<�\���f�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration Guide�¢�


ó�–�Ò�á�Ê�Û�Ð�¿�•

�� �4�æ�” CoS �o  1�” 2�”�Å���î  5 �
�¨�Ë�é� �X�o�Å���î�Ø�é� �X�o�]�é�¨�Ë�é�<�`�6�J�Ò�È�¿�o�æ
����°
�á�����
$��Ò�ù�Ô�•

Console> (enable) set qos map 2q2t tx 1 1 cos 1,2,5
Qos tx priority queue and threshold mapped to cos successfully.
Console> (enable) 

�4�æ�” CoS �o�
� �X�o  1 �Å���î�Ø�é� �X�o�]�é�Ò�È�¿�o  2 �æ
����°�á�����
$��Ò�ù�Ô�•

Console> (enable) set qos map 2q2t tx 1 2 cos 3-4,7
Qos tx priority queue and threshold mapped to cos successfully.
Console> (enable) 

-+ 2-20 CoS :*  � �X�o�é�Q�6�G�f�#9Ô���>9Õ

� �X�o CoS �o

QoS �Ç���@�o�I�^

1 0�” 1�” 2�” 3�” 4�” 6�” 7

2 5

QoS �Ç�:���.�o�I�^

1 0�” 1�” 2�” 3�” 4�” 5�” 6�” 7
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set qos policed-dscp-map
set qos policed-dscp-map
�P�]�*�f�#�ã�ú1¡�'  DSCP �é�Q�6�G�f�#�
.3�o�Ô���æ�ê�” set qos policed-dscp-map �&�Q�f�<�

ö!ª�Ò
�ù�Ô�•

set qos policed-dscp-map  [normal | excess] in_profile_dscp:policed_dscp...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;  �Q�6�J�ê�Q�o�"�3���f�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f in_profile_dscp �ê�”
±	û�é  DSCP�”-„�™�é  DSCP�”�ù�Ú�ê  DSCP �é%¸�Ð9Ô�Ú�ã�Ã�ë�” 1 �ù�Ú�ê  1,2,3 �ù
�Ú�ê  1-3,79Õ�ã�Ò�á�I
��â�È�ù�Ô�•

in_profile_dscp �ã  policed_dscp �é4F�é�&�`�f�ê��5Ç�â�Ô�•

�Î�é�&�Q�f�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ð���Ú
�*�,�9�S
��é�ú�â�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�”�P�]�*�f�#�ã�ú1¡�'  DSCP �é�Q�6�G�f�#�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos policed-dscp-map 60-63:60 20-40:5
QoS policed-dscp-map set successfully.
Console> (enable) 

4P1j�&�Q�f�< clear qos policed-dscp-map
show qos policer
show qos maps

normal 9Ô
›�ç9Õ1b�ñ�_�o�;�é�P�]�(�o�
�0�o�Ô��� �o�b�o�<�•

excess 9Ô
›�ç9Õ/å1Š�_�o�;�é�P�]�(�o�
�0�o�Ô��� �o�b�o�<�•

in_profile_dscp 1¡�'  DSCP �é!ß� �•�­
2�o�ê  0 :*  63 �â�Ô�•

:policed_dscp �P�]�*�f�#�ã�ú  DSCP �é!ß� �•�­
2�o�ê  0 :*  63 �â�Ô�•
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set qos policer
set qos policer
ACL �é�P�]�*�f�#  �^�o�^�

Þ�‘�Ô���æ�ê�” set qos policer �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set qos policer { microflow microflow_name} { rate rate} { burst burst} { drop | 
policed-dscp}

set qos policer { aggregate aggregate_name} { rate rate} { burst burst} { drop | 
policed-dscp}

set qos policer { aggregate aggregate_name} { rate rate}  policed-dscp {erate erate} { drop 
| policed-dscp}  burst burst

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�P�]�*�f�#  �^�o�^�ã4ø&‚�ê.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Q���"�`�H�`�o  �P�]�*�f�#�Ç"’!¢�Ô���è�æ�”�Q���"�`�H�`�o  �P�]�*�f�#  �^�o�^�
�o'õ�Ô����-Ð�Ç�½��
�ù�Ô�•�,���6�4�ê�”�P�]�*�f�#�æ�����”�;�\�H���6�"�é�H�`�o�â�–/Œ�Ð�����ê�^�÷�
�Ù4¢�â�È�ù�Ô�•

Catalyst 6000 �H���R�]  �,���6�4�â�ê�” 63 �ù�â�é�Q���"�`�H�`�o  �P�]�*�f�#  �^�o�^�Ç�(�P�o�;�Ð���ù
�Ô�•
›�ç�é�P�o�;�ù�Ú�ê  VLAN �æ�’&ï�Ð���Ú
›�ç�é  ACL �]�â�Q���"�`�H�`�o  �P�]�(�o�Ç
ö!ª�Ð����
�•�'�” NetFlow �H�`�o  �Q�,�"�Ç�H�^�H�`�o�æ�Ç�"�Ò�ù�Ô�•

4ø&‚�P�]�*�f�#�Ç"’!¢�Ô���è�æ�”4ø&‚�Å���î�Ø�é4ø&‚�æ�»�Ô���P�]�*�f�#  �^�o�^�

Þ�‘�Ô����-Ð�Ç�½
���ù�Ô�• Catalyst 6000 �H���R�]  �,���6�4�â�ê�” 1023 �ù�â�é4ø&‚�^�o�^�ã  1023 �é�P�]�*�f�#  �^�o�^�Ç
�(�P�o�;�Ð���ù�Ô�•

1b�ñ�_�o�;�ã/å1Š�_�o�;�é
��Ç�Ç�/�`�é�•�'�”
›�ç�é  burst �(���-�
�0�o�â�È�ù�Ô�•1b�ñ�_�o�;�ã/å1Š
�_�o�;�Ç�/�`�é�•�'�”�Ø�é�o�ê�u-Þ�Ð���”�B�o�<�������æ���Þ�á�]1ñ"›�æ.3�o�Ð���ù�Ô�•

microflow 
microflow_name

�Q���"�`�H�`�o  �P�]�*�f�#  �^�o�^�é�,�è�
�0�o�Ô��� �o�b�o�<�Å
���î���™�•

rate rate �����_�o�;�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  0�”�Å���î  
32 Kbps :*  8 Gbps �â�Ô�•

burst burst �C�o�,�;  �(���-�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  0�”�Å
���î  1 Kb :*  32 Mb �â�Ô�•

drop �;�\�H���6�"�é�<�`�6�J�
�0�o�Ô��� �o�b�o�<�•

policed-dscp �P�]�*�f�#.3�o  DSCP �
�0�o�Ô��� �o�b�o�<�•

aggregate 
aggregate_name

4ø&‚�P�]�*�f�#  �^�o�^�é�,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

erate erate /å1Š�_�o�;�o�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  0�”�Å��
�î  32 Kbps :*  8 Gbps �â�Ô�•
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set qos policy-source
set qos policy-source
QoS �P�]�*�o  �0�o�,�
.3�o�Ô���æ�ê�” set qos policy-source �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos policy-source local | cops

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Ô�ô�á�é�P�o�;�Ç  local �æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �P�]�*�o  �0�o�,�
  local �æ.3�o�Ô���ã�” QoS �P�]�*�o�ê�” NVRAM �æ�p&Š�Ð���Ú�`�o���^  �&�f�H��
�!�X�_�o�*�Z�f�Æ�����ç�Ð���ù�Ô�•�P�]�*�o  �0�o�,�
  cops �æ.3�o�Ò�Ú�ß�” local �æ.3�o�Ô���ã�” QoS 
�P�]�*�o�ê�” NVRAM �æ�p&Š�Ð���Ú�`�o���^  �&�f�H���!�X�_�o�*�Z�f�æ�¯���ù�Ô�•

�P�]�*�o  �0�o�,�
  cops �æ.3�o�Ô���ã�” DSCP-to-marked-down DSCP �å�ä�”�:�C���,�æ�»�Ô���Ô�ô�á
�é�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f�Ç�” PDP �æ���Þ�á  PEP �æ�3���f�`�o�<�Ð���Ú�P�]�*�o�Æ�����ç
�Ð���ù�Ô�•�Ú�Û�Ò�”�& �!��P�o�;�é�&�f�H���!�X�_�o�*�Z�f�ê�”�Ø�é�P�o�;�é�P�]�*�o  �0�o�,�Ç  cops 
�æ.3�o�Ð���á�¿���•�'�é�ú  COPS-PR �Æ�����ç�Ð���ù�Ô�•

�� �4�æ�”�P�]�*�o  �0�o�,�
  COPS-PR �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos policy-source cops
QoS policy source for the switch set to COPS.
Console> (enable) 

�4�æ�”�P�]�*�o  �0�o�,�
�`�o���^  NVRAM �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos policy-source local
QoS policy source for the switch set to local.
Console> (enable) 

local �P�]�*�o  �0�o�,�
�`�o���^  NVRAM �&�f�H���!�X�_�o�*�Z�f�æ.3�o�Ô��� �o
�b�o�<�•

cops �P�]�*�o  �0�o�,�
  COPS-PR �&�f�H���!�X�_�o�*�Z�f�æ.3�o�Ô��� �o�b�o�<�•
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set qos rsvp
set qos rsvp
�,���6�4
��é  RSVP �Ï(»�
���f / ���H�æ�Ò�” RSVP �:�o�2�L�o�,�Ç�H�\�6�*�X�Ð����9Ô�P�]�*�o  �(�o�C
�Ç�—�[�Ò�Ú�•�'9Õ�ù�â�é�(4F�
�½
±
Ï�â.3�o�Ò�”�Ð���æ�`�o���^  �P�]�*�o�
.3�o�Ô���æ�ê�” set qos 
rsvp �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set qos rsvp enable | disable

set qos rsvp policy-timeout timeout

set qos rsvp local-policy forward | reject

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” RSVP �Ï(»�ê�:���.�o�I�^�” policy-timeout �ê  30 �½�”�Å���î  local-policy �ê  forward 
�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f local-policy �é�����<�\���f�
�4�æ$��Ò�ù�Ô�•

• �P�]�*�o  �(�o�C�ã�é�’&ï�ê�=�÷�Ò�å�¿�•

• �P�]�*�o  �(�o�C�ã�é�’&ï�Ç�,�
���Ú�ß�æ"’!¢�Ô���Â�Ò�¿�H�`�o�•

• PDP �P�]�*�o�Ç�2���S�����;�Ò�Ú�ß�æ"’!¢�Ô�����¿�H�`�o�•

�� �4�æ�” RSVP �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos rsvp enable
RSVP enabled. Only RSVP qualitative service supported.
QoS must be enabled for RSVP.
Console> (enable) 

�4�æ�” RSVP �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos rsvp disable
RSVP disabled on the switch.
Console> (enable) 

enable RSVP �Ï(»�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable RSVP �Ï(»�
5V���"�9���I�æ�Ô��� �o�b�o�<�•

policy-timeout 
timeout

RSVP �:�o�2�L�o�,�Ç�H�\�6�*�X�Ð�����ù�â�é�(4F�
�½
±
Ï�â�0�o�Ô
��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  65535 �½�â�Ô�•

local-policy 
forward  | reject

�@�6�;�b�o�"  �:�C���,�æ�»�Ò�á�`�o���^�å�P�]�*�o  �&�f�H���!�X�_�o
�*�Z�f�Ç�”�â�=�é�H�`�o�
���Ì�I���á0©1M�Ô���Æ�”�ù�Ú�ê�Â�Ò�¿�H
�`�o�
���Ì�I���å�¿���Á�æ�Ô���Æ�
�0�o�Ô��� �o�b�o�<�•
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set qos rxq-ratio
set qos rxq-ratio
7��J�\�����]�9���é#��>�;�\�H���6�"�Å���î
Ð�J�\�����]�9���é#��>�;�\�H���6�"�æ
����°�á�������D
�$�6�;  �C�6�H���é�T�U�]2‚�
.3�o�Ô���æ�ê�” set qos rxq-ratio �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos rxq-ratio port_type queue1_val queue2_val... queueN_val 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” QoS �Ç���@�o�I�^�é�•�'�ê  80:209Ô� �X�o  1 �ã� �X�o  29Õ�” QoS �Ç�:���.�o�I�^�é�•
�'�ê  100:09Ô� �X�o  1 �ã� �X�o  29Õ�æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f

�H�ç �Î�é�&�Q�f�<�ê�”��2€�æ
ö!ª�Ò�á�Ê�Û�Ð�¿�• set qos rxq-ratio �&�Q�f�<�
�I
��Ô���ã�”�Ô�ô�á�é
�P�o�;�Ç�]�f�"  ���6�J A���ã�3���f A���
1«$–�Ò�ù�Ô�•

�B�o�<�������æ.3�o�Ð�����o�ê�”�0�o�Ò�Ú�o�é1-
Ã�o�æ�å���ù�Ô�•�Ú�ã�Ã�ë�” 0 % �
�0�o�Ò�Ú�•�'�”�s
4Ù�æ�J�`�#�\�S�Ð�����o�ê���Õ�Ò�ý  0 �â�ê�½���ù�Ö���•

rxq  �§�ê�”�@�6�;�b�o�"�]�é�;�\�H���6�"�é&µ�ú�'�
�Ö�æ���Þ�á�ÿ�ù���ù�Ô�•7��J�\�����]�9��  �;�\
�H���6�"�Ç�;�\�H���6�"�æ
·�ü��1ñ�½�ê�”	û)x"›�æ�"�È�Ê�½���ù�Ö���•7��J�\�����]�9��  � �X�o�ê��
�����Ê�é�(�o�F�,�
���ç�Ô���Ú�ü�”7��J�\�����]�9��  � �X�o�ê
Ð�J�\�����]�9��  � �X�o�����ý
Ð�Ê.3
�o�Ô����-Ð�Ç�½���ù�Ô�•

�b�K���5� �X�o�æ�ê�”�&�f�H���!�X�_�o�*�Z�f�ê��-Ð�½���ù�Ö���•

�� �4�æ�”���>� �X�o�ˆ2‚�§�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos rxq-ratio 1p1q0t 80 20
QoS rxq-ratio is set successfully.
Console> (enable)

port_type �P�o�;  �2���J�•�­
2�o�ê  1p1q0t �â�Ô�•

queue1_val 
Ð�J�\�����]�9��  �;�\�H���6�"�é
��'�•�­
2�o�ê  1 :*  99 �â�” queue2_val 
�o�ã�é�'.��
  100 �æ�Ô����-Ð�Ç�½���ù�Ô�•

queue2_val 7��J�\�����]�9��  �;�\�H���6�"�é
��'�•�­
2�o�ê  1 :*  99 �â�” queue1_val 
�o�ã�é�'.��
  100 �æ�Ô����-Ð�Ç�½���ù�Ô�•

queueN_val �b�K���5�;�\�H���6�"�é
��'�•�­
2�o�ê  1 :*  99 �â�” queue1_val �o�Å���î  
queue1_val �o�ã�é�'.��
  100 �æ�Ô����-Ð�Ç�½���ù�Ô�•
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set qos statistics export
set qos statistics export
�B�o�<�������Æ��
ü4ø�Ô��&Ô.��:�o�2�
�#�`�o�C�^�æ���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set 
qos statistics export �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos statistics export { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f &Ô.��Ç�:���.�o�I�^�é�•�'�”
•�é.3�o�æ4P�%�å�Ê�”&Ô.��P�o�]�f�#�ê-��
���ù�Ö���•

�Î�é�&�Q�f�<�
�I
��Ô���è�æ�”���"�,�P�o�;�5�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•���"�,�P�o�;�5�Ç.3�o�Ð��
�á�¿�å�¿�ã�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Warning: Export destination not set. Use the ‘set qos statistics export destination’ 
command to configure the export destination.

�� �4�æ�”&Ô.��P�o�]�f�#�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos statistics export enable
QoS statistics export enabled.
Export destination: Stargate, port 9996
Console> (enable)

4P1j�&�Q�f�< show qos statistics export info

enable &Ô.��:�o�2�é
ü4ø�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable &Ô.��:�o�2�é
ü4ø�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set qos statistics export aggregate
set qos statistics export aggregate 
4ø&‚�P�]�(�o�æ�»�Ô��&Ô.��:�o�2�é���"�,�P�o�;�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set qos 
statistics export aggregate �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos statistics export aggregate name { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�o�2�
���"�,�P�o�;�Ô���æ�ê�”�P�o�;
��â�ý&Ô.��
���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•�ù�Ú�”&Ô.��ã
�:�o�2�é���"�,�P�o�;�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô9Ô set qos statistics export �&�Q�f

�<�

ó�–9Õ �•

�Î�é�&�Q�f�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â.3�o�Ð���Ú
�*�,�9�S
��é�ú�â�(�P�o�;�Ð���ù�Ô�•

�� �4�æ�”&Ô.��é���"�,�P�o�;�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos statistics export aggregate ipagg_3 enable
Statistics data export enabled for aggregate policer ipagg_3.
Export destination: 172.20.15.1 (Stargate), port 9996
Console> (enable)

4P1j�&�Q�f�< set qos statistics export
show mac
show qos statistics export info

name 9Ô
›�ç9Õ�P�]�(�o�é�,�è�•

enable �0�o�Ð���Ú4ø&‚�P�]�(�o�æ�»�Ò�á&Ô.��:�o�2�é���"�,�P�o�;�
��
�@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �0�o�Ð���Ú4ø&‚�P�]�(�o�æ�»�Ò�á&Ô.��:�o�2�é���"�,�P�o�;�
�:��
�.�o�I�^�æ�Ô��� �o�b�o�<�•
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set qos statistics export destination
set qos statistics export destination
&Ô.��:�o�2�é���"�,�P�o�;�p�5���<�_�,�
�0�o�Ô���æ�ê�” set qos statistics export destination �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

set qos statistics export destination { host_name | host_ip} [ port]

set qos statistics export destination { host_name | host_ip} [ syslog [{ facility severity}]]

�t�¥�é.‘�ÿ

�:�H���^�; syslog �
�0�o�Ò�å�¿�Æ�É���”�:�H���^�;�â�ê
×�ý.3�o�Ð���ù�Ö���• syslog �
�0�o�Ò�Ú�•�'�”�:�H���^
�;�ê�4�é�ã�Å���â�Ô�•

• port �ê  514

• facility �ê  local6

• severity �ê  debug

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �­
2�å  facility �o�ê�” kern�” user�” mail�” daemon�” auth�” lpr �” news�” uucp�” cron�” local0�” local1�”
local2�” local3�” local4�” local5�” local6�”�Å���î  local7�â�Ô�•

�­
2�å  severity �_�L�^�ê�” emerg�” alert�” crit �” err �” warning�” notice�” info�”�Å���î debug �â�Ô�•

�� �4�æ�”&Ô.��:�o�2�é���"�,�P�o�;�5���<�_�,�
�0�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos statistics export destination stargate 9996
Statistics data export destination set to stargate port 9996.
Console> (enable)

4P1j�&�Q�f�< set qos statistics export
show qos statistics export info

host_name �N�,�;�,�•

host_ip �N�,�;�é  IP ���<�_�,�•

port 9Ô
›�ç9ÕUDP �P�o�;!ß� �•

syslog 9Ô
›�ç9ÕSyslog �P�o�;�
�0�o�Ô��� �o�b�o�<�•

facility 9Ô
›�ç9Õ���"�,�P�o�;�Ô���H���*�]�9��  �2���J�
�0�o�Ô���o�•�­
2
�o�æ�ß�¿�á�ê�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

severity 9Ô
›�ç9Õ���"�,�P�o�;�Ô��2€�"�2�
�0�o�Ô���o�•�­
2�o�æ�ß�¿�á�ê
�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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set qos statistics export interval
set qos statistics export interval
�P�o�;�Å���î4ø&‚�P�]�*�o&Ô.��:�o�2�é.’�ú�����ã���"�,�P�o�;�é5ë�2�
�0�o�Ô���æ�ê�” set qos 
statistics export interval �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos statistics export interval interval

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  30 $}�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”���"�,�P�o�;  ���f�2�o�C�^�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos statistics export interval 35
Statistics export interval set to 35 seconds.
Console> (enable) 

4P1j�&�Q�f�< show qos statistics export info

interval ���"�,�P�o�;4F4Ò�•�­
2�o�ê  30 :*  65535 $}�â�Ô�•
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set qos statistics export port
set qos statistics export port
�P�o�;
��â�é&Ô.��:�o�2�é���"�,�P�o�;�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set qos 
statistics export port �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos statistics export port mod/port { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f �:�o�2�
���"�,�P�o�;�Ô���æ�ê�”4ø&‚�P�]�(�o
��â�ý&Ô.��
���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•�ù�Ú�”
&Ô.��ã�:�o�2�é���"�,�P�o�;�
�#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô9Ô set qos statistics export 
�&�Q�f�<�

ó�–9Õ �•

�� �4�æ�”�P�o�;�â&Ô.��é���"�,�P�o�;�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos statistics export port 2/5 enable
Statistics data export enabled on port 2/5.
Console> (enable)

4P1j�&�Q�f�< show qos statistics export info

mod/port 9Ô
›�ç9Õ�U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable &Ô.��:�o�2�é���"�,�P�o�;�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable &Ô.��:�o�2�é���"�,�P�o�;�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set qos txq-ratio
set qos txq-ratio
7��J�\�����]�9��  �;�\�H���6�"�Å���î
Ð�J�\�����]�9��  �;�\�H���6�"�æ
����°�á�������D�$�6�;  �C�6
�H���é�T�U�]2‚�
.3�o�Ô���æ�ê�” set qos txq-ratio �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos txq-ratio port_type queue1_val queue2_val... queueN_val 

�t�¥�é.‘�ÿ

�:�H���^�; 2q2t �é�:�H���^�;�ê�” QoS �Ç���@�o�I�^�é�•�'�ê  80:20�” QoS �Ç�:���.�o�I�^�é�•�'�ê  100:0 �æ�å��
�ù�Ô�• 1p2q2t �é�:�H���^�;�ê�” QoS �Ç���@�o�I�^�é�•�'�ê  70:15:15�” QoS �Ç�:���.�o�I�^�é�•�'�ê  
100:0:0 �æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f

�H�ç �Î�é�&�Q�f�<�ê�”��2€�æ
ö!ª�Ò�á�Ê�Û�Ð�¿�• set qos txq-ratio �&�Q�f�<�
�I
��Ô���ã�”�Ô�ô�á�é
�P�o�;�Ç�]�f�"  ���6�J A���ã�3���f A���
1«$–�Ò�ù�Ô�•

�B�o�<�������æ.3�o�Ð�����o�ê�”�0�o�Ò�Ú�o�é1-
Ã�o�æ�å���ù�Ô�•�Ú�ã�Ã�ë�” 0 % �
�0�o�Ò�á�ý�”�s4Ù
�æ�J�`�#�\�S�Ð�����o�ê���Õ�Ò�ý  0 �â�ê�½���ù�Ö���•

txq �§ ¸�ê�”�@�6�;�b�o�"�]�é�;�\�H���6�"�é&µ�ú�'�
�Ö�æ���Þ�á�ÿ�ù���ù�Ô�•7��J�\�����]�9��  �;�\
�H���6�"�Ç�;�\�H���6�"�æ
·�ü��1ñ�½�ê	û)x"›�æ�"�È�Ê�å�Ê�”�ù�Ú7��J�\�����]�9��  � �X�o�ê������
�Ê�é�(�o�F�,�
���ç�Ô���Ú�ü�”7��J�\�����]�9��  � �X�o�ê
Ð�J�\�����]�9��  � �X�o�����ý
Ð�Ê.3�o�Ô
����-Ð�Ç�½���ù�Ô�•

�b�K���5� �X�o�æ�ê�”�&�f�H���!�X�_�o�*�Z�f�ê��-Ð�½���ù�Ö���•

�� �4�æ�”1M�>� �X�o  �(���-�§�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set qos txq-ratio 2q2t 75 25
QoS txq-ratio is set successfully.
Console> (enable) 

port_type �P�o�;  �2���J�•�­
2�o�ê  2q2t �Å���î  1p2q2t �â�Ô�•

queue1_val 
Ð�J�\�����]�9��  �;�\�H���6�"�é
��'�•�­
2�o�ê  1 :*  99 �â�” queue2_val 
�o�ã�é�'.��
  100 �æ�Ô����-Ð�Ç�½���ù�Ô�•

queue2_val 7��J�\�����]�9��  �;�\�H���6�"�é
��'�•�­
2�o�ê  1 :*  99 �â�” queue1_val 
�o�ã�é�'.��
  100 �æ�Ô����-Ð�Ç�½���ù�Ô�•

queueN_val �b�K���5�;�\�H���6�"�é
��'�•�­
2�o�ê�” 1 :*  99 �â�”�'.��
  100 �æ�Ô����
-Ð�Ç�½���ù�Ô�•
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set qos wred
set qos wred
�0�o�Ð���Ú�P�o�;  �2���J�é  WRED �Ò�È�¿�o�D�\�T�o�2�
.3�o�Ô���æ�ê�” set qos wred �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

set qos wred port_type [tx] queue q# {[ thr1Lo:]thr1Hi} {[ thr2Lo:]thr2Hi}...

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�Ò�È�¿�o�ê�4�é�ã�Å���â�Ô�•

• 1p2q2t = 40:709Ô�Ò�È�¿�o 19Õ�Å���î  70:1009Ô�Ò�È�¿�o 29Õ9Ô
�4¢9æ
�4¢�é
��'9Õ / � �X�o

• 1p3q1t = 70:1009Ô
�4¢9æ
�4¢9Õ

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f � �X�o�o�é%¸�Ð�ê�” 1 :*  3 �â�Ô�•� �X�o  4 �ê�b�K���5� �X�o�â�” WRED �Ò�È�¿�o�Ç4P1j
ƒ�Ì�����á�¿�ù
�Ö���•�Ò�È�¿�o�ê�”�Ô�ô�á  1 :*  100 �é%¸�Ð�é
��'�â�0�o�Ð���ù�Ô�•�o  10 �ê�”�C�6�H���Ç  10% �)�Ú�Ð
���Ú�ã�È�é�Ò�È�¿�o�
$��Ò�ù�Ô�•


�4¢�Ò�È�¿�o�ã
�4¢�Ò�È�¿�o�é4F�é�&�`�f�ê��5Ç�â�Ô�•

�� �4�æ�”� �X�o  1 �é
�4¢�Ò�È�¿�o�ã
�4¢�Ò�È�¿�o�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos wred 1p2q2t queue 1 20:60 40:90
WRED thresholds for queue 1 set to 20:60 and 40:90 on all WRED-capable 1p2q2t ports.
Console> (enable) 

�4�æ�”� �X�o  1 �é
�4¢�Ò�È�¿�o�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set qos wred 1p3q1t tx queue 1 20   
WRED thresholds for queue 1 set to 0:20 on all WRED-capable 1p3q1t ports.
Console> (enable) 

port_type �P�o�;  �2���J�•�­
2�o�ê  1p2q2t�” 1p2q1t�”�Å���î  1p3q1t �â�Ô�•

tx 9Ô
›�ç9Õ�´
�� �X�o���f�#�é�D�\�T�o�2�
�0�o�Ô��� �o�b�o�<�•

queue q# �•�™�Ç1¡!ª�Ð����� �X�o�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  3 �â�Ô�•

thr1Lo 9Ô
›�ç9Õ�¨�Ë�é  WRED �›'"�é
�4¢�Ò�È�¿�o�(���-�é
��'�•�­
2�o�ê  1 :*  100 �â�Ô�•

thr1Hi �¨�Ë�é  WRED �›'"�é
�4¢�Ò�È�¿�o�(���-�é
��'�•�­
2�o�ê  1 :*  100 �â�Ô�•

thr2Lo 9Ô
›�ç9Õ2 !ß�ü�é  WRED �›'"�é
�4¢�Ò�È�¿�o�(���-�é
��'�•�­
2�o�ê  1 :*  100 �â�Ô�•

thr2Hi 2 !ß�ü�é  WRED �›'"�é
�4¢�Ò�È�¿�o�(���-�é
��'�•�­
2�o�ê  1 :*  100 �â�Ô�•

thr# �C�6�H��  �(���-�é
��'�•�­
2�o�ê  1 :*  100 �â�Ô�•
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set qos wrr
set qos wrr
1 �ß�é� �X�o�Æ���¿�Ê�ß�é�D�$�6�;�Ç1M�>�Ð���Ú���”�Î�é� �X�o�æ�¾���µ�Ã���Æ�
�ÿ�o�Ô��2€�ú�
�0�o
�Ô���æ�ê�” set qos wrr �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set qos wrr port_type queue1_val queue2_val... 

�t�¥�é.‘�ÿ

�:�H���^�; �P�o�;  �2���J  1p3q1t �æ�»�Ò�á���@�o�I�^�æ�Ð���Ú  QoS �â�é�:�H���^�;�é  WRR �ê�4�é�ã�Å���â�Ô�•

• � �X�o  1 = 100

• � �X�o  2 = 150

• � �X�o  3 = 200

QoS �Ç�:���.�o�I�^�é�•�'�” 3 �ß�é� �X�o�Ô�ô�á�é�:�H���^�;�ê  255 �â�Ô�•

�P�o�;  �2���J  2q2t �Å���î  1p2q2t �é�:�H���^�;�é  WRR �ê  4:255 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Ô�ô�á�é� �X�o�Ç$è�â�ê�å�¿�•�'�” WRR 2€�ú�

ö!ª�Ò�á�”� �X�o4F�â�ê�^�÷�
�½2)�Ò�ù�Ô�•�Ú�ã�Ã
�ë�”2€�ú  1:3 �ê�”
��Ç�é� �X�o�æ�:�o�2�Ç�=�÷�Ô��4¢���” 1 �ß�é� �X�o�Ç  25 % �é�ê�^�÷�
���ç�Ò�”�ý
�Á 1 �ß�é� �X�o�Ç  75 % �é�ê�^�÷�
���ç�Ô���Î�ã�
�ç�g�Ò�á�¿�ù�Ô�•

2€�ú 19æ3 �ã2€�ú  109æ30 �â�”���Õ�Ò�ý�+�Ó&¿���Ç�ç�������ã�ê4¢���ù�Ö���•�ß(*�é�•�'�”�&� �X�o�Æ
���������Ê�é�:�o�2�Ç�£!��Ð���”
•�é� �X�o�Æ���£!��Ð�����D�$�6�;�é1ƒ�g�Ç�"�È�Ê�å���ù�Ô�•�¨)Ÿ�é
&¿���
�ç���Ú�ü�æ�ê�”
Ð�J�\�����]�9��  � �X�o�â�Ë�å�Ê�ã�ý  1 �ß�é�D�$�6�;9Ô�¨�"�(���-9Õ�
	û�2�æ
�£!��â�È�����Á�æ�”2€�ú�
.3�o�Ò�ù�Ô�•�J�\�����]�9���Ç7��¿�ö�Á�é� �X�o�æ�ê�”	û�2�æ-„�™�é�D�$�6
�;�Ç�£!��Ð�������Á�æ2€�ú�
.3�o�Ò�ù�Ô�•

�B�o�<�������æ.3�o�Ð�����o�ê�”�0�o�Ò�Ú�o�é1-
Ã�o�æ�å���ù�Ô�•�Ú�ã�Ã�ë�” 0 % �
�0�o�Ò�á�ý�”�s4Ù
�æ�J�`�#�\�S�Ð�����o�ê���Õ�Ò�ý  0 �â�ê�½���ù�Ö���•�ä�é���Á�å2€�ú�
1¬�ï�Ô���•�'�â�ý�”&¿���ã�Ò�á
�J�`�#�\�S�Ð�����C���;�o9Ô runtime  � �o�b�o�<�
�0�o�Ò�Ú  show qos info �&�Q�f�<�

ó�–9Õ�
�”
MTU �(���-
•
��æ�Ò�á�Ê�Û�Ð�¿�•

�D�$�6�;�é�55á�Å���î�D�$�6�;�é1\
��â���6�;���H�Ç-��
�����Ú�ü�”1•�‘�Ð�����§ ¸�ê�”�0�o�Ò�Ú�§ ¸
�é1-
Ã�o�æ�Ô�É�ù�Ö���•�Ú�ã�Ã�ë�”
Ð�J�\�����]�9��  � �X�o�Æ��  1000 �C���;�
�£!��Ô�����Á�æ�§ ¸�

�0�o�Ò�”
Ð�J�\�����]�9��  � �X�o�æ  1500 �C���;�é�D�$�6�;�Ç�=�÷�Ô���•�'�”�B�o�<�������Ç�D�$�6�;
�K
Õ�
�£!��Ô���Ú�ü�” 1500 �C���;�é�D�$�6�;�K
Õ�Ç1M�>�Ð���ù�Ô�•

1p2q2t �ã  2q2t �é�•�'�” 2 �ß�é� �X�o�é�ú.3�o��(»�â�½���” 3 !ß�ü�é� �X�o�ê�b�K���5�æ�å���ù�Ô�•

1p3q1t �é�•�'�” 3 �ß�é� �X�o�Ç.3�o��(»�â�½���” 4 !ß�ü�é� �X�o�ê�b�K���5�æ�å���ù�Ô�•

port_type �P�o�;  �2���J�•�­
2�o�ê  2q2t�” 1p2q2t�” �Å���î  1p3q1t �â�Ô�•

queue#_val � �X�o  1�” 2�”�ù�Ú�ê  3 �é2€�ú�o�•�­
2�o�ê  1 :*  255 �â�Ô�•
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set radius deadtime
set radius deadtime
.z.=-Ð�Þ�æ��%u�Ò�å�¿  RADIUS �(�o�C�
�u-Þ�Ô���ù�â�é�(4F�
.3�o�Ô���æ�ê�” set radius deadtime �&
�Q�f�<�

ö!ª�Ò�ù�Ô�•

set radius deadtime minutes

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  0 �½�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f RADIUS �(�o�C�Ç  1 �ß�Û�Ì.3�o�Ð���á�¿���•�'�”�ù�Ú�ê.3�o�Ð���á�¿���Ô�ô�á�é�(�o�C�Ç  dead9Ô�:�6
�<9Õ�ã�Ò�á�Q�o�"�Ð���á�¿���•�'�ê�”
•�§�(�o�C�Ç
ö!ª��(»�â�ê�å�¿�Ú�ü�”�:�6�<�2���S�ê�u-Þ�Ð���ù
�Ô�•�:�H���^�;�â�ê�”�:�6�<�2���S�ê  0 �½�â�Ô�• RADIUS �(�o�C�Ç��%u�Ò�å�Ê�á�ý  dead �ã�Q�o�"�Ð��
�ù�Ö���•

�� �4�æ�” RADIUS �:�6�<�2���S�
  10 �½�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set radius deadtime 10
Radius deadtime set to 10 minutes.
Console> (enable) 

4P1j�&�Q�f�< show radius

minutes .z.=-Ð�Þ�æ  RADIUS �(�o�C�Ç��%u�Ò�å�¿�(4F�é43�Ð�•�­
2�o�ê  0 :*  1440 �½�â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set radius key
set radius key
RADIUS �"�\�����f�;�ã�(�o�C4F�é�Ô�ô�á�é1b�>�æ�g� 
{�ã.z.=�
.3�o�Ô���æ�ê�” set radius key �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set radius key key

�t�¥�é.‘�ÿ

�:�H���^�; � �o�ê�”�:�H���^�;�â�?�^�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f .3�o�Ô��� �o�ê�” RADIUS �(�o�C�]�æ.3�o�Ð���Ú�ý�é�ã�+�Ó�æ�Ô����-Ð�Ç�½���ù�Ô�•�55á�é�,�M�o�,
�ê�u-Þ�Ð���ù�Ô�Ç�”� �o�é
��ã�Ã�è�é�,�M�o�,�ê�u-Þ�Ð���ù�Ö���•�•!ª%S)D
Õ�Ç� �o�é	û1ñ�â�½���•�'
�
4°�¿�á�”� �o�]�æ�,�M�o�,�Ç�½���•�'�â�ý�”
Q2€�•!ª%S�ê��-Ð�½���ù�Ö���•� �o�é43�Ð�ê  65 �¥�<�â�”
�2�I�
4°�Ê�´
���(»�å
›�ç�é  ASCII �¥�<�
�=�ü���Î�ã�Ç�â�È�ù�Ô�•

�,���6�4
��â  RADIUS � �o�
.3�o�Ô���•�'�” RADIUS �(�o�C
��â.3�o�Ð���á�¿��� �o�ã	û)L�Ð�Ö�å�Ì
���ë�å���ù�Ö���•

�� �4�æ RADIUS �g� 
{�ã.z.=� �o�
  Make my day �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set radius key Make my day
Radius key set to Make my day.
Console> (enable)

4P1j�&�Q�f�< show radius

key RADIUS �"�\�����f�;�ã�(�o�C4F�é�;�\�f�)�"�*�Z�f�
.z.=�Ô��� �o�é�,�è�•
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set radius retransmit
set radius retransmit
RADIUS �(�o�C�
.\-��Ô���¨�"�Á�™�
�0�o�Ô���æ�ê�” set radius retransmit �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set radius retransmit count 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  2 �Á9Ô3 �Á.\-�9Õ�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�é���ê�”�c1M�>.\-��Á�™�
  3 �æ.3�o�Ô�����
$��Ò�á�¿�ù�Ô�•

Console> (enable) set radius retransmit 3
Radius retransmit count set to 3.
Console> (enable) 

4P1j�&�Q�f�< show radius

count RADIUS �(�o�C�
.\-��Ô���¨�"�Á�™�•�­
2�o�ê  1 :*  100 �â�Ô�•
2-432
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J
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set radius server
set radius server
RADIUS �(�o�C�
.3�o�Ô���æ�ê�” set radius server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set radius server ipaddr [auth-port port] [acct-port port] [primary ]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  auth-port  �ê  181�”�Å���î�:�H���^�;�é  acct-port �ê  1813 �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f -„�™�é  RADIUS �(�o�C�
.3�o�Ò�Ú�•�'�”�¨�Ë�æ.3�o�Ò�Ú�(�o�C�Ç�J�\���Q�]�æ�å���ù�Ô�•.z.=-Ð�Þ�ê�”
�¨�Ë�æ�Î�é�(�o�C�æ1M�>�Ð���ù�Ô�• $�o�é�(�o�C�
�J�\���Q�]�ã�Ò�á�0�o�Ô���•�'�ê�” primary  � �o
�b�o�<�

ö!ª�Ò�ù�Ô�•�¨�"  3 ���é  RADIUS �(�o�C�
1J
��â�È�ù�Ô�•

ipaddr �o�ê�” IP �����]���,�ù�Ú�ê�<�6�;
ƒ�È-+.%  a.b.c.d �â�é  IP ���<�_�,�ã�Ò�á�I
��â�È�ù�Ô�•

auth-port  port �
  0 �æ.3�o�Ô���ã�” RADIUS �(�o�C�ê.z.=�æ
ö!ª�Ð���ù�Ö���• acct-port port �
  0 �æ.3
�o�Ô���ã�” RADIUS �(�o�C�ê�������f�9���f�#�æ
ö!ª�Ð���ù�Ö���•

�,���6�4
��â  RADIUS � �o�
.3�o�Ô���•�'�” RADIUS �(�o�C
��â.3�o�Ð���á�¿��� �o�ã	û)L�Ð�Ö�å�Ì
���ë�å���ù�Ö���•

�,���6�4
��â  RADIUS �
���@�o�I�^�æ�Ô���è�æ�” RADIUS �(�o�C�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” IP �����]���,�

ö!ª�Ò�á�J�\���Q�]  �(�o�C�
1J
��Ô�����
$��Ò�ù�Ô�•

Console> (enable) set radius server everquest.com auth-port 0 acct-port 1646 primary
everquest.com added to RADIUS server table as primary server.
Console> (enable) 

ipaddr �<�6�;
ƒ�È-+.%  a.b.c.d �â�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�é!ß� �•

auth-port  port 9Ô
›�ç9ÕRADIUS .z.=�T�6�.�o�+�é�p�5  UDP �P�o�;�
�0�o�Ô��� �o�b�o
�<�Å���î���™�•

acct-port port 9Ô
›�ç9ÕRADIUS �������f�9���f�#  �T�6�.�o�+�é�p�5  UDP �P�o�;�
�0�o
�Ô��� �o�b�o�<�Å���î���™�•

primary 9Ô
›�ç9Õ�Î�é�(�o�C�æ�¨�Ë�æ�’&ï�Ô�����Á�0�o�Ô��� �o�b�o�<�•
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set radius timeout
set radius timeout
RADIUS �(�o�C�ó�é�c1M�>�é�(4F4F4Ò�
.3�o�Ô���æ�ê�” set radius timeout �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set radius timeout seconds

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�2���S�����;�o�ê  5 $}�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�c1M�>�é�(4F4F4Ò�
  7 $}�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set radius timeout 7 
Radius timeout set to 7 seconds.
Console> (enable) 

4P1j�&�Q�f�< show radius

seconds ��%u�
�Ù�Ï�Ô��$}�™�•�­
2�o�ê  1 :*  1000 $}�â�Ô�•
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set rcp username
set rcp username
rcp �H�����^�é0©1M!ª�Y�o�)�,�
�0�o�Ô���æ�ê�” set rcp username �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set rcp username username

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Y�o�)�,�ê�¨�"  40 �¥�<�â�Ô�• �Ÿroot� 
•���æ�Ô����-Ð�Ç�½���”�ù�Ú$è�¥�<�É�æ�ê�â�È�ù�Ö���•

rcp �é  VMPS �Y�o�)�,�

ö!ª�Ô��  VMPS �:�o�2�L�o�,�æ�»�Ò�á�Û�Ì�ê�” rcp �é  username �
.3�o�â�È�ù
�Ö���• rcp �é  VMPS �Y�o�)�,�
�0�o�Ô���æ�ê�” set vmps downloadmethod �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�� �4�æ�” rcp �é�Y�o�)�,�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set rcp username jdoe
Console> (enable) 

4P1j�&�Q�f�< clear rcp
set vmps downloadmethod
show rcp

username �Y�o�)�,�é43�Ð�ê�¨�"  14 �¥�<�â�Ô�•
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2

set rgmp
set rgmp
�,���6�4
��â  RGMP �Ï(»�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set rgmp �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set rgmp { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” RGMP �ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set rgmp �&�Q�f�<�ê�,���6�4�K
Õ�æ
Þ!ª�Ò�ù�Ô�• VLAN 
±
Ï�â  RGMP �
���@�o�I�^�ù�Ú�ê�:���.�o�I
�^�æ�ê�â�È�ù�Ö���•

RGMP �Ï(»�ê�”�,���6�4
��é  GMP �,�?�o�G�f�#�Ç���@�o�I�^�é�•�'�æ�Û�Ì
G
Þ��(»�â�Ô9Ô set igmp 
�&�Q�f�<�

ó�–9Õ �•

�� �4�æ�”�,���6�4
��â  RGMP �
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set rgmp enable
RGMP is enabled.
Console> (enable)

�4�æ�”�,���6�4
��â  RGMP �
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set rgmp disable
RGMP is disabled.
Console> (enable)

4P1j�&�Q�f�< show rgmp group
show rgmp statistics
clear rgmp statistics
set igmp

enable �,���6�4
��â  RGMP �
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �,���6�4
��â  RGMP �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set rspan
set rspan
�]�U�o�;  SPAN �.�6�*�Z�f�
#Õ%��Ô���æ�ê  set rspan �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set rspan disable source [rspan_vlan | all]

set rpsan disable destination [mod/port | all]

set rspan source { src_mod/src_ports... | vlans... | sc0} { rspan_vlan} [ rx  | tx | both] 
[multicast { enable | disable}] [ filter  vlans...] [create]

set rspan destination mod/port { rspan_vlan} [ inpkts { enable | disable}]
[learning { enable | disable}] [ create]

�t�¥�é.‘�ÿ disable source �]�U�o�;  SPAN 1M�>�0�±�Ž�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

rspan_vlan 9Ô
›�ç9Õ�]�U�o�;  SPAN VLAN�•

all 9Ô
›�ç9Õ�Ô�ô�á�é�]�U�o�;  SPAN 1M�>�0�.�6�*�Z�f�ù�Ú�ê�p�5�.�6�*�Z
�f�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

disable destination �]�U�o�;  SPAN �p�5�±�Ž�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

mod/port 9Ô
›�ç9Õ�]�U�o�;  SPAN �p�5�P�o�;�•

src_mod/src_ports... �U�>�2�»/N�é�P�o�;9Ô�]�U�o�;  SPAN 1M�>�09Õ�•

vlans... �U�>�2�»/N�é  VLAN 9Ô�]�U�o�;  SPAN 1M�>�09Õ�•

sc0 �ê�^�]�P�o�;�Ç�­
2�å1M�>�0�â�½���Î�ã�
�0�o�Ô��� �o�b�o�<�•

rx 9Ô
›�ç9Õ1M�>�09Ô�I
�  SPAN9Õ�â���>�Ò�Ú�±�Ž�é�U�>�2�
�0�o�Ô��� �o
�b�o�<�•

tx 9Ô
›�ç9Õ1M�>�09Ô�´
�  SPAN9Õ�Æ��1M�>�Ð���Ú�±�Ž�é�U�>�2�
�0�o�Ô��
� �o�b�o�<�•

both 9Ô
›�ç9Õ1M�>�09Ô�I
�  SPAN9Õ�Æ��1M�>�Ð���Ú�±�Ž�ã1M�>�09Ô�´
�  SPAN9Õ
�â���>�Ò�Ú�±�Ž�é
��Ç�
�U�>�2�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•

multicast enable 9Ô
›�ç9Õ�Q�^�4� �V�,�;  �;�\�H���6�"9Ô�´
��;�\�H���6�"�é�ú9Õ�é�U�>
�2�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

multicast disable 9Ô
›�ç9Õ�Q�^�4� �V�,�;  �;�\�H���6�"9Ô�´
��;�\�H���6�"�é�ú9Õ�é�U�>
�2�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

filter  vlans 9Ô
›�ç9Õ1M�>�0�;�\�f�"  �P�o�;
��é1¬�ï�Ò�Ú  VLAN �é�;�\�H���6�"�

�U�>�2�Ô��� �o�b�o�<�•

create 9Ô
›�ç9Õ�Ø��
•�è�é  SPAN �.�6�*�Z�f�
�u
2�æ�Ô��
•�
���æ�Â�Ú�å�]
�U�o�;  SPAN �.�6�*�Z�f�
#Õ%��Ô��� �o�b�o�<�•

inpkts enable 9Ô
›�ç9Õ�]�U�o�;  SPAN �;�\�H���6�"�é0©1M
��æ�”�]�U�o�;  SPAN �p�5
�P�o�;�Ç1b�ñ�é�I
��;�\�H���6�"9Ô�@�6�;�b�o�"�Æ���C�,�ó�é9Õ�
���>
�â�È�����Á�æ�Ô��� �o�b�o�<�•

inpkts disable 9Ô
›�ç9Õ�]�U�o�;  SPAN �p�5�P�o�;�é1b�ñ�é�I
��;�\�H���6�"�é���>�

�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

learning enable 9Ô
›�ç9Õ�]�U�o�;  SPAN �p�5�P�o�;�é�\�o�>�f�#�
���@�o�I�^�æ�Ô��
� �o�b�o�<�•

learning disable 9Ô
›�ç9Õ�]�U�o�;  SPAN �p�5�P�o�;�é�\�o�>�f�#�
�:���.�o�I�^�æ�Ô��
� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set security acl adjacency
set security acl adjacency
4Þ�’�9�o�I�^�é���f�;�]�
.3�o�Ô���æ�ê�” set security acl adjacency �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set security acl adjacency adjacency_name dest_vlan dest_mac [[ source_mac] | 
[source_mac mtu mtu_size] | [mtu mtu_size]]

�t�¥�é.‘�ÿ

�:�H���^�; MTU �é�:�H���^�;�é�(���-�ê�” 9600 �C���;�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f PBF VACL �]�é  ACE �é5Å�(�Ç2€-Ð�â�Ô�•4Þ�’�9�o�I�^  ���f�;�]�ê�”�]�3���_�"�;  ACE �æ�����;�\
�H���6�"�é�]�3���_�"�;�æ
ö!ª�Ð�����Ú�ü�” VACL �â�]�3���_�"�;  ACE �����5�æ�o'õ�Ô����-Ð�Ç�½���ù
�Ô�• PBF VACL �é.3�o�Ç�:�é.f&¦�æ�ß�¿�á�ê�¡ Catalyst 6000 Family Software Configuration Guide�¢
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

PBF �

ö!ª�Ò�á�+�V�f�O  �H�_�o�S�
1M�>�Ô���•�'�ê�” MTU �
.3�o�â�È�ù�Ô�•

�� �4�æ�”4Þ�’�9�o�I�^�é���f�;�]�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set security acl adjacency ADJ1 11 0-0-0-0-0-B 0-0-0-0-0-A
Console> (enable)

�4�æ�” $�o�é  MTU �(���-�
�,�ß4Þ�’�9�o�I�^�é���f�;�]�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set security acl adjacency a_1 2 0-0a-0a-0a-0a-0a 9000
Console> (enable)

4P1j�&�Q�f�< clear security acl
commit
show security acl

adjacency_name 4Þ�’�9�o�I�^  ���f�;�]�é�,�è�•

dest_vlan �p�5  VLAN �é�,�è�•

dest_mac �p�5  MAC ���<�_�,�•

source_mac 9Ô
›�ç9Õ1M�>�0 MAC ���<�_�,�•

mtu mtu_size 9Ô
›�ç9Õ�D�$�6�;  �(���-9Ô�C���;
±
Ï9Õ�
�0�o�Ô��� �o
�b�o�<�Å���î���™�•
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set security acl capture-ports
set security acl capture-ports
�P�o�;�
.3�o9Ô set security acl ip�” set security acl ipx�”�Å���î  set security acl mac �&�Q�f�<�é  
capture ���J�*�Z�f�â�0�o9Õ�Ò�”�Î�����é�P�o�;�â� �V�J�4�V�Ð���Ú�;�\�H���6�"�
-+$��Ô���æ�ê�”
set security acl capture-ports �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set security acl capture-ports {mod/ports...} 

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á
Þ�‘�Ò�Ú.3�o�ê�” NVRAM �æ�;�=�Ð���ù�Ô�•�Î�é�&�Q�f�<�

ö!ª�Ò�Ú�•�'�ê�”
commit �&�Q�f�<�
�I
��Ô����-Ð�Ç �½���ù�Ö�� �•

�Î�é�&�Q�f�<�â�0�o�Ð���Ú�U�+�X�o�^�ã�P�o�;�ê�” û�÷�é�P�o�;  �&�f�H���!�X�_�o�*�Z�f  �]�,�;�æ1J

��Ð���ù�Ô�•

�Î�é�&�Q�f�<�ê���o�(�@�6�;  �P�o�;�æ�»�Ò�á�Û�Ì
G
Þ�Ò�ù�Ô�• ATM �P�o�;�æ�ê.3�o�â�È�ù�Ö���•

� �V�J�4�V  �P�o�;�Ç  VLAN �æ�»�Ò�á�,�D�>�f�#  �7�]�o  �H���b�o�:���f�#  �,�9�o�;�â�å�¿�Æ�É���”
ACL � �V�J�4�V�ê
G
Þ�Ò�ù�Ö���•

�� �4�æ�”�;�\�H���6�"�
� �V�J�4�V�Ô�����Á�æ�P�o�;�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set security acl capture-ports 3/1
Successfully set 3/1 to capture ACL traffic.
Console> (enable) 

�4�æ�”�;�\�H���6�"�
� �V�J�4�V�Ô�����Á�æ-„�™�é�P�o�;�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set security acl capture-ports 1/1-10
Successfully set the following ports to capture ACL traffic: 1/1-2.
Console> (enable) 

4P1j�&�Q�f�< clear security acl capture-ports
show security acl capture-ports

mod/ports... �U�+�X�o�^�Å���î�P�o�;!ß� �•
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set security acl ip
set security acl ip
�¡�0  IP VACL �é�Â�Ò�¿���f�;�]�

Þ�‘�Ò�”�Ø���
  VACL �é�¨�ß�æ1J
��Ô���æ�ê�” set security acl ip 
�&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set security acl ip { acl_name} { permit  | deny} { src_ip_spec} [ before editbuffer_index | 
modify editbuffer_index] [ log]

set security acl ip { acl_name} [ permit  | deny] arp

set security acl ip { acl_name} { permit  | deny | redirect { adj_name | mod_num/port_num}} 
{ protocol} { src_ip_spec} { dest_ip_spec} [ precedence precedence] [ tos tos] [ fragment] 
[capture] [before editbuffer_index | modify editbuffer_index] [ log]

set security acl ip { acl_name} { permit  | deny | redirect {mod_num/port_num}} [ ip]
{ src_ip_spec} { dest_ip_spec} [ precedence precedence] [ tos tos] [ fragment] [capture] 
[before editbuffer_index | modify editbuffer_index] [ log]

set security acl ip { acl_name} { permit  | deny | redirect {mod_num/port_num}} [ icmp | 1]
{ src_ip_spec} { dest_ip_spec} [ icmp_type] [ icmp_code] | [icmp_message] 
[precedence precedence] [ tos tos] [ fragment] [capture] [before editbuffer_index | 
modify editbuffer_index] [ log]

set security acl ip { acl_name} { permit  | deny | redirect {mod_num/port_num}} [ tcp | 6]
{ src_ip_spec} [ operator port [port]] { dest_ip_spec} [ operator port [port]] 
[established]
[precedence precedence] [ tos tos] [ fragment] [capture] [before editbuffer_index | 
modify editbuffer_index] [ log]

set security acl ip { acl_name} { permit  | deny | redirect {mod_num/port_num}} [ udp | 17]
{ src_ip_spec} [ operator port [port]] { dest_ip_spec} [ operator port [port]] 
[precedence precedence] [ tos tos] [ fragment] [capture] [before editbuffer_index | 
modify editbuffer_index] [ log]

�t�¥�é.‘�ÿ acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

permit 1M�>�0 IP ���<�_�,�Æ���é�;�\�H���6�"�
.5���Ô��� �o�b�o�<�•

deny 1M�>�0 IP ���<�_�,�Æ���é�;�\�H���6�"�
���8�Ô��� �o�b�o�<�•

src_ip_spec 1M�>�0 IP ���<�_�,�ã1M�>�0�Q�,�"�•�H���o�Q�6�;�æ�ß�¿�á�ê�” �Ÿ
ö!ª

��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

before 
editbuffer_index

9Ô
›�ç9Õ�Â�Ò�¿  ACE �
�Î�é  ACE �é�è�æ�L�I�Ô��� �o�b�o�<�Å���î���™�•

modify 
editbuffer_index

9Ô
›�ç9ÕACE �
�Â�Ò�¿  ACE �â'Î�È�µ�Ã��� �o�b�o�<�Å���î���™�•

log 9Ô
›�ç9Õ���8�Ð���Ú�D�$�6�;�
�`�#�æ.%3s�Ô��� �o�b�o�<�•

arp ARP �
�0�o�Ô��� �o�b�o�<�•

redirect �D�$�6�;�é�]�3���_�"�;�5�é�,���6�4�<  �P�o�;�
�0�o�Ô��� �o�b�o�<�•

mod_num/port_num �U�+�X�o�^!ß� �ã�P�o�;!ß� �•

adj_name 4Þ�’�9�o�I�^  ���f�;�]�é�,�è�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set security acl ip
�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á
Þ�‘�Ò�Ú.3�o�ê�” commit �&�Q�f�<�
�I
��Ò�Ú�•�'�é�ú�” NVRAM �ã�B�o�<
�������æ�;�=�Ð���ù�Ô�• ACE �
	û���Ò�á�I
��Ò�á�Æ���” commit �&�Q�f�<�
�I
��Ò�á�”�Ø�����
  
NVRAM �ã�B�o�<�������æ�;�=�Ò�ù�Ô�•

arp � �o�b�o�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â�t�‘�Ð��
�Ú�,���6�4�â�(�P�o�;�Ð���ù�Ô�•�ù�Ú�” arp � �o�b�o�<�ê  ACL 
±
Ï�â�é�ú�(�P�o�;�Ð���” ARP �
.5��
�ù�Ú�ê���8�Ò�ù�Ô�•

ACE �]�â  fragment � �o�b�o�<�

ö!ª�Ô���ã�”�Î�é  ACE �ê5V�H�\�#�T�f�;
{�;�\�H���6�"�ã�”�H�\�#
�T�f�;
{�H�`�o�]�é���H�.�6�;�Ç  0 �æ%l�Ò�¿�H�\�#�T�f�;�æ1¡!ª�Ð���ù�Ô�•

�N�,�;  A �Æ���N�,�;  B �ó�é�_���W  4 �;�\�H���6�"�
.5���Ô���H�\�#�T�f�;
{  ACE �ê�”�_���W  4 �P�o�;
�æ�ê4P�%�å�Ê�”�N�,�;  A �Æ���N�,�;  B �ó�é�H�\�#�T�f�;
{�;�\�H���6�"�ý.5���Ò�ù�Ô�•

capture � �o�b�o�<�

ö!ª�Ò�Ú�•�'�ê�” set security acl capture-ports �&�Q�f�<�
�I
��Ò�á�”�;�\
�H���6�"�
� �V�J�4�V�Ò�”1M�´�Ô���P�o�;�
�0�o�Ò�ù�Ô�•

ACL �,�
�I
��Ô���•�'�”�4�é�n�,-Ù�ã�æ�å�¿�ù�Ô�•

• 43�Ð�ê�¨�"  32 �¥�<�â�” a :*  z�” A :*  Z�” 0 :*  9�”�3�6�*�X�¥�<9Ô -9Õ�”���f�3�o�,�&��9Ô _9Õ�”�G�]��
�<�¥�<9Ô.9Õ�

ö!ª�â�È�ù�Ô�•

• )÷�¥�<�â�Ž�ù���”�Ô�ô�á�é�2���J�é�Ô�ô�á�é  ACL �â	û�ç�â�½����-Ð�Ç�½���ù�Ô�•

• �"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

• !ß� �ê
ö!ª�â�È�ù�Ö���•

• � �o�b�o�<�ê
ö!ª�â�È�ù�Ö���•1±�Ì���ô�È� �o�b�o�<�ê�” all�” default-action�” map�” help�”�Å���î  
editbuffer �â�Ô�•

1M�>�0 IP ���<�_�,�ã1M�>�0�Q�,�"�
�0�o�Ô���ã�È�ê�” source_ip_address source_mask �»�|�

ö!ª�Ò�”
�4�é�H�ç
P5Ä�æ�å�¿�ù�Ô�•

• source_mask �ê��5Ç�â�Ô�• 0 �ê  care �F�6�;�” 1 �ê  don�	 t-care �F�6�;�
$��Ò�á�¿�ù�Ô�•

• 32 �F�6�;�é  4 �½
��<�6�;
ƒ�È  10 1t-+.%�

ö!ª�Ô���•

• any � �o�b�o�<�
  source �Å���î  source-wildcard �é�o  0.0.0.0 255.255.255.255 �é"í!Û�»�ã�Ò�á
ö!ª
�Ô���•

• host 1M�>�0�
  source �Å���î  source-wildcard �é�o  source 0.0.0.0 �é"í!Û�»�ã�Ò�á
ö!ª�Ô���•

�p�5  IP ���<�_�,�ã�p�5�Q�,�"�
�I
��Ô���ã�È�ê�” destination_ip_address destination_mask �»�|�

ö!ª
�Ò�ù�Ô�•�p�5�Q�,�"�ê��5Ç�â�Ô�•

• 32 �F�6�;�é  4 �½
��<�6�;
ƒ�È  10 1t-+.%�

ö!ª�Ô���•

• any � �o�b�o�<�
  source �Å���î  source-wildcard �é�o  0.0.0.0 255.255.255.255 �é"í!Û�»�ã�Ò�á
ö!ª
�Ô���•

• host/source �
  destination 0.0.0.0 �é  destination �Å���î  destination-wildcard �é"í!Û�»�ã�Ò�á
ö!ª�Ô���•

log � �o�b�o�<�ê�” deny �é�ú�é���J�*�Z�f�â�Ô�•�â�=�é  VACL .3�o�
�” log �
�0�o�Ò�Ú  deny �æ���•�Ô
���•�'�ê�”�¨�Ë�æ  VACL �
�"�]���Ò�á�Æ���c�2�Ø���
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

log � �o�b�o�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â�t�‘�Ð���Ú
�*�,�9�S�é�ú�â�(�P�o�;�Ð���ù�Ô�•

precedence �é�­
2�å�,�è�ê�” critical�” flash�” flash-override�” immediate�” internet�” network�”
priority�” routine �â�Ô�•

tos �é�­
2�å�,�è�ê�” max-reliability�” max-throughput�” min-delay�” min-monetary-cost�” normal �â�Ô�•
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set security acl ipx
set security acl ipx
�¡�0  IPX VACL �é�Â�Ò�¿���f�;�]�

Þ�‘�Ò�” �Ø���
  VACL �é�¨�ß�æ1J
��Ô���æ�ê�” set security acl ipx 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set security acl ipx { acl_name} { permit  | deny | redirect mod_num/port_num} { protocol}
{ src_net} [ dest_net.[dest_node] [[dest_net_mask.]dest_node_mask]] [ capture] 
[before editbuffer_index | modify editbuffer_index]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  ACL�”�Å���î�:�H���^�;�é  ACL-VLAN �Q�6�G�f�#�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

permit �0�o�Ð���Ú1M�>�0  IPX ���<�_�,�Æ���é�;�\�H���6�"�
.5���Ô��� �o
�b�o�<�•

deny �0�o�Ð���Ú1M�>�0  IPX ���<�_�,�Æ���é�;�\�H���6�"�
�I�`�6�"�Ô��
� �o�b�o�<�•

redirect �0�o�Ð���Ú1M�>�0  IPX ���<�_�,�Æ���é�;�\�H���6�"�
�]�3���_�"�;�Ô
��� �o�b�o�<�•

mod_num/port_num�U�+�X�o�^!ß� �ã�P�o�;!ß� �•

protocol IPX �J�`�;�&�^�é� �o�b�o�<�ù�Ú�ê!ß� �•�­
2�o�ê�” IPX �J�`�;�&�^!ß
� �
-+�Ô  0 :*  255 �â�Ô�•�­
2�å� �o�b�o�<�ã�»���Ô��!ß� �é�]�,�;�æ
�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

src_net �D�$�6�;�é1M�>�0�@�6�;�b�o�"�é!ß� �•�H���o�Q�6�;�é�H�ç
P5Ä�æ�ß
�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

dest_net. 9Ô
›�ç9Õ�D�$�6�;�é1M�>�0�@�6�;�b�o�"�é!ß� �•

.dest_node 9Ô
›�ç9Õ�D�$�6�;�é1M�>�5�ã�å���p�5�@�6�;�b�o�"
��é�A�o�<�•

dest_net_mask. 9Ô
›�ç9Õ�p�5�@�6�;�b�o�"�æ1¡!ª�Ð�����Q�,�"�•�H���o�Q�6�;�é�H�ç
P
5Ä�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

dest_node_mask 9Ô
›�ç9Õ�p�5�A�o�<�æ1¡!ª�Ð�����Q�,�"�•�H���o�Q�6�;�é�H�ç
P5Ä�æ�ß
�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

capture 9Ô
›�ç9Õ�D�$�6�;�Ç�\�ñ�æ�,���6�4�f�#�Å���î� �V�J�4�V�Ð�������Á�0
�o�Ô��� �o�b�o�<�•

before 
editbuffer_index

9Ô
›�ç9Õ�Â�Ò�¿  ACE �
�Î�é  ACE �é�è�æ�L�I�Ô��� �o�b�o�<�Å���î���™�•

modify 
editbuffer_index

9Ô
›�ç9ÕACE �
�Â�Ò�¿  ACE �â'Î�È�µ�Ã��� �o�b�o�<�Å���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set security acl ipx

ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á
Þ�‘�Ò�Ú.3�o�ê�” commit �&�Q�f�<�
�I
��Ò�Ú�•�'�é�ú�” NVRAM �ã�B�o�<
�������æ�;�=�Ð���ù�Ô�• ACE �
	û���Ò�á�I
��Ò�á�Æ���” commit �&�Q�f�<�
�I
��Ò�á�”�Ø�����
  
NVRAM �ã�B�o�<�������æ�;�=�Ò�ù�Ô�•

capture � �o�b�o�<�

ö!ª�Ò�Ú�•�'�ê�” set security acl capture-ports �&�Q�f�<�
�I
��Ò�á�”�;�\
�H���6�"�
� �V�J�4�V�Ò�”1M�´�Ô���P�o�;�
�0�o�Ò�ù�Ô�•

ACL �,�
�I
��Ô���•�'�”�4�é�n�,-Ù�ã�æ�å�¿�ù�Ô�•

• 43�Ð�ê�¨�"  32 �¥�<�â�” a :*  z�” A :*  Z�” 0 :*  9�”�3�6�*�X�¥�<9Ô -9Õ�”���f�3�o�,�&��9Ô _9Õ�”�G�]��
�<�¥�<9Ô.9Õ�

ö!ª�â�È�ù�Ô�•

• )÷�¥�<�â�Ž�ù���”�Ô�ô�á�é�2���J�é�Ô�ô�á�é  ACL �â	û�ç�â�½����-Ð�Ç�½���ù�Ô�•

• �"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

• !ß� �ê
ö!ª�â�È�ù�Ö���•

• � �o�b�o�<�ê
ö!ª�â�È�ù�Ö���•1±�Ì���ô�È� �o�b�o�<�ê�” all�” default-action�” map�” help�”�Å���î  
editbuffer �â�Ô�•

�­
2�å  protocol � �o�b�o�<�æ�ê�” ncp (17)�” netbios (20)�” rip  (1)�” sap (4)�” spx (5) �Ç�½���ù�Ô�•

src_net ���™�ã  dest_net ���™�ê�”�@�6�;�b�o�"  �$�o�I�^  �.�#�T�f�;�
	û�ç�æ/��Î�Ô��  8 �t�é  16 1t�™�â
�Ô�• src_net �ù�Ú�ê  dest_net �
�0�o�Ô���•�'�ê�”�4�é�H�ç
P5Ä�æ�å�Þ�á�Ê�Û�Ð�¿�•

• �0�o�â�È��!ß� �é%¸�Ð�ê�” 0 :*  FFFFFFFF �â�Ô�•�@�6�;�b�o�"!ß�  -1 �ù�Ú�ê  any �ê�”�Ô�ô�á�é
�@�6�;�b�o�"�ã	û)L�Ò�ù�Ô�•

• �@�6�;�b�o�"!ß� �æ�5-��/�`�
�0�o�Ô����-Ð�ê�½���ù�Ö���•�Ú�ã�Ã�ë�”�@�6�;�b�o�"!ß�  
000000AA �é�•�'�ê�” AA �ã�I
��â�È�ù�Ô�•

.dest_node �ê�”�ê�”�<�6�;
™�¾���é  4 �t�é  16 1t�™ 3 �X�â-+�Ð���Ú  48 �F�6�;�o9Ô xxxx.xxxx.xxxx9Õ�â�Ô�•

dest_net_mask �ê�” 8 �t�é  16 1t�™�Q�,�"�â�Ô�•�Q�,�"�Ô���F�6�;
Ï'Î�æ  1 �
�I���ù�Ô�•�Q�,�"�é"å�ß�æ
�G�]���<�

ƒ�Ì�”�Ð���æ�Ø�é"å�ß�æ  destination-node-mask �
�0�o�Ô����-Ð�Ç�½���ù�Ô�•�Î�é�o�ê�”
dest_node �Ç�0�o�Ð���Ú�•�'�æ4¢���I
��â�È�ù�Ô�•

dest_node_mask �ê�”�<�6�;
™�¾���é  4 �t�é  16 1t�™ 3 �X�â-+�Ð���Ú  48 �F�6�;�o9Ô xxxx.xxxx.xxxx9Õ�â�Ô�•
�Q�,�"�Ô���F�6�;
Ï'Î�æ  1 �
�I���ù�Ô�•�Î�é�o�ê�” dest_node �Ç�0�o�Ð���Ú�•�'�æ4¢���I
��â�È�ù�Ô�•

dest_net_mask �ê�”�@�6�;�b�o�"  �$�o�I�^  �.�#�T�f�;�
	û�ç�æ/��Î�Ô��  8 �t�é  16 1t�™�o�â�Ô�•�0�o�â
�È��!ß� �é%¸�Ð�ê�” 0 :*  FFFFFFFF �â�Ô�•�@�6�;�b�o�"!ß�  -1 �ù�Ú�ê  any �ê�”�Ô�ô�á�é�@�6�;�b�o�"
�ã	û)L�Ò�ù�Ô�•�@�6�;�b�o�"!ß� �æ�5-��/�`�
�0�o�Ô����-Ð�ê�½���ù�Ö���•�Ú�ã�Ã�ë�”�@�6�;�b�o�"!ß
�  000000AA �é�•�'�ê�” AA �ã�I
��â�È�ù�Ô�• dest_net_mask �é���
$��Ò�ù�Ô�•

• 123A

• 123A.1.2.3

• 123A.1.2.3 ffff.ffff.ffff

• 1.2.3.4 ffff.ffff.ffff.ffff

show security acl �&�Q�f�<�

ö!ª�Ô���ã�]�,�;�
-+$��â�È�ù�Ô�•
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set security acl log
set security acl log
�.� �X�]�9��  ACL �`�#  �9�o�I�^�
.3�o�Ô���æ�ê�” set security acl log �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set security acl log maxflow max_number

set security acl log ratelimit pps

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  max_number �ê  500 pps�”�:�H���^�;�é  ratelimit �ê  2500 pps �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�< 1b�ñ�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” Layer 3 Switching Engine II9ÔPFC29Õ�
�Þ0¿�Ò�Ú Supervisor Engine 2 �â�t�‘�Ð���Ú
�*�,�9�S�é�ú�â�(�P�o�;�Ð���ù�Ô�•

set security acl log maxflow �&�Q�f�<�â�ê�”�`�#�æ.%3s�Ð���Ú�D�$�6�;�±�Ž�
�p&Š�Ô���Ú�ü�æ�”�¨�"�H
�`�o  �D�2�o�f�™�æ�n�à�¿�Ú�Â�Ú�å�`�#  �9�o�I�^�é
����°�á�Ç.\�ú�����ù�Ô�•�\�ñ�æ�s-��Ð�����ã�”�Â
�Ò�¿�C�6�H���Ç���¿�ý�é�ã'Î�È�µ�Ã�����”���¿�9�o�I�^�é�H�`�o�Ç�Ô�ô�á�–
ð�Ð���ù�Ô�•�T�U�]�Ç
�/÷
�Ò�á�¿���Æ�”�¨�"�™�Ç4¢�2�
/å�Ã�á�¿���•�'�ê�”���\�o  �T�6�.�o�+�Ç-+$��Ð���”�&�Q�f�<�ê�D�È�Ð��
�ù�Ô�•

set security acl log ratelimit �&�Q�f�<�â�ê�”�]�3���_�"�;  �_�o�;9Ô�¤$}�é�D�$�6�;�™9Õ.3�o�Ç.\�ú��
���ù�Ô�•.3�o�Ç%¸�Ð�
/å�Ã���•�'�ê�”�&�Q�f�<�ê�D�È�Ð���”%¸�Ð�Ç�&�f�0�o�^�æ-+$��Ð���ù�Ô�•

�� �4�æ�”�¨�"�H�`�o�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set security acl log maxflow 322
Log table size set to 322 flow entries.
Console> (enable)  

�4�æ�”�_�o�;�Ù4¢�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set security acl log ratelimit 3444
Max logging eligible packet rate set to 3444pps.
Console> (enable) 

maxflow 
max_number

�¨�"�H�`�o  �D�2�o�f�™�
�¤$}�é�D�$�6�;�™�â�0�o�Ô��� �o�b�o�<
�Å���î���™�•�­
2�o�ê  256 :*  2048 �â�Ô�•

ratelimit pps �]�3���_�"�;�é
µ1M1f�2�
�D�^�,�¤$}�â�0�o�Ô��� �o�b�o�<�Å��
�î���™�•�­
2�o�ê  500 :*  5000 �â�Ô�•
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set security acl mac
set security acl mac
5V IP �ù�Ú�ê5V IPX �J�`�;�&�^�é  VACL �é�Â�Ò�¿���f�;�]�

Þ�‘�Ò�”�Ø���
  VACL �é�¨�ß�æ1J
��Ô��
�æ�ê�” set security acl mac �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set security acl mac {acl_name} { permit  | deny} { src_mac_addr_spec}
{ dest_mac_addr_spec} [ ether-type] [capture] [before editbuffer_index | 
modify editbuffer_index]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  ACL�”�Å���î�:�H���^�;�é  ACL-VLAN �Q�6�G�f�#�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á
Þ�‘�Ò�Ú.3�o�ê�” commit �&�Q�f�<�
�I
��Ò�Ú�•�'�é�ú�” NVRAM �ã�B�o�<
�������æ�;�=�Ð���ù�Ô�• ACE �
	û���Ò�á�I
��Ò�á�Æ���” commit �&�Q�f�<�
�I
��Ò�á�”�Ø�����
  
NVRAM �ã�B�o�<�������æ�;�=�Ò�ù�Ô�•

capture � �o�b�o�<�

ö!ª�Ò�Ú�•�'�ê�” set security acl capture-ports �&�Q�f�<�
�I
��Ò�á�”�;�\
�H���6�"�
� �V�J�4�V�Ò�”1M�´�Ô���P�o�;�
�0�o�Ò�ù�Ô�•

ACL �,�
�I
��Ô���•�'�”�4�é�n�,-Ù�ã�æ�å�¿�ù�Ô�•

• 43�Ð�ê�¨�"  32 �¥�<�â�” a :*  z�” A :*  Z�” 0 :*  9�”�3�6�*�X�¥�<9Ô -9Õ�”���f�3�o�,�&��9Ô _9Õ�”�G�]��
�<�¥�<9Ô.9Õ�

ö!ª�â�È�ù�Ô�•

• )÷�¥�<�â�Ž�ù���”�Ô�ô�á�é�2���J�é�Ô�ô�á�é  ACL �â	û�ç�â�½����-Ð�Ç�½���ù�Ô�•

acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

permit �0�o�Ð���Ú1M�>�0  MAC ���<�_�,�Æ���é�;�\�H���6�"�
.5���Ô��� �o
�b�o�<�•

deny �0�o�Ð���Ú1M�>�0  MAC ���<�_�,�Æ���é�;�\�H���6�"�
�I�`�6�"�Ô��
� �o�b�o�<�•

src_mac_addr_spec source_mac_address source_mac_address_mask �»�|�é1M�>�0  MAC ��
�<�_�,�Å���î�Q�,�"�•

dest_mac_addr_spec �p�5  MAC ���<�_�,�Å���î�Q�,�"�•

ether-type 9Ô
›�ç9Õ���o�(�@�6�;  ���J�.�^
{�D�$�6�;�é  Ethertype �ã	û)L�Ô��!ß� �ù
�Ú�ê�,�è�•�­
2�o�ê�” 0x0600�” 0x0601�” 0x0BAD�” 0x0BAF�” 0x6000 
:*  0x6009�” 0x8038 :*  0x8042�” 0x809b�” 0x80f3 �â�Ô�•�­
2�å�,�è�é�]
�,�;�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

capture 9Ô
›�ç9Õ�D�$�6�;�Ç�\�ñ�æ�,���6�4�f�#�Å���î� �V�J�4�V�Ð�������Á�0
�o�Ô��� �o�b�o�<�•

before editbuffer_index9Ô
›�ç9Õ�Â�Ò�¿ ACE �
�Î�é  ACE �é�è�æ�L�I�Ô��� �o�b�o�<�Å���î���™�•

modify 
editbuffer_index

9Ô
›�ç9ÕACE �
�Â�Ò�¿  ACE �â'Î�È�µ�Ã��� �o�b�o�<�Å���î���™�•
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set security acl map
set security acl map
�â�=�é  VACL �
  VLAN �æ�Q�6�G�f�#�Ô���æ�ê�” set security acl map �&�Q�f�<�
�I
��Ò�ù�Ô�•

set security acl map acl_name vlan 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  ACL�”�Å���î�:�H���^�;�é  ACL-VLAN �Q�6�G�f�#�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�
�I
��Ò�á
Þ�‘�Ò�Ú.3�o�ê�” NVRAM �æ�;�=�Ð���ù�Ô�•�Î�é�&�Q�f�<�

ö!ª�Ò�Ú�•�'�ê�”
commit �&�Q�f�<�
�I
��Ô����-Ð�Ç �½���ù�Ö�� �•�&  VLAN �æ�ê�”�2���J9Ô IP�” IPX�” MAC9Õ�Ï�ã�æ  1 �ß
�é  ACL �Û�Ì�
�Q�6�G�f�#�â�È�ù�Ô�• ACL �ê�” ACL �é�&�R�6�;�ß�é�ú  VLAN �æ�Q�6�G�f�#�â�È�ù�Ô�•

ACL �,�
�I
��Ô���•�'�”�4�é�n�,-Ù�ã�æ�å�¿�ù�Ô�•

• 43�Ð�ê�¨�"  32 �¥�<�â�” a :*  z�” A :*  Z�” 0 :*  9�”�3�6�*�X�¥�<9Ô -9Õ�”���f�3�o�,�&��9Ô _9Õ�”�G�]��
�<�¥�<9Ô.9Õ�

ö!ª�â�È�ù�Ô�•

• )÷�¥�<�â�Ž�ù���”�Ô�ô�á�é�2���J�é�Ô�ô�á�é  ACL �â	û�ç�â�½����-Ð�Ç�½���ù�Ô�•

• �"�¥�<�ã�Ê�¥�<�

™�Î�Ò�ù�Ô�•

• !ß� �ê
ö!ª�â�È�ù�Ö���•

• � �o�b�o�<�ê
ö!ª�â�È�ù�Ö���•1±�Ì���ô�È� �o�b�o�<�ê�” all�” default-action�” map�” help�”�Å���î  
editbuffer �â�Ô�•

�H�ç copy �&�Q�f�<�

ö!ª�Ô���ã�” ACL �&�f�H���!�X�_�o�*�Z�f�
�H�\�6�*�X  �T�U�]�æ�;�=�â�È�ù�Ô�•

�� �4�æ�”�â�=�é  VACL �
  VLAN �æ�Q�6�G�f�#�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set security acl map IPACL1 1
ACL IPACL1 mapped to vlan 1
Console> (enable)

�4�æ�”�&�R�6�;�Ò�á�¿�å�¿  ACL �
�Q�6�G�f�#�Ò���Á�ã�Ò�Ú�•�'�é�´
����
$��Ò�ù�Ô�•

Console> (enable)  set security acl map IPACL1 1
Commit ACL IPACL1 before mapping.
Console> (enable)

acl_name ���f�;�]�Ç�û�Ô���]�,�;�
/��Î�Ô��	û�ç�é�,�è�•

vlan VACL �æ�Q�6�G�f�#�Ô��  VLAN �é!ß� �• �­
2�o�ê  1 :*  1005�ã  1025 :*  
4094 �â�Ô�•
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set snmp access
set snmp access
SNMP �#�^�o�J�é���"�.�,�­�
�o'õ�Ô���æ�ê�” set snmp access �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set snmp access [-hex] { groupname} { security-model { v1 | v2c}}
[read [-hex] { readview}]  [write [-hex] { writeview}] [ notify [-hex] { notifyview}] 
[volatile | nonvolatile]

set snmp access [-hex] { groupname} { security-model v3 { noauthentication |
authentication | privacy}} [ read [-hex] { readview}]  [write [-hex] { writeview}]
[notify [-hex] { notifyview}] [ context [-hex] contextname [exact | prefix ]] [ volatile | 
nonvolatile]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• �,�;�_�o�+  �2���J�ê  nonvolatile�•

• read readview �ê���f�2�o�@�6�;  OID $è4F�•

• write  writeview �ê�?�^  OID�•

-hex 9Ô
›�ç9Õgroupname�” readview�” writeview�” notifyview�” contextname �
  
16 1t�™�»�|�â-+$��Ô��� �o�b�o�<�•

groupname SNMP �#�^�o�J�é�,�è�•

security-model v1 | 
v2c

�.� �X�]�9���U�:�^  v1 �ù�Ú�ê  v2c �
�0�o�Ô��� �o�b�o�<�•

read readview 9Ô
›�ç9ÕMIB ���I�+���"�;�é
ó�–�Ç.5���Ð�����F�X�o�é�,�è�
�0�o�Ô��
� �o�b�o�<�Å���î���™�•

write  writeview 9Ô
›�ç9Õ���o�+���f�;�é�]�ˆ�é.3�o�Ç.5���Ð�����F�X�o�é�,�è�
�0�o�Ô��
� �o�b�o�<�Å���î���™�•

notify  notifyview 9Ô
›�ç9ÕMIB ���I�+���"�;�æ4P�Ô���;�\�6�J�é1M�>�Ç.5���Ð�����F�X�o�é
�,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

v3 �.� �X�]�9��  �U�:�^  v3 �
�0�o�Ô��� �o�b�o�<�•

noauthentication �.� �X�]�9��  �U�:�^�ê.z.=�J�`�;�&�^�

ö!ª�Ò�å�¿���Á�æ.3�o�Ô��� �o
�b�o�<�•

authentication .z.=�J�`�;�&�^�é�2���J�
�0�o�Ô��� �o�b�o�<�•

privacy �Y�o�)�é
•�
���æ1M�>�Ð���Ú�T�6�.�o�+�
�”4?$��Æ���;/��Ô���Î�ã�
�0
�o�Ô��� �o�b�o�<�•

volatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
	û�(�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ô
���ã�Ø�é�]�ˆ�
�å4°�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

nonvolatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
�×&ï�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ò
�á�Æ���c�î���f�Ò�á�ý�Ø�é�]�ˆ�
�;�,�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•

context contextname 9Ô
›�ç9Õ�&�f�9� �,�;  �,�;�]�f�#�é�,�è�ã�”�&�f�9� �,�;  �,�;�]�f�#�é�–
�'�Ç�:�
�0�o�Ô��� �o�b�o�<�Å���î���™�•�¨�"  32 �¥�<�ù�â�0�o�â�È�ù�Ô�•

exact 9Ô
›�ç9Õ�Î�é���f�;�]�
1¬�ï�Ô���æ�ê�” contextname �ã  
vacmAccessContextPrefix �é�o�ã�é�b�K	û)L�Ç��-Ð�â�½���Î�ã�
�0�o�Ô
��� �o�b�o�<�•

prefix 9Ô
›�ç9Õ�Î�é���f�;�]�
1¬�ï�Ô���æ�ê�” vacmAccessContextPrefix �ã  
contextname �é�55á1ñ�½�é�ú�Ç	û)L�Ô���ë���¿�Î�ã�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp community
set snmp community
SNMP �&�R�X�>�9���ã�Ø���æ4P1j
ƒ�Ì�����"�.�,  �2���J�
.3�o�Ô���æ�ê�” set snmp community �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set snmp community { read-only | read-write | read-write-all } [ community_string]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�4�é�&�R�X�>�9���ã���"�.�,  �2���J�Ç�o'õ�Ð���á�¿�ù�Ô�•

• public9æread-only

• private9æread-write

• secret9æread-write-all

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

���"�.�,  �2���J�Ï�ã�æ  1 �ß�Õ�ß�” 3 �ß�é.3�o��(»�å  SNMP �&�R�X�>�9���Ç�½���ù�Ô�•�&�R�X�>�9��  �,
�;�]�f�#�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�Ø�é���"�.�,  �2���J�æ.3�o�Ð���á�¿�Ú�&�R�X�>�9��  �,�;�]�f�#�ê�"
�]���Ð���ù�Ô�•

���"�.�,  �2���J�
�(�P�o�;�Ô���æ�ê�” vacmContextTable�” vacmSecurityToGroupTable�”
vacmAccessTable�” vacmViewTreeFamilyTable �é  4 �ß�é  MIB �9�o�I�^�
.3�o�Ô����-Ð�ý�½���ù�Ô�•
clear config snmp �&�Q�f�<�

ö!ª�Ô���ã�”�Î�����é�9�o�I�^�
�:�H���^�;�o�æ�]�.�6�;�â�È�ù�Ô�•

�� �4�æ�” SNMP �&�R�X�>�9��  yappledapple �æ.’�ú���� / � �È1��ú���"�.�,�­�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp community read-write yappledapple
SNMP read-write community string set to yappledapple.
Console> (enable)

�4�æ�”.’�ú�����¾!ª���"�.�,�ã�Ò�á�o'õ�Ð���Ú�&�R�X�>�9��  �,�;�]�f�#�
�"�]���Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp community read-only
SNMP read-only community string cleared.
Console> (enable)

read-only �0�o�Ð���Ú  SNMP �&�R�X�>�9���æ.’�ú�����¾!ª���"�.�,�­�

����°�á
��� �o�b�o�<�•

read-write �0�o�Ð���Ú  SNMP �&�R�X�>�9���æ.’�ú���� / � �È1��ú���"�.�,�­�

�
���°�á��� �o�b�o�<�•

read-write-all �0�o�Ð���Ú  SNMP �&�R�X�>�9���æ.’�ú���� / � �È1��ú���"�.�,�­�

�
���°�á��� �o�b�o�<�•

community_string9Ô
›�ç9ÕSNMP �&�R�X�>�9���,�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp extendedrmon netflow
set snmp extendedrmon netflow
NAM �U�+�X�o�^�é  SNMP ���›  RMON �(�P�o�;�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set 
snmp extendedrmon netflow �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set snmp extendedrmon netflow {enable | disable} { mod}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” SNMP ���›  RMON NetFlow �ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�é���â�ê�” SNMP ���›  RMON NetFlow �(�P�o�;�
���@�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set snmp extendedrmon netflow enable 2
Snmp extended RMON netflow enabled
Console> (enable) 

�4�é���â�ê�” SNMP ���›  RMON NetFlow �(�P�o�;�
�:���.�o�I�^�æ�Ô���Ç�:�
$��Ò�ù�Ô�•

Console> (enable) set snmp extendedrmon netflow disable 2
Snmp extended RMON netflow disabled
Console> (enable) 

�4�æ�” SNMP ���›  RMON NetFlow �Ï(»�Ç�(�P�o�;�Ð���á�¿�å�¿�•�'�é��%u�é���
$��Ò�ù�Ô�•

Console> (enable) set snmp extendedrmon enable 4 
NAM card is not installed.
Console> (enable) 

4P1j�&�Q�f�< set snmp rmon
show snmp

enable ���›  RMON �(�P�o�;�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable ���›  RMON �(�P�o�;�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

mod ���›  RMON NAM �é�U�+�X�o�^!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp group
set snmp group
 $�o�é�.� �X�]�9��  �U�:�^�

ö�Þ�á  SNMP �#�^�o�J�ã�Y�o�)4F�é4P�%�
#Õ%��Ô���æ�ê�” set snmp 
group �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set snmp group [-hex] { groupname} user [-hex] { username} 
{ security-model { v1 | v2c | v3}} [ volatile | nonvolatile]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f groupname �ù�Ú�ê  username �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'
�ê�”�&�`�f9Ô :9Õ�â
™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ
�

ö!ª�Ò�ù�Ô�•

-hex 9Ô
›�ç9Õgroupname �Å���î  username �
  16 1t�™�»�|�â-+$��Ô��� �o�b�o�<�•

groupname ���"�.�,�Ù�î�
�o'õ�Ô��  SNMP �#�^�o�J�é�,�è�•�¨43  32 �C���;�â�Ô�•

user SNMP �#�^�o�J�é�Y�o�)�,�
�0�o�Ô��� �o�b�o�<�•

username SNMP �#�^�o�J�æ�û�Ô��  SNMP �Y�o�)�é�,�è�•�¨43  32 �C���;�â�Ô�•

security-model 
v1 | v2c | v3

�.� �X�]�9���U�:�^  v1�” v2c�”�ù�Ú�ê  v3 �
�0�o�Ô��� �o�b�o�<�•

volatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
	û�(�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ô
���ã�Ø�é�]�ˆ�
�å4°�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

nonvolatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
�×&ï�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ò
�á�Æ���c�î���f�Ò�á�ý�Ø�é�]�ˆ�
�;�,�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp notify
set snmp notify
snmpNotifyTable �é  notifyname ���f�;�]�ã  snmpTargetAddrTable �é  notifytag ���f�;�]�
.3�o�Ô���æ
�ê�” set snmp notify �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set snmp notify [-hex] { notifyname} tag [-hex] { notifytag}
[trap  | inform ] [volatile | nonvolatile]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�,�;�_�o�+  �2���J�ê  volatile�”1b#n�2���J�ê  trap  �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f notifyname �ù�Ú�ê  notifytag �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”
�&�`�f9Ô :9Õ�â
™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�


ö!ª�Ò�ù�Ô�•

�� �4�æ�” $�o�é  notifyname �æ SNMP 1b#n�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp notify hello tag world inform
SNMP notify name was set to hello with tag world notifyType inform, and storageType 
nonvolatile.
Console> (enable)

4P1j�&�Q�f�< clear snmp notify
show snmp notify

-hex 9Ô
›�ç9Õnotifyname �Å���î  notifytag �
  16 1t�™�»�|�â-+$��Ô��� �o�b�o�<�•

notifyname snmpNotifyTable �é���f�:�6�"�,�ã�å��/��Î�6�•

tag �2�#�]�,�;�]�é�2�#�é�,�è�
�0�o�Ô��� �o�b�o�<�•

notifytag snmpTargetAddrTable �é���f�;�]�é�,�è�•

trap 9Ô
›�ç9Õsnmpv2 �;�\�6�J  PDU �
�=�û�Ô�ô�á�é�T�6�.�o�+�
�0�o�Ô��� �o
�b�o�<�•

inform 9Ô
›�ç9ÕInfoRequest PDU �
�=�û�Ô�ô�á�é�T�6�.�o�+�
�0�o�Ô��� �o�b�o�<�•

volatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
	û�(�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ô���ã
�Ø�é�]�ˆ�
�å4°�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

nonvolatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
�×&ï�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ò�á�Æ
���c�î���f�Ò�á�ý�Ø�é�]�ˆ�
�;�,�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp rmon
set snmp rmon
SNMP RMON �(�P�o�;�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set snmp rmon �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

set snmp rmon {enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” RMON �(�P�o�;�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

RMON &Ô.��±�Ž�ê�.�#�T�f�;
±
Ï�â
ü4ø�Ð���ù�Ô�•

RMON �Ï(»�ê�”�*�,�9�S�Æ���������Ð���Ú���o�(�@�6�;  �U�+�X�o�^
��é�Ô�ô�á�é���f�2�o�H�����,�æ
�»���Ô���Ô�ô�á�é�<�T���f�
���f���f�,�;�o�^�Ò�ù�Ô�•

RFC 1757 �æ-Ù�o�Ð���á�¿���ã�Å���” RMON �
���@�o�I�^�æ�Ò�Ú�•�'�æ���o�(�@�6�;  �P�o�;�â�(�P�o
�;�Ð����  RMON �#�^�o�J�ê�” Statistics�” History�” Alarms�” Events �â�Ô�•

�Î�é�&�Q�f�<�

ö!ª�Ô���æ�ê�”�0�H�;������  �\���.�f�,�Ç�Î1\��-Ð�â�Ô�•

�� �4�æ�” RMON �(�P�o�;�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp rmon enable
SNMP RMON support enabled.
Console> (enable)

�4�æ�” RMON �(�P�o�;�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp rmon disable
SNMP RMON support disabled.
Console> (enable)

4P1j�&�Q�f�< show port counters

enable SNMP RMON �(�P�o�;�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable SNMP RMON �(�P�o�;�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp rmonmemory
set snmp rmonmemory
�T�U�]
ö!ª ¸�é�Ù4¢�
�D�o�.�f�9�o�+9Ô %9Õ�â.3�o�Ô���æ�ê�” set snmp rmonmemory �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

set snmp rmonmemory percentage

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  85% �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�

ö!ª�Ô���•�'�”�D�o�.�f�9�o�+�o�
  85 �æ.3�o�Ò�á�ý�” RMON �Ç�T�U�]�é  85% �

ö!ª
�â�È���Î�ã�æ�ê�å���ù�Ö���• DRAM �T�U�]�é
ö!ª ¸�Ç  85% �
/å�Ã�Ú�•�'�ê�”�Â�Ò�¿  RMON ���f�;�]
�

Þ�‘�Ò�Ú���” NVRAM �Æ�����f�;�]�
�ó�0�Ò�Ú���â�È�å�¿�ã�¿�Á�ç�g�â�Ô�•

�:�C���,�Ç  Telnet �å�ä�é
•�é�.�6�*�Z�f�
�s-��Ô���Î�ã�Ç
M�Ð�Ð�����•�'�ê�”�T�U�]�Ù4¢�ã�Ò�á�§0»
"›�Ê�Ð�¿�o�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•.3�o�Ò�å�¿�ã�”
ö!ª��(»�å�T�U�]�Ç
�
 �½�å�Ú�ü�æ�Â�Ò�¿  
Telnet �.�6�*�Z�f�Ç�,�Œ�Ô���Î�ã�Ç�½���ù�Ô�•

�� �4�æ�”�T�U�]
ö!ª ¸�é�Ù4¢�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp rmonmemory 90
Console> (enable) 

4P1j�&�Q�f�< show snmp rmonmemory

percentage �T�U�]
ö!ª ¸�é�Ù4¢�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �


ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp targetaddr
set snmp targetaddr
snmpTargetAddressTable �æ SNMP �2�o�%�6�;  ���<�_�,  ���f�;�]�
.3�o�Ô���æ�ê�” set snmp 
targetaddr �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set snmp targetaddr [-hex] { addrname} param [-hex] { paramsname}{ ipaddr}
[udpport  { port}] [ timeout { value}] [ retries { value}] [ volatile | nonvolatile]
[taglist {[ -hex] tag}] [[ -hex] tag tagvalue]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• �,�;�_�o�+  �2���J�ê  nonvolatile�•

• udpport  �ê  162�•

• timeout �ê  1500�•

• retries �ê  3�•

• taglist �ê�?�^�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

-hex 9Ô
›�ç9Õaddrname�” paramsname�” tagvalue�” tag �
  16 1t�™�»�|�â-+
$��Ô��� �o�b�o�<�•

addrname snmpTargetAddrTable �é���f�:�6�"�,�ã�å��	û�ç�é/��Î�6�•�¨43  32 
�C���;�â�Ô�•

param �2�o�%�6�;�ó�é�T�6�.�o�+�é!¢�‘�(�æ
ö!ª�Ô���D�\�T�o�2�
�­���Ô��  
snmpTargetParamsTable �é���f�;�]�
�0�o�Ô��� �o�b�o�<�•�¨43  32 
�C���;�â�Ô�•

paramsname snmpTargetParamsTable �é���f�;�]�•�¨43  32 �C���;�â�Ô�•

ipaddr �2�o�%�6�;�é  IP ���<�_�,�•

udpport  port 9Ô
›�ç9Õ
ö!ª�Ô���2�o�%�6�;  �N�,�;�é  UDP �P�o�;�
�0�o�Ô��� �o
�b�o�<�Å���î���™�•

timeout value 9Ô
›�ç9Õ�2���S�����;�é�™�o�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

retries value 9Ô
›�ç9Õ�c.\-��Á�™�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

volatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
	û�(�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
��
�H�Ô���ã�Ø�é�]�ˆ�
�å4°�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

nonvolatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
�×&ï�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
��
�H�Ò�á�Æ���c�î���f�Ò�á�ý�Ø�é�]�ˆ�
�;�,�Ô���Î�ã�
�0�o�Ô��� �o
�b�o�<�•

taglist tag 9Ô
›�ç9Õ�2�#�]�,�;�æ�½���,�è�
�0�o�Ô��� �o�b�o�<�Å���î���™�•

tag tagvalue 9Ô
›�ç9Õ�2�#�,�
�0�o�Ô��� �o�b�o�<�Å���î���™�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp targetparams
set snmp targetparams
�2�o�%�6�;�ó�é�T�6�.�o�+�é!¢�‘�(�æ  snmpTargetParamsTable �]�â
ö!ª�Ð����  SNMP �D�\�T�o�2�
.3
�o�Ô���æ�ê�” set snmp targetparams �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set snmp targetparams [-hex] { paramsname} user [-hex] { username} { security-model 
{ v1 | v2c}} { message-processing { v1 | v2c | v3}} [ volatile | nonvolatile]

set snmp targetparams [-hex] { paramsname} user [-hex] { username} { security-model  
v3} { message-processing v3 { noauthentication | authentication | privacy}} [ volatile 
| nonvolatile]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�,�;�_�o�+  �2���J�ê  volatile �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f paramsname �Å���î  username �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'
�ê�”�&�`�f9Ô :9Õ�â
™�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ
�

ö!ª�Ò�ù�Ô�•

-hex 9Ô
›�ç9Õparamsname �Å���î  username �
  16 1t�™�»�|�â-+$��Ô��� �o
�b�o�<

paramsname snmpTargetParamsTable �]�é�D�\�T�o�2�é�,�è�•�¨43  32 �C���;�â�Ô�•

user SNMP �#�^�o�J�é�Y�o�)�,�
�0�o�Ô��� �o�b�o�<�•

username SNMP �#�^�o�J�æ�û�Ô��  SNMP �Y�o�)�é�,�è�•�¨43  32 �C���;�â�Ô�•

security-model
v1 | v2c 

�.� �X�]�9���U�:�^  v1 �ù�Ú�ê  v2c �
�0�o�Ô��� �o�b�o�<�•

message-processing
v1 | v2c | v3

�T�6�.�o�+�£!��U�:�^�â
ö!ª�Ð�����C�o�+�Z�f!ß� �
�0�o�Ô��� �o
�b�o�<�•

security-model v3 �.� �X�]�9��  �U�:�^  v3 �
�0�o�Ô��� �o�b�o�<�•

message-processing
v3

�T�6�.�o�+�£!��U�:�^�â  v3 �Ç
ö!ª�Ð�������Á�æ�0�o�Ô��� �o�b�o�<�•

noauthentication �.� �X�]�9��  �U�:�^�Ç.z.=�J�`�;�&�^�

ö!ª�Ò�å�¿���Á�æ�0�o�Ô��
� �o�b�o�<�•

authentication .z.=�J�`�;�&�^�é�2���J�
�0�o�Ô��� �o�b�o�<�•

privacy �Y�o�)�é
•�
���æ1M�>�Ð���Ú�T�6�.�o�+�
�”4?$��Æ���;/��Ô���Î�ã�

�0�o�Ô��� �o�b�o�<�•

volatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
	û�(�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H
�Ô���ã�Ø�é�]�ˆ�
�å4°�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

nonvolatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
�×&ï�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H
�Ò�á�Æ���c�î���f�Ò�á�ý�Ø�é�]�ˆ�
�;�,�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp trap
set snmp trap
�*�,�9�S
��é�&$³  SNMP �;�\�6�J�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�Ú���” SNMP .z.=�;�\�6�J  �_
�*�o�C�o  �9�o�I�^�æ���f�;�]�
1J
��Ò�Ú���Ô���æ�ê�” set snmp trap �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set snmp trap { enable | disable} [ all | auth | bridge | chassis | config | entity | entityfru  | 
envfan | envpower | envshutdown | ippermit  | module | stpx | syslog | system | 
vmps | vtp]

set snmp trap rcvr_addr rcvr_community [port  rcvr_port] [owner rcvr_owner] [ index 
rcvr_index]

�t�¥�é.‘�ÿ enable SNMP �;�\�6�J�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable SNMP �;�\�6�J�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

all 9Ô
›�ç9Õ�Ô�ô�á�é�;�\�6�J  �2���J�ã�P�o�;  �;�\�6�J�
�0�o�Ô��� �o�b�o�<�•�Î
�é���J�*�Z�f�

ö!ª�Ô���è�æ�” �Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

auth 9Ô
›�ç9ÕRFC 1157 �æ-Ù�o�Ð���Ú  authenticationFailure �;�\�6�J�
�0�o�Ô��� �o
�b�o�<�•

bridge 9Ô
›�ç9ÕRFC 14939ÔBRIDGE-MIB9Õ�æ-Ù�o�Ð���Ú newRoot �;�\�6�J�ã  
topologyChange �;�\�6�J�
�0�o�Ô��� �o�b�o�<�•

chassis 9Ô
›�ç9ÕCISCO-STACK-MIB �æ-Ù�o�Ð���Ú  chassisAlarmOn �;�\�6�J�ã  
chassisAlarmOff �;�\�6�J�
�0�o�Ô��� �o�b�o�<�•

config 9Ô
›�ç9ÕCISCO-STACK-MIB �æ-Ù�o�Ð���Ú  sysConfigChange �;�\�6�J�
�0�o�Ô
��� �o�b�o�<�•

entity 9Ô
›�ç9ÕENTITY-MIB �æ-Ù�o�Ð���Ú  entityMIB �;�\�6�J�
�0�o�Ô��� �o�b�o�<�•

entityfru 9Ô
›�ç9Õ���f�9���9��  Field Replaceable Unit9ÔFRU9Õ�
�0�o�Ô��� �o�b�o�<�•

envpower 9Ô
›�ç9Õ!c�º�é5�
��
�0�o�Ô��� �o�b�o�<�•

envshutdown 9Ô
›�ç9Õ!c�º�é�*�V�6�;�3���f�
�0�o�Ô��� �o�b�o�<�•

ippermit 9Ô
›�ç9ÕCISCO-STACK-MIB �æ-Ù�o�Ð���Ú  IP Permit Denied ���"�.�,�
�0�o�Ô
��� �o�b�o�<�•

module 9Ô
›�ç9ÕCISCO-STACK-MIB �æ-Ù�o�Ð���Ú  moduleUp �;�\�6�J�ã  moduleDown 
�;�\�6�J�
�0�o�Ô��� �o�b�o�<�•

stpx 9Ô
›�ç9ÕSTPX �;�\�6�J�
�0�o�Ô��� �o�b�o�<�•

syslog 9Ô
›�ç9ÕSyslog 1b#n�;�\�6�J�
�0�o�Ô��� �o�b�o�<�•

system 9Ô
›�ç9Õ�*�,�9�S1b#n�;�\�6�J�
�0�o�Ô��� �o�b�o�<�•

vmps 9Ô
›�ç9ÕCISCO-VLAN-MEMBERSHIP-MIB �æ-Ù�o�Ð���Ú  vmVmpsChange �;
�\�6�J�
�0�o�Ô��� �o�b�o�<�•

vtp 9Ô
›�ç9ÕCISCO-VTP-MIB �æ-Ù�o�Ð���Ú  VTP �
�0�o�Ô��� �o�b�o�<�•

rcvr_addr SNMP �;�\�6�J�
���>�Ô���Ú�ü�é�*�,�9�S�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
rcvr_community .z.=�;�\�6�J�é1M�>�(�æ
ö!ª�Ô���&�R�X�>�9��  �,�;�]�f�#�•

port  rcvr_port 9Ô
›�ç9ÕUDP �P�o�;�ã�P�o�;!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  0 
:*  65535 �â�Ô�•

owner 
rcvr_owner

9Ô
›�ç9ÕSNMP �;�\�6�J�é.3�o�o�
.3�o�Ò�Ú�Y�o�)�
�0�o�Ô��� �o�b�o�<�Å��
�î���™�•�­
2�o�ê�”43�Ð�Ç  1 :*  21 �¥�<�ù�â�é�¥�<�É�â�Ô�•

index rcvr_index 9Ô
›�ç9Õ�+�Ó rcvr_addr �
�,�ß���f�:�6�"�,  ���f�;�]�
�0�o�Ô��� �o�b�o�<�Å��
�î���™�•�­
2�o�ê  0 :*  65535 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp trap
�:�H���^�; �:�H���^�;�â�ê�” SNMP �;�\�6�J�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

IP .5���]�,�;�â.5���Ð���á�¿�å�¿���"�.�,�Ç.\-��Ð�����ã�” IP .5���;�\�6�J�Ç1M�>�Ð���ù�Ô�•

show snmp �&�Q�f�<�

ö!ª�Ô���ã�”1¡�¾�å�;�\�6�J�Ç.3�o�Ð���á�¿���Î�ã�
#Õ.z�â�È�ù�Ô�•

�Î�é�&�Q�f�<�

ö!ª�Ô���æ�ê�” snmpTargetAddrTable�” snmpTargetParamsTable�” snmpNotifyTable �é
�Ô�ô�á�é1b#n�9�o�I�^�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

all ���J�*�Z�f�

ö!ª�Ô���ã�”�Ô�ô�á�é�;�\�6�J  �2���J�ã�Ô�ô�á�é�P�o�;  �;�\�6�J�
���@�o�I�^�ù�Ú�ê
�:���.�o�I�^�æ�â�È�ù�Ô�•


±	û�é�P�o�;�ÿ�P�o�;�é%¸�Ð�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set port trap �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

�+�Ó rcvr_addr �
�,�ß�Î�é���f�;�]�
�I
��Ô���•�'�æ�é�ú  rcvr_index �Ç��-Ð�â�Ô�•

�� �4�æ�” SNMP �*�V�o�*  �;�\�6�J�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp trap enable chassis
SNMP chassis alarm traps enabled.
Console> (enable) 

�4�æ�”�Ô�ô�á�é�;�\�6�J�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp trap enable
All SNMP traps enabled.
Console> (enable) 

�4�æ�” SNMP �*�V�o�*  �;�\�6�J�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp trap disable chassis
SNMP chassis alarm traps disabled.
Console> (enable) 

�4�æ�” SNMP �;�\�6�J  �_�*�o�C�o  �9�o�I�^�æ���f�;�]�
1J
��Ô�����
$��Ò�ù�Ô�•

Console> (enable) set snmp trap 192.122.173.42 public
SNMP trap receiver added.
Console> (enable) 

4P1j�&�Q�f�< show snmp
test snmp trap
clear snmp trap
set port trap
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp user
set snmp user
�Â�Ò�¿  SNMP �Y�o�)�
.3�o�Ô���æ�ê�” set snmp user �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set snmp user [-hex] { username} { remote { engineid}} [ authentication {md5 | sha | 
authpassword}] [ privacy { privpassword}] [ volatile | nonvolatile]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�,�;�_�o�+  �2���J�ê  volatile �â�Ô�• authentication �
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�.� �X�]
�9��  �_�L�^�é�:�H���^�;�ê  noauthentication �æ�å���ù�Ô�• privacy �
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�:�H���^
�;�â�ê�J�\���C�*�o�å�Ò�æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f username �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â
™
�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

authpassword �Å���î  privpassword �é�o�ê�”�:�]�R�2�å�Ò�é  16 1t�™�¥�<�æ�Ô����-Ð�Ç�½���ù�Ô�•

-hex 9Ô
›�ç9Õusername �
  16 1t�™�»�|�â-+$��Ô��� �o�b�o�<�•

username SNMP �Y�o�)�é�,�è�•

remote engineid �]�U�o�;  SNMP ���f�+�f  ID �
�0�o�Ô��� �o�b�o�<�Å���î���™�•

authentication 9Ô
›�ç9Õ.z.=�J�`�;�&�^�
�0�o�Ô��� �o�b�o�<�•

md5 HMAC-MD5-96 .z.=�J�`�;�&�^�
�0�o�Ô��� �o�b�o�<�•

sha HMAC-SHA-96 .z.=�J�`�;�&�^�
�0�o�Ô��� �o�b�o�<�•

authpassword .z.=!ª�é�D�,�b�o�<�•

privacy 
privpassword

9Ô
›�ç9Õ�N�,�;�Ç���o�+���f�;�â1M���>�Ð���Ú�T�6�.�o�+�é�]�ˆ�
�g
� 
{�â�È�����Á�æ�Ô��� �o�b�o�<�Å���î���™�•�¨43  32 �¥�<�â�Ô�•

volatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
	û�(�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
��
�H�Ô���ã�Ø�é�]�ˆ�
�å4°�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

nonvolatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
�×&ï�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
��
�H�Ò�á�Æ���c�î���f�Ò�á�ý�Ø�é�]�ˆ�
�;�,�Ô���Î�ã�
�0�o�Ô��� �o
�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set snmp view
set snmp view
SNMP MIB �F�X�o�
.3�o�Ô���æ�ê�” set snmp view �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set snmp view [-hex]{ viewname}{ subtree}[ mask] [ included | excluded] [volatile | 
nonvolatile]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é.3�o�ê�4�é�ã�Å���â�Ô�•

• �,�;�_�o�+  �2���J�ê  volatile�•

• �F�6�;  �Q�,�"�ê�?�^�•

• MIB �(�I�7�]�o�ê  included�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f viewname �æ $�v�¥�<9Ô�Î�é�D�\�T�o�2�é�´
��Ð���å�¿�:�]�R�29Õ�

ö!ª�Ô���•�'�ê�”�&�`�f9Ô :9Õ�â
™
�¾�Þ�Ú 1 �t�ù�Ú�ê  2 �t�é  16 1t�™�Æ���å��  16 1t�»�|�é� �o�b�o�<9Ô 00:ab:34 �å�ä9Õ�

ö!ª�Ò�ù�Ô�•

�Q�,�"
ƒ�È�é  MIB �(�I�7�]�o�ê�”�F�X�o  �(�I�7�]�o�
�o'õ�Ò�ù�Ô�• MIB �(�I�7�]�o�ê�” OID �H���o
�Q�6�;�ù�Ú�ê�­
2�å  OID �æ�Q�6�G�f�#�Ð���Ú�9� �,�;�,�é�ä�Ü���Æ�æ�å���ù�Ô�•

-hex 9Ô
›�ç9Õviewname �
  16 1t�™�»�|�â-+$��Ô��� �o�b�o�<�•

viewname MIB �F�X�o�é�,�è�•

subtree MIB �(�I�7�]�o�•

mask 9Ô
›�ç9Õ�(�I�7�]�o�â
ö!ª�Ð�����F�6�;  �Q�,�"�
�0�o�Ô��� �o�b�o�<�•
�F�6�;  �Q�,�"�ê�”�Ô�ô�á  1�”�Ô�ô�á  0�”�ù�Ú�ê
›�ç�é&µ�ú�'�
�Ö�é�¿�Õ��
�Æ�æ�å���ù�Ô�•�¨43  3 �C���;�â�Ô�•

included | 
excluded

9Ô
›�ç9ÕMIB �(�I�7�]�o�
�=�ü���Æ4°���Ô���Æ�
�0�o�Ô��� �o�b�o�<�•

volatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
	û�(�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ô
���ã�Ø�é�]�ˆ�
�å4°�Ô�����Á�æ�0�o�Ô��� �o�b�o�<�•

nonvolatile 9Ô
›�ç9Õ�,�;�_�o�+  �2���J�
�×&ï�T�U�]�ã�Ò�á�o'õ�Ò�”�:�C���,�
���H�Ò
�á�Æ���c�î���f�Ò�á�ý�Ø�é�]�ˆ�
�;�,�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set span
set span
SPAN �
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�”-„�™�é  SPAN �.�6�*�Z�f�æ�»�Ò�á�,���6�4  �P�o�;�Å��
�î  VLAN ���=�\���)�
.3�o�Ô���æ�ê�” set span �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set span disable [dest_mod/dest_port | all]

set span { src_mod/src_ports | src_vlans | sc0} { dest_mod/dest_port} [ rx  | tx | both] [ inpkts
{ enable | disable}] [ learning { enable | disable}] [ multicast { enable | disable}] 
[filter  vlans...] [create]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” SPAN �ê�:���.�o�I�^�æ�å���”���@�o�I�^�æ�å�Þ�Ú  VLAN �H���^�2�]�f�#�ê�½���ù
�Ö���•�ù�Ú�”�Q�^�4� �V�,�;�ê���@�o�I�^�”�I
��D�$�6�;�ê�:���.�o�I�^�”.5���]�,�;�Ï(»�ê�:���.�o
�I�^�æ�å���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

disable SPAN �
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

dest_mod 9Ô
›�ç9Õ�U�>�2�]�f�#  �U�+�X�o�^9Ô SPAN �é�p�59Õ�•

dest_port 9Ô
›�ç9Õ�U�>�2�]�f�#  �P�o�;9Ô SPAN �é�p�59Õ�•

all 9Ô
›�ç9Õ�Ô�ô�á�é  SPAN �.�6�*�Z�f�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

src_mod �U�>�2�»/N�é�U�+�X�o�^9Ô SPAN �é1M�>�09Õ�•

src_ports �U�>�2�»/N�é�P�o�;9Ô SPAN �é1M�>�09Õ�•

src_vlans �U�>�2�»/N�é  VLAN 9ÔSPAN �é1M�>�09Õ�•

sc0 �ê�^�]�P�o�;�Ç�­
2�å1M�>�0�â�½���Î�ã�
�0�o�Ô��� �o�b�o�<�•

rx 9Ô
›�ç9Õ1M�>�09Ô�I
�  SPAN9Õ�â���>�Ò�Ú�±�Ž�é�U�>�2�
�0�o�Ô��� �o
�b�o�<�•

tx 9Ô
›�ç9Õ1M�>�09Ô�´
�  SPAN9Õ�Æ��1M�>�Ð���Ú�±�Ž�é�U�>�2�
�0�o�Ô��
� �o�b�o�<�•

both 9Ô
›�ç9Õ1M�>�09Ô�I
�  SPAN9Õ�Æ��1M�>�Ð���Ú�±�Ž�ã1M�>�09Ô�´
�  
SPAN9Õ�â���>�Ò�Ú�±�Ž�é
��Ç�
�U�>�2�Ô���Î�ã�
�0�o�Ô��� �o�b�o�<�•

inpkts enable 9Ô
›�ç9ÕSPAN �p�5�P�o�;�é1b�ñ�é�I
��;�\�H���6�"�é���>�
���@�o�I�^
�æ�Ô��� �o�b�o�<�•

inpkts disable 9Ô
›�ç9ÕSPAN �p�5�P�o�;�é1b�ñ�é�I
��;�\�H���6�"�é���>�
�:���.�o�I
�^�æ�Ô��� �o�b�o�<�•

learning enable 9Ô
›�ç9ÕSPAN �p�5�P�o�;�é�\�o�>�f�#�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

learning disable 9Ô
›�ç9ÕSPAN �p�5�P�o�;�é�\�o�>�f�#�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

multicast enable 9Ô
›�ç9Õ�Q�^�4� �V�,�;  �;�\�H���6�"9Ô�´
��;�\�H���6�"�é�ú9Õ�é�U�>
�2�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

multicast disable 9Ô
›�ç9Õ�Q�^�4� �V�,�;  �;�\�H���6�"9Ô�´
��;�\�H���6�"�é�ú9Õ�é�U�>
�2�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

filter  vlans 9Ô
›�ç9Õ1M�>�0�;�\�f�"  �P�o�;
��é1¬�ï�Ò�Ú  VLAN �é�;�\�H���6�"�
�U
�>�2�Ô��� �o�b�o�<�Å���î���™�•

create 9Ô
›�ç9ÕSPAN �P�o�;�

Þ�‘�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree backbonefast
set spantree backbonefast
�,�D�>�f�#  �7�]�o�é  BackboneFast �&�f�C�o�+���f�,�Ï(»�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ
�ê�” set spantree backbonefast �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree backbonefast { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” BackboneFast �&�f�C�o�+���f�,�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�ê  MISTP �U�o�<�â�ê
ö!ª�â�È�ù�Ö���•

BackboneFast �&�f�C�o�+���f�,�Ç
G
Þ�Ô���Ú�ü�æ�ê�”�@�6�;�b�o�"�]�é�Ô�ô�á�é�,���6�4�â���@�o�I
�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

BackboneFast �
���@�o�I�^�æ�Ò���Á�ã�Ò�Ú�ã�È�æ�”�,���6�4�Ç  MISTP �ù�Ú�ê  MISTP-PVST+ �U�o�<
�é�•�'�ê�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Cannot enable backbonefast when the spantree mode is MISTP-PVST+.

�� �4�æ�” BackboneFast �&�f�C�o�+���f�,�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree backbonefast enable
Backbonefast enabled for all VLANs.
Console> (enable) 

4P1j�&�Q�f�< show spantree

enable BackboneFast �&�f�C�o�+���f�,�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable BackboneFast �&�f�C�o�+���f�,�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree bpdu-skewing
set spantree bpdu-skewing
�,�D�>�f�#  �7�]�o  BPDU �,� �X�o���f�#���´&Ô.��±�Ž�é
ü4ø�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô��
�æ�ê�” set spantree bpdu-skewing �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree bpdu-skewing {enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�

ö!ª�Ò�á�”�,� �X�o���f�#�æ/à�Ã�Ô��
Ð1f�å�@�6�;�b�o�"  �&�f�C�o�+���f�,�
�;�\�I
�^�*�X�o�9���f�#�â�È�ù�Ô�•�,� �X�o���f�#�ê�”�,�D�>�f�#  �7�]�o  �2���Q�o�æ�0�o�Ð���Ú�(4F�Ç&»1Š
�Ò�á�ý
M�ù�Ð����  BPDU �Ç���>�Ð���Õ�”�,�D�>�f�#  �7�]�o�Ç�;�P�`�+���•�
���´�Ò�Ú�ã�È�æ�s-��Ð��
�ù�Ô�•
M�ù�Ò�Ú&¿���ã�s4Ù�æ���>�Ò�Ú  BPDU �ã�é�Å�Ç�Ÿ�,� �X�o� �â�Ô�•�,� �X�o�æ���Þ�á�” BPDU 
�ê�@�6�;�b�o�"�ó�c�î�H�\�6�:���f�#�Ð���”�,�D�>�f�#  �7�]�o  �;�P�`�+�o  �:�o�2�L�o�,�ê�¨�Â�æ&ý�,
�Ð���ù�Ô�•

�� �4�æ�” BPDU �,� �X�o���´�Ï(»�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree bpdu-skewing enable
Spantree bpdu-skewing enabled on this switch. 
Console> (enable) 

�4�æ�” BPDU �,� �X�o���´�Ï(»�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree bpdu-skewing disable
Spantree bpdu-skewing disabled on this switch. 
Console> (enable) 

4P1j�&�Q�f�< show spantree bpdu-skewing

enable BPDU �,� �X�o���f�#���´&Ô.��±�Ž
ü4ø�
���@�o�I�^�æ�Ô��� �o
�b�o�<�•

disable BPDU �,� �X�o���f�#���´&Ô.��±�Ž
ü4ø�
�:���.�o�I�^�æ�Ô��
� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree defaultcostmode
set spantree defaultcostmode
�,�D�>�f�#  �7�]�o�é�:�H���^�;�é�P�o�;  �&�,�;  �U�o�<�
�0�o�Ô���æ�ê�” set spantree 
defaultcostmode �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree defaultcostmode { short | long}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  short �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set spantree defaultcostmode long �&�Q�f�<�ê�” PVST+ �U�o�<�é�ú�â
ö!ª�â�È�ù�Ô�•�Î�é�&�Q�f�<�
  
MISTP �U�o�<�ù�Ú�ê  MISTP-PVST+ �U�o�<�â�I
��Ô���ã�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

In MISTP or MISTP-PVST+ mode, default portcost and portinstancecost always
use long format default values.

�@�6�;�b�o�"�]�é�Ô�ô�á�é�,���6�4�Ç�+�Ó�:�H���^�;�o�
�,�ß��-Ð�Ç�½���ù�Ô�•�@�6�;�b�o�"�]�é�¿�Õ
���Æ�é�,���6�4�Ç  10 Gb 
•
��é�P�o�;1f�2�
�(�P�o�;�Ô���•�'�ê�”�@�6�;�b�o�"�]�é�Ô�ô�á�é�,���6
�4�â�:�H���^�;�é�&�,�;  �U�o�<�
  long �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�P�o�;1f�2�Ç  1 Gb 
•
��é�•�'�ê�”�:�H���^�;�é�P�o�;  �&�,�;�
  long �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•
�P�o�;1f�2�Ç  10 Gb �Â�)�é�•�'�ê�”�:�H���^�;�é�P�o�;  �&�,�;�
  short �æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�:�H���^�;�é�D�,  �&�,�;�ê�P�o�;1f�2�æ�n�à�¿�á�¿�ù�Ô�•�:�H���^�;�é.3�o�o�æ�ß�¿�á�ê�” -+ 2-21 �Å
���î -+ 2-22 �

ó�–�Ò�á�Ê�Û�Ð�¿�•

short 1f�2�Ç  10 Gb �Â�)�é�P�o�;�æ�:�H���^�;�é�P�o�;  �&�,�;�
.3�o�Ô��� �o
�b�o�<�•

long 1f�2�Ç  10 Gb 
•
��é�P�o�;�æ�:�H���^�;�é�P�o�;  �&�,�;  �U�o�<�
.3�o�Ô��
� �o�b�o�<�•

-+ 2-21 �:�H���^�;�é�P�o�;  �&�,�;9æ Short �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1 Gb 4

10 Gb 2
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree defaultcostmode
�� �4�æ�”�,�D�>�f�#  �7�]�o�é�:�H���^�;�é�P�o�;  �&�,�;  �U�o�<�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree defaultcostmode long
Portcost and portvlancost set to use long format default values.
Console> (enable) 

4P1j�&�Q�f�< show spantree defaultcostmode

-+ 2-22 �:�H���^�;�é�P�o�;  �&�,�;9æ Long �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

100 Kb 200,000,000

1 Mb 20,000,000

10 Mb 2,000,000

100 Mb 200,000

1 Gb 20,000

10 Gb 2,000

100 Gb 200

1 Tb 20

10 Tb 2
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree disable
set spantree disable
�Ô�ô�á�é  VLAN �ù�Ú�ê $�o�é  VLAN �é�,�D�>�f�#  �7�]�o  ���^�'�]�-�S�
�:���.�o�I�^�æ�Ò�Ú���”�,
�D�>�f�#  �7�]�o  ���f�,�2�f�,�
�:���.�o�I�^�æ�Ò�Ú���Ô���æ�ê�” set spantree disable �&�Q�f�<  �.�6�;
�

ö!ª�Ò�ù�Ô�•

set spantree disable vlan

set spantree disable all

set spantree disable mistp-instance instance

set spantree disable mistp-instance all

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�,�D�>�f�#  �7�]�o�ê���@�o�I�^�æ�å���”�Ô�ô�á�é���f�,�2�f�,�ý���@�o�I�^�æ�å��
�ù�Ô9Ô�H�\�6�:���f�#�ê�:���.�o�I�^9Õ �•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

VLAN !ß� �ù�Ú�ê���f�,�2�f�,!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�” 1 �ã-×�å�Ð���ù�Ô�•

���f�,�2�f�,�Ç���@�o�I�^�æ�å���ã�”�,�D�>�f�#  �7�]�o  �J�`�;�&�^�ê�Ø�é���f�,�2�f�,�æ4P�Ò�á�s-�
�
4?�Ž�Ò�ù�Ô�•

���f�,�2�f�,�Ç�:���.�o�I�^�æ�å���ã�”�,���6�4�ê�Ø�é���f�,�2�f�,�é  config TLV �é1M�>�
�—�[�Ò�”
�+�Ó���f�,�2�f�,�é#��>  TLV �é�H�\�6�:���f�#�
4?�Ž�Ò�ù�Ô9Ô�Ú�Û�Ò�”#��>�¥�é  VLAN �Q�6�G�f�#�

�4���6�"�Ò�ù�Ô9Õ �•�Ð���æ�”���f�,�2�f�,�æ�Q�6�G�f�#�Ð���Ú  VLAN 
��â$¿
G�Ò�á�¿���Ô�ô�á�é�;�\
�H���6�"�Ç�H�\�6�:���f�#�Ð���ù�Ô�•

�� �4�æ�” VLAN 1 �é�,�D�>�f�#  �7�]�o�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree disable 1
VLAN 1 bridge spanning tree disabled.
Console> (enable) 

vlan VLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

all �Ô�ô�á�é  VLAN �
�0�o�Ô��� �o�b�o�<�•

mistp-instance 
instance

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 
:*  16 �â�Ô�•

mistp-instance all �Ô�ô�á�é���f�,�2�f�,�
�å4°�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree enable
set spantree enable
�Ô�ô�á�é  VLAN �” $�o�é  VLAN �” $�o�é���f�,�2�f�,�”�ù�Ú�ê�Ô�ô�á�é���f�,�2�f�,�é�,�D�>�f�#  �7
�]�o  ���^�'�]�-�S�
���@�o�I�^�æ�Ô���æ�ê�” set spantree enable �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set spantree enable vlans

set spantree enable all

set spantree enable mistp-instance instance

set spantree enable mistp-instance all

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê���@�o�I�^�æ�å���”�Ô�ô�á�é���f�,�2�f�,�ý���@�o�I�^�æ�å���ù�Ô9Ô�H�\�6�:���f�#�ê
�:���.�o�I�^9Õ �•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

MISTP �ã  VTP �J�^�o�>�f�#�ê�”�+�(�æ���@�o�I�^�æ�â�È�ù�Ö���•

VLAN !ß� �ù�Ú�ê���f�,�2�f�,!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�” 1 �ã-×�å�Ð���ù�Ô�•

�� �4�æ�” VLAN 1 �é�,�D�>�f�#  �7�]�o�
���"�9���I�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree enable 1
VLAN 1 bridge spanning tree enabled.
Console> (enable) 

�4�æ�”���f�,�2�f�,�é�,�D�>�f�#  �7�]�o�
���"�9���I�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree enable mistp-instance 1
-STP instance 1 enabled.
Console> (enable) 

vlans VLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

all �Ô�ô�á�é  VLAN �
�0�o�Ô��� �o�b�o�<�•

mistp-instance 
instance

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  16 �â�Ô�•

mistp-instance all �Ô�ô�á�é���f�,�2�f�,�
���@�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree fwddelay
set spantree fwddelay
VLAN �ù�Ú�ê���f�,�2�f�,�é�I�]�6�+0©1M1ƒ�g�
.3�o�Ô���æ�ê�” set spantree fwddelay �&�Q�f�<�

ö
!ª�Ò�ù�Ô�•

set spantree fwddelay delay [vlans]

set spantree fwddelay delay mistp-instance [instances]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�I�]�6�+0©1M1ƒ�g�ê�Ô�ô�á�é  VLAN �æ�»�Ò�á  15 $}�æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VLAN !ß� �ù�Ú�ê���f�,�2�f�,!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�” 1 �ã-×�å�Ð���ù�Ô�•

�Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

MISTP �
���@�o�I�^�æ�Ò�Ú�•�'�” VLAN �I�]�6�+0©1M1ƒ�g�é.3�o�ê�â�È�ù�Ö���•

PVST+ �
���@�o�I�^�æ�Ò�Ú�•�'�”���f�,�2�f�,  �I�]�6�+0©1M1ƒ�g�
.3�o�Ô���Î�ã�ê�â�È�ù�Ö���•

�� �4�æ�” VLAN 100 �é�I�]�6�+0©1M1ƒ�g�
  16 $}�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree fwddelay 16 100
Spantree 100 forward delay set to 16 seconds.
Console> (enable)

�4�æ�” $�o�é���f�,�2�f�,�é�I�]�6�+0©1M1ƒ�g�(4F�
  16 $}�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree fwddelay 16 mistp-instance 1
Instance 1 forward delay set to 16 seconds.
Console> (enable)

4P1j�&�Q�f�< show spantree

delay �I�]�6�+0©1M1ƒ�g�é$}�™�•�­
2�o�ê  4 :*  30 $}�â�Ô�•

vlans 9Ô
›�ç9ÕVLAN �é!ß� �• �­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

mistp-instance 
instances

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  
16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree guard
set spantree guard
�,�D�>�f�#  �7�]�o�é�^�o�;  ���o�<�Ï(»�ù�Ú�ê�^�o�J  ���o�<�Ï(»�
�P�o�;
±
Ï�â���@�o�I�^�ù�Ú�ê�:��
�.�o�I�^�æ�Ô���æ�ê�” set spantree guard �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree guard { none | root | loop} mod/port

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�^�o�;  ���o�<�Å���î�^�o�J  ���o�<�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �4�V�@�^
��â�^�o�J  ���o�<�
���@�o�I�^�æ�Ò�Ú�½�ã�æ�”�¨�Ë�é�]�f�"�Ç
±	û�Ç�0�]�f�"�æ�å���ã�”
�^�o�J  ���o�<�ê�Ç5À�
���Ì�Ú�P�o�;�Ç�4�V�@�^�Æ���å4°�Ð�����ù�â�”�4�V�@�^�K
Õ�
�I�`�6�"�Ò�ù�Ô�•

�,���6�4�Ç�^�o�;  �,���6�4�æ�å���å�¿�ö�Á�Ç���¿�•�'�Ç�½���ù�Ô�•�^�o�;  ���o�<�Ï(»�ê�”�P�o�;�
�•
�Ù"›�æ  DP �æ�Ò�”�]�f�"�é
û�»�¥�é�,���6�4�Ç�ä���ý�^�o�;  �,���6�4�æ�å���å�¿���Á�æ�Ò�ù�Ô�•

�^�o�;  ���o�<�
���@�o�I�^�æ�Ô���ã�”�Ô�ô�á�é���"�9���I  ���f�,�2�f�,�ù�Ú�ê�P�o�;�Ç�û�Ô��  VLAN 
�æ�^�o�J  ���o�<�Ç)D
G"›�æ1¡!ª�Ð���ù�Ô�•�^�o�;  ���o�<�
�:���.�o�I�^�æ�Ô���ã�”�0�o�Ò�Ú�P�o�;�â
�^�o�;  ���o�<�Ç�:���.�o�I�^�æ�å���ù�Ô�•�P�o�;�Ç�^�o�;�æ�»�Ò�á  root-inconsistent �,�9�o�;�æ�å��
�ã�”�Ø�é�P�o�;�ê)D
G"›�æ�]�,�>�f�#  �,�9�o�;�æ�å���ù�Ô�•

�^�o�J  ���o�<�
���@�o�I�^�æ�Ô���•�'�ê
 �½�æ�H�ç�Ô����-Ð�Ç�½���ù�Ô�•�^�o�J  ���o�<�ê�”�I�`�6�"
�Ð���Ú�P�o�;�Ç�½���;�P�`�+�o�â�é�ú�­!ª�â�Ô�•�I�`�6�"�Ð���Ú�P�o�;�Ç�=�÷�Ò�å�¿�;�P�`�+�o�ê�”�o
'õ�æ���Þ�á�^�o�J  �H�]�o�â�½���Ú�ü�”�Î�é�Ï(»�
���@�o�I�^�æ�Ô����-Ð�ê�½���ù�Ö���•

�^�o�J  ���o�<�ê�”�^�o�;  �P�o�;�ã
•�§�^�o�;  �P�o�;�â�é�ú���@�o�I�^�æ�Ò�ù�Ô�•

�^�o�J  ���o�<�ê
%�æ���"�.�,  �,���6�4
��â
ö!ª�Ò�ù�Ô�•

�^�o�J  ���o�<�
���@�o�I�^�æ�Ô���ã�”�Ô�ô�á�é���"�9���I  ���f�,�2�f�,�ù�Ú�ê�P�o�;�Ç�û�Ô��  VLAN 
�æ�^�o�J  ���o�<�Ç)D
G"›�æ1¡!ª�Ð���ù�Ô�•�^�o�J  ���o�<�
�:���.�o�I�^�æ�Ô���ã�”�0�o�Ò�Ú�P�o�;�â
�^�o�;  ���o�<�Ç�:���.�o�I�^�æ�å���ù�Ô�•�^�o�J  ���o�<�
�:���.�o�I�^�æ�Ô���ã�”�^�o�J�æ	û/~�H�é
�å�¿�Ô�ô�á�é�P�o�;�Ç�]�,�>�f�#  �,�9�o�;�æ$–-��Ò�ù�Ô�•

�^�o�J  ���o�<�ê�” PortFast �Ç���@�o�I�^�æ.3�o�Ð���Ú  VLAN �P�o�;�ù�Ú�ê�3���=�R�6�"  VLAN �P�o�;
�â�ê���@�o�I�^�æ.3�o�â�È�ù�Ö���•

�^�o�J  ���o�<�Ç.3�o�Ð���Ú�P�o�;�â�ê�” PortFast �
���@�o�I�^�æ.3�o�â�È�ù�Ö���•

�^�o�;  ���o�<�Ç���@�o�I�^�é�•�'�ê�”�^�o�J  ���o�<�
���@�o�I�^�æ�â�È�ù�Ö���•

none �,�D�>�f�#  �7�]�o  ���o�<�Ï(»�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

root �^�o�;  ���o�<�Ï(»�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

loop �^�o�J  ���o�<�Ï(»�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree hello
set spantree hello
VAN �ù�Ú�ê���f�,�2�f�,�é�I�]�6�+  hello �(4F�
.3�o�Ô���æ�ê�” set spantree hello �&�Q�f�<  �.�6�;�


ö!ª�Ò�ù�Ô�•

set spantree hello interval [vlans]

set spantree hello interval mistp-instance instances

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�I�]�6�+  hello �(4F�ê�Ô�ô�á�é  VLAN �æ�»�Ò�á  2 $}�æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VLAN !ß� �ù�Ú�ê���f�,�2�f�,!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�” 1 �ã-×�å�Ð���ù�Ô�•

�Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

MISTP �
���@�o�I�^�æ�Ò�Ú�•�'�” VLAN hello �(4F�é.3�o�ê�â�È�ù�Ö���•

PVST+ �
���@�o�I�^�æ�Ò�Ú�•�'�”���f�,�2�f�,  hello �(4F�é.3�o�ê�â�È�ù�Ö���•

�� �4�æ�” VLAN 100 �é�,�D�f�7�]�o  hello �(4F�
  3 $}�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree hello 3 100
Spantree 100 hello time set to 3 seconds.
Console> (enable)

�4�æ�”���f�,�2�f�,�é�,�D�f�7�]�o  hello �(4F�
  3 $}�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree hello 3 mistp-instance 1
Spantree 1 hello time set to 3 seconds.
Console> (enable)

4P1j�&�Q�f�< show spantree

interval �*�,�9�S�Ç�I�]�6�+  hello �T�6�.�o�+9Ô�*�,�9�S�Ç���"�9���I�â�½���Î�ã�

$��Ô�Q�^�4� �V�,�;  �T�6�.�o�+9Õ�
1M�>�Ô���ù�â�æ�Ù�Ï�Ô��$}�™�•�­
2�o
�ê  1 :*  10 $}�â�Ô�•

vlans 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

mistp-instance 
instances

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree macreduction
set spantree macreduction
�,�D�>�f�#  �7�]�o�é  MAC ���<�_�,  �]�3�"�*�Z�f�Ï(»�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�”
set spantree macreduction �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree macreduction enable | disable

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” MAC ���<�_�,  �]�3�"�*�Z�f�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f MAC ���<�_�,  �]�3�"�*�Z�f�Ï(»�

ö!ª�Ô���ã�”���›%¸�Ð  VLAN ID �Ç���@�o�I�^�æ�å���”�,���6�4�ê
�Æ�å��4¢�����Ú  MAC ���<�_�,�™�â���™�é�,�D�>�f�#  �7�]�o  ���f�,�2�f�,�
�(�P�o�;�Ò�å�Ç���” STP ��
�f�,�2�f�,�Ï�ã�é  IEEE 802.1D �I�]�6�+  ID -Ð
™�
�)�Ú�Ô�Î�ã�Ç�â�È�ù�Ô�•

���›%¸�Ð  VLAN �Ç�=�÷�Ô���•�'�”�Î�é�Ï(»�
�:���.�o�I�^�æ�ê�â�È�ù�Ö���•

64 �X�é  MAC ���<�_�,�
�,�ß�*�V�o�*�â�”�Î�é�Ï(»�
�:���.�o�I�^�æ�ê�â�È�ù�Ö���•

�� �4�æ�” MAC ���<�_�,  �]�3�"�*�Z�f�Ï(»�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree macreduction disable
MAC address reduction disabled
Console> (enable)

4P1j�&�Q�f�< show spantree

enable MAC ���<�_�,  �]�3�"�*�Z�f�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable MAC ���<�_�,  �]�3�"�*�Z�f�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree maxage
set spantree maxage
VLAN �ù�Ú�ê���f�,�2�f�,�é�I�]�6�+�¨�"���o�+�f�#  �2���S�
.3�o�Ô���æ�ê�” set spantree maxage �&
�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set spantree maxage agingtime [vlans]

set spantree maxage agingtime mistp-instance instances

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;.3�o�ê�”�Ô�ô�á�é  VLAN �â  20 $}�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VLAN !ß� �ù�Ú�ê���f�,�2�f�,!ß� �
�0�o�Ò�å�Æ�Þ�Ú�•�'�ê�” 1 �ã-×�å�Ð���ù�Ô�•

�Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

MISTP �
���@�o�I�^�æ�Ò�Ú�•�'�” VLAN �¨�"���o�+�f�#  �2���S�
.3�o�â�È�ù�Ö���•

PVST+ �
���@�o�I�^�æ�Ò�Ú�•�'�”���f�,�2�f�,�é�¨�"���o�+�f�#  �2���S�
.3�o�â�È�ù�Ö���•

�� �4�æ�” VLAN 1000 �é�¨�"���o�+�f�#  �2���S�
  25 $}�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree maxage 25 1000
Spantree 1000 max aging time set to 25 seconds.
Console> (enable)

�4�æ�” $�o�é���f�,�2�f�,�é�¨�"���o�+�f�#  �2���S�
  25 $}�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree maxage 25 mistp-instance 1
Instance 1 max aging time set to 25 seconds.
Console> (enable)

4P1j�&�Q�f�< show spantree

agingtime �*�,�9�S�Ç�,�D�>�f�#  �7�]�o  �J�`�;�&�^&»!±�â
•�é�I�]�6�+�Æ�����>�Ò�Ú
�±�Ž�
�;�,�Ô���¨�"$}�™�•�­
2�o�ê  6 :*  40 $}�â�Ô�•

vlans 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

mistp-instance 
instances

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree mode
set spantree mode
�s-��Ô���,�D�>�f�#  �7�]�o  �J�`�;�&�^  �U�o�<�é�2���J�
.3�o�Ô���æ�ê�” set spantree mode �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•

set spantree mode {mistp | pvst+ | mistp-pvst+}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  PVST+ �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

Telnet &»!±�â�,���6�4�æ�’&ï�Ò�”�,�D�>�f�#  �7�]�o  �U�o�<�
  PVST+ �Æ��  MISTP �ù�Ú�ê  
MISTP-PVST+ �ó���•�Ò���Á�ã�Ô���ã�” VLAN �ê�Ø�é�,���6�4
��é�ä�é���f�,�2�f�,�æ�ý�Q�6�G�f�#
�Ð���Õ�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Console> (enable) set spantree mode mistp
Warning!! Changing the STP mode from a telnet session will disconnect the
session because there are no VLANs mapped to any MISTP instance.
Do you want to continue [n]?

Telnet &»!±�â�,���6�4�æ�’&ï�Ò�”�,�D�>�f�#  �7�]�o  �U�o�<�
  MISTP �ù�Ú�ê  MISTP-PVST+ �Æ��  
PVST+ �ó���•�Ò���Á�ã�Ò�Ú�•�'�”�ù�Ú�ê�” Telnet &»!±�â�,���6�4�æ�’&ï�Ò�”�,�D�>�f�#  �7�]�o  �U�o�<
�
  PVST+ �Æ��  MISTP �ù�Ú�ê  MISTP-PVST+ �ó���•�Ò���Á�ã�Ò�Ú�•�'�â�”�Ø�é�,���6�4
��æ  VLAN 
���f�,�2�f�,  �Q�6�G�f�#�Ç1J
��Ð���Ú�•�'�”�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Console> (enable) set spantree mode pvst+
Warning!! Changing the STP mode from a telnet session might disconnect the
session.
Do you want to continue [n]?

MISTP �Æ��  PVST+ �ó���•�Ò�” û�÷  8000 �
/å�Ã��  VLAN �P�o�;�Ç�,���6�4�æ.3�o�Ð���á�¿���•�'�ê�”
�4�é/
�T�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Console> (enable) set spantree mode pvst+
Warning!! This switch has 12345 VLAN-ports currently configured for STP.
Going out of MISTP mode could impact system performance.
Do you want to continue [n]?

mistp MISTP �U�o�<�
�0�o�Ô��� �o�b�o�<�•

pvst+ PVST+ �U�o�<�
�0�o�Ô��� �o�b�o�<�•

mistp-pvst+ MISTP �
�s-��Ô���,���6�4�Ç�” PVST+ �
�s-��Ô���]�U�o�;  �,���6�4�ã�é  
BPDU �
�;�f�@�]�f�#�â�È�����Á�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portcost
set spantree portcost
�P�o�;�é�D�,  �&�,�;�
.3�o�Ô���æ�ê�” set spantree portcost �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree portcost mod/port cost

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�D�,  �&�,�;�ê�P�o�;1f�2�æ�n�à�¿�á�¿�ù�Ô�•�:�H���^�;�é.3�o�o�æ�ß�¿�á�ê�” -+ 2-23 �Å
���î -+ 2-24 �

ó�–�Ò�á�Ê�Û�Ð�¿�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

cost �D�,  �&�,�;�é�™�o�•.f&¦�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é�����<�\���f� �

ó
�–�Ò�á�Ê�Û�Ð�¿�•

-+ 2-23 �:�H���^�;�é�P�o�;  �&�,�;9æ Short �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1 Gb 4

10 Gb 2

-+ 2-24 �:�H���^�;�é�P�o�;  �&�,�;9æ Long �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

100 Kb 200,000,000

1 Mb 20,000,000

10 Mb 2,000,000

10 Mb 200,000

1 Gb 20,000

10 Gb 2,000

100 Gb 200

1 Tb 20

10 Tb 2
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portfast
set spantree portfast

±	û�é�b�o�"�,�9�o�*�Z�f�ù�Ú�ê  PC �æ�’&ï�Ð���Ú�P�o�;�Ç�”�’&ï�é�(�P�â7�1f�æ/à
G�â�È�����Á�æ�Ô
���æ�ê�” set spantree portfast �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree portfast mod/port { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” PortFast-start �Ï(»�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

spantree portfast enable �&�Q�f�<�â.3�o�Ð���Ú�P�o�;�Ç�’&ï�Ð���Ú�•�'�”�P�o�;�ê�]�,�>�f�#�ÿ�\�o
�>�f�#�å�ä�é1b�ñ�é�,�D�>�f�#  �7�]�o  �,�9�o�;�
&»!±�Ö�Õ�æ�”�Ú�Û�Ü�æ�,�D�>�f�#  �7�]�o  �H���b�o
�:���f�#  �,�9�o�;�æ�å���ù�Ô�•�Î�é�&�Q�f�<�ê�”
±	û�é�b�o�"�,�9�o�*�Z�f�ù�Ú�ê  PC �é�ú�æ�’&ï�Ò�á
�¿���P�o�;�â
ö!ª�Ò�ù�Ô�•�B�I�”�^�o�2�”�,���6�4�”�I�]�6�+�”�ù�Ú�ê�&�f�.�f�;�_�o�2�å�ä�é�@�6�;
�b�o�"  �:�C���,�æ�’&ï�Ò�á�¿���P�o�;�â�ê
ö!ª�Ò�å�¿�â�Ê�Û�Ð�¿�•

�� �4�æ�”�U�+�X�o�^  1�”�P�o�;  2 �é�,�D�>�f�#  �7�]�o  PortFast-start �Ï(»�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree portfast 1/2 enable

Warning: Spantree port fast start should only be enabled on ports connected to a single 
host. Connecting hubs, concentrators, switches, bridges, etc. to a fast start port can 
cause temporary spanning tree loops. Use with caution.

Spantree port 1/2 fast start enabled.
Console> (enable)

4P1j�&�Q�f�< show spantree portfast

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

enable �P�o�;�é�,�D�>�f�#  �7�]�o  PortFast-start �Ï(»�
���@�o�I�^�æ�Ô��
� �o�b�o�<�•

disable �P�o�;�é�,�D�>�f�#  �7�]�o  PortFast-start �Ï(»�
�:���.�o�I�^�æ�Ô��
� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portfast bpdu-filter
set spantree portfast bpdu-filter
BPDU �D�$�6�;  �H���^�2�]�f�#�
�,���6�4
��â���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set 
spantree portfast bpdu-filter  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree portfast bpdu-filter { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” BPDU �D�$�6�;  �H���^�2�]�f�#�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

BPDU �D�$�6�;  �H���^�2�]�f�#�â�ê�” PortFast �»���P�o�;�Å���î5V�;�\�f�"  �P�o�;�é  BPDU 1M�>�Ç��
�H�æ�å���ù�Ô�•

�� �4�æ�” BPDU �D�$�6�;  �H���^�2�]�f�#�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree portfast bpdu-filter enable
Spantree portfast bpdu-filter enabled on this switch.
Console> (enable) 

�4�æ�” BPDU �D�$�6�;  �H���^�2�]�f�#�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree portfast bpdu-filter disable
Spantree portfast bpdu-filter disabled on this switch.
Console> (enable) 

4P1j�&�Q�f�< show spantree portfast

enable BPDU �D�$�6�;  �H���^�2�]�f�#�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable BPDU �D�$�6�;  �H���^�2�]�f�#�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portfast bpdu-guard
set spantree portfast bpdu-guard
�,�D�>�f�#  �7�]�o  PortFast BPDU ���o�<�
�,���6�4
��â���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�”
set spantree portfast bpdu-guard �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree portfast bpdu-guard { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” BPDU ���o�<�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

BPDU ���o�<�Ç�\�ñ�æ
G
Þ�Ô���æ�ê�” PortFast BPDU ���o�<�
���@�o�I�^�æ�Ô���è�æ�” PortFast �U�o
�<�
���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

PortFast BPDU ���o�<�
���@�o�I�^�æ�Ò�” 5V�;�\�f�"  PortFast �»���P�o�;�â  BPDU �Ç���>�Ð���Ú�•�'�”
�Ø�é�P�o�;�ê  errdisable �,�9�o�;�æ$–-��Ò�ù�Ô�• PortFast BPDU ���o�<�
�:���.�o�I�^�æ�Ò�” PortFast 
�»���é5V�;�\�f�"  �P�o�;�Ç  BPDU �
���>�Ò�Ú�•�'�”�Ø�é�P�o�;�ê$¿
G A���é�ù�ù�ã�å���”�,�D�>�f�#  
�7�]�o  �^�o�J�Ç"’!¢�Ô���Å�Ø���Ç�½���ù�Ô�•

�� �4�æ�”�,�D�>�f�#  �7�]�o PortFast BPDU ���o�<�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree portfast bpdu-guard enable
Spantree portfast bpdu-guard enabled on this switch.
Console> (enable) 

�4�æ�”�,�D�>�f�#  �7�]�o PortFast BPDU ���o�<�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree portfast bpdu-guard disable
Spantree portfast bpdu-guard disabled on this switch.
Console> (enable) 

4P1j�&�Q�f�< show spantree portfast

enable �,�D�>�f�#  �7�]�o  PortFast BPDU ���o�<�
���@�o�I�^�æ�Ô��� �o
�b�o�<�•

disable �,�D�>�f�#  �7�]�o  PortFast BPDU ���o�<�
�:���.�o�I�^�æ�Ô��� �o
�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portinstancecost
set spantree portinstancecost
�0�o�Ð���Ú���f�,�2�f�,�é�P�o�;�é�D�,  �&�,�;�

����°�á���æ�ê�” set spantree portinstancecost �&�Q
�f�<�

ö!ª�Ò�ù�Ô�•

set spantree portinstancecost mod/port [cost cost] [instances]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�D�,  �&�,�;�ê�P�o�;1f�2�æ�n�à�¿�á�¿�ù�Ô�•�:�H���^�;�é.3�o�o�æ�ß�¿�á�ê�” -+ 2-25 �


ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�,�D�>�f�#  �7�]�o  �U�o�<�Ç  short�” long �ù�Ú�ê  MISTP �é�•�'�”�­
2�å�&�,�;�o�ê  1 :*  65535 �â�Ô�•�Ø
��
•���é�•�'�”�­
2�å�&�,�;�o�ê  1 :*  2,000,000 �â�Ô�•�P�o�;  ���f�,�2�f�,  �&�,�;�ê�”�;�\�f�"  �P�o
�;�Û�Ì�æ1¡!ª�Ð���ù�Ô�•

�0�o�Ð���Ú�o�ê�”�0�o�Ð���Ú���f�,�2�f�,�é�P�o�;�é�D�,  �&�,�;�ã�Ò�á
ö!ª�Ð���ù�Ô�•�w���é���f�,
�2�f�,�ê�” set spantree instancecost �&�Q�f�<�â.3�o�Ð���Ú�P�o�;  �D�,  �&�,�;�ã%l�Ò�¿�D�,  �&�,�;�

�,�Ü�ù�Ô9Ô.3�o�Ð���á�¿�å�¿�•�'�”�o�ê�P�o�;�é�:�H���^�;�é�D�,  �&�,�;�æ�å���ù�Ô9Õ �•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

cost cost 9Ô
›�ç9Õ�D�,  �&�,�;�
$��Ô� �o�b�o�<�Å���î���™�•.f&¦�æ�ß�¿�á�ê�”
�Ÿ
ö!ª
��é�����<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

instances 9Ô
›�ç9Õ���f�,�2�f�,!ß� �•�­
2�o�ê  1 :*  16 �â�Ô�•

-+ 2-25 �:�H���^�;�é�P�o�;  �&�,�;9æ Short �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1 Gb 4

10 Gb 2
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portinstancepri
set spantree portinstancepri
�;�\�f�"  �P�o�;�]�é���f�,�2�f�,�é�P�o�;  �J�\�����]�9���
.3�o�Ô���æ�ê�” set spantree 
portinstancepri �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree portinstancepri mod/port priority [instances]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�P�o�;  �J�\�����]�9���ê  0 �æ.3�o�Ð���”���f�,�2�f�,�ê�0�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�

ö!ª�Ô���ã�”�0�o�Ð���Ú�P�o�;  �J�\�����]�9��  �_�L�^�æ���f�,�2�f�,�
1J
��â�È�ù�Ô�•
�Ø��
•4 �Î�é�&�Q�f�<�
�m�î�´�Ò�á�ý�”�â�æ�0�o�Ð���Ú�P�o�;  �J�\�����]�9��  �_�L�^�æ.3�o�Ð���Ú��
�f�,�2�f�,�ê'Î�µ�Ð���ù�Ö���•

�Î�é�Ï(»�ê  MSM �â�ê�(�P�o�;�Ð���ù�Ö���•

set spantree portinstancepri �&�Q�f�<�ê�”�;�\�f�"  �P�o�;�Û�Ì�æ1¡!ª�Ð���ù�Ô�•�Î�é�&�Q�f�<�
�I
�
�Ô���ã�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Port xx is not a trunk-capable port

�� �4�æ�” $�o�é���f�,�2�f�,
��â�”�U�+�X�o�^  1�”�P�o�;  2 �é�P�o�;  �J�\�����]�9���
.3�o�Ô�����
$��Ò
�ù�Ô�•

Console> (enable) set spantree portinstancepri 1/2 16 1-11
Port 1/2 instances 1-11 using portpri 16.
This parameter applies to trunking ports only.
Console> (enable)

4P1j�&�Q�f�< clear spantree portinstancecost
show spantree mistp-instance

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

priority �,�D�>�f�#  �7�]�o  �I�]�6�+�é�]�f�"�é�&�,�;�
-+�Ô!ß� �•�J�\�����]�9��  �_
�L�^�ê  0 :*  63 �â�” 0 �ê7��J�\�����]�9���” 63 �ê
Ð�J�\�����]�9���
$��Ò�ù�Ô�•

instances 9Ô
›�ç9Õ���f�,�2�f�,!ß� �•�­
2�o�ê  1 :*  16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portpri
set spantree portpri
�,�D�>�f�#  �7�]�o  �P�o�;�é�I�]�6�+  �J�\�����]�9���
.3�o�Ô���æ�ê�” set spantree portpri �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•

set spantree portpri mod/port priority 

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Ô�ô�á�é�P�o�;�é�I�]�6�+  �J�\�����]�9���Ç  32 �æ.3�o�Ð���á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�� �4�æ�”�U�+�X�o�^  4�”�P�o�;  1 �é�J�\�����]�9���
  63 �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree portpri 4/1 63
Bridge port 4/1 priority set to 63.
Console> (enable)

4P1j�&�Q�f�< show spantree

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

priority �,�D�>�f�#  �7�]�o  �I�]�6�+�é�]�f�"�é�&�,�;�
-+�Ô!ß� �• �­
2�o�ê  0 :*  
63 �â�Ô�• 0 �ê7��J�\�����]�9���” 63 �ê
Ð�J�\�����]�9���
$��Ò�ù�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portvlancost
set spantree portvlancost
�P�o�;
��é	û1j�é  VLAN �æ����
Ð�¿�D�,  �&�,�;�

����°�á���æ�ê�” set spantree portvlancost �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

set spantree portvlancost mod/port [cost cost] [vlan_list]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�D�,  �&�,�;�ê�P�o�;1f�2�æ�n�à�¿�á�¿�ù�Ô�•�:�H���^�;�é.3�o�o�æ�ß�¿�á�ê�” -+ 2-26 �Å
���î -+ 2-27 �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

cost cost 9Ô
›�ç9Õ�D�,  �&�,�;�
.3�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  
65535 �â�Ô�•

vlan_list 9Ô
›�ç9ÕVLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

-+ 2-26 �:�H���^�;�é�P�o�;  �&�,�;9æ Short �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

4 Mb 250

10 Mb 100

16 Mb 62

100 Mb 19

155 Mb 14

1 Gb 4

10 Gb 2

-+ 2-27 �:�H���^�;�é�P�o�;  �&�,�;9æ Long �U�o�<

�P�o�;1f�2 �:�H���^�;�é�P�o�;  �&�,�;

100 Kb 200,000,000

1 Mb 20,000,000

10 Mb 2,000,000

10 Mb 200,000

1 Gb 20,000

10 Gb 2,000

100 Gb 200

1 Tb 20

10 Tb 2
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree portvlanpri
set spantree portvlanpri
�;�\�f�"  �P�o�;�]�é  VLAN �(�I�.�6�;�é�P�o�;  �J�\�����]�9���
.3�o�Ô���æ�ê�” set spantree 
portvlanpri  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set spantree portvlanpri mod/port priority [vlans]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�P�o�;  VLAN �J�\�����]�9���ê  0 �æ.3�o�Ð���” VLAN �ê�0�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�ê�”���›%¸�Ð  VLAN �â�ê�(�P�o�;�Ð���ù�Ö���•

�Î�é�&�Q�f�<�

ö!ª�Ô���ã�”�0�o�Ð���Ú�P�o�;  �J�\�����]�9��  �_�L�^�æ  VLAN �
1J
��â�È�ù�Ô�•�Ø��

•4 �Î�é�&�Q�f�<�
�m�î�´�Ò�á�ý�”�â�æ�0�o�Ð���Ú�P�o�;  �J�\�����]�9��  �_�L�^�æ.3�o�Ð���Ú  VLAN 
�ê'Î�µ�Ð���ù�Ö���•

�Î�é�Ï(»�ê  MSM �â�ê�(�P�o�;�Ð���ù�Ö���•

set spantree portvlanpri �&�Q�f�<�ê�”�;�\�f�"  �P�o�;�Û�Ì�æ1¡!ª�Ð���ù�Ô�•�Î�é�&�Q�f�<�
�I
��Ô��
�ã�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Port xx is not a trunk-capable port

�� �4�æ�” VLAN 21 
��é�U�+�X�o�^  1�”�P�o�;  2 �é�P�o�;  �J�\�����]�9���
  40 �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree portvlanpri 1/2 16 21-40
Port 1/2 vlans 3,6-20,41-1000 using portpri 32
Port 1/2 vlans 1-2,4-5,21-40 using portpri 16
Console> (enable)

4P1j�&�Q�f�< clear spantree portvlanpri
show spantree

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

priority �,�D�>�f�#  �7�]�o  �I�]�6�+�é�]�f�"�é�&�,�;�
-+�Ô!ß� �•�J�\�����]�9��  �_
�L�^�ê  0 :*  63 �â�” 0 �ê7��J�\�����]�9���” 63 �ê
Ð�J�\�����]�9���
$��Ò�ù�Ô�•

vlans 9Ô
›�ç9Õ�0�o�Ð���Ú�J�\�����]�9��  �_�L�^�

ö!ª�Ô��  VLAN �•�­
2�o�ê  1 :*  
1005 �â�Ô�•
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���î  ROM �U�>�2  �&�Q�f�<
%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å

2 2
set spantree priority
set spantree priority
PVST+ �ù�Ú�ê  MISTP �é�s-�
��æ  VLAN �ù�Ú�ê���f�,�2�f�,�é�I�]�6�+  �J�\�����]�9���
.3�o�Ô���æ
�ê�” set spantree priority �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set spantree priority bridge_priority vlans

set spantree priority bridge_priority mistp-instance instances

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�I�]�6�+  �J�\�����]�9���Ç  32768 �æ.3�o�Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �ù�Ú�ê  MSM �â�ê�(�P�o�;�Ð���ù�Ö���•

MISTP �ù�Ú�ê  MAC �]�3�"�*�Z�f�Ï(»�Ç���@�o�I�^�é�•�'�”�­
2�å  bridge_priority �o�ê  0�” 4096�”
8192�” 12288�” 16384�” 20480�” 24576�” 28672�” 32768�” 36864�” 40960�” 45056�” 49152�” 53248�”
57344�”�Å���î  61440 �â�” 0 �ê�¨�ý7��¿�J�\�����]�9���” 61440 �ê�¨�ý
Ð�¿�J�\�����]�9���
$��Ò�ù�Ô�•

MISTP �ù�Ú�ê  MAC �]�3�"�*�Z�f�Ï(»�Ç�:���.�o�I�^�é�•�'�” �­
2�å  bridge_priority �o�ê  0 :*  65535 
�â�Ô�•

MISTP �
���@�o�I�^�æ�Ò�Ú�•�'�” VLAN �I�]�6�+  �J�\�����]�9���ê.3�o�â�È�ù�Ö���•

PVST+ �
���@�o�I�^�æ�Ò�Ú�•�'�”���f�,�2�f�,  �J�\�����]�9���ê.3�o�â�È�ù�Ö���•

PVST+ �â���f�,�2�f�,  �J�\�����]�9���
���@�o�I�^�æ.3�o�Ò���Á�ã�Ò�Ú�•�'�”�4�é�T�6�.�o�+�Ç-+$�
�Ð���ù�Ô�•

This command is only valid when STP is in MISTP or MISTP-PVST+ mode.

�� �4�æ�”�I�]�6�+  �J�\�����]�9���
  3 �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set spantree priority 14 mistp-instance 3  
Instance 3 bridge priority set to 14.
Instance 3 does not exist.
Your configuration has been saved to NVRAM only.
Console> (enable)

bridge_priority �I�]�6�+�é�J�\�����]�9���
-+�Ô!ß� �•�­
2�å�o�æ�ß�¿�á�ê�” �Ÿ
ö!ª
��é����
�<�\���f� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

vlans VLAN �é!ß� �•�­
2�o�ê  1 :*  1005 �Å���î  1025 :*  4094 �â�Ô�•

mistp-instance 
instances

���f�,�2�f�,!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê  1 :*  16 �â�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set spantree uplinkfast
set spantree uplinkfast
�^�o�;  �P�o�;�æ4Ú�‚�Ç"’!¢�Ò�Ú�•�'�é
•�§�P�o�;�ó�é7�1f�,���6�4���o�C�o�
���@�o�I�^�æ�Ô���æ�ê�”
set spantree uplinkfast �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î�é�&�Q�f�<�ê  WAN �â�ê�å�Ê�”�,���6�4�æ1¡!ª�Ð��
�ù�Ô�•

set spantree uplinkfast { enable | disable}  [rate station_update_rate] [all-protocols { off | 
on}]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  station_update_rate �ê  100 �R�]$}�½�Ú��  15 �D�$�6�;�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

set spantree uplinkfast enable �&�Q�f�<�
�s-��Ô���ã�”�4�é�Î�ã�Ç-��
���ù�Ô�•

• �Ô�ô�á�é  VLAN 9Ô
ö!ª��(»�å  VLAN 9Õ�é�I�]�6�+  �J�\�����]�9���Ç  49152 �æ���•�Ð���ù�Ô�•

• �Ô�ô�á�é�P�o�;�é�D�,  �&�,�;�ã  portvlancost �Ç 3000 �����ý�"�È�¿�o�æ�Ç�Ã�ù�Ô�•

• �^�o�;  �P�o�;�é4Ú�‚�Ç���´�Ð�����ã�”�,�D�>�f�#  �7�]�o  �J�`�;�&�^�æ���Þ�á1¬�ï�Ð���Ú
•�§�P�o
�;�ó�é���6�;���o�C�o�Ç
Ä�3�æ4?�Ž�Ð���ù�Ô�•

�Î�é�Ï(»�Ç�Ô�â�æ���@�o�I�^�æ�å�Þ�á�¿���,���6�4�â  set spantree uplinkfast enable �&�Q�f�<�
�s-�
�Ò�Ú�•�'�”�,�9�o�*�Z�f�é�•�Â1f�2�é�ú�Ç�•�Â�Ð���ù�Ô�•�Ø�é
•�é�D�\�T�o�2�ê���•�Ð���ù�Ö���•

�,���6�4�â  set spantree uplinkfast disable �&�Q�f�<�
�s-��Ò�Ú�•�'�” UplinkFast �Ï(»�ê�:���.�o�I�^
�æ�å���ù�Ô�Ç�”�,���6�4  �J�\�����]�9���ã�P�o�;  �&�,�;�é�o�ê�:�H���^�;.3�o�æ�]�.�6�;�Ð���ù�Ö���•
�o�
�:�H���^�;.3�o�æ�]�.�6�;�Ô���æ�ê�” clear spantree uplinkfast �&�Q�f�<�
�I
��Ò�ù�Ô�•

�:�H���^�;�é  station_update_rate �o�ê  100 �R�]$}�½�Ú��  15 �D�$�6�;�â�”�Î���ê  10-Mbps �é���o�(
�@�6�;
��â  1 % �é/v*D�æ"ç�°�Ò�ù�Ô�•�Î�é�o�ã�Ò�á  0 �
�0�o�Ô���ã�”�Î�����é�D�$�6�;�é!¢�‘�Ç���H
�æ�å���ù�Ô�•

enable 7�1f�,���6�4���o�C�o�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable 7�1f�,���6�4���o�C�o�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•

rate 
station_update_rate

9Ô
›�ç9Õ�^�o�;  �P�o�;�Ç�3���f�Ò�Ú�ß�æ
•�§�P�o�;�Ç1¬�ï�Ð��
���•�'�” 100 �R�]$}�½�Ú���é1M�>�Ð�����Q�^�4� �V�,�;  �D
�$�6�;�™�
�0�o�Ô��� �o�b�o�<�ã���™�•

all-protocols 9Ô
›�ç9Õ�Ô�ô�á�é�J�`�;�&�^�æ�»�Ò�á�Q�^�4� �V�,�;  �D�$�6�;
�
!¢�‘�Ô���Æ�ä�Á�Æ�
�0�o�Ô��� �o�b�o�<9Ô IP�” IPX�”
AppleTalk�”�Å���î�_���W 2 �D�$�6�;9Õ�•

off 9Ô
›�ç9Õall-protocols �Ï(»�
���H�æ�Ô��� �o�b�o�<�•

on 9Ô
›�ç9Õall-protocols �Ï(»�
���f�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set summertime
set summertime
�*�,�9�S�â���(4F�é4F�æ�(.��
  1 �(4F1t�ü�á.3�o�Ô����-Ð�Ç�½���Æ�ä�Á�Æ�
�0�o�Ô���æ�ê�” set 
summertime �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set summertime {enable | disable} [ zone]

set summertime recurring [{ week} { day} { month} { hh:mm} { week | day | month | hh:mm} 
[offset]]

set summertime date {month} { date} { year} { hh:mm} { month | date | year | hh:mm}
[offset]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â  set summertime �&�Q�f�<�ê�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•���@�o�I�^�æ�Ò�Ú�•�'�”
offset �é�:�H���^�;�ê  60 �½�â�Ô9Ô&(�Ö�¡�0�(�é�ß9Õ�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f clear config �&�Q�f�<�
�I
��Ô���ã�”�ã
ƒ�ã�(4F�Ç�:�H���^�;�æ.3�o�Ð���ù�Ô�•


•�é.3�o�
�Ò�å�¿�•�'�”�Î�é�&�Q�f�<�æ���Þ�á�”�(.��ê  4 �¬�é%Y 1 �ã�•�ã�é
¦�è  2 �(  00 �½�æ 1 �(4F1t
�ú�” 10 �¬�é�¨&³�ã�•�ã�é
¦�è  2 �(  00 �½�æ 1 �(4F�¯���ù�Ô�•

enable ���(4F�é�¼4F
��æ�”�(.��
  1 �(4F1t�ü�����Á�æ�*�,�9�S�æ�0$��Ô
��� �o�b�o�<�•

disable ���(4F�é�¼4F
��æ�”�(.��
  1 �(4F1t�ü�å�¿���Á�æ�*�,�9�S�æ�0$�
�Ô��� �o�b�o�<�•

zone 9Ô
›�ç9Õset summertime �&�Q�f�<�â
ö!ª�Ô���(4F�ê�•

recurring �¤��'…��10�Ð�������(4F�é�ã
ƒ�
�0�o�Ô��� �o�b�o�<�•

week 1s9Ôfirst �” second�” third �” fourth �” last�” 1...59Õ�•

day �•�ã9Ô Sunday�” Monday�” Tuesday �å�ä9Õ�•

month �¬9ÔJanuary�” February�” March  �å�ä9Õ�•

hh:mm �(4F�ã�½�•

offset 9Ô
›�ç9Õ�½
±
Ï�é���H�.�6�;9Ô 1 :*  1440 �½9Õ�•

date �ã9Ô1 :*  319Õ�•

year ��9Ô 1993 :*  20359Õ�•
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set system baud
set system baud
�&�f�0�o�^  �P�o�;�é�O�o  �_�o�;�
.3�o�Ô���æ�ê�” set system baud �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set system baud rate

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê  9600 �O�o�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�*�,�9�S�é�O�o  �_�o�;�
  19200 �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set system baud 19200
System console port baud rate set to 19200.
Console> (enable) 

4P1j�&�Q�f�< show system

rate �O�o  �_�o�;�•�­
2�o�ê  600�” 1200�” 2400�” 4800�” 9600�” 19200�”�Å���î  
38400 �â�Ô�•
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set system contact
set system contact
�*�,�9�S�é���°(*�
�0�o�Ô���æ�ê�” set system contact �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set system contact [contact_string]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�*�,�9�S���°(*�Ç.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” system contact �¥�<�É�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set system contact Xena ext.24
System contact set.
Console> (enable) 

4P1j�&�Q�f�< show system

contact_string 9Ô
›�ç9Õ�*�,�9�S%¤!��é���°(*�,�Ç�=�ù�����9� �,�;�¥�<�É�•���°
(*�é�¥�<�É�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�*�,�9�S���°(*�é�¥�<�É�Ç�–

ð�Ð���ù�Ô�•
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set system core-dump
set system core-dump
�&��  �3�f�J�Ï(»�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set system core-dump �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

set system core-dump {enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�ê�:���.�o�I�^�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �0�H�;������  ���\�o�æ���Þ�á�*�,�9�S�æ4Ú�‚�Ç"’!¢�Ò�Ú�ã�È�æ�”�&��  �3�f�J�Ï(»�ê���T�o�+�é�_�P�o
�;�

Þ�‘�Ò�ù�Ô�•�&��  ���T�o�+�ê�H�����^  �*�,�9�S�æ�;�=�Ð���ù�Ô�•�Î�é�H�����^�Æ���”�����é�Ú�ü�æ
&³
L�Ò�Ú�•�'�é�J�`�.�,�é���\�o A���
#Õ.z�â�È�ù�Ô�•

�H�����^  �*�,�9�S�é�(���-�ê�”�T�U�]  ���o�<�é�(���-�æ���Ó�á!ã�å���ù�Ô�•!¢�‘�Ð�����&��  �3�f�J  
�H�����^�ê�”�*�,�9�S  DRAM �é�(���-�æ�§���Ò�ù�Ô�•�&��  �3�f�J  �H�����^�
�;�=�â�È���Û�Ì�é�T�U
�]�
#Õ�;�Ô�����Á�æ�Ò�á�Ê�Û�Ð�¿�•

�&��  �3�f�J  ���T�o�+�
�;�=�Ô���Ú�ü�æ�”�&��  �3�f�J  �J�`�.�,�â  yield CPU �Ç�:���.�o�I�^�æ�å���ù
�Ô�•1b�ñ�é
G
Þ�
�•�È&î�Ë�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�
.3'Î�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•�,
���6�4�â�l43�,�o�D�o�C���)  ���f�+�f�Ç�.�6�;���6�J�Ð���á�¿���•�'�ê�”�&��  �3�f�J�Ç"’!¢�Ô���è�æ
�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�Ç)D
G"›�æ�•�È&î�É�ù�Ô�•�Î���ù�â���"�9���I�Û�Þ�Ú�,�o�D�o�C
���)  ���f�+�f�ê�”�&��  �3�f�J&³
L�ß�æ�]�.�6�;�Ò�ù�Ô�•

�� �4�æ�”�&��  �3�f�J�Ï(»�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set system core-dump enable
(1) In the event of a system crash, this feature will
     cause a core file to be written out.
(2) Core file generation may take up to 20 minutes.
(3) Selected core file is slot0:crash.hz
(4) Please make sure the above device has been installed,
    and ready to use
Core-dump enabled
Console> (enable) 

enable �&��  �3�f�J�Ï(»�
���@�o�I�^�æ�Ô��� �o�b�o�<�•

disable �&��  �3�f�J�Ï(»�
�:���.�o�I�^�æ�Ô��� �o�b�o�<�•
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set system core-file
set system core-file
�&��  ���T�o�+  �H�����^�,�
�0�o�Ô���æ�ê�” set system core-file �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set system core-file { device:[filename]}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é  filename �ê�Ÿ crashinfo� �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set system core-file �&�Q�f�<�
�I
��Ô���ã�”�:�C���,�,�é�4���6�"�Ç�s-��Ð���ù�Ô�•�­
2�å�:�C���,�,
�Ç-×�ß�Æ���å�¿�•�'�”���\�o  �T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

�&��  �3�f�J�Ç"’!¢�Ô���•�'�”�´
��Ð�����s4Ù�é�H�����^�â�ê�” _{yymmdd}-{hhmmss} �»�|�â�H�����^
�,�æ�ã
ƒ�Ç1J
��Ð���ù�Ô�•

�� �4�æ�”�:�H���^�;�é�&��  ���T�o�+  �H�����^�,�

ö!ª�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set system core-file bootflash:
Attach default filename crashinfo to the device
System core-file set.
Console> (enable)

�4�æ�”�&��  ���T�o�+  �H�����^�,�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set system core-file slot0:abc
System core-file set.
Console> (enable)

4P1j�&�Q�f�< set system core-dump

device �&��  ���T�o�+  �H�����^�Ç�;�=�Ð�����:�C���,�•�­
2�o�ê  
bootflash �Å���î  slot0 �â�Ô�•

filename 9Ô
›�ç9Õ�&��  ���T�o�+  �H�����^�é�,�è�•
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set system location
set system location
�*�,�9�S�é�•�²�
/��Î�Ô���æ�ê�” set system location �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set system location [location_string]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �•�²�é�¥�<�É�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�*�,�9�S�é�•�²�Ç�–
ð�Ð���ù�Ô�•

�� �4�æ�”�*�,�9�S�é�•�²�é�¥�<�É�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable)  set system location Closet 230 4/F
System location set.
Console> (enable)

4P1j�&�Q�f�< show system

location_string 9Ô
›�ç9Õ�*�,�9�S�Ç2)'Î�Ð���á�¿���•�²�
$��Ô�9� �,�;�¥�<�É�•
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set system modem
set system modem
�&�f�0�o�^  �P�o�;�â�U�:�S�Ù�î�Á'"�
���@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ô���æ�ê�” set system modem 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set system modem { enable | disable}

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�U�:�S�Ù�î�Á'"�Ç�:���.�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�”�&�f�0�o�^  �P�o�;�é�U�:�S�Ù�î�Á'"�
�:���.�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set system modem disable
Modem control lines disabled on console port.
Console> (enable) 

4P1j�&�Q�f�< show system

enable �&�f�0�o�^  �P�o�;�â�U�:�S�Ù�î�Á'"�
���"�9���I�æ�Ô��� �o�b�o�<�•

disable �&�f�0�o�^  �P�o�;�â�U�:�S�Ù�î�Á'"�
5V���"�9���I�æ�Ô��� �o�b�o�<�•
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set system name
set system name
�*�,�9�S�é�,�è�
.3�o�Ô���æ�ê�” set system name �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set system name [name_string]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�*�,�9�S�,�Ç.3�o�Ð���á�¿�ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f set system name �&�Q�f�<�

ö!ª�Ò�á�,���6�4�æ�,�è�

����°�á���ã�”�,���6�4�,�Ç�J�`�f�J�;�,�ã�Ò
�á
ö!ª�Ð���ù�Ô�•�Ú�Û�Ò�” set prompt �&�Q�f�<�

ö!ª�Ò�á�Î�é�J�`�f�J�;�¥�<�É�
�0�o�Ô���ã�”�Ø�é
�¥�<�É�Ç�J�`�f�J�;�ã�Ò�á
ö!ª�Ð���ù�Ô�•

�*�,�9�S�,�
�0�o�Ò�á�¿�å�¿�•�'�”�*�,�9�S�,�Ç�–
ð�Ð���”�*�,�9�S�,�æ�»�Ô��  DNS �^�6�"���6�J�Ç
4?�Ž�Ð���ù�Ô�•�,�è�Ç-×�ß�Æ�Þ�Ú�•�'�”�Ø�é�,�è�Ç
ö!ª�Ð���ù�Ô�•�,�è�Ç-×�ß�Æ���å�¿�•�'�”�,�è�Ç�0
�o�Ð���ù�Ö���•

�*�,�9�S�,�ê�¨�"  255 �¥�<�ù�â��(»�â�”�J�`�f�J�;�ê�¨�"  20 �¥�<�æ�â�È�ù�Ô�•�J�`�f�J�;�ã�Ò�á
ö!ª
�Ð����4Ù�æ�”�*�,�9�S�,�ê1¡�¾�æ#t'W�Ð���ù�Ô�•#t'W�Ð���Ú�*�,�9�S�,�æ�"�å��.%� 9Ô >9Õ�Ç1J
��Ð��
�ù�Ô�• DNS �^�6�"���6�J�æ���Þ�á�*�,�9�S�,�Ç-×�ß�Æ���å�¿�•�'�ê�”�<�T���f�,�Ç�å4°�Ð���á#t'W�Ð
���ù�Ô�•

�*�,�9�S�,�

ö!ª�Ò�á�J�`�f�J�;�Ç���ç�Ð���Ú�•�'�”�*�,�9�S�,�Ç���•�Ð�����ã�•�Â�Ð���ù�Ô�•�J�`�f
�J�;�
�»
G�â.3�o�Ò�á�”
×�2�â�ý�Î�é�J�`�f�J�;�

�� �È�â�È�ù�Ô�•�J�`�f�J�;�é���•�ê�” û�÷4?�Æ��
�á�¿���Ô�ô�á�é�.�6�*�Z�f�æ
û���Ð���ù�Ô�•

�,�è�
�0�o�Ò�å�Æ�Þ�Ú�•�'�”�*�,�9�S�,�Ç�–
ð�Ð���ù�Ô�•

�� �4�æ�”�*�,�9�S�,�
  Information Systems �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set system name Information Systems
System name set.
Console> (enable) 

4P1j�&�Q�f�< show system
set prompt

name_string 9Ô
›�ç9Õ�*�,�9�S�
/��Î�Ô���9� �,�;�¥�<�É�•
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set tacacs attempts
set tacacs attempts
TACACS+ �(�o�C�â.5�ˆ�Ð�����¨�"�`�#���f.\-��Á�™�
.3�o�Ô���æ�ê�” set tacacs attempts �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

set tacacs attempts count

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é.\-��Á�™�ê�:�H���^�;�â  3 �Á�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

�� �4�æ�” TACACS+ �(�o�C�â�¨�"�`�#���f.\-��Á�™�
  6 �Á�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set tacacs attempts 6
Tacacs number of attempts set to 6.
Console> (enable) 

4P1j�&�Q�f�< show tacacs

count .5�ˆ�Ð�����`�#���f.\-��Á�™�•�­
2�o�ê  1 :*  10 �â�Ô�•
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set tacacs key
set tacacs key
TACACS+ .z.=�Å���î�g� 
{�é�Ú�ü�é� �o�
.3�o�Ô���æ�ê�” set tacacs key �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set tacacs key key

�t�¥�é.‘�ÿ

�:�H���^�; key �é�:�H���^�;�o�ê  NULL �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �Î�é� �o�ê  TACACS+ �(�o�C�â
ö!ª�Ð����� �o�ã�+�Ó�æ�Ô����-Ð�Ç�½���ù�Ô�•�5-��,�M�o�,�ê�u-Þ�Ð
���ù�Ô�•� �o�]�Å���î� �o�Ã�è�é�,�M�o�,�ê�=�ù���ù�Ô�•� �o�]�é
±.†4F�æ�,�M�o�,�Ç�=�÷�Ò�á�¿�á
�ý�”�•!ª%S)D
Õ�Ç� �o�é	û1ñ�â�½���•�'�
4°�¿�á�”
Q2€�•!ª%S�ê
�-Ð�â�Ô�•� �o�ê�”�2�I�¥�<�
4°�¿
�á�”�´
���(»�å
›�ç�é  ASCII �¥�<�â�t�‘�â�È�ù�Ô�•

� �o�é43�Ð�ê  100 �¥�<�Â�)�æ�Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�”.z.=� �o�Å���î�g� 
{� �o�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set tacacs key Who Goes There
The tacacs key has been set to Who Goes There.
Console> (enable) 

4P1j�&�Q�f�< clear spantree uplinkfast
show tacacs

key .z.=�ã�g� 
{�æ
ö!ª�Ð�����´
���(»�å  ASCII �¥�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set tacacs server
set tacacs server
TACACS+ �(�o�C�
�o'õ�Ô���æ�ê�” set tacacs server �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set tacacs server ip_addr [primary ]

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �¨�"  3 ���é�(�o�C�
.3�o�â�È�ù�Ô�•�J�\���Q�]  �(�o�C�Ç.3�o�Ð���á�¿���•�'�”�Ø���Ç�¨�Ë�æ�–
³�Ð��
�ù�Ô�•�J�\���Q�]  �(�o�C�Ç.3�o�Ð���á�¿�å�¿�•�'�”�¨�Ë�æ.3�o�Ð���Ú�(�o�C�Ç�J�\���Q�]  �(�o�C�æ�å
���ù�Ô�•

�� �4�æ�” TACACS+ �(�o�C�Ç�=�÷�Ô���(�o�C�
.3�o�Ò�”�J�\���Q�]  �(�o�C�ã�Ò�á�0�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set tacacs server 170.1.2.20 primary
170.1.2.20 added to TACACS server table as primary server.
Console> (enable) 

4P1j�&�Q�f�< clear tacacs server
show tacacs

ip_addr TACACS+ �(�o�C�Ç�=�÷�Ô���(�o�C�é  IP ���<�_�,�•

primary 9Ô
›�ç9Õ�0�o�Ð���Ú�(�o�C�
�J�\���Q�]  TACACS+ �(�o�C�ã�Ò�á�0
�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set trunk
set trunk
�;�\�f�"  �P�o�;�
.3�o�Ò�”�â�=�é�;�\�f�"�æ�»�Ò�á.5�ˆ�Ð����  VLAN �]�,�;�æ  VLAN �
1J
��Ô���æ
�ê�” set trunk �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�•

set trunk mod/port { on | off | desirable | auto | nonegotiate}[ vlans] [isl | dot1q | negotiate] 

set trunk all off

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�é�P�o�;  �U�o�<�ê  auto �â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•

mod/port �U�+�X�o�^!ß� �Å���î�U�+�X�o�^�é�P�o�;!ß� �•

on �P�o�;�
�•�Ù"›�æ�;�\�f�"  �P�o�;�æ�Ò�”4Þ�’�P�o�;�Ç�;�\�f�"  �P�o�;�æ�å����
�Á�&�Ô� �o�b�o�<�•4Þ�’�P�o�;�Ç�;�\�f�"�æ�å���Î�ã�æ�+�ç�Ò�å�Ê�á�ý�”�P�o�;
�ê�;�\�f�"  �P�o�;�æ�å���ù�Ô�•

off �P�o�;�
�•�Ù"›�æ5V�;�\�f�"  �P�o�;�æ�Ò�”4Þ�’�P�o�;�Ç5V�;�\�f�"  �P�o�;�æ�å
�����Á�&�Ô� �o�b�o�<�•4Þ�’�P�o�;�Ç5V�;�\�f�"  �;�\�f�"�æ�å���Î�ã�æ�+�ç�Ò
�å�Ê�á�ý�”�P�o�;�ê5V�;�\�f�"  �P�o�;�æ�å���ù�Ô�•

desirable 4Þ�’�P�o�;�Ç�;�\�f�"  �]�f�"�æ�å�����Á�”�P�o�;�Ç�æ���"�9���I�æ�@�'�*���o
�*�Z�f�
-��Á���Á�æ�Ô��� �o�b�o�<�•

auto 4Þ�’�P�o�;�æ�;�\�f�"  �]�f�"�
�@�'�*���o�*�Z�f�Ò�Ú�•�'�æ�”�P�o�;�
�;�\�f
�"  �P�o�;�æ�Ô��� �o�b�o�<�•

nonegotiate �P�o�;�
�•�Ù"›�æ�;�\�f�"  �P�o�;�æ�Ô���Ç�”�@���C�o�ó�é  DTP �H�_�o�S�é1M�>
�
4•�[�Ô��� �o�b�o�<�•

vlans 9Ô
›�ç9Õ�;�\�f�"
��â.5�ˆ�Ð����  VLAN �é�]�,�;�æ1J
��Ô��  VLAN �•�­
2�o�ê  1 
:*  1000�” 1025 :*  4094 �â�Ô�•

isl 9Ô
›�ç9Õ7�1f�ù�Ú�ê�!���F�6�;  ���o�(�@�6�;  �P�o�;
��é  ISL �;�\�f�"�
�0�o�Ô��
� �o�b�o�<�•

dot1q 9Ô
›�ç9Õ7�1f�ù�Ú�ê�!���F�6�;  ���o�(�@�6�;  �P�o�;
��é  IEEE 802.1Q �;�\�f�"
�
�0�o�Ô��� �o�b�o�<�•

negotiate 9Ô
›�ç9Õ4Þ�’�P�o�;�é.3�o�ã�Ï(»�æ���Ó�á�”�P�o�;�Ç  ISL9Ô���59Õ�;�\�f�"�ù�Ú
�ê  802.1Q �;�\�f�"�æ�å�����Á�æ�0�o�Ô��� �o�b�o�<�•

all off �Ô�ô�á�é�P�o�;�â�é�;�\�f� �f�#�
���H�æ�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set trunk

 


ö!ª
��é�����<�\���f �Î�é�&�Q�f�<�ê�” NAM �â�ê�(�P�o�;�Ð���ù�Ö���•

�4�é
ö!ª
��é�����<�\���f�ê�” set trunk �&�Q�f�<�

ö!ª�Ô���•�'�æ1¡!ª�Ð���ù�Ô�•

• EtherChannel �;�\�f�"�é.3�o�(�æ  trunk-type � �o�b�o�<9Ô isl�” dot1q�” negotiate9Õ�Ç�0�o�Ð���á
�¿�å�¿�•�'�” û�÷�é�;�\�f�"  �2���J�ê�Ç5À�
���Ì�ù�Ö���•

• �;�\�f�"�
�:�H���^�;�é�;�\�f�"  �2���J�Å���î�U�o�<�æ�¯�Ô�æ�ê�” clear trunk  mod/port �&�Q�f�<
�
�I
��Ò�ù�Ô�•

• �;�\�f� �f�#�Ï(»�ê�B�o�<�������æ���=�Ò�ù�Ô�•�B�o�<�������é�;�\�f� �f�#�Ï(»�
#Õ.z�Ô���æ
�ê�”�¡ Catalyst 6000 Family Module Installation Guide�¢�

ó�–�Ô���Æ�” show port capabilities �&
�Q�f�<�
�I
��Ò�á�Ê�Û�Ð�¿�•

• Catalyst 6000 �H���R�]  �,���6�4�â�ê�” DTP �

ö!ª�Ò�á�” EtherChannel �P�o�;
��â)D
G"›�æ�;�\
�f�"  �]�f�"�é�@�'�*���o�*�Z�f�
-��¿�ù�Ô�•�P�o�;�Ç�;�\�f�"  �P�o�;�æ�å�����Á�æ�@�'�*���o
�*�Z�f�
-��Á�Æ�ä�Á�Æ�ê�”�P�o�;�æ�0�o�Ð���Ú�U�o�<�ã�;�\�f�"  �2���J�æ���=�Ò�ù�Ô�•�;�\�f�"  
�P�o�;�é�@�'�*���o�*�Z�f�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 6000 Family Software Configuration
Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

• DTP �ê  PPP9Ô�P���f�;�7�o�P���f�;  �J�`�;�&�^9Õ�â�Ô�•�Ú�Û�Ò�”���f�2�o�@�6�;�b�o� �f�#-]'Î
�æ���Þ�á�ê�” DTP �H�_�o�S�Ç�\�Ò�Ê0©1M�Ð���å�¿�Î�ã�Ç�½���ù�Ô�•�]�f�"�
�ù�Ú�Ç���;�\�f�"�

�ç�Ñ�Ò�á�¿�å�¿�•�'�” Catalyst 6000 �H���R�]
•���é�,���6�4-]'Î�æ�’&ï�Ð���Ú�P�o�;�â�;�\�f� 
�f�#�
 ���H �æ�Ò�á�¿���ã�”�Î�é�ç5ô�
4•�[�â�È�ù�Ô�• Cisco �^�o�2�ó�é�]�f�"
��é�;�\�f�"�
��
�@�o�I�^�æ�Ô���•�'�ê�” noneg � �o�b�o�<�
�I
��Ò�á�Ê�Û�Ð�¿�•�Î���æ�����”�P�o�;�ê�;�\�f�"�

.3�o�Ò�á�ý  DTP �H�_�o�S�
!¢�‘�Ò�ù�Ö���•

• �;�\�f�"�â.5�ˆ�Ð���á�¿���]�,�;�Æ��  VLAN �
�å4°�Ô���æ�ê�” clear trunk  mod/port vlans �&�Q�f
�<�
�I
��Ò�ù�Ô�•�P�o�;�
�¨�Ë�æ�;�\�f�"�ã�Ò�á.3�o�Ô���(�P�â�ê�” set trunk �&�Q�f�<�æ�����”
�ñ�æ�;�\�f�"�é.5�ˆ  VLAN �]�,�;�æ �Ô�ô�á�é  VLAN �Ç1J
��Ð���ù�Ô�• VLAN %¸�Ð�
�0�o�Ò�á�ý�”
�Ø�é  VLAN %¸�Ð�ê�u-Þ�Ð���ù�Ô�•

• .5�ˆ�Ð���á�¿���]�,�;�Æ��  VLAN �
�å4°�Ô���æ�ê�” clear trunk  mod/port vlans �&�Q�f�<�
�I
��Ò
�ù�Ô�•�å4°�Ð���Ú  VLAN �
�ß�â1J
��Ô���æ�ê�” set trunk mod/port vlans �&�Q�f�<�
�I
��Ò�ù�Ô�•

• MSM �P�o�;�â.5�ˆ�Ð���á�¿��  VLAN �é%¸�Ð�ê���•�â�È�ù�Ö���• MSM �P�o�;�ê  IEEE 802.1Q �2
���J�é�;�\�f�"�ã�Ò�á�é�ú.3�o�â�È�ù�Ô�•

• EtherChannel �P�o�;�â�;�\�f� �f�#�é�@�'�*���o�*�Z�f�
-��Á�æ�ê�”�P�o�;�Ç�+�Ó  VTP �<�T���f
�]�æ�=�÷�Ò�á�¿����-Ð�Ç�½���ù�Ô�•�Ú�Û�Ò�”!ã�å���<�T���f�æ�½�Þ�á�ý�” on �ù�Ú�ê  noneg �U�o�<
�

ö!ª�Ò�á�”�P�o�;�
�•�Ù"›�æ�;�\�f�"�æ�Ô���Î�ã�Ç�â�È�ù�Ô�•

�� �4�æ�”�U�+�X�o�^  1 
��é�P�o�;  2 �
�;�\�f�"  �P�o�;�ã�Ò�á.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set trunk 1/2 on
Port(s) 1/2 trunk mode set to on.
Console> (enable)

�4�æ�”�;�\�f�"  �P�o�;�æ�»�Ò�á.5�ˆ�Ð���á�¿��  VLAN �]�,�;�æ  VLAN 5 :*  50 �
1J
��Ô�����
$��Ò�ù
�Ô9ÔVLAN �ê  clear trunk  �&�Q�f�<�æ���Þ�á�”.5�ˆ�Ð���á�¿���]�,�;�Æ��
P�è�æ�å4°�Ð���á�¿�ù�Ô9Õ �•

Console> (enable) set trunk 1/1 5-50
Adding vlans 5-50 to allowed list.
Port(s) 1/1 allowed vlans modified to 1,5-50,101-1005.
Console> (enable)
2-543
Catalyst 6000 �H���R�]  �&�Q�f�<  �]�H���_�f�,  - �]�]�o�,  6.3 �Å���î  6.4

78-12786-02-J



%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set trunk
�4�æ�” desirable �U�o�<�â�U�+�X�o�^  4 
��é�P�o�;  5 �
  802.1Q �;�\�f�"  �P�o�;�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set trunk 4/5 desirable dot1q
Port(s) 4/5 trunk mode set to desirable.
Port(s) 4/5 trunk type set to dot1q.
Console> (enable)

�4�æ�”�;�\�f�"  �U�o�<�
  desirable �æ.3�o�Ò�”�;�\�f�"  �2���J�
  negotiate �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set trunk 2/5 desirable negotiate
Port(s) 2/5 trunk mode set to desirable.
Port(s) 2/5 trunk type set to negotiate.
Console> (enable)

�4�æ�”�;�\�f�"  �U�o�<�
  off �æ.3�o�Ò�”�;�\�f�"  �2���J�
  negotiate �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Console> (enable) set trunk 2/5 off negotiate
Port(s) 2/5 trunk mode set to off.
Port(s) 2/5 trunk type set to negotiate.
Console> (enable)

4P1j�&�Q�f�< clear trunk
set vtp
show trunk
show vtp statistics
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
set vtp pruneeligible
set vtp pruneeligible
�J�^�o�>�f�#1¡�p  VTP �<�T���f  VLAN �
�0�o�Ô���æ�ê�” set vtp pruneeligible �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

set vtp pruneeligible vlans

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�” VLAN 2 :*  1000 �Ç�J�^�o�>�f�#1¡�p�â�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f VTP �J�^�o�>�f�#�æ�����” $�o�é�,���6�4  �P�o�;���â�J�^�o�>�f�#1¡�p  VLAN �æ�²�û�Ô���,�9�o�*�Z
�f�Ç�å�¿�•�'�”�Ø�é  VLAN �é�±�Ž�ê  VTP �•�Â�Æ���å4°�Ð�����Î�ã�æ�å���ù�Ô�• VTP �J�^�o�>�f�#�

���@�o�I�^�æ�Ô���æ�ê�” set vtp �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�:�H���^�;�â�ê�” VLAN 2 :*  1000 �Ç�J�^�o�>�f�#1¡�p�â�Ô�• set vtp pruneeligible �&�Q�f�<�

ö!ª�Ô
����-Ð�Ç�½���é�ê�”�è�æ  clear vtp pruneeligible �&�Q�f�<�

ö!ª�Ò�á�¿�Ê�ß�Æ�é  VLAN �
�J�^�o�>�f
�#
�1¡�p�æ�Ò�Ú�•�'�Û�Ì�â�Ô�• VLAN �
�J�^�o�>�f�#
�1¡�p�æ�Ò�Ú�•�'�ê�” set vtp pruneeligible �&�Q
�f�<�

ö!ª�Ò�á�”�c�2�J�^�o�>�f�#1¡�p�æ�Ò�ù�Ô�•

�� �4�æ�” VLAN 120 �Å���î  150 �é�J�^�o�>�f�#1¡�p�H�
.3�o�Ô�����
$��Ò�ù�Ô�•

Console> set vtp pruneeligible 120,150
Vlans 120,150 eligible for pruning on this device.
VTP domain nada modified.
Console>

�Î�é���â�ê�” clear vtp pruneeligible �&�Q�f�<�

ö!ª�Ò�á�” VLAN 200 :*  500 �Ç�J�^�o�>�f�#
�1¡�p�æ
�Ð���á�¿�ù�Ô�•�4�æ�” VLAN 220 :*  320 �
�c�2�J�^�o�>�f�#1¡�p�æ�Ô�����
$��Ò�ù�Ô�•

Console> set vtp pruneeligible 220-320
Vlans 2-199,220-320,501-1000 eligible for pruning on this device.
VTP domain Company modified.
Console>

4P1j�&�Q�f�< show vtp domain
set vlan
clear vtp pruneeligible

vlans VLAN !ß� �é%¸�Ð�•�­
2�o�ê  2 :*  1000 �â�Ô�•
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show default
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
show interface
4P1j�&�Q�f�< set interface

dest �&�f�0�o�^  �P�o�;�Ç�’&ï�Ð�����N�,�;�é  IP ���<�_�,  

sc0 ���f�C�f�<  ���f�2�o�H�����,�æ4P�Ô���±�Ž

vlan sc0 ���f�2�o�H�����,�Ç
����°�á�����á�¿��  VLAN 9Ô%¤!� VLAN 9Õ
�é!ß� 

inet ���f�2�o�H�����,�é  IP ���<�_�,

netmask ���f�2�o�H�����,�é�@�6�;�b�o�"  �Q�,�"

broadcast ���f�2�o�H�����,�é�I�`�o�<� �V�,�;  ���<�_�,

dhcp server DHCP �(�o�C�é  IP ���<�_�,

-+ 2-33 show interface �&�Q�f�<�é�´
��H���o�^�<  9Ô&ï�È9Õ

�H���o�^�< .‘�ÿ
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
show ip permit
4P1j�&�Q�f�< clear ip permit
set ip permit
set snmp trap

Last Accessed Time �Ø�é���<�_�,�Æ���,���6�4�ó�é�`�#���f�Ç�¨�ß�æ.\-��Ð���Ú�ã�(

Type �`�#���f.\-��é�2���J

-+ 2-35 show ip permit �&�Q�f�<�é�´
��H���o�^�<  9Ô&ï�È9Õ

�H���o�^�< .‘�ÿ
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
show pbf
4P1j�&�Q�f�< clear pbf
set pbf 
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
show snmp
Community-Access     Community-String
----------------     --------------------
read-only            public
read-write           private
read-write-all       secret

Trap-Rec-Address                           Trap-Rec-Community
----------------------------------------   --------------------
192.122.173.42                             public
Console> 

-+ 2-74 �æ�” show snmp �&�Q�f�<�â9Ô�0�o�Ò�Ú�P�o�;  �2���J�æ���Ó�á9Õ�´
��Ð������(»�H�é�½��
�H���o�^�<�
$��Ò�ù�Ô�•

4P1j�&�Q�f�< set snmp rmon
set snmp trap

-+ 2-74 show snmp �&�Q�f�<�é�´
��H���o�^�<

�H���o�^�< .‘�ÿ

RMON RMON �Ç���@�o�I�^�ù�Ú�ê�:���.�o�I�^�é�ä�Ü���æ.3�o�Ð���á�¿��
�Æ�
$��Ô�,�9�o�2�,

Extended RMON ���›  RMON �Ç���@�o�I�^�ù�Ú�ê�:���.�o�I�^�é�ä�Ü���æ.3�o�Ð���á
�¿���Æ�
$��Ô�,�9�o�2�,

Traps Enabled ���@�o�I�^�æ�å�Þ�á�¿���;�\�6�J  �2���J

Port Traps Enabled linkup/linkdown �;�\�6�J�Ç���@�o�I�^�æ�å�Þ�á�¿���P�o�;�é�.�6�;

Community-Access .3�o�Ð���Ú  SNMP �&�R�X�>�9��

Community-String �& SNMP �&�R�X�>�9���æ4P1j
ƒ�Ì�����Ú  SNMP �&�R�X�>�9��  �,�;
�]�f�#

Trap-Rec-Address �;�\�6�J  �_�*�o�C  �N�,�;�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,

Trap-Rec-Community �;�\�6�J  �_�*�o�C�é�T�6�.�o�+�
�;�\�6�J�Ô���Ú�ü�æ
ö!ª�Ð����  
SNMP �&�R�X�>�9��  �,�;�]�f�#
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
show tech-support
config � �o�b�o�<�
�0�o�Ò�Ú�•�'�” show tech-support �&�Q�f�<�æ���Þ�á�”�4�é�&�Q�f�<�é�´
��Ç-+$�
�Ð���ù�Ô�•

• show config

• show flash

• show log

• show microcode

• show module

• show port

• show spantree active

• show spantree summary

• show system

• show test

• show trunk

• show version

• show vlan

9Ô�H9Õ MISTP �Ç�s-��Ð���á�¿���•�'�ê�” show spantree active �&�Q�f�<�ã  show spantree summary �&�Q
�f�<�é�´
��â�ê�å�Ê�” show spantree mistp-instance active �&�Q�f�<�ã  show spantree summary 
mistp-instance �&�Q�f�<�é�´
��Ç-+$��Ð���ù�Ô�•

memory � �o�b�o�<�
�0�o�Ò�Ú�•�'�” show tech-support �&�Q�f�<�æ���Þ�á�”�4�é�&�Q�f�<�é�´
��Ç-+
$��Ð���ù�Ô�•

• ps

• ps -c

• show cam static

• show cam system

• show flash

• show memory buffers

• show microcode

• show module

• show proc

• show proc mem

• show proc cpu

• show system

• show spantree active

• show version

�U�+�X�o�^�”�P�o�;�”�ù�Ú�ê  VLAN �é!ß� �
�0�o�Ò�Ú�•�'�ê�”	û)x"›�å�*�,�9�S�±�Ž�ã�”�0�o�Ò�Ú�&
�f�P�o�@�f�;�é�±�Ž�Ç-+$��Ð���ù�Ô�•

4P1j�&�Q�f�< �Ÿ
ö!ª
��é�����<�\���f� �é5Ä�æ$��Ò�Ú�&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
show udld
-+ 2-93 �æ�” show udld �&�Q�f�<�é�´
��æ�=�ù�����H���o�^�<�
$��Ò�ù�Ô�•

4P1j�&�Q�f�< set udld
set udld aggressive-mode
set udld interval

-+ 2-93 show udld �&�Q�f�<�é�´
��H���o�^�<

�H���o�^�< .‘�ÿ

UDLD UDLD �Ç���@�o�I�^�ù�Ú�ê�:���.�o�I�^�é�ä�Ü���æ.3�o�Ð���á�¿
���Æ�
$��Ô�,�9�o�2�,

Port �U�+�X�o�^�Å���î�P�o�;!ß� 

Admin Status %¤!��,�9�o�2�,�Ç���@�o�I�^�ù�Ú�ê�:���.�o�I�^�é�ä�Ü���æ.3�o�Ð
���á�¿���Æ�
$��Ô�,�9�o�2�,

Aggressive Mode ���#�_�6�*�I  �U�o�<�Ç���@�o�I�^�ù�Ú�ê�:���.�o�I�^�é�ä�Ü���æ
.3�o�Ð���á�¿���Æ�
$��Ô�,�9�o�2�,

Link State �]�f�"�é�,�9�o�2�,9æ undetermined9Ô���´�é�s-�
��”�ù�Ú�ê  
UDLD �Ç�@���C�o�â�:���.�o�I�^�æ�å�Þ�á�¿��9Õ �” not applicable

9ÔUDLD �Ç�P�o�;�â�(�P�o�;�Ð���á�¿�å�¿�” UDLD �Ç�P�o�;�â�:��
�.�o�I�^�æ�å�Þ�á�¿���”�ù�Ú�ê�P�o�;�Ç�:���.�o�I�^�æ�å�Þ�á�¿
��9Õ�” shutdown9Ô
±	û�Ç�0�]�f�"�Ç���´�Ð���”�P�o�;�Ç�:���.�o�I
�^�æ�å�Þ�á�¿��9Õ �” bidirectional9Ô
±	û�Ç�0�]�f�"�Ç���´�Ð���Ú9Õ �•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
squeeze
squeeze
�H�\�6�*�X  �H�����^�
�×&ï"›�æ�å4°�Ô���æ�ê�” squeeze �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

squeeze [m/]device:

�t�¥�é.‘�ÿ

�:�H���^�; �Î�é�&�Q�f�<�æ�ê�”�:�H���^�;.3�o�ê�½���ù�Ö���•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f �:�C���,�
�0�o�Ò�Ú�½�ã�æ�”�&�`�f9Ô :9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

�� �4�æ�” squeeze �&�Q�f�<�

ö!ª�Ò�á�,�`�6�;  0 �é�H�\�6�*�X  �H�����^�
�å4°�Ò�Ú�½�ã�” show flash �&
�Q�f�<�

ö!ª�Ò�á�å4°�
#Õ.z�Ô�����
$��Ò�ù�Ô�•

Console> squeeze slot0:
All deleted files will be removed, proceed (y/n) [n]? y
Squeeze operation may take a while, proceed (y/n) [n]? y
..........................................................
Console> show flash
-#- ED --type-- --crc--- -seek-- nlen -length- -----date/time------ name
  1 .. 2        f3a3e7c1  607f80   24  6061822 Mar 31 2000 15:42:49 cat6000-sup.
5-5-1.bin
7336000 bytes available (1052608 bytes used)
Console>

4P1j�&�Q�f�< dir 9æ�,���6�4
undelete
show flash

m/ 9Ô
›�ç9Õ�H�\�6�*�X  �:�C���,�Ç�=�ù�����,�o�D�o�C���)  ���f�+�f�é
�U�+�X�o�^!ß� �•

device: �H�\�6�*�X�Ç�=�÷�Ô���:�C���,�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
write
�4�æ�”
P�è�æ�0�o�Ò�Ú�•�²�æ�”�s-�
��é�*�,�9�S  �&�f�H���!�X�_�o�*�Z�f�
���6�J�`�o�<�Ô�����
$�
�Ò�ù�Ô�•

Console> (enable) write memory
Upload configuration to bootflash:switch.cfg
7165844 bytes available on device bootflash, proceed (y/n) [n]? y
Console> (enable)

4P1j�&�Q�f�< set config mode
show config
copy
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
write tech-support
write tech-support
�,���6�4�æ4P�Ô���,�9�o�2�,�±�Ž�
�=�û�_�P�o�;�
!¢�‘�Ò�Ú���”�&�Q�f�<�´
��
  TFTP �(�o�C�æ���6�J
�`�o�<�Ò�Ú���Ô���æ�ê�” write tech-support �&�Q�f�<  �.�6�;�

ö!ª�Ò�ù�Ô�• TFTP �(�o�C�Æ���”
Technical Assistance Center �ó�´
��
1M�>�â�È�ù�Ô�•

write tech-support host file [module mod] [vlan vlan] [memory] [config]

write tech-support host file [port mod/port] [vlan vlan] [memory] [config]

�t�¥�é.‘�ÿ

�:�H���^�; �:�H���^�;�â�ê�”�Î�é�&�Q�f�<�æ���Þ�á�”�9�"�>���^�(�P�o�;�æ4P1j�Ô��  show �&�Q�f�<�é�´
��Ç-+$�
�Ð���ù�Ô�•-+$��Ô���±�Ž�é�2���J�
�0�o�Ô���æ�ê�”� �o�b�o�<�

ö!ª�Ò�ù�Ô�•�D�\�T�o�2�
�ù�Þ�Ú�Ê�0
�o�Ò�å�Æ�Þ�Ú�•�'�ê�”�Ô�ô�á�é.3�o�”�T�U�]�”�U�+�X�o�^�”�P�o�;�”���f�,�2�f�,�”�Å���î  VLAN �é
�:�o�2�Ç-+$��Ð���ù�Ô�•

�&�Q�f�<�é$³6� �,���6�4  �&�Q�f�<�•

�&�Q�f�<  �U�o�<  $�­�•


ö!ª
��é�����<�\���f

�H�ç �@�6�;�b�o�"  �.�#�T�f�;
��é
±	û�ù�Ú�ê-„�™�é�,���6�4�â�”-„�™�é  write tech-support �&�Q�f�<�

�s-��Ò�å�¿�â�Ê�Û�Ð�¿�•�s-��Ô���ã�”�,�D�>�f�#  �7�]�o�Ç
��_�o�æ�å���Î�ã�Ç�½���ù�Ô�•

9Ô�H9Õ write tech-support �é�´
�
��æ  Ctrl+C �
�ü�Ô�ã�” TFTP �(�o�C�ó�é�´
��H�����^�Ç
��b�K�æ�å���Î
�ã�Ç�½���ù�Ô�•

9Ô�H9Õ �±�Ž�
�H�����^�ó���6�J�`�o�<�Ô���•�'�ê�” write tech-support �&�Q�f�<  �
�s-��Ô���è�æ�”�H����
�^�Ç�Ô�â�æ  TFTP �(�o�C�æ�=�÷�Ò�á�¿���Î�ã�”�H�����^�Ç1¡�¾�å�­4¢�
�,�Þ�á�¿���Î�ã�”�Ð���æ�@�6
�;�b�o�"�’&ï�Ç)Ÿ�b�å�Î�ã�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•

host �N�,�;�é  IP ���<�_�,�ù�Ú�ê  IP �����]���,�•
file �&�f�H���!�X�_�o�*�Z�f  �H�����^�é�,�è�•

module mod 9Ô
›�ç9Õ�U�+�X�o�^!ß� �
�0�o�Ô��� �o�b�o�<�Å���î���™�•

vlan vlan 9Ô
›�ç9ÕVLAN �
�0�o�Ô��� �o�b�o�<�Å���î���™�•�­
2�o�ê�” 1 :*  
1001 �Å���î  1025 :*  4094 �â�Ô�•

port mod/port 9Ô
›�ç9Õ�U�+�X�o�^�ã�U�+�X�o�^
��é�P�o�;�
�0�o�Ô��� �o�b�o�<�Å
���î���™�•

memory 9Ô
›�ç9Õ�T�U�]�Å���î�J�`�.�6�(�é A���±�Ž�
�0�o�Ô��� �o�b�o�<�•

config 9Ô
›�ç9Õ�,���6�4�é.3�o�±�Ž�
�0�o�Ô��� �o�b�o�<�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
write tech-support
config � �o�b�o�<�
�0�o�Ô���ã�” write tech-support �&�Q�f�<�æ���Þ�á�”�4�é�&�Q�f�<�é�´
��Ç-+$��Ð
���ù�Ô�•

• show config

• show flash

• show log

• show microcode

• show module

• show port

• show spantree active

• show spantree summary

• show system

• show test

• show trunk

• show version

• show vlan

9Ô�H9Õ MISTP �Ç�s-��Ð���á�¿���•�'�ê�” show spantree active �&�Q�f�<�ã  show spantree summary �&�Q
�f�<�é�´
��â�ê�å�Ê�” show spantree mistp-instance active �&�Q�f�<�ã  show spantree summary 
mistp-instance �&�Q�f�<�é�´
��Ç-+$��Ð���ù�Ô�•

memory � �o�b�o�<�
�0�o�Ô���ã�” write tech-support �&�Q�f�<�æ���Þ�á�”�4�é�&�Q�f�<�é�´
��Ç-+$�
�Ð���ù�Ô�•

• ps

• ps -c

• show cam static

• show cam system

• show flash

• show memory buffers

• show microcode

• show module

• show proc

• show proc mem

• show proc cpu

• show system

• show spantree active

• show version

9Ô�H9Õ MISTP �Ç�s-��Ð���á�¿���•�'�ê�” show spantree active �&�Q�f�<�é�´
��â�ê�å�Ê�” show spantree 
mistp-instance active �&�Q�f�<�é�´
��Ç-+$��Ð���ù�Ô�•
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%Y 2 %(      Catalyst 6000 �H���R�]  �,���6�4�Å���î  ROM �U�>�2  �&�Q�f�<
write tech-support
�U�+�X�o�^�”�P�o�;�”�ù�Ú�ê  VLAN �é!ß� �
�0�o�Ò�Ú�•�'�ê�”	û)x"›�å�*�,�9�S�±�Ž�ã�”�0�o�Ò�Ú�&
�f�P�o�@�f�;�é�±�Ž�Ç-+$��Ð���ù�Ô�•

�� �4�æ�”�9�"�>���^  �_�P�o�;�
���6�J�`�o�<�Ô�����
$��Ò�ù�Ô�•

Console> (enable) write tech-support 172.20.32.10 tech.txt
Upload tech-report to tech.txt on 172.20.32.10 (y/n) [n]? y
/
Finished network upload.  (67784 bytes)
Console> (enable) 

4P1j�&�Q�f�< show tech-support
�Ÿ
ö!ª
��é�����<�\���f� �é5Ä�æ$��Ò�Ú�&�Q�f�<�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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Catalyst 6000 �H���R�]  �&�Q�f�<  �
78-12786-02-J
A P P E N D I X A

!Û.†

-+ A-1 �æ�”�Î�é�Q�>�X���^�â
ö!ª�Ò�á�¿��!Û.†�ã�Ø�é�ç�g�
$��Ò�ù�Ô�•

-+ A-1 !Û.†	û-é

!Û.† .‘�ÿ

AAA Authentication, Authorization, Accounting9Ô.z.=�”.5���”�������f�9��
�f�#9Õ

AAL ATM Adaptation Layer9ÔATM ���3�J�9�o�*�Z�f  �_���W9Õ

ACE Access Control Entry9Ô���"�.�,  �&�f�;�`�o�^  ���f�;�]9Õ

ACL Access Control List9Ô���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ

AFI Authority and Format Identifier

AMP Active Monitor Present

APaRT Automated Packet Recognition and Translation9Ô)D
G�D�$�6�;.z/��Å��
�î���µ9Õ

ARP Address Resolution Protocol9Ô���<�_�,.��ÿ�J�`�;�&�^9Õ

ASLB Accelerated Server Load Balancing9ÔAccelerated Server �`�o�<  �C�\�f�*
�f�#9Õ

ATM Asynchronous Transfer Mode9Ô5V�+�¼0©1M�U�o�<9Õ

BES Bursty Errored Seconds9Ô�C�o�,�;  ���\�o$}�™9Õ

BIA Bottom Interface Adapter

BPDU Bridge Protocol Data Unit9Ô�I�]�6�+  �J�`�;�&�^  �:�o�2  �Y�>�6�;9Õ

BRF Bridge Relay Function9Ô�I�]�6�+  �]�_�o�Ï(»9Õ

BUS Broadcast and Unknown Server

CAM Content-Addressable Memory9Ô1j�Ð�T�U�]9Õ

CDP Cisco Discovery Protocol9Ô�*�,�&���´�J�`�;�&�^9Õ

CEF Cisco Express Forwarding

CLI Command-Line Interface9Ô�&�Q�f�<�\���f  ���f�2�o�H�����,9Õ

COPS Common Open Policy Service

COPS-DS COPS Differentiated Services 

COPS-PR COPS for Provisioning 

CoS Class of Service9Ô�(�o�F�,  �"�\�,9Õ

CPLD Complex Programmable Logic Device
A-1
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ƒ3s A      !Û.†
CRC Cyclic Redundancy Check9Ô�¼�Á�l43���O9Õ

CRF Concentrator Relay Function9Ô�&�f�.�f�;�_�o�2  �]�_�o�Ï(»9Õ

DCC Data Country Code9Ô�:�o�2  ���f�;�]  �&�o�<9Õ

DEC Digital Equipment Corporation

DFI Domain-Specific Part Format Identifier

DHCP Dynamic Host Configuration Protocol

DISL Dynamic Inter-Switch Link

DMP Data Movement Processor

DNS Domain Name System9Ô�<�T���f  �@�o�S �*�,�9�S9Õ

DRAM Dynamic RAM

DRiP Dual Ring Protocol

DSAP Destination Service Access Point9Ô�p�5�(�o�F�,  ���"�.�,  �P���f�;9Õ

DSBM Designated Subnet Bandwidth Manager

DSCP Differentiated Services Code Point9ÔDiffServ �&�o�<  �P���f�;9Õ

DSP Digital Signal Processing �ù�Ú�ê  Processor9Ô�:�+�2�^�>� �£!��ù�Ú�ê�J
�`�.�6�(9Õ

DTP Dynamic Trunking Protocol9Ô�3���=�R�6�"  �;�\�f� �f�#  �J�`�;�&�^9Õ

EAP Extensible Authentication Protocol

EARL Enhanced Address Recognition Logic

EEPROM Electrically Erasable Programmable Read-Only Memory9Ô5��Ç"›�æ�–
ð
��(»�â�J�`�#�\�R�f�#��(»�å  ROM9Õ

ESI End-System Identifier9Ô���f�<  �*�,�9�S/��Î�69Õ

FCS Frame Check Sequence9Ô�H�_�o�S �4���6�"  �*�o�$�f�,9Õ

FEFI Far End Fault Indication

GARP General Attribute Registration Protocol

GBIC Gigabit Interface Converter9Ô�!���F�6�;  ���f�2�o�H�����,  �&�f�C�o�29Õ

GMRP GARP Multicast Registration Protocol

GSR Gigabit Switch Router9Ô�!���F�6�;  �,���6�4  �^�o�29Õ

GVRP GARP VLAN Registration Protocol

HCRMON High Capacity RMON

HDD Hard Disk Drive Driver

HTTP HyperText Transfer Protocol9Ô�B���D�o�9� �,�;0©1M�J�`�;�&�^9Õ

ICD International Code Designator

ICMP Internet Control Message Protocol9Ô���f�2�o�@�6�;�Ù�î�T�6�.�o�+  �J�`
�;�&�^9Õ

IETF Internet Engineering Task Force9Ô���f�2�o�@�6�;�Û-� $�Î.ž�O�”�¬
³9Õ

IDP Initial Domain Part

IDSM Intrusion Detection System Module
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IGMP Internet Group Management Protocol9Ô���f�2�o�@�6�;  �#�^�o�J%¤!��J
�`�;�&�^9Õ

ILMI Integrated Local Management Interface9Ô&Ô�'�`�o���^%¤!����f�2�o�H��
���,9Õ

IP Internet Protocol9Ô���f�2�o�@�6�;  �J�`�;�&�^9Õ

IPC Interprocessor Communication9Ô�J�`�.�6�(4F1b�>9Õ

IPX Internetwork Packet Exchange

ISL Inter-Switch Link9Ô�,���6�44F�]�f�"9Õ

ISO International Organization for Standardization9Ô�Ö4Ù�¡�0
{�Ï�t9Õ

KDC Key Distribution Center9Ô� �o"’-��ê9Õ

LAN Local Area Network9Ô�`�o���^���]��  �@�6�;�b�o�"9Õ

LANE LAN Emulation9ÔLAN ���R�X�_�o�*�Z�f9Õ

LCP Link Control Protocol9Ô�]�f�"  �&�f�;�`�o�^  �J�`�;�&�^9Õ

LCV Line Code Violation Seconds

LD LocalDirector

LEC LAN Emulation Client9ÔLAN ���R�X�_�o�*�Z�f  �"�\�����f�;9Õ

LECS LAN Emulation Configuration Server9ÔLAN ���R�X�_�o�*�Z�f  �&�f�H��
�!�X�_�o�*�Z�f  �(�o�C9Õ

LEM Link Error Monitor9Ô�]�f�"  ���\�o  �U�>�29Õ

LER Link Error Rate9Ô�]�f�"  ���\�o  �_�o�;9Õ

LES LAN Emulation Server9ÔLAN ���R�X�_�o�*�Z�f  �(�o�C9Õ�ù�Ú�ê  Line 
Errored Seconds9Ô�Á'"���\�o$}�™9Õ

LLC Logical Link Control9Ô.°!��]�f�"�Ù�î9Õ

MAC Media Access Control9Ô�T�:����  ���"�.�,�Ù�î9Õ

MDG Multiple Default Gateway9Ô-„�™�:�H���^�;  �%�o�;������9Õ

MIB Management Information Base9Ô%¤!��±�Ž�L�o�,9Õ

MII Media-Independent Interface9Ô�T�:���� [%��3���f�2�o�H�����,9Õ

MISTP Multi-Instance Spanning Tree Protocol

MLS Multilayer Switching9Ô�Q�^�4�_���W  �,���6�4�f�#9Õ

MMLS Multicast Multilayer Switching9Ô�Q�^�4� �V�,�;  �Q�^�4�_���W  �,���6�4
�f�#9Õ

MOP Maintenance Operation Protocol9Ô�T�f�9�=�f�,  ���M�_�o�*�Z�f  �J�`�;
�&�^9Õ

MOTD Message-of-The-Day9Ô�`�#���f  �C�=�o9Õ

MSFC Multilayer Switch Feature Card9Ô�Q�^�4�_���W  �,���6�4  �H���o�4�V  ���o�<9Õ

MSM Multilayer Switch Module9Ô�Q�^�4�_���W  �,���6�4  �U�+�X�o�^9Õ

MTP Media Termination Point9Ô�T�:����  �2�o�R�@�o�*�Z�f  �P���f�;9Õ

MTU Maximum Transmission Unit9Ô�¨�"
µ1M�Y�>�6�;9Õ

MVAP Multiple VLAN Access Port
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NAM Network Analysis Module9Ô�@�6�;�b�o�".����U�+�X�o�^9Õ

NDE NetFlow Data Export9ÔNetFlow �:�o�2  ���"�,�P�o�;9Õ

NMP Network Management Processor9Ô�@�6�;�b�o�"%¤!��J�`�.�6�(9Õ

NSAP Network Service Access Point9Ô�@�6�;�b�o�"  �(�o�F�,  ���"�.�,  �P���f�;9Õ

NTP Network Time Protocol9Ô�@�6�;�b�o�"  �2���S  �J�`�;�&�^9Õ

NVRAM Nonvolatile RAM9Ô
��¾"’�H  RAM9Õ

OAM Operation, Administration, and Maintenance9Ô1‡!ª%¤!��Å���î�T�f�9�=
�f�,9Õ

OSI Open Systems Interconnection9Ô���o�J�f  �*�,�9�S  ���f�2�o�&�@�"�*�Z�f9Õ

OUI Organizational Unique Identifier9Ô&µ'q�Õ�­/��Î�69Õ

PAE Port Access Entity

PAgP Port Aggregation Protocol9Ô�P�o�;4ø&‚�J�`�;�&�^9Õ

PBF Policy-Based Forwarding

PCM Pulse Code Modulation9Ô�D�^�,%S� ��.ž9Õ

PCR Peak Cell Rate9Ô�G�o�"  �.�^  �_�o�;9Õ

PDP Policy Decision Point9Ô�P�]�*�o  �:�*�+�Z�f  �P���f�;9Õ

PDU Protocol Data Unit9Ô�J�`�;�&�^  �:�o�2  �Y�>�6�;9Õ

PEP Policy Enforcement Point

PFC Policy Feature Card9Ô�P�]�*�o  �H���o�4�V  ���o�<9Õ

PHY Physical Sublayer9Ô �!��(�I�_���W9Õ

PIB Policy Information Base

PPP Point-to-Point Protocol9Ô�P���f�;�7�o�P���f�;  �J�`�;�&�^9Õ

PRID Policy Rule Identifiers

PROM Programmable Read-Only Memory9Ô�J�`�#�\�S��(».’�ú�����¾!ª�T�U�]9Õ

PVID Port VLAN Identifier9Ô�P�o�;  VLAN ID 9Õ

PVST+ Per VLAN Spanning Tree Plus

QoS Quality of Service

RADIUS Remote Authentication Dial-In User Service

RAM Random-Access Memory9Ô�\�f�3�S  ���"�.�,  �T�U�]9Õ

rcp Remote Copy Protocol9Ô�]�U�o�;  �&�G�o  �J�`�;�&�^9Õ

RGMP Router-Ports Group Management Protocol

RIF Routing Information Field9Ô�^�o�9���f�#�±�Ž�H���o�^�<9Õ

RMON Remote Monitoring9Ô�]�U�o�;  �U�>�2�]�f�#9Õ

ROM Read-Only Memory9Ô.’�ú�����¾!ª�T�U�]9Õ

RSA Rivest, Shamir, and Adleman9Ô�O4?� �o�g� �:9Õ

RSPAN Remote SPAN

RST reset9Ô�]�.�6�;9Õ

RSVP ReSerVation Protocol
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SAID Security Association Identifier

SAP Service Access Point9Ô�(�o�F�,  ���"�.�,  �P���f�;9Õ

SIMM Single In-Line Memory Module9Ô�*�f�#�^  ���f�\���f  �T�U�]  �U�+�X�o�^9Õ

SLCP Supervisor Line-Card Processor

SLIP Serial Line Internet Protocol9Ô�*�]���^  �\���f  ���f�2�o�@�6�;  �J�`�;�&�^9Õ

SMP Standby Monitor Present

SMT Station Management9Ô�,�9�o�*�Z�f%¤!�9Õ

SNAP Subnetwork Access Protocol9Ô�(�I�@�6�;�b�o�"  ���"�.�,  �J�`�;�&�^9Õ

SNMP Simple Network Management Protocol9Ô%ò���@�6�;�b�o�"%¤!��J�`�;�&
�^9Õ

SPAN Switched Port Analyzer9Ô�,���6�4�<  �P�o�;  ���=�\���)9Õ

SRB Source-Route Bridging9Ô�0�o�,�^�o�;  �I�]�6�+�f�#9Õ

SRT Source-Route Transparent Bridging9Ô�0�o�,�^�o�;  �;�\�f�,�M���_�f�;  
�I�]�6�+�f�#9Õ

SSH SSH

STE Spanning Tree Explorer

STP Spanning Tree Protocol9Ô�,�D�>�f�#  �7�]�o  �J�`�;�&�^9Õ

SVC Switched Virtual Circuit9Ô"ç�»�51¬�ï�’&ï9Õ

TAC Technical Assistance Center9Ô�*�,�&9Õ

TACACS+ Terminal Access Controller Access Control System Plus

TCP/IP Transmission Control Protocol/Internet Protocol9Ô
µ1M�Ù�î�J�`�;�&�^ /
���f�2�o�@�6�;  �J�`�;�&�^9Õ

TFTP Trivial File Transfer Protocol9Ô%ò���H�����^0©1M�J�`�;�&�^9Õ

TGT Ticket Granting Ticket9Ô�4�$�6�;.z���4�$�6�;9Õ

ToS Type of Service9Ô�2���J  ���I  �(�o�F�,9Õ

TLV Type-Length-Value

TrBRF Token Ring Bridge Relay Function9Ô�;�o�"�f�]�f�#  �I�]�6�+  �]�_�o�Ï(»9Õ

TrCRF Token Ring Concentrator Relay Function9Ô�;�o�"�f�]�f�#  �&�f�.�f�;
�_�o�2  �]�_�o�Ï(»9Õ

TTL Time To Live9Ô�=&ï��(»�(4F9Õ

UART Universal Asynchronous Receiver/Transmitter9Ô�â!ª5V�+�¼1M���>�z9Õ

UDLD UniDirectional Link Detection9Ô
±	û�Ç�0�]�f�"���´9Õ

UDLP UniDirectional Link Protocol9Ô
±	û�Ç�0�]�f�"  �J�`�;�&�^9Õ

UDP User Datagram Protocol9Ô�Y�o�)  �:�o�2�#�\�S  �J�`�;�&�^9Õ

UNI User-Network Interface9Ô�Y�o�)  �@�6�;�b�o�"  ���f�2�o�H�����,9Õ

UTC Coordinated Universal Time9Ô
¯�o
�!Ç�(9Õ

VACL VLAN Access Control List9ÔVLAN ���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ
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VCC Virtual Channel Connection9Ô
’�Ð�4�V�@�^�’&ï9Õ9ÔATM �9�"�A�`�+�o9Õ �”
Virtual Channel Circuit9Ô
’�Ð�4�V�@�^�Á'"9Õ

VCI Virtual Circuit Identifier9Ô
’�Ð�Á'"/��Î�69Õ

VCR Virtual Configuration Register9Ô
’�Ð�&�f�H���!�X�_�o�*�Z�f  �_�+�,�29Õ

VIP Virtual IP Address9Ô
’�Ð  IP ���<�_�,9Õ

VLAN Virtual LAN9Ô
’�Ð  LAN9Õ

VMPS VLAN Membership Policy Server9ÔVLAN �T�f�C�*�6�J  �P�]�*�o  �(�o�C9Õ

VoIP Voice over IP

VTP VLAN Trunking Protocol9ÔVLAN �;�\�f� �f�#  �J�`�;�&�^9Õ

VID VLAN ID

VVID Voice VLAN Identifier

WRED Weighted Random Early Detection9Ô2€�ú
ƒ�Ì�\�f�3�S�ç�¼���´9Õ

WRR Weighted Round-Robin9Ô2€�ú
ƒ�Ì�\���f�<�`�F�f9Õ
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